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block_invalid_cert bnokMpoBaH1e canToB C HEKOPPEKTHLIMU cepTUdUKaTaMK. [JeNCTBUTENBHO
TONbLKO ANA nNpasun uHcnekTuposaHua SSL. CuHTakcuc: InvalidCertificate ::=

block _invalid_cert '(' boolean ') boolean ::= yes | no | true | false check revoc_cert Nposepka
MO CMMCKY OTO3BaHHbIX CEPTUPUKATOB. [leNCTBUTENBHO TONBLKO ANA NPaBui MHCMEKTUPOBAHMKA
SSL. Cuntakeuc: ChekRevocation ::= check_revoc_cert (' boolean ')’ boolean ::= yes | no

| true | false block _expired_cert BnoknpoBka cepTMdUKATOB C UCTEKLLMM CPOKOM AEUCTBUA.
JencTButenbHO TONMBKO Ana npasun MHenektuposaHua SSL. CuHtakcuc: ExpiredCertificate ::=
block expired_cert '(' boolean ') boolean ::= yes | no | true | false block_self signed_cert
Bnokuposka camonoanucaHHbiXx cepTUdUKaTOB. eUCTBUTENBHO TOMBKO ANnd

npasun nHcnexktuposaHua SSL. CuHtakcuc: SelfSignedCertificate ::=

block_self_signed_cert '(' boolean ')' boolean ::= yes | no | true | false ssl_profile Npo¢punb
SSL. [leicTBMTENBHO TOMBbKO ANA NpaBui MHCNEKTMPOoBaHua SSL, reverse-npoKcu, Beb-
noptana. CunHtakcuc: SslProfile ::= ssl_profile '(" string | word ')’ CBoicTBa npasun ny6nukauuu
is_https BrntoueHve noaaepxkn HTTPS. [ledcTBUTENBHO TONLKO ANd Npasun NyoGnuKaymu.
CwuHTtakeuc: IsHttps ::= is_https (' boolean ')’ boolean ::= yes | no | true | false rewrite_path



MNMoameHa nyTen. [leNcTBUTENBHO TONLKO AndA npasun nybnukaumn. CuHtakcuc: RewritePath

::=rewrite_path '(" path_from, path_to ')’ path_from — namenutb ¢ (aomeH n/vnu nyte URL,

KoTopble TpebyeTca M3MeHuThb); path_to — nameHuTb Ha (aomeH u/unu nytb URL, Ha koTopble

TpebyeTca 3ameHuTb cTapble). waf_profile WAF-npogpunb. [ledcTBUTENBHO TONBKO ANnA
npasun nybnukaunu. Cuntakcuc: WafProfile ::= waf_profile '(' string | word | list ')’
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O6wue ceeaeHnn

Documentation:

Product: WAF

Version: 7.7.x

Technology: WAF

UserGate WAF (Web Application Firewall) — cucTema 6e3onacHocTu, npeaHasHaueHHan Ang 3aluTbl BEO-NPUNOXEHNI OT M3BECTHBIX YA3BUMOCTEH 1 yrpod. UserGate WAF ucnonbayetca AnA GpunbTpaumum Tpaduka NPUNOXEHNH Ha
npukiagHom yposHe moaenu OSI. Mponyckan Tpaduk Yepes 06paTHLIA MPOKCU-CEPBEP U aHann3upya BXoAALLMIA U ucxoaawmuin HTTP/HTTPS tpaduk, UserGate WAF 6nokupyeT noTeHumansHO BpeAOHOCHbIe 3anpockl 1 obecneunsaet
MOBBILLIEHHLI YPOBEHL 6E30MACHOCTH BEG-NPUTOKEHNH.

Ecnu UserGate WAF HaxoauT B Tpaduke npuMepsl BDEAOHOCHOTO KoAa UK APYrHe 0COBEHHOCTH, OTMEYEHHbIE B NpaBunax 6e30MacHOCTH, NPOXOXKAEHUE TpaduKa MOXKET GbiTh 3a6/I0KUPOBAHO, COBLITUE COXPAHAGTCA B XKypHar.

OcHoBHble PyHKuuK UserGate WAF:

« AHanus, dunbTpaums, Moandukaumua u 6nokuposatue Tpadpuka HTTP/HTTPS Bepcuu 0.9, 1.0, 1.1.

MexceTeBoi aKpaH C BO3MOXHOCTLIO B110KMpOBKY No IP-aapecam, yanam u GeolP.

Cospaxue npasun aHanusa HTTP-tpaduka (WAF-npasun) ¢ ucnonb3osanuem asbika UPL (UserGate Policy Language).

WcnonesoBarue Habopos 06bekToB (Hanpumep, rpynn IP-aapecos, URL, Homepos TenegoHos) npu cosaanuu WAF-npasun.

[eTanbHblit aHanu3 pesynbtatos cpabatbisaHus WAF-npasun. B pasaene «ATaku» B BEG-KOHCOMMU.

ABTOMATHYECKARA BbIrPY3Ka XypHanoB cpaboTaswmx WAF-npasun Ha yaaneHHsii cepep no SSH, FTP, syslog.

MHCTpyMeHTLI 6230BOM AMArHOCTHKM CETH.

My6nukauna BHyTpeHHNUX BeB-cepaucos yepes UserGate WAF ¢ nomMoLLbo npaeus.



CoemecTumocTb Bepcuit UserGate WAF ¢ annapaTtHbiMu nnatdpopmamu

Product: WAF
Version: 7.7.x

Tab6nuuya coemectumocTy Bepcuit UserGate WAF ¢ Moaenamu annapatHbix nnatgpopm.

Bepcua UserGate WAF ||AnnapatHbie nnat¢opmbl

7.5.0,7.6.0,7.7.0 « E3000;



https://docs.usergate.com/usergate-d200-d500_625.html
https://docs.usergate.com/usergate-e1000-e3000_626.html
https://docs.usergate.com/usergate-e1010-e3010_3160.html
https://docs.usergate.com/usergate-e1000-e3000_626.html
https://docs.usergate.com/usergate-e1010-e3010_3160.html
https://docs.usergate.com/usergate-f8000_627.html
https://docs.usergate.com/usergate-f8010_3161.html

JlnyeHsupoBaHue



Nuuensuposanune UserGate WAF

Product: WAF
Version: 7.7.x

Jina ucnonesosanua UserGate WAF Heobxoanma 6asoBan nuueHsus, B paMKkax KOTOPOi NPeAoCTaBAETCA AOCTYM K OCHOBHBIM (YHKLUMAM ycTpoiicTsa. UToOsl nonyyats o6HoBneHua UserGate WAF, Bam Heobxoaumo npuobpectn
[I0NOMNHUTEIbHbIE MOAMMCKM,

B Be6-uHTepdeiice UserGate WAF Bbl MOXeTe aKTMBMPOBaTbL M 0OHOBUTL NULIEH3MIO, @ TaKKe NPOBEPUTL CPOK e AGVCTBUA B OHNaiiH-pexume. ECin A0CTYN K cepBepy NULEH3MPOBAHMA OTCYTCTBYET, Bbl MOXETE aKTMBMPOBATb AMUEH3NIO
naiH.

BasoBan nuueH3ua
Jnuensnposanue UserGate WAF BeinonHAeTcA no napameTpam Npou3BOANTENLHOCTH NNaTHOpMbl.
B npouecce aktuBaunuu 6a30Boi NULEH3UN NPOBEPAETCA CreaytoLlee:
« Tun annapatHo# nnat¢opmbl. [1A NpoayKTa, NOCTaBNAEMOro B BUAE NPOrPaMMHO-annapaTHOro KOMMIIEKEa, TN annapaTHo! NNaTpopMel AOMKEH COBNaAaTh C TEM, KOTOPbIA yKasaH B NIMUEH3UN.

« KonuuecTBso Afep BUPTyanbHOH MalMHbI . [InA NpoayKTa, NOCTaBAAEMOro B BUAE BUPTyasibHOro 06pasa, KoNMuecTso AAep UEHTPasbHOM NPOLEccopa, BblAENEHHbIX BUPTYanbHO! MalUUHE, AOMKHO ObiTb MeHbLLE MB0 POBHO YMCTY
Anep, yKasaHHbIX B TULEH3UN.

IMpy NonbiTKe PerucTpaLmi HEKOPPEKTHOrO 0BOPYA0BAHMA C MOMOLLILIO KIioua C OTPaHUYEHUEM Mo NPOU3BOANTENBHOCTM NOABUTCA OLIMOKA: «KOH(UrypaLma cepBepa He COOTBETCTBYET IULEH3UPOBAHHBIM XapaKTEPUCTHUKAM, HanpUMep
YBENUYEHO YMCTIO AAEP NpoLeccopar.

MpumeuanueEcny BUpTyansHaA MalMHa 3aperucTpupoBaHa ¢ NOMOLLLIO KOPPEKTHOTO KIloya, a B AanbHelilueM B Hee OyayT A00aBneHs! A0NONHUTENbHbIE AAPA, TO aKTUBHBIM B BUPTYasbHOM MaluMHe GyAeT TOMbKO NMLEeH3MpoBaHHoe

KOMMYECTBO AAEP.
Mpumeyannebasosan NMLEH3NA Ha NPOAYKT ABNAETCA GeccpouHoi. B 6asosyto nuueHauio UserGate WAF BrtoueHa NoAnMcka Ha Cepeuc 06HoBreHHA (SU) CPOKOM Ha OAMH rog, Mo UCTEYEHNM NepBoro rofia ee HeoBXoAMMO NPOAUTS.

JlononHuTenbHble NULEH3UU

JlononHUTENbHO NULIEH3MPYIOTCA CreaytoLme noanucku u moaynu UserGate WAF.

Moanucku u moaynu Onucanune

Moanucka SU npeaoctaenset cepeuc o6Hosnenus ana UserGate WAF.
Moanucka AaeT Npaso Ha Nony4YeHue OOHOBNEHHIA:
« nporpamMmHoro obecneuyenun UserGate WAF;
« Moayneii akcneptuabl oT UserGate:
o 3alUThI OT U3BECTHBIX aTak U3 cnucka OWASP Top 10;
Security Updates (SU) » User-Agent — mMoaynsa MAEHTMUKALUM 1 GNIOKMPOBKU BPEAOHOCHBIX CETEBbIX GOTOB.
(CpoK Ne/CTBUA NOANMUCKU COCTABIIAET OAMH roA. Mocrie ero OKoHYaHuA:
« Basosble PpyHKuun WAF npogosmxatot paboTats 6e3 orpaHUueHui.
« Mepecraet 06HOBNATECA MO. Mpr HEOOXOAUMOCTH MOXHO 3arpy3uTh M YCTAHOBUTL TOJLKO Ty BEPCHIO, KOTOPanA Bbina akTyanbHa Ha MOMEHT OKOHYaHUA CPOKA AEMCTBUS MOAMMUCKM.
« TMpexpataetca o6HoBREHHE 6a3 KCNepTH3Ll. [MonyyeHHbIe paHee 6asbl AKCNEePTM3LI NPOAOMKAIOT PaBoTaTs.

[InA NPOAOIKEHNA NOyYeHUn 0OHOBNEHUH HEOGXOANMO NMPOANUTL noAnucky SU.

Moaynb BKIKOYAET NULEH3MIo Ha padoTy ycTpoiicTs UserGate B pexume knactepa. Cpok AEHCTBUA NULIEH3NUM HE OrpaHUyeH. AKTUBMPYETCA aBTOMATMUECKH Npu NpUoBpeTeHH AByx 1 Gonee
y3nos

Cluster

Mpouenypbl aKTUBaL UK NULIEH3UI

OHnanH-aKTUBaLUuna

IMpy oHnaiH-akTMBaymMM ycTpoiicTeo UserGate obpatiaeTca k cepepy nMueHsuposaHua  https:/reg2.usergate.com. Ha CepBep NepeaaeTcs UHGOpMALMA O HoMepe Bepcun MO UserGate, MH-koae, HassaHuu NpoayKTa, MoAENM ycTpoicTsa U
T. A. BotBer npUXoAAT AaHHbIE O CPOKe AercTBUA NUYEH3UU U CNIUCOK MOﬂyﬂeM ¥ NOANUCOK, pasp [AaHHON L

Ecnu paHee 3aperycTpupoBaHHbLIE B CUCTEME NOAMMUCKMA UM MOAYIIM OTCYTCTBYIOT B OGHOBIIEHHOM CIIUCKE, OHU IEAKTUBMPYIOTCH, & COOTBETCTBYIOLME NULIEH3UI aHHYIMPYIOTCA. MOAMMCKM 1 MOAYNH, N06aBNEHHbIE B OGHOBIEHHbIA CIUCOK,
aBTOMATUYECKM aKTUBUPYIOTCA.

B naneHeiwwem npu pabote ycTporcTea UserGate npoBepka N1LEH3NM NPOUCXOANT OAMH pa3 B CyTku. Ecniv nposepka npoLuna ycnelwHo, yCTpoACTBO ByAeT paboTath B LUTATHOM pexume. B xypHane coBuiTHii 0TOGPaxXaloTCA 3an1cu o
BbINOSIHEHHBIX NPOBEPKAX.

Ecnu cepsepbl NMLEH3MPOBaHUA HEAOCTYMHLI, AenaeTca 14 NoNbITOK NoAKMoUeHUA ¢ MHTepaanom 120 cekyHa. B cnyyae Heycnexa nonbITkv NPeKpaLLatoTcA Ha CyTKW, NOCE Yero CHoBa CNeayroT 14 NonbITOK NOAKMIOYEHHNA K CepBepy akTMBauuu.

B cnyuae ecnv B nep1oa AeMCTBUA NULEH3UK HE YAAeTCA NOAKIIOUMTLCA K CEPBEPY aKTUBALMM, NTMLEH3NA BNOKUPYETCA B CBA3K C UCTEUEHUEM CPOKA ASMCTBUA (MOAYNM M NOAMMCKM, SIMLEH3NA KOTOPLIX NPOCPOYeHa, nepecTatoT paboTats). Mpu
Ka)X10/1 OLLMOKE NOAKMIOUEHUS K CePBEPY aKTUBALIMM B XKypHas COObITUI 3aHOCHTCA COOBLLEHME 06 oLIMGKe.

MopAnoK AeNcTBUNA NPU OHNaWH-aKTUBaLUU

JAna peructpauyuu yctpoiictea:
1. B Be6-KOHCONK aAMUHUCTpaTOPa yCTpoiicTBa BhibepuTe pasaen Jlaw6opabl 1 nepeitanTe Ha knaaky NOC.
2. B BupxeTe JluyeHsua HaxwvnuTe HeT nuuyensun, seeante MUH-Koa v 3aperncTpupyiTe ycTpoicTBo.

Ecnu y3en HaxoAnTCA B 3aKPLITOM KOHTYpe 6e3 NPAMOro A0CTyna B MHTEPHET, aKTUBMPOBATL MM 0OHOBUTL NIMLIEH3MIO MOXHO Yepes NPOKCH-cepaep. [na aToro BeibepuTe pexum  Mcnonb3oBaTh NPOKCH-CepBep ANA aKTUBALMM W anfeiTos .
Qanee ykaxuTe IP-aapec v NOPT BLILIECTOALLEMO NPOKCH-CepBepa. Mpn HEOOXOAUMOCTH yKaXHTE NOMMH M Naponb ANA ayTEHTU(UKALMM Ha NPOKCH-CepBepe.

OdnanH-akTMBaLMA
OdnaiiH-aKTBaUmMA MUeH3ui Heobxoanma ans ycTpoicTs UserGate, HaXoAALWMXCA B M30MPOBAHHOM CETH 6e3 A0CTYNa K UHTEPHETY 1 6e3 BO3MOXHOCTH aKTUBALMM Yepe3 NPOKCH-CepBep.
Mpouecc opnaiH-NULEeH3MpoBaHUA BKIIOYAET Creayolue aTanbl:

1. FeHepauuA 3anpoca — CO3AaHKe Ha SMLEH3MPYeMoM YCTPOiCTBe daitna 3anpoca Ans odanH-akTMBaLum.

2. AKTMBauus 3anpoca — o6padoTka creHepupoBaHHOTO daina 3anpoca ¢ NOMOLLbIO cepeica odnaiH-akTueayum MUH-koaoBs.

3. MpUMeHeHMe NMLEH3MN — 3arpy3Ka aKTUBMPOBAHHOTO (aiina 06paTHO Ha NMLIEH3MPYEMOoe YCTPOMCTBO.

leHepauuna 3anpoca

Yro6bI CreHepupoBaTth ¢aitn 3anpoca And opnaiH-aKTUBaLUM NTULEH3NH:
1. 3aiauTe c nomoLybto BeG-6payaepa Ha IMLEeH3UpyeMoe YCTPOCTBO Mo cneaytolemy aapecy: https://<IP-aapec yctpoictea>:8001?features=offline-reg .
2. B BeG-KOHCONMM aAMMHUCTpaTOpa ycTpoiicTBa BhibepuTe pasaen JMaw6opabl v nepeiante Ha Bknaaky NOC.

3. B BuaxeTe NuyeHaua Haxvute HeT nuyeHsum.

4. B oKHe aKkTMBaLuK yCTpoicTBa HaxmnTe HayaTb aKkT B ap’ p

5. Beeaute MUH-koa ycTpoicTBa 1 cKauaiTe creHepupoBaHHbIi paiin 3anpoca AnA opranH-aKTMBaUmu.

AKTMBaLuA 3anpoca

C KOMMbIOTEPA, UMEIOLLIEro A0CTYN B MHTEPHET, 06paTMTeCh B CepBMUC odnaiH-akTMBaLMK (ANA BX0Aa B CepBuc noTpeGyeTcA asTopusauna B EAMHOM UeHTpe aBTOpM3aUmMm) v akKTUBMPYATE CreHepUpOoBaHHBIA daitn 3anpoca.

anMeHeHMe JNIUYEeH3UH

3arpyauTe akTUBUPOBaHHbIM pain Ha NnLyg pyemoe ycTpoiicTso. [inA aToro:

1. B pasaene Jaw6opabl n1LeH3MpyemMoro ycTpoiicTea Ha Brnaake NOC B BumxeTe JIMLEHINA OTKPOIATE OKHO OQMaitH-akTUBaLMu.


https://poa.usergate.com
https://id.usergate.com/

2. Buibepute Tb aKT B @BT
3. YKaxuTe aKTMBMPOBaHHbIN paiin, NonyyeHHbIi B cepauce opnaitH-akTusaumu.
TPOLECC NMLEH3UPOBAHWA 3aBEpLLIEH.

MoapoGHee o npoueaype odpnai (TUBaLUM N — B pasgene «OdnaiiH-aKTMBaUMA AMLUEH3UI» .



https://docs.usergate.com/oflajn-aktivaciya-licenzij_2162.html

MepBoHauyanbHan HachOﬁKa



O6wue ceeaeHnn

Product: WAF
Version: 7.7.x

UserGate WAF nocTaenaeTca B Buzie NporpamMMHo-annapartHoro komnnexca (MAK) nubo B Buae obpasa BUpTyasnbHo# (virtual np 0ro ANA pasBepThIBaHUA B BUPTYanbHO cpeae. B cnyyae BupTyansHoi
MallmMHbl MexceTeBoi akpaH UserGate WAF noctaenaetca ¢ aecaTteio Ethernet-untepdeiicamu. B cnyuyae noctasky B Buae MNAK — MoxeT conepxats oT 2 Ao 64 Ethernet-nopTos.



PasBepTbiBaHMe BUpTyanbHoro obpasa

Documentation:
Product: WAF
Version: 7.7.x

UserGate WAF Virtual Appliance no3sonaeT 6bICTpO pasBepHyTb BUPTyasbHYO MaLLMHY C y)Xe HaCTPOeHHbIMM KoMnoHeHTamu. OBpas npesocTasnaetca B popmate OVF (Open Virtualization Format), KoTopeIii NoAAEPXMBAIOT CHCTEMBI
supTyanusaumum VMware, Oracle VirtualBox, 1 B popmate Qcow?2 ana cuctem eupTyanusauyun QEMU-KVM. ina Microsoft Hyper-V noctaenaeTca o6pas Ancka BUPTyansHOM MallnHBI.

MpumeuaHnelns KOPPEKTHOM PaBOTLI BUPTYanbHOM MalLMHEl PEKOMEHAYETCS MCMOMb3oBaTe MUHUMYM 12 B onepaTuBHOM NamMATH U 4-AAepHbIi BUPTyanbHbIA npoueccop. MMneper3op A0MKEH noaaepkusaTb padoTty 64-6UTHBIX
OnepauynoHHBIX CHCTEM.

Mpumeuanune/lns KOPPEKTHOH paboTsl BHyTPeHHeH 6asbl AaHHbLIX TpeGyeTca noaaepkka Habopa MUKpokoMaHa SSE4.2 apxuTexTypbl x86 npoueccopamu BUpTyansHoi cpeasl. Jiio6oi npouyeccop Ha 6ase apxuTeKTypbl X86, BbinyLEHHbIR nocne
2008 roaa, AonmxeH noanepxueate SSE4.2.

Pa6oTa c BupTyanbHbIM 06pazom
Jnf Hauana padoTsl C BUPTYanbHbIM 06pasoM, BLIMOMHATE CEAYIOLME Lwark:

1. CkavaiiTe NocneaHio BEpCHIO BUPTyanbHoro obpasa ¢ opuumansHoro caiita UserGate .

2. MmnopTupyiiTe 06pas B CBOK CMCTEMY BUPTyanu3auuu. MHCTpyKLMIO No MMNOPTY o6pasa Bbl MOXeTe NOCMOTPeTb Ha caiiTax CUCTeM BUPTyanusauuu, Hanpumep VirtualBox unu VMware. [ina Microsoft Hyper-V Heobxoaumo cozaate
BUPTYyanbHYIO MaLLKHY U yKa3aTb B KAUECTBE AMCKA CKauaHHBI 06pas, Nocne Yero OTKMKOUMUTL CNYXObI UHTErPALMM B HACTPOMKAX CO3AAHHOM BUPTYaNbHON MaLLMHBI.

3. Hactpoiite napameTpbl BUPTYanbHO# MalwuHbl. B 3aBUCUMOCTHM OT OXWUAAEMOI Harpy3Kku yBeiMubTe pasmep onepaTMBHON NamATH BUPTYanbHOM MalmuHbl. PexomenaoBaHHoe MUHUManbHoe 3HaueHe — 12 I'b.
4. JloBaBbTe AOMOMHUTENbHBIA AUCK HYXKHOTO pasmepa.

Pasmep avcka no ymonuanuio coctasnset 100 6, uero o6bIUHO HEAOCTATOUHO ANA XPAHEHUA BCEX XyPHANOB 1 NapameTpos. UCnonb3ys CBONCTBA BUPTYaNbHON MallMHBI, YCTAHOBMTE pasMep Aucka He MeHblue 200 6. PekoMeHaoBaHHbI
pasmep — 300 6 unu Gonee.

Jna cuctem Buptyanusaumn QEMU-KVM paamep ccTemMHO# 06nacTv no ymonuawuio, coctaenaet 8 Mb. CucTtema, npu nepsom 3anycke, cama OnpeaeniT Hasiue A0NOMHUTENBHOIO ANCKA W PACLUMPHUT CBOU CUCTEMHBIE Pasaesbl.
Komanpaa ana no6asnenus aucka pasmepom 100 I'b ana cuctem QEMU-KVM:
gemu-img create -f gcow2 -o preallocation=metadata,refcount_bits=16,lazy_refcounts=on,cluster_size=4K uma-BaLuero-auncka.qcow2 100G

5. 3anycTuTe BUPTyasbHYio MawuHy UserGate. Bo Bpems 3arpysku eeinonkaeTca Factory reset. Cuctema UserGate HacTpauBaeT ceTeBble afanTepsl 1 yBeNMuMBaeT pasmep pasaena Ha XeCTKOM AMCKe A0 NOSHOTo pasMepa AucKa,
YBE/IMYEHHOro B YETBEPTOM NyHKTE.

UserGate noctaenaeTca ¢ YeTbipbMA MHTEpdencamm, Ha KaxaoM U3 KOTOpbIX HasHaueHa cBos 3oHa: Management, Trusted, Untrusted, DMZ.

MopaAnok Hymepaunn HTepghencoB B BUPTYanbHOI cpeae

B Be6-KOHCONM aAMMHMCTPaTOpa ceTeBble MHTepdEnchl 0ToOp: DTCA NO CBOMM . ConocTaBneHue HassaHuA uHTepdenca u ero aapeca (H/W path unn MAC) HasbiBaeTcAa MannuHrom. [laHHsle 0 MannuHre WHTepdeicoB XpaHATCA B
cneunanbHoM cucTemHoM daine. MNMocmoTpeTb coaepxumoe daiina MannuHra MHTepPEeRcoB MOXHO ¢ NoMoLLbio CLI-komaHabI:

Admin@nodename> show network interface-mapping

IMpy nepBoHauansHoOM cTapTe, nocne copoca B NepeoHavansHoe coctoaHue (factory reset) Npu U3MeHeHUM KONUUECTBA CETEBLIX aAaNTEPOB B CUCTEME (MPK A0BABNEHUM MW yAaNeHUM aAanTepoB CPEACTBAMM rMNEePBU30Pa) NPOUCXOANT
COPTUPOBKA MHTEPPEICOB W UX ManMUHT.

Beibop MeToaa copTuposky (no H/W path unu no MAC-aznpecam) 3aBuCHT OT TMNa runepsr3opa M UCNomb3yemMoro amMyATopa annapaTHoro obecneyenusn. B HekoTopeix cnydanx (VirtualBox, QEMU, Bochs) copTiposka uHTepdeicos
npoussoauTcA no napameTpy H/W path, B octaneHelx — no MAC-aapecam MHTEpdeiicoB.

Mpu copTupoBKe uHTepdeiicos no napamerpy H/W path :

« Bce umerowmecs Ha ycTpoicTee MHTEpPd! npu no6om X KONUUeCTBa (yaaneHue, AobasneHue) ByayT NepecopTMPOBaHsI B NOPAAKE BO3pACcTaHUA annapaTHelx aapecos (H/W path). CUCTeMHBI paiin ¢ AaHHBIMM

MannuHra 6yaeT NOMHOCTLIO Nepesanucan.

« YnanésHsle uHTepelickl 0TOBPaXaroTCA Kak HEUCNONb3yeMble, NOMEUatoTCA COOTBETCTBYHOLMM 3HAUKOM W MOMELLIAKOTCA B KOHEL| CriMcKa MHTepP(eicoB B BEG-KOHCONM.

Mpv coptuposke poeit no MAC-aap
« MiHTepdeiictl, ke A0OaBNeHHbIE B CUCTEMY, OCTAIOTCA Ha CBOMX MecTax.
« Ynansewmble MHTEPDENCH 0TMEUAIOTCA B BEO-KOHCOMM Kak HEUCNOMb3YEMbIE U MOMEUAIOTCA CeLMabHLIMU 3HAUKaMM.

« Hosble A06aBneHHbIe MHTEPdEiCH 100aBNAITCA B KOHEL CrUCKa B nopAake BospacTaHua MAC-aapecos.

Ecnu 1cnone3o8aTh KOHCOSbHYIO KOMaHAy clear network interface-mapping, dain cyulecTaytoLIero MannuHra uHTepdeicos GyaeT yaasneH v Bce UMEIOLNEC HHTepdENCEI Nocne pecTapTa MallnHel GyayT NepecopTMpOBaHbl 3aHOBO N0
NPUHUMNY BO3pacTaHWA aapecos.

BamHo!BupTyansHbii 06pas yctpoiictea UserGate, AOCTYMHbIN ANA ckaunBaHua B JIMUHOM KabuHeTe, He MMeeT daina MannuHra uHTepdencos. CopTUPOBKA MHTEPPENCOB U MX MANMUHT MPOMCXOAAT MPU NEepBOM 3arnycKe B BUPTYansHoH cpeae
nonb3osatens. Mpu NOAroToBKe NOMb30BaTENAMM COOCTBEHHOrO BUPTYanbHoro obpasa ycTpoiictea UserGate Ana passopaunsaHua ero BNOCNEACTBUM Ha 06NauHoi NnaTdopme HEOOXOAUMO TaKKe yAanuTh AaHHbIE ManmnMHra CeTeBblX
ananTepos nepea coxpaxeHrem obpasa. dain MannuHra MOXHO yAanuTb KOHCOMbHOW KoMaHAow clear network interface-mapping.

NMpumeuanneEcnu BupTyansHaa MalwmHa UserGate knoHupyetca yepes vSphere, To 8 VMX-daiine HacTpoeK CKNOHMPOBaHHON BUPTYanbHON MaLLMHbI Heo6xoAnMo yaanuTe MAC-aapeca, npuHaanexatyue Vim UCTOUHMKA.

OnTMMHU3aLMA NPOU3BOAUTENBLHOCTU CETEBbIX MHTepdencoB Ha OCHOBe virtio


https://my.usergate.com

Jna onTUMK3aLMKM NPONU3BOAUTENBHOCTH CETEBLIX MHTEPpENHCOB Ha OCHOBE Virtio B cpeaax supTyanusauun KVM, oVirt, zVirt pexomenayeTca Ha runepsusope Britouath pexuv Multi Queues v ycTaHasnueaTh 8 ouepeaeii Ha ceTeBo
MHTEpdEiC.

Hanpumep, 8 cnydae nnatpopmbl OVirt (cM. gokymeHTaumio oVirt), AnA Toro 4To6bl BbICTaBUTL 8 ouepeaeir ana VNIC, HeobxoauMO noaxntounTseA K CLI runepeusopa 1 BBECTH KOMaHAY:
engine-config -s "CustomDeviceProperties={type=interface;prop={other-nic-properties;queues=[1-9][0-9]*}}"
BwmecTo napameTpa other-nic-properties HyXHO BCTaBUTL CMMCOK CYLLIECTBYIOLIMX KACTOMU3MPOBAHHLIX NPaBMn (€CAK ecTk). MOCMOTPETb, CYLLECTBYIOT /M Tak1e NpaBmia, MOXHO KOMaHAOM:

engine-config -g "CustomDeviceProperties"

Mocne BBOAA KOMaHALI HEOOXOAMMO Ha NopTane aaAMUHUCTpaTopa 3aiTu B npodunu vNIC.

BuiBpaTh peaakTupoBaHue NpodunA ceTesbIx KapT, HagHaueHHoro aAna WAF, B Beinaaatotiem cnicke Custom Properties Bei6paTh queues, Nocre Yero BBECTH HYXHOE KONIMYECTBO oYepesei.


https://www.ovirt.org/documentation/virtual_machine_management_guide/

Tpe6oBaHUA K CETEBOMY OKPYKEHUIO

Product: WAF
Version: 7.7.x

JinA koppexTHo# paboTel UserGate WAF 0/KeH MMETb I0CTYN K CIEAYIOLNM CepBepaM B HHTEpHETe:

« Cepsep peructpaumm — reg2.usergate.com, noptsl TCP 80, 443;

« Cepsep o6HoBnexus cnnckos u MO UserGate — updates.usergate.com, noptel TCP 80, 443.

Ipu cosnaHum KnacTepa KOHGUrypaLm HeoBXoAMMO 0BECTIEUNT MPOXOKACHHE CIIEAYIOLIMX MPOTOKOSIOB MEXAY y3namu:

« ObGecneuenune pennukaLum HacTpoek — noptel TCP 4369, TCP 9000-9100;

« Cepsuc Be6-koHconu — TCP 8001.

MoapoGHee o TpeBOBaHMAX CETEBOM AOCTYNHOCTM — B TaBNMue HIKe.

Cepsuc MpoTtokon MNopt WUcxopawmin/Bxoaawmin DYHKYMA
Be6-koHcons TCP 8001 Bxoaawui (a0 se6-koHconu UserGate WAF) [locTyn K BeG-uHTEpdEiCy yNpaBneHns yCTPOACTBOM.
CLI no SSH Tcp 2200 BoAwumi (k CLI no SSH) [JocTyn k uHTepdeiicy komanaHoi cTpoku (CLI) UserGate no
npotokony SSH.
XML-RPC TCP 4040 Bxoasawwui (k UserGate no API) Ynpasneue yctpoiicteom UserGate no API.
:#;g,c nosepx  lrcp 4443 Bxoasawuii (k UserGate no API) [HocTyn k APl nosepx HTTPS.
Y nanéHHblit A0CTYN K CepBepam TEXHUYECKOH NOAASPHKKM.
[JocTyn k cepBepam:
Y RanéHHbIi TCP 22 Mcxoasawuii (A0 cepeepoB TEXHUYECKOH NOAASPKKM) » 93.91.171.46;
o 178.154.221.222;
- ra.entensys.com.
Wcxoanawwuii (no cepeepa TOYHOTO BpeMeHH)/Bxoaawymi (0T KNMeHToB A0
NTP UDP 123 cepsepa UserGate, ecnu oH UCNONb3yeTcA B Ka4ecTBe cepeepa TOYHOMO  ||CUHXPOHM3ALMUA BPEMEHH.
BpeMeHH)
Tcp/uDP 153 BxoanAwmit (0T knueHToB k cepeepy UserGate, ecnu oH BbicTynaet B
kauecte DNS-cepsepa)
DNS Cepsuc nonyyenna uipopmaumm (IP-aapec) o AomeHax.
UDP 53 Ucxonswmi (no cepsepos DNS)
Peructpauusa - Peructpauua npoayktos UserGate: aocTyn ao cepsepa
cepeepa UserGate ToP 443 Hcxonfumii (ao cepaepa pervcTpauny) reg2.usergate.com.
O6HoBneHKe MO 1 Tcp 443 Mcxonmwwit (20 cepBepos oBHOBNEHNS) OﬁHOEl‘IEHP.ie MPOrPaMMHOro 0GecneyeHns 1 3NemMeHTOB
6ubnuotek 6ubnuoTex: AocTyn A0 cepsepa updates.usergate.com.
CepBuCc, HEOOX0ANMBIM ANA PaboThl KNacTepa KOHPUIypaLmu.
4369 Bxoaawwui (C NnepBoro ysna Knactepa Ha BTOpO# W nocneaytoue yansl)
YcTaHoBKa yNpasnAioLero COeANHEHNS.
Peseps anA
TCP
Knactepa
g o X Mepeaaya MHGOPMALUM 06 U3MEHEHHM KOHPUTYpaLMK KnacTepa
9000-9100 Bxoaawwuit (Npuém KoHdUrypaumu oT Nepeoro yana knacrepa) (pennuka HacTpoex)
o MepsoHayanbHan yCTaHOBKA CBA3K M OGMEH Kiloyamn
P 9712 Vicxonawmit (o1 UG WAF a0 UGMC) lLundppoeaxua ¢ cepeepom UserGate Management Center.
'esepe Ana
UserGate TCP
Management Center MoctpoeHne SSH-TyHHenA Ana obMeHa AaHHBIMM C NOMOLLLIO
2022 Uexoaawmit (o1 UG WAF 10 UGMC) P Y u
NONyYEHHBIX KNtoYeit.
o MepsoHayanbHan yCTaHOBKA CBA3K M OGMEH Kilouamn
9713 Bxonauui (o1 LogAn K UG WAF) Lindppoearua ¢ cepeepom UserGate Log Analyzer.
TCP
2023 Bxoanwwit (o7 LogAn k UG WAF) MocTpoeHue SSH-TXHHSI‘IR Ans o6meHa AaHHBIMK C MOMOLLLIO
Peepe ana NONyYEHHBIX KNtoYeit.
UserGate Log
/Analyzer o
[[ina Bepcuit 6.1.x: 1269 (nepenaya aaHHbIx Ha LogAn 6.1.x),
22699 (nepenaya AaHHbIX Ha LogAn 7.x.x)
TCP 1A Bepcuit 7.0.x: 22699 (Mepenada AaHHbIx Ha LogAn 6.1.x), Ucxoasawmi (o1 UG WAF k LogAn) Mepeaaya xypHanos 1 TenemeTpuu Ha cepeep LogAn.
22711 (nepenaya AaHHbIX Ha LogAn 7.x.X, C MCNONb30BaHKEM
SSL)
Beinontenue 3anpocos LDAP (389 - ana LDAP v 636 - ana LDAP
LDAP TCP 389, 636 Wcxonsawuii (Ha LDAP-KoHHeKTOp) over SSL).
Kerberos 'TCP/UDP |88 Wcxoanawwuii (Ha cepeep ayTeHTUdHUKauum Kerberos) AyTeHTUdMKaLMA nonb3osateneit no npotokony Kerberos.
INTLM TCP 445 Wcxonsawuii (Ha cepeep ayTeHTUdUKauun NTLM) AyTeHTUdUKaL A nonb3osateneit no npotokony NTLM.
RADIUS UDP 1812 Wcxonsawwuii (Ha cepsep ayTeHTUdMKauun RADIUS) AyTeHTUdUKaL A nonb3osateneit no npotokony RADIUS.
TACACS+ TCP 49 Wcxonsawuii (Ha cepeep ayTeHTUUKaumun TACACS+) AyTeHTUdUKaL A nonb3osateneit no npotokony TACACS+.
Arext [ocTyn k cepsepy UserGate, HeobxoauMblit AnA paboTsl
'TEepPMUHaNbHOIO UDP 1812, 1813 Bxoaswmit (ot areHta Ha UG WAF) repMUHanbHOrO areHTa.
cepeuca
/AreHT [ocTyn k cepsepy UserGate, HeoOxoauMbli AnA padoTkl areHTa
ayTeHTUDUKaunK UDP 1812, 1813 BxoasAwwmii (ot areHta Ha UG WAF) ayTeHTUdMKALMN IOMEHHBIX NoNb3oBaTenei, padotatowux Ha OC
.ana Windows Windows.
SNMP UDP 161 Bxoaswwmit (no UserGate) [HocTyn k cepsepy UserGate no npotokony SNMP.




Cepeuc MpoTokon Mopt WUcxoaawmin/Bxoaawmn DYHKYHUA
ISMTP TCP 25 McxonsLmi (a0 noyToBoro cepsepa) (OTnpaBKa yBeAOMIIEHNH Ha MEKTPOHHYIO MOYTY.
FTP (akcnopt Tcp 1 Mcxoanwmit (o cepsepa FTP) [OKcnopT xypHanos Ha cepsep FTP.
MypHanos) X
'SSH (skcnopt Tcp o0 Mcxoaswmii (ao cepsepa SSH) [OKenopT ypHanos Ha cepeep SSH
MypHanos) X
Syslog (skcnopr TCP/UDP ||514 Mexoasawmii (ao cepsepa Syslog) [KCnopT XypHasos Ha cepeep Syslog.

ypHanos)




Moakniouenue k UserGate WAF

Product: WAF
Version: 7.7.x

MHTepdeiic portd HacTpoeH Ha nonyyexue IP-anpeca B asTomaTtuuyeckom pexume (DHCP) u B 30HY MepBol HacTpo¥ika BbINONHAETCA Yepes NOAKIIOYEHUE aIMUHUCTPATopa K BEG-KOHCONM Yepes MHTepdeiic
port0

Ecnu HeT BO3MOXHOCTH Ha3HaunTb agpec Ans Management-uHtepdeiica B aBTOMaTUYECKOM pexmme ¢ nomMoLybio DHCP, ero MoxHo fiBHO 3aaatk, cnonbaya CLI (Command Line Interface). MoapoGHee 06 ucnonbaosanum CLI — B

pasaene «UHTepdeinc KOMaHAHOW CTPOKM ».

MpumeuaHue Ecnu yCTPOICTBO He MPOLLNO NEPBOHAYANBHYIO HHULMANK3auuio, To Ana aocTyna k CLI Heo6xoaMMO MCMoNb3oBaTk B KayecTse noryHa Admin, B kauecTae napons — usergate.
OcTanbHble UHTEPENRCH OTKIKOYEHDBI U TPEBYIOT NoceayioLen HACTPONKK.

nA nepBoHauYanbHOM HACTPOMKKU BLINOMHUTE CEAYIOLME Laru:

War Onucanue

MoakntounTech K MHTepdeiicy ycTpoicTea:

« Mpu Hannunn DHCP-cepBepa. MoakniounTte uHTEpdeic portd k ceT npeanpuaTUa ¢ pabotatomm DHCP-cepeepom. Brntounte WAF. Mocne 3arpysku B koHcon WAF Gynet ykasaH
nonyyeHHbI MHTepdeitcom IP-aapec. MoaknounTech Kk BeG-KOHCONM ycTpoiicTea no aapecy: https://<WAF_IP_address>:8001 anA aansHewLlen akTMBaLuum NpoayKTa.
1. MoakntounTech K MHTepdeiicy ynpasneHua

« Cratuueckuit IP-agpec. Brnounte UserGate WAF. Ucnonbaya CLI, HasHaubTe HeobxoauMelii IP-aapec Ha uHTepdeiic port0. Mpousseaute nepso LMo B
MHTEepdeice KOMaHAHON CTPOKM UMK NOAKIIOYUTECH K BeG-KkoHconM UserGate WAF no ykazaHHOMy aapecy (OH AO/KeH UmeTb BuA: hitps://<WAF_IP. address> 8001)

MoapoGHee 06 ucnonbaosanun CLI — B pasaene « UHTepdEMC KOMaHIHO! CTPOKN »

2. BeiGepute A3bIK

3. 3anaiiTte napone

B pasaene Hactpoiiku - CeTb - UHTepdeiichl BIIOUMTE HEOBXOANMBIE MHTEP(ENCH, YCTAHOBUTE KOPPeKTHbIE IP-azpeca, COOTBETCTBYIOLME BALLIMM CETAM, U HA3HAYLTE MHTEPpENCH!
cooTBETCTBYOLMM 30HaM. [oapoGHee 06 ynpasneHun uHTepdeincammn — B pasaene «HacTpoika HHTepdencos».

CvcTeMa nocTaBnAETCA C NPeAONpPeAeneHHLIMU 30HaMK:

4. HactpotiTe 3oHbl, IP-aapeca HTepgelicos, « Management (ceTb ynpasneHus), uutepdeiic port0;
noakntounte UserGate WAF B ceTb NpeanpuATMA
. Trusted (LAN);

« Untrusted (Internet);

« DMZ

B pasaene Hactpoiku - CeTb - LLnto3bl ykaxuTe |P-aapec wniosa B MHTEpHET Ha MHTepdeice, NOAKNIOYEHHOM B UHTEpHeT (3oHa Untrusted ). MoapoGHee 0 HAacTpoiiKe Linio3oB — B

5. HacTtpoiTe Wwnio3 B MHTEpHET o
paspene «HacTpoiika wnio3os»

B pasnene Hactpoiku - KoHconb aamuHucTpaTopa - Hactpoiku B cekyun Cepeepbl DNS ykaxute IP-anpeca DNS-cepsepoB Baluero nposaiaepa unm cepsepos, MCMOMb3yeMblX B
6. YkaxuTe cuctemHble DNS-cepseps! Ballen opraHmusayuu.

MonpoGHee 06 ynpasnexun DNS — B pasaene « HacTpoiika o6umx napameTpos»

7. HacTpoiiTe Bpems cepeepa B pasnene Hactpoiku - KoHcone anMuHKucTpaTopa -> HacTpoiiku - HacTtpoiika pBepa HacTpPOITE CUHXP LMo BpeMeHu ¢ cepeepamu NTP

B pasnene Jaw6opabl Ha Briaake NOC B BumxeTe JuueHana Haxvute Het nuuensun u sseante NMUH-KoA AnA perucTpaumu npoaykra. A aktuBauuu CUCTEMbI HEOOXOANM AOCTYN B
8. 3apeructpupyite WAF MHTEpHEeT.

Moapo6Hee 0 NULIEH3UPOBaHNM NPOAYKTA — B pasaene «JlMueHsupoBaHmue»

B passene HacTpoiku - Monutvku ceTu - MemceTeBoN 3KpaH co3fiaiiTe HeO6X0AUMbIE NPaBMa MEXCETEBOro 3KpaHa. [1A HeorpaHYEHHOro I0CTYNa B MHTEPHET MOMb30BATENe! CeTH

9. CosnaliTe npaBina MeXCeTeBoro akpaa Trusted yxe cozaaro npasuno Allow trusted to untrusted, Heo6X0AMMO TOMLKO BKIKOYUTL €TO.

Moapo6Hee 0 Npasunax MEXCETEBOro dKpaHa — B pasaene « MexceTeBoi aKpaH»

10. Ecnn Heo6x0ammo, B pasnene Hactpoiku - paTopa - A paTopbl CO3AaNTE AONONHUTENBHLIX AAMUHUCTPATOPOB CHCTEMI, HAAENUTE MX HEOOXOAMMBIMM NOMHOMOYMAMM
[coszaiTe AOMNOMHUTENbHBIX aAMUHUCTPATOPOB (ponamu).

Mocne BbinonHerus atux waros UserGate WAF roTos k padote. [ins 6onee AetanbHoOi HAaCTPOKKM 0BpaTUTECH K HEOBXOAMMBIM rlaBaM PYKOBOACTBA aAMWHMCTPATOPA.


https://docs.usergate.com/interfejs-komandnoj-stroki-1069/
https://docs.usergate.com/interfejs-komandnoj-stroki-1069/
https://docs.usergate.com/nastrojka-interfejsov_3294.html
https://docs.usergate.com/nastrojka-shlyuzov_3298.html
https://docs.usergate.com/nastrojka-obshih-parametrov_3287.html
https://docs.usergate.com/licenzirovanie-usergate-waf_3273.html
https://docs.usergate.com/mezhsetevoj-ekran_3301.html

AsTomaTtusauyuna passepTbisaHua UserGate WAF ¢ nomowbio Cloud-init

Product: WAF
Version: 7.7.x

Cloud-init — MHAYCTpUanbHLIA CTaHAAPT ANA KPOCC-NNaTdOPMEHHOM MHULMANN3ALMM BUPTYanbHLIX MaLLMH (MHCTAHCOB) B 0BnayHbIx cepBucax nposaiaepos. UserGate WAF noaaepxusaeT BO3MOXHOCTL NepBOHaYanbHON HAaCTPOMKM C
nomoLbio Mexanuama Cloud-init. HacTpoiika MexceTeBoro akpaHa oCyLecTBNAETCA C NOMOLLbIO ABYX MOAyne:

« C nomoubto komaHa CLI (dpaiin ¢ saronoskom #utm-config). BoamoxHo ucnonbsosath Bce CLI-koMaHAbl ANA NOSHOM HACTPONKW BUPTYanbHOW MalLUHbI.
« MocpeAcTBOM aKkTUBaLMK NULEH3NUK (paiin ¢ 3aronoskom #utm-license).

JApyrue moaynu Cloud-init He noaaepxu1BatoTCA.

Mpumep ¢aiina koHpurypauumn ¢ CLI komanaamm (user-data):

#utm-config

#set password for initial Administrator (Admin). Obligatory comand.
password 123

#Set addresses and settings for network interfaces:
set network interface adapter port1 \

ip-addresses [ 172.16.6.9/24 ]\

enabled on \

zone "Trusted”

set network interface adapter port2 \

ip-addresses [ 172.16.8.9/24 ]\

enabled on \

zone "Untrusted"

set network interface adapter port3 \

ip-addresses [ 172.16.7.9/24 ]\

enabled on \

zone "DMZ"

#Create network gateway to Internet:

create network gateway \

ip172.16.8.2\

default on \

interface port2 \

virtual-router default \

enabled on

#Create firewall rule to allow traffic from Trusted to untrusted security zones:
create network-policy firewall \

position 1 upl-rule ALLOW \

src.zone = Trusted \

dst.zone = Untrusted \

enabled(true) \

name("Cloud-Init: Allow from Trusted to Untrusted")

# — 0603HauaeT Hayano KOMMEeHTapuA, 00paTHbIN Criew — NepexoA Ha CeAyHoLYyIo CTPOKY.
B AaHHbIM Pain MoxHO A06aBNATL BCe AOCTYMHbIE ANA aaMuHUcTpaTopa komaHasl CLI. Moapo6Hee 06 ucnonbaosaHun CLI — B pasaene « UHTEpErC KOMaHAHO! CTPOKM ».

AKTMBMpOEaTb co3aBaeMblil MHCTAHC MOXHO 4epes yKasaHue napameTpoB ANA SIMUEH3UPOBAHWA B OTAE/IbHOM (Daﬁﬂe. Cnenye‘r Y4UTbIBATL, YTO aKTMBALMUA BO3MOXHA TONBKO NPU HANU4YUKM y MHCTaHCa AOCTYNa B CeTb UHTEPHET. anMep
CoAepXMMOro panna AnA akTueayum nuueHsuu (vendor-data):

#utm-license

pin_code: UGN4-XXXX-YYYY-ZZZZ-AAAA
reg_name: UG-test

email: email@company.com

user_name: Alexander

last_name: Petrov

company: UserGate

country: Russia

region: Novosibirsk

O6a ¢aina MOXHO 06LEAMHUTL B OAMH (aitn, ucnonbaya dpopmat multipart:

Content-Type: multipart/mixed; boundary="//"
MIME-Version: 1.0

A

Content-Type: text/utm-config; charset="utf-8"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit
Content-Disposition: attachment; filename="config.txt"
#utm-config

password 123

set network interface adapter port1 \
ip-addresses [ 172.16.6.9/24 ]\

enabled on \

zone "Trusted"

set network interface adapter port2 \
ip-addresses [ 172.16.8.9/24 ]\

enabled on \

zone "Untrusted"

set network interface adapter port3 \
ip-addresses [ 172.16.7.9/24 ]\

enabled on \

zone "DMZ"

create network gateway \

ip172.16.8.2\

default on \

interface port2 \

virtual-router default \

enabled on

create network-policy firewall \

position 1 upl-rule ALLOW \

src.zone = Trusted \

dst.zone = Untrusted \

enabled(true) \

name("Cloud-Init: Allow from Trusted to Untrusted")
A

Content-Type: text/utm-license; charset="utf-8"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit
Content-Disposition: attachment; filename="license.txt"
#utm-license

pin_code: UGN4-XXXX-YYYY-ZZZZ-AAAA
reg_name: UG-test

email: email@company.com

user_name: Alexander

last_name: Petrov

company: UserGate

country: Russia

region: Novosibirsk

A

HacTpoitkn MoryT 6biTb nepeaarsl 8 WAF:

« Yepes o6nauHblit nposaiaep. Hanpuvep, y nposaitaepa Digital Ocean npu cosaaHnmu BUpTyansHoi MalumnHel (droplet) HacTpoiiku Heo6xoauMO BCTaBuTL B onuuoHansHoe none User data (Select additional options - User data).
AHanor1yHbIM 06pasomM HaCTPOWKW MOXHO NepesaTh U Yepes Apyrue NOCTaBLUMKNA 0BNaUHbIX yCIyr.

« Yepes noaxntouaemslit ISO-aunck. uck nomxeH conepxatb daitnbl meta-data, user-data, vendor-data co cneayrowmm coaepx1mbIm:
- meta-data: instance-id: vm1
o user-data — ¢ CLI-komaHaamu HaCTPOWKK MHCTaHca:
#utm-config
#set password for initial Administrator (Admin). Obligatory comand.
password 123

#Set addresses and settings for network interfaces:
set network interface adapter port1 \


https://docs.usergate.com/obshie-polozheniya-(opisanie)_3348.html

ip-addresses [ 172.16.6.9/24 | \
enabled on\
zone "Trusted"

vendor-data — ¢ MHpopmaLmrei 0 NULEH3MPOBaHUK (ONLMOHANBHO):
#utm-license

pin_code: UGN4-XXXX-YYYY-ZZZZ-AAAA

reg_name: UG-test

email: email@company.com

JAna cosnanua ISO-amncka Ha Linux MOXHO MCNONL30BaTh CHIEAYHOLLYIO YTUANTY:

mkisofs -joliet -rock -volid "cidata" -output nocloud.iso meta-data user-data vendor-data

MonyueHHbIi ISO-ancK HEO6X0AMMO NOAKMIOYUTL K BUPTYanbHoi mawuHe UserGate. Mocne ycnewwHoi nepeoi 3arpyakiu BUPTyanbHan MalunHa nosyyuuT BCe HAaCTPOMKM, yKasaHHbIe ANA Hee B CO3AaHHLIX pannax.



Be6-KoHcoNb



Be6-koHconb Usergate WAF

Product: WAF
Version: 7.7.x

Bce aefcTBuA Bbl MOXETE BhINOMHATL B BEO-KOHCOMM, AOCTYMNHOM nocne Bxoaa B UserGate WAF.

) UserGate WAF  [owsopmor  Atan  [narmocTika u MOMATODUAT  KypHansi n omiéror  HacTpoin 0 Admin - Py v Q-
Bee W36panHble & | 3oHbl

a © fobaoums o

» 3 KOHCONb aAMUHHCTPATOpa 3ona 3awmra or DoS BKAKveHa AnA McKniowenua ... | 3awTa ot cygunra KoHTponk gocTyna

Cetn Cluster Huero OTKNIDYEHO Ping, Knactep, KoHCOMb anm...

(R DMZ SYN, UDR ICMP OTniouero Ping
Wy VikTepdeiicol
% Management SYN, UDF, ICMP OTKNto4eHO Ping, SNMP, API XML RPC no..
Wino3bt
Trusted SYN, UDR ICMP OTiIroYeHD Fing

" BupTyanbHble MapuIpyTUsaTOpS!
+ &3 Nons3osarens u yeTpoicTsa Untrusted SYN, UDP, ICMP OTkntoueHD Ping
ol CepBepol ayTeHTHOMKALMK
2 TIpogMnN ayTeHTUMKALMA
v &* NonuTukn cetn
55 MexCceTesoit skpaH
~ & TMonuTuKa cepemcon
R Mpasuna ny6nukaymn
¥ CepBepul NyGAMKauMH
=, BaNaHCpoBKa cepsmcos
» HE NonuTuka 6e3onacocTH

» ) BuSnuoTexw

FnaBHOE MeHI0
B BerHeﬁ yacTu noboi CTpaHULbl pacnosioXeHo rnasHoe MeHI0, KOTOpoe COAEePXMT pasaenbl ANnA nepexoaa K ctpaHuuam Be6-KOHCONU:

J],aluéopnhl — CTpaHu1ua co CTaTUCTUYECKUMU AaHHBIMW O COCTOAHUK yCTpOﬁCTBa W pesynbTrarax ero paﬁOTbI, npeacTaBfeHHbIMU B BUAE TaéﬂMLl, CMUCKOB U Fpa(DMKOE. an Bxoae B UserGate WAF ata CTpaHuua oTKpbiBaeTcA No
ymonuaHuto. MoapoBHee o Aawbopaax — B pasaene «Pabota ¢ Aawbopaami U BULKETAMM ».

« ATaKu — CTpaHuLa ANA OTCNEeXMBaHUA W aHanuaa atak. MoapobHee 06 aTakax — B pasaene « [1poCMOTP 06HAPYKEHHBIX aTaK».

« JMarHocTMKa U MOHMTOPHMHT — CTpaHWLa ANfA OTCNEXUBAHNA CETEBOro TpadHKa, MPOCMOTPA CETEBOM KOHMUrypaLMH, BLINOTHEHUA 3axBaTa NakeTos, 3anycKa 6a30BbIX CETEBLIX YTUIIUT, a TaKKe ANA yNpaBneHka OnoBeLeHNAMM.

« MypHansl ¥ oTUeTbl — CTPaH1La ANA NPOCMOTPA M HACTPONKKM BKCMOPTa XypHanos. MoapobHee 0 XypHanax — B pasaene « XXypHanbi».

« HacTpoiiku — cTpaHu1ua AnA HACTPOKK YCTPOHCTBA M MOMUTUKMA BE30MACHOCTH.

I'Ipo-me JJ/ieMeHThbl ynpaBiieHUua
Tawke B BepXHeil NaHenu HaxXoAATCA CrIeAyIoLLMe ANIEMEHTLI YNIPaBeHNs:

LIeHTp yBeaoMNEeH A — COAEPKUT CTIMCOK YBEAOMIIEHHIA 06 BMEHEHHAX B KOH(MIypaLnM YCTPONCTBA (TakuX Kak, uaMmeHeHuA 8 WAF-NpogunaAx un1 B npaeunax ny6nukalui Be6-cepsncos).

JloruH Balueit yueTHOM 3anucH — PacKPLIBAET MEHIO ANA CMeHbl Napons yYeTHOM 3anucH, BLIGOPa TeMbl 0POPMIEHHA BEG-KOHCONM, HACTPONKK YMCA OTOBPaXaeMbIX 3anuce Ha CTp ¢ Tab; it 3
nonb30BaTeNbCKUX GUMLTPOB XypHaNoB. Takke Bbl MOXeTe 3aBEpLUNTL PaBoTy C TeKyLUEH yUeTHOM 3anuCkio, HaXas B 3TOM MeHio Beixoa.

« FA3bIK — BLIOOP A3LIKA BEG-KOHCOMM.

3HaYoK BOMPOCA — PACKPLIBAET MEHIO, B KOTOPOM MOXHO BbIGPaTL MPOCMOTP AOKYMEHTaLMM UM 0BY4aloLLIEro BUAEO, a TAKKe NepeiTh Ha NopTas TeXHUYECKOM NoAAEep KM  https:/www.usergate.com/ru/support, rae Bbl MOXETE MoyuuTs
[NIONONHUTENBHYIO MHMOPMALMIO N0 HAacTpoiike UserGate i 0CTaBuTL 3aABKY Ha PELLIEHUE BOSHUKLLEH NPOGeMbI.

CtpaHuubl Be6-KoHcoNM

Bce CTpaHuybl, Kpome cTpaHuLbl Jawbopasl, COCTOAT U3 paboyeil 06nacTu u 6okoBoit naHenu. CoaepxuMoe i Bua pabouei 06nacTh 3aBUCAT OT BLIGPAHHOI CTPaHMLbI, KHPOPMALUA MOXET 0TOBPaXKATLCA B BUAE TABMMLIbI, BULKETOB WK
6n10KoB NapameTpoB. BOKOBaA NaHesb COAEPKMT CIUCOK PA3Aeros, NPEAOCTABNAIOLLMX AOCTYN K Pa3NNuHLIM BOIMOXHOCTAM UserGate WAF, Hanpumep K HaCTPOWKE KOHUrypaLum, CO3IaHMI0 NONMTHKK Ge30MacHOCTH, IPOCMOTPY XKyPHAIOB

[MarHOCTMYECKON MHBOPMALUK.

Binaaka U36paHHble Ha 6OKOBOI NaHen npeaHasHadeHa Ans pOPMUPOBAHMA CNCKA Pa3Aenos, C KOTOPLIMMU Bbl padoTaeTe yalle BCero. YTo6sl pasaen oTodpasuncA B M3GpaHHOM, Ha BKnaake Bce ero HyHO OTMETUTL 3BEe3A04KOM.


https://docs.usergate.com/rabota-s-dashbordami-i-vidzhetami_3347.html
https://docs.usergate.com/prosmotr-obnaruzhennyh-atak_3346.html
https://docs.usergate.com/opisanie_3342.html
https://www.usergate.com/ru/support

HacTpo#ika ycTpoincTBa



Hactpoiika o6wmx napameTpos

Version: 7.7.x
Product: WAF

B aT0M paszaene onucaHsl o6iime napameTpel UserGate WAF, KoTopele 0TOGpaxaloTcA Ha cTpatuLe Be6-koHconu HacTpoiku B pasaene KoHconb agMuHucTpaTopa - HacTpoiku, a Takke npuseaeHs PeKOMEHAALNM N0 HaCTPOWKE 3THX

napameTpos.
Brnox
napameTpoB Mapametp Onucanne
Uacosoi nosc UYacoBoit NOAC, COOTBETCTBYIOLMI BaLLIEMY MECTONONOXEHUIO. McnonkayeTca AnA paboThl PacrMCaHuit, HACTPOEHHBIX B MPABMNAX, a Takke AnA KOPPEKTHOTO OTOBPAXKEHNSA BPEMEHU U ATk,
HanpuMep B OTYETaX UMK B XKypHanax
AsbIk HTepdenca no o o
FI3bIK, CNOMNb3yEMbIi B BEO-KOHCOMM YCTPOACTBA MO YMONYAHMIO
ymonuaHuio
LOCTYMHbI CReAyIoLMe PEXUMbI ayTEHTUdUKALMA:
« Mo umenn 1 naponio. Bxoa aaMMHUCTPaTOpPa B BEG-KOHCOSTb MO NIOTUHY 1 NAPOSIKO YYETHOM 3aMUCH.
Pexum ayTeHTudUKaLun « Mo X.509-cepTuduKaTy. Bx0A aAMUHUCTPATOPa B BEG-KOHCOMb N0 UMBPOBOMY CepTUdUKATY. DTOT CEPTUPHKAT AOMKEH BbiTh NOANMCAH CEPTUMUKATOM YAOCTOBEPAIOLIETO LEHTPa,
Be6-KoHCONM 06eCcneymBatoLLMM AOCTYN K BEO-KOHCOMH, U YCTaHOBNEH B Bpayaepe. MU BKIKOUEHUN PEXUMA OTKIIOYAETCA ayTEHTUMUKALIMA MO NIOTUHY U NAPOTIO, K HEM MOXKHO BEPHYTLCA C MOMOLLbIO
komaHa CLI.
HacTtpoikn N
uHTepdelica « Mpod KIUEeHTCKOro cepTud Bxoa aaMMHMCTpaTOpa B BEG-KOHCOMb N0 CEPTUPUKATY MHPPACTPYKTYPLI OTKPLITLIX Kiloueit (PKI). Mposepka NOANMHHOCTYH 3TOFO cepTUdHKaTa
BbINOMHACTCA C NOMOLLBIO NPODUNA KITMEHTCKOrO cepTUdUKaTa, obecneunsan TeM cambiM 6e30MacHOCTL CETEBOMO COBAMHEHMA
Npoduns SSL aAna se6- o
KOHCONH Mpodune SSL, ¢ UCMONb30BaHNEM KOTOPOrO CO3AAETCA 3aLLMLLIEHHbI KaHan ANA A0CTyNa K BeG-KOHCONM
Talimep [N HACTPOWKy TaiiMepa HEO6X0AMMO yKasaTb, MO MCTEYEHMU CKOMBKUX MUHYT 6€3AeiCTBUA aAMMHMCTPATOPa B BEG-KOHCONM A0MKHA 3aBepLIaTLCA ero CecCHA.
aBTOMaTHUUYECKOro
3aKpLITMA ceccum (MuH.) ||[Takke HEOBXOAVMO BKTIOUNTL NapameTp ABTOMaTHUECKOe 3aKpbiTHEe CeCCHM MO Talkimepy
ABTOMaTHUecKoe IMpK BKITIOYEHHOM NapameTpe CECCHA aAMUHUCTpaTopa GyAeT 3aBepLUaTbCA Mo UCTEYEHNM TaiMepa aBTOMATHYECKOTO 3aKPbITHA CECCHM
3aKpbITHE Ceccuu no
Taitmepy Mo ymonuaHuio napameTp OTKIIoYEH
Ucnonb3osate NTP Mpu BKOYEHHOM NapameTpe ANA CUHXPOHU3aLMKM BPEMEHU Ha ycTpoicTae ByayT ucnonbaosatecs NTP-cepBepbl U3 yKa3aHHOro crucka
Hactpoiika (OcHoBHOI NTP-cepBep ||AApec OCHOBHOrO cepsepa TOYHOro BpeMeHW. 3HaueH!e no ymonyaHuio — pool.ntp.org

3anacHoi NTP-cepsep

AZipec 3anacHoro cepeepa TOYHOTO BpEMeHH

Bpemsa Ha cepsepe (UTC)

Bpewmn Ha cepsepe UserGate WAF B yacosom nosce UTC

O6HoBneHuA N0

Kanan o6HoBneHui

HacTpoiika kaHana Ans nonyyeHns 06HOBNEHM NporpamMmHoro obecneuenns UserGate (UGOS) u3 penosutopus UserGate.
Bbi MoxeTe Bbi6paTs CTabunbHble (cTabunbHble Bepcun MO) nnu Beta (Bepcun MO ana GeTa-TecTMpoBaHus).

Ecnu HacTpoeHa uHTerpauma ¢ UserGate Management Center, napameTp npumeT sHayenue Management Center 1 6yaeT HeOCTyNEH ANA U3MEHEHUA

O6HoBREHUA

Mposepka Hanuuna o6HoneHnit UGOS B penoautopuun UserGate.
Mocne NpoBepKy Bbl MOXETE BPYUHYIO 3arpy3uTb U YCTAHOBUTL OCTYMHbIE OOHOBNEHMA.

B npouecce ycraHosku o6HoBnena UGOS Bbl MOXETe cO3AaThb TOUKY BOCCTAHOBIEHWA. STO NO3BOMUT BOCCTAHOBUTL NpeablayLuyto Bepcuio UGOS npu Bo3HUKHOBEHUK npobnem. [eicTame
ByneT AOCTYNHO B CTAPTOBOM MEHIO NOCHe yCTaHoBKK 06HoBneHna UGOS

O naitH-o6HoBNEHHe

3arpyska ¢panna obHosnenna UGOS odpnaitH

O6HoBREHNA
6ubnuotex

O6HoBREHUA

MpoBepka Hanuumsa 0BHOBNEHHI CUCTEMHBIX BUGNMOTEK, NpesoCTaBNAeMbIX N0 NoANUCKe, B penoautopumn UserGate.

IMocne NPOBEPKY Bbl MOXETE BPYUHYIO 0BHOBMTL HEOBXOAUMBIE GHONMOTEKM

PacnucaHue
aBTOMaTMUECKMX
06HOBREHMI

HacTpoiika pacnucaHuA aBToMaTH4eCcKoro 06HOBNEHUA BUBNMOTEK.

[Mpy HACTPOIIKE PacnucaHMA Bbl MOXETE BbIGPaTh 0AHO U3 NPEAYCTAHOBMEHHBIX 3HAUEHHI UM yKa3aTb BPEMS BPYUHYIO B Cron-opmare: <MuHyThi: 0-59> <uacsl: 0-23> <aHu mecaua: 1-31>
<Mecaubl: 1-12> <aun Heaenu: 0-6, rae 0 — BOCKpeCeHbe>.

,[ll'lﬂ PY4HOro BBOAA Bbl MOXETE UCNONb30BaTh CneayrouMe CUMBObI:
» 3Beszfouka (') — Ana Ehléopa BCEX 3HAYEHMUA. HanpmMep, B none AnA BBOAA YacOB CUMBOJ/ O3HAYaeT, YTO pe3epBHOE KONMPOBaHME A0/MKHO BbINONMHATLCA Kaxabli yac.
« Jledpuc (-) — AnA ykasaHWA AManasoHa 3HaYeHHN.

« 3anATan (,) — B KayecTBe pasfenuTens sHauyeHui.

« Kocas ueprta (/) — ana wara mMexay

Mpy yctaHoske dpraxxka EauHoe

AnA BCex BbIGpaHHO 6UBNMOTEKM ByAeT NPUMEHEHO KO BCeM GUBNMOoTeKaM B CrICKe.

np

B yenax Harpy3Kk1 Ha CUCTEMY PEKOMEHAYETCA HacTpauBaTh PACcMCaHUe aBTOMATMUYECKOro OBHOBMIEHUA TOMBKO ANA UCMONb3YeMbiX OUONMOTEK

Hactpoiika LLDP

HacTpoiika ncnons3oBaH1a LLDP-npoTokona KaHanbHoro ypoBHs, ¢ NoMoLLbto koToporo UserGate WAF o6MeHnBaeTCA AaHHbIMU C COCEAHUMM YCTPONCTBAMM B NIOKANbHON CeTU. JNA HacTPOiiK1
\AOCTYNHBI CReayloLue napameTpbi:

« Transmit delay — untepsan otnpasku LLDP-naxeTos (o1 1 40 3600 cekyHA). M3meHsan 3TOT napameTp, Bbl MOXeTe ynpaBnATL 4acToToi, ¢ kotopoi UserGate WAF Byaet otnpasnaTte
ZlaHHble COCeHUM YCTPONCTBaM.

« Transmit hold — MHOXMTenb AnA BblYMCNEHNUA Bpemenu xu3Hu LLDP-naxkeTos (napametp TTL). YkaxuTte 3HaueHune (o1 1 ao 100), Ha KOTOpoe cneayeT yMHOXWUTb 3HaueHue Transmit
delay, 4ToG6Ll ONpeAenUTL BpeMA XpaHEHNA AaHHBIX, MOMYYEeHHbIX OT COCEZIHMX YCTPOICTB. 10 UCTeUeHMM BTOrO BpEMEHH aHHble yaanaoTca U3 kawa UserGate WAF.

\ns ucnonb3osaHus LLDP-npoTokona HeobxoAnmo npeasapuTenbHo cosaate LLDP-npodunb 1 HasHauuTL ero ceTesomy MHTepdeiicy yeTpoicTsa.

Crncok coceaHux LLDP-ycTpoitcTe oToBpaxaeTca B pasaerne BeG-KOHCONM JIMarHoCTMKa U MOHUTOPUHT - CeTb - LLDP-coceau (cm. pasaen «LLDP-coceau»)

CepBep

(CepBep 6asbl AaHHbIX XypHanoB. MoxeT ObiTb yKasaH NoKanbHbI CepBep UNM BHelHHi cepep UserGate Log Analyzer unu UserGate SIEM

Bepcua cepsepa

Bepcua MO cepeepa 6asbl AaHHbIX XypHaNoB

Bepcua ycTpoicTBa

Bepcua MO UserGate WAF

Koa yctp

Vi i ko UserGate WAF ana uHTerpaumm ¢ BHelwHum cepeepom UserGate Log Analyzer unu UserGate SIEM



https://docs.usergate.com/upravlenie-sertifikatami_3285.html
https://docs.usergate.com/profili-klientskih-sertifikatov_3289.html
https://docs.usergate.com/profili-ssl_3315.html
https://docs.usergate.com/licenzirovanie-usergate-waf_3273.html
https://docs.usergate.com/profili-lldp_3314.html
https://docs.usergate.com/nastrojka-interfejsov_3294.html
https://docs.usergate.com/lldp-sosedi_3327.html

Bnok
napameTpos

Mapametp

Onucanue

AreHT UserGate

Center

H poWiKa areHTa

HacTpoiika areHta anda uHterpayun ¢ UserGate Management Center (UGMC). inf HacTpo#iku AOCTYMHbI CREAYIOLLME napamMeTpbi:

« BrnroueHo — ynpaeneHue coctoaHnem noakoueHua UserGate WAF k UGMC.

« Anpec cepeepa UserGate Center — azpec cepsepa UGMC B ¢popmarte IPv4-aapeca unu FQDN (BoamoxHo ucnonssosaxue IDN-aapeca).

- Koa yctpoictea — nneHtudurarop UserGate WAF ana noaxntouenms k UGMC

CepBepbl DNS

CuctemHbie DNS-
cepBepbl

Hactpoiika IP-anpecos DNS-cepsepos




YnpaeneHue yCTPOMCTBOM

Version: 7.7.x
Product: WAF

Pasnen YnpaeneHue ycTpoUCTBOM onpeaenaeT cneaytollue HacTpoiku WAF:
« napameTpbl AMArHOCTHKM;
- onepauuu ¢ cepeepom;
« PEe3epBHOE KOMMPOBAHKE;

« OKCMOPT M UMNOPT HAaCTPOEK.

JAunarHocTuka

310T 610K NPeAHa3HaYeH ANA HACTPOVKM NapameTpoB AMArHOCTUKN U NPEAOCTABNEHUA yAANEeHHOro A0CTyna Cryx6e TexHuueckoi noanepkkm UserGate ¢ Uenbio aHanusa 1 yCTpaHeHUs HecnpasHOCTeH.

MapameTpbl AMarHOCTUKKU
C nomolLbIo NapameTpa JleTanuaauna AMarHOCTUKM Bbl MOXETE YCTAHOBUTb YPOBEHS KYPHASMPOBAHWUA YCTPONCTBA. JIOCTYNHbI CRIeAYHoLIME YPOBHM:
« Off — BeneHue XypHanoB AMArHOCTUKN OTKITKOYEHO.
« Error — xypHan1posark TO/MLKO OLMGKM B padoTe yCTpoicTBa.
« Warning — ypHasupoBaTb TOSIbKO OLIMOKM W NPeAynpexaeHua.
« Info — xypHanMpoBaTh TONLKO OLIMBKY, NPEAYNPEXACHUA U AONONHUTENHYIO UHDOPMALMIO.
« Debug — xypHanupoBaTb BCE BO3MOXHbIE COOLITUA.

Mpu xypHanuposaHuu ¢ yposHAMM Warning, Info v Debug MOXeT CHUXaTLCA NPOM3BOANTENBHOCTL YCTPOMCTBA, MO3TOMY PEKOMEHAYETCA ycTaHaBnueark yposHu Error unu Off, ecnu TexHuueckon noaaepkkoi UserGate He 6bino NpeanoxeHo
nHoe.

anaBneHMe XypHanamu AUarHoCTUKU

Bll MOXETE CKauaTh AMarHOCTMUECKHUE XKypHaTLI ANA UX Nepeaayy B CryxOy TexHuueckon noaaepxku UserGate. [INA cKauMBaHUA AOCTYMHLI XypHanbl BEG-KOHCOMM U CUCTEMHBIE XypHANbI. CKauaTb BbIGPaHHBIE KyPHasLI MOXHO NOCHE UX
apx1BUpOBaHKA KOMaHaoM HauaTe apxMBMpOBaHWe MypPHaNoB.

YUTo6bl yAANUTL AapXMBHBIE (HE aKTUBHbIE B HACTOALLIMIA MOMEHT) XypHanbl, HAXMUTE OUMCTUTL dainbl NOroB.

YnaneHHbI NOMOLYHUK

YTo6bl NPeaoCTaBuTL AOCTYN K YCTPOMCTBY ANA CyXObl TeXHMUECKOH noaaepxkn UserGate ¢ Lienbio AMarHoCTUPOBaHUS U YCTPAHEHUA HEMCTIPABHOCTEH, HEOGX0AMMO aKTUBMPOBATL (PYHKLMIO YAANEHHOMO NOMOLLIHUKA W NOMYYMTh NapameTpbl
CeaHcoBoro aoctyna.

Mpouecc NOAKMIOYEHUA K YCTPOUCTBY MPOMCXOANT CeaytoLM 06pasom:
1. AamuHucTpaTop ycTpoiicTea UserGate akTenpyeT (GyHKLMIO YAANEHHOrO MOMOLLHMKA.

2. YCTPOWCTBO yCTaHaBNMBaET 3alluLLEHHOE COeAMHEHWe C CEPBEPOM yAaneHHoro noMoLHuka UserGate no npotokony SSH. Mpy ycnewHom noakioueHnn B uHTepgeiice yctpoiictea UserGate oT06pa3aTcA napamMeTpsbl CEaHCOBOro AocTyna:
MOEHTUPHMKATOP U TOKEH.

3. AamunmncTpatop yctpoiicTea UserGate nepesaeT napamMeTpel CEaHCOBOrO A0CTyNa CreyuanmucTy TexHuyeckoi noanepxxu UserGate.

4. CneynanmcT TexHUYECKOM NOAACPHKKM YCT T oe e no npoTokony SSH ¢ cepeepoM yaaneHHoro nomoliHuka UserGate 1 ¢ MomoLiibto napameTpoB CeaHCcoBOro A40CTyNa NoAKoYaeTcA K yctpoiictay UserGate.

Onepauuu c cepeepom

JlaHHbIi pasaen no3sonAeT np " C cepsepom:

HaumeHoBaHue Onucanune

« Mepesarpy3utb — nepesarpyska WAF.
Onepauuu ¢ cepsepom
« BbIKnounTL — BoiktoueHne WAF

HacTpoiika napameTtpos BeiecToswiero HTTP(S) npokcu-cepsepa Ans 0OHOBNEHNA N1LieH3nn u o6HosneHua MO WAF.
n " 7 BbILIECTOALMM NPOKCH-
cepsepom Heo6xoanmo ykasaTth IP-aapec v NopT BLILIECTOALLEro NPOKCH cepeepa. Mpu He0BX0AMMOCTY YKasaTh NOMMH W NapOsb ANA ayTEHTUPUKALNM Ha BLILLECTOALLEM NPOKCH-
cepsepe

Komanaa UserGate nocToAHHO pa6oTaeT Hajl ynyyleHnemM KauecTsa CBOEro NporpaMMHOro obecneyeHua u npeanaraet o6HosneHua npoaykra UserGate. Mpu Hanuummu oGHOBNEHWH B pasaene YnpasneHWe yCTPOMCTBOM -> Onepayuu ¢
cepBepoM 0T0BPa3MTCA COOTBETCTBYIOLIEE onoselyeHne. OBHOBNEHME NPO/IYKTa MOXET 3aHATL Z0BOMLHO ANUTENLHOE BPEMS, PEKOMEHYETCA NaHUpOBaTh YCTAHOBKY OGHOB/NEHUH C y4ETOM BO3MOXHOIO BpeMeHu npoctoa WAF.

JInA ycTaHOBKKM OBHOBNEHNH HEOBXOANMO BLINOMHUTL CREAYIOLME ASHCTBUA:

HanmeHoBaHue Onucanve

Lar 1. Cosaate daiin Cosnatk pesepaHyto Konuio cocToaHuA WAF, Kak 3To on1caHo B pasaene « CUCTEMHbIE YyTUAUTLI». [laHHbIA LWar PeKOMEHAYEeTCA BCEraa BbiNOMHATL Nepe NPUMEHEHUEM OGHOBIEHMH, MOCKOSbKY OH MO3BONUT
Pe3epPBHOrO KONMPOBAHHUS BOCCTAHOBUTL Npe/blAyLlee COCTOSHME YCTPOMCTBA B Crlyyae BO3HUKHOBEHMA KaKnX-M60 NpoGem Bo BpeMA NPUMEHEHUS 0GHOBNEHMA

LLlar 2. YcTaHoBUTL B pasanene YnpaBneHue yCTPOHCTBOM Mpu HANK4YMKM OnoBelLeHna JIOCTYNHEI HOBble OGHOBNEHUA HaXaTh Ha CChINKY YCTaHOBUTL ceruac. CUCTEMa YCTaHOBMT CKauaHHbIE OBHOBMEHHA, MO OKOHYaHWU
0GHOBNEHNUS yctaHoskn WAF Bynet nepesarpyxeH

YnpaBeneHue pes3epBHbIM KONMpoOBaHUEM
JaHHblit pasaen no3BonAeT ynpaenATb pe3epsBHbIM konuposaHuem UserGate WAF: HacTpoiika npaBun aKkcropTa KoHpUrypaumu, Co3aaH1e pesepsHoit Konuu, BoccTaHosrnenne UserGate WAF.

JInA cosaaHua pe3epBHOM KOMMKU HEOBXOAMMO BBINOMHUTL CTIEAYIOLME AEHCTBUA:

HanmeHosaHue Onucanve

B paszene YnpaeneHue yCTPOHCTBOM - Y Haxatb Ci " Konuu. CUCTEMA COXPaHHT TEKYLLWE HACTPOWKKM CepBepa NoA CReayloLIMM MMEHeM:

backup_PRODUCT_NODE-NAME_DATE.gpg, rae:
PRODUCT — tvn npogykta: WAF, LogAn, MC;
LLar 1. Co3natb pe3epBHyo Konuio
NODE-NAME — nwma y3na UserGate;

DATE — pata v BpemA co3/iaHuA pe3epsHoi konuu B popmate YYYY-MM-DD-HH-MM; Bpemn ykaseiBaeTca B yacosom nosce UTC.

MpoLece cosaaHnA Pe3epBHOM KOMMU MOXET GbiTh NpepBaH HaxaTuem KHOMkM OCTaHOBMTL. 3anuCh O CO3AaHUM PE3EPBHOI KOMUM OTOBPABUTCA B XKypHane CoBbITU yCTpoicTBa

[N BOCCTaHOBMNEHWUA COCTOAHUA YCTPOHCTBA HEOOXOANUMO BINOMHUTL CIEAYIOLIUE ASHCTBUA:

HaumeHoBaHune Onucanue



https://docs.usergate.com/sistemnye-utility_3288.html

HaumeHoBaHne

Onucanue

LLlar 1. BocctaHOBUTL B pasnene YnpasneHue yCTPOHCTBOM -> Y HaxaTb us " KOMMM ¥ yKasaTk NyTb K paHee CO3AaHHOMY dawny HaCTPOEK ANA ero 3arpy3sku
cocToRHHe ycTpoiicTea Ha cepaep. BocctaHoBreHne GyeT NpeanoxKeHo B KOHCONM tty Npu nepesarpyake ycTpoicTaa

JlononH1TeNbHO aAMUHUCTPATOP MOXET HaCTPOUTL COXpaHeHne (ainos Ha BHeluHKe cepsepsl (FTP, SSH) no pacnucanuto. nA coanaHna pacnucaHns Bbirpy3ku HaCTPOEK HEOBXOAMMO BLINOMHUTL CREAYtoLLMe NEHCTBUA:

HaumeHoBanne

Onwucanue

LUar 1. Cosnate Npaeumo akcropta
[KOHUrypauuu

B pasaene YnpaeneHue ycTpoucTeom - Y Haxark KHOMKy Jl06aBUTk, ykasaTb UMA 1 On1caHue npasuna

LLlar 2. YkasaTb napameTpbl
lynaneHHoro cepsepa

Bo BrnaaKe npasuria YAaneHHbI cepeep ykasatb NapameTpbl yAaNEHHOro Cepeepa:

Tun cepsepa — FTP unu SSH.

Anpec cepsepa — IP-aapec cepsepa.

MopT — nopT cepsepa.

« JlOrMH — yuyeTHan 3anuce Ha yAaneHHoM cepsepe.

MNaponsk/MoBTOpHUTE Naponb — Naposb YUETHON 3anUCH.
- NyTL Ha cepBepe — NyTb Ha cepBepe, Kyaa ByAyT BIrpYXKeHbI HACTPOIKK. MyTb Ha cepBepe AOMKEH yxe CyllecTBoBaTb. CamMa CucTeMa HECyLLEeCTBYtoLMe Nankv He coaact!

B cnyyae ucnonb3osaHue SSH-cepaepa BO3MOXHO MCNONb30BaHNE aBTOPU3ALIMM MO KiTlody. JINA UMNOPTa AW reHepaLuy Kloua Heobxoanmo BeibpaTe HacTpouTs SSH-Kalou 1
yKasaTe CreHepupoBaTh Kitouu Ui MMNopTMPOBaTh KitoY.

BaxHo! Mpu NOBTOPHOM CO3AaHMM KItoua CyLLecTByroWmi SSH-ktou ByaeT yaaneH. My6nuuHbIi Ktod A0MKEH HaX0AMTLCA Ha SSH-cepeepe B AMPEKTOPHM NONb30BATENLCKUX KNtoued /home/user/.ssh/|
B ¢paiine authorized_keys.

Mpu nepBoHaYanbHOM HACTPOWKE NpaBuna 3KCNopTa Pe3epBHOTO KoNMpoBaHKa No SSH o6AsaTenbHa Nposepka coeal (kHonka Mp pUTL ); Npu NpoBepke coeanHerus fingerprint
nometaeTca B known_hosts, 6e3 nposepkyu dainsl He GyayT OTNPaBNATLCA.

BanHo! Ecnu cmeHnTs cepaep SSH unu ero nepeyctaHoBsuTe, TO daitibl PE3ePBHOrO KOMMPOBaHMA ByayT HEAOCTYMHEI, TaK Kak fingerprint u3MeHHTCA — 3T0 3awuTa OT cnyduHra

LLlar 3. Bribparts pacnucaque
BbIrPY3KM

Bo exnaake npasuna PacnucaHue ykasaTb HEOOX0AMMOE BpeMA OTNPaBkyu HacTpoek. B cryyae sananuA Bpemenu B crontab-opmare, sanaiiTe ero 8 ceayioliem suae:
(M1HYTBI:0-59) (Yackl:0-23) (aHn Mecaua:1-31) (Mecau:1-12) (aeHb Henenu:0-6, 0-BocKpeceHbe)
Kaxzaoe 13 nepsbix NATH NONEH MOXET BbiTh 331aHO CNEAYIOLLMM 0OPa3oM:

- 3Besnouka (*) — obo3HauaeT BeCb AMaNasoH (OT NepBOro 0 MOCNEAHEro).

« Jledpuc (-) — obosHauaeT aAnanasoH yucen. Hanpumep, "5-7" Byaet osHauatb 5,6 1 7.

« Cnucku. 310 uMcna (M AnanasoHsl), pasaeneHHele sanaTeiMi. Hanpumep, "1,5,10,11" uam "1-11,19-23".

« 3B€3404Ka 1 TMPE UCMONbL3YIOTCA ANA NPOMYCKOB B AuanasoHax. LLlar ykassiBaetca nocne Kocoi yepTsl. Hanpumep, "2-10/2" Byaet sHaunTs "2,4,6,8,10", a BoipakeHue "*/2" B none "yack!" byaet
o3HavaTh "Kaxable Asa Yaca"

3KCNopT U UMNOPT HACTPOEK

AOMMHUCTPATOP UMEET BO3MOXHOCTL COXPaHUTL TeKyllie HacTpoiiku WAF B dain v BnocneAcTBUM BOCCTAHOBMTL 3TM HACTPOWKK Ha 3TOM e i apyrom WAF. B 0TnnuMe OT pe3epBHOro KONuMpoBaHMA, SKCNOPT/MMMOPT HAaCTPOEK He CoxpaHAeT
TEKyLLiee COCTOAHUE BCEX KOMMOHEHTOB KOMNIIEKCA, COXPAHAIOTCA TOMBKO TEKYLIE HACTPOMKA.

MmeeTcA BO3MOXHOCTL CAeNaTh 3KCMOPT BCEX HACTPOEK (3a MCKIUEHUEM BbillenepeynceHHbIX), IM60 caenaTh TOMLKO 3KCMOPT CeTeBbIX HACTPOEK. Mpy 3KCMopPTe TOMBLKO CeTeBbIX HACTPOEK COXPaHAETCA MHPOPMaUUA O:

Hactpoiiku DNS.

Hactpoiiku wnio3os.

HacTtpoiku 30H.

HacTpoiiku Bcex uHTepdencos.

Hactpoiiku BUpTYanbHbix MapLupyTtusatopos (VRF).

JInA aKcnopTa HacTPOEK HEOBXOAMMO BBINONHUTL CIIEAYHOLUE AEHCTBUA:

HanmeHoBaHue Onucanve
B pasnene YnpaeneHve yCTpOWCTBOM -> SKCMOPT M UMNOPT HACTPOEK HaXaTb Ha CCbifIKy DKCMOPT - SKCNOPTUPOBATL BCe HACTPOMKK UNu PTUD! b PoWKK. CuUCTeMa COXPaHUT TekyLne
HacTPOWKK cepBepa noa UMeHem
utm-utmcore@nodename_version-YYYYMMDD_HHMMSS.bin, rae:
LLlar 1. Oxcnopt nodename — umA y3na WAF
HacTpoeK
version — Bepcua UGOS
YYYYMMDD_HHMMSS — Bpema BbIrpy3ku HacTpoek B 4acosom nosce UTC, Hanpumep:
utm-utmcore@heashostatot_6.1.1.10462R-1_20210511_095942
JAnA NPUMEHEHWA CO3AaHHbIX PaHee HacTPOEK HEOBXOANMO BLIMOMHUTL CrieaytolMe AeHCTBHA:
HaumeHoBaHue OnucaHve
Lar 1. Mmnopt B pasnene YnpasneHue yCTPOMCTBOM -> DKCNOPT U UMNOPT HacTpoeK HaxaTe MMROPT U yKasaTb NyTb K paHee co3aaHHOMy daiiny HacTpoek. YkasaHHbIe HAaCTPOHKM MPUMEHATCA K CepBepy, NMoc/e Yero cepsep
HacTpoeK GyneT nepesarpyxeH

JI0NONHUTENLHO aAMUHUCTPATOP MOXET HAaCTPOUTL COXPaHEHWUe HACTPOEK Ha BHelwHKe cepsepbl (FTP, SSH) no pacnucanuio. inA co3naH1a pacnucaHna BLIMPY3KM HACTPOEK HEOGXOAMMO BLINONHUTL CRedylollue AencTamMA:

HaumeHoBaHne

Onucanue

LUar 1. Co3znaTk Npasuno akcnopTa

B paspene YnpasneHue yCTPOICTBOM - DKCMOPT U UMNOPT HAacTpoeK HaxaTb KHOMky Jlo6aBUTb, yKasaTb MMA W ONMCaHWe Npasuna

cepeepa

LLlar 2. Yka3aTb NapameTps! yAaneHHoro

Bo BKNaaKe npasvna YAaneHHsIN cepBep ykasaTk NapameTpsl yAaneHHoro cepsepa:

Tun cepsepa — FTP unu SSH.

Anpec cepeepa — IP-aapec cepsepa.

MopT — nopTt cepsepa.

« JlorMH — yyeTHan 3anuchb Ha yaaneHHom cepeepe.

Mapons/MoATBepXAeHHUe NAPONA — Naposib yYeTHOM 3anucK.

MNyTb Ha cepBepe — MyTb Ha CEpPBEPE, Ky/ia By AYT BLIMPYKEHb! HACTPOMKM




HaumeHoBaHne Onwucanune

Bo Brnaake npasuna PacnucaHue ykasatb HEOOX0AUMOE BpEMA OTNpaBKn HacTpoek. B cnyyae 3aaanua Bpemern 8 CRONTAB-dopmare, 3asaiTe ero B CneaytoLiem suae:
(MUHYTbI:0-59) (4ackl:0-23) (aHu mecAua:1-31) (Mecau:1-12) (aeHb Heaenu:0-6, 0-BocKpeceHbe)

Kaxaoe 13 nepsbIX NATYA NONEH MOXET ObiTb 3a4aHO CReayIoLLMM 00pa3oM:

LLlar 3. Bbi6paTh pacn1caHme Bbirpysku « 3Besziouka (*) — 0603HauYaeT BeCk AManasoH (OT Nepsoro A0 NOCEAHero).

« Jeduc (-) — obosHauaeT AnanasoH uucen. Hanpumep, "5-7" 6yneTt osHauats 5,6 n 7.

« Cnmcku. 310 umcna (Mnu AnanasoHsl), pasaeneHHble 3anateiMi. Hanpuwvep, "1,5,10,11" unu "1-11,19-23".

« 3Be340uKa M TUPE UCMONbL3YIOTCA ANA NPONYCKOB B AnanasoHax. LLlar ykasbisaetca nocne kocow uepTsl. Hanpumep, "2-10/2" 6yaet sHauuts "2,4,6,8,10", a Boipaxerue " */2" 8 none "yack!"
Gynet o3HauaTh "Kaxable ABa yaca




YnpaBeneHue aoctynom k Be6-koHconu UserGate WAF

Version: 7.7.x

Product: WAF

HocTyn Kk Be6-koHconu UserGate WAF perynvpyeTca ¢ NOMOLLBIO CO3AaHNA AOMONHUTENbHBIX YYETHbIX 3anucei aiMMHMCTPATOPOB, Ha3HAYEHNs UM NPOQUNe AOCTYNa, CO3AaHNA NOSIMTUKY YNPaBNEeHUA NapoNAMK aAMUHUCTPATOPOB U
HaCTPOWKM 10CTYNa K BEG-KOHCONM Ha YPOBHE PaspeLLEHHA CepBUCa B CBOCTBAX 30HbI CETH. JIONOMHUTENbHOM MEPOi yCHneHuA 6e30nacHoCTH A0CTYMa K KOHCOMM MOXET ObiTh BIIOUEHUE PEXUMA aBTOPU3ALMM aAMUHUCTPATOPOB C
UCM0Nb30BaHNEM CEPTU(UKATOB.

Mpumeuanuellpu nepeoHayanbHoit HacTpoiike UserGate WAF cosaaeTca nokanbHblii cynepronb3osarens Admin.

JInA co3aaHns AONOMHUTENBHBIX YUETHBIX 3aNUCeN aMUHUCTPATOPOB YCTPOMCTBA HEOGXOAMMO BLINOMHUTHL CReayioLue AeHCTBUA:

HaumeHoBaHune Onucanue

LLar 1. Cosaats Npopunb AOCTyNa aAMMHUCTPaTOpa. B p: A paTtopbl = Mpod PaTopoB HaxaTtb KHOMKy Jlo6aBUTb U yKa3aTb HEOBXOAUMBIE HACTPOMKK

B pasfene AAMUHUCTPATOPbI HaXaTb KHOMKY J106aBUTL 1 BLIGPATL HEOOXOAMMBIA BapUaHT:

JNlo6aB1TL NOKaNLHOrO aAMMHUCTPATOPa — CO3/ATh SIOKAILHOMO NONb30BATENA, 3a4aTh EMy Naposib AOCTYNA U HA3HAYUTL CO3AAHHBIA PaHee NPodunb A0CTYNa.

Jo6aeuTb nonb3osartena LDAP — 06aBuTb N0Mb30BaTeNsa 13 CyLeCTBYHOLLEro AOMeHa. JinA aToro A0MKEH BbiTb KOPPEKTHO HacTpoeH LDAP-KOHHEKTOp B pasaene
CepBsepbl aBTOpHU3aumK. [pn BXoAe B KOHCOMbL AAMUHWCTPMPOBAHMA HEOOXOANMO yKasbiBaTb UMA Nonb3osaTena B Gpopmare user @domain. HasHaunTL Co3faHHbIi paHee

Llar 2. Tb yYeTH NUCb aAMUHMCTPAT "
lar 2. Cosaatb yueTHyto 3anuch aal cTpaTtopa POGHAL.

Ha3HAUMTb e OMH M3 CO3AaHHLIX paHee Npodpuned
aaMMHMCTpaTOopa.

Jlo6asutb rpynny LDAP — n06aBuTh rpynny nonb3osaTesnei 13 CyLIecTBytoLero AomeHa. JiA aToro AomKeH 6biTb KOPPEKTHO HacTpoeH LDAP-KOHHEKTOp B pasaerne
Cepsepbl aBTOpU3aumK. Mpn BXoAe B KOHCOMb aAMUHWCTPMPOBAHMA HEOOXOAUMO yKasbiBaTb UMA Nonb3oBaTena B Gpopmare user @domain. HasHauuTb Co3faHHbIi paHee
npopunb.

Ho6aeuTs paTopa ¢ npo¢ ayTeHTUd - CO3/aTh MOJb30BATENA, HA3HAUMTL CO3AAHHBIM PaHee MPOGUIL aAMUHKCTPATOPa M NPOGUIL
aBTOPU3ALMM (HEOOXOAMMBI KOPPEKTHO HACTPOEHHbIE CEPBEPHI ABTOPU3ALINM)

Mpu coznaHnm NpodunaA A0CTyNa aAMMHUCTPATOPa HEOBXOAMMO YKasaTh CrieAyolme napameTpsi:

HanmeHoBaHue Onucanve

H + npoduna

Onucanne OnucaHue npoduna

CnuCOK 0GBEKTOB, AOCTYMHBLIX ANA AENErnpoBaHusa A0CTyna npu padoTe Yepes NPorpaMMHBIi MHTepgeic (API). O6beKTbl onucaHsl AoKymMeHTauuu API. B kauecTae 0CTyNa MOXHO yKasaTb:
« Hert noctyna.

Paspewenua ana API

« Yrenue.

« YreHnue u sanuce

Cncok 06beKToB AepeBa BEG-KOHCONM, AOCTYMHbIX ANA AeNernposaHma. B kauecTse A0CTyNa MOXHO yKasaTb:
« Hert noctyna.

PaspeweHnuna goctyna

o UreHue.

« YreHue u sanuck

MossonfeT paspewnTb AocTyn K CLI. B KauecTBe AOCTyna MOXHO yKasaTb:
« Hert noctyna.

Paspewenusa ana CLI

« Yrenue.

« YreHnue u sanuck

Anmunmctpatop UserGate WAF MOXET HACTPOUTL AONOMHUTENbHBIE NAapaMETPbI 3aLLMUTbI YYETHBIX 3aMUCei aAMUHUCTPATOPOB, Taku1e, Kak CIIOKHOCTb Napons 1 GIIOKMPOBKY YHETHOM 3aMUCH Ha OMPEAENEHHOE BPEMA NP NPEBLILLIEHUN
KOnuyecTsa HeyA: NOMLITOK aBTC

JInA HacTPOVKK 3TUX NapameTpoB HeOGXOAUMO:

HanmeHoBaHue Onucanve

LLar 1. HacTpouTs
NONUTUKY Naponei.

B p: A paTopbl = A, paTopbl HaXaTb KHOMKY HacTpouTb

YKasaTb 3HaYeHMA CrieaytoLLux nonei:

« CRoMHBIN Naponb — BKIKOYAET AONOSHUTENbHBIE NapaMETPbI CIIOKHOCTH NapOnA, 3a1aBaeMble HUXKE, Tak1e Kak — anuua, 0€ UMCIIO CHMBOJIOB B BEPXHEM PETUCTPE, MUHUMAbHOE
LLlar 2. 3anonHuTs YMCTIO CUMBOSIOB B HUKHEM PErUCTPE, MUHUMANBHOE YUCHIO LMD, 0e uncno cre CHMBOIIOB, M NbHaA AnkHa 610K U3 OAHOTO W TOTO Xe CUMBONA.
HeoOXoAUMBIe Nons.

« Yucno X NONBITOK ayTEHT — KOMMYECTBO HeyA NOMLITOK ayTEHTU a/IMMHUCTPaTOpa, NOCNe KOTOPLIX YYeTHaRA 3anuch 3aBnokMpyeTcA Ha Bpema 6NoKUPOBKY.

« Bpema 6NOKMPOBKM — BPEMA, Ha KOTOPOE BIOKUPYETCA yueTHan 3anuch

NpyMeyaHnelononHUTENbHbIE NapameTpsl 3alMTel YYETHOM 3anucu aaMUHUCTpaTopa np! TONBKO K 10! yYeTHbIM Ecnu B KauecTBe aiMMHMCTPATOPA YCTPONCTBA BLIGMPAETCA yueTHanA 3anuCh U3 BHELLHEro Katanora
(Hanpumep, LDAP), To napameTpel 3aluThl ANA TaKOW YYETHOW 3anucy ONpeaenalTCA 3TUM BHELLHUM KaTanorom.

AIMWHMCTPATOP MOXET yKasaTb 30HbI, C KOTOPLIX OyZIeT BO3MOXeEH A0CTYN K cepaucy Be6-koHconu (nopt TCP 8001).
MpumeuanneHe pekomeHayeTCA paspeluats A0CTYM K BEG-KOHCONM ANA 30H, NOAKIIOYEHHBIX K HEKOHTPOMUPYEMBIM CETAM, HaNpUMEp, K CETU HHTEPHET.

Jnq paspelueHna Ceperca BEG-KOHCOMM ANf ONpeseneHHO 30Hb HE0OXOAMMO B CBOMCTBAX 30HbI B pasaene KOHTponb AOCTYNa paspelunTs A0CTYN K CEPBUCY MonpoGHee 0 HACTPOWKe KOHTPONA AOCTYNa K
30Ham — B p. «HacTpoiika ceTeBbIX 30H».

JlononHuTensHo Mepoit ycuneHua 6e30NacHoCTM 0CTyNa K KOHCOMM MOXET ObiThb BKIIOUEHWE PeXMMa aBTopu3almuy alMUHUCTPATOPOB C UCMONb30BaHNEM CEPTUdUKATOB.

JInA BKIOYEHWA IAHHOTO PEXMMa HEOBXOAMMO BHINOMHUTL CREAYIoLMe ASHCTBUA (B KAYECTBE NPUMEPA UCTOMNL3YETCA YTUIUTa openssl):

HanmeHoBaHue Onucanue

LLar 1. Co3zaaTk yyeTHble 3anucH ONOSHUTENbHBIX aAMMHUCTPATOPOB. ([MPOM3BECTH HACTPOMKY, KaK 3TO OMMCAHO paHee B 3TOW rnase, HanpuMep, CO3AaTh YYETHyI0 3anuck aAMMHUCTPaTopa ¢ MMeHem Administrator54

(Co3aath UM MMNOPTMPOBATL CYLLECTBYIOLMA CEPTUHUKAT YAOCTOBEPAIOLErO LEHTPA (AOCTATOYHO TOSBKO MyGIMYHONO KMtoya) B COOTBETCTBMM C MNaBoit « Ynpasnexue
cepTuduKaTamm».

BanHo! CyLecTByIoLni  CEPTUdUKAT YAOCTOBEPAIOLLETO LIEHTPA — CEPTUMUKAT, KOTOPLIM HEMOCPEACTBEHHO NOANKCaHbI CEPTUdUKATEI AAMUHUCTPATOPOB, a He
KOpHEBOW.
LLlar 2. CozaaTb MM UMNOPTUPOBATHL CYLUECTBYIOLMI CepTUdUKAT TUna

YLI (YAOCTOBEPAIOLLErO UEHTPa) aBTOPM3ALNM BEO-KOHCOMH. Hanpumep, AnA co3aaHKA yAOCTOBEPSAIOLLENO LIEHTPA C MOMOLLBIO YTUAUTEI openss| TpeGyeTca BEINOMHUTL KOMaHAbI:

openssl req -x509 -subj '/C=RU/ST=Moscow/O= MyCompany /CN=ca.mycompany.com' -newkey rsa:2048 -keyout ca-key.pem -out ca.pem -nodes
openssl rsa -in ca-key.pem -out ca-key.pem

B daiine ca-key.pem GyaeT HaXOAUTLCA MPUBATHBIN KIIOY CEPTUdMKATA, B Ca.pem — NyOnuuHbIi Ko, MMnopTuposaTe ny6nuuHeli ktoy B UserGate WAF



https://docs.usergate.com/nastrojka-setevyh-zon_3296.html
https://docs.usergate.com/upravlenie-sertifikatami_3285.html

HaumeHoBaHue OnucaHue

C NOMOLLILIO CPE/ICTB CTOPOHHUX YTUIUT (Hanpumep, openssl) co3naTs CepTUdHKATEI AN KXAOMO M3 aAMUHUCTPaTOPOB. Heobxoanmo, YToBLI none ceptudukara
Common hame B TOYHOCTH COBMAAANo C UMEHEM yYeTHOM 3annck aAMMHUCTPATOPa, Kak OHa Bkina cosnaxa B UserGate WAF.

Llar 3. Co3aatb cepTUpUKATBI ANA yYeTHbIX 3anucen
aIMUHUCTPATOPOB. \InA openss| 1 nonb3osatena Administrator54 komaxzel GyAyT cneaytowmumm:

openssl req -subj '/C=RU/ST=Moscow/O= MyCompany /CN=Administrator54' -out admin.csr -newkey rsa:2048 -keyout admin-key.pem -nodes

C NOMOLLILIO CPEACTB CTOPOHHUX YTUANT (HanpuUmep, openssl) noAn1caTh CepTUdUKATLI aAMUHUCTPATOPOB CEPTUDUKATOM YAOCTOBEPAIOLLENO LEHTPA BEO-KOHCOMM.

\ns openss| komaabl GyayT crieayioLumm:
LLar 4. MoanucaTs cepTUdHKaTL aAMUHACTPATOPOB, CO3AaHHBIM Ha
Luare 2 cepTUdUKaTOM yA0CTOBEPAIOLLEro LeHTpa. openssl X509 -req -days 9999 -CA ca.pem -CAkey ca-key.pem -set_serial 1 -in admin.csr -out admin.pem

lopenssl pkes12 -export -in admin.pem -inkey admin-key.pem -out admin.p12 -name 'Administrator54 client certificate’

daiin admin.p12 coaepUT NOANMCAHHBIN CEpTUdUKAT aaMMHMCTPaTOpa

LLlar 5. [lo6aBuTb noAnucaHHble cepTudmkatel B OC, ¢ KOTOpoit [[lo6aBuTb noAnMcaHHbIE CepTUdUKATLI aAMUHMCTPATOPOB (admin.p12 B Hawem npumepe) B OC (unu B 6pay3ep Firefox, ecnu o cnonb3ayeTcsa Ana AocTyna K
anMUHMCTPaTOpbl GyAyT aBTOPU30BATLCA B BEG-KOHCOb. KOHCOMNH), C KOTOPO# aAMUHKCTPATOPbI ByAyT aBTOPU30BATLCA B BEG-KOHCONb. Bonee NoAPoBHO CMOTPUTE PYKOBOACTBO MO McMonb3yemoit Bamu OC
LLiar 6. MepexntounTe pexum ayTeHTUdHUKaLUMmM Be6-KOHCONM B o o

ar 6. MeperstiouuTe pe ayTeHThUKaL e6-KoHCO! B pasaene HacTpoiiku nomensiite Pemum ayTeHTudMKayum Be6-koHconu Ha Mo X.509 ceptudukaty

aBTOpPM3aUMIO NO cepTUdUKaTam X.509.

MpyMeyaHnelleperTiounTb PeX1M aBTOPU3aLMM BEG-KOHCONM MOXHO C NOMOLLbI0 komaHa CLI.

B pasaene AaMMHHCTPaTOpbl - Ceccun agMMHUCTPaTOPOB 0TOOPaXaloTCA BCE aAMMHUCTPATOPSI, BBINOMHUBLUKE BXOA B BEO-KOHCONb aaMuHMCTpUpoBanua UserGate WAF. Tpu He06X0AMMOCTH toBYio M3 CeccHit aAMMHUCTPATOPOB MOXHO
c6pOCHTH (3aKPLITH).



YnpaeneHue cepTudukatamu

Product: WAF
Version: 7.7.x

O6wue ceeneHnn

UserGate WAF 1cnonbk3ayeT satuiLeHHbii npotokon HTTPS Ansa ynpaeneHns ycTPOACTBOM, a Takke MOXET NPOM3BOANUTL aBTOPU3ALMIO aIMUHUCTPATOPOB B BEG-KOHCO/b HA OCHOBE UX CEPTUQHKATOB.

JInA BeINONHeHUA AaHHbIX GyHKUMA UserGate WAF ucnonbayeT pasnnyHele TUMbl CepTUOUKATOB:

HanmeHoBaHue

Onucanve

SSL Be6-KoHconu

Mcnonbsyetcs aAnsa cosaanua GesonacHoro HTTPS-noakntoueHna aaMuHucTpaTopa K Be6-koHconu UserGate WAF

YL ana aBTOpU3auMK B Be6-
KOHCONM

CepTudUKaT yA0CTOBEPAIOLLErO LUEHTPA ANA A0CTYNa K BEO-KOHCONW. [NA yCMelHO! aBTopu3al M cepTUdUKaT aAMUHUCTPATOPa A0MKEH GbiTh NOANMCAH CEPTM(UKATOM 3TOMO THUNa

SAML server

Ucnonbayetca ana padotel UserGate WAF ¢ cepsepom SSO SAML IDP. Moapo6Ho o HacTpoiike paboTtsl UserGate WAF ¢ cepsepom asTopuaauun SAML IDP cMoTpuTe B COOTBETCTBYIOLLEM pasaene
pyKoBoACTBa

CepTndukatos AnA SSL BEG-KOHCOMM MOXKET BbITh HECKOMBKO, HO TOMBKO OANH CEPTUMUKAT KXKAOTO TUNA MOXET BbITh aKTUBHBIM W MCMONB3OBATLCA ANA BLIMOSHEHWA CBOMX 3aaad. CepTudukaros Tvna Y| AnA aBTopu3aunm B Be6-KoHCONN

MOXeT ObiTb HECKOSBKO, M KaXKABIF U3 HAX MOXET ObiTb UCMONb30BaH ANA NPOBEPKU MOANMHHOCTH CEPTU(MUKATOB aAMUHUCTPATOPOB.

JInA Toro uToBbl CO3AaTL HOBbIN CEPTUUKAT, HEOBXOAMMO BLINONHUTL CREeayloLLMe NeHCTBUA:

HaumeHoBaHne Onwucanue

LLiar 1. Cosnatb ceptudukar ||Haxarb Ha kHonky Co3aate B pasaene Ceptudukarbl

YKasaTb 3HAYEHUA CeAYIoLLMX None:

Ha3aBaHne — HasBaHue cepTuduKarTa, noj KOTOpLIM OH ByAEeT 0TOBPAXEH B CNIUCKE CEPTU(UKATOB.

OnucaHue — onucaHue cepTudmKaTa.

CTpaHa — CTpaHa, B KOTOPOW BLINUCHIBAETCA CEPTUDHKAT.

LLlar 2. 3anonHuTe

Oénacrb Wnu wrar — obnactb Unn wTaT, B KOTOPOM BbiNUCbIBAETCA cep'mq)ma'r.
HeoBxoaAuMele nons

Topon — ropoa, B KOTOPOM BLINUCLIBAETCA CEPTUQHKAT.

p opr: LMW, ANA KOTOPOH BINUCHIBAETCA CEPTUGUKAT.

« Common name — umA cepTdHKaTa. PeKoMeHayeTCA UCMONb30BaTh TOMLKO CUMBOIbI NIATUHCKOTO andasuTa ANA COBMECTUMOCTH C 60MbLUMHCTBOM 6pay3epos.

E-mail — email Baweit komnaHuu

LLar 3. Ykasatb, Ans yero
GyAeT MCTONb30BaH AaHHbIA

cepTupuKaTt NOAKIIOYMTBCA YXKE C UCMONb30BAHWMEM HOBOTO cepTuduKaTa

Mocne cosnaHua cepTdmKaTa Heo6X0aAMMO yKasaTb ero ponb B UserGate WAF. [ins 3Toro HEOGXOANMO BbIAENUTL HEOOXOAUMBIH CEPTU(DHUKAT B CTIMCKE CEPTURMKATOB, HAXATBL Ha KHOMKy PefaKTMpoBaTh U
ykasatb TMn cepTudukata (SSL Beb-koHconu, YL| ans aBTopusaumu B BeG-koHconu). B cnyuae, ecnu Bbl Buibpanu SSL Be6-koHconu, UserGate WAF nepesarpy3uT cepBuc BEG-KOHCONM 1 MPEATNOXMUT Bam

UserGate WAF no3sonAeT aKCropTMpoBaTh Co3AaHHbIE CEPTUhHUKATEI M UMNOPTMPOBATL CEPTUdUKATHI, CO3AaHHBIE Ha APYTUX CUCTEMAX, HANPUMEP, CePTUQUKAT, BbINUCAHHBIN A0BEPEHHBIM Y0CTOBEPAIOLLMM LIEHTPOM BalLe OpraHK3aumu.

JinA aKkcnopTa cepTudHUKaTa HeoBXoANMO:

HanmeHoBaHue Onucanve

LLlar 1. Buibpats

cepTudukar ana Bbiaen1Th HEOOXOAUMBIN CEPTUPUKAT B CIUCKE CepPTUDUKATOR

« 3Kcnopt CSR — akcnoptupyet CSR cepTudukata, Hanpumep, Ana NOANUCH ero yaA0CTOBEPAIOLMM LIEHTPOM

lakenopTa

BhiGparth TMR aKcnopTa:
Lar 2. « 9KcnopT cepTUdMKaTa — SKCIOPTUPYET AaHHLIE CepTUdHKaTa B der-popmarte Ges KCNOPTUPOBAHUA NPUBATHOTO Kiloda cepTudUKaTa. Mcnoneayite daiin, NonyyeHHbIi B pesyssTare akcnopta
OKcnopTupoBaTh cepTUdUMKaTA ANA YCTAHOBKM €0 B KAYECTBE JIOKANbHOTO Y/0CTOBEPAIOLIErO LEHTPa Ha KOMMLIOTEPEI Mofb3oBaTened. MoapobHee 06 3TOM YMTalTe B NPUNOKEHUHU «YCTAHOBKA CEPTUDUKATA JIOKANILHOTO
cepTuduKar Y/I0CTOBEPAIOLIEr0 LIEHTPA.

MpumeyanrePeKoMeHayeTCA COXPaHATL CEPTUQUKAT ANA BO3MOXKHOCTH €ro NOCeAyHoLero BOCCTaHOBNEHHA.
MpumeuanneB yenax esonacHocTv UserGate He paspeluaeT SKCNopT MPUBATHbIX KOUeH CepTUUKATOB.

[Ana umnopTa cepTudUKaTa HEOBX0ANMO UMETHL daiinbl CepTUdUKaTA U — ONLMUOHANLHO — NPMBATHOTO KIlloYa CePTUQUKATA U BLINOMHUTL CReayrolLmMe AHCTBHUA:

Haumenosanne Onucanue

Llar 1. Hauatb umnopt HaxaTtb Ha kHonky UmnopT

YKasaTb 3HaUeHWA CneaytoLux none:

HasBaHue — HasBaHue cepTudHKaTa, NoA KOTOPLIM OH ByAET OTOGPAXEH B CTIMCKE CEPTUDHUKATOB.

OnucaHue — onucaxme cepTuduKara.

LLlar 2. 3anonHuUTL Heo6XoaAUMbIe Nons

®aiin cepTudmKaTa: 3arpysuTe daiin, coaepiallmii AaHHble cepTuduKaTa.

MpuBaTHBIN KNKOY: 3arpy3uTe aiin, coaepxalyui NPUBaTHbIM KoY cepTdHUKaTa.

Maponk AnA NPMBaTHOrO K04, ECM TakoBO# TpebyeTc.

Lienouka cepTUUKATOB - paiir, COASPXKALLMIA CEPTUPHUKATLI BILIECTOALLMX LEHTPOB CEPTUMUKALIMM, KOTOPLIE Y4aCcTBOBANM B CO3AAHMU CepTUdUKaTa. HeobnsaTensHoe none



https://docs.usergate.com/ustanovka-sertifikata-lokal6nogo-udostoveryayushego-centra_3376.html

MNMpodunu KNUEHTCKUX cepTUdUKATOB

Version: 7.7.x
Product: WAF

TMpodunb KIMEHTCKOrO cepTMdUKaTa NO3BONAET YNpaBNATL CepTUdUKaTamu AnA obecneyeHna 6e3onacHOCTH M NOATBEPKAEHUA NOATMHHOCTH B CETEBLIX COeAMHEHNAX. B npodune ykaabiBatoTcA cepTudUKaThl VLI, MeToab! NpoBepKi
aKTyanbHOCTH NOMb30BaTENbCKUX CEPTU(UKATOB, METOAL! BEIGOPA UMEHW NONb30BaTeNA ANA ayTeHTUUKALNM.

Mpodunb KMEHTCKOro cepTUdUKaTa UCMONb3yeTCA ANA Baaalmu NPeAOCTaBNEHHOro KITMeHTOM cepTuduKaTa. CepTUdHKaT KMeHTa NPOBEPAETCA Ha BaNWAHOCTL ANA KaXAOro cepTuduKarta YL us cnmcka.

Mpy BEIGOPE PexmMMa ayTEHTUHUKALUM NOCPEACTBOM cepTUdmKaTos (PKI) yKasbiBaeTCA CKOHPUIypUPOBaHHLIA paHee NPOdUIb KIIMEHTCKOrO CEPTUQUKATA, KOTOPLIA B AanbHEALLIEM MOXHO GyAeT UCNIONL30BaTL B HACTPOMKAX reverse-MpoKCH.

Yt06eI CO3aTh NPOPUIL KIMEHTCKOTO CepTUdUKATA, HeoOXoaMMO B pasaene HacTpoiku - K patopa - Mpod KITMEHTCKUX CepPTUHUKATOB  HaxaTh Ha KHOMKY J106aBUTL 1 yKasaTe HEOBXOAUMLIE NapameTpbl:
HanmeHoBaHue Onucanune

HassaHue HassaHue Npoduns KIMEHTCKMX CePTUPUKATOB

Onucanue OnuuoHansHoe onucax1e npopuna

Monyuatb uMA
nons3oearens u3

BoiGop Nona B cepTuduKaTe, N0 KOTOPOMY ONPeAEnAETCA UMA NONMb30BATENA, UCMOMb3YEeMOe NP ayTEHTUHUKALNM:

« Common-name — [OMEHHOE UMA UK UMA XocTa B none Subject, ANA KOTOPbIX NpeAHa3HaueH cepTuduKar.

« Subject email — ana onp MMeHW Nonb3oBaTens UCMonbayeTca napameTp ¢ npedukcom email B paciumpennn SAN (Subject Alternative Name) .
« Principal name — ana onpeaenexua uMeHu nonb3osatena ucnonbayetca napametp Universal Principal Name (UPN), coaepxatuuiica B none otherName B pacwmperun SAN.

Ecnv B nonsax pacmpexus SAN cepTuduKaTa ykasaHo HECKONbKO MMeH UPN Ui HECKOMBKO MEKTPOHHBLIX aApecoB, 6epeTca Nepsblit, ykasaHHbIA B cepTudukare

CepTudukats YL

CepTudukatsl YL, HasHayaemsle NpoduIo.

CrMCOK CepTUdUKATOB YAOCTOBEPAIOLLMX LEHTPOB. MCnonbayeTcs And Banuaauuu NpeioCTaBeHHOro KIMEHTOM cepTudukaTa. CepTUdUKaT KIMeHTa NPOBEPAETCA Ha BANUAHOCTb ANA KAXAOro cepTUdMKaTa
YL| u3 cnucka. MepeBop cnucka MaeT CBEpXY BHU3

MpoeepKa 0TO3BaHHbIX
cepTduUKaTOB

B cnuckax oT3biBa cepTudukatos (CRL) coaepxatcs cepTudukathl, KOTopbie Gbinu 0T03BaHb! U GOsbLUE HE MOTYT UCMOMNbL30BATLCA. B 3TOT CNUCOK BXOAAT CEPTUMUKATLI, COOK AEHCTBMA KOTOPBIX UCTEK UMK OHU
GLINM CKOMNPOMETUPOBAHBI.

MapameTp AnA NPOBEPKM COCTOAHMA OT3bIBA CEPTU(HKATOB:

He npoBepATb — He NPOBEPATL HU OANH CepTUdUKAT.

BcA Lenouka — npoBepATh BCE CEPTUPMKATHI B Lienouke U Tpe6oBaTh, YTOGLI OHU BCE ObiNM BaNMAHLIMA.

CepTudHKaT NoNb3oBaTeNA — NPOBEPATL TOMBKO CEPTUPMKAT KIIMEHTa.

Cuutath ecnu cratyc — ecnu nposepuTb CRL He yAanock no Kakoi-To NpuumMHe, TO CepTUdUKAT CUMTAETCA BasMAHLIM (MPU 3TOM OH BCE PaBHO NPOBEPAETCA M MOXET
BepHyTb cTatyc invalid, ecnu cepTuduKaT ecTb B CNUCKE OTO3BAHHbIX)

'Taim-ayT NpoBepKu

MHTepsan BpeMeHu, No ucTeueHuto kotoporo UserGate WAF nepectaeT oxuaaTh 0TBeTa OT CryXObl CIUCKOB 0T3bIBa CEPTUDUKATOB




CHUCTeMHble YTUNUTbI

Version: 7.7.x
Product: WAF
CHCTEMHBIE YTUNUTLI AOCTYMHBI aAMUHUCTPATOPY BO BpemnA 3arpyaku UserGate WAF uepes meHto 3arpysku (boot menu). Ana nonyyeHns 4OCTyna K 3ToMy MeHI0 HE0BX0AUMO MOAKIHOYUTL MOHUTOP K padbemy VGA(HDMI), knasuatypy k

pasbemy USB (npu Hanuuum cooTBETCTBYIOLMX Pa3beMOB Ha YCTPOHCTBE) UM, UCMONB3YA creuuanbHbIi kabenb ANA nocnesoBaTensHoro nopta unu nepexoaxuk USB-Serial, noakntounTe cBoi KomnbioTep k UserGate WAF. 3anyctute
TepMUHaU, NO3BONAIOLLMIA NOAKIIOYEHUE Yepes nocneaoBaTesbHbI NopT, Hanpumep, Putty ana Windows. YcTaHoBKUTbL NoAKItOuEHUE Yepes nocneaoBaTenbHbIi NOpT, yKasas napameTpebl noaxntoueHna 115200 8nt.

Bo Bpems 3arpy3kin aAMUHUCTPATOP MOXET BLIOPATL OAMH U3 HECKOMKUX MYHKTOB 3arpysku B boot-MeHio:

HaumeHoBanne Onwucanue

UGOS WAF 3arpyaka UserGate WAF ¢ BbIBOAOM AMArHOCTUHECKOM MH(OPMALMK O 3arpyake B NOCNEAoBaTeNbHbIi NOPT

UGOS WAF (failsafe) 3arpyaka UserGate WAF B ynpoLLéHHOM BUAEOPEXUME

'Support menu BoiiTv B pasaen CUCTEMHbIX yTUIIUT C BLIBOAOM MH(OPMaLMK B KOHCOMb tty1 (MOHWTOP)

Restore previous version||Pasaen AocTyneH nocne 06HOBNEHWA UK CO3aHNA PE3EPBHOM KoMK

Paszfen cucTemHbIX yTUKT (Support menu) no3sonAeT BbINOMHUTL CReaytoLLMe NeHCTBUA:

HaumeHoBaHue Onucanvne
Check o . M
filesystems 3anyck nposepku GannoBoi CUCTEMbI YCTPOMCTBA Ha Hannuke OLLMGOK M MX aBTOMATUUECKOE UCTIpaBneHue
VBenuueHue pasaena Ana XpaHeHnA AaHHbIX. OTa onepauns 06blHO MCNONL3YETCA NOCNE YBEMUYEHHA AUCKOBOrO NPOCTPAHCTBA, BblAENEHHOMO rMNepBU30POM ANA BUPTYasbHOM MalLnHbl UserGate WAF.
Expand data
partition BamHo! [InA pacluMpeHua CUCTEMHOTO pasaena ¢ CoxpaHeHnem AaHHbIX U napameTpos UserGate WAF Heo6xoauMO cpeacTBaMu runepsu3opa A00aBUTb HOBBIW AMCK M 3aTeM BbINOMHUTL onepauyvio Expand data
partition, kak on1caHo B pasaene « PacluMpeH1e CUCTEMHOrO pazaena»
CoszaTh nonHyto Konuto ancka UserGate WAF Ha BHewwHuit USB Hocutens.
Create backup
BaxnHo! MNepea cosaanuem pesepsHoi konun USB HocuTenb ByaeT oTdopmatuposaH
R re from
b::lt(?l: © BoccraHosnenue UserGate WAF ¢ BHelwurero USB Hocutens

Factory reset C6poc cocTosHua UserGate WAF. Bepcua MO ocTaHeTcA Toi, KoTopan Gbina yCTaHOBMEHa NPy 3anycke KoMaHabl. Bce aaHHble 1 HACTPOiKK ByayT yTepaHs!

Exit Beixoa 1 nepesarpyska ycTpoicTea



https://docs.usergate.com/rasshirenie-sistemnogo-razdela_3293.html

PaclunpeHune cuctemHoro pasgena

Version: 7.7.x
Product: WAF

JinA pacluMpenrA CHCTEMHOTO pasaena ¢ coxpaHeHuem KOHdUrypaumum 1 AaHHbIx yana UserGate He06X0AMMO BbINOMHUTL Crieaytolme Wwaru:

HanmeHoBaHue Onucanune

Lllar 1. [o6aBuTb A0MONHUTENbHBIA BUPTYasbHBIA AUCK. CpeacTeamu runepsu3opa 406aBUTL HOBBIH AMCK HEOOXOAMMOrO pasvepa B CBOWCTBAX BUPTYanbHOM MawwmHbl UserGate

B MeHio 3arpysku ysna UserGate BoiTv B pasaen Support menu
LLlar 2. PaclvpuTb pasmep pasaena B CUCTEMHbIX yTUNUTaX.

B oTkpbIBLIEMCH pasaene BbiGpats Expand data partition 1 sanyctuTs npouecc pacluMpenus pasaena

LLlar 3. MpoBepuTb pasvep CUCTEMHOrO pasaena. Mocne 3aBepLueHUA NpoLecca pacluMpeHns 3arpyauTb y3en v B pasaene Jlaw6opa - JMCKM NpoBepUTL pasMep CUCTEMHOrO pasaena

MpumeuaHue Paclumpenne CUCTEMHOIO paszena nyTem yBenuueHua pasmepa MMeroLerocs AMCKa BUPTYanbHOH MalLMHBI BOMOXHO TONBKO Npu cOpoce y3na A0 3aBOACKMX HACTPOEK, T.e. NP BLIMOMHEHUH onepaumy factory reset.



KnacTepusauua 1 0TKa30yCTOHYUBOCTb

Technology: Clustering and HA
Version: 7.7.x
Product: WAF

JInA NOCTPOEHUA 0TKA30YCTOMUMBOrO petueHna UserGate WAF HEO6X0AMMO HACTPOUTH /Ba TN KIACTEPOB — KNacTep KOH(UIrypaLmuu 1 KacTep 0TKa3oyCTOMUMBOCTH:
« Knactep KoHbUrypaumu. Yanbl, 06beauHeHHbIE B OAHY OBLLYIO CXEMy, «BUAAT» APYT APYra U CUHXPOHU3UPYIOT CBOK KOHUrypaLuio, NOAAEPKMBAA TakuM 06Pa3oM eanHbie napameTpsl pUbTpaumMi 1 06paboTku Tpaduka B pamkax

Knactepa. Takan CUHXPOHM3ALMA rapaHTUPYeT, 4TO HABop NONUTUK GyAeT OAMHAKOBLIM Ha BCEX Y3ax KacTepa 1 BCE M3MEHEHUA KOHPUrypaLumu OyayT BLINOMHATECA C MAHAMANbHLIMM 3aepXKamu. [pu 3TOM YacTb NapameTpos Ans
KaXk/10ro M3 Y3108 KnacTepa 0CTaeTCA YHUKanbHO!, HanpuMep napameTpbl CEeTeBbIX MHTEPQECcoB, LW30B, MapLLPYTOB W AMArHOCTUKM.

KnacTep oTkasoycTonuMBOCTH. ECIv B CETM HACTPOEH KNnacTep KOHPUrypauuu, To 0 YETbIPeX Y3108, BXOAALLMX B HEr0, MOXHO 06beAMHUTL B KNacTep 0TKa30yCTOHYMBOCTH, KOTOPLIA 0BECNEeUUT HeMpepLIBHYIO GUILTPaLMIO U
06paboTky TpaduKa. B AONONHeHMe K BOSMOXHOCTAM KnacTepa KOH(UIypaumm Knactep 0TKazoyCTORYMBOCTH NOAAGPKNBAET CHHXPOHN3ALMIO NOb30BATENLCKUX CECCHI, YTO oBecneunBaeT NpospayHoe AnA nonb3osatenei
nepexnoyeHne Tpaduka C OAHOTO y3na KnacTepa Ha ApYrov, — 3a UCKITIOUEHHEM CECCHI, MCNOMb3yHoLMX NPOKCH-cepBep, Hanpumep Tpaduk HTTP(S). Bul MoxeTe cobpaTh HECKONBKO KNacTepoB 0TKA30yCTOHYMBOCTH. Hanpumep, ecnu
B KnacTep KoHdurypauumn aobasneHs yansi A, B, C 1 D, Ha nx OCHOBE MOXHO cO3zaTh /1Ba KnacTepa oTkasoyctonumnsoctn — A-B u C-D.

BamHo!Patota yctpoiicTe UserGate B pexumax knactepa KOHOUrypaLuu 1 knactepa 0TKasoyCTORUMBOCTH AOCTYNHA, ECIIW B UCNOMNb3YEMYLO NTULIEH3NIO BRItOYeH Moaynb  Cluster.
HacTpotika knactepa KoHgurypauum

HacTpoiika KnacTepa KOHpHUrypaLum COCTOUT M3 ABYX 3Taros: HAaCTPOWKM NEPBOro y3na v 400aBNeHUA AONOHUTENbHBIX y3n0B. Kaxablit AONONHUTENbHBIA y3en 106aBNAETCA B KNACTep Ha aTane nepBoHaYanbHO! HacTPOKK 3Toro yana. Ecnu B
BaLeli ceTh yxe ecTb ycTpoiictea UserGate WAF, paboTatolme Kak HesaBuCHMble, UX MOXHO A06aBUTL B KNacTep TOMLKO BLIMOMHUB COPOC K pabpuyHbIM NapameTpam.

YT06LI HACTPOUTE KNIACTEP KOHBHUTypaLuM:
1. BbiNOMHMUTE NEpBOHaYabHYIO HACTPOWKY NEPBOro yana KiacTepa. YOeauTech, YTo aKTUBUPOBaHHAA NIMLEH3UA Ha NepBOM yane (pasaen [Haw6opasi -> NuueHans) siiioyaeT B ceba moaynb Cluster.

2. B Be6-KoHCONM NepBoro y3na B pasaene HacTpoiku - CeTb - 30HbI 106aBbTE 30HY, B KOTOPOW OYAET BINONHATLCA PENNMKALMA KNacTepa, Uik BeiBepuTe CyliecTaytolyio 30Hy Cluster. Y6eauTecs, 4T0 AnA BbIGPaHHON 30HbI B
okHe CBOWCTBa ceTeBOM 30HbI Ha Brnaake KOHTponb AocTyna paspelueHbl cepeuckl KoHcons agMuHUCTpUpoBaHkA v Knactep.

BamHo!He vcnonbayiTte Ans penivkaumu 30Hb!, MHTEPdENCH KOTOPbIX NOAKIOYEHb! K HEIOBEPEHHbIM CETAM, HaNpUMEp K MHTEPHETY.
3. B pasaene Hactpoiiku - CeTb - UHTepdeichl BoibepuTe MHTEPdENC, Yepes KOTOPbIA ByAeT BbINOMHATLCA PENMKaLMA KnacTepa, h HaxmuTe PeaaKTUpoOBaTh.
4. B okHe CBoMcTBa UHTepdeiica:
« Ha Briaake OBlMe HasHaubTe HHTEPDENCY 30HY KNACTEPA U YCTAHOBUTE (BIaXoK BKAKOUEHO;
« Ha Briaake CeTb BbiGepuTe pexuM CTaTUUECKHI, C MOMOLLbIO KHOMKK Jlo6aBuTk ykaxuTe IP-aapec;

« HaxmuTe COXpaHUTb.

5. B pasnene HacTpoiiku - paTopa - Y ycTpoicTeom - Knactep koHdurypauuu BbiGepuTe TeKyLnit y3en knactepa, HaxmuTe PenakTupoBaTh, ykaxuTe IP-aapec, HadHaueHHbI MHTEpdericy Ha
npeablaylem ware u HaxmuTe CoxpaHnTb. HauHeTcs nepesarpyska ycTpoicTea.

6. Mocne 3aBepLuenma nepesarpy3ku B 6rioke Knactep KoHbUrypaumm sbibepuTe TekyLui ysen, HaxmuTe CreHepupoBaTh CEKpeTHbIN KOA W CKONMPYATE KOA ANA aBTOPU3aLMK AONONHUTENBHOTO y3na KiacTepa.

7. MoAKIIoUMTECH K BEG-KOHCONM A0NOMHUTENLHOrO y3na. B MacTepe nepeoHayansHoi HacTPOWKY BeIGepUTe A3bIK MHTEpdEiica, NPUMUTE NuLy OHHOE COrJ 1 3aTeM B OKHe YCTaHOBKa HaXvuTe YCTaHOBKa
TeNbHOro y3nak pa.

8. B 6roke LUar 1 ykaxuTe napameTpbl AONOSTHUTENBHOTO Y3na: KnacTepHbii MHTepdeiic, ero IP-aapec, Macky nozceTy v IP-aapec wniosa (B cnyyae, ecnv Nepsbiil U 0NONTHUTENbHBIA Y3/l KNacTepa HaxoAATCA B PasHbIX NOACETAX).
Hanpumep, ecnin 06a yana HaxoAATCA B OAHOM NOACETH, KNacTepHOMY WHTepdeiicy eth2 nepsoro yana MoxeT ObiTb HasHaueH IP-agpec 192.168.100.5/24, a untepdeiicy eth2 nONONHUTENEHOTO y3na B 3TOM Clyyae MOXHO HasHauuTk IP-
aapec 192.168.100.6/24.

MpumeuanneTak kak IP-aapec uHTeppeca A0NONHATENBHOIO Y3na 1 LWio3 N0 YMOMUYaHMIO Ha 3TOM Luare yKasbiBalOTCA B ABHOM BUAE, PEXMM NPUCBOEHUA 3TUX NapamMeTpoB GyAeT CTaTUYECKUM.

9. B 6rioke LUar 2 ykaxuTe IP-aapec KnacTepHoro uHTepdeiica Nepeoro yana, BCTasbTe CO3AaHHbIA Ha HEM CEKPETHBIN KOA U HaxkmuTe OAKNIOUMTL. HauHeTCA HACTPOIIKA AONONHUTENLHOTO y3na, Nocne Yero oH GyaeT AoBaBneH B
KnacTep 1 BCe napameTpbl NEPBOro y3na pensiMyMpytoTCaA Ha AONONHNTENbHbIA.

10. B BeB-KOHCONM IONONHUTENBHOTO Y3Na KnacTepa KoHdHUrypaumu B pasaene HacTpoiiku - CeTb - UHTepdenchl HasHaubTe KaxA0My MHTEPdECY KOPPEKTHYIO 30HY, TaK KaK TeKyle napameTpsl Obinu NONyyeHs! B pesynbTate
pennuKaLnm AaHHLIX C NEPBOro y3na KnacTepa.

11. B BeB-KOHCO/M IONONHUTENBHOO Y3N1a KiacTepa KOHMUIypaUmuu Ha cTpaHuLe bl B BUAXKETE J1 Haxwmute M o 4TOGbI aKTMBUPOBATb ULy 0 Ha I0MIOMNHUTENBHOM y3rie.

MpumeuanueEcny Ha NepBOM y3ne KnacTepa fMUeH3na Gbina akTUBUPOBaHa OHMNaNH, AONOHUTENBHOMY Y3Ny ANA aKTUBALMK NIMLEH3UHM TaKke NoTpedyeTca A0CTYN B UHTEPHET. Mpu odpnaiH-akTUBaLUK ULEH3UK HA NEPBOM y3ne
NOAKIIOYEHNE AOMONHMTENBHOTO Y31a K UHTEPHETY He TpebyeTcA.

12. HactpoiTe wnto3sl, MapLpyTel, napametpbl OSPF, BGP, yHuKanbHbIe ANA KKAOTO U3 Y3NoB.

MpumeuanneK yHHKanbHLIM OTHOCATCA NapaMeTpbl ANArHOCTHKKM, MHTepdeiicos, winio3os, DHCP, mapwpyTos, OSPF u BGP.

Bbl MOXETe OTCNe)uBaTh COCTOAHME Y3/0B KnacTepa KoHdUrypauuu no cratycy ysna UserGate B nio6oit 3 BeG-koHconeit B 6noke P! =K patopa = Y ycTponcTBoM - Knactep KoHgurypayum :
« 3eneHblit: y3en AOCTYMEH.
« OpaHxXeBblii: y3en HeoCTyneH, MaeT nepesarpyska yana.
« KpacHbilit: y3en HeloCTyneH, CBA3b C y3/10M NoTepsaHa.

« YepHblit: aeT sanyck yana.

O KnacTepe O0TKa3oyCTOMUMBOCTH

B pexume paboTl KnacTepa «aKTUBHBIA — NacCUBHbIN» OAHO M3 YCTPOUCTB BLICTYNAET B POfM MacTep-yana (B BEG-KOHCOMM CTaTyC 3TOro y3na — master), a 0CTanbHble — B Ka4eCTBe PE3ePBHBIX (B BEG-KOHCONM CTaTyC 3THX y3noB — backup).
Y3en, BbiGpaHHbIi B Ka4eCTBE MacTep-ysna, o6naaaeT HaMBLICLIMM NPUOPUTETOM B KIACTEPE, OH oTBeyaeT Ha ARP-3anpoCkl KITMEHTOB U BLIMOMHAET 06PABOTKY 1 UHCMEKTUPOBAHNE MOML30BATENLCKOrO TpaduKa. PesepsHsie y3nbl He
obpabarkiBaioT TpaduK, NOCTyNAILWMi Ha BUPTYanbHble IP-aapeca KiacTepa, 1 HaXOAATCA B PEXMME OXuAaHUA. NP1 TOM yanbl, BLICTYNAIOLME B KITACTEPE B POSM PE3ePBHbIX, MOTyT 06pabaTkiBaTh TPAdHK, KOTOPLIA NepeaaeTca Ha Ux
MHTEPdENChI, He ABNAIOLLMECA KINACTEPHLIMM.

Ha KaXaoMm U3 y3/0B KnacTepa o yMOmYaHHUIo BbiGpaHsl ceTesble MHTepdelickl B 30He Cluster, KOTOpLIM HasHaueHs! KacTepHbie IP-aapeca. Mexay KnacTepHsIMM HHTepdeicamu nepeaatotca VRRP-06bABNEHUA — COOBLLIEHHUA, C NOMOLLbI
KOTOPBIX Y3/1bl 0BMEHMBAIOTCA MHpOPMALIMETt O CBOEM COCTOAHMK. Ha ocHoBaHnu VRRP-06bABEHHIt OLIEHMBAETCA CBABHOCTB KACcTepa, M yTOUHAIOTCA NPUOPUTETLI BCEX Y3108 KacTepa. Takke KacTepHsIe MHTEPdENCH yyacTsyioT B
CHHXPOHM3ALMM CECCHit Mexay y3namm KnacTepa.

Ha npyrue ceTesble MHTepdeETiChl Y3108 KnacTepa HasHaualoTcA BUpTyasbHble IP-aapeca, Ha KoTopele HanpasnseTca Tpaduk. B cryyae ecnu MacTep-ysen ctan HeAOCTyNeH, Ponib MacTep-y3na 1 BCe BUPTyanbHble IP-aapeca nepeHocATeA Ha
pesepBHbIi y3en ¢ Haubonblumm IP-aapecom nM6o — ecnu HacTPOeHs! HeoBX0AMMbIE NapameTpbl — C HaMBONbLLIMM NPUOPUTETOM. DTOT Y3eN NPOAOIKUT 06paBOTKY TpadHKa.

Be3ycroBHblit NepeHoC PO MacTep-yana Ha Pe3epBHblit y3en NPOUCXOAUT MPH CREAYIOLLNX COOLITUAX:

PesepeHbIit y3en He nony4yaeT NOATBEPKAEHMA TOro, YTO MacTep-y3en HaxOANTCA B CETH, HAaNpUMeP eCNW OH BLIKKOYEH WM OTCYTCTBYET ceTesan AOCTYMHOCTb Y308,

Ha y3ne HacTpoeHa npoBepka A0CTyNa B UHTEPHET (CM. pa3fien « HacTpOWiKa LWio3oB»), U HX YEPE3 OAMH U3 L0308 HET A0CTYNa B UHTEPHET.

MpumeuanneEcny nposepka A0CTYNa B MHTEPHET HACTPOEHA Ha KAX/IOM y3/e KNacTepa v Ha BCeX y3nax A0CTyn B UHTEPHET OTCYTCTBYET, NEPEHOC PO MacTep-y3na He BbINOMHACTCA, NPOMCXOAMT NpexpaleH1e obmeHa VRRP-
COOBLLEHUAMM, W KIACTEP OTKA30yCTOMYMBOCTM NPUOCTAHABNMBAET PaboTy.

Cboit B pabote MO UserGate WAF.

MpumeuaHue/lna ymeHbLUEH!A BpeMeHH, TpeGyemoro ceTeBoMy 060pyA0BaHUIO ANA nepeBoaa Tpaduka Ha pe3epBHbIit y3en npu nepekntoueHnm, yetpoiictey UserGate WAF nocbinaetca cnyxe6Hoe onoseluenne GARP (Gratuitous ARP),
u3BeLyaroLLiee ceTeBoe o6opynoBaHme o cmeHe MAC-aapecoB AnA BCex BUPTYanbHbIX IP-aapecos. MakeT GARP otceinaetca UserGate WAF Kaxayto MUHYTY, B TOM YMCAE NPU NEPEKITIOYEHNM PONW MacTep-y3na Ha pe3epBHbIit y3en.

Huxe npeACTaBneH NpuMep CEeTeBoi AMarpaMmbl 0TKA30YCTORUMBOTO KacTepa B PEXMME «aKTUBHBIA — NaCCUBHbIN». MHTEPENCH HACTPOEHbI CrieaytoLIMM 06pa3om:
« 3owna Trusted: IP1, IP2, IP3, IP4 u BupTyansHsiii cluster IP (VIP trusted).
« 3oHa Untrusted: IP5, IP6, IP7, IP8 u BupTyanbHslit cluster IP (VIP untrusted).
« 3oHa Cluster: IP9, IP10, IP11, IP12. UnTepdeiickl B 3oHe Cluster ABNAIOTCA KNacTePHLIMK W MCNONb3ytoTCA AnA nepeaayn VRRP-o6bABneHuii.

O6a supTyanbHelx IP-aapeca Haxoasated Ha yane UG1. Ecnn ysen UG1 CTaHOBUTCA HEAOCTYMHLIM, TO 06 KnacTepHbix |P-aapeca nepeiayT Ha CresytoLLil y3en, KOTOPbIi CTaHeT MacTep-y3nom, Hanpumep Ha UG2.


https://docs.usergate.com/razvertyvanie-virtual6nogo-obraza_3274.html
https://docs.usergate.com/nastrojka-shlyuzov_3298.html
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HacTpo¥iKa Knactepa 0TKa30yCTOM4YUBOCTH
HacTpoiika Knactepa 0TKa3oyCTOHYMBOCTM AOCTYMHA TONBKO ANA Y3108, BXOAALYMX B KNacTep KOH UrypaLmu.
YT06bl HACTPOUTE KNNACTEP OTKA30YCTOMUYMBOCTH:

1. B pasnene HacTpoiiku - CeTb - 30Hbl BbiGepuTe 30HY, B KOTOPOW NNaHMpyeTCcA A00aBNATL KNacTepHsle MHTepdeiickl (30Ha Cluster Ha pucyHKax BeilLe), 1 B OkHe CBOWCTBa ceTeBOM 30HbI Ha Bknaake KoHTpons Aoctyna
paspewwTe cepsuc VRRP.

2. B pasaene Hactpoiiku - CeTb - UHTepdeinchl Ana KaXA0ro y3na HacTpoiTe uHTepdencs ana obmeHa VRRP-o6bABNEHUAMM MexAay y3namu knactepa:
« BoiGepuTe ceTeBoit HTEPdENC, KOTOPLIM GyAeT yyacTBOBaTbL B OpraHM3aLum KnacTepa.
« B okHe CBoitcTBa MHTepdeiica Ha Briaake O6ime ycTaHoBUTE Giaxok BKAKOYEHO 1 HasHAULTE MHTEP(ENCY KNACTEPHYIO 30HY.
« Ha Bxnaake CeTb no6GasbTe IP-anpec, ecnv oH ele He 6bin AoGaBneH.

3. B pasaene HacTtpoiiku - KoHconb anMuHKCTpaTopa - KnacTepbl 0TKa3oycTOMUMBOCTH HaxmmuTe Jo6aBUTh.

4. B okHe CBomcTBa P y M Ha Brnaake O6Lme ycTaHoBUTe Gnaxok BKNKOUEHO 1 BBEAWTE Ha3BaHuWe KnacTepa.

5. Ha Brnazike Yanel B 60ke JIOCTYNHBIE y3Mbl BeiGepUTE OT ABYX 210 YETLIPEX Y3108, 3aTeM B Gnioke HacTpoiika KnacTepa HasHausTe OAHOMY M3 Y3108 POfib MacTep-ysna.

MpumeuanueECcny Bbl ycTaHoBUTE GRaxoK «He yunTbiBaTb NPUOPUTET MPK CMEHE PONK MaCcTep-y3na», NOHWKEHUE NPUopUTETa MACTeP-y3na YunTLIBATLCA He OyAeT, a NepeKioueH1e MacTep-ponu Ha pe3epaHelit ysen GyaeT
NPOMCXOANTL TOMLKO B Cry4ae, €Civ OCHOBHOW y3en BbliiAeT U3 CTPoA.

6. Ha Brnaake BupTyansHsie IP-agpeca HaxwvinTe Jlo6aBUTh 1 HasHaubTe MHTEPdENCaM y3noB KnacTepa, He y4acTBylOLMM B OPraH3aLni KnacTepa u HaxoAALYUMCH B OAHON 30He, OBLLMIA BUPTYarbHbIN IP-aapec, Ha KoTopsil ByaeT
HanpaenATLCA TpaduK. (Ha pucyHkax Bl 3TO OAMH BUPTYanbHbIi IP-aapec ana uHTepdencos B 3oHe Trusted v ewe oanH ana uHTepdencos B 3oHe Untrusted.)

7. Ecnu Heo6xoaumo, Ha Brnaake OBuime B 6oke Pemum oTnpasku cnyme6HOro Tpaduka BeIBEPUTE PEXMM OBMEHA Cy)KEBHBIM TPAhUKOM MEXAY Y3Namu KiacTepa.
8. Ecnu Heo6X0AMMO, HACTPOITE OCTanbHbIE NapameTphl (CM. TabnuLy Huxe).
8. CoxpaHuTe U3MeHeHnA. B co3aHHOM KiacTepe 0TKa30YCTORUMBOCTH OAHOMY W3 y3noB ByaeT HasHayeHa porib MacTep-yana, a Ha ero CeTeBoi uHTepdeic GyaeT HasHauYeH yKasaHHbIN BUPTYanbHbIi IP-aapec.

B Tabnuue onucaHkl I0NONHUTENbHBIE NApaMeTphl KacTepa 0TKa3oyCTOHYUBOCTH.

Mapametp Onucanune

Brnaaka O6ume

Onucanve Onucanue KnacTepa 0TKa3oyCTONYNBOCTH

WneHTudUKaTOp BUPTYyanbHOro

NaeHTudMKaTop, yHUKanbHbIi AnA oro VRRP-knacTepa B nokanbHoi cetu. Ecnv B ceTn HeT cTopoHHnx VRRP-knacTepos, PeKOMEHAYEeTCA 0CTaBUTh 3HaYeHWe No yMonuaHuio
mapwpyTusatopa (VRID) RenTud P,y ANA KaxA P P OB, P ay yi

BbiGop pexuma o6MeHa CnyxeGHbIM TpadUKoM MeXAy y3namu Knactepa:

« MynbTuKacT — MHoroazpecHan nepesaya coobLeHuit CHHXpoHu3aLum ceccuii 1 VRRP-o6baBnennit. Mo ymonuanuio ans otnpaeku VRRP-06bABNEHNI HasHaueHbl MHTepdeichl knactepa

Pexum otnpasku cnyweGHoro KOHQUrypauuu. Bel MoxeTe BbIGpaTh Apyrue MHTEpHEChI.

Tpadpuka
« HOHMKacT — osHOaApecHan nepeaaya cooBLLIEHMI CHHXPOHM3ALMK ceccHii U VRRP-06bABNEHHIt Mexay MacTep-y3nom 1 pesepeHbIM yanom. Mpy BeiGope 3T0ro cnocoba nepeAauy cneayer ykasars
IP-aapeca u uHTepdelicel, No KOTopkIM ByAeT NPOUCXOANTHL OBLLeHUe Mexay yanamu. [ocTynHo nocne BLIGOPa 31108 KacTepa Ha Briaake Y3anbl

MapameTpbl NepeKsIioYeHnA PO MacTep-yana Ha Pe3epeHbIit y3en:

o & VRRP-06 i — uHTepBan B CekyHaax Mexay VRRP-06BABNEHUAMM, B KOTOPLIX MACTep-y3en COOBLLAET OCTasbHEIM Y31aM O CBOEM COCTORHUM.

z'a"':p;::” OTnpaBKk u + CUeTUHK HEAOCTYNHOCTH — KONMYECTBO MHTEPBATIOB, B TEUEHHE KOTOPbIX PE3EPBHbIA y3en He NonyyaeT NOATBEPKAEHHA TOTO, UTO MacTep-y3en HaXOAUTCA B CeTH. 10 JOCTUKEHUM STOTO BHAUEHHUA
Aep HauHEeTCA NepeKioUeH e POni MacTep-yana Ha pesepsHii yaen.
+ 3apepKKa CMeHbI POnM N0 NPHOPHUTETY — BPeMA, Ha KOTOPOE ByAeT 3aZepXaHo NepeKToueH e PON NOCAIE TOro, Kak NPHOPUTET MaCTep-y3na MOHUIHTCA, T 3aAepiKa NPEeAOCTaBNAET BPeMA
AnA c6opa MHGOPMALUK (HanpUMep, O MapLIPYTax) 1 NO3BONAET U3bexaTs c60eB B padoTe cpasy NOCE NEPeKioueHHA PON MacTep-yana
ECIU pNaoK yCTAHOBNEH U Ha COOTBETCTBYIOLLEH BKNaZKE NapaMeTpoB KIacTepa OTKA3OYCTOMUMBOCTH HagHaUeHbI BUPTYanbHeie IP-aapeca, yany ¢ ponbio MacTep-yana HagHauaeTca BUpTyanbHbii MAC-

Wcnonb3oBaTb BUPTYanbHbli anpec knactepa. Mocne atoro B pasaene F poiku - CeTb - pden otoBpasutcs uHTepdeinc VMAC.
MAC

B criyuae nepeHoca MacTep-ponu Ha pesepeHbiit ysen oT0T MAC-aapec COXpaHAETCH, YTO NO3BOMAET U3BEXATL 3afepeK B nepeaade Tpaduka

Pa3pewwnTb TpaH3uT Tpaduka  ([ECin GpnaxoK yCTaHOBNEH, Pe3epBHbIi y3en GyaeT oOpabaTbiaTe TPAH3UTHBIA Tpad UK, KOTOPLIA NOCTYNAET Ha ero UHTepdeNck!. B yenax 6e30nacHoCTH Bbl MOXeTe 3anpeTuTb 06paboTKy 3Toro Tpaduka,
uepes NaccUBHbIE y3nbl npu CHATOM dnaxxe OH GyaeT 0T6packiBaThcA

JlMarHocTuKa y3nosB Knactepa OTKa3aoyCTOM4YUBOCTH

JocTynHoCTb Y3108 KnacTepa onpesenseTca B TOM YUC/e UCXOAA U3 Pe3yNbTaToB AWArHOCTUKM COCTOAHMA Y30B. 10 yMONnUaHuio BeINOSHAETCA NPOBEPKa COCTORHMA y3N10B KnacTepa, fokankHoro DNS-cepsepa, NpoKcH-cepaepa M KnacTepHbIX
MHTEpdelcoB y3noB. [oNoNHUTENLHO Bl MOXETE HanpuUMep BKMKOYMTL AMArHOCTMKY LLMIO30B MM NPOBEPKY A0CTYNa K cepucam, passepHyTeiM B UT-MHdPaCTpyKType, Yepes yanbl knactepa.

PesynbTaTel AMarHOCTUKM BIMAIOT Ha YCOBMA NepeHoca PoNu MacTep-yana Ha pesepsHbii yaen. Mo yMonuaHmio nepeHoc Ponu NpoucxoauT 6es yueTta npuopuTeTa y3nos. Hanpumep, Npu OTKIIIOUEHUH OAHOTO U3 CETEBbIX MHTEP(ECOB MacTep-
yana Becb MacTep-y3en CuuTaeTCA HeIOCTYMHbIM.

Bl MOXETE HaCTPOUTH NapameTps! TakuM 06pasoM, YTOBLI MEPEHOC PONM MACTeP-y3na 3aBucen OT NOHWKEHUA Ero NMPUOPUTETA NPY OTKIKOYEHMU OAHOTO MM HECKOMBKMX KaCTEPHBIX UHTEP(EHCoB. MepeHOC Ponu MacTep-ysna Ha pesepaHbIi
y3en NpoU30MAET, ECIK NPUOPUTET NOCIEAHErD OKAXETCA BhILLE NPUOPUTETA MAcTep-y3na. Mo yMon4YaHuio NPUOPUTET, HaBHaUeHHbI MacTep-yany, paseH 254, NpUOpUTET pesepBHOro yana — 253. MpHOPUTET y3na yMeHbLIAeTeA Ha 2 AnA
KaXK/0ro KIacTepHOro HHTEPgENca, KOTOPbIA UBMUECKN HE NOAKTIOYEH K CeTW. COOTBETCTBEHHO, ECM Ha KNAcTepe OTKA30YCTOMUYNUBOCTH, COCTOALLEM U3 IBYX Y3/0B, OANH U3 UHTEPEACOB Ha MacTep-yane ByaeT (U3UYECKN OTKIOYEH OT CETH,
Pe3epBHbIii y3en cTaHeT MacTep-y3/oM (NP YCHIOBUM, YTO Ha PE3EPBHOM Y3ne BCe KiacTepHble MHTepdeich NOAKIoUEHE! K CeTH). B TakoM cryyae npuopuTeT MacTep-yana 6yaeT paseH 252, NpuopuTeT pesepsHoro — 253. Mpu
BOCCTAHOBINEHUM (PUBUUECKOTO NOAKMIOYEHUA HA NEPBOHAYANLHOM MACTEep-Y3ne 3TOT y3e/ CHOBA CTAHET MacTep-y3/iioM, NOCKOSLKY ero NPUOPUTET BEPHETCA B 3HaueHHe 254.

MpumeuaHneOTKIIOUEHME OIHOMO MMM HECKOMBKMX KNACTEPHBIX MHTEP)ECOB Ha PE3ePBHOM y3ne Tarke GyaeT NOHWKATL ero NPUOpUTET. TeM He MEHee 3TOT Pe3epBHBIi Y3/ MOXET CTaTb MacTep-y3rioM Npu 6e3yCrioBHOM NepeKnioYeH



PO UNK B Cryyae, €Cv NPUOPUTET MACcTep-y3na CTaHeT MeHbLLE NPUOPUTETA PE3EPBHONO y3na.
UTo6bl HACTPOMTL AMArHOCTHKY Y3/10B KnacTepa:
1. B pasaene HacTpoiiku - KoHconb agM1HKCTpaTopa - KnacTepel 0TKa30yCTOMUYMBOCTH BbiGepuTe KNacTep n HaxmuTe PelakTUpoBaTh.

2. B okHe CeoncTea P y W BbiGepuTe BKNAAKY JMarHocTuka.

3. YcraHosuTe priaxok MpoBepKa WNto30B 1 BeIGEPUTE, CUMTATH LLIMIO3 HEAOCTYMHLIM W MOHM3UTL MPUOPUTET Y371a, ECAN PesymnbTaTkl NPOBEPKM By/yT HeyA0BNETBOPHTENbHBIMM.
TMpumeyaHneHToBkI NOMMMO NPOBEPKM CAMMX LLMIO30B TAKKE BLINOMHANACH NPOBEPKA A0CTYNa B MHTEPHET, HEOBXOAMMO BKIIKOUMTL NPOBEPKY ceTH. Moapo6Hee 06 aToM — B pasaene « HacTpolika Wnio3os».

4. HacTpoiiTe napameTpbl NPOBEPKM AOCTYMHOCTY LIMKO30B:

- N b 3any — perynApHas NPOBEpKa LLM30B Yepe3 yKasaHHBIA NPOMEXYTOK BDEMEHH.
« CueTUMK HEAOCTYMHOCTH — KOMUUYECTBO NOCAEAO0BATENbHbIX HEY/AOBNETBOPUTENLHLIX PE3YNbTATOB MPOBEPKM, NOCIE KOTOPBLIX LAK3 NPUSHAETCA HEAOCTYMHBIM UIN MPUOPHUTET Y3N1a MOHUKAETCA.

« CueTUMK AOCTYNHOCTH — KOMMYECTBO NOCHEA0BATENbHbIX NOMOKMTENbHbIX PE3yNbTaToB NPOBEPKM, NOATBEPXAAIOLLEE, YTO PABOTOCIOCOBHOCTL LWNKO3a BOCCTAHOBNEHA W Y38 MOXHO NPU3HATL AOCTYNHLIM UMW MOBLICUTL ero
npUOpUTET.

5. YcTaHosuTe praxok MpoBepKa pecypcos v BuiGepUTe, CUUTATh y3eN HEAOCTYNHBIM UM MOHU3UTL NPUOPUTET Y3Na, €CM NPOBEPKA MOKAXET, YTO YKa3aHHbIE CEePBUCHI, PasBepHyTele B UT-MHPPACTPYKType, HEAOCTYMHI.
6. Haxmute MposepAemble pecypcbl v ykaxuTe IP-anpeca unu FQDN Tex pecypcos, A0CTYN K KOTOPLIM ByeT NPOBEPATLCA.
7. HacTpoiite napameTpbl NPOBEPKX AOCTYNHOCTH PECYPCOB:

o T b

y POBEPKM — perynApHan NPOBEPKA PECYPCOB Yepes yKasaHHbIA MPOMEXYTOK BPEMEHM.

« CUeTuMK HeJOCTYNHOCTH — KOJIMYECTBO NOCNeA0BaTENbHLIX Pe3yNbTaToB NPOBEPKM, NOC/E KOTOPbIX y3eN NPU3HAETCA HEAOCTYNHLIM UM €ro NPUOPHTET NOHWKAETCA.

« CueTuMK AOCTYNHOCTH — KOMMYECTBO NOCNEA0BATENbHbIX NONOKMTENbHLIX PE3yNbTaToB NPOBEPKM, TOATBEPHKAAIOLLEE, UTO AOCTYMN K PECYPCY BOCCTAHOBMEH W Y3eN MOXHO NPU3HATL AOCTYMHLIM UM NOBLICUTL €10 NPUOPUTET.
8. YcraHosute pnaxok Mposepka uHTepdeiicos, HaxvnTe HaCTPOMKK M HacTpoiiTe cneayiolue napameTpsl:

« JINA KAXKAOrO U3 KIACTEPHBIX HHTEP(EHCOB BeibepuTe AeiCTBME, KOTOPOe GyAET NPUMEHEHO K YNy B Criyyae HeAOCTYNHOCTH UHTepdeica.

« ECnu Heo6X0ANMO OTCNEXMBATE COCTORHNE CETEBLIX MHTEPDENACOB, Ha KOTOPLIE HadHaueHLI BUPTYanbHsie IP-adpeca, HaxmuTe Jlo6aBUTh, BbIGEpUTE COOTBETCTBYIOLIME CETEBLIE MHTEPDECH M NGHCTBUA ANA HUX B Cyyae
HEAOCTYNHOCTH.

9. CoxpaH1TE U3MEHEHHS.

HacTpoiika KnacTepa 0TKasoycTOMUMBOCTH B o6nauHom cpege

Bbl MOXETe HaCTPOUTL KacTep oTkasoycTorumsocTv UserGate WAF B cepauce Yandex Cloud. Knactep 0Tka3oyCTOMYMBOCTM, PasBEPHYTHIA B 06NaKe, MOXET BKIOUATL B Ce6A TOMLKO ABA y3na, padoTaloLuX B PEXAME «aKTUBHBbI —
NacCUBHBIA», U NOAAEPKUBAET OBMEH CrIyXeO! VRRP-06 B IOHMKACT-PeXuUMe.

Pa6ota kacTepa 0TKa3oyCTORYMBOCTH B 0BMAUHON Cpe/e BOBMOXHA NPK COBMIOAEHUM BCEX CNIAYIOLIMX YCTIOBHIA:

« Bknactepe TonbKo ABa yana.

O6MeH cnyxeGHbIM TPapUKOM MEX/Y y3Namm KnacTepa BbiNOMHACTCA B KOHUKACT-peXuUMe.

OTKIOYEHO MCTIONb30BaHKe BUPTYankHoro MAC-aapeca.

WHTepdeiicam y3noB KnacTepa He HasHaueHbl BUpTyanbHble IP-aapeca.

OTKNIOYEHa CUHXPOHK3aLMA NOMb30BATENLCKUX CECCHIA.

MapiupyTH3aLma BXOAALLEro TpaduKa BIMOMHAETCA BHELIHUM 6anaHCHPOBLLMKOM.
« O6ecneueH aocTyn k Tabnuuyam maplupytusauuu Yandex Cloud v k API ana pa6oTbl C BUPTyaribHbIM YaCTHLIM 0611aKoM.
lMepen TeM Kak HacTPOMTL NapameTpel paboTel knacTepa UserGate WAF, NoAroToBeTe BUPTyanbHbie MalHb B 06N1a4HO cpeae:
1. Cospaitte B Yandex Cloud cepBuCHBIi axkkayHT ¢ ponbio vpc.privateAdmin.
2. PassephuTe B Yandex Cloud Ase BupTyasnsHele MatunHbl UserGate WAF 1 o6beanH1Te ux B KNactep KOHpUrypayuu.
MpumeuanneCepsuc Yandex Cloud noaaepK1eaeT passepTbiBaHie BUPTyasibHbIX MaLUMH Kak B OAHON CETEBOI 30He, TaK 1 B pasHbiX. MoapoGHee 06 3ToM — B cripaBke cepauca.
3. B BeG-uHTepdeiice cepanca Yandex Cloud B napameTtpax Kaxaon BUPTYasibHOM MaLLMHbI 06aBbTe CO3AaHHbIA CEPBUCHbIN akkayHT.

4. Cospaiite Tabnuuy maplpyTusauuu Yandex Cloud. Koraa knactep oTkasoycTtoiunsocTi 6yneT HacTpoeH, UserGate WAF nepesact B aTy Tabnuuy IP-aapec ceteBoro uHTep@eiica MacTep-yana, Yepes KoTopelit GyaeT HanpaBnATLCA
Tpaduk. B cnyuae ecnu mactep-ysen BuiAeT U3 CTPOS, B Tabnuuy ctatuyeckon maplupytusauyumn Yandex Cloud 6yaet nepeaaH IP-aapec pesepsHoro yana, 1 Tpaduk nepeHanpasutca Ha atoT IP-aapec.

UToGbl HACTPOUTH KNACTEP 0TKA30yCTOMUMBOCTM B 0ONauHoi cpeae:
1. B pasaene HacTpoiku -> CeTb - 30HbI BbiGepuTe UK Co3aiTe 30Hy ANA KacTepa U B okHe CBOWMCTBA CETeBOW 30HBLI Ha Briaake KoHTponk goctyna paspewmt cepsuc VRRP.
2. B pasnene Hactpoiiku - CeTb - UHTepderchl Ana KaXA0ro y3na HacTponTe uHtepdeics ana odbveHa VRRP-o6bABNEHUAMM MexAay y3namu knactepa:
« BuiBepuTe ceTeBoi HTEP(ENC, KOTopbli ByAeT yuacTBOBaTL B OPraHM3aumMu Knactepa.
« B okHe CBoWcTBa MHTepdelca Ha Bkiaake OBimue HasHaubTe HHTEPENCY KITaCTEPHYHO 30HY.
« HaBrnaake CeTb nobaseTe IP-anpec, ecnu o etle He Gbin Ao6aBreH.
« Y6eauTeck, uTo Ha Brnaake OBlMe ycTaHoBNEH dGnaxok BratoueHo.
3. B pasaene Hactpoiiku - KoHconb anMuHKCTpaTopa - KnacTepbl 0TKa3oycTOMUMBOCTH HaxmmuTe Jo6aBUTh.

4. B okHe CBomcTBa P y W Ha BrNaaKke Y3nbl B 6noke JlOCTyNHLIE y3nbl BuifepuTe BUPTYarbHbIE MallMHbl, passepHyTeie B Yandex Cloud, 3atem B 6noke HacTpoWka KnacTepa HasHaubTe OZIHOW U3
BUPTYasbHbIX MalWH POSb MacTep-ysna.

5. Y6eauTecs, uTo Ha Bknaake BupTyaneHble IP-aapeca vHTepdeiicam y3nos Knactepa He HasHaueHbl BUpTyanbHele IP-aapeca.
6. Ha Braake O6me ycTaHoBuTe dnaxok BKNIOUEHO 1 BBEAUTE HasBaHKe Knactepa.
7. B KauecTBe pexuma oTnpasku cyxe6Horo Tpaduka Beibepute FOHMKACT u HaxavinTe HacTpowku.

8. B okHe | P! UHTEPD ana pad B 6noke Mep: VRRP-06 ¥ BbIGepuTE MHTEPdEIICHI, KOTOPbIE BbINKM HACTPOEHBI Ha Luare 2, ykaxuTe ux IP-aapeca u COXpaHuTe MBMEHEHMA.

9.Y6eauTecs, 4To Ha Briaake O6ume cHAT praxok Mcnonb3osaTe BUPTYanbHelin MAC.
10. Y6eautecb, 4To Ha BrIaake CUHXPOHW3ALMUA CECCHI CHATLI GNaxKn CUHXPOHU3UPOBATL CECCHU.
11. Ha Brnaaxe HacTpoiika obnaka sribepuTe B kauecTse o6nauHoro nposaiizepa Yandex Cloud.

12. B 6noke MepexntoueHne mapiupyTta Haxvmte Jo6aBUTb 1 B OkHe CBOMCTBA NEPEKNIOYEHUA MapLIPYTa HACTPONTE NapameTpbl, B COOTBETCTBUM C KOTOPLIMYU B TaBNuLy CTAaTMYECKO! MapLipyTu3aumni 6yaeT nepeaasatbes IP-
azpec MacTep-yana:

« Brnone Ta6nuua MaplipyTrU3aLnm yKaxuTte MAEHTUHUKATOP CO3AAHHOM paHee TabMuLibl CTaTUYECKo! MapLupyTuaaumn Yandex Cloud.

« B none MpeduKc HazHaYeHNA yKaxuTe NPedUKC MapLLPYTa NO yMONYaHUo ANA TabnuLisl CTaTUyeckoi MapLupyTusauui Yandex Cloud.

« Brnone <umA_y3na_knactepa_1> AN Nepsoro yana knacrepa ykaxute IP-aapec uHTepdeiica, Yepes KoTopbIit A0CTYNHA BHYTPEHHAR CETb.

« Brnone <MmA_y3na_knactepa_2> AnA BTOPOrO y3na kiacTepa ykaxuTe IP-aapec uHTepdelica, Yepes KoTopblit A0CTYNHA BHYTPEHHAA CETb, U COXPaHNTE U3MEHEHNA NapameTpoB NepeKIoYeHNA MapLupyTa.

13. CoxpaH1Te U3MEHEHHA.

TMocne coxpaHeHua U3MeHeHwit B Tabnuuy cTaTuyeckoi MaplipyTusaumui Yandex Cloud ¢ ykasaHHbIM MAGHTUUKATOPOM ByAyT NepeaaHbl NPedyKC HasHaueHus 1 IP-aapec Toro yana, KOTOPOMY Ha BKiaake Y3nbl HagHaueHa ponb MacTep-ysna.

Tpaduk Gyaet HanpasneH Ha IP-aapec mactep-yana.

OcobeHHOCTH HacTPOWKM KnacTepa 0TKa30yCTOMYMBOCTH C y3namu B pa3Hbix 3oHax Yandex Cloud
B 3aBMCMMOCTH OT TOMOMOMMM U APYrUX 0COBEeHHOCTEN UT-UHPPACTPYKTYPhI Bbl MOXETE HACTPOUTL KNacTep OTKA30yCTOMYMBOCTH, B KOTOPOM y3nbl UserGate WAF ByayT pacnonararbcs B pasHbix 3oHax Yandex Cloud. B atom cnyuyae, noMumMo
06Lueit HaCTPOWKY KnacTepa, ANA KAXKAOTO U3 Y3N10B HEOBXOAMMO YKa3aTh CTATUUECKUE MapLUPYTHI I0 MOACETH, HAXOAALLENCA 3a Y3/I0M B APYroW 30He. B NPOTMBHOM Cryuae akTUBHBIA y3en KacTepa He CMOXeT nepeAasaTh OTBeTH! Ha
3anpockl, NOCTynatoLLMe 13 NOACETH B APYroi 30He.
JAnA KaXXAOTO y3na KnacTepa BbINONHUTE CreaytolmMe ASHCTBHA:

1. B pasaene HacTpoiiku - CeTb - BupTyanbHble MapwipyTH3aTopsl Haxwute l06aBuTb.

2. B packpLIBaloLEMCA Cricke BbiGepuTe CTaTMUeckue MaplupyThl U HaxvuTe Jlo6aBuTb.

3. B okHe CBOMCTBa MapLUpyTa yKaxuTe ero HassaHue, ycTaHoBuTe Gpnaxok BrnioueHo.

4. Y6eauTechb, 4To ycTaHoBreH Tun maplpyta Unicast.


https://docs.usergate.com/nastrojka-shlyuzov_3298.html
http://yandex.cloud/ru/docs/tutorials/routing/high-accessible-dmz-usergate?utm_referrer=https%253A%252F%252Fwww.google.com%252F&utm_referrer=about%253Ablank&utm_referrer=https%253A%252F%252Fyndx.auth.yandex.cloud%252F&utm_referrer=https%253A%252F%252Fyndx.auth.yandex.cloud%252F&utm_referrer=https%253A%252F%252Fyndx.auth.yandex.cloud%252F

5. B none Anpec Ha3HaUeHMA yKaxuTe NOACETb 3a APYIMM Y3/I0M KIacTepa, Ha KOTopylo ByAeT yKasbisaTb MapLupyT.
6. 3apaiite IP-aapec wnio3a, Yepes KOTOPLIN ykasaHHad NoAceTb ByaeT AocTynHa. IToT IP-aapec A0MmKeH GbiTb AOCTYNEH C y3Na, ANA KOTOPOTO HACTPanBAETCA MapLLPYT.
7. BeibepuTe ceTeBoi MHTEPdEIiC, Yepes KoTopklit OyaeT nobasneH MaplipyT. Ecnn octasuTh 3HayeHne ABTomaTtudecku, UserGate WAF cam onpenenut nHtepdeiic, CXoan 13 napameTpos IP-aapecalum ceTeBbix MHTEPENcoB.

8. CoxpaHuTe U3MEHEHUS.

MpocmoTp MHdpOpMaLMK o KnacTepe 0TKa3oyCTOWUUBOCTH

Bca nHdOpMaLua o KnacTepe AOCTyNHa Ha cTpaHuue Knactepbl 0TKa30ycTONYMBOCTH. Bbl MOXeTE OTCNIeXMBaTh COCTORHME KNacTepa 0TKa30yCTOHYMBOCTH U y310B, BXOAALLMX B Hero. Takke B BEG-KOHCONM BLIOPAHHOTO y3na Ha aToi
CTpaHuLe Bbl MOXeTE BPeMEHHO BLIBECTH 3TOT y3es U3 KiacTepa, Hanpumep Ana nnaHosoro o6cnyxueaHus. [na atoro B 6noke Y3nbl Heo6xoaumo BrltounTs MpUocTaHOBUTL paboTy.

Crarychl KnacTepa 0TKa3oyCTOMUNUBOCTH:

« 3eneHblit: KnacTep AOCTYNEH.

« OpaHxXeBbiit: HeoNpeAeneHHoe COCTORHME KNacTepa, Kak MUHUMYM O/IUH Y3e/ He yyacTayeT B paGoTe Knactepa.

« XKenTblit TPeYronbHUK: HET CBA3M KaK MUHUMYM C OIHUM y3/10M KiacTepa, y3en nepesarpy)xaeTca Unu Beilen U3 CTPOA.
CraTychl y3/108 B KI1aCTEPE 0TKA30YCTONIUBOCTH:

« 3eneHblii: y3en Knactepa A0CTyneH.

« OpaHxeBblit: y3en pa6otocnocobeH, Ho HeAOCTyMEH B KacTepe.

« XKenThlil TPEyronbHHUK: y3en nepesarpyxaeTca uiu Boilien U3 CTPOA.



HacTpo¥ika ceTu



HacTpoiika ceTeBbiX 30H

Product: WAF
Version: 7.7.x

Moa ceTesoit 3oHoi B UserGate WAF noHumaeTca noruyeckoe o6bea ceTeBbIX UHTEPDENRCOB. PekoMeHayeTcA 06beAMHATL UHTEPGENCH B 30HE HA OCHOBE UX (YHKLMOHANBLHOMO HAa3HAYEHHS, HAaNPUMEP MOXHO CO3AaTh 30HY ANf
nokanbHoi cetn (LAN) unu 3oHy nHTepdeicos ynpasnerna (Management).

Mo ymonuanuto B UserGate WAF npeaycMOTpeHbl CreayoLlue CeTeBble 30HbI:

. — ANA nosep CeTe, U3 KOTOPbIX PA3PELLIEHO aAMUHUCTPUPOBaHHE YCTPOACTBA.
« Trusted — anA BHYTPEHHWUX JOBEPEHHBIX CErMEHTOB ceTu (Hanpumep, LAN).
« Untrusted — anA BHELHNX HE10BEPEHHbIX CETel (HanpuMep, MHTEPHET).
« DMZ — anfA cerMeHToB CeTH, coaepkalLumx nyGnuyHble CepBUCH (AEMUNUTAPU30BaHHAR 30Ha).
Bl MOXETE M3MEHATL NapameTphl 3TUX CETEBbIX 30H, @ Takke 06aBNATL HOBLIE 30HbI (He Gonblue 255 30H). Kpome Toro, Bel MOXeTe YNpasnATL A0CTYNOM K CEPBUCAM YCTPOCTBA ANA MOAKTIOUEHHBIX K 30HE KITUEHTOB.

B cBoiicTBaXx 30HLI MOXHO yNpaBnATh AOCTYNOM K crieaytolyum cepsucam UserGate WAF.

Cepsuc HasHaueHue
Ping Mposepka AoctynHocTi UserGate WAF ¢ nomoLwbto yTunuTel ping. Moapo6Hee — B pasaene « [MarHOCTUKE U MOHUTOPUHI»
SNMP [ocTyn k yctpoiictBy no SNMP-npotokony (nopt UDP 161). MoapoGHee — B pasaene « OnoselleHns»

/API XML RPC nosepx HTTP \AocTyn k API no npotokony HTTP (nopt TCP 4040)

/API XML RPC nosepx HTTPS ||3awuiyeHHblit AocTyn k APl no npotokony HTTPS (nopt TCP 4443)

Knactep (O6beanHeHue Heckonbkux y3nos UserGate WAF B knactep (TCP 4369, TCP 9000-9100). Moapo6Hee — B pasaene « Knactepusauuns U 0TKA30YCTOMYUBOCTb»
VRRP O6beanHerme Heckonbkux y3nos UserGate WAF B oTkasoycToiumBblit knactep (IP-npotokon 112). MoapoGHee — B pasaene « Knactepusauua u 0TKa3oyCTORYMBOCTb»

KoHconb aamuHucTpupoBanus||JocTtyn k Be6-koHconu ynpasnenus (nopt TCP 8001)

CLI no SSH [[OCTyN K MHTepdEeiicy KOMaHAHOM CTPOKKM ANA ynpaBneHua cepeepoM ycTpoiictea (nopt TCP 2200)
Reverse-npokcu My6nukauusa BHyTPEHHUX cepBucoB. MoapobHee — B pasaene « [lybnukauus Be6-cepsucoB»

Log Analyzer/SIEM (OTnpaska xypHanos co6biTuit Ha cepaep UserGate Log Analyzer unu UserGate SIEM
SNMP-npokcu MocTpoeHue pacnpeneneHHoi CUCTEMbI MOHUTOPHUHTA W PEryNIMPOBaHNA Harpy3Ku

INTP-cepBuC [JdocTyn k cnyx6e TouHoro BpemeHu Ha cepeepe UserGate WAF

Jinf paboThl CepBMCOB HEOGXOAMMO Pa3PELLMTL COOTBETCTBYIOLIME MOPTLI U MPOTOKOMLI B CETEBOW MH(PACTPYKTYpE opraHusaumu. MoapobHee — B pasaene « TpeGoBaHUs K CETEBOMY OKDYKEHMIO ».

Bhl TakKe MOXeTe BKllouaTh 3awuTy oT DoS-ara v 3awuty ot IP-cyduHra AnA Kaxaoi 30Hk!. KpoMe Toro, B CBOMCTBaX 30HbI Bbl MOXETE OrpaHHUMTL KOIMYECTBO aKTUBHBIX CECCHIt ANA 0AHOTO IP-aapeca. 3T0 NO3BOMMUT CHU3UTE Harpy3ky Ha
MHPACTPYKTYpy opraHusaumn npu DDoS-atakax, NpeaoTBpaTUTh 310ynoTpeGneHre pecypcamu 1 06eCeunTs X A0CTYMHOCTL A BCEX MOMb3oBaTened.

UTo6bl A0GABUTL CETEBYIO 30HY:
1. B pasaene HacTpoiku - CeTb - 30HbI HaxmuTe Jlo6aBuTs.
2. Ha Brnaake O6Lume BLINONHUTE CReayloLumMe AeHCTBUA:
« YKaxuTe HasBaHMe U Npu HEOBXOAMMOCTH ONUCAHMUE 30HBI.

« TMpy1 HEOBXOAMMOCTH YKaXMUTE NapamMeTpbl 3aLLMTbI CETEBON 30HbI OT DoS-atak ana npotokonos TCP (SYN-¢nya), UDP, ICMP cooTeeTcTBEHHO:

YcTaHosuTe Gnaxok BKAOYEHO ANA BRTOYEHNA 3aLNTHI.

Mpn HEOBXOAUMOCTH YCTaHOBUTE (riaXoK ArperpoBaTth AnA CYMMapHOro NOACYETa BCeX BXOAALLMX NakeToB. ECNM (pnaxoK He yCTaHOBINEH, NaKeThl yUUTLIBAIOTCA OTAENBHO ANA Kaxaoro IP-anpeca.

B none Mopor yBeAOMNEHUA yKaXM1TE KONMUECTBO 3anNpocoB ¢ 0aHOro IP-aapeca, Npu NPeBbILLIEHNM KOTOPOTO B CUCTEMHOM XypHarne GyAeT CreHepupoBaHa 3anuck O COBLITUN.

PekoveHaosaHHoe sHayeHne — 3000 naxkeTos/ceK.

B none Mopor oT6épackiBaHNA NaKETOB YKAXMTE KONIMYECTBO 3anpOCOB C 0AHOO IP-aapeca, Npu NpeBbILLEHM KOTOPOTo ByAyT OTGPOLLEHBI NAaKeTkl, NOCTYNUBLLKE C 3Toro IP-aapeca, ¢ perucTpaumeil codbITua B
CUCTEMHOM XypHane.

PexomeHaoBaHHoe 3HaueHre — 6000 naxeTos/cek. [ina npotokona UDP Heo6X0AMMO yBENUUUTL 3TO 3HAUEHUE, ECU Yepes MHTEPdENCEI 30HbI MPOXOANT TPApHK TakUX CEPBUCOB, Kak IP-Tenedonua unu L2TP VPN.

Mpu HeobxoanumocTu B 6noke napameTpos UcknioueHHs 3awuThl oT DoS nobaseTe IP-aapeca y3nos, K KOTOPLIM He cneayeT NPUMEHATL OrpaHuyeHnsA. OTo MOXeT NOHaA00UTLCA, HanpuMep, AnA cepsepos IP-
TenepoHUU, reHEPUPYIOLLMX MHTEHCHBHBIA NnoTok UDP-nakeTos.

MpumeuaHuePexomMeHayeTcA BKIOYATL 3aluTy oT DoS-atak AnA Kaxao#h CeTEeBOwM 30HbI.
3. Mpy Heo6x0AMMOCTH Ha BKaake KOHTPONL AOCTYNA YKaXKUTE CEPBUCHI, KOTOPbIE ByAYT AOCTYMHbI NOAKIIOUEHHBIM K 30HE KIMEHTaM.

BamHo!He pexomeHayeTca paspeluatb AOCTYN K CEPBMCAM ANA 30H, NOAKMIOUEHHBIX K HEA0BEPEHHLIM CeTAM (HanpumMep, K UHTEpPHeTY).
MpumeyaHneBol MOXETe I0NONHUTENBHO OrPaHNYMTL AOCTYN K KaX/I0MY CEpBUCY, YKasas paspelleHHble avanasoHsl |P-aapecos unu reorpaguyeckue pervoHsl (GeolP).

4. Tpu HeoBXOAMMOCTH Ha BKnazke 3awuTa oT IP-cnyduHra BIIIOYMTE 3aLLUMTY M YKXUTE ANA 30HbI paspelleHHble AuanasoHsl |P-aapecos unu reorpaduyeckie pernoHsl (GeolP). CeTeBble nakeThl, noctynatolume ¢ |P-aapecos, He
BXOAALLMX B Pa3peLUeHHbIi CIMCOK, ByayT OTGpOLLEHbI.

TpK BKIIIOYEHNM HHBEPTUPOBAHUA (COOTBETCTBYET SIOFMUECKOMY OTPULIAHMIO) YKa3aHHbIe AnanasoHsl IP-aapecos GyAyT sanpeLueHbl AnA CeTeBOH 30HbI.

NpumeuanueHanpuvep, ana 3oHbl Untrusted Bbl MoXeTe ykasaTb AnanasoHsl «cepbix» IP-agpecos (10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16) v yctaHOBUTL pnaxok «MHBEpTUpPOBaTL».
5. Mpy1 HEOBXOAMMOCTH Ha BKa/Ke OrpaHNUUEHUe CECCHI BKIIOUMTE OTPaHNUEHUE 1 YKAXKMTE MaKCUMasbHOE KOMTMYECTBO aKTMBHBIX CEcCHit AnA oaHoro IP-aapeca.

MpumeyanueB 6noke napameTpos «MckrioueHna» Bbl MOXETe 406aBUTb CNMCOK IP-aapecos, ANA KOTOPLIX OrpaHUueHne He GyaeT AeiCcTBOBaTL.

6. Haxmute CoxpaHuTh.


https://docs.usergate.com/ping_3331.html
https://docs.usergate.com/snmp_3336.html
https://docs.usergate.com/klasterizaciya-i-otkazoustojchivost6_3286.html
https://docs.usergate.com/klasterizaciya-i-otkazoustojchivost6_3286.html
https://docs.usergate.com/publikaciya-veb-servisov_3302.html
https://docs.usergate.com/trebovaniya-k-setevomu-okruzheniyu_3276.html

HacTpoiika uHtepdeiicos

Product: WAF
Version: 7.7.x

Pasznen UnTepdencel oTobpaxaeT Bce pU3MUECKUe U BUPTYarbHbIE MHTEPENCE, UMEIOLLIMECA B CHCTEME, NO3BOMAET MEHATL UX HACTPOiiKK U Ao6asnATe VLAN-uHTepdeickl. Paznen oTo6paxaeT BCe MHTEPENCh KaX/I0ro y3na knactepa.
HacTpoiikv MHTepeiicoB cneundnyHLI ANA KXKAOTO W3 Y3108, TO €CTb He rMobanbHbl.

KHonka PepakTMpoBaTh No3sonAeT M3MEHATL NapamMeTphl CETeBoro UHTepderica:

BKMIOUYMTL MK OTKMIOUUTL UHTEPEIC.

Ykasarte TN uHTepdeiica — Layer 3 unu Mirror. UHTepdeiicy, paboTatolemMy B pexume Layer 3, MOXHO HasHauuTb IP-aapec 1 UCnonb30BaTk €ro B NpaBuiax MEXCETEBOro 3KpaHa, 3TO CTaHAAPTHbIM PeXUM paboThl MHTepdeiica.
WnTepdeiic, paboTatowuii B pexumve Mirror, MoxeT nonyuats Tpaduk co SPAN-nopTa ceteBoro 060pyAoBaHus ANfA ero aHanuaa.

HasHaunTb 30Hy UHTepdeiicy.

HasHaunte npodpune Netflow ana oTnpasku cTatucTUUeckux AaHHbIX Ha Netflow-konnexTop.

« Hasnauntb Annac/lceBaoHMM — AONONHUTENBbHOE UAEHTU] HO€ H: Hue uHTepdeiica. MNapameTp ABNAETCA ONUMOHANBHBIM U UCTONb3yeTeA Ana paboTsl ¢ SNMP.
« MameHuTb Ppusnyeckre napameTpbl uHTepdeiica — MAC-aapec, pasvep MTU, pasmep MSS.
« Bobi6patb Tvn npuceoenus IP-aapeca — 6es aapeca, cratuueckuit IP-aapec unu i IP-anpec, nony # no DHCP.

Krorka Jlo6aBMTb n03BONAET A06ABUTL CEAYIOLLME THMbI JIOTUYECKNX MHTEP(HENCOB:
« VLAN.
« BoHa.

« Mocr.

Loopback.

CospnaHue untepdeiica VLAN

C nomoLybto kHonkyu Jlo6aeutb VLAN aamMuHKCTPaTOp MOXeT cosaasath cabuHTepdeiics!. Mpu cosaarnn VLAN Heo6x0aMMo yKasaTk Crieaytolme napameTph:

HaumeHoBsaHne Onucanune
BrnioueHo BrtoyaeT VLAN
L + VLAN. k npuet TCA aBTOMATUYECKM Ha OCHOBE UMEHM duanyeckoro nopta u Tera VLAN
OnucaHue OnyuroHanbHoe onucaxue uHTepdenca

Ykasatb TN uHTEpdeiica — Layer 3 unu Mirror. UuTepdeiicy, paboTatoliemy B pexume Layer 3, MOXHO HasHauuTb |P-aapec u UCronb30BaTh €ro B npasunax MEXCETEBOro 3KpaHa, 3T0 CTaHAAPTHbIM PeXMM paBoTsl

'Tun unTepdeiica - = M .
P uHTepdeiica. UHTepdeiic, paboTatolumit B pexume Mirror, MoxeT nonydate Tpaguk co SPAN-nopTa ceTeBoro 060opyA0BaHKA ANA ero aHanMsa

Ter VLAN Homep cabuntepdeiica. lonyckaetca cosaarue Ao 4094 uHtepdeicos
WUma yana WmvA y3na B KnacTepe, Ha KOTOPOM CO3AaETCA AaHbIi VLAN
WUnTepdeiic [dusnyeckuii HTepdeic, Ha koTopom cosaaetca VLAN

3oHa 3oHa, KoTopo# NpuHaanexut VLAN

Mpodune Netflow |[Mpoduns Netflow ana oTnpasku cTatucTMueckux AaHHLIX Ha Netflow konnekrop. MoapobHee — B pasaene « Mpodunu Netflow>»

IAnbTepHaTUBHOE UMA UHTepdeiica, 3aaHHOe aJMMHMCTPATOPOM. MapameTp ABNAETCA ONLMOHANBHLIM U UCTONb3yeTcA AnA paboTel ¢ SNMP. 3HaueHue napameTpa — CTPOKa ANMHOM He Bonee 64-x CUMBOSOB.
/Anunac/MceBAOHNUM

BaxHo! 3HaueHue napameTpa He MOXET COAePXaTb CUMBOSTbI KUPUIMLbI

Cnoco6 npucsoekua IP-anpeca — 6e3 aapeca, cTatyeckuit IP-aapec unm A # IP-anpec, nony bifi no DHCP.
CeTb

BoamoxHocTb uameHnts MAC-anpec, pasmep MTU, pasvep MSS

O6beanHeHne nHTepdeicos B 6oHA

C NomOLLbH0 KHOMKK Jl06aBUTb 6OHA-MHTEPDENC AAMUHNCTPATOP MOKET OGBEANHUTL HECKONBKO BUBMUECKUX MHTEPMENACOB B OAMH NOTMYECKUi arpernpoBaHHbIA HHTEPMENC ANA NOBLILIEHUA NPOMYCKHON CMOCOBHOCTH UK ANA
0TKA30yCTOAUMBOCTH KaHana. Mpy cosaaHnu GoHAa HEOBXOANMO yKasaTb CrieayloLme napameTpsl:

HaumeHoBsaHune Onucanune
BknioueHo BrtouaeT 6oHa
L + Gonna
WUmA yana V3en knactepa UserGate WAF, Ha koTopom ByaeT cosaaH 6oHA
3oHa 30Ha, K KOTOPOW NPUHAANEXMT BOHA

Mpodune Netflow |[Mpoduns Netflow ana oTnpasku cTatucTMueckux AaHHLIX Ha Netflow konnekrop. MoapobHee — B pasaene « Mpodunu Netflow>»

IAnbTepHaTUBHOE UMA UHTepdeiica, 3aAaHHOe aMMHMCTPATOPOM. MapameTp ABNAETCA ONLMOHANBHLIM U UCTONb3yeTcA AnA paboTel ¢ SNMP. 3HaueHue napameTpa — CTPOKa ANMHOM He Bonee 64-x CUMBOSOB.
/Anunac/MceBAOHNM

BaxHo! 3HaueHue napameTpa He MOXET COAePXaTb CUMBOSTbI KUPUIMIMLbI

UHTepdeichl OaunH nnn Gonee MHTepPENCoB, KoTopble ByyT UCMONb30BaHbI ANA NOCTPOEHNA 6oHAA
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HaumeHoBaHue Onwucanune

Pexum paboTsl 6oHAa AOMKEH COBMNaaaTh C PEXMMOM padoTkl HA TOM YCTPOMCTBE, Kyza noakntouaeTca 6oHA. MoxeT BbiTb:

Round robin. MNakeTsl 0TNpaBnAOTCA NOCNEA0BATENBHO, HAYMHAA C NEPBOro AOCTYNHOTO MHTEPdEica 1 3akaHuMBaA NocneAHUM. JTa NONUTUKA NPUMEHAETCA ANA 6anaHCMPOBKM Harpy3K1 1 OTKA30yCTORYNUBOCTH.

Active backup. TONbKO 0AMH CETEBOM MHTEPPENC U3 0O BEANHEHHBIX By AT aKTUBHBIM. JIpYroi UHTEPdENC MOXET CTaTh aKTUBHLIM TOMLKO B TOM Cfly4ae, KOraa ynaAeT TeKyLUi akTUBHBI MHTepdeiic. Mpu Takow
nonutuke MAC-aapec 6oHA-uHTEpdEeica BUAEH CHAPYXM TONBKO YePe3 OAMH CETEBOM NOPT, BO M3BeXaH1e NoABNEHUA NPOBEeM C KOMMYTaTOpPOM. DTa NONUTUKA NPUMEHACTCA ANA 0TKA30yCTOAUYMBOCTH.

XOR. Mepesaya pacnpeaenaeTca Mex/y ceTeBbIMM KapTamu ucnonb3aya dpopmyny: [(«<MAC-aapec uctouHuka» XOR «MAC-aapec HasHaueHuA») Mo MOAYIIO «4MCNO UHTepdeicos»]. MonyyaeTca, oaHa 1 Ta xe
ceTeBas KapTa nepeaeT nakeTbl OHMM U TeM e nonyyatenam. OnyuoHansHO pacnpeaeneHne nepesadn MoXeT GbiTb OCHOBAHO W Ha NOMMTHUKe «xmit_hash». Monutuka XOR npumeHAeTcA Ana 6anaHcupoBKi
Harpy3Kk1 1 0TKa3oyCTOMYUBOCTH.

F— Broadcast. MepenaeT Bce Ha BCe ceTeBble MHTEp@EChI. DTa NONUTUKA NPUMEHAETCA ANA 0TKA30YCTONYUBOCTHU.

IEEE 802.3ad — pexwM paboTsl, yCTAHOBMEHHBI MO yMONUaHUIO, NOAAEPXMBAETCA GOMbIUMHCTBOM CETEBbIX KOMMYTaTOpoB. CO3AalTCA arperMpoBaHHbIe rpyNMbl CETEBLIX KAPT C OAMHAKOBO! CKOPOCTBIO U
nynnexcom. IMpu Takom o6 beAMHEHNHM Nepefaya 3aAeiCTBYEeT BCe KaHanbl B aKTUBHOM arperaluu cornacHo cranaapty IEEE 802.3ad. Buifop, uepes Kakoit MHTEpgEic 0TnpaBnATh NakeT, onpeaenseTca
NOMMTUKOM; N0 ymMOonuaHuio ucnonbayetca XOR-N0NMTUKA, MOXKHO TaKke Mcnosib3osaTh «xmit_hash» nonutuky.

Adaptive transmit load balancing. WUcxoaawumit Tpaduk pacnpeaenseTcs B 3aBUCUMOCTH OT 3arpyXEHHOCTM KaX/O0H CETEBOM KapTkl (ONPeAenAeTCA CKOPOCTLIO 3arpy3ku). He TpedyeT A0NOnHUTENbHOM
HACTPOIKKM Ha KOMMYTaTOPe. BXoAALLMA TpadpUK NPUXOAMT Ha TEKyLLYIO CETeBYIO KapTy. ECNi OHa BBIXOAWT U3 CTPOS, TO Apyran ceTesan kapTa 6epet cebe MAC-apec BblLeALIEH U3 CTPOA KapThl.

Adaptive load balancing. BkniouaeT B ce6a npeablayLLyto NOAUTHKY NAIOC OCYLLECTBNAET 6anaHCMPOBKY BXOAALLEro Tpaduka. He TpeGyeT A0MONHUTENBHOM HACTPOiiKK Ha KoMmyTaTope. BanaHcuposka
BXoAALLero Tpaduka aocTuraetca nytem ARP-neperosopos. [paiisep nepexsatbisaeT ARP-0TBeTLI, 0TNpaBnAemble C SIOKanbHbIX CETeBbIX KapT HapyXy, U nepenucoisaeT MAC-aapec UCTOYHMKA Ha OAWH U3
yHUKanbHbix MAC-aapecoB CeTeBo# KapThl, y4acTBylolLiei B 06 beaHeHUN. Takum 00pasoM, pasnuyHble NUpbl MCTIOMb3YIOT P MAC-aapeca . Bar p BXoAALero Tpapuka
pacnpeaensaeTca nocneaosarensHo (round-robin) Mexay uHTepdencamm

Ml itoril
period (Mcex) Ve nepuoaMYHOCTL MIl-MOHUTOPUHIa B MMNnceKkyHaax. OnpeaenaeT, kak 4acTo GyAeT NPOBEPATLCA COCTOAHUE NIUHUM HA HANMUME OTKA3O0B. 3HaUEHHE MO yMonuYaH!o — 0 — oTkiouaeT MII-MOHUTOPUHT

OnpenenseT BpemA (B MUNNMCEKYHAAX) 3aAepXKKM Nepen OTKoueHeM uHTepdeiica, ecnu npousowen céoi coeaneHmw OTa onuyA AeACTBUTENbHA TONBKO ANA MOHUTOpPMHra MII (miimon). 3HaueHne napameTpa

Down delay (mcexk)
IAOIMKHO 6biTb KpaTHbIM 3Ha4YeHWAM miimon. Ecnu oHo He KpaTtHO, TO OKPYrnuTCA A0 6. 0 KpaTHOro no ymonyaHvo 0

3anaeT BpeMA 3aAePXKKU B MUNTIMCEKYHAAX, NEPe/l TEM KaK MOAHATL KaHas Mpu 0BHapYXeHUM ero BOCCTaHOBNEHUA. OTOT NapameTp BO3MOXEH TONbKO Npu MII-MoHUTOpUHre (miimon). 3HaueHne napameTpa AOKHO

Up delay (mcexk) " -
GbiTb KPATHBIM 3HAUEHNUAM Miimon. ECiv OHO He KPaTHO, TO OKPYIIUTCA A0 6. 0 KpaTHOro 3 o ymonuaxmio 0
OnpezenseT, ¢ Kakum uHTepsanom ByayT nepeaasatsca naptHepom LACPDU-nakeTsl B pexime 802.3ad. BoaMOXHbIe 3HAYEHHA:
LACP rate « Slow — 3anpoc napTHepa Ha nepeaayy LACPDU-nakeTos kaxable 30 CexyHA.
« Fast — 3anpoc napTHepa Ha nepesaady LACPDU-nakeToB Kaxayto 1 cekyHay
OnpeanenseT, kak 6yayT nponuceiBaTecA MAC-aapeca Ha 06beaAUHEHHbIX HTepdeicax B pexume active-backup npu nepexsioueHnmn nHTepdeiicos. OBbIYHEIM NoBeAEHHEM ABNAETCA oauHaKosbli MAC-aapec Ha Boex
uHTepdeiicax. Bo3MOXHbIE 3HauYeHHA:
« OTKnloueHo — ycTaHaenvBaeT oanHakoBbii MAC-aapec Ha Bcex MHTepdeicax BO BpeMA NepeKstoueHus.
Failover MAC « Active — MAC-aapec Ha 6oHA-uHTepdeiice ByAeT BCeraa TakM XKe, Kak Ha TeKyLem akTBHOM uHTepdeice. MAC-aapeca Ha pesepBHbIX HHTepdeiicax He uameHstotcs. MAC-aapec Ha 6oHA-uHTepdeiice

MeHAeTCA BO BpemA 00paboTku oTkasa.

« Follow — MAC-aapec Ha 6oHA-uHTepdeice GyaeT Takum Xe, Kak Ha NepBOM MHTepderice, AoGaBneHHoM B 06beanHeHHe. Ha BTopom 1 nocneaytollem uHtepdeiice atoT MAC He ycTaHaBnMBaeTCcA, Noka OH1 B
pesepsHoM pexume. MAC-azipec NponuckiBaeTCA BO BpeMa 06padoTK1 0TKasa, Koraa Pe3epBHbIi MHTEP(ENC CTAHOBUTCA aKTUBHBIM, OH NPUHUMAET HOBI# MAC (TOT, YT Ha GoHA-UHTepdEiice), a CTapoMmy
aKTUBHOMY WHTepdeiicy nponuckiBaeTcA MAC, KOTOpbIi Gbifl Ha TEKYLLEM aKTUBHOM

OnpeenseT XaLU-MofUTUKy NepeAadi NakeTos Yepes 06beanHeHHbIe MHTEpdeiick B pexmrme XOR unu IEEE 802.3ad. BoaMoXHbIe 3HaUeHHA:

« Layer 2 — ucnonbayet Tonbko MAC-aapeca AnA reHepauum xalwa. pu 3Tom anroputMe Tpadmk AnA KOHKDETHOTO CeTeBoro xocTa ByAeT OTNPaBNATLCA BCErAa Yepes 0AMH U TOT e UHTepdenc. ANroputm
coemecTum ¢ IEEE 802.3ad.

Xmit hash policy « Layer 2+43 — ucnonbayet kak MAC-aapeca, Tak v IP-aapeca ana reHepauuu xawa. Anroputm cosmectum ¢ |IEEE 802.3ad.

« Layer 3+4 — ucnonb3aytotca IP-aapeca v NpoToKonkl TpaHenopTHoro yposHs (TCP unu UDP) ana reHepaumu xalwa. Anroputm He sceraa cosmectum ¢ IEEE 802.3ad, Tak Kak B npeaenax 0aHoro u Toro xe TCP-
unu UDP-B3auMoaeicTBmMA MOryT NepeaaBaThCA Kak GpparMeHTUpOBaHHbIE, Tak U HedParMeHTUMPOBaHHbIE NaKeTbl. Bo GpparvieHTMpoBaHHbIX NaKeTax NopT UCTOYHMKA M MOPT HA3HAYEHMA OTCYTCTBYIOT. B
pesynbTaTe B pamMKax OHOW CECCUM NaKeTkl MOryT AOWTH [0 NOMydaTens He B TOM NOPAAKE, Tak Kak OTNPaBMAIOTCA Yepes pasHbie MHTepdeich!

Cnoco6 npucsoenus IP-aapeca — 6e3 aapeca, cTatudeckuii IP-aapec unv 4 # IP-anpec, nony biit 10 DHCP.
CeTb
BoaMoxHoCTb namennTs MAC-aapec, pasmep MTU, pasmep MSS

CospnaHue mocrta (bridge)

CeTeBoit MOCT paboTaeT Ha KaHanbHOM ypoBHe ceTesoit moaenu OSI (L2), npu nonyyeHnu 3 cetn kaapa ceepaeT MAC-aapec NocneaHero U, eCiv OH He NPUHAANEXUT AAHHOMY CETMEHTY, NepeaaeT (TPaHCIIMPYeT) Kaap Aarblue; ecnu Kaap
NPUHAZANEXUT JAHHOMY CETMEHTY, MOCT HUYEro He AenaeT. MHTepdeic MOCT MOXHO Ucnonb3osaTk B UserGate WAF aHanortuHo oBbiuHOMY UHTEPdENCY.

IMpu cosaaHnn MocTa MOXHO yKasaTk pexum ero pabotel — Layer 2 unu Layer 3.

Mpw BbiGope pexmma Layer 2 co3AaBaeMOMy MOCTY He HYXHO HasHauaTb IP-aapec 1 NponMcLIBaTL MapLUPYThl U L3kl ANA €ro KOPPEKTHOM paboThl. B AaHHOM pexume MocT paboTaeT Ha yposHe MAC-aapecos, TPaHCIMpyA NaKeT U3 0AHOTo
cermeHTa B APYroi.

BHumanue! OyHkumoHanbHocTe DNS-punbTpayum  mocT L2 B TekyLuei Bepcun HeCOBMECTUMBI — Npy BrIto4eHn DNS-punbTpaymumn DNS-3anpockl Yepes MOCT NPOXOAUTL NEPecTaroT.

Mpy BbIGOpE pexmma Layer 3 cospaBaeMoMy MOCTY HE06X0AMMO HasHauMTL IP-aapec v yKasaTb MapLUpPYThl B CETH, NOAKIOUEHHbIE K MHTepdeicam MocTa. B AaHHOM pexume MoryT BbiTb MCNOMb3oBaHbI BCE MeXaHM3Mbl GUibTpauum,
noctynHele B UserGate WAF.

Ecnu mocT cosnaetca B MAK UserGate WAF, B KOTOPOM UCMONb3yeTcA ceTeBad KapTa, NoAAepKUBaloLLian pexum 6ainac, To MoXHO 06beAnHUTL 2 uHTepdeiica B 6aitinac-MocT. bainac-MocT aBToMaTUiecku NepeKtoyaeT ABa BblOpaHHbIX
MHTEpdeNnca B pexum bainac (3akopauusaet ux, nporyckas Becb Tpaduk Mumo WAF) B cryyasx ecnu:

« OnextponutaHue MAK UserGate WAF oTksioueHo.
« CucTema BHyTpEHHel AnarHocTuk1 o6Hapyxuna npobnemy B padote MO UserGate WAF. Taim-ayT cpabatbiBaHua npu oOHapyxeHnn npobnemel — 10 cekyHA.

YnpaeneHue paboToi Gainac-pene ceTeBbIX NOPTOB BO3MOXKHO Yepes uHTepdeiic PMC. MoapobHee 06 aTom — B pasaene « Komanasl ynpasneHus nnatdhopmoit» pyKOBOACTBA N0 UHTEpGERCY KoMaHAHOM cTpoku PMC.

MoapoGHee 0 ceTeBbIX UHTEPEACAX, NOAAEPKMBAIOLLMX PEXUM Bainac, CMOTPUTE B PYKOBOACTBAX Mo akcnnyatauuu moaenu [AK UserGate WAF .

C NoMOLLbIO KHOMKK Jl06aBUTE MOCT aAMMHUCTPATOP MOXET O6TBEANHUTE HECKOMBKO (PUNYECKAX MHTEPPEICOB B HOBBIN TMN MHTEPEiica — MOCT. HeoBX0AMMO yKasaTh CrieayloLLMe napameTpsi:

HanmeHosaHue Onucanune
BrnoueHo BrntouaeT uHTEPdEnC MocT
HasBanue HassaHue uHtepdeiica
WUmna yana Y3en knactepa UserGate WAF, Ha koTopom cosaatb UHTEpdEnc MocT
'Tun nHTepdeiica YkasaTb TMN HTep¢eica — Layer 3 unu Layer 2
30Ha 30Ha, K KOTOPOW NPUHAANEXNT UHTEpPdEIC MoCT
Mpodpune Netflow Mpodunb Netflow aAns oTnpaeku cratucTUueckux AaHHbix Ha Netflow konnexrop. Moapo6Hee — B pasaene « podunu Netflow»

/AnbTepHaTMBHOE UMA UHTEpdEiica, 3aAaHHOE aAMUHUCTPATOpPOM. [apameTp ABNAETCA ONLUUOHANBHBIM U UCMONb3yeTcA AnaA paboTsl ¢ SNMP. 3HaueHne napameTpa — CTpOKa AnMHOM He Gonee 64-x

Anuac/lceBaoHUM CMMBONOB.

BamHo! 3HaueHre napameTpa He MOXET CoaepXaTh CUMBObI KUPUANULbI
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HanmeHoBaHue OnucaHue

UHTepdeickl mocTa

[lBa HTEpdEiiCa, KOTOPLIE BYAYT UCTIONB30BAHbI AN NOCTPOSHUA MOCTA

UnTepodeiicel 6ainac MocTa |[Mapa MHTEPDENRCOB, KOTOPLIE MOXHO MCMONL30BaTb ANA MOCTPOEHHUA Baiinac mocTa. Tpebdyetcs noanepxkka obopyaosatus MAK UserGate WAF

Protocol)

ISTP (Spanning Tree

BrntouaeT ucnonbsosanue STP AnA 3awuThl ceTH OT NeTenb

Forward delay

3anepxika nepea NepexioYeHnemM MocTa B aKTUBHbIM pexxium (Forwarding), B ciyyae ecnu BrtoueH STP

Maximum age

Bpewms, no ucTeueHun kotoporo STP-coeanHerne cunTaeTcs NoTePAHHBIM

Cnoco6 npuceoeruna IP-anpeca — Ges agpeca, cratuyeckuin IP-aapec unu anHamuieckuit IP-aapec, nonyuerHsii no DHCP.

CeTb
BoamoxHoOCTb MamernTs MAC-aapec, pasmep MTU, pasvep MSS

UHTepderic loopback
JinA cozpanmA loopback-uHTepdeiica Heobxoanmo B pasaene CeTb - UHTepdencel HaxaTb KHOMKy Jlo6aBnTb 1 BIGpaTh b loop pdeiic. [lanee Heo6xoaUMO 3aAaTh CneayioLMe napameTpsi:
[ Mapamerp | Onucatue

BxnioueHo BrntouaeT uHTepdeic

F + nHTepdeiica B B1uae loopbackN, rae N — uenoe unucno

O Or HOe onucaHue uHTepdeiica

Umna yana Bri6op yana knactepa UserGate WAF, Ha KOTOpoM cosaaetca HTepdeic

'Tun nHTepdeiica

YKkasaTe TMn uHTepgeiica — Layer 3 unu Layer 2

3oHa

30Ha, K KOTOPO¥ NPUHAANEXUT UHTEpDEIC

Mpoduneb Netflow

Mpodunb Netflow AnA oTnpasky cTaTUcTUYECKUX AaHHbIX Ha Netflow konnekrtop. Moapo6Hee — B pasaene « MNpodpunu Netflow»

Mpodunb LLDP

Mpodune LLDP ana otnpasku AaHHbIX No npoTokony Link Layer Discovery Protocol (LLDP)

/Anunac/TiceBAOHUM

AnbTepHaTUBHOE UMA MHTepdeica, 3aAaHHOe aAMUHUCTPaTOpOM. [apameTp ABNAETCA ONUMOHANBHBIM U UCMoNb3yeTcA AnaA paboTel ¢ SNMP. 3HaueHne napameTpa — CTPOKa ANMHOM He Gonee 64-x CUMBOOB.

BaHo! 3HaueH1e napameTpa He MOXET COAePXKaTb CUMBOSLI KUPUMNULbI

CeTb

Cnoco6 npuceoenua IP-anpeca — Ges aapeca, ctatuueckuit IP-aapec unu kuit IP-anpec, nony i no DHCP.

Bo3amoxHOCTe MamernTe MAC-aapec, pasmep MTU, pasvep MSS
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HacTpovika wnto3os

Product: WAF
Version: 7.7.x

Jna noaknioyenns UserGate WAF K MHTEpHETY Heo6xoanmo ykasars IP-aapec wntosa. ECiv AnfA NOAKIIOUEHNA K MHTEPHETY UCTIOMNb3YETCA HECKOMBKO NPOBAAAEPOB, HEOGXOANMO yKa3aTk HECKOMBKO LNK30B. ECNN HECKONbKO y3nos
06beanHeHb! B KacTep KOHPUIypaLnu, HaCTPanBaTh LLIO3bI HEOBXOAMMO ANA KAKIOTO U3 Y3/0B.

Mpumep HacTpOiiku ceTu ¢ AByMA NpoBaiiaepamu:
« Mutepdeiic eth1 ¢ IP-aapecom 192.168.11.2 noakloueH K MHTEpHeT-Nposaitaepy 1. [inA BeixoAa B MHTEPHET C 3TOro NpoBaiaepa Heo6xoaMmMo Ao6asuTs wiko3 ¢ IP-aapecom  192.168.11.1

« WHTepdeiic eth2 ¢ IP-aapecom 192.168.12.2 noakmtoueH K MHTEpHET-NpoBaiaepy 2. [inA BeixoAa B MHTEPHET C 3TOro nposaiaepa Heo6xoAnMo a06aBuTk Wwiio3 ¢ IP-agpecom  192.168.12.1

Ho6aeneHue wniosa

Yrobbl A06aBUTS LLNKOS:
1. B pasaene Hactpoiiku - CeTb - LUniosbl HaxvuTe Jo6aBuTb.
2. B okHe CBOWMCTBa LINIO3a YKaXMTE €ro napameTpbl: HassaHue, uma y3na UserGate WAF, ceTeBoit MHTEP@ENC (N0 yMONYaHHIO HasHaYaeTca aBToMaTYecku), BUPTyanbHblid MapLupyTvsatop 1 IP-aapec wniosa.
MpumeuanmelloapobHee o BUPTyasbHLIX MapLUPyTM3aTOpax — B pasAene « BUpTyanbHble MapLipyTH3aTopsl ».

3. YctaHoBuTe priaxxok BKNIOUEHO 1 COXpaHUTE N3MEHEHMA.

HacTtpoiika 6anaHcMpoBKK

Ecnu anA UserGate WAF HacTPOEHBI HECKOMBKO LLTIKO308B AN NOAKTIOYEHHA K MHTEPHETY, Bbl MOXETE PacrpeaensTb UCXOAALMA TPAGMK MEXAY LMKO3aMM1 U TakiM 06pasoM ynpaBnATe Harpyskoi Ha HUX. Mpu GanaHcupoBKe TPaguK B
MHTEPHET PacnpeaenAeTCa C y4eTOM BECOB LUSI030B: YeM B0sbLIe BEC, Tem 60MbLUaA AONA TpadUKka MAET YePes I3,

Hanpuwvep, ecnu Ans 6anaHcMPOBKY HACTPOEHbI ABa LNK3a, Ceccum ByayT pacnpeaenaTca Mexay HUMKM o Gopmyne n1/wi = n2/w2, rae:
« N1, N2 — ceccuu, NPOXOAALLME Yepes LHo3h;
« W1, w2 — Beca LUN30B.
YTo6bl HACTPOUTL GaNaHCUPOBKY TPApHUKA MEXAY LIT03aMM:
1. B pasaene Hactpoiiku - CeTb - LLNto3bl BuiGepuTe W03, KOTOPLI ByAyT yuacTBOBaTL B GanaHCMpoBKe, U HaxxvnTe PeaaKTUpoBaTh.
2. B okHe CBOWCTBA LUNIO3a yKAXMUTE BEC LLMI03a, YCTaHOBUTE (Gnaxok BanaHcMpoBKa v COXPAHUTE M3MEHEHHA.
3. BuINonHUTE HACTPOMIKY APYruX LWMKO30B, y4aCTBYIOWMX B GanaHCUpOBKe.

Mcxoaawmi Tpaduk OyaeT pacnpeaenaTsCa MexAy LUM03amu B COOTBETCTBUM C yKasaHHBIMM BECaMM.

HacTtpovika npoBepku cetu

B UserGate WAF npeaycmoTpeHa npoBepka A0CTYMHOCTY LWiNo30B. Mo uHAMKaTopam Ha cTpaHuue LLUR3bl MOXHO OTCNexXuBaTh, AOCTYNEH NN L3 (3eNeHbIA MHAWKATOP) UMK HET (KpacHbIi MHAMKATOP). M0 yMONnyaHuio W3 cuutaeTca
nocTynHeiM, ecnu UserGate WAF moxeT nonyunts ero MAC-aapec ¢ nomoybio ARP-3anpoca. Ho A0CTYNHOCTb Wwiiko3a He 03HaYaeT Hanuune A0CTyNna B UHTEPHET. YTo6bI NPOBEpUTL NOAKIIOYEHWE LUO3A K MHTEPHETY, Bbl MOXETE BKIIOUYUTL

[ZIONONHUTENLHYIO NPOBEPKY CETH.
lMpoBepKa ceT MOXET ObiTb NONE3Ha B CReAYIOLLMX CryyanX:

« ECnu A0CTYN K MHTEPHETY NPEA0CTaBNAIOT HECKOMBKO NPOBaAEPOB 1 100ABNEHO HECKOMBKO LLMKO30B, Bbl MOXETE HACTPOUTL OTKA30yCTOMUMBOE COBANHEHUE C UHTEPHETOM. [1NA 3TOM0 OAMH M3 LIMIO30B Ha3HAYAETCA LU30M Mo

ymonuaHuio. Ecnu B pesysibTaTe NpoBepku ceTv GyAeT 0BHapYXeHO, 4TO A0CTYN B MHTEPHET Yepes Lifto3 N0 YMOJUaHHIo OTCYTCTBYeT, Tpaduk OyaeT nepeseeH Ha 3anacHble LLNHO3bI B NOPAAKE UX PACTIONOXEHUA B BEO-KOHCONM (CMeHa

nopAzKa COPTUPOBKM B NPOLECCE TEeKyLLEi CECCHM He BNMACT Ha Npouecc Beibopa LWkosa).

« ECnu HacTpoeH KracTep 0TKa3oyCTOMYMBOCTH, NPOBEPKY CETH MOXHO UCMONbL30BATH ANA AMArHOCTUKA Y3NoB knactepa. MoapobHee 06 aToM — B pasaene « JlMarHoCTuKa y3nos KacTepa 0TKA30yCTORYMBOCTH ».

B npouecce nposepku cetn UserGate WAF ¢ 3aaaHHO neproanyHoCTLI0 oTnpaenaeT no nate ICMP-3anpocos Ha Kaxabli ykasaHHbIM IP-anpec aoctyna B vHTepHeT. JJoCTyNHOCTb Wito3a B 3TOM Clyyae onpesenaeTca Mo nopory HeyAauHbIX

ICMP-3anpocoB. [MpoBepKa CYMTAETCA YCMELHOM, ecnu obLLee KOMYecTBo HeyaauHelx ICMP-3anpocoB, 0TnpaBreHHbIX Ha BCe YKasaHHble IP-aapeca B paMKkax 3alaHHOro MHTepBana, He NpeBbILIaeT 3ToT Nopor.
UeM Huxe Nopor, TeM CTPOXE KpUTEpHit A0CTYNHOCTH. Hanpumep:
« Mpu nopore 8 10% LL/O3 HEAOCTYNEH, €CNU He NPOLLEN XOTS Obl OAUH 3anpoc.
« Mpu 100% wnto3 HeAOCTyNeEH, TOMLKO eCM He NPOLUNM BCE 3anpochl.
YT06LI HACTPOUTL NPOBEPKY CETH:
1. B pasnene Hactpoiiku - CeTb - LUnto3bl HaxwvuTe MpoBepka ceTy.
2. B okHe CBOMCTBa NPOBEPKMU CETH yCTaHOBUTE driaxok BrnioueHo.
3. Haxmute kHorky Jlo6aBuTb 1 ykaxuTe IP-anpeca AnA NPOBEPKY AOCTYNA B MHTEPHET.

MpumeuaHmnello ymonuaH1io NpoBepKa A0CTYMHOCTH CETU HAacTpoeHa Ha paboTy ¢ ny6nuuHbiM DNS-cepsepom Google (8.8.8.8).

4. B none 4 YKKUTE B CeKyHAAX, C Kakoi nepuoanyHocTbio UserGate WAF Gyaet otnpaenats ICMP-3anpochk! Ha ykasaxHble |P-aapeca.

5. B none MNpoueHT HeyAa4HbIX 3aNpocoB 3aaaiTe nopor HeyaayHbix ICMP-3anpocoB 1 COXpaHUTe M3MEHEHUA.

MHAMKaTOPLI AOCTYNHOCTY LUSIO30B Teneps ByAyT OTpaxaTh PesynbTaTkl NPOBEPKU CETH.


https://docs.usergate.com/virtual6nye-marshrutizatory_3295.html
https://docs.usergate.com/klasterizaciya-i-otkazoustojchivost6_3286.html#ha-cluster-diagnostic

BupTtyanbHble maplipyTusaTopbl

Product: WAF
Version: 7.7.x

B KPYNHbIX CETAX 3a4aCTyi0 MHOXECTBO SIOrUYECKUX CETEH MCMONb3YIOT ANIA NPOXOXAEHUA TPadUKa OZIHW U Te e ceTeBble YCTPOACTBA. [laHHbIi TpaduK A0MmKeH BbiTb pasieneH Ha CEeTeBbIX YCTPOUCTBAX, B NEPBYI0 0Yepe/b ANA yMEHBLLEHNUA
|PMCKA HECAHKLIMOHNPOBAHHOTO I0CTYNa MEXAY CETAMM.

BupTyanbHble MaplipyTusatopsl unu Virtual Routing and Forwarding (VRF) oBecneuuBatot pasaenerue Tpaduka nyTeM pasaeneHna CeTeBbiX MHTEPdEACOB B HE3aBUCUMbIe rpynMbl. TpaduK U3 OAHOM rpynnbl MHTEP(ENCOB He MOXKET
nonacTb B pyrue rpyminbl UHTEPHEACOB.

Kaxablit BUPTyansHbIi MapLpyTU3aTOp UMEET CBOK COBCTBEHHYIO TabnuLy MapLIpyTU3aL UK.

B pamkax pasHbix BUPTyasnbHbIX MapLLpYTU3aTOPOB AONYCKAEeTCA MCNoNb3oBaTk oanHakosble IP-cetu (IP overlapping).

VHTepdeiich!, He BOLLEALLNE HX B OAWH 3 BUPTYaslbHbIX MapLUPYTU3ATOPOB, aBTOMATMUECKHU HasHaueHs! B BUPTYaslbHbIA MapLUpyT3aTop — BUpPTyanbHbIi MapLIpyTU3aTop N0 YMONYaHHIO.

BupTyanbHble MapLIpyTM3aTopLl MMEIOT CeaytoLue OrpaHUyeHna:

« Cneaytouime CepauCkl MOTyT BbiTb HCTIONB30BAHBI TOMLKO B BUPTYanbHOM MapLpyTM3aTope Mo yMOMYaHMIo:

« DNS.

« AsTopusauua.

« JTo6oit ceTeBoi TpadUK, FreHEPUPYEMBI CAMUM YCTPOICTBOM — NPOBEPKA NIMLEH3NH, CKauMBaHWe 0OHOBNEHNH, OTNPABKA XypHAsOB, OTMPaBKa NoYTOBbLIX CoobLeHunin, SMS coobieHuit, SNMP Tpanos u T.n.

« 30HBI 1106asbHbI, TO CTb HACTPOIKM 30HbI, N MPUHAANEXHOCTL MHTEP(EMCOB K 30HaM PacTPOCTPAHAKOTCA Ha BCE BUPTYanbHLIE MapLUIPyTH3ATOPSI.

MpumeuaHueBupTyanbHbIi MapLIPYTU3ATOP MO YMONUYaHUIO HEOGX0AMM ANA KOPPEKTHO! paboTel UserGate WAF. OH UCNONb3yeTcA AnA NPOBEPKYU NIMLIEH3MH, NONYyUeHNa 06HOBNEHUH, paboTel DNS-cryx6.

[N no6asneHrA BUPTYansHOTO MapLIPYTM3aTopa HEOOXOAUMO BbIMOMHUTL CIEAYIOLUE ASHCTBUA:

Mp Cneaytowme nped

Mpumeuanue!lpyu coznaHnm BUPTY:

I HE MOTYT BbITb UCTIOMNL30BAHEI ANIA 3aaHNA UMEHM BUPTYasbHOMO MapLUpyTU3aTopa: port, gre, egress, ingress, tun, tap, erspan, ppp, bond, bridge, pimreg.
anbHOro MapLIPYTM3aTopa ero UMA He A0MKHO COAEPXaTh 3arnaBHbIX GYKB, U AOMKHO UMETb ANIMHY HE MEHEe TPEX CUMBOIOB.

HanmeHosanue

Onucanve

LLiar 1. Cosnatb BUPTyanbHbId
MapLUpyTH3aTOop.

B pasnene CeTb - BUpTyanbHble MapLIpyTM3aToOpbl HaXMUTe 406aBUTL W 3a4aiTe UMA W ONMCaHME HOBOTO BUPTYaslbHOrO MapLIPyTU3aTOpa. YKaXUTE UMA y3na, Ha KOTOPOM CO3aeTCA AaHHbIM
BUPTYyaibHbI MapLUPYTU3aTOP NPH HaNMUKK KnacTepa

LLlar 2. [lo6aBuTbL MHTEPdEHCH B
CO3AaHHbIM BUPTYasnbHbIA
MapLUpyTH3aTOop.

Ha Brnaake UHTepdeichl ykaxuTe MHTEpPEHiCh], KOTOPLIE A0MKHbI ObiTh NOMELLEHLI B AaHHbIN BUPTYanbHbIi MaplipyTu3atop. UHTepdeickl, Ao6aBneHHbIe B Apyrie BUPTyarbHbie MapLIpyTH3aTOpsI, He
MOryT ObiTb A00aBMeHbI; Nt060i U3 HTEPdEHCOB MOXET NPUHAANEXATL TONBLKO OHOMY BUPTYanbHOMY MapLIpyTU3aTopy. B BUPTYanbHbIi MapLupyTM3aTop paspeluaeTca 406aBnaTb MHTepQeichl BCcex THnos
— dusmnueckue, BupTyanbHbie (VLAN), GoHAUHT, W Apyrie

LLlar 3. [lo6aBsuTL cTaTUyeckre
MapLIpyThl (ONUMOHANBHO).

[ob6aBbTe MapLIpyThi (KPOMe MapLUpyTa MO yMONYaHHIo), KoTopble ByAyT NPUMEHeHb! K Tpad UKy B 3TOM BUPTYyanbHOM MapLupyTh3aTope. MoapobHee 06 aTomM — B pasaene «  CTaTUyeckue MapLIpyThl».

MapLupyT no ymonuaxuio AoGaenaetcs B pasaene CeTb - LLnto3bl. MoapobHee 0 HACTPOIKE LUNKO30B — B pasAene « Hactpouka wio3os»

CraTuuyeckue MapLupyThl

JlaHHbIit pasaen no3BOMAET yKasaTh MapLIpyT B CEThb, AOCTYMHYIO 3a ONpeAeneHHbIM MapLpyTH3aTopoM. Hanpumep, B NOKasbHOM CETH MOXET BbiTb MapLLPYTU3ATOP, KOTOPLIA 06 LEANHAET HECKONbKO IP-noaceTe. MapLupyT npumeHAeTCA
NOKasnbHO K TOMy y3ny KnacTepa v B TOT BUPTyanbHbIA MapLUpyTU3aTop, B KOTOPOM OH CO3AaeTCA.

na nobaenenua MapLupyTa HeOBXOANMO BLINONHUTL CReaytoLmMe ark:

HanmeHoBaHue

Onucanue

LLlar 1. BeiGpaTs BUPTYanbHbii MapupyTsartop. |([[pu Hanuuum HECKOMBKUX BUPTYarbHLIX MApLIPYTU3ATOPOB BbiGepUTe HE0BX0AUMBIN.

LLar 2. 3anaTk HasBaHWe W onucaH1e AaHHOro B pasnene CeTb - BupTyanbHble MapLipyTHaaTopbl BbibepuTe B MeHi0 CTaTHUECKHE MapLIPYTEI, HAXXMUTE KHOMKY JI06aBUTb. YKaxuTe MMA ANA AaHHOTO MaplupyTa. OnumoHanbHo

MapLupyTa. MOXHO 3aA1aTh ONUCAHWE MapLLPYTa
BO30XHO yKa3aTb CrieytoLMe THMbl MapLUpyToB:
« Unicast — ctaHaapTHbIi TN MapLpyTa. Mepeckinaet Tpapuk, a, HbIA Ha aapeca , yepes 3az; 7 Wwnos.
LLar 3. YkasaTb TMN AaHHOMO MapLupyTa. « Blackhole — Tpaduk oT6pacsiBaeTca (TepAeTca), He coobLyan MCTOUHKKY O TOM, YTO laHHbIe He AOCTUIMK aapecata.
« Unreachable — tpaduk ot6pacsiBaetca. Mctounuky otnpasnsertca ICMP coo6Lerue host unreachable (type 3 code 1).
« Prohibit — Tpaduk ot6packiBaeTca. UcTouHmnky otnpasnaeTca ICMP coobuerune host unreachable (type 3 code 13)
LLlar 4. YkasaTb afpec HagHaueHuns. 3anaiiTe nosceTk, Kyna GyneT ykasbiBaTb MapLUpYT, Hanpumep, 172.16.20.0/24 unu 172.16.20.5/32

LLlar 5. Ykasatb Wntoa.

3apaitTe IP-azapec Wwto3a, Yepes KOTOpLIN ykasaHHanA noaceTs ByaeT AocTynHa. AToT IP-agpec aomkeH GbiTh AoctyneH ¢ UserGate WAF

LLar 6. YkasaTb uHTEpdENC.

BribepuTe uHTEPPENC, Yepes KoTopkii ByaeT AobasneH mapLupyT. Ecnn ocTasuTb 3HaueHne ABTomaTuuecku, To UserGate WAF cam onpeaenut uHtepdeic, UCXOAR U3 HacTpoek IP-
anpecauuy ceTesblx MHTEPDEIACOB

LLlar 7. Yka3aTb METpHKy.

[3anaiiTe MeTpUKy MapLIpyTa. Yem MeHblie MeTPUKa, TeM NPUOPUTETHEN MapLLPYT, ECI MapLLPYTOB HECKOSTLKO B IaHHYIO CETb HECKONBKO



https://docs.usergate.com/nastrojka-shlyuzov_3298.html

MNMonb3oBaTenu u ycTpolcTea



CepBepbl ayTeHTUdUKaLUK

Product: WAF
Version: 7.7.x

CepBepbl ayTeHTUdUKALMUN — 3TO BHELLHWE MCTOYHMKM YUYETHBIX 3anucei nonbaosarenei, Hanpuvep, LDAP-cepsep, unu cepsepsbl, npounssoanawmMe ayteHTudukaumio ana UserGate WAF, Hanpumvep, RADIUS, TACACS+, SAML. Cuctema
o, T MBI ayTeHTUd :

Cepsepebl ayTeHTuduKaymum RADIUS, TACACS+, NTLM, SAML MoryT ocyL|ecTBNATL TOMLKO ayTeHTUUKaLMIO Nonb3oBaTenei, B To BpemMs kak LDAP-KOHHEKTOP No3BoNAeT Takke nonyyats MHPOPMaLMIO O NONb30BaTENAX U UX CBOACTBAX.

LDAP-KOHHeEKTOp
LDAP-KOHHEKTOp no3sonaeT:

« Monyuats MHdOpMALHIO 0 Nonb3oBaTensx 1 rpynnax Active Directory unu apyrux LDAP-cepsepos. Moanepxusaetca pa6ota ¢ LDAP-cepsepom FreelPA. Monb3osatenu v rpynnbi MOryT ObiTb HCNOMB30BAHbI NPU HACTPOMKE Npasui

dunbTpayum.
JnA cosaanna LDAP-KOHHEKTOpa HeOBX0ANMO HaxXaTb Ha KHOMKy Jlo6aBuTh, BLIGpaTL b LDAP-KOHHEKTOp ¥ yKasaTb Lj1e napameTpsbl:
HaumeHosaHne Onucanune
BknioueHo Br/loUaeT Uiu OTKIIOYaeT UCNONb30BaHUe AaHHOTO CepBepa ayTeHTUdUKALMN
L H, cepsepa ayTeHTdUKaumm
SSL Onpeaensert, TpebyeTcsa nu SSL-coeanHeHne ansa noawoueHus k LDAP-cepsepy

IP-anpec KoHTponnepa aAomeHa, FQDN koxTponnepa aomera unu FQDN nomena (Hanpumep, test.local). Ecnu ykasaH FQDN koHTponnepa aomeHa, To UserGate WAF nonyuuT aapec KOHTposniepa A0MeHa C NoMOLLbIo

\NlomeHHOe UMa DNS-3anpoca. Ecnu ykazas FQDN AomeHa, TO Npu OTKIKOYEHUM OCHOBHOTO KOHTponnepa AoMeHa, UserGate WAF Gyaet ucnons3osate pe3epsHbIi

LDAP unu IP-agpec B cnyyae HeZIOCTYNHOCTH YaCTH KOHTPOJINIEpOB I0MeHa C nnowjaaku, rae pabotaet UserGate WAF, cneayeT 100aBuTb CTaTUUYECKYIO 3anuck B HAacTpoiiku DNS, rae 6biny Okl ykasaHbl aapeca J0CTYMHbIX KOHTPONIEPOB,

M MCMOMb30BaTh MMA JTOM 3aNUCH B KOHHEKTOpe

Bind DN (<login») MmA nonb3osarens, KOTopoe Heo6XoANMO UCMONL30BATL ANA NOAKMNOYEHNA K cepsepy LDAP. Mva Heobxoanmo ucrnons3osats B popmate DOMAIN\username unu username @domain. [laHHbli nonb3oBaTtens yxe
9 \AOMKeH ObiTb 3aBeAEH B AoMeHe

Mapons Maponk nonb3oBatens AnA NOAKIIOYEHNUA K AOMEHY

CPOK u3HM LDAP- Cpok w3 LDAP-kawwa (0T 1 A0 48 yacos). HoBbI# CPOK WU3HU NPUMEHAETCA K HOBLIM 3anu1caM, Ao6aBnaemMbiM B LDAP-KaLL nocne Toro, Kak aAMMHUCTPATOpP ero ycTaHosuT. ([ocTynHo HauuHan ¢ penusa UGOS 7.1.3)

Kawa

\domeHbl LDAP (CrMCOK IOMEHOB, KOTOPbIE 0BCNYXMBAIOTCA YKa3aHHbBIM KOHTPOJIIEPOM IOMEeHa, Hanpumep, B Crlyyae iepesa A0MeHOB unu neca omeHoB Active Directory. 3aeck e MOXHO yKasaTb KOpOTKOe netbios MMA AomeHa
MyTH noucka Cnincok nyTeit B cepeepe LDAP, HaunHan ¢ KoTopbix cucTeMa ByaeT OCyLLECTBNATL NOMCK Nonb3oBatenei 1 rpynn. Heo6xoanMmo ykaswiBate nonHoe ums, Hanpumep, ou=Office,dc=example,dc=com

Kerberos keytab 3neck MOXHO 3arpysuTh keytab-dain ans ayTeHTuduraummu Kerberos. Moapo6Ho 06 ayTerTudukaumm Kerberos n cosnannm keytab-gaiina — B pasaene « Metoa aytent Kerberos »

Mocne cosaaHusa cepsepa HEOOXOAUMO NPOBEPHTL KOPPEKTHOCTL NapameTpOB, Haxas Ha kHonky lMpoBepuTb coeanHeHue. ECv napameTpbl ykasaHbl BEPHO, CUCTEMA COOBLLMT 06 3TOM NGO yKaXeT Ha NPUUMHY HEBOSMOXHOCTU COEANHEHHS.
Mpumeuanue/lna aBTopusaLmun nonb3osarenei ¢ noMoLLblo LDAP-KoHHeKTopa Heo6xoAnuMo, YToGbl NONb30BATENM BXOAMMK B JOMEHHYIO rpynny Domain users.
Hactpoitka LDAP-KoHHeKTOpa 3aBeplueHa.

[N nobasnexua Nonb3oBaTeNs Uu rpynnbl nonbsosareneit LDAP B npasuna GpunbTpaunm Heobxoanmo Haxats Ha Jlo6aBuTb nonbaosartens LDAP/lo6asutb rpynny LDAP, B nofie noucka yKasatb Kak MUHUMYM OAUH CUMBOST, BXOAALLIMA
B UMEHa UCKOMbIX OGBEKTOB, NOCIE Yero HaxaTk Ha MOMCK 1 BbIOpaTh Xenaemble rpynnbi/nonb3osarenei.

CepBep ayTeHTUdUKaLuK nonb3oBaTtenei RADIUS

Cepsep RADIUS nossonaeT npoussoa1Th ayTeHTUdUKaumio nonb3osaTtenei Ha cepsepax RADIUS, 1o ecTb UserGate WAF BbicTynaeT B ponin RADIUS-knueHTa. Mpu asTopusaummn yepes RADIUS-cepsep UserGate WAF nockinaet Ha cepsepbl
RADIUS uHpopmauuio ¢ umeHem 1 naponem nonbsosatens, a RADIUS-cepsep 0TBeYaeT, yCrneLwwHo npoLuna ayTeHTUPUKaLUA UK HeT.

Cepsep RADIUS He MoXeT NpeaocTaBuTh CIUCOK Nonb3osateneit B UserGate WAF, noaTomy, ecniu nofb3osateny He Gbinu 3aBeaeHsl B UserGate WAF npeasapuTensHO (HanpuMep, NokanbHbie Nonb3osaTeny Uim nonyyeHHsIe u3 aomMeHa AD
¢ nomouybto LDAP-KOHHEKTOpa), B NONMTMKAX GHIbTPaLMK MOXHO UCMONb30BaTh TOMLKO Nonb3osaTeneit Tvna Known (ycnewHo npolweatumx ayTeHTudukaumio Ha cepsepe RADIUS) unu Unknown (He npolieatumnx asTopusauuio).

JinA cospanuA cepsepa ayTeHTudukaum RADIUS Heobxoanmo Haxats Ha kHonky Jlo6aBuTk, Beibpats Jlo6asnute RADIUS-cepBep 1 ykasaTb Criedytolme napameTpbl:

HanmeHoBaHne Onucanune

BrnioueH BKMOYaET UK OTKNKOYAET UCMONb30BaHWe AaHHOrO CepBepa ayTeHTUdUKaumm

L pBepa|[HassaHue cepeepa ayTeHTUdUKaLNKM

Cexpet OBLmii KiTtou, UCNOMb3yeMbIit MpoTokonioM RADIUS ana ayTeHTUdUKaLUMK
XocT IP-aapec cepsepa RADIUS
Mopt UDP-nopT, Ha koTopom cepsep RADIUS cnywaet 3anpockl Ha ayTeHTuduKaumio. Mo ymonuanuio s10 nopt UDP 1812

lMocne cosnaHuA cepsepa ayTeHTUdUKaLUMM HeoOxoauMo HacTponTe Captive-nopTan ana ucnonk3osaxua Metoaa RADIUS. Bonee noapo6Ho o Captive-noprane pacckaseiBaeTcA B CIEAyHOLMX rnaBax pyKoBOACTBa.

CepBsep ayTeHTMdUKauumn nonb3osatenen TACACS+

Cepsep TACACS+ no3sonsAeT NponssoanTs ayTeHTUdUKALMIO Nonb3osaTenei Ha cepsepax TACACS+. Mpu asTopusaumu yepes TACACS+ UserGate WAF nockinaet Ha cepsepsl TACACS+ MHbOpMAaLMio C MIMEHEM W Maposiem Nnosb3osaTens,
a cepsep TACACS+ oTBeuaeT, yCrelHo npoLuna ayTeHTUPUKALMA UK HeT.

Cepsep TACACS+ He MOXET NpesioCTaBUTb CIUCOK Nonb3oBaTeneit B UserGate WAF, noaTomy, ecnu nonb3osateni He Gbinu 3aBesieHsl B WAF npeaBapuTensHO (HanpuMep, NokarnbHble NoNb30BaTeny Ui nonyyeHHbie 13 aomeHa AD ¢
nomoLLbto LDAP-KOHHEKTOpa), B NOMUTUKAaX GURbTPaLMK MOXHO MCNOMb30BaThb TONbKO Nonbaosatenei Tvna Known (ycnelHo npo ayTeHTUd 0 Ha cepBepe TACACS+) unu Unknown (He npoLueAlwmnx aBTopuaaLmio).

JnA cospanuA cepaepa ayTeHTuduKaluu TACACS+ He0BX0AMMO HaxaTk Ha KHOMKy Jlo6aBuTs, BeibpaTh Jlo6aBuT TACACS+-cepBep 1 yKasaTb Criedylolme napameTpb:

HaumeHoBaHue Onwucanue
BrAtoyeH BKitoyaeT Unu OTKMKoYaeT MCToNb3oBaH1e AaHHOTO CepBepa ayTeHTUdMKaLMu
HassaHue cepeepa + pBepa ayTeHTUd
CeKpeTHbIN KNy O6LMit KoY, UCNONb3yeMbiit NpoTokonom TACACS+ AnA ayTeHTUdUKaLMn
Anpec IP-anpec cepsepa TACACS+
MopT UDP-nopT, Ha koTopom cepeep TACACS+ cnyluaeT 3anpockl Ha ayTeHTuduKaumio. Mo ymonyaxuio ato nopt UDP 1812




HanumeHoBaHue OnwucaHune

b oaHo TCP. Mcnonb3osate 0aHo TCP-coeanHenue ana pabotel ¢ cepeepom TACACS+

'TanmayT (cex) Bpewmna oxuaaHua cepsepa TACACS+ AnA nonyyeHna ayTeHTUdUKaLnK. Mo ymonyaHuio 4 cekyHab!

CepsBep ayTeHTUdUKaumuu nonb3osarenen SAML IDP

Cepsep ayteHTdUKauum SAML IDP (Security Assertion Markup Language Identity Provider) nossonaet aBTopu3oBaTh nonb30BaTesei ¢ NoMOLLbI0 pa3BepHyTOoi Ha npeanpuaTn cucteme Single Sign-On (SSO), Hanpumep, Microsoft Active
Directory Federation Service. 310 nossonseT nons308aTesio, €AMHOX/AbI aBTOPU3OBABLUMCEL B cucTeMe SSO, Npo3payHo NPOXoAUTL aBTOPU3ALIMIO Ha BCEX pecypcax, NOAAES ayTeHTud > SAML. UserGate WAF MoxeT ObiTb
HacTpoeH B kauecTse SAML cepsuc-nposaiaepa, ucnonbayrolero cepsepa SAML IDP ana asTopu3auum KimeHTa.

Cepsep SAML IDP He MoxeT npenocTaBuThb CBOMCTBA nonb3osateneii B UserGate WAF noatomy, ecnv He HacTpoeHo noakioueHune k aAomeHy AD ¢ nomolbto LDAP-KOHHEKTOpa, B NOAMTMKAX GpubTpaLun MOXHO UCMOMb30BaTh TOMbKO
nonbsosarenei Tvna Known (ycnewHo npoweawmnx ayTeHTuduKaumio Ha cepsepe SAML) nnm L (He nj ayTeHT ).

Jns ucnonb3oBaHKA aBTOpU3aLMM C NoMoLLbto cepeepa SAML IDP Heo6x0AUMO BLIMOMHUTL CRIEAYIOLLME Lar:

HaumeHoBaHue Onucanve

Ha koHTponnepe somera cosaate DNS-3anuce, cootsetcTaytollyto UserGate WAF, ana ucnonb3osaHuA B KayecTse AoMeHa AnA auth.captive, Hanpumep, utm.domain.loc. B kauectse IP-anpeca

Cosnati DNS-saneu ana UserGate WAF. yKaxuTe azpec uHTepdenca UserGate WAF, noakntouenHoro B ceTb Trusted

HacTponts DNS-cepBepbl Ha UserGate

WAF. B napametpax UserGate WAF B kauecTBe cuctemMHblx DNS-cepBepoB ykasatb IP-aapeca KOHTpOnnepoB AoMeHa

HacTpouTs cepsep SAML IDP. Mlo6aBuTe Ha cepsepe SAML IDP 3anuce o cepsuc-nposaiiaepe UserGate WAF, ykaseisaa cosaanHoe Ha ware 1 FQDN uma

CospiaTe cepsep ayTeHTUdMKALMH

nonb3osaTenei SAML IDP. Cosnatb B UserGate WAF cepsep ayTeHTudUKaLum nonbosateneit SAML IDP

JinA cosaaHua cepeepa ayTeHTdHKauumu nonbsosateneit SAML IDP Heobxoaumo B pasaene Monb3osatenu u ycTpoicTea - CepBepbl ayTeHTUDUKALMK HaxaTb Ha KHoMky Jlo6aBuTb, Boibpats Jobasute SAML IDP-cepeep 1 ykasatb
cneaytoLMe napameTpsi:

L Onucanune

BKntoueH BrnouaeT um OTKNIOYAET UCMoNb30BaHNe AaHHOrO Cepeepa ayTeHTUdUKaL UM

Hassanue HassaHue cepeepa ayTeHTUpUKaLm

cepBepa paepa ay

OnucaHue 'Onucanue cepeepa ayTeHTUdUKaLUK

SAML URL Ha cepsepe SAML IDP, rae MoxHo ckauate xml-daiin ¢ KOppeKTHOH KOHpUrypaLuen Ana cepsuc-nposanaepa (knmenta) SAML. Mpu HaXaTUKM Ha KHOMKY  3arpy3nuTh MPOUCXOAMUT 3anoNTHEHUE HEOOXOAUMBIX Nonen

metadata URL HacTPOIKM cepBepa ayTeHT i , nony 13 xml-cpaitna. 1o NPeanouTUTENbHBIA METOA HACcTPOKK cepBepa ayTeHTudukayun SAML IDP. Moapo6Ho o cepsepe SAML CMOTpUTE B COOTBETCTBYIOLLEN
|AOKYMEHTauuu

(CepTudukar, koTopbiit 6yaeT ncnonbaosaH B SAML-kueHTe. Bo3MOXHbI BapuaHThI:

Co3paaTh HOBbIM CEPTUdMKAT U3 CKAYAHHOTO — ECMM NPK HAcTPOKe Bbin UCMONBL30BaH MeToA 3arpyski Xxml- daina, To cepTUdHKaT aBTOMaTUYECKU CO3AAETCA M eMy HasHauaeTcA ponb SAML IDP. MoapoGHee 06

Ceptudurar 3TOM — B pasaene «Ynpaenexue ceptuduKaTamm».

SAML IDP

Mcnonb3oBarth CywecTsytoLMit cepTudUKaT. CepTUUKAT yKe AOMKEH ObiTb CO3AaH UM UMNOPTMPOBaH B pasaene CepTUUKaTI, U emy He A0MKHA GbiTb Ha3HauYeHa Ponb. Mocne cosaaHuA 1 COXpaHeHua cepeepa
ayTeHTUdMKaL UK aToMy cepTrduKkaty GyaeTt HasHaueHa ponb SAML IDP.

« He ncnone3osartk cepTudukar

Single sign-on

URL URL, ucnonsayemas 8 cepeepe SAML IDP B kauecTBe eAnHOM TOUKM BXOAA. CMOTPUTE AOKYMEHTaLMIO Ha MCNonb3yemblit y Bac cepeep SAML IDP ans Gonee AeTansHoi UHGOpMaLnK

ingle sign-on - - - " . o
Single sign-o MeToa, ucnonb3ayembiit AnA paBoTsl ¢ AnHOI TouKoi Bxoaa SSO. BoamoxHbl BapuaHTel POST 1 Redirect. CMoTpuTe AoKyMeHTaLmio Ha ucnonbayembiit y Bac cepsep SAML IDP ansa Gonee aetanbHoi MHdopMaLui

binding
Single logout - - - .
URL, ucnonbayembiit B cepsepe SAML IDP B KauecTse eanHOM TOUKM Bbixoaa. CMOTPUTE AOKYMEHTaLMIO Ha UCTIoNb3yembli y Bac cepsep SAML IDP ana 6onee AeTansHoi MHpOpMauun
Single logout - - M . - M
binding MeToa, ucnonbayembiit AnA paBoTsl ¢ €AUHOM ToUKoM Bbixoaa SSO. BosmoxHbl BapuaHTel POST u Redirect. CMOTpuTE AOKYMEHTALMIO Ha UCTIONb3yemblit y Bac cepeep SAML IDP ana 6onee AeTtansHon HpOpMaLmmu

Cepsep ayTeHTUduKaymm NTLM

AyTeHTudukauua NTLM nossonseT npospayHo (6e3 3anpoca MMeHH Nomb3oBaTens 1 ero naponsa) asTopu3osaTs nonb3osarenei AomeHa Active Directory. Mpu asTopuaumu ¢ nomolsio NTLM UserGate WAF paGoTaeT ¢ KOHTponsiepamm
AOMEHA, BbINO/THAKOLWMMM NPOBEPKY NOMb3oBaTenNA C Uenbto nonyyeHna AocTyna B MHTepHeT.

Cepsep NTLM He MOXeT npesiocTaBuTL CIMCOK Nonb3osateneit B UserGate WAF, noatomy, ecnu nonb3osateny He Geinu 3aseseHsl B UserGate WAF npeasapuTensHo (Hanpumep, okasbHble Nonb30BaTeny Unv nonyyeHHbie u3 aomexa AD ¢
nomoLbio LDAP-KoHHEKTOpa), B NONUTHKaX GUnbTpaLui MOXHO MCNOMb30BaTh TONBKO Nonbaosatenei Tvna Known (ycnewHo npo ayTeHTud 0 Ha cepsepe NTLM) unu L (He npo ayTeHTUd

AyTteHTudurauma NTLM moxeT paboTaTh Kak Npu ABHOM yKasaHW1 NPOKCHU-cepBepa B Opay3epe Nonb3oBaTesa (370 CTaHAAPTHbIA PEXNM), Tak 1 B MPO3PaYHOM PexuMe, Koraa NpoKcH-cepeep B Bpay3epe He ykasaH. HacTpoiika UserGate WAF
He OT/IMYAETCA OT pexmuma paboThl aBTOPU3ALIMH.

JInA HacTpoitkv aBTopu3alum ¢ nomoLybio NTLM HeoOX0AUMO BLINONHUTL CeAyIoLUe AEHCTBIA:

HaumeHosaHne

Onucanune

HacTponTb CMHXPOHM3ALMIO BPEMEHH C
KOHTPOMNNIEepOM IoMeHa.

B napameTpax UserGate WAF BKOUMTb CUHXPOHK3aLIMIO BpemeHu ¢ cepBepamu NTP, B kayecTBe OCHOBHOrO U — onuMoHansHo — 3anacHoro NTP-cepeepa ykasatb IP-aapeca
KOHTPONNEPOB AOMEHa

Cosnatb DNS-3anuce ana UserGate WAF.

Ha koHTponnepe aomeHa cosaate DNS-3anucy, cooteeTcTayrowmne UserGate WAF ana ucnonb3osaHuA B kayecTse AomeHa Ana auth.captive u logout.captive, Hanpumep, auth.domain.loc n
logout.domain.loc.

B kauecTse IP-aapeca ykaxute aapec uHtepdeiica UserGate WAF, noakntoueHHoro B cets  Trusted

lo6aeuTe NTLM-cepaep.

B pasnene CepBepbl ayTeHTMhUKALNN HaxaTb Ha KHOMKy Jlo6aBuTe, BuiGpats Jlo6asute NTLM-cepBep 1 ykasaTb HassaHue v uma AomeHa Windows. [11A KOppeKTHOM paboTsl
ayTeHTUMKaumn NTLM, HeobxoauMo, YTOBbI yKasaHHOE 3Aeck MMA AOMeHa Pe3onBunoch B IP-aapeca KOHTPONNepos AoMeHa

[inA aBTOpMU3aLMM B CTAHAAPTHOM peXume
HACTPOMTh MPOKCH-CEPBEP HA KOMMbIOTEPAX
nonb3osarene.

Ha KomnbloTepax nonb3oBaTenei ykasarb 06A3aTenbHOe UCNoNb3oBaH1e NPOKCH-CepBepa, ykasars IP-aapec Trusted untepgeiica UserGate WAF B kauecTse aapeca Npokcu-cepeepa.

BwmecTo IP-aapeca MOXHO UCMONb30BaTh AOMEHHOE UMA, HO AnA NTLM BaxHO, 40Okl 3T0 MMA Obino He u3 fomena Active Directory, uHaue Windows-komnsiotep 6yAeT nbitatbea
ncnonb3osaTh ayTeHTUdmMKaumio Kerberos.

BamHo! B HacTpoitkax UserGate WAF umeHa, ucnonbayemsie B kayecTee AomeHa And auth.captive u logout.captive, He A0MkHbI ObITb 13 AomeHa Active Directory, nHaue Windows-komnbtotep
ByneT nbiTaThCA MCMONL30BATL ayTeHTUMKaLMo Kerberos
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HanmeHoBaHue

Onwucanue

/AnA aBTOpU3aLMM B NPO3PAYHOM PEXUME
HaCTPOMTL aBTOMATUUYECKYIO NPOBEPKY
NOANMHHOCTM Nofk3oBaTena Gpaysepom ana
BCEX 30H.

Ha KomnbtoTepax nons3osateneit saitavTe B MaHens ynpasnexns - CeoicTea 6paysepa -» Ge3onacHocTb , BuibepnTe 30Hy pHET - YpoBeHb v - JOpyroi -
n Tens 1 ycTaHoBUTE ABTOMAaTMUECKHIH BXOA B CETb C TensA u (Control panel - Internet options - Security ,
BbIGepuTe 30Hy Internet » Custom level - User Authentication - Logon 1 ycrarosute Automatic logon with current name and password ).

MoBTOPUTE AAHHYIO HACTPOMKY ANA BCEX APYruX 30H, HACTPOEHHbIX HA AaHHOM KoMnbloTepe (Local intranet, Trusted sites)

MeTton ayteHTudHKauuu Kerberos

AyTeHTudUKaLnA Kerberos nossonAeT npospayHo (6e3 3anpoca MMeHM Nomb3oBaTeNA ¥ ero Naposia) aBTopu3oBaTh nonb3osatenei Aomena Active Directory. Mpu aBTopusaumnn yepes Kerberos WAF pa6oTaeT ¢ KOHTponnepami AoMeHa,
KOTOPbIE BLINOMHAIOT NPOBEPKY NOML30BaTENA, NONyYaloL|ero A0CTyn B UHTEpHET.

AyTeHTUMKauua Kerberos MoxeT paboTaTk Kak Mpu ABHOM yKasaHWM NPOKCH-Cepeepa B 6pay3epe Nonb3oBaTena (3T0 CTaHAAPTHbIA PeXUM), Tak U B NPO3PAYHOM PEXUME, KOTAa NPOKCH-Cepsep B Bpay3epe He yKasaH.

Jina aBTopu3ayum ¢ nomMoLLbio Kerberos Heo6X0AMMO BbINOMTHWTL CeayoLmue ASACTBUA:

HaumeHoBaHne

Onucanune

Cospatb DNS-3anucu ana UserGate WAF.

Ha koHTponnepe AomeHa cosaatb DNS-3anucu, cooteetcTayowue UserGate WAF, ana ucnonb3oBaHua B kauecTse oMeHOB And auth.captive u logout.captive, Hanpumvep, auth.domain.loc 1
logout.domain.loc

B kauecTse IP-anpeca ykaxute aapec uHTepdeiica UserGate WAF, noakntoderHoro B cetb Trusted.

BaHo! [InA KoppeKTHoM paGoTkl cosaaiTe 3anuck TMna A, He ucnonbayite CNAME-3anucu

Cospatb nonbsosatena ana UserGate WAF.

CospaTb nonbsosatena B AomeHe AD, Hanpumep, kerb@domain.loc ¢ onuveit password never expires. YcTaHosuTe naposb nons3osatento kerb.

BamHo! He UCnonb3yiiTe CMMBONbI HALMOHANBLHLIX andaBuTOB, HANPUMED, KUPUINULY, B UMEHax nonb3osatena kerb unu B opraHM3alMoHHbIX eanHuuax Active Directory, rae Bl nnaHupyeTe
Co3/1aTh y4eTHyIo 3anuck nonb3osatens kerb.

He ucnonb3yiiTe B kauecTse nonb3osatens AnA Kerberos nonb3osarens, co3aanHoro Ans padotsl LDAP-koHHekTopa. Heo6X0AnMO UCMonb30BaTh OTAEMbLHYIO YHETHYIO 3anuCh

Cospnatk keytab-daiin.

Ha KoHTponnepe nomeHa, cosnarte keytab daiin, BLINONHUB CREAyHOLLYIO KOMaHAY W3-NOA aAMUHUCTPaTOpa (KOMaHAa B OZIHY CTPOKY!):

ktpass.exe /princ HTTP/auth.domain.loc@DOMAIN.LOC /mapuser kerb@DOMAIN.LOC /crypto ALL /ptype KRB5_NT_PRINCIPAL /pass * /out C:\utm.keytab
BeeauTe naponb nons3osatens kerb.

BamHo! KomaHza uyBCTBUTENBHA K perucTpy Gyks. B aaHHOM npumepe:

auth.domain.loc — DNS-3anuck, cosnanHan ana cepsepa UserGate Ha ware 1

DOMAIN.LOC — Kerberos realm domain, o6szatensHo 6onbLummmu Gyksamu!

kerb@DOMAIN.LOC — uma nonb3osatens B JOMEHe, CO3aHHOE Ha Lware 2, uMs realm-gomeHa o6AsatensHo BonbLunmu Gyxkaamu!

HacTponts DNS-cepsepbl Ha UserGate.

B HacTpoiikax UserGate B kauectse cucTemHbix DNS-cepsepoB ykasaTh IP-aapeca KOHTPOSNEpoB AoMeHa

HacTponTb CUHXPOHW3ALIMIO BPEMEHU C
KOHTPONNEPOM AOMeHa.

B HacTpoiikax UserGate BKIIOUNTE CHHXPOHM3AL MO BpemeHH ¢ cepBepamu NTP, B kauecTBe OCHOBHOO 4 — onuyuoHanbHo — 3anacHoro NTP-cepsepa ykasatk |P-aapeca koHTponnepos
\nomeHa

Cosnate LDAP-KOHHEKTOP ¥ 3arpy3uTb B HEro
keytab-paiin.

(Cosnatb cepsep ayTeHTUdHKauuu Tvna LDAP-KOHHEKTOP 1 3arpy3uThb NonyyeHHbIn Ha Npedblayllem ware keytab-dann.

BawHo! He ucnoneayiite B kauecTse nonb3osatensa ana LDAP-koHHeKTopa, Nonb3osatesna, co3iaHHoro paHee AnA padoTel Kerberos. Heo6xoaumo 1Cnons308aTe OTAEMBHYIO YUETHY0
3anuce.

Moapo6Ho o HacTpoiike LDAP-koHHekTopa — B pasaerne « LDAP-KOHHEKTOp»

/A aBTOpPM3ALMM B CTAHAAPTHOM PEXUME
HACTPOMTL MPOKCH-CEPBEP Ha KOMMLIOTEPAX
nonb3oBatenen.

Ha komnbtoTepax nonb3oBarenen ykasat 06A3arensHoe UCnonb3oBaHne npokeu-cepeepa B suae FQDN-uvenn UserGate, cosaanHoro Ha ware 3

/InA aBTOPU3aLMM B NPO3PAYHOM PEXMUME
HaCcTPOUTL aBTOMATMUECKYHO NPOBEPKY
NOANMHHOCTYU NoMb3oBaTenNs Bpaysepom Ans
BCeX 30H.

Ha komnbtoTepax nonb3osateneit saitamte s Mavenb ynpaenexua - CeoicTea 6paysepa - Be3onacHOCTb , BbiGepuTe 30Hy p! - YpoBeHb U = Jpyron -
MpoBepka NOANMHHOCTU NONb30BaTeNA U ycTaHoBUTe ABTOMaTUHECKMI BXOA B CETb C y TENA U (Control panel - Internet options - Security ,
BbiGepuTe 30Hy Internet - Custom level - User Authentication -» Logon w yctaHosuTe Automatic logon with current name and password ).

MoBTOPUTE AaHHYIO HACTPOMKY ANA BCEX APYrHX 30H, HACTPOEHHBIX Ha AaHHOM KoMnbloTepe (Local intranet, Trusted sites)




MNpodunu ayreHTUdUKaLMH

Product: WAF
Version: 7.7.x

Mpodunb ayTeHTUdHMKALMM NO3BONAET YKasaTb HABOP Croco6oB 1 NapamMeTpoB aBTopH3aLMu Nob3oBaTenei, KOTopbie B AanbHerileM MOXHO GyAeT UCToNb3oBaTh B pasnuuHbLIX noacuctemax UserGate WAF. UTo6el cosaate npodunb
ayTeHTUMKaLMK, HeoBxoaumo B pasaene Monb3oBatenu U ycTponcTsa -> Mpodunu ayTeHTUUKALNUM HaXATb Ha KHOMKY Jl06aBUTL W yKasaTb HEOBXOAMMbIE NapameTpbl:

HaumeHoBsaHne

Onucanune

HassaHue

Hassanue npoduna

Onucanve

'Onucanue npodpuns

Bpema 6e30eCTBUA A0 OTKNIOUEHUA

JlaHHbIA NapameTp onpeaenneT, Yepes CKombko cekyHa UserGate WAF nepesenet nonb3osatensa u3 Known users B Unknown users npu HeakTMBHOCTH M0Mb30BaTeNa (OTCYTCTBUM CETEBbIX
nakeToB ¢ IP-aapeca nonb3osatens)

BpemaA M13HU
ayTeHTUd 4

[laHHbI NapameTp onpesenseT, Yepes ckonbKo cekyHn UserGate WAF nepesenet nonbsosatena 3 Known users 8 Unknown users. o NpouCLLECTBUM yKa3aHHOTO BPEMeHU Nosb3oBaTento
noTpebyeTcA NOBTOPHO aBTOPU30BaTLCA Ha Captive-noptane

Uncno HeyAauHBLIX NONBITOK
layTeHTUdUKaLMK (NoKanbHble
Tenu)

PaspelueHHOoe KONMYECTBO HeyAauHbIX NOMbLITOK aBTopusaumu yepes Captive-nopTan A0 GOKMPOBKM YHETHOM 3anMcH Nonb3osaTena

Bpema 610KUPOBKN NOKaNbLHOro
Tens

Bpems, Ha KOTOPOE GNIOKMPYETCA YYETHAA 3anuch NONb30BATENA NPU AOCTUXKEHUM YKA3AHHOTO YNCNA HeYJauHbIX MOMbLITOK aBTOPU3aLIUK

MeTonbl ayTeHTUHUKaUUM

CosaaHHble paHee MeToAbl ayTeHTUdUKALMK NoNb3oBaTenei, HanpuMep, cepsep ayTeHTUduKaumu Active Directory unu RADIUS. Ecnu yrkasaHo 6oriee 0AHOro MeToAa ayTeHTUdUKALUHN, TO OHM
GynyT MCNONb30BATLCA B NOPAAKE, B KOTOPOM OHW NEPEUMCIIEHbI B KOHCOMH.

Tawke BO3MOXHO MCNONIb30BaHNE BCTPOEHHbLIX MEXaHW3MOB ayTEHTU(MUKALNM, TaKNX KaK:

o I Z

— ayTeHTud no 6ase AaHHbIX NIOKANbHO 3aBEAEHHbIX NOMb30BaTEeNe.

anHﬁTb NONUTURY — He TpeéyeTCﬂ ayTequ)uKaumn, HO, Npexae Yem Nosy4uTb AOCTYN B UHTEPHET, NoNb3oBaTeNb A0/MKEH COrMacuTbCA C MONUTUKOM UCNONL30BAHWUA CETH. ,ElaHHblﬁ ™n
ayTeHTUDUKALMN HEOOXOAUMO MPUMEHATL COBMECTHO C Npodunem Captive-nopTana, B KOTOPOM UCMOMb3yeTCA CTPaHULa asTopusaumn Captive portal policy.

HTTP Basic — ayTeHTuduKauma ¢ nomoLbio ycrapesiuero metoaa HTTP Basic.




MonuTtuku cetn



MexceTeBOM 3KpaH

Product: WAF
Version: 7.7.x
Technology: Firewall

C NOMOLLLIO NPaBK MEXCETEBOro 3KpaHa aAMUHUCTPATOP MOXET PaspeLLnTh UK 3anpPEeTUTL 060/ TUN TPAH3UTHOTO CETEBOro TpaduKa, NpoxoadLLero Yepes UserGate WAF. B kauecTse YC/IoBMil NpaBuna MoryT BeICTynaTh 30Hb! 1 IP-aapeca
UCTOYHUKA/HA3HAYEHWS.

Co0BbiTHA cpabaTbiBaHWA NPABUN MEXCETEBOTO 3KpaHa 0TOBPaXatoTCA B XypHane Tpaduka ( ypHanel U oTueTsl - MypHan TpacuKa ) npyu BrIloYeHUM napameTpa MypHanupoBaHue B napameTpax npasus.

Mpumeyanuellpasuna NPUMEHAIOTCA NOOYEPEAHO CBEPXY BHU3 B TOM NOPAIKE, B KOTOPOM OHM yKa3aHb! B CTIMCKE. BLINONHAETCA TOMLKO NepBoe NPaBuIIo, ANA KOTOPOTO COBMAM BCE yKa3aHHLIE B HEM yCoBuA. 3T 3HAUMT, 4TO Bonee
cnelnduyeckue Npasuna A0MKHLI GbiTb BhILLE B CIUCKE, Yem Bonee obLume npasuna. UcnonbayiTe KHonku Beitue/Hwke, Hasepx/BHua unu neper: MbiLLbO ANA nopsaxa npi npasun.

MNp! OK M MeHAEeT AeiCTBUE YCNOBUA Ha NPOTUBOMOSOXHOE, YTO COOTBETCTBYET noruyeckomy «HE» (oTpuuanme).

MNMpumeuanneEcnu He cO3AaHO HM OAHOTO NPaBUNa, TO NOBOI TPaH3NTHBIN Tpad Kk uepe3 WAF sanpeLleH.
Uto6bl CO3AaTH NPABUIO MEXCETEBOTO SKPaHa, HEOBXOAMMO HaXaTb Ha KHOMKy Jlo6aBuTL B pasnene MoNUTUKM ceTH -> MeCETEBOM 3KPaH ¢ yKasaTb HEOOXOAUMBIE NAPaMETPbI.

JinA cpabaTkiBaHuA Npasuia HeoGX0ANMO, 4TOGLI COBNANM BCE YCTIOBHUA, yKasaHHBLIE B NapameTpax npasuna.

HaumeHoBaHue Onucanue
BrnoyeHo BrntoyaeT unu oTKIIo4aeT Npasuno
Hassanue HassaHue npasuna
OnucaHue 'Onucanue npasuna

3anpeTuThb: 6NOKMpYET TpaduK.
\dencTBUe
Pa3spewnTb: paspeluaet Tpaduk

HacTpofika AaHHOro NapameTpa AOCTYNHa ANA npaswn, 6nokupyioLnx Tpaduk (Bbi6paHo AelicTere 3anpeTuTs). MapameTp MOXET NPUHUMATL OAHO M3 CRIeAYIOLIMX 3HaUeHHUiA:
« He BbiBpaH.
« Moceinate ICMP host unreachable: 6nokuposka Tpaduka ¢ oTnpaskoi ICMP-coobLyeHus.
OT6pocuTb U
« Mockinate TCP reset: 6nokupoBka Tpaduka ¢ 0TNpaBKoii coobLLeHNs 0 paspbie TCP-coeanHeHuA.

BaxmHo! Mpu BbiGope aeiicTeus Mockinate TCP reset Heo6xoAMMO ykasaHue cepaiuca (Bknaaxka CepBuc), CNONbaytoLLero npoTokon TCP.

« Mocsbinatb TCP reset B 06e cTOpoHbI : 6r10KMpoBKa TpaduKa ¢ 0TNPaBKoi cooBLerHna o paspbise TCP-COBAMHEHNA KITMEHTY U cepBepy

3anuceiBaeT B XypHan MHpOpMaLuio o Tpaduke npu cpadateiBaHum npasuna. BosMoxXHb! BapuaHTbl:

« MypHanupoBaTb Hauano ceccuu. B aTom cnyyae B XypHan Tpaduka OyaneT 3anuckIBaTLCA TOMBKO MHMOPMALMA O Havane Ceccuu (Nepebiii nakeT). OTO PeKoMeHAYeMbli BapnaHT XypHanMpoBaHHs.
ypHanuposanue
« ¥ypHanupoBaTb Bce ceTeBble NaKeTbl. B 3ToM cyuae OyAeT 3anMchiBaThCA HGOPMaUWA O KAX/IOM NepeaaBaemomM CETeBOM nakeTe. [nA AaHHOro PexvMa PEKOMEHAYETCA BKIKOUATh SIMMUT JKypHANMpOBaHUA

ANA NPeAoTBPALLEHUA BbICOKOM 3arpysKu yCTporcTea.

« Hert. B a10M cryyae uHdopmauua He GyaeT sanuchiBartses

MpuMeHUMOoCTL Npasuna:

Npumenuts « Bce naketbl.
npaBuno K « TonbKo PparMeHTUPOBaHHbIE NaKeThl.

« TonbKo HepparMeHTUpOBaHHbIE NaKeTh!

3oHa, cnucku IP-aapecos, cnucky reo IP-anpecos, CUCKM MMEH IOMEHOB UCTOYHWKA TpaduKa.

BaxHo! CTpOKM C CUMBONIOM ™' B CIUCKAX UMeEH AOMEHOB He paboTaroT (MTHOPUPYHTCS).

Kaxabie 5 muiyT WAF npon3soanT paspelueHre AoMeHHbIX UMeH B IP-aapeca 1 XpaHUT NONyYeHHbIR pesynbTaT BO BHYTPEHHeM Kalue Ha BpemMA xu3Hu DNS-3anucu. Mo ucteuennn spemenu xusun WAF aBTomaTUyecku
o6HoBNAET 3HaueHue IP-aapeca.

UcToUHMK
BaHo! O6paboTka Tpadmka NPOUCXOAUT MO CrieAytoLen NormKe:
« ycnosua o6beanHaoTeA no UIN, ecnu ykasaHbl HECKONBKO CMIMCKOB |P-aapecos n/unm NoMeHoB;

« ycnoeua o6beanHsoTCA No U, ecnu ykasaHel GeolP 1 cnvcku IP-aapecos u/unu 1oMeHoB

3oHa, cnucku IP-aapecos, cnucky reo IP-aapecos, CNUCKM MMEH JOMEHOB HasHauYeHUA Tpapuka.
BaxHOo! CTPOKM C CUMBOSIOM ™' B CIUCKAX UMEH IOMEHOB He PaBoTakoT (MTHOPUPYHOTCS).

Kaxable 5 MuHyT WAF npoussoaunT paspelueHue I0MeHHbIX MeH B |P-aapeca u XpaHuT NonyyeHHBIi pesynbTaT BO BHYTPEHHeM Kalle Ha Bpems xu3Hu DNS-3anucu. Mo ucteuerun spemenn xusin WAF asTomaTnuyecku
06HOBNAET 3HaueHue IP-aapeca.

HasHauenue
BanHo! O6paboTka Tpadmka NPOUCXOAUT MO CrieAytoLen NoTuKe:
« ycnosua o6beauHaioTca no UIW, ecnu ykasaHbl HECKOMBLKO CrIMCKOB |P-aapecos u/unu AoMeHOs;

« ycrnosua o6beanHaoTcA no U, ecnu ykasasl GeolP 1 cincku IP-aapecos u/nu AOMEHOB

Bpema MHTepBant BpeMeHu, Koraa npaBuno akTMBHO

CraTtucTuka cpabarsiBaHnA AaHHOMO npasuna: oBLee KONMYecTBO cpabaTbiBaHmit, BpeMA NepBoro 1 NocreAHero cpadarbiBaHui, a Tawke Tabnuua cpabartbiBaHmil N0 NPUIOKEHUAM.
UcnonbsosaHue
UT06bI COPOCHTE CUETUMK CpaBaTkIBaHHii, HEOGXOAMMO BbIAENUTL NPABHNA B CIICKE U HaxaTb COPOCHTL CUETUMKM

UcTopua Bpems cO3AaHMA M NOCIEAHEro U3MEHEHHA MpaBua, a Takke 3an1ck XXypHana coBbiTi, OTHOCALUMECA K AaHHOMY Npasuly: AoGaBneHue, 0OGHOBNEHWe NpaBuna, M3MeHeHWe NO3UUMK NPaBUna B CrIMCKe U T.N




HacTtpoiika ny6nukayuu Be6-cepsrcos



My6nukauna se6-cepsucos

Product: WAF
Version: 7.7.x

UserGate WAF noaaepxueaet ny6nuxaumio e6-cepsucos. [IocTyn k e6-cepsucam v 6e30macHOCTb COGAMHEHHI C HUMW KOHTPOMMPYIOTCA HACTPauBaeMbIMU Npasunamm nyGmuKauum.

Pexum ny6nukauuu npenocTasnseT cneayiollue Bo3MOXHOCTH:

BanaHcupoBKa Harpy3sku. Ecnv 06pa6oTky 3anpocos K BeG-CepBuCy BINOMHAIOT HECKONLKO BeO-cepaepos, UserGate WAF MOXeT paBHOMEPHO pacnpeAenaTh 3anpockl MeXly HUMU U TeM CambiM NpeaoTepaLaTs neperpysxy
OT/eNbHbIX BEO-CEPBEPOB.

MoameHa nyTen. UserGate WAF MOXeT BbINOMHATL NOAMEHY MyTel M AOMEHHbIX MMEH B 3anpocax, Nomoras Takum 06pasom pasaeniTs Tpaduk ANA pasHbix Be6-CepBrcoB.
Ynpaenenue foctynom k Be6-cepeepam. UserGate WAF MOXET 6/10KUpOBaTL NOMbITKM A0CTYNA MO MAEHTU(GUKALUOHHOM CTPOKE KIIMEHTCKOrO NPUMOKEHUA (Useragent) u HexenarenbHsIM aapecam.
Moanepmka SSL-noaxntouenuna. UserGate WAF MOXeT BbINONHATH LWM(POBAHHUE W pacluMppoBaHUE 3anpoCcoB U OTBETOB, YTO NO3BONAET CHU3MTL HArPy3Ky Ha BeG-CepBeps! U MOBLICUTL UX NPOU3BOANUTENBHOCTL.

CurHaTypHbIi aHanus Tpaduka. Mpasuna nyénukaLmm ¢ noakoueHHsIMn WAF-Npodunamu 6e30nacHocTy 3almuiaoT Be6-cepsuck! OT atak v Apyrux yrpos 6esonacHocTu. Moapo6Hee — B pasaene « HacTpoiika
napameTpos 6esonacHocTt WAF».

®dunbTpauus WebSocket-Tpaduka. UserGate WAF noanepxmsaet o6men Tpadukom no npotokony WebSocket 1 obecneunsaet 6esonacHocTs yctaHosnenua WebSocket-coeanHenmit. MoapobHee — B pasaene « 3awmuta WebSocket-
COeANHEHWH».

MpoBepKa ¥ NapcHHT AaHHLIX B popmate JSON. Mpasuna nydnmkauuu ¢ NoAkioueHHsIM1 JSON-npodunamm 6e30nacHoCTH NPOBEPSIOT 3aNpockl C AaHHLIMK B popmaTe JSON Ha X KOPPEKTHOCTb U COOTBETCTBUE 3adaHHOM
cTpykrype. MoapoGHee 06 aTom — B pasaene «OB6padoTka 3anpocos ¢ AaHHbIMM B dopmate JSON ».

Mposepka 1 NapcuHr AaHHbIX B popmate XML. Mpasuna nydnukaumm ¢ noakmo4eHHsIMM XML-npodunamMn 6e30nacHOCTM NPOBEPAIOT 3anpock! C AaHHbIMM B dopmate XML Ha 1x KOPPEKTHOCTL M COOTBETCTBUE 3aAaHHOM
cTpykType. Moapo6Hee 06 aTom — B paszene «O6padoTka 3anpocos ¢ AaHHbIMM B dopmate XML ».

[o] IP-appeca . UserGate WAF moxeT aHanuanpoBatb 3aronosku HTTP-3anpocos, 4To6kl onpeaenuTs peanbHbiit IP-aapec. Moapo6Hee — B pasaene « HacTpoiika GYHKUMK onpeaeneHua
peanbHoro IP-agpeca».

®dunbTpauua TpaduKa, 3aKoAMPOBAHHOTO No cTaHAapTy Base64. MoapobHee — B pasaene « unbTpauna 3aKOAMPOBAHHOIO TpADUKA ».

Yro6bl OnyBnuKoBaTh BEG-CEPBHUC:

1. CospaiTe 0IMH UMM HECKOMBKO CEpPBEPOB NyGNuUKaLuu.

2. Ecnv AnA A0CTyna K Be6-CEPBUCY MCMONb3YIOTCA HECKOMLKO CEPBEPOB, CO3AalTe ANA HUX NPaBUNO 6anaHCUpOBKA.

3. Cospaiite npasuna ny6nmkaymuu, Kotopsle ByayT onpeaenaTb yCnoBus Nybnukauumu BeG-cepeiucoB BbIOPaHHBIM CEPBEPOM Ui GanaHCUPOBLLMKOM.

BanHo!lpasuna ny6nukalmui NPUMEHAIOTCA CBEPXY BHU3 B CCKe Npasun. CpabaTsiBaeT TOMLKO NepBOe NPasmso NyGnUKaL MM, ANA KOTOPOTO COBMAM BCE YCNOBMA, YKasaHHbIe B NapameTpax npasuna.

4. B pasaene Hactpoiiku - CeTb - 30HbI B napameTpax KOHTPONA AOCTYNa TOM 30HbI, B KOTOPOM HEOGXOAUMO PaspeLLnTb AOCTYN K BHYTPEHHUM pecypcam, paspelumte cepeuc  Reverse-npoKcu.

Co3spnaHue cepBepa nyénukaunu

Yro6bI co3aath cepeep NyGnuKaLum:

1. B pasnene Monutuka - Ci y HaXMuTe b.

2. B okHe HacTpowka y yKaXK1TE , IP-anpec unu FQDN v TCP-nopT cepsepa ny6nukauuu.
3. Ecnu Heo6x0aMMO, HACTpOITe OCTanbHble NapameTpsl:

« YcraHosuTe ¢pnaxok HTTPS no cepBepa, 4To6bl BbINOMHATL Nepeaayy Tpaduka no satyuileHHoMy coeanHermno ot UserGate WAF o cepepa ny6nukaumu. Ecnu 10T $naxok ycTaHoBmneH, y6eAnTeCk, YTo Ha Lware 2 Bbl
yKasanu nopT AnA 3alyULieHHOro COeANHEHUA.

« YcraHosuTe pnaxok MposepATh SSL-cepTUdMKaT, UTOGEI BKIHOYMTE NPOBEPKY NOANIMHHOCTH SSL-cepTUdUKaTa, yCTaHOBNIEHHOTO Ha cepeepe Nybnukaumu. [locTynHo, ecnu yctaHosneH gpnaxok HTTPS no cepeepa.

« YcTaHosuTe dpnaxok He u3ameHATh IP-aApec MCTOUHMKA , 4TOGLI COXPaHATL OpUriHanbHLIN IP-aapec UcTouHMKa B 3anpocax. Ecnu ¢naxok cHAT, IP-aapec UcTouHmKa 3ameHseTcA Ha IP-aapec UserGate WAF.
BaHo!Ecny ycTaHoBneH Gnaxok «He u3MeHATb IP-aapec UCTOUHMKa», ANA KOPPEKTHOW PaBoThl HEOGXOANMO HACTPOUTL MapLUPY TU3ALMIO TakuM 06pa3om, YTOBkI cepsep NyGnMKauumM oTBeYan Yepes TOT e CeTeBoi UHTepdelic
UserGate WAF, ¢ KOTOPOro NpuxoAnT 3anpochl KIMEHTOB. [lnA aToro Ha cepeepe Ny6nuKaLui B Ka4ecTBe LUMo3a No yMOnYaHuio MOXHO ykasaTb UserGate WAF uin MOXHO HAaCTpOUTL CTaTUyeckue MapLupyThl uepes UserGate

WAF ans «Genbix» IP-afpecoB UCTOUHMKOB.

4. CoxpaHuTe M3MEHEHHA.

SanchupOBKa Harpyskuv Ha cepBepbl I'Iy6]1VIKaL|VIM

Ecnu ana aoctyna K Be6-cepeucy pasBepHyTO HECKONBKO CepBepoB Ny6nnKkauny, Bbl MOXeTe pacnpeAenaTh KTMEHTCKWE 3anpockl MeXay HUMM C NMOMOLLLIO NPaBun 6anaHCHPOBKM Harpyaki.

Yto6Ll co3aaTL NPaBNo GanaHcMpPOBKM CEpBEpPOB NyGnMKaLuy:

1. B pasaene Monutuka - CepBepsl ny coszaite cepeepbl Ny6nukaLmu Be6-cepncoB. YoeauTech, 4o B okHe HacTpoiika cepsepa ny6nuKauuu Ara KOXKIOrO CepBepa, KOTOPLIi yuacTByeT B GanaHcupoBke, B
none Aapec cepBepa yxasaH |P-aapec.

2. B pasgene Monutuka Ed HaxmuTe Jlo6aBuTh.

3. B okHe HacTpoiika Ha Brnaake OBLUMe yKaxuTe HasBaHWe Npasuna 1 BKIKOUNTE ero.

4. Ha Brnaake CepBepbl ny6nukayum ao6asbTe cepsephbl, Ha KoTopble ByAeT pacnpeaenaTbea Harpyska.

5. CoXpaH1TE U3MEHEHHA.

CosgaHue npaBuna ny6nukayun

Mpasuna nybnukaLmm No3BONAIOT GUNLTPOBATL 3aNPOCH K BEG-CEPBUCAM, KOHTPOMMPOBATL AOCTYM K HUM U 0BecrneunBaTh 6e30nacHoe COeanHeHHe.

Co3paaHHbIe Npasuna NPMMEHAIOTCA NOOYEPEIHO CBEPXY BHU3 B TOM MOPAZKE, B KOTOPOM OHM YKa3aHbl B CNUCKe. BhINOMHAETCA TONMBKO NepBoe NpasuIio, ANA KOTOPOTO COBNas BCE YKasaHHbIe B HEM yCNoBMA. OTO 3HAUUT, uTo Gonee
cneyudmryeckre npasuna JOMkHbI ObiTb Bhillie B CNUCKe, YeM Gonee oblume npasuna. Bel MoXeTe Mbillibio NepeTackuBaTh Npasusia B CrMcke AnA nopazka np! npasun.

YT06bI CO3AATL NPaBMNO NyGnMKaLu:

1. B pasnene HacTpoiiku - Monutuka cep - N y HaxmuTe Jlo6aBuTs.

2. B okHe HacTpoiika npaeuna ny6nukaumm Ha sknaake O6wme:

« BrnlounTe NpaBuUno U yKaxuTe ero HassaHue.

« Bcnucke CepBep ny6nukaumuu Buibepute cepaep nyo. LK unm Gan kotopomy UserGate WAF ByaeT nepecbinarthb 3anpochl.

« YKkaxuTe nopthl, Ha koTopkix UserGate WAF Gyaet cnywaths BxoaALmMe 3anpocsl.
« YctaHosuTe dpnaxok Ucnoneaosate HTTPS, ecnn He06Xx0AMMO, 4TOOLI 0BMEH TPAdUKOM C KIIMEHTOM NMPOXOAWA NO 3aLLMLLEHHOMY COEANHEHMIO.

Ecnu ¢pnaxok Ucnonbsosate HTTPS ycTaHoBneH, BeibepuTe npoduis SSL, NoAAepKMBaIOLLIMiA HYXHBIE NPOTOKOMBI SSL UK OTAeMbHbIE anropUTMbl LIMBPOBAHUS 1 LMDPOBOI NOANKMCH, U CEpTUdUKAT cepaepa NyBnuKaLum
ana noanepxxku HTTPS-coeanHenus.

« C nowmoLibto napameTpa BeTaBUTL HAacTPOWTE PAcnionoXeHue Npasuna B CMCKe.
TMpumeuannellapameTp AOCTYNEH, ECTIM B CTIMCKE Y)Ke €CTb Apyrue npasuna.

3. Ha Brnaake UCTOUHMK, BbiGepUTE MUHMMYM OZHY 30HY MCTOUYHWKA TpaduKa, a Tawke, ecli Heodxoaumo, AobasbTe crniucku IP-aapecos unu GeolP-aapeca (He 6onee 15 aapecos), AnA KOTOPbIX ByAeT paspeLueH 0OMeH TpadHUKoM ¢
cepBepamu ny6nukaymun.

BamHo!He n06aBnaiTe B CIUCKN CTPOKM C CUMBOSIOM «*», OHU ByAyT MTHOPUPOBATLCA.

MpumeuaHneBb! Takke MOXETE HACTPOUTL NPABUIIO, UTHOPUPYIOLLIEE UCTOYHMKK TPadUKa B yKA3aHHBIX 30HaX U C BbIGpaHHbLIMU aapecamu. [na 3Toro Ha BKNaaKe «MCTOUHMK» Hy)KHO COPMUPOBATH CMIMCOK HEXENATemnbHbIX 30H U/MK
aApecoB U B COOTBETCTBYIOLUX BIOKaxX NapamMeTpoB BKIKOUUTL «MHBEPTUPOBATL.

MpumevanneKaxaele naTe MuHyT UserGate WAF BeinonHAET paspelleHne 1oMeHHbIX MMeH B IP-aapeca 1 XpaHUT nomnyyeHHbIi pesynbTaT BO BHYTPEHHEM Kalle Ha Bpema xuaHn DNS-3anucu. Mo ucteyeHnn spemenn xusnu UserGate
WAF aBTomartuuecku o6HoBnAeT aHaueHue IP-aapeca.

BamHo!O6paboTka Tpaduka NPOMCXOANT MO CrEAYIOLLE NOrMKe: YCNoBUA 06beanHATCA Mo «MITW», ecnn ykasaHbl HECKONBKO CIMCKOB |P-aapecos; ycnosusa 08beanHATCA No «M», ecnu yrkasaHsl GeolP 1 cnucky IP-aapecos.

4. Ha Bknaake HasHaueHue ykaxute IP-aapeca, HasHaueHHble Ha MHTep(EiCkl, KOTOpbIe MPUHMMAIOT BXOAALLME CoeAnHeHuA. DTOT napameTp creayeT HacTpausaTtk, Koraa Ha oanH uHTepdeiic UserGate WAF HasHaueHO HecKonbko IP-
a/IpecoB NIMB0 HECKOMBKO MHTEPHENCOB NOAKTIOUEHBI K CETH.

MpumeuanneBbI Takke MOXETe HaCTPOUTL NPaBHIIO, UTHOPUPYIOLLEE BXOAALUME COBANHEHMA Ha yKasaHHbIe aapeca. [A 3Toro Ha BriajKke «HasHaueHue» ykakuTe aapeca U BiiltoumTe «MHBEpTMpOBaTL».
BamHo!O6paboTka Tpaduka NPOUCXOANUT NO CreaytoLLeit NOTUKe: YCroBusa 06beanHaloTea No «MI», ecnu ykasaHsl HECKOMBKO cnuckos IP-aapecos.

5. Ha Brnaake NMpodunu 6e30nacHOCTH Npu HEOBXOAUMOCTH NOAKTIOYMTE HyXHbIe Npodunu. MoapobHee 06 aToM — B pasaenax « HacTpoiika napameTpos 6esonactoctu WAF », «3awmra WebSocket-coeanHetuit», «QbpaboTka
3anpOcoB ¢ AaHHbIMK B dpopmate JSON», «O6paboTka 3aNPOCoB C AaHHLIMM B hopmate XML ».



https://docs.usergate.com/nastrojka-parametrov-bezopasnosti-waf_3306.html
https://docs.usergate.com/zashita-websocket-soedinenij_3308.html
https://docs.usergate.com/obrabotka-zaprosov-s-json-dannymi_3400.html
https://docs.usergate.com/obrabotka-zaprosov-s-dannymi-v-formate-xml_3413.html
https://docs.usergate.com/nastrojka-opredeleniya-real6nogo-ip-adresa_3303.html
https://docs.usergate.com/fil6traciya-zakodirovannogo-trafika_3307.html
https://docs.usergate.com/nastrojka-parametrov-bezopasnosti-waf_3306.html
https://docs.usergate.com/zashita-websocket-soedinenij_3308.html
https://docs.usergate.com/obrabotka-zaprosov-s-dannymi-v-formate-json_3400.html
https://docs.usergate.com/obrabotka-zaprosov-s-dannymi-v-formate-xml_3413.html

6. Ha srnaake Be6: HaXMUTE b 1 YKaXKUTE NyTb K OAHOMY M/ HECKOMBKMM BEG-CEpBHCaM, 3anpochl K KOTOPbIM ByAeT o6pabaTsiBars Npasumo.

Mpumeuannedopmar sanucu: <host>/<path>, rae <host> — oBasatenbHbIi NapaMeTp (CoBNaAEHUE CTPOroe, HanuuKe U OTCYTCTBUE CUMBONA «/» B KOHLE Ha3BaHWA y3na 6e3 nyTu paBHO3HAYHO; BCe HA3BAHWA Y3108 MPUBOAATCA K
HWKHEMY perucTpy.), a <path> — HeoBAsaTenbHbIN, 6e3 KOTOporo ByaeT BLIBGUPATLCA NGO NyTh (CoBNAAEHKe NpedUKCHoe, He cTporoe). Mpu ykasaHuu NyTu anA  <host> B KAYECTBE MACKM MOXHO UCMONL30BATL CUMBON *. Hanpumep,
3anuck *.example.org coOTBETCTBYET Kak www.example.org, Tak 1 www.sub.example.org.

BamHo!Cneayet yKaseiBaTh Te Be6-CepBuChI, NYBGMKaLmIo KOTOPLIX 0BecneunBaeT cepsep, BeIOPaHHbI Ha ware 2. B npoTMBHOM Cryyae npasuno cpadoTaeT HEKOPPEKTHO.

7. Ha rnazke Useragent, ecnv Heo6xoanmo, 106aBbTe MAEHTUOUKALIMOHHBIE CTPOKN KITMEHTCKUX Opay3epoB, ANnA KOTOPLIX ByAeT paspelleH 06MeH TPapU KoM C BE6-cepeucamu.

TMpumeyaHneBsI TaKKe MOXETE HAaCTPOUTL NPABUIO, UTHOPUPYIOLLEE ONpeAeneHHsle Bpaysepkl, 3anpalunsatolLMe A0CTYN K BeG-cepaepy. JInNA aToro Ha Briajke «Useragent» Hy)HO CHOPMUPOBATL CMIUCOK HEXenaTenbHbIX 6pay3epos 1

BKIOYUTL «MHBEPTUPOBATE».
8. Ha Brnaake MoameHa nyTeit, ecnu Heo6XoAMMO, HACTpoiTe nepeonpeaenetue nyteit URL. MoapoGHee o noaMeHe nyTei — B pasaene Hiuxe.

9. CoxpaH1TE U3MEHEHHA.

MoameHa nyTeit B npaBunax nyénukayum

MoameHa nyTeit B Npasunax nyGnukauuu ucnonsayerca Ana moandukaumn HTTP-3anpoca nons3osatens. Mpasuno nyénukayumn o6padateiBaeT 3anpoc, BLINOMHAA B HEM NOAMEHY MyTH, 1 NepeaaeT MOAUPULUPOBaHHbIM 3aNpOC Ha YKa3aHHbIH

cepsep ny6nukaumuu. Be6-cepauc, 0CTyN K KOTOPOMY KOHTPONMPYETCA 3THUM CepsepoM ny6nukaumy, nonyyaeT 1 odpabaTsiBaeT MOAMBUUMPOBAHHII 3aNPOC W BO3BPALLAET COOTBETCTBYIOLMIA 0TBET. Takum 06Pa3oM Bel MOXETE YNpasnATs
paspenexunem TpaduKka AnA pasHbix CEPBUCOB.

YT06LI HACTPOUTL NOAMEHY NyTeit B NPasune NyGnuKaLmMu:

1. B pasnene Hactpoiiku - Monutnka cep -0 y cosaaiite unu BeiGepuTe Npasuo.
2. B okre Hactponka npaeuna ny6nukauum Ha exnazke Moamena nyTei ycraHosute dpnaxok MoameHa nyTei.
3. Haxmute JI06aBUTL 1 YKKATE NyTH NOAMEHBI OAHUM WK ABYMS CIOCOGaMMU:
« MyTn ana noameHbl. 3anonHuTe BpyyHyO Nona, rae:
o M3MeHNTb ¢ — fomeH u/unu nyTb URL, KOTOpBIi TpeByeTcA M3MEHUTL.

o UN3meHHTL Ha — nomeH u/mnu nyTe URL, Ha KoTopbIit TpeGyeTcA 3aMeHNTL CTapblit.

« Be6-cepeuchl. B kauectse gomeHa u/mnu nyTn URL, KoTOpbIit TpebyeTca UameHUTb, BuibepuTe BeG-CepBuC, yKasaHHbIN Ha Brnaake Beb: 1 B none b Ha YKX1TE ANA HEro COOTBETCTBYIOLLMI AOMEH W/MNK NYTb
P! y P! peoy: P! P Y Y y! Yy’

URL, Ha KoTOpbIi TpeByeTcs ero 3aMeHu!Tb.

MpumeyaHneBbl MoXeTe HacTpauBaThb NOAMEHY NyTeH U ANA KUPUNNUYECKNX JOMEHOB.

Hacrpoiika npasuna ny6nnkaunu

O6wwe = Wcrounuk  MMpodunm H: B P! Useragent | Moamena nyTed
| Noamexa nyreit @
© Nobamurs v | | j Pepaxruposars. © Yranams KonuposaTh
Msuennts ¢ smenus va
example.com/path1 example local/path2
4 Bouwe § Huxe
© Tpasuna nepeaspecalyin IPMMEHAIOTCA CBEDXY BHM3 B CMIMCKE NPasuA. CpaaTbiBaeT TO/BKO NEPBOE NPABANO NepeajipecaLiny,
LN KOTOPOTG COBNAnY BCe YCNOBHA

IS

. CoxpaHuTe npasuno.

Mpu obpaboTke HTTP-3anpoca npasuno nyGnukayui cpaboTaet, ecin NyTb, ykasaHHbIi Ha Briaake Be6-cepeucel, cosnaset ¢ nytem URL B HTTP-3anpoce. 3atem npoucxoauT noamewa nyti 8 HTTP-3anpoce, eciv oHa npeaycMoTpeHa
cpaboTaBLUMM NPaBUIOM: NATTEPH U3 NonA U3MEHUTL C MEHAGTCA Ha NaTTepH 13 nona U3meHuUTb Ha. Ecnv 3anpoc nonk3osatena He nonageT HY NOA OAHO MPaBMNo NyBnMKaLum, B OTBET Ha Hero OyaeT nonyyeHa owwobka: 403 Forbidden.
YcnoBuA NpoBepK1 COOTBETCTBUA

CuHrakeuc HTTP-3anpoca npeacTaenaeT co6oi cneaytoLLyto nocneaoBaTensHocTb: <schemes://<host>:<port>/<path>.

MatTtepH B none U3MeHUTL C COCTOMT M3 NocneaoBaTensbHocTu <host>/<path> u AoMKeH yA0BNeTBOPATL CNeAyoLMM YCOBUAM:

<host> — o6AzaTenbHeIit napameTp. CoBnaaeHne CTPOroe, Hanuuue 1 OTCYTCTBUE CUMBOMIA «/» B KOHLE Ha3BaHWA yana 6es nyTu pasHosHauHo. Bee y3nos

p ITCA K y perucTpy.

<path> — HeoBaszatenbHbIi napameTp. bes Hero ByaeT BriGupaTseA NtoGoit nyTh. CoBnaaeHue NpeduKCHoe (He CTPoroe).

MatTepH U3 nonA MU3MEHNTB C 1 NaTTepH 13 nona U3MeHNTL Ha A0MKHbI 003 N0 3aKaHUMBATLCA CUMBOSIOM «/», IMGO HE COAEPXaTb €ro B KOHUE. B NpoTUBHOM Crlyyae noameHa nyTeit cpaboTaeT HEKOPPEKTHO.

Cxema (<scheme>) 3anpoca UrHOPUPYeTCA W He N3MEHABTCA.

MopT (<port>) 3anpoca MrHOPUPYeTCA U He U3MEHAeTCA.
IMpu coBnaneHny 3anpoca 1 MCXOAHOTO NaTTEPHa NPaBUI0 CYUTAETCA CPadoTaBLIMM.

B tabnuue Hxe NpuBeAeHsl NpUMeps! cpadaTkiBaHui NaTTepHOB.

U ¥ naTTepH B y n p Ha p! P n p Ha KoTopble npaBuno He cpaboTaeT
« test.dev
- test.dev/ - abc.com
test.dev « test.dev/* » test.develop
« http:/test.dev « test.dev.lol
« test.dev:<nioBoi nopt>
- testdeV - abc.com
tesT.deV « tesT.deV/ » test.develop
« TEST.dev « test.dev.lol
« test.dev/co*
« test.dev.lol/co”
test.dev/co - http:/test.dev/co*
« test.dev/kool*
« test.dev:<nioBoi nopt>/co*




7 NaTTepH B y n Ha p p n p Ha KOTopbIe NpaBuno He cpabotaeT

http://test.dev

http://test.dev/*

http://test.dev hitp://test.dev:<nioboii nopt> » http://test.develop

http://test.dev:<nto6oi nopt>/

http://test.dev:<nioBoi nopt>/*

http://test.dev/co*
http://test.dev/co « http://test.dev/cool*
http://test.dev:<nto6oi nopT>/co

Mpumepbl cpabaTbiBaHMA NOAMEHBI NyTeN
PaCCMOTpMM AeTanbHee Noruky paﬁOTbl noaAMEHbI I'IyTel‘:i.

Jna atoro cospanvm npasuo test.dev/exa - test.dev/ad/test u caenaem HeCKOMLKO 3aNpocoB.

ICTPOKa NpaBuna ny6nnKaLn1

Obwwe | Wctounmk  Mpodunu B D! Useragent | Mommena myTeit
| Nonwena nytei @
© Robasute v PepaxtnposaTs Yaannte Konnposats
VsuenuTs ¢ VsuenyTs Ha
test dev/exa test dev/ad/test
* Boue 3 Hime
@ Tpasuna nepeajpecaliyy NPMMEHAMTCA CEEXY BHUS B CTIMCKe NPasyA. CpasaTsiBaeT TONbKO NepBoe NPasHNo NepeaapecaLi,
LNR KOTOPOD COBNANH BCE YENBHA
=3 -~

1) 3anpoc Ha test.dev/exalala.

MapameTp path = /exalala. U3 Hero ybupaeTtca path natTepHa u3 nona M3MeHUTB C, B AaHHOM npumMepe youpaeTca /exa. OcTaBLIaAcA yacTb: lala.

MMpy naneHewLwe KOHBEPTALMM BepeTCA NOyYeHHBI 0cTaToK lala u A06aBnAeTCA K KOHUy path naTTepHa u3 nona M3MeHMTB Ha, To ecTb: /ad/test + lala. B uTore, nocne npeo6pasosanua, napameTp path nonyuyaet sHaueHue /ad/testlala.
Takum 06pasom, KoHeUHbIH 3anpoc ByaeT oTnpasneH no aapecy test.dev/ad/testlala.

2) 3anpoc Ha test.dev/exa/vvv.

Mapametp path = /exa/vvv. U3 Hero ybupaertcs path nattepHa 13 nons U3MeHUTb €, B AaHHOM npumMepe youpaetcs /exa. OCTaBLIAACA YacTb: /VVV.

Tpu nanbHeiiLei KOHBEPTALMK GEPETCA NOMYUYEHHBIA OCTATOK /vVV U A0BABNAETCA K KOHLY path naTTepHa u3 nonA MaMeHuTs Ha, To ecTe: /ad/test + /vvv. B uTore, nocne npeobpasosaHus, napameTp path nonydaet sHaueHne ad/test/vvv.

Takium 06pasom, KoHeuHbIl 3anpoc ByAeT OTnpaBneH no aapecy test.dev/ad/test/vvv.



HacTpoiika onpeaenenuna peanbHoro IP-agpeca

Product: WAF

Version: 7.7.x

Koraa mexay Be6-knmeHTom 1 y3nom WAF HaxoAATCA NPOKCH-CepBepbl, 6anaHcUpOBLUMKN HArpy3ku Unu Apyrie ceTeBble Y3k, B 3anpocax, NPOXOAALMX Yepes HHUX, IP-aapec HCTOUHMKA (BE6-KnMeHTa, OTNPaBMBLUEro MCXOAHbIM 3anpoc),
3ameHseTcA cobcTBeHHbIM IP-aapecom Takoro ceTeBoro yana. [ina KOpPEeKTHOro onpeaeneHua peanbHoro IP-aapeca MCTOUHMKA NPOKCH-CepBePbl Uik 6anaHCHPOBLUMKM MOTYT NepeaBaTh ero B cneynanbHeix HTTP-3aronosKax, Takux Kak X-
Real-IP, X-Forwarded-For unu nonb3oBaTenbCcKue 3arosoBKH.

B UserGate WAF ecTb BO3MOXHOCTb onpeaeneHus peanbHoro IP-aapeca uctouHuka 3anpoca no takum HTTP-3aronoekam. [laHHble, nonyyeHHble U3 3aronoskos  X-Real-IP u X-Forwarded-For, a Takke 13 Nonb30BaTEbCKUX 3arofIoBKOB, MOXHO
MCONb30BaTh ANA BLIABNEHUA NOTEHUMANbHLIX YrPO3, KOHTPONA AOCTYNa Ha OCHOBE IP-aApEecos U aHanuaa AaHHbIX O MOCETUTeNAX caiTa.

Anroputm 06pa6oTku 3aronoekoe X-Real-IP U nonb3oBaTenbCKUX 3aronoBKOB

HTTP-3aronoBok X-Real-IP nnu nonb3oBartensCKuil 3aroNoBoK UCMONb3yeTcA AnA ykasdaHuA |P-aapeca Be6-KMeHTa, OTNPaBMUBLLEro UCXOAHbIN 3anpoc. CepBepHbIe MPUMOXEHUA MOTYT UCTONb30BATH ATOT 3aro/I0BOK ANA XYPHANUPOBAHUS UK
onpeaeneHus MeCTONONOXeHHA Nosb3oBaTens. ECnu npokcu-cepsep, 6anaHcHpOBLUMK UNK ApYro CETeBOM y3en nepeAaeT 3anpoc Aanblue, 3TOT 3arofloBOK MOXET NepesantcLIBaThCA CeAyHoLUM CepBEPOM B LIeNoUKe.

Ecnu B napameTpax npasuna nyénukauuu Beidpaqa o6paboTka saronoska X-Real-IP unu nonb3oBaTesibCKoro 3aronosKa, anroputM 08padoTki STUX 3arofoBKOB BbIMAANT CIEAYHOLUM 06pa3oM:
1. Mpy nonyysennn HTTP-3anpoca UserGate WAF nposepseT 3anpoc Ha Hanuuune 3aronoeka ( X-Real-IP nnu nonb3oBaTenbCKoro 3aronoeka).
2. Ecnu 3aronoBok He HaiaeH B 3anpoce, UserGate WAF f06aBnsieT ero v 8 kayecTse peanbHoro IP-aapeca ykaseiBaeT IP-afpec ceTesoro yana, nepeAasluero 3anpoc.
3. Ecnvt 3aronoBoK HaiteH, Ho He coaepkuT 3Haderus, UserGate WAF B kauecTse peanbHoro IP-aapeca npuumaet IP-aapec ceTeBoro yana, nepeaasLuero 3anpoc, ¥ 4o6asnseT ero B 3arofloBoK.
4. ECnv 3aronoBoK HalieH U coaepxuT sHaueHue, UserGate WAF BuinonHAeT nouck IP-aapeca ceTeBoro yana, nepeaaslLuero 3anpoc, B CrIMCKe A0BEPEHHLIX MCTOUHWKOB:
« Ecnu IP-anpec ceteBoro y3na He AaBnAeTcA AoBepeHHbiM, UserGate WAF 3ameHAeT 3HaueHue B 3aronoBke Ha 3ToT IP-aapec v npuHUMaeT ero B kayecTse peanbHoro IP-aapeca.
« Ecnu IP-anpec ceteBoro y3na ABNAeTCA A0BEPEHHbLIM, 3HAYEHUE B 3arofoBKe NPOBEPAETCA Ha cooTBeTCTBUE dopmaTy IPv4/IPvE:
= ecnu popmar KoppekTHbIi, UserGate WAF npuHumMaeT 3HaueHue, ykasaHHOe B 3arosioBKke, B kayecTse peanbHoro IP-aapeca;
o ecnu popmart HekoppexTHbIi, UserGate WAF 3ameHAeT 3HaueHue B 3arofnioske Ha IP-aapec ceTeBoro yana, nepesasLUero 3anpoc, U NPUHUMAEeT ero B KauecTse peanbHoro IP-aapeca.

5. Mocne 06paGoTky 3anpoca 3HaueHHe 3aronoeKa, NPUHATOE Kak peanbHbii IP-aapec, COXpaHAGTCA B 3aMUCAX XypHana Be6-10CTyna, a 06paboTaHHLIe 3aNPOCk NEPEAAloTCA Ha aHanu3 U AanbHeLylo 06padoTKy B COOTBETCTBUM C
npas1namm U NonuTHkoi GesonacHocTi B UserGate WAF. Mpu cpabatbiBaHnu npasunia ny6nukaLmn B 3anucax xypHana cpadaTbiBaHnA Takke COXPaHAGTCA 3HaueHne peanbHoro IP-aapeca.

Anroputm 06pa6oTku 3aronoeka X-Forwarded-For

HTTP-3aronosok X-Forwarded-For coaepxut cncok IP-aapecos, Yepes koTopble npoluen 3anpoc. IP-aapec Be6-knneHTa, 0TAPaBUBLLIErO UCXOAHbIN 3anpoc, A06ABNAETCA B HAYANO0 CMCKa, a Kaxabli Creaytolumii y3en nobasnsaet csoi IP-
a/Ipec B KOHeL Cnucka. OTOT 3arofloBOK MOMe3eH ANA OTCAEXMBaHUA PearnbHOro NPOUCXOKAEHUA 3anpoca, 0COOEHHO B MHOTOCTIONHBIX CETEBbIX KOHPUIypaLUaX.

Mpumep 3aronoska:
X-Forwarded-For: 203.0.113.42, 192.168.1.1, 10.0.0.1
Tne:
« 203.0.113.42 — IP-aapec Be6-KMeHTa, OTNPABMBLUErO UCXOAHBIM  3anpoc;
« 192.168.1.1 — IP-anpec nepsoro ceTesoro yana;
« 10.0.0.1 — IP-aapec BTOpOrO CETEBOrO y3na.
Ecnu B napametpax npasuna nyénukauuu BoibpaHa o6paboTka saronoska X-Forwarded-For, anroputv 06padoTki 3TUX 3arofoBKOB BbIFAAUT CHIEAYIOLLMM 0OPa3oM:
1. Mpw nonyyennn HTTP-3anpoca UserGate WAF npoeepfeT 3anpoc Ha Hanuy1e 3aronosKa.
2. Ecnu 3aronoBsok He HaitaeH, UserGate WAF fobasnseT ero v B kauecTse peansHoro IP-aapeca ykassisaeT IP-aapec ceteBoro yana, nepeAasluero 3anpoc.
3. Ecnvt 3aronoBOK HaitieH, Ho He coaepkuT Haderuit, UserGate WAF B kauecTse peanbHoro IP-aapeca npunumaeT IP-aapec cetesoro yana, nepeAasLuero 3anpoc, 1 A06asrnseT ero B 3arofioBoK.
4. Ecnivt 3aronoBOK COZIEPXKUT 3HAYEHUA U PEKyPCHUBHBIA PeXuM BeikioueH, UserGate WAF nposepAT ¢opmat nepsoro 3HaueHus (B npumepe 310 203.0.113.42) Ha cooteeTcTBME popmary IPv4/IPv6:
« Ecnu ¢popmart koppexTHblit, UserGate WAF npuHumaet aToT IP-aapec B kauecTse peanbHoro IP-aapeca.
« Ecnu popmart HexoppekTHbiit, UserGate WAF npunumaeT IP-aapec ceTesoro y3na, nepeaasluero 3anpoc, B kayecTse peanbHoro IP-aapeca.
5. ECnv 3aronoBoK COAEPXNT 3HAUEHMA 1 PEKYPCHBHBIN Pexum BrTioueH, UserGate WAF BbIN0OHAET Nouck AoBepeHHoro IP-aapeca, nocnenosaresibHO NPOBEPAA 3HAYEHUA B 3arosIOBKe:
« Ecnu nepseiii IP-aapec (8 npumepe 310 203.0.113.42) HaitaieH B cniucke A0BEpeHHbIX CTOUHMKOB, UserGate WAF npunumaeT atoT IP-aapec B kauecTse peanbHoro IP-aapeca.

« Ecnu nosepeHHbii IP-aapec He ABNAETCA NEPBbIM 3Ha4eHUEM B cricke (B npumepe a1o 192.168.1.1), UserGate WAF nposepsaeT cToAwuit nepea Hum B cniucke IP-aapec (8 npumepe a1o 203.0.113.42) Ha cooTBeTCTBUE DopMaTy
IPv4/IPv6:

o Ecnu atot IP-anpec npolen nposepky, UserGate WAF npuHuMaet ero B kayecTse peanbHoro IP-anpeca.
o Ecnu atot IP-aapec He npowen nposepky, UserGate WAF B kauecTse peanbHoro IP-aapeca npuHumaeT crneaytoLuii nocne Hero B cnmcke AosepeHHbIn IP-anpec (B npumepe ato  192.168.1.1).

« Ecnu Hu 0aHO M3 3HaueHWi B 3aronoBke He ABNAETCA AoBepeHHbIM IP-aapecom, UserGate WAF nposepseT nocneaHee 3HaueHue B 3arofoBke Ha cooTeeTcTeue popmary IPv4/IPV6 v B cnyyae ycnewHon npoBepKu NpuHumaeT
nocneaHee 3Hauyenue (B npumepe ato 10.0.0.1) B kauecTse peanbHoro IP-aapeca. B npotueHom cnyuyae UserGate WAF B kauecTse peanbHoro IP-aapeca npuHumaeTt IP-aapec ceTeBoro yana, nepeaasLuero 3anpoc.

6. Mocne 06paboTKM 3aNpoca 3HaueHMe 3aronoBKa, PUHATOE Kak peanbHeIi IP-aapec, CoXpaHAETCA B 3anMCAX ypHana Be6-a0cTyna, a 06padoTaHHbIe 3anpockl NepeatoTea Ha aHanus U AanbHeiillyio 06paboTKy B COOTBETCTBUM C
npasunamu u nonutukamu GesonacHoctn 8 UserGate WAF. Mpu cpabatbiBaHim npasuna nyGnukaLum B 3anucax XypHana cpadarbiBaHuA Takke COXpaHAeTCA 3HaueHne peansHoro |P-aapeca.
HacTtpovika ¢pyHKuMM onpeneneHunn peanbHoro IP-agpeca ucTtouHuka 3anpoca

YTo6bl HACTPOUTL (PYHKLMIO ONpeaeneHns peansHoro IP-aapeca:

1. B pasaene Hactpoiku - Monutuka -1 y BbiGepHTe NPaBMIO, KOTOPOE HEOBXOAUMO HACTPOUTh, U HaXKMHTEe PenakTUpoBaTh.
2. B okHe Hactpoiika npaBuna ny6nukauum Ha xiaake PeanbHbiit IP ycranosute dnaxok Monyuarts peanbHbiit IP.
3. BolbepuTe 3aronoBoK, U3 KOTOPOro ByAeT U3BNeKaTLCA aAPEC UCTOYHMKA 3anpoca:
« X-Real-IP.
« X-Forwarded-For. Mpu BbiGope aT0ro 3aronoska:
o NpU HEOGXOAMMOCTH YCTaHOBMTE (GNaXOK PeKYPCHBHBIH PEUM, 4TOOLI aHaNN3MpoBaTh LEenouKy |P-aapecos B 3aronoske;
o MpU HEOBXOAUMOCTH yCTaHoBUTe paxok JobaenaTe IP-aapec npeablAyLEro yana, YTo6sl aapec NpeabIAYLLEro y3na, NepeaasLUero 3anpoc, Gbin J06aBneH B KOHEL| 3aroioeka.
« Monb3oBaTenbCKuit 3aronoBok. Mpu BLIGOPe 3TOro 3arofIoBKa YKaX1Te ero HassaHue.
4. Ecnu Heo6x0anmo, B 6rioke JloBEPEHHBIE UCTOUHUKM YKAXKUTE CMIMCKU aZIPECOB UMK CeTel 0BEPEHHBIX MCTOUHUKOB 3anpoca, Hanpumep NPOKCH-CEPBEPOB 1 BanaHCHPOBLLMKOB.
5. CoxpaHuTe U3MEHEHUA.

MpumeuanneCaeneHns o peanbHbX IP-aapecax MoryT oToOpaxaThbea B pasaenax «Ataku» U «XKypHasnbl 1 0TYeThI» = «)XXypHan Be6-aoctynas.



BanaHcupoBKa Harpysku

Product: WAF
Version: 7.7.x

UserGate WAF MOXeT BbINOfHATL GanaHCMpoBKy Harpyaki Ha cepsepel MyGnmuKaium.

Monutuka -

BanaHcupoBLYMK pacnpeaenseT 3anpockl, NocTynaowue Ha IP-aapec BupTyansHoro cepsepa, Ha IP-aapeca peanbHbix cepsepos. UTo6kl HACTPOUTL BanaHCHPOBKY, HEOGX0AMMO B P:
CepBUCOB Co3AaTh Npasuna 6anaHcupoBKA.

BanaHc1poBLYMK NO3BONAET PaCcNPeAEenuTL Harpy3Ky Ha BHYTPEHHUE CepBepsl Ui GepmMy CepBepoB MyBnmMKaLmMm U MOXET BbiTh MCMONL30BaH B Npasunax ny6nukayuu. [na cosaaHma 6anaHcuposlumMka Heobxoaumo B pasaene Monutuka
p - HaxaTb JI06aBUTL ¥ yKasaTe CrieyloLLMe napameTpsi:

HanmeHoBaHue Onucanve
BrntoueHo BrntouaeT unu OTKNKoYaeT AaHHOe Npasmno
L + npaswna 6anaHcupoBKi
Onucanue Onucakue npasuna 6anaHcUpOBKM
CepBepbi ny 16paTth cepsepb! My , Ha KoTopble ByAeT pacnpesaenaTses Harpyska. Bonee noapo6HoO o ny6nuKauuyi ¢ NOMOLLbIO Npasun — B pasaene « [ly6nukauns se6-cepsrcos»



https://docs.usergate.com/publikaciya-veb-servisov_3302.html

HacTtpoiika nonuTuku 6e3onacHocTH



O nonutuke 6ezonacHocTH

Version: 7.7.x
Product: WAF
Documentation: ¥

MonuTtuka 6esonacrHocTn B UserGate WAF 3anaeT napameTpel M ypoBeHb 3aluTel Be6-cepsrcos. OHa No3BONAET NPOAYKTY 00 Tb 1 6IOKMPOBATH P Yrposel, BKtouan Haubonee onacHele ataku 13 cnucka OWASP Top 10, a
Tawke GpUNbTPOBATL 3aNPOCH!, COAePXaLMe AaHHbIE B P ¢dopmarax. B 0CTH OT HACTPOEHHbIX NapaMeTPOB MONUTHKA Be30NacHOCTH MOXeT obecneunsaTb:

3alLUNUTY BE6-CEPBUCOB OPraHU3alum OT Yrpos C NOMOLLIO AKCMepTHeIX WAF-npasur;

$unbTPaumio TpadHKa, 3aK0AMPOBAHHOTO No cTaHAapTy Base64;

3awuty WebSocket-coeanHeHuit;

06paboTky AononHUTENbHLIX HTTP-3aronoskos;

NPOBEPKY W MapPCHHI 3anpocoB € AaHHbIMK B popmate JSON;

NPOBEPKY M NapCUHT 3aNPOCOB C AaHHbIMK B dpopmate XML.



HacTpoiika napameTtpos 6esonacHoctn WAF

Technology: WAF
Version: 7.7.x
Product: WAF

B UserGate WAF MOXHO HaCTPOUTb MOMMTMKY 6e30MacHOCTH, 0BECTIeUMBaIOLLYIO 3aLLMTY OMyBnMKOBAHHLIX BE6-CEPBUCOB OT aTak. MexaHuaMbl 3aluuTsl, paspadoTaHHbie akcnepramu UserGate, No3sonsioT 06HapykmeaTs 1 6110kMposaTh
pasnuuHbie yrposbl, BKIOuan Haubonee onacHble ataxku ua cnucka OWASP Top 10. HacTpoiika 3awuthl BeinonHaeTcs B WAF-npogunax — Ha6opax WAF-npasun 1 MexaH13MOB ynpasneHus UMu.
Crtpyktypa WAF-npojuna
WAF-npodunb BKtoYaeT CreaytoLLme anemMeHTh:
« WAF-npaBuno — bipaxeHue Ha fA3bike UserGate Policy Language (UPL), onucbiBatoLee ycrosua oGHapyeH1a yrpos 6esonacHocTy. Mpasuno aHanuanpyet BeG-Tpaduk (3anpockl 1 OTBETHI) U 3alLuLlaeT BeB-CepBuCH OT atak n

yTeueK KOHOUACHLMANBHBIX AaHHbIX. [P1 cpabaTsiBaHMK NPaBMNa BLINOMHACTCA Ha3HaYeHHoe AeiiCTBUe (Hanpumep, GnokuposaHue Tpaduka). WAF-npasuna GbIBaloT CUCTEMHbIE (NOCTABNAKOTCA B NaKETe AKCNEPTU3bI) U
none3osatensckue. B WAF-npodune cuctemHsie WAF-npasuna crpynnuposaHbi no AByM NpU3HaKam: TEXHONMOrMM (4TO MMEHHO 3aluLiaeT NpasuIio) U CNoM (OT Kakux TUMOB aTak 3alMiiaeT npasuso).

TeXHONOMMA — MHCTPYMEHT, KOTOPBIA MCNONL3YETCA NP Pa3padoTKe M BKCMyaTaluy 3allMiIaemMoro Be6-cepanca (A3bIK NporpaMmmpoBaHus, dpeimeopk, CYB[, Be6-cepsep v T. N.). TEXHONOrMK GOPMUPYIOT XapaKTEpHbIE NPU3HAKM B
Tpaduke: cTpykTypy HTTP-3anpocos/oTBeToB, HABOPLI 3aroNoBKOB, NAapaMeTPbl CECCHil U Apyr1e apTedakThl. [10aToMy MHPOPMALMA O TEXHONMOTHUAX NO3BONAET HACTPOWUTL NMONMTHKY 6@30NaCHOCTHM NOA KOHKPETHBIY BEO-CEPBUC M CHU3UTL
KONMUYECTBO NOXHLIX cpabaTbiBaHuit. B UserGate WAF TexHOMOMMK cnyxar npusHakom rpynnuposkn WAF-npaeun: BritoueHue TexHonorun B8 WAF-npodune aenaet A0CTYNHLIMK BCe CBA3aHHbIe ¢ Heit WAF-npaBuna, Ho He akTuBupyeT
X. AKTMBALWA NPABUN 3aBUCHT OT BKITKOYEHHBIX CTI0EB.

« Cno# — KOHCTpyKUMA, Npes ANA rpynnup: WAF-npasun no Tunam o6Hapyxusaemblx aTak, Ux akTUBaUuu 1 HaCTPOWKM OuepeaHOCTH NpoBepku Tpaduka WAF-npasunamu. OTKIOUEHUe BCEro CI0A MCKIIoUaeT 13
nposepku Bce BXoAsALMe B Hero WAF-npasuna. Cnou BbiBatoT cUCTEMHbIE (CO3AatoTca KoMnaHuen UserGate) u nepcoHanbHble.

Takum 0Bpasom, Ans 3awuTel Be6-cepauca B WAF-npopune Heo6XoaMMO BKIKOUUTL COOTBETCTBYIOLLME TEXHOMOMM U HYXHBIE CIOM, 4TOObI NpuMeHanuce WAF-npasuna, 3almuaiollue 3T TEXHONOrMM OT BbIGPaHHBLIX TUMOB aTak.

O cuctemHbix WAF-npaBunax

UserGate WAF noctaenaetcs ¢ Habopom cucTemHelx WAF-npasun, obecneunsatolux 3aiuTy Be6-CEpBUCOB OT pasnuuHbix atak. CucTemHele WAF-npaBuna A0CTyNHbI AnA 3arpysku ¢ cepeepos UserGate nocne aktuBauuu NULEH3UM U 3aTem
perynApHo 0GHOBNIAKITCA M AOMOSHAKOTCA KOMaHAOW akcnepTos UserGate, ecnu HacTPOEHO pacnucaH1e asToo6HOBEeHMiA. MoapoGHee 06 aBTO0OHOBNEHHU — B P «HacTpoiika 06Lnx napameTpos».

BamHo![lnA nonyyeHus perynapHsix 0OHOBNEHNH cucTemHbix WAF-npasun Heo6xoauma nuueHaua Ha mogynb Security Updates.

Mpumeyanunellpy 06HOBNEHUM 3KCTIEPTU3LI HOBbIE M 0OHOBMEHHBIE cucTeMHble WAF-npasuna (kak 8 WAF-npodunax, Tak v B cnucke rnobanbHbIX Npasui) NepeBoAATCA B PEXMM XYPHANMPOBaHUA — B KAYECTBE UX AEHCTBUA
ycranasnusaetcA No action. ypHanuposarme BKIIO4AETCA aBTOMATUYECKH, YTOObI AMUHUCTPATOP MOT NPOaHaU3MPOBaTL NOBEASHNUE HOBbIX BEPCHI NPaBUN Nepel BKIOYEHHEM BNIOKMPOBKY. [0CNe 0BHOBEHUA KCNEePTHM3LI CreayeT
nposepuTk AeiicTerA WAF-npasun v npy HE0OX0AMMOCTH BEPHYTb ONOKMPYIOLLIME AEACTBMA.

Bce cuctemusle WAF-npasuna oto6paxatotca B pasaene Monutuka 1 - Mnob: Bbl MoxeTe npocmaTpueatk ceeseHna o WAF-npasunax (Hanpumep, B KaKoM CI0e OHW HAaXOAATCA, KaKoe HasdHaueHo AeicTere
npu cpaGaTbiBaHUK MM KaKOW BeIOPAH NPO( UL OTBETA), UMEHATL UX NapaMETPI, BLINOMHATE MOUCK U COPTUPOBKY.

B WAF-npogunax oTo6paxatoTca TONLKO Te NPaBmna, KOTOPbIE COOTBETCTBYIOT BKIIOUEHHBIM TEXHOMOTUAM W CIIOAM.

Kaxaoe WAF-npasuno salumwjaeT Be6-cepeucs! OT yrpo3 OnpeaeneHHoro yposHs. B cUCTeme BblAENEHO TPH YPOBHSA Yrpo3. YPOBEHb Yrpoabl, OT KOTOPOW 3alMLiaeT NpaBsusio, 0603HAYAETCA LBETOBbIM UHANKATOPOM: 3eneHbIi (1) — HU3KMiA
YPOBEHb, CUHWI (2) — CPEAHNI, XENTbIi (3) — BLICOKMA. OTO NO3BOMAET BLICTPO OLEHUTL KDUTUYHOCTbL MPABUIA U NPUOPUTET Ero NPUMEHEHWUA NPW HACTPOMKE 3aLLMUTHI.

CuctemHsle WAF-npasuna rpynnupyroTca B CHCTEMHBIE CIIOW, KOTOPbIE Takke (hOPMUPYIOTCA paspaboTunkamm petueHna. Koutepuem rpynnuposki WAF-npasun B Criou ABNAIOTCA CEAYIOLME TUMbI aTaK:

Abuse of Functionality;

Authentication/Authorization Attacks;

Buffer Overflow;

Command Execution;

Denial of Service;

Detection Evasion;

Directory Indexing;

« HTTP Parser Attack;

HTTP Response Splitting;

Information Leakage;

LDAP Injection attempt;

SQL-injection;

Malicious File Upload;

Microsoft OWA;

Other Application Attacks;

Path Traversal;

Predictable Resource Location;

Remote File Include;

Server Side Code Injection;

Session Hijacking;

Trojan/Backdoor/Spyware;

Vulnerability Scan;

XPath Injection;

Cross site scripting (XSS);

XML External Entity (XXE).

Jencteua B cuctemHbix WAF-npaBunax

Mpu cpabartsiBanmuu cuctemHoro WAF-npasuna k Tpaduky NPUMEHAETCA IGHCTBIE, Ha3HAUEHHOe 3TOMY NPpaBusy:

No action — npu cpaarbiBaH1u npasmna cucTema UKCHpyeT CoBLITHE (ECNIM BRIIOYEHO XyPHANMPOBAHHE), HO HE MPEANPUHUMAET AEHCTBMHA, GNoKMpytoLMx TpaduK. Mpn aTOM B NpoLecce 06paBoTKM TPApHK MOXeT
MOAUDULMPOBATLECA B COOTBETCTBIM C YCIIOBUAMM NPaBUNa, HaNpuUMep B 3anpoc MOryT GbiTb A0GABEHb! 3aroN0BKM.

Pass — Bce npasuna, pacnonoxeHHsIe B C0e NoA CPaboTaBLLMUM NPABMUIOM, NPOMYCKAIOTCA, U NPOUCXOANT nepexoa K nposepke WAF-npasunamu cneayHoLLero Cnoa (npy ero Hanuuuu). Ecnu cneaylowiero cos HeT, npoeepka
3aBepLUAETCA NPOMYCKOM 3anpoca Unu oTeeTa.

Deny — Bce Npaswna, PacnosoXeHHbIe B CNoe N0/ cpadoTasLLMM NPasusIoM, NPONYCKAIOTCA, M NPOMCXOAMT nepexoa K nposepke WAF-npasunamm cneaytowiero cioa (npyu ero Hanuuum). ECniv cneayioLuero cnos HeT, nposepka
3aBepluaeTcA 6oKMpOBaHUeM 3anpoca Unu oTeeTa.

Force deny — ABNAETCA OKOHYATE/bHLIM Pe3ynbTaToM 06paboTky, 1 nepexoaa k nposepke WAF-npasunamm crieayioliero Cros He NpoucxoauT. Mposepka 3asepLuaeTca G10KMpoBaHMeM 3anpoca Uin oTeeTa.

Force pass — ABNAETCA OKOHUATENbHLIM Pe3ynbTaTom 06paboTku, U Nepexoaa k nposepke WAF-npasunamm creaylowlero cnosa He npoucxoauT. Mposepka 3asepLuaeTca NPonycKoM 3anpoca Uiu oTeeTa.

Takum 06pasom, npuopuTeT force-aeiCTBuUi BhiLLE, YTO CrIeAYeT yYnThIBATb, HACTPaNBAA NOCIEA0BATENLHOCTL CIIOEB.

HacTpotika u noakniouenne WAF-npoduna

B WAF-npo¢une HacTpausaroTcs TexHomnoruu, cnov u WAF-npaeuna, o6ecne 3awmTy nyl bIX BeO-CepBUCOB. Bbl MOXeTe HacTpoUTL Heckonbko WAF-npoduneit 1 NoaKIounTL UX K pasHbIM Npasunam ny6nukauuu, peanuaya
TaKUM 06Pa3OM HEOBXOAUMBIE CLEHAPMM 3aLLNTHI OIHOTO MMM HECKOMBKUX BE6-CEPBHCOB.

Mpasuno nybnukaumm ¢ noakmtoueHHsIM WAF-npodunem nposepaeT Be6-Tpaduk BbIOpaHHOMO Be6-cepauca Ha Hanuume yrpos. Mpu cpadaTsiBaHn WAF-npasuna, AnA KOTOPOro BKIKOYEHO XypHanuposaHue, UserGate WAF 3anucbisaeT
MHPOPMAaLMIO 06 0BHaPYXEHHW aTaku UM Apyroro cobbiTna UB. OTh AaHHbIe AOCTYNHbI ANA NPOCMOTPa U aHanusa B pasaene ATaku. MoapobHee — B pasaene « [1DOCMOTP 06HAPYKEHHbIX aTaK».

OO1wumit cueHapuit HaCTPOMKK 1 noaktoueHra WAF-npoduna cneayowmi:
1. MpoBepbTe, uTo NULeHsua UserGate WAF Security Updates akTuBupoBaHa 1 ckadaHsl naxeTsl akcnepTuasl WAF. MoapobHee o nuuexsun — B pasaene « [iuuensuposarme UserGate WAF ».
2. Y6eauTech, 4To ANA BaluMx Be6-CEPBUCOB HACTPOEHbI CepBepsl Ny6nuKaLmMM v Co3aaHbl NpaBuna nybiuKaumMm, HaCTPOeHHbIe Ha NPOBEpPKY TpaduKa aTx Be6-cepsucos. MoapobHee — B pasaene « [y6nukauns Be6-cepencoB».

3. Cospaiite WAF-npoduib, BKIKOUMTE HEOGX0AMMBIE TexHOMOMMM 1 cnou ¢ WAF-npasunamu. Moapo6Hee — B pasaene « CosaaHue u HacTpoiika WAF-npoduna».

4. Ecnu Heobxoammo, HacTpoitte WAF-npasuna, 4ToGel BEINOMHATL TOMBLKO HEOOXOAUMBLIE NPoBEPKM Tpaduka. Moapo6Hee — B pasaene « Hactpoiika cuctemHeix WAF-npasun».
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5. MoakntounTe cozaanHbiin WAF-npodunb K npasuny nybnukaumm, HaCTPOEHHOMY Ha NPOBepKy Tpaduka cooTeeTCTByloLero Be6-cepeuca. MoapodHee — B pasaene « [oakntoueHne WAF-npoduns K npasuny nyGnukauuu ».
B UserGate WAF npeaycmoTpeHo GeICTpoe cosaaHue HacTpoeHHoro WAF-npoduna no wa6noHy:
Ha6ntopeHue — noaxoauT Ans 0TNAAKK NONUTUKK BesonacHocTy. Mo ymonuauio BrioueHsl Bce WAF-npasuna Ans BCeX TEXHONOruit u cnoes, Ansa scex WAF-npasun Bei6paHo aevictene No Action, BeaeTcA XypHanuposatue

cpabarbiBaHuit npasui. Takoi Npoduib No3BOMAET OTCAEXMUBATL NoBeAeHUe Bcex WAF-npasun 6es 6riokupoBaHns Tpadmka, GpUKCPOBATH NIOXKHLIE CPadaThiBaHNA U MO Pe3yNbTatam BHOCHTL MBMEHEHUA B MOMUTUKY 6e30MacHOCTH.
CeeaeHus 0 cpabaTbiBaH1i NPaBMN AOCTYMHbI HA CTPaHULE ATaKH.

Ba30Ban 3auTa — npeaHasHayeH AnA 3alluTsl BeG-CEPBUCOB OT Yrpo3 BLICOKOrO YPOBHA. Mo ymMonuaHmio BktodeHbl Bce WAF-npasuna, BeiABAAIOLIME Yrposkl 3-r0 YPOBHA, ANA 3TUX Npasun BeiGpaHo 6nokupytollee Aeficteue  Deny,
Be/IeTCA XypHANUpoBaHue cpadarbiBaHui npasusn. CeeaeHUsA O cpadarTbiBaHUM NPaBun AOCTYMHLI Ha CTPaHuLe ATaKH.

MaKkcumanbHan 3alWuTa — NpeHasHayeH Ans BbIABNEHUA U BNIOKMPOBaHUA BCeX BUAOB yrpo3. Mo ymonuaHuio BrtoueHs Bce WAF-npasuna, Ans Bcex npasun BuiGpaHo 6nokupytoliee AelicTene Deny, BeaeTcs XypHanuposaHue
cpabaTbiBaHuii npasun. CeeaeHUA 0 cpadaTbiBaHUW NPaBMN AOCTYMHbI Ha CTPaHMUE ATaKH.

« N W — npeal ZINA CaMOCTOATENLHOM HACTPOIKK NPOGUNA «C HynA». o yMonyaHuio BrtoueHsl TexHonoruu All systems u General Database, BCe Cou BbIKTHOUEHbI.

WAF-npodusib, Co3aaHHbIA No Nto6omy wabnoHy, ocTaeTcA A0CTYNHLIM ANA BHECEHUA MBMEHEHWH. Hanpumep, B co3aaHHoM no wabnoHy Ana HabmoaeHna WAF-Npodune Bbl MOXETE HACTPOUTL GNOKMpOBaHMe TpaduKa NoBLIMM Npasunamu.

B WAF-npogune MOXHO UCMONb30BaTh KaK CUCTEMHBIE CNOM, coaepxallue akcnepTudy UserGate, Tak U NepcoHanbHbIe Cou ¢ Nonb3osaTensCkiuMm npasunamu. Moapo6Hee — B pasaene « CosaaH1e NepcoHanbHOro CNoA U MoMb30BAaTeNbCKUX
WAF-npagun».

CosnanHble WAF-npodunu oTobpaxatotca B pasaene HacTpoiiku - Monutuka ™ > WAF. ¢ Mpodunu MOXHO peaakTMpoBaTh, KONMPOBaTL M yAaNATb.

BbicTpoe cosnaHue WAF-npoduna
Yro6bl cozaats WAF-npodunb 6e3 A0NONHUTENLHOM HACTPOIKM:

1. B pasnene Monutuka U - WAF-npo¢ HaxmuTe Jlo6aBuTb.

2. B okHe WAF-npodpunb Boibepute wabnoH H: 3awura unu 3awmra 1 Haxmute Cospathb.

3. B okHe WAF-npodune Ha Briaake O6ume npi HEO6XOAUMOCTH UIMEHUTE Ha3BaHUE MPODUNA 1 OMUCaHWE.
3. Haxmute CoxpaHuTb.

Bynet cosaan WAF-npodusib ¢ napamMeTpamm, NpeayCTaHOBNEHHbIMU B BbIGPaHHOM LWabnoHe. Bel MoXeTe BHOCUTL AONONHUTENbHbIE M3MEHEHUA B NPOMUIL UM CPa3y NEPENTH K ero NOAKIIOYEHHIO K Npasuy ny6nukaumu.

Co3spnaHue u HacTpovika WAF-npopuna
YT06bI cO3AaTh M HacTpouTb WAF-npodunb:
1. B pasaene Monutuka 6esonacHoctu -» WAF-npodunu Haxmute Jlo6aButs.
2. B okHe WAF-npodunb Beibepute 0anH U3 WabnoHos 1 HaxmuTe Co3nats.
3. B okHe WAF-npodunb Ha Briaake O6Lume ykaxuTe HasBaHue NpodUIa U Npu HEOGXOAUMOCTH ONUCAHME.
4. Ha Brnazike TeXHONOTMM BKIIIOYMTE TEXHOMOMMH, KOTOPbIE UCMOML3YETCA NPU CO3AAHMM W BKCMNyaTauuu BE6-CEPBUCOB, KOTOpbIe OyAeT 3alMwaTh 3TOT NPOdUL.
5. Mpu HEOBXOAUMOCTH BLINOMHUTE ONTUMMU3ALMIO NPOGUNA HA OCHOBE PEKOMEHAALMIA Mo TexHonoruaAM. MoapobHee — B pasaene « [pumeHeHWe pekoMeHaaumit no TexHonornam 8 WAF-npodune ».
5. Ha Brnaike CNOM BKIKOUNTE HYXKHBIE CUCTEMHBIE CTIOM. B CUeTUMKE aKTUBHEIX NPaBun 0TOBPABUTCA O6LLEe KONMUECTBO BKIIOYEHHBIX MPaBusl.
Mpumeuanuellocne coxpaHenra WAF-Npoguna BKIKOUEHHbIE GO aBTOMATMUYECKM MOAHMMAIOTCA HaBEPX B CBOMX rpynnax. MopaAoK B 3TOM Cryyae OnpeAenAeTCA TaK: Nepsblit B CIUCKE BIIIOYEHHBIH GO NOAHMMAETCA Ha Nepeoe
MECTO, Ha BTOPOE MECTO MOAHUMAETCA CreAYIOLIMIA MO CTIMCKY BKITIOUEHHBIM CMOM, U T. A. B pamkax 0AHOM rpynnbl Bl MOXeTe NepemMeLlaTh CIoM Mo CMMCKY, YTOOb! TakuM 06pa3oM HaCTPOUTL OUEPEAHOCTL MPOBEPKM TpadHKa
cucTemHbiMn WAF-npasunamu.

6. Mpu HeoBX0AMMOCTH A0GaBbLTE NEPCOHAMBHBIM COM C MOMb30BaTeNbCKUMM Npasunamu. MoapobHee — B pasaene « CosaaHue NePCOHanbLHOrO Cos U nosb3osarensckux WAF-npasun».

Mpumeuanuellonb3osaTenbckue Cov 1 Npasuna MMetoT Gonee BbICOKiA MPUOPUTET, YeM CUCTEMHbIEe NpaBuna, BrilloueHHsle B WAF-npodune.

7. Ha Brnaake WAF-npaBuna npu Heo6xoaumocTu Hactpoite WAF-npasuna. Hanpumep, Bbl MOXETe BbIKIOUUTL BCE NpaBuna, 6nokupyloLyme yrpoasl 1-ro (HU3Koro) yposHs. Moapo6Hee — B pasaene « Hactpoiika cuctemubix WAF-
npasun».

8. HaxmuTe CoxpaHuThb.

Tenepe cozaanHblit WAF-Npodunb MOXHO NOAKMIOYNTE K MPpaBuy NyGnuKaLmm.

MoaxnioueHne WAF-npoduna K npaeuny ny6nukayum
Yro6bl noakntounTe WAF-npoduib K npasuny ny6nukaluum v HayaTe NpoBepKy Tpaduka B COOTBETCTBUM C HACTPOEHHO NONMTHKO 6e30MacHoCTy:

1. B pasnene Monutuka =N, y coaaaiiTe unu BeiGepuTe npasuno ny6nukayuu. MoapobHee — B pasaene « [y6nuxauns BeG-cepeucoB».

2. Ha Brnazke NMpodunu 6e3onacHocT ycraHosuTe Gpnaxok BrntounTe sawmty se6-npunomennin (WAF) 1 BbiGepuTe 13 cnincka HykHbii WAF-npodune.
MpumeuanueECnM HyXHOro NPOUNA HET B CTIUCKE, Bbl MOXETE CO3AaTh ero, HaXaB B KOHUe cnvcka «Co3aaTh U BLIOPaTh HOBLIA 0GBEKT».
3. 3aBepLuMTE HACTPONIKY APYrvX NapameTpoB Npasuna NyOnMKaLunu U COXpaHUTE U3MEHEHHS.

Mpasurno nyBnmMKaLmmn HACTPOEHO Ha 3aLLMTY BEG-CEPBUCA, YKA3aHHOTO B €10 NapameTpax.

Hactpovika WAF-npoguna no pekomeHAoBaHHbIM TEXHONOTUAM
B WAF—I‘Ipoq)MJ'Ie MOXHO BPY4YHYtO yNpaeniATh 3alimLiaembliMi TEXHONOrMAMU UTX UCMONBb30BATL PEKOMeHAaLMKU No TEXHONOrMAM.

Jaxe ecnu satmilaemsie TexHonornu 8 WAF-npodune yxe BeiBpaHsl BDy4HY'0, MX COCTaB HEOGXOAMMO NepUoAMYEckH nepecmaTpmueath. Co BPEMEHeM TEeXHOMOTMUECKMUH CTeK BeG-CepBUCOB MOXET M3MEHUTLCA: oaHM WAF-npasuna
CTaHOBATCA M3BLITOYHBIMM W 3aMEANAIOT NPOBEPKY TPadHKa, a ANA HOBLIX TEXHOMOTUH CYLLIECTBYIOLINX MEXaHN3MOB 3aLLIMThI MOXET GbiTh HEAOCTATOUHO.

Yrobel noaaepxusats WAF-Npodusib B COOTBETCTBUM C TEKYLLMM TEXHOMOTMUECKUM CTEKOM M MCKIIIoUaTh NIULLHWE MPOBEPKM, B CUCTEME NPedyCMOTPeHa dyHKUNA 0BHapYXeHUA TeXHONOrit. C NOMOLLLIO CrieuMasibHOro NakeTa 3KCnepTMab!
UserGate WAF aHanuaupyeT TpaduK, COOTBETCTBYHOLLMI YCNIOBUAM BbIGPaHHLIX Npasun ny , M onp T UCMONb3Y TEXHONOrUU.

Ha ocHoBe 0BHapyXeHHBIX TeXHONOMit cucTeMa GOpMUPYeT peromeHaaLum no HacTpoiike WAF-npodunei. Ux npumeHeHne nomoraeT NoAAEpKUBATL aKTyasnbHbIi CIMCOK MEXaHW3MOB 3aLLMThI, ONTUMU3MPOBATL UCMONL30BAHKE PECYPCOB U
obecrneunBaTh BbICOKMIA YPOBEHb 3aLLITLI BE6-CEPBMCOB.

Jna HacTpoitkn WAF-npoduns no pekoMeHA0BaHHbIM TEXHONOrAM HEOBX0AUMO:
« B MpaBue NyBUKaLNUM BKIKOUNTE BYHKLMIO OBHAPYKEHNS TEXHOMOTMH;

« B WAF-npogune NpuMeHUTb PeKOMEeHAALUM NO TEXHONMOrMAM.

BKntoueHue o6HapyMeHUs TeXHONOrniM
UT0Gb! BKIIKOUNTL OBHAPYXEHUE TEeXHONOTHiA:

1. B pasnene Monutuka =N y BbiGepuTe NpaBuno nybénukalumum 1 Haxvmte PeflakTMpPoBaTh.

MpumeuanueEcn1 npasuno ny6amKaumMm ¢ HYXHBIMK NapaMeTpamy ele He CO3AaHo, Bbl MOXETE CO3AaTb ero Mo KHomke «[06aBuTb» W BLINOMHUTL B HEM ONUCAHHBIE HIKE AEHCTBHA.

2. B okHe Hactpoitka npaBuna ny6nukauum Ha xnaake Obime B 6noke O6HapyKeHre TEXHONOTHI YCTaHOBUTE GNaxok O Tb un 0 Be6:

Mpumeuanneina padoTbl 3ToM PyHKLUUM HEOBXOAMM naKeT akcriepTuabl WAF Tech detector. Ecnu nakeT akcnepTiabl He b ckauaH paHee, ero MOXHO ckauaTh B 6r1oke «OBHapyKeHWe TEXHOMOMiA» MO KHOMKE «OBHOBUTL».
3. CoxpaHuTe U3MEHeHHA.

4. Mpu Heo6x0AMMOCTH NOBTOPHTE LWark 1-3 AnA Apyrux npasun ny6nukauuu. Hanpumep, ecnv ana o6paboTkk TpadHka pasHbix BEG-CEPBUCOB, NyBNIMKyeMbIX C MOMOLLbIO OHOrO CepBepa NyBnMKaLmMm, HacTPOEHs! PasHbIe Npasuna
ny6nukayuu.

PesynbTarel 06HapyeHUA TeXHONOrUit ByayT OTOGPaXKEHLI B XXypHane TexHonorui. MoapobHee — B pasaene « XypHan TexHonorui».

MpumeuaHuellpy AOCTHKEHNM NOPOrOBOrO 3HAYEHNA BLICOKOH Harpyaku Ha CPU unu onepaTvBHyIO NaMATb 0BHapPY)XeHMe TeXHOMOrUH aBTOMATUYECKM OTKIIOUAeTCA. OTO NO3BOMAET CHU3HTL HArpy3Ky Ha CHCTEMY M COXPaHUTL ee CTabUNbHYIO
pabory.

MNpumeHeHne pekomeHaauun no texHonoruam 8 WAF-npodpune

YT0GbI NPUMEHUT P /AauumM no obHapy. TexHonoruam 8 WAF-npogune:

1. B pasnene Monutuka u - WAF-npo¢ BbiIbepute WAF-npodunb 1 HaxvnTe PeflakTupoBaTh.
MpumeuanneEcnu WAF-npodusb C HyKHBIMK NapaMeTpamm elie He CO3/1aH, Bbl MOXeTE CO3/1aTh ero Mo KHOMKE «[l06aBuTb» W BIMOMHUTL B HEM OMUCAHHLIE HIKE AHCTBUA.

2. B okHe WAF-npodune Ha Briaake TexHonoruu B 6roke Beibepute npasuna ny6nukauum soibepute 3 packpbiBaOLLIErocA CNUCKA OAHO UK HECKOMBKO NPaBun MyBiuKaLuK, KOTOPbIE HACTPOEHBI Ha OBHAPY)KEHME TEXHOMOMUit TeX
e BEB-CepBUCOB, KOTOPbIE 3aLMLaeT BbIGpaHHbIn WAF-npodunb. Tabnuua co CIMCKOM TEXHOMOrMit 0BHOBUTCA, ANA KaXAO 0BHapYXeHHO! TexHomorM B cTonbue CraTyc oto6pasuTca sanc OBHapymeHa, a Tawke oTobpasaTca
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pekomMeHAauuv NO BKIKOYEHUKO UK BbIKNIOYEHUIO TEXHONOTUM.
Buumanue!lpasuna ny6nukaium, BeidpaqHsie B WAF-Npodune, NPUMEHRIOTCA Kak BpeMeHHbIM GuibTp. MoaToMy nocne coxpaHeHus Npodpuna BeiGpaHHbIe Npasuia He COXPaHAITCA.
3. B COOTBETCTBUM C PEKOMEHAALIMAMM BLINONHUTE OAHO U3 NEACTBHIA:

« BPYYHYIO BKITIOYMTE UK BbIKNIOYUTE TEXHONOMUM;

« HaxmuTe KHomKy M| Tb B okHe MMoAr W NPOBEpLTE PEKOMEHAOBAHHBIE N3MEHEHUA W HaxxmnTe MOATBEPANTS, YTOBLI CPasy NPUMEHNTL BCE PEKOMEHAALMH MO BITIOYEHMIO U
BbIKIKOYEHMIO TeXHOOMUA.

BamHo!OTcyTCTBME TEXHOMOMMM B pedynbTatax OGHapyXeHUA He 03HAYaEeT, YTo Be6-CepBIUC ee He UCNOMb3yeT. TEXHOMOTMA MOXKET He OOH: TbCA B VIOM TpaduKe, Hanpumep, ecriv COOTBETCTBYIOLWE aHHbIEe NOKa He
nepeaasasnuch B 3anpocax Mnu oTeeTax. MoaToMy peKoMeHAaUMK Mo OTKITIOUEHHIO HEOBHAPYXEHHBIX TEXHONOMUI CReayeT paccMaTpUBaTh C OCTOPOXHOCTLIO. I'IEpel:l OTKIIOUEHNEM TEXHONOTUM Y6eauTeCh, UTO OHa AENCTBUTENLHO He
MCMNOnb3yeTcA Be6-CepBUCOM.

4. CoxpaHuTe nsmeHenns 8 WAF-npodune.

YnpaBeneHue ypoBHeM 3alyULEHHOCTH BeG-cepBrCOB

TpUMeHeH1e PeKOMEHAALMIA N0 0BHAPYKEHHBIM TEXHOMOTMUAM NO3BONAET KOHTPOMPOBATbL YPOBEHb 3aLUULLEHHOCTH BEG-CEPBEPOB C NOMOLLbIO BUMKETA 3alyuTa Be6-cep . Bumxer nos , HACKONBKO

KoHpurypauns WAF-npoduna cOOTBETCTBYET TEXHOMOrMAM BEO-CEPBUCOB. ECN ypoBEHb 3aLLMLEHHOCTH CHUXAETCS, Bbl MOXETE 06HOBUTE WAF-NpOdub B COOTBETCTBUM C aKTyasnbHbIMU penomehuaumﬁmm

YT00bl 106aBUTL BUAKET Ha AaLIOOPA:
1. MepeanTe Ha cTpanuuy Jaw6opabl.

2. MepeitanTe Ha BKNAAKY HYXHOrO AAWBOPAA, €CIM UX HECKONBKO, U HaxmMTe [06aBUTL BUAMET.

3. Buibepute BuakeT 3awuta Beb: y v Haxxvmnte Jlo6aBuTh.

3awuTa Be6-cepBMCOB NpaBUNamu NyGnuKaumm o X

- CpeaHWi ypoBeHb 3aLluThl

© PaccunTaro no ganHbIM 06 06HapYKEHHLIX TEXHONOrMAX Befi-CepBHCOB 3a
nocnegHue 7 aHei

Mpaenno ny6nuKauumu 3allMLLEHHOCTD

Rule_3

Rule_max_1 @

Ipu pacyeTe ypoBHA 3aLLMLLEHHOCTH YYMTBIBAIOTCA NpaBuna Ny6nMKaLmum, ANA KOTOPLIX OIHOBPEMEHHO:
« BK/IIOYEHO OBHAPYKEHUE TEXHOMOMHIA, U TEXHOMOMMM Bbini OGHapPYXeHs! B Tpaduke, 06padoTaHHOM STUMMU Npasunamm;
MpumeuanneHpopmaums 06 06HaPYKEHHLIX TEXHONOMMAX AOCTYNHA Ha CTPaHMUE «XKypHasbl U OTYETLI» B pasaene «KypHan TexHonorui».
« Bbi6paH WAF-npoduns 6e3onacHocTy.
OT1 xe Npasuna 0TOGPAXKAIOTCA Ha BUAKETE.

OcTanbHble npasuna ny6nukauuu ¢ noaxntoueHHsIMM WAF-Npoprnamu Takke NpoAONKaloT 3alMLLaTh COOTBETCTBYIoLME BeG-cepauchl. OAHAKO €CNU ANA NPaBuna He BKIIOUEHO 0BHapyXeHUe TEXHOMOMMUMA, OHO He y4acTByeT B PacueTe ypoBHA
3aLUULLEHHOCTH Ha BUXKETE.

YpoBeHb 3aLLMLEHHOCTH NOKA3bIBAET, HACKosbKo WAF-NPOHIbL COOTBETCTBYET aKTyanbHOMY CrIMCKY OBHaPYKEHHBIX TeXHONorui Be6-cepanco. Ecnn 8 WAF-npodune npuMeHeHs! BCe PEKOMEH/IOBAHHBLIE TEXHOMOIMH, YPOBEHb
3awmweHHocTi coctasnaeT 99%. 3HaueHne 99% ABMAETCA MakCUMAnbHBIM ANA BUAKETA.

YpoBeHb 3aLULLEHHOCTH BE6-CEPBUCOB Ha BUKETE 0603HAYAETCA LBETOBLIMUA MHAUKATOPAMM:

« KpacHbiit — Hu3Kuit yposeHb 3awmuTel: B WAF-npodune BritoueHo MeHee 50% pekoMeHayeMbiX TEXHOMOTMi.

« MenTbit — cpeaHui yposeHb 3aluThl: B WAF-npodune BrntoueHo MeHee 80% peKoMeHAYeMbIX TEXHOMOriA.

« 3eneHbli — BbICOKMIl ypOBEHb 3alUMTh: B WAF-npodune BrltoueHo Gonee 80% peKoMeHayeMbiX TEXHONOMMM.
BuaxeT oTo6paxaeT yposeHb 3allMLLIEHHOCTH BeO-CepBUCOB 3a nocneaHue 7 AHeit. Co BpemMeHeM ypoBeHb 3aLUMLLEHHOCTH MOXET CHUXATLCA, Tak Kak MOXET M3MEHATLCA HaBop TexHonorui Be6-cepauca. Hanpumep, npu paspaboTke unu
0BHOBNEHNM BEO-CEPBUCA MOTYT NOABUTLCA HOBLIE TEXHOMOMMM, KOTOPbIE PaHee He UCMONb30BaNMUCh. Mocne Toro Kak HoBas TexHoNorMs OyneT o6HapYXeHa, OHa yUUTLIBAETCA MPU OLEHKe YPOBHA 3alUMLeHHOCTH. Ecnu anA aToii TexHonorm s

noaknoueHHoM WAF-npodune He NpUHANKM PEKOMEHAAUMIO MO BKIIOYEHMIO, YPOBEHb 3aLLMLUEHHOCTH CHUXAeTCA.

MpumeuaHuellepron B 7 HeN Takke BIMACT HA yYeT NPaBuI, B KOTOPLIX GYHKLMIO OBHAPYXEHUA TEXHOMOMMI CHauana BKIIOYUNK, a 3aTem OTKIIoUMAK. Takue NpaBMna NPOACIHKAKOT YHacTBOBATL B PACHETE YPOBHA 3aLLMLIEHHOCTH A0
OKOHYaHuA 3TOro nepuoaa.

Takum 06pa3om, 3HaUeHWe Ha BUKETE NO3BOMAET OTC/IEXMUBATL M3MEHEHUA B COCTABE TEXHOMOMMi BEG-CEPBUCOB M CBOEBPEMEHHO BLIABNATL TEXHOMOMMM, /INIA KOTOPLIX 3aLMUTA eLle He HacTpoeHa. YToGkl NOBLICHTHL 3aLLMLLIEHHOCTb BEG-
CepB1COB, HEOGXOANMO HaxXkaTk Ha COOTBETCTBYIOLLIEE MPaBMIO NyOnMKaLuu, YToBel NepeiTh B OkHO cBoicTB WAF-NpoQMnA, NOAKIIOYEHHOTO K 3TOMY NpaBsuny, U 3aTeM 0GHOBUTL NMPOGUIL B COOTBETCTBUM C aKTyaslbHbIMU PEKOMEHAALUAMM N0
0BHapYKEeHHbLIM TEXHOOrMAM.

PaccMoTpuM KOHGUrypaumio, Ha 0CHOBE KOTOPOH CHOPMUPOBAHbI laHHbIE, OTOBPaXaeMbIe Ha BUKETE Ha PUCYHKE BbilLe:

Cospawbl Tpu npasuna Rule_max_1, Rule_max_2 u Rule_3, HacTpoeHHble Ha NyOnm1KaLuio Tpex pasHbix BEG-CEPBUCOB.

BHumahue!Ecnv asa unu Gonee Npasuna, B KOTOPbIX BKITIOYEHO OGHAPYKEHNE TEXHONOMMH, HAaCTPOEHBI Ha NYBNMKALMIO OIHOTO BEB-CepBUCa, B PacyeTe YPOBHA 3aLLMLLIEHHOCTHM yHacTByeT TOMbKO NPaBHIO, KOTOPOE NepBbiM
o6pabartkiBaeT TpaduK, COOTBETCTBYIOLLMIA YCTIOBUAM NyOnMKaLMu.

Jna npasuna nyénukauuu Rule_max_1 BKIlOYEHO 0OHapYXeHWe TEXHONOUiA; B kauyecTse npodpuns GesonacHocTu noakntoueH WAF-npodune Profile_1, cosaarHbIi no WwabnoHy Ana MakCUManbHOM 3aLUMTLI; B )KypHasne TEXHOMOTUi ecTh
3aMncH 0 TEXHONMOMUAX, OBHAPYKEHHBIX B TpadHke, 06padoTaHHOM 3TUM NpasuioM. MPaBNMo UCNONL3YETCA Kak ANA OGHAPYXEHNA TeXHOMOMU, Tak W ANA 3aLlMTLl NepPBOro Be6-cepsuca.

[na npasuna nyénukauuu Rule_max_2 oBHapyxeHne TEXHOMOTMiA BbIKIOUeHo, HO noakntoueH WAF-npoduns Profile_2, Tawke codaaHHbii no WwWabnoHy AnA MakcMManbHOM 3aluuThl; B Npodune npuMeHeHbl PEKOMeHAaLUM No
TEXHOMOrMAM B COOTBETCTBMM C Npasunom Rule_max_1. Mpasuno ucnonb3yeTca AnA 3aliuTel BTOPOro BEG-CEPBUCA, HO HE yUacTByeT B OGHAPYEHUM TEeXHOMOMiA U PacyeTe YPOBHA 3aLLULLEHHOCTH Ha BUAXKETE.

« [na npasuna ny6nukaumn Rule_3 BKtoueHO 0BHapy)eHWe TexHonoruit; noaktoued WAF-npodunb Profile_3, cosaaHHbii no wabnoHy Ansa HAGMIOAEHUSA; B XKypHANe TEXHONOrMiA ECTb 3aMHCH O TEXHONMOTUAX, OBHAPYKEHHBIX B TpadUKe,
06padoTaHHOM 3TUM MPABUIOM; B NPO(UIE BKITKOYEHBI HE BCE PEKOMEH/OBAHHBIE TEXHOMOrMHK. MPaBMIO CMONL3YeTCA ANA oTCnexuBaHuA cpabatbiBaHuin WAF-Npasun no peKoMeHA0BaHHbIM TEXHONOrMAM 6e3 BroKMpoBaHmMA Tpaduka.

Ha BumxeTe oToBpaxaeTca MHdopMauma Tonbko 0 Rule_max_1 1 Rule_3, NocKoMbKy ANA HUX BKIIOYEHO 0OHapYXeHHe TEXHOMOri W B XXypHane TEXHOMOTUI eCTb COOTBETCTBYIOLME 3anucK 06 0OHaPYXEHHBIX TeXHOMOrUAX.
[na npasuna Rule_max_1 ypoBeHb 3alLMLIEHHOCTH cocTasnAeT 99%, Tak kak B WAF-npopune Profile_1, cosaaHHoMy no WwabsoHy AnA MakCMManbHOM 3aLuThl, N0 YMOMUAHMIO BKIIOUEHBI BCE TEXHOMOMUM, B TOM Y1cne 1

pexoMeHaoBaHHbIe. PadoTy aToro WAF-npoduna MOoXHO ONTUMU3UPOBATS, BLIKTIOUMB NIMLLIHUE TEXHOMOMM B COOTBETCTBUM C PEKOMEHAAUMAMM. Mpu 3TOM ypOBEHb 3aLLMLLEHHOCTH 99% COXPaHUTCA. Ho Nocne OTKIIOUEHHA NULLIHMX TEXHONOTUi
YPOBEHb 3aLUMLLEHHOCTU MOXET U3MEHUTLCA, CIW B AasibHelLLem B Be6-cepauce GyneT oBHapyxeHa HoBaA TeXHONOrUA, ANA KOTopoi 3awmta B WAF-npogune He HacTpoeHa.

Xota npasuno Rule_3 He yuacTeyeT B 3awuTe BeG-cepsuca, MHdOpMaLnsa 06 yposHe IOCTH TOXe 0TOOpP Ha BUAKeTE. Takoi PEeXUM MOXKET UCMONbL30BATLCA ANA NPeABAPUTENbHON OLeHKU paboTsl WAF-npoduns 1
HabntoaeHuA 3a cpabatbiBaHuamr WAF-npasun. ina Rule_3 ypoBeHb 3aLLMLEHHOCTH Hke, nockonbky B WAF-npogune Profile_3 npumeHeHa TonbKo 4acTb PEKOMEHA0BAHHbIX TEXHOMOMMH.

Mpasuna nyénukaumm ¢ noaktoueHHsIM1 WAF-npodunamm, Ho 6e3 BKIIOUEHHOro 0BHapyXeHUA TeXHoNori, Hanpumep Rule_max_2, He 0To6paxatoTcA Ha BUAXETE W He YYacTBYIOT B pacyeTe YPOBHA 3aLLMLLEHHOCTH.

Ecnu Heo6X0ANMO OTCNEXMBaTL YPOBEHb 3aLUMLLEHHOCTH BEG-CEPBMCOB, PEKOMEHAYETCA BKIoUaTh OBHAPYXEHUe TEXHOMOMUI B COOTBETCTBYIOLMX NpaBuiax ny6nukauum u noakouats K Hum WAF-npopunu.

Pa6ota c cucteMHbimu WAF-npasunamu

Mouck cuctemubix WAF-npaBun

Jna BeicTporo noucka B cnucke WAF-npaBun npelycMOTPeHb! GbICTPbIE GpUNLTPLI N0 OCHOBHLIM NapameTpam. Takke Bbl MOXeTe GOPMUPOBATE COBCTBEHHBIE NMOUCKOBbIE 3aNPOCh! AN BLINONHEHUA Gonee CoxHoO! dGunbTpayui. CTpyKTypa 1
NIOrMKa NOMCKOBBIX 3aMpocoB AnA GpunbTpauun WAF-npasui Ta e, 4T0 U B MOMCKOBLIX 3anpocax And )ypHanos. Moapo6Hee o noruyeckux oneparopax B NOMCKOBLIX 3anpocax — B pasaene «[oucK u GuUnbTpaUns JaHHbIX».

BaHo!lMpu GopM1poBaHMM MOUCKOBOrO 3anpoca PeKOMeHAYeTCA ANA 0AHoro napametpa WAF-npasuna ykaskiBaTb OAHO 3HAUEHME UM HECKONBKO 3HaueHuit yepes onepatop OR. B NpoTHBHOM Criyyae pesynbTaThl noucKka MoryT ObiTh


https://docs.usergate.com/poisk-i-fil6traciya-dannyh_3338.html

HesepHbIMM. Mp1Mepsl KOppeKTHOro 3anpoca: technology = "PHP" unu technology = "PHP" OR technology = "WordPress" . lMpumep HexkoppekTHoro sanpoca: technology = "PHP" AND technology = "WordPress" .

JAna ¢uneTpaunn WAF-npasun no NoMcKoBOMY 3ampocy MCMONL3YIOTCA CReaytolimMe napameTpsi.

5 p pa B Beb Mapametp Onucanue
YpoBeHb yrpossl, 0T KoTopoi 3alumwaeT WAF-npasuno:

o 1: HU3KKMK;
YpoBeHb yrposbl threatLevel

« 2:CPeaHuit;

« 3: BbiCOKMI
ID npasuna ruleld Wnentudpukatop WAF-npasuna
HassaHue name Hassanne WAF-npasuna
Cchinka reference CChINKM Ha BHELLHUE PECYPChI C ONMCAHUAMM YA3BUMOCTEH
Bpema nocneaHero 06HoBneHUA lastUpdate Bpemsa nocneaHero o6HoBneHns npasuna Ha cepeepax UserGate
Mpodune oteeTa responseProfile||H: npoguna oteeTa
CuCTeMHBIV cnow systemLayer ||CucTemHbI# cnoW, K koTopoMy oTHocuTea WAF-npasuno
Maxet package HasBaHue nakeTa aKCnepTU3bl, B KOTOPbIN BXOANT AaHHoe WAF-npasuno
JMencTBue action JewcTaue npasuna: No action, Pass, Deny, Force deny, Force pass
CocTofAHuMe npaBuna enabled /AkTMBauus npasuna: true, false
ypHanuposanue loggingStatus  ||BrloueH1e Unu OTKIIIOYEHHE XYPHANUPOBAHKA COBLITHIA, CBA3AHHBLIX C Npasunom: true, false
'TexHonorua technology HasgaHue TexHonorum salumTsl
MUckniouenns lexceptions Ha3ssaHue uckntoueHua, 106aBNEHHOTO K Npasuny

Hacrtpovika cuctemHbix WAF-npasun
B Be6-koHconu UserGate WAF Bbl MoxeTe HacTpauBaTth cuctemMHble WAF-npasuna AByma cnocob6amu:
« uepes HacTpoiky WAF-npopuns;
« yepes crmcok rnobansHeix WAF-npaeun.
OT BIGPaHHOrO CMOCOBa 3aBUCHT, Kak 3MeHeHHA ByayT BAUATL Ha paboTy WAF-npoduneit. MoapobHee — Hike B pasaenax o KoM CriocoBe HaCTPOMKH.

JInA u3mMeHeHnA AOCTYNHLI cneaytoLme napameTpsl cuctemHoro WAF-npasuna:

BrxnioueHune unu seikntoverne WAF-npasuna.

Wckniouenna ana WAF-npaeuna. MoapoBHee 06 UckntoueHnsx — B pasaene « Hactpoika uckitouenuin ans WAF-npasun».

XKypHanuposaHue coGbITHiA, CBA3aHHBIX ¢ paboToit WAF-npasuna.

Mpumeyanuello ymonyaHuio xypHanMpoBaH1e CoObITUIA BKIILOYEHO BO BCEX cUCTeMHbIX WAF-npasunax.

JlenicTaue, koTopoe GyaeT BbiNonHeHo npy cpadatsiBaHun WAF-npasuna.

Mpoduib 0TBETA, KOTOPLI BEPHETCA B OTBET HA KITMEHTCKMIA 3anpoc, ecnu cpabotaeT WAF-npasuno ¢ 6nokvpytolmm aeiictanem. MoapobHee o npodunsax oTeeTa — B pasaene « [podunu oteeta».

OtmeHa Beex : # napameTpoB Npasuna K U3HauanbHbIM.

HacTpotika cuctemioro WAF-npasuna B WAF-npodune

Mpu HacTpoiike cuctemHoro WAF-npasuna 8 WAF-npodune napameTpel Npasuna M3MEHAIOTCH TOMBKO B 3TOM MPOdUIe U MMEIOT Goriee BbICOKUiA PUOPHUTET, YeM NnapamMeTpsl B CIMCKe rnobanbHbIx npasun. Hanpumep, ecrv B
npodune Example ans npasuna Rule1 aeiictaue No Action 3ameHeHO Ha Pass, 3T0 3HaueHUe COXPaHMTCH, Aaxe eCru B Cricke rnobanbHbix npasun And npasuna Rulel Bynet BeibpaHo AeiicTene Force pass.

Yro6bl M3MeHUTL napameTpel cuctemHoro WAF-npasuna 8 WAF-npodune:
1. B pasaene WAF-npodunu cosaaiite no kHonke J106aBuTk unu Beibepute u3 civcka WAF-npodurs.
2. B okHe WAF-npodune Ha sriaake WAF-npasuna seibepute WAF-npasuno 1 Haxwmute Mepeonpeaenuts.
3. B okHe Mepeonpenenexne NpaBun M3MEHNTE HYXHbIe NapameTpbl.
4. CoxpaHuTe BCE MBMEHEHMA.

MpumeuaHueBLI Takke MOXeTe U3MEHUTL NapameTpbl cpady Heckonbkux WAF-npasun. [ina atoro B okHe «WAF-npodpunb» Ha Briaake «WAF-npasuna» HyxHO BeiGpaTh Heckonbko WAF-npasun, 3atem Haxarts «Mepeonpeaenits», B OkHe
«lepeonpenenexu1e Npasus» U3MEHUTL HY)XHbIE NapamMeTpbl U COXPaHNUTL M3MEHEHHA.

HacTpoiika cuctemHoro WAF-npaeuna B cnucke rno6anbHeix npasun
Mpu HacTpoiike cucTemHoro WAF-npaBuna yepes CiMcok rnobanbHbix npasun napametpsl WAF-npasuna u3MeHATCA Tonbko B Tex WAF-npopunsx, B KOTOPbIX HE BbIMOMHANOCH NepeonpeaeneH1e napaMeTpos 3TOro npasuna.
YTo6bl 3MEHUTL NapameTpsl cuctemHoro WAF-npasuna Yepes CUCOK rnodansHbix npasun:

1. B pasaene no6anbHble npasuna sbibepute cucTemHoe WAF-npasuno 1 Haxvnte PefakTupoBsats.

2. B okHe PefakTMpoBaHWe NpaBui UBMEHUTE HYXHbIE NapameTpbl.

3. CoxpaHuTe U3MEHEHHS.

MpumeyaHneBeI Tawke MOXETE H3MEHUTL NapameTp.l CPady Heckonbkinx WAF-npasun. [InA 3Toro B CMcke rmoGanbHeIX NPaBun HYXHO BIGPaTL Heckonbko WAF-npasun, 3aTem HaxaTe «PefakTupoBaTk», B OkHe «PeaaktuposaHme
NPaBu» UIMEHUTb HyXHbIE NapameTpbl U COXPaHNTL U3MEHEHHA.

BoccTaHoBneH1e 3HaYeHWI NO yMONYaHUIo

Mpu HacTpoWKe NOMUTUKKM 6E30MACHOCTH MOXKET NOHAA0BUTLCA BOCCTAHOBUTL UCXOAHBIE COCTOAHNA OTAeNbHbIX WAF-npasun. B 3aBUCHMOCTH OT TOro, 3HaueHns napameTpos kakoro WAF-npasuna HyXHO BEpPHYTb K UCXOAHBIM, HEO6XOANMO
NepeiTH B OAHO W3 CIeAYIOLINX OKOH U HaXaTb Th noy :

« B oxHe WAF-npodunb Ha Brnaake WAF-npasuna — 4toObl BEPHYTb NapaMeTpsl NPasun B MPOdUIe K COCTOAHMIO rMoGasnbHbIX Npasui.

« B pasaene Mob6ankHbie npaBuna — 4YT06LI BOCCTAHOBUTbL UCXOAHOE COCTORHUE BbIGPAHHLIX NPaBMi B rM06anbHOM CICKE.

CosfaaHue nepcoHanbHOro cnos U nonb3sosarenbckux WAF-npasun

Uro6bl Bonee rM6Ko ynpaBnATL NONMTUKOM GE30MacHOCTH, Bbl MOXETE CO3AaBaThb NEePCOHasbHLIE oM, CoAepXallMe nosb3oBaTenbekie WAF-npasuna, HanucaHHble Ha Asbike UPL. CosaaHHbIe NepcoHarnbHble Criou 0ToOpaxaroTes B
Monutuka n-n cnou. Bl MoxXeTe NpocmMaTpuBaTh M peAaKTMpOBaTh WX, BLIMONHATL MOMCK MO Ha3BaHMIO CMOS.

YTo6bl CO3AaTL NEPCOHaNbHBIM MO ¢ Nonb3osaTensckium WAF-npasunom:
1. B pasaene MNepcoHanbHele cnon HaxvmTe [o6aBuTh.
MpumeyaHneBb! Takke MOXeTe CO3AaTh NepCoHanNbHBIN Cro NpU Co3AaHUM Unu nameHeHnn WAF-Npoduna, Haxas B OKHe CBOWCTB NPOdUNA Ha BKNaaKe «Cnon» KHOMKy «JJo6aBuTh NEpCOHamnbHBbIA Croit».

2. B okHe CBOMCTBa NEPCOHANbHOTO CNOA YKaXXNUTE HasBaHKe.


https://docs.usergate.com/nastrojka-isklyuchenij-dlya-waf-pravil_3311.html
https://docs.usergate.com/profili-otveta_3309.html

3. B obnactu PepaktupoBaHue BbipameHua seeante UPL-BbipaxeHue, coaepxallee npaeuna nposepku Tpadpuka. MoapobHee o cuHTakcuce UPL-Bhipaxenuit — B pasaene « UserGate Policy Language ».
MpumeuanneObnacTs NpeAcTaBnAeT COB0H BCTPOEHHBIA PEAAKTOP C NOACBETKOM KIIHOHEBbIX C/IOB W BbIPaXEHWI 1 NPOBEPKOI cuHTakcuca UPL.

4. Ecniv HeoBX0AMMO, BKITIOUMTE XypHANMPOBaHWe NOMb30BaTE bCKOrO Npasuna. [na a1oro B o6nactu peaaktuposaHua UPL-Beipaxerua fo6asbTe cBOACTBO "rule_log(true)" unu "rule_log(yes)".

5. Haxxmute MpoBepHTL BbIPaKEHHE 1, €CIIM HEOOXOAMMO, BHECHTE MCMIPABIEHUS.

6. [InA akTvBaLuMK Npasuna Ao6aBbTe CBOWCTBO "enabled(true)".

7. CoxpaHuTe M3MEHEHHA.

Co3AaaHHbIi NepcoHarbHbIi CNoii asBToMaTuyecku aobasutca Bo Bce WAF-npodunu v ByneT no ymonuaHuio BeikntoueH. Yto6el UserGate WAF BLINONHAN NpoBepKy BeG-Tpaduka ¢ NOMOLLbIO Nonb3osaTensckinx WAF-npasun, Npu HacTpoiike
WAF-npod1na He0GXOAMMO BKIOUNUTL HYXKHbIE NEPCOHaNbHLIE CMOU W 3aTeM NOAKIIYUTL 3ToT WAF-npodunb k npasuny nyénukauuu. MoapobHee o HacTpoiike u noaxtoueHnn WAF-npoduneit — B pasaene «Hactpoika u noaxoyeHne
WAF-npooung».


https://docs.usergate.com/obshie-polozheniya_3387.html

Hactpoiika uckniouenui ana WAF-npasun

Version: 7.7.x
Product: WAF

Mo ymonuaxuio 6nokupytolme WAF-npasuna npuMeHsoTCA Ko BCeM 3anpocam W oTBeTam, co ] , COOTBETC ycnoeuam WAF-npaeuna. Bel MoXeTe HaCTPOUTL UCKIOYEHUA, YTOOLI CKoppeKTUpoBaTh paboTy WAF-
npasun.

McKntoueHnA NoMoryT NpeaoTBpaTUTL NOXHbIe cpabaTbiBaHkA 1 0BecneunTs rMbKoe ynpasnetHue o6paboTKoit Tpaduka. Hanpumep, OHW NO3BONAIOT UTHOPUPOBATL NEMMTUMHBIA TPAPUK OT CUCTEM MOHUTOPUHTA, NapTHEPCKMX AP| 1 J0BEPEHHbIX
nouckoBbix 60ToB (Googlebot, YandexBot), a Tawke 3anpockl ¢ HaAEXHbIMK pedepepamm UMk CneLMpUIEcKUMI 3aroniokamm1 Accept OT BHYTPEHHUX CUCTEM.

VCKIoueH!A 3a/1at0TCA YCNOBUAMM, NPU BLINONHEHUK KOTOPLIX WAF-npasuio nponyckaeT 3anpoc unu oteet 6es o6pabotku. Ecnu ana WAF-npasuna ecTb UCKIIOYEHWE, OHO NPOBEPAETCA B Nepayto ouepeas. Ecnn WAF-npasuno conepxut
HECKOMBLKO UCKITKOYEHUH, I0CTATOUHO cpadaTkiBaHUA NIOGOr0 UCKIIOYEHMA, YTOBLI NPeKPaTUTL 00paBoTKy.

JInA cosnanmuA Uckoueruit ucnonbaytotcA UPL-yCnoBuA 1 norMyeck1e onepatopel, aHanornyHele onepatopam GunbTpaunmu AaHHbIX. MoapobHee o UPL-ycnosuaAx u onepatopax — B paszenax « YCnosua» U «[10MCK M GUAbTPAUNS AaHHbBIX».

Bbl MOXeTe HacTpauBaTh UCKITKOUEHUA MO CREAYIOLLMM YCIOBUAM.

Ycnosue Onucanune
http.method Mposepka HTTP-meToaa
src.ip Mposepka |P-aapeca
http.request.body.re2 Mposepka Tena HTTP-3anpoca
http.response.body.re2 Mposepka Tena HTTP-otBeTa

http.request.body, http.request.body.nocase  ||Mposepra Tena HTTP-sanpoca

http.response.body, http.response.body.nocase|Mposepka Tena HTTP-otBeTa

request.header.Host Mposepka HTTP-3aronosxa 3anpoca Host

url.path Mposepka URL

request.header.User-Agent Mposepka 3aronoska useragent

request.header.Referer MpoBepka 3anpoca Ha AoBepeHHbIe pedepeps!

request.header.Accept Mposepka 3aronoska Accept

request.header.Cookie MpoBepka 3aronoeka 3anpoca Cookie Ha 3HayeHne

gparam MpoBepKa 3HaueHuA NapamMeTpoB 3anpoca

upl.condition Mone AnA NPONU3BONBLHOMO UCKIKONEHNS, HAMKCAHHOTO Ha A3bike UPL. BbipaeHna 3an1cLIBatoTCA B N0Me 3Ha4YeHNi Yepes npoGer, KoTopkii paboTaeT Kak foruieckoe «M»

Co3pgaHue UCKITIOUeHUnA

Yrobbl cosaaTh UCKNIOUEHHe:

1. B pasnene Hactpoiku - Monutuka U HaXmuTe b.

2. B okHe CBOMCTBA UCKNIOUEHHA YKaXMTE Ha3BaHNE UCKIIOUEHHA.

3. Ecnu Heo6x0aMMo BECTY 3anuch CpaBoTaBLUKX UCKITIOYEHHI, YCTAaHOBUTE GNaxok HypHanuposaHue.

4. BuibepuTe M3 CniucKa yCroBue, 3aTem BblGepuTe AOCTYNHBIN ANA HEro NIOrMUYECKHii OnepaTop U YKaXnTe OAHO UMM HECKOMBKO 3HAUEHMIA.

MpumeuanneBb! MoxeTe A06aBUTL HECKONBKO YCIOBHI B OAHO UCKITIoYeHHe. B 3TOM criyuae McKiioueH e cpadoTaeT, €Civ Npu NPOBEpKe 3anpoca Ui OTBeTa BbINOSHEHb! BCE yKa3aHHLIE YCIOoBMA.
5. CoXpaH1TE U3MEHEHHA.

Uckriouenne cosaaHo. Ytobkl oHo cpaboTarno, ero criesyeT NpUMeHUTL K BeibpaHHbiM WAF-npasunam.

MNpuMeHeHWe UCKNIOUeHUN
Co3aaHHbIe UCKITHOYEHWA MOXHO NPUMEHUTDL K WAF-npaBunaM AsymA crocobamu:

« Yepes HacTpoiky WAF-npodpuna. Uckniouenns, nobaenerHsie B WAF-npasuna yepes HacTpoiky WAF-Npopuns, NPUMEHAIOTCA TONMLKO B paMKkax atoro npoduna. Takum o6pasom, Ana oaHoro WAF-npasuna, BKIIOUEHHOTO B
Heckonbko WAF-Npoduneit, MOXHO NPUMEHNUTb COOCTBEHHDIA HABOP UCKIIOUEHHI B KXKAOM U3 aTUX npoduneir. Ecn k WAF-npasuny yxe Obinv NpUMEHeHb! MCKIIoUeHNs, nx Habop ByaeT U3MeHeH TombKo B BbibpaHHom WAF-npodune.

« Yepes poiiky WAF- 0 B o6uiem cnucke WAF-npaeun. Uckniouerus, Aobasnentbie B WAF-npasuno yepes o6Lymit cnncok WAF-npasus, IPUMEHAIOTCA TOMbKO B Tex WAF-POGUNAX, UCTONb3YIOLIMX 3TO
WAF-npaBuno, B KOTOpbIe He Obini 100aBNEeHbI UCKIIOYEHHA Yepes HacTpoiky WAF-npogpuna.

Y106kl NPUMEHUTL UCKIIOYEHUA Yepes HacTpoiky WAF-npoduna:

1. B pasaene Hactpoiku - Monutuka U - WAF-npod BbiGepute WAF-npopuns.

2. B okHe WAF-npodunb Haxmute HassaHue cnoa ¢ WAF-npaBunamm, K KoTOpsIM TpeByeTCA NPUMEHUTL UCKITOYEHMA.

3. B okHe cBoCTB cnonA B cexkyuu MpaBuna HaxwvuTe HacTpoika npasun.

4. B okHe HacTtponka npaBun eui6epute WAF-npasuno v Haxmute Mepeonpeaenuts.

5. B okHe MepeonpeaeneHue npaBun B cexkuun UCKNIOUeHHA B KOMOHKE JIOCTYNHBI BLIGEPUTE OIHO UM HECKOMBKO NPEABAPUTENBHO CO3AAHHBIX UCKTIOUEHHI U HAXKMUTE 3HAYOK NAloca.

6. CoxpaH1TE U3MEHEHHA.
MpuMeuaHneBbl Takke MOXKETE MPUMEHUTL UCKITIOYEHHA Cpasy K Heckonbkinv WAF-npasunam. [1na a1oro B okHe «HacTpoiika npaeun» HyxHo BeiGpats Heckonbko WAF-npasun v 3atem Haxartb «[lepeonpeaenutb». B cekumm «MckntoueHus»
Heo6xoanMo BeIbparth «Mepesanicate», NOCAE YEro CTaHeT A0CTYMHbIM 106aBNEHUE UCKIIOYEHUH. MOCTE COXPaHEHUA MBMEHEHNI A0BABNEHHbIE UCKITIOUEHNA NPUMEHATCA KO BCeM BiibpaHHeiM WAF-npasunam. Ecnu B 610K «BeiGpaHHbie» He
[A0GaBNEHO HY OZIHO UCKITIOUEHME, HO BbIGPaHa Nepesanich UCKIIOUEHHi, Bce paHee A06aBeHHbIe UCKMoueHuA Gy ayT yaaneHs! U3 BbibpaHHbix WAF-npasun.
UToGbI NPUMEHUTL UCKNIOUEHUA Yeped HacTpoiiky WAF-npasuna:

1. B pasaene Hactponku - Monutuka 6esonacHocTy - Mpasuna seiGepute WAF-npasumo 1 HaxmnTe PefaktupoBats.

2. B okHe PepakTMpoBaHWe NpaBun B CekuMM MCKNIOUeHUA B KONoHKe JoCTYNHbI BLIGEpUTE OAHO UM HECKONBKO NPeBAPUTENbHO CO3AAHHBIX UCKTTIOUEHHIT M HAXKMUTE 3HAUOK Mioca.

3. CoxpaHuTe U3MEHEHMA.
MpumeuaHueBLI Takke MOXeTE NPUMEHNTL UCKIOUEHUA CPasy K HecKoNbkuM WAF-nipasunam. [ 3T0ro B CIUCKE HY)XHO BbIGPaTh Heckonbko WAF-npaBun v 3aTem HaxaTb «PefakTupoaTe». B cekumm «MUckntoueHns» Heobxoaumo BeIOpaTh
«Mepesanucarb», NOCINE Yero CTaHeT AOCTYNHLIM A00aBNEHUe UCKITIOUEHHIA. [oCne COXpaHEHUA MBMEHEHMI 100aBNEHHbIE UCKITIOYEHUA NPUMEHATCA KO BCeM BbiGpaHHbIM WAF-npasunam. Ecnu 8 6110k «BeibpaHHbie» He 406aBeHo H1 OAHO
VUCKITIOUEHME, HO BbIOpaHa Nepesantch MCKIIOUEHHH, BCe paHee A00aBneHHble UCKoYeHNA ByayT yaaneHs u3 Bbi6panHeix WAF-npasun.

MpumeHeHHble UcKtoueHna oTobpasaTen B ceoiicTBax WAF-npasuna B o6uem cnucke WAF-npasun B ctonbue HUcknioueHus.

MHpopmauma 0 cpaboTaBLunX UCKIKOUEHUAX AOCTYNHA Ha CTpaHuue aTak: AnA WAF-npasun co cpaboTaslumm ucknioueHrem B cTonbue JlecTeue oToGpaxaetca sHaueHne No action, a B cton6ue UcknoueHHa nosBnAeTCA CoOTBETCTBYOWMN
3HauOK. Mpu HaBeAEHUM Ha Hero Kypcopa oToBpaxaeTcA HadBaHWe cpaboTaBLUEro UCKItoueHuA. MoapoBHee 0 NpocMoTpe UHdpopMaLun o cpabotasiumx WAF-npasunax — B pasaene «[1pocMoTp 0OHaPYKEHHbIX aTaK».


https://docs.usergate.com/usloviya_3383.html
https://docs.usergate.com/poisk-i-fil6traciya-dannyh_3338.html
https://docs.usergate.com/prosmotr-obnaruzhennyh-atak_3346.html

Pa6orta c 3aronoekom X-Request-ld

Product: WAF
Version: 7.7.x

X-Request-Id — BcnomoratenbHblit onyuoHanbHbIi 3aronosok HTTP, KOTOPbIA COAEPKUT YHUKAMbHBIA MAEHTUHUKATOP 3anpoca. OTOT MAEHTUdUKATOP NO3BONAET TPACCHPOBaTh OTAeNbHble HTTP-3anpocs! npu petueHnt npobrem B padote
BE6-CEepBMCOB.

3HaueHne naeHTUHUKaTOpa 3anpoca ABNAETCA CyYaiHbIM, He COAEPXMT HUKAKOW NepCOHanbHON MHGOPMALIMKM O NoNb3oBaTesNe U reHePUPYEeTCA NA Kaxaoro otaensHoro HTTP-3anpoca, YTo UCKoYaeT OMacHOCTe HapyLLIEHNA NPUBATHOCTH
nonb3oBarensa.

B UserGate WAF uaeHTMdHKaTOp 3anpoca Ucnonb3yeTca Ana koppenauun HTTP-3anpocos v 3anuceit xypHana BeG-10CTyna u xypHana cpabatbiBanus npasun WAF B pamkax 0HOTO coeMHeHUA. OYHKLMOHANBHOCTb 1OCTYNHa B Bepcum 7.4.0
W BbilLe.

UserGate WAF nposepseT npuxoasime HTTP-3anpockl Ha Hanuuue 3aronoska X-Request-ld u sHauenna naeHTudukaropa sanpoca. Ecnu saronosok X-Request-ld otcytcTyet, UserGate WAF ao6aBnsaet ero B 3anpoc v reHepupyet
YHUKamnbHOe 3HaueHue naeHTuduKaropa sanpoca. Ecnu HTTP-3anpoc npuxoaunt B UserGate WAF ¢ yxe cyljecteyiolmm 3aronoskom X-Request-ld, To UserGate WAF 3ameHAeT ero 3HaueHue Ha COBCTBEHHOE CreHepUpOBaHHOE YHUKaNbHOe
3HaueHue.

Janee 3anpoc nepeaaeTca Ha aHanua v AanbHelilyio 06paboTky B COOTBETCTBMM C NpaBMnamMm 1 nonuTMkamm 6esonacHocTu B UserGate WAF. 3HaueHue naeHTdUKaTopa 3anpoca CoXpaHASTCA B 3aMMCAX XypHana Be6-aoctyna.

Mpu cpabartsbisanmuu npasuna WAF KineHTy BO3BPALLAETCA OTBET C MAGHTM(MKATOPOM 3anpoca B KauecTse 3HaueHus aronoska X-Request-ld. B sanucax xypHana cpabaTsiBaHua COXpaHAETCA 3HaueHMe MaeHTUdMKaTopa 3anpoca.

B Be6-uHTepdeiice aaMMHUCTPaTOpa B pasaene ATakw, a Takke B pasaene MypHanel M oTueThl Ha BiIaake MypHan Be6-aocTyna ectb konoHka MaeHTHMKaTOp 3anpoca, rae 0ToGpaxaeTcA 3HaueH e aToro uHaMKaTtopa. Moanepxusaetcs
YHKUMA PUNLTPALIMK COBLITHIA B XXypHANe No MAEHTM(UKATOPY 3anpoca.



DUnbTpaLMA 3aKOAUPOBaHHOTO TpaduKa

Version: 7.7.x
Product: WAF

JIBOWuHbIE AaHHbIE MOTYT MepeaaBaTbCA B 3aKOAMPOBAHHOM BUAE Yepes KaHarnkl, NPeaHasHaueHHbIe TOMLKO ANA Nepeaayun TekcTa. C NoMOLLLIo CTaHaAapTa KoaupoBaHUA Base64 nio6oi daitn npeobpasyeTca B CTPOKY TEKCTa U NepeAaeTca no
NPOTOKONaM, MOAAEPIKUBAIOLLMM TONBKO TEKCTOBBIA dopmart. CTaHaapT Base64 UCnonbayeTcaA Hanpumep AnA KOANPOBAHUA BIIOXEHHI ANIEKTPOHHOM NOYTLI UM ANA BCTPaNBaHUA rpadHueckux, BUAEO- M ayaAMoaaHHLIX B Be6-paspadoTke.

HeKDTOpre aTtakuM Ha Beé—npnno»(ewﬂ TaKwke UCNonb3yrKT CTaHAAapT KOAUPOBaHUA Base64 ana 06)(0[13 q)m'IbTDOB MeXCeTeBblX 3KpaHOB, B TOM YXC1e UCMONb3yeTCA MHOrOKpaTHOe KoAMpoBaHue, 3aTpyAHAIoLIee aHasin3 UCXOAHbBIX AaHHbIX.
Hanpumep, B cnyyae SQL-BHeapeHWA BoiNomnHaeTcs koauposaHne SQL-3anpoca B Base64, uto6bl 060MTH CUrHaTypHbIM aHanua. Kak npaeuno, atu AaHHble nepeaarotcs B napamertpax URL, cookies u saronoskax HTTP-3anpocos.

B UserGate WAF Bbl MOXETE UCMOMNb30BaThL Npasuna Nydnukauumu Ang AeKoAMPOBaHUA U GUNLTPALMM TaKUX AaHHbIX.
MoanepxvBaeTcA AeKoAMpPOBaHUe cneaytolmx anemeHTos HTTP-3anpoca:
« nyTb 3 URL;
« 3HayeHua Cookies;
« 3HayeHuA B saronoekax HTTP-3anpocos;
« Teno 3anpoca/ Teno oTeeTa, eCnu B 3aronoske content type ykasan MIME-Tun  application/x-www-form-urlencoded;
« napametpsl u3 Tena POST-3anpoca unu us URL GET-3anpoca.

YT06LI HACTPOUTL UMBTPALIMIO 3aKOAMPOBAHHOTO TPadHKa:

1. B pasnene Hactpoiku - Monutuka = N y coapaiTe npaeuno. MoapoGHee 0 cosaaHUM U HACTPOKKE Npasuna nyénukauun — B pasaene « [yénukaumns Be6G-cepBucoB».
2. BokHe poi y Ha Brnaake Mpodunu 6esonacHocTu ycraHoBuTe dGnaxok BrntounTs sawmty Be6-npunonennin (WAF) 1 Boibepute WAF-Npoduiib, B COOTBETCTBUM C KOTOPbIM AEKOANPOBAHHBIE

naHHble GyayT nojBepraTbCA CUrHaTypHOMY aHanuay. Mocne BeiGopa WAF-npoduna cTaHeT A0CTYnHO# Brnaaka Base64.

3. Ha Bknaake Base64 yctaHoBuTe Gnadkku ANA TeX 3NEMEHTOB KTMEHTCKOro 3anpoca, KoTopble CrieayeT AeKoapoBaTh.

4. YKaxuTe KONMUECTBO UTepaLuii AeKOAMPOBAHMA ANA MHOTOKPATHO 3aKOAMPOBaHHLIX AaHHbIX. MakcuManbHoe sHaueHne — 5.
5. CoXpaHuTe U3MEHEHHS.

IMpu cpabarTbiBaruu Npasuna nyénukauum OyaeT BLINOSHEHa NONbITKA 1EKOAMPOBAHWA BEIOPaHHbIX anemeHTos HTTP-3anpoca, a B 3anucAX XypHana coObITui COXPaHUTCA MHMOPMALMA 00 U3MEHEHUH COCTORHUA IEKOAMPOBAHHbIX NapaMeTpoB.


https://docs.usergate.com/publikaciya-veb-servisov_3302.html

O6paboTKa 3anpocoB ¢ AaHHbIMK B popmaTe JSON

Version: 7.7.x
Product: WAF
Documentation: ¥

Be6-cepaucel AP yacto ucnoneayior popmar JSON ana obmena AaHHeIMK. Ecnin UserGate WAF 6yaet o6pabarteisate HTTP-3anpoc ¢ JSON-Tenom Kak 06bluHbIi TEKCT, HEe y4uTbIBaA €ro CTPYKTYpPY, 3TO MOXET NPUBECTH K MPOMYCKY Yrpo3.
JInA KOPPEeKTHO NpoBEpKM Takux 3anpocos B UserGate WAF npeaycmoTpeHsl pasdbop Tena 3anpoca W npoBepka COOTBETCTBUA AaHHbIX CTPyKType JSON. 3Tn napameTpsl HacTpausatotca B JSON-npopunsax.

JSON-npodunb, NOAKMIOUYEHHBIM K NpaBuny ny6nukauun, obecneunsaet:

NPONYCK TONLKO NErMTUMHBIX 3aNpoCcoB C AaHHLIMK B popmate JSON;

NpoBepKy COOTBETCTBMA aHHbIX 3aAaHHbIM JSON-cxemam W OTKOHEHUE 3anpOCOB C HECTAHAAPTHON CTPYKTYPOH;

KOHTPOSb paaMepa, CHIOXHOCTH U ryGUHBI BNIOXEHHOCTH AaHHbIX C MOMOLLbIO JIMMUTOB;

pasbop (napcwHr) cTpykTypsl JSON Ans nocneaytolel nposepky Tena sanpoca WAF-npasunamu;

XXYPHaNMpoBaH1e COBLITHIA, CBA3AHHBIX C MPOBEPKOM AaHHLIX B popmate JSON.

O npaHHbIx B popmate JSON

JSON (JavaScript Object Notation) — TekcToBbI hopmat AnA NpeacTaBNEeHUA CTPYKTYPUPOBaHHBIX AaHHbIX. B HTTP-3anpocax aawHble B popmate JSON nepeaatotca B Tene 3anpocos  POST, PUT unu PATCH c 3aronoskom Content-Type:
application/json unu aHanoruyHeIM.

Mpumep HTTP-3anpoca ¢ JSON.

POST /api/users HTTP/1.1
Host: example.com
Content-Type: application/json
Content-Length: 200

"user": {
"username": "lvan",
"email": ["ivan_1@example.com"”, "ivan_2@example.com"]

b
"settings": {
"language": "ru"
"notifications’
"email": true,
"sms": false
}
}
}

JSON cTpouTCA Ha ABYX OCHOBHbIX KOHCTPYKLMAX:

« O6BbeKT — Habop nap «Kmiou: 3HauYeHne» B PUrypHbIX CKOBKax {}.
« MaccuB — ynopaAoUeHHbIi CNIUCOK 3HAYEHNH B KBAAPATHLIX CKOBKax [].

BHyTpM 0GTEKTOB M MACCMBOB A0MYCTUMbI PA3NIUUHbIE TUMbI 3HAYEHWH (CTPOKA, YKCNO, BYNEBO 3HaUeHUe, NyCTOe 3HaUYeHUe, OOBEKT, MacCHB), CBA3AHHLIE MOMA MOTYT rPyNNUPOBATLECA BO BIOXKEHHBIE OGBEKTHI, BIIOKEHHOCTb MOXET A0CTUraTh
HECKOMbKUX YPOBHEH.

MNpuHuun nposepku HTTP-3anpocos ¢ Tenom B popmarte JSON

Ecnu k npasuny ny6nukaumu noakntoueH Tonbko JSON-npoduib, NpoBepka BLINOSHAETCA NOCNeAOBaTeNbLHO: CHauana nposepaeTcs saronosok Content-Type unu dopmar Tena sanpoca, 3aTeM — 3afaHHble IMMUTI 1 cooTeeTcTane JSON-
cxemam. MapcuHr JSON 1 nposepka Tena sanpoca Ha cooteeTcTare JSON-Cxemam BbINOMHAIOTCA TOMLKO B TOM Cy4ae, €Ciu B NpoduIe HAaCTPOEH XOTA Gbl OAMH IMMUT UK X0TA Bkl oaHa JSON-cxema. Camo no cebe ykasaHue 3aronoBka
Content-Type He sanyckaeT npoBepKy CTpykTypbl JSON.

1. Mposepka 3aronoska Content-Type

Ecnu B JSON-npocune ykasaH saronosok Content-Type, UserGate WAF nposepseT, COOTBETCTBYET /1 eMy 3arosloBoK 3anpoca. Ecnu 3aronoBok 3anpoca He COOTBETCTBYET 3a1aHHOMY 3HAYEHMIO, 3aMPOC NPOMYCKAETCA ATUM NPOBHUIEM U
MOXET BbITh NPOBEPEH APYrMMU NPOGUIAMK UK NPABUNAMHU NyBNMKaLMK.

Ecnu saronosok Content-Type He ykasan, UserGate WAF npoBepseT, COOTBETCTBYeT N Teno 3anpoca dpopmary JSON:
« ecnu Teno He asnaAetca JSON, 3anpoc nponyckaeTca 3TMM Npopunem;
« ecnu Teno asnaetca JSON, UserGate WAF nepexoauT K npoBepke NUMMUTOB.
2. Mposepka numuToB
Ecnu B JSON-npogune HacTpoeHbl NUMUTHI ANA Tena sanpoca, UserGate WAF nposepseT ux cobnioaeHue:
+ €CTIM IMMMTBLI NPEBLILIEHBI M ANA Npoduna BeiGpaHo Aeviceue Deny, sanpoc oTkoHAETCA, AanbHelian NpoBepKa 3anpoca B paMKax TeKyLero npasuna ny6n1kauuy npekpailaeTcs;
« €CNM IMMUTBI NPEBLILLIEHBI U ANA NPoduna BuiBpaHo aeiictene Pass, sanpoc nepesaetca Ha nposepky no JSON-cxeme;
« €CINM JIMMUTLI He NPeBbilLIeHbI, 3anpoc nepeaaeTca Ha nposepky no JSON-cxeme.
ECnM TMMUTBI He HACTPOEHBI, 3TOT 3Tan NPONyCKaeTeA, a 3anpoc nepeaaeTca Ha nposepky no JSON-cxeme.
3. Mposepka cooTeTcTBUA JSON-CXEME
Ecnu B JSON-npogune ykasaHsl JSON-cxembl, UserGate WAF pas6upaeT Teno 3anpoca, NpoBepsAeT ero CTPYKTypy M CONOCTaBNAET ee C 3aAaHHbIMU CXeMamMu.
« €CNW 3aNpoC He COOTBETCTBYET CXxeMaMm U BuibpaHo AeticTeue Deny, UserGate WAF 0TKIOHAET 3anpoc, AarbHedlan nposepka 3anpoca B paMKkax TeKyLLero npasuna ny6nukaLmn npexpalaeTcs;
« €CNW 3aNpocC He COOTBETCTBYET CXeMam i BbibpaHo AelicTeue Pass, sanpoc nponyckaeTca U nepeaaeTca Ha NPOBEPKY APYrMMIM Npasuiamu ny6nmkaLum, ECriu OHU NPeayCMOTPEHbI B KOHMUTYPaL UK MOSIMTUKM 6E30MacHOCTH;
« €CNK 3anpOC COOTBETCTBYET CXEMaM, OH MPOMYCKAETCA M MOXET ObiTb NPOBEPEH APYTMM MPOMUIAMM UNM NpaBuUnamMm NyGNUKaLMK, CII OHWU NPEAYCMOTPEHBI B KOH(UIypaLmMm NONUTUKN 6e30MacHOCTH.

Ecnyu 8 JSON-npocune He yrasaHbl JSON-CxeMbl, 3anpoc NponyckaeTcA v nepeaaeTca Ha NPOBEPKY APYrvMKM Npasunami NyOnuKaumn, ecni OHi NPeaycMOTPeHbI B KOHPUrypaumn NonuTHkv 6esonacHocTy.

MopAaaok coBmecTHOM NpoBepku 3anpoca JSON-npodpunem u WAF-npopunem
Ecnu k npasuny ny6nukauuu noakiodeH toneko JSON-npopune, UserGate WAF OyzneT dpunbTpoBaTh 3anpockl B COOTBETCTBUM C HACTPOEHHOW KoHdurypaumeir JSON-npoduna.
Yro6bl nocne napcuHra Takke BoinonHanack nposepka JSON-Tena 3anpoca Ha Hanuuue yrpos, K npaeuny nyénukauuu nomumo JSON-npoduna Takke Heo6X0AMMO NOAKMOUNTE U WAF-npodunb.

Mpasuno nyénmkaLmm, B KOTOPOM OAHOBPEMEHHO NoAKoueHsl WAF-npodune (Ans nposepky akcnepTHbiMu WAF-npasunami) 1 JSON-npodune (ana napcuHra u nposepki JSON), obpabaThiBaeT 3anpoc B HECKOMBKO 3Tanos, NOPAAOK
KOTOpbIX onpeaenaeTca napameTpamu JSON-npopuna.

TMopAAOK NPOBEPKYU 3aBUCHT OT TOTO, Kakue NapameTpsbl IPOBEPKM yKaszaHbl B JSON-npodune: sHaueHne saronoeka Content-Type, numuTel Ha AanHbie, JSON-cxema. WAF-npodunis npu 3ToM 0TBEYaeT 3a NPOBEPKY N0 AKCMEPTHBIM Mpasuiam
(3aronosku, napameTpsl, T€10), a JSON-NpodunbL — 3a NAPCHHT, IMMUTLI U NPOBEPKY MO CXEMe.

PaccmoTpum nposepky 3anpoca Ha npumMepe, Koraa K npasuny nyénukauuu noaxntoueHsl WAF-npodunb n JSON-npoduns 1 8 JSSON-npodune ykasaHbi:
« 3HaueHue 3aronoska Content-Type;
« NIMMUTBI Ha AlaHHbIE (HAaNPUMEP, MaKCUManbHbIA pasmep Tena);
« JSON-cxema.

Toraa nposepka 3anpoca GyAeT BbINOMHATLCA B CHIEAYIOLLEM NOPAAKE:

1. MpoBepka cooTBeTcTBUA 3aronoska Content-Type u numuToB (JSON-npodpuns).
Koraa noctynaer 3anpoc, cucTema cHauana ceepAeT 3HaueHue saronoska Content-Type ¢ Tem, uTo ykazaHo B JSON-npodune.

« ecnun Content-Type cootBeTCTBYeT yKaszaHHoMy B JSON-npodune, NpoBepAloTCA MMMUTBI HA TENo 3anpoca;
« €CM UMMTHI NpeBbilueHbl 1 B JSON-npogune BeIBpaHo Briokupytollee AeicTeue Deny, 3anpoc OTKNOHAETCA, AasbHeLLan NPOBEPKa He NPOBOAMTCS.
2. Nposepka 3aronosxos (WAF-npodunb).
Ecnu nuMuTLI He npesbileHsl, Aanee WAF-npodunem npoBepAoTCA 3arofioBKu, Npu YCOBUM YTO Npasuno ny6nukalyu HaCTPOEHO Ha NPOBEPKY 3aronosKoB. Ecnu aTa nposepka He BMOKMPYET 3anpoc, ynpasnexue Bo3BpalLaeTca

JSON-npodunto AnA NPOAOIKEHUA NPOBEPKM Tena.

3. MNposepka Tena 3anpoca (JSON-npodunb, 3atem WAF-npopunb).



JSON-npo b NPOAOMKAET NPOBEPKY Tena: BbINonHAET napcuHr JSON, NpoBepAET CTPYKTYpy, CONOCTaBAET CO CXeMOW. ECnu nocne 310 NpoBepki 3anpoc He 3a6IoKMpoBaH, nposepka Tena npoaomkaetca WAF-npodunem no
oKcnepTHbIM WAF-npasunam.

HacTpotika u nogkniouenne JSON-npoduna

Y106kl NpasmMno nybnmKaumMm yyactsoBasno B NPOBEPKE 3anpocos ¢ AaHHbIMK B popmate JSON, Heobxoanmo codaatb JSON-npodunb 1 NOAKMIOUNTL €ro K Npasuny nyonukaumu.

BamHo!YT066I JSON-Npod b BLINOMHAN NPOBEPKY 3aMpOCOB, B HEM HEOOXOANMO yKadaTb XOTA Gbl OAMH NUMMT Unu 106aBuTe XoTA Obl 0aHY JSON-cxemy.

Cospanue JSON-npodpunsa

Yrobel cozaats JSON-npoduns:

1. Ha ctpanuue HacTpoiiku B pasaene Monutuka ™ - Mpod U - JSON-npog HaxmuTe Jo6aBUTh.
2. B okHe CeoitctBa JSON-npoduna Ha Briaake O6LMe BLINONHUTE Creayiollne AeHCTBUA:

« YK@KUTE HasBaHuWe NPOGHUNA 1 NP HEOGXOAMMOCTH OnUCaHKE;

« NP1 HEOBXOANMOCTH BLIBEPUTE NPODUIL OTBETA, KOTOPLIA BEPHETCA KITMEHTY, eCMM 3anpoc GyaeT 3a6nokuposaH Npodunem;

« BbIBEpUTE AEHCTBUE, KOTOPOE BYAET BLIMOMHATLCA B OTHOLLEHWM TPAHKA NPH OLIKGKE NAPCHHIa UK BLIXOAE 3a NPEAEnsl NIMMUTOB;

« NPy HEOBXOANMOCTH BKIIOUNTE XKYPHANMPOBAHKE COBLITHIA.
3. Ha Brnazike Content-type yKaXmTe OAHO UM HECKOSBKO 3HaueHwi 3aronoeka Content-type. [ln1A 3anNpocoB ¢ 3THM 3HAUEHUEM B 3arosloBKe By/eT BLINONHATLCA NPOBEPKa Ha cooTBeTCTBMe (opmaty JSON.
MpumeyanneEcny He BLIBPAHO HU OIHO 3HAUYEHHUE, MPOBEPKY Ha COOTBETCTBME dopmaty JSON ByayT NPOXOAUTL BCE BXOAALLME 3anpoChi.
4. Ha srnaake JIMMUTBI YKXUTE MaKCUMAarbHOE 3HaUEHUE ANA OIHOMO MMM HECKOMBKMX NIUMUTOB:

« pasmvep Tena ¢popmarta JSON B baitTax;

« ry6uHa BNIOXKEHHOCTH 06 TBEKTOB;

« KOMMUECTBO 3IEMEHTOB «KITKOU: 3HAYEHHE» B OGBEKTE;

« KONMWYECTBO 3MEMEHTOB (3HauYeHWi) B Maccuee;

« KOMMYECTBO CMMBOJIOB B 3HAYEHUN TUNA «CTPOKa» (string);

« KOMMYECTBO CMMBOMIOB B UMEHM KITKoua.

5. Ha Brnaake JSON-cxembl npu Heo6xoAUMoCTH AoBaBbTe xoTA bl oaHy JSON-CxeMy ANA NPOBEPKM COOTBETCTBUA 3anpoCcoB HEOBXOANMbIM TpedosaHuaAM. MoapobHee o cosaannn JSON-cxem — B pasaene « JSON-cxembi»

Mpumet JserGate WAF nog, T cneuund JSON Schema Draft 03, Draft 04 u Draft 06.
6. Ecnu Bbl A06aBUNM HECKOMBKO CXeM, BbibepuTe, TpeGyeTca i NPoBepATL CooTBETCTBUE XOTA Gbl 0AHON JSON-CXeme v BceM A0OaBMEHHbIM.

7. CoxpaH1TE U3MEHEHHSA.

MoaxnioueHne JSON-npoduna k npasuny ny6nukayum

Yro6bl noakntounTe JSON-npodunb K npasuny nydnukaLmu:

1. Ha ctpanuue HacTpoiiku B pasaene Monutuka - N y coapaiTe unu BeibepuTe npasuno nyénukauuu. MoapobHee — B p « [y BEe0-CEepB1COB ».
2. Ha srnaake MNMpodgunu 6e3onacHoCTH yCTaHOBUTE GNaXoK BKOUMTL NpoBepKy AaHHbIX B popmate JSON 1 BbiBepuTe U3 cnucka HykHblin JSON-npodunb.

MpuMeyaHneECnn HYXXHOro NPOdUNA HET B CMIUCKe, Bbl MOXKETE CO3AATh €ro, HaXaB B KOHLE cnucka «Co3aaTh U BbiBpaTh HOBbIH 0B BEKT».

3. 3aBepLuMTe HACTPOHKY APYruX NapameTpoB npasuna NyonuKaunmu 1 CoxpaHuTe U3MeHeHHs.

Mpasuno ny6nukaumMi HAaCTPOEHO Ha NPoBEpKy AaHHbIX B popmate JSON. Ecnn B JSON-npodune BKMOYEHO XKypHANMpOBaH!e, COOLITUA, CBA3aHHLIE C 00PaBOTKOM 3aNPOCOB ¢ AaHHLIMKU B dpopmate JSON, oToBpaxarotcs Ha CTpaHuLe
MoapoGHee 06 3ToM — B pasaene «[1pocMOTP 06HAPYKEHHbIX aTaK».

ATaku.


https://docs.usergate.com/json-shemy_3412.html
https://docs.usergate.com/publikaciya-veb-servisov_3302.html
https://docs.usergate.com/prosmotr-obnaruzhennyh-atak_3346.html

O6pa6oTKa 3anpocoB ¢ AaHHbIMK B popmaTe XML

Version: 7.7.x

Product: WAF

Documentation: ¥

Be6-cepaucel 1 API MoryT oBmennBaTbCA AaHHbIMU B popmate XML. Ecnu UserGate WAF Bynet o6pabatbisate Teno HTTP-3anpoca kak 06bluHbIi TEKCT, He yuuThiBan CTPYKTYpy XML, 3T0 MOXeT NpHUBECTH K NPOMyCKy yrpos, Brioyan XXE-

araku, XPath-uHbeKumum 1 ckpbiTble XSS-nonesHble Harpysku B dneMeHTax 1 aTpubyTtax. [InA KOppeKTHO# npoBepku Takux 3anpocos UserGate WAF BrinonHseT pasdop Tena 3anpoca v NposepAeT COOTBETCTBUE AaHHbLIX CTPYKType XML. Otn
napameTpel HacTpausatotca B XML-npodunax.

XML-npodunb, NOAKNIOYEHHBIR K NpaBuy nybnukauuu, obecneumsaet:

NPONYCK TONLKO NErMTUMHBIX 3aNpOCoB C AaHHLIMK B popmate XML;

NpoBepKy COOTBETCTBMA aHHbIX 3aaaHHbIM XML-cxemam (unu XSD-cxemam) 1 OTKIOHEHUe 3anpoCcoB C HECTaHAAPTHOM CTPYKTYPOH;

KOHTPOSb paaMepa, CHIOXHOCTH U ryGUHBI BNIOXEHHOCTH AaHHbIX C MOMOLLbIO JIMMUTOB;

pasbop (napcwHr) cTpykTypsl XML Ans nocreaytowed nposepky Tena sanpoca WAF-npasunamu;

XXYPHaNMpPOBaH1e COBLITIA, CBA3AHHBIX C MPOBEPKOM AaHHLIX B popmate XML.

O npaHHbIX B popmate XML

XML (Extensible Markup Language) — 970 pacluMpAemblit A3bIK Pa3METKM ANf NPeACTaBNEHUA CTPYKTYPUPOBaHHLIX AaHHbIX. B HTTP-3anpocax AaHHbie B popmate XML 06bI4HO NPUXOAAT B Tene 3anpoca ¢ 3aronioskom  Content-Type:
application/xml unn 6onee cneunduuHbIM, Hanpumep application/soap+xml unu application/rss+xml.

Mpumep HTTP-3anpoca ¢ XML

POST /api/users HTTP/1.1
Host: example.com
Content-Type: application/xml
Content-Length: 200

<?xml version="1.0" encoding="UTF-8"?>
<users>
<user id="123">
<name>lvan</name>
<role>admin</role>
</user>
<user id="200">
<name>Anna</name>
<role>user</role>
</user>
</users>

OcHoBHbIMM 3nemeHTamu cTpykTypel XML siBnatoTca:

« XML-AeKnapayua: — yKasbiBaeT BEPCHIO M KOAMPOBKY (HeoOA3aTenbHEIi anemeHT). B npumepe: <?xml version="

="UTF-8"?>. UserGate WAF MOXeT ncnonb3oBaTh ee AnfA NPOBEPKW COrNiacoBaHHOCTH C 3arofoBKamMu.
« KopHeBo# aneMeHT — 5eMeHT, KOTOPbIY OXBaTLIBAET BECh AOKYMEHT. B npuMepe 310 <users>. KopeHb B IOKyMEHTE POBHO OAUH — /IBYX KOPHEBbIX AMIEMEHTOB ObITh HE MOXET.

« dneMmeHT — napa OTKPbLIBAIOLLErO W 3aKPbIBAIOLLErO TETOB C COAEPKUMBIM ( <name>lvan</names>) NGO camMo3aKpbIBAKOLLMIACH Ter 6e3 COAEPKMMOro (<name/>).

« BROMEHHOCTL — 37IeMeHTLI 06Pa3yIoT 1ePEBo: <name>, <role> BIOKEHB! B <USEr> M ABNAIOTCA ero I0YEPHUMM dNEMEHTaMK. B CBOI0 Ouepe/ib 3MEMEHTEI <USer> BIIOXKEHbI B <USErs>.

« ATpuBYT — napa «Kk1toy — 3HauYeHWe» BHYTPU OTKPLIBAIOLLIETo Tera, 3HauYeHWe BCeraa B Kasblukax: <user id="123">.

MNpuHyun nposepkn HTTP-3anpocos. ¢ Tenom B popmare XML

Ecnu k npasuny ny6nukaynu noakioueH Tonsko XML-npodunb, nposepka BINOMHAETCA NOCNEA0BATENbHO: CHaYarna NPOBEPAETCA 3arofloBoK Content-Type wnu popmar Tena sanpoca, 3ateM — 3aZaHHble IMMUTLI U cooTeeTcTBre XML-
cxemam. MapcuHr XML 1 nposepka Tena sanpoca Ha cooTseTcTene XML-CxeMam BLINOMHAKTCA TONLKO B TOM Crlyyae, eCriv B NpodHe HacTPOeH XOTA Bbl OANH IMMUT MM xoTA Bbl oaHa XML-cxema. Camo no ceGe ykasaHue 3aronoska
Content-Type He sanyckaet nposepky cTpykTypsi XML.

1. Npoeepka 3aronoeka Content-Type

Ecnu B XML-npogune ykasat saronosok Content-Type, UserGate WAF nposepreT, COOTBETCTBYET 11 €My 3arofioBoK 3anpoca. ECnu 3aronoBok 3anpoca He COOTBETCTBYET 3aaHHOMY 3HAYEHMUIO, 3anpOC MPOMYCKAETCA 3TUM MPOGUIEM 1
MOXET GbITb NPOBEPEH APYrMU NPOGUAAMK UK NPaBUNaMK NyOnMKaLMK.

Ecnu saronosok Content-Type He ykasan, UserGate WAF nposepseT, cooTeeTcTByeT nu Teno sanpoca dopmary XML:
« ecnv Teno He ABnAeTcA XML, 3anpoc nponyckaeTca aTumM npodunem;
« ecnu Teno asnaetca XML, UserGate WAF nepexoauT K NpOBEPKE IMMUTOB.
2. MNpoBepKa NMMUTOB
Ecnu B XML-npodune HacTpoeHsl MMMUTHI ANA Tena 3anpoca, UserGate WAF nposepreT ux cobnioaeHme:
« €CNM IMMUTBI NPEBbILLEHBI U AN NpodunA BeiGpaHo Aevictene Deny, sanpoc oTkoHAETCA, AanbHelilan NPoBEpKa 3aNpOca B PaMKax TeKyLIEro Npasunia nyomkaumm NpeKpaliaeTcs;
« CNW NIUMHUTHI NPEBbILLIEHBI M ANA NPodUNA BeibpaHo AeiicTeue Pass, sanpoc nepeaaetca Ha nposepky no XML-cxeme;
« €CNM IMMUTBI He NPeBBILLEHBI, 3aNpoC NepeAaeTcA Ha Nposepky no XML-cxeme.
Ecnu nUMKTBLI He HACTPOEHbI, 3TOT 3Tan NPOoMycKaeTcs, a 3anpoc nepeaaeTcs Ha nposepky no XML-cxeme.
3. MpoBepKa cooTseTcTBUA XML-CXeMe
Ecnu B XML-npodune ykasavsl XML-cxemsl, UserGate WAF pas6upaet Teno sanpoca, NpoBepaeT ero CTPYKTYpY 1 COMOCTaBNAET ee C 3aAaHHbIMU CXeMamu.
« ©CNW 3aNpoC He COOTBETCTBYET CxeMam U BuibpaHo AeficTere Deny, UserGate WAF 0TKIIOHAET 3anpoc, AarkHedilan Nposepka 3anpoca B paMKkax TeKyLLero npasuna ny6nukaLmm npekpailaeTcs;
« €CN1 3aNpoC He COOTBETCTBYET CXeMam U BbibpaHo AelicTeue Pass, sanpoc nponyckaeTca U nepeaaeTca Ha NPOBEPKY APYrMMM Mpasuiamu nyGaMKaLum, €Cri OHU MPeayCMOTPEHbI B KOHMUTYPaL MM MOMMTMKM 6e30MacHOCTH;
« €CINK 3aNpoC COOTBETCTBYET CXEMaM, OH MPOMYCKAETCA M MOXET ObiTb NPOBEPEH APYrMM NMPOMUAAMM MM NpaBUiamMm NyGNUKaLMK, ECII OHWU NPEAYCMOTPEHBI B KOH(UIypaUMn NONMTUKN 6E30MacHOCTH.

Ecnu 8 XML-npogune He ykasaHbl XML-CxeMbl, 3anpoc NponyckaeTcA 1 NepeaaeTca Ha NPOBEPKyY APYriMU NpaBunamu nybnmukaLmm, eCriv OHU NpeayCMOTPEHb! B KOHPUTypaLnM NOMUTUAKA BE30MacHOCTH.

MopAaaok coBmecTHOMN NpoBepku 3anpoca XML-npogunem u WAF-npodunem
Ecnu K npasuny ny6nukauum noakntoueH Tonbko XML-npoduns, UserGate WAF GyaeT punbTpoBaTh 3anpockl B COOTBETCTBMM C HACTPOEHHO! KOHUrypauuei XML-npodunsa.
YT0ObI MOCNE NapCHHra Takke BbINONHANACHL NpoBepka XML-Tena 3anpoca Ha Hanuuue yrpos, K npasuny ny6nukayui nommumo XML-npoduna Tawke Heo6xoanmo noaxmounts u WAF-npodune.

Mpasuno ny6nukaumu, B KOTOPOM OAHOBPEMEHHO noakntoueHsl WAF-npoduns (ans nposepku akcnepTHsiMu WAF-npasunamu) u XML-npodunb (ana napcutra u nposepku XML), o6pabaTbiBaeT 3anpoc B HECKOMBbKO 3Tanos, NOpPAAOK KOTOPLIX
onpeaenaetca napameTpamu XML-npodunsa.

opAAOK NPOBEPKM 3aBUCHT OT TOTO, Kakue NapameTpsl NPOBEPKY ykasaHkl B XML-npodune: sHaueHue 3aronoska Content-Type, nuMuTel Ha AaHHble, XML-cxema. WAF-npoduib npu 3TOM 0TBEYaeT 3a NPOBEPKY N0 SKCNEepTHLIM npasunam
(3aronosku, napameTpel, Teno), a XML-npodpunb — 3a NapeuHr, NMMUTLI U NPOBEPKY MO CXeme.

PaccmoTpum nposepky 3anpoca Ha npuMepe, Koraa K npasuny nyénukauuu noaxntodeHsl WAF-npodune u XML-npodune 1 8 XML-npodune ykasaHsi:
« 3HaueHue 3aronoska Content-Type;
« NUMUTBI HA AaHHbIE (HANPUMEP, MaKCUManbHIi pasMep Tena);
« XML-cxema.

Toraa nposepka 3anpoca GyAeT BbINOMHATLCA B CNIEAYIOLLEM NOPAAKe:

1. MpoBsepka cooTeeTcTBUA 3aronoska Content-Type u nummutos (XML-npoduns).
Koraa noctynaet 3anpoc, cucTema cHadana ceepaeT 3HaueHue saronoska Content-Type ¢ Tem, 4To ykasaHo B XML-npodune.

« ecnu Content-Type cooTseTcTayeT ykasaHHoMy B XML-npodune, NpoBepAOTCA NIUMUTBI Ha Teno 3anpoca;

« €CIM NUMUTHI NPpeBbitleHsl 1 B XML-npodune BeibpaHo Griokupytolee AeiicTeue Deny, 3anpoc OTKOHAETCA Cpasy, C BO3BPATOM 0TBeTa, ecrin B XML-npodune 6bin ykasaH npoduis oTeeTa. JlanbHeluas nposepka He
NpOBOAMTCA.

2. Mposepka 3aronoskos (WAF-npoduib).
Ecnn numuThl He npesbileHsl, Aanee WAF-npogunem NpoBepaIoTCA 3arofosku, NP1 YCIOBMK 4TO NPpaBuio Ny6nuKaLmMi HaCTPOEHO Ha NPOBEpKY 3aronoekos. Ecnu aTa npoBepKa He BNOKMpYeT 3anpoc, ynpasneHue BO3BpallaeTcs



XML-npodunio AnA NPOAOTKEHUA NPOBEPKM Tena.

3. MNposepka Tena 3anpoca (XML-npodpune, 3atem WAF-npodunb).

XML-npodunb NpoAomKaeT NPoBepKy Tena: BeinonHAeT napcuHr XML, nposepAeT CTPYKTYpy, ConocTasnaeT co cxemoi. Ecnu nocne aToit nposepku 3anpoc He 3a6rokvposaH, nposepka Tena npoaomkaetca WAF-npodunem no
aKkcnepTHeIM WAF-npasunam.

Takum o6pasom, npu Hanuunn u WAF-npopuns, u XML-npopuns B 04HOM npasune nybnmKaLmu 3anpoc NpoxXoAUT NOCeA0BaTeNbHYIO LEMOUKy: CHavana ycnosua u numutel XML-npoduna, 3atem (ecnu He Gbino GOKMPOBKM) 3aronoBki Yepes
WAF-npodunb, 3aTem Teno yepes XML-npodunb u, HakoHel, Yepes WAF-npopunb.

Hacrtpovika u noakntoueHue XML-npodpunsa

Yro6bl Npasuno Ny6nukayum yyacTeoBano B NPOBEPKE 3aNpocoB C AaHHbIMKM B popmate XML, Heo6xoanmo cosaate XML-Npopunb 1 NOAKIIOUMTE €ro K Npasuiy NyOnmkaumu.

Cospanue XML-npodpuna

BamHo!YT066I XML-NpodUnb BLIMOMHAN NPOBEPKY 3anpoCoB, B HEM HEOOXOAMMO yKasaTb XOTA Gkl OAMH IUMUT UNK 106aBUTL XOTA Obl 0AHY XML-cxemy.

Yro6bI coznatb XML-npodpunb:

1. Ha ctpanuuye Hactpoiiku B pasaene Monutuka ™ - Mpod u - XML-npod HaXMuTe b.
2. B okre CsoitcTea XML-npoduna Ha Brnazke OBLyMe BLINONHUTE Criedyowme AeiCTBUA:
« YK@XUTE HasBaHWe NPOPUNA U NPy HEOGXOAMMOCTH OnUcaHHe;
« Mpu HEOBX0AMMOCTH BLIBEPUTE NPODHL OTBETA, KOTOPBLIN BEPHETCA KIUEHTY, €Ciu 3anpoc GyaeT 3a6nokMpoBaH Npodunem;
« BuIBEpUTE AEHCTBHUE, KOTOPOE BY/ET BLINOMHATLCA B OTHOLLEHHM TPAdHKa NPH OLIMOKE NAPCHHIa UK BbIXOAE 3a NPeAensl IMMUTOB;
« NpK HEOBXOANMOCTH BKITIOUNTE XYPHANMPOBaHKe COBLITHIA.
3. Ha Brnaake Content-type ykaxuTe OAHO UM HECKOMBKO 3HaueHuit 3aronoska Content-type. [Ii1A 3aNpocoB ¢ 3TUM 3HAUEHUEM B 3aroNoBKe OyAeT BLIMOMHATLCA NPOBEPKa Ha COOTBeTCTBUE dopmaty XML.
MpumeyanneEcny He BLIGPAHO HM O/IHO 3HAUYEHHe, MPOBEPKY Ha CooTBETCTBME dopmaTy XML GyayT NPOXoAnTL BCE BXOAALME 3anpoChl.
4. Ha Brnazike JIMMUTBI YKaXWTE MaKCUMarbHOE 3HaYeHUe ANA OAHOTO MM HECKOMBKUX TMMUTOB:
« pasmvep Tena ¢popmara XML B Baittax;
. I'l'lyéMHa BNOXEHHOCTH 3/IEMEHTOB,;
« KOMMYECTBO BMIEMEHTOB «K/TIOY: 3HAUEHUE» B OOBEKTE;
« KOMMUECTBO aTpUGYTOB;
« KONMYECTBO CUMBOJIOB B UMEHM KNKOYA;
« /NMHa UMeHn aTpubyTa;
« ANMHA TEKCTOBOrO 3HAUEHMA;
« [nuHa 3HaueHus atpubyTa.
5. Ha Bknaake XML-cxeMbl npu Heo6xoaumocTh AobasbTe xoTA Gkl 0AHY XML-cxeMy AnA NpoBepKM COOTBETCTBUA 3anpocoB HeobxoanmMbiM TpedosaHuam. MoapobHee o cosaanun XML-cxem — B pasaene « XML-cxembl»
6. Ecnu Bbl 106@BUNU HECKOMBLKO CXEM, BbiGepuTe, TPeGyeTCA NIk NPOBEPATL COOTBETCTBUE XOTA Bkl 0AHON XML-CXeMe MM BCem A0OaBNEHHBIM.

7. CoxpaH1Te U3MEHEHHA.

MoaxnioueHne XML-npocunsa Kk npasuny nyénuxkauuu

Yro6bl noakmtounTe XML-Npodunb K npasuny nydnukaumm:

1. Ha ctpanuue HacTpoiiku B passene Monutuka - N y coapaiTe unu BeibepuTe npasuno nyénukauyuu. MoapobHee — B p « [y Be0-CEepB1COB ».
2. Ha srnaake NMpodgunu 6e3onacHoCTH ycTaHOBUTE GNaXok BkouMTb NpoBepKy AaHHbIX B popmate XML 1 BuiBepuTe U3 cnncka HyHbiit XML-npodunb.
MpumeuaHueECNu HyXHOro NPOUNA HET B CIIUCKE, Bbl MOXETE CO3AaTh €ro, HaXaB B KOHLE cnucka «Co3aaTh U BeIOPATL HOBBIA OGBEKT».

3. 3aBepLunTe HACTPOIKY APYTUX NapaMeTPOB Npasuna nyGnMKaLmUM 1 COXPaHUTE UBMEHEHWA.

MpaBuno ny6nukaLum HaCTPOEHO Ha NPOBEpKy AaHHbIX B popmate XML. Ecnn B XML-npod BKITHOYEHO XKYPI poBaHue, CoObITUA, CBA3AHHBIE C 06pPaBOTKOI 3anpoCoB C AaHHbIMK B popmaTe XML, oToOpaxatoTcA Ha CTpaHule ATaK.
MozpoGHee 06 3ToM — B pasaene «[1pocMOTp 06HAPYKEHHBIX aTaK».


https://docs.usergate.com/xml-shemy_3414.html
https://docs.usergate.com/publikaciya-veb-servisov_3302.html
https://docs.usergate.com/prosmotr-obnaruzhennyh-atak_3346.html

3awmra WebSocket-coeauHeHui

Version: 7.7.x
Product: WAF

UserGate WAF MOXeT KOHTponupoBaTts 6e3onacHocTb yCTaHOBMEHWA coeanHeHui no npotokony WebSocket.

MpoTokon WebSocket o6ecneunsaeT AByHaNpaBneHHyto CBA3b MEXAY KIMEHTOM U CEPBEPOM B PeasibHOM BPEMEHU W N03BONAET NOAAEPKMBATL NOCTOSHHOE COEANHEHHE, N0 KOTOPOMY AaHHbIE MOrYT NepeaaBaTtheA B 06e CTOPOHbI 6e3
HEoBX0AMMOCTH NOBTOPHbLIX 3aMPOCOB OT KMeHTa. MpuHuMn padoTel npotokona WebSocket cneaytoLyuit:

1. YcTaHoBneHue coeanHenus. Knuent otnpasnaet HTTP-3anpoc Ha «pykonoxatve» (handshake-sanpoc) cepsepy, npeanaras yctaHosuTs WebSocket-coeanHenue. Ecnvu cepeep noaaepxvsaet npotokon WebSocket, o4 Bosspalyaet
NOATBEPXAAIOLMA OTBET, U coeanHeHHe nepekniovaetca ¢ HTTP Ha WebSocket.

2. [lsyHanpasnexHblit 06MeH AaHHbIMK. [10C/e YCNeLHOro NOAKIIOYEHUA KIIMEHT U CepBep MOryT CBOGO/HO OTNPaBNATL AaHHLIE APYT APYry B 1t060e BpemA 6e3 0NONHUTENBHOMO NOATBEPKAEHHA.
3. BaKpbiTie coeanHeHnA. CoeaMHEHUe MOXET BbiTh 3aKPLITO MO MHULIMATUBE KIUEHTA UK CEPBEPa C OTNPABKOM KOAA 3aKPLITUA 1 BOBMOXHOIO OMMCAHUA NPUUMHBI.
B UserGate WAF npasuna yctaHosnenua WebSocket-coeanHenmii onpeaensiotca WebSocket-npodunem, KOTopbli NO3BONAET HACTPOUTL:
« BrnokuposaHue noboro WebSocket-Tpaduka, koTopeiit npuxoaut B UserGate WAF.
« lMposepky uenoctHoctn handshake-3anpoca.

« lposepky Hanuuus 3aronoska Origin — HTTP-3aronoBka, KOTOpbIi Bpay3epsl aBTOMaTUYECKM 106ABNAIOT B 3anpoc Npu ycTaHoBke WebSocket-coeanHenua. 3aronosok Origin coaepxut URL UCTOUHMKA, KOTOPLIA MHMUMMPYET
coeanHeHue.

« Cnucku 3HayeHuin 3aronoskoB 3anpoca (Origin, Sec-WebSocket-Extensions, Sec-WebSocket-Protocols), Ha ocHoBaHuu koTopeix UserGate WAF 6yaet yctanaenusats WebSocket-coea C noBef McTOo LU
MrHOPMPOBaTb 3anpoChl, NOCTYNAKLWME U3 HEXeNaTesbHLIX MCTOYHUKOB.

« XKypHanupoaHue coObiTHi, CBA3aHHBIX C ycTaHoBNeHeM WebSocket-coeanHernit. MoapobHee — B pasaene « Xypran WebSocket».

Hactpoiika WebSocket-npoduna ana 6nokuposanua scero WebSocket-Tpadpuka

Yro6kl coznate WebSocket-npoduns, Gnokupytowmit Bece WebSocket-Tpaduk:

1. Ha ctpanuuye Hactpoiiku B pasaene Monutuka ™ - Mpod n- pod HaxmuTe Jlo6aBuTs.
2. B okre CsoitcTea WebSocket-npodunsa Ha sknaake Obume ycraHosuTe priaxok Bnokuposate WebSocket-Tpaduk.

3. Ecniv HeoBX0AMMO, BKIIOUYMUTE XypHANMPOBaHUE COOLITHI

4. CoxpaH1Te U3MEHEHHSA.

Yro6bl HauaTh BrI0KMPOBaHME TpadKKa B COOTBETCTBUM C HACTPOEHHBIM WebSocket-npodunem, ero HyxHo BeIGpaTh B Ka4ecTse NPOpunA 6e30NacHOCTH B npasune NyOnukaLum.

Hactpovika WebSocket-npoduna ana punbrpaymum WebSocket-coeanHeHui

Yro6bl cosnate WebSocket-npoduns, dpunbtpytowmin WebSocket-coeanHerun:

1. Ha ctpanuue HacTpoiiku B pasaene Monutuka ™ - Mpod e pod HaxmuTe Jo6aBUTh.
2. B okHe CeoitcTBa WebSocket-npocduns Ha eknaake OBime ykaxuTe HassaHue npoduns.
3. HacTpoiiTe oaMH UNK HecKombKO NapameTpos dunbTpauuu WebSocket-coeanHenui:
« Ha Brnaake O6Lyue BIIOUYUTE NPOBEPKY LIEIOCTHOCTH 3aMpoCa, YCTAHOBMB COOTBETCTBYIOLIMA (BIAaXOK.
« Ha Brnaake UCTOUHMKM ycTaHoBUTE naxok YuuTbiBaTb Origin, HaxmuTe Co3aaTth u A06aBUTb HOBBIN 06BEKT U cozaaiite cnncok URL MCTOUHMKOB, C KOTOpbIMM paspeluaeTca ycTaHasnusaTs WebSocket-coeanHetue.

MpumeyaHuneBoI Tawke MoxeTe HacTponTe WebSocket-npodunb, UTHOPUPYHOLMIA MCTOUHUKM, 3anpaluusatole WebSocket-coeanHenue. [ina a1oro Ha BKnaake «HUCTOUHMKM» HYXHO CHOPMMPOBATL CMIMCOK HEXENnaTenbHbIX
MCTOYHUKOB NIMGO A00aBMTL NPeayCTaHOBNEHHBIE CMIMCKM U BKIIOYNTL «MHBEPTUPOBATE».

Ha Brnaake PacluMpeHHA U NPOTOKONbI yCTaHOBUTe dnaxkn YuuteiBaTe Sec-WebSocket-Extensions 1 YunteiBate Sec-WebSocket-Protocols 1 106aBbTe CnuCKi paspeLleHHbIX PaclMpeHuii u CyGnpoToKonoB, KOTOpbIE
ykasbiBatoTcA B 3aronoskax Sec-WebSocket-Extensions u Sec-WebSocket-Protocols. WebSocket-coeanHenna OyayT ycTaHaBnMBaTbCA TOMBKO MO TEM 3anpocam, B 3arosioBKax KOTOPbIX yKasdaHsl paspeLueHHble 3HaUeHus.

MNMpumeuaHneBbI Takke MoxeTe HacTpouTs WebSocket-npoduns Ha urHopuposaHne WebSocket-coeanHeruii no 3anpocam, B 3arofioBKax KOTOPbIX HaWAEHb! PACLUMPEHNA 1 CyONPOTOKOMbI U3 A0GaBNEHHbIX CIMCKOB. [nA 3TOro Ha
BKazKe «PacluMpeHns 1 NPOTOKOMbI» HYXHO A0GaBUTL CIUCKU HeXenaTenbHbIX PACLUMPEHHii U CyONPOTOKONOB U BKIIOUNTL «MHBEPTMPOBATL».

4. Ecn HeoBX0AMMO, Ha BKaake OBlue BKIIOUUTE KyYPHATUPOBAHUE COBLITUM.
5. CoXpaH1Te M3MEHEHHA.

YTo6bl HauaTb PpunbTpaumio WebSocket-coeanHeHni B COOTBETCTBMM C HACTPoeHHbIM WebSocket-npodunem, ero HyxHo BbIOpaTh B kauecTse NpodUna 6e3onacHoCTH B Npasune nySnmKkaLmuu.

CosnaHue CNMCKOB pacluMpeHuii u cyénpotokonos ana WebSocket-coenuHenuit
Handshake-3anpoc MoxeT coaepxaTb B TOM YMCNe CneayloLMe 3arofoBKu:

« Sec-WebSocket-Protocol — coaepxut Habop cy6npoTOKONoB, KOTOPLIE KIMEHT ByAeT UCNOMNbL30BaTL NPU Nepesaye AaHHbIX.

« Sec-WebSocket-Extensions — coaepxuT A0MonHUTENbHBIE paclumpenna WebSocket-npoTokona, kotopsie noaaepxusaet 6paysep. Hanpumep, MoxeT GbiTh ykasaH METOA CKaTUA NepeaaBaembiX AaHHbIX.
Bbl MOXeTE co3AaBaTh CMUCKM PACLUMPEHHI U CYBNpPOTOKOMOB U Hcnonb3osatk ux B WebSocket-npodpune ans ¢punstpaunu WebSocket-coeanHeHui.

UTo6bl CO3AaTL CMIMCOK PACLUMPEHHIA:

1. Ha ctpanuue HacTpoiiku B pasaene - HaxmuTe JloB6aBUTL 1 yKAXKUTE Ha3BaHMe CrICKa.
2. BuiBepute TMn cnucka:
« JloKanbHblii, €CNIM CIUCOK ByAET NOAAEPKMBATLCA BPYUHYHO.
« O6HOBNAEMBIN, ECTIM CIUCOK ByAET 3arpy)KaThCA U3 BHELUHETO HCTOUYHMKA. B aTOM cnyyae ykaxute URL HCTOUHMKA W HACTPOITE pacnncaHine aBTOMATUYECKUX OBHOBMEHMIA CCKa.
3. CoxpaHuTe CMUCOK.
Yro6bl CO3AATL CMCOK CYGMNPOTOKOMOB:

1. Ha ctpanuue Hactpoiku B pasnene b >

POTOKONBI HaXMUTE JI06aBUTL U yKAXKMTE HA3BaHUE CrICKa.
2. Buibepute TMN cnucka:
« JloKanbHblii, €CNM CNUCOK ByAeT NOAAEPKMBATLCA BPYUHYHO.
« O6HOBNAEMBIN, ECTIM CIUCOK ByAET 3arpy)KaThCA U3 BHELUHETO UCTOUYHMKA. B aTOM criyyae ykaxute URL UCTOUHMKA W HACTPOITE pacrincaHne aBTOMATUYECKUX OBHOBMEHHI CICKA.

3. CoXpaHHTe CMUCOK.

O HacTpoMKe pacnucaHua 06HOBNEHMII CUCKOB
Bbl MOXeTe Bbi6paTh OAHO U3 MPeayCTaHOBMEHHbIX 3HAYEHNUI UNK yKasaTb BPEMA BPYYHYIO B Cron-popmare: <MuHyThl: 0-59> <uackl: 0-23> <ann mecaya: 1-31> <mecAybl: 1-12> <aHu Heaenu: 0-6, rae 0 — BocKpeceHbe>.
Tpu py4HOM BBOAIE TaKKE MOXHO MCTONL30BaTh CREAYIOLLIME CUMBOSIbI:

« 3Besnouka (*) — ana BeIGOPa BCeX 3HAUeHMiA. Hanpumep, B None Ans BBOAA YaCOB CUMBO/ 03HAUAET, UTO PE3EPBHOE KOMMPOBaHUE OMHKHO BBINOMHATLCA KaXK/AbIA Yac.

« [Jledpuc (-) — aAnA yKasaHWA AManasoHa 3HaueH!N.

« 3anATas (,) — B Ka4ecTBe pasAenuTena HaueHnn.

« Kocan uepTa (/) — AnA ykasaHua wara Mexay 3HaueHuamu. Hanpumep, «2-10/2» ByaeT osHauaTk «2,4,6,8,10», a BbpaxeHue «*/2» B none «uyackl» GyAeT 03HauaTh «Kaxasle ABa Yaca».

MoakntoueHune WebSocket-npoduna k npasuny nyénukaymu

Yrobel noakntounts WebSocket-npodunb K npasuny nyénukaumu:

1. Ha ctpanuue HacTpoiiku B pasaene Monutuka cep =N y coszaiite unv BeiGepuTe U3 cncka npasuno. MoapobHee — B pasaene « Mybnukauus Be6-CePBUCOB».
2. B okre HacTpovika npaeuna ny6nukauum Ha exnaaxe Mpodunu 6e3onacHoCTH ycTaHOBUTE BRaxoK Tb 3aWUTy W 1 BbIGepuTe HyXHbIn WebSocket-npodune.

3. CoxpaHuTe U3MEHEHUS.


https://docs.usergate.com/zhurnal-websocket_3343.html
https://docs.usergate.com/publikaciya-veb-servisov_3302.html




MNpodunu oteeta

Technology: WAF
Version: 7.7.x
Product: WAF

B COOTBETCTBUM C NOMNTUKOI BE30NACHOCTH MOAO3PUTENbHBIE 3aNPOCh! K Beb- v Mory 6r10kMpoBaThCA. C MOMOLLbIO NPOdUNElt 0TBETA Bbl MOXETE HACTPOUTL, KaKoi 0TBET OyAeT BO3BPALLEH KITUEHTY, ecniu cpadoTan oAnH
13 npoduneit GeonacHocTU: Hanpumep, cpadoTano 6nokupytoiee WAF-npasuno unu sanpoc ¢ AaHHbIMK B popmate JSON He npoluen nposepky B JSON-npodune. MoanepkusatoTca cneaytoliue Bubl OTBETOB Ha 3aG/IOKMPOBaHHbIN 3anpoc:

« CTpaHuLa 60KMPOBKM C yKasaHWeM koaa cocToaHuA HTTP;
« Ccoo6LeHMe O Pa3pbIBE COSANHEHMA;
« Nepeaapecauya Ha APYroi pecypc.
Yrobel cozaate Npodunb oTeeTa:
1. Ha cTpanuue Hactpoiiku B pasaene Monutuka 6esonacHocTty -> Mpodunu oteeta Haxvnte Jlo6aBuTh.
2. B okHe CBoWcTBa npogunen oTBeTa yKaxuTe HasBaHWe Npoduna.
3. BuibepuTe HyXXHbIi TUN NONUTUKA W HACTPOITE ANA HEro HeoBX0ANMbIE NapameTpbi:
« TCP RST. BuiGepute 3TOT TUM NOMUTUAKMA, 4TOBLI NP BIOKUPOBAHUM BLIMOSHATICA PA3PLIB COBAMHEHMA.
« Mepeaapecauua. YkaxuTe CChiNKy ANA NepeHanpasneHua 3anpoca, TpexaHauHbli Koa cocToanuA HTTP 1, ecniv Heo6xoauMo, AoBaBbTe TEKCT OTBETa.

MpumeuaHueTpexaHauHbIit koa cocToanna HTTP ana nepeaapecaumru JOMKeH HauMHaTLCA ¢ Uudpbl 3. Hanpumep, 302. Ecnu none TekcTa oTBeTa He 3anosHeHo, 6yAeT UCNOMb30BaH TEKCT MO YMOMYaHHI0, COOTBETCTBYIOLLUA
yKa3aHHOMy Koay.

LLla6noH cTpanuubl. B crivcke CTpaHuLa 6n0KMPOBKM BbIBepUTe LWaGMOH CTPaHNLbI K3 CMIMCKA (MO OCTaBbTE BbIBPAHHIN MO YMOMYAHHIO), YKaXNTE TPEX3HAUHBINA KOA COCTORHUA HTTP 1, ecrin Heo6X0AMMO, A06aBLTE TEKCT
otserta. Moapo6Hee 0 cozaanum WabnoHa CTpaHuLbl — B pasaene «LLabnoHsl crpaHuL».

MpumeuanneTpexaHauHbIi koa cocToaHMA HTTP ana 6MokMpoBKM A0MKEH HAuMHaTLEA C uudp 1, 2, 4 unn 5. Hanpumep, 403. Ecnu none Texkcta oTBeTa He 3anosiHeHo, OyAeT UCMONb30BaH TEKCT MO YMOYaHUIo,
COOTBETCTBYIOLMI YKa3aHHOMY Koaly.

4. CoXpaHUTe U3MEHEHUS.

Yro6bl f06aBUTL CO3AAHHBIA NPOodHUnL oTBeTa B WAF-npasuno:

1. Ha ctpanuue HacTpoiiku B pasaene Monutuka ™ - no6: BbIGepuTe NpaBusIo, KOTOPOMY HasHaueHo AeicTeue Deny unu Force deny, n HaxvuTe PeaaKTMpoBaTh.
2. B okHe PenaKktupoBaHue npaBun B cnivcke Mpodunu oTBeTa BuiGepuTe HyXHbIA NPOdUL
3. CoxpaHuTe U3MEHEHHA.
MpumeuanuneBel Tawke MoxeTe A06aBuTL Npoduns oteeTa B WAF-npasuno npu cosaaHuu unu namexennn WAF-npoguna. MoapobHee o HacTpoiike WAF-npoduneit — B pasaene « Hactpoiika napameTtpos 6esonacHoctu WAF ».

YT06b1 106aBUTL CO3AAHHBIA NPodUnb oTBeTa B JSON-npodpunb:

1. Ha ctpanuuye Hactpoiiku B pasaene Monutuka ™ - Mpod M > JSON-npod BbiGepuTe JSON-npoduns ¢ AeiicTenem Deny u HaxmmuTe PefakTMpOBaTh.

2. B okHe CsomcTea JSON B cnucke Mpod oTBeTa BbibepuTe HyXHbI NPOPUIL

3. CoxpaHuTe U3MEHEHUA.

Uro6bl A06aBUTL CO3AAHHBIA NPOGHUNL 0TBeTa B XML-npoduis:

1. Ha ctpanuue HacTpoiiku B pasnene Monutuka ™ - MNpod - XML-npod Bbibepute XML-npoduns ¢ aeiicTenem Deny u HaxvmuTe PefiakTMpoBaTs.

2. B okHe CsowcTBa XNL-npoduns B cnncke Mpocunu otBeTa BuIGepuTe HyXHbI NPOdUIbL

3. CoxpaHuTe U3MEHEHMA.


https://docs.usergate.com/shablony-stranic_3320.html
https://docs.usergate.com/nastrojka-parametrov-bezopasnosti-waf_3306.html

O6paboTka gononHuTenbHbIX HTTP-3aronoskos

Product: WAF

Technology: WAF

Version: 7.7.x

lMpy nepeaaye 3anpoca NPOMEXYTOUHBIE Y371kl (TaKUe, KaK CepBEP reverse-NPOKCH Uk 6anaHCMPOBLUMK Harpy3Ki1) MEHAIOT 3HAUEHUA B CTaHAAPTHBLIX 3arofoBKax 3anpoca, obecneunsan TakuM 06pas3om 6e30MacHOCTb BHYTPEHHUX BEO-CEPBUCOB
WM NPaBUIbHYIO MapLUPyTU3aumio. Ho BHyTpeHHeMy Be6-cepBucy AnA KOppexTHO! 06paboTkK 3anpoca TpebyeTca MCXOAHaA MHPOPMAaLKA, NepeAaHHan KMEHTOM. Hanpumep, AnA onpeaeneHns reosiokaunm KueHTa uiu céopa CTaTcTHky.
Uro6bl 06ecneunTh KOPPEKTHYI0 PaBoTy BHYTPEHHMX BEO-CEPBMCOB, CEPBEPLI reverse-NpoKCH UK Apyrie YCTPOCTBa MOryT NepeaaBaTh UCXOAHBIE AaHHbIE 3anpoca B A0MONHUTENbHLIX HTTP-3aronoskax.

B UserGate WAF Bbl MOXeTE UCNOMNb30BaTL Npasuna Nydnukauumu Ans 06paboTku Creayromx AononHuTenbHeix HTTP-3aronoskos:

= X-Forwarded-Host: conepxuT 3HaueHue 3aronoska Host 13 ucxoaHoro sanpoca. 310 3HaueHue TpeGyeTcA BHYTPEHHEMY BEO-CEPBUCY ANA YTOUHEHUS, KAKOW KOHTEHT Crie/lyeT BEpHYTb KITMEHTY, a Takke NPpH XypHanMpoBaHum 1
6anaHcMpoBKe Harpyaky.

= X-Forwarded-Proto: conepxwTt cBeAEHHA 0 MPOTOKOME UCXOAHOMO 3anpoca, KOTOPbIE MO3BOMAKT HA CTOPOHE BHYTPEHHEro BEG-CepBHca BEINOMHATE Nepeapecauyio Ha 6e3onacHsii PECypc NMGO reHepUPOBaTH KOPPEKTHLIE CCbIMKA.
» X-Forwarded-Port: nepesaeT UCX0AHBI# NOPT NOAKIIOUEHUA KITUEHTA, KOTOPBLIA HEOOXOAUM ANA reHepaL|ui KOPPEKTHBIX CChINIOK Ha CTOPOHE BHYTPEHHEro BeG-cepauca.

YT00bI HACTPONTL 06PaBOTKyY AOMONHUTENbLHLIX HTTP-3aronoskos:

1. B pasnene Hactpoiku - Monutuka = N y coapaiTe npaeuno. MoapoGHee 06 aTom — B pasaene « [yénukaumns BeG-cepBucoB».

2. B okHe HacTpowka npaBuna ny6nukauum Ha Bkiaake O6pa6oTia 3aroNoBKOB YCTaHOBUTE GaXK/ AN TEX 3arofoBKOB, KOTOPbIE ByayT N06aBNEHbI B MCXOAHbIM 3anpoc. ECAM 3aronoBKu yxe CoAepXaTca B 3anpoce, UX 3HauYeHun
ByayT nepenmcansl.

3. CoxpaH1TE U3MEHEHHA.


https://docs.usergate.com/publikaciya-veb-servisov_3302.html

BU6AUOTEKU 3NEMEHTOB



OnucaHue

Version: 7.7.x
Product: WAF

JlaHHbi# BonbLUO/ pasaen coaepkuT B ceGe BCe 3anucy, aapeca caiTos, IP-aapeca, WabnoHs! 1 MPoUMe 3NeMeHThI, KOTOpbIE MCTOMNb3YIOTCA NMpu HacTpoiike npasun B UserGate WAF.
lMepBoHauanbHLIe AaHHbIE GUONMOTEK NOCTABNAIOTCA BMECTE C MPOAYKTOM. AIMMHUCTPATOP MOXET A00aBNATL HEOOXOAUMbIE My BneMeHTHI B npoLecce PadoTkl. HeKoTopble 3neMeHTbI GUONIMOTeK ABNAIOTCA HEPEAAKTUPYEMbIMM, NOTOMY UTO

NOCTaBNAIOTCA W NoAAepXMBatOTCA paspadoTunkamu UserGate. Bubnuoteky anemeHTos, noctaenaemsie UserGate, UMEIOT MeXaHW3M aBTOMATUYECKOTO 0GHOB/IEHMA. ABTOMATMUECKOE OOHOBIIEHHE SNEMEHTOB TpeByeT HanMumMa cneyuansHoi
nuLeHauu. MoapoBHee 0 NULEH3NUM Ha NPOAYKT — B pasaene «JIMLeH3UpoBaHUe.


https://docs.usergate.com/licenzirovanie-usergate-waf_3273.html

JSON-cxembl

Version: 7.7.x
Product: WAF
Documentation: ¥

JSON-CXeMb! ONUCHIBAIOT CTPYKTYPY 1 orpaHuyerns JSON-aaHHeIx. Cxema npeactasnAeT co6oit JSON-A0KYMEHT, B KOTOPOM 3aA1at0TCA A0NYCTUMBIE MOMA W MX TUMLI, 0GA3ATENLHOCTL NONEH, Pa3pELIEHHLIE 3HAYEHUA U Apyrie Npasuna
NpOBEPKA.

JSON-cxembl, fobaeneHHble B JSON-npodunb, MCNOoMb3yoTCA AR MPOBEPKY 3anpoCcoB, COAEPXKaLLMX AaHHbIe B popmaTe JSON. B 0TAMuYMe OT CUHTAKCUUYECKOH NPOBEPKM, KOTOpan OnpeAesnaeT TOMLKO KOpPeKTHOCTL dopmara JSON, cxema
npoBepsAeT COOTBETCTBUE AAHHBLIX 3aaHHbIM TPeGOBaHHAM: 0MYCTUMA NW TaKaa CTPYKTypa, NPUCYTCTBYIOT 1M 06A3aTeNbHLIE MONA U COOTBETCTBYIOT /M 3HAUYEHUS YCTAHOBIEHHLIM OrPaHHUEHUAM.

Devicteua ¢ JSON-Cxemamy BLINOMHAKTCA B pasaene Hactporku B pasnene Bubnuotekn - JSON-cxembl. Bbl MOXeTe CO3AaBATL CXEMbI, PEAAKTUPOBATb X U YAAATH, & TAKKe BBIMOMHATL SKCTIOPT U UMMOPT CXeM.

CospnaHue JSON-cxembl
Yro6bl coznatb JSON-cxemy:
1. B pasaene Bubnuotexu -» JSON-cxembl HaxmuTe Jlo6aBuTh. OTKPOETCA OKHO CBOMCTBA JSON-CXEMBI.

2. YKaxuTe HasBaHUe CXeMbl, PU HEOBXOAMMOCTH ONMCAHNE U BEPCHIO CrieLudpHUKaLU.

Mpume JserGate WAF noa T cneund JSON Schema Draft 03, Draft 04 u Draft 06.

3. B none Coaepmumoe cxembl onuwinte JSON-cxemy.

MpumeuanueBel Take MoxeTe 3arpy3nTb JSON-cxemy 13 daina, Haxas «3arpy3uTb dann».

4. HaxmuTe MpoBepuTb CHHTaKeHC. ECiv pesynbTaT NPOBEPKM HEYAOBNETBOPHTENbHbIN, BHECUTE UCMIPAB/IEHUA M NOBTOPHO BHINOSHUTE NPOBEPKY.
5. CoxpaH1TE U3MEHEHHS.

Tenepb co3aarHyio JSON-cxemy MOXHO UcTonb3oBaTh npu HacTpoike JSON-npoduna. MoapobHee 06 aTom — B pasaene « Cosnanne JSON-npoduUns».

O6wue ceegeHnsa o JSON-cxemax

Jo6as JSON-cxema — 310 JSON-06BEKT C KNOUEBLIMU CIIOBaMM (KITKOUAMK), OMUCHIBAOLLMMM OrpaHuyeHnn. OCHOBHbIE YETbIpe Kitoua:

« schema— T BEPCHIO CT CXembl.

« type — TUN AaHHbIX (OGBEKT, CTPOKA, YMACTIO U T. A.);

- properties — onucaxue nonei 0GbeKTa, rae Kaxablit K4 — UMA MONA, a 3HaYeHe — NoACXeMa A 3TOro MonA.;

« required — MaccuB MMeH None, KOTOPbIe A0MMKHBI NPUCYTCTBOBATL.
MpumeuanueKniou required NPoBEPAET TOMBLKO HaNUuMe 0GA3ATENbHLIX NONEN, HO He UX 3HaueHus. MycTaa cTpoka, null unu HeBepHbIA TR GyAyT NPOBEPATLCA APYTUMM KIKOUAMM CXEMB.
Kntou type orpaHuunBaeT A0MyCTUMBIH TUN 3HAYEHWA. BOSMOXHbIE TUMLI:

« "string" — cTpoka;

« "number" — uKcno (Lyenoe unu ¢ NnasatoLLen TOUKON);

« "integer" — yenoe uncno (6e3 APoGHOM HacTy);

"boolean" — Byneso aHaueHwe (true unu false);

"null" — 3Hauenue null;

"object” — 06bexT { ... };
« "array" —wmaccwB [ ... ].
TN MOXHO yKa3aTb Kak CTPOKY MM Kak MaccuB CTPOK, €CNv AONYCTUMO HECKOMBKO TUMOB.
Tarke JSON-cxembl MOTyT coaepkaTh OrpaHU4eHUsA AN CTPOK, YACES, MAaCCUBOB, B TOM YMACNE BIOXEHHbIX, NEPEYUCTIEHH U KOHCTAHT.

Moapo6Hee o cTpykType JSON-cxem — B cneundukayuax: Draft 03, Draft 04, Draft 06.

Mpumep JSON-cxembl.
{

"$schema": "http://json-schema.org/draft-04/schema#",
"id": "http://example.com/user.schema.json",
"title": "User Schema",
"description”: "Cxema ana onucaxus nonsb3osartens”,
"type": "object”,
"properties": {
"id": {
"description": "YHuKanbHbIi naeHTMdUKATOP Nonb3osaTena’,
" "integer",

"minimum": 1

"username": {
"description”
"type": "string",
"minLength": 3,
"maxLength": 20,

"pattern": "[a-zA-Z0-9_]+$"

W vs nonb3osatens”,

"email": {

Email aapec”,

"format": "email"
"age": {
"description": "BospacT nonbaosarensa",
pe": "integer”,
inimum™: 0,

"maximum": 150

"isActive": {
"description": "CtaTtyc akTuBHOCTH",

"enum": ["admin”, "user”, "guest"]

inltems": 1,
"uniqueltems": true

"address": {
"description”

'Anpec nonb3osarena”,

: "object”,
properties”: {

"type": "string"

"city": {
"type’

"string"

b
"zipCode": {
"type": "string",
"pattern”: "M\\d{5}$"


https://docs.usergate.com/obrabotka-zaprosov-s-json-dannymi_3400.html#Creating_JSON_profile
https://datatracker.ietf.org/doc/html/draft-zyp-json-schema-03
https://datatracker.ietf.org/doc/html/draft-zyp-json-schema-04
https://json-schema.org/draft-06

}
"required”: ["street”, "city"]

b
"phoneNumbers™: {
"description": "Cn1cok TenedoHrHbIX HOMepoB",
"type" "array",
"items": {
"type": "object”,
"properties”: {
"type"

: "string”,
"enum": ["home", "work", "mobile"]

"number"”: {
"type": "string"

"required": ["type", "number"]

"createdAt”: {
"description": "[lata cosaanuna",

"type": "string",

"format": "date-time"

}

“required": [id", "username", "email", "age"],
“additionalProperties": false



XML-cxeMmbl

Version: 7.7.x
Product: WAF
Documentation: ¥

XML-cxema — 3T0 onucaH1e CTPYKTYpbI U NPaBuI, KOTOPLIM AOMXEH CooTBeTCTBOBaTL XML-A0KyMeHT. Cxema onpeaenseT, Kakne aneMeHTbl U aTpubyThbl MOTYT NPUCYTCTBOBATL B AOKYMEHTE, B KaKOM MOPAAKE OHW PACMonaraioTes, Kakne
3HAYEHMA MOTYT COEPXKATH W KaKUE M3 HUX ABMAIOTCA 00A3ATESNbHBIMA.

B UserGate WAF XML-cxembl UCMOSNb3YHOTCA ANA NPOBEPKYM 3anpocoB, CoOAepXalux AaHHble B popmare XML. B oTnMume oT CHMHTAKCUUECKOH NPOBEPKK, KOTOPan onpeaenfAeT TONbKO KOPPEKTHOCTL popmata XML, cxema nposepsaeT
COOTBETCTBME AaHHbIX 3alaHHLIM TPeBoBaHMAM: AONYCTUMA M Takas CTPYKTYpa, NPUCYTCTBYIOT N 0BA3aTeNbHbIE NONA U COOTBETCTBYIOT /TN 3HAUEHUA YCTAHOBNEHHbIM OrPaHUUEHUAM.

Devicteua ¢ XML-cxemamu BbINONHAKOTCA B pasaene Hactponku B pasnene Bubnuotexu - XML-cxembi. Bol MOXeTe CO3AaBaTh CXEMbI, PEAAKTUPOBATb MX 1 YAANATh, & TAKKE BLIMOMHATL AKCTIOPT U MMMOPT CXeM.

CoszpnaHue XML-cxembl
Yrobel cozaate XML-cxemy:
1. B pasaene Bubnuotexu -» XML-cxembl Haxmue JloBaBUTE. OTKPOETCA OKHO CBOICTBA XML-CXeMbI.
2. YKaXMTE HasBaH1e CXeMbl, NP1 HEOBXOAMUMOCTH OMMCAHHUE U BEPCHIO CeUMdUKaLUM.
3. B none Copnepmumoe cxembl onuwmnte XML-cxemy.
MpumeyaHneBel Takke MoxeTe 3arpy3nTe XML-cxemy u3 daiina, Haxas «3arpysute daiin».
4. Haxxmute MpoBepuTh CHHTaKCHC. ECNn pesyrnibTaT NPoBEPKYM HEY0BNIETBOPUTE bHINA, BHECUTE UCNIPABIIEHNS 1 NOBTOPHO BHINOSTHUATE MPOBEPKY.
5. CoxpaHuTe U3MEHEHHS.

Tenepb cozaanHyio XML-cxemy MOXHO UCronb3oBaTh Npu HacTpoike XML-npodpunsa. MoapobHee 06 aTom — B pasaene « Cosaanne XML-npoduna».

O6uwue cBeaeHna o XML-cxemax
Mpocteiwan XML-cxema UMeeT cneayroLmi Bua:

<?xml versiol

1.0" encoding="UTF-8"?>

<xs:schema
xmins:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element nam
<xs:complexType>
<xs:sequence>

<xs:element name:
<xs:element name:

"name"” type="xs:string"/>
age” type="xs:integer"/>

</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>
XML-cxema CoCTOUT U3 CNeAaytoLnUX OCHOBHBIX 3N1eMEHTOB

« Xs:schema — KOPHEBO AMEMEHT, BHYTPU KOTOPOTO OMUCKLIBAIOTCA BCE ANEMEHTLI CXeMbl, TUMbI JaHHBIX, aTPMOYTLI M ApYrie npasuna CTPyKTypbl XML-AoKyMeHTa.

xmins:xs — 06bABNAET NPOCTPaHCTBO MMeH XML Schema. MpocTpaHCTBO MMEH OnpeaenseT, K KaKoi CxeMe UM MoAen AaHHbIX OTHoCHTCA XML-anemeHT. OHO NO3BONAET UCMOMb30BaTL OANHAKOBbIE MMEHa 31IEMEHTOB B PasHbiX
cxemax M Npy 3TOM He nyTaTb WX.

xs:element — onuceiBaeT anemeHT XML-aoKymeHTa. B npumepe atpubyT name 3anaéT UMA NeMeHTa, a type — ero TUn AaHHbIX.

o XS:

impleType — ucnonb3ayeTca AnA cO3AaHUA NPOCTOTO TUNA AaHHLIX HA OCHOBE CTAHAAPTHOrO TUNa. OTO NO3BOMAET AOMOSHUTENLHO Orp: Tb AOMYCTUMbIE

xs:complexType — OnuCbIBaeT CTPYKTYPY CRIOKHOTO 3MIEMEHTa, KOTOPBIA MOXET COIEPHKATL BIIOKEHHBIE ANEMEHTbI UK aTPHOYThI.

X$:sequence — OMUCLIBAET NOCNeA0BATEIbHOCTb BIIOKEHHbIX 3IEMEHTOB.

xs:attribute — onuceiBaeT aTpubyT XML-anemenTa.

« type — TUN AaHHbIX dnemeHTa unu aTpubyTa;

minOccurs/maxOccurs — KOMMUECTBO A0MYCTUMBIX BXOKAEHMI 3nemeHToB. Eciv aTn aTpubyThl He yKasaHbl, 3MeMeHT N0 YMONYaHuIo ABNAETCA 00A3aTeNbHLIM U MOXET BCTPEUaTbCA OAMH pas.
XML-cxema coaepuT Habop BCTPOEHHBIX TUMOB AaHHbIX. Haubonee yacTo ucnonsaytoTca:

« xs:string — cTpoka;

xs:integer — uenoe 41cno;

xs:decimal — AecATUYHOE YMcno;

xs:boolean — Byneso 3HaueHue (true unu false);

« xs:date — nara;

xs:dateTime — narta v Bpems;

xs:anyURI — URL.


https://docs.usergate.com/obrabotka-zaprosov-s-dannymi-v-formate-xml_3413.html#Creating_XML_profile

IP-anpeca

Version: 7.7.x
Product: WAF

Pa3nen IP-aapeca COAEPXUT CNMCOK AManasoHoB |P-aapecos, KOTopkIe MOryT BbiTk UCMONL30BaHEI MK NOCTPOEHUM Npasun UserGate WAF. MepsoHayarbHeIi CNIMCOK aAPecos NOCTaBNAETCA BMECTE C NPOAYKTOM. AAIMUHUCTPATOP MOXET
N063BNATL HEOBXOAUMBIE EMy BMIEMEHTHI B Npouecce padoTel. [nA A06aBneHNA HOBOTO CUCKA aZiPECoB HEOBXOANMO BLINOHUTL CReAyIOLIME Wark:

HanmeHoBaH

ne Onucanue

LLlar 1. CosaaTb CrIMCOK.

Ha nanenu Tpynnbi HaxaTb Ha kHonky Jlo6aBuTb, AaTk HassaHWe cnucky IP-aapecos

LLlar 2. Ykasatb aapec 0GHOBMEHUA crucka (He 06A3aTenbHo).

VkasaTb anpec cepsepa, rae HaxoAuTcA 0GHOBNAEMbIM CIUCOK. Bonee Noapo6HO 06 0GHOBNAEMBIX CIUCKAX CMOTPUTE Aanee B 3TOW rnase

LLlar 3. [lo6asuTb IP-aapeca.

Ha naHenu Aapeca u3 BeIGpaHHON rpynnel Haxartk Ha KHoMky Jlo6aBUTh 1 BBECTH aapeca.

|P-anpeca BBoaATcA B BuAe IP-aapec, IP-anpec/macka cetn unn avanasoH IP-aapecos, Hanpumvep: 192.168.1.5, 192.168.1.0/24 unn 192.168.1.5-192.168.2.100

AOMHHUCTPATOP UMEeT BO3MOXHOCTb CO3/1aBaTh CBOM CrMCKM IP-aipecoB 1 LEHTPannU30BaHHO PacnpoCcTpaHATL Ux Ha Bce yanbl UserGate WAF. 1A co3aHNs TaKoro Cucka HeOOXOAMUMO BLINONHUTL CeAytoLMe AeCTBUS:

HaumeHosanne

Onucanue

LLar 1. Cosnate daitn ¢
Heo6xoAnMbIMM |P-aapecamu.

Cosnatb ¢ann list.txt co cnuckom aapecos.
CUCOK aipecoB 3anuckiBAeTCA B 0ObIUHLIN TEKCTOBLIN (aiin, rae aapeca NPONUCHIBAIOTCA B CTONGUK 6e3 3HaKOB NpenuHaHus. Hanpuvep:
X.X.X.X

y-y-y-y
zz.2.z

LLlar 2. Co3natb apxve, COAePXaLLni
9TOT pann.

MomecTuTb daiin B apxus zip ¢ umeHem list.zip

LLiar 3. Cosnatb daitn ¢ Bepcuei
cnvncka.

Cosnarte ¢aitn version.txt, BHyTPH HEro ykasate HOMEp BEPCHM CriCKa, Hanpumep, 3. Heo6X0AUMO MHKPEMEHTUPOBATL AaHHOE 3HAUEHME MPH KAKIAOM OBHOBNEHNM CrMCKa

LLlar 4. PasmecTuTs (aitnsl Ha BeG-
cepsepe.

PaamecTutb y cebs Ha caiTe list.zip u version.txt, 4ToBbl OHK GbINK AOCTYNHBI ANA CKAYUBAHUA

LUar 5. Cospnate cnucok IP-anpecos
v ykasaTe URL AnA 06HOBNEHUS.

Ha kaxaom UserGate WAF cosaatb cnucok IP-aapecos. Mpu cosaanuy ykasate Tvn cnucka OBHOBNAEMBIN 1 afpec, OTKyAa HeOBXOANUMO 3arpyxartk obHosreHua. UserGate WAF Gyaet nposepaTh
Hanuune HOBOM Bepcuu Ha Ballem caWTe B COOTBETCTBUN C HacTp! pacr Ct 06HOBNEHUA.

MpumeuanneURL cnucka 3anaetca B popmarte: http://x.x.x.x/ unu ftp://x.x.x.x/.
PPacnucaHm1e MOXHO HACTPOUTL B CBOWMCTBAX CMMCKA; BOBMOXHO yKasaTh CIeAyIoLUe BapHaHThI:
OTkntoueHo. MpoBepKa Hanuuma 0OHOBNEHHIt ANA BbIGPAHHOTO dNIEMEHTa NPOU3BOANTLCA He GyaeT.

ExearesHo.

ExeHenensHo.

ExemecauHo.

Kaxaple ... yacos.

Kaxable ... MUHYT.

3apaTb BPyuUHyto.

Mpy 3anaHuK BPyUHYIO HEOGXOAMMO MCMONL30BaTh crontab-NoA0BHSI# GOpMAT, NPU KOTOPOM CTPOKA BLIMMAAUT KaK LLIECTL Nonel, pasaeneHHbIx npobenamu. Mons 3aaatoT BpeMs B Ceayloliem Buae:
(MuHYTBI: 0-59) (dack!: 0-23) (aHu mecaya: 1-31) (Mecay: 1-12) (aeHb Henenu: 0-6, 0-BockpeceHbe). Kaxaoe 13 nepsbix NATH NONei MOXET ObiTh 3a1aHO CreaytoLLMM 06pasom:

3Besfiouka (*) — obo3HayaeT BeCh AMaNasoH (0T NepBoro A0 NOCHEAHEro).

Jleduc (-) — obosHauaeT aranasoH uncen. Hanpumep, "5-7" Bynet osHayatb 5,6 1 7.

Cnnckn. 370 uncna (Mnu aanasoHbl), pasaeneHHble 3anaTebimu. Hanpumep, "1,5,10,11" unm "1-11,19-23".

3BE3/104Ka UM AManasoH ¢ Wwarom. Ucnonb3yeTcs AnA Npornyckos B AuanasoHax. LLlar ykassiBaeTca nocne Kocow ueptel. Hanpumep, "2-10/2" 6yaet sHaunts "2,4,6,8,10", a BolpaxeHue "
"yacbl" GyaeT o3Hauath "Kaxable Asa Yaca"

*/2" B non|

UserGate WAF MOXeT NpoBepATb UYeK-

cymmy aiinos oGHoBRAEMBIX CIUCKOB. [ina npuseaeHHoro npumepa UserGate WAF 6yaeT sanpaimsath ¢aiin  list.zip.md5, conepxatuuit yex-cymmy daiina list.zip. Ero Hanuume He 06a3aTenbHO, HO

€CIM OH CTh, YEK-CYMMa A0SDKHA BbiTb KOPPEKTHOM.
MonyunTb Yek-cymMmy B linux MOXHO KOMaHAO:

md5sum list.zip
E& BbiBOA N0GaBNAETCA B hann Kak Xal

04d7d1223ba8ff02396355a2bc3b3d52

w list.zip, nocne yero coxpaHaetca B popmare md5. Hanpumep, conepxumoe daina list.zip.md5:

list.zip




Useragent 6paysepos

Version: 7.7.x
Product: WAF

C nomotwsio duneTpayum no Useragent pay3epos aaMUHUCTPATOP MOXET 3anpeTUTb UM PaspeLlnTh paboTy Nosb3oBaTened ToneKo ¢

TMNOM

MepBoHauanbHeIi cnvcok Useragent noctasnAeTcA BMeCTe ¢ NPoAyKToM. [na GpunbTpaumuu no Tuny Useragent HEOOXOANUMO BLINONHUTL CEAytoLMe AeHCTBUS:

HaumeHoBaHue Onwucanve

LLiar 1. Cosnartk cnucok Useragent. B nanenn Kateropuu Haxatb Ha kHorky Jlo6aBuTb v 3anaTh HassaHue HOBOroO cnvcka Useragent, onunonansHo, onucawue cnucka v URL o6HoBneHna

LLiar 2. [lo6aBsnTb HEOBX0AUMbIE
(CIMCOK.

Useragent 6pay3epos B HOBbI B navenv LLla6noHbl useragent n06asnts HeobxoanMblit Useragent. Mcuepnbisatowmii cnucok cTpok Useragent npeacTasneH TyT:
http://www.useragentstring.com/pages/useragentstring.php

LLiar 3. Cosaats UPL-npaBuno, coaepxallee oanH Uin HECKOMLKO

HCHMCKOB.

MoapoBHee 0 NepCoHankHLIX CoAX — B pasaene « HacTpolika napavieTpos 6ezonacHoct WAF »

AOMHHUCTPATOP UMEeT BO3MOXHOCTb CO3/1aBaTh CBOM CriMcku Useragent v LEHTPann30BaHHO PacnpocTpaHATL Ux Ha Bee y3rbl UserGate WAF. 1A co3aHns Takoro CiMcka HeOOXOANMO BBINOMHUTL CrieAytolme AeCTBHS:

HaumeHosanne

Onucanue

Llar 1. Cosaatb daiin ¢
HeobxoaumbiMu Useragent.

ICospatb daiin list.txt co cnuckom Useragent

LLiar 2. Co3natb apxvs,
iconepxaLyui aToT pann.

MomecTuTL pain B apxvs. zip ¢ umerem list.zip

LLar 3. Cosnate ¢daiin ¢ Bepcuen
cnucka.

Cospare daitn version.txt, BHyTPM HEro ykasaTb HOMEP BEPCHM CUCKa, Hanpumep, 3. Heo6X0aMMO MHKPEMEHTUPOBATL IaHHOE 3HAUEHHME NPU KaX/AOM OGHOBNEHUM CriucKa

LLlar 4. Pasvectutb dainbl Ha
Be6-cepsepe.

PasmvecTuTb y ceba Ha caiiTe list.zip u version.txt, uto6bl OHM GbinKM AOCTYMHLI ANA CKAYUBAHUA

Llar 5. CosaaTtb CNMCOK
Useragent u ykasatb URL anga
06HOBNEHHS.

Ha kaxxaom UserGate WAF cosaats cnucok Useragent. Mpu cosaanmuy ykasatb Tvn cnucka OBHOBAAEMBIN W aapec, OTKyAa HeoBX0AnMO 3arpyxats o6HosneHus. UserGate WAF ByaneT nposepATb Hanuume
HOBOM Bepcuu Ha Bawem caiTe B COOTBETCTBUMN C HacTpOEHHbIM pacnucaHuem cka4yMBaHuA 06HOBEHMIA. Pacnucanue MOXHO HacTpouTb B CBOWCTBAX CMUCKA; BO3MOXHO yKasaTb cneayroujMe BapuaHTbl:

« OTKtoueHo. MpoBepKa HanKuMA 0GHOBNEHWH ANA BbIGPAHHOTO dNeMeHTa NPOM3BOAUTLCH He ByaeT.

ExeaHesHo.

ExeHenenbHo.

ExemecauHo.

Kaxaple ... yacos.

Kaxable ... MUHYT.
« 3apartb BpyUHyto.

Mpy 3anaHUK BPYUHYIO HEOGXOAMMO MCMONL30BaTh crontab-noA0BH.I# GOpMAT, NPH KOTOPOM CTPOKA BLIFMAAUT KaK LLIECTL Nonel, pasaeneHHbIx npobenamu. Mons 3aaatoT BpeMa B Cneaylolem suae:
(MuHYTBI: 0-59) (Yack!: 0-23) (aHu mecaua: 1-31) (Mecau: 1-12) (aeHb Henenu: 0-6, 0-BockpeceHbe). Kaxaoe 13 nepsbix NATM NONei MOXET ObiTh 3a4aHO CreayHoLLMM 06pasoMm:

« 3Besziouka (*) — 0603HauaeT BeCh AManasoH (OT NepBoro A0 NOCNeAHero).
« Jeduc (-) — obosHauaeT AnanasoH yucen. Hanpumep, "5-7" Gynet osHauate 5,6 1 7.
« Cnucku. 310 uncna (Mnu AnanasoHsl), pasaeneHHsle 3anateiMu. Hanpuwep, "1,5,10,11" unu "1-11,19-23".

- 3Be340uKa MM AManasoH C Wwarom. Mcnonb3ayeTcA Ansa NPONycKoB B AnanasoHax. LLlar ykaseisaeTca nocne kocow 4epTsl. Hanpumep, "2-10/2" 6yaet sHaunTs "2,4,6,8,10", a BolpaxeHue " */2" B none
"yacbl" GyAeT o3HauaThb "Kaxable ABa Yaca"

UserGate WAF MoXeT NpoBepATb Yek-Cymmy daitnos 06HOBNAEMBIX CNMckoB. [N npuseaeHHoro npumepa UserGate WAF Gyaet sanpawmsate daiin - list.

.md5, coaepxatyui yex-cymmy daina list.zip. Ero Hanuune He obasartensHo, HO

€CIIM OH ECTh, YEK-CYMMa I0SDKHA GbiTb KOPPEKTHOM.
MonyunTb YeKk-CymMMy B linux MOXHO KOMaHAOM:

md5sum list.zip

Eé BbIBOA AoGaBnseTcs B dann Kak xaw list.zip, nocne yero coxpanaetca B popmare md5. Hanpumep, coaepxumoe daiina list.zip.md5:

04d7d1223ba8ff02396355a2bc3b3d52 list.zip


http://www.useragentstring.com/pages/useragentstring.php
https://docs.usergate.com/nastrojka-parametrov-bezopasnosti-waf_3306.html#Creating_a_personal_layer_and_custom_WAF_rules

Cnucku URL

Version: 7.7.x
Product: WAF

CTpaHuua npeHasHayeHa AnA 3afaHuA CNnUCKoB ykasaTeneit URL, KOTopble MOTYT ObiTb MCMOMb30BaHb! B NPaBUax KOHTEHTHON GUIbTpaLMM B KAYECTBE YEPHBIX U BenbIX CIUCKOB.

HanmeHoBaHue Onucanune
CMUCOK M3BECTHBIX MOMCKOBBIX CUCTEeM, Ha KOTOPbIX OTCYTCTBYET BO3MOXHOCTb ﬁﬂDKMpDBKM MOMCKOBbIX 3aNpPOCOB B3POC/Oro coaepXaHua. PeKOMeHﬂyeTCH GHOKMPOEaTh Takue
Cnucok cucrem 6ea 0 noucka o
MOMCKOBMKW ANA Lenen poauTenbCKOro KOHTpona
CoOTBETCTBHE CMHCK! URL o -
Y v peTEd JaHHbii cnncok coaepxut URL, 3anpelerHble MuHucTepcteom KOcTuumumn Poccuiickoit denepavuu
OcTuyuu PO
CoOTBETCTBUE CNUCKY p URL Pecny EAuHbIA peecTp NOMEHHbIX UMEH, yKasaTene CTpaHuL| CanToB B CETU MHTEPHET U CeTeBbIX aApecoB, coaepkalLux MHGOPMAaLMIo, PacnpOCTPaHEHUe KOTOPOit 3anpeLyeHo B
KasaxcTtaH Pecnybnuke KasaxctaH
Cnucok y 7 CUCOK IOMEHHBIX UMEH 0Bpa3oBaTenbHLIX yupexaeHui PO

CNUCOK PULIMHTOBLIX CanToB

ManHbin cnvcok coaepkuT URL GULLMHIOBbIX caiiToB

PockomHaasopa (URL)

CooTBeTCTBME peecTpy 3anpelleHHbIX CaiToB

\AocTyneH Ha caiTe http:/eais.rkn.gov.ru

EAuvHbIA peecTp ykasaTtenei CTpaHuL CaiiToB B CETU MHTEPHET, COAEPXaLLMX MHDOPMALMIO, PacnpOCTpaHeHHe KoTopoit B Poccuitckoi ®eaepaumu 3anpeLyeHo. [aHHbli CiMcok

PockomHaa3opa (AoOMeHbI)

CooTBeTCTBME peecTpy 3anpelleHHbIX CaiToB

http://eais.rkn.gov.ru

EAVHBI peecTp A0MeHHbIX MMeH, coaepXallux MHpOopMaLuio, pacnpocTpaHeHue KoTopol B Poccuiickoit desepalium sanpetyeHo. [laHHbIi CIUCOK A0CTyNeH Ha caiTe

Jna ¢punbTpaummu ¢ nomoLysto crivckoB URL HE06X0AUMO BINOMHUTL CNEAytoLLMe AeHCTBUA:

HaumeHoBaHne

Onucanune

LLar 1. Cosaatb cnucok URL.

Bei6pate Tun cnucka — Jl “unu O #. [inA o6HoBnAemoro cnucka ykasats URL v HacTpouTh F

B pasnene Buénuotexn - Cnucku URL HaxaTb Ha kHonky Jlo6aBuTL, 3aaaTh HassaHWe HOBOMO Criucka.

VCTaHOBMTL KAaTEropHio CO34aBAEMOro CUcKa B nosie UyBCTBUTENLHOCTD K PEerucTpy:
« YyBcTBUTENbHLIN K perucTpy — cnucok URL aapecos, 4yBCTBUTENLHBIX K perucTpy Oyks B aapece.

« HeuyBcTBuTENLHBIN K perucTpy — cnucok URL aapecos, HeUyBCTBUTENbHBIX K PErUCTPY ByKB B aapece. MCnomnb30BaH1e CrinCKa Toil KaTeropim UCKIYaeT HEOBXOANMOCTL
nepe6opa BapUaHTOB HAMNCaHMA OIHOTO 1 TOTO JKE BEIDAKEHUA C GyKBaMM B PA3NUUHbIX PErUCTPAX.

« JloMeH — CMUCOK aapecos AOMEHOB AR UCMOMNb30BaHMA B npasunax DNS-dunbTpaumn.

KaTeropua cnucka 3anaeTca npu ero cosaaHumu. M3MeHnTL KaTeropuio Nocne Co3aaHna Cnucka Henb3a

CMUCOK.

LLiar 2. [lo6aBnTb HEOOXOAMMBIE 3aMUCH B HOBbIM

«*n — l'IIOéUe KONM4yecTso ﬂK)ébI)( CUMBONOB
« » — Hayano CTPOKU
«$» — KOHEL| CTPOKM

CUMBOMBI «?» U «ff» HE MOTYT ObiTb UCMOMb30BAHbI

[[ob6aeuTb 3anucu URL B HOBBIM CMIUCOK. B Cnuckax MOXHO MCMOSb30BaTh CeuUanbHbIe CUMBOSIBI «/», «$» U «*»:

OAWH WM HECKOMBKO CMMCKOB.

LLiar 3. Cosnatb UPL-npasuno, coaepxatiee

MozapoGHee 0 NepcoHanbHLIX CNoAX — B pasaene « Hactpoika napameTpos 6esonacHoct WAF »

Ecnu URL-3anuck HaunHaeTea ¢ http:/, «https:/», «ftp://» unu conepxut oanH unu Gonee CUMBONOB «/», To aTo cuutaetca URL 1 npumensaeTca Tonbko ana HTTP(S) ¢punbtpaumu, k DNS-dunbTpaumu Takas 3anuck He npumenseTca. B

NPOTUBHOM Clyyae CTPOKa paccMaTpvBaeTCA Kak MA IoMeHa 1 npumeraeTca ana DNS-dunstpaumn n HTTP(S)-dpunbTpaumu.

BHuMaHue! CnelcumMBOnbI He PaBoTalOT B CNUCKAX-UCKITKOUEHUAX ANA GNOKUPOBKM pexnambl. B 3TUX CnMCKax NPUMEHEHHE CELCUMBOIIOB HE PEKOMEHYETCA.

Ecnu Bbl XoTUTE 3a6MOKMPOBATH TOYHBIY aAPEC, UCTIONB3YIATE CUMBOMbI «/» U «$»:

Ahttp://domain.com/exacturl$

[na 6nokuposaHua TouHoro URL BCEX AOYEPHMX NanoK UCMONb3YHATE CUMBON «/»:

Ahttp://domain.com/exacturl/

[nA 6r1oKMpOBaHUA AOMEHa Co BceMM BO3MOXHbIMM URL 1cronbayiiTe sanuch Takoro Buaa:

domain.com

Mpumep uHTepnpetayun URL-3anucei:

Mpumep 3anucu

O6pabotka DNS- 3anpocos

O6pab6oTka HTTP-3anpocos

lyahoo.com
mnu

*yahoo.com*

BrokupyeTca Becb IOMEH W AOMEHbI Gonee BbICOKMX (3,4 1 T.4.) ypOBHE#,
Hanpuvep:

sport.yahoo.com
mail.yahoo.com
a TakKe:

qweryahoo.com

BnokupyeTcs Becb AoMeH 1 Bce URL 3TOro oMeHa, a Tarke oMeHbl 6onee BbICOKUX (3,4 1 T.4.) ypoBHE#,
Hanpuviep:

http://sport.yahoo.com
http:/mail.yahoo.com
https://mail.yahoo.com
http://sport.yahoo.com/123

http://qwertyahoo.com/

“mail.yahoo.com$

3abnokuposaH Tonbko mail.yahoo.com

3a6/10KMPOBaHbI TOMBKO:
http://mail.yahoo.com

https://mail.yahoo.com

"mail.yahoo.com/$

Huuero He 3a6nokMpoBaHo

Huuero He 3a6M0KMPOBaHO, TaK KaK NocNeAHu cuMBon cnalu onpeaenseT URL, Ho He yKasaHbl «https» unu
«<http»

“http://finance.yahoo.com/personal-
finance/$

Huuero He 3a6nokupoBaHo

3a6n0oKMpOBaH TOMBKO:

http://finance.yahoo.com/personal-finance/

“yahoo.com/12345/

Huuero He 3a6noKMpoBaHO

3a6n0KMpPOBaHbI:
http://yahoo.com/12345/whatever/

https://yahoo.com/12345/whatever/



http://eais.rkn.gov.ru
http://eais.rkn.gov.ru
https://docs.usergate.com/nastrojka-parametrov-bezopasnosti-waf_3306.html#Creating_a_personal_layer_and_custom_WAF_rules

AOMHHUCTPATOP UMEET BO3MOXHOCTb CO3/1aBaTh COOCTBEHHBIE CMIUCKM U LIEHTPANNU30BaHHO PacPOCTPaHATL X Ha Bee yanbl UserGate WAF. [InA co3AaHUs TakuX CMIMCKOB HEOOXOAMMO BLIMONHUTL CreAylolMe AeHCTBUA:

HaumeHoBaHue

Onucanune

LLiar 1. Cospatb dain ¢
HeobxoauMbIM crivckom URL.

(Cospath TekcToBbI pann list.txt co cnuckom URL B cneayiowiem dpopmarte:
www.site1.com/url1

www.site2.com/url2

www.siteend.com/urlN

LLlar 2. Cosaath apxus,
lcoaepxaLLui aToT pann.

MomecTuTb Qaiin B apxvs zip ¢ umeHem list.zip

LLiar 3. Cospatb dain ¢
Bepcueit cnucka.

Cosnatb daiin version.txt, BHyTpU HEro ykasaTb HOMep BEPCUM CiucKa, Hanpuvep, 3. He06X0AMMO UHKPEMEHTUPOBATL AaHHOE 3HAYEHWe NPK KXKAOM OGHOBNEHWUH Cricka

LLar 4. Paavectutb dainbl Ha
BeG-cepsepe.

Pa3smecTuTb y cebs Ha caiTe list.zip u version.txt, 4To6bl OHM Gbin AOCTYMHBI ANf CKAYUBAHKA

LLiar 5. CozaaTtb CNMCOK 1
ykasatb URL anA oGHoBNeHUA.

Ha kaxaom UserGate WAF cosaats cnucok URL. Mpyu cosaaHun ykasats Tvn cincka OBHOBRREMBIN W aapec, 0TkyAa He0BX0AMMO 3arpyxars o6Hosnenua. UserGate WAF ByaeT nposepATs Hanuune HoBoi
Bepcuy Ha Balliem caiTe B COOTBETCTBUM C HACTPOEHHLIM PACMUCAHNEM CKAUMBAHUA OGHOBIEHNH.

MpumeuanneURL cnucka 3anaetca B popmarte: http:/x.x.x.x/ unu ftp://x.x.x.x/.

Pacnm1caHne MOXHO HaCTPOUTL B CBOHCTBAX CMUCKA; BOSMOXHO YKasaTb Cre/yollne BapuaHThl:

OTktoyeHo. Mposepka HanuunA 0GHOBEHHI ANA BEIGPAHHOTO BeMEHTa NPOU3BOAUTLCA He GyaeT.

ExeaHesHo.

ExeHenenbHo.

ExemecauHo.

Kaxabie ... yacos.

Kaxable ... MUHYT.

3apnatk BpyuHyto.

Mpy 3anaHMK BPYUHYIO HEOGXOAMMO MCNOML30BaTL Crontab-noAoBHbIH GOpMAT, NPU KOTOPOM CTPOKA BLIFMIAAMT KaK LWeCTb noneil, pasaeneHHbIx npobenamu. Mons 3anaroT BpeMs B Crieytolem Buae: (MUHyThI:
0-59) (uackl: 0-23) (aHn mecaua: 1-31) (Mecsy: 1-12) (aeHb Heaenu: 0-6, 0-BockpeceHbe). Kaxaoe U3 nepebIx NATH Nonei MoXeT GbiTb 3a4aH0 CreaytoLMM 06pasom:

3Besaouka (*) — 06o3HauaeT BeCb AMaNasoH (OT NePBOro A0 MOCHEAHENO).

JNeduc (-) — obosHauaeT ananasoH yucen. Hanpumep, "5-7" 6ynet osHauate 5,6 u 7.

Cnucku. 310 YKcna (MM AManasoHbl), pasaeneHHble 3anAteiMu. Hanpumep, "1,5,10,11" unu "1-11,19-23".

3Be3aouKa Unu AuanasoH ¢ warom. Mcnonb3ayeTca AnA Nponyckos B AvanasoHax. LLlar ykasbiBaetca nocne Kocoi 4epTsl. Hanpumep, "2-10/2" 6ynet 3Hauntsb "2,4,6,8,10", a BuipaxeHue "*/2" B none
"yachl" GyAeT o3HauaTh "Kaxable ABa Yaca"

UserGate WAF MoxeT NpoBepATk Yek-Cymmy daitnos o6HoBNAEMBIX Cvckos. [na npuseaeHHoro npumepa UserGate WAF 6yaet sanpawusate daiin  list.

.md5, conepxalumii yexk-cymmy danna list.zip. Ero Hanuune He o6asaTensHo, HO

€CIM OH CTh, YEK-CYMMa AOSDKHA BbiTb KOPPEKTHOM.
MonyunThb YeKk-Cymmy B linux MOXHO KOMaHAOM:

md5sum list.zip

Eé BbiBOA N0GaBnAeTCA B paitn Kak xaw list.zip, nocne yero coxpaxaetca B popmate md5. Hanpumep, coaepxumoe daitna  list.zip.md5:

04d7d1223ba8ff02396355a2bc3b3d52 list.zip




Kanenpapu

Version: 7.7.x
Product: WAF

Kanennapy no3BonsaioT cosaat BpEMEHHbIE MHTEPBASTbI, KOTOPLIE 3aTEM MOXHO UCMONb30BaTh B pasnuuHeix npasunax WAF. MepBoHayankHbIi CIMCOK NOCTABNAETCA BMECTE C MPOAYKTOM. AIMUHUCTPATOP MOXET 106aBNATE HE06X0AUMbIE
emy anemeHTbl B npolecce paboTsl. [nA A00aBneHnA HOBOrO KaneHAapA HEOOXOAMMO BbINONHUTE CReAytoLLMe Lwar:

HanmeHoBaHue Onucanune

LLar 1. Co3aatk KaneHaaps. B navenv Mpynnel Haxatb Ha kHOMKy Jlo6aBuTb, ykasaTb

pA 1 €ro o

LUlar 2. [lo6aBuTb BpeMeHHbIe UHTEPBANbI B KafeHaapb.

B naHenu AnemeHThl HaxaTb Ha KHOMKy Jlo6aBUTL 1 406aBUTL HHTEpBas. [laTh Ha3BaHWe UHTEPBAY 1 yKasaTb BPEMA.




LLla6noHbl cTpaHuy

Version: 7.7.x
Product: WAF

C NoMOLLLIO LIABNIOHOB CTPAHWL| Bbl MOXETE HAaCTPanBaTh BUA CTPAHMLbI GNIOKMPOBKA MM CTPAHMLLI CETEBbIX OLLIMGOK.
LLIa6noH cTpaHmubl 6I0KMPOBKM NpeAHasHaueH ANA HaCTPOWKY OTBETA, KOTOPLIM BO3BPALLAETCA KIMEHTY, Uei 3anpoc 6bin 3a6nokvposas WAF-npasunom. Moapo6Hee 06 aTom — B pasaene « [podunu oteera».
La6noH cTpaHuLibl ceTeBbIX OLWMBOK NpeHa3HaueH Ans 0ToOpaxeHns MHpopMaLmMm o6 olwmbKax B paboTe cepsepa nybnukaLmu.
Y06kl co3AaTh WabnoH cTpaHuLbI:
1. Ha ctpanuuye Hactpoiiku B pasaene Bubnuotekun - La6noHbl cTpanny HaxvuTe Jlo6aBuTb 1 BLIGepuTe, WaBoH Kakoi CTPaHMLbI Bbl XOTUTE CO3AaTb.
2. B okHe CBOMCTBa WabnoHa CTPaHULbl YKAXUTE ero Ha3BaHwe, BbiGEpUTE CTAHAAPTHbIM WAGBOH Ha HYHOM A3LIKE W, ECIIH HEOBXOANMO, Ha3HAYLTE ero LWAGMIOHOM M0 YMONYaHHIO.
MpumeyaHneYTo6bl NPUMEHNTL CO3AAHHBIN LWABOH CTPAHMLbI CETeBLIX OLUMBOK, ero HY)XHO Ha3HauMTh WABMOHOM MO YMONYaHHUIO.
3. CoxpaHuTe U3MEHEHUS.

Mo yMonuaHuio WabnoHe! CTPaHHL HACTPOEHBI HA 0TOBPaXeHUe MUHUMATLHOM MHMOPMALUM B CTaHAAPTHOM 0POPMIEHMU. Bbl MOXETE UCMONBb30BATL UX B KAYECTBE OCHOBbI AN1A CO3AAHUA NONL30BATENLCKUX LWAGNOHOB B PUPMEHHOM CTHME
KOMMNaHWW, Ha APYroM A3bIKE MK C AOMONMHUTENbHBIMK GrioKamMi1 MHBOPMaLMK.

Yro6bl cosaaTh NONbL30BATENbCKMIA WABNOH CTPaHULbI:
1. Jlo6aBbTe HOBLIM LWAGIOH CTPAHULibI HY)XHOTO THUNa.
2. BuibepuTe U3 CnucKa Co3AaHHBIM WabnoH u Haxmute SKenopT. Ha MK sarpyauTca wabnoH 8 popmate HTML-CTpaHMLbl.
3. Ucnonb3ya TEKCTOBLIA PeAaKTop, OTKPOWTE CTPaHHLY M BHECUTE HY)HbIE H3MEHEHHA.
TMpumeyaHneHe peKOMEHAYETCA CMOML30BaTL CNeLManbHLIE PEAAKTOpSI, MPeaHasHaueHHbIe ANA peaakTposaHuA HTML-(ainos, NOCKOMEKY OHU MOTYT M3MEHUTE BHYTPEHHIOK CTPYKTYpY Wwabnoxa.
4. IMNOpTHMpY#iTe M3MEHEHHYIO CTPAHMLY B CO3aHHbIA LWAGMOH.

Teneps, 4TOObLI UCMONBL30BATH NOJL30BATENLCKMIA LWABGOH CTPAHMLbI BNIOKMPOBKX, HEOGXOAMMO CO3AaTb NMPOdUIL OTBETA C ATUM LIABNIOHOM ¥ 3aTeM 3TOT NPOd UL BLIOPaTL B NapameTpax 6nokupyiolx WAF-npasun. YtoBel ucnons3osars
nonb30BaTENbCKUMR LLIaGl'IOH CTpaHuy ceTesblx DLLIHGOK, €ro A0CTaTo4HO Has3Ha4YUTb waBHOHOM NO yMONYaHULo.


https://docs.usergate.com/profili-otveta_3309.html

MoutoBble anpeca

Version: 7.7.x
Product: WAF

OnemeHT 61bnmoTeky MouToBbLIE aapeca No3BONAET CO3/ATk PyNMbl NOYTOBLIX AAPECOB, KOTOPLIE BNOCNEACTBUM MOXHO UCMOMbL30BaTh B ONOBELLEHUAX.

Jns Ao6asneHua HOBOW rPYNbl NOYTOBbIX aAPECOB HEOBXOAUMO BbINOHUTL CIEAYIOLUME Wark:

Haumenosanne Onucanne

LLlar 1. CosaaTh rpynny NouToBbIX aApecos.  ||B naHenu Mpynnbl NOUTOBbIX aAPECOB HaxaTb Ha KHOMKy Jlo6aBuTb, AaTb HasBaHWe rpynne

LLlar 2. [lo6asnTh NouTOBLIE aapeca B rpynny. ||BblaenuTb cosaaHHyto rpynny, B naHeny MouToBble anpeca HaxaTb Ha KHonKy Jlo6aBuTb 1 A06aBUTL HeOBX0AMMbIE NOYTOBbIE aspeca

AOMHHUCTPATOP UMEeT BO3MOXHOCTb CO3/1aBaTh CMIUCKM NOUTOBLIX aAPECOB W LEHTPANU30BaHHO PAcTPOCTPaHATL MX Ha Bee ycTpoiicTea UserGate WAF. [lnA co3aaHmMA Takoro Crucka He06X0AMMO BINOMHUTL CReayolumue AeHCTBMA:

HanumeHosaHne Onucanue

Llar 1. Cosaatb daiin ¢
HEOOXOAUMBIMM CMIUCKOM MouTOBLIX  (|Cosaate daitn list.txt Co CMCKOM NOYTOBbIX aAPecoB
aApecoB.

LLlar 2. Co3aatb apxvs, COAEPXALLUI

o MomecTuTh dain B apxus zip ¢ umeHem list.zi|
laTOT ain. omec ®aiin 8 ap: p ¢ umetem list.zip

LLar 3. Cosnate ¢daiin ¢ Bepcuen - .
lcnucka. Cosnatb ¢am‘| version.txt, BHYTPU Hero ykasatb HomMep Bepcuu éaabl, Hanpuwmep, 3. HeDGXOﬂMMO WHKpEeMeHTUpOBaTb AaHHOE 3Ha4YeHWe Npu Kaxxaom 06HOBMEHUU MDD(DOHOFW‘IBCKOFD cnosapa

LLlar 4. PasmecTuTb daiinbl Ha Be6-

cepsepe PasmecTuTb y ce6a Ha caiiTe list.zip v version.txt, 4ToObl OHM GbINK AOCTYMHbI ANA CKAUMBAHUA

Ha kaxxaom UserGate WAF cosaath cnncok aapecos. Mpu cosaaHnm ykasatb Tun civcka OBHOBRAEMBIi 1 anpec, 0TkyAa HeoBXoanmo sarpyxath obHosneHns. UserGate WAF 6yaet nposepaTh
Hanuune HOBOW Bepcuu Ha Bawem caWnTe B COOTBETCTBUHN C HacTPOeHHbIM pacnucaHnem ckayusaHua 0BHoBNEHNH. PacnucaHmne MOXHO HacTpouTb B cBO/CTBax Cn1cKa; BO3MOXHO yKasaTbk cneayouue
BapuaHTbI:

OTwioueHo. MpoBepKa HanMunA 0BHOBMEHHI ANA BbIBPAHHOTO AMEMEHTa MPONU3BOANTLCA He GyaeT.

ExeaHesHo.

ExeHenenbHo.

ExemecauHo.

Kaxaple ... yacos.

LLlar 5. CosaaTh CIMCOK NOYTOBbIX
anpecos u ykasatb URL ans
06HOBREHMA.

Kaxable ... MUHYT.

3apatb BpyuHyto.

Mpy 3anaHUM BPYUHYIO HEOGXOAMMO UCMONL30BaTh crontab-noA0BH.I# GOpMAT, NPH KOTOPOM CTPOKA BLIFMAAUT KaK LECTb Nonel, pasaeneHHbIx npobenamu. Mons 3aaatoT BpeMa B Ceaylolem suae:
(MuHYTBI: 0-59) (Yack!: 0-23) (aHu mecaua: 1-31) (Mecau: 1-12) (aeHb Henenu: 0-6, 0-BockpeceHbe). Kaxaoe 13 nepsbix NATH NONei MOXET ObiTh 3aaHO CreayHoLLMM 06pasom:

« 3Bessiouka (*) — 0603HauaeT BECh AManasoH (OT NepBOro A0 NOCNeAHero).
« Jleduc (-) — obosHauaeT AnanasoH uucen. Hanpumep, "5-7" Gynet osHavate 5,6 n 7.
« Cnucku. 310 uncna (Mnu AnanasoHsl), pasaeneHHsle 3anateiMu. Hanpumep, "1,5,10,11" unu "1-11,19-23".

« 3Be3404Ka MMM AManasoH C Wwarom. McnonbayeTcA Ansa NPoNycKoB B AnanasoHax. LLlar ykaseisaetcs nocne kocow YepTbl. Hanpumep, "2-10/2" 6yaet sHaunTs "2,4,6,8,10", a BblpaxeHue " */2" B
none "yacsbl" GyaeT o3Hauath "Kaxable Asa Yaca"

UserGate WAF MOXeT NpoBepATb Yek-CymmMy dainos 06HOBNAEMbIX CNMCKOB. [nA npuseaeHHoro npumepa UserGate WAF Oyzet sanpawusatb dain  list.zi
€CIIM OH ECTh, YEK-CYMMa I0SDKHA GbiTb KOPPEKTHOM.
MonyunTb YeKk-CymMMy B linux MOXHO KOMaHAOM:

.md5, coaepxatyui yex-cymmy daina list.zip. Ero Hanuune He obasartensHo, HO

md5sum list.zip

Eé BbIBOA AoGasnseTcs B dann Kak xaw list.zip, nocne yero coxpanaetca B popmare md5. Hanpumep, coaepxumoe daiina list.zip.md5:

04d7d1223ba8ff02396355a2bc3b3d52 list.zip



Mpodunu Netflow

Version: 7.7.x
Product: WAF

Netflow — ceTeBoit npoToKon, NpeaAHasHayeHHbIN AnA yuéTa ceTeBoro Tpapuka, p

Io] TaHHbI KOl i Cisco Sy noa,

7l B HACTOSLLIEE BPEMA MHOTUMM BeHAopamu. [inA coopa uHdopMaL 1 o Tpaduke no NpoToKoNy

Netflow TpeGyioTca cneayioLLMe KOMMOHEHTBI:

« CeHcop — cobMpaeT CTaTUCTHKY NO NPOXOAALLEMY Yepe3 Hero Tpaduky U nepeaaeT ee Ha KoMNeKTop.

- Konnextop — nonyuaet oT ceHcopa AaHHbIE U NOMeLLaeT UX B XpaHunuLLe.

« AHanu3aTop — aHasmM3npyeT CoBpaHHBIe KOMNIEKTOPOM AaHHbIE M GOPMMPYET MPUTOAHBIE ANA YTEHUA YENIOBEKOM OTUETHI (4ACTO B BUAE rPaduKoB).

UserGate WAF MoxeT BbICTynaTb B kauecTBe ceHcopa. [nA céopa v 0TnpaBKku CTAaTUCTUKM O TpaduKe, MPOXOAALLEM Yepes OnpeseneHHbIi ceTeBoi nHTepdeiic UserGate WAF, HE06X0AMMO BbINOMHUTL CNEAYIOLLME AEHCTBUA:

1. Cospartb npodmnb Netflow.

2. HasHauuTb cosaaHHbli npoduns Netflow ceteBomMy MHTEPdENCY, HA KOTOPOM HEOGXOAMMO COBUPaTL CTATUCTHKY.

na cosaaus npoduns Netflow Heo6xoanuMo Haxatb Ha kHorky Jlo6aeuTs B pasaene Bubnuoteku - Mpodunu Netflow « ykasatb Heo6xoaMMbIE NapameTpbl:

HaumeHoBsaHue Onucanue
HassaHue HassaHue npoduna Netflow
Onucanue Onucanue npodpuns Netflow

IP-anpec Netflow
KonnexTopa

IP-aapec cepsepa, KyAa CeHCOp ByAeT OTNpaBsnATL CTATUCTHKY

Mopt Netflow konnektopa

UDP-nopTt, Ha KOTOPOM KOJNIEKTOp ByAEeT NPUHAMATL CTATUCTHKY

Bepcua npotokona

Bepcua npotokona Netflow, koTopyto cneayet ucnonb3osatb. Bepcua NnpoTokona AoMKHa CoBNaAaTh Ha CEHCOPE U Ha KonyeKkTope

TamayT aKTUBHOTO
NOTOKa (CeK)

Mpu ANUTENbHLIX NOTOKaX, HaNpPUMep, nepeaada 6onbLIOro Gaitna Yepes ceTb, Bpemd, Yepes KoTopoe GyeT 0TNPaBNATLCA CTATUCTUKA Ha KOIIEKTOP, He I0KMAAACH 3aBEPLUEHUA NOTOKA. 3HaYeHUe No
ymonuaxuio — 1800 cekyHA

'TaiimayT HeaKTUBHOTO
NOTOKa (Cek.)

Bpewms, pe3epB1PYEMOE Ha 3aBEpLIEHHE HEaKTUBHOTO NOTOKA. 3HaueH!e No ymMonuaHuio — 15 cekyHa

KonuuectBo notokos

MakcumanbHoe KonMyecTso Y4UTbIBaEMbIX NOTOKOB, C KOTOPbIX COﬁMpaeTCﬂ W 0TNpaBnAeTCA CTaTUCTHKA. OrpaHH“eHVie HeOéXUﬂMMO ANA 3aWuThl OT DoS-atak. Mocne AOCTUXEHWUA AIaHHOro KoNM4yecTsa NOTOKOB,
BCe nocneaytoLume He ByayT yunTbIBATLCA. 3HaUeHWe No ymonyanuio — 2000000, yctaHosuTe O ANA CHATUA OrPaHUYEHUA

OTnpasnaTh
uHbopmaymio NAT

OtnpasnaTts uHdopmaymio o NAT npeobpasosarusx B cratuctuky Netflow

YacToTa oTnpaBku
wa6noHa (nakeTos)

KonuuecTso nakeTos, Nocsie KOTOpbIX WaGioH 0TNPaBnAeTcA Ha NpUHUMAatoLLMi XocT (Torbko Ana Netflow 9/10). LLIa6noH coaepuT MHPOPMALMIO O HACTPOMKE CAMOT0 YCTPOMCTBA W PA3NIUYHYIO CTATUCTUYECKYIO
MHPOpMaLUmio. 3HaueHue no ymonuanuio — 20 NakeTos

Mepuoa oTnpasku cTaporo
wabnoHa (CeK.)

Bpemsi, Yepes KOTOPOE CTapbIit WaBOH OTNPABNAETCA HA MPUHUMAIOLLMI XOCT (Tonbko AndA Netflow 9/10). LLa6noH coaepxuT MHGOPMALMIO O HACTPOIKE CaMOro YCTPOMCTBA W Pa3IUUHYIO CTATUCTUHECKYIO
MHPOpmaumio. 3HaueHue no ymonyanuio — 1800 cexkyHa




MNpogunu LLDP

Product: WAF
Version: 7.7.x

Link Layer Discovery Protocol (LLDP) — npoTokon kaHanbHOro ypoBHS, NO3BOMAIOLLMA CETEBLIM YCTPOHCTBaM, padoTatoLLMM B NTOKanbHOM CeTH, 0GBABNATL O CBOEM CYLECTBOBAHWN U NepeaaBaTh CBOW XapaKTepUCTUKKA U NonyyaTs
aHanormyHele cBeaeH1A. MHdopmaums, cobpaHHan Npu noMoLLu onepaumun LLDP, xpaHuTCA B CETEBOM yCTpOWCTBE.

JnA cozaanmuA Npoduna 6e3onacHoCTH Heo6xoanumo Haxats [o6aBuTk B pasaene Buénuotekn - Mpodunu LLDP 1 ykazaTb Criedylolume napameTps:

Onwucanve
Hassanue Hassanue npodpuna LLDP
OnucaHue 'Onucanue npopuna LLDP
Pexum:

« MMpuém u nepepaua aaHHbIx LLDP — UserGate WAF Gyaet nocbinate nHdpopmauuo LLDP 1 6yaet aHanusuposatb uHdopmaumto LLDP, nonyyeHHyto oT cocesen.
CraTtyc nopta

« TonbKo npuém naHHbix LLDP — UserGate WAF He ByaeT noceinate uHdopmaumio LLDP, Ho GyaeT aHanusuposats uHdopmauuio LLDP ot coceaeit.

- TonbKo nepepaua AaHHbIX LLDP — UserGate WAF 6yzeT nocsinarts uHgopmauuto LLDP, Ho 6yaeT otBpackisath nHdopmauuto LLDP, nonyuyeHHyto ot cocenen




Mpogunu SSL

Version: 7.7.x
Product: WAF

Mpodune SSL nossonseT ykasaTs NPOTOKONLI SSL UMK OTAENbHLIE ANrOPUTMBI LUIMPPOBAHUA W LUDPOBO NOAMNUCH, KOTOPLIE B AATIbHEALLEM MOTYT BbiTh MCMONL30BaHbI B HACTPOWKAX BEG-KOHCONM, B HACTPOMKAX NPaBM/ reverse-npoKCH.

Jnq cosaaxusa npodunsa SSL Heobxoanmo Haxarth Ha kHonky Jlo6aBuTb B p B - Mpo¢ SSL u yKasaTb HeOOX0AUMbIE NapaMeTpbi:
HaumeHoBaHue Onucanue
HassaHue Hassanve npodunsa SSL
OnucaHue Onucanue npodpuna SSL

MunumansHaa BepcHA TLS — ycTaHaBNMBaeT MUHUMATbHYIO Bepcuio TLS, KOTopas MOXeT BbiTb UCMONb30BaHa B AaHHOM Npodune.
MpoTokonbl SSL MakcumanbHan Bepcua TLS — yctaHaBnuBaeT MakcumanbHyto Bepcuio TLS, KoTopas MoXeT ObiTb UCMOMb3oBaHa B AAHHOM npodune.

(O6a 311 napameTpa onpeAenaAloT AanasoH Bepcuit TLS, koTopele ByayT NOAAEPKUBATLCA AAHHBIM NPOdUIEM

[laHHbI pa3aen No3sonAeT BbIOpaTh HEOGXOAUMBIE ANTOPUTMBI LIKGPOBAHUA U LIU(POBOH NOANKUCH. BO3MOXHBIE 3HAUEHUA yKa3aHbl B BUAE CTPOK, B KOTOPLIX NEPEUMCIIEHbI anropUTM 1 NOANKCE.
AZIMMHMCTPATOP MOXET YKa3aThb TOMLKO Te HAGOPb! aNrOPUTMOB U MOAMMUCEH, KOTOPLIE CUMTAET HYXHbIM AnA 6e30nacHoi paoTe! opr: yuun. Cnncok noaaey KOMGUMHALMA CrieAyHOLLIiA:

TLS AES 128 CCM SHA256

TLS AES 128 GCM SHA256

TLS AES 256 GCM SHA384

TLS DHE DSS WITH 3DES EDE CBC SHA

TLS DHE DSS WITH AES 128 CBC SHA

TLS DHE DSS WITH AES 128 CBC SHA256

TLS DHE DSS WITH AES 128 GCM SHA256

TLS DHE DSS WITH AES 256 CBC SHA

TLS DHE DSS WITH AES 256 CBC SHA256

TLS DHE DSS WITH AES 256 GCM SHA384

TLS DHE RSA WITH 3DES EDE CBC SHA

TLS DHE RSA WITH AES 128 CBC SHA

TLS DHE RSA WITH AES 128 CBC SHA256
TLS DHE RSA WITH AES 128 GCM SHA256

TLS DHE RSA WITH AES 256 CBC SHA

TLS DHE RSA WITH AES 256 CBC SHA256

TLS DHE RSA WITH AES 256 GCM SHA384

TLS ECDH ECDSA WITH 3DES EDE CBC SHA

TLS ECDH ECDSA WITH AES 128 CBC SHA

TLS ECDH ECDSA WITH AES 128 CBC SHA256

TLS ECDH ECDSA WITH AES 128 GCM SHA256

TLS ECDH ECDSA WITH AES 256 CBC SHA

TLS ECDH ECDSA WITH AES 256 CBC SHA384

TLS ECDH ECDSA WITH AES 256 GCM SHA384

TLS ECDH RSA WITH 3DES EDE CBC SHA

TLS ECDH RSA WITH AES 128 CBC SHA
Habopbl anropuTMoB

WwhposaHua TLS ECDH RSA WITH AES 128 CBC SHA256

TLS ECDH RSA WITH AES 128 GCM SHA256

TLS ECDH RSA WITH AES 256 CBC SHA

TLS ECDH RSA WITH AES 256 CBC SHA384

TLS ECDH RSA WITH AES 256 GCM SHA384

TLS ECDHE ECDSA WITH 3DES EDE CBC SHA

TLS ECDHE ECDSA WITH AES 128 CBC SHA

TLS ECDHE ECDSA WITH AES 128 CBC SHA256

TLS ECDHE ECDSA WITH AES 128 GCM SHA256

TLS ECDHE ECDSA WITH AES 256 CBC SHA

TLS ECDHE ECDSA WITH AES 256 CBC SHA384

TLS ECDHE ECDSA WITH AES 256 GCM SHA384

TLS ECDHE RSA WITH 3DES EDE CBC SHA

TLS ECDHE RSA WITH AES 128 CBC SHA

TLS ECDHE RSA WITH AES 128 CBC SHA256

TLS ECDHE RSA WITH AES 128 GCM SHA256

TLS ECDHE RSA WITH AES 256 CBC SHA

TLS ECDHE RSA WITH AES 256 CBC SHA384

TLS ECDHE RSA WITH AES 256 GCM SHA384

TLS GOST2012256 WITH 28147 CNT IMIT

TLS GOSTR341001 WITH 28147 CNT IMIT

TLS RSA WITH 3DES EDE CBC SHA

TLS RSA WITH AES 128 CBC SHA

TLS RSA WITH AES 128 CBC SHA256

TLS RSA WITH AES 128 GCM SHA256

TLS RSA WITH AES 256 CBC SHA

TLS RSA WITH AES 256 CBC SHA256

TLS RSA WITH AES 256 GCM SHA384




HanmeHoBaHue

Onucanue

YcTaHoBKa anroputmMos
wudpposaHua ana

JlaHHbIi pasaen MOXHO UCMONb30BaTh AA 06NEeryeHuA BeIG0pa HEOGXOAMMBIX TTOPUTMOB WHGPOBAHNA W NOANNCH ANA CTAHAAPTHBIX MPOTOKONMOB TLS. AAMUHUCTPATOP MOXET ykasaTs B none Beibepute
NPOTOKON ANA YCTaHOBKW anropuTMOB HEOGXOAUMEIE BEPCHM NPOTOKONOB TLS, HaxaTk Ha KHOMKY MPUMEHHTD, 1 anropuTMel, COOTBETCTBYIOLLME BEIOPAHHO! BEPCMHM MPOTOKONA aBToMaTH4ecku GyayT

P p

0 . MOXHO NocnefoBaTenbHO 400aB1Tb HECKONBKO BepcHit npoTokona TLS

Mo yMOnuaHuio B NPOAYKTE CO31aHO HECKOMBKO NPoduneit SSL, KoTopble MOryT ObiTh MCMONL30BaHbI AAMUHUCTPATOPOM Kak €CTb, MO0 U3MEHEHbI/yAaneHsl Npu HeobxoanmocTi. CosaaHsl creaytowue npodpunu SSL:

profile (TLSv1.3)

HanumeHosanne Onucanne

Default SSL

orofile (ConepXM1T anropuTMbl U NOANUCH, COOTBETCTBYIOLME Bepcuam ¢ TLS v.1.1 o TLS v.1.2. 310 Haubonee pacnpocTpaHeHHble BEPCHU NPOTOKOMOB, UCMOMb3yeMbIe B CETH MHTEPHET B AaHHOE Bpems
Default SSL

ConepxMT anropuTMbl U NOANKCH, COOTBETCTBYtoLIME Bepckn TLS v.1.3. Mo ymonuaHmio He ucnonbayetca

Default SSL (ConepXuT anropuTMbl 1 Noanucu, cootsetctaytome TLS ¢ FOCT-anroputmamn (TLS GOST2012256 with 28147 CNT IMIT u TLS GOSTR341001 with 28147 CNT IMIT). MoxeT 6biTb MCNOMNb30BaH B OPraHnu3auusx, rae
profile (GOST) ||{TpebyeTca cnonb3oBaH1e AaHHbIX ANTOPUTMOB, HaNpuMep, AN BeG-noptana. Moaaepxka AaHHbIX NPOTOKOMOB AOMKHA Takke BbiTh 0BECneyeHa Co CTOPOHbI UCMOMb3yeMbIX Gpay3epos. M0 yMONUaHUIO He UCNOMNbL3yeTCH

profile (web

Default SSL CoaepXM1T anropuTMel U NOANKCH, COOTBETCTBYIOWME Bepcuam ¢ TLS v.1.0 A0 TLS v.1.2. [laHHbIi Npoduib UCMONL3YETCA MO yMONYaHMIo ANA NpeaocTasneHua SSL-a0cTyna B Be6-KOHCOMb.

console) BanHo! M3meHeH1e AaHHOro NPOdUAA CnedyeT NPOM3BOAUTE C OCTOPOXHOCTLIO. YKasaHue anropuTMoB, He NoAAepUBaeMbIX BaLMM OGpay3epom, MOXET MPUBECTM K NOTepe A0CTyNa B BEO-KOHCOMb!




Mpodunu onoseLeHuit

Version: 7.7.x
Product: WAF

TMpodHunb ONOBELLEHNA YKa3LIBAET TPAHCTOPT, C MOMOLLBIO KOTOPOTO OMOBELLIEHHA MOTYT BbITh AOCTABNEHLI NOMyYaTenam. MoaaepKMBaeTCcA 2 TUna TpaHcnopTa:
« SMTP: noctaska COOGLUEHHI NO NEKTPOHHOM NouTe.

« SMPP: focTaBka cooBLeHn# ¢ nomoLybio SMS npakTuuecku Yepes Nto6oro oneparopa COTOBOW CBA3N UiK Yepes B0MbLLoe KONMYecTBo SMS-LEHTPOB pacChiku.

Jina cosaanua npodpuna SMTP-coobLyeHnit HeOGXOAMMO HaxaThb Ha KHOMKY b B pasaene Bu6 - MNpod W, BoiGpaTh BapuaHT b npod SMTP 1 3an0nHNTL HEOBXOAMMBIE MONA:
F Onucanune

HassaHue HassaHue npoduns

[} (o] npogpuna

XocT IP-aapec unu FQDN SMTP-cepsepa, KoTopbiit GyAeT MCNOMb3oBaTbCA ANf OTCHIIKK NOUYTOBBIX COOBLUEHMI

Mopt 'TCP-nopt, ucnonkayemsit SMTP-cepaepom. OBbiuHo aAns SMTP-npoTokona ucnonkayetca nopT 25, ana SMTP ¢ ucnonb3osaHnem SSL - 465. YTOUHUTE AaHHOE 3HAYeHUe Yy aIMMHUCTPATOPA NOYTOBOrO Cepeepa

BesonacHoCTb ||BapuaHTbl 6e30MacHOCTH OTNPaBKM NOYThI, BO3MOXHbI BapuaHTbl: Het, STARTTLS, SSL

/ABTOpM3ayua |[BrioyaeT aBTOpU3aLMIio NPpK noaKoueHun kK SMTP-cepeepy

TNorun WMma yueTHoM 3anucu ana noaxnioyeHna K SMTP-cepsepy

Naponb Maponk yyeTHoM 3anucy Ana noaxniodeHus K SMTP-cepsepy
JnA cosaanmua npoduna SMPP-cooBLyeHmii HeOBX0ANMO HaxaTb Ha KHonky Jlo6aBuTh B pasaene - MNpo¢ M, BbI6paTh BapuaT Jlo6aBuTb npodunb onoseleHa SMPP 1 3anonHUTL HEOBX0ANMBIE NONA:

HaumeHoBsaHne Onucanune

: + npopuna

Onucanue OnucanHue npoduna

XocT IP-anpec unu FQDN SMPP-cepsepa, KOTopblit OyAeT UCMONb30BaThCA ANA OTChINKM SMS-coobLeHnit

Mopt ITCP-nopt TCP, ucnonb3yemelit SMPP-cepaepom. O6biuHo Ana SMPP-npoTokona ucnonb3yetca nopt 2775, ana SMPP ¢ ucnonb3osaHuem SSL -- 3550.

SSL Mcnonb3osaTh Mnu HeT Wrdpauuio ¢ nomoLybio SSL

TNorun Mmva yueTHO! 3anuck aAna noaknoyerna k SMPP-cepeepy

Naponb Maponk yueTHol 3anucu ana noaxntodenns kK SMPP-cepsepy

f:::cun":uuu B HexoTopbix criyyasnx SMPP-nposaiaep oxuaaet Homep TenedoHa B onpeseneHHom popmare, Hanpuvep, B Buae 89123456789. [ina cooTBeTcTBUA TpebGoBaHUAM NPoBaiAepa MOXHO yKasaTb 3ameHy nepsbix
Homepos CHMBOIOB HOMEPOB C OAHWUX Ha Apyrve. HanpumMep, 3amMeHnTL Bce HOMEpa, HauMHaloLWMeCA Ha +7, Ha 8




Homepa TenedoHos

Version: 7.7.x
Product: WAF

BnemeHT 6ubnmoTexn Homepa TenedoHOB NO3BONAET CO3AATL MPYNMkI HOMEPOB, KOTOPbIE BOCTIEACTBUM MOXHO UCTIOMNL30BATL B NpaBMnax onoseLyeHrs SMPP.

A no6asneH1A HOBOW PNkl TeNepOHHLIX HOMEPOB HEOBXOANMO BhINOMHUTL CreAyIOLIME LWar:

HaumeHoBaHue

Onwucanve

LUar 1. Co3zatk rpynny TenedoHHbLIX HOMEPOB.

B nanenv pynnel Tened)oHHLIX HOMEPOB HaXaTb Ha KHOMKy Jl06aBUTL, AaTk HasBaHWe rpynne

LLlar 2. [lo6asnTb Homepa TenedoHOB B rpynny.

BLIAenUTL CO3AaHHYIO rpynny, B naHenu Mpynna Tened)oHHLIX HOMEPOB HaxaThb Ha KHOMky Jl06aBUTL 1 40GABUTL HEOBXOAUMEIE HOMEDA

AOMHHUCTPATOP UMEET BO3MOXHOCTb CO3/1aBaTh CNUCKN TeNepOHHLIX HOMEPOB U LIEHTPaNU30BaHHO PacNpPOCTPaHATL X Ha Bee y3nbl UserGate WAF. [Ina cosaaHus TaKoro Cncka He0OX0AMMO BLINONMHUTL CReaytolme AeicTBuA:

HaumeHosanne

Onucanue

Llar 1. Cosaatb daiin ¢
HeOﬁXOﬂMMbIMM CMNUCKOM HOMEPOB.

Cospatb ¢aiin list.txt co cnuckom Homepos

LLlar 2. Co3aatb apxvs, COAEPXALLUI
aTOT aiin.

MomecTuTL dain B apxvs zip ¢ umerem list.zip

LLar 3. Cosnate ¢daiin ¢ Bepcuen
cnucka.

Cospare daiin version.txt, BHyTpy Hero ykasaTb HOMep Bepcuu 6assl, Hanpumep, 3. Heo6X0AUMO HHKPEMEHTHPOBATL AaHHOe

NPy KaXaoM 06| MOPOIIOrHecKoro criosapa

LLlar 4. PasmecTuTb daiinbl Ha Be6-
cepeepe.

PasmecTuTb y ceba Ha caiite list.zip 1 version.txt, 4To6bl OHM BbinK AOCTYNHbI ANA CKAYMBAHUA

LLar 5. Co3aaTk CNUCOK TeNnedOoHHbIX
HomepoB u ykasatb URL ana
06HOBREHMA.

Ha kaxaom UserGate WAF cosaath cnncok aapecos. Mpu cosaaqnm ykasatb Tn cicka OBHOBRAEMBI 1 anpec, 0TkyAa Heobxoanmo sarpyxats obHosneHns. UserGate WAF 6yaet nposepaTh
Hanuune HOBOW Bepcuu Ha Bawem caWTe B COOTBETCTBUN C HacCTPOeHHbIM pacnucaHnem ckayusaHua o06HoBNEeHWH. PacnucaHmne MOXHO HacTpouTb B cBO/CTBax CNUCKa; BOBMOXHO yKasaTb cneaytoujue
BapuaHTbI:

« OtwntoueHo. Mposepka HanuuMA 0GHOBNEHMI ANA BLIGPAHHOTO SNeMeHTa NPOU3BOANTLCA He ByaeT.

« BExenHesHo.

ExeHenenbHo.

ExemecauHo.

Kaxaple ... yacos.

Kaxable ... MUHYT.

3azatb BpyuHyt0.

Mpy 3anaHUK BPYUHYIO HEOGXOAMMO UCMONL30BaTh crontab-noA0BH.IA GopMAT, NPH KOTOPOM CTPOKA BLIFMAAUT KaK LLIECTL Nonel, pasaeneHHbIx npobenamu. Mons 3aaaloT BpeMa B Cneaylolem suae:
(MuHYTBI: 0-59) (Yack!: 0-23) (aHu mecaua: 1-31) (Mecau: 1-12) (aeHb Henenu: 0-6, 0-BockpeceHbe). Kaxaoe 13 nepsbix NATM NONel MOXET ObiTh 3a4aHO CreayHoLLMM 06pasom:

« 3Besgouka (*) — o6o3HauaeT BeCb AnanasoH (OT NepBOro 10 NOCHEAHEro).
« Jeduc (-) — obosHauaeT AnanasoH uucen. Hanpumep, "5-7" Gynet osHauate 5,6 n 7.
« Cnucku. 310 uncna (Mnu AnanasoHsl), pasaeneHHsle 3anateiMu. Hanpuwep, "1,5,10,11" unu "1-11,19-23".

« 3Be3z0uKa UK AManasoH ¢ LWwarom. Mcnonk3yeTca Ana nponyckos B AuanasoHax. Lar ykaseisaetca nocne Kocoi uepTsl. Hanpumep, "2-10/2" 6yaeT sHauuTs "2,4,6,8,10", a BulpaxeHue " */2" 8
none "yacbl" GyAeT 03Hauath "Kaxable Asa Yaca"

UserGate WAF MoXeT NpoBepATb Yek-cymmy daitnos 06HOBNAEMBIX CnMckoB. [nfA npuseaeHHoro npumepa UserGate WAF Gyaet sanpawimnsate daiin

list.zip.md5, conepxatyui yex-cymmy daina list.zip. Ero Hanuune He obasartensHo, HO

€CIIM OH ECTh, YEK-CYMMa I0SDKHA GbiTb KOPPEKTHOM.
MonyunTb YeKk-CymMMy B linux MOXHO KOMaHAOM:

md5sum list.zip

Eé BbIBOA AoGaBnAeTcs B dann Kak xaw list.zip, nocne yero coxpanaetca B popmare md5. Hanpumep, coaepxumoe daiina list.zip.md5:

04d7d1223ba8ff02396355a2bc3b3d52 list.zip




JAnarHocTuka 1 MOHMTOPUHT



MoHuTOpHHT TpaduKa

Version: 7.7.x
Product: WAF

Pasznen MoHUTOPHHF TpaduKa NO3BONAET NOMYUMUTL CTIMCOK BCEX NONb30BATENLCKUX COSANHEHMIA, YCTaHOBNEHHLIX Yepes UserGate WAF B peasnibHom BpemeHu. Coenl cuuTaetca y 0e coueTaHue aspeca MCTOUHMKa, aapeca
HasHayeHWA 1 nonb3oBaTtena (ecnu onpeaeneH). INA kaxaoro ot TCA MrHOBEHHbIE ckopocTu nepesaum (TX) u ckopocT npuema (RX). MmeeTcA BO3MOXHOCTb COPTUPOBKM BbIBOAMMBIX AAHHBIX MO KXAOMY
CTONBLLY, @ TaKKe BO3MOXKHOCTL CO3AaTh G/IOKMPYIOLLIEE NPaBMIIO MEXCETEBOTO 3KpaHa ANf BeIGPaHHOMO 13 cnicka IP-aapeca UCTOUHMKA.

MpumeuaHuellpouecc NOCTPOEHUA AaHHOrO OTyeTa TpeByeT BOMbLIEro KONMUYECTBA BbIUMCIIMTENbHLIX pecypcos UserGate WAF v npu GonbLuom o6beme nepeaasaeMoro Tpaduka MOXET NPUBOANTL K BLICOKOH 3arpy3Ke npoueccopa. He
PEKOMEHAYeTCA AepXaThb AaHHYIO CTPaHULy OTKPbLITON BO M3BeXaHWe U3NULLIHER HarpysKu Ha y3en.



MapwpyTbi

Technology: Routing

Version: 7.7.x

Product: WAF

Pasznen MaplpyTsl N03BONAET NOMYYHTH CIUCOK BCEX MapLLPYTOB, YKasaHHbIX Ha onpedeneHHoM yane UserGate 1 Ha onpeaeneHHOM BUPTyanbHOM MapLUpyTU3aTope Ha y3ne KnacTepa. [na npocMoTpa MapLupyToB HEOOXOAUMO HaxaTb Ha

KHOMKY ®UABLTP U yKasaTh TUMbI MapLLPYTOB, KOTOPbIE HEOBXOAMMO OTOBPA3UTL. BOBMOKHO yKasaTk CrieayioLme TUMbl MapLIpYTOB:

pden — MapLUPy Tl K CETAM, KOTOPLIE MOAKIIOYEHBI HENOCPEACTBEHHO K MHTepdeiicam UserGate. [laHHble MapLupy el GyyT noMeUeHsl CMMBOMOM  C B CMIUCKe MapLUPYTOB.

« Mon K MK

- 3apaHHble CTaTUYECKN — MapLUPYThI, 3a/1aHHbIe CTaTUyecku B pasaene CeTb - MaplwpyThl. [laHHble MapLipyTel OyayT nomeueHsl cumsonom K B criucke MapLupyTos.

OTo6paxaeMblit CIMCOK MaPLLPYTOB MOXHO CKayaTh B BUAE TEKCTOBOMO daiiia C NOMOLLbIO KHOMKK  CKauaTk BCe MapLupyThl.



3axBsar nakeToB

Product: WAF
Version: 7.7.x

Pasnen 3axsaT nakeToB No3soNAET 3anucaTh TPAQVK, YAOBNETBOPAIOLMIA 3aAaHHBIM YCNIOBUAM, B PCap-(ain AnA AanbHEALIero aHanusa ¢ NoMoLYbio CTOPOHHUX CPEACTB, Hanpumep, wireshark. 310 BbiBaeT Heo6xoanMo AnA
[MarHOCTMPOBAHMA CETEeBbIX NPoGnem.

Paszen cocTouT U3 Tpex uacTeii:

. QManpH — 34eCb ONpeAenATCA YCI0BKA, N0 KOTOPbIM GyﬂeT 3anucbliBaTbCA TpaQMK. B kauecTtee ndDBMﬁ MOryT BbICTyNaTb aApec UCTOYHMUKA, NopT
IPv4. Cniucok npoToKonos IPv4 MoXHO NOCMOTpeTb No cebinke http:/www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml.

, aapec , nopT , npoTokon Ethernet, npoTokon

« Mpasuna — B npasunax ykaselBaloTcA MHTEpdeiickl UserGate, Ha KOTOPbIX HEOOXOAMMO 3anKCkIBaTL TPAGUK, GULTPBLI, CO3AAHHEIE PaHee, UMA 1 pasmep daiina, B KOTOPLIK 3aNMCLIBAETCA NepexBaYeHHbIi TpadHK.
« ®daiinbl — cloaa NoMeLaroTes Gaiinbl ¢ 3anucaHHbIM TPapUKOM. MX MOXHO cKauaTh ANA aHanusa uiu yaanuTs.

Yro6el 3anMcaTh TpadHK, HEOOXOAMMO BLINONHUTL CREAYIOLLIME Wwaru:

HanmeHosaHne Onucanune

Lar 1. Co3aare HEOBXOAMMBIA GUNLTP OnumoHansHo. MOXHO BOCMOML30BATECA MPEAYCTaHOBNEHHBIMIU GUIBTPAMMU MM MUCATL BECh TPAUK, HE GUNLTPYA ero

LLar 2. Cosaatb npasuio CoszaaTth NpaBuio, B KOTOPOM yKasaTb UMA Npasuna, Uma ¢aiina, Makc i pasvep

0ro daina 1 HeobxoauMble PUNLTPEI

HLIJar 3. Boibpatb HeoOX0oAUMOe NPaBUmo U HauaTb 3anuce |[BeibpaTh HEOOX0AUMOe NPaBMIO U HaXaTh Ha KHOMKy HauyaTb 3anMchk. o OKOHYAHMM NPEKPATUTL 3aMKUCh, HAXaB Ha KHOMKY OCTaHOBMTbL 3anMCh

HLIJar 4. B pazaene dannbl, ckayatb NonyyeHHbIn dpain  |[Crauats pcap-pain And aHanusa



http://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml

Ping

Version: 7.7.x
Product: WAF

C NOMOLLBIO YTUAMTBI PING MOXHO AMArHOCTMPOBATL A0CTYMHOCTL CETEBLIX PECYPCoB. MapameTpsl KOMaHAb! ping:

HaumeHoBaHne Onucanune
Ping host XOCT, KOTOPbIit HEOBXOANUMO NPOBEPUTH
TTL MakcuMarnbHOe KONMYECTBO NPOMEXYTOUHBIX XOCTOB, KOTOPOE Pa3peLLeHO NPOATHM Ha MyTH K NPOBEPAEMOMY XOCTY
WUnTepdeiic IAnpec BbiGpaHHOro MHTepdelica ByAeT UCNONL30BATLCA B KAYECTBE aApeca MCTOUHUKA A BLIMOSIHEHUA ping, a UHTEP(EAC OTNpaBKku nakeTa GyAeT BbiGpaH COrnacHo Tabnuue MapLpyTU3aUummn
CueTumk KonuuecTso nosTopos
Moka3sbiBaTh timestamp | |[Jo6asnsaet timestamp B BbIBOA KOMaHAbI
He pe3onButk umeHa |[Onepuposarsb IP-aapecamu, He npeo6pasosbiBan UX B AOMEHHbIE UMEHA




Traceroute

Version: 7.7.x
Product: WAF

C NOMOLLBIO YTUNINTLI traceroute MOXHO NPOBEPUTL MyTh ClIEA0BAHMA CETEBLIX MAKETOB K ONpeaeneHHoMy xocTy. [MapameTpsl KomaHab! traceroute:

HaumeHoBaHne Onucanve

Traceroute host XOCT, KOTOPI HEOBXOANUMO NPOBEPHUTE

Ucnonk3osatk ICMP |[HMcnonb3osate ICMP-npoTokon AnA BbINOMHEHWA KOMaHAb! traceroute. Ecnu He ykasaHo, To ucnonb3yetca UDP-npotokon

UnTepdeiic C KaKoro ceTeBoro MHTepdelica BbiNONHATL KOMaHAY

He o Dnepuposarth IP-aapecamy, He Npeo6pasosbiBan X B AOMEHHbIE UMeHa




3anpoc DNS

Version: 7.7.x
Product: WAF

Ucnonkays 3anpoc DNS, aaMuHuUCTpaTop MoxeT nposepuTs paboTy DNS-cepeepos.

HanmeHoBanue Onucanune

DNS-3anpoc (xocT) DNS-uma anA npoBepku

IP uctounuka sanpoca|[OaunH u3 IP-anpecos, HasHaueHHbix UserGate.

DNS cepeep DNS-cepBep, kyAa nockinatk 3anpoc

Mopt UDP-nopT, “cnonb3yemblid Ana 3anpoca

Tun DNS-3anpoca Twn 3anpoca




LLDP-coceau

Version: 7.7.x
Product: WAF

JaHHbiit pasaen otoBpaxaeT cnucok LLDP-COBMECTUMBIX YCTPOMCTB, Ha KOTOPLIX BKOYEHA noAaAepkKa obbABneHus LLDP.

I Onwucanue
MneHTudUKaTOp Waccy; ABnAeTcA odasatensHoi TLV-3anucsio LLDP-kaapa.
Chassis ID
Y kaxaoro yctpoiictea UserGate ecTb TonbKo oanH Chassis ID. B kayecTse Chassis ID ucnoneayetca MAC-aapec uHTepdeiica ynpasneHua
'SysName vA cuctemsl
'SysDescr OnucaHm1e CUCTEMbI, COAEPXHUT HHGOPMALIMIO 06 0BOPYAOBaHNM 1 ONEPaLMOHHON CUCTEME YCTPOHCTBA
/Anpec cocesiHero ycTpoicTaa. ConepkuT MHdOpMAaLMio:
Management « IP-anpeca uHTepgeiica ynpasnenus (IPv4 u IPv6).
« Howmep uHTepdeiica ykasaHHOro aapeca ynpasneHus
Capability DyHKUMM yCTpOWHCTBA (HanpUMep, MapLIpyT3aTop, KOMMYTATOP M T.N.)
Port ID MneHTudUKaTOp NopTa, ¢ KoToporo Bbin nepeaaH LLDPDU (Link Layer Discovery Protocol Data Unit); asnaeTca o6asatensHoi TLV-3anuceto LLDP-kaapa. B kauecTse naeHTuduKkatopa ucnonbsyetca MAC-aapec
uHTepdelica
PortDescr O nopra
Bpems xu3HM NepesaBaeMslx nakeTos LLDP; asnsaeTca obasatensHoi TLV-3anuceto LLDP-kaapa.
TTL
TTL 3anaérca B p paTopa - HacTpoiku - B none Hactponka LLDP




CraTtuctuka LLDP

Product: WAF
Version: 7.7.x

JlaHHan BKIAaKa 0TOGPAXAET CTATUCTUKY MHTEPDEACOB, B HACTPOMKAX KOTOPBIX Bbin ykazaH Npoduie LLDP. OTo6paxaeTca cneayioian MHpopMaLma:

I Onwucanue

Interface HassaHue uHTepdeiica

Transmitted O6Lee konuyecTso kaapos LLDP, nepeaaHHbix yepes uHTepdeiice

Received O6Lee konuuecTso kaapos LLDP, nonyyeHHbIX Ha MHTepdeiice

Di Yucno y Ha aTOM UHTepdeice kaapos LLDP, koTopele Ok 0TOPOLLEHS!

Unrecognized |[KonuyecTso kaapos LLDP ¢ HenoaTsepxné [l nony Ha 3TOM UHTepdeiice

Ageout B kaxaom kaape LLDP conepxutca MHdopmaLua o TOM, HACKOMbKO A0NTO ABNAETCA NpaBUnbHOK MHdopmauma LLDP (cpok ctaperus). Ecnu B TeueHre Cpoka CTapeHuA HOBbIX KaApOoB He NPUHATO, UHdopmaLua LLDP
ynanaetca

Inserted KonuuecTso aobasneHui sanucei ¢ uHdopmauuei o coceaax LLDP

Deleted KonuuecTso yaaneHuit sanucei o coceanx LLDP




OnoselyeHUA



Mpodunu 6esonacHoctn SNMP

Product: WAF
Version: 7.7.x

B naHHOM paszene npou3BoAMTLCA HACTPOIKA Npoduneit 6ezonacHocTu Ana ayTeHTudUKaun SNMPv3-meHeaxepa.

MNpumeuanune Hactpoiiku ayTeHTduraummn ana SNMP v3 (uma nonb3osatens, naponb, TUN U anropuTM ayTEeHTUHUKALMM, anrOpUTM 1 Naponk WwidposaHua) Ha SNMP-MeHekepe A0MKHBI coBnaaaTk ¢ HacTpoikamu SNMP B UserGate

MapameTp Onucanune
Hassanue Hassanve npoduns 6esonacHoct SNMP
OnucaHue Onucaxue npodpuna 6esonacHoctn SNMP
Monb3oBaTtenn Wma nonbsosatena ana ayteHTudukauun SNMP-meHenxepa

BriGop pexuma ayTeHTudukaumn SNMP-meHemkepa. BoaMoxHbI BapuaHThI:
« Bes ayteHTuduraumuu, 6es wudposanua (noAuthNoPriv).

Tun ayTeHTUdUKaUUKU « C ayTeHTudHKaumen, 6es wudposanua (authNoPriv).

« C ayTeHTUdMKauvmeit, c wndposanrem (authPriv).

Haunbonee 6e3onacHsIM cuMtaeTca pexum pabotsi authPriv

ANrOPUTM, UCTIO! i Ans ayTeHTUd BO3MOXHO UCMOMb30BATb:

« SHAT1;

« MD5;

/ANropuTM ayTeHTUdUKaLuK, « SHA224;
« SHA256;
« SHA384;

« SHA512

Maponb ayteHTMdUKauumn |[Mapons, MCNonb3yemslit AnA ayTeHTUdUKaLUN

/Anroputm wWudpoBaHua ANropuTM, MCNONb3yeMblit AnA WndposaHua. BoaMoxHo ucnonbsosats DES u AES

Maponb wudposaHua Maponb, Ucnonbayemslit Ana WUppPoBaHUA




Mapametpbl SNMP

Product: WAF
Version: 7.7.x

JlaHHbIR passen ucnonb3yeTca ANA 3ailaHuA HACTPOEK Mo Belaaye UHdopmauun SNMP-arenTom no npotokony SNMP. MapameTtpel SNMP 3anaiotca Ana KaXAoro yana uHAMBKUAYasbHO.

L Onucanue
SNMP uma o
HassaHue cucTemsl, Cnonb3yemoe noacuctemoit ynpasnenua SNMP
SNMP
WHdopmauma o pusnyeckom pacnonoxeHun SNMP-areHTa
SNMP
o cUcTeMbl
cucTembl
Kaxaoe yctpoiicTeo UserGate umeeT yHuKanbHbli uaeHTudurkatop SNMPv3 Engine ID. Mo ymonuanuto Engine ID reHepupyeTca Ha ocHoBaHMM MMeHH yana UserGate. Mpu peaaktuposanuu Engine ID Heo6xoaumo ykasaTb
\ANMHY, TUN 1 3HaYeHUe naeHTUdHUKaTopa. [iMHa MoxeT GbiTb onpeaeneHa kak dUKCUpoBaHHaA (He Gonee 8 6aiiT) UMM AWHamMUueckan (He Gonee 27 6aiT). GUKCMPOBaHHAA ANWMHA MAEHTUdMKATOPA NPUMEHUMA TONBKO
ans Tuna text.
Engine ID MoxeT 6biTb CHOPMMPOBAH B popmaTe:
« IPV4 (ip4).
Engine ID
« IPV6 (ipv6).
« MAC-aapec (mac).
« Texcr (text).
« OkTerthl (octets)




SNMP

Product: WAF
Version: 7.7.x

UserGate noanepx1saeT MOHUTOPHHI C nomoLLbio npoTokonos SNMP v2c u SNMP v3. MoaaepxuBaeTca ynpasneHue Kak ¢ noMoLLbio 3anpocos (SNMP queries), Tak 1 ¢ NOMOLLbIo OTChINKW onosetyeruit (SNMP traps). O1o nossonaet
Habntoaath 3a KpUTUYECKUMK napameTpamu UserGate ¢ nomoLLbto nporpammHoro obecnedenns SMNP-ynpasneHus, UCMonb3yemoro B KOMMaH!U.

JInA HacTpoiiKn MOHUTOpPKHIa ¢ nomoLLbio SNMP Heobxoanmo:
1. B cBOWMCTBAX 30HbI MHTEP@ENCa, K KOTOPOMY GyAeT OCyLeCTBAATLCA NOAKIOYEHHE no npoTokony SNMP, Bo Bknaake KoHTpone nocTtyna paspetunts cepsic SNMP.
2. Cospaatb npasuno SNMP.

JinA cospanua npasuna SNMP Heobxoanmo B pasaene SNMP Haxatb Ha kHOMKy Jlo6aBUTb 1 yKasaTb CreaytolumMe napameTpsb:

MapameTp Onwucanune

HassaHne

HassaHve npasuna
npasuna

IP-agpec .
ana IP-anpec cepsepa Ans Tpanos 1 NopT, Ha KOTOPOM cepBep cnyLwaeT onoseLyerus. OBbiuHO 310 nopt UDP 162. [laHHan HacTpoika HeoBXoauMa TOMBKO B Crlyyae, ecniv Heo6XOAMMO OTNPAaBAATL Tpanbl Ha cepsep

Tpanos ‘

KombloHnTH SNMP community — cTpoka Ana uaeHTudmkauumu cepsepa UserGate 1 cepsepa ynpasnequs SNMP ana sepcun SNMP v2c. Ucnonb3ayiiTe TONbKO NaTHHCK1e GyKabl U LIMOPLI
HeobasaTenbHeIit napameTp, onpeaenstowmii SNMP context. MOXHO MCNONb30BaT TONMLKO NATUHCKUE GyKBbI U LMPSI.

KoHTexcT Ha HEKOTOPbIX YCTPOUCTBAX MOXET ObiTh HECKOSIBKO KOMHiA MonHoro noasepesa MIB. Hanpumep, Ha yCTPOMCTBE MOXET BbiTh CO3AHO HECKOMBKO BUPTYarlbHbLIX MapLUPYTM3ATOPOB. Kavkabli Takon BUPTYanbHbIM
MapLupyTM3aTop ByAeT UMeTb NonHoe noAAepeso MIB. B aTom cryyae Kakablit BAPTyarnbHbIA MapLLpyTM3aTOp MOXET ObiTb yKasaH Kak KoHTekcT Ha SNMP-cepsepe. KoHTexcT onpesaenseTtca no umenu. Koraa kiameHt
0TNpaBnAET 3aNpoc, OH MOXET yKa3aTb UMA KOHTEKCTA. ECNM UMA KOHTEKCTa He yKazaHo, GyeT 3anpOLLEH KOHTEKCT M0 yMONYaHuio

Bepcua YkasbiaeT Bepcuto SNMP-npoTokona, koTopan 6yAeT UCnonb3oBaTbCa B AaHHOM npasune. BoamoxHb! BapuaHTel SNMP v2c n SNMP v3

PaspewnTs

SNMP-3anpocsi Mpu BRAOYEHUN paspeLuaeT nonyyeHue n obpabotky SNMP-3anpocos o1 SNMP-meHemkepa

Paspewns Mpu BrtoueHnn paspeluaeT otnpasky SNMP-Tpanos Ha cepsep, HaCTPOEHHBIN ANA NpUema OnoBeLLeHui
'SNMP-Tpanbi '
HassaHune
2po¢unﬁ Toneko ana SNMP v3. MoapobHee — B pasaene « Mpodunu 6esonacHocTn SNMP »
e30MacHoCTH
'SNMP
Co6biTna BbIGOP TMNOB NapaMeTPOB, AOCTYNHbIX ANIA MOHUTOPHMHIA N0 Npasuny

p! {acTpomKkn ayTeHTU® ana SNMP v2c (community) 1 ana SNMP v3 (nonb3oBatenb, TUN ayTEeHTUdUKALNK, anrOPUTM ayTEHTUdUKALUKM, NapOorb ayTEHTUdUKALUK, anrOPUTM LM POBaHUA, Naposib WN(pPOBAHUA — B
npodune 6esonacHocTn SNMP) Ha SNMP-meHemkepe A0MKHBI coBnaaars ¢ HacTpoikamn SNMP B UserGate.

WHdpopmaumio no HaCcTpoiiKe napameTpos ayTeHTudUKalun Ana sawero SNMP-MeHeakepa CMOTpUTE B PyKOBOACTBE MO HACTPOMKE BbIGpaHHOro Bamu NporpaMMHoro obecneuenus ana ynpaenesna SNMP.
UserGate BblaeneH yHukanbHblit naeHTudukatop SNMP PEN (Private Enterprise Number) 45741.

AxTyanbHele mib-daitnsl UserGate ¢ napameTpami MOHUTOPHHIA MOXHO CKaYaTh M3 KOHCOMM aAMMHMCTPATOPa YCTPOCTBA. [InA 3TOro HeOOXOAMMO NEPEeiTH Ha BrIaaKy JWarHoCTUKa U MOHUTOPMHT, faree B pasaene OnoseleHua -
SNMP HaxaTb CkauaTe MIB.

Ana c AOCTYMHbI MIB-dait

UTM-TRAPS-MIB.

UTM-TRAPS-BINDINGS-MIB.

« UTM-MIB.
UTM-INTERFACES-MIB.

« UTM-TEMPERATURE-MIB.
UTM-TRAPS-MIB

HaumeHoBaHne Onucanune
trapCoreCrush CHoit anpa
trapStatDown Cepsuc ctatucTukyu (UserGate Log Analyzer) HeaocTyneH
trapCoreBootstrapEnd 3arpyska cepeepa 3aBepLUeHa yCreLHo

trapDefaultGatewayChanged||13meHeHue wniosa no ymonyaxuo

trapHighSessionsCounter  |[Ta6nuua ceccuit 3anonHeHa Ha 90%

trapHighUsersCounter KonnuecTBo aKTUBHbIX Nofnb3oBaTenei Aocturno 90% ot nopora NMUeH3uu

trapDataPartitionFSStatus  ||Ctatyc daitnosoit cuctembl. CocToAHME (aitnioBoi CUCTEMBI M3MEHMIOCH Ha "not_clean”

p hanged Iz cTaTyca y3na 0TKasoyCTOM4MBOrO Knactepa
trapMemberUp (CTaTyc y3na 0TKasoyCTOW4MBOIrO KnacTepa U3MeHUNcA Ha «[oaKoueH»
trapMemberDown Y3en 0TKas0yCTOW4MBOrO KnacTepa OTKIIOUEH
trapAttackDetected (O6HapyxeHue ataku cuctemoit COB
trapChecksumFailed HapyLueHue LenocTHOCTH GUHapHBIX painos
trapHighCPUUsage Beicokas 3arpyska LeHTpanbHoro npoueccopa (95%)
trapLowMemory Beicokan 3arpyska namatu (95%)

trapLowLogdiskSpace HepnocTatouHo MecTa Ha AUCKe ANA XpaHEHA XypHanos



https://docs.usergate.com/profili-bezopasnosti-snmp_3334.html

HanmeHoBaHue Onucanve
trapRaidStatus WameHenune ctatyca RAID
trapPowerSupply MepBblit UCTOUHWUK NUTAHUA OTKIIOYEH
trapCableStatus Kabenb Obln NOAKMIOYEH UMK OTKIKOYEH OT UHTEpdEiica

trapHighDisklOUtilization

Boicokan 3arpyska avcka. OnoBeLleH1e OTNPaBAETCA NP 3arpyXeHHOCTH >=95% 3a 5 MUHYT XOTA Obl HAa OAHOM U3 AMCKOBLIX YCTPOMCTB

trapTrafficDrop CpaGatbiBaHue 3anf 0 npaBuna 0ro aKpaHa
trapLDAPServerDown Cepeep LDAP HenocTyneH

KpuTuueckas Temneparypa Ha OAHOM U3 CeHt 8. OnoBeLyeH1e OTNPaBNAETCA MPH M UEHUU OZHOTO M3 M 1108 ueil Temnepatypbl (HUKHEro UK BEPXHEro). HWkHMiA n e
trapCriticalTemperature pUTUYECKaR TeMnepaTypa Ha OAHOM M3 CeHCopoB. OroBeLLeHe OTNPaBNABTCA NPU NepeceyeHn OAHOO U3 NpeAenos paboyel TemnepaTypsi (| ero epXHero) peaen pabove

TemnepaTypbl 06bI4HO paseH 0°C (ana ycTpoicTa cepun X -40°C), BepxHui npeaen paseH 85°C

UTM-TRAPS-BINDINGS-MIB

I Tun Onucanve
utmSessions integer TekylLiee KONMYEeCTBO aKTUBHbIX CECCUIt
integer M. 0€ KOMMYECTBO aKTUBHbIX CECCHit
utmUsers integer KonnuecTBo aKkTUBHbIX NONb30BaTENEH Ha AaHHbIH MOMEHT
utmUsersMax integer MakcumanbHoe KONUUYECTBO aKTUBHBIX NoNb3oBaTenei
ICocTosHKe $aitnoBoit CUCTEMBI.
utmDataPartionFSStatus |/integer « 0—clean.
« 1—notclean
TeKyLuuit CTaTyC yana KiacTepa 0TKasoyCTORUMBOCTH:
« 0— master-ysen.
utmHAStatus integer
« 1—slave-ysen.
« 3—fault
MpuunHa U3MEHeHNs CTaTyca y3na 0TKasoyCTOAUMBOrO KacTepa:
« 1—CBA3b C y3710M NOTEPAHA.
« 2— HTTP npoKcu-cepsep HeAOCTYMNeH.
utmHAStatusReason integer
« 3 — HY OZMH 3 LLIIO30B HEAOCTYMEH.
« 4 — DNS-cepsep HeaoCTyneH.
« 5—ysen UserGate Management Center HeaocTyneH
utmCPUUsage integer 3arpy)eHHOCTb LieHTpanbHoro npoteccopa (%)
utmMemory integer Wcnonb3oBaHue onepatuBHON namaTh (%)
utmLogdiskSpace integer MPOCTPAHCTBO Ha ANCKe, MCMONb3yemoe Noa XypHanb! (%)
Texywmit ctatyc RAID (Redundant Array of Independent Disks), noctpoeHHoro Ha koHTponnepe Adaptec:
- no_raid.
utmAdaptecRaidStatus |/integer « 0 — optimal — maccvB B ONTUMaNbHOM COCTOAHMM.
« 1—degraded — NOMHbIA MW YACTUYHbINA BLIXOA U3 CTPOA OAHOMO M3 AUCKOB.
« 2— rebuild — BoccTaHoBneHWe maccusa
Tekywmii cratyc RAID (Redundant Array of Independent Disks), nocTpoerHoro Ha koHTponnepe Broadcom:
« no_raid
« 0 — optimal — maccvuB B ONTUMANbHOM COCTOAHMM.
integer « 1—degraded — NONHbIN UK YACTUYHBIM BBIXOA U3 CTPOA OZIHOTO U3 INCKOB. epexos B AaHHbIN CTATYC NPOM3OMAET NPU BLIXOAE M3 CTPOA 2-X AMCKOB.
« 2 — partialDegraded — NOnHbIA UK YaCTUYHBIA BbIXOA U3 CTPOA OAHOTO U3 AUCKOB.
« 3— failed — He pa6oTaeT 13-3a HanUuNA OLINGKN.
« 4 — offline — auck He noctyneH ana RAID-koHTponnepa
KOnM4ecTBO UCTOUHUKOB NUTAHMA:
utmPowerSupply integer « 1 — 0/IMH BNOK NUTaHKA.
« 2— nBa 6r1oKa NUTaHKA
(COCTOAHME MUCTOUHUKA NUTAHMA:
- no_power_supplies.
utmPowerSupplyStatus |/integer
« 0—off.
« 1—on
utmCSCIlfName string HassaHue uHTepdeiica
ICtatyc ceTeBoro aaantepa:
utmCSCStatus integer « 1—Kabenb NoAKOHeH.
« 2—Kabenb He NoaKioueH




L Tun Onucanue
utmDiskIOUtilization integer Texywian yTunusauma amcka (%)
utmLDAPServerName ||string HassaHue LDAP-cepsepa
utmLDAPServerAddress ||string IP-aapec LDAP-cepsepa
utmThermSensor string HassaHue TemneparypHoro ceHcopa
utmThermValue integer 3HaueHWe TemnepaTtypsl, U3MEPEHHOE CEHCOPOM
UTM-MIB
b Tun Onwucanue
'vepuCount integer KonnyecTso BUPTYasnbHbIX NPOLECCOPOB B CUCTEME
vepuUsage integer 3arpy)xeHHOCTb BUPTYasbHbIX NPOLECCOPOB CHCTEMBI; OTOBPaXaeTCA (aKTUUECKOE YUCIO 3arpyXeHHBIX BUPTYaslbHbIX MPOLECCOPOB
usersCounter integer KonuuecTBO akTUBHBIX NONL30BATENEH HA TEKYLUIA MOMEHT BpeMeHH. (*)
'sessionsCounter integer Konn4ecTBO aKTUBHBIX CECCHIA Ha TEKYLLIMIA MOMEHT BPEMeHH. (*)
tcpsessionsCounter integer KonuuecTBo akTuBHbIX TCP ceccuit Ha TeKyLMi MOMEHT BpemeHH. (*)
udpsessionsCounter integer Konunuectso aktusHbIX UPD ceccuit Ha TeKyLLMiA MOMEHT BpemeHHu. (*)
icmpsessionsCounter integer KonuuecTBo akTuBHbIX ICMP ceccuit Ha TEKyLLMIA MOMEHT BpeMeHH. (*)
'sessionsRate10 integer KonuyecTso HOBLIX ceccuii B cekyHay. CpeaHee 3HaueHue 3a nocnesrue 10 cekyHa. (*)
'sessionsRate60 integer KonuyecTso HOBLIX ceccuii B cekyHay. CpeaHee 3HaueHWe 3a nocnesHue 60 cekyHa. (*)
'sessionsRate300 integer KonuyecTso HoBbIX ceccuit B cekyHay. CpeaHee sHaueHue 3a nocneaxue 300 cekyHA. ( *)
tcpsessionsRate10 integer KonuuecTso Hosbix TCP ceccuit B cekyHay. CpeaiHee 3Hauenue 3a nocneanue 10 cekyHa. (*)
tcpsessionsRate60 integer KonuuecTso Hosbix TCP ceccuit B cekyHaly. CpesiHee 3Hauenue 3a nocneanue 60 cekyHa. ( *)
tcpsessionsRate300 integer KonuuecTso Hosbix TCP ceccuit B cekyHay. CpeaHee sHauenue 3a nocneanue 300 cekyHA. ( *)
udpsessionsRate10 integer KonuuecTso Hoseix UPD ceccuit B cekyHaly. Cpearee sHauenue 3a nocneanue 10 cekyHa. (*)
udpsessionsRate60 integer KonuuecTso Hoseix UPD ceccuit B cekyHaly. CpeaHee sHaueHue 3a nocneanue 60 cekyHa. (*)
udpsessionsRate300 integer KonuuecTso Hoseix UPD ceccuit B cekyHaly. Cpearee sHaueHue 3a nocneanue 300 cekyHa. ( *)
icmpsessionsRate10 integer KonuuecTso HoBbix ICMP ceccuit B cekyHay. Cpearee sHaueHne 3a nocneanue 10 cekyHa. (*)
icmpsessionsRate60 integer KonuuecTso HoBbix ICMP ceccuit B cekyHay. Cpearee 3HaueHne 3a nocneanue 60 cekyHa. (*)
icmpsessionsRate300 integer KonuuecTso Hosbix ICMP ceccuii B cekyray. Cpearee sHaderue 3a nocneanue 300 cexkyHa. ( *)
idnsRequestCounter integer O6Lee konnuecTso DNS 3anpocos. (*)
'dnsBlockedRequestCounter ([integer KonuuecTso 3abnokuposanHbix DNS 3anpocos. (*)
dnsRequestRate integer Konuuectso DNS 3anpocos 8 cexyHay. (*)
httpRequestCounter integer O6uiee konuuectso HTTP 3anpocos. (*)
httpBlockedRequestCounter||integer KonuuecTso 3abnokuposanHbix HTTP 3anpocos. (*)
httpRequestRate integer Konuuectso HTTP 3anpocos B cekyHay. (*)
dataPartitionFSStatus string CocToAHWEe PannoBon CUCTEMbI
haStatus integer TekyLLiee cocToAHUE y3na Knactepa
icpuLoad integer 3arpy)eHHOCTb LeHTPasbHOT0 NPOLECCopa CUCTEMbI; OTOBpaxaeTcH B %
memoryUsed integer Mcnonb3oBaHne onepaTMBHOM NamATH; oTobpaxaeTca B %
logDiskSpace integer MpoCTPaHCTBO Ha AMCKe, UCMONb3YeMOe oA XKypHasbi; OToBpaxaeTca B %
CocToAHKe NepBOro UCTOYHUKA NMUTAHKUA:
« no_power_supplies.
powerSupply1Status string
« on.
. off




Onwucanue

string

COCTOfHMUE BTOPOrO MCTOUHUKA NUTAHWA:
« no_power_supplies.
« on.

« off

raidType

string

'Tun RAID maccusa

raidStatus

string

Texywuit ctatyc RAID (Redundant Array of Independent Disks):
« no_raid.
« 0 — optimal — mMaccuB B ONTUMarLHOM COCTORHUM.
« 1—degraded — NOMHbIA MK YACTUYHLIN BBIXOA U3 CTPOA OZIHOTO U3 ZIMCKOB.

« 2 —rebuild — BoccTaHoBNEHMe Maccuea

disklOUtilization

integer

Tekywan yTunusauma aucka (%)

disklOUtilization60

integer

'YTunusaumus aucka (%). CpeaHee aHaueHne 3a nocneaHne 60 cekyHA

disklOUtilization300

integer

'YTunusaumus aucka (%). CpeaHee aHaueHue 3a nocneanne 300 cekyHa

MNp NeTpuKM, O

UTM-INTERFACES-MIB

B ONMCaHNUM CUMBOIIOM (*) He aKTyanbHel AnA UGMC n LogAn. 3HaueHnA MEeTPHK ANs 3TUX YCTPOUCTB By AyT BCEraa pasHb! HymHo.

HaumeHoBaHne

Tun
AaHHBIX

Onucanve

ifNumber

integer

KonuuecTso ceTeBbiX UHTEPdEHCOB

ifindex

integer

3HaueH1e yHUKanbHO ANA KaXA0ro MHTepdelica M MOXEeT NpuHUMaTh 3HaueHua ot 1 ao ifNumber

ifDescr

string

(Onucanue uHTepdeica

ifType

integer

Twn uHTepdeica, onpeaenéHHbIi B COOTBETCTBUM C NPOTOKONOM (GU3NYECKOro/KaHanbHOro YpoBHeN:

« 1— other — Hen3BeCTHbIA TUN.

2 — regular1822 — onpeaenéx B BBN Report 1822.

3 — hdh1822 — onpeaenéH s BBN Report 1822.

4 — ddn-x25 — onpenenéx s BBN Report 1822.

5 — onpesienéH B CTaHAapTe KaHanbHOro ypoBHA ceTesoi Mozgenu OSI X.25.

6 — ethernet-csmacd — ceTeBoit uHTepdeiic Tuna Ethernet, Hesasncumo ot ckopocTu (onpeaenén 8 RFC 3635).

7 — is088023-csmacd — onpesenéH B IEEE 802.3.

8 — is088024-tokenBus — onpenenéH B ctanaapte |IEEE 8802.4.

9 — is088025-tokenRing — ceTeBoit MHTEPPeiic ucnonbayeT noakntoueHne Token Ring; onpeaenaetca B ctaHaapte IEEE 802.5.

10 — is088026-man — onpeaenéH B ctanaapte ISO 88026 "MAN".

11— starLan — onpeaené B ctaHaapTe |IEEE 802.3e.

12 — proteon-10Mbit — Proteon 10 Mbit

13 — proteon-80Mbit — Proteon 80 Mbit.

14 — hyperchannel — BbICOKOCKOPOCTHOW KaHar, ucnonb3ayemsl B cetv ISDN.

15 — fddi — ceTeBoW uHTepdeiic ucnonbayet noakntouerune FDDI (Fiber Distributed Data Interface). FDDI — ato Ha6op cTaHAapTOB NepeAayy AaHHbIX N0 ONTOBOMIOKOHHBIM SIMHUAM B
NoKanbHoM ceTy.

« 16 — lapb — NpOTOKON KaHANLHOMO YPOBHA, MCMONb3yeMbIM ANA Nepesayu nakeTos cTaHaapTa X.25.

17 — sdlc — NpOTOKON KaHaNLHOTO YPOBHA ANIA CUCTEMHO CETEBOW apXUTeKTyphl IBM.

18 — ds1 — cnocobeH obpabatbiBaTth 24 OAHOBPEMEHHLIX COBANHEHNA Ha 0BLei ckopocTk 1,544 M6uT/c; Takke HasbiBaeTcsa T1

« 19— el — esponeiickuit ananor T1.

20 — basiclSDN — ans ceasu annaparypsl aboHeHTa 1 ISDN-cTaHyuu.

21 — primarylSDN — 1cnone3yeTcs AnA NOAKTIOHEHUA K LIMPOKOMONOCHLIM MarucTpasam, CBA3LIBAIOLIMM MECTHBIE U LeHTpasbHble ATC Uk ceTeBble KOMMYTaTOPb.

22 — propPointToPointSerial — onpesnenéH s cranaapte RFC1213.

23 — ppp — ceTeBoit MHTEpdeNc ucnonbayeT noaknouerue PPP (Point-To-Point Protocol).

« 24 — softwareLoopback — ceTteBoi uHTepdeiic ABNAeTCA NeTneBbIM agantepom. Takne MHTepdEichl YacTo UCNONb3YIOTCA ANIA TECTUPOBAHWA; OHWU HE OTMPABNAIOT TPAHK B CETb.
« 25— eon — ConnectionLess Network Protocol (CLNP) over Internet Protocol (IP); onpeaenén B ISO/IEC 8473-1.

26 — ethernet-3Mbit — ceTeBoi UHTEpdENHC UcronbayeT noakntouerne Ethernet co ckopocTbio 3 M6uT/c. Ota Bepcua Ethernet onpeaensertca B ctaHaapte IETF RFC 895.

27 — nsip — XNS over IP — npeaHasHayeH ANnA UCMONb30BaHMA B Pa3HOOGPA3HBIX Cpeaax nepesayy AaHHbIX.

« 28 — slip — ceTeBoii MHTEpPeic ucnonbayeT noakntoueHne SLIP (Serial Line Internet Protocol). SLIP onpeaenaetca B craHaapte IETF RFC 1055.

29 — ultra — ULTRA Technologies.

30 — ds3 — BLICOKOCKOPOCTHOM MHTEPGENC Nepeaayu AaHHBIX, CHOPMMPOBAHHLI My bTUNNIEKCMpOBaHMeM curHanos DS1 u DS2; Tawke HaseiBaeTcA T3.

31— sip — ceTeBoil UHTepdeiic ucnonbayet noakmoueHue SLIP (Serial Line Internet Protocol). SLIP onpeaensetca B cranaapte IETF RFC 1055.

32 — frame-relay — obecneunsaeT BO3MOXHOCTb Nepeaayn AaHHLIX C KOMMYTALUE! NaKeTOB Yepes MHTepEic Mexay YCTpoiCcTBaMM Nonb3osaTena 1 060pyAoBaHUeM CeTH

ifMtu

integer

MaKcuManbHeli pagviep nakeTa CeTeBoro YPOBHA, KOTOPLI MOXHO NOCAATh Yepes 3T0T UHTEpdEHc

ifSpeed

lgauge32

MponyckHan CNOCOGHOCTL MHTepdEiica B GUTax B CeKyHAy

ifPhysAddress

string

[dusnuecknit anpec uHTepdeica (MAC-aapec)




Tun

HaumeHoBaHue AaHHbIX Onucanve
ICocTosH1e HTepdelica, HasHauyaeMoe aAMUHUCTPATOPOM:
« 1—Up —roToB ANA Nepeaayu NaKeTos.
ifAdminStatus integer
« 2—down — He pa6oTaer.
« 3 —testing — B pexvMe TeCTUpOBaHHA; paGoume NaKeTkl He MOTYT ObITb NepeAaHs!
Tekywmit ctatyc paboTbl MHTEpdeNca:
« 1— Up — UHTepdeiic roToB ANA NepeAayn NakeTos.
« 2—down — uHTepdeNnc He MOXeT NnepeaaBaThb NaKeTbl AaHHbIX.
« 3 — testing — BLINONHAETCA TECTUPOBAHME CETEBOTO MHTepdelica; paboume NaKeTsl He MOryT BbiTb NepeaaHs!.
ifOperStatus integer « 4 — unknown — MHTEPEHC HAaXOAUTCA B HEUIBECTHOM COCTORHMM.
« 5 — dormant — ceTeBoi MHTEpPQETiC He MOXET NepeAasaTh NaKeTsl AaHHLIX, OH OXMAAET BHELLHee CoBLITHe.
« 6 — notPresente — ceTeBoi MHTEPEIC HE MOXET NepeaBaTh NaKeTbl AaHHbIX U3-3a OTCYTCTBYIOLIEro KOMMOHEHTA, 0BLIYHO annaparHoro.
« 7 — lowerLayerDown — CeTeBO# MHTEPdENC HE MOXET NepeaasaTh NaKeTbl AaHHLIX, NOTOMY YTO OH paboTaeT NOBEPX OAIHOTO UM HECKOSLKUX APYIMX HTEP(EHCOB, U HE MEHee OZIHOTO U3
ATUX MHTEPPENCOB "HWKHErO YPOBHA" He paboTaeT
ifLastChange timeticks ||3Hauyenne SysUpTime, koraa MHTeppeic okasancsa B AaHHOM COCTORHUM
HIfInOctets icounter32 ||KonuuyecTeo 6aitToB, NPUHATOE AaHHBIM UHTEPDEACOM, BRIIOYAA CNyXKeOHbIe
HIfInUcaslPkts icounter32 ||KonnyecTso AOCTaBEHHbIX NAaKeTOB OAHOAAPECHON PACCHIIKM
fInNUcastPkts icounter32 |[KonnyecTso AOCTaBNEHHbIX MHOrOAAPECHbIX U LUMPOKOBELLATesbHbIX MaKeToB
ifinDiscards counteraz |[KOTMHECTBO BXOARLLUX NAKETOB, KOTOPbIE GLink OTOPOLLEHBI, AAXE ECIU He GbiN0 0BHAPYXKEHO OLIMBOK, NPENATCTBYIOLMX MX A0CTaBKe. O/iHa 3 BOSMOXHBIX MPUYMH OTOPACkIBaHKA: OCBOGOXASHNE
6y bepHoro NpocTpaHcTsa
ifinErrors icounter32 |[KonnyecTBo BXOAALYMX NAKETOB, KOTOPLIE COAEPXKAT OLIMOKM, MPENATCTBYIOLNE UX AOCTABKE
HIfInUnknownProtos icounter32 |[KonnyecTBO NakeToB, KOTOPbIE BbIK NONYYeHbl Yepes ATOT MHTEPdENC 1 OTOPOLLIEHBI 13-3a UCNONBL30BaHHA HOrO MNK HenoAAef 0 NPOTOKONa
HIfOutOctets icounter32 |[KonuyecTteo 6aitToB, NnepeaaHHoe AaHHLIM MHTEPPENCOM, BKtoYan CryxeGHble
HIfOutUcasthts counter32 ||KonnuecTeo 0TNPaBEHHbIX NAKETOB OIHOAZIPECHOM PACChINKH, BKIOYAA NaKEeThl, KOTOPLIE OblNIM OTGPOLLEHb! UM HE OTNPaBNEeHb!
ifOutNUcastPkts icounter32 ||Konn4ecTeo 0TNPaBIEHHbIX MHOrOAZIPECHBIX U LUMPOKOBELLATENbHbIX NAKETOB, BKITKOYAA NAKeTbl, KOTOPble GbiN OTOPOLLEHEI UMK He OTNPaBeHb!
ifOutDiscards counteraz |[KOTMHECTBO MCXOARLIMX NAKETOB, KOTOPbIE Ghinv OTOPOLLIEHBI, AAXKE ECIIU HE BbINO 0BHAPYKEHO OLIMOOK, IPENATCTBYIOLMX UX Nepeaadn. OHa U3 BOSMOXHBLIX NPUYMH OTOPACckIBaHKA: OCBOGOXACHHE
6y bepHoro NpocTpaHcTsa
ifOutErrors icounter32 |[Konn4yecTBO MCXOAALLNX NAKETOB, NepeAaya KoTOPbIX HEBO3MOXHA BCIIEACTBUE HANMUMA OLLIMGOK
HIfOthLen igauge32 ||[invHa BbIXOAHOW OYepeny (B nakeTax)
HlflnMultlcasthls icounter32 |[KonnyecTBo A0CTaBNEHHbIX NaKeTOB MHOrOaAPECHOH PacChinkn
HlflnBroadcasthts icounter32 |[KonuuecTBo AOCTaBNEHHbIX LUMPOKOBELLATENbHBIX NaKeToB
HIfOutMulllcasthﬁs counter32 ||KonnuecTeo 0TNPaBeHHbIX NaKETOB MHOTOAPECHOM PACChIKM, BKITIOYaR NaKeThl, KOTOPLIE Gbli OTOPOLLEHb! UMK HE OTNpaBneHb!
HIfOutBroadcasthts icounter32 ||KonuyecTBo OTNPaBNEHHBIX LIMPOKOBELLATENbHBIX NAKETOB, BKIKOYAA NaKeThl, KOTOPble ObiN OTOPOLLEHb! UK HE OTMPABAEHb!
HIfHCInOctets counter64 ||CMbICn 0AMHaKOB CO CMbicTom ofbekTa iflnOctets — konuuecTBo 6anToB, NPUHATOE AaHHBIM UHTEPHENHCOM, BIITIOYAA CYXEOHBIE; UCNIONb3YETCA CYETUMK BONbLUEH EMKOCTH
HIfHCInUcaslPkts counter64 ||CMbICn oAMHaKoB Co cMbicrom obbekTa iflnUcastPkts — konMyecTBo A0CTaBNEHHBIX NAKETOB OAHOAAPECHO! PACCHIIKM; UCNOMNB3YETCA CYETUMK BONbLUEH EMKOCTH
HIfHCInMuItIcaslPkts counter64 ||CmbICn 0AMHaKOB CO CMbicrom obbekTa iflnMulticastPkts — KONMYECTBO A0CTaBNEHHbIX NAKETOB MHOTOAZPECHOM PACCLINKW; UCMONb3YETCA CUETUMK GOmblUei EMKOCTH
HIfHCInBroadcaslPkts icounter64 ||Cmbicn 0AMHaKOB €O cMbiciom o6bekTa iflnBroadcastPkts — KONMYECTBO AOCTABMEHHBIX LIMPOKOBELLATESbHBLIX NAKETOB; UCTONb3YeTCA CYUETUMK GonbLLei EMKOCTH
ifHCOutOctets icounter64 ||CMbICN 0AMHAKOB CO CMbicToMm oObekTa ifOutOctets — konuuecTBo 6aitToB, NepenaHHOEe AaHHBIM MHTEPPEICOM, BKIIOYaR CryXeOHbIe; UCMONb3yeTCA CYETUMK Gonblei EMKOCTH
" (CMbICT 0AMHAKOB CO CMbICTIOM 06bekTa ifOutUcastPKts — KONMUECTBO OTNPaBeHHBIX NaKeTOB 0/IHOAAPECHO! PACChINKK, BKTIOYAA NAKEeTkl, KOTOPLIE BbINM OTOPOLLEHLI MW HE OTNPaB/eH.I;
ifHCOutUcastPkts counter64 A A o P AHOBAP P P P P
MCNONb3YeTCA CYETUMK BOMbLLEH EMKOCTH
" " CMbICT 0AMHAKOB CO CMbICTIOM 06bekTa ifOutMulticastPkts — KONMYECTBO OTNPABEHHBIX NAKETOB MHOrOAAPECHON PACCLISKA, BKIKOYAA NaKeThl, KOTOPbIE Obi OTGPOLLEHE! UMM HE OTNPABNEHS;
ifHCOutMulticastPkts counter64 A A o P i P P P P
MCNONb3YeTCA CYETUMK BOMbLLEH EMKOCTH
" CMbIC 0AMHAKOB CO CMbICTIOM 06bekTa ifOutBroadcastPkts — KONMUECTBO OTNPaBEeHHBIX LIMPOKOBELLATENbHLIX NAKETOB, BKTIOYAA NAKETI, KOTOPbIE GbiN OTOPOLLEHS! UM HE OTNPaBeHs!;
ifHCOutBroadcastPkts icounter64 A - o p: P u P! P P
MCNONb3YeTCA CYETUMK BOMbLLEH EMKOCTH
YKa3elBaeT, IOMKEH /1M CO3AaBATLCA TPan NPU 3MEHEHNM CTaTyCa COBANHEHMA:
ifLinkUpDownTrapEnable |/integer « 1— enabled — BritoueHo.
« 2— disabled — oTknio4eHo
ifHighSpeed lgauge32 ||OueHka TekyLyen Nonockl NponyckaHua uHTepdeica; ykasbiBaetca B OUT/C, KOuT/c, M6uT/c, Méut/c
"HepasBopumsblid” pexum. MoXeT NpuHMMAaTh 3HaueHNs:
« 1— true — cTaHuuA np BCe naKeT| p 0 OT TOrO, KOMY OHM a/IPECOBaHbI.
ifPromiscuousMode integer
« 2 — false — MHTepdEiic NPUHMMAET TOMBKO NaKeTbl/Kaapbl, aAPecoBaHHbIE ATOW CTaHLUK.
3HaueHue 06beKTa He BNUAET Ha NPUEM LUIMPOKOBELLATENbHBIX M MHOrOAZPECHbIX NakeTos/kaapos
ifAlias string HaseaHue uHTepdeiica, 3aAaHHOE aAMUHUCTPATOPOM




Tun
HaumeHoBaHue AaHHbIX OnucaHue

ifCounterDiscontinuityTime|[timeticks ||3Hauenne SysUpTime, koraa npousoLuno cobbiTie, cTasluee NpuunHoi c6oA padoTbl 0AHOrO uin Gonee CYETUNKOB MHTEpdEHCa

UTM-TEMPERATURE-MIB

L Tun Onucanue
termNumber integer KonnuecTso TemnepaTypHbix CEHCOPOB Ha AaHHOW nnatdopme
thermLowerThreshold||integer HwkHuit npeaen pabouer Temnepartypb
thermUpperThreshold|integer BepxHui npesen paboyeir Temneparypsi
thermTable sequence Tabnuuya TemnepaTypHbIX CEHCOPOB C nokasaHuamMu (thermEntry)

MHdOPMAaLMA 0 KOHKPETHOM CEHCope:

« thermName (string) — Ha3BaHue ceHcopa.
thermEntry sequence
« thermValue (integer) — nokasanue ceHcopa.

« thermUnit (string) — eAnHMLa U3MepeHNA NoKasaHuit ceHcopa

NpumeyaHue [aHHble TeMnepaTypHbIX CEHCOpOB ByAyT OTOBPaXKaTLCA TOMBKO ANA NOAAEPKUBAEMBIX annapaTtHbIX NnaTpopm. B HACTOAWMIA MOMEHT noaaepxusatotcs yerpoictea UserGate G150, C151, FG, X10. Ana Henoaaepxusaembix
nNaTdopM UK BUPTYasbHbIX PELLIEHNi Tabnuia CeHCOpoB GyAeT NyCTOM, @ 3HAUEHUA KONMUYECTBa CEHCOPOB M Npesienkl paboumx Temnepatyp GyayT pasHbl Hymio.
Mpumeuanue Ecnyu ¢ ceHcopa He yanock CHATL NoKkasaH1e Temnepatypel, OH He ByaeT nepeaaH B Tabnuue, npu 3ToM napameTp thermNumber noACYMTLIBAET OBLLEE KONMUECTBO TEMNEPATYPHLIX CEHCOPOB, AaXe C y4ETOM HepaboTarowmx. B

TaKOM Cllyyae KOMIMYECTBO CEHCOPOB B Tabnuue v 3HaueHue thermNumber MoryT He coBnanats.



Mpasuna onoselwexui

Product: WAF
Version: 7.7.x

JlaHHbIit pa3aen no3soNAET ONPeAenuTh NPaBMa ONOBELLEHNH, KOTOPLIE B AanbHEALLIEM MOXHO UCMONb30BaTL /1A OTCHIKM ONOBELLEHNI O PA3NUYHBLIX TUNAX COOLITUN, HANPUMEP, BLICOKOI 3arpyake CPU unu oTnpaske naposa nonb3osaTento
no SMS. ina cosnaHus npasuna onc i HeobxoaUMo ITb CrieaytoLm1e waru:

HaumeHoBaHHe Onwucanve

LLar 1. Co3zaTb OAMH UMK HECKONBKO NpOdHnei onoseteHua ||MoapodHee 06 aToM — B pasaene « [1podunu onoBeLLeHui»

LLlar 2. Co3aath rpynnbl nonyyaTenei onoseLeHui MoapoGHee 06 aTOM — B p: «[NoyToBble agpeca» u «Homepa TenedoHoB»

LLar 3. Co3aath NpaBuo ONoBeLLeHUA Bo Brnazke iMarHOCTUKa U MOHWUTOPMHT B pasaene O Bl W no6aBuUTL NpaBuno

Mpu AoBaBneHNH Npasuna HEOBXOAMMO yKazaTk CeayloLMe NapameTpbi:

HanmeHosaHue Onucanve
BrntoueHo BKitoyaeT Unu oTKNKoYaeT AaHHoe Npasuno
HassaHne Hagssanve npasuna
Onucanve Onucaqve npasuna
Npodune onosewyenin (Co3naHHbI paHee npodunb onosellenuda. na SMPP-npogpuneit NoABUTCA 3aKnazka ANnA ykasaHua aapecartos B BUAE TeNedOHHbIX HoMepoB, AnA SMTP noaBuTCA 3aknaaka AnA ykasaHua

anpecaros B BUAE SMEKTPOHHbIX aApecoB

oT OT KOro ByzieT NPUXOAUTHL OMOBELLEeHNe

Tema ITema onoseLyeHua

TaimayT nepen NOBTOPHOWN VKaXkuTe TailM-ayT, B TeYEHUE KOTOPOro cepeep He GyAeT 0TNpaBnATL COOBLIEHHE NPU NOBTOPHOM CpadaTbiBaHUM AaHHOMO Npasuna. JlaHHan HaCcTPOiiKa NO3BONAET NPEAOTBPATHTL LUTOPM COOBLLEHMH
OTNpaBKOW, CEeKYHA Npy yacTom cpabaTbiBaHMM NpaBuna OnoBeLLeH!A

Co6biTna VKakuTe COBLITUA, ANA KOTOPLIX HEOBXOAMMO MONyYaTh ONOBELLEHNA

'TenegpoHbl [Ana SMPP-npoguna. YkaxuTe rpynnsl HOMEPOB TenedoHoB, Kyaa oTnpasnate SMS-onoselyeHna

Emails [Ana SMTP-npoduna. YkaxuTe rpynnel aapecos email, Ha KoTopsie GyAyT OTNPaBAATLCA NOYTOBbLIE OMOBELEHNA



https://docs.usergate.com/profili-opoveshenij_3317.html
https://docs.usergate.com/pochtovye-adresa_3319.html
https://docs.usergate.com/nomera-telefonov_3318.html

MypHanbi



OnucaHue

Version: 7.7.x
Product: WAF

UserGate WAF »ypHanupyeT Bce CoGbITHA, MPOUCXOAALLME BO BPEMA €ro padoTel, M 3an1CkIBAET UX B CIIEAYIOLIME XKyPHATTLI:
« WypHan cobbiTHit — COBLITHA, CBA3AHHLIE C U3MEHEHWEM NapameTpoB YCTPOICTBA, HanpUMep, aBTopu3aLnei aaMMHUCTPATOPOB UK OBHOBNEHUEM BUBNHOTEK.

. MypHan Be6-pocTyna — noapoGHble cBeAeHHA 0 Be6-3anpocax, obpadoTanHbix UserGate WAF.

« K — cBea 00 ycTaHo! 1 3a6nokupoBaHHbix WebSocket-coeanHeHusx.
« WypHan TpaduKa — noapoBHble CBEAEHHA 0 CpabaTbiBaHUAX NPaBUN MEXCETEBOro aKpaHa. [inA perucTpaumu cpadateiBaHui npasuia HEO6XOAMMO BKIKOUUTE XypPHANUPOBaHKE B CBOMCTBAX 3TOMO Npasuna.

« MypHan TexHONOrui — co6bITHA, CBA3AHHBLIE C 0GHAPYKEHUEM TEXHOMOrMi B TpadHKe.

B pasaene HMyp 1 oTueTsl - Hyp Bbl MOXeTe yNpaBnATbL AaHHLIMM XYPHANIOB: NPOCMAaTPUBATL 3TH AaHHbIe, GUILTPOBATH X, CKaunBaTh B CSV-¢aiin, a Takke 3KCNopTUPOBaTh Ha BHEWHWe CepBepbl.
MNMpumeuanuellpu HacTpoeHHon uHTerpauum ¢ UserGate Log Analyzer unu UserGate SIEM xypHansl UserGate WAF xpaHaTtca 1 o6pabatbiBarotcs B 6a3e AaHHbIX BHELLHEro cepeepa.

UserGate WAF aBToMaTMueCKu 0CBOGOXAAET AMCKOBOE NPOCTPAHCTBO MyTeM PoTaLum XypHanos. Mo Mepe 3anonHeH1A BbAENEHHOro ofbema AMCKa CTapkle 3an1ci Nepe3ancLIBaloTCA HOBBIMU (KDOME XypHana cobbiTuii). YeeaomneHua 06
9TOM (UKCUPYIOTCA B XXypHane COOLITUM, 3an1ck KOTOPOTO HE POTUPYIOTCA.



WypHan cobbiTui

Version: 7.7.x
Product: WAF

JKypHan coBbiTui ot T COGBbITHS, Ci c HacTpoek WAF, Hanpumep, A06:
BX0Aa B Be6-KOHCONb, CTapTa, BLIKIOUEHHA, Nepesarpysku cepsepa v T.n.

yA: [iaHHBLIX YYETHOW 3anucy, npasuna unu ni6oro Apyroro anemeHTa. 3aech xe oTobpaxatoTca Bce CoObiTHA

[na yno6cTea noucka HeOOXOAUMBIX COBLITHI 3anUCH MOTYT GbITb OT(UILTPOBAHbI N0 PA3NIMUHLIM KDUTEPUAM, HANPUMEP TakWM, KaK AManasoH AaT, KOMMNOHEHTE, BAXHOCTH, THUMY COOLITUA.

AZLMMHMCTPATOP MOXET BbIOPaTh TOMBKO Te CTONBLLI ANA NoKasa, KOTopble eMy Heo6X0AMMEI. 1A ATOro CeAyeT KUKHYTh YKasaTenem Mol Ha NioGoit U3 CTONGLOB, M B NOABMBLLEMCA KOHTEKCTHOM MEHIO OCTaBMTh raniouky TOMLKO AN Tex
cTon6L0B, KOTOPbIE HEOGXOAUMO OTOBpaXaTs.

C nomoLybto KHoMkK AKkcnopTUpoBaTh B CSV aaMuHUCTPaTOp MOXeT CkayaTb 0TGUNLTPOBaHHbIE AaHHbIE XypHana B csv-dain Ana 4 Viero
®

Haxatue Ha kHonKy lMoKa3aTh BbIBEAET OKHO C NOAPOGHBLIM ONMCaHUeM COBLITHS.



WypHan Be6-noctyna

Version: 7.7.x
Product: WAF

XypHan Be6-A0cTyna oTo6paxaeT BCE 3anpockl Nonb3oBaTene B MHTEpHeT no npotokonam HTTP u HTTPS. BeisoaATcA coObiTusA cpabdaTeiBaHnA Npasnn GUibTpaLnu KOHTEHTA, MHCIEKTUPOBaHNA SSL B HAaCTPOVKax KOTOPLIX BKITKOYEHO
XypHanuposakue. OToBpaxaeTcA cneaytolan HHOPMaLNA:

« Y3en, Ha KOTOPOM MPOM3OLLIO COBLITHE.

Bpems cobbiTus.

ConepxaHue cobbiTHs.

JHevictaue.

Mpasuno.

MpuunHel (Npu 6NoKMPOBKe caitTa).

URL HagHaueHus.

30Ha UCTOYHMKA.

IP-aapec ucTouHuka.

MopT UcTOUHMKA.

30Ha HasHaueHuA.

IP-anpec HasHaueHuA.

MopT HasHaueHus.

MPOTOKON NPMKNAAHOTO YPOBHA.

« HTTP meToa.

Koa otseta HTTP.

Bait oTnpasneHo/nony4eHo.

MaxeToB oTNpaBneHo/nonyyeHo.

Pedepep (npu Hanuuum).

Useragent 6paysepa.

AZMMHMCTPATOP MOXET BbIOPaTh TOMBKO T CTONOLLI ANA NoKasa, KOTOpbIe eMy HeOGX0AMMEL. A ATOrO CeAyeT KUKHYTb YKasaTenem Mol Ha NioGoi U3 CTONGLOB, M B NOABMBLUEMCA KOHTEKCTHOM MEHIO OCTaBMTh ranioukyu TOMLKO ANf Tex
cTon6L0B, KOTOPbIE HEOGXOAUMO OTOBpaXaTb.

JinA yno6cTBa NoMcka HEOBXOAMMBIX COObITHIA 3anMCH MOTYT BbiTh OThULTPOBAHBI N0 PA3NIUUHLIM KDUTEPUAM, HANPUMED TaKUM, KaK y4eTHaA 3anuck Nonb3osaTesna, NPasuo, AeACTBUE U T.A.

C nomoLLbio KHOMKM SKcnopTUpoBaTh B CSV aaAMMHUCTPATOP MOXET CKayaTb OTGUNLTPOBAHHbIE AAHHbIE XypHana B csv-pain ana A ] 0

HaxaTue Ha kHonKy MoKa3aTk BbIBEAET OKHO C NOAPOBHBLIM ONMCaHUEM COBLITUSA.



MypHan WebSocket

Version: 7.7.x
Product: WAF

Ecnu ansa cepsepa reverse-NpoKcH HacTPOeHsI npaswna, GunbTpyrolume WebSocket-coeaMHeHHA, Bbl MOXETE OTCNeXUBATb COOLITUA, CBA3AHHbIE C YCTAHOBMEHHBIMM Uk 3abnokvpoBaHHbiMM WebSocket-coeanHeHnamu. PesynbTatsl
PunbTpaumn WebSocket-coeanHeHnuit otobpaxarotca Ha cTpanuLe HypHan WebSocket. 3anuce co6eiTuii B XXypHan BeieTCA ANA Npasun NyOnuKkaLmm, B KOTOPLIX Pa3peLLIEHO XyPHATMPOBAHNE 3TUX COBBITHIA.

Yro6bl paspelumnTh 3anuch cobbiTHit B XypHan WebSocket:

1. B pasnene Hactpoiiku - Monutuka ™M - WebSock pod BbiGepuTe WebSocket-npodunb unu HacTpoiiTe Hoseli. Moapo6Hee — B pasaene « 3awmra WebSocket-coeanHeHuii».

2. B okre CsoitcTea WebSocket-npodunsa Ha sknaake Oblume yctaHosuTe Gpriaxok Tb Wy W coxpaHuTe
3. Y6eautecs, uto WebSocket-npodunb ¢ BKIIOUEHHBIM XypHaNMpoBaH1eM NOAKIIOUYEH B NPABUIE reverse-NpoKCH.

Ha cTpanue ¥ypHan WebSocket MOXHO HACTPOUTL COPTUPOBKY U OTOBPaXEHUE AaHHbIX C MOMOLLLIO MEHIO, KOTOPOE BbI3bIBAETCA M3 3aronoBKa Mtodoro cTonbua. Bel Take MOXeTe NPoCcMOTPETbL NOAPOGHYI0 MHPOPMALIMIO O COBLITUM,
ABXAbl HAKAB Ha HYXHYHO 3anucb.
JinA noucka co6bITUH 3anuck MoryT BbiTb OTGUNBTPOBAHEI MO PA3NMUHLIM KUTEPHAM, HANPUMEP MO 30HE UCTOUHMKA, AEVCTBUIO UNK AaTe.

C nomolLLbio KHOMKM DkcnopTUpoBaTh B CSV Bbl MOXeTe ckauyaTtb OTPUNLTPOBAHHBIE AAHHBIE XYP B CSV- AnA A ] 0



https://docs.usergate.com/zashita-websocket-soedinenij_3308.html

MypHan Tpaduka

Version: 7.7.x
Product: WAF

XKypHan Tpaduka oTo6paxaeT COBLITA CpadaTbiBaHNUA NPABII MEXCETEBOrO 3KPaHa, B HACTPOMKAX KOTOPLIX BKTIOYEHO XypHanuposaHue. OToBpaxaeTcs creayioLan MHdoPMALA:

Y3er, Ha KOTOPOM MPOU3OLLINO COBLITHE.

Bpems cobbiTus.

ConepxaHue cobbiTHs.

JHevictaue.

Mpasuno.

Mpunoxenue.

CeTeBoOW NPOTOKOA.

30Ha UCTOYHMKA.

IP-aapec ucTouHuka.

MopT UcTOUHMKA.

MAC ucTouHuKa

3oHa HasHaueHuA.

IP-aapec HasHaueHuA.

MopT HasHaueHua.

« MAC HasHaueHus.

Bait oTnpasneHo/nonyyeHo.
« [MaxeToB 0TNpPaBneHo/nonyyeHo.

AZLMMHMCTPATOP MOXET BbIOPaTh TOMBKO Te CTONOBLLI ANA NoKasa, KOTopble eMy HeOGX0AMMEI. 1A ATOr0 CeAyeT KIUKHYTb YKasaTenem Mol Ha NioGoit U3 CTONGLOB, M B NOABMBLLEMCA KOHTEKCTHOM MEHIO OCTaBMTh ranouky TOMLKO AN Tex
cToN6L0B, KOTOPbIE HEOGXOAUMO OTOBpaXaTs.

JinA yao6CcTBa NoMcka HEOBXOAMMBIX COBbITHIA 3anMCH MOTYT GbiTe OThUILTPOBAHBI N0 PA3NIMYHLIM KDUTEPUAM, HANPUMED TaKUM, KaK y4eTHan 3anuck Nonb3osaresa, NPasusno, AeACTBUE U T.4.
C NOMOLLLIO KHOMKM BKCNOPTUPOBATL B CSV aiIMMHUCTPATOP MOXET CKauaTh OT(ULTPOBAHHLIE AaHHLIE XKypHana B Csv-(ain AnA AanbHEMLIEro aHan1sa.

Haxatue Ha kHorKy MoKa3aTk BbIBEAET OKHO C NOAPOBHBLIM ONUCaHUEM COBLITUSA.



WypHan TexHonorun

Version: 7.7.x
Product: WAF
Documentation: ¥

Ecnv B npasune ny6nukaLmy BKIIOYEHO 0BHapyxeHne TexHonoruit, UserGate WAF onpesiensieT TeXHONOMMH, UCNonb3yemMble BeG-CepBucOM, No aHanuaupyemomy Tpaduky. MoapobHee — B pasaene « Briouerne 06HADYKEHUA TEXHOMOiA».
Bl MoXeTe npocMaTpuBartk pesysTarel 0BHaPYKEHUA TEXHONOrMil B pasaene MypHan TeXHONOrUA. B xypHane oToBpaxaloTca pesynbTaTkl 0GHAPYXEHNA ANA BCEX Npasui NyGnMKaLmum, B KOTOPbIX BKIKOYEHA 3Ta QYHKUUA.

Ha cTpaHule YypHan TeXHONOTH# MOXHO HACTPOUTL COPTMPOBKY U OTOBPAXEHHE AaHHBIX C MOMOLLLIO MEHIO, KOTOPOE BbI3LIBAETCA M3 3aronosKa lo6oro cTonbua. Bel Takke MoXeTe NPOCMOTPETH NOAPOBHYI0 MHOPMALMIO O COBLITMM,
[BaXAbI HAXAB Ha HYXKHYIO 3aMKCh.

Jnq noucka cobbITHiA 3anucK MOTyT BbiTb OTGUIETPOBAHSI MO Pa3NMYHLIM KDUTEPUAM, HANpUMep no cepaepy nybnukauun unn WAF-npodpuio.

C NOMOLLBIO KHOMKM DKCMOPTHPOBATh Bbl MOXETe CKayaTb OT(UIbTPOBaHHbIE JaHHbIE XypHana B Csv-paiin Ana AanbHenLero aHanmsa.


https://docs.usergate.com/nastrojka-parametrov-bezopasnosti-waf_3306.html#Enabling_technology_detection

BKcnopT MypHanos

Version: 7.7.x
Product: WAF

DYHKUMA SKCMOPTUPOBAHUA KyPHAMOB NO3BOMAET BhIrPYXaTh UHGOPMALMIO HA cepsepbl AnA 0 unu anA obpaboTky B cuctemax SIEM (Security information and event management).
UserGate WAF noaaepxuvsaeT BbIrpy3Ky CieayroLnx XypHanos:

XKyYpHan cobbITHiA;

XypHan se6-aocTyna;

xypHan WebSocket;

KypHan Tpadmka;

ataku.

Moa TCA OTnpaBsKa
[AoGaBneHUM 3anmcy B XKypHan.

P Ha cepsepbl SSH (SFTP), FTP u Syslog. Otnpaska Ha cepsepsl SSH n FTP nposoauTca no yKasaHHOMY B KOH(HUrypauun pacnucanmio. OTnpaska Ha cepsepbl Syslog npoucxoauT cpasy e npn

JnA 0TNpaBKM XypHANoB HEO6X0AMMO CO3AaTh KOH(MIYpPaLMM SKCMIOPTA XyPHAsOB B pasaene SKCMOPT XypHanos.

Mpu cosnaHum KOHUrypauumu TpedyeTcs ykasaTb CnedytolMe napameTpsi:

Napametp Onucanve

+ npasuna aKCnopTa XypHanos

npasuna

Onucanne OnumoHankHoe none AnA ONUCaHuA Npasuna

MapameTpbl

pasoBoro Boi6op AnanasoHa akcnopta xypHanos. Onuua gocTynHa B Bepcuu MO 7.2.0 v Bbile
akcnopTa

Bui6Op aiinos XypHaos, KOTOpble HE0OX0AMMO 3KCNOPTHUPOBATL:

MypHan coBbiTuit;

MypHan Be6-pocTyna;

MypHan Tpaduka;

. (nocTynHo c Bepcun MO 7.4.1);

« ATaku.

MypHanel ana

A ro U3 XXypHanoB BO3MOXH Tb CUHT: UC BbIr] LUN
akcnopta [INA KaXA0ro U3 XypHaNoB BO3MOXHO yKasaTb CUHTaKCUC pyal

« CEF — Common Event Format (ArcSight);
« CEF Compact;
« JSON — JSON format;
« @CEE: JSON — CEE Log Syntax (CLS) Encoding JSON.
(OBpatnTech K AOKYMEHTALMM HA UCTIONb3Yemyto y Bac cuctemy SIEM ana BbiBopa HE06X0ANUMOro dpopmaTa BhIrpy3KM KypHANOB.

Moapo6Hoe onucaHue popmaTos — B pasaene « OnucaHne HOPMATOB KYPHAOB»

'Tun cepsepa ||SSH (SFTP), FTP, Syslog

Anpec IP-anpec uiv oMeHHoe UMA cepsepa
cepeepa
'TpaHcnopT ITonbko ana Tna cepsepos Syslog — TCP unn UDP
Mopt MopT cepBepa, Ha KOTOPbIi CreayeT OTNpaBnATh AaHHbIE
MpoTokon 'Tonbko AnA Tna cepeepoB Syslog — RFC5424 unu BSD syslog RFC 3164. BbiBepuTe NPOTOKON, COBMECTUMBIA C UCNONB3yeMoit Y Bac cuctemoi SIEM
ITonbko AnA Tuna cepeepoB Syslog. HeoBa3aTtensHoe None, NPOKOHCYNbTUPYATECH C IOKyMEHTaLMel Ha UCNonbayeMyto Y Bac cuctemy SIEM. BoaMoxHbI crieaytolye 3HaUeHUA:
« TpeBora: cocToAHue, Tpebytoliee He3amMeannTeNLHOro BMeLLaTeNbCTaa.
- Kputuueckan: coctosHue, TpebytoLiiee He3aMeanMTENbHOTO BMeLIaTeNbCcTBa 1160 Npeaynpexaaioliee o cooe B cucTeme.
KpuTuuHoCThL + OWHBKK: B CUCTEME BOSHUKITH OLLINBKH.
« Np p npeaynpexaeH1a 0 BO3MOXHOM BO3HUKHOBEHMM OLUMGOK, €CIK He ByAyT NPEANPUHATHI HUKaK1e NEHCTBHA.
« YBeAoMUTENbHaA: COObITUA, KOTOPbIE OTHOCATCA K HEOBLIYHOMY MOBEAEHHIO CUCTEMBI, HO HE ABMIAKOTCA OLIMBKaMM.
« NHdopmaTUBHAA: MHPOPMALMOHHBIE COOBLIEHHA
ITonbko AnA Tuna cepeepoB Syslog. HeoBa3aTtensHoe None, NPOKOHCYIbTUPYATECH C IOKYMEHTaLMel Ha MCnonbayeMyto Y Bac cuctemy SIEM. BoaMoxHbI criefytoLye 3HaUEHHUA:
. C
« CuCTeMHbIV cepBHUC;
« BesonacHocTb/aBTOpU3aUMA;
« Ayaut;
« Tpesora;
« Local 0;
O6BexT
« Local 1;
« Local 2;
« Local 3;
« Local 4;
« Local 5;
« Local 6;
« Local 7
WmA xocTa ITonbko AnA Tuna cepsepos Syslog. YHUKanbHoe UMA y3na, MaeHTMdULMpYIoLLEee cepeep, OTNPaBNALLMIA AaHHLe Ha cepsep syslog, B popmare Fully Qualified Domain Name (FQDN)
HassaHune

npUnoMeHna ITonbko Ana TMNa cepsepos Syslog. YHUKanbHoe UMA NPUIOXEHUA, KOTOPOe OTNPaB/AeT AaHHbIe Ha cepsep syslog



https://docs.usergate.com/opisanie-formatov-zhurnalov_3340.html

MapameTtp Onucanue
NMorux MMA yyeTHOM 3anucu AnA NOAKTIOYEHNA K yaaneHHoMy cepeepy. He npumeHAeTcA K MeToay oTnpasku Syslog
Mapons Maponk yyeTHoOM 3an1cu AnA NOAKTIOYEHHA K yaaneHHoMy cepeepy. He npumeHAeTca K MeToay oTnpasku Syslog
MyTb Ha -
copeepe Katarnor Ha cepsepe Ans KonupoBaHKA (airos XypHanos. He npumeHaeTcA K MeTody oTnpasku Syslog
BbIBop pacnucanus AnA 0TNPaBKu 110ros. He NpMMEHAETCA K METOAY oTnpaski Syslog. BoaMoXHbI BapUaHTbI:
« EmenHesHo;
« EmeHenenbHo;
- ExemecAuHo;
« Kamable ... yacoB;
« Kawpble ... MUHYT;
Pacnucanve « 3apath BpyuHylo.
Mpu 3anaHnK BPY4Hyto HEOBXOAMMO UCNONB30BaTk crontab-NnoA0OHEI GOpMaT, NPH KOTOPOM CTPOKA BhIFMAANUT Kak LUECTb NoMei, pasaeneHHsix npodenamu. Mons 3aaaioT BpemaA B cneaytollem Buae: (MUHyThI: 0-59) (dackl: 0
23) (aHn mecAua: 1-31) (mecau: 1-12) (aeHb Henenu: 0-6, 0-BockpeceHbe). Kaxioe 13 nepsbix NATU MOMEH MOXET ObiTh 3a1aH0 CreaytoLuM 06pasom:
« 3Besnouka (*) — oBo3HauaeT BeCb AMaNasoH (OT NePBOro A0 NOCNEAHENO).
« [Jeduc (-) — obosHauaeT AnanasoH yucen. Hanpumep, "5-7" Byaet osHauatb 5,6 1 7.
« Cnucku. 310 uncna (Mnu auanasoHebl), pasaeneHHsle sanateimu. Hanpumep, "1,5,10,11" unn "1-11,19-23".
« 3Be3nouKa UK AnanasoH ¢ Lwarom. McnonbayeTcA AnA NPonyckos B AnanasoHax. LLlar ykassiBaeTca nocne kocoi YepTsl. Hanpumep, "2-10/2" 6ynet sHauuTs "2,4,6,8,10", a Bolpaxenue " */2" B none "yachl" Oyaet
03HauaTh "Kaxable ABa Yaca
YnpasneH1e BpeMeHHbIMM aiinamu xypHasnos, NOAroTasNMBaeMbIX AnA OTNPaBKM Ha yAaneHHble cepeepsl ssh v ftp.
Ynpasnenue Mpu OTMpasKe XypHanos Ha cepsepa ssh u ftp UserGate COXPaHAET AaHHbIe ANA 0TNPABKM BO BP daiinsl. I’loi y pac 0 BCE CO3A ANA OTNPaBKA Paiinsl KonupyroTCA Ha yeanennblﬁ cepsep, Np1
ypanamu 27O dannbl He OUMLLAKOTCA U He yaanaloTcA. [laHHaA HaCcTpOWKa NO3BONAET yKa3aTk NEPUOA POTaLMKU BPEMEHHBIX (aitnos (B AHAX) UMK yAaNUTL 06O 3 BpeMeHHBIX (ainos BpyuHyto. PoTauua ¢ainos npoucxoauT oanH

pa3 B CyTKM.

Bcero xpaHATcA N apxvBOB XXypHasIoB 3a NpeablayLme AHW (N0 KONMYECTBY AHEN poTaumnm) 1 OAMH XypHan 3a TeKyLWi AeHb




Mouck u dbunbTpaLUnA AaHHbIX

Documentation:
Version: 7.7.x
Product: WAF

OG6bem AaHHbIX, PErUCTPUPYEMbIX B XXypHanax, Kak Mpasusio, 3HauuTeneH, NO3TOMY B CTaHAapTHOM PexuMe NPOCMOTPa 0TOBPaXaeTCA MLLb YacTb AOCTYNHLIX Nonel. [nA GLICTPOro A0CTyna k HeobxoanMoi uHpopmalmn B UserGate WAF
npeaycMOTPeHbI CPeAICTBa NOMCKa U HNbTPALMM XKyPHANOB. MOMCK MOXET BEINONHATLECA KaK B NPOCTOM, TaK M B PACLLMPEHHOM PEXHME.

B pexwme NpocToro noucka punbTpaLma 3anucei 0CyLECTBAACTCA C MOMOLLLI0 rPadUUEcKoro HTepdeiica. HacTpoiika yCrioBuil Noucka BeINONHAETCA B yA0BHON GopMe U He TpeGyeT 3HaHWA CreLnansHLIX KOMaHA UK CUHTaKc1ca.

[na cosaaHns Gonee CNOXHLIX YCNOBMIA 0TOOPa NpeaHa3HAuEH PEXMM PACLLMPEHHOTO MOMCKA, UCMOMb3YIOLLMI CreyUani3upoBaHHbIi A3LIK 3aNpocoB. B aTOM pexume AOCTYNHBI NONA XyPHAOB, KOTOPLIE HE OTOBPAXAKOTCA U HE MOTyT
MCNOMNbL30BaTLCA B CTAHAAPTHOM PEXMME NOMCKA. 3anpockl GOPMUPYIOTCA C UCMONBL30BAHUEM UMEH MONENA, X 3HAUEHWH, KIKOUEBLIX CIOB 1 NOTUUECKMX ONepaTopoB. 3HaueH!A, coaepxallue npobensl, HeO6X0AMMO 3aKNoUaTh B OAUHAPHBIE (' ')
UnM ABOMHbIe (" ") KaBbluKK. [N 3HaueHUi 6e3 NPOBenos KaBbluki He TPeByIoTeA. [ina 06beAHEHNA W IPYNNUPOBKM HECKOMBKUX YCIOBMIA B 3aNPOCE MOXHO UCMOMB30BATH KPYITble CKOOKM.

Kniouesble cnosa oTAeNATCA Npobenamu u MOryT GbiTb CIEAYIOLLMMK:

Kniouesbie nona 3HaueHue
/AND nnm and Nornueckoe «M», TpeByeT BLINONHEHME BCEX YCNOBMIA, 3aaHHbIX B 3anpoce
OR unu or Noruueckoe «MIN», TpebyeT BLINONHEHWE OAHOTO W3 YCNIOBHUI 3anpoca
OnepaTopkl ONPeAenAioT yCroBuA GpUbTPa U MOTYT BbiTb CEAYOLIMMM:
Onepartop 3HaueHue
PagHo — TpeGyeT MonHOro coBnaaeHua nonAcy
= Mpumep: ip = 172.16.31.1.
BynyT oToOpaxeHs! BCe 3anMCH XypHana, B KOTOpbIX Nosne ip ByeT TOYHO COOTBETCTBOBATL 3HaueHuo 172.16.31.1
He paBHO — 3HaueHwe NONA He OSHKHO COBNAAATL C YKA3aHHLIM 3HAYEHUEM.
= Mpumep: ip 1= 172.16.31.
BynyT 0TOGpaXeHb! BCE 3an1cH XXypHana, B KOTopbIX none ip He GyAeT paBHO 3HaueHnio 172.16.31.1
M n16o paBHO — NONA I0MKHO BbITh MEHbLLE UMW PABHO yKasaHHOMY B 3anpoce 3HaueHuio. OnepaTop NpUMEHUM AnA Nomei, NoAAEPKUBAIOLLMX CpaBHeHHe. Hanpumep, nona aatel, portSource, portDest,
- statusCode n 1. n.
Mpumep: date <= '2019-03-28720:59:59' AND statusCode = 303
Bonblie 160 paBHO — 3HAYEHUe NONA AOMMKHO BbiTb GOMbLIE MM PABHO YKA3aHHOMY B 3anpoce 3HaueHuo. OnepaTop NPUMEHUM ANA Nonew, NoAAepXUBaIoLIMX cpaBHeHue. Hanpumep, nona aarel, portSource, portDest,
- statusCode n 1. n.
Mpumep: date >="2019-03-13T21:00:00" AND statusCode = 200
MeHbLUe — 3HaueHWe NonsA A0SKHO ObiTb MEHbLLE 0 B 3anpoce . Oneparop npi ANA nonew, noa, cp: . Hanpumep, nona aatel, portSource, portDest, statusCode 1 . .
<
Mpumep: date < '2019-03-28T20:59:59' AND statusCode = 404
Borblue — 3HaueHue Nona A0MKHO ObiTb BONbLLE yKa3aHHOTO B 3anNpoce 3HaueHns. OnepaTop NPUMMEHUM AnA Nonei, NoAAEPKUBAIOLLMX cpaBHeHne. Hanpumep, nona aatel, portSource, portDest, statusCode v T. .
>
Mpumep: (statusCode > 200 AND statusCode < 300) OR (statusCode = 404)
M03BONAET yKa3aThb B 3aNPOCE HECKOMBKO 3HAUEHMH MOMA. CUCOK 3HaUEHMH HEOBXOANMO 3aKio4aTh B KPYTIIble CKOGKY.
IN
Mpumep: category IN (botnets, compromised, 'illegal software’, 'phishing and fraud',' reputation high risk', ‘unknown category')
M03BONAET yKa3aTk B 3aNPOCE HECKOMBKO 3HAUEHUH NOnA. ByayT 0TOBpaxKeHs! 3annCH, B KOTOPLIX 3HAYEHME NOMA HE COBNAAAET HU C OAHMM M3 YKasaHHbIX. CIUCOK 3HAUEHMH HEOBXOANMO 3aKMoUaTh B KPYIIble CKOGKY.
NOT IN
Mpumep: category NOT IN (botnets, compromised, ‘illegal software’, 'phishing and fraud', ‘reputation high risk', 'unknown category’)
Conepxut — no3sonAET yKkasaTb NOACTPOKY, KOTOpas AO/KHA NPUCYTCTBOBATL B 3HAUEHMU BbIGPaHHOrO NonA. Mouck BeINoNHAeTCA 6e3 yueTa peructpa.
~ Mpumep: browser ~ "Mozilla/5.0".
(OnepaTop NPUMEHAETCA TOJBKO K NOMAM, COAEPKALLMM CTPOKOBLIE 3HAUEHUS
He conepkuT — No3sonAeT ykasarh MOACTPOKY, KOTOPAA HE AOSMKHA NPUCYTCTBOBATL B 3HAYEHUM BLIBPAHHOTO NONA. MOMCK BEINONHAETCA Ge3 yueTa perucTpa.
I~ Mpumep: browser I~ "Mozilla/5.0".
(OnepaTop NPUMMEHABTCA TOMBKO K NONAM, COAEPKALUNM CTPOKOBbIE 3HAUEHNA
[MOMCK MO MOS0 G NOMOLLILIO PEryNIAPHOTO BbIPAXKEHNA. By/yT NOKasaH! TOMLKO T 3anMCH, B KOTOPbIX 3HAYEHUe NONA COOTBETCTBYET 3aaHHOMY LAGMOHY.
MATCH
Mpumep: details MATCH NAT — 6yayT oTdunbTpoBaHbLI BCE 3anucH XypHana, B KOTOpbIX B MpoBepAemMom none details Hanaetca cnoso «NAT»
NOT [MouCcK 3anuceid, B KOTOPLIX 3HAYEHME NONA HE COBNAAaeT C 3aaHHbIM PEryNAPHLIM BbIpaXeHUeM. ByayT nokasaHel TOMLKO Te 3anM1CcH, B KOTOPLIX 3HAYEHHE NOMA He COOTBETCTBYET 3aAaHHOMY LWaGMoHY.
MATCH Mpumep: details NOT MATCH NAT — GyayT oTdubTpOBaHbI BCE 3anMCH XypHana, B KOTOpbIX B Nposepaemom none details He HaiiaeTca cnoso «NAT»

lMpu dpopmMpoBaHkK 3anpoca B pexume pactumperHoro noucka UserGate WAF npeanaraet BapuaHTel Ha3saHwii Nonei, 10NyCTUMBIX ONepaTopos U BOSMOXHbIX 3HAUeHUH. OTO ynpoLaeT Co3AiaHUe CIOXHbIX MOUCKOBbIX BbIPXKEHWH U CHWXaeT
BEPOATHOCTL OLIMGOK Npu BBOAE. HaBop AOCTYNHBIX MOMel 1 nepeyeHs A0MYCTUMBIX 3HAUEHMIA 3aBUCAT OT TUNa NPOCMAaTPUBAEMOrO XypHana.

IMpy nepexose 13 pexm1ma NPOCTOro NOMCKa B PEXMM pacluMpenHoro noucka UserGate WAF asTomatiuecku npeobpasyeT 3afiaHHble napameTpsl GuibTpauumu B CTPOKY 3anpoca, COOTBETCTBYHOLLYIO YCIOBUAM, YKa3aHHbIM B 6a30BOM pexume.
Bhl MOXETE NPOAOKMTL (OPMMPOBAHME CTPOKM NOMCKA C MCTIOMNB30BAHMEM PACLUMPEHHLIX BO3MOXHOCTEH A3bIKa 3aNpocos 6e3 He0BX0AMMOCTH NOBTOPHOTO BBOAA KpHTEpHeB o0T6opa.



OnucaHue $pOpMaToB KypHanoB

Version: 7.7.x
Product: WAF

3KcnopT MypHanos B ¢opmate CEF

dopmart wypHana co6bITuin

Tun nona HassaHnue nonsa

Onwucanue

Mpumep 3HaueHns

CEF 3aronoBok ICEF:Version Bepcua CEF CEF:0
Device Vendor ||MpoussoanTens npoaykra UserGate
Device Product ||Tun npoaykta WAF
Device Version ||Bepcua npoaykra 7
Source Tun xypHana events
Origin Moaynk, B KOTOPOM NPOM3OLLIO COBLITHE ladmin_console
Severity BaXkHOCTb COBLITUA MoeT NPpUHUMATL 3HAYEHUA:
« 1 — MHdOPMALMOHHBIE;
« 4 — npeaynpexaenus;
o 7 — OWKBKK;
o 10 — KPUTUYHBIE
CEF [pacwupenue]|rt Bpems, koraa 66110 NofyyeHo cobbiThe: MunnucekyHasl ¢ 1 AHsapsa 1970 roaa 1652344423822
deviceExternalld |Mma, KOTopoe 0AHO3HAYHO MAEHTUDULMPYET YCTPOUCTBO, reHepupytoLLiee aTo cobuiTue |(wafcore@ersthetatica

act

Tun coBbITus

login_successful

|Pv4-anpec UCTOUHMKA

192.168.117.254

cat

KOMMOHEHT, B KOTOPOM NPOM3OLNO COBLITHE

console_auth

cs1Label

Mone ucnonbayeTca AnA ykasaHua aetanei coObITUs

Attributes

cs1

Jletanu cobeitus B popmare JSON

{"name":"MIME_BUILTIN_COMPOSITE","module":"nlist_import"}

dopmart wypHana Be6-goctyna

Tun nona Hassahue nons Onucanue Mpumep 3HayeHuA
CEF CEF:Version Bepcua CEF CEF:0
3aronoBok
Device Vendor MpoussoanTenb NpoayKra UserGate
Device Product Tvn npoaykta WAF
Device Version Bepcua npoaykta 7
Source HassaHwue xypHana webaccess
Name Tvn UCTOYHMKA log
IThreat Level 'YpoBeHb yrposel kateropun URL MoxeT npuHUMAaTh 3HaueHus 2, 4, 6, 8, 10 (YCTaHOBMEHHbI YPOBEHb Yrpo3bl, YMHOXEHHBIN Ha 2);
Unknown, ecnu KaTeropus He onpeseneHa
CEF rt Bpemn, koraa 6bino nonyyeHo cobbiThe: MunnucekyHAasl ¢ 1 anapa 1970 roaa 1652344423822
[pacwmpenue]
deviceExternalld WmnA, koTopoe o, YHO MAEHTUPULMPYET YCTPOIACTBO, T PUp 370 COBbITHE wafcore@ersthetatica
act [lleficTBUE, NPUHATOE YCTPOACTBOM B COOTBETCTBUM C HACTPOEHHBIMYU MOMUTHKAMM captive
reason MpuumHa, No KOTopo# BkINO CO3AaHO COBLITUE, HAMPUMEP, MPUYMHA BNOKUPOBKK canTa {"id":39,"name":"Social Networking","threat_level":3}
proto Kcnonb3yemblit NPOTOKON 4-T0 YPOBHA TCP.
app MpOTOKON NPUKNAAHOTO YPOBHA U €r0 BepcHUA HTTP/1.1
suser MmA nonesosarena username
src IPv4-anpec uctouHuka Tpaduka 10.10.10.10
spt MopT NCTOUHMKA MoxeT npuHuMath 3HaueHua ot 0 ao 65535
dst IPv4-anpec HasHaueHnsa Tpaduka 194.226.127.130
dpt MopT HasHayeHuA MoxeT npuHuMath 3HaueHua ot 0 ao 65535
requestMethod MeToa, ucnonb3yemslit Ana aoctyna k URL-aapecy (POST, GET 1 1.n.) GET




Tun nona

Hassanue nona

Onwucanue

Mpumep 3HaueHna

request B cnyuae HTTP-3anpoca none coaepxut URL-aapec sanpawivsaemoro pecypca ¢ http://www.secure.com
yKa3aHWeM WUCMOsb3yemoro NpoToKona
requestContext URL ucTouHuka 3anpoca (pepepep HTTP) https:/www.google.com/
| A Jseragent norb3oBaTensCKoro 6paysepa Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:96.0) Gecko/20100101 Firefox/96.0
in KonuuecTso nepeAarHbIx BXoAALMX 6aiTOB; AaHHbIE NEPeAaloTCA B HANPaBeHnn 231
MCTOUHUK — HagHaueHne
out KonnuyecTBo nepeAarHbIX UCXOAALMX BaMTOB; AaHHbIE NEPEAAIOTCA B HANPABNEH!M 40
Ha3HaueHUe — UCTOUHMK
cs1label Mone ucnonb3ayeTcA AnA ykasaHua cpabaTeiBaHua npasuna Rule
cs1 HassaHve npasuna, cpadarbiBaH1e KOTOPOro Bbi3Basno cobbITHe Default Allow
cs2Label Mone ucnonb3yeTca ANA yKa3aHWA 30Hbl MCTOUHMKA Source Zone
cs2 HassaHne 30HbI UCTOUHMKA Trusted
cs3Label Mone ucnonb3yeTca ANA yKasaHNWA CTPaHbl CTOUHWKA Source Country
cs3 HassaHue CTpaHbl MCTOYHUKA RU (oToBpakaeTcA ABYXGYKBEHHBIM KOZ CTPAHbI)
cs4Label Mone ucnonb3yeTca ANA yKa3aHWA 30HbI Ha3HauYeHNA Destination Zone
csd4 HassaHune 30HbI HagHaueHNA Untrusted
cs5Label Mone ucnonb3yeTca ANA yKa3aHWA CTpaHbl HagHaYeHna Destination Country
cs5 HassaHue CTpaHbl HasHaueHua RU (oToBpakaeTcA ABYXGYKBEHHBIM KOZ CTPAHbI)
cs6Label Mone ykasbiBaeT, GbINO N1 COAEPKUMOE PacLLUNdPOBAHO Decrypted
cs6 (CTaTyc paclunppoBaHua: pacluMdpoBaHo Un HeT true, false
flexString1Label Mone ncnonb3yeTcA ANA yKasaHWA TUNa KOHTeHTa Media type
flexString1 Tvn KOHTEHTa text/html
flexString2Label Mone ucnone3yetca anA KaTeropuu 3anp: oro URL-aapeca URL Categories
flexString2 Kateropua URL Computers & Technology
cniLabel Mone ncnonb3yeTca ANA yKasaHNA KONMUecTsa nepea: nakeTos B p Packets sent
MCTOUHUK — HagHaueHne
cn1 KonnyecTso nepeAaHHbIX NakeToB B HAaNPaBEeHNN UCTOYHMK — HagHaueHne 3
cn2Label Mone ucnonb3yeTca ANA yKasaHNA KONMUecTsa nepea: nakeTos B p Packets received
Ha3HaueHUe — UCTOUHMK
cn2 KonnyecTso nepeAaHHbIX NaKeToB B HANPaBNEHNN HagHaueHNe — UCTOYHUK 1
cn3Label Mone ncnonb3yeTcA ANA yKasaHWA UCXOAHOIO OTBETa cepsepa Response
cn3 Koa oteeta HTTP 302
®opmar xypHana se6-noctyna CEF Compact:
Tun nona HasBsanue nona Onwucanune Mpumep 3HaueHua
CEF:Version Bepcua CEF CEF:0
Device Vendor MpoussoanTenb NpoayKra UserGate
Device Product Tvn npoaykTa WAF
CEF Device Version Bepcua npoaykta 7
3aronoBok
Source HassaHwue xypHana webaccess
Name Tvn UCTOYHMKA log

Threat Level

YpoBeHb yrposbl kateropun URL

MoxeT npuHUMaTh 3HaueHus 2, 4, 6, 8, 10 (yCTaHOBNEHHBI yPOBEHb YrPO3bl, YMHOXKEHHbIA Ha 2);
Unknown, ecnu Kateropua He onpesenexa

rt Bpewms, koraa 6b110 nony4eHo cobbIThe: MunucekyHabl ¢ 1 aHeaps 1970 roaa 1652344423822

deviceExternalld MMA, KOTOPOE OAHO3HAYHO MAEHTUULMPYET YCTPOWCTBO, FEHEPUPYIOLLEE ATO COBLITHE wafcore@ersthetatica

act [JleficTBUE, NPUHATOE YCTPOHCTBOM B COOTBETCTBUM C HACTPOEHHBIMM MOMUTUKAMM captive

reason IMpUuKHa, N0 KOTOPOH BbINO CO3AAHO COBLITHE, HANPUMED, MPUUMHA BNIOKMPOBKM CaiiTa {"id":39,"name":"Social Networking” "threat_level":3}



http://www.secure.com/
https://www.google.com/

Tun nona

Hassanue nona

Onwucanue

Mpumep 3HaueHna

proto Mcnonbayembliit NPOTOKON 4-T0 YPOBHA TCP.
src IPv4-anpec uctouHuka Tpaduka 10.10.10.10
spt MopT UCTOUHMKA MoxeT npuHumMath 3HaueHua ot 0 ao 65535
dst IPv4-anpec HasHaueHnsa Tpaduka 194.226.127.130
dpt MopT HasHayeHnA MoxeT npuHumMath 3HaueHua ot 0 ao 65535
requestMethod MeToa, ucnone3yemslit Ana aoctyna k URL-aapecy (POST, GET 1 1.n.) GET
request 5 K:g;::zh:i:;l’:'o-:iggglazrréo:s;zﬁoeg:m URL-aapec sanpawi1saemoro pecypca ¢ Inttp://www.secure.com
cEF requestContext URL ucTouHuka 3anpoca (pepepep HTTP) https:/www.google.com/
[p
| A Jseragent norb3oBaTenbCKoro 6paysepa Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:96.0) Gecko/20100101 Firefox/96.0
in KonuuecTeo nepenakHsIx BXOAALMX GAHTOB; AaHHbIE NEPEeAaloTCA B HanpasneHnn 231
MCTOUHUK — HagHaueHne
out KonuuecTso nepenaHHLIX UCXOAALLMX GaITOB; AaHHbIE NEPeAaloTCA B HaNpaBneHun 40
Ha3HaueHUe — UCTOUHMK
cs1label Mone ucnonb3ayeTcA AnA ykasaHua cpabatbiBaHua npasuna Rule
cs1 HassaHve npasuna, cpadartbiBaHue KOTOPOro Bbi3Basno cobbITHe Default Allow
cs2Label Mone ucnonb3yeTca ANA yKa3aHWA 30HbI MCTOUHMKA SrcZone
cs2 HassaHne 30HbI UCTOUHMKA Trusted
cs3Label Mone ucnonb3yeTca ANA yKa3aHWA 30HbI Ha3HAuYeHNA DstZone
cs3 HassaHue 30HbI HagHaueHNA Untrusted
flexString1Label Mone ucnonb3yeTca AnA yKasaHuA kateropum sanpawwmsaemoro URL-aapeca URLCats
flexString1 Kateropua URL Computers & Technology
cniLabel Mone ncnonb3yeTcA ANA yKasaHWA UCXOAHOIO OTBETa cepsepa Response
cn1 Koa oteeta HTTP 302

dopmat mypHana WebSocket (Bepcua 7.4.1 u Bbllue)

MpumeyanneOOiee NpaBuio ANA KOMNAKTHOrO (opmaTa — 3HaYEHWA HEKOTOPLIX NMoeH 06pe3atoTcA No AnuHe A0 80 CUMBONOB. Hanpumep, CNMCOK Url, UMA Npasuna, MA 30HbI.

Tun nona HassaHue nona Onucanune Mpumep 3HaueHua

CEF ICEF:Version Bepcua CEF CEF:0
3aronoBok

Device Vendor MponssoauTens NpoayKTa UserGate

Device Product Tun npoaykta NGFW

Device Version Bepcua npoaykra 7

Source Tun xxypHana websocket

Origin MCTOUHMK COOLITHA log

Severity 'YpoBeHb onacHocTH He ucnonbayetca.

IMone nepenaeTcs ¢ NyCTbIMK AaHHBIMM

CEF rt Bpemn, Koraa 6b110 Nony4YeHo cobbiThe: MUMceKyHAb! ¢ 1 aHBapa 1970 roaa 1759728622455
[pacwmpenue]

deviceExternalld

MR, KOTOPOE 0AHO3HAYHO MAEHTUDULMPYET YCTPOWCTBO, reHepupytoLLiee 3To
coBbiTHe

\wafcore@havntohanmin

act

NleiicTBne, npeanpuHATOE MoAyneM aHanusa websocket-Tpaduka Ha yctponcTee

pass wnu deny

reason

MHdOPMALKA O NPUYMHE BOSHUKHOBEHMA COBLITUA

{"request":"GET /ws HTTP/1.1\r\nConnection: upgrade\r\nUpgrade: websocket\r\nContent-Length: O\r\nsec-
websocket-version: 13\

r\nsec-websocket-key: +VuPwLOZfDTjmwMvnVUZA==\r\nHost: w.com\r\n\r\n","response":"HTTP/1.1 101
Switching Protocols\r\naccess-co

ntrol-allow-origin: *\\nX-Request-1D: d8814097-a68c-4120-8912-23a11b8e88da\r\nConnection:
Upgrade\rinDate: Mon, 06 Oct 2025 05:

35:52 GMT\r\nsec-websocket-accept: mnOnG2s62J2pY5E8ssleD2gnGRQ=\r\nServer: Cowboy\r\nUpgrade:
websocket\n\nx-test-srv: pft-serve
rr\n\r\n","websocket_profile_name":"test","websocket_profile_guid":"9e939b74-5620-46de-ad4b-
7df4a90bd3fb"}

proto

Mcnonb3yembiit NPOTOKON 4-r0 YpoBHA

TCP unu SSL

app

Mcnonb3yemblit NPOTOKOM MPUKIAAHOTO YPOBHA U €10 BepcHs

HTTP/1.1

IPv4-anpec ucTouHuKa Tpaduka

10.10.10.10



http://www.secure.com/
https://www.google.com/
http://w.com/

Tun nona Haseahue nons Onucanue Mpumep 3HaueHua
spt MopT MCTOUHMKA MoxeT npuHumMaTh 3HaueHua ot 0 ao 65535
dst IPv4-anpec HasHaueHnA Tpaduka 194.226.127.130
dpt MopT HagHauyeHnA MoxeT npuHumMaTh 3HaueHua ot 0 ao 65535
requestMethod Metoa HTTP-3anpoca GET
request URL-aapec 3anp: 0ro pecypca c y MCMONb3yemoro NpoTokona http://www.w.com
requestContext URL-azpec ucTouHmka sanpoca (pedepep HTTP) https:/www.google.com/
i icatit nonb3oBaTenbCKoro Gpayaepa Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:96.0) Gecko/20100101 Firefox/96.0
in K 0 nepea: 6aiToB; AaHHbIE NEPEAAOTCA B HAanpasneHun 231
MCTOUHUK — HagHaueHue
out KonuuecTso nepeaaHHbix CXOAALMX 6aiTOB; AaHHbIE NEPEAAIOTCA B HANpaBneHn1 |40
HasHaueHUe — UCTOUHUK
cs1Label Mone ucnonbayeTca AnA ykasanua cpabaTbiBaHWA NpaBsuna reverse-npoKcH Rule
cs1 HasBaHue npasuna reverse-npoKcH, cpadarbiBaHne KOTOpOro Bbi3Basio cobbITHe Test rule
cs2Label Mone ncnonb3yeTtca ANA yKasaHWA 30HbI MCTOUHMKA Source Zone
cs2 HasBaHue 30HbI UCTOUHMKA Management
cs3Label Mone ucnonb3yeTtca ANA yKasaHWA CTpaHbl CTOUHUKA Source Country
cs3 HassaHue CTpaHbl UCTOYHMKA RU (oToBpaaeTtc ABYXGYKBEHHBIM KOZ CTPaHbI)
cs4Label Mone ucnonb3yeTtca ANA yKasaHWA 30HbI Ha3HaYeHNA Destination Zone
cs4 HassaHue 30HbI Ha3HaYeHUA Management
cs5Label Mone ucnonb3yeTtca ANA yKasaHWA CTpaHbl HasHaYeHna Destination Country
cs5 HassaHue CTpaHbl HasHaueHua RU (oToBpaaeTtc ABYXGYKBEHHBIM KOZ CTPaHbI)
flexString1Label Mone ncnonb3yeTtca ANA yKasaHWA TMNa KOHTeHTa Media type
flexString1 Tvn KoHTEHTa application/json
cniLabel Mone ucnonb3yeTca ANA yKasaHWA KONMYECTBa NepeaaHHbIX NakeTos B Hanpasnexuu ([Packets sent
MCTOUHUK — HagHaueHue
cn1 KonnuecTeo nepeaaHHbix NakeTos B HANPaBneHun MCTOYHNK — HasHaueHne 3
cn2Label Mone ucnonb3yeTcA ANA yKasaHWA KOMYECTBa NakeToB, NepeliaHHbIX B HanpaeneHun ||Packets received
HasHaueHUe — UCTOUHUK
cn2 K 0 NaKeToB, Nepes: B Hanp — WUCTOYHMK 1
cn3Label Mone ucnonbayetca ana ykasawua koaa HTTP-oteeta Response
cn3 Koa HTTP-oteeta 101
®opmar xypHana WebSocket CEF Compact
Tun nona HasBeaHue nona OnucaHue Mpumep 3HaueHua
CEF ICEF:Version Bepcua CEF CEF:0
3aronoBok
Device Vendor MpoussoanTenb NpoayKTa UserGate
Device Product Tun npoaykra WAF
Device Version Bepcua npoaykta 7
Source Tvn xypHana \websocket
Origin NCTOUHMK COBbITUR log
Severity YpoBeHb onacHoCTH He ucnoneayetcs.
Mone nepesaeTcs ¢ NyCTbIMM AAHHLIMM
CEF rt Bpemn, koraa 6bino NonyyeHo coBbIThe: MUnUcekyHAas! ¢ 1 anaps 1970 roaa 1759728622455
[pacumpenue]
deviceExternalld VA, KOTOPOE 0IHO3HAYHO MAEHTUPULMPYET YCTPOMCTBO, reHepupyloLee 3T0 \wafcore@havntohanmin
cobbiTHe
act JeiicTBue, npeanpuHATOE MoAyneM aHanuaa websocket-Tpaduka Ha yctpoicTee pass unu deny



http://www.w.com/
https://www.google.com/

Tun nona

HassaHnue nona

Onucanue

Mpumep 3HaueHnsa

reason MHpopMaLMA 0 NPUYUHE BOZHUKHOBEHMA COBLITUA {"request":"GET /ws HTTP/1.1\r\nConnection: upgrade\r\nUpgrade: websocket\nnContent-Length: O\r\nsec-
\websocket-version: 13\
r\nsec-websocket-key: +VOuUPWLOZfDTjmwMvnVUZA==\r\nHost: w.com\r\n\r\n","response":"HTTP/1.1 101
Switching Protocols\r\naccess-co
ntrol-allow-origin: *\\nX-Request-ID: d8814097-a68c-4120-8912-23a11b8e88da\r\nConnection:
Upgrade\rinDate: Mon, 06 Oct 2025 05:
35:52 GMT\r\nsec-websocket-accept: mnOnG2s62J2pY5E8ssleD2gnGRQ=\r\nServer: Cowboy\r\nUpgrade:
websocket\n\nx-test-srv: pft-serve
nrin\rnin","websocket_profile_name":"test","websocket_profile_guid":"9e939b74-5620-46de-ad4b-
7df4a90bd3fb"}
proto cnonb3yembiin NPOTOKON 4-T0 YPOBHA ITCP unu SSL.
app Mcnonb3yembiit NPOTOKON NPUKNAZAHOTO YPOBHA U €r0 BEpCUA HTTP/1.1
src IPv4-anpec uctouHuka Tpaduka 10.10.10.10
spt MopT MCTOUHMKA MoxeT npuHumaTh 3HaueHua ot 0 Ao 65535
dst IPv4-anpec HasHaueHnA Tpaduka 194.226.127.130
dpt MopT HasHayeHna MoxeT npuHumaTh 3HaueHua ot 0 Ao 65535
requestMethod Metoa HTTP-3anpoca GET
request URL-aapec 3anpalumsaemMoro pecypca ¢ ykasaHueMm 1crnosnb3yemoro npoTokona http:/www.w.com
requestContext URL-azpec ucTouHuKa sanpoca (pedepep HTTP) https://www.google.com/
nonb3oBaTenbCKoro Gpayaepa Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:96.0) Gecko/20100101 Firefox/96.0
in KonunuecTso nepeaaHHbix BXOAALMX GATOB; AaHHbIE NEepeaatoTCA B HANPaBNeHnu 231
MCTOUHUK — HagHaueHue
out KonuuecTso nepeaaHHbix UCXOAALMX 6AATOB; AaHHbIE NEPEAAlOTCA B HanpasneHnt |40
HasHaueHUe — UCTOUHUK
cs1Label Mone ucnonbayeTca AnA ykasanua cpabatbiBaHWA NpaBuna reverse-npoKcH Rule
cs1 HasBaHue npasuna reverse-npoKcH, cpadarbiBaHne KOTOpOro Bbi3Basio cobbITHe Test rule
cs2Label Mone ncnonb3yeTca ANA yKasaHWA 30HbI MCTOUHMKA Source Zone
cs2 HasBaHue 30HbI UCTOUHMKA Management
cs3Label Mone ucnonb3yeTtca ANA yKasaHWA CTpaHbl CTOYHUKA Source Country
cs3 HassaHue CTpaHbl CTOYHMKA RU (oToBpaxaeTtcs ABYXGYKBEHHBIM KOA CTPaHbI)
cniLabel Mone vcnonb3yeTtca AnA yKasaHWA KONMUecTBa NepeaaHHbix NakeTos B Hanpasnexuu ||Packets sent
MCTOUHUK — HagHaueHue
cn1 KonnuecTeo nepeaaHHbix NakeTos B HANPaBneHun MCTOYHNK — HasHaueHne 3

dopmat KypHana Tpaduka

Twvn nona HasBaHue nona Onucanve MNpumep 3HaueHus
CEF CEF:Version Bepcua CEF CEF:0
3aronoBok
Device Vendor MponssoanTens NpoayKTa UserGate
Device Product Tvn npoaykTa WAF
Device Version Bepcua npoaykta 7
'Source Tun xypHana traffic
Rule Type Tun npasuna, cpabatbiBaHke KOTOPOro BbI3BaANO CoBbITHE firewall
Threat Level YpoBeHb yrposbl NpUnoxeHua MoxeT npuHUMaTh 3HaueHus 2, 4, 6, 8, 10 (ycTaHOBNEHHBIM YPOBEHb YrpO3bl, YMHOXEHHBIN Ha 2);
Unknown, ecnu kateropus He onpeaeneHa
CEF rt Bpems, koraa ko NonyyeHo codbiTHe: MUnnMcekyHAaLl ¢ 1 AnBapa 1970 roga 1652344423822
[pacwupenue]
deviceExternalld MMA, KOTOPOE OAHO3HAYHO MAEHTUDULMPYET YCTPOMCTBO, FeHepupytoLLee 3T0 \wafcore@ersthetatica
coBbITHE
act [[leficTBUE, NPUHATOE YCTPOMCTBOM B COOTBETCTBUM C HACTPOEHHLIMK NONUTUKAaMK  |laccept
proto Mcnonb3yemblid NPOTOKON 4-r0 YPOBHA ITCP unu UDP
src IPv4-anpec UCTOuHMKa Tpaduka 10.10.10.10
spt MopT UCTOUHMKA MoxeT npuHUMaTh 3HaueHuA ot 0 Ao 65535
'smac MAC-anpec MCTO4HUKa 00:50:56:80:28:08
dst IPv4-anpec HasHaueHuA Tpaduka 194.226.127.130



http://w.com/
http://www.w.com/
https://www.google.com/

Tun nona

HassaHnue nona

H Onucanue

H Mpumep 3HaueHUa

HasHaYeHne — UCTOUHMK

dpt MopT HasHauyeHnA MoxeT npuHumaTh 3HaueHus ot 0 go 65535
idmac MAC-anpec HasHaueH1A 00:50:56:80:7D:21
in KonuuecTso nepeaaHHbix BXOAALMX GaiTOB; AaHHbIE NEPeaoTcA B HanpasneHun (231
MCTOUHUK — HagHaueHne
out KonuuecTso nepeaaHHbix UCXOAALUX 6aiTOB; AaHHbIE NEPEAAIOTCA B HaNpaBneHnm|(40

'sourceTranslatedAddress

/Anpec UCTOYHMKa Nocne nepeHasHayeHua (ecnu HacTpoeHsl npasuna NAT)

192.168.174.134 (0.0.0.0 — ecnv HeT)

isourceTranslatedPort Mopt nocne (ecnu HacTpoeHbl npasuna NAT) MoxeT npuHumaTh 3HaueHnsa ot 0 Ao 65535 (0 — ecnu Het)
T dd Anpec nocne (ecnu HacTpoeHsbl npasuna NAT) 192.226.127.130 (0.0.0.0 — ecnu HeT)
Ti rt Mopt nocne nep: (ecnun P p NAT) MoxeT npuHumaTh 3HaueHnsa ot 0 Ao 65535 (0 — ecnu Het)
ics1Label Mone ucnonbayetca AnA ykasaHua cpabatbiBaHus npasuna Rule
cs1 HassaHue npasuna, cpabartbiBaH1e KOTOPOro Bbi3Basno cobbiThe Allow trusted to untrusted
ics2Label Mone ucnonb3yeTca ANA yKasaHWA 30HbI MCTOUHMKA Source Zone
cs2 HassaHne 30HbI UCTOUHMKA Trusted
ics3Label Mone ucnonb3yeTca ANA yKasaHWA CTPaHbl CTOUHWKA Source Country
cs3 HassaHue CTpaHbl MCTOYHMKA RU (oToBpaxaeTcs ABYXGYKBEHHBIM KOZ CTPaHbI)
ics4Label Mone ucnonbayeTca ANA yKasaHWA 30HbI Ha3HAYeHNA Destination Zone
cs4 Hassanne 30HbI HasHaueHnA Untrusted
ics5Label Mone ucnonb3yeTca ANA yKasaHWA CTpaHbl HasHaYeHna Destination Country
ics5 HassaHue CTpaHbl HasHaueHua RU (oToBpaxaeTtcs ABYXGYKBEHHBIM KOA CTPaHbI)
icniLabel Mone ucnonbayetca ana pes: nakeTos B Packets sent
HanpasneHun UCTOUYHUK — HasHaueHne
cn1 KonuuyecTtso nepea: naxkeToB B p WNCTOYHUK — 3
icn2Label Mone ucnonbayetca ana naKkeToB, nepea; B Packets received
HanpasneHun HasHaueHNe — UCTOUHMK
icn2 KonuuecTBo nakeTos, nepes: B Hanp: — WUCTOYHUK 1
®opmar xypHana Tpaduka CEF Compact:
Tun nona HasBsaHue nona OnwucaHune Mpumep 3HaueHna
CEF ICEF:Version Bepcua CEF CEF:0
3aronoBok
Device Vendor MponssoanTensb NpoayKTa UserGate
Device Product 'Tun npoaykTa \WAF
Device Version Bepcua npoaykTa 7
Source 'Tun xypHana traffic
Rule Type ITun npaeuna, cpabaTsiBaHWe KOTOPOro BLI3BANO COBbLITUE firewall
Threat Level YpOBEHb Yrpo3bl NPUNOXEHNUA MoxeT npuHuMaTh 3HaueHus 2, 4, 6, 8, 10 (YCTAHOBMEHHLIA YPOBEHb Yrpo3bl, YMHOXEHHBIH Ha 2); Unknown.
ecnu KaTeropusa He onpeaeneHa
CEF rt Bpewms, KorAa 6bino nonyyeHo cobbiTue: MunnmcekyHab ¢ 1 aneaps 1970 roaa 1652344423822
[pacwmpenue]
deviceExternalld MM, KOTOpPOE 0AIHO3HAYHO MAEHTU(ULMPYET YCTPOHCTBO, FeHepupytoLLee 3T0 wafcore@ersthetatica
cobbiTHe
act [JleficTBHe, NPUHATOE YCTPOCTBOM B COOTBETCTBUM C HACTPOEHHBIMM NONUTHKaMK  |laccept
proto Mcnonb3ayembli NPOTOKON 4-ro YpoBHA ITCP unu UDP
src IPv4-anpec nctounuka Tpaduka 10.10.10.10
spt MopT UCTOUHMKA MoxeT npuHumaTh 3HaueHus ot 0 1o 65535
'smac MAC-anpec UCTouHUKa 00:50:56:80:28:08
dst |Pv4-afpec HasHaueHua Tpapuka 194.226.127.130




Tun nona

Hassanue nona

Onwucanue

Mpumep 3HaueHNA

HanpaBneHnn HazHauyeHne — UCTOYHUK

dpt MopT HasHaueHua MoxeT npuHumath 3HaueHus ot 0 1o 65535
dmac MAC-anpec HasHaueHus 00:50:56:80:7D:21
in KonuuecTeo nepeaaHHbix BXOAALMX 6aATOB; AaHHbIE NEPEAAIOTCA B HanpasneHny (231
MCTOYHMK — HasHaueHne
out KonuuecTeo nepeaaHHbiX UCXOAALMX BANTOB; AaHHbIE NEpeaatoTCH B 140

'sourceTranslatedAddress

ANpec MCTOYHMKa Nocne nepeHasHaueHna (ecnu HacTpoeHsl npasuna NAT)

192.168.174.134 (0.0.0.0 — ecnv HeT)

sourceTranslatedPort MopT UCTOYHMKA NOCe NepeHasHavyeHnA (ecnu HacTpoeHsl npasuna NAT) MoxeT npuHumaTh 3HaueHus ot 0 1o 65535 (0 — ecnu HeT)
Ti apec nocne nept (ecnu HacTpoeHbl npasuna NAT) 192.226.127.130 (0.0.0.0 — ecnu HeT)
Ti ort Mopt nocne (ecnu HactpoeHbl npasuna NAT) MoxeT npuHumath 3HaueHus ot 0 1o 65535 (0 — ecnu HeT)
cs1Label Mone ucnonbayeTca AnA ykasaHua cpadarsiBaHnsA npasuna Rule
cs1 HassaHue npasuna, cpabarsiBaHue KOTOPOro BLI3BANO COBLITUE |Allow trusted to untrusted
cs2Label Mone ucnonb3yeTcA AnA UHAMKALWW 30HbI UCTOYHMKA SrcZone
cs2 HassaHWe 30HbI MCTOUHKKA Trusted
cs3Label Mone ucnonb3yeTcA AnA UHAMKALWW 30HbI HA3HAYEHUA DstZone
cs3 HasBsaHWe 30HbI HasHayYeHnA Untrusted
dopmart KMypHana aTak
Tun nona HasBaHue nona Onucanune Mpumep 3HaueHua
CEF CEF:Version Bepcus CEF CEF:0
Device Vendor MpoussoauTens NpoayKTa UserGate
Device Product 'Tun npoaykTa WAF
Device Version Bepcua npoaykra 7
'Source HassaHue xypHana waf
Name TMN MCTOYHKKA log
Threat Level 'YpoBeHb yrpo3bl kaTeropun URL MoxeT NpuHUMAaTL 3HaueHuA 2, 4, 6, 8, 10 (yCTaHOBNEHHbIM YPOBEHb YrPO3bl, YMHOXEHHBIA Ha 2); NPUHUMAET
3HaueHne Unknown, ecnu KaTeropusa He onpesenexa
CEF rt Bpems, koraa Bb110 MONy4eHo CobbiTHe: y ¢ 1 auBapa 1970 rona 1652344423822
[pacwupenue]
nalld A, KOTOPOE 0HO3HAYHO MAEHTUDULMPYET YCTPONUCTBO, reHepUpytoLLee 3T0 wafcore@ersthetatica
coBbiTHe
act lleficTBME, NPUHATOE YCTPOMCTBOM B COOTBETCTBUU C HACTPOEHHBIMM NONUTUKaMK  ||deny
proto Mcnonb3yemblit NpOTOKON 4-r0 YpoBHA TCP.
app MPOTOKON NPUKNAZAHOIO YPOBHS U €ro Bepcus HTTP/1.1
'suser Wma nonb3osatena Unknown
src IPv4-aapec ucTouHuka Tpadpuka 10.10.10.10
spt MopT UCTOYHMKA MoxeT npuHUMaTh 3HaueHua ot 0 Ao 65535
dst IPv4-anpec HasHauenus Tpapuka 194.226.127.130
dpt MopT HasHaueHus MoxeT npuHUMaTh 3HaueHua ot 0 Ao 65535
d MeToa, ucnonbayemblit ana aoctyna k URL-aapecy (POST, GET u 1. n.) GET
request B cnyyae HTTP-3anpoca none conepxut URL-aapec sanpatumsaemoro pecypca ¢ ||http://www.secure.com
y MCMONb3yeMoro NpoToKosa
requestContext URL uctouHuka 3anpoca (pepepep HTTP) https://www.google.com/
lientA nonb30BaTeNLCKOro Gpaysepa Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:96.0) Gecko/20100101 Firefox/96.0
in KonuuecTeo nepeaaHHbix BXOAALMX 6aiTOB; AaHHbIE NEPeAaoTCA B HanpasneHuu (231
MCTOUHUK — HagHaueHue
out KonuuecTso nepeaaHHbix MCXOAALLMX 6aiTOB; AaHHbIE NEpPeaatTea B 40
HanpaBneHnu HasHaueHUe — UCTOUHMK
cs1Label Mone ucnonb3ayeTca AnA ykasaHua cpabateiBaHus npasuna Rule



http://www.secure.com/
https://www.google.com/

Tvn nona

Hasgahue nona Onucanve Mpumep 3HaueHuA
cs1 HassaHue npasuna, cpabatbiBaHke KOTOPOro BLI3BANO COBbITUE Default Allow
ics2Label Mone ncnonb3yeTcA ANA yKasaHWA MAEHTUdUKATOpa npasuna Rule Id
cs2 Wnentudukatop npasuna 200016017
ics3Label Mone ncnonb3yeTtca ANA yKasaHWA 30HbI UCTOUHMKA Source Zone
cs3 HasBsaHne 30HbI MCTOYHMKA Trusted
cs4Label Mone ncnonb3yeTca ANA yKasaHWA CTpaHbl CTOYHNKA Source Country
cs4 HassaHue cTpaHbl UCTOYHMKA RU (oToBpaaeTtc ABYXGYKBEHHBIM KOA CTPaHbI)
ics5Label Mone ncnonb3ay anAay 30HbI Destination Zone
cs5 HasBaHne 30HbI HasHaueHuA Untrusted
ics6Label Mone ncnonb3ay anAay cTpaHb! Destination Country
cs6 HassaHue cTpaHbl HasHauYeHUA RU (oToBpaaeTtc ABYXGYKBEHHBIM KOA CTPaHbI)
ics7Label Mone ncnonb3yeTtca AnA ykasaHua npoduna oteeTa Response Profile
cs7 HassaHue npopuna oteeta Unknown
ics8Label Mone ncnonb3ay anAay et Exception Name
cs8 HassaHue ucknoueHua lexampleExceptionName
ics9Label Mone ncnonb3yeTcA ANA yKasaHWA MASHTUPUKATOPA UCKITHOUEHNA Exception Id
cs9 MaeHTuduKaTop uckoYeHna 522d6f5b-af87-4473-91e3-780d8874056d
cs10Label Mone ncnonb3ay anAay nakera aKcnepTuabl Package Name
cs10 HassaHue nakerta aKcnepTu3bl Owasp top 10
cs11Label Mone ncnonb3yeTtca ANA yKasaHWA BEPCUM NaKeTa KCnepTUss! Package Version
cs11 Bepcua naketa aKcnepTusbl 395
cs12Label Mone ncnonbayetca AnA ykasauua naeHtudurkartopa WAF-npodpuna WAF Profile Id
cs12 Wnentndurkarop WAF-npopuna 234196b4-c011-4b6d-96ae-260b2a82895¢
cs13Label Mone ncnonb3yetca AnA ykasaHua peanbHoro IP-aapeca ucTouHnka Real Ip
cs13 PeanbHeii IP-anpec nctouHuka 172.25.0.1
cs14Label Mone ncnonb3ay anAay CTpaHbl peanbHoro IP-aapeca Real Country
MCTOUHMKA
cs14 HassaHue cTpaHbl peansHoro IP-aapeca ucTouHMKa RU (oToBpaaeTtc ABYXGyKBEHHBIM KOA CTPaH)
flexString1Label Mone ncnonb3ayeTca ANA yKasaHWA TMNa KOHTeHTa Media type
flexString1 Tvn KoHTeHTa text/html|
flexString2Label Mone ncnonb3ay anay KaTeropumn oro URL-aapeca URL Categories
flexString2 Karteropua URL (Computers & Technology
cniLabel Mone ucnonb3yeTca ANA ykasaHWA KONMYeCcTBa NepeAaHHbIX NaKeToB B Packets sent
p MCTOUHUK —
cn1 Ko. 0 nepes: NaKeToB B HaMNp: MCTOUHUK — HasHaueH1e 3
cn2Label Mone ucnonb3yeTca ANA yKasaHWA KONMYeCcTBa NepeAaHHbIX NaKeToB B Packets received
HanpaBneHn HasHaueHUe — UCTOUHMK
cn2 Koj 0 nNepeA: NaKkeToB B HaNp: — UCTOYHMK 1
cn3Label Mone ucnonb3yeTtca ANA yKasaHWA UCXOAHOMO OTBETa cepBepa Response
cn3 Koa oteeta HTTP 302
cndLabel Mone ucnonb3yeTtca ANA yKasaHWA ypoBHA Yrpo3bl Threat Level
cn4 'YpoBeHb yrpossl 1
cn5Label Mone ucnonb3yeTcs ANA yKasaHWA BPEMEHU OBHOBMEHUA nakeTa Package Update Time
cn5 Bpems 0GHOBNEHMA NaKeTa SKCMEPTHU3bl B MUNNUceKyHaax ¢ 1 aHsapa 1970 roga  ||1773237844774955

®opmar xypHana atak CEF Compact




Tun nona Hasganue nona Onucanve Mpumep 3HaueHua
CEF- CEF:Version Bepcusa CEF CEF:0
3aronoBok
Device Vendor MpoussoauTens NpoayKTa UserGate
Device Product Tun npoaykta WAF
Device Version Bepcus npoaykta 7
'Source Tun xypHana waf
Name TMN MCTOYHKKA log
Threat Level 'YpoBeHb yrpo3sl kateropun URL MoxeT NpuHUMAaTh 3HaueHuA 2, 4, 6, 8, 10 (yCTaHOBNEHHbIM YPOBEHb YrpO3bl, YMHOXEHHBIA Ha 2); NPUHUMAaeT
3HaueHne Unknown, ecnu KaTeropusa He onpeseneHa
CEF rt Bpems, Koraa 6b110 MONy4eHo CobbiTHe: yHAbI ¢ 1 AHBapsa 1970 roaa 1652344423822
[pacwupenue]
deviceExternalld MvA, KOTOPOE 0IHO3HAYHO MAEHTUDULMPYET YCTPOUCTBO, FreHepUpytoLLee 3T0 wafcore@ersthetatica
coBbiTHe
act JelcTBue, MPUHATOE YCTPONCTBOM B COOTBETCTBUM C HACTPOEHHBIMU NONUTUKaMK ||deny
proto Mcnonb3yembiit NpOTOKON 4-r0 YpoBHA TCP.
app MPOTOKON NPUKNAAHOrO YPOBHS U €ro Bepcus HTTP/1.1
'suser Wma nonb3osatena Unknown
src IPv4-anpec ucTouHuka Tpaduka 10.10.10.10
spt MopT UCTOUHMKA MoxeT npuHUMaTh 3HaueHua ot 0 no 65535
dst IPv4-anpec HasHaueHus Tpadpuka 194.226.127.130
dpt MopT HasHaueHus MoxeT npuHUMaTh 3HaueHua ot 0 Ao 65535
requestMethod MeToa, ucnonbayemblit ana aoctyna k URL-aapecy (POST, GET u 1. n.) GET
request B cnyyae HTTP-3anpoca none coaepxut URL-aapec sanpatumsaemoro pecypca ¢ ||http://www.secure.com
yKa3aHWeM UCMONb3yeMoro NpoToKoma
requestContext URL uctouHuka 3anpoca (pepepep HTTP) https://www.google.com/
nonb30BaTeNLCKOro Gpaysepa Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:96.0) Gecko/20100101 Firefox/96.0
in KonuuecTeo nepeaaHHbix BXOAALIMX 6aiTOB; AaHHbIE NEPeAaloTCA B HanpasneHuu (231
MCTOUHUK — HasHaueHne
out KonuuecTso nepeaaHHbix MCXOAALLMX 6aiTOB; AaHHbIE NepeaatTea B 40
HanpasneHnn HasHauYeHUe — UCTOUHUK
cs1Label Mone ucnonb3yeTca AnA ykasaHua cpabaTeiBaHus npasuna Rule
cs1 HasBaHue npasuna, cpabatbiBaHe KOTOPOro BbI3BANO COBbITUE Default Allow
cs2Label Mone ucnonb3yeTca ANA ykasaHWsa uaeHTUdUMKaTOpa Npasuna Rule Id
cs2 WneHTudukaTop npasuna 200016017
cs3Label Mone ucnonb3yeTca ANA yKasaHUA 30HbI UCTOUHUKA Source Zone
cs3 HassaHue 30HbI UCTOUHMKA Trusted
cs4Label Mone ucnonb3y: anay 30HbI Destination Zone
cs4 HassaHue 30HbI HagHaueHns Untrusted
cs5Label Mone ucnonb3yeTtca AnA ykasaHua npoduna oteeTa Response Profile
cs5 HassaHue npoduna oteeta Unknown
cniLabel More UCTIONb3yeTCA ANA YKasaHWA UCXOAHOMO oTBeTa cepsepa Response
cn1 Koa oteeta HTTP 302
cn2Label Mone ucnonb3yeTcA ANA yKasaHWA ypoBHA Yrpo3bl Threat Level
cn2 'YpoBeHb yrpossl 1
flexString1Label Mone ucnonb3y: anay KaTeropuu 3ang oro URL-aapeca URLCats
flexString1 Kateropua URL (Computers & Technology

3KcnopT MypHanos B ¢opmate JSON

OnucaHue iypHana cobbITui



http://www.secure.com/
https://www.google.com/

HassaHue nona

Onucanve

Mpumep 3HaueHHA

timestamp Bpemna nonyuyexus cobuiTua B popmare yyyy-mm-ddThh:mm:ssZ 2022-05-12T08:11:46.15869Z
node IMA, KOTOPOE 0AHO3HAYHO MAEHTUDULMPYET YCTPOHCTBO, reHepupytoLLiee 3To \wafcore@ersthetatica
cobbiTHe
ip_address IPv4-anpec MCTOYHMKA COOLITUA 192.168.174.134
attributes Jletanu cobeiTna B popmate JSON {"rule":{"logrotate":12,"attributes":{"timezone":" Asia/Novosibirsk"} 6f9de9f-d698-4bec-b3b0-bab5b46d3608","name":"Example log
export ftp"}
levent_type Tun cobuiTna logexport_rule_updated

levent_severity

BaxHOCTb COBBITUA

info (MHpOpMaLMOHHBIE), warning (MpeaynpexzaeHua), error (owmbkm), critical (KoUTUUHBIE)

levent_origin

Moy, B KOTOPOM NPOM3OLLIO COBLITHE

core

event_

OMMOHEHT, B KOTOPOM MPOM3OLLIIO COBbITHE

console_auth

OnucaHue wypHana Be6-gocTtyna

Haseanue nons

Onucanune

Mpumep 3HaueHua

timestamp Bpemn nonyyeHns cobuiTuA B popmare yyyy-mm-ddThh:mm:ssZ 2022-05-12T08:11:46.15869Z

'session WnenTnuduxarop ceccun a7a3cd49-8232-411a-962a-3659af89e96f (ecnu System: 00000000-0000-0000-0000-000000000000);
node MMA, KOTOPOE OAHO3HAYHO MAEHTUULUPYET YCTPOICTBO, FEHEPUPYHOLLEe 3TO COBbITHE wafcore@ersthetatica

reasons Mp1umHa, Mo KOTOPOi BbINO CO3AAHO COBLITME, HANPUMEP NPUUKHA BNIOKUPOBKK caiTa. "url_cats":[{"id":39,"name":"Social Networking","threat_level":3}]
proto Mcnonb3ayemblit POTOKON 4-r0 YPOBHA TCP

host MmA xocTa 'www.google.com

action JleficTBre, NPUHATOE YCTPOUCTBOM B COOTBETCTBMU C HACTPOEHHBIMM MOSUTUKAMU block

bytes_sent KonuuecTeo 6aitToB, nepeaaHHbIX B HANPaBEHUM UCTOYHUK — HasHAYeH1e 52

bytes_recv KonuuecTtso nakeTos, nept B Hanp: — UCTOUHMK 100

packets_sent KonuuecTtso nakeTos, nept B Hanp: MCTOYHUK — 2

packets_recv KonuuecTso 6aitToB, nepeaaHHbIX B HANPaBneHnM HasHaueHne — UCTOUHMK 5

request_method MeToz, ucnonkayemelit ana aoctyna k URL-aapecy (POST, GET n T.n.) GET

url Mone conepxut URL-anpec 3anpatuvsaemoro pecypca ¢ ykasaHuem ucnonb3yemoro npotokona (|http://www.secure.com
media_type TN KOHTEHTa application/json

status_code

Koa oteeta HTTP

302

http_referer

URL ucTouHuka 3anpoca (pedpepep HTTP)

https://www.google.com/

decrypted Mone ykasbiBaeT, GbINO N COAEPKUMOE PACLUNPPOBAHO true, false
useragent Useragent nonb3osaresnsckoro 6payaepa Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:96.0) Gecko/20100101 Firefox/96.0
request_id WnenTnuduxaTop sanpoca 12e4d951-a4a6-4338-a5bb-81a7f4130d93
application id UneHTUdUKaTOp NpUnoxeH1a 20
name HasBsaHue npunoxerua Youtube
threat_level |[YpoBeHb yrpossi npunoxeHua 0
app_protocol|[[poToKon npuKnaaHoro yposHa 1 ero sepcus HTTPV1.1"
url_categories||id NneHTudMKaTOp KaTeropuw, K kotopoit oTHocutca URL 39
threat_level YpoBeHb yrposbl kateropun URL MoXeT NpUHUMATL 3HAYEeHHUA:
« 1 — OYeHb HU3KUI;
o 2 — HU3KKiA;
« 3 —cpeanui;
« 4 — BbICOKMI;
« 5 — 0o4eHb BbICOKMI
name HasBsaHue kateropu, k kotopoit otHocutca URL Social Networking
'source YHUKaNbHbI MAEHTUUKATOP 30HLI UCTOYHMKA TpaduKa [d0038912-0d8a-4583-a525-e63950b1da47
name HassaHue 30HbI UCTOUHMKA Trusted
country (CTpaHa UCTOUHMKa TpaduKa RU (oToBpaxaeTca AByXGYKBEHHbIN KOA CTpaHbl)



http://www.secure.com
https://www.google.com/

Hassanue nona Onucanune

Mpumep 3HaueHnA

ip |Pv4-anpec ncTouHmka 10.10.10.10
port MopT UCTOYHMKA MoxeT npuHumath 3HaueHus ot 0 1o 65535
mac MAC-azpec UCTO4YHMKA 01:23:45:67:89:AB

real_ip country Hassanwe cTpaHbl peanbHoro IP-aapeca nctouHuka RU (oTo6paxaeTcs AByXGYKBEHHBI KOZ CTPaHb)
ip PeanbHblii IP-anpec ucTouHnka 172.25.0.1

destination zone

guid YHUKaNbHbI MAEHTUOUKATOP 30HbI Ha3HaueHWsA Tpaduka

3c0b1253-f069-4060-903b-5fec4f465db0

name + 30HbI

Untrusted

country CTpaHa HasHaueHus

RU (oTo6paxaeTcs AByXGYKBEHHBI KOZ CTPaHb)

ip |Pv4-anpec HasHaueHus 192.168.174.134
port MopT HasHayYeHuA MoxeT npuHumath 3HaueHus ot 0 1o 65535
mac MAC-anpec HasHauyeHus 01:23:45:67:89:AB

rule guid YHUKaNbHBIA MAEHTU(UKATOP NpaBuna, cpadarsiBaHne KOTOPOro BbI3BANO Co3aaHKe cobbiTua  ||f93da24d-74{9-4{8c-9e9b-8e6d02346fb4
name Hassanve npasuna Default allow
type 'Tun cpaGoTasLiuero npasuna

user Wva nonbsosatena null

Onucanue wypHana WebSocket (Bepcua 7.4.1 1 BbiLe)

Hassanue nona

Onucanune

Mpumep 3HaueHnA

Bpems nonyueHuns cobbiTuA B popmarte yyyy-mm-ddThh:mm:ssZ

2022-05-12T08:11:46.15869Z

'session WneHTudukaTop ceccun 00000006-0a00-010c-c404-ac196d411f90

node MMA, KOTOPOE OAHO3HAYHO MAEHTUDULIMPYET YCTPONCTBO, reHepupytoLLee aTo cobbiTe ||wafcore@havntohanmin

reasons WHbopmaLmsa 0 NpUYMHE BOSHUKHOBEHNA COBLITUA {"request":"GET /ws HTTP/1.1\\nConnection: upgrade\rinUpgrade: websocket\r\nContent-Length: O\r\nsec-websocket-
version: 13\
r\nsec-websocket-key: +VOUPWLOZfDTjmwMvnVUZA==\r\nHost: w.com\n\n\r\n","response":"HTTP/1.1 101 Switching
Protocols\r\naccess-co
ntrol-allow-origin: *\\nX-Request-ID: d8814097-a68c-4120-8912-23a11b8e88da\r\nConnection: Upgrade\rinDate: Mon, 06
Oct 2025 05:
135:52 GMT\r\nsec-websocket-accept: mnOnG2s62J2pY5E8ssleD2gnGRQ=\r\nServer: Cowboy\rinUpgrade: websocket\r\nx-
test-srv: pft-serve
nrin\rin","websocket_profile_name":"test","websocket_profile_guid":"9e939b74-5620-46de-ad4b-7df4a90bd3fb"}

proto cnonb3yemblid NPOTOKON 4-r0 YPOBHA 'TCP unu SSL

host Wma xocTa w.com

action [JencTaune, npeanpuHATOE MoaynemM aHanu3sa websocket-Tpaduka Ha ycTpoiicTee pass unu deny

bytes_sent K TBO 6anToB, nepen: B Hanp: UCTOYHUK — 100

bytes_recv K TBO 6anToB, nepen: B Hanp: — UCTOYHMK 6

packets_recv KonuuecTso nakeTos, nepea B Hanp — MCTOYHHUK 1

packets_sent KonuuecTso naxkeTos, nepen; B Hanp MCTOUHUK — 1

request_method Metoa HTTP-3anpoca GET

url URL-aapec 3anp. 0 pecypca c y “cno: 0 NpoToKona http://www.w.com
media_type TUn KOHTEHTa application/json

status_code

Koa HTTP-oteeta

101

http_referer

URL-anpec uctouHuKa sanpoca (pepepep HTTP)

https://www.google.com/

decrypted Mone ykasbiBaeT, 6bi10 M COAEPKMMOE PacLNdPOBaHO true, false
useragent Useragent nonb3oBatenbCKoro dpaysepa Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:96.0) Gecko/20100101 Firefox/96.0
request_id WneHtudukaTop sanpoca
MﬂeHTMOMKaTOp NpUNoXeHuAa He ucnonb3yeTca.
Mone nepeaaeTca ¢ NyCTbIMU AaHHBIMU
name HassaHue npunoxexna He ucnoneayetca.

Mone nepesaeTca ¢ NyCTbIMM AAHHLIMK



http://w.com/
http://www.w.com/
https://www.google.com/

HasBsahue nona OnucaHve Mpumep 3HaueHns
threat_level ||YpoBeHb yrposbl npunoxexnsa He ucnoneayetca.
Mone nepeaaeTca ¢ NyCTLIMM AaHHBIMU
app_protocol|[lpoTokon Np1knaaHoro yposHA HTTP/1.1
'source zone ||guid  ||YHMKanNbHLIA MASHTU(UKATOP 30HBI UCTOUHKKA TpaduKa [d0038912-0d8a-4583-a525-e63950b1da47
name ||HassaHue 30HbI UCTOUHMKA TPADMKA Management
country HassaHue cTpaHbl UCTOYHMKA RU (oTo6paxaeTca AByXGYKBEHHbIN KOZ CTpaHb)
ip IPv4-anpec UCTouHMKa Tpaduka 10.10.10.10
port MopT MCTOUHMKA MoxeT npuHumath 3HaueHus ot 0 o 65535
mac MAC-anpec UcTOuYHMKa MosxeT oTcyTCTBOBaTH
real_ip country HaseaHue cTpaHbl peansHoro IP-aapeca UcTouHMKa RU (oToBpaxaeTca AByXGYKBEHHbIN KOZ CTpaHb)
ip PeanbHblii IP-aapec nctouHuka 172.25.0.1
guid ||V 7 MAGHTUPUKATOP 30HBI HA3HAUeHUA TpaduKa 13c0b1253-f069-4060-903b-5fec4f465db0
Management
name ||HassaHue 30HbI HasHaueHUA Tpaduka
country HasBaHue cTpaHbl HasHauYeHUA RU (oTo6paxaeTca AByXGYKBEHHbIN KOZ CTpaHb)
ip IPv4-anpec HasHaueHnA Tpaduka 104.19.197.151
port MopT HasHaueHnA MoxeT npuHumath 3HaueHus ot 0 o 65535
mac MAC-anpec HasHaueHus MosxeT oTcyTCTBOBaTH
rule guid YHUKanbHbIA MAEHTUdMKATOP NpaBuna reverse-NpokcH, cpadaTtbiBaH1e KOTOPoro 59e38e06-533a-4771-9664-031c3e8b2e1f
co3pano cobuiTne
type Tvn npasuna He ncnonbayetca.
Mone nepeaaeTca ¢ NyCTLIMU AaHHbBIMUA
name HassaHue npasuna reverse-npoKcy, cpadaTbiBaHne KOTOPOro BLI3BaN0 cobbiTHe test rule

OnucaHue WypHana Tpagpuka

HassaHue nona

Onucanue

Mpumep 3HaueHuAa

timestamp Bpewmsa nonyuexua cobeiTuA B popmarte yyyy-mm-ddThh:mm:ssZ 2022-05-12T08:11:46.15869Z
'session WneHtudukatop ceccun a7a3cd49-8232-4f1a-962a-3659af89e96f (ecnu System: 00000000-0000-0000-0000-000000000000);
node Vs, KOTOPOE OAHO3HAYHO MAEHTMULMPYET YCTPONCTBO, FeHEPUpPYIOLLIEE 3TO COBbITHE retatica
proto Mcnonb3yemblit NPOTOKON 4-r0 YPOBHA TCP wnn UDP
action JleficTB1e, NPUHATOE YCTPONCTBOM B COOTBETCTBUM C HACTPOEHHBIMU NOMIUTUKAMM laccept
bytes_sent KonuuecTso 6aiToB, NnepeaaHHbIx B HANPaBNEHUM UCTOUHUK — HasHauYeH!e 100
bytes_recv KonuuecTso 6aiToB, NepeAaHHbIX B HaNpaB/eHN HasHaYeHNe — UCTOUHUK 6
packets_recv KonuuecTso nakeTos, nepesat B p — UCTOYHMK 1
packets_sent KonnyecTso nakeTos, nepeaaHHbIX B HANPABNEHMU UCTOUHUK — HasHaueHne 1
json_data JlononHuTenbHele AaHHbIe null
MneHTUdUKATOP NPUNOXEHUA 195
threat_level 'YpOBeHb Yrpo3bl NPUNoXeHua MoxeT NpuHUMAaTL 3HaueHHUA:
o 1 — 0YEHb HU3KNIA;
o 2 — HU3KMIA;
» 3 — cpeanuit;
o 4 — BbICOKMI;
« 5— 04eHb BLICOKMH
lapp_protocol MpOTOKON NPUKNAAHOTO YPOBHA HTTP
name HassaHue npunoxeHna 'Youtube
'source zone guid |[YHUKaNbHbIA MAEHTUDUKATOP 30HBI UCTOUHMKA TpadUKa d0038912-0d8a-4583-a525-€63950b1dad7
iname|H 30HbI UCTOYHMKA TpadHKa Trusted
country HassaHue cTpaHbl UCTOUHUKA RU (oToBpaaeTcA ABYXGYKBEHHBIM KOA CTPaHBI)




Hasgahue nons Onucanne Mpumep 3HaueHus
ip IPv4-anpec ncTouHuka Tpadpuka 10.10.10.10
port MopT MCTOUHUKA MoxeT npuHumMath 3HaueHua ot 0 ao 65535
guid ||YHUKaNbHbIN MAEGHTMOUKATOP 30HbI HA3HAYEHUA Tpaduka 3c0b1253-f069-4060-903b-5fec4f465db0
name | |H; 30HbI padp Untrusted
country HassaHue cTpaHbl HasHauYeHUA RU (oToBpakaeTcA ABYXGYKBEHHBIM KOA CTPAHbI)
ip IPv4-anpec HasHaueHua Tpapuka 104.19.197.151
port MopT HagHauyeHna MoxeT npuHumMath 3HaueHua ot 0 o 65535
nat source ip /AZpec MCTOYHMKA Nocne nepeHasHaueHna (ecnu HacTpoeHsl npasuna NAT) 192.168.117.85 (ecnu NAT He HacTpoeH, To: "nat":null)
port ||[MopT UCTOYHMKA nocne nep (ecnn HbI Np: NAT) MoxeT npuHumMath 3HaueHua ot 0 ao 65535 (ecnn NAT He HacTpoeH, To: "nat":null)
/Anpec nocne nep (ecnyu HacTpoeHsbl npasuna NAT) 64.233.164.198 (ecnu NAT He HacTpoeH, To: "nat":null)
port ||[MopT UCTOYHMKA NoCne nep (ecnn HbI Np: NAT) MoxeT npuHumMath 3HaueHua ot 0 ao 65535 (ecnn NAT He HacTpoeH, To: "nat":null)
rule guid YHUKanbHbI MAEHTUUKATOP Npasuna, cpadaTbiBaH1e KOTOPOro Co3Aano CodbITHE 59e38€06-533a-4771-9664-031c3e8b2e1f
type Tun npaesuna firewall
name HassaHue npasuna, cpabatbiBaHne KOTOPOro BLI3BANO COBbITUE Allow trusted to untrusted

OnucaHue ypHana aTak

Hassanue nons

Onwucanue

Mpumep 3HaueHnsA

timestamp Bpemn nonyyenns cobuiTuA B popmare yyyy-mm-ddThh:mm:ssZ 2022-05-12T08:11:46.15869Z

'session MaeHTndukatop ceccun a7a3cd49-8232-4f1a-962a-3659af89e96f (ecnu System: 00000000-0000-0000-0000-000000000000)
node MMA, KOTOPOE OAHO3HAYHO MAEHTUDULUPYET YCTPOMCTBO, FEHEPUPYIOLLEE 3TO COBbITHE wafcore@ersthetatica

proto Mcnonb3ayemblit NPOTOKON 4-ro ypoBHA TCP

host MmA xocTa 'www.google.com

action [[leicTBME, NPUHATOE YCTPONCTBOM B COOTBETCTBMM C HACTPOEHHBLIMU NOMUTUKAMKU block

rule_id MaeHTndukatop npasuna 200016017

waf_profile_name

Hassanne WAF-npoduna

wafProfileName

waf_profile_id

Waentndpukatop WAF-npopuna

522d6f5b-af87-4473-91e3-780d8874056d

waf_layer_name

Hassanne WAF-croa

Detection Evasion

response_profile_name

Hassanve npoduna oteeTa

Unknown

threat_level

YpoBeHb yrpo3bl ataku

MoXeT NPUHUMATL 3HAYEHUA:
« 0 — Hynesoit;
o 1 — HU3KKiA;
« 2 —CpeaHuit;

o 3 — BbICOKMI

package_name

HassaHue naxkeTa aKcnepTuss!

Owasp top 10

_version BepcuA naxkeTa aKcnepTuUabl 1340
package_update_time Bpema 06HOBNEHMA NaKeTa SKCnepTUabl: MUNUCekyHabl ¢ 1 AHBapa 1970 rona 1773237844774955
lexception_name HassaHue ucKloueHna name

lexception_id

MAeHTUdUKATOP UCKIKOUEHHA

b4ce2bfa-b090-4318-a4b2-676c5ff62051

bytes_sent KonuuecTso 6aiiTos, B Hanp WUCTOYHUK — 52
bytes_recv Konnyectso nakeTos, B Hanp: — UCTOYHUK 100
packets_sent Konnyectso nakeTos, B Hanp: MCTOYHUK — 2
packets_recv KonuuecTso 6aiiTos, B Hanp — UCTOYHUK 5

q| t_method MeToa, ucnoneayemslit ana goctyna k URL-aapecy (POST, GET u 1.n.) GET

url

Mone conepxut URL-aapec 3anpatunBaemoro pecypca ¢ yKadaHMem Cronb3yemMoro npoTokona

http://www.secure.com



http://www.secure.com

Hassanue nona

Onwucanue

Mpumep 3HaueHnA

media_type

'Tvn KOHTeHTa

application/json

status_code

Koa oteeta HTTP

302

http_referer

URL ncTouHmka sanpoca (pedpepep HTTP)

https://www.google.com/

useragent Useragent nonb3osaresnsckoro 6payaepa Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:96.0) Gecko/20100101 Firefox/96.0
request_id MnenTudukarop sanpoca 931d66e1-7d3a-4870-9791-b05b5ebbc01a
application id MaeHTnduKaTop NpunoxeHua 20
name HassaHue npunoxeHua 'Youtube
threat_level ||YposeHb yrpossl npunoxeHua 0
app_protocol|[lpoTokon npuknagHoro ypoBHA 1 ero Bepcua HTTPV1.1"
'source zone||guid YHUKaNbHbI MAEHTUOUKATOP 30HbI UCTOYHMKA TPaduKa [d0038912-0d8a-4583-a525-e63950b1da47
name HassaHue 30HbI MCTOYHKKA Trusted
country (CTpaHa UCTO4HMKA TpaduKa RU (oTo6paxaeTcs AByXGYKBEHHBI KOZ CTPaHb)
ip |Pv4-anpec ncTouHmka 10.10.10.10
port MopT UCTOYHMKA MoxeT npuHumath 3HaueHus ot 0 1o 65535
mac MAC-anpec UCTOYHMKA 01:23:45:67:89:AB
real_ip country HassaHwe cTpaHbl peanbHoro IP-aapeca MCTOUHMKA RU (oTo6paxaetcs ABYXGYKBEHHBI KOZ CTPaHb)
ip PeanbHblii IP-anpec ucTouHnka 172.25.0.1

destination  |[zone||guid

YHUKanbHbI MAEHTUOUKATOP 30HbI Ha3HaueHNsA Tpaduka

3c0b1253-f069-4060-903b-5fec4f465db0

name HaseaHue 30HbI Ha3HaueHna Tpadmka Untrusted
country CTpaHa HasHaueHns RU (oTo6paxaeTcs AByXGYKBEHHBI KOZ CTPaHb)
ip |Pv4-anpec HasHaueHua 192.168.174.134
port MopT HasHayeHuA MoxeT npuHumath 3HaueHus ot 0 1o 65535
imac MAC-anpec HasHauyeHus 01:23:45:67:89:AB
rule guid YHUKaNbHbIA MAEHTUdUKATOP NpaBuna, cpabaTbiBaHe KOTOPOro BbI3BANO co3aaHne cobbiTua  |[f93da24d-74f9-418c-9e9b-8e6d02346fb4
name HassaHnue npasuna Default allow
type 'Tun cpaGoTasLiuero npasuna
user Wma nonbsosatena null
url_categories||id MaeHTnduKaTop KaTeropuu, K Kotopon otHocutea URL 39
YpoBeHb yrposbl kateropun URL MOoXeT NPUHUMATL 3HAYEHUA:
« 1 — OYeHb HU3KUH;
o 2 — HU3KK;
« 3 — cpeaHuit;
« 4 — BbICOKMI;
« 5— o4eHb BbICOKMI
name HassaHue kaTeropuu, K koTopoi otHocutea URL Social Networking



https://www.google.com/

ATaku



MpocmoTp o6HapyKEHHbIX aTak

Product: WAF
Version: 7.7.x
Technology: WAF

UserGate WAF ¢ HacTpo npog HOCTH pyeT HTTP- u HTTPS-Tpaduk Ha Np1KnaaHoMm YpoBHe, YToGbl 3aLUTUTL BEG-CepBUCHI OT aTak. 104 aTakaM1 NOHMMAKOTCA HECAHKLMOHUPOBAHHbIE BO3AEHCTBMUA Ha
MHOPN dpacTpyKTypy opr cnocoGHble HapyWKTL ee paboTy UK co3aaTh Yrpody 6esonacHocTv obpabaTeiBaeMoit B Hell MHpOPMaLmu. MPoAYKT 0BHapyXMBaeT aTaku 1 Apyrue yrposel 6e30MacHOCTH C NOMOLLbIO NpaBms
B WAF-npodunax, a Takke NpoBepAeT 3anpockl ¢ AaHHbIMK B popmaTe JSON n XML.

CTpaHuua aTak

Mpw cpabatbisanuu WAF-npoduns (WAF-npasuna, skitoueHHoro 8 WAF-npogune), JSON-npopuna unu XML-npodpunsa UserGate WAF 3anuceisaeT MHpOPMaUMo 00 0GHapYKeHUM aTaku Unu Apyroro cobeitua UB. DT ceeneHHA A0CTYMHbI
AR NPOCMOTPA W aHanu3a B pasaene ATaku.

e UserGate WAF Nawbopabl  Atakn  JIWarHOCTHKA M MOHMTOPMHT  JKypHansi v oTueTsl  HacTpoiiku ﬂ Admin

Atakmn

o] 1 » @ profileType = ‘waf x £ 0 m

Texkywmi Mecay ¥

# Bpema Twun npoduna Haaganue npodmuna WAF-cnoi ID npaguna HazpaHwe IP-appec He... IP-appec Ha... PeanbHbid IP AeiicTene HT
1 21 ceHTabp.. H WAF Waf profile Predictable.. 200000028 Unix hidden (dot-file) access @ 19216... @ 192.16. (7] © Deny - GE
2 21 centabp... WAF Waf profile Predictable.. 200010485 */debug/pprof" access @ 19216.. @ 192.16.. 7] © Deny - GE
3 21centabp.. E  WAF Waf profile SQL-Injecti.. 200102010 SQL-INJ SELECT VERSION() (Parameter) 9 192.16... 9 192.16. 7] © Deny - GE
4 21 centabp.. H WAF Waf profile Predictable.. 200000028 Unix hidden (dot-file) access @ 192.16.. @ 19216, 7] © Deny - GE
5 21 cenTabp... WAF Waf profile SQL-Injecti.. 200002791 NoSQL Injection /_all_dbs (URI) & 192.16.. 9 192.16.. ] © Deny . GE
6 21 cenTadp.. WAF Waf profile Predictable.. 200010095 /metrics access 9 192.16.. 9 192.16.. (2] © Deny - GE
7 21 cenTabp... WAF Waf profile Predictable... 200000014 /phpmyadmin/ dir access (/phpmyadmin/) @ 192.16.. @ 192.16.. 7] © Deny -— GE
8 21centabp.. HE  WAF Waf profile Predictable.. 200010088 /actuator access 9 192.16... 9 192.16.. 9 - © Deny - GE
9 21 cenTadp... WAF Waf profile Authenticat.. 200013060 Adobe ColdFusion Access Control Bypass (1) @ 19216.. @ 19216 7] @ Deny -— GE
10 2lcentsép. E  WAF Waf profile Predictable.. 200000014 /phpmyadmin/ dir access (/phpmyadmin/) 9 192.16.. 9 192.16.. o @ Deny - GE
11 2lcentabp.. HE  WAF Waf profile Predictable.. 200010095 /metrics access 9 192.16.. 9 192.16.. (2] © Deny - GE
12 2lcentabp. E  WAF Waf profile Predictable.. 200010088 [actuator access @ 192.16... @ 192.16.. (7] © Deny - GE
13 2lcentabp.. [E  WAF Waf profile HTTP Cons.. 21 POST request without Content-Type header 9 192.16... 9172.23.. o © Deny - PO
14 21 cenTAbp... A WAF Waf profile Cross Site ... 29010002 alert() (Body) @ 10.16.6.. @ 172.23... 2] Q Deny - PO
« < Crpanuua | 1 ns 5 > » c Bcero: 495

B tabnuue atax Bbl MOXeTe:
* U3MEHATb Haéop CTOI'I6L[OB B KOHTEKCTHOM MEHIO CTO"GHH, AOCTYMHOM MO HaXXaTUIO cnpasa OT 3aronoBKa c'ronéua;
« M3MEHATb LMPUHY CTONGLOB;

M3MEHATL NOPA/IOK CeI0BaHNA CTONGLOB, NepemelLan 3aronosok cronbua;

COPTUPOBATL AaHHBIE MO HAXATUIO Ha 3arofI0BKM CTONGLOB (He BCe CTONGLbI NOAAEPKMBAIOT GYHKLMIO COPTMPOBKN);

HacTpausaTb o6HoBneHue AaHHbIX;
« oTOBpaxarb AaHHbIE 33 BLIOPAHHbIN NEPUOA BPEMEHN.

Bbl Tawke MoxeTe GuIbTPOBaTh AaHHbIE B TaBNMUE C NOMOLLLIO CrieUMasbHbIX 3anpocoB  Ha A3bike GunbTpaumy NpodyKTa. [inA BBOAA 3anpocoB UCMOMb3yeTcA CTPOKa duibTpauum. Mo HaxaTHio Ha 3HaueHHe napameTpa cpabaTsiBaHuA B
CTpOKy $unbTpaLum 106aBNAETCA 3anpoc ¢ 3TM napameTpoM (Hanpumep, name = "(PSM) alert"). [leiicTBe IOCTYNHO TOMBKO ANA TEX NapamMeTpoB, 3HAYEHUA KOTOPLIX B TaOnuLe 0TOGPaXatoTCA B BUZE CChITOK.

Kpome TOro, Bl MOXeTe COXpaHATb NPUMEHEHHBIE PUNLTPLI N0 KHOMKe COXPaHKTBL Kak. CIMCOK COXPaHEHHBIX (GUILTPOB AOCTYNEH No KHonke MonynapHbie GUALTPLI. Takke ANA AanbHEMLWero aHanusa Bl MOXeTe ckauaTh
OTGUNLTPOBaHHbIE AaHHBIE Tabnuubl B BuAe CSV-¢aiina no kHonke AKcnopTUposaTh B CSV.

MpumeuaHueBLI MoXeTe 0TNPaBNATL CBeAEHUA 06 aTakax Ha cepeepbl SSH (SFTP), FTP u Syslog. MoapobHee — B pasaene « OKCMOPT XKypPHANOB».

B 3aBUCUMOCTH OT TOrO, KaKo Npodunb cpaboTtan B Npasune Ny6MKaLMK, Ha CTPaHULE AOCTYNHA CrieayioLan MHdOpMaLA.

Napametp Onucanve
Bpema Bpemsa cpabaTbiBaHua Npoduna 6e30nacHoCTH
YpoBeHb yrpossi YpoBEHb 0NacHOCTY Yrpo3kl cornackHo cpabateisaHuio WAF-npasuna
'Tun npoduna ITun cpaGoTasuwero npopuna 6esonacHocTu: WAF, JSON unu XML
L pod + cpaborTasluero npoduna 6esonacHocTH
\WAF-cnoi Crno#, K KOTOpoMy OTHocKTCA cpadoTasiuee WAF-npasuno
ID npaBuna WneHTuduratop cpabotasiiero WAF-npasuna
Hassanue + cpaborasiuero WAF-npasuna
IP-afpec UCTOYHUKA IP-aapec uctouHuka HTTP-3anpoca
IP-anpec IP-anpec HTTP-3anpoca
PeanbHbiit IP PeanbHblit IP-anpec uctounnka HTTP-3anpoca
\deicTBure [[leficTBue, BEINONHEHHOE B pedy/bTaTe cpabaTbiBaHUA NPOGUNA 6e30MacHOCTH
HTTP meTon Metoan HTTP-3anpoca
HTTP Bepcua Bepcua HTTP-npotokona



https://docs.usergate.com/nastrojka-parametrov-bezopasnosti-waf_3306.html
https://docs.usergate.com/poisk-i-fil6traciya-dannyh_3338.html
https://docs.usergate.com/eksport-zhurnalov_3341.html

MapameTtp Onucanue
HTTP xoct Anpec ysna, kotopomy HanpasneH HTTP-3anpoc
Koa orseta HTTP Koa HTTP-oteeTa
URI URI B HTTP-3anpoce
Useragent Mudopmauma o knvenTe B HTTP-3anpoce
Pedepep Ccbinka Ha npeablayLyto cTpaHuly B HTTP-3anpoce
Mpodunk otBeta I npodunA 0TBETa, KOTOPbLI BO3BPALAETCA KNNEHTY, ecnu ero HTTP-3anpoc 6bin 3a6r poBaH npodunem HOCTH
Unentudukatop p YHuKanbHbl naeHtugukatop HTTP-3anpoca

KapTouka aTtaku

Mo HaxaTuio Ha CTPoKy cpaboTasiuero WAF-npoduns 0TKpLIBAETCA KapTOUKa C NoAPOGHOH UHOopMayueit o cpaboTasiiem WAF-npasune, UCTOYHUKE W HA3HAYEHMHM 3aNPOCa, NaKkeTe SKCNepTU3bl, B COCTAB KOTOPOro BXOAUT cpaboTasiuee
WAF-npasusio, u ApyrumMu CBEAGHNUAMM.

e UserGate WAF Jawbopabl  Atakm  [IMarHOCTMKAE M MOHUTOPUHT  YKypHanbl W OTYETHI Q_ Admin ¥ Py » [
Atakn
fo) < » @ DprofileType = ‘waf x F o m (=] = o
Texywmii mecay, ¥ OBHORNATL BPYYHYIO ¥
# Bpems Tun npoguns Haaganue npoguns WAF-cnoi MonpobHee X 3akpoiTe
1 21 ceHTAbdp... WAF Waf profile Predictable...
2 21 ceHTaAbp... WAF Waf profile Predictable... *  Gpabotasumii npoduns
3 21 ceHTABp... WAF Waf profile SQL-Injecti... Tun npoguns: [ WAF
H - F Waf profile
4 21 ceHTAbp... WAF Waf profile Predictable... assanue npopuna: [
DNeiicteue: © Deny
5 21 ceHTabdp... WAF Waf profile SQL-Injecti...
Npoduns oteeTa: [ Unknown
6 21 ceHTAbp... H WAF Waf profile Predictable...
7 21 ceHTAbp... H WAF Waf profile Predictable... Cpaborasuiee npasuno
Y] : o it
g 21 ceHTAbp... WAF Waf profile Predictable... poBere yrpose! peanmi
WAF-cnon: [ SQL-Injection
9 21 ceHTAbp... WAF Waf profile Authenticat...
ID: 200002791
10 21 ceHTAbp... H WAF Waf profile Predictable...
HazBaHue: NoSQL Injection /_all_dbs (URI)
11 21 ceHTAbp... WAF Waf profile Predictable...
12 21 centabp.. WAF Waf profile Predictable... *  Mpuunna cpabatbisanns [
13 2lcentaép. EN  WAF waf profile HTTP Cons... url.path: /_all_dbs
14 21 ceHTAbp... WAF Waf profile Cross Site ...
15 21 cenTabp... WAF Waf profile Vulnerabilit...
16 21 ceHTAbp... H WAF Waf profile Cross Site ...
17 21 ceHTAbp... WAF Waf profile Vulnerabilit...
18 21 ceHTAbp... WAF Waf profile Cross Site ...
“ Dawnbie [
19 21 ceHTaAbp... H WAF Waf profile Detection E...
OpWrMHanbHbIi 3anpoc OTBET OpurvHanbHbIA oTBET
20 21 ceHTABp... H WAF Waf profile Detection E...
) GET /_all_dbs HTTP/1.1
21 21 ceHTAbp... H WAF Waf profile Detection E... Host: 172.23.49.215:80
. User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
22 2lcentabp. EH  WAF Waf profile Detection E... AppleWebKit/537.36 (KHTML, like Gecko) Chrome/127.0.0.0
. Safari/537.36
23 21 ceHTABp... H WAF Waf profile Detection E... Accept: application/json
S Accept-Encoding: gzip
K < Ctpanuua |1 TR > » (& Beero: 495

B kapTouKe atakv npeacTasneHa MHGOpMaL A, NO3BONAILAA aHANM3MPOBAaTL NPUUKHY cpabaTsiBaHa WAF-npasuna 1 obneryaiolan nouck NoxHbIX cpabatbisanmit. B cekunn MpuunHa cpabaTbiBaHUA OTOBPaXAOTCA NOACBEUEHHbIE
3HAUYEHWA UNK PparMeHTsbl 3anpoca, Ha KoTopbix cpaboTano WAF-npasuno. B paae cryyaes noacseTka He npumenaeTca. Hanpumvep, ecnv WAF-npasuno cpa6otasno npu o6palleHnm K onpeaeneHHoin BubimoTeKe, B CEKUMK yKasbiBaeTca
o6Ljan NpuunHa 6IOKMPOBKM.

B cekuunu JlaHHbIe coaepxaTca CBEAEHUA O 3arnpoce W/unu oTeeTe, Ha KoTopbix cpabotano WAF-npasuno. Ha Bknaaxke Opur v 3anpoc CA 3anpoc K oMy Be6-pecypcy, noct i B UserGate WAF. Bknaaka
OpHruHanbHBbIA OTBET COASPXKUT 3aroNoBKM W OPUTMHANLHOE TeNo OTBETA OT 3aLlMLIAeMOoro Be6-pecypca 1 CTaHOBUTCA AOCTYNHOM, ecnn WAF-npasuno cpadotano Ha atom oteete. Ecniu WAF-npasuno ¢ 6r Vi ieficTBUEM Cp 10
Ha 3anpoce, 3Ta BKnaaka He 6yaet aoctynHa. Ecnn B UserGate WAF oTBeT 6bIn MoandUUMpOBaH (Hanpumep, 3 Hero Bbina yaaneHa yyBcTBUTeNbHAA MHOPMauns), Ha Bkiaake OTBET 0TOOPa3MTCA M3MEHEHHbIN BapHaHT, a Ha BKiaake
OpurMHanbHbI OTBET — OTBET 210 ero Moandukaumum B UserGate WAF.

KapTouka cpa6oTaBiwero JSON-npodpuna unu XML-npodpunsa

Mo HaxaTuto Ha cTPoKy cpadoTasiuero JSON-npoduna unu XML-Npoduna oTKpbIBaeTCA KapToyka ¢ NoApPOBHO HdOpMAaLnelt 00 UCTOUHMKe W HasHaueHnu 3anpoca, HTTP-meToae, Koae oTBeTa 1 Apyrix napaMeTpax.



e UserGate WAF Haw6opabl  Atakm  [IMarHOCTMKa M MOHWTOPWMHI  JKypHanol M oTYeTel  HacTpoiiku Q Admin v Py = o~

ATakn N
@ « » (@ so 29 =2 =- (e
Bc# pema ¥ O6HOBNATDL BPYYHYID ¥
# | Bpems Tun npody [ n. | IDnp I Toapohee X JaKkpbiTo
1 18 ceHTabp.. ? XML xml profile Het Unknown
A -
2 18 ceHTabp... ? JSON Json profil... Het Unknown Cpaboraswmii npoduis
3 18 ceHTAOp... ? JSON Json profil... Her Unknown Tun npoguna: f JSON
H N Json profile
4 18 ceHTabp... ? XML xml profile Het Unknown a3sarve npoduna: [
LeAcTaHe: ° Deny
5 18 ceHTabp... ? JSON Json profile Het Unknown
Mpoduns oTeeta: [ Unknown
6 18 ceHTAGp... ? XML xml profile Het Unknown
“n 6 A
7 18 ceHTabp... ? JSON Json profile Het Unknown puumta cpabatinakma - [
8 17 ceHTabp... ? JSON Json profile Het Unknown Gl
9 17 ceHTAGp... ? JSON Json profile Het Unknown
10 17 ceHTabp.. ? JSON Json profile Het Unknown
11 17 ceHTabp... ? JSON Json profile Het Unknown
12 17 ceHTabp... ? JSON Json Profil... Het Unknown !
13 17 ceHTabp... ? JSON Json profile Het Unknown “ fawwe O
14 17 cenTabp.. ? JSON Json profile Het Unknown ~ .
OpurMHanbHbli 3anpoc | OTseT  OpHrMHanbHbIl 0TEET
15 17 cenTabp.. ? JSON Json profile Het Unknown
POST / HTTP/1.1
16 17 ceHTABp... ? JSON Json profile Het Unknown Connection: keep-alive
Host: 172.26.11.231
17 17 ceHTAdp... ? XML xml profile Het Unknown Content-Type: application/json
Content-Length: 353
18 17 ceHTABp... ? JSON Json profile HeT Unknown
19 17 ceHTAdp... ? JSON Json profile Het Unknown
O fid" 1,
"username™"Tom",
« < CrpaHuua | 1 ER > » (& Bcero: 24

B cexuum Mpuunna cpabaTbiBaHUA MOryT OTOBPAXATLCA 3HAYEHNA MM BPArMEHTBI 3anpoca, Ha KOTopbIX cpadoTan NPodHusbL 6e30NacHoCTH.

B cexunu [laHHBIE COAEpXaTCA CBEAEHMA O 3aNpOCe W/Mnu OTBETE, Ha KOTOPbIX cpaboTan npodunb. Ha Brknaake Opuri # 3anpoc oto6p 3anpoc K oMy Be6-pecypcy, nocTynueLunii B UserGate WAF. Bknaaka
OpHruHanbHbIA OTBET COASPKUT 3arofoBKM M OPUrMHaNbLHOE TEeNo 0TBETa OT 3allMUIaeMOoro BE6-PeCypca M CTaHOBUTCA AOCTYNHOM, eCnu Npoduib cpadoTan Ha 3Tom oTseTe. Ecnv npodunb ¢ GrokupyroLmm AeiicTeMeM cpaboTan Ha sanpoce,
BKaZKa oTBeTa HeaocTynHa. Ecnu B UserGate WAF oTBeT 6bin MOAMHULMPOBaH (HanpuMep, M3 Hero Geina yaaneHa uyBcTBUTENbHAA MHGOPMALWA), Ha Braake OTBET 0TOGPA3NTCA U3MEHEHHBIN BAPUAHT, a Ha BKNaake OpUrHHanbHbIH
OoTBeT — 0TBET 210 ero Moandukaumm B UserGate WAF.



Daw6opabl



Pa6ora c paw6opaamu u BugKeTaMU

Product: WAF
Version: 7.7.x

B UserGate WAF MOXHO OTCNI@XuBaTh TEKylliee COCTOAHME YCTPOMCTBA, 06eMbl TpaduKa, NPOXOAALLEro Yepes Hero, paboTy cUCTeM GpUILTPALIMM, CTATYC SIMUEH3UM U Pa3NUyHbIE CTATUCTUYECKHE AaHHBIE, CBA3AHHbIE C CETEBOW
6e30MacHOCTBI0. OTH AaHHbIE NPEACTaBNEHb! B BUIKETAX Ha CTpaHuue Jawbéopasl.

Mp pocmoTp 1 naw6opaos AOCTYNHLI, €CNU B NPodUe A0CTyNa BalLei y4ETHON 3anUCH HAaCTPOEHLI COOTBETCTBYIOLIME Pa3peLLeHNs.

Bbi MOXeTe 106aBNATL HOBbIE AaWBOPALI, NEPEUMEHOBbIBATL UX U YAANATb, BbIOUPATL HYXHbIE BUIKETLI U3 NOCTABNAEMBIX C NPOAYKTOM KOMMEKUUI, UMEHATL COCTaB BUAKETOB Ha Aawwbopaax, ux pacnonoxeHue 1 pasmvep. B UserGate WAF
€eCTb ABa TUNa AaWGopAos:

o N NOC npeg anA p BUDKETOB M3 KONnexkunu LIeHTp ynpaBneHna ceTbio, KOTopble MOryT CoAepXaTb MH(POPMALMIO O 3arpyske CeTeBbix MHTEPMENCOB, cTaTyce nuuy , 0BHOI W Apyrve faHHble,
CBA3AHHbIE C TEKYLLUM COCTORHUEM YCTPOWCTBA.

« Ha naw6opae WAF Bbl MoXeTe pasmelLarb BUAXKETbI 13 KO! umn WAF c A N C ceTeBo HOCTb10. DUNLTPbI, PACMONOXEHHbIE B BEPXHEH YacTK 3TOro AalbopAaa, NO3BONAIOT HACTPOUTL OTOBPaXeHHe
NaHHbIX ANA BCEX BUMKETOB, KOTOPbIE 100aBNEH! Ha 3TOT Aawb6opa. Hanpuvep, HacTPOMB GUALTPLI, Bl MOXETE NPOCMOTPETL AaHHbIE 3a NOCNIEAHHI MECAL| N0 BbIBPaHHOMY TMNa atak. COPTUPOBKA 3aMM1Cei Ha BUMKETAX C MHAMKaLMeR
YPOBHA YIPO3 BLINONHAETCA MO CREAYIOLLEMY MPUHLMNY: CHAYaNa OLEHNBAETCH, YrPO3kl KaKMX YPOBHEN BLIABNEHLI 33 BbIGPaHHBIA NEPUO/ BPEMEHH, 3aTEM BLINOMHAETCA COPTUPOBKA MO KOMMYECTBY YrPO3, HAYNHAA C MaKCUMATLHO
BbICOKOrO ypOBHA. Hanpumep, ecnu 3a BbiGpaHHbIi NepyoA BpeMeHU Obini BIABEHBI YrPO3bl CPEAHETO0 U HU3KOrO YPOBHA, NepBan 3anuck B PeiTuHre ByneT 0ToOpaxaTh MaKCMMasbHOE YMCHO YTPO3 CPEAHENO YPOBHS, AaXe eCu UX
ByneT MeHblLUe yrpo3 HU3KOrO YPOBHS.

e UserGate WAF DAWGOpABI  ATaku  [IMArHOCTHKA M MOHUTOPUHI  DKYDHansi M OTUETHI  HacTpOiku Admin ¥ Py w [}
Haw6opael @ fodasus ' Pegaxtvposats () YaanuTs BOCCTaHOBUTB AWBOPA N0 YMONYaHMIO
WAF | NOC
BPeMA PaGoTLI: 19 4, 56 MHH. © MoGasTs BwpKeT ) OfHoBHTE 06HOBATS BpyHYID ¥ CHHYPOHH30BETL DAOHKU
CrpaneiBee v | | Tanei araw: Bee v Saupiaemsie pecypenr: Bee w | | Kol cocrommmi: Bee v Merope: Bee v YaseumocrwBee v | | Tewpuyii mecay v
Ceoka Tekylve 3HaueHuA /ATaKi M0 YPOBHIO YTPo3I
9.46K 9.13K 0 0 0 [ ] [ ]
3anpocos ATak . 3anpocos/c - ATEK/C MpeaynpexasHuit/c Huskwid  Cpegwwii  Buic
YassamocTw (CVE) o X Koyl COCTOSHMiA AN Tpagmia o X Tuno: atax o X
Tane: ara Konmueereo Ko cocromsi Kommecrao Tane: ara Avaw
CVE-2016-4462 0 2 Cross Site Scripting (XSS) [ 12 ]
CVE-2024-38472 200 338 Server Side Code Injection [ 1 ]
403 9124 SQL-Injection [ ¢ ] 2]
Command Execution =
HTTP Respanse Splitting
LDAP Injection [ 2 ] 1]
XXE
Predictable Resource Location [ 2 |
Detection Evasion [ 79 ]
Trojan/Backdoor/Spyware
B 6noke CBOAKa NpeACTaBneHbl AaHHLIE O 3anpocax, atakax v npeayny , 3ad )BaHHBIX 33 BbIOpaHHbIM Nepuoa Bpemenn. B 6noke  Tekylyue 3HaUEHUA 0TOGPAXAECTCA CPE/IHEE KOMIMUYECTBO 3anpocoB, aTak M NpeaynpexaeHuii 3a
CcexyHay.

M3 HEKOTOPLIX BUIKETOB M3 KonneKyn WAF 10 HaXATHIO Ha HY)XHYIO CTPOKY Bbl MOXETE NEpeiTy Ha CTpaHuLy ATakM, 4ToGbl IPOCMOTPETL NOAPOGHYIO MHDOPMALIMIO, OTHUNLTPOBAHHYIO N0 BeIBPaHHOMY 3HaueHuio. Hanpumep, ecnu B
BumkeTe TUnbl atak Bel HaxmeTe SQL-Injection, oTkpoeTcA cTpaHuua ATaku, Ha KOTOpo# ByayT OTOOpaxeHbl BCe 3aMuCH, KacaloLLMecA 3TOro TUNa aTaky, 3a BblGpaHHbIi Neproa.

MpumeuaHueB BuAXETaX C rpadMKaMy TaKKe MOXHO BbIASNMTL YaCTb NEPUOAA, YTOOLI NOAPOOHEE 03HAKOMMTLCA C ONPEAENEHHON YacTbIo rpaduka. BosspalleHue K MCXOAHOMY MacLUTady BINOMHAETCA N0 ABOMHOMY HAXATHIO NIEBOM KHOMKOM
MbILUX.

MpumeuaHuneB BuXeTe KONKMUECTBA 3aNPOCOB U3 Konnekyun «WAF» yunTteiBatotca Bce HTTP-3anpockl (RPS), kotopele aownu Ao UserGate WAF.



UHTepdenc KomaHAHOW CTPOKU



O6wue nonomeHna



O6wue nonomenun (Onucaxue)

Product: WAF
Version: 7.7.x

UserGate WAF no3sonfeT npou3BoA1TL HACTPOWKK YCTPOICTBA C NOMOLLIbIO MHTepdeiica komaHaHo! cTpoku, unn CLI (Command Line Interface). C nomouybto CLI aAMUHACTPATOP MOXET BbINOSMHNATL PAA ANArHOCTUHECKMX KOMaH/, TaKUX, KaK
ping, nslookup, traceroute, NPOU3BECTH CeTEBbIE HACTPOKM YCTPOUCTBA, HACTPOMKM NOMMUTUK 6E30NACHOCTH, a TaKKe Nepesarpy3uTb UK BbIKITIOUMTL YCTPOHCTBO.

CLI nonesHo UCnonb3osaTh ANA AMArHOCTUKM CETEBbLIX NPOGMIEM MK B Cry4ae, Koraa A0CTYN K BEB-KOHCONM YTEPAH, HAanpUMep, HEKOPPEKTHO YKasaH IP-aapec uHTepdenca Uk OLWNMBOYHO YCTaHOBMEHb! NapameTpbl KOHTPONA A0CTYNa ANs
30HbI, 3aNPELLaloLLIME NOAKTIOYEHHE K BEO-UHTEPDEICY.

MoakntoueHue K CLI MOXHO BLINOMHUTL Yepes cTaHAapTHbIe nopTel VGA/Knasnatypsl (Mpu Hanuuum Takux noptos Ha obopyaosaun WAF), uepes nocneaoBatenbHbIi NOPT Unu ¢ noMoLysto SSH no cety.
BHUMaHWe Ecnv yCTPOICTBO He NPOLLNO NepBoHaYanbHY0 MHULManu3aumio, To Ana Aoctyna k CLI HeoBxoAnMO UCNonb30BaTh B KAYECTBE MMEHH Nonb3osaTens Admin, B kauecTse napona — usergate.

Jina noaknioyerua k CLI ¢ uCnonb3oBaHeM MOHUTOPA W KNaBUaTypbl HEOOXOANMO BLINONTHUTE CNEAYIOLLIME Laru:

HaumeHoBaHune Onucanune

LLlar 1. MoaxnounTs MOHKTOP W KnasuaTtypy kK WAF. ||Moaxniounts MoHUTOp K pasbemy VGA(HDMI), knasuatypy k pasbemy USB

LLlar 2. Boitu B CLI. Boittn B CLI, ucnonb3ys uma 1 napons nonb3osatens ¢ npasamu Full administrator (no ymonuanuio Admin)

[Ana noaxntoueHnsa K CLI ¢ Mcrnonb3osaHMem nocneAoBaTesnbHOro nopTa He0BXOANMO BINOMHUTL CrieAyloLMe Wwark:

HaumeHoBsaHne Onucanune
LLlar 1. MoaknounTbCA K o . .
WAF Wcnonb3ya cneunanbHelit kabens AnA nocneAoBaTenLHOro nopta unu nepexoaxuk USB-Serial, noakniounTs cBoi komnbiotep kK WAF
LLlar 2. 3anycTuTts 3anycTUTb TepMMHar, MO3BONAIOLMI NOAKMIOYEHMe Yepes NocneaoBaTenbHLI NopT, Hanpumep, Putty ana Windows unu minicom ana Linux. YcTaHoBUTL NOAKNIOYEHNE Yepes NoceAoBaTeNbHbIi NopT, ykasas
TepMuHan. napameTpel noakntouexua 115200 8n1
LLar 3. Boitu B CLI. Boittn B CLI, ucnonb3ys uma 1 napons nonb3sosatens ¢ npasamu Full administrator (no ymonuyawuto Admin)

Jna noakniouerus K CLI Mo ceT ¢ Mcnonb3osaHnem npoTokona SSH Heo6X0ANMO BLINOMHUTE CrieayloLMe Wark:

HanmeHoBaHue Onucanve

LLar 1. Pagpewuts aoctyn K CLI

(SSH) ans BbIBPaHHO 30HbI PaspetwmTb focTyn Ang npoTokona CLI no SSH B HacTpoiikax 30HbI, K KOTOPOW Bbl COGMPaETeCh NOAKMIOYATLCA ANA ynpasneHua ¢ nomobio CLI. Byaet otkpsiT nopt TCP 2200

3anycTuTh y cebs Ha komnbloTepe SSH-Tepmunan, Hanpuvep, SSH ana Linux unu Putty ana Windows. YkasaTk B kauecTse aapeca aapec WAF, B kauecTse nopTa noaxiouenna — 2200, B kauecTse

Lular 2. 3anycTuts SSH-TepMuHan. MMeHM nosb3oBaTena — uMA nonb3osatens ¢ npasamu Full administrator (no ymonuyanuio Admin). ina Linux koMaHAa Ha NOAKMIoYeHWe N0MKHA BbIMMAAETb TaK:

ssh Admin@IPWAF -p 2200

LLiar 3. Boittu B CLI. Boiiti B CLI, ncnonb3ya naposnb nonb3oBaTens, ykasaHHOro Ha NpeabAyLeM ware

Mocne ycnewwHo# asTopusauuu B CLI NoABKTCA CTPOKa, OXMAAlOWAA BBOAA KOMaHAb! (PEXUM AMArHOCTUKA U MOHMTOPHHIA). [lNA NPOCMOTPa TEKYLLIMX BOSMOXHbIX 3HAUEHHI1 N aBTOAONONHEHUA HEO6X0AMMO UCNoNb3oBaTh  Tab unu 2.
JocTynHel:

traceroute — TpaccupoBKa CoeAMHEeHUA A0 ONPeAenE&HHOro xocTa.

shutdown — soiknioderne WAF.

show — npocmoTp ceTeBbix HAaCTPOEK, MOHUTOPHHT Tpaduka, LLDP.

clear — o6Hosnexue uHdpopmaymum OSPF n BGP.

check-geoip — nposepka npuHaanexHocTu IP-aapeca no Tekyujen 6ase GeolP.

« ping — BbINONHEHHeE ping ONpeAen&HHoro xocTa.

reboot — nepesarpyska WAF.

date — npocMOTp TeKyLMX AaTkl ¥ BpEMeHH Ha cepeepe.

exit — BbIXOA U3 KOMaHAHO CTPOKM.

netcheck — npoBepka A0CTYNHOCTH cTopoHHero HTTP/HTTPS-cepsepa.

configure — nepexoa B pexum KoHdUrypaumm.

« dig — nposepka 3anucu DNS-aomeHa.

JlaHHble KOMaHAbI AOCTYMHbI B PEXMME KOH(UrypaLmn; noapobHee — B P « Komanzbl execute» v «KomaHabl AMArHOCTUKM U MOHWTODMHIA».

JInA oTMeHbI BBOAA TeKyLLen KoMaHAabl Ucnonb3yeTtca covetanue Ctrl + C; anA npocmoTpa ucTopun komana — 1, |.
Bce KoMaHAbl UHTepdeiica KOMaHAHOM CTPOKN UMEIOT CeayHoLLyto CTPYKTYpY:

<action> <level> <filter> <configuration_info>

rae:

<action>: AeiACTBIE, KOTOPOE HEOBXOANMO BLINOMHMTL.

<level>: ypoBeHb KOHMUrypaLmm; ypoBHM COOTBETCTBYIOT paszenam BeG-uHtepdeiica WAF.

<filter>: naeHTUPMKATOP 06 BEKTA, K KOTOPOMY NPOUCXOAUT OBpaLLEHME.

<configuration_info>: aHaueHue napameTpoB, KOTOpbIe HEOBXOANMO NPUMEHNTL K 06bEKTY <filter>.

CLI noanepxu1BaeT BBOA KOMaH/bl B HECKOMBLKO CTPOK (MHOTOCTPOYHbIM BBOZA). [lNA nepexoAa Ha HOBYHO CTPOKY HE0BX0AMMO A06aBuTh "\" B KOHLe CTPOKK. HaunHas co BTopoil cTpoku BeoA "\" HeoGA3aTeneH; YTo6kl 3aBepLUnTL BBOA
HEOBX0ANMO BBECTU OAHY MYCTYHO CTPOKY:

Admin@nodename# set users user example \
... name username1

... enabled on

... groups [ "Default Group" ]

Admin@nodename##


https://docs.usergate.com/rezhim-konfiguracii-(opisanie)_3352.html#%D0%9A%D0%BE%D0%BC%D0%B0%D0%BD%D0%B4%D1%8B_execute
https://docs.usergate.com/komandy-diagnostiki-i-monitoringa-(opisanie)_3351.html

KomaHabl, OCTYNHBIE A0 NepPBUYHOI MHMLManU3aluum yana



KomaHael, focTynHele A0 nep yana (Of

Product: WAF
Version: 7.7.x

Ecnu ycTporcTBO He NPOLLNO NepBoHavabHyK0 MHMLManmM3aumio, 7o 8 CLI AOCTYNHLI KOMaH/bl AMArHOCTUKM U MOHWTOPUHIA, a B peXxuMe KoHdurypaumu CLI — ToNbKo KOMaHALl HACTPOKK CeTH, T.e. HAaCTPOHKa 30H, MHTEP(ENACOB, L0308 1
BUPTYanbHbIX MapLLPYTM3aTOPOB, & TakKe BKIIOYEHME/OTKoUeHHWe yAanéHHOro A0CTyna K cepsepy radmin-emergency.

ﬂOCTyHHbIe KOMaHAbl B peXuMe AUarHoCTUKHU

KomaHAb! AMarHOCTHKK NO3BONAIOT MPOCMOTPETb CrieaytoLee:

[loCTynHOCTL CeTeBbIX PEcypcos.

CTatucTuky 1 MHpopmaLmio 06 MHTepdeiicax.

WHdpopmayuio o 3anucax ARP.

MOHHTOPHHT Tpaduka.

MHdopmauio 0 MapuipyTax.

OTo6paxeHHe CUCTEMHOM MHDOPMALIUM.
« [lnarHocTuky padoThl MPOTOKOMOB AMHAMUYECKO! MapLUPY TU3aLIUK.

Moapo6Hee o CMHTaKCUCe W NpUMepaXx UCMOoNb30BaHKA KOMaHA AMArHOCTUKM — B pasaene « KOMaHAbl AWarHOCTUKN U MOHUTODUHIa».

ﬂocTyngle KOMaHAbl B pexume KOH¢VII'ypaLWIVI

JInA nepexona B PeXMM KOHMUIypaLu UCMONb3YeTCA KoMaHaa:

Admin@WAF> configure

Mocne nepexoaa B PeXMM KOHPUrypaLuu NpurnalleHe KOMaHaHON CTPOKK ByAeT BbIrAAETb CNeaytowumM o6pasom:
Admin@WAF#

B pexume KOHPUrypaLmm JOCTYNHLI KOMaHAbL! execute (KOMaHbl, KOTOPbIE He OTHOCATCA K HACTPOWKE KOHUrypaLum ycTpoicTea — ping, date, traceroute v T.n.), KOMaHbl HACTPOWKN CETH (HACTPOMKA 30H, MHTEP(EICOB, L0308 U
BUPTYyanbHbIX MapLLIPYTM3ATOPOB), a TAKKE KOMaHALI BKIKOUEHUA/OTKIIOUEHUA YAANEHHOro 40CTyNa K cepeepy radmin-emergency.

Moapo6Hee o cMHTaKcUCe W NpUMepax UCMONb30BaHUA KOMaHA execute — B pasaene « Pexum koHdurypaumm».
MoapoGHee 0 CUHTaKCHCe W NPUMepaXx MCMONb30BaHUA KOMaHA HACTPOVKM CEeTM — B CRedytoLUMX pasaenax:

« KomaHzbl HacTPOViKK 30H.

« KowmaHabl HaCTPOVKK UHTEPHEHCOB .

« KomaHabl HaCTPOViKK LWNIO308 .

« KomaHabl HaCTPOWKY BUPTYaNbHbIX MapLLIPYTM3ATOPOB.

lMoApoGHee 0 CHHTaKCHCE W MPUMEPaX UCTONL30BAHMA KOMaH/ BKITIOYEHHA/OTKIIOUEHUA yAaNEHHOMO A0CTyNa K cepaepy radmin-emergency uuTaiTe B pasaene HacTpoiika ynpaBneHus yCTpOACTBOM.

MoapoGHee o NepeoHaYanbHOM MHULMANKU3aLMK yCTpoiAcTBa ¢ nomoLybio CLI uuTaiiTe B pasaene [lepBoHayanbHas MHULMANU3AUNS.


https://docs.usergate.com/komandy-diagnostiki-i-monitoringa-(opisanie)_3351.html
https://docs.usergate.com/rezhim-konfiguracii-(opisanie)_3352.html
https://docs.usergate.com/zony_3366.html
https://docs.usergate.com/interfejsy_3363.html
https://docs.usergate.com/shlyuzy_3365.html
https://docs.usergate.com/nastrojka-virtual6nyh-marshrutizatorov_3364.html
https://docs.usergate.com/bazovye-nastrojki_3357.html#%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0%20%D1%83%D0%BF%D1%80%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%B8%D1%8F%20%D1%83%D1%81%D1%82%D1%80%D0%BE%D0%B9%D1%81%D1%82%D0%B2%D0%BE%D0%BC
https://docs.usergate.com/pervonachal6naya-inicializaciya-(opisanie)_3350.html

MepBoHayanbHana UHMUMaANU3aUuA



Product: WAF
Version: 7.7.x

MepsoHauansHaa uHuumanusaumio UserGate WAF ¢ UCNIOnb3oBaHUeM MHTepgEeca KOMaHAHON CTPOKN MOXHO MPOU3BECTH HECKOMBKMM COcCoBamu.

YcTaHOBKa Kak rmaBHOro y3na.
Jna HacTpoiiku UserGate WAF B KayecTBe rnmaBHOro y3na UCMonb3yeTcA KomaHaa:
Admin@nodename# execute install master

Heo6xoanmo ykasate napameTpsi:

MapameTp Onucanune
login 3anathb NOrMH aAMUHUCTpaTopa
3anate Naposnb YYETHOM 3anucK aAMMHKCTpaTopa.
password
YkazaHue naposiA Tawke A0CTYMHO Npy HaxaTtu Enter nocne ykasaHua 10rMHa aAMUHUCTPaTopa; HeOGXOANMO ABaXALI BBECTM Naposib y4ETHOM 3anucn




KomaHAabl AMarHoCTMKU M MOHUTOPUHTa



KomaHnabl AMarHocTMKM U MOHUTOpPHHra (Onucanue)

Product: WAF
Version: 7.7.x

KomaHAbl AMarHoCTMKY NO3BONAIOT MPOCMOTPETL crieaytollee:

[loCTynHOCTL CeTeBbIX PEcypcos.
CTatucTuky 1 MHpopmaLmio 06 MHTepdeiicax.

WHdpopmayuio o 3anucax ARP.

< N

notc) NaKeToB Mo yCTaHo! Hb

MOHUTOPUHT TpadHKa.
MHdopmaumio o MapipyTax.
OTOBpaKEHHe CUCTEMHOM MHPOPMALMUA.

[JnarHocTuky pa6oTel NPOTOKONOB MaPLLPYTU3aLMM.

Ba3oBble KOmaHAb! ynpaeneHus

JInA NpocMOTpa TekyLMX AaTkl U BDEMEHH Ha y37e UCTOMb3yeTCA KoMaHAa:

Admin@nodename> date

Jinf nepesarpyaku yana UCnosb3yeTca KomaHaa:

Admin@nodename> reboot

JInA BLIKNIOYEHNA y3Na MCMONb3yeTCA KOMaHaa:

Admin@nodename> shutdown

JinA nepexoaa B PeXMM KOHMUIypaLMK yana UCrosb3yeTcA KoMaHaa:

Admin@nodename> configure

Jna seixoaa u3 nHTepdeiica CLI ucnonbayetca komanaa:

Admin@nodename> exit

KomaHnabl NpoBepKU AOCTYNMHOCTU CeTeBbIX pecypcoB

JinA NpoBepKM A0CTYNHOCTM ONPeAeNeHHOro XocTa YyTUANTON ping MCNONb3yeTcA KoMaHaa:

Admin@nodename> ping <parameters>

C KOMaHAO# MOryT UCMONb30BaTLCA CREAYHOLLME NapaMeTpbi:

Mapametp

Onucanue

host

IP-aapec unu aomeHHoe UmA xocTa.

count KonuuecTso oTnpasnsemsix echo-3anpocos. ECniv napameTp He 3aAaH, TO 0TNpaBKa NakeToB OyAeT NpoMCX0AMTb, NoKa CoeaMHeHe He OyaeT npepsaHo nonb3osatenem (YTo6bl npepsaTtk otnpasky: Ctri+C).
interface /Anpec BbIGPaHHOro MHTEpdeiica ByAeT UCNONL30BATLECA B KAYECTBE aAPECa UCTOUHUKA ANA BLINOMHEHNS ping.

interval MHTepsan BpeMeHM, Yepes KOTopbIi ByAeT NPOM3BOANTLCA OTNPaBKA NaKeToB; YKa3LIBAETCA B CEKYHAAX.

mtu Pa3avep mtu oTnpaBnfemblx NakeTos.

numeric He pe3onsuTb MMeHa.

ttl

Bpema U3HM naxkeTa.

OT¢ METOK.

virtual-router

MIMf BUPTYarnbHOTO MaplLUpyTH3aTopa.

JInA TPACCUPOBKYM COEAMHEHMA [0 ONPEAENEHHOMO XOCTa MCTIONb3YeTCA KOMaHAA:

Admin@nodenames traceroute <parameters>

C KOMaHZ0#M MOryT UCMOML30BaTLCA CrieaytoLLMe napameTpbi:

MapameTp OnucaHue
host |P-aapec unu AOMEHHOE UMA XOCTa, ANA KOTOPOro NPOU3BOAUTCA TPACCHUPOBKA.
interface WHTepdeiic, C KOTOporo GyayT OTMPABNATLCA NaKeTbI.
interval  ||Mi # MHTEpBan Mexay nakeTamu.
not-map-ip He uckatb hostname ansa IP-aapeca npu oTo6paxeHuu.
port YkasaTb nopT BMECTO nopta no ymonuyaxuio (1 — 65535).
p nb3osatk ICMP echo.

nA npoBepku AocTynHOCTH cTopoHHero HTTP/HTTPS-cepeepa “cnonb3yeTcA komaHaa:

A
Admin@r

netcheck

C KOMaHZ0M MOryT UCMOMbL30BATLCA CNeaytoLLMe napameTpbi:

NapameTp

Onucanune

address  ||[loMeHHOe UMA xOCTa ANA NpoBepKM AocTynHocT no TCP uan URL ana HTTP.




Mapametp Onucauue

MpoBepka AOCTYNHOCTH NO:
type « http.

« tcp (ecnv nopT He yKasaH, To ucnonbayetca nopt 80).

check-cert ||Mposepka SSL-cepTudmrata.

dns-ip IP-anpec cepsepa DNS.

dns-tcp  ||Mcnonksosanue TCP Bvecto UDP ana DNS-3anpoca.

data Banpoc coaepxumoro caiita. Mo ymMonyaH1io 3anpallmBatoTCA TOSLKO 3arofioBKM.

Makc 7 TaMayT oMU oTBeTa oT BeG-cepeepa.

gent|[MapameTp AnA ykazaHua Tuna Opaysepa (useragent). Ha HEKOTOPbLIX CaiTax MOXET BbiTb PaspeLUeH A0CTYM TOMLKO C ¢ 6p poB. 3HaueHue napameTpa CA B IBOMHBIX KaBbluKaXx.

3

Jina nposepky 3anucy DNS fomeHa MCNONb3yeTcA KoMaHaa:

Admin@r dig

C KOMaHA0# MOryT UCMONb30BaTLCA CNEAYHOLLME NapaMeTpbi:

Mapametp Onucauue

host [[loMeHHOe umA xocTa unu IP-aapec AnA peBepcMBHOTO NoMcKa.

dns Ykasanue IP-anpeca DNS-cepsepa.

lookup |[Mony vmeHn xocTa no IP-aapecy.

tcp Mcnonb3osaHue npotokona TCP Bmecto UDP.

[na nposepku npuHaanexHocTv IP-aapeca no Texyuieit 6ase GeolP ucnonssyeTca komaHaa:

Admin@nodename> check-geoip ip <IP-address>

CraTucThKa U nHpopmauua o6 nHTepdeiicax

Jins 0TOBpaXKeHNA MHPOPMALMK 06 HHTEPDENCaX UCTIONB3YETCA CRIeAYIoLan KOMaHA]:

Admin@nodename> show network interface

JIJ'IH OTOGpa)KeHMH CTaTUCTHUKK onpeaeneHHoro MHTep¢eﬁCa “u MH¢0pMaLMM 0 HéM ucnonb3yeTca creayowan komaHaa:
Admin@nodename> show network interface <interface-name>

Tarke A0CTYMHO 0TOGPaXEHUE TONBKO MHPOPMALIMM UNN TOMBKO CTATUCTUKN MHTepdeica:

Admin@nodename> show network interface <interface-name> type info
Admin@nodename> show network interface <interface-name> type statistics

JinA 0TOBPaXEeHNA CNUCKA YOPAAOUEHHBIX MMEH CETEBbIX MHTEP(HEACOB U COOTBETC mm ¢ azpecos npeal KoMaHaa:
Admin@nodename> show network interfac-mapping

YnopanounsaHue MHTepdEHCcoB NPOU3BOAUTCA B COOTBETCTBUN C HOMEPOM nopTa B WwikHe PCI.

[InA ynanexus cnvcka UCMonb3yeTca CrieaytoLian KomaHaa:

Admin@nodename> clear network interfac-mapping

Mocne nepesarpy3ky yctpoiictea UserGate cnucok 0GHOBMTCA U CTaHET AOCTYMHBIM ANA 0TOBpakeHUA. DTy onepaumio He0OX0AMMO BLINOHATL Nocne AoGaBNeHUA CEeTeBbIX NOPTOB B HACTPOEHHOE ycTpoiicTBo UserGate.

ARP-3anucu
Jna npocMoTpa uHpopmaumu o sanucax ARP:
Admin@nodename> show network arp

Ipu NPoCMOTPE 3anuceit AOCTYNHO UCMONb3oBaHKe GUNLTPOB. MapameTpsl GUbTPALMK:

MapameTp Onucanue

HasBaHue y3na knactepa, ARP-3anucu KoToporo He06X0ANMO 0TOGPa3UTh.

flanee HeobxoauMO ykasaTb UHTepdeNc unu IP-aapec xocta:

Admin@nodename> show network arp node-name <node-name> interface <iface-name>

Admin@nodename> show network arp node-name <node-name> host <ip>

interface |[Haseanue nnTepdeiica WAF.

host IP-anpec ycTpoiicTsa.

mac MAC-anpec ycTpoicTaa.

Admin@nodename> show network arp host <IP-address>

Admin@nodename> show network arp interface <interface-name>

Admin@nodename> show network arp mac <MAC-address>

MpocmoTp 3anuceit ARP Takke A0CTyNeH B pexuMe KOH(Urypauuu; KOMaHzbl MAEHTUYHEI KOMaHAAM B PEXUME AMArHOCTMKU U MOHWTOPHHIa.

anMeHﬂHMeB pexume AMarHoCTUKU U MOHUTOpPUHIa AencTBuA NPOU3BOAATCA C CUCTEMHBIMU 3aNUCAMMU; B PEXUME KOHq)MI'ypaLlMM - CO cTaTUyeckumm 3anucamu ARP.
Jobasnexue ctaTuueckux ARP-3anuceit A0CTYNHO B peXuMe KOH(UrypaLmu C UCNONb30BaHUEM CreAytoLei KoMaHabI:

Admin@nodename# set network arp host <IP-address> interface <interface-name> mac <MAC-address>

TMapameTpbl KOMaHAabI:

MapameTp Onucanune

node-name||Hassarue ysna knacTepa, Ha KoTopom ByaeT cosnana sanucs ARP. [lanee HeoBXoAMMo ykasaTk HasBaHue uHTepdeiica, IP u MAC-aapeca ycTpoiicTea.




Mapametp Onucaune

interface |[Hassanue uHTepdeitica WAF.

host |P-anpec yctpoiictea.

mac MAC-anpec ycTpoicTaa.

KomaHAsl yAaneHus CUCTEMHBIX W CTaTUYeCKUX ARP-3anuceit UMeloT aHanoruyHyio CTPYKTYpY, OT/IMUAETCA AeMCTBUeE, KOTOPOE HEOBXOAUMO BbINOMHUTD:
« clear: ynaneHue CUCTEMHLIX 3aNUCe B PEXUME AMArHOCTUKN U MOHUTOPHHIA;
« delete: ynanenue cratmueckux 3anucen B pexume KOHQUrypauuu.

Manee 6ynet npeacTasneH Gopmart KOMaHA yAaneHus Ha NpUMepe KOMaH/ PeXMMa AMarHOCTUKN U MOHUTOPHHIA.

JinA ynanexua cucTemHown sanucu:

Admin@nodename> clear network arp interface <iface-name> host <ip>

YTo6bl yAanuTL 3anuce Ha Apyrom ysne knactepa:

Admin@nodename> clear network arp interface <iface-name> node-name <node-name> host <ip>

Creaytolan KOMaHAa NO3BOMAET YAANMTL BCE CUCTEMHbIE 3aMMCH Ha 3alaHHOM UHTEpdelce (MOXHO yKasaTb HECKONBKO MHTEpdeNcoB):

Admin@nodename> clear network arp interfaces [ <iface-name1> <iface-name2> ... ]

JnA ynanenua BCcex CUCTEMHBIX 3anucei uHTepdeica apyroro yana:

Admin@nodename> clear network arp interfaces [ <iface-name1> <iface-name2> ... ] node-name <node-name>
OTcnexuBaHUe NaKeTOB

YT06kLI NPOU3BECTM OTCNIENKMBAHWUE NAKETOB, UCMOSL3YETCA CReayloLlan KoMaHaa:
Admin@nodename> show network trace

Byaet oToBpaxeHa cneaytowan uHpopmauma: IP-aapeca MCTOUHUKA U HA3HAYEHMA, NPOTOKOM, HA3BaHUSA NOPTOB MCTOUHMKA U HasHaueHua UserGate, Homepa TCP/UDP nopToB MCTOUHMKA W Ha3HaueHuA. KomaHaa Takke A0CTyNHa B pexume
KOHGUrypauuu.

YT06bI BEIMTH 13 PEXUMA OTCIEXMBAHNA NakeTos - Ctrl+C.
I'Ipaamna OTCNeXMBAHUA NAKeTOB CO3AAl0TCA U HACTPANBAKOTCAH B peXume KOH@HI'VPEL[MM Ha ypoBHe network. ﬂl‘lﬂ €CO3AaHuUA NpasuKnia UCnonb3yeTcA cneayrowan komadaa:
Admin@nodename# create network trace-rules

Janee ykasblBatoTcA CreytoUiMe napameTpbi:

MapameTp OnucaHue

BKno4eHNEe/OTKIIOYEHME NPpaBuna OTCNEeXMBAHNA NaKeTOoB:

lenabled - on.
« off.
name H: p Ecnn P He BbINo 3aAaHo, TO OHO 3aAaéTcA aBToMaTuyecku B popmare: trace_rule_N (rae N — nopsAKoBbI# HOMeEp Co. 0ro np: oTC) naKkeToB).
zones-in (CMIMCOK 30H MCTOYHMKOB TpadHKa.
source-ip-lists ICnincok rpynn |P-anpecos UCTouHMKa nakeTa. MoapoGHee o cosaanuu rpynn IP-aapecos ¢ UCMonb3oBaHWeEM MHTepdeica KOMaHAHOW CTPOKM — B paszene « Hacrtpoiika IP-anpecos».
ip nucok IP-aapecos MCTOUHMKa nakeTa.
dest-ip-lists Cnincok rpynn |P-anpecos HasHaueHuA naketa. MoapoGHee o cospanuu rpynn IP-aapecos ¢ ucnonb3oBaHWeM MHTepdeica KOMaHAHO CTPOKM — B paszene « HacTtpoiika IP-aapecos».

dest-ip-addresses  ||Cnncok IP-anpecos HasHayeH!A nakeTa.

services 'Tun cepuca.

MpuMep KomaHAbl co3aaHua npasuna:

Admin@nodenamei# create network trace-rules enabled on name "Test trace" source-ip-addresses [ 192.168.0.100 ]
Jna peaakTMpoBaHuA Npasuna:

Admin@nodename# set network trace-rules <trace-rule-name>

Admin@nodename# set network trace-rules "Test trace" services [ "[SYSTEM] Any ICMP" |

J:U'IH WU3MEHEeHWA A0CTYNHbI NapameTpsbl, NpeACcTaBNeHHble B TaéﬂML[e Bbllwe.

Y106k NPOCMOTPETHL CYLEeCTBYHOLME nNpasuna OTCNeX1MBaHUA NaKeToB:

Admin@nodename# show network trace-rules

Ans ya: npasuna NaKeToB UCTIONL3YETCA CrIeAyIoLan KOMaHAR:
Admin@nodename# delete network trace-rules <trace-rule-name>
Tarxe AOCTYNHO yaaneHue 3HAYeHUN OTAENbHbIX napameTpoBs npasun. ,ﬂﬂﬂ yAaneHua A0CTYNHbI:

zones-in.

source-ip-lists.

source-ip-addresses.

dest-ip-lists.

dest-ip-addresses.

services.

MoHUTOpUHT TpaduKa
Creaytollan KOMaHaa UCMOMNL3YEeTCA ANA MOHUTOPUHIA TpaduKa:

Admin@nodename> show traffic

Mapametp OnucaHue
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Mapametp OnucaHue

(OTo6paxeHre HHPOPMaUMK O BXOAALLEM M UCXOAALLEM NoToKax. [ocTynHa punbTpauma no:
« source-ip — IP-aapec ucTouHuKa.
« source-port — nopT UCTOHHMKA.
« dest-ip — IP-aapec HasHaueHuA.

flows « dest-port — nopt HasHaueHuA.

vlan-tag — Ter VLAN.

interface-name — HasBaHue uHTepdeiica.

node-name — HasBaHue y3na.

protocol — npotoxon.

(OToBpaxeHne HHPOpMaLUM O COBANHEHMAX (MPOTOKOM M ero HOMEP; BPEMA XU3HU 3anucu; IP-aapeca UCTOUHUKA M HAa3HAUYEHHA, NOPThI UCTOUHUKA M Ha3HaueHHA; IP-aapeca UCTOUHMKA U HA3HAYEHMA, NOPTLI UCTOUHMKA W
HasHaueHus, KOTopble OXMAatoTeA B oTBeTe; cTatyc ceccun (UNREPLIED unu ASSURED); KonnuecTBo nepeaaHHbiX U NPUHATLIX NaKeToB U 6aiTOB; 30Ha MCTOUYHUKA; ABNAETCA /I 3Ta CECCUA CECCHE MBBECTHOTO

WAF nonbsosatens u T.n.).

dunbTpauna AocTynHa no:

« protocol — npotokon.

« source-ip — IP-aapec ucTouHuKa.

« dest-ip — IP-aapec HasHaueHus.

« node-name — HasBaHue y3na.
« expect — oTo6paXeHne HeyCTaHOBEHHbIX COEANHEHHIA:
o on.

o off.

(OToBpaxeHune 3axBaTa NakeTos.

JlocTynHa GpunbTpaUmA No CReayiowwuM napameTpam:

. ination — IP-anpec HasHa

. ination-port — nopt

ipv4-protocol — Homep npoTokona IPv4 (0-255).

capture

interfaces — HasBaHue uHTepdeiica.

protocol — BLIGop npoTokona.

rule — BbIGOP MMelOLLIETOCA NpaB1na N1A 3axBaTa NaKeTos.

source — IP-aapec UCTOYHMKA.

source-port — nopT UCTOUHKKA.

TpUMeEp KOMaHAbI MOHMTOPUHIA Tpaduka:

Admin@nodename> show traffic connections node-name utmcore@dineanoulwer dest-ip 192.168.0.100 expect on

LLDP

MpocmoTp MHdopmaLuu, nonyyerHoit no LLDP (Link Layer Discovery Protocol), A0cTyneH ¢ ucnonb3oBaHueM KoMaHA:
Admin@nodename> show lidp

Admin@nodename> show lidp neighbors

Admin@nodename> show lldp statistics

MapameTpbl KOMaHAabI:

MapameTp Onwucanve

Crincok LLDP-COBMECTMMBIX YCTPOMCTB, HA KOTOPLIX BKIIOYEHA NoaAepkka obbaAsneHua LLDP.
« Chassis ID — naeHTMHUKATOP LIACCH.
« SysName — umA cucTeMbl.
« SysDescr — onucaHne CUCTEMBI, COAEPXKUT MHDOPMALMIO 06 060PYAOBAHMU M ONEPaLIMOHHON CUCTEME YCTPOHCTBA.

. — azipec coceaHero ycTponcTaa (coaepxut aapeca IPv4 v IPv6, Homep uHTepdeiica yKasaHHOro aapeca ynpasneHus).

« Capability — ¢pyHKunM ycTpoiicTBa (HanpumMep, MapLIpyTU3aTop, KOMMYTaTop U T.M.).
« Port ID — naextndukatop nopta ¢ kotoporo 6bin nepeaaq LLDPDU (Link Layer Discovery Protocol Data Unit).
« PortDescr — onucanue nopta.

« TTL — Bpems *u3HW nepeaasaembix naketos LLDP.

CTaTUCTUKA MHTEPdENCOB, B HACTPOMKAX KOTOPLIX Obin yKkasaH npoduns LLDP:
« Interface — Ha3BaHue uHTepdeiica.
« Transmitted — obuiee konmuecTBo Kaapos LLDP, nepeaaHHbix 4epes HTepdENc.
« Received — o6uyee konnuecTso kaapos LLDP, nonyyeHHbIx Ha MHTepdeiice.
statistics « Discarded — 4ucno nonyyeHHbIX Ha 3TOM UHTEpdeiice kaapos LLDP, koTopbie Bbinu 0TOPOLLEHDI.

« Unrecognized — konuyectso kaapos LLDP ¢ HenoATBepAEHHLIM COAEPKMMBIM, NONYYEHHbIX Ha 3TOM UHTepdeiice.

« Ageout — B kaxaom kaape LLDP coaepxuTca nHOopmaumua 0 TOM, HACKONbLKO A0NTO ABMIAGTCA NpaBusibHOM MHdopmauna LLDP (cpok ctaperus). Ecnv B TeueHne cpoKka CTapeHuA HOBbIX KaApOoB He MPUHATO, MHdopMauua
LLDP ypnansetca.

« Inserted — konuuecTBo A0BaBNeHuit 3anucei ¢ MHdopMaLueit o coceanx LLDP.

« Deleted — konunyecTBo yaaneHuit 3anuceit o coceanax LLDP.

[pumeuaHue [ins npocmoTpa UHGOpMayuu, nonyyeHHon no LLDP, cepsuc LLDP fomxeH BbiTh aktuBuposaH Ha WAF (npopunn LLDP  HacTpoeHsl B BUBNMOTEKE SNEMEHTOB 1 aKTUBUPOBAHbI B HACTPONKAX MHTEP(ENCOB).

MapuipyTbl
JaHHbIit pasaen HeoOXoauM AnA NPOBEAEHUA AMArHOCTMKM U MOHWTOPUHA MapLUPYTHOW MHpOpMaumn Ha WAF.
JinA NpocMoTpa BCex MapLUpyTOB, COAEPXALLMXCA B MapLUPYTM3aTOPe N0 YMONYaHHIO, UCMONb3YeTCA KoMaHaa:

Admin@nodename> show network route

NapameTp Onwucanune

ip IP-aapec, MapLupyT 40 KOTOPOro HEOBXOAMMO OTOBPA3UT.
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Mapametp Onucaune

node-name ||BLiGop yana knactepa.

iconnected || MapLupyTel K CETAM, KOTOPbIE NOAKTIOYEHBI HEMOCPEACTBEHHO K MHTepdeiicam WAF. [laHHble MapLipyTel NOMeyeHsl CUMBONIOM C B CiMCKe MapLUPYTOB.

kernel (OToBpaxeHne MapLIpyToB, A06aBNeHHbIX aAMUHACTPATOPOM; MaPLIPYTEI NOMeueHbl cumBonom K B crivcke MapLupyTos.

summary KonnuecTso akTuBHbIX noaKoueHuii u sanuceii FIB (Forwarding Information Base).

ospf (OToBpaxeHne MapLIPyTOB, NOMYYEHHbIX C MOMOLLLIO MPOTOKONA AMHAMMYECKOH MaplupyTHaauuu OSPF. [laHHble MapLupyThl NOMEYeHbl CUMBONIOM O B CIMCKE MapLIPYTOB.
bgp (OToBpaxeHne MapLIPYTOB, NOMYYEHHbIX C MOMOLLLIO MPOTOKOMA AMHAMMYECKOH MapLUpYTH3aLnu BGP; MapiupyTel nomMeyeHs! cumBsonom B B cnincke MaplupyTos.
rip (OToBpaxeHne MapLIPyTOB, NOMYYEHHbIX C MOMOLLLIO MPOTOKONA AMHAMMYECKOH MapLupyTH3alum RIP; MapLupyTel nomedeHsl cuMBoNioM R B cnincke MapLupyTos.

virtual-router||BupTyanbHbii MapLLpYTU3aTOP, MapLLPYTLI KOTOPOro Heo6xoanuMo oTobpasuTs (<vrf-name> | all).

OTobpaneHne cucTeMHoi MHOpMaLUU

JAna npocmoTpa Bepcum MO cucTeMbl UCMoNb3yeTca Komaraa:

Admin@nodename> show system version

Jna oToBpaxeHunn MHPopMaLmMm 0 KonuuecTse akTueHbIX TCP/UDP/ICMP ceccuit Ha cHCTEME UCMONb3yeTca KoMaHAa:

Admin@nodename> show system sessions

JinA 0To6paxeHNA MHHOPMALMM O KONIMYECTBE aKTUBHBIX CECCHH MO OTAEMBHBIM MPOTOKONAM MM BPEMEHHBIM MHTEPBANaM CNoMb3yeTCA KoMaHaa:
Admin@nodename> show system sessions counters [ parameters ]

OUMCTUTL CTATUCTHKY:

Admin@nodenames clear system sessions

JAunarHocTuka paGOTbI NPOTOKOJZIOB MapLipyTusayuu

C NOMOLLbIO KOMaHZ 3TOro pasaena MoXHO NpocMaTpueaTh CoBbITUA debug-noros NPOTOKONOB AMHAMUYECKOH MapLUpPyTU3aLMi. BrnioueHne B debug-nor CoBbITUI KOHKPETHOrO NPOTOKOSIA MPOU3BOANUTCA KOMaHAoM debug B pexumve
KoHurypauuu. MoapobHee — B pasaene «Pexum koHdurypaumy».

AnAa npocMoTpa 3anuceit debug-nora UCNonb3yeTcA KoMaHaa:

Admin@nodename> show log routing
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Pemum KoHdurypauuu



Pemum KoHpurypaumm (onucanue)

Product: WAF
Version: 7.7.x

[nA nepexosa B peXMm KOHPUrypaLmum MHTepdeiica KOMaHAHON CTPOKK UCMONb3YeTCA KOMaHAa:

Admin@nodename> configure

B pexvmMe KOHpUrypaunm npurnalleHme KOMaHAHO! CTPOKM BLIFNAAMT CrieAyioLMM 06pasom:

Admin@nodename##

O6wan cTpyKTypa KOMaHA B peXume KOHpUrypauuu

KomaHAel MHTepgeiica KOMaHAHOW CTPOKM UMEIOT CNIEAYIOLLYIO CTPYKTYpY:

<action> <level> <filter> <configuration_info>

Fne:

<action> — AeHCTBUE, KOTOPOE HEOOXOANUMO BbINOMHUTH;

<level> — ypoBeHb KOHPUIypaLUM, KOTOPBLIY COOTBETCTBYET pasaenam Be6-koHconu UserGate WAF;

<filter> — naeHTMdUKaTOP OGBEKTA, K KOTOPOMY MPOMCXOAT OBpaLLEHHe;

<configuration_info> — 3HaueHue NapameTpoB, KOTOPbIE HEOOXOANMO NPUMEHUTL K OGBEKTY.

HanmeHoBaHue OnucaHve
B pexvme KOHHUrypauui A0CTYNHI Creayiollue AeHCTBUA:
« create — co3/1aHne HOBLIX 0O LEKTOB.
« set— u3MeHeH1e NapamMeTpOB OGTLEKTOB, BKIOUEHUE PA3NMUHbIX NapaMeTpos.
« show — oToBpaxeHne TekyLux 3HaueHmi. MOXHO UCNOMBL30BaTL Ha SIl0BOM YPOBHE KOHHUIypaLuu — OyaeT 0TOBPaXEHO BCE, YTO HAXOAMUTCA MyBKe TEKYLLEro YPoBHA.
« delete — ynaneHue o6beKkTa i1 napameTpa 13 CiucKa napameTpos.
« edit— nepexon Ha Kakoit-NM6o ypoBEHL KOHMUrypaLMK. YPOBEHL KOHMUrypaLmuu ByaeT 0TOGPaKeH N0A KOMAHAHOW CTPOKOW.
« end — nepexo/ Ha OANH YPOBEHb KOHPUIypaLuX Bbillie.
« top — BO3BPAT Ha Camblit BEPXHUI1 YPOBEHbL KOHPUrypaLnu.
« execute — BbINONHEHWE KOMaHA, KOTOPLIE He OTHOCATCA K TeKyLuei KOHdUrypaumm ycTpoicTaa (ping, date, traceroute v T. n.) KomaHaa A0CTynHa HE3aBUCUMO OT yPOBHA KOHHUrypauuu. MoapobHee — B pasaene
«KomaHAel execute».
« export — aKcnopT cepTudukaros. MoapobHee — B passene « Komaabl export».
« import — umnopT KoHdurypaumu. Moapo6Hee — B pasaene « Komauael import».
o exit— BbIXOZ M3 PeXMMa KOHPUrypaLnm.
Hanpumep, AnA npocMoTpa MHbOpMaLmUm 0 BCex MHTEpdeiicax He0BXOANMO BbIMOMHUTL KOMaHAY:
/Admin@nodename# show network interface
C 1cnonb3oBaH1em CrieyloLLiei KoMaHabl MPOU3BOAMTCA Nepexoa Ha ypoBeHb network interface. TekyLuuit ypoBeHb OyneT OTOOPaXeH NoA KOMaHAHOM CTPOKOA:
Admin@nodename# edit network interface
action> Admm@nodename#
Level: network interface
Mocne nepexosa Ha yposeHb network interface AnA oTo6paxeHnA BCex MHTEPHENCOB UCMONb3YETCA KoMaHaa show 6e3 ykasaHus YPOBHA:
Admin@nodename# show
adapter:
port0
interface-name  : port0
node-name : utmcore@dineanoulwer
zone : Management
enabled ron
ip-addresses :192.168.56.3/24
iface-mode :dhep
InA Bo3BpaLLeHun C ypoBHa network interface o6paTtHo Ha 06K YPOBEHb PexUMa KOHPUrypaLin HeoBxoanMmo HabpaTb komanay end Asa pasa:
Admin@nodename# end
Level: network interface
Admin@nodename# end
Level: network
Admin@nodename#
A BO3BpATA HA CaMbiii BEPXHMA YPOBEHb KOHMHUTypaLk C NOMOLLIO OAHOM KOMAHALI MOXHO HCMOMb30BATL KOMaHAy top:
/Admin@nodename# top
Level: network interface
Admin@nodename#
'YpOBHHM B KOMaHAHO# CTPOKE NoBTOPALOT BeG-uHTepdeiic UserGate WAF:
« settings — cooTeTcTBYET pasaeny sed-uHTepdeiica «UserGate» ;
« users — cooTBeTCTBYeT pasaerny Beb-uHTepdeiica «Ionb3oBatenu 1 ycTponcTea»;
« network — cooTBeTcTBYET pasaeny BeG-uHTepdeiica «CeTb»;
« network-policy — cooTaeTcTBYeT pasaeny Be6-uHTepdeiica «MonuTMKM ceTn»;
<level>
« security-policy — cooTtBeTcTBYyeT paszeny sed-uHrepdeiica «Monutuki 6esonacHocTu»;
« waf — cooTBeTCTBYeT passeny Bed-uHteppeica «WAF»;
« global-portal — cootBeTCTBYeT pasaeny BeG-uHTepdeiica «MnobdanbHbii noptans;
« libraries — cooTBeTcTBYET pasaeny Bed-uHTepdeiica «bubnuotekm»;
« logs — cooTseTcTByeT pasaeny BeG-uHTepdenca «narHoCTUKa U MOHUTOPHHI»
MneHTudUKaTOp 061EKTa, K KOTOPOMY MPOUCXOANT oBpaLLeHre. MAeHTUdHUKALIMA NPOMCXOAUT NO MMEHN 0BbeKTa. ECN UMEIoTCA 0GbeKTLI C OAMHAKOBLIMIM UMEHaMM UK y0BHEE HASHTUdULUPOBaTE OGBEKT N0 APYroMy
napameTpy, TO UCMOSb3YIOTCA KPYITble CKOOKM, B KOTOPLIX HEOBXOAMMO yKa3aTk napameTpel (<configuration info>). B pesyneTate Gyaet HaitaeH 0GbEKT, ANA KOTOPOTO COBNAK BCE MOMA, YKa3aHHBIE B KPYITbIX CKOGKaX.
Hanpumep, Heo6xoANMO BLIBECTM MHBOPMALMIO 06 HTepdelice portd Ha Apyrom yane knacTepa. ECu Ucnonb3osaTh KOMaHAy:
<filter> /Admin@nodename# show network interface adapter port0
Bynet otobpaxeHa nHpopmaums 06 uHTepdeice port0 TexyLero yana WAF. HUto6el 0To6pasunTs uHpopmaymio 06 nHTepdence portd Apyroro yana (Hanpumep, ¢ MeHem another_node), Heo6xoAMMO B CKOOKax ABHO
yKasaTb MMA y3na:
/Admin@nodename# show network interface adapter ( node-name another_nodename interface port0 )
BanHo! Kpyrible CKOBKM A0MKHLI ObiTh OTAENEHLI Npobenamm ¢ 06emx CTOPOH




HanmeHoBaHue OnucaHue

<configuration_info>,

Hanpumep, Heobxoaumo cosaarthb IP-nucT B 6ubnuoteke ¢ HasBaHnem New list:

/Admin@nodename# create libraries ip-list name "New list"

/Admin@nodename# set libraries ip-list "New list" ips [ 10.10.0.2 10.10.0.3]

BamHo! KBaaparHsle CKoGK1 A0MKHBI ObITb 0TAENEHb! NpoGenamu ¢ 06enx CTOpoH

YkazaHue napameTpa ¢ aprymeHTom. MapameTp — UMA NOMA, ANA KOTOPOTO HYKHO YCTAHOBUTL aPryMEHT. ADTYMEHT MOXET GbiTb OIMHOUHBIM MM MHOXECTBEHHBIM.

(OAMHOYHBIN apryMeHT — 3HaueHue, COOTBETCTBYIoLIee napameTpy. ECin CTpoka coaepXMT npoGerbl, To HEOBXOAMMO MCMONB30BATh KaBbIUKM.

MHOXEeCTBEHHbIE apryMeHTbI UCNOMb3YIOTCA ANA YCTAHOBKM MHOXECTBA 3HAUEHUH Kakoro-nnbo napameTpa; 3an1chiBalOTCA B KBaAPaTHbIX CKOOKax v pasfensoTcA npodenamu.

Hanpumep, Heobxoaumo B cnncok «New list» 06asuTs IP-anpeca: 10.10.0.2 1 10.10.0.3. MapameTpy ips Heo6xoanMo 3aaaTh aprymeHT [ 10.10.0.2 10.10.0.3]:

KomaHpabl execute

KomaHrael meeT crneayrowyto CTpyKTypy:

Admin@nodename# execute <command-name>

CnuCOK KoMaHA pasaena execute.

Mapametp Onucanue
OuncTka kawa LDAP-3anuceit:
cache
IAdmin@nodename# execute cache Idap-clear
MpoBepka reorpaduyeckoit npuHaanexHocTu IP-aapeca no Tekyuein 6ase GeolP:
icheck-geoip

IAdmin@nodename# execute check-geoip ip <ip-address>

clear-cli-history

\AMarHOCTUKM):

Admin@nodename# execute clear-cli-history
Admin@nodename# execute clear-cli-history modes [ <configure | diagnostic> ]

Ynanenue uctopun komana untepgeiica CLI. MoXHO yaanuTs MCTOPHIO BCEX BBEAEHHBIX KOMaH MHTepdeiica CLI Mk TOMbKO KOMaHA B 0AHOM U3 PEXMMOB PaBOTLI MHTEPGEIiCa (B PEXMME KOHDUTYPALIUM UK B PEXUME

configurate-
cluster

T'eHepauyA CeKpeTHOro KoAa, HeoBX0ANMOTo ANA AOBABNEHNA HOBOTO Y3na B KNacTep KOHGUrypauum:

IAdmin@nodename# execute configurate-cluster generat ret-key

lne:
« secret — KoY ANA reHepauum cekpeTHoro Kona B popmare [0-9a-zA-Z]+#[0-9a-zA-Z]+ (Hanpumep, exampledtkey);
« expiration-time — cpok AelicTBMA KOAa B CeKyHAAX;
« request-limit — cpok AencTBUA 3anpoca Ha reHepauyio koaa.

BaxHo! [lnA UCNONb30BaHWA AaHHOW KOMaHALI HEOBX0AUMO Hanuuue NULeHann Ha moaynb Cluster

date

MPOCMOTP TeKyLMX AaThbl U BPEMEHM Ha y3ne:

Admin@nodename# execute date

dig

Mposepka 3anucu DNS aomeHa:

IAdmin@nodename# execute dig host <hostname> <parameters>
IAdmin@nodename# execute dig host <IP-address> <parameters>

« host — fomeHHoe UMA yana unu IP-aapec AnA PeBEPCHBHOTO NOMUCKA;
« reverse-lookup — nonyuexue umenn yana no IP-agpecy;
« dns — ykasaHue IP-anpeca DNS-cepsepa;

« tcp — ucnonb3osanue npotokona TCP emecto UDP

factory-reset

BOSBpaT yCTpOHCTBa B nepsoHavanbHoe COCTOAHKE:
Admin@nodename# execute factory-reset

Bce AaHHble 1 napameTpel GyayT yTepsHsl. Bepcus MO He M3MEHUTCA: COXPAHNTCA BEPCHA, aKTyasibHaA Ha MOMEHT 3anycKa KoMaHbl

firewall

Mp1MeHeH1e BCex NpaBu MEXCETEBOro 3KpaHa 3aHOBO C 0GPLIBOM TEKYLLIMX CECCHI:

IAdmin@nodename# execute firewall force-changes

license

KomaHaa peructpauuu npoaykra:
IAdmin@nodename# execute license activate <pin-code>

B kauecTBe <pin-code> yKaXuTe KOA aKTMBaUMu NpoayKTa

logs

KomaHaa pa3osoit 0TMPaBKM XypHANOB N0 MMEIOLLEMYCA NPaBHUITY BKCMOPTa XKyPHAOB:

IAdmin@nodename# execute logs send-once <export-log-name>

netcheck

MpoBsepka AocTynHOCTH cTopoHHero HTTP u HTTPS-cepsepa. MoxHo 3aaath crneaytoliue napameTpsl:

address — noMeHHoe UMA yana AnA nposepku AocTynHocTv no TCP unu URL — ana HTTP;

dns-ip — IP-azapec cepsepa DNS;

dns-tcp — ucnonbsosanne TCP Bmecto UDP ana DNS-3anpoca;

check-cert — nposepka SSL-ceptudukara;

type — nposepka AOCTYNHOCTH MO:
o http;

o tcp (ecnu nopT He yKasaH, To ucnonb3yetca nopt 80).

data — 3anpoc CoAEPKMMOro caitTa. Mo yMonUaHMIo 3anpalLMBaIOTCA TONBKO 3arofoBKM;

timeout — maxc 7 TalfiM-ayT oMU oTBeTa OT BeG-cepBepa;

user-agent — napameTp AnA ykasaHusa Tna 6paysepa. Ha HeKoTopbIX caiiTax MOXeT 6biTb paspeLueH AOCTYN TOMLKO € Onp!

Admin@nodename# execute netcheck type tcp address <host-domain-name> data on
Admin@nodename# execute netcheck address <host-domain-name>

6paysepos. 3 napameTpa yKasblBaeTcA B ABOVHBIX KaBbIUKAX.




Mapametp Onucauue

MpoBepka AocTynHOCTH y3na. MoxHO 3aaaTh cneaytolme napameTpbl:

host — IP-anpec unu nomeHHoe UmvA yana.

count — KONMUECTBO OTNPaBnAeMbIX echo-3anpocos. ECnu napameTp He 3a4aH, TO OTNpaBKa NakeTos OyAeT NPOUCXOANUTL, NOKA COeAUHEHUe He ByaeT NpepBaHo Nofb3oBaTenem (AnA NpepbiBaHua He06X0AMMO
Haxarb komBuHaumio knasuw Ctrl + C).

numeric — He onpeAenATb UMeHa.

timestamp — oTo6paxeHne BPeMEHHBIX METOK.

ping

interval — uHTepBan BpemeHH, Yepes KOTOpkLIi OyAeT NPOM3BOAUTLCA OTNPABKA NaKeTOB. YKa3biBaeTCA B CEKyHAaX.

ttl — BpemaA xu3Hu nakeTa;

interface — apec BbIGPaHHOrO MHTEpdEiica ByAeT UCMONL30BATLECA B KAYECTBE aAPEca UCTOUHUKA AN BLINONHEHUA ping;

mtu — MaKcuManbHblii pasMep 610Ka AaHHBIX 0TAPABNAEMbIX NaKETOB;

virtual-router — umA BUPTYanbHOro MapLupyT1saTopa.

Admin@nodename# execute ping host <hostname> count <number>

Mepesarpyska ycTpoicTea:
reboot
IAdmin@nodename# execute reboot

BoccTaHoBneH1e mac-aapeca MHTepdeiica:
restore-mac
IAdmin@nodename# execute restore-mac interface <interface-name>

BbIKio4eHne ycTpoicTea:
shutdown
Admin@nodename# execute shutdown

3aKphITHE CeCccHii aAMUHUCTPATOPOB UK Nonb3oBaTenen:
termination IAdmin@nodename# execute termination <admin-sessions | user-sessions>

MoapoGHee — B pasaene « HACTPOMKA CECCHit aAMMHUCTPATOPOB »

ITpaccupoBKa coeAMHeHUs 10 onpeeneHHoro yana. MapameTpbl KOMaHAb:

host <ip-or-domain> — IP-aapec unu uma aomeHa, ANA KOTOPOro NPOM3BOANTCA TPACCUPOBKA;

interface <iface-name> — unHTepdeiic, ¢ KOTOporo ByAyT OTNPABNATLCA NAKETHI;

not-map-ip — He uckaTk hostname ans IP-aapeca Npu 0TOBpaxeHUH;
traceroute
use-icmp-echo — ucnons3osats ICMP echo;

port — ykasaTb NOPT BMECTO nopTta no ymonuaxuto (1—65535);

min-interval — MUHUMaNbHBI MHTEPBaN MexXAay nakeTamu.

Admin@nodename# execute traceroute host <hostname>

O6HOBNEHHE:
update « software-updates — 0B6HOBMEHME NPOrPAMMHOTO 0BECEYeHNS.

« libraries-updates — o6HoBneH1e 6ubnuoTek. [JocTynHO 0BHOBNEHWE Cpasy BCex GUOMMOTEK UMK OTAENBHBLIX GUBAMOTEK

YacTb NPeACTaBNEHHbIX BbILLE KOMaH/, KPOME KOMaH 0GHOBMEHWUA, PEruCTPaLMK NPOAYKTa, YNPABMEHNA CECCHAMM aIMUHUCTPATOPOB U OYUCTKM KALLA, TaKKe AOCTYMHbI B PEXUME  AMArHOCTUKM U MOHUTOPHUHIA. A UX BLINOMHEHNS
MCnonb3yeTca KoMaHaa:

Admin@nodename> <command-name>

KomaHab! import

MmnopT AocTynex B pasaenax «HacTpoiku», «MonuTukM ceTu», «FnobanbHeli nopran».

B pasaenax «Monutuku cetu» (network-policy), «Ino6ankHslit noptan» (global-portal) Bbl MOXeTe MMNOPTUPOBATHL Npasuna, HanucaHHbie Ha UPL. Mpu UCNonb30BaHUM MMNOPTa, BCe CyLiecTaylolMe npasuna OyayT 3aMeHeHb! Ha yKasaHHbIe.
B pasaene «Hactpoiki» (settings) Bl MOXeTe UMNOpTMPOBaTh cepTuduKaTsl. Moapo6Hee — B pasaene « HacTpoiika cepTudUKaTos».

B pasnene «Monutuku ceTu» (network-policy) Bbl MOXeTe MMNOPTHPOBATE NPaBKIa MEXCETEBOro 3kpaHa 1 GanaHcupoBKM Harpysku. Moapo6Hee — B paszienax « HacTpoiika NpaBun MexceTeBoro akpaHa» W «HacTpoiika 6anaHcMpoBKu
Harpysku».

B pasaene «[nobanbHeii nopran» (global-portal) Bbl MOXeTe UMNOpTUPOBaTL Npasuna nyénukaumu. NMoapobHee o co3aaHuu nNpaemn — B pasaene « Hactpoika npasun nyOnukauum ».

KomaHpabl export
KomaHpa ana skcnopta cepTupUKaTtos.

Admin@nodename# export settings certificates <certificate-name>
Admin@nodename# export settings certificates <certificate-name> with-chain on

Bll MOXETe 3KCOpTHPOBaTL CEepTUQMKATSI, BCIO LienouKy cepTudmkatos  CSR:

MoapoGHee 06 ynpasneHun ceptudukaTamu — B pasaene « Hactpoitka CepTUdMKaToB .
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HacTpoiika ycTpoiicTa



Ba3oBble HaCTPONKU

Product: WAF
Version: 7.7.x

HacTtpoiika napameTpoB pa6oTsl CLI

Ha ypoBHe settings cli HacTpauBatoTca cneaytolue napameTpbl padoTel HHTEpdECa KOMaHAHOM CTPOKM:

« BMA CMCTEMHOrO NpurnaeHua (prompt) kokconu CLI;

« YPOBEHb A€TanuU3aunu ANarHoCTUKM.

JNA HacTPOWKN CUCTEMHOrO NpurnawweHusa koHconu CLI ucnonbayeTtca KomaHaa:

Admin@nodename##

set settings cli custom-prompt <new-custom-prompt>

Bbl MOXETE MOMEHATL CUCTEMHOE MpUrnalueHue B koHconn CLI ¢ ycTaHoBneHHoro no ymMonuanuio (Buaa: Admin@nodename#) Ha yaoOHoe BaMm.

Hanpumep, 4To6kl NOMEHATL BUA CUCTEMHOTO NpurnateHna Ha NodeAABBCC, BLINOMHUTE CreayHoLLyto KOMaHay:

Admin@nodename##
NodeAABBCC#

BepHyTb cuctemHoe

Admin@nodename#

set settings cli custom-prompt NodeAABBCC

npurnawex1e B NepBoHaYanbHOe COCTOAHME MOXHO C MOMOLLbIO KOMaHAbI:

set settings cli custom-prompt default

Mpumep 1cnonb3oBaHNA KOMaHAbI:

NodeAABBCC#

NodeAABBCC# set settings cli custom-prompt default

Admin@nodenamef#

Yrobbl 3aaaTh ypoBeHb A€TanM3aumun AMarHoCTUKM UCNOMb3yeTCA Crieaylollan KomaHaa:

Admin@nodename#

set settings cli log-level <off | error | debug | warning | info>

Bbl MOXETe yCTaHOBUTL CrieAytoLiMe YPOBHHM AeTanuaauuu:

off — oTKMouNTB XypHanuposaxwe;
©rror — TOMBKO OLIMOKH;
warning — OLMOKM U NpeaynpexaeHHs;

info — owWMGKM, NPpeaYNPEXASHNA W AONONHUTENbHAA MHPOPMALWA;

« debug — maKkcumanbHan Aetanusauna.

MocMOTpeTh TeKylMe 3HaUeHUA NapaMeTpoB PadoTsl MHTEPQEHCa KOMAHAHON CTPOKM MOXHO C MOMOLLIbIO KOMaHZbI:

Admin@nodename##

show settings cli

HacTpoiika 6a30BbIX NnapameTpoB yCTPONCTBa

HacTpoiika 6a30Bbix

napametpos UserGate WAF BeinonHaeTcs Ha yposHe settings general.

CTpyKTypa KOMaHA ANA HACTPOiKM 6a30BbIX NapaMeTPOB YCTPOMCTBA:

Admin@nodename##

set settings general <settings-module> <parameters>

basoBble NnapameTpel YCTPOHCTBA CrPynnMpOBaHs! B pasaensi.

Pazpen

Onucanue

)admin-
console

MapameTpbl KOHCONY yNpaBEeHUA:

timezone — 4acoBO¥ NOAC, COOTBETCTBYIOLLWI BALLIEMY MECTOMOMNOXEHUIO. YacoBoi NOAC UCMONb3YeTCA B PaCnUCaHUAX, NPUMEHAEMBIX B NPaBUNax, a Takke AnA KOPPEKTHOTO OTOBPaXEHNA BPEMEHHM 1 AaTkl B OTYeTaX,
KypHanax u T.n.

language — A3bIK MHTepdeiica:
o IU — PYCCKMiA;
o €N — aHrMUACKUA.

webaccess — pexum ayTeHTUdUKALMM BEO-KOHCONM:

o password — ayTeHTU(UKALWA N0 MMEHN U NAPOSIHO.
o cert — ayTeHTUdUKauma no X.509-ceptudukary.

web-ssl-profile — BbIGop npoduna SSL AnA NOCTPOEHNA 3aLYMLLEHHOTO KaHana AocTyna K Be6-koHconu. MoapobHee o npopunax SSL — B pasaene « Hactpoika npoduneir SSL».

api-session-lifetime — Bpemna oxnaaHuA ceaHca aAMMHUCTPaTOPa B CeKyHAax

http-connection-timeout — Bpema oxuaaxua ycraHosnenna HTTP-coeal B cekyHaax. 3 no ymonuaxuio — 20 cekyHA. (JoctynHo B Bepcuu M0 7.5.0 u Bbilwe).

http-loading-timeout — Bpems, BblAeneHHoe Ha 3arpy3ky HTTP-koHTeHTa B cekyHAax. 3HaueHue no ymonyaxuio — 60 cexkyHA. (focTtynHo B Bepcun MO 7.5.0 1 Bbilwe)

'server-time

MapameTpbl yCTaHOBKM TOYHOIO BPEMEHM:

« ntp-enabled — BrnOYEHME UK OTKTIOYEHWE Ucnonb3oBaHuA NTP-cepeepoB.
« primary-ntp-server — aapec ocHosHoro NTP-cepsepa.
« second-ntp-server — aapec 3anacHoro NTP-cepsepa.

« time — ycTaHoBka BpemeHu Ha ycTpoiicTee. Bpema ykasbiBaetca B yacosom noace UTC B popmate yyyy-mm-ddThh:mm:ss (Hanpumep, 2022-02-15T12:00:00)

modules

HacTpoiika Moaynei ycTpoiictea:

« lldp — HacTpoiika Ucronb3oBaHMA NPOTOKOa KaHansHoro yposHsa Link Layer Discovery Protocol (LLDP), KoTopblit no3sonseT ceTeeoMy 060pyA0BaHHio, paboTatoLlemMy B fOKanbHOM CeTH, OnoBeLLaTh YCTPOUCTBa O
CBOEM CyLLECTBOBaHHM, NepeiaBaTh MM CBOW XapaKTePUCTHUKK, @ Takke NoMyyaTh OT HUX aHanoruuHyto “Hdopmayuio. Mpu HACTPOIIKE HEOBXOAMMO 3aAaTh SHAYEHUA:

o transmit-delay — 3aaep)ka nepeaayu, ykasbiBaeTca Bpema OXMAaHUA yCTPOMCTBA NepeA OTNPaBKoi 0GbABNEHHU  COCeAnAM nocne uameHeHna TLV B npotokone LLDP unu coctoaHMA NoKanbHOM CUCTEMI,
Harnpumep, U3MeHeH1e MMEHM y3na Ui aapeca ynpasnenua. MoxeT npuHumaTh sHaueHua ot 1 1o 3600. YkasbisaeTca B ceKyHaax.

o transmit-hold — sHaueHne mynbTUnNMKaTopa yaepxaHna. MoxeT npuHumarts sHadenna ot 1 ao 100. Mponsseaerue sHayenHnit transmit delay v transmit hold onpeaenaet Bpems xusuu (TTL) naketos LLDP

cache

IMapameTpb! KILIMPOBAHHUA NPOKCH-CEpBEpa:

« caching-mode — BK/IIOYEHUE MMM OTKITIOYEHNE PEXMMA K3LIMPOBaHHSA.

exclusions — cnucok URL, koTopele He ByayT KaLuMpoBaTeCA. [N yAaneHna UCKIOUEHHI CNOoNb3yiATe KomaHay:
Admin@nodename# delete settings general cache exclusions [ <URL> ]

max-cacheable-size — MaKcUManbHbI pasmep 06BLEKTOB, KoTopbie ByAyT Kalwmposatkes (MB).

ram-size — pa3mep onepaTuBHOW NaMATH, OTBEAEHHbIN Noa KalumposaHue (MB)

log-analyzer

MapameTpel MoAynA c60pa CTaTUCTMKM:

« use-local-stat-server — Ucnonb3oBaH1e NOKANLHON CYXObl XKypHaANMPOBaHUA
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Paznen Onucanue

Hacrpoiika areHta UserGate Management Center.
KomaHaa ana HacTpoiiku:

Admin@nodename# set settings general management-center <parameters>

MapameTpsl:
center apameTp!
« enabled — BrtoueHKne unu oTkoyeHue areHTa UserGate Management Center;
« mc-address — aapec cepsepa UserGate Management Center;

« device-code — yHMKanbHbIi KOA YCTPOCTBA ANA NOAKNIOYEHNA ycTpoiicTea k UserGate Management Center

HacTpoiika pacnucaH1a ckauusaHns 0GHOBNEHMI NPOrPAMMHOTO 0GeCrneyeH!s 1 BUBNMoTEK.

AN 3a/aHUA pacnucaHmns OGHOBNIEHNA NPOrPaMMHOTO 0BecneyeHn:

Admin@nodename# set settings general updates-schedule software schedule <schedule/disabled>

PacnucaHme ckaunBaHus 06HOBNEHUA GUONMOTEK MOKET ObiTb EAUHBIM:

Admin@nodename# set settings general updates-schedule all-libraries schedule <schedule/disabled>

Takke pacnucaH1e MOXET BbiTb HACTPOEHO OTAEMBHO ANA KAXKAOrO dNeMeHTa:

Admin@nodename# set settings general updates-schedule libraries [ lib-module ... ] schedule <schedule/disabled>

updates-
Bpemna sagaetca B crontab-dopmare: <MuHyThi: 0-59> <uacel: 0-23> <aHu mecAua: 1-31> <mecaubl: 1-12> <ann Heaenu: 0-6, rae 0 — BocKpeceHbe>.

Kaxaoe 13 nonei MoxeT 6biTb 3a4aHO CneaytolwmMm 06pasom:
« 3Besgouka (*) — Ana Beibopa BCeX 3HaUeHHit. Hanpumep, B none AnA BBOAA 4aCOB CUMBOS 03HAYAET, YTO PE3EPBHOE KOMMPOBAHME OMKHO BLINOMHATLCA KaXALIA Yac.
« Jledpuc (-) — AnA yKkasaHWA AManasoHa 3HAYeHWN.

« 3anATan (,) — B KayecTse pasAenuTena 3HaueH!N.

« Kocas ueprta (/) — ana wara mMexay

Komanaa Ana npocMoTpa pacnucaHina 0GHOBNEHUIA:

/Admin@nodename# show settings general updates-schedule

HacTtpovika ynpaBneH1s yCTpOWCTBOM

HacTtpo¥ika aMarHocTMku

B 9T0M 6r10Ke Bbl MOXETE ynpasnATe napamMeTpamu ANarHOCTUKK YCTPOMCTBA, HEOBXOANMBIMHU CYKOE TEXHUUECKO! NOAASPKKHM ANA PELLIEHUA BOBMOXHBIX NPoGnem.
lMapameTpbl AMarHOCTHKM CepBepa, HEOBX0AUMbIE CRYKOE TeXHUUECKOH NOAAEPKKM NMPH PeLLeHu Npobnem, 3afaloTCA Ha ypoBHe settings loglevel.

C NOMOLLLIO CIeAYHOLLEl KOMaH/b! Bbl MOXETE YCTaHOBMTL HEOBXOAMMBIA YPOBEHb AeTan13alLum XypHanupoBaHua coBbITHii:

Admin@nodename# set settings loglevel value <off | error | warning | info | debug>

off — BeAeHMe XypHanoB AMAarHOCTHKM OTKIIOYEHO;

error — XypHanupoBaTh TObKO OLWKMGKK B paboTe UserGate WAF;

warning — XypHasMpoBaTk TOMLKO OLUMGKM W NPEAyNPeXAEeHHA;

info — ypHanMpoBaTh TONLKO OLWNGKM, NPEeAYNPEXAEHWUA U AONONHUTENBHYIO MHPOPMALHIO;

« debug — xypHanuposaTb BCe BO3MOXHbIE COOBITUA.

IMpv ypHanMpoBaHuy ¢ ypoBHAMM warning, info u debug MOXeT CHUKATLCA NPOU3BOANUTENLHOCTL YCTPOHCTBA, NOITOMY PEKOMEHAYETCH yCTaHaBNMBATL YPOBHK error unu off, ecnu TexHuueckoi noanepxkoin UserGate He 6bino NpeanoxeHo
WHoe.

JInA NpocMOTpa COCTORHMA YPOBHA A€Tanu3aluM AMarHoCTUKM UCTIOMNb3YETCA KoMaHAa:
Admin@nodename# show settings loglevel

JAnA BKNIOUEHMA MK OTKIKOYEHWUA yAaNeHHOro NoMoLyHuKka (Radmin) ucnonbayeTca KomaHaa:
Admin@nodename# set settings radmin enabled <on | off>

JAnA NPoCMOTpa COCTOAHUA yAaNEHHOrO NOMOLLHMKA UCMOMNb3YeTCA KoMaHAa:

Admin@nodename# show settings radmin

Hacrtpovika Radmin-emergency
Ecnu npousoLunu Henonaaku ¢ aapom UserGate WAF, MoxeT nponacTb BO3MOXHOCTb aBTopu3auui B CLI. [na aktMBaummu yaaneHHOro NOMOLLHUKA B TaKUX CAy4Yanx aAMUHUCTpaTop MoxeT 3ailTu B CLI B pexume emergency noa yyeTHon
3aMNMChIo KOPHEBOTO aIMMHUCTPATOPA, KOTOPanA Bkina cosaaHa npu Huyuanusaumn UserGate WAF. OBbiuHo 370 yueTHan sanuck Admin. [ina Bxoaa Heo6xoaMMo ykasaTk UM B Buae Admin@emergency, B KayecTee Napons — napons
KOPHEBOrO aIMMHUCTPATOPA.
KomaHnaa Bxoaa B pexum emergency CLI BbIrnaauT cneaytoLmm o6pasom:
ssh Admin@emergency@<WAF_IP> -p 2200
Komaraa BKIIOYEHHA M OTKIIKOUEHHA YAANEHHOrO A0CTYNa K CepBepy ANA TEXHUUECKON NOAAEPKKU B PeXMMe emergency:
Admin@emergency@WAF# set radmin-emergency enabled <on | off> <parameters>
B KOMaHAe yKasbiBaloTCA CrieayloLMe CeTeBbie NapameTphb:
« interface — Ha3BaHWe uHTepdeiica;
« ip-addr — IP-aapec uHTepdeiica;

« gateway-address — IP-aapec wniosa.

HacTpovika onepauui ¢ cepsepom

B aTom paszene Bbl MOXETe YCTAHOBWTL KaHas NnonyyeHus 0GHOBNEHU  AnA yCTpoiicTea (cTabunbHble unu 6eTa-Bepcum).
Kanan o6HoBneHui ycTaHasnueaeTCcA C NOMOLLbIO KOMaHAbI:

Admin@nodename# set settings device-mgmt updates-channel <stable | beta>

,D,J'IF! npocMoTpa Hanuyua 06HOBNEHUH 1 BblépaHHOl’O KaHana o6HoBneHuA MUCNONb3yeTcA KomaHaa:

Admin@nodename# show settings device-mgmt updates-channel

YnpaBneHue pe3epBHbIM KONMpOBaHUEM

YnpasneHue pe3epBHLIM KONMPOBaHUEM MPOMCXOAMT Ha ypoBHe setting device-mgmt.

JInA cosnaHuA npasuna pe3epBHOro KONMPOBaHMA U BLIPY3KK (ainioB Ha BHeLHWe cepsepbl (FTP/SSH) ucnonbayetca cneaytowan komanaa:
Admin@nodename# create settings device-mgmt settings-backup <parameters>

MapameTpbl NpaBuUn pe3epBHOTO KONMPOBaHHA.

NapameTp OnucaHue

lenabled BrtoyeHne unu OTKIoUeHWe Npasuna CO3AaHNA PE3EPBHOI KONWUK yCTPOCTBa




Mapametp Onucanue

name HasBsarne npasuna peaepBHOTO KONMPOBAHNA

npasuna 0 KONMpPOBaHUA

BriGop Tvna yaaneHHoro cepeepa Ans KcnopTa Gpannos:
type « ssh;
. ftp

laddress IP-anpec ynanexHoro cepsepa

port MopT cepsepa

login YueTHan 3anuck Ha ynaneHHoM cepsepe

password |[Maponb y4eTHon 3anucu

path MyTb Ha cepBepe, kyaa GyayT BuIrPYKeHb! paitnb

PacnucaHue akcnopTa painos pe3epBHbIX KOMMiA.

Bpemna 3agaetca B crontab-¢opmate: <MuHyThi: 0-59> <uackl: 0-23> <aHu MecAua: 1-31> <mecausl: 1-12> <aun Heaenu: 0-6, rae 0 — BocKpeceHbe>.

Kaxaoe 13 noneit MoxeT ObiTb 3a4aHO CeayHoLLUM 00pasom:

'schedule « 3Besgouka (*) — Ana BeIGOpa BCeX 3HaueHHit. Hanpumep, B none AnA BBOAA Y4aCOB CUMBOST 03HAYAET, YTO PE3EPBHOE KOMUPOBAHUE IOMKHO BLINOMHATLCA KaX/bIA Yac.
« Jleduc (-) — ANA yKa3aHWA AnanasoHa 3HaueHuH.

« 3anATasd (,) — B KauecTBe pasAenuTena 3HaueH!N.

« Kocas yepta (/) — AnA yKasaHWA Wara Mexay 3Ha4eHUAMU

WameHeHKe CyLLEeCTBYIOLEro NpaBuna pe3epBHoOro KonMpoBaHua ycTpoiicTea UserGate NpousBoAMTCA C NOMOLLBIO CrieaytoLLen KoMaHAab!:
Admin@nodename set settings device-mgmt settings-backup <rule-name>

Cnucok napameTpoB, AOCTYNHbIX ANA U3MEHEHWUA, aHaNnorM4eH CNUCKy napameTpos, AOCTYNHbBIX NPU CO3AaHUK Npasuna.

KomaHpa ana yAaneHus npasunia pe3epBHOro KONMPOBaHUA:

Admin@nodename# delete settings device-mgmt settings-backup <rule-name>

Komawnpa ana OTOGpa)KeHMH npasuna pe3epBHOro KONUPOBaHWA:

Admin@nodename# show settings device-mgmt settings-backup <rule-name>

JnA KomaHA , YA WK OTC npaBun B KauecTse napametpa <filter> MOXHO MCMONb30BATL HE TONBKO Ha3BaHMA NPaBMNa, HO U APyrue 3afaHHbie B Npasune napameTpl (CM. CNUCOK NapameTpos B Tabnuue Bbilwe).

3KcnopT HacTpoek

YnpasrieHne SKCNOPTOM HaCTPOEK NPOUCXOANT Ha ypoBHeE settings device-mgmt.
Mpasuna 3KCMopTa HACTPOEK CO3AAIOTCA C NOMOLLBK KOMAHAI :
Admin@nodename# create settings device-mgmt settings-export ( <parameters> )

TMapameTpbl 3KCMOPTa HACTPOEK.

MapameTp OnucaHue

lenabled BKnioyeHne unu OTKMIOYEHWE NpaBuna dKCNopTa HACTPOEK yCTpoicTea

name Hassanue npasuna akcnopra

npasuna sKcnopta

TN yaaneHHoro cepsepa AnA 9KCNOpTa HacTpoek:
type « ssh;

. ftp

laddress IP-aapec ynanexHoro cepsepa

port Mopt cepeepa

login YueTHaA 3anuck Ha yaaneHHoM cepeepe

password |[Maponb y4eTHOM 3anucu Ha yaaneHHoM cepsepe

path MyTb Ha cepaepe, kyaa GyAyT BLIFPYKEHbI HACTPOAKN

PacnucaHme 3KCnopTa HaCTPOeK.

Bpemn 3agaetca B crontab-dopmate: <MuHyThi: 0-59> <uackl: 0-23> <aHu MecAua: 1-31> <mecaubl: 1-12> <aun Heaenu: 0-6, rae 0 — BOCKpECEHbE>.

Kaxaoe 13 nonei MoxeT BbiTb 3a4aHO CrieayHoLM 00pasom:

'schedule « 3Besgouka (*) — Ans BeiGopa BCeX 3HaueHHit. Hanpuvep, B none AnA BBOAA YacOB CUMBOS O3HAUAET, YTO PE3EPBHOE KOMMPOBAHHME AOMKHO BLINOMHATLCA KaXAbIH Yac.
« Jleduc (-) — ANA yKasaHWA AnanasoHa 3HaYeHWN.

« 3anATan (,) — B KauecTBe paszienuTenNa 3HaueHH.

« Kocas ueprta (/) — AnA ykasaHus Wwara Mexay 3HaueHUAMK

MameHeHue CyLecTBYIOLLEro NpaBMna 3KCMopTa HACTPOEK YCTPOHCTBA BHINOHAETCA C NOMOLLLIO ClIAYHOLLEH KOMAHAbI:
Admin@nodename# set settings device-mgmt settings-export <rule-name>

CnuCOoK NapaMeTpoB, AOCTYNHLIX ANA U3MEHEHUA aHaNorMueH CMMCKY NapameTpoB, AOCTYMHbIX NPH CO3AaHMM NpaBuna.
Komanaa Ans yaaneHus npasuna sKCropTa HacTpoeK:

Admin@nodename# delete settings device-mgmt settings-export <rule-name>

KomaHaa Ans oToBpaxeHus npasuia 3KCNopTa HaCTPOEK:

Admin@nodename# show settings device-mgmt settings-export <rule-name>



JInA KOMaHA M3MEHEHHA, YAANEeHNs UK OTOBPaXEHNA NPaBUN B kayecTse napametpa <filter> MOXHO UCMONL30BATL HE TOMBKO Ha3BaHWe NPaBUNa, HO U APyrue 3aAaHHbIe B NPaBuU/e NapameTpsl (CM. CIMCOK NapamMeTpoB B Tabnuue Bbille).

HacTtpot¥ika 3awuTbl KOHUrypaunum ot UsMeHeHUn

A HaCTPOMKN NapameTpoB 3alLMTbl KOHPUrypaLuu YCTPOHCTBA OT MU3MEHEHWA UCMONb3YiTE CNeayoLLyio KoMaHay:
Admin@nodenamef# set settings change-control config <off | log | block>

MpoBepKa LienoCcTHOCTH KOH(UIypaLmmu NPOUCXOANT Kax/ble HECKONBKO MUHYT nocne 3arpysku UserGate WAF.

« log — aKTMBaUWA peXxuma OTCReXMBaAHUA UBMEHEHHUIH KoHdUrypauuu. Mpu oBHapyxeHun uamerernit UserGate WAF sanucsiBaeT MHPOpMaLMIo 0 haKTe M3MEHeHUs B XKypHan cobbiTuit. Heo6xoaumo 3aaatk naponb, KOTOPbIA
notpebyeTcA B cnyyae pexuma ot X

« off — oTK/IIoUEHME PeXMMa OTCNEXUBAHUSA UIMEHEHUI KOHPUTypPaLU. HeoBXoaUMO ykasaTk Naposib, KOTOPLIA GbiN 3aAaH NPY aKTUBALMM PEXMMA OTCIIEXMBAHUA KOHDUTyPaLUM.

« block — aKTMBaUMA pexuma OTCNEXMBAHUA UBMEHEHUI KOHOUIypaLuK. Heobxoanmo 3aaate Naposb, KOTOPLIKA NoTpebyeTca B cnyyae pexuma o . Mpyn oBHapyxerun uamerennin UserGate WAF sanuceiBaeT
MHGOPMALWIO O paKTe U3MEHEHNA B XKypHan COoBbITUI 1 cosaaeT BnokMpyloLiee NPaBKIo MeXCETEBOro 3KpaHa, 3anpeLyarolee iBon TPaH3UTHBIH TpaduK.

Mepen akTMBaLMEN 3aLLMTEI KOHDUTYPALIMM AAMUHUCTPATOP NPOMBBOAMT HACTPOVKY MPOAYKTa B COOTBETCTBUM C TPEGOBAHMAMM OpraHM3alm, NOC/e Yero 3alluiLaeT HacTPOMKK OT M3MEHeHHi (pexum  log unn block). SlioGoe usmeHeH1e
HaCTpOeK yepes Bed-uHTepdeiic, CLI unm apyrumm cnocobamu GyneT NPUBOANTE K XKyPHANIMPOBAHMIO 1 GIOKMPOBKE TPAH3UTHOTO TpadHKa, B 3aBUCUMOCTH OT BbIGPAHHOTO PexmUma.

JinA npocMoTpa TekyLero pexmma 3alluTsl KOHGUrypauuu oT U3MEHEHNUH UCNOoNb3yeTCA KoMaHAaa:

Admin@nodename# show settings change-control config

HacTpotika 3awmTbl ucnonHAembix pannos OT U3MEHEHHUA

IU'IH HaCTpOl:iKM 3alUMTbl UICNONHAEMOro koaa yCTpOﬁCTEa OT NOTEeHYManbHOro HeCaHKUMOHUPOBAHHOIO U3MEHEHUA UCNONb3yeTCA KoMaHAaa:
Admin@nodename# set settings change-control code <off | log | block>

MpoBepKa LenocTHOCTM MCNONHAGMOrO KoAa NPOUCXOAMT Kaxabli pas nocne sarpysku UserGate WAF.

« log — aKkTMBaumMA pexumMa OTCNEXMBAHNA HECAHKLNOHUPOBAHHBIX U3MEHEHHI MCNIONHAEMOTO KoAa. Mpu oBHapyxeHun nameHeruin UserGate WAF 3anuceiBaeT MHpOPMALMIO 0 GaKTe M3MEHEHUA B XXypHan cobbiThit. Heobxoanvo 3aaate
naposib, KOTOPkI NOTPedyeTcA B Cryyae pexuma o

« off — oTkntoueHue pexuma oTCnexumBaHuA HeCaHKLUOHMPOBAHHbBIX W3MEHEHW# UCMONHAEMOro Koaa. Heoéxoano yKasartb naponb, KOTOprﬁ 6bin 3a4aH Npy aKTUuBaLMu pexunma OTCnexmBaHuA MCNONHAEMOro Koaa.

« block — aKTMBauuA pexvma oTCnexuBaHnA HeCaHKLUMOHUPOBAHHbIX M3MeHeHMit UCNOSTHAEMOTO KoAa. HeOGXOﬂMMO 3ajatb nNaposb, KOTODI:M nc'rpeéye'rcﬂ B C/ly4yae U3MEHEHUA pexunma OTCNexuBaHuA. an OGHapy)KeHMM W3MeEHEeHU
UserGate WAF 3anucbiBaeT MHOpMaLHio 0 (hakte M3MEeHeHUA B KypHan CoBbITUi 1 co3aaeT GroKMpytoLLee NPaBUIO MEXCETEBOro aKpaHa, 3anpeLuaroLyee MtoBoi TPaH3UTHLIA TpaduK. UToGb! OTKNIOUNTE CO3AaHHOE NPaBUo
MEXCeTeBoro 3KpaHa HeOGXOﬂHMO OTKMIOYUTL OTCNEXNBAHME HECAHKLMOHUMPOBAHHbLIX M3MEHEHHN.

JnA npocMoTpa TekyLero pexwvma 3aLliuTel UCNOsTHAEMBIX (aitnoB UCNOMb3YeTCA KoMaHaa:

Admin@nodename# show settings change-control code

HacTpotika pexnma yckopeHHowM 06p360TKM ceTteBoro Tpaduka

JInA BRIOYEHWA UM OTKIIOYEHUA PEXNMA YCKOPEHHO! 06paboTku TpaduKa UCMOML3YeTCA KoMaHaa:
Admin@nodename# set settings fastpath enabled <on/off>

[N NPoCMOTPa HACTPOIKM PEXMMA YCKOPEHHOM 06PaBOTKM TpadHKa UCTONB3YeTCA KOMaHAa:

Admin@nodename# show settings fastpath



Hactpoiika y

Product: WAF
Version: 7.7.x

HacTpoiika naHHoro pasaena npoussoauTca Ha yposHe settings administrators. B pasaene onucaHsl HaCTPOiiKa NapameTpoB 3aluThl yUETHBIX 3anucei, HaCTPOHKa aZIMUHUCTPATOPOB W UX NPOpUAE.

AOCTYnoMm Kk Be6 UserGate WAF

06wue HAcCTpolKK AocTyna

JlaHHbIi paszsen no3sonAeT HaCTPOUTL AOMONHUTENbHbIE NapamMeTphl 3alMThl yYETHBIX 3anMcei aaMMHMCTpaTopoB. HacTpoika npoussoauTcs Ha yposHe settings administrators general.

JAnA n3ameHeHnsa napamMeTpoB MCNONb3YeTCA Creaytollan KomaHaa:

Admin@nodename# set settings administrators general

lMapameTpbl, AOCTYNHbIE ANA PEAAKTUPOBAHMA:

NapameTp Onucanue
password M3MeHnTL Napona TeKyLLero aaMMHMCTpaTopa
unblock PasbnoknpoBaTte aAMUHUCTPATOPa
Mcnonb3oBath CNOXHLIA Naponb:

'strong-password . on.

- off
num-auth: YcTaHoB!Tb SIbHOE KONMYECTBO HEBEPHbIX MOMLITOK ayTeHTUdUKaLUMn
block-time YkasaTb BpeMs ONIOKMPOBKM YHETHOIM 3aNUCK B Cryyae AOCTWKEHUA aAMUHUCTPATOPOM MaKCUMASTLHOMO KOMIMYECTBA MOMbBITOK ayTeHTU B CeKy (v nbHoe 3HaueHwne: 3600 cexkyHa)
min-length (OnpenennTs MMHMMArbHYIO ANWHY Napons (MakcuManbHoe 3Hauyenne: 100 cumsonos)

min-uppercase

OnpenennTs MMHMMAbHOE KONMYECTBO CUMBOIIOB B BEPXHEM PErucTpe (MakcumanbsHoe sHayerue: 100 cumsonos)

min-lowercase

OnpenennTs MMHMMAabHOE KONMYECTBO CUMBOJIOB B HWXKHEM PErucTpe (MakcumanbsHoe sHaueHue: 100 cumBonos)

min-digits

OnpeaennTs MUHMMAaNbHOE KONMYECTBO UMPP (MakcumaneHoe sHadeHune: 100 cumsonos)

'spec-characters

OnpeAentTb MUHUMATLHOE KONMYECTBO cnely CHMBOSIOB oe : 100 cumBonos)

char-repetition

YKasaTb MaKCUMasbHYI0 AnuHY Grioka U3 OIHOrO M TOTO XKe CMMBOSIA (MaKcUManbHoe 3Hauerue: 100 CUmMBONoB)

TpUMep peaakTUPOBaHKA NapaMeTPOB YUETHLIX 3anucei:

A
Admin@r

set settings adr

general block-time 400

Jna npocMoTpa TeKyLLMX NapaMeTpoB 3aLLWThl YUETHBIX 3annceit aIMMHUCTPATOPOB UCNONb3yeTCA Crielyiollan KoMaHaa:

Admin@nodename# show settings administrators general

strong-password

block-time 1400

min-length 17

min-uppercase
min-lowercase
min-digits
spec-characters
char-repetition
num-auth-attempts

110

HacTpotika yuéTHbIX 3an1ceit aAMMHUCTPaToOpoB

HacTpoiika yuéTHbIX 3an1ceit aiMMHUCTPATOPOB NPOU3BOAMTCA Ha YPOBHE i ini inistrators.

Jina co3naHuA yYETHOM 3anMck aAMUHUCTPATOPa UCNONb3yeTcA creaytollan KomaHaa:

Admin@nodename# create settings administrators administrators

Jlanee Heo6X0AMMO ykasaTk TUM yUETHOM 3annCH aAMMHUCTPATOPA (NOoKankHeIA, Nonk3osatens LDAP, rpynna LDAP, ¢ npodunem ayTeHTUdUKALNHM) U YCTAHOBUTE COOTBETCTBYIOLINE NapaMeTpbi:

Mapametp

Onucanune

local

[lo6aBTh NIOKANLHOTO aAMUHUCTPATOpA:
« enabled: BiitoueHNe/OTKIIOUEHME YYETHOW 3annCH aAMUHKCTPaTopa:
o on.
o off.
« login: nornH aamuHucTpatopa.
« description: on1caxue y4&THol 3an1cu aaMMHUCTpaTopa.
« admin-profile: npopune aammuucTpatopa. CosaaHue npodunen aaMMHUCTPATOPOB PACCMOTPEHO Aanee.

- password: naposie aaAMMHUCTPaTopa

Idap-user

lo6aBuTb NONb30BATENA U3 CYLLECTBYIOLEro A0MEHa (HE0BX0ANM KOPPEKTHO HACcTPoeHHbIM LDAP-koHHeKTOp; noapo6Hee — B pasaene « Hactpoiika LDAP-koHHeKTOpa»:
« enabled: BritoueHNe/OTKIIOUEHME YUETHOW 3annCH aAMUHKCTPaTopa:
o on.
o off.

+ logi

: NOTMH aaMuHUCTPaTopa B popmare domain\user. CTPyKTypa KOMaHzbl Npu yKasaHuu AaHHOro napameTpa:
« connector: Ha3BaHWe CKOHPUrypuposaHHoro paHee LDAP-koHHeKTOpa.
« description: onucanue yu€THo# 3anucK aaMMHUCTpaTopa.

« admin-profile: npopunb aamuHucTpaTopa. CosaaHne Npopunen aiMUHUCTPATOPOB PACCMOTPEHO Aanee.

IAdmin@nodename# create settings administrators administrators Idap-user admin-profile "test profile 1" connector "LDAP connector" description "Admin as domain user" login testd.local\user1 enabled on



https://docs.usergate.com/nastrojka-serverov-autentifikacii_3362.html#%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0%20LDAP-%D0%BA%D0%BE%D0%BD%D0%BD%D0%B5%D0%BA%D1%82%D0%BE%D1%80%D0%B0

Mapametp

Onwucanue

Idap-group

lo6aBuTk rpynny nonb3oBatenei U3 CyLIECTBYIOLIEro A0MEHA (HEOBXOAUM KOPPEKTHO HACTPoeHHbI LDAP-KOHHEKTOP; noapobHee — B pasaene « Hactpoitka LDAP-KOHHEKTOpa»):
« enabled: BiitoueHNe/OTKIIOUEHME YUETHOW 3annCH aAMUHKCTPaTopa:
o on.
o off.
« login: nornH aamuHucTpaTopa
« connector: HasBaHWe ucnonbayemoro LDAP-KoHHeKTopa.
« description: onucanue y4&THo# 3anucy aaMMHKCTpaTopa.
« admin-profile: npopunb aamuHucTpatopa. CosaaHne Npopunen aiMUHUCTPATOPOB PACCMOTPEHO Aanee.

/Admin@nodename# create settings administrators administrators Idap-group admin-profile "test profile 1" connector "LDAP connector" description "Domain admin group" login testd.local\users enabled on

Mlo6aBuTb aAMUHUCTPATOPa C NPOdUIEM ayTEHTUPUKALMM (HEOOXOAUMEI KODPEKTHO HACTPOEHHbIE CEPBEPHI ayTeHTUdUKaLMK; NoapoGHee — B pasaene « HacTpoiika cepBepoB ayTeHT! ):

« enabled: BiitoueHNe/OTKIIOUEHME YYETHOW 3anuCH aAMUHKCTPaTopa:
o on.

o off.

« login: nornH aamuHucTpatopa.
« description: on1canue y4&THoi 3an1cu aaMMHUCTpaTopa.
« admin-profile: npopune aammumcTpatopa. Cosaaqne npodunen aaMMHUCTPATOPOB PACCMOTPEHO Aanee.

« auth-profile: Boi6op Npoduna ayTeHTUPHUKALMM U3 CO3AAHHBIX PaHee; NoAPOBHee 0 NPOPUNAX ayTeHTUdHUKaLMM — B pasaene « HacTpoiika npodunen ayTeHTubUKaumm»

JInA peakTUpOBaHKA NapameTpoB NPOMUAA UCMIONL3YETCA KOMaHAa:

Admin@nodenamei# set settings administrators administrators <admin-type> <admin-login>

lMapameTpbl ANA PeAaKTUPOBaHNA aHANOrMYHEI NapamMeTpam Co3aHMA NMPOGUNA aAMMHUCTPATOpa.

JinA 0TO6paxeHNA HHHOPMALNM O BCEX YUETHBIX 3aMMCAX aAMMHUCTPATOPOB:

Admin@nodename# show settings administrators administrators

JinA oToBpaxeHns MHPopMauun 06 onpeAenéHHOM YYETHON 3aNnUCH aaMUHUCTPaTOpa:

Admin@nodename# show settings administrators administrators <admin-type> <admin-login>

MpuMep BLINONHEHWA KOMaHAbI:

Admin@nodename# show settings administrators administrators Idap-user testd.localluser1

login : testd.local\user1
enabled ron

type : Idap_user
locked s off

admin-profile  : test profile 1

A ynaneHun yyéTHOM 3an1cy UCMoNb3yeTCA KoMaHaa:

Admin@nodename delete settings administrators administrators <admin-type> <admin-login>

MpyMep KoMaHAbI:

Admin@nodename# delete settings administrators administrators Idap-user testd.local\user1

HacTpoyiika npae aoctyna npodpuneit agAMUHUCTPATOPOB

Hactpoiika npas aoctyna npodunei aAMMHACTPATOPOB NPOU3BOAUTCA Ha ypoBHe settings administrators profiles.

JinA co3aanuA NPodUNA aaMUHUCTPATOPa HCMOMb3YETCA CReAyloLan KomaHaa:

Admin@nodenamef# create settings administrators profiles

Janee He0OX0AMMO yKasaTk CieaylolLmMe napameTpsl:

NapameTp Onucaxune
name HassaHue npoduna aamuHucTpaTopa
description Onucax1e npopuna aaMUHUCTpaTopa

api-permissions

Mpasa aoctyna k API:
« no-access: HeT A0CTyna.
« read: TOMBKO YTEHME.
« write: uTeHue U 3anucs.
BO3MOXHO HasHaueHWe npas cpasy Ha BCE UMW Ha OTAENbHbIE OOBEKTI:
/Admin@nodename# create settings administrators profiles ... api-permissions <permission> all
v

Admin@nodename# create settings administrators profiles ... api-permissions <permission> [ object ... ]

MpaBa Aoctyna k Be6-uHTepdeiicy UserGate:
< no-access: HeT AocTyna.
« read: TONbKO YTeHHe.

« Wwrite: YyTeHu1e 1 3anuce.

BO3MOXHO HasHaueH!e npas cpasy Ha BCE UMW Ha OTAENbHbIE OOBEKTI:
Admin@nodename# create settings administrators profiles ... webui-permissions <permission> all
mnu

Admin@nodename# create settings administrators profiles ... webui-permissions <permission> [ object ... ]
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Mapametp Onwucauue

MpaBa aoctyna K uHTepdeicy kKomaHaHon cTpoku (CLI):
« no-access: HeT AocTyna.
« read: TONbKO UTEHME.
" e « write: uTeHue 1 3anucb.
cli-permissions
BO3MOXHO HasHayeHMe Npas Cpasy Ha BCE MMM Ha OTAESbHbIE OGBEKTI:
Admin@nodename# create settings administrators profiles ... cli-permissions <permission> all

unu

/Admin@nodename# create settings administrators profiles ... cli-permissions <permission> [ object ... ]

A peAakTMpoBaHUA NPOPUNA UCNONb3YeTCA KOMaHAa:

Admin@nodenamef# set settings administrators profiles <profile-name> <parameter>

MapameTpbl ANA peaakTMpoBaHWA aHaorMyHbLI NapameTpam co3aaHuA NPOpUNA aaMUHUCTpaTopa.
nA npocMoTpa MHPOPMALMK O BCeX NPOPUNAX aAMUHUCTPATOPOB:

Admin@nodename# show settings administrators profiles

Jins oToBpaxeHns MHpopmMaLmMm 06 onpeaenéHHoM npodune:

Admin@nodename# show settings administrators profiles <profile-name>

YT06bl yAanuTL NPOpUbL aaMUHUCTpaTopa:

Admin@nodename# delete settings administrators profiles <profile-name>

YnpaBneHue cecCUAAIMU aAMUHUCTPATOPOB

C MCnonb30BaHUEM CNEAYIOLIMX KOMaH BO3MOXEH MPOCMOTP aKTUBHbIX CECCHiA aAMUHUCTPATOPOB, NPOLLEALLNX aBTOPU3ALIMIO B BEG-KOHCONM Ui CLI, 1 3aKpLITHE ceccuit (ypoBeHb: i ini s admil i )-

IMpocmoTp ceccuit aaMMHUCTPATOPOB Tekylero yana UserGate (BO3MOXeH MPOCMOTP CECCHM OTAEMBHOrO aAMMHUCTPaTOpa: He0BX0ANMO M3 NPeANOXKEHHOTO CrucKa BeIGpaTh IP-aapec, ¢ KOTOporo Bbina Npou3BeAeHa aBTOPU3ALMA):
Admin@nodename# show settings administrators admin-sessions

[N oTOBPaXEHNA CECCHiA IOCTYMHO UCMONL30BaHKE PUNbTPa:

ip: IP-anpec, ¢ KOTOPOro aBTOPM30BaH AAMUHUCTPATOP.

source: rae Gbina npousseaeHa astopusayua: CLI ( cli), Be6-koHconb (web) unu noaktouetue no SSH (ssh).

admin-login: uma aammMH1cTpaTopa.

node: y3en knactepa UserGate.

Admin@nodename# show settings administrators admin-sessions ( node <node-name> ip <session-ip> source <cli | web | ssh> admin-login <administrator-login> )
KomaHaa Ans 3aKkpeITUS CECCHMM aAMUHUCTPATOpa; HEOBXOAMMO M3 MPEANOKEHHOMO CRKUCKa BbIOPaTh IP-aapec, ¢ KOTOPOro Geina NPou3BeAeHa aBTopU3aUMA:
Admin@nodename# execute termination admin-sessions <IP-address/connection type>

TpUMEp BLINONHEHNA KOMaHA:

Admin@nodename# show settings administrators admin-sessions

admin-login : Admin

source :ssh

session_start_date :2023-08-10T11:33:47Z
ip :127.0.0.1

node : utmcore@dineanoulwer
admin-login : Admin

source :web

session_start_date :2023-08-10T11:33:10Z
ip :10.0.2.2

node : utmcore@dineanoulwer

Admin@nodenamei# execute termination admin-sessions 10.0.2.2/web

Admin@nodename# show settings administrators admin-sessions

admin-login : Admin

source :

session_start_date :2023-08-10T11:33:47Z
ip :127.0.0.1

node : utmcore@dineanoulwer

lMpy 3aKpPLITUM CECCHMM aAMMHUCTPATOPOB BO3MOXHO UCMONb3oBaHue dunbTpa ( <filters ). MapameTpel GpunbTPaUMK aHanorMyHel napameTpam Komarasl  show.

Admin@nodename# execute termination admin-sessions ( node <node-name> ip <session-ip> source <cli | web | ssh> admin-login <administrator-login> )



HacTpoiika ceptudukatos

Product: WAF

Version: 7.7.x

Pasnen CepTudmKaThl HaXoAMTCA Ha ypoBHe settings certificates.

Ana umnopTa

CepTU(UKATOB NpeaHasHaueHa KoManaa:

Admin@nodename# import settings certificates

[Jlanee HeoBx0aUMO yKasaTk napameTpsi:

Mapametp OnucaHue

name

HagsaHue cepTuduKaTa, KoTopoe ByAeT 0TOBPaXEHO B CriMCKe

description

OnucaHme cepTuduKara

certificate-data ||Ceptudukar B popmate PEM

certificate-chain||Llenouka cepTudukatos B popmate PEM

private-key MpuBaTHbLIN KTtoy B popmare PEM
passphrase Maponb ANA NPUBATHOrO KItoua unu koHTetHepa PKCS12 (Heo6AsaTenbHoe 3HaueHue)
user [MoKkaneHbI# nonk3oBatens, KOTOPOMY GyAET HasHAYEH NOMb30BaTENLCKMi CepTUUKAT
Monb3osatens LDAP-KoHHeKTopa, KOTopoMy OyZieT HasHaueH Nonb3oBaTEeNbCKUA CepTUdHKaT.
Idap-user « user: UMA nonb3osatena B popmare domain\user.
« connector: Boi6op LDAP-cepsepa
Tun cepTdukara:
« web-cert-chain: uenouka cepTuduKaToB BeG-KOHCOMM.
role

« saml: cepTuduKaT, KOTOpbIK ByAeT ucnonb3osaH B SAML-knueHTe.

- hone

JAna akcnopTa

[NOCTYMHbI CepTUGUMKaTBI, BCA Lenouka cepTudukatos 1 CSR:

Admin@nodename# export settings certificates <certificate-name>
Admin@nodename# export settings certificates <certificate-name> with-chain on

C vcnonb3osal

HUEM KOMaHZHOW CTPOKM BO3MOXHO co3aaHue cepTudukara u CSR:

Admin@nodename# create settings certificates type <certificate | csr>

Jlanee HeOBXOANMO yKasaHue CreAyioLIMX NapameTpoB:

MapameTp Onucanue
name HassaHue ceptudukata
description Onucanue cepTudpurata
country CTpaHa, B KOTOPOW BLINUCLIBAETCA CepTUdUKAT
state (O6nacTb/WiTaT, B KOTOPOM BLINUCLIBAETCA CEPTUPMKAT
locality opoA, B KOTOPOM BbINUCLIBAETCA CEPTUPHUKAT
i H opr aLuK, ANA KOTOPOW BLINUCHIBAETCA CEPTUPUKAT
cepTudHKaTa. PEKOMEHAYETCA UCMIOMB30BATL TOMBKO CUMBOILI NATUHCKOMO andasuTa AnA COBMECTUMOCTH C GOMLLIMHCTBOM 6pay3epoB
lemail [OneKTpoHHaA nouTa KoMNaHum

Komaraa AnA ynpasneHua cepTudukaTom:

Admin@nodename# set settings certificates <certificate-name>

JHocTynHbl napameTpbi:

MNapametp OnucaHve
name HassaHue cepTudurkata
description ||Onucanue ceptudpukara
Tun cepTudukara:
« web-cert-chain: Lenouka cepTpHKaTOB BEG-KOHCONM.
« user: Nonb30BaTENbCKUA CEPTUDUKAT, KOTOPLI MOXET ObiTh UCMOMBb30BAH ANA aBTOPU3aLMK NOMb30BATENEH NPU UX AOCTYNE K OMy6NMKOBAHHLIM PECYPCAM C NMOMOLLBIO MPABMI reverse-npoKCH.
role « captive-portal: cepTuduKar, ucronbaylouitca aAna cosaaqns desonactoro HTTPS-noakioueHun nonb3osarenei K cTpaHule asTopusauyuu Captive-noprana, ans oto6p ana
oToBpaxeHns cTpanuysl Logout Captive-noptana v ana padoTb ftp-npokeu.
« web-ssl: cepTuduKart, ucnonbaytowuinca Ans cosaaHus GesonacHoro HTTPS-noakntoueHns aamuHucTpaTopa k se6-koHconu UserGate.
« saml: cepTuduKarT, KOTopbIit ByAeT Ucronb3osaH B SAML-kueHTe.
- none
user [MoKaneHbIi Nonb3oBaTens, KOTOPOMY GyAET Ha3HaYeH N0Nb30BaTENbCKMI CEPTUUKAT




Onwucanve

MapameTtp
Monb3osartens LDAP-KoHHEKTOpa, KOTOpPOMy ByAeT HadHaueH Nonb30BaTeNbCKUA CEPTUPUKAT.
Idap-user « user: uMa nonb3osatens B popmare domain\user.
« connector: BeiGop LDAP-cepsepa
certificate-
data CepTudurat B popmare PEM
z:;!ill:lcate- Llenouka cepTudmratos B popmare PEM

[nA ynanexus cepTudukarta:

Admin@nodename# delete settings certificates <certificate-name>

Komaras! AnA npocMoTpa MHpopmaumum o6 onpeaenéHHOM cepTUdUKaTE Uiu 0 BCEX cepTUdUKaTax:

Admin@nodename# show settings certificates
Admin@nodename# show settings certificates <certificate-name>

YUToGbl yAanuTL CepTUOUKAT U3 KILLA UCMOMb3YeTCA KoMaHaa:

Admin@nodename# delete settings certificates-cache <common-name>




HacTpoitka npoduneit kKnMeHTCKux cepTudUKaTos

Product: WAF
Version: 7.7.x

Paznen Mpodunu KNueHTCKMX cepTMdUKATOB HaxoANTCA Ha yposHe settings certificate-profiles.
JInA coaaanuA NPOGUNA KMEHTCKOTO CepTUdUKaTa NpeaHasHayeHa Komanaa:
Admin@nodename# create settings certificate-profiles <parameters>

Jlanee moryT Ucnonb3oBaThCA CreaytoLLmMe NapaMmeTpbl:

Mapametp Onucanue

name HassaHue NpoQuA KIMEHTCKOrO cepTUdUKaTa

description (Onucanune npopuna

BriGop nonA B cepTUdHKATE, N0 KOTOPOMY ONPEAENASTCA MMA NONL30BaTENA, UCMIOML3YEeMOe NPK ayTEHTUDUKALMH:

« COmMmMoON — 0MEeHHOe UMA UNK UMA XocTa B none Subject, AnA KOTOPLIX NpeaHasHayYeH cepTUdMKaT.

username-

field - email — anA onpeaeneHna UMeHU NoNb3oBaTeNA UCNONb3yeTCA napameTp ¢ npedukcom email B paclumpernn SAN (Subject Alternative Name) .

« principal — ana onpeaeneHna UMeHn nonb3oBarena ucnonsayertca napametp Universal Principal Name (UPN), coaepxatyuiica B none otherName B pactumpennn SAN.

Ecnu B nonax pactumpexna SAN cepTudukara ykasaHo Heckonbko umeH UPN unu Heckonbko aapecos email, 6epeTca nepsbiit, ykasaHHbI B cepTuduKaTe

certificates CepTudukatel YL, HasHauaemble npodunio

B cnvckax oT3biBa cepTudmkatos (CRL) conepxatca cepTudMKaThl, KOTOpbIe GbiNu 0TO3BaHLI M BOMbLUE HE MOTYT UCMOMb30BATLCA. B 3TOT CIUCOK BXOAAT CEPTU(HKATSI, CPOK ASHCTBUA KOTOPLIX MCTEK UM OHU
GbiM CKOMMPOMETUPOBAHEI.

MapameTp AnA NPOBEPKN COCTORHMA 0T3bIBA CEPTUDUKATOB:

« off — He NPOBEPATL HY 0AMH CEpPTUQUKAT.

crl
« ON — NPOBEPATL BCE CEPTUPUKATHI B LUENOUKe 1 Tpe6oBaTh, UTOBLI OHM BCE GbiNy BanMaHbIMU.
o peer — NpoBepPATL TOMLKO CEPTUDUKAT KITUEHTA.
« best-effort — ecnv nposepuTe CRL He yaanock no Kakoi-To NPUUKHeE, TO CEPTUDUKAT CYUTAETCA BaNMAHBIM (MPU 3TOM OH BCE PaBHO NPOBEPAETCA U MOXET BEPHYTh cTaTyc invalid, ecn1 cepTUdMKaT ecTb B CriMcke
0TO3BaHHbIX)
receive-
timeout MHTepBan BpeMeHy, No ucteuenuio kotoporo WAF nepectaeT oxuaaTh 0TBeTa OT CryXGbl CIUCKOB 0T3blBa CEPTU(HUKATOB

[N NpocMoTpa paHee Co3AaHHbIX MPOMUIEH KITUEHTCKAX CEPTU(HKATOB UCMIOMb3YIOTCA KOMaHAI:

Admin@nodename# show settings certificate-profiles
Admin@nodename# show settings certificate-profiles <certificate-profile-name>

JinA peaakTMpoBaHMA paHee CO3AaHHOro NPOdUNA UCMONb3yeTCA KoMaHaa:
Admin@nodename# set settings certificate-profiles <certificate-profile-name> <parameters>

I'IapaMeTpu, AOCTyNHble ANA peAakTUpoBaHuUA I'Iqu)MI'IH, aHanorv4Hel napameTpam co3aaHua I'Iqu)MI'IH, paccMOTpPeHHbIM paHee.
[Ana ynanexua paHee coszfaHHOro npodunaA MCNonb3yeTcA KoMaHaa:

Admin@nodename# delete settings certificate-profiles <certificate-profile-name>



HacTpolika knactepos

Documentation: ¥

Product: WAF

Version: 7.7.x

Technology: Clustering and HA

HacTtpoiika knactepa KoH¢pUrypayum

JlaHHbIN pasaen HaxoAMTCA Ha ypoBHe i devi gmt i i lust

Komanaa 06HOBNEHUA CyLLECTBYIOLEro y3na KnacTepa:
Admin@nodename# set settings device-mgmt configuration-cluster <node-name>

JocTynHo uameHeHne cneayowmx napameTpos:

Mapametp OnucaHue

name M3meHnTb MMA yana knacTepa

(O6HOBUTB Of y3na knactepa

ip 3anatk IP-anpec uHTepgeica, BXOAALLEro B 30HY, BblAENEHHYIO ANA KnacTepa

KomaHAbl Ans yaaneHua n oToOpaxeHUA HaCTPOEK yana KnacTepa:
Admin@nodenamef## delete settings device-mgmt configuration-cluster <node-name>
dein@nodename# show settings device-mgmt configuration-cluster <node-name>

Komaraa AnA reHepalum CeKpeTHOro Koaa AnA 106aBneHnA HOBOTO y3na B KacTep KOHdUrypaumuu:

Admin@nodename# execute configurate-cluster generate-secret-key



HacTpoiikn pasaena Monb3oBaTtenu u yctponcTea



HacTpoiika cepeepoB ayTeHTMdUKaLun

Product: WAF
Version: 7.7.x

Pasnen CepBepbl ayTeHTU(HKAL UM NO3BONAET NPOU3BECTH HACTPOIKy LDAP-koHHekTOpa, cepsepos RADIUS, TACACS+, NTLM, SAML IDP. HacTpoiika cepsepos ayTeHTUdUKaL MK NPOU3BOANTCA HA ypoBHe Users auth-server u Gyaet
paccMoTpeHa Aanee B COOTBETCTBYHOLIMX Pasaenax.

HacTpovika LDAP-KoHHeKTOpa

HacTpoiika LDAP-KOHHEKTOpa NpoM3BOAMTCA Ha ypoBHe users auth-server Idap .
na cosnanna LDAP-KOHHEKTOpa MCMonb3yeTcA KoMaHaa:

Admin@nodename# create users auth-server Idap <parameter>

[Jlanee HeOBX0AMUMO yKa3aTb CrIEAYIOLME NApaMeTPbI:

Mapametp Onucauue

name mA LDAP-KOHHEKTOpA.

lenabled BrntoyeHne/oTKIIOUeHWe cepBepa ayTeHTUdUKaLNK.

description LDAP-KOHHeKTOpA.

Onpeaensert:
ssl « on — ucnonb3osaHue SSL-coeanHerua ana noaknoueHua k LDAP-cepsepy.

« off — noaxntoyerme k LDAP-cepsepy 6e3 ucnonb3osaqua SSL-coeanHeHus.

address IP-aapec KoHTponnepa unu Hassawue AomeHa LDAP.

bind-dn Wma nonb3osatens, KoTopoe GyAeT UCMOoNb30BaTLCA ANA MOAKIOYEHUA K cepBepy; ykasbiBaetcA B popmate DOMAIN\username unu username @domain. Monb3osarent A0MKEH ObiTb 3aBEAEH B AOMEHE.

p Maponb nonb3osatena AnA NOAKMIOYEHNA K AOMEHY.

cache-ttl  ||Bpema xu3nu sanuceit LDAP-kawa. (Onuus aocTynHa HaumHan ¢ penusa UGOS 7.1.3).

domains  ||Cnncok AOMEHOB, KOTOPbIE 0BCMYXMUBAOTCA yKA3aHHBIM KOHTPOMIEPOM AOMEHA.

'search- Crnincok nyTeit B cepsepe LDAP, HauMHas C KOTOPbIX CUCTeMa ByAeT OCYLLECTBNATHL MOUCK Nofb3oBaTenei v rpynn. Heo6xoaumo ykassiBarb NonHoe UM, Hanpumep,  ou=Office,dc=example,dc=com. Ecnv nyTu noucka He
roots yKasaHbl, TO MOUCK NPOM3BOANTCA NO BCEMY KaTanory, HauMHas OT KOPHS.

JInA peaakTMpoBaHuA HHGOPMaLUK O CylecTaylolLeM LDAP-KOHHEKTOpe UCMOMb3YeTCA KoMaHaa:
Admin@nodename# set users auth-server Idap <ldap-server-name> <parameter>

MapameTpbl, AOCTYMHbIE ANA 0GHOBNEHMA, aHANOrMuYHbI NapameTpam cosaaHna LDAP-KoHHeKTopa.
Komanaa ana otoBpaxerua nHdopmaummn o LDAP-KoHHeKTope:

Admin@nodename# show users auth-server Idap <ldap-server-name>

Mpumepel KomaHa cosaaHua u peaaxkTuposaHna LDAP-koHHexTopa:

Admin@nodename# create users auth-server Idap name "New LDAP connector" ssl on address 10.10.0.10 bind-dn ug@testd.local password 12345 domains [ testd.local ] search-roots [ dc=testd,dc=local ] enabled on
Admin@nodename# show users auth-server Idap "New LDAP connector”

name : New LDAP connector
enabled ron

ssl ron

address :10.10.0.10

bind-dn 1 ug@testd.local
domains - testd.local

search-roots  : dc=testd,dc=local

keytab_exists : off

Admin@nodename# set users auth-server Idap "New LDAP connector" description "New LDAP connector description"
Admin@nodename# show users auth-server Idap "New LDAP connector”

name : New LDAP connector

description  : New LDAP connector description
enabled ron

ssl ron

address :10.10.0.10

bind-dn 1 ug@testd.local

domains - testd.local

search-roots  : dc=testd,dc=local
keytab_exists : off

Ana ynanenna LDAP-KOHHEKTOpa UCMONb3yeTcA KomaHaa:

Admin@nodename# delete users auth-server Idap <ldap-server-name> <parameter>

Taroke BOBMOXHO yAaneHna oTAenbHbIX napameTpos LDAP-KoHHeKTopa. [Inf yaaneHusa A0CTyNHb! CrieaytoLiMe napameTpl:
« domains.

« search-roots.

Hacrtpovika RADIUS-cepBepa

HacTpoiika RADIUS-cepsepa npoussoanTCA Ha ypoBHe users auth-server radius.

Jna cosnaHua cepsepa ayTeHTudUKayun RADIUS ucnonbayeTca kKoMaHaa co CreaytoLen CTPYKTYpoi:
Admin@nodename# create users auth-server radius <parameter>

Jlanee HeoBX0ANMO yKasaTb Cneaytolue napameTpb:

MNapameTp Onucanue

name Wma RADIUS-cepeepa.

lenabled BrntoueHne/oTKIoueHWe cepBepa ayTeHTUdUKALUK.

description||Onucaxue cepsepa ayTeHTUDUKALMM.

'secret O6LLMit Kitoy, UCNONb3yeMbli NpoTokonioM RADIUS Ana ayTeHTUdMKaLM.




Mapametp OnucaHue

addresses ||IP-anpec 1 UDP-nopr, Ha koTopom cepsep RADIUS crywiaeT 3anpocel (no ymonuanuto nopt 1812); ykaseisaetca B popmare <ip:port>.

Komanaa ana o6HoBneH1A nHdopmaLuu o cepsepe RADIUS:

Admin@nodenamef## set users auth-server radius <radius-server-name> <parameter>

lMapameTpel, KOTOpbIE MOTYT GbiT OBHOBNEHLI, COOTBETCTBYIOT NapameTpam, yKadaH1e KOTOPbIX BO3MOXKHO NP1 CO3AaHNN CepBepa ayTeHTUdUKALMA.
Komanaa ana otobpaxenua nHdopmaummn o RADIUS-cepsepe:

Admin@nodename# show users auth-server radius <radius-server-name>

MpyMepsl KOMaHA cosnannsa U penaxkTuposanns RADIUS-cepsepa:

Admin@nodename# create users auth-server radius name "New RADIUS server" addresses [ 10.10.0.9:1812 ] secret 12345 enabled on
Admin@nodename# show users auth-server radius "New RADIUS server"

name : New RADIUS server
enabled ron
addresses

host :10.10.0.9

port :1812

Admin@nodename# set users auth-server radius "New RADIUS server" description "New RADIUS server description”
Admin@nodename# show users auth-server radius "New RADIUS server"

name : New RADIUS server
description : New RADIUS server description
enabled ron
addresses
host :10.10.0.9
port :1812

JAna ynanenua cepsepa:
Admin@nodename# delete users auth-server radius <radius-server-name> <parameter>
Tarke BOSMOXHO yaaneHus otaenbHelx napametpos RADIUS-cepsepa. nA yaanexua AOCTYNHbI Cneaytolue napameTpsbl:

« addresses.

Hacrtpovika cepsepa TACACS+

Hactpoitka cepsepa TACACS+ npou3BoAMTCA Ha ypoBHe users auth-server tacacs.

JAna cosnanua cepeepa ayTeHTUdMKaLu TACACS+ UCNONb3yeTcA KOMaHAa CO CreAyioLLEei CTPYKTYPOA:
Admin@nodename# create users auth-server tacacs <parameter>

[Janee HeOOX0AMMO yKa3aTb CriedylolLmMe napameTps:

NapameTp Onucanune
name Wwvia cepsepa TACACS+.
lenabled BrntoyeHne/oTKNIoueHHe cepaepa.
description 'Onucanue cepeepa ayTeHTUPUKALUM.
secret O6LyMit Koy, Ucnonbayembli npoTokonom TACACS+ AnA ayTeHTUDUKALUM.
laddress IP-anpec cepsepa TACACS+.
port UDP-nopt, Ha koTopom cepeep TACACS+ cnyLuaeT 3anpockl Ha ayTeHTUdukaumio. Mo ymonuaruio ato nopt UDP 1812.
ingl i lcnone3osate oaHo TCP-coeantenue ana pabotel ¢ cepsepom TACACS+.
timeout Bpewma oxuaanua cepsepa TACACS+ ana nonyyeHuA ayTeHTUdUKaLuUu. M0 yMONUaHuio 4 CeKyHAbI.

KomaHnpa ana penaxktuposanua uHpopmauum o cepsepe TACACS+:

Admin@nodename# set users auth-server tacacs <tacacs-server-name> <parameter>

lMapameTpel, KOTOpbIE MOTYT GbiT OBHOBNEHLI, COOTBETCTBYIOT NapameTpam, yKadaH1e KOTOPbIX BO3MOXHO NMpu CO3AaHNN CepBepa ayTeHTUdUKALMA.
Komanaa ana otobpaxenua nHdopmaumm o cepsepe TACACS+:

Admin@nodename# show users auth-server tacacs <tacacs-server-name>

MpyMepbl KOMaHA ANA CO3AaHMA U peaakTuposanuA cepeepa TACACS+:

Admin@nodename# create users auth-server tacacs address 10.10.0.11 name "New TACACS+ server" port 1812 secret 12345 enabled on
Admin@nodename# show users auth-server tacacs "New TACACS+ server"

name : New TACACS+ server
enabled zon

address :10.10.0.11

port 11812

single-connection : off

timeout 14

Admin@nodename# set users auth-server tacacs "New TACACS+ server" description "New TACACS+ server description”
Admin@nodename# show users auth-server tacacs "New TACACS+ server"

name : New TACACS+ server

description :New TACACS+ server description
enabled zon

address :10.10.0.11

port 11812

single-connection : off

timeout 14

Jna ynanenua cepsepa:

Admin@nodename# delete users auth-server tacacs <tacacs-server-name>

Hacrtpovika cepsepa NTLM

Hactpoitka cepsepa NTLM npoussoauTtca Ha yposHe users auth-server ntim.

[Ana cospaqua cepsepa ayTeHTududuKaymm NTLM ucnonbsyetca komaHAa Co cneaytoLyen CTPyKTYpoii:
Admin@nodename# create users auth-server ntim <parameter>

[Jlanee HeOBX0AMUMO yKa3aTb CIIGAYIOLIME NAPaMETPbI:

Mapametp Onucanue




Mapametp Onucanue

name Mma NTLM-cepeepa.

lenabled BrntoyeHne/oTKNIOueHNe cepBepa ayTeHTUdUKaLNK.

description cepBsepa ayTeHTUdMKaUmnK.

idomain IP-aapec nnn nomeHHoe uva cepsepa NLM.

Komanaa ana o6HoBneHra nHdopmaumn o NTLM-cepaepe:

Admin@nodename# set users auth-server ntlm <ntlm-server-name> <parameter>

Komaraa ans otobpaxeHns uHpopmaumm o cepsepe NTLM:

Admin@nodename# show users auth-server ntlm <ntlm-server-name>

MapameTpbl, KOTOPLIE MOTYT ObiTe OBHOBEHBI, aHANIOMMUHbI C NApamMeTPaMu KOMaH bl CO3AaHNUA CepBepa ayTEHTUDHUKALNM.
Mpumepsbl KOMaHA ANA co3aaHuA 1 peaakTuposaHua cepsepa NTLM:

Admin@nodename# create users auth-server ntim name "New NTLM server" domain 10.10.0.12 enabled on
Admin@nodename# show users auth-server ntim "New NTLM server"

name : New NTLM server
enabled zon
domain :10.10.0.12

Admin@nodename# set users auth-server ntim "New NTLM server" description "New NTLM server description”
Admin@nodename# show users auth-server ntim "New NTLM server"

name : New NTLM server

description : New NTLM server description
enabled zon

domain :10.10.0.12

JAna ynanenus cepsepa:

Admin@nodenamet# delete users auth-servers ntim <ntim-server-name>

Hacrtpovika cepsepa SAML IDP

Hactpoiika cepsepa SAML IDP npoussoanTca Ha yposHe users auth-server saml-idp.
Jina cosnaHuA cepsepa ayTeHTudUKayun SAML IDP ucnonbayetca cneaytolan KomaHaa:
Admin@nodename# create users auth-server saml-idp <parameter>

[Jlanee HeOBX0AMUMO yKa3aTb CIIGAYIOLLIME NAPAMETPbI:

Mapametp Onucanne
name HasBaHnue cepsepa SAML IDP.
lenabled BrtoueHne/oTKIoYeHe cepeepa ayTEeHTUDUKALUM.

description ||Onucanue cepsepa ayTeHTUdUKALNN.

1/|URL Ha pe SAML IDP, rae MoxHO ckauatb xml-bain ¢ KOPPEKTHOM KOHPUrypauuei AnA cepsuc-nposanaepa (kiuenta) SAML.

certificate  ||CepTudukar, koTopelit Gynet ucrnonbsosaH B SAML-knueHTe.

sso-url URL, ucnonesyemasn B cepeepe SAML IDP B kayecTse eAnHO# Toukn BXxoAa. CMOTpUTE IOKyMEHTaLMIO Ha MCNoMb3yeMbiit y Bac cepsep SAML IDP ana 6onee AeTansHoi MHpOpMAL UK.

sso-binding |[MeToa, ncnonsayemeiit ana paboTsl ¢ eanHoi Toukon Bxoaa SSO. BoamoxHbl BapuanTsl POST v Redirect. CMoTpUTe AOKyMEHTAUMIO HA UCMONb3yeMblit y Bac cepeep SAML IDP ansa 6onee aetanbHon MHpOPMaLUA.

slo-url URL, ucnoneayemeit B cepsepe SAML IDP B kauecTBe eAnHOM TOUKM Bbixoaa. CMOTPUTE I0KYMEHTaLMIO Ha UcTonbayemblii y Bac cepeep SAML IDP ans Gonee aetanbHo# MHGOPMALMK.

slo-binding |[MeToa, ucnonbayemeii AnA paboTsl ¢ eAnHOM Toukow Beixoaa SSO. BoamoxHbl BapuaHTel POST v Redirect. CMOTpUTE AOKyMEHTaLMIO Ha UCMOMNb3yemblid y Bac cepaep SAML IDP ana Gonee aetansHon MHGoOpMaL M.

Komanaa ans o6HoBneHuA uHdopmauum o cepsepe SAML IDP:

Admin@nodename# set users auth-server saml-idp <saml-idp-server-name> <parameter>

TMapameTpel, KOTOPbIE MOTYT GbiTh OBHOBMEHLI, aHANOMMYHEI C NapaMeTPaMu KOMaHLI CO3aHNUA Cepaepa ayTeHTUdUKaLNM.

Komanaa ans otoBpaxeHns uHpopmaumm o cepsepe SAML IDP:

Admin@nodename# show users auth-server saml-idp <saml-idp-server-name>

MpyMepbI KOMaHA ANA CO3AaHMA U PeAakTupoBaHuA cepeepa SAML IDP:

Admin@nodename# create users auth-server saml-idp name "New SAML IDP server" slo-url http:/logout.example.org sso-url http://login.example.o

rg enabled on
Admin@nodename# show users auth-server saml-idp "New SAML IDP server"

name : New SAML IDP server
enabled ron

certificate  : Unused

sso-url : http://login.example.org
sso-binding  : post

slo-url - http://logout.example.org

slo-binding  : post
Admin@nodename# set users auth-server saml-idp "New SAML IDP server" description "New SAML IDP server description
Admin@nodename# show users auth-server saml-idp "New SAML IDP server"

name : New SAML IDP server

description  : New SAML IDP server description
enabled ron

certificate  : Unused

sso-url : http://login.example.org
sso-binding  : post

slo-url - http://logout.example.org

slo-binding  : post
JAnAa ynanenun cepsepa:

Admin@nodename# delete users auth-servers saml-idp <saml-idp-server-name>



HacTpoiika npoduneit ayreHTudUKauuu

Product: WAF

Version: 7.7.x

Technology: Identification and Authentication

Hactpoiika npogunei ayTeHTUdpHKaLuMM NPON3BOANTCA Ha ypoBHe users auth-profile.

JinA co3AaHuA NPoGUNA ayTEeHTUGUKALUM UCTIOMNL3YETCA CeAYIoLLan KoMaHaa:

Admin@nodenamef# create users auth-profile <parameter>

Jlanee HeOBX0AUMO yKasaTh CrIeAyIoLLMe NapameTpbi:

NapameTp Onucanune
name Hassanne npoduna MFA.
descripti npoduna MFA.
idle-time  ||Bpema Ge3neiicTeMA A0 OTKNIOUEHUS; YKA3LIBAETCA B CEKyHAaX. Yepes yKasaHHbIH NPOMEXYTOK BpeMEHH NP1 OTCYTCTBMM aKTUBHOCTM MOb3oBaTeNb NepeiaéT B ctatyc Unknown user.
lexpiration- ||Bpems 13HU aBTOPU30BAHHOrO NOML30BATENS; TCA B CexyHAax. Hepes yrasaHHbIi NPOMEXyTOK BpeMeHH nosib3oBaTes neperaét B cratyc Unknown user; Heo6xoauma NOBTOPHaA aBTopM3aUMaA Nob3oBaTens Ha
time Captive-noptane.
max- -
attempts Hucno Heya; MoNbITOK aBTop uepes Captive-nopTan A0 6510KMPOBKM YUETHON 3anucy nonb3osarens.
lockout- 6 .
time Bpems, Ha KOTOPOe BOKUPYETCA yyeTHaR 3anuch NoNb3oBaTeNA NPU AOCTWKEHMM YKA3aHHOrO YMCNa HeyAauHbIX NONLITOK aBTop y B CEKYHA
MeToa ayTeHTUdMKaUMK:
« local-user-auth: aytenTudukayua no 6ase AaHHbIX NOKANLHO 3aBEAEHHbBIX NONb30BATENEN.
« policy-accept: He TpebyeTca ayTeHTUDHUKALMA, HO, MPEXAe YeM MONYUNTL AOCTYN B UHTEPHET, NONb3oBaTeslb AO/KEH COrMACHTLCA C MOMMTUKON UCMONBb30BAHUA CETH; NPUMEHAETCA COBMECTHO ¢ npodunem Captive-
nopTana, B KOTOPOM MCMONL3YETCA CTPaHMLa asTopusaumu Captive portal policy.
auth- « http-basic: ayTeHTuduKauma ¢ nomousto metoaa HTTP Basic.
methods
« ldap: ayteHTudpuKauma ¢ ucnonbsosaHnem LDAP-koHHeKTOpa.
« radius: ayTeHTUdUKauma ¢ ucnonb3osaHnem RADIUS-cepeepa.
« ntlm: ayTeHTMdHUKauna ¢ ncnonbsosaHnem NTLM-cepsepa.
« saml-idp: ayTeHTMdMKALMA C ucnonb3oBaHuem cepsepa SAML IDP.

Komanaa ans

Pe/aKTMPOBaHWUA HACTPOEK NPOUIEH ayTeHTUDHMKALIMM:

Admin@nodename# set users auth-profile <auth-profile-name> <parameter>

Jna 06HOBNEHUA AOCTYNEH CIMCOK NapameTpOB, aHaNOMuHbIR CMIMCKY NapaMeTpoB KOMaHAb! create.

TpUMep co3naHNA 1 PeAaKTMPOBAHMA NPOGUNA ayTeHTUdUKALNM NoNb3oBaTENA:

Admin@nodename# create users auth-profile name "New LDAP auth profile" auth-methods Idap [ "New LDAP connector" |
Admin@nodename# show users auth-profile "New LDAP auth profile"

name : New LDAP auth profile
max-attempts :5
idle-time 1900
expiration-time  : 86400
lockout-time 1300
mfa :none
auth-methods
http-basic : off

local-user-auth  : off
policy-accept  : off

Idap

: New LDAP connector

Admin@nodename# set users auth-profile "New LDAP auth profile” description "New LDAP auth profile description"
Admin@nodename# show users auth-profile "New LDAP auth profile"

name : New LDAP auth profile
description : New LDAP auth profile description
max-attempts :5
idle-time 1900
expiration-time  : 86400
lockout-time 1300
mfa :none
auth-methods
http-basic : off

local-user-auth  : off
policy-accept  : off

Idap

: New LDAP connector

Yepes MHTEPDEIC KOMaHAHON CTPOKM BO3MOXHO yAaneHUa BCEro Npoduia Ui oTAenbHbIX CNOCOGOB ayTEHTUdMKALMM, 3aaHHbIX B Npodune. [ 3TOro UCNoMb3yioTCA CeAyIoLMe KOMaHALI.

[Ana ynanexua npoduna ayTeHTUdUKaLMI:

Admin@nodename# delete users auth-profile <auth-profile-name>

Ana yn:

METOZI0B ayTeHTUG 3aAaHHbIX B NPOpHNe, HEOBXOANMO yKasaTb METOA ayTEeHTUDMKALMM (AOCTYMHbIE METOALI aBTOPU3ALMM NepeYmucreHbl B Tabnuue Bolle):

Admin@nodename# delete users auth-profile <auth-profile-name> auth-methods <auth-metod>




HacTtpoiiku cetn



30HbI

Product: WAF
Version: 7.7.x

JlaHHbIi pasnen HaxoauTca Ha yposHe network zone. KomaHaa AnA cO3AaHUA HOBOW 30HbI:

Admin@nodename# create network zone

[anee Heo6Xx0AMMO yKa3aTb NapaMeTpel 30HbI:

MapameTp Onwucanune
name HassaHwe 30HbI.
description OnucaHue 30HbI.

dos-protection-syn

3alLmTa 30HLI OT ceTeBoro pnyaa ans npotokona TGP (SYN-flood):
« enabled: BKNOUEHUE/OTKIIOUEHWE 3aALLUTHI.
s on.

o off.

aggregate:
o ON — CYMTAKOTCA BCE NaKeThl, BXxoAAwue B MHTep(DeﬁCH A@HHOM 30HbI.

o off — naxeTbl cunTaroTCA OTAGNLHO ANA Kaxaoro IP-aapeca.

alert-threshold: nopor yseAoMneHHs; €CNM KONMYECTBO 3aNPOCOB NpeBbIllaeT AaHHbIM MOPOr, TO MPOMCXOANT 3aMiCh COOLITUA B CUCTEMHBIN XypHa.
drop-threshold: nopor oT6packIBaH1A NaKETOB; €CAIM KOMIMUYECTBO 3aNPOCOB NPeBLILLIAET yKasaHHOE 3HaueHue, To UserGate oTOpackiBaeT NakeThl U 3an1chiBaeT AaHHOE COOLITUE B CUCTEMHBIM XKypHar.

excluded-ips: cnucok |P-aapecos cepeepoB, KOTOPble HEOBXOAMMO UCKIIOUNTL U3 3aLLMUTHI.

dos-protection-udp

3alLmTa 30HLI OT ceTeBoro Gpnyaa ana npotokona UDP:
« enabled: BKNOYEHUE/OTKIIOUEHWE 3aALLUTHI.
o on.

o off.

aggregate:
o ON — CYMTAOTCA BCE NaKeThl, BXxoAAwune B MHTEDqJel‘;ICH A@HHOM 30HbI.

o off — naxeTbl cuuTaroTCA 0TALMBHO ANA Kaxaoro IP-aapeca.

alert-threshold: nopor yBeOMNEHHS; €CNIM KONMUECTBO 3aNPOCOB MPEBLILLAET AaHHBIM MOPOT, TO MPOUCXOAMT 3aMUCh COOLITUA B CUCTEMHBIN XypPHaI.
drop-threshold: nopor oT6packIiBaHnA NaKeTOB; ECAIM KOSIMYECTBO 3aNPOCOB NPeBLILIAET yKasaHHOE 3HaueHue, To UserGate 0TOpackiBaeT NakeThl U 3an1CHIBAET AaHHOE COOLITUE B CUCTEMHBIM XKypHas.

excluded-ips: cnucok |P-anpecos cepeepoB, KOTOPble HEOBXOAMMO UCKITIOUNTL U3 3aLLMTHI.

dos-protection-
icmp

3alumTa 30HbI OT CeTeBOro pryaa Ans npotokona ICMP:
« enabled: BKIIOYEHNE/OTKNIOYEHME 3aALLMTHI.
o on.

o off.

aggregate:
o ON — CYUTAIOTCA BCE NaKeTbl, BXOAAWME B MHTep(beﬁcu AAHHOM 30HbI.

o off — naxeTbl cuuTaroTcs 0TAEMBHO ANA Kaxaoro IP-aapeca.

alert-threshold: nopor yBeZIOMNEHHs; €CNM KONMUECTBO 3aNPOCOB NMPEBLILLAET AaHHBIM NOPOT, TO MPOUCXOAMT 3aMUCh COOLITUA B CUCTEMHBIN XypHa.
drop-threshold: nopor otépacsiBaHuA NakeToB; €CNM KONMUECTBO 3anpPOCOB NpeBbIlLaeT ykasaHHoe 3HaueHue, To UserGate oTOpackiBaeT nakeThl W 3anvchiBaeT AaHHOE COObITUE B CUCTEMHBIN XypHan.

excluded-ips: cnucok |P-aapecos cepeepoB, KOTOPble HEOBXOAMMO UCKITIOUNTL U3 3ALLMTHI.

lenabled-services

MapameTpbl KOHTPOMA AOCTYNa 30HbI:

"Any ICMP": paspelueHue UCNoNb30BaHMA KOMaHALl ping aapeca UserGate.

SNMP: noctyn k UserGate no npotokony SNMP (UDP 161).

« "Admin Console": gocTyn k Be6-koHconu ynpasnenus (TCP 8001).

"CLI over SSH": noctyn k cepsepy And ynpasneHua um ¢ nomolybto CLI (command line interface), nopt TCP 2200.
"REVERSE PROXY": cepsuc, Heo6X0ANMbI Ans NyBnMKauuu BHYTPEHHUX PECYPCOB C NOMOLLbIO Reverse-npoKeu.

"Log Analyzer": cepuc aHanusatopa xypHanos Log analyzer. Heo6xoanumo BKIIOYKTL €ro, €CNM NNaHUpyeTCA UCMoNb30BaTh AaHHLIM cepBep UserGate B kauectse Log analyzer (TCP 2023 1 9713).

« "SNMP Proxy": cepBuC UCNONb3yeTCA ANA NOCTPOEHUA pacnpeaenEHHOM CUCTEeMbI MOHUTOPHHa (NO3BOMIAET PerysMpoBaTh Harpy3ky M OpraHu3oBbIBaTh MOHUTOPUHI pacnpeaenéHHoi CeTeBoi MHAPaCTPYKTYpLI).

« NTP: nocTyn K cepBuCy TOYHOTO BpemeHH, 3anyLieHHoMy Ha cepaepe UserGate.

YkasaHve paspelweéHHbix |P-aapecos ana cepsucos:

« service: BbiGop cepBuCOB (CriMcok cooTBeTcTByeT enabled-services).

. : é IP-anpeca:

= geoip — koa GeolP.

t — 3apaHee cosaaHHbIi B 6M6NMOTEKe 3NeMeHTOB CiUCoK IP-anpecos.

antispoof-enabled

BriloueH1e/0TKIoYeHMe 3alumThl OT IP-cnyduHra:
. on.

o off.

antispoof-negate

BO3MOXHble 3HaYeHHA:

. on.

« off.

Mpy antispoof-negate on aapeca UCTOUYHMKOB, ¥ B ip

oTC | NaKeTbl C Y IP-anpecamm NCTOUYHMKOB.

ks, GyayT ABNATLCA afpecami, KOTOpbIE He MOTYT GbiTh NONYYeHLI Ha HTEPQEicax AaHHOM 30HkI. B aTom cnydae ByayT




Mapametp Onucanue
BrloueHNe OrpaHMYEeHNA KONMYecTBa OAHOBPEMEHHBIX Ceccuit ¢ oaHoro IP-aapeca:
'sessions-limit-
. on.
lenabled
o off.
limit
exclusions 106 cnucka IP-aapecos, ANA KOTOPLIX OrPaHUYEHHE Ha KONMYECTBO OAHOBPEMEHHBIX CECCHit He ByaeT AeiCTBOBATL.
limit
MaKcHMasnbHO BO3MOXHOE KOMIMYECTBO OZIHOBPEMEHHLIX CECCHt ¢ oaHoro IP-aapeca.
threshold AAHOBP( it anp
geoip Konbl GeolP, koTopble Ucnonb3yloTcs B 3awuTe oT IP-cnyduHra.
ip-list Cnncok IP-aapecoB, KOTopbIe UCMONb3yIOTCA B 3awuTe oT IP-cnyduHra.

Mpumep co3aaHnA HOBOW 30HbI:

Admin@nodename# create network zone name Test_zone description "Test_zone description" antispoof-enable on enabled-services [ "Any ICMP" DNS ] dos-protection-icmp enabled on
[N pefaKkTMpOBaHMA NapamMeTPOB 30HbI:

Admin@nodename# set network zone <zone-name>

TpUMep peaaKTUPOBaHKA NapaMeTPOB 30HbI:

Admin@nodename# set network zone Test_zone dos-protection-syn enabled on

KomaHaa ynaneHus 30Hbel unu €& napameTpos:

Admin@nodename# delete network zone <zone-name>

MapameTpbl, AOCTYMHbIE ANA yAANEHUA:

Mapametp OnucaHue

3awuTa 30HbI OT ceTeBoro pyaa ana npotokona TCP (SYN-flood):
dos-protection-syn
« excluded-ips: cnucok IP-aapecos cepBepoB, KOTOpble HEOGXOAUMO UCKITKOUNTL U3 3ALLMUTHI.

3awmTa 30HLI OT ceTeBoro Gniyaa AnA npotokona UDP:
dos-protection-udp
« excluded-ips: cnucok |P-aapecos cepsepoB, KOTOPbIE HEOGXOAUMO UCKITKOUUTL U3 3ALLYMUTHI.

3aluTa 30HLI OT CeTeBOro pnyaa Ana npotokona ICMP:
d

e « excluded-ips: cnucok IP-aapecos cepsepos, KOTOPbIE HEOBXOANMO UCKITOUNTB W3 3ALUMUTHI.
vices YcTaHol paHee napameTpsl KOHTPONA AOCTyNa B AaHHOW 30He

geoip Konbl GeolP, KoTopble Ucronb3ytoTeA B 3awuTe ot IP-cnydpunra.

ip-list ICnincok IP-anpecos, KOTopele MCMONb3YIOTCA B 3aluuTe oT IP-cnyduHra.

Cneaytoujan KoMaHaa 0TOOPA3MT HACTPOMKM 30HbI:

Admin@nodenamei# show network zone <zone-name>



WnTepdeichl

Product: WAF
Version: 7.7.x

CN1COK yNOPAAOHEHHBIX MEH CETEBbIX MHTEP(ENCOB M COOTBETCTBYIOWME UM BU3NYECKUE aapeca AOCTYNEH ANA OTOBPAaXEHNA NPK BLINOMHEHUM KOMaHAb! (KOMaHAa AO0CTYNHA U B PEXMME AMArHOCTMKMA U MOHUTOPUHIA U B PeXUMe
KOHUrypauum):

Admin@nodename> show network interface-mapping

Admin@nodename# show network interface-mapping

YnopaaounsaHue MHTepdECcoB NPOU3BOAUTCA B COOTBETCTBUN C HOMEPOM NnopTa B WwiHe PCI.

JnA ynanexua cnucka Mcnosb3ayiTe CeayioLme KOMaHabl B PeXUME AMarHoCTUKM U MOHUTOPUHIA W B PEXMME KOHDHUIypaLui COOTBETCTBEHHO:

Admin@nodenames clear network interface-mapping

Admin@nodename# delete network interface-mapping

Mocne nepesarpysiu cepaepa UserGate CMcok 0GHOBMTCA W CTAHET A0CTYMHbIM ANA 0TOBpaXeHUs. DTy onepauuio HEOBXOANMO BLINOMHATL NOCNE A0GABNEHUA CETEBbIX NOPTOB B HACTPOEHHBIA annaeHe UserGate.

Jlanee Byzet paccMoTpeHa HacTpoiika HTepdENcoB, KoTopas NPOM3BOANUTCA Ha ypoBHe network interface.

Hactpovika adapter

CeTeBble ananTepsl HacTpausaroTca Ha yposHe network interface adapter.

Coapatb ceTeBOW anantep HenbaA. [J1A 0BHOBNEHMA CyLLIECTBYIOLIEro CETeBOro afanTepa Cnonb3yeTcA KoMaHaa:

Admin@nodename# set network interface adapter <adapter_name>

Jlanee HeoBxoanmo yKasaTtb napameTpbl CeTeBoro agantepa:

MNapametp Onucanne
BrntoyeHne/0TKIIOUeHHe ceTeBoro HTepdeiica:
lenabled « on.
« off.

CeTeBOro UHT

alias /Anunac/nceBAoHUM UHTepdeica.

Tvn uHTepdeiica:
iface-type « 13: uHTepdeitc, padoTaiowuii B pexume Layer 3 (MOXHO HasHauuTb IP-aapec v MCnonb3oBaTh €ro B Npasuiax MEXCETEBOTO 3KpaHa, KOHTEHTHOM GpUNbTPaLMK U APYrvX NPaBunax, 310 CTaHAaPTHBIA PEeXUM paboTsl

yp uHTepdeiica).
« mirror: uHTepdeiic, padoTatoLuii B pexume Mirror (MoxeT nonyuatb Tpaduk co SPAN-nopta ceteBoro 060pyAoBaHKA ANA ero aHan1aa).
Pexum HasHauyeHus IP-aapeca:
« dhcp: nonyuenne anHamuyeckoro IP-aapeca no DHCP.
iface-mode
« manual: 6e3 agpeca.

CTaTMyecKuit PeXUM yCTaHaBNMBAETCA aBTOMATUYECKA NPU HAsHAYeHUN uHTepdelicy IP-aapeca.
zone 30Ha, KoTOpoit ByAeT NpuHaAnexaTb UHTEpEiC.

Hactpoiika napameTpoB ceTeBoro uHTepdeiica:

« bc_forwarding: ynpasnenue nepechinkoit naxketos directed broadcast, npuxoaslymx Ha ykasaHHblit UHTEpPENc.
« proxy_arp, proxy_arp_vlan: mexanuam Proxy ARP. Mapametp proxy_arp — UserGate 6yaet oteedats Ha ARP-3anpochl aapecos, He OTHOCALYMXCA K CETH uHTepdeiica; proxy_arp_vlan — UserGate Gynet otseyarb Ha
ARP-3anpockl aapecos, OTHOCALLMXCA K CETH MHTepdeica.

YKasbiBaloTCA B Cnedylolem popvare:
link-info  ||Admin@nodename# create network interface <iface-type> ... link-info [ key/value ]

rae key — HasBaHue napameTpa. HassaHue MOXET COCTOATL U3 CTPOUHbIX GYKB NaTUHCKOrO andasnTa (a — z) v 3Haka noavepkusanus ().

value — 3HaueHue napameTpa. MapameTpsl MOryT NPUHUMATL TOMBKO LENbie YUCIOBEIE 3HAYSHHUA.

Hanpumep, 4T06b! BKIIOUM T MCMONb30BaHMe MexaHnama Proxy ARP ucnoneayiite cneaytome key/value — proxy_arp/1; Ana oTknoueHua — proxy_arp/0.

Mone link-info GyaeT oTo6paxeHo TONLKO B cnydyae A06aBneHUs NapaMeTpos.

BanHo! YaaneH1e 3aaHHbIX NapamMeTpoB HEAOCTYMHO.
netflow- . - . -
profile Mpodune NetFlow ana oTnpasku cTaTuCTUYECKUX AaHHbIX Ha NetFlow konnekTop. MoapoBHee o HacTpoiike npodunei NetFlow — B pasaene « Hactpoitka npoguneit NetFlow».
lldp-profile |[Mpodune anA oTnpaskyu AaHHEIX Mo npoTokony Link Layer Discovery Protocol (LLDP). MoapoGHee o HacTpoiike npoguneit — B pasaene « Hactpoiika npogunei LLDP».

HasHauenne nHTepdeiicy IP-aapeca.
ip- /Anpec 3anaérca B v Buae: [ <ip_s 1 vnm [ <ip_: <ip_z 1, ecnu HeOBXOAMMO Ha3HAYNTL HECKONLKO IP-aApecoB (aapeca NepeyncnaloTCA Yepes Npoden); Macka noaceTH
addresses ||3anaétca B AeCATUUHOM BUAE.

BaHo! KBaapartHble CKOBKK 06A3aTENbHO AOMKHbI ObiTh OTAENEHBI MPOBENaMM C 0GEUX CTOPOH.
mac MAC-anpec unTepdeiica.
mtu YkasaHue pasmepa MTU.
mss YkasaHue pasvepa MSS (aoctynHo HauuHana ¢ penusa MO 7.3.x): 0, unu ot 4 A0 BBEAEHHOrO 3HauYeHna MTU munyc 40.
rx-ring Paswvep Bydepa RX ring untepdeiica Tuna adapter.
tx-ring Pa3svep bydepa TX ring uHTepdeica Tuna adapter.



https://docs.usergate.com/nastrojka-bibliotek-(opisanie)_3371.html#%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0%20%D0%BF%D1%80%D0%BE%D1%84%D0%B8%D0%BB%D0%B5%D0%B9%20Netflow
https://docs.usergate.com/nastrojka-bibliotek-(opisanie)_3371.html#%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0%20%D0%BF%D1%80%D0%BE%D1%84%D0%B8%D0%BB%D0%B5%D0%B9%20LLDP

MNapametp Onucanne
Hactpoiika pa6otsl DHCP-penes Ha nHTepdeiice. Heobxoanmo ykasarts:
« enabled: BKIOYEHUE/OTKIIIOUEHNA penen:
o on.
dhcp-relay
- off.
o ut : IP-aapec uHTepdeiica U: te, Ha KOTOpkIA JoGaBnAeTCA GyHKUMA penen (Npi <ip | none>).

« server-address: aapeca cepsepos DHCP, kyna Heo6xoanmo nepecbinat DHCP-3anpoch! KMeHToB.

Komakaa yaanexus anantepa unm ero napameTpos:

Admin@nodename# delete network interface adapter <adapter-name>

MapameTpbl, AOCTYMHbIE ANA yARNEHUA:

Mapametp Onucaune

ip-addresses 3ananHbIi IP-agpec.

dhcp-relay server-address)||P-anpec cepsepa DHCP.

Komanaa ans oToBpaxeHns MHOPMALMM O BCEX CeTeBbIX ananTepax:

Admin@nodename# show network interface adapter

JinA oTo6paxeHnA uHdopmaLumu 06 agantepe:

Admin@nodename# show network interface adapter <adapter-name>

HacTpovika VLAN

Untepdeiickl VLAN HacTpausatoTcs Ha ypoHe network interface vian.

Komanaa ana no6asnexus Hosoro VLAN-uHTepdeiica:

Admin@nodename# create network interface vian

Janee Heo6X0AMMO yKa3aTk NapameTpl:

Mapametp Onucaxune
BrnioueHne/oTknouenne VLAN-uHTepdpenca:
enabled - on.
« off.
description||Onucanue uHTepd
alias /Annac/ncesaoHUM UHTepdeiica.
Tun uHTepdenca:
iface-type « 13: Layer 3 (MoxHO HasHauuTb |P-aapec v UCnonb3oBaTh €ro B NpaBuiax MEXCETEBOrO 3KpaHa, KOHTEHTHOM GUNLTPALMK U APYrUX NpaBunax, 370 CTaHAAPTHbIA PEXUM paboTbl UHTepdeNca).
« mirror: uHTepdeiic, padotatoLmil B pesxxume Mirror (MoxeT nonyuatb Tpaduk co SPAN-nopta cetesoro 060pyA0BaHUA ANA €ro aHanuaa).
Pexum HasHaueHun IP-aapeca:
« dhcp: nonyuenne anHamuyeckoro IP-aapeca no DHCP.
iface-mode
« manual: 6e3 aapeca.
ICTaTMYeckuit pexum ycTaHaBnNMBaeTCA aBTOMaTUYECKU NP1 HasHaueHnn uHTepdeiicy IP-aapeca.
tag Ter VLAN. [lonyckaeTtca cosaanue Ao 4094 uHtepgencos.
d WmA yana knactepa, Ha koTopom cosaaérca VLAN.
interface || ®uanyeckuit uHTEpdeiic, Ha koTopom cosaaetcA VLAN.
zone 3oHa, KoTOpOK GyAeT NpuHaanexars UHTepdenc.
HacTpoiika napameTpoB ceTeBoro MHTepdeica:
« bc_forwarding: ynpasnenne nepechinkoit naxketos directed broadcast, npuxoasiunx Ha ykasaHHbli UHTEpPEeNc.
« proxy_arp, proxy_arp_vlan: mexanuam Proxy ARP. MapameTp proxy_arp — UserGate 6yaet otBeuatb Ha ARP-3anpochl aapecoB, He OTHOCALLMXCA K CETH uHTepdeiica; proxy_arp_vlan — UserGate Gynet oteeuats Ha
ARP-3anpockl aapecos, OTHOCALUMXCA K CeTH MHTepdeiica.
YKasbiBaioTcA B Cnedytollem dpopmare:
link-info /Admin@nodename# create network interface <iface-types ... link-info [ key/value ]
rae key — HassaHue napameTpa. HassaHWe MOXET COCTOATb U3 CTPOUHBIX GYKB NATUHCKOTO andasuTa (a — z) ¥ 3HaKa noAYepkuBaHma ().
value — 3HaueHue napameTpa. MapameTpsl MOTYT NPUHUMATL TOMBKO LMbIe YUCTIOBLIE 3HAYEHHUS.
Hanpumep, 4T0ObI BKITOUNTL UCMONb30BaHHe MexaHuama Proxy ARP ucnione3syiiTe cneaytolue key/value — proxy_arp/1; ana oTkioueHua — proxy_arp/0.
Mone link-info 6yaeT oTo6paxeHo TONLKO B cyyae Ao6aBneHNs NnapaMeTpoB.
BamHo! Yaanenue 3anaHHbIX NapamMeTpoB HeAoCTyNHO.
netflow- o o - -
profile Mpodunb NetFlow Ana oTnpasku cTaTUcTUYeckux AaHHbIX Ha NetFlow konnekTop. Moapo6Hee o HacTpoiike npoduneit NetFlow — B pasaene « Hactpoiika npoduneit NetFlow».
HasHauenue uHtepoeiicy IP-aapeca.
ip- /Anpec 3anaétca B v Buae: [ <ip_s 1 vnm [ <ip_ <ip_ 1, ecnu Heo6Xx0AMMO HasHAUMTL HECKONBKO IP-aapecoB (aapeca nepedncnaAloTCA Yepes NpoBen); Macka noAceTH
addresses ||3anaétca B AECATUYHOM BUAe.
BanHo! KBaapaTtHble CKOBKK 06A3aTeNbHO A0MKHBI ObITh OTAENEHLI NPOBENaMM C 06X CTOPOH.
mac MAC-anpec unHTepdeiica.
mtu YkasaHue pasvepa MTU.
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MNapametp Onucanne
mss YkasaHue pasvepa MSS (aoctynHo Hauunan ¢ penuaa MO 7.3.x): 0, unu ot 4 [0 BBeA&HHOro 3HaueHna MTU munyc 40.
Hactpoiika pa6otsl DHCP-penes Ha nHTepdeiice. Heobxoanmmo ykasarts:
« enabled: BKIOYEHUE/OTKIIIOUEHNA penen:
o on.
dhcp-relay
- off.
o ut : IP-aapec uHTepdeiica U: te, Ha KOTOpLIA TCA PYHKUMA penen.
« server-address: aapeca cepsepos DHCP, kyna Heo6xoanmo nepecbinat DHCP-3anpocs! KMeHToB.

PepaxtuposaHue cyuiectsytouero VLAN:

Admin@nodename# set network interface vlan <vlan-name>

MapameTpbl, AOCTYMHbIE ANA 0GHOBNEHMUA, aHANOrMuHbLI Nnapametpam cosaaqua VLAN, kpome tag, nod , interface (| # 3TUX NapameTpoB HEAOCTYMHO).

KomaHnpa yaanenua VLAN-uHTepdeiica unm ero napameTpos:

Admin@nodename# delete network interface vlan <vlan-name>

MapameTpbl, AOCTYMHbIE ANA yAANEHUA:

Mapametp Onucauue

ip-addresses 3ananHbIi IP-agpec.

dhcp-relay server-address||IP-aapec cepsepa DHCP.

YT06bI 0TOGPa3UTL MHPOPMALMIO 0 BCex UHTepdencax VLAN:

Admin@nodename# show network interface vian

1nu 06 onpeaenéHHoM UHTepdence:

Admin@nodename# show network interface vlan <vlan-name>

HacTpovika bond-uxtepdeinca

HacTpoiika 60HA-MHTepdeiica NPoM3BOAUTCA Ha ypoBHe network interface bond.

Komanaa ana cosnauua GoHA-uHTepdeiica:

Admin@nodenamei# create network interface bond

TMapameTpel, KOTOPbIEe HEOBXOAMMO YKasaTb:

Mapametp Onucanune
BrrloueHne/oTKIoueHe UHTepdeica:
enabled - on.
« off.
interface- o . M M
hame Heo6x0a1MOo BBECTU HOMED, KOTOPLIN GyAeT 0TOOPaXEH B UMEHU UHTepdeiica (Hanpumep 1, Toraa HaseaHWe CO3AaHHOTO MHTepdeiica GyaeT bond1).

description

MHTEPD

profile

alias /Annac/nceBaoHUM uHTepdeica.
d 'Y3en knacTepa, Ha KoTopom ByzieT co3aaH BoHA-UHTepdENC.
zone 30Ha, KOTOpO# ByAeT NpUHaAnexaTb 6oHA.
Hactpoiika napameTpoB ceTeBoro uHTepdeiica:
« bc_forwarding: ynpasnenue nepechinkoit naketos directed broadcast, npuxoaslumx Ha ykasaHHblit UHTEpPENcC.
« proxy_arp, proxy_arp_vlan: mexanuam Proxy ARP. Mapametp proxy_arp — UserGate 6yaert oteeuats Ha ARP-3anpochl aapecos, He OTHOCALLYMXCA K CETH uHTepdeiica; proxy_arp_vlan — UserGate 6ynet otsevars Ha
ARP-3anpockl aapecos, OTHOCALLMXCA K CETH MHTepdeica.
YKasbiBaloTCA B Cnedylolem popvare:
link-info  ||Admin@nodename# create network interface <iface-type> ... link-info [ key/value |
rae key — HassaHue napameTpa. HassaHue MOXET COCTOATb U3 CTPOUHbIX GYKB NaTUHCKOro andasnTa (a — z) v 3Haka noavepkusanus ().
value — 3HaueHue napameTpa. MapameTpsl MOryT NPUHUMATL TOMBKO LENbie YUCIOBbIE 3HAYSHHUA.
Hanpumep, 4T06b! BKIIOUMTL MCMONb30BaHMe MexaHnama Proxy ARP ucnoneayiite cneaytome key/value — proxy_arp/1; Ana oTkntoueHua — proxy_arp/0.
Mone link-info GyaeT oTo6paxeHo TONLKO B cnydyae A06aBneHNs napaMeTpos.
BanHo! YaaneHe 3aiaHHbIX NapamMeTpoB HEAOCTYMHO.
netflow-

Mpodune NetFlow ana oTnpasku cTaTuCTUYECKUX AaHHbIX Ha NetFlow konnekTop. MoapoBHee o HacTpoiike npodunei NetFlow — B pasaene « Hactpoiika npoguneit NetFlow».
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MNapametp Onucanne
JlononHuTeneHele napameTpsl 6oHA-UHTepdeiica:
« aggr-mode — pexum paboTsl GoHaa:

o round-robin: pexum Round robin (nakeTsl 0TNPaBAIOTCA NOCNEAOBATENBHO, HAYMHAA C NEPBOrO AOCTYNHOMO UHTEPdENca U 3akaHuMBan NoCNeAHMM. 3Ta NONUTUKA NPUMEHASTCA ANA 6anaHCHPOBKMA HArpysKu 1
0TKa30yCTONUMBOCTH).

« active-backup: pexum Active backup (TofIbKO 0AWH CETEBOM MHTEPDENC U3 OO bEAUHEHHBIX BYAET aKTUBHBLIM. Jlpyroi MHTEPENAC MOXKET CTaTb aKTMBHBIM TOMBLKO B TOM Crlyyae, Kora ynaaeT TEKYLLUMA aKTUBHbIA
unTepdeic. Mpu Takoi nonutuke MAC-aapec 60HA-UHTEPdEACa BUAEH CHAPYXMU TOMBKO Yepes OAMH CETEBOM NOPT, BO U3GeXaHWe NOABNEHUA NPOBIEM C KOMMYTATOPOM. JlaHHasA NONUTUKA NPUMEHAETCA ANA
obecrneyeHns 0TKa3oyCTORUUBOCTH).

o xor: pexum XOR (nepeaaya pacnpeaenseTca Mexay ceTeBbiMi KapTamu ucnonbaya gpopmyny: [(«MAC-aapec nctouHmnka» XOR «MAC-aapec HasHaueHua») Mo MOAYNIO «4ucno uHTepdeiicos»]. Monyyaetca, oaHa
1 Ta Xe ceTepan KapTa nepeAaeT NakeTbl OAHUM W TeM xe nonyyarensm. OnuMoHanbHO pacnpeseneHne nepeaayn MoxeT GbITb OCHOBAHO W Ha NOnUTHKe «xmit_hash». Monutuka XOR npumeHaeTca ana
GanaH Harpysku u obec 0TKA30YCTOMUNBOCTH).

o broadcast: pexum Broadcast (nepenaet Bce Ha Bce ceTeBble MHTEP@EiChl. JTa NONUTUKA NPUMEHAETCA ANA 0TKA30yCTOMYNBOCTH).

= 802.3ad: pexum IEEE 802.3ad (pexum pa6oThl, yCTAHOBIEHHbIA N0 YMOMHaHHIO, NOAAEPKMBAETCA BOMBLIMHCTBOM CETEBLIX KOMMYTaTOPOB. CO3aIOTCA arperMpoBaHHbIE rpYMMbl CETEBbIX KAPT C OANHAKOBOM
CKOPOCTHIO M Aynriekcom. Mpu Takom 06beanHeHNM nepeaya 3aaencTBYeT BCe KaHanbl B aKTMBHOM arperauumu cornacHo crasaapty |EEE 802.3ad. BeiGop, yepes kakoi MHTepgeiic 0TnpasnATe NakeT, onpeaensercs
NOMMTHMKOM; N0 yMONYaHuio ncnonbayetca XOR-NONMTMKA, MOXHO TaKke MCnonb3oBaTk «xmit_hash» nonutuky).

o transmit: pexxum Adaptive transmit load balancing (Mcxoaswumit Tpaduk pacnpeaenseTcs B 3aBUCMMOCTH OT 3arpy)KeHHOCTH KaXKA0H CETEBOW KapThl (ONpeAenseTcs CKOPOCTLIO 3arpysku). He TpeGyet
NIONONHUTENBHOM HACTPOWKKM Ha KOMMYTaTope. BxoasLLmMiA Tpad UK MPUXOANT Ha TEKYLLYIO CeTeBylo KapTy. ECniu oHa BLIXOAUT U3 CTPOA, TO Apyran ceTesan kapTa 6epeT cebe MAC-aapec BbilueALIei U3 CTPOs
KapTbl).

o load: pexwum Adaptive load balancing. BkntouaeT B ce6a npeabiayLLyto NOMUTUKY NKOC OCYLLECTBNAET GanaHcUpoBKy BXOAALLEro Tpaduka. He TpebyeT A0NONHMTENbHOM HAaCTPOKKM Ha KoMMyTaTope. banaHcuposka
BxoAsLero Tpaduka aocturaetca nytem ARP-neperosopos. [lpaiisep nepexsathiBaeT ARP-0TBeThI, 0TNpaBnAemble C fIOKanbHbIX CETEBbIX KapT HapyXy, 1 nepenuceisaeT MAC-aapec UCTOUYHMKA Ha OZIMH U3
yHUKanbHbix MAC-aapecoB ceTeBow KapThbl, yuacTByoLei B 06beauHeHnW. Takum 06pasomM, pasnuuHble NMpbl MCronbaytoT pasnuuHsle MAC-aapeca cepsepa. Banavcuposka BxoasLuero Tpaduka pacnpeaenaerca
nocneaosatensHo (round-robin) mexay uHTeppencamm.

« mii-monitoring: nepuoanyHocTs MII-MOHUTOPUHa B MUANUCEKYHAAX. OnpeaenseT, Kak YacTo ByAeT NPOBEPATLCA COCTOAHME NIMHUM HA HANIMYKE OTKA30B.
o d delay: Bpems (B yHAAX) 3aAEPKKN Nepea OTKIIoYEeHMEeM MHTepdeica, ecnu npousoLuesn c6oi coeanHeHun. 3Ta onuuA AeUCTBUTENbHA TONLKO ANA MoHUTOpUHra MII (miimon). 3HayeHne napameTpa AOMKHO
BbITb KPATHBLIM 3HAYEHWAM Miimon.
« up-delay: BpemA 3aIEPXKKM B MUNIIUCEKYHAAX, NEPe/l TEM KaK NOAHATL KaHan npu 0GHaPyXEHNUM ero BOCCTaHOBNEHUS. DTOT NapameTp BOMOXEH TOMLKO Npu MIl-MoHUTOpUHTe (Mmiimon). 3HaueH1e napameTpa AOMHKHO
BbITb KpATHLIM 3HAYEHWAM miimon.
« lacp-rate: uHtepsan, ¢ kotopbiM ByayT nepeaasatbea naptHepom LACPDU-naxeTkl B pexuvme 802.3ad. BoamMoXHble 3HaYeHHs:
= slow: 3anpoc napTHepa Ha nepesavy LACPDU-nakeTos kaxasle 30 cekyHa.
o fast: sanpoc naptHepa Ha nepenayy LACPDU-naxeToB Kaayto CeKyHay.
« fail : onpe cnoco6a MAGC-anpecos Ha 06beanHeHHbIe MHTepdelics B pexmume Active backup npu neperioueHun HTepdeicos. BosmoxHsle 3HaueHHa:

- disabled: ycTaHaBnuBaet oanHakoBelit MAC-aapec Ha BCex MHTepdencax BO BPEMA NePerToueHNA.

o active: MAC-aapec Ha BoHA-uHTepdeice ByaeT Bcerna TakuM Xe, Kak Ha TeKyLLeM akTUBHOM UHTepdeiice. MAC-azpeca Ha pe3epBHbIX MHTepdeiicax He ameHaoTcA. MAC-aapec Ha 6oHA-MHTEpdeTice MeHAeTCA
BO BpemA 06paBoTku OTKasa.

o follow: MAC-azpec Ha 6oHA-uHTEpdeiice ByAeT Tak1M e, KaK Ha NepBoM UHTepdeiice, A06aBneHHOM B 06beanHeHMe. Ha BTopom v nocneaytolem nHtepdeiice 3ot MAC He ycTaHaBnuBaeTCH, Noka OHU B
pesepsHom pexume. MAC-aapec NponuchiBaeTcA BO BpeMsa 06paboTKu 0TKa3a, KOrAa Pe3epBHblit MHTEPEC CTAHOBUTCA aKTMBHBIM, OH NPUHUMAET HOBI MAC (TOT, uTo Ha GoHA-MHTepdeice), a cTapomy
aKTUBHOMY UHTepdeiicy nponucbiBaeTcad MAC, KOTOpbIi Gbifl Ha TEKYLLIEM aKTUBHOM.

« xmit-hash: onpesieneHne XaLU-NONUTUKK Nepeaayn NakeTos Yepes 06beAUHeHHbIe HTepdeick B pexume XOR unu IEEE 802.3ad. BoaMoXHbIe 3HauYeHUA:

o 12: ucnoneayet Tonbko MAC-aapeca AnA reHepaum xaiua. Mpu 3TOM anropuTMe TpaduK AN KOHKPETHOrO CETEBOro XocTa GyAeT OTNPaBNATLCA BCEr/a Yepes OANH U TOT e UHTEPdENC. ANTOPUTM COBMECTUM C
IEEE 802.3ad.

o 12-3: ucnonbayet kak MAC-aapeca, Tak v IP-aapeca ana reHepaumy xawwa. Anroputm cosmecTum ¢ IEEE 802.3ad.

o 13-4: ucnonbayiotca IP-aapeca u npoTokonbl TpaHcnopTHoro yposHa (TCP unu UDP) ana renepauuu xawa. Anroputm He Bceraa cosmectum ¢ IEEE 802.3ad, Tak kak B npeaenax oaHoro 1 Toro xe TCP- unu UDP-
B3aMMO/ECTBMA MOTYT NepeaaBaThCA Kak pparMeHTUpOBaHHbIe, Tak U HepparMeHTUpPOBaHHbIE NakeThl. Bo pparMeHTMpoBaHHbIX NaKeTax NopT UCTOYHMKA W MOPT HasHaueHUA OTCYTCTBYIOT. B pesynbTate B pamkax
OZIHOW CECCUM NaKeTbl MOTyT I0ATH 10 NONy4aTens He B TOM NOPAZKE, TaK KaK OTNPaBAOTCA Yepes pasHble MHTepdenchl.

« interface: uHTep@eiickl, kotopbie OyayT 06beaMHeHb! B GOHA.
Pexum HasHauyeHus IP-aapeca:
« dhcp: nonyyexne aMHamuyeckoro IP-aapeca no DHCP.
iface-mode
« manual: 6e3 aapeca.
CTaTMyeckuit PeXUM yCTaHaBNMBAETCA aBTOMATUYECKA MK HasHaYeHUn uHTepdelicy IP-aapeca.
'Tun cosnasaemoro uHTepdeiica:
iface-type « I3 — Layer 3 untepoeiic.
« mirror — uHTepeic 3epkanMposaHua Tpadmka.
HasHauenue uHtepdeiicy IP-aapeca.
ip- /Anpec 3anaétca B v Buae: [ <ip_s 1 vnm [ <ip_ <ip_ 1, ecnu HeoBX0AMMO Ha3HauMTL HeCKoNbKO IP-aapecos (aapeca NepeynucnATCA Yepes Npoben); Macka noaceT
addresses ||3anaétca B AECATUYHOM BUAE.
BamHo! KBagpaTHble CKOOKM 06A3aTENbHO AOMKHbI ObiTh OTAENEHbI Npobenamm ¢ 06enx CTOPOH.
mac MAC-anpec uHTepdeiica.
mtu YkazaHue pasvep MTU.
mss YkasaHue pasmepa MSS (aoctynHo Haumtas ¢ penusa MO 7.3.x): 0, unu ot 4 Ao BBeAEHHOrO 3HauyeHns MTU munyc 40.
Hacrpoiika pa6oTel DHCP-penen Ha uHTepdeiice. Heo6xoanumo ykasatb:
« enabled: BKOYEHME/OTKNIOUEHHA penen:
- on.
dhcp-relay
o off.
« utm-address: IP-aapec uHtepdeiica UserGate, Ha KOTOpbIi J06aBNAETCA GYHKUUA penen.
- server-address: aapeca cepsepos DHCP, kyaa Heo6xoanmo nepecbinats DHCP-3anpocs! KIMEHTOB.

OG6HoBNEHMe CyLLecTBYIOL|Eero 60HA-MHTepdEica:

Admin@nodenamei# set network interface bond <bond-name>

MapameTpsl, AOCTYNHLIE ANA 0GHOBNEHUA, aHANOrMYHbLI NapameTpam co3aaHuA GoHA-UHTEpENC, kpome inter , nod ( # TUX NapameTpOB HeAOCTYMHO).

Komanaa ynaneHus 60HaA-uHTEpEiCa Uin €ro napameTpos:

Admin@nodename# delete network interface bond <bond-name>

MapameTpel, AOCTYNHbIE ANA yAANEHWUA:

MNapameTp

Onucanue

ip-addresses

3apaHHbIn IP-agpec.




Mapametp Onucanne

dhcp-relay server-address||IP-anpec cepsepa DHCP.

bonding interface MHTepdeiChl, 00beANHEHHBIE B GOHA.

YT06bI 0TOGPA3UTL MHPOPMALMIO O BCEX BOHA-MHTEPdEiicax:

Admin@nodename# show network interface bond

1n1 06 onpeaenéHHoM uHTepdeice:

Admin@nodename# show network interface bond <bond-name>

Hacrtpovika bridge-uHrepdeiica

Hactpoiika MocTa npoussoanTcA Ha ypoBHe network interface bridge.

YT06b1 106aBUTL HOBBIN bridge-uHTepdenc:

Admin@nodenamef# create network interface bridge

MapameTpel,

KOTOPbIE HEOBXOAMMO YyKasaTb:

Mapametp Onwucanune
BrnoueHHe/oTKIIoueHUe MocTa:
lenabled - on.
« off.
interface- - X o - .
hame Heo6x0anMo BBECTH HOMEP, KOTOpbIK GyAeT 0TOBPaKEH B MMEHU MHTEpdelica (Hanpumep 1, Toraa HaseaH1e co3aaHHoro MHTepdeiica Gyaet bridge1).

description

bridge-uHTepd

alias /Annac/nceBaoHUM uHTepdeiica.
d IMA y3na KnacTepa, Ha KOTOPOM CO3AAETCA MOCT.
zone 30Ha, KOTOpO# ByET NPUHAANEXATL MOCT.
HacTpoiika napameTpoB ceTeBoro uHTepdeiica:
« bc_forwarding: ynpasnenue nepeckinkoit naketos directed broadcast, npuxoaaLumMx Ha yKasaHHbI MHTepdeNc.
« proxy_arp, proxy_arp_vlan: mexanuam Proxy ARP. MapameTp proxy_arp — UserGate Gyaet otBeuats Ha ARP-3anpochl aapecos, He OTHOCALUYMXCA K CETH UHTepdeiica; proxy_arp_vlan — UserGate Gynet oteeyarb Ha
ARP-3anpockl aapecos, OTHOCALLMXCA K CETH MHTepdeica.
YkasbiBaioTcA B Cnedyiolem popvare:
link-info /Admin@nodename# create network interface <iface-type> ... link-info [ key/value |
rae key — HasBaHue napameTpa. HasBaH1e MOXET COCTOATb U3 CTPOUHBIX GYKB NATUHCKOTO andasuTa (a — z) ¥ 3HaKa noAYepruBaHma ().
value — 3HaueHue napameTpa. MapameTpsl MOryT NPUHNMATL TOMBKO LENbie YUCIOBbIE 3HAYSHHUA.
Hanpumep, 4T06bI BRIOUNTL UCMIONb30BaHKe MexaHuama Proxy ARP ucnonb3syitTe cneaytolue key/value — proxy_arp/1; ana oTktoueHua — proxy_arp/0.
Mone link-info GyaeT 0ToGpaxeHO TONLKO B CRyyae A0BaBNEHUA NapameTpos.
BamHo! Yaanenue 3afaHHbIX napamMeTpoB HeAOCTYNHO.
netflow- o - . -
profile Mpodunb NetFlow ana oTnpasku cTaTUCTUYECKUX AaHHbIX Ha NetFlow konnekTtop. MoapobHee o HacTpoiike npodunei NetFlow — B pasaene « Hactpoiika npoguneit NetFlow».
JlononHuTenbHele NapameTpbl MocTa:
« iface-type: pexum paboTl HTEpdEiica:
o 12: Layer 2 (co3paBaeMOMy MOCTY HE HY)HO HasHauaTb IP-aapec 1 NponucsIBaTb MapLLPYTLI U LLIO3bI ANA €70 KOPPEKTHO! paboTel. B aaHHOM pexume MocT paboTaeT Ha yposHe MAC-aapecos, TpaHCnupys naxkeT
13 OAHOTO CerMeHTa B Apyroi. B aTom cnyuae HEBO3MOXHO MCMONb30BaTh Npasuia Mail security; KOHTEHTHaA GUALTPALUA B 3TOM pexumMe padoTaerT).
o 13: Layer 3 (MOXHO HasHauuTk IP-aapec 1 UCronb30BaTh €ro B NPaBuUIax MEXCEeTEBOro 3KPaHa, KOHTEHTHOM GUILTPALMM U APYTUX NpaBUax, 3TO CTAHAAPTHLIA PEXUM PabdoTl UHTepdEeica).
« interface: nHTepgeiickl, koTopble ByAyT MCNONL30BaHbI ANA CO3AAHMA MOCTa.
bridging ) . )
« stp: BRIOYEHWE/OTKNIOUeHKe ucnonbaosaHue STP (Spanning Tree Protocol) Ana 3awuTel oT netens:
- on.
o off.
« forward-delay: 3anepxxa nepea nepexntoueHneM MocTa B akTUBHLIA pexxum (Forwarding), B cnyuae ecnu srtodeH STP (ykasbiBaeTcs B CeKyHAax).
- max-age: BpeMA, N0 UCTEUEHHM KOToporo STP-CoeAnHeHNe cunTaeTea noTep: ( B CeKyHAaXx).
« bypass-pair: napa uHtepgeiicos, kotopas GyaeT Ucnonb3oBaHa AnA NocTpoeHuA Bainac MocTa. TpebyeTca noanepxka odopyaosanus MAK UserGate.
Pexum HasHauyeHun IP-aapeca:
« dhcp: nonyuenne anHamuyeckoro IP-aapeca no DHCP.
iface-mode
« manual: 6e3 aapeca.
CTaTMyeckui PeXUM yCTaHaBNMBAETCA aBTOMATUYECKA NPK HasHaYeHUn uHTepdelicy IP-aapeca.
HasHauenue nHtepdeiicy IP-aapeca.
ip- /Anpec 3anaétca B v Buae: [ <ip_s 1 vnm [ <ip_: <ip_ 1, ecnu HeoBXOAMMO Ha3HAUNUTL HECKONBKO IP-aApecoB (aapeca NepeynucnaAloTCA Yepes Npoben); Macka noaceTH
addresses ||3anaétca B AeCATUUHOM BUAE.
BaHo! KBaapaTtHble CKOBKK 06A3aTeNbHO AOMKHbI ObITh OTAENEHbI MPOBENaMM1 C 06EUX CTOPOH.
mac MAC-anpec unTepdeiica.
mtu YkasaHue pasmepa MTU.
mss YkasaHue pasvepa MSS (aoctynHo HauuHana ¢ penusa MO 7.3.x): 0, unu ot 4 o BBeAEHHOrO 3HauYeHna MTU munyc 40.
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MNapametp Onucanne
Hactpoiika pa6otsl DHCP-penes Ha nHTepdeiice. Heobxoanmo ykasarts:
« enabled: BKIOYEHUE/OTKIIIOUEHNA penen:
o on.
dhcp-relay
- off.
o ut : IP-aapec uHTepdeiica U: te, Ha KOTOpLIA TCA PYHKUMA penen.

« server-address: aapeca cepsepos DHCP, kyna Heo6xoanmo nepecbinat DHCP-3anpoch! KMeHToB.

OG6HoBneHue cyLyecTsyloLero bridge-uHtepdeiica:

Admin@nodename# set network interface bridge <bridge-name>

MapameTpbl, AOCTYNHLIE ANA 0GHOBNEHMA, aHANOrMUHbLI NapaMeTpam Co3AaHMA MOCTa, Kpome inter , nodi ( a 7 3TUX NapamMeTpoB HEAOCTYMHO).

KomaHraa ynanenun bridge-uHTepdeiica unu ero napameTpos:

Admin@nodename# delete network interface bridge <bridge-name>

MapameTpbl, AOCTYMHbIE ANA yAANEHUA:

Mapametp Onucauue

ip-addresses 3ananHbIi IP-agpec.

dhcp-relay server-address||IP-aapec cepsepa DHCP.

Uro6bl 0TOBpa3sMTL UHPOPMaLMIO 0 Beex bridge-uHTepdelicax:

Admin@nodename# show network interface bridge

1nu 06 onpeaenéHHoM UHTepdence:

Admin@nodename# show network interface bridge <bridge-name>

HacTpovika loopback-uHtepdeiica

CospaHue u HacTpoika loopback-uHTepdeiica npoussoantca Ha yposHe network interface loopback.

JinA cosnaHuA uHTepdeica UCNoNbL3yeTcA KoMaHaa:

Admin@nodename# create network interface loopback

[Jlanee HeoBx0aUMO yKazaT NapameTpsi:

NapameTp OnucaHue
BrTIO4YEHNE/OTKIIIOYEHME MHTepderca:
lenabled e on.
« off.
interface- i
HassaHue uHTepdeica.
name
description|(Onucanue cetesoro uHTepdeiica.
alias Annac/ncesaoHMM MHTepdeiica.
HasHauenune uHTepdeiicy IP-anpeca.
ip- u . X
a':‘l dresses Anpec 3afaéren B cneaytolem suae: [ <ip_address/masks> ], macka noacetv 3afaétca B AGCATUYHOM BUAE.
BamHo! KBaapaTHble CKOOKM 00A3aTeNbHO A0MKHbI GbiTb OTAENEHbI NpoGenamu ¢ 06enx CTOPOH.
Pexum HasHaueHus IP-aapeca:
« dhcp: nonyuexne anHamuueckoro IP-aapeca no DHCP.
iface-mode
- manual: 6e3 aapeca.
CTaTuyeckuit PeXUM yCTaHaBNIMBAETCA aBTOMATUUECKU NPU HABHaueHUH uHTepdeicy IP-aapeca.
lidp-profile ||[Mpopunb AnA oTnpasku AaHHBIX NO NpoTokony Link Layer Discovery Protocol (LLDP). Moapo6Hee o HacTpoiike npoduneit — B paszaene « Hactpoiika npodunei LLDP».
zone 30Ha, KOTOpPOIt ByAET NPUHAANEXAaTL UHTEPdENC.
HacTpoiika napameTpoB WHTepdeiica:
« bc_forwarding: ynpasnenue nepectinkoii naketos directed broadcast, npuxoaswwmx Ha ykasaHHbI MHTEpeic.
- proxy_arp, proxy_arp_vlan: mexanuam Proxy ARP. MapawveTp proxy_arp — UserGate 6yaet oteeuats Ha ARP-3anpockl aapecos, He OTHOCALYMXCA K CeTH UHTepdeica; proxy_arp_vlan — UserGate Byzet oTBeyartb Hal
ARP-3anpochl anpecoB, OTHOCALLMXCA K CETU MHTepdeiica.
VkasblBaloTcA B Cneaylolem popvare:
link-info Admin@nodename# create network interface <iface-type> ... link-info [ key/value ]
rne key — HassaHue napameTpa. HassaH1e MOXET COCTOATL M3 CTPOUHBIX GyKB NATMHCKOrO andasuTa (a — z) W 3HaKka noayepkuBaHus ().
value — 3HaueHue napameTpa. MapameTpsl MOryT NPUHAMATE TOSBKO LeMble YMCTIOBbIE 3HAUEHUS.
Hanpumep, 4To6bl BKTIOUMTL UCNONb30BaHKE MexaHuama Proxy ARP ucnonesyiiTe cneaytowue key/value — proxy_arp/1; Ana oTkitoueHua — proxy_arp/0.
Mone link-info 6yaeT oTo6paxeHo ToNbKO B Cyuae A06aBneH!s napaMeTpos.
BamHo! Yaanenue 3anaHHbIX NapameTpoB HeAOCTYMHO.
netflow- . . . .
orofile Mpogune NetFlow ana oTnpasku cTaTUCTMUECKMX AaHHBIX Ha NetFlow konnekTop. MoapobHee o HacTpoiike npoguneit NetFlow — B pasaene « Hactpoiika npoguneit NetFlow».
node-name ||Y3en knactepa, Ha KOTOpom GyAeT co3aH UHTepdenc.
mac MAC-anpec uHTepdeiica.
mtu Vkasanue pasmepa MTU.
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Mapametp Onucanue

mss YkasaHue pasmepa MSS (aoctynHo HauuHas ¢ penuaa M0 7.3.x): 0, unun oT 4 Ao BBeAEHHOTO 3HaueHua MTU muHyc 40.

HacTpoiika pa6otel DHCP-penes Ha nHTepdeiice. Heobxoamnmo ykasatb:
» enabled: BnoueHWe/OTKNIOYEHUA penen:
o on.
dhcp-relay
- off.

. uti : IP-agpec uHTepdeiica UserGate, Ha KoTopbIi 106aBNAETCA GYHKUMA penen (NPUHMMAEeT 3HaueHuA <ip | nones).

« server-address: aapeca cepsepos DHCP, kyaa Heo6xoanmo nepecbinate DHCP-3anpochl KMEHTOB.

PenakTupoBaxue CyL|ecTByHLLEro UHTepdeica:

Admin@nodename# set network interface loopback <interface-name>
d , interface ( 7 9TUX NapameTPOB HEAOCTYMHO).

MapameTpbl, AOCTYMHbIE ANA 0GHOBNEHWUA, aHANOrMuHbLI NapameTpam cosaaHus loopback-uHtepdeiica, kpome
KomaHnaa ynanenun loopback-uHtepdeiica unu ero napameTpos:
Admin@nodename# delete network interface loopback <interface-name>

MapameTpbl, AOCTYMHbIE ANA yAANEHUA:

Mapametp Onucaune

i 3anaHHblit IP-aapec.

dhcp-relay |[IP-aapec cepsepa DHCP.

Uro6bl 0TOBpa3sMTL UHPOPMaLMIO 0 Beex loopback-uHTepdeiicax:
Admin@nodename# show network interface loopback
1nu 06 onpeaenéHHoM UHTepdence:

Admin@nodename# show network interface loopback <interface-name>



LWnio3zbl

Product: WAF
Version: 7.7.x

JaHHbIi pasaen HaxoauTcA Ha yposHe network gateway.
JinA no6asneHuA HOBOTO LLIMKO3a UCMONb3YETCA KOMaHAA:
Admin@nodename# create network gateway

JocTynHble napameTps:

Mapametp Onucanue

BrntoueHne/OTKIIoeH e Lntosa:

lenabled « on.
« off.
name HassaHue wniosa.

description ||Onucanve wniosa.

interface WHTepdeiic, ncnonbaytoluuiica Ana Beixoaa B UHTepHeT.

virtual-router||BsiGop BUpTYansHOro MapLupyTM3aTopa, AnA KOTOPOro HACTPaUBAETCA LS.

ip IP-anpec wnio3sa.

node-name  ||BeiGop y3na knactepa, AnA KOTOPOro HACTPaMBAETCA LUMI03.

'weight Bec wnto3a (4em Gonblue Bec, Tem Gonbluas A0NA Tpaduka MAET YEpes LKo3).

Pexum 6anaHcupoBKkM - BeCb TPAdHK B MHTEPHET ByAeT pacnpeAeneH Mexay LWIo3aMi B COOTBETCTBMM C yKa3aHHLIMM Becamu:
balancing « on.

« off.

Mcnonb3oBaHWe AQHHOTO LUM03a B KAYECTBE LUM03a No YMONYaHMIo:
default . on.

« off.

O6HOBNEHWe NapaMeTpoB Lumio3a:

Admin@nodename# set network gateway <gateway-name>

Cnucok napameTpoB, AOCTYNHbIX ANA U3MEHEHUA, aHaNorMyeH CnUCKy, A0CTyNHOMY NpU CO3AaHMKU LUNto3a.
KomaHnpa ana yAaneHusa wntosa:

Admin@nodename# delete network gateway <gateway-name>

Y106kl 0TOOPa3HTL MHPOPMALMIO O BCEX LUMO3AX:

Admin@nodename# show network gateway

Un1 06 onpeaenéHHOM Ln3e:

Admin@nodename# show network gateway <gateway-name>



HacTpoiika BUPTyanbHbIX MapLIpyTU3aTOPOB

Product: WAF
Version: 7.7.x
Technology: Routing

B naHHOM paszene onucaHa HacTPoKa MapLIpyTM3aunn ¢ UCNoNb3oBaHMeM MHTepdenca KOMaHAHOM CTPOKM (HAacTpOViKa paccMOTpeHa B COOTBETCTBYIOLIMX pasaenax). HacTpoika nponssoanTcA Ha yposHe network virtual-router.
[anee npeacTaBneHbl KOMaHAbI, UCMIONb3YIOLLMECH ANA 06l HACTPOWKM BUPTYaslbHLIX MapLIpyTH3aTOpOB.

Komanaa ans Ao6asneHna HOBOrO BUPTYaNbHOMO MapLUpyTU3aTopa:

Admin@nodename# create network virtual-router <parameters>

Janee ykasbiBatoTca napameTpbi:

Mapametp Onucanune
name 'YHUKanbHoe MMA BUPTYanbHOro MapLupyT1saTopa.
description||O BMPTyanbHOro MapLupyT1saropa
d BuiGop y3na UserGate, Ha KOTOpOM ByAeT co3aaH BUPTyasibHbIA MapLLpyTM3aTop (MpK HanuuuK KnacTepa).
interfaces MHTepdeicl, KoTopbie ByAyT UCMONB30BAHb! B JAHHOM BUPTYanbHOM MapLupyTu3aTtope. MHTepdericel, 406aBneHHbIe B Apyrue BUPTyaribHbIe MapLIPYTU3ATOPhl, A06aBNEHb! BbITh HE MOrYT; M0G0 U3 MHTEPDEIHCOB MOXET
NpMHaZNexXaTth TOMLKO OHOMY BUPTYarbHOMY MapLIpyTU3aTopy. B BUPTYankHbIi MapLpyTU3aTop paspeLiaeTca A06aBnATL MHTEPEACH BCEX TUNOB — (U3MIECKMUE, BUPTYanbHbIE, GOHANHT, U Apyr1e.

KomaHaa AnA oToBpaxeHua MHdOpMaLmMM 0 BUPTyanbHOM MapLUpyTU3aTope:
Admin@nodename# show network virtual-router <virtual-router-name>
Mpumep cosnaHua BUPTYanbHOrO MapLpyTM3aTopa:

Admin@nodename# create network virtual-router name test_router description "Test virtual router" interfaces [ port2 ]
Admin@nodename# show network virtual-router test_router

name : test_router
description : Test virtual router
node-name :node_1
interfaces : port2

KomaHnaa ana peaaktMpoBaHusa napaMeTpoB BUPTYanbHOro MapLLpyTu3aTopa:
Admin@nodename# set network virtual-router <virtual-router-name>
I'IapaMeprl, AOCTyNHbIe ANA 06HOBH9HMH, aHanoruyHel napameTpam KomaHabl create, Kpome:
+ Name.
« node-name.
Mpumep peaakTMpoBaHMA NapaMeTpoB BUPTYaslbHOMO MapLupyTU3aTopa:

Admin@nodename# set network virtual-router test_router interfaces [ port3 ]
Admin@nodename# show network virtual-router test_router

name : test_router
description : Test virtual router
node-name :node_1
interfaces : port2; port3

YT06bl yaanuTh BUPTYarbHbI MapLIPYTM3aTOP MCMONb3YEeTCA KoMaHaa:

Admin@nodename# delete network virtual-router <virtual-router-name>

HacTpotika ctaTuyeckux maplupyTos
JinA no6asneHuA HOBOrO CTATUYECKOTO MapLLPYTa MCMONb3YETCA KOMaHaa:
Admin@nodename# set network virtual-router <virtual-router-name> routes new

Jaree ykasblBaoTCA NapameTpbl:

Napametp OnucaHue

BrTtO4eHNe/OTKIIOUEHME UCMOMb30BaHNWA CTAaTMYECKOro MapLupyTa:

lenabled « on.
« off.
name MmA mapLpyTa.

description ||Onucanue maplupyTa.

Tun mapLupyTa:

« unicast — cTaHaapTHbIA TMN MapLupyTa. MepeckinaeT Tpaduk, aApecoBaHHbI Ha aApeca HasHaueHuA, Yepes 3aaHHbIA LMiog.
type « unreachable — tpa¢puk ot6pactiBaetca. UcTouHuky otnpasnsaetca ICMP coobuenue host unreachable (type 3 code 1).
« prohibit — Tpaguk oTOpackiBaeTcA. UcTounmky otnpasnsaetca ICMP coobujeHne host unreachable (type 3 code 13).

« blackhole — Tpaduk oTOpackiBaeTca (TepAeTcs), He COOBLLAA CTOUHMKY O TOM, YTO AaHHBLIE He IOCTUINM aapecara.

destination-ip ||IP-aapec noaceTv HasHaueHua; yKaseiBaeTca B popmate <ip/mask>.

gateway IP-azpec wiiosa, yepes KOTopbii ByAeT AOCTyNHa yKkasaHHaA NoAceTb; 3T0T IP-aapec AomkeH BbiTh A0CTyNeH ¢ cepsepa UserGate.
interface WHTepdeiic, Yepes KoTopkii ByaeT nobasneH MapLupyT.
metric MeTpuka MapLupyTa. ECriM MapLIpyTOB B A@HHYHO CETb HECKOSbKO: YeM MeHbLe MeTPpHKa, TeM NPUOPUTETHEH MapLipyT

Mpumep AoGaBNEHMA CTATUYECKOrO MapLUpyTa:

Admin@nodename# set network virtual-router test_router routes new name "Test static route” description "Test static route description" destination-ip 192.168.200.0/24 gateway 192.168.100.100 interface port3 type unicast metric 1 enabled on
Admin@nodename#
Admin@nodenamei# show network virtual-router test_router

name : test_router
description : Test virtual router
node-name :node_1

interfaces : port2; port3



routes :

Test static route

name : Test static route

enabled :on

description  : Test static route description
destination-ip  : 192.168.200.0/24

gateway :192.168.100.100
interface : port3
metric H

Y106kl U3MEHUTL napameTpbl CO34aHHOro paHee CTaTtMyecKoro mapwpyTa, MCV‘IDI‘IbCiyljiTe KOMaHay:
Admin@nodename# set network virtual-router <virtual-router-name> routes <static-route-name>
MapameTpbl, AOCTYMHbIE ANA U3MEHEHHUA, NPEACTaBNEHb! B TabNuLe Bbilue.

Mpumep peaaKkTUpPOBaHWA CTATUYECKOrO MapLUpyTa:

Admin@nodename# set network virtual-router test_router routes "Test static route" metric 10
Admin@nodename# show network virtual-router test_router

name : test_router

description : Test virtual router

node-name :node_1

interfaces : port2; port3

routes :

Test static route

name : Test static route
enabled zon
description : Test static route description
destination-ip  : 192.168.200.0/24
gateway :192.168.100.100
interface : port3
metric 110

McnonbayiTe creayroluyto KOMaHay ANA yAaneHuA CTaTUYECKoro MapLupyTa:
Admin@nodename## delete network virtual-router <virtual-router-name> routes <static-route-name>
lMpumep yAaneHus cTaTMYeCKoro MaplupyTa:

Admin@nodename# delete network virtual-router test_router routes "Test static route"
Admin@nodenamei# show network virtual-router test_router

name : test_router
description : Test virtual router
node-name :node_1
interfaces : port2; port3
routes :

JinA 0TOBPaXKEHNA CTAaTUUECKMX MapLIPYTOB:

Admin@nodename# show network virtual-router <virtual-router-name> routes



Hactpoiiku pasaena Monutuku cetu



HacTpoiika npaBun memceTeBoro akpaHa

Product: WAF
Version: 7.7.x
Technology: Firewall

HacTpoiika MexceTeBoro akpaHa npoucxoauT Ha yposHe network-policy firewall. MoapoGree o cTpykType komaHa — B pasaene « UserGate Policy Language ».

Admin@nodename# create network-policy firewall

MapameTpsl NpaBun MEXCETEBOro 3KpaHa:

NapameTp

Onucanue

PASS
DENY

,EleﬁcTEme npasunna MexceTeBoro 3KkpaHa:
« PASS — paspelumTb Tpapuk.

« DENY — 3anpeTtuTb Tpadmk

Brilo4eHKe/0TKIIIoYeHME Npasuna:

. yes) unn true).

« enabled(no) unu enabled(false)

name

HassaHwe npasuna MexceTeBoro aKkpaHa.

Hanpumep: name("Rule example™)

desc

Onucanve npasuna.

Hanpumep: desc("'Firewall rule example configured in CLI")

reject_with

HacTpoiika A0CTynHa AnA Npaeun ¢ AecTBUEM 3anpeTuThb:

« reject_with(no).

reject_with("host_unreac|

— nockinatk ICMP host unreachable — 6nokuposka Tpaduka ¢ oTnpaskoi ICMP-coobLyeHus.

reject_with("tcp_rst") — noceinats TCP reset: 6nokupoBka Tpaduka ¢ oTnpaskoi coobLyenus o paspeise TCP-coeanHeHna.

BawmHo! Mpw BuiGope AeiicTeuA Mocbinate TCP reset HEO6X0AMMO yKaszaHWe cepsuca, UCronbaytoLero npotokon TCP (noapo6Hee o Ao6GaBneHnH U HACTPONKE CEPBMCOB YMTalTE B pasaene oB).

reject_with("tcp_reset-both") — nocbinats TCP reset B 06e CTOPOHbI — GOKMPOBKa TPadHKa C OTNpaBKoi CoobLeHUA o paspbise TCP-CoOeAMHEHNS KIUEHTY 1 cepBepy

rule_log

Banuce B ypHan uHdopMaumu o Tpaduke npu cpabaTbiBaHum Npasua. Bo3MOXHbI BapUaHTbI:

« rule_log(no) nnu rule_log(false) — otkniounTs xypHanuposaxve. Ecnu npu cosaaHuv npasuna rule_log He ykasaHo, GyHKUMA XypHaNMpoOBaHHUA OTKKOYeHa.

rule_log(yes) unv rule_log(true) — xypHanupoBark BCe CETEBbIE NaKeTkl 6e3 YCTAHOBKM TMMUTOB. A YCTAHOBKM IMMMTOB HEOBXOAMMO YKa3aTk YMCTIO COBLITHIA, 3anMCHIBAEMBIX B XXyPHAN 33 EANHULY BPEMEHH (S —
CeKyHaa; min — MuHYTa; h — yac; d — AeHb, HeMb3A YCTAHOBMTb NIMMUT XyPHANMPOBaHMA MeHee 5-Tv NaKeToB B AeHb) M MaKCHUMasbHOe KONMUECTBO NakeToB, XypHanupyeMsix Ha cobbiTne. Hanpumep, rule_log(yes,
"3/h", 5) — BKMIOYEHNE KYPHANMPOBAHMSA C YCTAHOBKOW TIMMUTOB: B )XypHan 3anuceiBaeTca 3 COBbITURA B YaC; MaKCHMarbHOE KOMTMUYECTBO NaKeToB, )XYPHANMPYeMbIX Ha COObITHE paBHO 5.

rule_log(session) — xypHanuposaTb Hayano ceccuu

YkazaHue NaKeToB, K KOTOPLIM NPUMEHAETCA NPaBHII0 MEXCETEBOro aKpaHa:

. yes) unu fr — NPUMEHUTL NPABHIO K TONBKO PParMeHTUPOBaHHLIM NaKeTam.

. wnu false) — NpuUMEHNUTL NPaBKIO K TOMBKO HEpParMEHTUPOBAHHLIM NakeTam.
« fragmented(all) — npumeHnTL NPaBMO KO BCEM NakeTam.

Ecnu He ykasaTe fragmented npu cosaaxum npasuna, To NPaBUO MEXCETEBOro akpaHa NPUMEHSAETCA KO BCEM NakeTam

src.zone

BoHa UCTOUHMKA TpadHKa.
\NA yKasaHWA 30HbI UCTOYHMKA, Hanpumep, Trusted: src.zone = Trusted .

MoapoGHee 0 HACTPOIIKe 30H C UCMOMNL30BaHUEM UHTEPdENca KOMaHAHO! CTPOKM — B pasaene « 30Hbl»

src.ip

\HobasneHue cnuckos IP-apecos UM AOMEHOB UCTOUHMKA.

[InA ykasanua cnucka IP-aapecos: sre.ip = lib.network() ; B cko6kax He0BX0AMMO ykasaTb HasBaHue cnucka. MoapoBHee 0 Co3AaHNUM U HAcTpoiike crickos |P-aapecos ¢ ucnonb3osaquem CLI — B pasaene « Hacrpoitka IP-
anpecos».

[nA ykasaHuA cnucka AOMEHOB UCTOUHMKA: Sre.ip = lib.url(); B ckobkax Heobxoanmo ykasaTe HassaHue URL, B KoTopbii Obinu AoGaBneHs Heobxoanmble AomeHbl. MoapobHee o cospannu 1 HacTpoike cnuckoe URL ¢
1cnonb3oBaHneM WHTepdeiica KomaHaHoN CTPokM — B pasaene «Hactpoiika cnuckos URL »

'src.geoip

YkasaHue GeolP UCTOYHMKA; HEOOXOAMMO yKasaTb KoA CTpaHsl (Hanpumvep, src.geoip = RU).
Konbl HasBaHuit CTpaH AOCTYNHbI N0 cobiike 1SO 3166-1.

BamHo! CylecTByeT orpaHuueHne Ha konuuecTso GeolP, koTopoe MOXeT BbiTb yKasaHo: He Gonee 15

dst.zone

3oHa HasHaueHuA TpaduKa.
[nA yKasaHuA 30HbI MCTOUHMKA, Hanpumep, Untrusted: dst.zone = Untrusted.

MoapoGHee 0 HACcTPOIKe 30H C UCMONL30BaHUEM UHTEPdEeNHca KOMaHAHO! CTPOKM — B pasaene « 30Hbl»

dst.ip

\HobaBneHue cnuckos IP-aapecos UM AOMEHOB Ha3HaueHHs.

\na ykasanua cnucka IP-aapecos: dst.ij
anpecos».

ib.network() ; B ckobkax Heo6xoAMMO yKasaTb HasBaHMe cnucka. MoapoGHee o co3aAaHMM 1 HACTPOIIKe cnuckos IP-aapecos ¢ ucnonb3osanuem CLI — B pasaene « Hactpoitka IP-

[[lnA ykasaHuA cnucka AOMEHOB HasHauerua: dst.ip = lib.url(); B ckobkax Heo6xoanMo ykasaTb HassaHne URL-crincka, B KOTopbIit 66k A06aBneHb HeobxoauMble AoMeHbI. MoapoGHee 0 cosaanmum 1 HacTpoike cnuckos URL ¢
MCnonb3oBaHWeM UHTepenca KoMaHAHOM CTPOKM — B pasaene «Hactpoiika cnuckos URL »

dst.geoip

VkasaHue GeolP HasHaueHuA; HeOOXOAUMO yKasaTb KOA CTpaHbl (Hanpumep, dst.geoip = RU).
Konbl HasBaHuii CTpaH AOCTYNHBI N0 cobiike 1SO 3166-1.

BamHo! CylecTsyeT orpaHuueHne Ha konnuectso GeolP, KoTopoe MOXeT BbiTb yKasaHO: He Gonee 15

time

HacTpoiika pacnucaH1a pa6oTel npasuna.

[lnA ycTaHoBku pacnucanua: time = lib.time(); B ckobkax He0BX0AMMO yKasaTb HasBaHue rpynnbl kaneHaapei. Moapo6Hee 0 HACTPOVIKE KaneHaapen — B pasaene « HacTpoiika kaneHaapeit»

Mpumep cosaaHnA npasBuna MeXCeTeBoro dKkpaHa ¢ ucnonb3osaHuem UPL:

Admin@nodenamef# create network-policy firewall 1 upl-rule PASS \
...src.zone = Trusted \

...dst.zone = Untrusted \

...service = HTTP\

...rule_log(session) \

...name("Test firewall rule”) \
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...enabled(true)

Admin@nodename# show network-policy firewall 1
%o ==memmmemmmeeenes 1 ememmmeeeneeenee
PASS\
src.zone = Trusted \
dst.zone = Untrusted \
service = HTTP\
rule_log(session) \
enabled(true) \
id("1505d309-621b-4f88-a2e4-98667¢477535") \
name("Test firewall rule")



HacTpoiika ny6nukauuu se6-cepBucos



Hactpoiika cepsepoB ny6nukauuu

Product: WAF

Version: 7.7.x

HacTpoiika cepsepoB ny6nuKkaLui NpousBoAUTCA Ha yposHe global-portal reverse-proxy-servers.

JinA cospanuA cepaepa Ny6nMKaLmMu MCNonb3yeTcA Crieayiolian KoMaHaa:

Admin@nodename# create global-portal reverse-proxy-servers <parameter>

JloCTynHO yKasaHue CneayroLMx napameTpos:

Mapametp

Onucanue

name

HassaHue cepsepa ny6nukainm

cepsepa nydnuKkauumu

laddress /Anpec unu IoMeH cepeepa nyOdnukaummu
port 'TCP-nopt cepsepa ny6nukayuu
Wcnonesosanue npotokona HTTPS o ny6nukyemoro cepsepa:
https « ON: UCMOMbL30BaTh.
« off: He ucnonb3oBarh.
Wcnonb3oBaHue opuruHanbHoro IP-aapeca HCTOYHMKA B NaKeTax, Nepeckiiaemslx Ha MyGnukyemblin cepeep:
« ON: 0CTaBUTbL OPUrHMHaNbHLIN IP-aapec UCTouHMKa.
keep-
source-ip « off: 3amennTs IP-anpec uctouHuka Ha IP-aapec UserGate.

BamHO!ECNM B NaKeTax COXPaHAGTCA OPUrMHanbHbIA |P-aApec MCTOUHMKA, ANA KOPPEKTHOM PaBOTL HEOBXOAUMO HACTPOUTL MaPLLPYTU3ALMIO TakUM 06Pa3soM, YToOL! BeG-CepBep 0TBeYan Yepes TOT e CeTeBoi UHTepdeic
UserGate WAF, ¢ KOTOPOro NpUXOAAT 3anpockl KMEHTOB. [N 3Toro Ha BeG-cepeepe B KAYeCTBE L/io3a Mo yMON4YaHUIo MOXHO ykasaTe UserGate WAF uinu MOXHO HaCTpOMTh CTaTuueckne Mapiupy Tl depes UserGate WAF ans
«Benbix» |P-anpecos UCTOYHMKOB.

Komakaa Ans peaakTMpoBaHuA NapaMeTpos cepaepa ny6nmkaumu:

Admin@nodename# set global-portal reverse-proxy-servers <server-name> <parameter>

MapameTpbl, KOTOPLIE MOTYT BbITh 0BHOBNEHbI, aHANOMMUHBI C NapamMeTpamu KOMaHAbl ANd A06aBeHna HOBOro cepeepa.

CTpyKTypa KOMaHbl ANA 0TOGPaxeHHA MHpOPMALIMK O cepBepe Ny6nuKaumum:

Admin@nodename# show global-portal reverse-proxy-servers <server-name>

CTpyKTypa KOMaHabl ANf yAaneHus cepsepa ny6nukauuu:

Admin@nodename# delete global-portal reverse-proxy-servers <server-name>




Hactpo#ika npasun ny6nukayuu

Product: WAF
Version: 7.7.x

Mpasuna ny6nukayuu B uHTepdeice

\AHOW CTPOKM HacTp Ha yposHe global-portal reverse-proxy-rules. MoapoGHee 0 CTpyKType KoMaHA — B paszene « UserGate Policy Language ».

CTpyKTypa KoMaHAL! ANA CO3AaHMA Npasuna ny6nuKaumm:

Admin@nodename# create global-portal reverse-proxy-rules <position> upl-rule <parameters>

MapameTpsl HACTPOAKK NPaBUN NyGAUKaLUK:

Mapametp Onucanue
OK \JeficTBue Ana cosaaHus npaeuna ny6énukayum ¢ nomoLlbio UPL
Br/llOYEHME/OTKIIOUEHHE NpaBunia nNy6nukaumu:
lenabled « enabled(yes) unu enabled(true) — srtouerme;
- enabled(no) unu enabled(false) — oTkntouerne
HassaHue npasuna ny6nuxaumm.
name
Hanpumep, name("Reverse proxy rule example")
Onucanue npasuna nydnukaumn.
desc
Hanpumep, desc("Reverse proxy rule example set via CLI")
Cepsep ny6nukauuu, kyaa UserGate WAF 6yaet nepeckinars 3anpochi.
profile
\ns ykasaHus cepsepa: profile("Reverse proxy server example")
Mopr, Ha koTopom UserGate WAF GyaeT cnywats BXOAALLME 3aMpOChl.
url.port
Hanpumep, url.port = 80
Moanepxxa HTTPS:
is_https « is_https(yes) unu is_https(true) — ucnonssosate HTTPS;
« is_https(no) unu is_https(false) — He ucnonwbsosate HTTPS.
Mpodunb SSL; yraseiBaeTcs npu ucnonesosanuu HTTPS: ssl_profile("Default SSL profile”).
ssl_profile
MoapoGHee o pabdote ¢ npodpunammu SSL uepes CLI — B pasaene « Hactpoika npodpunein SSL»
CepTuduKat, MCNonbay ¥ anA no HTTPS-coeat
certificate

YkasbisaeTcs npu ucnonbsosaHun HTTPS: certificate("Certificate example”)

icert_auth_enabled

AyTeHTUdUKALMA NO cepTUdMKaTy:
. cert_auth_enabled(yes) unu cert_auth_enabled(true) — ekntounts aBTopusayuto no ceptudurary;

« cert_auth_enabled(no) unu cert_auth_enabled(false) — oTkntounts aBTopusayuto no ceptuduraty

src.zone

3oHa MCTOuHMKa TpaduKa.
[Ins ykasaHus 30HbI UCTOUHMKA, Hanpumep Untrusted: src.zone = Untrusted.

MoapoGHee 0 HACTPOIIKe 30H C UCMONb30BaHMEM UHTEPdERCa KOMAHAHOM CTPOKK — B pasAene « 30Hbl»

src.ip

\[lo6asnenune cnnckos IP-aapecos i AOMEHOB UCTOUYHMKA.

\ns ykasaHus cnucka IP-aapecos: sre.ip = lib.network(); B cko6kax Heobxoanmo ykasatk HassaHue criucka. MoapoGHee 0 cosaaHuu U HacTpoiike cnuckos IP-aapecos ¢ ucnonb3oaHuem CLI — B pasaene
«Hactpoiika IP-anpecos».

[ns ykasaHus cnvcka AOMEHOB McTouHuKa: SIe.ip = lib.url(); B coBkax Heobxoaumo ykasaTk HassaHue URL, B koTOpbIit Obinu A0BaBneHsl HeoOXoAnMbIe AoMeHsI. MoapobHee 0 cosaaHum u HacTpoiike cnuckos URL ¢
Mcnonb3oBaHMeM uHTepdenca KoMaHAHOM CTPOKM — B pasaene «Hactpoika cnuckos URL »

src.geoip

YkaszaHne GeolP UCTOUHMKA; HEOBXOAMMO yKasaTkb KoA CTpaHbl (Hanpumep, src.geoip = RU).
Koabl HassaHuit CTpaH AOCTyNHBI No cebinke: ISO 3166-1.

BamHo! CyLecTByeT orpaHuyeHne Ha konuuectso GeolP, KoTopoe MOXET BbiTb yKasaHo: He Gonee 15

user

Monb3oBaTtenu 1 rpynbl NoNk30BaTesen, AnfA KOTOPLIX MPUMEHAETCA NPaBUO reverse-npokcy. Jlobasnexne nonb3oBaTenei A0CTYNHO TOMLKO NPU UCMIOMb30BaHUM AaBTOPU3ALIMM MO CEPTUMKATY.

\ns no6asnenua LDAP rpynn v nonb3oBarenei He06X0AMM KOPPEKTHO HAaCTPOeHHbI# LDAP-KoHHeKTOp (noapobHee o HacTpoiike LDAP-koHHekTopa yepes CLI — B pasaene « Hactpoiika LDAP-KOHHEKTOPa»).
Mpumep AoBaBneHnA nokankbHeIX nonb3osatens (local_user) v rpynnsi (Local Group), nonb3osatens (example.localAD_user) u rpynnisi LDAP (AD group):

user = (local_user, "CN=Local Group, DC=LOCAL", "example.loc\\AD_user", "CN=AD group, OU=Example, DC= example, DC=loc")

3apaHee 6bin HacTpoeH AomeH Active Directory example.loc. Mpu no6asnerun nonb3aosarenei v rpynn LDAP MOXHO ykasaTb CMIMCOK NyTeit Ha cepBepe, HaulHan C KOTOPbIX CUCTeMa ByAeT OCYLECTBNATL MOMCK
nons3oBsatenew u rpynn

dst.ip

(OauH 13 BHelHux IP-anpecos UserGate WAF, A0CTYMHBI# U3 CETH MHTEPHET, Ky/la aapecoBaH TpaduK BHELHUX KIIMEHTOB.

\ns ykasaHus cnucka IP-aapecos: dst.ip = lib.network(); B cko6kax HeoBxoanmo ykasaTb HassaHue cnucka. MoapoGHee o cosaaHuu U HacTpoiike cnuckos IP-aapecos ¢ ucnonb3osaHuem CLI — B pasaene
«Hactpoiika IP-anpecos».

[ns ykasaHus cnvcka AOMeHOB HasHaueHua: dst.ip = lib.url(); B ckobkax Heobxoanmo ykasaTe HassaHue URL-cnucKa, B KOTOPBI Obinu J06aBNEHb! HEOOXOAUMEIE AOMEHbI. MoAPOBHEE O CO3AaHMM U HACTPOIIKE
cnuckos URL ¢ ucnonb3osaHuem uHTepdeiica KoMaHaHO CTpoKM — B pasaene «Hactpoiika cnuckos URL »

dst.geoip

YkasaHne GeolP; Heo6X0ANMO yKasaTb koA CTpaHbl (Hanpumep, dst.geoip = RU).
Koabl Has3BaHWii CTpaH AOCTYMHbI NO cebinke 1SO 3166-1.

BamHo! CylecTByeT orpaHuyeHne Ha konuuectso GeolP, KoTopoe MOXET BbiTb yKazaHo: He Gonee 15

request.header.User-
/Agent

Useragent nonb3osaTensckux 6pay3epos, AnA KOTOPbIX ByAeT NPUMEHEHO Npasumo ny6nukaLmuu.
\InA ykasanua Useragent nonb3osatenbsckux 6paysepos: request.header.User-Agent = lib.useragent(); B cko6kax Heo6xoanmo ykasaTe HasBaH1e kateropuu Useragent 6paysepos.

MoapoGHee 0 CO3AaHMM U HACTPOIIKE COOCTBEHHBIX CIUCKOB C MCMOMb30BaHUEM MHTEpgEeICca KOMaHAHOW CTPOKM — B pasaene « Hactpoitka Useragent 6paysepos»
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Mapametp

Onucanue

allowed_web_services

IMyTb K ONHOMY MMM HECKOMBKMM BEG-CEpBIUCaM, 3anpOCkl K KOTOPLIM GyaeT 06padaTtkiBaTe NPaBUO.

dopmar 3anucu: <host>/<path>, rae <host> — o6asaTenbHbI NapameTp (CoBnaaeH1e CTPOroe, Hanuu1e  OTCYTCTBUE CUMBONA «/» B KOHLE Ha3BaHA y3na 6e3 nyTM paBHO3HAUHO; BCE Ha3BaHWUA Y308 NPUBOAATCA K
HWXKHEMY perucTpy.), a <path> — HeobasatenbHeIi, 6e3 koToporo ByaeT BeIbupaThea MG NyTh (COBNaAeHHe NPeUKCHOE, He CTPoroe). Mpu ykasaHuu NyTv AnA  <host> B KAUECTBE MaCKM MOXHO UCMOMb30BaTL
cumBon *. Hanpumep, 3anuce *.example.org cooTBeTCTBYeT Kak www.example.org, Tak 1 www.sub.example.org.

rewrite_path

MoamveHa nomexa u/munu nyt 8 URL-3anpoce nonb3sosatens.

Hanpumep, AnA npeobpasoBaHkA 3anpocoB, NPUXOAALLMX Ha http://www.example.com/path1 B http://www.example.loc/path2 HyxHo ykasate: rewrite_path("http://www.example.com/path1",
"http://www.example.loc/path2")

waf_profile

BrtoueHme 3aLuTLl BEG-CEPBUCOB B NpaBune Nydnukauum.
Heobxoanmo ykasatb 3apaHee cosaaHHbin WAF-npodunb.
Hanpumep, waf_profile("Example WAF profile”).

MoapoGHee o cosnanuu 1 HacTpoiike WAF-npoduneit ¢ Mcnonb3oBaH1em UHTepdeica KOMaHAHOH CTPOKM — B paszene « Hactpoiiku 6esonacHoctu WAF B CLI»

ison_profile_id

Brntouerne obpadotku HTTP-3anpocos ¢ AaHHbIMKM B dpopmate JSON.
HeobxoauMo ykasaTb 3apaHee co3aaHHbli JSIN-npopune.

Hanpumep, json_profile_id("Example_json_profile")

xml_profile_id

Brotouerme o6paboTku HTTP-3anpocos ¢ AaHHbIMK B dpopmarte XML.
Heo6xoanmo ykasatb 3apaHee cosaaHHbiin XML-npodurb.

Hanpumep, xml_profile_id("Example_XML_profile")

'websocket_profile

BrntoueHne 06paboTku websocket-coeanHeHni.
Heo6xoanmo ykasaTb 3apaHee Co3fiaHHbIi websocket-npodune.
Hanpumep, websocket_profile("Example websocket profile”)

MoapoGHee o cosaanuu 1 HacTpoiike WAF-npoduneit ¢ Mcnonb3oBaH1em UHTepdeica KOMaHAHO CTPokM — B paszene « Hactpoiika WebSocket-npoduneii B CLI»

JinA pepakTMpoBaHnsa Npasuna nybnukauumu MCnosb3yeTca KoMmaHaa:

Admin@nodename# set global-portal reverse-proxy-rules <position> upl-rule <parameters>

[N npocMoTpa NapameTpos npaswnia NyOnuKalnum1 UCNomnb3yeTcA KomaHaa:

Admin@nodename# show global-portal reverse-proxy-rules <position>

TMpumep cosnanus npasuna nyénuKaLmn:

Admin@nodename# create global-portal reverse-proxy-rules 1 upl-rule OK\

...url.port = 80\
...src.zone = Untrusted \

...profile("Reverse proxy server1") \
...rewrite_path("example.com/path1", "example.local/path2") \
...waf_profile("Example WAF profile") \

...name("Test reverse proxy rule") \

...desc("Test reverse proxy rule description”) \

...enabled(true)

Admin@nodename# show global-portal reverse-proxy-rules 1
1

url.port =80\
src.zone = Untrusted \

desc("Test reverse proxy rule description”) \
profile("Reverse proxy server1")\
rewrite_path("example.com/path1", "example.local/path2") \
waf_profile("Example WAF profile") \

enabled(true) \

id("7dc7041a-6538-400b-8f1e-9b18287218ac") \
name("Test reverse proxy rule")

Ana yn npasuna nyc MCnonb3y KomaHaa:

Admin@nodename# delete global-portal reverse-proxy-rules <position>
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Hactpoiika 6anaHcupoBKM Harpysku

Product: WAF
Version: 7.7.x
Technology: Firewall

HacTpoiika npasun 6anaHCMpOBKK HArpy3ku NPOMCXoanT Ha yposHe network-policy load-balancing c ncnons3oBaH1em A3bika onucanna nonutuk UPL. MoapoBHee o cTpykType komaHa — B pasaene « UserGate Policy Language ».
JinA oTo6paxeHnA HHdOPMALUM O BCEX BanaHCUpOBLLMKAX UCMONb3YETCA KoMaHaa:

Admin@nodename# show network-policy load-balancing

Hactpovika 6anchupoauu Harpysku1 Ha cepBepbl ny6nuua|.wm

HacTpoiika npasun GanaHcupoBKM NPOU3BOAKTCA Ha ypoBHe network-policy load-balancing reverse-proxy .
JinA cosaanua npasuna GanaHcupoBKu:

Admin@nodename# create network-policy load-balancing reverse-proxy <position> upl-rule

MapameTpsl Npasun 6anaHCUpOBKH:

Mapametp Onucanve
PASS

JlercTBre AnA co3aaHnA npasuna GanaHcUpoBKK ¢ nomoLLbio UPL.
OK

BrntoueHne/oTkoueHne npasuna 6aﬂaHDMDDEKMZ
lenabled « enabled(yes) unu enabled(true).

. win false)

HassaHue npasuna 6anaHcMpoBKM.
name

Hanpumep: name("RP balancer"”).

O npasuna 6ana
desc

Hanpumep: desc("Test reverse-proxy balancing rule").

YkasaHue cepBepoB nyBnukaumu, Ha KoTopble ByaeT pacnpeaenaTsea Harpyska. [oapoGHee 0 CO3AaHMM 1 HACTPOIIKE CEPBEPOB NyBnmMKkaumuu ¢ ucnonbaosaxuem CLI — B pasnene « Hactpoika cepsepos ny6nukaLmnm ».
profile

Hanpuwmep, profile("Reverse proxy server1”, "Reverse proxy server2").

KomaHaa AnA peaakTupoBaHusA napameTpos npasuna GanaHcupoBKu:
Admin@nodename# set network-policy load-balancing reverse-proxy <position> upl-rule
lMapameTpel, A0CTyNHbIE AN1A 0BHOBNEHHA, aHANOrMYHLI NapameTpam, A0CTYNHLIM MK CO3AaHUM Npasuia 6anaHCpPOBKM.
KomaHAas! Anf 0ToBpaXeHUs MHPOPMALMK O BCEX Npasunax 6anaHcUpoBKU:
Admin@nodename# show network-policy load-balancing reverse-proxy

Jina oToBpaxenns MHPopmaLmum 06 onpeaenéHHOM npasue 6anaHCMpPOBKM:
Admin@nodename# show network-policy load-balancing reverse-proxy <position>
Mpumep cosaaHua npasuna GanaHcUpoBKM ¢ ucnonb3osaHuem UPL:
Admin@nodename# create network-policy load-balancing reverse-proxy 1 upl-rule OK\
...profile("Reverse proxy server1”, "Reverse proxy server2") \

...desc("Test reverse proxy balancing rule”) \

...name(test_reversep1) \
...enabled(true)

Admin@nodename# show network-policy load-balancing reverse-proxy

%
OK\
profile("Reverse proxy server1", "Reverse proxy server2") \
desc("Test reverse proxy balancing rule”) \
enabled(true) \
id("1ed892bb-26ee-4ab1-8a55-2f412ce8b55a") \
name(test_reversep1)

JInA yaaneHua cyuiecTsytoLlero npasuna 6anaHcupoBKM HCMOMb3YETCA CeAytolan KoMaHaa:

Admin@nodename# delete network-policy load-balancing reverse-proxy <position>


https://docs.usergate.com/usergate-policy-language-(opisanie)_3381.html
https://docs.usergate.com/nastrojka-serverov-publikacii_3369.html

HacTtpoiiku 6ubnuotek



Hactpoiika 6uénuotek (Onucanue)

Product: WAF

Version: 7.7.x

HacTpovika JSON-cxem

JSON-cxembl CO3AAIOTCA M HAacTpauBaroTcA Ha yposHe libraries json-schemas.
Ana cosaanna JSON-cxeMbl MCNONb3yeTCA KoMaHAa:

Admin@nodename# create libraries json-schemas <parameter>

[Jlanee HeoBX0ANMO 3aAathb CReayioLMe NapameTpsl.

MapameTp OnucaHue
name HassaHne JSON-cxemb!
description||O JSON

schema  ||Conepxvmoe JSON-cxembl

version Bepcua cneynduranynm JSON-cxembl

Mpumep komaHAbl Ana cozaaHna JSON-cxembl:

Admin@nodenamef# create libraries json-schemas name test description description schema "{\"$schema\":\"http://json-schema.org/draft-04/schema#\",\"type\":\"object\",\"properties\":{\"name\":{\"type\":\"string\"},\"age\":
{\"type\":\"integer\",\"minimum\":18},\"email\":{\"type\":\"string\" \"format\":\"email\"}} \"required\":\"name\",\"age\",\"email\"]}"

Hactpovika XML-cxem

XML-cxembl cospatoTca U HacTpauBatoTcA Ha yposHe libraries json-schemas.
na cosnanna XML-cxembl UCMONb3yeTCA KOMaHaa:

Admin@nodenamef# create libraries xml-schemas <parameter>

Janee HeoBX0ANMO 3aAaTh CReAyioLIMe NapameTpbl.

MapameTp Onucanune
name HassaHne XML-cxembl
description XML-cxembl

schema  ||Coaepxumoe XML-cxemsl

version Bepcus cneundukaunm

Mpymep komaHabl AnA cozaanua XML-cxembl:
Admin@nodename# create waf xml-schemas name test description description schema "<?xml version=\"1.0\"?><xs:schema xmins:xs=\"http://www.w3.0rg/2001/XMLSchema\"><xs:element name=\"note\"><xs:complexType><xs:sequence>

<xs:element name=\"to\" type=\"xs:string\"/><xs:element name=\"from\" type=\"xs:string\"/><xs:element name=\"heading\" type=\"xs:string\"/><xs:element name=\"body\" type=\"xs:string\"/></xs:sequence></xs:complexType></xs:element>
</xs:schema>"

HacTpovika IP-agpecos
Ipynnbi IP-aapecos cosaaroTca M HacTpauBaroTcA Ha yposHe libraries ip-list.
JAna cosaanua rpynnel IP-aapecos ucnonbayeTca KomaHaa:

Admin@nodenamef# create libraries ip-list <parameter>

Jlanee He0BX0AMMO 3aAaTh CREAYIOLIME NapameTpsl.

MNapameTp Onwucanve
name HasBaHue rpynnbl aapecos
description rpynnbl
'YpoBeHb yrposbi:
« very-low — 04YeHb HU3KMI YPOBEHb Yrpo3bl.
o low — HU3KK#1 ypOBEHb Yrpo3bl.
threat-vl
« medium — cpeaHnit ypoBeHb Yrpossl.
« high — BbICOKMi1 YpOBEHb Yrpo3bl.
« very-high — BbICOKUi1 ypOBEHb Yrpo3bl
Tvn cncka:
« local — nokanbHbI.
« updatable — ecnu cn1cok ABnAeTCA 0GHOBNAEMBIM, TO HEO6XOAMMO YKasaTk aapec, C KOTOPOro 3arpyxatoTca o6HosneHua ( url). MeproaMYHOCTE 0BHOBNEHMA CNUCKa yKasbiBaeTcA NnapameTpom shedule B cron-
dopmare: <MuHyTbI: 0-59> <uackl: 0-23> <aHn Mecaua: 1-31> <mecaupl: 1-12> <anu Heaenu: 0-6, rae 0 — BockpeceHbe>. Mpu pyyHOM BBOAE TaKKe MOXHO UCMONb30BaTh CreAYHoLIMe CUMBOMbI:
type o 3Be3nouKa (*) — AnA BeIBOpa BCex 3HaueHMH. Hanpumep, B none AnA BBOAA YacOB CUMBOS 03HAYAET, YTO PE3EPBHOE KOMMPOBAHUE I0SHKHO BBINOSHATLCA KaXABIA Yac.
o Jledpuc (-) — AnA yKasaHWA AnanasoHa 3HaueHui.
o 3anATan (,) — B KayecTBe pasaenuTens sHauyeHui.
= Kocan uepTa (/) — AnA ykasaHua wara Mexay sHaueHuamu. Hanpumep, «2-10/2» Byaet osHauars «2,4,6,8,10», a BbpaxeHue «*/2» B none «4yacbl» GyAeT 03HauaTh «Kaxable ABa Yaca»
lists Bri6op cyLyec: rpynn ana Aot MA B CO 0 rpynny
ips IP-anpeca unu auanasoH IP-aapecos, KOTOpLIE HEOBXOAMMO BKIKOUKTL B rpynny. YkassiBaeTca B popmare: <ip>, <ip/mask> unu <ip_range_start-ip_range_end>

[N peAaKkTMpoBaHMA rpynnbl (CMMCOK NapaMeTpoB, AOCTYMHLIX An1A 0GHOBNEHWUA, aHANOTMUEH CNUCKY NapamMeTPOB KOMaH bl CO3AaHNA pynMbl) UCMONbL3YeTCA KoMaHaa:
Admin@nodenamef# set libraries ip-list <ip-list-name> <parameter>

Yrto6bl fo6aBUTL B CNMCOK HOBLIE IP-aapeca:



Admin@nodename# set libraries ip-list <ip-list-name> [ <ip1> <ip2> ... ]
Cneayrolme KOMaHAbL! UCMONL3YIOTCA ANA yAaneHua Bceit rpynnel IP-aapecos unu IP-aapecos, coaepXallumxca B Hew:

Admin@nodename# delete libraries ip-list <ip-list-name>
Admin@nodename# delete libraries ip-list <ip-list-name> ips [ <ip1> <ip2>... ]

KomaHaa oToBpaxeHus MHpOPMALIMK O BCEX MMEIOLLIMXCA rpynnax:

Admin@nodename# show libraries ip-list

Yro6bl 0T0BpasUTL HHPOPMaLMIO 06 onpeaesieHHoM rpyrne, HEOOXOAMMO yKasaTb Ha3BaHWe MHTEPeCyHoLLeN rpynnbi IP-aapecos:
Admin@nodename# show libraries ip-list <ip-list-name>

Tarke A0CTyNneH NPOCMOTP COAEPXMMOro rpynnbi IP-aapecos:

Admin@nodename# show libraries ip-list <ip-list-name> items

HacTpoiika useragent 6paysepos

Cniucku user agent 6pay3epoB CO3AAlOTCA U HacTpauBaeTcs Ha yposHe libraries useragents.
JnA no6asneHua HOBOMO CTICKa Use ragent 6pay3epoB UCMONb3yeTCA KoMaHaa:
Admin@nodename# create libraries useragents <parameter>

[Janee HeoBX0ANMO 3aAaThb CReayioLMe NapameTpbl.

Mapametp) OnucaHue

name HassaHwe cnvcka user agent

description cnucka

Tvn cncka:
« local — nokanbHbI.

« updatable — ecnu cn1cok ABNAETCA 0GHOBNAEMBIM, TO HEO6XOAMMO YKa3aTk aapec, C KOTOPOro 3arpyxatotca 06HosneHua ( url). MeproaMUHOCTL 0BHOBNEHMA CNUCKa yKasbiBaeTcA NnapameTpom shedule B cron-
dopmare: <MuHyTbI: 0-59> <uacsl: 0-23> <aHn mecaua: 1-31> <mecaupl: 1-12> <anu Heaenu: 0-6, rae 0 — BockpeceHbe>. Mpu pyyHOM BBOAE TaKKe MOXHO UCMONb3oBAaTh CrIeAYHOLIMe CUMBOLI:

type - o o

P - 3Besnouka (*) — AnA BeIGOpa BCex 3HaueHMH. Hanpumep, B none AnA BBOAA YacOB CUMBOS 03HAYAET, YTO PE3EPBHOE KONMPOBAHUE I0SHKHO BBINOMHATECA KAXbIA Yac.
o Jeduc (-) — ANA yKasaHWA AnanasoHa 3HaueHUM.
o 3anATan (,) — B Ka4ecTBe pasAenuTens sHauyeHui.

= Kocan uepTa (/) — AnA ykasaHua wara Mexay sHadeHuamu. Hanpumep, «2-10/2» Byaet osHauare «2,4,6,8,10», a BbpaxeHue «*/2» B none «yacbl» GyAeT 03HauaTh «Kaxable ABa Yaca»

patterns  |[LLa6noHsbl Useragent. Crivcok Useragent 6pay3epos A0CTyreH o cebinke: hitp:/www.L tstring.ce tstring.php

KomaHnpa ana peAakTupoBaHuA CyLeCcTBYOLLero cnucka:

Admin@nodenamef# set libraries useragents <useragent-list-name> <parameter>

Jlanee ykasblBalOTCA NapameTpbl, KOTOPbIE HEOBXOAUMO 0OHOBUT. MapameTpsl NPeACTaBEHb B TAGNMULE BbilUE.
Komanaa ana no6aenexus HOBbIX user agent 6pay3epos:

Admin@nodenamei# set libraries useragents <useragent-list-name> [ <useragent1> <useragent2> ... ]

KomaHab! ANA yAaneHus BCEro CriucKa uim oTA user agent 6paysepos, Co, B HeM:

Admin@nodename# delete libraries useragents <useragent-list-name>
Admin@nodename# delete libraries useragents <useragent-list-name> patterns [ <useragent> ... ]

Komanaa Ana oToBpaxeHna UHpOPMaLMM 0 BCEX UMEIOLLIMXCA CrUCKaX:
Admin@nodename# show libraries useragents
YT06bI 0TOGPa3UTL MHPOPMALMIO 06 OnpeieNeHHOM CTIUCKE, HEOBXOAMMO yKasaTk HasBaHMe CTiUcKa user agent 6paysepos. KomaHaa AnA npocMoTpa coaepkaHua Crucka user agent 6paysepos:

Admin@nodename# show libraries useragents <useragent-list-name> patterns

HacTpovika cnuckos URL

Cnuckn URL HacTpavBatotca Ha yposHe libraries url-list.

Jina no6aenexun Hosoro cricka URL ucnonbayetca komanaa:
Admin@nodename# create libraries url-list <parameter>

[Janee HeoBX0ANMO 3aAaThb CReAytoLMe NapameTpbl.

MapameTp OnucaHue

name Hassanwe cnucka URL

description||O cnuecka URL

Tvn cnucka:
« local — nokanbHbI.

« updatable — ecnu cncok ABNAETCA 0BHOBAAEMbIM, TO HEOGXOAUMO YKasaTb aapec, C KOTOPOro 3arpyxaroTcA o6HoBneHus ( url). MepruoanyHOCTL 0BHOBNEHMA CNKUCKa yKasbiBaeTcA napameTpom shedule B cron-
dopmare: <MuHyTbI: 0-59> <uackl: 0-23> <aHn mecaua: 1-31> <mecaupl: 1-12> <anu Heaenu: 0-6, rae 0 — BockpeceHbe>. Mpu pyyHOM BBOAE TaKKe MOXHO UCMOMNb30BAaTh CreAYHOLIME CUMBONLI:

type - o o

P - 3Besnouka (*) — AnA BeIGOpa BCex 3HaueHM. Hanpumep, B none AnA BBOAA YacOB CUMBOS 03HAYAET, YTO PE3EPBHOE KOMMPOBAHUE I0SHKHO BBINOMHATLCA KaXAbIA Yac.
o Jeduc (-) — ANA yKasaHWA AnanasoHa 3HaueHu.
o 3anATas (,) — B KaYecTBe pasAenuTena 3HaueH!N.

- Kocan uepra (/) — Anf ykasaHua wara Mexay aHaueHuamu. Hanpumep, «2-10/2» 6yaet osHauatb «2,4,6,8,10», a BblpaxeHue «*/2» B none «4yacbl» GyAeT 03HadaTh «KakAble ABa Yaca»

urls URL, KoTOpble HE0OXOAUMO 106aBUTL B CTIMCOK

UyBCTBMTENBHOCTb K PErucTpy B HanucaHuu aapeca URL:

case- « sensitive — 4yBCTBUTENbLHO K perncTpy Oyks B aapece.
sensitivity . ™
« insensitive — HeuyBCTBUTENbHO K perucTpy GyKkB B aapece.

« domain — CnMCOK aapecoB OMEHOB

KomaHpa ana penaktuposanua cnucka URL:
Admin@nodename set libraries url-list <url-list-name> <parameter>
lMapameTpel, 3Ha4eHNA KOTOPbIX MOXHO OBHOBUTL, NPEACTaBEHb! B TAGNHLb! BblLLE.

KomaHabl ana yaanenue scero cnucka URL unu otaenbHbix aapecos URL:


http://www.useragentstring.com/pages/useragentstring.php

Admin@nodename# delete libraries url-list <url-list-name>
Admin@nodename# delete libraries url-list <url-list-name> urls [ <url> ... ]

KomaHabl ans npocmoTpa uHgpopmayum o scex cnuckax URL, 06 onpeaenénHom cnucke URL unu 06 aapecax, BXOAALLMX B ONPEAENEHHBbIA CrIMCOK:
Admin@nodename# show libraries url-list

Admin@nodename# show libraries url-list <url-list-name>
Admin@nodename# show libraries url-list <url-list-name> urls

HacTpovika kaneHnapen
Kanennapv HacTpauBatoTca Ha yposHe libraries time-sets.
JInA CO3AaHMA rPYNMbl UCTIONL3YETCA KOMAHAA:

Admin@nodenamef# create libraries time-sets <parameter>

Jlanee He0BX0AUMO 3aAaTh CREAYIOLIME NapamMeTpsl.

MapameTp Onucanue
name HassaHue rpynnbl
description rpynnbi

« interval-name — HasBaHue UHTepBana NOBTOPEHMA.
« type — Tvn uHTEpBana noBTOpPeHUA:
o daily — exeaHeBHO:
= time-from — Bpema Hauana (ykaseisaetca B popmate HH:MM).
= time-to — Bpems okoHuaHusA (ykaseisaeTca B popmate HH:MM).

= all-day on — Becb AeHb.

weekly — Kaxayto Heaenio:
= time-from — Bpemna Hauana (ykaseisaeTca B popmate HH:MM).
= time-to — BpemA okoHuaHuA (yKasbiBaeTcA B popmate HH:MM).
= all-day on — Becb AeHb.
= days [ Mon | Tue | Wed | Thu | Fri | Sat | Sun ] — anv Henenu.
o monthly — Kaxablii MmecaL;:
= time-from — Bpemna Hauana (ykaseiBaetcq B popmate HH:MM).
= time-to — Bpems okoHuaHusA (ykaseisaeTca B popmate HH:MM).
= all-day on — Becb AeHb.
= days — uucna mecaua (ot 1 ao 31).
o fixed — eanHoBpeMeHHO:
fime-set = time-from — Bpemna Hauana (ykaseisaetca B popmare HH:MM).
= time-to — BpemA okoHuaHuA (yKasbiBaeTcA B popmate HH:MM).
= all-day on — Becb AeHb.
= fixed-date — HyxHan nata (ykaseisaetca B popmarte YYYY-MM-DD).
o Span — MOBTOPAIOLNECH COBLITHS:
= time-from — Bpema Hauana (ykaswbiBaetcs B popmate HH:MM).
= time-to — Bpems okoHuaHus (ykaseiBaeTca B popmare HH:MM).
= all-day on — Becb AeHb.
= fixed-date-from — nara Hauana (ykaseisaetca B popmate YYYY-MM-DD).
= fixed-date-to — aata okoHuaHuA (yKasbisaetca B popmate YYYY-MM-DD).
o range — AvanasoH Aar:
= time-from-enabled <on/off> — akTuBauua/neakTMBaunA NnapameTpa ANA yKasaHWA AaTbl HAYanNa WHTepsana.
= fixed-date-from — nara Hauana (ykaswisaetca B popmate YYYY-MM-DD).
= time-from — Bpemna Hauana (ykaswisaetca B popmate HH:MM).
= time-to-enabled <on/off> — axkTMBauMA/AeaKkTMBaLMA NapaMeTpa ANA yKadaHWA AaThl OKOHYAHMA WHTepBana.
= fixed-date-to — aata oxkoHuaHuA (yKasbisaetca B popmate YYYY-MM-DD).

= time-to — Bpema okoHuaHuA (ykasebiBaetca B popmate HH:MM)

KomaHaa ans peaakTMpoBaHuA Kanesaaps:

Admin@nodename# set libraries time-sets <time-sets-name> <parameter>

MapameTpbl, AOCTYMHLIE ANA 0GHOBNEHUA, NPEACTaBNEHL! B TAONMUE Bbille.

KomaHaa AnA peiakTpoBaHuA MHTepBana, 3aAaHHOro B KaneHaape:

Admin@nodename# set libraries time-sets <time-sets-names ... time-set <time-set-type> ( <time-set-filter> )
Jlanee yka3biBalOTCA HOBbIE 3HAUEHHUs; <time-set-filter> — GUNLTP N0 TekyLMM 3HaUEHUAM UHTEpBana.
Komaraa anA AoGasnenma HOBOTO BMeMeHTa B CYLLECTBYHOLLYIO rpynny:

Admin@nodename# create libraries time-sets <time-sets-names> ... time-set <time-set-type> new

KomaHaa Ans yaaneHusa rpynnbl aNemMeHTos:

Admin@nodename# delete libraries time-sets <time-sets-name>

Komanaa ana yaanennsa anemeHTa kaneHaapa:

Admin@nodename# delete libraries ti ts <ti t: me> <ti t-type> ( <ti t-filters )
Komanaa ans aAna oToBpaxeHnA MHGOPMALMM O BCEX KaneHaapax:

Admin@nodename# show libraries time-sets

Komanaa ana oTo6paxeHns uHdopmalumu 06 onpeaenéHHoM KaneHaape:

Admin@nodename# show libraries time-sets <time-sets-name>

Komanaa ana otobpaxeHua MHdopMaLmumu 06 dneMeHTax rpynnbl ¢ OAMHAKOBEIM TUMOM NOBTOPEHHA:

Admin@nodename# show libraries ti ts <ti ts-name> <til t-type>

HacTpoiika wa6noHoB cTpaHuy

LLla6noHb! cTpaHny HacTpaueatoTca Ha ypoBHe libraries response-pages (aoctynHo ¢ Bepcuu 7.5.0).



,uJ'IH ﬂOGaBl’leHHH HOBOrO WwabnoHa CTpaHuLbl UCNOJb3yeTCA KoMaHaa:
Admin@nodenamef# create libraries response-pages <parameter>

Jlanee He0BX0ANMO 3aAaTh CREAYIOLIME NapamMeTpsl.

MNapameTp Onwucanune

name Hagsanue wabnoHa cTpaHmubl

description (Onucatue WwabnoHa cTpaHuLbl

BbiGop TMNa WaBnoHa CTpaHMLbI:
« blockpage — wa6noH cTpaHuLbl GrIOKUPOBKH.
o original-template — BbIGop A3bIKa WabnoHa:
= blockpage-en — wabnoH cTpaHuLbl Ha aHIMUACKOM.

type = blockpage-ru — wa6noH CTpaHuLbl Ha PyCCKOM.
« network-error-page — LWabnoH CTPaHMLbl CETEBbIX OLLMGOK.

o original-template — BeIGOp A3bIKa Wabnoxa:

= network-error-page-en — WaboH CTPAHMLibI Ha aHTTUACKOM.

= network-error-page-ru — WwaboH CTPaHML Ll Ha PYCCKOM

use-by-default||HasHaueHue wabnoHa cTpaHuLbl WaBGnoHOM N0 YMOMYaH!Io

KomaHnaa ana usmeHeHusa napameTpos wabnoHa CTpaHuubl:

Admin@nodenamef# set libraries response-pages <response-page-name> <parameters>
I'IapaMeprl, AOCTyNHbIe ANA OﬁHOBHeHMR, npeacTtaeneHsl B Taénmue Bbllwe.

KomaHnpa ana yAaneHua wabnoHa CTpaHulbl:

Admin@nodename# delete libraries response-pages <response-page-name>
Mpumeyanuelllabnox cTpaHuLbl, HA3HAYEHHbIM WABNOHOM NO YMONYaHHUIO, yAANUTbL HEMb3A.
KomaHaa Ana otoBpaxeHua Hpopmaummu 06 onpeaeneHHoM WwaboHe CTpaHuLbi:

Admin@nodename# show libraries response-pages <response-page-name>

HacTpoiika noutoBbix aapecos

pynnbl NOYTOBLIX aAPECOB HACTPaMBalOTCA Ha ypoBHe libraries email-list.
JinA no6asneHuA HOBOW MPYNMbl NOYTOBLIX aAPECOB UCNOML3YETCA KOMaHAa:
Admin@nodename# create libraries email-list <parameter>

Jlanee HeoBX0AMMO 3aAaTh CReAyioLMe NapameTpbl.

MapameTp| OnucaHue

name HassaHue rpynnel NOYTOBbLIX aApecos

description rpynnbl NOYTOBLIX aAPECcoB

Tvn cncka:
« local — nokanbHbI.

« updatable — ecnv cnmcok ABNAETCA 0BHOBMAEMBIM, TO HEOGXOAUMO YKasaTb aapec, C KOTOPOro 3arpyxaroTcA o6HoBneHus ( url). MepruoanyHOCTL 0BHOBNEHMA CNUCKa yKasbiBaeTcA napameTpom shedule B cron-
dopmare: <MuHyTbI: 0-59> <yacel: 0-23> <aHM Mecaua: 1-31> <mecaubl: 1-12> <aun Heaenu: 0-6, rae 0 — BockpeceHbe>. Mpn PyYHOM BBOAE TaKKe MOXHO MCMOMb30BAaTL CReaytoLMe CUMBObI:

type " o o
VP o 3Besaouka (*) — anA Beibopa Beex 3HaueHuii. Hanpuvep, B none AnA BBOAA YaCOB CUMBOJ 03HAUaeT, YTO Pe3epPBHOE KOMMPOBaHMe A0SHKHO BLINOSHATLCA KaXAbIA Yac.

o Jlepuc (-) — AnA ykasaHWA AManasoHa 3HaYeHHN.

= 3anATan (,) — B KayecTBe pasaenuTens sHauyeHui.

o Kocan uyepta (/) — AnA ykasaHua Wwara MexJy sHauyeruaAmu. Hanpumep, «2-10/2» 6ynet osHauath «2,4,6,8,10», a BelpaxeHue «*/2» B none «yackl» GyAeT 03HayaTh «Kaxable ABa yaca»
emails MouToBble anpeca, KOTopbie HeoBX0ANMO A06aBUTL B AaHHYIO rpynny

KomaHaa ana peaaktuposaHua MHGOPMaumMm O rpynne NoyToBLIX aAPecos:

Admi set libraries il-list <email-list-name> <parameter>
I'IapaMeprl, AOCTyNHbIe ANA OﬁHOBHeHMR, aHanoruyHel napameTpam, A0CTYNHbIM NPU CO3AaHUKU rpynnbl NOYTOBbLIX aAPeCcos.

KomaHabl Ans yaaneHua rpynnsl MW NoYTOBLIX aAPECOB M3 Hee:

ist-name>
ist-name> emails [ <email> ... ]

Admin@nodename# delete libraries email-list <email
Admin@nodename# delete libraries email-list <email

KomaHael AnA NpocMoTpa MHGOpMaLuy 0 Bcex rpynnax, 06 onp rpynnax Ui Ans NPOCMOTPA MOYTOBbLIX aAPECOB, BXOAALLMX B rpynny:

Admin@nodename# show libraries email-list
Admin@nodename# show libraries email-list <email-list-name>
Admin@nodename# show libraries email-list <email-list-name> emails

HacTtpoiika TenedoHHbIX HOMepoB

Ipynnbi TenedoHHLIX HOMEPOB HacTpauBatoTcA Ha yposHe libraries phone-list.
JnA co3AaHmA rpynnbl TeNedoHHLIX HOMEPOB MCTONb3yeTCA KoMaHaa:
Admin@nodename# create libraries phone-list <parameter>

[Janee HeoBX0ANMO 3aAaTb CReAytoLMe NapameTpbl.

MapameTp OnucaHue

name HassaHue rpynnel TenedoHHbIX HOMEPoB

description||O rpynnbl TenepoHHbIX HOMEepPoB




Mapametp) OnucaHue

Twn cnucka:
« local — nokanbHbI.

« updatable — ecnu cn1cok ABNAETCA 0BHOBAAEMbIM, TO HEOGXOAUMO YKa3aTb aapec, C KOTOPOro 3arpyxatoTcA o6HoBNeHus ( url). MepruoanyHOCTL 0BHOBNEHMA CNUCKa YKasbiBaeTcA napameTpom shedule B cron-
dopmare: <MuHyThI: 0-59> <uacsl: 0-23> <aHn mecaua: 1-31> <mecaupl: 1-12> <anu Heaenu: 0-6, rae 0 — BockpeceHbe>. Mpu pyyHOM BBOAE TaKKe MOXHO UCMONb3oBAaTh CrIeAYHOLIMe CUMBONLI:

type " o -

P - 3Besnouka (*) — Ana BeIGOpa BCex 3HaueHM. Hanpumep, B None AnA BBOAA YaCcOB CUMBOS 03HAYAET, YTO PE3EPBHOE KONMPOBAHUE I0SHKHO BINOMHATLCA KaXAbIA Yac.
o Jeduc (-) — ANA yKasaHWA AnanasoHa 3HaueHu.
o 3anAtas (,) — B KauecTBe pasAenuTena 3HaueH!N.

- Kocan uepra (/) — Ans ykasaHua wara Mexay sHaueHuamu. Hanpumep, «2-10/2» 6yaet osHauatb «2,4,6,8,10», a BblpaxeHue «*/2» B none «4yacbl» GyAeT 03HauaTh «KakAble ABa Yaca»

phones  ||Homepa TenedoHoB, KOTOpbIE HEOBXOAUMO 06aBUTL B AGHHYHO rpynny

KomaHaa ana penaktMpoBaHua MHPOpPMaUmMm O rpynne TenepoHHbIX HOMEPOB:
Admin@nodename# set libraries phone-list <phone-list-name> <parameter>
MapameTpbl, AOCTYMHbIE ANA 0GHOBNEHMA, NPEACTABNEHb B TABNULE Bbilue.
KomaHab! anf ynanexus Bceii rpynnel WM HOMepoB TenedoHOB 13 Hee:

Admin@nodename# delete libraries phone-list <phone-list-name>
Admin@nodename# delete libraries phone-list <phone-list-name> phones [ <phone> ...

Komaraa anA npocmoTpa MHdOPMaLMM 0 BCEX CO3AaHHBIX rpynnax:

Admin@nodename# show libraries phone-list

Komanaa Ana npocmoTpa MHdopMaLum 06 onpeAeneHHbIX rpynnax TenedoHHbIX HOMepOoB:

Admin@nodename# show libraries phone-list <phone-list-name>

KomaHaa AnA npocmoTpa HOMepoB, COAEPXALLMXCA B rpynne:

Admin@nodename# show libraries phone-list <phone-list-name> phones

HacTpovika cnucka Websocket-paclumpenui

Cnuckn Websocket-paclumpeHuii HacTpausaroTcs Ha ypoBHe libraries ws-extensions-list (aoctynHo ¢ Bepcuu 7.4.1).
JInA CO3AaHMA CMCKa PaCLUMPEHMHA UCMONb3YETCA KoMaHaa:

Admin@nodename## create libraries ws-extensions-list <parameter>

Janee HeobxoaMMO 3aAaTk CrieayloLMe NapameTpel.

MNapameTp Onwucanve
name Hassanue cnucka Websocket-paciumpeHuit
description| cnucka

extensions |[PacluMpeHus, KOTOpble HEOBXOANMO BKIIIOUMTH B CIIMCOK

Twn cnucka:
« local — nokanbHbIi.

« updatable — ecnu Cn1cok ABNAETCA OBHOBNAEMBIM, TO HEOBXOANMO yKa3aTk afpec, C KOTOPOTO 3arpyxaioTcA 06HoBNeHuA ( url). MepnoaNyHOCTL OGHOBNEHNA CMIUCKA yKasbiBaeTCA napameTpom shedule B cron-
dopmare: <MuHyThI: 0-59> <uackl: 0-23> <aHM Mecaua: 1-31> <mecaubl: 1-12> <aHn Heaenu: 0-6, rae 0 — BockpeceHbe>. [Mpu pPyyHOM BBOZE TaKKE MOXHO MCMOMb30BaTh ClEAyHoLLME CUMBOSbI:

type " o o

VP o 3Be3nouka (*) — anA BeIBOpa BCeX 3HaUeHHit. Hanpumep, B none AnA BBOAA YaCOB CUMBON 03HAUAET, YTO PE3EPBHOE KONMPOBAHME AOMKHO BLINOMHATLCA KaXAbIA Yac.
o [educ (-) — AnA yKasaHuA AuanasoHa 3HaueHun.
o 3anATas (,) — B Ka4ecTBe pasAenuTena 3HauYeHnN.

o Kocan uepta (/) — Anf ykasaHua wara Mexay sHauyeHuamu. Hanpumep, «2-10/2» Gyaet osHauatb «2,4,6,8,10», a BblpaxeHue «*/2» B none «4yacbl» GyAeT 03HauaTh «Kaxable ABa vaca»

KomaHaa Ans peAaKTMPOBaHUA CUCKA PaCLUNPEHHii:
Admin@nodename# set libraries ws-extensions-list <ws-extensions-list name> <parameter>
lMapameTpel, 3Ha4eHHA KOTOPbIX MOXHO OBHOBUTL, NPEACTaBNEHb! B TaBNULb! Bblle.

KomaHael, ¢ MCNOMb30BaHNEM KOTOPLIX 0CTYMHO YAaneHHe BCero CNMCKa PaCLUMPEHHA UM OTAESbHBIX PACLUMPEHHUI:

Admin@nodename# delete libraries ions-list <ws- 1sions-list name>
Admin@nodename# delete libraries ions-list <ws- 1sions-list name> ions [ <extension> ...

KomaHab! ans npocmoTtpa MH(DOpMaLMM 0 BCeX CnucKax paCLLlMpeH“ﬁ, 06 onpeaesieHHOM CrUCKe UK 0 pacluMpeHnax, BXOAALMX B onpeneneHHmﬁ CMUCOK:
Admin@nodename# show libraries ws-extensions-list

Admin@nodename# show libraries ws-extensions-list <ws-extensions-list name>
Admin@nodename# show libraries ws-extensions-list <ws-extensions-list name> extensions

HacTpoiika cnucka Websocket-cy6npoTokonos
Cninckn Websocket-cyBnpoTokonos HacTpansatoTca Ha ypoHe libraries ws-protocols-list (aocTynHo ¢ Bepcum 7.4.1).
Jina cosnaHua cnucka Websocket-cy6npoToKonos UcnonbayeTca KomaHaa:

Admin@nodename# create libraries ws-protocols-list <parameter>

[Janee HeoBX0ANMO 3aAaTh CReAyHoLMe NapameTpbl.

MapameTp Onucanve
name HassaHue cnucka Websocket-cy6npoTtokonos
description cnucka

protocols  ||Websocket-cy6npoToKonbl, KOTOpkle HEOBXOAMMO BKITKOUUTE B CIUCOK




Mapametp)

Onwucanue

Tun cni

type

ucKa:
local — nokanbHbl#.

updatable — ecnu cn1cok ABnAETCA 06HOBNAEMBIM, TO HEOGXOAUMO YKasaTb aapec, C KOTOPOro 3arpyxaloTcA o6HoBNeHus ( url). MeproanyHOCTL 0BHOBNEHMA CNKCKa yKasbiBaeTcA napameTpom shedule B cron-
dopmare: <MuHyThI: 0-59> <uacsl: 0-23> <aHn mecaua: 1-31> <mecaupl: 1-12> <anu Heaenu: 0-6, rae 0 — BockpeceHbe>. Mpu pyyHOM BBOAE TaKKe MOXHO UCMONb3oBAaTh CrIeAYHOLIMe CUMBONLI:

- 3Besnouka (*) — AnA BeiBopa Bcex 3HaueHuit. Hanpuvep, B none AnA BBOAA 4ACOB CUMBO/ 03HAYAET, YTO PE3EPBHOE KOMMPOBAHME I0SKHO BHIMOMHATLCA KaXAbIA Yac.
o Jeduc (-) — ANA yKasaHWA AnanasoHa 3HaueHu.
o 3anAtas (,) — B KauecTBe pasAenuTena 3HaueH!N.

- Kocan uepra (/) — Ans ykasaHua wara Mexay sHaueHuamu. Hanpumep, «2-10/2» 6yaet osHauatb «2,4,6,8,10», a BblpaxeHue «*/2» B none «4yacbl» GyAeT 03HauaTh «KakAble ABa Yaca»

Komanpaa ana penaktuposanua cnvcka Websocket-cy6npoTokonos:

Admin@nodename set libraries ws-protocols-list <parameter>

lMapameTpel, 3Ha4eHHA KOTOPbIX MOXHO OBHOBUTL, NPEACTaBNEHb! B TAGNMLb! BblLLE.

KomaHab! ans yaanexus Bcero cnucka Websocket-cy6npoTokonos unu otaensHbix Websocket-cy6npoTokonos:

Admin@nodenamei delete libraries ws-protocols-list <ws-protocols-list name>
Admin@nodename# delete libraries ws-protocols-list <ws-protocols-list name> protocols [ <protocol> ... ]

Komarasl Ana npocMoTpa MHpopmaumm o Bcex cnuckax Websocket-cy6npoTokonos, 06 onpeseneHHom cnicke unu o Websocket-cyOnpoTokonax, BXOAALMX B ONPeAenEeHHbIA CMIUCOK:

Admin@nodename# show libraries ws-protocols-list
Admin@nodename# show libraries ws-protocols-list <ws-protocols-list name>
Admin@nodename# show libraries ws-protocols-list <ws-protocols-list name> protocols

HacTpovika npodunen onoselleHni

Mpodunu onosetuexunit SMTP (no an. noute) 1 SMPP (no SMS) HacTpauBatoTca Ha ypoBHe libraries notification-profiles.

Ana 1A HOBOrO Npog SMTP ucnonbayeTca KoMaHaa:

Admin@nodenamef# create libraries notification-profiles smtp <parameter>

JNanee Heo6xoanMmo

3anarb crneaytoLyue napameTpbl.

NapameTp Onwucanue
name Hassanue npopuna
description (OnucanHue npodpuna

host

IP-aapec unu FQDN SMTP-cepaepa, KOTopbIi OyAeT HCNONb30BATLCA AN OTChIKM NOYTOBLIX COOOLLEHMI

port

MopT TCP, ucnonb3yemslit SMTP-cepsepom. O6kIuHO Ana npoTokona SMTP ucnonesyetca nopt 25, ana SMTP ¢ ucnonb3osaHuem SSL — 465. YTouHUTE AaHHOE 3HAUEHUe Y aAMUHUCTPaTopa No4TOBOMO cepaepa

iconnection-security!

(Croco6 Ge3onacHoi OTnpaBK1 NUCEM N0 /1. nouTe:
- none;
« starttls;

o ssl

BKO4eHWE/OTKIIOYeHME aBTOpU3aLMK NpU NOAKNIOYEH!H K cepeepy SMTP:

authentication . on;
o off
login MMA yueTHo# 3anucu ana noaxnodeHuna k SMTP-cepeepy
password Maponk yyeTHoW 3anucu Ana noaknoueHua kK SMTP-cepsepy
JAna no€ 1A HOBOrO NPog onc na SMPP (no SMS) ucnonb3ayeTcsa KomaHaa:

Admin@nodename#

JNanee Heo6xoanmo

create libraries notification-profiles smpp <parameters

3anarb cneaytolyme napameTpbl.

MapameTp Onwucanune
name HassaHue npopuna
description (OnucaHue npodpuna
host IP-anpec unu FQDN SMPP-cepsepa, KoTopbiit 6yAeT UCronb30BaTCA ANA OTChIkM SMS
port Mopt TCP, KoTopkIi cronbayeTca Ana noakntoueHns k SMPP-cepaepy. OBbiuHo ans npotokona SMPP ucnonbksyetca nopt 2775; npyu ucnonb3osaHun SSL — 3550
BrnioueHne/oTkNoueHne Wwudposarua SSL:
ss| . on;
« off
login Mma yueTHoM 3anucu ana noaxnioyeHna K SMPP-cepeepy
password Maporb yueTHow 3anucu Ana noaknoueHus kK SMPP-cepsepy

phone-translation-rul

Mpasuna TpaHcnALMKM TenedoHHbIX HOMepoB. Mpasuia UCNOMb3YIOTCA ANA COOTBETCTBMA TpeGoBaHKAM NpoBaiAepa.

les Hanpumep, ecnu HeOBXOANUMO B Hauane BCeX HOMEPOB 3aMEHUTL «+7» Ha «8», UCMOMb3YeTCA KoMaHaa

Admin@nodename# set libraries notification-profiles smpp <profile-name> phone-translation-rules + [ +78 ]




Mapametp Onucanue
Tun Homepa (type of number) AnA MCTOUYHKKA COOBLIEHNA:
« 0 — unknown (HEU3BECTHbI).
« 1 —international (MexayHapoaHbIH).
« 2— national (rocyapcTBEHHbIN).
source-ton
« 3 — network specific (ceTeBo# cneunanbHbli).
« 4 — subscriber number (Homep a6oHeHTa).
« 5— alphanumeric (angaBuTHO-LUPPOBONA).
« 6 — abbreviated (cokpalLeHHbIN)
'Tun Homepa (type of number) ana aapecata:
« 0 — unknown (HeM3BECTHbIN).
« 1 —international (MexayHapoaHbIn).
« 2 — national (rocyaapcTBeHHbIi).
dest-ton
« 3 — network specific (ceTesoit CneuynansHli).
« 4 — subscriber number (Homep a6oHeHTa).
« 5 — alphanumeric (an¢aB1THO-UUPPOBOA).
« 6 — abbreviated (coxkpateHHbIi)
MHankaTop cxeMbl NpUcBOeHMA HomMepos (numbering plan indicator) aAns ucTouHwKa:
« 0— unknown.
« 1 — ISDN/telephone numbering plan (E.163/E.164).
« 3— data numbering plan (X.121).
« 4 — telex numbering plan (F.69).
source-npi « 6 — land mobile (E.212).
« 8 — national numbering plan.
« 9 — private numbering plan.
« 10 — ERMES numbering plan (ETSI DE/PS 3 01-3).
« 13 —internet (IP).
« 18 — WAP client Id (to be defined by WAP Forum)
MHankaTop cxeMbl npucsoeHua Homepos (Numbering Plan Indicator) ans anpecara:
« 0— unknown.
« 1 — ISDN/telephone numbering plan (E.163/E.164).
« 3 — data numbering plan (X.121).
« 4 — telex numbering plan (F.69).
dest-npi « 6 — land mobile (E.212).
« 8 — national numbering plan.
« 9 — private numbering plan.
« 10 — ERMES numbering plan (ETSI DE/PS 3 01-3).
« 13 —internet (IP).
« 18 — WAP client Id (to be defined by WAP Forum)
KomaHaa ans peaaktmp npoduna or

Admin@nodenamei set libraries notification-profiles <smtp | smpp> <profile-name> <parameter>

MNapametpbl npodunein SMTP 1 SMPP, gocTynHble ANA U3MEHEHUA, NPEACTaBEHb! B COOTBETCTBYIOLWMX Tabnuuax Bbilue.

KomaHaa anA yaaneHua npoduna:

Admin@nodename# delete libraries notification-profiles <smtp | smpp> <profile-name>

Tawke Ana npodunei onoseterunit SMPP 10CTynHO yaanexue npasun TpaHCIALMM HOMEPOB:

Admin@nodename# delete libraries notification-profiles smpp <profile-name> phone-translation-rules [ phone1jphone2 ]
KomaHaa ans oToBpaxeHns MHPOPMALMM O BCEX UMEIOLLIMXCA NPOGHUIAX ONOBELLEHHIA:

Admin@nodename# show libraries notification-profiles

KomaHaa anA 0To6paxeHns MHdOopMaLumM 0 BCeX NMPOGUAX OAHOTO TUna:

Admin@nodename# show libraries notification-profiles <smtp | smpp>

Komanaa ans otoBpaxeHns MHdopMaLuu 06 onpeaenéHHoM Npodune OnoBeLLEHUA:

Admin@nodename# show libraries notification-profiles <smtp | smpp> <profile-name>

Hactpovika npodunen NetFlow

Mpogunu NetFlow HacTpausatoTca Ha yposHe libraries netflow-profiles.
Ana cosnanna npodpuna NetFlow ncnonbayetca komaHaa:
Admin@nodename# create libraries netflow-profiles <parameter>

Jlanee HeoBX0ANMO 3aAaTh CReAyioLIMe NapameTpbl.

MapameTp)

Onwucanue

name HassaHue npodpuna NetFlow

description npopuna

ip IP-aapec NetFlow konnektopa, Ha KOTOpbIi CeHCop ByAeT OTNPaBnATL CTATUCTUKY

port UDP-nopT, Ha koTopom NetFlow-konnektop ByseT npuHMMaTh CTaTUCTUKY




Mapametp OnucaHve
Bepcus npotokona NetFlow, KOTOpyto HEO6X0AMMO UCTIONbL30BATL (A0SMKHA COBNAAATH HA CEHCOPE W KOMMEKTOpE):
protocol « 5— NetFlow Bepcuu 5.
« 9 — NetFlow sepcum 9.
« 10— NetFlow Bepcun 10
active- TaiiM-ayT OTNpaBKM CTAaTUCTMKM Ha KOMNEKTOP A0 3aBEpLUEHUA NOTOKa (Hanpumep, Npyu nepeaaye 6onbLLIOro daiina Yepes CeTb); yKasbiBaeTCA B CeKyHAax. 3HaueHne no ymonyaHuio — 1800 cekyHA; MakcMarnbHoe 3HaueHne —
timeout 3600 cexkyHA
inactive- M a
imeout Taiim-ayT 3aBEpLUIEHUA HEAKTUBHOIO NOTOKA; TCA B CEKyHAAX. no ymonuaHuio — 15 cekyHAa; MakcumanbsHoe 3HaveHne — 3600 cekyHa
nax-flows |[MIKCHMANEHOE KONHUECTBO Y UHTLIBAGMBIX IOTOKOB, C KOTOPbIX COBMPAETCA U OTNPABNACTCA CTATUCTMKA. MO AOCTUKEHNUM YKA3aHHOrO KONIMUYECTBa BCe NOCTeAyIoLMe NOTOKU He BYAyT YUUTHIBATLCA (OrpaHUYeHHe HEoBX0AMMO ANA
3awmTel 0T DoS-atak). 3HaueHne no ymonyaxuio — 2 000 000; ANA CHATUA OrpaHUYEHNA HEOBXOAUMO YCTaHOBUTL 3HaueHue 0
BrrtoueHne/oTkNtoueH1e otnpask1 Hdopmayun o NAT-npeobpasosarusx B ctatucTuky NetFlow:
nat-events . on;
« off
refresh- KOnu4ecTBo NakeToB, Nocre nosly4eHus KOTOpOro WaGoH OTNPaBNAETCA HA NPUHMMAIOLLMIA XOCT (TOMbKO AnA Bepcuit npoTokona NetFlow 9 1 10). La6ioH coaepxuT MHGOPMALMIO O HACTPOMKE CaMOr0 YCTPOUCTBA U PasIMUHYIO
rate (CTAaTMCTUUECKYIO MHpOPMALMIO. 3HaueHHe No ymMonuaHuio — 20 NakeTos
timeout-  ||Taim-ayT oTnpasKku cTaporo WwabnoHa Ha NPUHUMAIOLLMIA XOCT (ToNbKo AnsA Bepeuit npoTokona NetFlow 9/10). LLa6noH coaepxuT MHGOPMALMIO O HACTPOIIKE CaMOro YCTPOMCTBA U PA3NIMUHYHO CTATUCTUYECKYHO MHGOPMALHIO.
rate 3HaueHue no ymonyaxuo — 1800 cekyHa

KomaHnpa ana penaxktuposanua cyujecTsytolero npogunsa NetFlow:

Admin@nodenamei# set libraries netflow-profiles <profile-name>

lMapameTpel, 3Ha4eHNA KOTOPbIX MOXHO M3MEHHTL, MPEACTaBEHb! B TabnuLe Bbille.

KomaHnpa ana yaaneuna npoguna NetFlow:

Admin@nodenamei# delete libraries netflow-profiles <profile-name>

KomaHabl ans oTo6paxerns nHdopmayun o scex npodunax NetFlow unu 06 otaensHom npodune:

Admin@nodename# show libraries netflow-profiles
Admin@nodename# show libraries netflow-profiles <profile-name>

HacTpovika LLDP-npodpunen

LLDP-npounu (Link Layer Discovery Protocol) cospatotca 1 HacTpausatotca Ha yposHe libraries lidp-profiles.

JAna cosaanua LLDP-npoduns ucnonb3yerca komaHaa:

Admin@nodename# create libraries lldp-profiles <parameter>

Janee Heo6XoAMMO 3aAaTk CrieaytoLMe NapameTpel.

MapameTp

Onucanune

name

Hassanue LLDP-npoduna

description

(© LLDP-npogpuna

port-status

Pexumbl:
« X — TOMbKO NPHéM AanHbIx LLDP: UserGate He GyaeT noceinate uHpopmaumio LLDP, Ho BysaeT aHanusuposaTh Hdopmaumio LLDP ot coceneit
« tx — TONbKO Nepenava AaHHbIX LLDP: UserGate 6yaeT nocbinats uHdopmayuto LLDP, Ho GyaeT otBpackiBath MHdopmaLmio LLDP, nonyyeHHyto ot cocenei

« rx-tx — npuem u nepeaada AaHHbIx LLDP: UserGate 6yaet nocbinatb uHdopmaumio LLDP 1 6yaet aHanuauposats uHdpopmaymio LLDP, nonyueHHyto ot coceaen

KomaHpa ana penaxktuposanua uHpopmaumm o LLDP-npogune:

Admin@nodename# set libraries lidp-profiles <profile-name> <parameter>

MapameTpbl, AOCTYMHLIE ANA 0GHOBNEHUA, aHANOIMUHbI NapamMeTpam, yKasbiBaeMsIM Npu codaanuin LLDP-npoguna.

KomaHpa ana yaaneuua LLDP-npogpuna:

Admin@nodename delete libraries lidp-profiles <profile-name>

Komarael ana oTobpaxeHua uHdopmalum o scex LLDP-npodunsax unu 060 oaHom LLDP-npodune:

Admin@nodename# show libraries Ildp-profiles
Admin@nodename# show libraries Ildp-profiles <profile-name>

HacTpovika SSL-npodunen

SSL-npoduny cosnatoTcA 1 HacTpausatoTcA Ha yposHe libraries ssl-profiles.

nA cosnanna SSL-npoduna MCNONb3yeTcA KoMaHaa:

Admin@nodenamef# create libraries ssl-profiles <parameter>

Jlanee He0BX0ANMO 3aAaTh CREAYIOLIME NapameTpsl.

MNapametp Onucanve

name

Hassanne SSL-npopuna

description

Onucanue SSL-npoduna.

min-tis-version

Camasn HusKkaa Bepcus TLS, koTopas MoXeT GbiTb UCMONb30BaHa B AaHHOM SSL-npodune:
o tlst;
o tls1.1;

o tis1.2




Mapametp Onucanve
Caman Beicokan Bepcua TLS, koTopas MOXeT BbiTe MCNONb30BaHa B AaHHOM SSL-npodune:
o tls;
macils- R RE
version
o tls1.2;
o tIs1.3
ssl-ciphers BLiGop HEO6XOAMMBIX anroOpUTMOB LWKMGPOBAHKA U LIM(POBO NOAMMCH
YcTaHoBKa anropuTMOB LIMPOBAHNA ANA CTaHAAPTHBIX MPOTOKOMOB. MapameTp NpeaHasHaueH AnA obneryeHnA BeI60pa HEOBXOAUMBIX ANrOPUTMOB LIKDPOBAHNSA U NOANMUCH ANA CTAHAAPTHBIX NPOTOKONOB TLS; Heo6xoanmo
yKasaTb BEpPCHIO:
o tist;
ssl-ciphers-
suite o tist.1;
o tls1.2;
o tis1.3

Komanaa ana peaaktuposanua nHdopmauuu o SSL-npodune:

Admin@nodename# set libraries ssl-profiles <profile-name> <parameter>

MapameTpbl, AOCTYNHLIE ANA 0GHOBAEHMA, aHANOrMUHbLI NapaMeTpam, yKasbliBaeMsIM Npu co3aaHnn SSL-npoduns.

Komanael ans ynanerua SSL-npoduna NOMHOCTLIO UMK OTAENbHbIX anNrOPUTMOB LUMPPOBAHUA U LIMDPOBOI NOANMCH, 3alaHHBIX B HEM:

Admin@nodename# delete libraries ssl-profiles <profile-name>
Admin@nodename# delete libraries ssl-profiles <profile-name> ssl-ciphers [ cipher ... ]

Komanaa ans otoBpaxeHns uHdopmaumu o SSL-npopunax:

Admin@nodename# show libraries ssl-profiles
Admin@nodename# show libraries ssl-profiles <profile-name>



HacTpoWikn pasaena wypHanbl U OTYeTbI



HacTpoiika skcnopra mypHanos

Product: WAF
Version: 7.7.x

DyHKUMA SKCNOPTUPOBAHMSA XKyPHANOB NO3BOMAET BLIrPYXaTb MHPOPMALMIO Ha

cepBepbl AnA Ne 0 unu ana o6paboTku B cuctemax SIEM.

[nAa cospaHuA HOBOTO NpaBMa 3KCNOPTa XyPHAMOB UCMOMb3yeTCA KoMaHaa:

Admin@nodename# create logs logs-export <parameters>

JocTynHble napameTps:

MNapameTp Onucanune
BrntoyeHne/oTKIoeHe npasuna:
lenabled « on.
- off.
name Hassanwe npasuna.

description

O npasuna.

server-type|

Tun cepeepa:
« ssh;
- ftp;
« syslog.
Mpy BLIGOPE THNA CepBepa AOCTYMHbI CeAYoLMe AOMONHUTENbHbIE HACTPOWKM:
« port — lNopT cepBepa, Ha KOTOpbI CNeAYeT OTNPaBATL AaHHbIE.
« login — MmA yueTHO# 3anucK ANA NOAKIIOYEHMA K yAaneHHOMy cepBepy (He NpUMEHAETCA K MeTozly oTnpasky syslog).
« password — Naponb y4eTHOW 3anucu ANA NOAKMIOYEHUA K yAaneHHOMY cepBepy (He NPpUMEHAETCA K MeToAly oTnpaskm syslog).
« path — Katanor Ha cepsepe Ana konposaHua $aiinos XypHaoB (He NPUMEHAETCA K MeTOAy 0Tnpasky syslog).
« passive — MaccuBHbIi pexum fip.
« transport — Toneko ana TMna cepsepos syslog. TCP unu UDP.
« protocol — Tonbko AnA Tuna cepeepos syslog. RFC5424 unu BSD syslog RFC 3164. BeibepuTe NpoToKOm, COBMECTMMBIN C MCMOMNb3YeMoii y Bac cucTemoit SIEM.
« severity — Tonbko Anda Tuna cepeepos syslog. KputuuHocTs. BosmoxHbl cneaytolme sHauenus: alert, critical, error, warning, notice, info.

« facility — Toneko Ana Tna cepsepos syslog. OGbekT. BoamoxHb! crieaytoLne H level, systs

security-auth, log-audit, log-alert, local- (0-7).
« hostname — Tonbko AnA TMna cepsepos syslog. YHUKanbHoe UMA XocTa, naeHTUdULMpYtoLLiee cepBep, OTNPaBNAlLLMA AaHHbIe Ha cepBep syslog, B popmare Fully Qualified Domain Name (FQDN).

« app-name — TOMbLKO ANS TUNA CEPBEPOB Syslog. YHUKANLHOE UMA NPUMOXEHUA, KOTOPOE OTNPaBNAET AaHHbLIE Ha cepaep syslog.

target

IP-aapec unu nomeHHoe UMA cepeepa.

logs

PKypHans! ana akcnopta:

events — XKypHan coObITHi.

webaccess — XypHan Be6-aoctyna.

traffic — Xypran Tpadpuka.
« waf — XypHan cpabartsiBaHuit npasun WAF.
[INA KaXKAOTO XypHana MOXHO BbI6paTh CUHTAKCHUC BBIMPY3KM:

« cef;

cef-compact;

- json;

cee-json;

« off.

schedule

BoiGop pacnucaHua Ans oTnpaskyu noros. He npumeHseTca K MeToay oTnpasky Syslog.

rontab-noaoBHeI GopmaT, Npu KOTOPOM CTPOKA BHIMMAANT Kak LUECTL NoMeit, paszaeneHHelx npobenamu. Mona 3anaroT BpemMA B cneaytollem suae: (MuHyTeI: 0-59) (dacel: 0-23) (anu mecaua: 1-31) (mecau: 1-12) (aevb Henenu: 0-
6, 0-BOCKpeceHbe). Kaxaoe n3 nepBbIX NATH NOMEH MOXKET GbiTb 3aAaHO CreaytoLLMM 00pasom:

3Be3anouka (*) — obo3HauaeT BeCb AManasoH (OT NepBoro A0 MOCHEAHErO).

Jeduc (-) — obosHauaeT ananasoH uucen. Hanpumep, "5-7" Byanet o3Hauatb 5,6 1 7.

Cnuckn. 3To uucna (MNK aanasoHsl), pasaeneHHsle 3anateimu. Hanpumep, "1,5,10,11" unmn "1-11,19-23".

3Besaouka UK aanasoH ¢ warom. McnonbayeTcs Ana Nponyckos B AanasoHax. LLar ykassisaeTcs nocne kocow YepTsl. Hanpumep, "2-10/2" Gyaet aHauutb "2,4,6,8,10", a BolpaxeHue "*/2" B none "yacsl" ByAeT o3Havatb
"Kaxable ABa yaca.

JAnA penaKkTMpoBaHHA paHee co3AaHHbIX NPaBun UCMOMb3yeTcA KoMaHaa:

Admin@nodename# set logs logs-export <log-export-rule-name>

MapameTpsl, AOCTYNHLIE ANA PeAaKTUPOBaHWA, aHanorMuHel NapamMeTpam Co3aHnA Npasun aKcropTa.

Jna npocMoTpa napameTpoB Co3AaHHLIX paHee NPaBui 3KCMOpTa UCNONL3YEeTCA KOMaHAa:

Admin@nodename# show logs logs-export
Admin@nodename# show logs logs-export <log-export-rule-name>

JAnA ynanenna cospaHHbIx paHee npasun 9KCnopTa UCMonb3yeTca koMaHaa:

Admin@nodename delete logs logs-export <log-export-rule-name>

JInA HacTpoiikv NnapameTpoB Pa3oBoro 3KCMOPTa XypHArOB UCNONL3YEeTCA KOMaHAa:

Admin@nodename# execute logs send-once <log-export-rule-name> <parameters>

MapameTp Onwucanune
fresh ‘OKcnopTHpOBaThL CBEXME NOTU.
YkasaTb AManasoH sKcropTa:
range - start-export-range — Hauano avanasoHa B popmare: 2022-12-31723:59:59
« end-export-range — KoHel| AManasoHa B popmare: 2022-12-31723:59:59







HacTpoiika 6esonacHoctn



Hactpoika napametpoB 6esonacHoctn WAF

Product: WAF

Version: 7.7.x

Technology: WAF

Hactpovika nepcoHanbHbIX cnoes

MepcoHankHele WAF-cnon HacTpavBatoTcA Ha yposHe waf custom-layers ¢ ucnonssosaHnem asbika onucanua nonutuk UPL. MoapoGHee o CTPyKType komaHa — B pasaene « UserGate Policy Language ».
IU'IH C€034aHuUA NepcoHasnbHOro CnoA UCNonb3yeTcA KomaHaa:

Admin@nodename# create waf custom-layers name <custom_layer_name> description <description> upl-rule
KomaHpaa ana nameHeHua napamMeTpoB NepCoHasIbHOro CNoA:

Admin@nodename# set waf custom-layers <custom_layer_name> upl-rule

KomaHpa ana OTOGpaMeHMﬂ MHdOPMAaLMK O BCEX NEPCOHAsbHbIX CIOAX:

Admin@nodename# show waf custom-layers

Komanaa ans otoBpaxeHns MHPopMaLmMu 06 onpeaeneHHOM NepcoHanbHOM Croe:

Admin@nodename# show waf custom-layers <custom_layer_name>

I'Iprep €034aH1A TECTOBOIO NepCcOHasIbHOro CNoA ¢ UCNonb3oBaHuemMm UPL:

Admin@nodename# create waf custom-layers name "Layer 2" upl-rule DENY src.ip = lib.network("Bad ips", "Test ips")
DENY dst.ip = lib.network("Bad ips")

PASS request.header.User-Agent = lib.useragent(Browsers)

DENY time = lib.time(Weekends)

Admin@nodename##

Admin@nodename# show waf custom-layers "Layer 2"

name :Layer2

upl-rule  : DENY src.ip = lib.network("Bad ips”, "Test ips")

DENY dst.ip = lib.network("Bad ips")

PASS request.header.User-Agent = lib.useragent(Browsers)

DENY time = lib.time(Weekends)

Admin@nodename##

Komaraa ans yaaneHns CyLiecTByloLLero NepcoHanbHOro Con:

Admin@nodename# delete waf custom-layers <custom_layer_name>

Hactpovika WAF-npodunen

WAF-npo¢punu HacTpausatoTca Ha ypoBHe waf profiles.

JAna cosnaHua WAF-npoduna Ucnonb3yeTca komaHaa:

Admin@nodename# create waf profiles name <profile_name> description <description> enable-layers [ layer_1 layer_2 layer_n]

KomaHpa ana nameHenna napametpos WAF-npogunsa:

Admin@nodenamef## set waf profiles <profile_name> name <new_name> description <new_description> enable-layers [ list of layers to enable ] system <change_system_layer>
KomaHpa ana nameHenna npoduna oteeta 8 WAF-npodune:

Admin@nodename# set waf profiles system overridden-rules rules-names [ "#RefRef DoS tool (1)" "#RefRef DoS tool (2)" ] response-profile <tab>
Mo ymonuaHuio BeIBpaHo 3HaueHne Do not use. [lpyrie 3HaueHUA CTaHyT AOCTYMHLI NOCAe TOro, Kak ByAyT Co3AaHbLI NIPOGHUAN OTBETOB.
Komanaa ans otoBpaxeHns uHdopmaumu o scex WAF-npopunax:

Admin@nodename# show waf profiles

Komanaa AnA u3veHeHus pa3vepa aHanuaupyemoro Tena sanpoca/oTseta:

set waf profiles ProfileName max-body-inspection-size 200000

KomaHnpaa ana otobpaxerusa nHdpopmayum 06 onpeaeneqHom WAF-npodune:

Admin@nodename# show waf profiles <profile_name>

Mpumep cosnanua WAF-npopuna:

Admin@nodenamei# create waf profiles name "Test profile 1" description "Test profile #1" enable-layers [ "Layer 4 (custom)" "HTTP Constraint" ]
Admin@nodename#

Admin@nodename# show waf profiles "Test profile 1"

name : Test profile 1

description  : Test profile #1

enable-layers : Layer 4 (custom); HTTP Constraint

Admin@nodename#

KomaHnpa ana ynanenua cyujectsytouiero WAF-npoduns:

Admin@nodenamef# delete waf profiles <profile_name>

HacTtpovika napameTtpoB cuctemHbix WAF-npaBun
MapameTpel cuctemHbix WAF-npasun HacTpavsaroTca Ha yposHe waf system-rules.
Y cuctemubix WAF-npasun MoryT GbiTb M3MEHEHbI CrieaytoLLue napameTphbl:
« cocTofAHue (enabled) — on/off;
« XypHanuposaHue (enable-logging) — on/off;
- neiicTeue (action) — pass, deny, force-pass, force-deny;
« npodunb oTBeTa (response-profile) — do not use, <response-profile names.
Mpumep KomaHAbl HacTPOMKK cucTemHoro WAF-npasuna:
Admin@nodename# set waf system-rules rules ["#RefRef DoS tool (1)"] enabled on enable-logging on action deny response-profile "<response-profile name>"
B KBaApaTHbIX CKOGKAX YKA3LIBAETCA HA3BaHNE O/IHOTO WK HECKOMBKUX CUCTEMHLIX WAF-NpaBmi, K KOTOPLIM NPUMEHAIOTCA U3MEeHeHHA napameTpos. HassaHna WAF-npasui yKasblBaloTCA B KaBbiuKax v PasaenaioTcA npodenamu.
Mpumep KOMaHAbI U3MEHEHUA NapaMeTpPOB HECKONbKMX cucTemHbix WAF-npasun:
Admin@oulineeladin# set waf system-rules rules ["#RefRef DoS tool (1)" "#RefRef DoS tool (2)"] enabled off
Komanpaa anA otobpaxerua nHdopmaLmmu 0 Bcex cucTeMHbix WAF-npasunax:
Admin@nodename# show waf system-rules
Mpumep oToBpaxeHns MHPOpMaLmMK 06 onpeaeneHHoM cuctemHom WAF-npasune:

Admin@oulineeladin# show waf system-rules "#RefRef DoS tool (1)"

name : #RefRef DoS tool (1)

enabled ton

action :deny

description : This event is trigerred when a malicious/suspicious user-agent is detected in the request.
reference : https://www.owasp.org/index.php/Denial_of_Service

threat-level  : medium

technology : All systems

layer : Denial of Service


https://docs.usergate.com/usergate-policy-language-(opisanie)_3381.html

enable-logging :on
last-update :2016-03-17T00:00Z
response-profile : Do not use

MpocmoTp cuctemubix WAF-cnoes

Komaraa ans oTobpaxkeHna nHdOpMaLumn 06 MMeroLmxca cucTemubix WAF-cnosx:
Admin@nodename# show waf system-layers

KomaHaa ana oto6paxeHns MHGOpMaLMUK 0 KOHKPEeTHOM cucTeMHom WAF-crioe:

Admin@minhanhicont# show waf system-layers <system_layer_name>



Hactpoiika JSON-npoguna s CLI

Documentation:
Product: WAF
Version: 7.7.x

Hactpoiika JSON-npoguneit NpoucxoanT B pexume KOHPUrypauum Ha yposHe json-profiles.
Jna cosnaHua JSON-npodpuna cnonb3yeTca cneayrowan komanaa:
Admin@nodename# create security-policy json-profiles <parameter>

[Janee HeoBX0ANMO 3aAaTh CReAytoLMe NapameTpbl.

Napametp OnucaHue
name Hassaxue JSON-npodpuna
description Onucanue JSON-npodpuna

BrntoYeH1e/0TKIIOUEHHE XY PHANMPOBAHUA:
log « On;

« Off

content-types 'VkasaHue 0AHOO UMK HECKOMBKUX 3HaueHHit saronoexa Content-type

BuiGop aeitctana JSON-npopuns:
action « deny;

. pass

[AoGasneHne npoduna oTeeTa.
response-profile
HeobxoanMo yKasaTb HasBaHWe 3apaHee CO3AaHHOro NpoduiA oTeeTa

BbiGOp NPOBEPKM Ha COOTBETCTBUE N0BOH Unu Beem JSON-cxemam:
lison-schemas . any;

o all

No6aenexne JSON-cxem.
lison-schemas
Heo6x0aMMO yKa3aTb OAHO MMM HECKOMLKO Ha3BaHuit 3apaHee cosaaHHbix JSON-cxem

BKNIOYEHNE/OTKIOYEHNE NPOBEPKU TMMUTOB:

check-limits

« On;
« Off

max-body-size

ITumunT Ha pasmvep Tena popmara JSON B Gaittax. MaxkcumansHoe sHaueHne — 10240000. 3HaueHne no ymonyaxuo — 0

max-depth STAMUT Ha ry6GuHY BNOXEHHOCTH 3nemMeHToB. M: oe — 256. 3 no ymonuaxuio — 0

max-array-elements |[JTAMUT Ha KONMYECTBO ANEMEHTOB «KIHOY: B o6bekre. M; oe — 4096. 3 no ymonuaxuio — 0
max-object-members||JTAMUT Ha KONMYECTBO ANEMEHTOB (3HaYeHUi) B MaccuBe. Makc oe — 4096. 3i no ymonyanuio — 0
max-string-length JIUMUT Ha KONMYECTBO CMMBOJIOB B 3HAYEHWUW TMNA «CTpoKa». M nbHOe — 4096. 3 no ymonuaxmio — 0
max-key-length JTUMMT Ha KONMYECTBO CMMBOJIOB B UMEHU Kitoya. M oe 1 1024. no ymonuaxuio — 0

Mpumep komaHAabl cosaanna JSON-npoduna:

Admin@nodename# create security-policy json-profiles name json_test action deny check-limits on max-body-size 5000
KomaHpa ana penaxktuposaxua napameTpos JSON-npogunsa:

Admin@nodename# set security-policy json-profiles <json-profile_name> <parameter>

Komanaa ans otoBpaxeHns uHdopmauum o scex JSON-npodpunax:

Admin@nodename# show security-policy json-profiles

Komanzaa ans otoBpaxeHns uHdopmaumu o6 onpeaeneHHom JSON-npodune:

Admin@nodename# show security-policy json-profiles <profile_name>

Komanaa anA yaanenua cyujectsyiouiero JSON-npoduna UCnonb3yeTcA creaytolian KoMaHaa:

Admin@nodename# delete security-policy json-profiles <profile_name>




Hactpoiika XML-npogunsa B CLI

Documentation:
Product: WAF
Version: 7.7.x

HacTpoiika XML-npoduneit NpoUcxoauT B pexume KOHUrypaumm Ha yposHe xml-profiles.

Jina cospaHua XML-npoduna ucnonbayeTca cneaytoLjan KomaHaa:

Admin@nodename# create security-policy xml-profiles <parameter>

[Janee HeoBX0ANMO 3aAaTh CReAytoLMe NapameTpbl.

Mapametp OnucaHue
name Hassanue XML-npopuna
description Onucaxue XML-npodpuna

log

BrntoYeH1e/0TKIIOUEHHE XY PHANMPOBAHUA:
« On;

« Off

content-types

'YKasaHue 0IHOro UNK HECKONbKMX 3HaueHui 3aronoska Content-type

action

Boibop aeiictaua XML-npoduna:
- deny;

. pass

response-profile

[AoGasneHne npoduna oTeeTa.

Heo6xoanmo yKasaTb HaszBaHWe 3apaHee CO34aHHOro Npopuna oTeeTa

xml-schemas

BuiGop NPoBEPKM Ha COOTBETCTBME NGO Unu Bcem XML-cxemam:
. any;

o all

xml-schemas

o6aenexne XML-cxem.

Heo6x0aMMO yKa3aTb OAHO MMM HECKOSLKO Ha3BaHMii 3apaHee cosaaHHbix XML-cxem

check-limits

BrntoueHre/oTKIoueHne NPOBEPKU NTUMUTOB:
« On;
« Off

max-body-size

ITumuT Ha pasmvep Tena ¢popmara XML B BaitTax. MakcumansHoe aHaueHne — 10240000. 3HayeHue no ymonyaxuio — 0

max-depth STAMUT Ha ry6GuHY BNOXEHHOCTH 3nemMeHToB. M: oe — 256. 3 no ymonuaxuio — 0

max-elements STAMUT Ha KONUYECTBO ANIEMEHTOB «K/tOY: 3HAaYeHne» B o6bekTe. M oe — 4096. 3i no ymonyaxuio — 0
max-attributes ITMMKT Ha KonuuecTBo aTprubyToB. Makc oe 14096 — 3 no ymonuaxuio — 0

max-tag-len JTUMMT Ha KONMYECTBO CMMBOJIOB B UMEHU Kitoya. M oe — 1024. 3 no ymonuaxuio — 0
max-attr-name-len||[JumuT Ha AnuHY UMeHn aTpubyta. M oe — 1024. 3i no ymonuaxuio — 0

max-attr-value-len

JTMMKT Ha ANVHY TEKCTOBOrO 3HayeHuA. MaxkcumarnbHoe sHaueHne — 4096. 3HaueHne no ymonyaxuo — 0

max-data-len

JTMKT Ha anvHy aTpubyTa. M: oe — 10485760. 3HaueHue no ymonuyauuio — 0

Mpumep komaHAabl cosaanma XML-npodunsa:

Admin@nodename# create security-policy xml-profiles name xml_test action deny check-limits on max-body-size 5000

KomaHpa ana penaxktuposanua napameTpos XML-npogpuna:

Admin@nodename# set security-policy xml-profiles <xml-profile_name> <parameter>

Komanaa ans otoBpaxkeHns uHdopmaumu o scex XML-npodunax:

Admin@nodename# show security-policy xml-profiles

Komanaa ans otobpaxeHus uHdopmaumu o6 onpeaeneHHom XML-npodpune:

Admin@nodename# show security-policy xml-profiles <profile_name>

Komanaa anA yaanenua cyujectsyiouiero XML-npoduna MCnonk3yeTca creayiolian komanaa:

Admin@nodename# delete security-policy xml-profiles <profile_name>




Hactpoiika WebSocket-npopunsa 8 CLI

Product: WAF
Version: 7.7.x
Technology: WAF

HacTpoiika WebSocket-npoduneit npoucxoanT Ha yposHe websocket-profiles.

na cosnanna WebSocket-npoduneit ucnonbayetca cneaytollan KomaHaa:

Admin@nodename create security-policy websocket-profiles <parameter>

Jlanee He0BX0AKMO 3aAaTk CREAYIOLIME NapameTpsl.

MNapameTp Onucanue
name Hassanne WebSocket-npopuna
description Onucanue WebSocket-npoduna
BrntoueHne/oTkioueH1e BnokuposaHua nioboro WebSocket-Tpaduka, koTopeiit npuxoaunt B UserGate WAF:
block - On;
« Off

check-request

Mposepka uenoctHocTh handshake-sanpoca:
« On;
« Off

BKII0UEHUE/OTKITIOUEHNE XKYPHANMPOBAHUA COOLITHIA:

log - On;
- Off
MpoBepka HanuuuaA B 3anpoce 3aronoska Origin:
icheck-origin « On;
- Off
lorigin \llo6asnenue cnncka URL UCTOYHMKOB, C KOTOPbIMM yC b WebSocket-coea . MoapobHee o cosaanum cnuckos URL B pasaene — « Hactpoiika cnuckos URL »

\llo6asnenue cnucka URL HexenatenbHbix McTouHMKoB. WebSocket-coeanHermns ¢ HuMu 6yayT urHopupoBartbca

BrtoYeHne/oTKNIoUEeHNE NPOBEPKK pacluMpernit B 3aronoeke Sec-WebSocket-Extensions:

icheck-extension . On;
« Off
i Jo¢ cnucka pasp p peHuii. WebSocket-coeanHeHns OyayT ycTaHaBNMBaTLCA TOMBKO MO TEM 3anpocaM, B 3arofloBKax KOTOPbLIX yKasaHsl Pa3peLleHHbIe PacluMpeHus
MHBepTauua NpoBepKM NO CrIMCKY, My B NapameTpe
- On;
i t
]
« Off.

WebSocket-coeanHeHuns no sanpocam, B 3arofioBKax KOTOPbIX yKasaHbl PACLUIMPEHMUA U3 CiMcKa, ByAyT UrHOPUPOBaTLCA

BrltoueH1e/0TKIIIoUEHUe NPOBEPKM CyONPOTOKOMNOB B 3aronoeke Sec-WebSocket-Protocols:

icheck-protocol - On;
. Off
p it cnueka cy6npoTokonos. WebSocket-coeamHeHns By/1yT ycTaHaBnMBaTLCA TOMBLKO MO TEM 3anNpocam, B 3arofioBKax KOTOPbIX yKasaHs! PaspeLleHHbIe CyBMnpoToKom.!
MHBepTauma 110 Crmcky, 8 napametpe p!
« On;
protocol-negate
- Off.

WebSocket-coeiMHeHIs Mo 3anpocam, B 3aroioBKax KOTOPbIX yKadaHe! CyOnpOTOKOLI U3 CriucKa, GyAayT UrHOPUPOBATLCA

Komanaa ana peaaktuposaxua napametpos WebSocket-npoduna:

Admin@nodename# set security-policy websocket-profiles <websocket-profile_name> <parameter>

Komanpaa ana otobpaxenua nHdopmaumm o Bcex WebSocket-npodpunax:

Admin@nodename# show security-policy websocket-profiles

Komanaa ans otoBpaxeHns uHdopmaumu o6 onpeaenerHom WebSocket-npodune:

Admin@nodename# show security-policy websocket-profiles <profile_name>

KomaHnpa ana ynanenua cyujectsytouiero WebSocket-npoduna ucnonssyerca cneayrowjan komaHaa:

Admin@nodename# delete security-policy websocket-profiles <profile_name>



https://docs.usergate.com/nastrojka-bibliotek-(opisanie)_3371.html#%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0%20%D1%81%D0%BF%D0%B8%D1%81%D0%BA%D0%BE%D0%B2%20URL

HacTpoiika npopunsa oteeta

Product: WAF
Version: 7.7.x

Technology: WAF

Hactpoitka npoduna oTeeTa BLINOMHAETCA HA ypoBHE response-profiles.

JAna coznaHuA Npoduna oTBETa MCNONb3YeTCA CReaytollan KomaHaa:

Admin@nodenamef# create security-policy response-profiles <parameter>

Janee Heo6x0AMMO 3aAaTh CreayioLMe napameTpbl.

MNapameTp Onucanue
name Hassanue npoduns oteeta
Bb160p NOMMTUKK, ONPeAensIoLeN, Kakoi 0TBeT ByAeT BO3BpaLLEeH KIMeHTY npu cpabatbisaHuu Bnokupytowero WAF-npasuna:
- redirect — nepexanpasneHue 3anpoca Ha CTpaHuLy yKasaHHoro pecypca. locTynHel creayiolme napameTpsi:
o custom-redirect — cchinka Ha pecypc AnA nepeHanpasnenua sanpoca.
o response-code — Tpex3HauHbli koA coctoaHuAa HTTP (nonmxeH HaunHaTbea ¢ uMdpsl 3).
o response-text — TeKCT oTBeTa. ECnv none TeKcTa 0TBETA He 3arosHeHo, ByAeT UCNONb30BaH TEKCT MO YMOMYaHMIO, COOTBETCTBYIOLLUI yKasaHHOMY KoAy.
"
P yp
- tcp-rst — coobLyeHme 0 paspbIBE COSAMHEHMA.
« response-page — CTpaHMua 6noKMPOBKM C ykasaH1eM Koda CocToaHuA HTTP. locTynHbl cnedyiolme napameTph:
o template — ykasanue wabnoHa CTpaHULbI.
o response-code — TpexaHauHbIi koA cocToAHnA HTTP (nonxeH HaunHatbea ¢ uudpsl 1, 2, 4 unu 5).
o response-text — TexcT otBeTa. ECnv none TexcTa oTeeTa He 3anosiHeHo, 6yAeT MCNoNb3oBaH TEKCT MO YMOMYaHHIo, COOTBETCTBYIOLMI yKazaHHOMY KOAY
description (OnucaHre npopuna oteeTa

Komanaa ans pefiakTupoBaH1a napaMeTpos npoduns oTeeTa:

Admin@nodename# set security-policy response-profiles <response-profile_name> <parameter>

MapameTpel, AOCTYMHbIE ANA 0GHOBNEHUA, NPEACTaBNEHb B TAONMLE Bbilue.

Komanaa ana yaaneuus npoduna oteeTa:

Admin@nodename# delete security-policy response-profiles <response-profile_name>

KomaHaa anA oTo6paxeHns UHdOopMaLumM 0 BCeX NPopunaAx oTeeTa:

Admin@nodename# show security-policy response-profiles

Komaraa ans otoBpaxkeHns uHdopmaLuu 06 onpeaeneHHoM npodune oTeera:

Admin@nodename# show security-policy response-profiles <response-profile_name>




UserGate Policy Language (UPL)



UserGate Policy Language (OnucaHue)

Version: 7.7.x
Product: WAF

UPL (UserGate Policy Language) — A3blk onucaHua nonutuk UserGate. TepMUH «MONUTHKa» ynoTpeGnAeTCA 31eCk B KOHTEKCTE KOH(Urypauuu Npasur, NPUMEHAEMbIX ANA NMPUHATUA PELLIEHU No Tpe6oBaHNAM ayTeHTUdUKaLMM, NpaBam
[AOCTyNa unu npeo6pasoBaHmA KOHTEHTa.

MpaBuna HacTpaMBaloTCA C UCMONb30BaHUEM AEHCTBUM, YCNIOBHIA U CBOMCTB.

JInA Kaxaoro nNpaBuna HacTPauBaeTCA OAHO U3 AeiCTBMA. JIeHCTBUA — HACTPOWKH, KOTopbie ynpasnaloT 06paboTkoi TpaHsakyuu (OK, WARNING, PASS, DENY, FORCE_PASS, FORCE_DENY). Mpu HacTpoike Npasui, B KOTOPbIX HE
npeaycMOTPEHO y NencTBuA (H: , npasuna DNS, NAT 1 mapLupyT13aLun, NPonyCcKHOM COCOGHOCTH U T.M.), HEOBXOAUMO yKasaTb AeicTaua PASS unu OK.

YcnoBuA 3a4al0TCA 3HaKaMK PaBHO (=) MK He paBHo (!=), HanpuMep, 30HbI, aapeca, GeolP UCTOUHWKOB M Ha3HaYEeHHA, CEPBHCHI, NPUMOXEHHA U T.4.; BCE YCTIOBUA B Npasuie NPOBEPAIOTCA N0 Norueckomy U, T.e. npasuio cpabotaer, ecnu
GyayT BLINOMHEHLI BCE YCIOBHUA.

BanHo!YCroBue He I0MKHO B KaYecTse TpUrepa Coaepxark Apyroe ycnosue. B npoTuBHOM criyuae, €Ccnn Npasunio C yCrosuem-Tpurrepom ByaeT AodasneHo B npopuns WAF, apyrie npasuna B 3ToM npodune cpabatsigars He OyayT.
CBOWMCTBa NPaBMN 3a1al0TCA B KPYITIbIX CKOBKAX W MCMONbL3YIOTCA ANA YKa3aHUA AONONHUTENLHON MHGOPMALUK, HANPUMED, Ha3BaHWe NPaBU, UX ONUCAHUE, PYHKLMA XKyPHANMPOBAHUA U T.4.
Mpumeuanuellpy HacTpolike NpaBun cHavana ykasbiBaeTcA AeicTBMe, NOTOM YCMOBMA U 3aTeM CBOMCTBa.
UPL ucnonbayetcs ana cosaanua WAF-npasun B nepcoHanbHblx cnosx. Tawke ¢ nomolbio UPL B uHTepdeiice CLI cosaatotca npaeuna NofuTUK CETU ANA CNeAyoLMUX pa3aenos:
« MexceTeBoi akpaHa (yposeHb: network-policy firewall).
« Mpasuna nyénukaunu (yposeHs: global-portal reverse-proxy-rules).
CTpyKTypa KOMaHAbl ANf CO3AaHNUA npasuna:
Admin@nodenamef# create <level> <position> upl-rule <str-upl-syntax>
rae <level> — ypoBeHb, Ha KOTOPOM HEOBXOANMO CO3AaTH MPABMIIO.
<position> — Mo3uLKA, Ha KOTOPYtO ByAET NOMELLIEHO NPaBsmo.
<str-upl-syntax> cTpoka, B KoTOpO#t onucaHo npasuno B UPL cuHTakcuce.
CTpyKTypa KOMaHAbl AN 0BHOBMEHWA CYLLECTBYIOLLEro npasmna:
Admin@nodename# set <level> <position> upl-rule <str-upl-syntax>
rae <level> — ypoBeHb, Ha KOTOPOM HEOBXOANUMO OGHOBUTL NPaBHIIO.
<position> — HOMep npasuna, KOTOpPoe HEOBXOAMMO OBHOBUTE.
<str-upl-syntax> cTpoka, B KoTOpO# onucaHo npaeuno B UPL cuHTakcuce.
CTpyKTypa KOMaHAbl ANA yAaneHus npasuna:
Admin@nodename# delete <level> <position | all>
rae <level> — ypoBeHb, Ha KOTOPOM HEOOXOAMMO yAANMTL NPABHUIIO.
<position> — HOMep npasuna, KoTOPOe HEOBXOAMMO YAANHT.
<all> — ynanutb BCE NpaBuna.
CTpyKTypa KoMaHab! Ans 0TOBpaKeH!s npasuna:
Admin@nodename# show <level> <position | all>
rae <level> — pasaen, npaeuna KOTOPOTO HYXHO 0TOOPa3MTL.
<position> — HoMep Npasuna, KoTOpoe HEOBXOANMO 0TOBPA3UT.
<all> — oTo6pasuTh BCe npasuna.
MpuMep cosaaHuA NpaBuUna MeXCEeTeBOro dKpaHa ¢ ucnonbosaHmem UPL (Mcnonb3oBaH MHOrOCTPOUHbIN BBOA):
Admin@nodename# create network-policy firewall 1 upl-rule \
...DENY\
...src.zone = Trusted \
...dst.zone = Untrusted \
...user = known \
...time = lib.time("Working hours") \
...rule_log(session)\

...name("Example of firewall rule created in CLI") \
...enabled(true)

Mocne cosaaxuA Npaeuio 0TOBPA3UTLCA B HAaYane CnucKa NpaBus MEXCETEBOro akpaHa (Ha nosuyuu 1). JlaHHoe npasuno sanpewjaet HTTPS-Tpaduk 13 3oHbl Trusted B 3oHy Untrusted nonb3oBatenam, MAEHTUPULUPOBAHHBLIM CUCTEMO.
Mpasuno padoTaeT B COOTBETCTBMM C pacnucaHuem «Working hours». Mpy cpabaTeiBaHum Npasuna B xypHan ByAeT 3an1caHa HGOPMaLUA O Hayane Ceccuu.

B nocneaytowmx CTaTbAX AaHHOTO pasaena MOXHO HaiiTu Gonee NoapoBHyio MHpopmaumto 06 obuimx nonoxenuax Assika UPL, onpeaeneHuax, BCTDOEHHbIX OMBNMOTEKAX, yCNOBUAX, AHCTBUAX, CBOACTBAX W TUNax Npasui.
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0O6wue nonomeHUn

Version: 7.7.x
Product: WAF

KommeHTapuu

JMio6as cTpoka, HauMHaroLWanAcA ¢ cumBona " %", ABNAETCA KOMMEHTapUeM.
CwmBon npoueHTa " %" nocne npobena unu TabynAunu BBOAUT KOMMEHTapUiA, KOTOPbIY NPOZOMKAETCA A0 KOHLA CTPOKM (KPOME Cy4aes, Koria CUMBOS NMPOLieHTa 0TOOPpaXaeTCA BHYTPM KaBbiueK ("), Kak YacTb BbIPAXEHUA).

Mpumep:

% 310 KOMMEHTapHit
DENY("Too many Host headers") request.header.Host.count = 2.. % u 310 TOXE

KommeHTapmu MoryT GeiTb B Nt06OM MecTe dpaina ¢ 0nMcaHNeM NoUTHK.

MpaBuna

MpaBuno NONMUTUKY (rule) COCTOMT M3 YCNOBMIA M HEKOTOPOTO KONTMYECTBA ASHCTBUM, 3anucaHHbIX B Nio6om nopaake. EcTb Tawke cBOWCTBA (properties), KOTOpbIe CUHTAKCUYECKN BBIMAAAT KaK EMCTBUE, HO MPU 3TOM aKTUBHBIX IGHCTBHI He
NpPOM3BOAAT. Hanpumep, CBOWCTBO name npocTo fo6aBnsAeT atpubyT "MMA" B NpaBuso.

Mpasuna o6bl4HO NULLYTCA B OAHON CTPOKE, HO MOTYT BbiTb PA3BUThI HA CTPOKK C MOMOLLBIO CieLManbHOro cumsona — oBparHoro crewa " "

Koraa npaeuso BLINONHAETCA, yCIOBUE NPOBEPAETCA ANA TeKyLyei KOHKPETHO! TpaHaakumuu. Ecnu ycnosue oueHnBaeTcA Kak True (UICTUHA), BHINOMHAIOTCA BCe NepeuncneHHble AeNCTBUA U TeKyLuii Coi 3aKaHuMBAETCA NP HanMuMu
npeurcoB PASS / FORCE_PASS / DENY / FORCE_DENY / WARNING / OK . Ecnu cpaboTasluee npasusio He umeet npedukcos PASS / FORCE_PASS /DENY / FORCE_DENY / WARNING / OK , TO BbINONHALOTCA AGHCTBUA U Aanblue
obpabaTbiBaeTcA yxe creaytoliee npasuno. Ecnu ycnosue oueHUBaeTCA Kak False ANA 3TOW TpaH3aKuuu, To Aanblie obpabaTbiBaeTca yxe creaytoliee npasmno.

Bce ycnosuA B npasunie NPOBEPSIOTCA MO Soruyeckomy " M'. [Ipyrumu cnosamu, Npasuio cpadoTaert, koraa ByayT BeINONHEHb! BCE YCIOBMA.

B cBol0 ouepeab, yCrnosue ABNAETCA SIOTMUECKOi KOMOMHaUMel TPUITepoB. TpUITepbl — 3TO OTAENbHbIE TECTbI, KOTOPLIE MOXHO BbINOMHWTL C KOMNOHEHTaMM 3anpoca, 0TBeTa, CBA3AHHLIMM NONL30BATENAMM UM COCTORHNEM CHCTEMbI.
JlefcTBUA — 3TO HACTPOMKH, KOTOPLIE YNPaBNAKT 06padoTKoM TpaHaakuuu. Hanpumep, 3anpetuts ( deny) unu obpaboTarb OOBLEKT (MBMEHWUTL 3aroNoBOK — rewrite).

CHHTaKcuC:

Rule ::= (PASS | FORCE_PASS | DENY| ( DENY ‘(' string

FORCE_DENY | FORCE_DENY'(" string ') '| WARNING | OK)? Conditions "\'? Actions
Conditions ::= condition '\'? Conditions
Actions ::= action '\'? Actions
Mpumep:
3anpoc Byaert sanpetyeH, koraa cpaboTatoT 06a Tpurrepa:
« nowmeH Byzet example.com
« Bpemsa Gyaet mexay 9 v 17 yacamu

DENY url.domain = "example.com" time=09:00..17:00

Cnou

Cnoi (layer)— aTo KoHCTpyKuua UPL, ucnonb3ayeman AnA rpynnupoBKY NPaBui U NPUHATUA OAHOTO pelleHusA. PasaenbHble NPUHATUA PELLIEHUA NOMOraloT KOHTPONMPOBATL CIIOKHOCTb NOMMTUKK. DTO AENaeTcA NyTem HanucaHUA KaXaoro
PeLUeHMA B OTAEMbHOM Croe.

Y nio6oro npasuna B crioe MoxeT BbiTb npedukc PASS / FORCE_PASS /DENY / FORCE_DENY / OK | WARNING, korna cpabaTsiBaeT NpaBusio C TakuM NPedUKCOM, BCe OCTaNbHbIE MPasuia B CII0e NPOMYCKatoTCA.
B cnyuae ecnv cpa6oTano npasuno ¢ npepukcom FORCE_PASS unu FORCE_DENY, To 3T0 ABNAETCA OKOHUATE/bHLIM Pe3y/bTaToM 06padoTky, B NPOTMBHOM Criyuae 00paboTka NepexoAnT Ha creaytoLumii croii. Mocne obpaboTku Boex
cnoes 3anpoc ByeT 3a6OKMPOBaH MMM NPOMNYLLEH B 3aBUCHMOCTH OT TOrO, YTO ObiNo nocneannm — PASS / FORCE_PASS wnu DENY / FORCE_DENY. Ecnu npoueccuHr octaHosutca Ha WARNING, 6ynet no6aeneHo npeaynpexaeHue B

Teno oteeTta.

Mpeduke OK noapasymesaeT 0CTAHOBKY 06paBOTKM NPABHIT B TEKYLLEM CI0€ MPU BLINOIHEHNM YCTIOBHI U AEACTBMH (ECNM TaKoBLIE YKasaHkl). ECniv NpeduKe 0TCYTCTBYET NPy BLINOSHEHUX YCIOBMI M NGACTBHIA, TO OCTAHOBKA He
nozpasymesaeTca.

Qeiicteua FORCE_PASS n FORCE_DENY noxoxu Ha PASS n DENY, 3a UCKNIOYEHUEM TOTO, YTO OHU MOFYT ObiTh NepeonpeaeneHsl Ha nocneaytolmx cnosx. FORCE_DENY n FORCE_PASS HemeAneHHO NpexpaLaioT NoBEpKy Npasui Kak Ha
TEKYLLIEM, TaK W Ha MOCNEAYIoLMX CNOAX, U 3TOT Pe3ynbTaT ABNAETCA OKOHUATENbHBIM.

CHHTaKcuc:

Layer ::= [ layer_type layer_name '

layer_type ::= firewall | rev proxy | reverseproxy_balancing
layer_name ::= string
atom ::= [a-z][0-9a-zA-Z ]+

Sfflﬂg = Mpon3BoJibHaA CTpoKa i
Mpumep 1:

[content "L1"]
DENY enabled(true) % no ymonuaHuio sce 3anpeteHo

[content "Devs"]

DENY group != Developers enabled(true)

%... Aanblue MAYT NpaBuna, KoTopkle ByAyT NPUMEHATLCA TONLKO ANA rpynnkl Developers
Mpumep 2:

[content "Admin"]
FORCE_PASS group = Admins enabled(true)

[content "L2"]
DENY enabled(true) % no ymonuyaxuto Bce 3anpeLleHo
JAnHamuueckne 3HauyeHUa

3Hauenun "agpec 3anpoca” (url, url.host, url.path), "IP-aapec ucTouHuKa/HasHaueHus" (src.ip, dst.ip), "3HaueHus 3aronoBKoB" (request U response) 1 "napameTpsl 3anpoca” (gparam) MoryT CpaBHUBATLCA MexAy COB0M, a Takke UCNonbL3oBaTLCA
B KauecTBe aprymeHTa B AeicTBUAX (actions), rae 310 NpeAyCMOTPEHO.



Ycnosua
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Ycnosue (condition) B A3kbike UPL ABNAETCA NOruyeckoi KoM6uHaumelt TpUrrepos. TPUITepsl — 3T0 OTAENbHLIE TECThI, KOTOPLIE MOXHO BbINOMHUTL C KOMMOHEHTAMM 3anpoca, OTBeTa, CBA3AHHLIMM MOSb30BATENAMM UM COCTOAHUEM CUCTEMBI.

Bce TpurTeps! YCNIOBUA CPABHUBAIOTCA CO 3HAUEHUAMM C MOMOLLbIO ONEepaTopos "=" 1 "I=". B pofiu 3HAYEHUA MOTYT BLICTYMaTh KOHCTAHTHbIE 3HAUEHUS, Takue KaK CTPOKH, LIENOUMCIIEHHBIE 3HAYEHHA, AMANa3oHb! 3HAYSHHIA, AMHAMMUYECKUe
3HaUeHMA.

CHHTaKcuC:

condition ::= condition_name ('='['l=) condition_value

condition_value ::= pattern | list

list ::=="(" ((pattern ',')* pattern)? )"

pattern ::= word | string | integer | float | boolean| range | condition_name
string ::= " npon3BonbHas cTpoka "

word ::= [a-zA-Z][0-9a-zA-Z_|-]*

boolean ::= yes|noftrue[false

range ::= integer .. [integer] | [integer] .. integer | float .. [float] | [float] .. float

numeric :: = integer | range

http.method
MpoBepka ucnonb3yemoro HTTP-meToaa. MeTo MOXHO yKasbiBaTb Kak B KaBbluKax, Tak 1 6es.
CHHTaKcuC:

http.method = GET | CONNECT | DELETE | HEAD | POST | PUT | TRACE | OPTIONS | TUNNEL | LINK | UNLINK | PATCH | PROPFIND | PROPPATCH | MKCOL | COPY | MOVE | LOCK | UNLOCK | MKDIR | INDEX | RMDIR | COPY | MOVE

http.request.version
Mposepka Bepcun HTTP-3anpoca.
CHHTaKcuC:

http.request.version = 0.9 [ 1.0/ 1.1

http.response.version
Mposepka Bepcun HTTP-oTBeTa.
CHHTaKcuc:

http.response.version=0.9 1.0 1.1

http.response.code
Mposepka HTTP-kona oteeTta. BanuaHele sHauenua: 100 - 999.
CuHTaKcuc:

http.response.code = NNN %(rae NNN qucno or 100 ao 999)

http.request.body, http.request.body.nocase, http.response.body u http.response.body.nocase
Mposepka Tena 3anpoca/otseta HTTP Ha coaepxaHne onpeAeneHHoli curHatypsl.
MNpumep:

DENY http.response.body.nocase = "<title>index of" http.response.body = ">’

http.request.body.re2, http.response.body.re2

Mposepka Tena HTTP-3anpoca unu HTTP-0TBETA C UCNONBE30BAHUEM PETYNIAPHBIX BbIPKEHHUA.
CHHTaKcuc:

request.body.re2 = string

response.body.re2 = string

MNpumep:

hitp.request.body.re2 = "example|test”

request.header.<h_name> u response.header.<h_name>

MNposepka HTTP-3aronoska 3anpoca/oTeeTa. h_name MOXeT NPUHUMATL OAHO U3 NOAZAEPKUBAEMBIX 3Ha4eHHIA. MoapobHee o noanepxusaembix HTTP-3aronoskax — B paszene « CnMCOK no, HTTP-3aronosKos».

CuHTaKcuc:

request.header.<h_name>[.base64][.nocase] = string

Mpumep:

DENY url="http://usergate.com" request.header.Pragma="no-cache"
PASS request.header.User-Agent = lib.useragent("Browsers")

PASS request.header.Content-Type = lib.mime("Applications")
DENY request.header.Connection.substring = "Upgrade”

request.header.<h_names>.substring 1 response.header.<h_name>.substring

Mposepka HTTP-3aronoska 3anpoca/oTBeTa Ha BXOXAEHUE NOACTPOKK. h_name MOXeT NPUHUMATL OAHO U3 NOAAEPKUBAEMbIX 3HaUeHHH. MoapobHee o noaaepxusaembix HTTP-3aronoekax — B pasaene « CNMCoK noaaet HTTP-
3aro/ioBKOB>.

CHHTaKcuC:
request.header.<h_name>[.base64]substring[.nocase] = string
MNpumep:

DENY request.header.User-Agent.substring = "curl/"

request.header.<h_names.regex u response.header.<h_names.regex

Mposepka HTTP-3aronoska 3anpoca/oTBeTta Ha perynfapHoe Beipaxerue PCRE. h_name MoxeT npuHUMaTh OAHO M3 NOAAEf #. MoapoGHee o noaner bix HTTP-3aronoskax — B pasaene « CNMCOK NosiepkuBaemblx
HTTP-saronosxos».

CuHTaKcuc:
request.header.<h_name>[.base64].regex = string

Mpumep:
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DENY("Accept only digits in content length") request.header.Content-Length.regex != "[0-9]*"

request.header.<h_names>.re2 u response.header.<h_names>.re2

Mposepka HTTP-3aronoBka 3anpoca/oTBeTa Ha perynapHoe Boipaxenue RE2. h_name MOXeT NpuHMMATL OAHO U3 NOAAEPXKMBAEMbIX 3HaueHHiH. MoapoBHee o noanepkuBaembix HTTP-3aronoskax — B pasaene « CNUCOK NoAAepKMBAEMbIX
HTTP-3aronosxos».

CHHTaKcuC:
request.header.<h_name>[.base64].re2 = string
Npumep:

DENY("Accept only digits in content length”) request.header.Content-Length.re3 |= "[0-9]*"

request.header.<h_names.count u response.header.<h_names.count

MpoBepKa KonuyecTsa 3aronoekos < h_name> B HTTP-3anpoce/oTBeTe. h_name MOXeT NPUHUMATh OZIHO U3 NOAAEPXKMBAEMbIX 3HaueHui. MoapobHee o noaaepkusaembix HTTP-3aronoekax — B pasaene « CnMcoK NoA HTTP-
3ar0/NIOBKOB».

CHHTaKcuc:
request.header.<h_name>.count = integer | range
Mpumep:

DENY("Too many Host headers") request.header.Host.count = 2..

request.header.<h_names>.length u response.header.<h_names.length

TpoBepKa ANWHLI 3HAUEHMH BCex 3aronoskos < h_name> B HTTP-3anpoce/oTBeTe. h_name MOXET NPUHUMATL OAHO M3 NOAAEPKMBAEMBIX 3HaUeHHiA. MoapoGHee o noaaepkuBaeMsix HTTP-3aronosxkax — B pasaene « CUCOK NoAAepKUBAEMbIX
HTTP-3aronosxos».

CHHTaKcuC:
request.header.<h_name>.length = integer | range
Npumep:

DENY("Too much Cookie data") request.header.Cookie.length = 2048..

request.header_names, request.header_values, response.header_names u response.header_values
Mposepka umeHn/3Hauerna Bcex HTTP-3aronosKkoB 3anpoca/oTeeTa Ha 3HaueHue.

CHHTaKcuc:

request.header_values[.base64].regex = string

request.header_values[.base64].re2 = string

request.header_values[.base64].substring[.nocase] = string

request.header_values.count = integer | range

request.header_values.length = integer | range

request.x_header.<xh_name> u response.x_header.<xh_name>

Mposepka HTTP-3aronoska 3anpoca/oTeeTa Ha 3HaueHWe. xh_name — npon3sosnbHbIn HTTP-3aronosok.
CHHTaKcuc:

request.x_header.<xh_name>[.base64][.nocase] = string

request.x_header.<xh_name>[.base64].regex = string

request.x_header.<xh_name>[.base64].re2 = string
request.x_header.<xh_name>[.base64].substring[.nocase] = string

request.x_header.<xh_name>.count = integer | range

request.x_header.<xh_name>.length = integer | range

MNpumep:

DENY url="http://usergate.com” request.x_header.Test="test1"

BoamoxHb! Takke cyppukchl length, count, regex, re2 kak 1 B cnyyae ¢ < h_name>.

DENY("Too much X-Test data") request.x_header.X-Test.length = 2048..

DENY("Too much X-Test2 headers data") request.x_header.X-Test2.count = 2..

PASS request.x_header.Test.regex = "[0-9]*"

request.header.Cookie.<cookie_name>

Mposepka 3aronoska 3anpoca Cookie Ha 3HayeHue.

CHHTaKcuc:

request.header.Cookie.<cookie_name>[.base64][.(nocase | substring | substring.nocase | regex | re2)] = string
Mpumep:

DENY http.method = POST request.header.Cookie.csrf_token != gparam.CSRF_TOKEN enabled(true) name("Check CSRF")

time, day, hour, minute

TpoBepKa COOTBETCTBUA TEKYLLEro BDEMEHN 3a4aHHOMY ycnosuio. ECiiu He ykasaH CypduKe ulc, Bpema 6epeTca NoKanbHoe, MHaye — no MpUHBKUY.
CHHTaKcuC:

dayl[.utc] = monday | tuesday | wednesday | thursday | friday | saturday | sunday | DD | list

time[.utc] = HH:MM | range | lib.time(<name>)

hourl.utc] = HH [ range

minute[.utc] = MM | range

HH ::=00-23
MM ::= 00 - 59
DD :=1-31
Mpumep:

PASS time = 12:00..13:00 % paspeLnTs Kaxablit AeHb ¢ 12 ao 13 yacos

PASS time = lib.time("Mpa3anukn") % ucnonbaosatb GuénMoTeky "MpasaHuku"

DENY day = (sunday, saturday) % 3anpeTuTb Ha BbIXOAHbIX

DENY day = (monday, 15) hour = 9..18 % 3anpeTuTb Kaxablit NOHeAeNbHUK 1 kaxxaoe 15 uucno mecaua ¢ 9 ao 18 yacos

OTKpLITbIE MHTEPBANbI YYUTLIBAKOTCA NO rpaHuLie CyToK/yaca.

PASS hour = 18.. % 03HauaeT, 4To paspeLueHo ¢ 18 yacos A0 NOMyHOUM
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minute = ..10 % nepsble 10 MUHYT KaXXAOrO Yaca

url, url.host u url.address

MpoBepka url unu ero yacTu Ha 3HaueHue. MpoBepka Mcnonb3ayeT HopManu3osaHHbIi URI ¢ AekoaupoBaHHbIMK * %*.
CuHTaKcuc:

url[.(prefix | substring | substring.nocase | suffix [ regex | re2)] = string

url.host[. (prefix | substring | suffix | regex | re2)] = string

url.domain].(prefix | substring | suffix | regex | re2)] = string

url.address = ijp_address | subnet | subnet_label

url.port = [low_port]..[high_port] | port

url.path[.base64][.(prefix | substring | substring.nocase | suffix | regex | re2)] = string

url.is_absolute = yes [no % nonHbii unn Het URL

prefix ::= string % Hayasno cTpok1

substring ::= string % MnoAcTpoKa

suffix ::= string % OKOHYaHH1e CTPOKU

regex ::= string % perynapHoe BoipaxeHne PCRE
re2 ::= string % perynapHoe BbipaxeHne RE2

url.address — 3710, NO CyTH, CUHOHUM dst.ip.
Mpumep:

DENY url.path.base64.re2 = "(?i)\bondisconnecting\W*=" enabled(true) name("ondisconnecting (URI)")

gparam.<name>, qparam.values 1 gparam.names

MpoBepka 3HauYeHUA NapameTpoB 3anpoca. MpoBepKa UCNOMb3yeT UMEHA U 3HAYEHUA NAPaMeTPOB C AEKOAMPOBaHHBIMK * %"
CuHTaKcuc:

qparam.length = numeric % npOBEPHTL OBLLYIO AHHY QUErY-NapameTpoB

gparam.count = numeric % MPOBEPUTL KOIMYECTBO qUEry-napameTpos

gparam.<name>.(length [ count)] = numeric % [TpoBepuTs ANMHY/KOMYECTBO query-napaMeTpoB <name>
gparam.<names[.base64][.(nocase | substring | substring.nocase | regex | re2)] = string % NPOBEPUTL UMA <Name> Ha BXOXAEHWE NOACTPOKW/PEryNApHbIE BbIpaXEHNA
gparam.values|.base64].substring[.nocase] = string % npoBepuUTL BCE 3HAYEHUA Ha BXOXAEHHME MOACTPOKM
gparam.names|.base64].substring[.nocase] = string % npoBepuTb BCe MMEHa Ha BXOXAEHUE NOACTPOKU
gparam.values|.base64].regex = string % NpPOBEPHTL BCE 3HAYEHHUA Ha PErYAPHOE BbIPAKEHNE
gparam.names|[.base64].regex = string % NPoBEpUTL BCE UMEHA Ha PEryNAPHbLIE BbIPAKEHHUA

gparam.values|.base64].re2 = string % npoBepuTL BCE 3HAYEHWUA Ha PEryNAPHOE BbIPaKeHHe

gparam.names|.base64].re2 = string % npoBepHTL BCE MMEHA Ha PErY/IAPHLIE BbIPAKEHNUA

numeric ::= integer | range % 41cno nM6o AnanasoH

gparam.values.length = numeric % npoBepuTL ANUHY BCEX 3HaYeHU/

gparam.names.length = numeric % npoBepuTL ANUHY BCEX MMEH

regex ::=

tring % perynapHoe BbipaxeHne PCRE

re2 ;= string % perynapHoe BbipaxeHne RE2

Mpumep:

DENY("limit arguments total length") gparam.length = 1024.. % total
DENY("Limit argument value length") gparam.values.length = 1024.. % for each
DENY("Limit argument name length") gparam.names.length = 1024.. % for each

DENY/("Maximum number of arguments in request limited") gparam.count = 12.. % total
DENY("PHP injection attempt") gparam.values.base64.substring.nocase = "${@print"
src u dst

Mposepka ycnoeua Ha IP-aapec, 30Hy unu GeolP ucTouHMKa/HasHaueHus.
CHHTaKcuC:

src.ip = ip_address | subnet | subnet_label | list | lib

dst.ip = jp_address | subnet | subnet_label | list | lib

src.zone = integer | zone_name

dst.zone = integer | zone_name

src.geoip = iso3166 | list

dst.geoip = iso3166 | list

src.mac = mac_address | list

dst.mac = mac_address | list

lib ::= lib.(network | url) (" list_libs ‘)"

list_libs :: = lib_name '," list_libs
lib_name ::= word | string
(503166 ::= [A-ZJ[A-Z]

url.address — 3710, NO CyTH, CUHOHWUM dst.ip.

response_time

| fol 1 oTBETA B
CHHTaKcuc:

response_time = integer



BcTpoeHHble 6ubnuoTexn

Version: 7.7.x
Product: WAF

Bubnuotekn (lib) — 310 anemeHTel A3bika UPL, KOTOpbIe CRyaT AnA A0CTYNa K BCTPOEHHLIM W NOMb30BATENLCKUM BG1BRMOTEKaM. Kak npasuio, 3T0 40CTATOYHO B0MbLUME CMIUCKM, KOTOPLIE HEYAOBHO OnUCkIBATL Yepes onpeaeneHus def.
O6paLieHne K 6u6IMoTeKaM NPOUCXOAUT MO UX UMEHAM.

CHHTaKcuC:

library ::= lib.<url | useragent | network | time>(list_names)
list_names ::= name list_names

name ::= word | string

url— cnucok URL;

useragent — CNMCOK t03ePareHToB;

network — cnucok ceteit/IP-anpecos;

time — 6u6nMoTEKa C NPOMEXYTKAMM BPEMEHH.

Mpumep:

DENY src.ip = lib.network("Bad ips", "Test ips")
DENY dst.ip = lib.network("Bad ips")
DENY dst.ip = lib.url("Bad urls") % B AaHHOM Cryyae AOMeHbl OyAyT pe3onBuThLCs B ip-aapeca

PASS request.header.User-Agent = lib.useragent("Browsers")
DENY time = lib.time(Weekends)



OnpeaenexHna

Version: 7.7.x
Product: WAF

B ¢aiinax nonuTuk onpeaenenua (def) cnyxart ana o6beanHenna HabopoB ycnosuit unn AeiicTeuit. Kaxaoe onpeaenexne AOMKHO UMETb YHUKabHOE MOMb30BATENbCKOE UMA, MO KOTOPOMY K HeMy MOXHO 00paTHTLCA M3 Npasui.

def condition

Habopel ycrnosuit. Bee ycnosua B 0AHOM CTPOKe NPOBEPAIOTCA Mo noruyeckomy M. MepeBoa CTPOKM o3HauaeT noruyeckoe M/TM. CMMBON SKpaHMpoBaHNUA — 0OpaTHBIi cnatu (" ") B KOHLIE CTPOKW NO3BONAET NEpeHeCTH ycnosue no M Ha
CresyHoLLYIO CTPOKY.

CHHTaKcuC:
def condition label_name
conditions

end

conditions ::= condition \'? [conditions]
condition ::= name '=' value

label_name ::= atom

atom ::= [a-z][0-9a-zA-Z ]+

def var

Onpeaenetne nepemeHHbIx. CNyXUT AnA NOACYETA HEKOTOPbIX COBLITHIA 3a ONpeAeneHHbIi MHTepBan BpeMeHu. [na npeal AeiicTBuA inc u dec.

CHHTaKcuc:
def var label_name

init ::= integer

window ::= time
key ::= condition_name [ condition_list
end

label_name ::= atom

atom ::= [a-Z][0-9a-zA-Z_]+
condition_list ::= (" condition_name , condition_list ')"
init — 9TO HaYanbHOE 3HAYEHNE NEPEMEHHO, K KOTOPOMY OHa BEPHETCA MO UCTEUEHUU BpEMEHM window;

key — none Unu1 CNUCOK NoseN, MO KOTOPbLIM rPYNMUPYIOTCA 3HAYEHMA NepPEMEHHO (HeoBA3aTeNbHbI NapameTp).



CsowucTBa

Version: 7.7.x
Product: WAF

CaoficTea (properties) — 370 Hekue aTpuByThl NpaBuna, Hanpuviep, name wnu enabled. OHW UCTIONBL3YIOTCA ANA NPEAOCTABNEHUA AONONHUTENBHON MHPOPMALMK B Npouecce 06paboTky npasus. CUHTAKCUC CBOWCTB TOUHO TaKOM Xe, Kak
y AeNCTBUIA.

CHHTaKcuC:
property = prop_name | prop_name (' list_params ‘)’
prop_name ::= name | desc | id | rule_log [ enabled

list_params ::= value "' list_params

name u desc

ATPHOYTLI MMA U OnMCaHKMe ANA NpaBuna.
CHHTaKcuc:

Name ::= name ‘(" string/word )"
Description ::= desc (" string )

MNpumep:

DENY hour = 9..18 category = News name("3anpetuts News") desc("3anpetuts kateropuio News B pabouee Bpema")

enabled

ATpUOYT, KOTOPBIV BKKOYAET UK BBIKNIOYAET padoTy npasuna.
CHHTaKcuc:

Enable ::= enabled (" boolean ')

boolean ::= yes [ no | true | false % (o ymonyarwio false)

rule_log
ve aTpubyT xyp! pOBaHWA Npasuna. 3HaueHUe Session NeNCTBUTENBHO TOMBKO ANIA NPABII MEXCETEBOro aKkpaHa, 3alluTel OT dos-aTak M NPONYCKHO CNIOCOGHOCTH.
CHHTaKcuC:

Logging ::= rule_log '(" boolean | session ‘)"

LoggingFwRule ::= rule_log ‘(' boolean , interval, burst))'

boolean ::= yes [ no [ true [ false % (1o ymon4yarmio no)
interval ::= "integer/[s,m,h,d]"
burst ::= integer

interval — cpeaHee YMCNO NakeToB, nonaaatowux noa ycnosue limit B eannnuy spemenu (1/s, 1/m, 1/h, 1/d) , default = 3/h;
burst — MakcHManbHOe YMCNo NaKeToB, NONaAAKoLLMX B oA ycnosue limit 3a oanH pas (default = 5).

profile

YcTaHasnusaeT npodunk Npasuna.

CHHTaKcuC:

Profile ::= profile ‘(" string | word | list ))’

certificate

CepTudukar, ucronbsyemslit Ana noanepkku HTTPS-coeanHenns. [leACTBUTENbHO TONBKO ANA NPABHI reverse-NPoKCH.
CuHTaKcuc:

CertAuthEnabled ::= cert_auth_enabled '(" boolean )"

Certificate ::= certificate ‘(' certificate_name )"

certificate_name ::= string | word

gateway
LUnto3. Mma 0AHOrO M3 CyLIECTBYHOLLMX L0308, [leHCTBUTENbHO ToNbKo Ana npasun NAT v MapLupyTM3auuu, U AnA yCroBuii cleHapua "MpoBepKa coCTOAHUA".
CHHTaKcuC:

Gateway ::= gateway (' string | word )"

CBoiicTBa NpaBUN MEXCETEBOrO 3KpaHa

reject_with
YcTaHasnuBaeT cnoco6, ¢ NoMOLLbio KOTOPOro GyAeT 6oKMPOBATLECA TPadUK. [eHCTBUTENBHO TOMLKO ANA NPaBUM MEXCETEBOro dKPaHa.
CuHTaKcuc:

Reject ::= reject_with ‘(' "tcp-reset-both" | "tcp-rst” | "host-unreach" )"

fragmented

lMposepKa Ha PpparMeHTUPOBAHHOCTL NaKeToB. JleACTBUTENBHO TONBKO ANA NPaBUI MEXCETEBOro aKpaHa.
CHHTaKcuC:

Fragmented ::= fragmented (" boolean ')

boolean ::= yes [ no | true [ false

y€s — NPOBEPAIOTCA TOMBKO PpPArMEHTUPOBAHHBIE MaKeThI;
N0 — NPOBEPAIOTCA TOMBKO HEDPANMEHTUPOBAHHBIE NaKeTbl;
—, €CrK CBOCTBO fragmented He yKkasaHo, To GyAyT NPOBEPATLCA BCE NaKeThI.

block_invalid_cert
BnokMpoBaHWe CalTOB C HEKOPPEKTHBIMU cepTUduKaTamu. [lecTBUTENbHO TONBKO ANA NpaBUN UHCNEKTUpoBaHUA SSL.

CuHTaKcuc:

InvalidCertificate ::= block_invalid_cert '(' boolean ')’



boolean ::= yes | no | true | false

check_revoc_cert

MNMpoBepka No cNUCKY OTO3BaHHbIX CePTUPUKATOB. JleNCTBUTENBHO TONBKO ANA NPaBUN UHCNEKTMpOoBaHuA SSL.
CuHTaKcuc:

ChekRevocation ::= check_revoc_cert ‘(" boolean ')’

boolean ::= yes | no | true | false

block_expired_cert

BnokMpoBKa cepTUdUKaTOB C UCTEKILMM CPOKOM AeNCTBUA. JleCTBUTENbHO TONbKO ANA NpaBUil MHCNEKTUpoBaHUA SSL.
CHHTaKcuc:

ExpiredCertificate ::= block_expired_cert ‘(' boolean ')’

boolean ::= yes | no | true | false

block_self_signed_cert

BnokupoBKka camonoanucaHHbIX cepTUdUKaTOB. [leICTBUTENLHO TONBLKO ANA NPaBUN MHCNEKTUpPOBaHUA SSL.
CuHTaKcuc:

SelfSignedCertificate ::= block_self_signed_cert ‘(" boolean ')’

boolean ::= yes | no | true | false

ssl_profile
Mpodunb SSL. [leACTBUTENbHO TONLKO ANA NPaBUA UHCNEKTUPOBaHWA SSL, reverse-npoKcy, Be6-noprana.

CHHTaKcuc:

SslProfile ::= ssl_profile ‘(' string | word )’
CeoiicTBa npasun nyénukauuu

is_https

BrntoueHne noanepwkn HTTPS. [leiicTBUTENbHO TONBLKO ANA NpaBun ny6nukayuu.
CuHTaKcuc:

IsHttps ::= is_https (" boolean ')’

boolean ::= yes | no | true | false

rewrite_path

MoameHa nyTei. JIeAiCTBUTENbHO TONbKO ANA NPaBUA Ny6AUKaLuu.

CHHTaKcuc:

RewritePath ::= rewrite_path ‘(" path_from, path_to ')’

path_from — uameHuTb ¢ (BomeH n/unu nytb URL, KoTopble TpeByeTca M3MEHUTb);
path_to — n3meHUTb Ha (AoMeH W/unu nyTb URL, Ha KOTopble TpebyeTcA 3aMeHUTb cTapbie).
waf_profile

WAF-npodunb. JedcTBUTENbHO TONLKO ANA NpaBun ny6énukayuu.

CHHTaKcuc:

WafProfile ::= waf_profile (' string | word | list ')’



JHencTBua

Version: 7.7.x
Product: WAF

[eictaue (action) — 310 TO, YTO BYAET BLINOMHEHO, ECAIM YCIIOBUA B NPaBUIe UCTUHHLI. B KauecTe napaMeTpoB MOTyT UCMOSb30BaTLCA KOHCTAHTHbIE , Unu 4 Kne Tam, rae ato

p TPEHO.
CHHTaKcuC:
action = action_name | action_name (' list_params )"

action_name ::= log_message | append | delete | set | replace | encrypt | inc/dec | reset | redirect | encrypt_body_url | decrypt_path | body _inject | set_cookie_token | body _replace [ lookup_and_auth | encode_cookie | decode_cookie | sma |
action_label

action_label ::= ‘action’.<action_label_name>

action_label_name ::= atom

list_params ::= value ' list_params

log_message
3anucatb COOBLIEHUA B XKypHan.
Mpumep:

DENY category = lib.category(Productivity) log_message("Deny porno")

append

Jlo6aBuTb 3aronosok k HTTP-3anpocy/oTseTy. MoapoBHee o NoAAepkMUBaEMbIX 3arofioBkax — B pasaene « Cnucok noaaer HTTP-3aronosKkoB ».

lMepBbiit NapameTp MOXET GbiTb ONyLIEH, ECTIM 3aroNoBOK OTHOCHTCA K OAIHOM rpynne  request unu response.
CHHTaKcuc:
append([request | response,] <headername>, value)

headername — cm. B pasaene « CnucoK nosser HTTP-3aronosKo. ».
value ::= string | numeric | condition_name .

set

lMepenucatb 3HaueHne KoHkpeTHoMy HTTP-3aronosky. MoapoGHee o noaAepXMBaeMbIX 3arofoBkax — B pasaene « CNUCOK Noz, HTTP-3aronosKoB ».
TMepBeiit napameTp MOXET GbiTb ONYLLEH, ECTIM 3arofloBOK OTHOCHTCA K OAHOW rpynne request unu response.

CHHTaKcuC:

set([request | response,] <headername>, value)

headername — cm. B pasaene « Cnucok noaaer HTTP-3aronosxos ».

value ::= string | numeric | condition_name.

delete

Ynanute HTT- 3aronosok. Moapo6Hee o NoAAepXMBaeMbIX 3arofioBKkax — B p « CnucoK noz, HTTP-3aronosKos ».

lMepBeiit NapameTp MOXET GbiTh ONYLIEH, ECTM 3aroNoBOK OTHOCHTCA K OIHOM rpynne  request unu response.
CHHTaKcuc:

delete([request | response,] <headername>)

headername — cm. B pasaene « Cnucok noaaer HTTP-3aronosKoB ».
replace
Moanduymposats 3HaueHue HTTP-3aronoska. MoapobHee o noaAepKMBaAEMbIX 3aronoBkax — B pasaesne « CMCoK nog, HTTP-3aronosKoB ».

[MNepBbiit NapaMeTp MOXeET BbiTb ONYLLEH, eCNv 3aroNoBOK OTHOCUTCA K OHOW rpynne  request unu response.
CuHTaKcuc:

replace([request | response,] <headernames, regex, value)

regex ::= string % perynapHoe BblpaxeHne

value ::= string | condition_name

headername — cm. B pasaene « Cnucok noaner HTTP-3aronoskos ».

Mpumep 1:
Jo6aeutb 3aronosok Referer:
PASS append(Referer, "http://example.com”) enabled(true)
Yaanutb 3aronoBok:
PASS delete(Referer)
Mepenucark 3aronoBok:
PASS set(request, Cache-Control, no-cache)
MoandpunumposaTs 3aronosok Location:
PASS response.header.Location.count = 1.. replace(response, Location, "http://example.com", url.host) enabled(true)
Mpumep 2:
define action delete_referer
log_message("Referer header deleted")

delete(request, Referer)
end

encrypt

LLindpposats YacTs nytv B HTTP-3aronoske. Moapo6Hee o noaaepX1BaeMbIx 3aronoBkax — B pasaene « Cnucok noasepxusaembix HTTP-3aronoBos».
TMepBeiit napameTp MOXET GbiTb ONYLLEH, ECTIM 3arofloBOK OTHOCHTCA K OAHOW rpynne request unu response.

Kntou wudposanus u pnar "Mcnonbaosarts IP kak 4acTb Kioua WwudposaHusa" — HeobnA3aTenbHbIe napaMmeTpel.

CHHTaKcuC:

encrypt([request | response,] <headername>, <url>[, <user_key>[, <add_ip>]])

url ::= string % yactb url ana ¢unsTpaymm
user_key ::= string % M0JIb30BaTENLCKMI KIOY LIMPPOBaHNA (HeoBA3aTebHbIN napameTp)
add_ip ::= boolean % A06aBNATL m IP K KJI04Y WMPPOBaHUA (10rM4eckoe 3HaqyeHme, HeobA3atebHbIi napameTp)

boolean ::= yes | no | true | false

headername — cm. B pasaene « Cnucok noaaer HTTP-3aronosKoB ».
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encrypt_body_url

LLindpposaTk 4acTb NyTH B CCbiNKax Tena oTeera.

Kntou wndpposaxua u dnar "Mcnonb3osatk IP Kak yacTb Knoua A" — HeobAsa napameTpebl.
CHHTaKcuC:

encrypt_body_url(<url>[, <user_key>[, <add_ip>]])

url ::= string % 4acte url Ana punbTpayumM

user_key ::= string % 11071b30BATENLCKUI KIK0Y LM PPOBaHHA (HEOBA3aTe IbHLIN napameTp)

add_ip ::= boolean % n06aBNIATL M IP K KJI0YY WHPPOBaHUA (10rM4eckoe 3HadyeHmne, HeobA3atesbHbIH napameTp)

boolean ::= yes [ no | true | false

decrypt_path

JewndposaTs YacTb NyTH 3anpoca.

MMepBeiit NapameTp MOXET GbiTh ONYLIEH, ECTIM 3aroNoBOK OTHOCHTCA K OIHOM rpynne  request unu response.
Kntou wudposanus u pnar "Mcnonbaosartk IP kak YacTb Kioua WwhdposaHua" — HeobAsaTenbHbIe napameTpsl.
CHHTaKcuC:

decrypt_path(<path>[, <user_key>[, <add_ip>]])

path ::= string % yacTb nym And GuabTpaymm
user_key ::= string % 11071b30BaTENLCKMA KITI0Y LN PPOBAaHHA (HEOBA3ATENbHLIN NapameTp)
add_ip ::= boolean % A06aBnATL n IP K KoYy LHGPOBaHUA (MOrMYecKoe 3HayeHne, HeoBA3aresbHbIi napamerp)

boolean ::= yes | no | true | false

Mpumep:

LngpposaTh BCe OTHOCHTENbBHBIE MyTH B 3arofoBKe Location v Tene 0TBeTa, U AelMdPOBATH MyTh 3anpoca:
decrypt_path("/", "User_Key", true) enabled(true) name("Path decode")

http.response.code = 302 encrypt(Location, "/", "User_Key", true) enabled(true) name("Encrypt Location header")
encrypt_body_url("/", "User_Key", true) enabled(true) name("Encrypt all relative URL")

body_inject
BcTaBMTbL CKPUNT B TENO OTBETA.
CHHTaKcuc:

body_inject(inject_text)

inject_text ::= string

set_cookie_token

Jlo6aBuTb B 0TBET 3aronoBok 'Set-Cookie' co creHepupoBaHHbLIM TOKEHOM.

CHHTaKcuc:

set_cookie_token(cookie_name, parameter, expires_date)

cookie_name ::= string

parameter ::= string

expires_date ::= [DD_JHH:MM % Bpems koTopoe GyAeT npubasieHo K TeKyLyemy BpeMeHn

Npumep:

Peanusauyus CSRF sawuTbi:

DENY http.method = POST request.header.Referer.substring = "/login.php" gparam.UCSRF_TOKEN != request.header.Cookie.ucsrf_token enabled(true) name("Check CSRF")

url.path.prefix = "/login.php" set_cookie_token(ucsrf_token, "path=/", 01_00:00) body_inject("<script language='JavaScript'>
var tokenName = 'UCSRF_TOKEN';

document.addEventListener('DOMContentLoaded', function()

var t_res = document.cookie.match(/ucsrf_token=(.+?)(;|$)/);
var tokenValue = t_res ? t_res[1]:";

var forms = document.getElementsByTagName('form');
for(i=0; i<forms.length; i++)

var html = forms[i.innerHTML;
html <input type=hidden name="+ tokenName + ' value=" + tokenValue + ' />';
formsl[il.innerHTML = html;

s
</script>") enabled(true) name("Inject")

encode_cookie

Lndpposatkb 3HayeHna Cookie B 3aronoeke Set-Cookie C 3aaaHHBIM UMEHEM.

CHHTaKcuC:

encode_cookie(cookie_name[, condition_name][, user_kry_string][, f_encrypt])

cookie_name ::= string

condition_name % yCrI0B1e HCMO/b3yemoe ANA KOANPOBaHHA (N0 yMOYaHMIo Src.ip)
user_kry_string ::= string % M0/b30BaTENLCKUH KJI0Y LUMBPOBaHHA (10 yMOnYaHmio ")

f_encrypt := true % HEoBX0ANMO LunppoBaHue (no ymondaruio false)

decode_cookie

JlewndppoaTth TokeH B 3aronoske Cookie ¢ 3aAaHHbIM UMEHeM.
CuHTaKcuc:

decode_cookie(cookie_name], condition_key][, user_kry_string][, f_decript])

cookie_name ::= string

condition_name % ycnoBme MCroNb3yemoe AnA AeKOANPOBaHHA (M0 YMOYaHMIO SIC.ip)
user_kry_string ::= string % M071b30BATENILCKMH KIK0Y LM POBaHHS (110 ymonyanmio ")
f_encrypt := true % Heo6XoAuMo LwnppoBaHmue (o ymondamuio false)

MNpumep:

LLinpposaHue n aewmdpposarne Cookie ¢ umerem security:

response.header.Set-Cookie.count != 0 encode_cookie("security", src.ip, true) enabled(true) name("encode_cookie")



request.header.Cookie.count != 0 decode_cookie("security”, src.ip, true) enabled(true) name("decode_cookie")

body_replace

Moanduumposarts Teno oTeeTa. BeinonHaeTca He Gonee AByX (NepBbix) MOAUMUKAUMIA ANA KaXIOro OTBeTa.
CHHTaKcuC:

body_replace(<regex>, <value>)

regex ::= string % perynapHoe BbipaxeHne

value ::= string

Mpumep:

PASS\

body_replace("(\+7|8)[\s(17(\d\{3})[\\s)] ?(W\{3}) Ns-17(\d\{2}) [\s-] 2(Wd\{2})", "+\1 (W2) W3-XX-XX") \
body_replace("(\W{1})[\W\.J*(\W{1}@ (\W]+)\.(Ww]+)", "\ 1**\2@\3.\\4") \

enabled(true) \

name("Replace mail and phone")

lookup_and_auth

AyTeHTUHULMPOBATL Nofb3oBaTens. B cnyuae ecnu IP He ykasaH, 3anpoc MapkupyeTca MMEHUeM nonb3osatens.
CuHTaKcuc:

lookup_and_auth(<user_login>[, <ip_address>[, <session_timeout>]])

user_login ::= string [ condition_name % Jlorun ayteHTuguxkaymm

ip_address ::= string | condition_name % IP aapec

session_timeout ::= integer % TaKm-ayT ceccuu, no ymondanmio 0.

Mpumep:

lookup_and_auth(request.x_header.X-Authenticated-User, request.x_header.X-Forwarded-For, 300) enabled(true) name("User authentication")
lookup_and_auth(request.x_header.X-Authenticated-User) enabled(true) name("Mark request")
redirect

IMpy 6nokMpoBKe NepeHanpasuTL NOMb30BaTENs Ha aApec, KOTOPbLIA YKa3aH B peaupeKTe.
CHHTaKcuC:

Redirect ::= redirect(RespCode[, RedirectText], Url)

RespCode ::= 301 | 302 | 305 | 307

RedirectText ::= string

Url ::= string

MNpumep:

DENY src.zone = Trusted redirect(302, "Custom test (Moved)", "https://block.captive/block")

DENY src.zone = Untrusted redirect(302, "https://block.captive/block")

inc ndec

Mcnone3sytotca ana nep , 06 X KaK def var.

CHHTaKcuC:
inc(var.<var_name>, integer)
dec(var.<var_names>, integer)
MNpumep:
Ha kaxabint http.response.code = 500 yBenuuneaetcs 3HaueHue rps Ha 1. Ecnu npesbicunu 10 Takux 3anpocos 3a 5 MUHYT, 6nokupyem AanbHelune oTeeTsl. Hepea 5 MuHYT nepemenHan rps Gyaet cOpolera B 0:
def var rps
init=0
window = 00:05
key = src.ip
end
http.response.code = 500 var.rps=..10 inc(var.rps, 1) enabled(true)

PASS var.rps = 5 log_message("Warning!") enabled(true)

DENY var.rps=11.. log_message("Too many 500 errors!") enabled(true)

reset

C6pocuTb nep , 06 KaKk init B def var, B HauanbHoe 3HaueHue.
CHHTaKcuc:

reset(var.<var_name>)

sma

McnonkayloTca AnA NoAcyeTa CPEAHEro 3HaUYeHNs B OKHE BDEMEHM, KOTOPOE ONpesenAETCA B NepeMeHHo kak window B def var.
CHHTaKcuC:

sma(var.<var_name>, integer)

Mpumep:

BrokupytoTca 3anpockl, Koraa cpeaHee Bpema 3anpoca 3a 30-CeKyH/AHbIA MHTepBan NPeBbICUT 2 CeKyHAbI:

def var avg_time

init=0
window = 00:00:30
key = src.ip

end

src.zone = Untrusted sma(var.avg_time, response_time) enabled(true) name("sma")
DENY src.zone = Untrusted var.avg_time = 2000.. enabled(true) name("sma res")



Tunbl npasun

Product: WAF

Version: 7.7.x

SKcnepTHLIe NpaBUna BpemeHHoM 6nokpoBku IP-agpeca

Mpedpukcol

Uma Onucanue

DENY/||Bnokupoeka IP-aapeca

Ycnosusa

http.response.code

CsoMcTBa

name, enabled,

MNpumep

B npumepe AnA KOHKPETHOTO MCTOYHMKA (YCIOBME SCT.ip) HACTPOEH MOACYET KONUYECTBa KOAOB oTBeTa 404. ECnu KONMYECTBO TakMx OTBETOB 3a nocneaHue 30 cexkyHa npesbicuT 10, IP-aapec aToro MCTOuHUKA ByAeT 3a6I0KMPOBaH Ha OAHY
MUHYTY.

def var counter_404

init=0
window = 00:00:30
key = src.ip

end

def var block
init=0
window = 00:01:00
key = src.ip

end

DENY var.block = 1.. log_message("Black list") enabled(true) name("Black list")
http.response.code = 404 inc(var.counter_404, 1) log_message("Incriment counter") enabled(true) name("Incriment counter”)
DENY var.counter_404 = 10.. inc(var.block, 1) log_message("Enable block") enabled(true) name("Enable block")

CeTeBble NpaBuna, HacTpaMBaemble ¢ nomouybto CLI
MpaBuna mexceTeBOro aKkpaHa

MNpedukcol

Uma Onucanue

PASS||Paspeluenue Tpaduka.

DENY/||Bnokvposka Tpaduka.

Ycnosua

src.zone, Src.geoip, Src.ip.

dst.zone, dst.geoip, dst.ip.

time, url.

CBoMcTBa

name, desc, enabled, rule_log, reject with.

MNpumep

[firewall "Firewall rules"]
%o -
DENY\
scenario = "Example torrent detection scenario" \
dst.zone = Untrusted \
dst.ip = lib.network("Botnets IP list") \
rule_log(session) \
reject_with("host-unreach") \
enabled(true) \
name("Example block RU RKN by [P list")
2 e

scenario = "Example torrent detection scenario" \
src.zone = Trusted \

dst.zone = Untrusted \

rule_log(yes, "3/h", 5) \

enabled(true) \

name("Allow trusted to untrusted")

MpaBuna nyénukaynuu

Mpedukcol

Wma|| Onucanne

O

=

Bceraa OK.

Ycnosua

src.zone, src.geoip, Src.ip, sre.mac.

dst.zone, dst.geoip, dst.ip.

request.header.User-Agent, url.port.

CBoMicTBa

name, desc, enabled, rule_log, profile, certificate, is_https, ssl_profile,

waf profile, rewrite_path.

Mpumep


https://docs.usergate.com/usloviya_3383.html#http.response.code
https://docs.usergate.com/svojstva_3380.html#name%20%D0%B8%20desc
https://docs.usergate.com/svojstva_3380.html#enabled
https://docs.usergate.com/usloviya_3383.html#src%20%D0%B8%20dst
https://docs.usergate.com/usloviya_3383.html#src%20%D0%B8%20dst
https://docs.usergate.com/usloviya_3383.html#src%20%D0%B8%20dst
https://docs.usergate.com/usloviya_3383.html#src%20%D0%B8%20dst
https://docs.usergate.com/usloviya_3383.html#src%20%D0%B8%20dst
https://docs.usergate.com/usloviya_3383.html#src%20%D0%B8%20dst
https://docs.usergate.com/usloviya_3383.html#time
https://docs.usergate.com/usloviya_3383.html#url
https://docs.usergate.com/svojstva_3380.html#name%20%D0%B8%20desc
https://docs.usergate.com/svojstva_3380.html#name%20%D0%B8%20desc
https://docs.usergate.com/svojstva_3380.html#enabled
https://docs.usergate.com/svojstva_3380.html#rule_log
https://docs.usergate.com/svojstva_3380.html#reject_with
https://docs.usergate.com/usloviya_3383.html#src%20%D0%B8%20dst
https://docs.usergate.com/usloviya_3383.html#src%20%D0%B8%20dst
https://docs.usergate.com/usloviya_3383.html#src%20%D0%B8%20dst
https://docs.usergate.com/usloviya_3383.html#src%20%D0%B8%20dst
https://docs.usergate.com/usloviya_3383.html#src%20%D0%B8%20dst
https://docs.usergate.com/usloviya_3383.html#src%20%D0%B8%20dst
https://docs.usergate.com/usloviya_3383.html#src%20%D0%B8%20dst
https://docs.usergate.com/usloviya_3383.html#request.header
https://docs.usergate.com/usloviya_3383.html#url
https://docs.usergate.com/svojstva_3380.html#name%20%D0%B8%20desc
https://docs.usergate.com/svojstva_3380.html#name%20%D0%B8%20desc
https://docs.usergate.com/svojstva_3380.html#enabled
https://docs.usergate.com/svojstva_3380.html#rule_log
https://docs.usergate.com/svojstva_3380.html#profile
https://docs.usergate.com/svojstva_3380.html#certificate
https://docs.usergate.com/svojstva_3380.html#is_https
https://docs.usergate.com/svojstva_3380.html#ssl_profile
https://docs.usergate.com/svojstva_3380.html#waf_profile
https://docs.usergate.com/svojstva_3380.html#rewrite_path

[reverseproxy "Reverse proxy Rules"]
[/ —— [ IE——

url.port =80\

src.zone = Untrusted \

desc("Example reverse proxy rule. This is an example rule which can be changed or deleted if necessary. ") \
profile("Example reverse proxy server") \

rewrite_path("example.com/path1", "example.local/path1") \

waf_profile("Example WAF profile") \

enabled(true) \

name("Example reverse proxy rule")

MpaBuna 6anaHcMpoBKK

Mpedukcol

WUma|| OnucaHne

OK ||Bceraa OK.

CsoWcTBa

name, desc, enabled, profile.

Mpumep

OK\
profile("Example reverse proxy server") \
enabled(true) \
name("Reverse-proxy load balancing")


https://docs.usergate.com/svojstva_3380.html#name%20%D0%B8%20desc
https://docs.usergate.com/svojstva_3380.html#name%20%D0%B8%20desc
https://docs.usergate.com/svojstva_3380.html#enabled
https://docs.usergate.com/svojstva_3380.html#profile

Cnucok noaney 1x HTTP-3aro

Version: 7.7.x
Product: WAF

HTTP Header |[Request/Response|SET/REPLACE/ENCRYPT||APPEND) |DELETE

/Accept Request + + +
/Accept-Charset Request + + +
/Accept-Encoding  ||Request + + +
/Accept-Language ||Request + + +
/Accept-Ranges Response + + +
Age Response

Allow Request/Response + + +
/Authorization Request

Cache-Control Request/Response + + +
Client-IP Request + +
Connection Request/Response +
Content-Encoding ||Request/Response +
Content-Language ||Request/Response +

Content-Length Request/Response

Content-Location  ||Request/Response + +

Content-Range Request/Response

Content-Type Request/Response

Cookie Request + + +
Date Request/Response

ETag Response + +

Expect Request +

Expires Request/Response + +
From Request + +

Host Request

If-Match Request +

If-Modified-Since  ||Request

If-None-Match Request +

If-Range Request

If-Unmodified-Since||Request

Last-Modified Request/Response

Location Response + +
Max-Forwards Request

Meter Request/Response + +
Pragma Request/Response + +
Proxy-Authenticate ||Response +
Proxy-Authorization||Request +

Proxy-Connection ||Request +

Range Request + +

Referer Request + +




HTTP Header ||Req T/REPLACE/ENCRYPT||APPEND|DELETE

Retry-After Response + +

Server Response + +
Set-Cookie Response + + +
TE Request +

Trailer Request/Response +
Transfer-Encoding ||Request/Response +

Upgrade Request/Response +
User-Agent Request + +

Vary Response + + +
Via Request/Response + + +
Warning Request/Response + + +

WWW-Authenticate

Response




TexHU4YecKan noaaepmKa



ABapuiHbIe CUTYaLnn

Product: WAF
Version: 7.7.x

C6ow B paboTe yCTPOHCTBA MOTYT BO3HUKHYTb MPU HEKOPPEKTHOR YCTaHOBKE OGHOBMEHMH NPOTPAMMHOTO 0BeCTeyeHMA.
JInA NPOPUNaKTUKKM aBapHitHbIX CUTyaLMii:
1. Mepea ycTaHOBKOW OBHOBNEHMA CAenaitTe pesepBHYIO KOMMIO ycTpoiicTea. MoapobHee — B pasaene « YnpasneHue pe3epBHbIM KOMMPOBAHUEM> .
2. Bo Bpems yCTaHOBKM OBHOB/EHHA CO3AaMTE TOUKY BOCCTAHOBMEHMUA CUCTEMBI. DTO NO3BOSUT OMEPATUBHO BEPHYTL CUCTEMY B pabouee COCTORHHUE.
B criyyae BO3HUKHOBEHUA aBapUItHOM CHTYaLWM NPU OGHOBIIEHNM YCTPONCTBA:
1. BoccTaHoBuTe npeablayLuyto crabunbHyto Bepcuio MO. MoapobHee — B pasaene « O6Hosnetue MO».

2. O6patuteck B cnyxOy TexHuyeckon noanepxku UserGate .


https://docs.usergate.com/upravlenie-ustrojstvom_3292.html#%D0%A3%D0%BF%D1%80%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%B8%D0%B5%20%D1%80%D0%B5%D0%B7%D0%B5%D1%80%D0%B2%D0%BD%D1%8B%D0%BC%20%D0%BA%D0%BE%D0%BF%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5%D0%BC
https://docs.usergate.com/nastrojka-obshih-parametrov_3287.html
https://docs.usergate.com/nastrojka-obshih-parametrov_3287.html
https://support.usergate.com

Pa3nen TexHUYeCKOM NoAAepPHKU

Documentation:
Product: WAF
Version: 7.7.x

Pa3znen TeXHUYECKO! NOAASPXKKN Ha CaiiTe KOMNAHWM COAEPXKHUT IONONHUTENbHYIO HHGOPMALMIO MO HACTPOIKE YCTPOHCTBA. 3AECk e Bbl MOXETE OCTaBUTb 3aABKY Ha PELLIEHUE BO3HUKLLEH NPoGeMsl ¢ 060pyA0BaHHEM.


https://support.usergate.com/ru

MpunomeHunsa



YcraHoBKa cepTdHKaTa NOKaNbHOro YAOCTOBEPAIOLEro UeHTpa

Product: WAF
Version: 7.7.x

CrauaiiTe cepTMdMKaT LeHTPa aBTOpM3aLIMK, KOTOPLIN Bbl MCNoNb3yeTe AnA nepexsata HTTPS-Tpaduka.

YcTaHoBKa cepTuduKkarta B 6pay3eps! Internet Explorer, Chrome B OC Windows

OTKpo¥iTE NarnkKy, KyAa Bel CKauYanu pem-cepTUUKaT, IepenmeHyiTe ero B user.der v ABaXALI HAKMUTE Ha HEro:

OTkpoeTca MHpopMauma o cepTudukate. Haxmute YCTaHOBUTL cepTUdHUKaT:

3anycTutca MacTep UMnopTa cepTuduKaToB. BeiNonHMTe UMNOPT, Ceays BCEM pekoMeHAauuaM, NpeanaraemMsiM MacTepoM UMNopTa cepTudUKaToB:

BbiGepuTe xpaHunuLe cepTuduKaTa u Haxmure 063op:

BeiGepute P LeHTpbI cepTud 1 HaxmuTe OK:



Haxmute FoToso:

Koraa noseuTca npeaynpexaeHne cuctembl 6e3onacHocTH, HaxvuTe Hda:

YcTaHoBKa cepTuduKara 3aBepLueHa.

YcraHoBKa cepTudukara B 6paysep Safari, Chrome 8 OC MacOSX

lMepeiianTe B Nanky, Kyaa Bbl CKAaYanM pem-cepTMHUKaT U ABAXALI HAKMUTE Ha HEro:

Banyctutca nporpamma CBA3Ka Kntouei. Beibepute Beeraa AoBepATL AaHHOMY CepTUdMKATY:



BeeauTe cBOM Naponb ANA NOATBEPKAGHUA AAHHOM Onepaumu:

CepTuduKaT ycTaHoBMEH.

YctaHoBKa cepTudukaTa B 6pay3sep Firefox
YcraHoska cepTudurara B 6paysep Firefox BeINONHAETCA 0AMHAKOBO ANA BCEX ONepaLMoHHLIX CUCTEM. PacemoTpum ycTaHoBKy Ha npumepe OC Windows.

OTKpoiiTe HacTpoiku Bpaysepa Firefox (MHCTPYyMeHTbI - HacTporku):

MepeiiauTe B pasaen JlononHuTenbHble 1 BoibepuTe 3aknaaxky CepTudukatel. Haxwviute NMpocMoTp cepTduUKaTos:

HaxmuTe UMNOPTMPOBAaTH 1 yKaXKUTE MyTb K CKAYaHHOMY pem-cepTuduKaTy:



YcTaHoBuTe (priaxok JloBepATL NpU naeHTUdUKaLUN BeG-caiToB 1 HaxmuTe OK:

YcTaHoBKa cepTuduKaTa 3aBeplueHa.
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