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HacTtpourku pasaena xypHarsbl U OTYeThl



HacTpo#ka akcnopTa )ypHanos

Product: WAF
Version: 7.7.x

DyHKLMA 3KCNOPTUMPOBaHMWS XYPHANOB NO3BOMAET BhIrpyXaTb MHGOPMALMIO Ha BHELLHWE cepBepbl And NocneaytoLlero aHan1sa unv ana o6paboTkv B
cuctemax SIEM.

Jina cosaaHma HOBOrO Mpasuia 3KCNOPTa XypPHaNoB UCMONb3yeTCcA KoMaHaa:
Admin@nodename# create logs logs-export <parameters>

JlocTynHble napameTpbl:

MapameTtp OnucaHue

BrntoueHune/oTkNO4EHHE NpaBuna:

enabled « on.
« Off.
name HasBaHue npasuna.

description||OnucaHue npasuna.

Tun cepsepa:
« ssh;
o ftp;
« syslog.
Mpw BLIGOPE TMNA cepBepa AOCTYMHbI CeAyoLMe AOMNOMHUTENbHLIE HACTPOMKK:
« port — NopT cepsepa, Ha KOTOPLI cCrieayeT OTNPaBnATh AaHHbIE.
« login — MmA yueTHOM 3anucK Ana NOAKMHOYEHMA K yAaneHHOMy cepBepy (He NPUMEHAETCA K MeToay OTnpasKu syslog).
« password — Naponb y4eTHON 3anucu AnA NOAKIOYEHNUA K YAANEeHHOMY cepBepy (He MpUMEHAETCA K MeToAy oTnpasku syslog).
« path — Karanor Ha cepsepe ana KonMposaHWa $pansios XKypHaNoB (He NPUMEHAETCA K METOAY OTnpasku syslog).
server-type « passive — MaccuBHbIN pexum ftp.
« transport — Tonbko ana Tuna cepsepos syslog. TCP unn UDP.

« protocol — Tonbko andA Tuna cepeepos syslog. RFC5424 unu BSD syslog RFC 3164. BeibepnTe NpoTOKOM, COBMECTUMBIV C
ncnonb3yemMon y Bac cuctemon SIEM.

« severity — Tonbko ana Tuna cepsepoB syslog. KputuuHocTe. BoamoxHbl cneaytowne sHadeHusn: alert, critical, error, warning,
notice, info.

« facility — Tonbko ana Tvna cepeepos syslog. O6bekT. BoaMoxHbI creaytolme sHaveHus: user-level, system-daemons,
security-auth, log-audit, log-alert, local- (0-7).

« hostname — Tonbko ana Tuna cepsepos syslog. YHWKanbHoe nma xocTa, naeHTMduLmupyoLLee cepeep, 0TNpasnAoLLMi
AaHHble Ha cepsep syslog, B dopmarte Fully Qualified Domain Name (FQDN).

« app-name — TonbKo AnA TMNa cepsepos syslog. YHUKanbHoe UMA NPUIIOXEHWA, KOTOPOe OTNPaBNAET AaHHbIe Ha cepBep
syslog.

target IP-aapec unu JOMeHHoe UMs cepBepa.




MapameTp Onucanue

KypHanbl ana skcnopra:
« events — XXypHan coBbITwii.
« webaccess — XXypHan Be6-gocTyna.
« traffic — XypHan Tpaduka.
« waf — )XypHan cpabartbiBaHuii npasun WAF.
logs LInA KakAaoro XxypHana MOXHO BblOpaTh CUHTAKCUC BbIFPY3KH:
o cef;
« cef-compact;
« json;
« cee-json;

« off.

Bbifop pacnucaHua ans oTnpasku N10ro. He npuMeHsaeTca K metoady otnpasku Syslog.

rontab-nofo6HbIN dopmart, Npu KOTOPOM CTPOKA BLIMAANT KaK LIECTb NoNeM, pasaenieHHbIx npobenamu. Mons 3aaatoT Bpems B
cneayowem suae: (MuHyThl: 0-59) (yackl: 0-23) (aHun mecaua: 1-31) (mecau: 1-12) (aeHb Heaenu: 0-6, 0-BockpeceHbe). Kaxaoe ns
nepBbIX NATW NONER MOXET ObITb 3aaHO CreayHoLLUM 06pasom:

schedule « 3Besaouka (*) — obosHayaeT BECb AManasoH (OT NepBOro A0 NOCNEAHErO).
o Jeopuc (-) — obosHauaeT aAranasoH uncen. Hanpumep, "5-7" 6yaet osHavatb 5,6 1 7.

« Cnucku. 310 uncna (Mnu ananasoHbl), pasaeneHHsle 3anAateivu. Hanpumep, "1,5,10,11" unm "1-11,19-23".

« 3Be340uKa UM avanasoH C warom. McnonbsyeTtcA AnA NponycKoB B AnanasoHax. Lar ykassiBaeTca nocne Kocom yepTol.
Hanpumep, "2-10/2" 6yaet 3HaunTb "2,4,6,8,10", a BbipaxkeHue "*/2" B none "yackl" OyAeT o3HayaTb "Kaxkable ABa yaca.

ﬂnﬂ peaakTupoBaHMA paHee Co3AaHHbIX MpaBu/ UCNONb3yeTCA KoMaHAa:

Admin@nodename# set logs logs-export <log-export-rule-name>

I'Iapameprl, AOCTYNHble ANA peAakKTUpoBaHUA, aHanorM4yHbl napamMmeTpamM co3aaHnA npaBuUl 3KCnopTa.
JinAa npocmoTpa napaMeTpoB CO3AaHHbLIX paHee NpaBusl SKCMopTa UCMOoNb3yeTcA KoMaHaa:

Admin@nodename# show logs logs-export
Admin@nodename# show logs logs-export <log-export-rule-name>

JnA yaanexua cosaaHHbIX paHee npaBui SKCNopTa UCNomnb3yeTcA KoMaHaa:
Admin@nodename# delete logs logs-export <log-export-rule-name>
JlnA HacTpoMKM napameTpoB PasoBOro AKCMOpTa XKypPHaNoB UCNOMb3yeTcA KoMaHaa:

Admin@nodename# execute logs send-once <log-export-rule-name> <parameters>

MapameTtp OnucaHue

fresh OKCMopTMPOBaTL CBEXME JIOTH.

YKasaTb AvanasoH aKkcnopra:
range « start-export-range — Hayano AvanasoHa B ¢opmarte: 2022-12-31T23:59:59

« end-export-range — koHel AvanasoHa B popmate: 2022-12-31T723:59:59
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