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BesonacHocTb ceTu 1 3awmuTa OT CeTeBbIX Yrpo3



HacTpoiika nonutuk 6e3onacHoCTH Npu NOMOLLM CLeHapueB

Version: 5.x, 6.1.9, 7.0.1, 7.1.0
Product: NGFW
Documentation: ¥

NGFW nosBonfeT cyLyeCTBeHHO COKpaTUTL BpemMa Mexay oOHapy)XeHUeM aTaku 1 peakuuei Ha Hee Gnarogapa aBToMaTusauun 6e3onacHoCTU Npu
nomoLym mexaHuama cueHapueB (SOAR — Security Orchestration, Automation and Response).

OTa KOHUEenUMA HaXOANUTCA Ha NUKe NOMNySIAPHOCTH W NO3BOMAET aAMUHUCTPATOPY CO3AaBaTh CLEHAPHUK (3arnycKaemble Mo NaHy uinu npu
0BHapyXeH11 ataku), rae NPornuChIBaTCA aBTOMaTUYeCke AeHCTBIUA B OTBET HA Te UMK WHble coBbITUA. Takoi noaxoa oBecneunsaeT rMBKyo
HaCTPOWKy NONUTMK 6e30NacHOCTH, CoKpalliaeT yyacTue yenoseka 6naroaapa aBTomMaTtv3aal i NOBTOPAIOLMXCA 3a/1ad, a Takke AaeT BO3MOXHOCTb
MPUOPUTM3NPOBATL CLEHapUK ANA CKOPEWLLEH peakLMi Ha KpUTUYHBIE YTPpo3bl.



Ynpasnexue ACY TI1

Version: 5.x, 6.1.9, 7.0.1
Product: NGFW
Documentation: ¥

B HoBoW Bepcuu nnatdopmbl NOABMIACE BO3MOXHOCTb HACTPOMKK aBTOMATM3MPOBAHHON CUCTEMBI yNpaBsieHNsa TEXHOMOrMYECKMM NPOM3BOACTBOM
(ACY TN) 1 ynpasneHus ei. ABMUHUCTPATOP MOXET KOHTPONMPOBATL TPadUK, HACTPOMUB NpaBuIa 0OHaPYKEHNA, BITOKUPOBKM U XKYPHANMPOBAHMA

co6bITHiA. DTO NO3BONAET aBTOMAaTM3NpOBaTb OCHOBHbIE Oonepauun TeEXHONMOrM4YeCcKoro npouecca, coxpaHAada npyv 3TOM BO3MOXXHOCTb KOHTPOMA U
BMeLlaTenbCTBa YesioBeKka npu HEeoBX0aMMOCTH.



Pab6oTa ¢ BHelWHUMU cucTemamun 6e30nacHOCTH

Version: 5.x, 6.1.9, 7.0.1, 7.1.0
Product: NGFW
Documentation: ¥

MmeeTca BosmoxHoCTb nepeaasatb HTTP/HTTPS v noutosbin Tpaduk (SMTP, POP3) Ha BHelwHue cepsepsl ICAP, Hanpumep, AnA aHTUBUPYCHOM
MPOBEPKU UMK ANA NPOBEPKM NepeaaBaeMblx Nonb3oBaTensamu AaHHbix DLP-cuctemamu. AOMUHUCTPATOP MOXET yKasaTb, Kakon Tpaduk TpedyeTca
nepeaasaTb Ha ICAP, a Take HacTpouTb paboTy ¢ pepmamu CepBepoB.



MNposepka nouTtoBoro Tpadwmka

Documentation: ¥
Version: 5.x, 6.1.9,7.0.1,7.1.0
Product: NGFW

NGFW cnocobeH obpabatbiBaTb TpaH3WUTHbIM NoUTOBLIM Tpaduk (SMTP(S), POP3(S)), aHan1anpya ero UCTOYHHMK, a Takke CoAepaHue nucbma v
BIIOXXEHUM, UTO rapaHTUPYeT HAAEXHYHO 3aluMTy OT cnama, pharming- v phishing- atak. NGFW Takke npeaocTaBnseT BO3MOXHOCTb F’MOKOH HACTPOMKK
dunbTpauun NoYToBOro TpadHKa no rpynnam nonb3osaTenen.



AHTMBUMPYCHaA nNposepKa TpadmKa

Version: 5.x, 6.1.9, 7.0.1, 7.1.0
Product: NGFW
Documentation: ¥

MoTokoBbIi aHTMBUPYC UserGate no3BonseT o6ecneynTb aHTUBHUPYCHYIO NPOBEPKY Tpaduka 6e3 yepba anA NPOM3BOAUTENLHOCTH U
6bicTpoaeiicTeusa ceTv. Moaynb ucnonbayeT o6LIMPHYO 6a3y curHaTyp.



3awmta ot DOS-atak 1 cetesoro ¢payaa

Version: 5.x, 6.1.9, 7.0.1, 7.1.0
Product: NGFW
Documentation: ¥

NGFW nossonfeT 3aaatb napameTphbl 3aluThl KXXAO0N 30HbI ceTh OT ceTeBoro ¢pnyaa (ana npotokonos TCP (SYN-flood), UDP, ICMP), ykasas nopor
YBEAOMIIEHHS - KOTTMYECTBO 3anpoCcoB € 0AHOro IP-aapeca, Nocne KOTOPOro MPOUCXOAMUT 3anUCh B XKYPHaI - U MOPOr 0TOpackiBaHUsA NaKeToB -
KOJTMYECTBO 3aNPOCOB, NOC/E KOTOPOro NaKeTbl OTOPACKHIBAIOTCA C COOTBETCTBYHOLLEN 3aMUCHIO B XypHase.

B03MOXHO HaCTPOUTb UCKITKOYEHUA, HANPUMEP, ANA 30H, UCNonb3ytowmx IP-TenedoH1o M NoaToMy oTnpasnaAoLmMx 6onbluoe konuyecteo UDP-
nakeToB.



O6HapyxeHue ¥ NpeaoTBpaLLEHNE BTOPKEHW

Version: 7.0.1, 6.1.9, 5.x
Documentation: ¥

CucTema oBHapyxeH1s 1 npeaoTepalleHun BTopxeHuin (COB) nossonseT pacno3HaBaTb BPeAOHOCHYIO aKTUBHOCTb BHYTpH ceTh. OCHOBHOM 3azayen
cuCTEMbI ABNAeTCA 0BHapyXeHUe, MPOTOKONMPOBaHWE W NPeJOTBPaLLEHWE YrPo3 B PEXUME PearbHOTr0 BPEMEHU, a Takke NpeaocTaBneHne 0TYETOB.

AZMUHMCTPATOP MOXET co3aasaTh passninyHele COB-npodunu (Habopsl cUrHaTyp, perieBaHTHbIX ANA 3alMThl ONpeseneHHbIX CepBIUCOB) U 3asaBaTb
npasuna COB, onpeaensoLue AeUCTBUA ANA BeIBpaHHOTO TUNa Tpaduka, KoTopbli ByaeT nposepATscA Moaynem COB B cooTBeTCTBUM C
Ha3HaYeHHbIMW NPOPUIAMM.



MexceTeBoe aKpaHupoBaHue

Documentation: ¥
Version: 5.x, 6.1.9, 7.x, 7.0.1
Product: NGFW

MexceTesoit akpaH Hosoro nokonexuna UserGate NGFW ¢unbtpyeT Tpaduk, NpoxoaaLluin Yyepes onpeaeneHHbie npotokonel (Hanpumep, TCP, UDP,
IP), Tem cambim 06ecneunBan 3almuTy CETH OT XaKePCKUX aTak U pasHOOBpa3HbIX TUMOB BTOPXKEHUM, OCHOBaHHbIX HA MCMOJIb30BaHWUM JaHHbIX
MPOTOKO/I0B.
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