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HacTponka cetu



HacTpoiika 30H

Version: 7.0.1

Product: UserGate NGFW

Documentation: ¥

3oHa B NGFW — aT10 norudeckoe o6beavHeHne ceTeBbix MHTepdencoB. MonuTtuku 6esonacHocti NGFW “cnonb3ytoT 30Hbl MHTEPdEeicoB, a He

HEMOCPeACTBEHHO MHTEPdEHChl. ITO AaeT HE0OX0ANUMYH TMBKOCTL NOMMTUKAM Be30NacHOCTH, & TaKKe CYLLECTBEHHO YnpoLaeT yrnpasneHue
0TKa30YCTONUYMBBLIM KITACTEPOM. 30HbLI OAMHAKOBbLI HA BCEX Y3nax KnacTepa, To ecTb AaHHasA HAaCTPOMKa ABMAETCA robanbHOM And Knactepa.

PexkomeHayeTcA 06bEANHATL MHTEPPENCH B 30HE HA OCHOBE MX PYHKLMOHANBHOTO HasdHaveHud, Hanpumep, 3oHa LAN-uHTepdeiicoB, 30Ha MHTEPHET-
UHTEpdENCoB, 30Ha MHTEPDENCOB, NOAKIIOYEHHBIX K CETU NapTHepa 1 T.n.

Mo ymonuannio NGFW nocTtasnaetca co cneayrowumMmu 30Hamu:

HanmeHoBaHHe OnucaHue
Management 30Ha ANA NOAKMIOYEHNA NOBEPEHHbIX CETew, M3 KOTOpbIX paspeLueHo ynpasneHne NGFW.
Trusted 30Ha AnA NoAKYeEHUA AOBEPEHHbIX ceTel, Hanpumep, LAN-ceTei.
Untrusted 3oHa anA MHTepdencoB, NOAKTIOYEHHbBIX K HEIOBEPEHHBIM CETAM, HanpUMeEp, K UHTEPHETY.
DMZ 30Ha anA MHTepdeicoB, NOAKIYEHHBIX K ceTu DMZ.
Cluster 30Ha anA uHTepgencoB, Ucnonb3yemblx Ana paboThl Knactepa.

VPN for Site-to-

Site 3oHa, B KOTOpYto NnomMeLlatoTea Bee KneHTsl Tuna Oduc-Oduc, noawntovaemsle K NGFW no VPN.

VPN for remote

access 30Ha, B KOTOPYHO NomeLLatoTcs Bce MoOUnbHbIe nonb3oBatenu, noakntouyaemble K NGFW no VPN.

Tunnel inspection ||3oHa Ana MHCNEKTMPOBaHKUA TyHHeNeW. 30Ha, KOTopoi ByAyT NpUHaANexaTb BCE aApeca UCTOUHMKOB U Ha3HauYeHWsA
zone MHKAanNCyMpPOBaHHbLIX B TYHHESIb NakeTos.

AJJ,MVIHVICTpaTOpr NGFW MOryT U3MEeHATb HaCTpOﬁKM 30H, CO3JaHHbIX NO YMOJNT4YaHUIO, a Takke cos3aaBaTb AONO/THUTESIbHbIE 30HbI.
MpumeuaHueMoxHo cozaaTtk He Bonee 255 30H.

Jna cosaaHna 30HbI Heo6X0AMMO BbINOMHUTL cneaywouime waru:

HaumeHoBaHWe OnucaHue

Lar 1. Cosaartb 30Hy.||Haxats Ha kHomnKy JJo6aBUTb 1 AaTb HasBaHWe 30He




HaumeHoBaHWe

OnucaHue

Lar 2. HactpouTtb
napameTphbl 3aL1Thbl
30Hbl 0T DOS
(onuuoHanbHo).

YKasaTb napameTpbl 3aluThl 30HbI OT ceTesoro ¢gnyaa ana npotokonos TCP (SYN-flood), UDP, ICMP:

. Arperupoaa'rb — €eCJlM YCTaHOB/1eHO, TO CYUTAKOTCA BCE NaKkeThl, BXoAALlNE B VIHTepq>el7ICbI AaHHOW 30HbI. Ecnu He
YCTaHOBJIEHO, TO CYMUTAIOTCA NaKeTbl OTAENbHO ANA KaXA0ro IP-aLlpeca.

« Mopor yseaomneHUa — npu NpesbILLEHNN KONTMYECTBA 3aNpOCOB HAA YKa3aHHbIM 3Ha4YeHUeM NPOUCXOANT 3anuchb
COOBbLITUA B CUCTEMHbI XXypHaJT.

. I'Iopor 01'6pa0|:|BaHm=| NakeToB — NpW NpeBblLLUEeHUN KoNnyecTBa 3anpocoB HaA YKasaHHbIM 3Ha4YeHnem NGFW
HaynHaeTt 0T6paCbIBaTb naKeTbl ¥ 3anucbiBaeT JaHHOe COObITUE B CUCTEMHBI XypHan.

PexomeHaoBaHHble 3HaueHusa Ana nopora ysegomneHua — 3000 3anpocoB B CeKyHAy, AnA nopora oTépackiBaH1A NakeToB
— 6000 3anpocoB B cekyHay. PekomeHayeTca BrIOYATh 3awuTy OT dyaa Ha Bcex MHTepdeicax, 3a UCKITIoYEHNEM
nHTepdencos 3oHbl Cluster.

Heobxoanmo yBennunTb NOporosoe 3HaueH1e otépackiBaHnA nakeToB AnA npotokona UDP, ecrnin uepes uHTepdeichl 30HbI
NPOXOAMT TpadMK TaKMX CEepBUCOB, Kak IP-Tenedonua nnmn L2TP VPN.

WUckntoueHus 3awutbl oT DOS — nossonAeT ykasaTb cnucok IP-aapecoB cepBepoB, KOTOPbIE HEOOXOANMO WUCKITHOUUTL K3
3aWmThl. OTO MOXET ObITb NONIE3HO, HANpPUMEpP, ANnA cepauca |P-TenedoHMM, Tak Kak oH LneT 6onbluoe kKonuuectso UDP-
NaKeToB.

BawHo! NGFW nossonat npoussectv Gonee rpaHynupoBaHHyto 3awuty oT DoS atak. [ina nonydyeHua AONONHUTENBHOM
uHdopmaummn obpatuteck B pasaen 3awumra ot DoS aTak.
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HaumeHoBaHWe

OnucaHue

Lar 3. Hactpoutb
napameTpbl KOHTPONA
10CTyNa 30HbI
(onynoHanbHo).

YkasaTb npeaocTtasnsemsie NGFW cepBuchl, kKoTopble OyayT AOCTYMHbI KITMEHTaM, MOAKTIOYEHHBIM K aHHOM 30He. [nA 30H,
NOAK/TFOYEHHBIX K HEKOHTPONTMPYEMbIM CETAM, TaKUM, KaK MHTEPHET, PEKOMEHAYETCA OTKOUYNTL BCE CEPBUCHI.

CepBuchl:
« Ping — nossonsaet nuirosate NGFW.
o« SNMP — poctyn k NGFW no npotokony SNMP (UDP 161).

« Captive-nopTan v cTpaHuua 6noKMPOBKU — HEOBX0AWUMBI AR NOKasa CTpaHuLbLI asTopusayun Captive-noprana u
cTpaHu1uybl 6nokuposku (TCP 80, 443, 8002).

« XML-RPC ana ynpasnenua — nossonAeT ynpasnate npoayktom no API (TCP 4040).

« Knactep — cepswc, Heo6xoanMbii Ans o6beanHeHUA Heckonbkux yanos NGFW B knactep (TCP 4369, TCP 9000-
9100).

« VRRP — cepsuc, Heobxoanmblit ana o6beanHeHns Heckonbkux yanos NGFW B oTkasoycToiumnBblit knactep (IP
npotokon 112).

« KoHconb aaMUHUCTPUPOBAHWA — A0CTYN K Be6-KoHCoNM ynpaenexus (TCP 8001).
o DNS — noctyn k cepsucy DNS-npokeu (TCP 53, UDP 53).
« HTTP(S)-npokcu — aoctyn k cepsucy HTTP(S)-npokeun (TCP 8090).

o AreHT aBTOpPMU3aLMKU — AOCTYN K cCepBEPY, HeobXoaMMbIN Ana paboTsl areHToB asTopusayrn Windows u
TepMuHanbHbIx cepsepos (UDP 1813).

« SMTP(S)-npoKkcu — cepsuc punbtpaumn SMTP-Tpaduka oT cnama. Heo6xoanm TonbKo Npu ny6nukaLmMm nouyToBoro
cepsepa B MHTEpHeT. bonee noapobHo cmoTpuTe pasaen 3alumTa No4YToBOro TpaduKa.

« POP3(S)-npokcu — cepauc dpunbtpaumn POP3-Tpaduka oT cnama. Heobxoanm TonbKko Npu ny6nvkauum noYToBoro
cepBepa B UHTepHeT. Bonee noapo6Ho cMoTpuTE pasaen 3alumta NnoyYToBoro Tpaduxa.

o CLI no SSH — goctyn k cepsepy aAnA ynpaeneruna um ¢ nomotybto CLI (command line interface), nopt TCP 2200.
« VPN — goctyn K cepsepy AnA NOAKIIOYEHUA K Hemy knuneHTos L2TP VPN (UDP 500, 4500).
« SCADA — cepsuc dpunbTpaumn ACY TM-tpaduka. Heobxoanmm TonbKo npu koHTpone ACY TIM-tTpaduka.

« Reverse-npoKkcu — cepsuc, Heo6X0aANMbIM AN MyGnuKauum BHYTPEHHUX PECYPCOB C MOMOLLbI0 Reverse-npoKey.
Bonee noapobHo cmoTpuTe pasaen MNybnukauvna HTTP/HTTPS-pecypcoB ¢ NOMOLLbIO reverse-npoKeu .

« Web-nopran- cepsuc, Heo6xoanMbIi Ans nyOnukauun BHyTPEHHKUX pecypcoB ¢ nomolybto SSL VPN. Bonee
noapo6Ho cmoTpuTe pasaen Beb-nopran.

« Log Analyzer — cepsu1C AnA NOAKIIOYEHUA K aHanu3aTopy xypHanos Log Analyzer (TCP 2023 n 9713).
« OSPF — cepBuc AMHamuyeckoi mapLupytusauun OSPF. Bonee noapo6Ho cmoTpuTe pasaen OSPF.

« BGP- cepsuc anHamuueckoi MapLupytusaunu BGP. Bonee noapotHo cmoTpute pasaen BGP.

« NTP service — paspeluaeTt A0CTyN K CEPBUCY TOYHOIrO BpeMeH#, 3anyLeHHomy Ha NGFW.

o COOpLYMK NTOrOB — CEPBUC ANA PaspeLLeHNa NoyyeHna MHhOopMaLMm C yaanéHHbIX yCTPORCTB no npoTokory Syslog
(no ymonyanuio ucnonbsyetca nopt TCP 514). (MpucytctByeT HaunHanA ¢ Bepcumn 7.1)

Moapo6Hee o TpeboBaHMAX CETEBOM AOCTYNHOCTU unTanTe B [punoxenune 4. TpeBoBaHWA K CETEBOMY OKDYKEHWIO .

LLlar 4. HacTtpouTtb
napameTphbl 3aL1Thbl
ot IP-cnyduHr atak
(omumoHanbHo).

ATaku Ha ocHoBe |P-cnyduHra no3BonAT nepesarb NakeT U3 BHELLHEN ceTu, Hanpumep, 3 Untrusted, Bo BHyTpeHHIO0,
Hanpumep, B Trusted. [lna atoro atakyrowuin noamexaeT IP-aapec MCTOYHMKA Ha NpeAnonaraemMelii aapec BHYTPEHHEN CeTu.
B TakoMm criyyae oTBETHI Ha 3TOT NaKeT ByAyT NnepeckinaTbCa Ha BHYTPEHHWi aapec.

[nA sawutel oT noZfoBHbIX aTak AAMUHUCTPATOP MOXeT yKasaTb AnanasoHbl IP-a.upecoa, ajapeca UCTOYHMKOB KOTOPbIX
A0MNyCTUMbI B BblﬁpaHHOﬁ 30He. CeTeBble NakeTbl C aapecamMu UCTOYHUKOB, OT/TUYHBIMU OT YKa3aHHbIX, 6y.EI.yT OT6pOLLIeHbI.

C nomoLwbto yekbokca UHBEpTUPOBaTb aAMUHUCTPATOP MOXET YKasaTb aipeca UCTOYHWKOB, KOTOPbIE HE MOTYT BbiTb
nonyyeHbl Ha MHTepdeicax AaHHOM 30HbI. B aToM crnyyae OyayT oTOPOLLEHbI NAKETbI C yKasaHHbIMK AuanasoHamu IP-
aapecoB UCTOYHMKOB. Hanpumep, ana 3oHbl Untrusted MoxHoO ykasaTb AnanasoHsl "cepoix” IP-aapecos 10.0.0.0/8,
172.16.0.0/12, 192.168.0.0/16 v BrIounTh ONuuio UHBEPTUPOBATh.
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Pasnen UHTepdenchl oTobpaxaeT BCe HU3MYECKUe U BUPTyasrbHble MHTePdEnChl, UMEIoLLMeca B CUCTEME, NO3BONAET MEHATb UX HACTPOMKM K
no6asnatb VLAN-uHTepdeichl. Pasaen otobpaxaeT Bce MHTEpGhEeNChl Kakaoro yana Knactepa. HacTpoiku MHTepdeincoB cneunduuHbl Ans Kaxaoro
U3 y3/0B, TO eCTb He rnoGasbHbl.

KHonka PepakTupoBaTb No3BOSAET MBMEHATb NapameTpbl CEeTEBOro UHTepdenca:
o BKIOUMTB MK OTKIOUNTL UHTEPdEIC.

« YkasaTb TMn uHTepdeiica — Layer 3 unu Mirror. UHTepdeiicy, paboTaiolemy B pexume Layer 3, MoxXHO HasHauuThb IP-aapec 1 ucnosnb3osatb
€ro B NpaB1iax MeXceTeBoro 3KpaHa, KOHTEHTHON GUIbLTPaALMK 1 APYTUX NpaBunax, 3To CTaHAaPTHLIN pexum paboTel HTepdeiica.
UHTepdeiic, paboTarowmii B pexxume Mirror, MmoxeT nonyyate Tpadpuk co SPAN-nopta ceteBoro o6opynoBaHuUs Ans ero aHanusa.

« HasHauuTb 30HYy MHTEpdENCy.
« Hasnauutb npodunb Netflow ana otnpasku ctaTucTnyeckux AaHHbIX Ha Netflow konnekTop.

« HasHauuTtb npodunb AnA OTNPaBKM AaHHbIX MO npoTokony Link Layer Discovery Protocol (LLDP). [locTynHo Tonbko ana uHTepdeincos tmna
ajanrep.

o M3meHuTb dusnueckue napameTpbl uHTEpDeiica — MAC-aapec v paamep MTU.
« Buibpatb TN npucsBoeHus IP-aapeca — 6e3 aapeca, ctatuueckuit IP-aapec unu auHamuyeckuii IP-aapec, nonyyenHsii no DHCP.

« Hactpontb paboty DHCP-penen Ha Bbi6paHHOM UHTepdeiice. [na aToro Heobxoanmo BrtounTe DHCP-peneit, ykasats B none Aapec NGFW
IP-aApec uHTepdeica, Ha kKoTopoM AoBaBnAeTcA OYHKUMA Penes, U ykasaTb OAWH UM Heckosbko cepsepoB DHCP, kyAa Heobxoanmo
nepecbinate DHCP-3anpockl knneHToB.

KHonka Jlo6aBuTb no3sonaeT 406aBUTh CriedytoLme THMbl JIOTMUYECKUX HTePdencoB:
o VLAN.
« BoHa.
« MocT.
« PPPOE.
« VPN.

« Tunnel.

CospnaHue uHtepodeinca VLAN

C nomoLysto kHonku Jlo6asutb VLAN agMuHUCTPATOp MOXET cosaaBath cabuHtepdeiicsl. Mpu cozaanum VLAN Heo6Xx0aMMO yKasaTh crieaytoLme
napameTpsbl:

HaumeHoBaHue Onucaxue

BkntoyeHo Brtouaet VLAN.

HasBaHue Hassanune VLAN. HassaHure npucsamBaeTcA aBTOMAaTMUYECKM Ha OCHOBE MMeHU duanyeckoro nopra n tera VLAN.
OnucaHue OnunoHanbHOe onucaHue uHTepdenca.

YkasaTb TMn uHTepdeica — Layer 3 unu Mirror. UHTepdeiicy, paboTatowemy B pexxume Layer 3, MoXHO HazHauuTb IP-aapec u
Tvn MCNonb30BaTh €ro B Npasunax MEXCETEBOro 3KpaHa, KOHTEHTHOW GubTpauuM 1 Apyrux npasunax, 3To CTaHAAPTHbIA PEXUM
uHTepdenca |[paboTul HTEpPdeiica. UHTepdeiic, paboTatowmii B pexxnme Mirror, MoXeT nonydatb Tpaduk co SPAN-nopTa ceteBoro
o06opyaoBaHWa Ana ero aHanusa.

Ter VLAN Homep cabuntepdeiica. Jonyckaetca cosaanue 4o 4094 nHtepdemncos.

Uma yana Mma yana B knacTepe, Ha KOTOpPOM co3aaeTtcA AaHHbIi VLAN.

UHTepdenc Ddusnyeckunin nHTEpdeEc, Ha koTopom cosaaetca VLAN.

3oHa 3oHa, koTopoi npuHaanexut VLAN.




HaumeHoBaHue OnucaHue

Mpodunnb Mpodune Netflow ana otnpasku ctatuctTuyeckux aaHHbix Ha Netflow konnektop. O npodunax Netflow moxHo npounTaTth B rnase
Netflow Mpodunu Netflow.
CeTb Cnoco6 npucsoeHus IP-agpeca — 6e3 aapeca, ctatudeckuit IP-aapec unu auHamuueckuii IP-agpec, nonyyeHHsl no DHCP.

HacTpoiika pabotel DHCP-penes Ha VLAN-uHTepdeiice. Heobxoanmo Brntounte DHCP-peneit, ykasats B none Agpec NGFW IP-
DHCP-peneit |[aapec UHTepdeiica, Ha KOTOPOM foGaBnAeTCA GYHKUMA penes, U ykasaTb OAWH UK HecKonbko cepeepos DHCP, kyaa
Heo6xoaumo nepecbinats DHCP-3anpock! KMEHTOB.

O6beauHeHne uHTepdeicos B 60HA

C nomoLbto kHorku Jlo6aBuTb 6oHA-UHTEPdENC aAMUHUCTPATOP MOKET 0GbEAMHUTE HECKOMBKO DUBUUECKUX MHTEPGDEACOB B OANH NIOTUYECKMi
arpervpoBaHHbIi MHTEPdENC ANA NOBLILLEHWA NPOMYCKHOM CMOCOBHOCTH MW ANA 0TKA30YCTOWYMBOCTH KaHana. Mpu cosaaHum 6oHaa Heo6xoaAMMO
yKasatb creaytoLme napameTpsbi:

HanmeHoBaHue OnucaHue

BkntoueHo Bntouaet GoHa.

HasBaHue HassaHue 6oHaa.

Uma yana Y3en knactepa NGFW, Ha koTopom 6yaeT cosaaH 6oHA.

3oHa 30Ha, K KOTOPOW NPUHAANEXKUT BOHA.

MNpodunsb Mpodune Netflow ana otnpaeku ctatucTuyecknx AaHHbix Ha Netflow konnektop. O npodunax Netflow MmoxHo npounTaTth B rnase
Netflow MNpocdunu Netflow.

UHTepdenchbl ([OanH unu Gonee uHTepdeicoB, koTopble ByayT MCMOMb30BaHbLI ANA MOCTPOEHUA BoHAA.

Pexum pa6OTbI 60oHAa [IOMKEH coBnazath C PEXNMMOM paéOTbI Ha TOM yCTpOVICTBe, KyAa noAxknovyaeTcA 60HA. MoxeT ObiTb:

« Round robin. MNaxeTbl oTnpasnatoTcaA nocneaosaTesisHO, HAYMHAA C NEPBOro AOCTYNHOro MHTepdeNca 1 3akaHumsasn
nocneaHum. 3T1a NonuTUKa NpUMeEHAETCA Ans 6anaHCMPOBKM Harpy3kn U 0TKa30yCTOWUUBOCTH.

« Active backup. Tonbko onH ceTeBoi UHTEpPdENC U3 0O bEeANHEHHbIX OyAeT aKTUBHLIM. [pyrov MHTEPdENC MOXET CTaTb
aKTMBHBLIM TOJTBKO B TOM Crlyyae, Koraa ynazeT TeKyLUi akTUBHbIA uHTepdeic. Mpu Takoi nonutrke MAC-aapec 6oHA-
MHTepdenca BUAEH CHapyX1 TONMbKO Yepes 0ZMH CeTeBOM NopT, BO U3bexaHue noAaseHus npobnem ¢ KOMMyTaTopom. OT1a
MONUTUKA NPUMEHAETCA ANA 0TKA30yCTONUYMBOCTH.

« XOR. Nepeaaya pacnpeaenaeTca Mexay ceTeBbiMU KapTamu ucnonbaya popmyny: [(«MAC-aapec nctounnka» XOR «MAC-
aapec HazHayeHWA») N0 MOAYMO «4nCo MHTepdencos»]. MNonyyaeTca, oaHa M Ta Xe ceTeBan KapTa nepeaaeT naxeTbl
OAHWM 1 Tem xe nonyyatenam. OnuyuoHanbHo pacnpeaeneHue nepeayn MoxeT 6biTb OCHOBAHO M Ha MOMUTUKE
«xmit_hash». MonuTuka XOR npumeHseTca aAna 6anaHCUpOBKY Harpyskh U OTKA30yCTOMUYMBOCTM.

« Broadcast. MepeaaeT Bce Ha Bce ceTeBble MHTEPdENRCH. DTa NOUTUKA NPUMEHAETCA [NA 0TKA30YCTOMUYUBOCTH.

Pexum « IEEE 802.3ad — pexvm paboThl, yCTaHOBMEHHbIA MO YMOMYaHMUIO, NOAAEPXKMBAETCA OOMbLIMHCTBOM CETEBbIX
kommyTartopos. Co3aaroTca arperMpoBaHHbIe rpynmbl CETEBLIX KapT C OAMHAKOBOW CKOPOCTLIO U AynieKkcoMm. [Npu Takom
o6bednHeHWN Nepeaada 3afeicTBYeT BCe KaHaslbl B aKTUBHOW arperauuu cornacHo ctaHaapty |IEEE 802.3ad. BuiGop,
yepes Kakom uHTepdenc oTnpaBnATb NAKET, ONpeaenaeTca NOMMTUKON; NO yMonyaHuio ucnonbdyetca XOR-nonuTuka,
MOXHO TaKxe MCnonb3oBatk «xmit_hash» nonuntuky.

« Adaptive transmit load balancing. Ucxoaawmit Tpaduk pacnpenenaetca B 3aBUCUMOCTHU OT 3arpyXEHHOCTU KKAON
CeTeBOW KapThl (ONpeaenaeTcsa CKOPOCTLIO 3arpysku). He TpebyeT A0ONONHUTENBHOM HACTPOMKKM HA KOMMYTaTope. BxoasALui
TpadurK NPUXOAMT Ha TEKYLLYIO CeTEBYIO KapTy. Ecnu oHa BbIXOAWT U3 CTPOA, TO Apyras ceTesas kapta 6epet ce6e MAC-
afpec BbilleALen U3 CTPOA KapThl.

« Adaptive load balancing. Brntouaet B ce6a npesblayLLyto NOMIUTUKY NOC OCYLLECTBNAET BanaHCUPOBKY BXOAALLENO
Tpaduka. He TpebyeT [LONOMHATENBHOW HACTPOWKK Ha KoMMyTaTope. BanaHcupoBka BxoasLLero Tpaduka AocTuraeTcs
nytem ARP-neperosopos. [lpavieep nepexsatbiBaeT ARP-0TBETbI, OTNpaBnAeMble C JIOKaNbHBIX CETEBbBIX KapT HapyXy, 1
nepenuceiBaeT MAC-aapec UCTOYHMKA Ha OAMH M3 yHUKanbHbiXx MAC-anpecoB ceTeBoW KapThl, yyacTBytoLen B
o6beanHeHun. Takum 06pasom, pasnuuHble NMpbl Ucnonb3ytoT pasnuyHble MAC-aapeca cepsepa. banaHcuposka
BXOAsLLero Tpaduka pacnpeaenaeTca nocnenosartenbHo (round-robin) Mexay uHTepdencamu.
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MII monitoring
period (Mcek)

YcTaHasnueaeT nepuoanyHocts MIl-MOHWTOPUHIA B MUUcekyHaax. OnpenenseT, Kak yacto ByAeT NpoBepATLCA COCTOAHNUE
MMHUW HA HanWune O0TKasos. 3HayeHne nNo ymonyanuio — 0 — oTkovaet MII-MOHUTOPHHT.

Down delay
(Mcek)

OnpeaenseT Bpema (B MUIIIMCEKYHAAX) 3aEPXKM Neped OTKIIOYEHWEM UHTepdeNca, ecnu npousoLwen cOoi coeanHeHusa. I1a
onuus AeACTBUTENbHA TOMBKO AN MoHUTOpUHra Ml (miimon). 3HaueHre napameTpa A0SKHO ObITb KPATHBIM 3HAYEHUAM miimon.
Ecnv oHO He KpaTHO, TO OKPYrIIUTCA A0 BMKanLIero KpaTHOro 3HauyeHus. 3HaueHre no ymonuyanuo 0.

Up delay
(Mcek)

3azaeT Bpema 3a4epXKU B MUTITTUCEKYHAAX, NEPeS TEM Kak NOAHATL KaHas Npu 0OHapYXEeHWK ero BOCCTaHOBMEHHUA. OTOT
napamMmeTp BO3MOXEH TOmbKo Npu MIl-MoHUTOpHHIe (Miimon). 3HaueHWe napameTpa AOMKHO ObITb KpaTHbIM 3HAUYEHUAM miimon.
Ecnv oHO He KpaTHO, TO OKPYrIMTCA A0 BiXaiLlero KpaTHOro 3HaueHus. 3HaueHve no ymonuyaHuo 0.

LACP rate

OnpeaenserT, ¢ kKakuM HTepeanom OyayT nepeaasaTbes naptHepom LACPDU-nakeTsl B pexxume 802.3ad. BoamoxHble 3HaueHuA:
« Slow — 3anpoc naptHepa Ha nepeaady LACPDU-nakeToB kaxasle 30 cexkyHa.

« Fast — 3anpoc naptHepa Ha nepeaayy LACPDU-nakeToB kaxayto 1 cekyHay.

Failover MAC

OnpeaenserT, kak ByayT nponuceiBatbc MAC-aapeca Ha 06beAMHEHHbBIX MHTepdencax B pexume active-backup npu
nepexntoyeHnn uHTepgpercoB. OBbIYHBEIM NOBeAEHUEM ABNAETCA oanHakoBbIi MAC-aapec Ha Bcex UHTepgeicax. BoamoxHble
3HAYeHMWA:

« OTKNIOYEHO — ycTaHaBnMBaeT oAnHakoBbli MAC-azpec Ha Bcex MHTepdeiicax Bo BPEMSA NeperoYeHus.

« Active — MAC-aapec Ha 60HA-MHTEpdElice ByAeT Bceraa TakMm Xe, Kak Ha TekyLem akTuBHOM HTepdeiice. MAC-aapeca
Ha pesepBHbIX UHTEpdecax He uameHsaoTcAa. MAC-aapec Ha 6oHA-MHTepdelice MeHseTcs BO BpeMs 00paboTkM oTKasa.

Follow — MAC-aapec Ha 6oHa-uHTepdeice ByaeT TakuM Xe, Kak Ha NepBoM MHTepdeice, A06aBneHHOM B 00beanHeHue.
Ha BTopom 1 nocneaytowem nHtepdeice atot MAC He ycTaHaBnuBaeTCs, NoKa OHU B pe3epBHOM pexxume. MAC-aapec
nponuchLIBaeTCA BO BpeMs 00paboTki 0TKasa, Koraa pe3epBHbIi MHTEPdENC CTAHOBUTCA akTUBHbLIM, OH MPUHUMAET HOBBI
MAC (70T, uTO Ha BOHA-UHTEpdeNce), a CTapoMy aKTUBHOMY UHTepdeiicy nponucbiBaeTca MAC, KOTOpbIM Bbin Ha TEKyLLEM
AKTUBHOM.

Xmit hash
policy

OnpeaenseT X3LW-MOMUTUKY Nepeaayun NakeToB Yepe3 0ObeaMHeHHblE MHTEpdECch! B pexxume XOR unu IEEE 802.3ad.
Bo3aMoxHble 3HaYeHuA:

« Layer 2 — ncnonbayet Tonsko MAC-aapeca ana reHepauum xawa. lNpu atom anroputme Tpaduk AnA KOHKPETHOrO
ceTeBoro xocta 6yaeT OTNPaBNATLCA BCEraa Yepes OAWH U TOT e HTepdeic. Anroputm coBmecTum ¢ |IEEE 802.3ad.

« Layer 2+3 — ucnonbayet kak MAC-aapeca, Tak u IP-aapeca ana renepauumn xawa. Anroputm coemectum ¢ IEEE 802.3ad.

« Layer 3+4 — ucnonbaytotca IP-aapeca n npotokonel TpaHcnopTHoro yposHaA (TCP unu UDP) ana reHepauyum xawwa.
Anroputm He Bceraa coBmectum ¢ |IEEE 802.3ad, Tak kak B npeaenax ofHoro u toro xe TCP- unu UDP-B3anmozeicteua
MOryT nepefaBaTbCA Kak pparMeHTUPOBaHHbIE, Tak U HedpparMeHTUPOBaHHbIE NakeThl. Bo pparMeHTUpoBaHHbIX nakeTax
MopT UCTOYHMKA M NMOPT Ha3HAYEHUA OTCYTCTBYHOT. B pesynbTate B pamkax OAHOM CECCUMMU NakeTbl MOryT JOWTHU A0
nonyvyarensa He B TOM NOPAZAKE, TaK Kak OTNPaBnATCA Yepes pasHble MHTepdENChI.

CeTb

Cnoco6 npuceoenus IP-anpeca — 6e3 aapeca, cratuueckuit IP-aapec unu anHamuyeckuit IP-agpec, nonyyerHblin no DHCP.

DHCP-penen

HacTpoiika pabotel DHCP-penes Ha 6oHa-uHTepdeiice. Heobxoanmo srntounte DHCP-peneit, ykasatb B none Aapec NGFW |P-
aapec uHTepdeiica, Ha koTopom AoBasnAeTcA GYHKUWA pened, U ykasaTb OAUH UK HeckonbKko cepeepos DHCP, kyaa
Heo6xoaumo nepeckinate DHCP-3anpock! KMEHTOB.

Cos3pgaHue mocrTa (bridge)

CeTeBoi MOCT paboTaeT Ha KaHanbHOM ypoBHe ceTeBoi moaenu OSI (L2), npu nonyyeHun us cetu kaapa ceepsaet MAC-afpec NocneaHero v, ecnu
OH He NPUHAANEXNT AaHHOMY CerMeHTy, nepeaaeT (TPaHCIMpyeT) Kaap AanbLue; eCiv Kaap NPUHAANEXUT JAHHOMY CErMEHTY, MOCT HUYEro He

aenaer.

UHTepdeinc moct

MOXHO Mcnonb3osatb B NGFW aHanornyHo obelyHOMy MHTepdeiicy. Kpome aToro, 4epes MOCT MOXHO HACTPOUTb BUbTpaLuo

nepeAaBaeMoro KOHTEHTa Ha ypoBHe L2 6e3 BHeCeHUs U3MEHEHUH B CETEBYIO MHPPACTPYKTYPY KoMNaHuu. MpocTeiwas cxema UCToNb3oBaH!s
NGFW B KauecTBe peLleHns, 06ecneunBatoLLero KOHTEHTHYIO GUIbTPALMIO Ha YPOoBHe L2, BEIFMAAMT crieaytowmm o6pasom:
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UTM

eth0 eth1

Router Internat
IP=192.168.1.1/24

IP=192.168.1.50
def gateway=192.168.1.1

PucyHok 4 Mcnonb3osaHue mocta
Mpu cosaaHmM MocTa MOXHO yKasaTb pexum ero paboTtsl — Layer 2 unu Layer 3.
MpumevyaHneOaHoBpeMeEHHOE UCNOb3oBaHMe MOcToB L2 1 L3 Ha ycTporctBax NGFW HEBO3MOXHO — 3TO OrpaHuyeHns apXMTeKTypsbl.

Mpv BoIGOPE pexuma Layer 2 cozaaBaemMoMy MOCTY He HY)XHO HasHauaTb IP-aapec v nponuchIBaTh MapLUPYThI W LLKO3bI ANA €ro KOPPEKTHOW padoThl.
B naHHoM pexume MocT paboTaeT Ha ypoBHe MAC-aapecos, TpaHCIMpyA NakeT U3 OAHOro CEerMeHTa B Apyroi. B atom cnyyae HEBO3MOXHO
ucnonb3oBaTtb npasuna ACY T u Mail security. KoHTeHTHaA gpunbTpayma pabotaeTt B 3TOM pexume.

BHumanue! ®ynxuynonan DNS-dunbTpauum n MmocT L2 B TekyLen Bepcun HecoBMeCTUMbl — npu BrtoueHnn DNS-dunbTpaunn DNS-3anpockl yepes
MOCT MPOXOAWUTb NepecTaroT.

Mpu BeIGOpe pexuma Layer 3 cosnaBaemMomy MOCTY HE0OX0AMMO HasHauMTb IP-aapec 1 ykasaTb MapLUpyThl B CETH, MOAKIIOYEHHBIE K MHTEpderncam
MocTa. B aHHOM pexume MOryT BbiTb CNOMb30BaHb BCe MeXaHuaMbl GUnbTpaumuu, 4ocTynHble B NGFW.

Ecnu mocTt cosnaetca B [TAK NGFW, B koTOpoM Mcnosb3yeTca ceTeBan kapTa, NoaAepxvBaroLian pexum éamnac, To MoXXHO 06beAMHUTb 2
uHTepdeica B 6aiinac mocT. bainac MocT aBToMaTUYECKU NepekntoyaeT ABa BbibpaHHbIX MHTepdeica B pexum Bainac (3akopaynBaeT KX,
nponyckan Becb Tpaduk mumo NGFW) B cnyyasx ecnu:

« Onekrtponutanue NMAK NGFW oTkstoueHo.
« CucTema BHYTpPeHHeW AnarHoCcTUkM oBHapyxuna npobnemy B pabote MO NGFW.
Bonee noapobHo o ceTeBbIX MHTEPEcax, NOAAEPKMUBAIOLLMX pexum Bainac cMoTpuTe B cneyudukaumum Ha obopyaosaHve MNMAK NGFW.

C nomoLybto KHOMKK J1I06aBUTb MOCT aAMWUHWCTPATOP MOXET 06 bEANHNTL HECKOSBKO PU3NYECKUX MHTEPECOB B HOBLIN TUM MHTEPdEeRca — MOCT.
Heo6xoanMo ykasaTb cnesytoLue napameTphbl:

HaumeHoBaHue Onucaxue
BkntoyeHo Brrtovaet uHtepdenc mocT.
HassaHue HassaHwue nHTepodeinca.
Umsa yana V3en knactepa NGFW, Ha kOTOpoM co3aaTb MHTEPPENC MOCT.
Tvn .
. Ykasatb TMn nHtepdeinca — Layer 3 unm Layer 2.
MHTepdenca
3oHa 30Ha, K KOTOPOM NPUHAANEXNT MHTEPDENC MOCT.
MNpodunsb Mpodune Netflow ana otnpasku ctatuctnyeckux aaHHbix Ha Netflow konnekrop. O npodunax Netflow moxHo npounTaTth B rnase
Netflow MNpocdunu Netflow.
UnTepdeinchl o
MocTa [lBa uHTepdeiica, kKotTopble ByayT UCMONb30BaHLI AS1A MOCTPOEHWA MOCTa.

UHTepdenchl |[Mapa MHTepdEeicoB, KOTOPbIE MOXHO MCNONb30BaTb ANA NOCTPOeHUs Bainac mocTa. TpebyeTcsa noaaepxka obopynosarus MAK
6aiinac mocta |[NGFW.

STP (Spanning

BkntoyaeT ucnonbsoBanue STP ana sawuTbl CETH OT NeTenb.
Tree Protocol)

Forward delay |[3anepxka nepea nepekntoueHMeM MocTa B aKTUBHbLIN pexxum (Forwarding), B cryyae ecnu BrrtoveH STP.
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HaumeHoBaHue OnucaHue

Maximum age ||Bpewmsa, no ucreuenmn kotoporo STP-coeanHeHne cumTaeTca NOTEPAHHBIM.

CeTb Cnoco6 npucsoeHus IP-agpeca — 6e3 aapeca, ctatudeckuit IP-aapec unu auHamuueckuii IP-agpec, nonyyeHHsit no DHCP.

HacTpoiika pabotel DHCP-penes Ha bridge-uHtepdeiice. Heob6xoanmo srntounte DHCP-peneit, ykasats B none Agpec NGFW IP-
DHCP-peneit ||aapec uHTepdeiica, Ha KOTopom AobaBnaeTcA GYHKUWA pened, U yKasaTb OAMH UMK HecKonbKo cepeepos DHCP, kyaa
Heo6xoaumo nepecbinats DHCP-3anpock! KMEHTOB.

UuTepdpenc PPPOE

PPPoE (Point-to-point protocol over Ethernet) — ceTeBoi NnpoToKon KaHanbHOro ypoBHA nNepeaayn kaapos PPP yepes Ethernet. C nomouybto
KHorku Jlo6aBuTb, Boibpas lo6aButb PPPOE, agMuHUcTpaTop MoxeT cosaat PPPoE uHTepdeiic. Mpu cosaaHnmn HeobxoaMmo ykasatb
cneayrome napameTpebi:

HaumeHoBaHHe OnucaHue
BkntoyeHo Brntouaet uHtepdeiic PPPoE.
Umna yana Y3en knactepa NGFW, Ha koTopom cosaatb uHtepdeic PPPoE.
UnTtepdeiic Ykasatb MHTepdeiic, Ha koTopom ByaeT cosaasaTbes UHTEpPenc PPPoE.
3oHa 30Ha, K KoTOpOo# NpuHaanexuT uHtepdeiic PPPoE.

Mpodunb Netflow ana oTnpasku cTatuctyecknx AaHHbIX Ha Netflow konnektop. O npodunax Netflow MmoxHo npounTath B

Npogune Netflow rnase [podunu Netflow.

Pasvep MTU. Mo ymonuaHutio yctaHoBneHo 3HadueHne 1492 6aiT, noaxoasiiee AnA cTaHAapTHOrO pasMepa Kaapa

MTU

Ethernet.
Noruvn Mma nonb3osaTtena ana coeanHenua PPPoE.
Maponb Maponb nonb3osaTena ana coeanHenna PPPoE.
MepenoaxknioyaTbca

BrntouaeT nepenoaksitoueHne coeaMHeHUa npu obpeiBe CBA3H.
aBTOMaTHYeCcKu

[MpoToKkonbl ayTeHTMdUKaL M, UCnonb3ytoLLueca B npoTokone PPP:

« CHAP — Challenge Handshake Authentication Protocol — npoTokon ayTeHTuduMKaLunm ¢ KOCBEHHbLIM
cornacosaHveM. ABnAeTcA anropMTMOM NPOBEPKU MOANMHHOCTH M NpeaycMaTpuBaeT nepeaady He camoro napons

Tvn ayTeHTUdUKaL UM nosib3oBaTesns, a KOCBEHHbIX CBEAEHUN O HEM.

« PAP — Password Authentication Protocol — npoTokon npocTon NpoBepk1 NOANUHHOCTH, NpeaycMaTpuBaroLL it
0TNpaBKy MMEHM MOMb30BaATENA U NAPONA Ha CEpBEp YAANEHHOIO AOCTYNa OTKPLITEIM TEKCTOM (6e3 LndpoBaHua).

UHTepBan mexay
nonbITKaMH MHTepBan BpemMeHu B CeKyHAax nocre paspbiBa COEANHEHUA Nepes NOBTOPHLIM 3amMyCKOM.
noaxKnoyeHUsa (Cek.)

MapupyT no

yMonuaHmio YctaHasnusaeT uHtepdeinc PPPOE B kauecTse MapLupyTa no yMonyaHuio.

WHTepBan NnpoBepKu

MHTepBan NpoBepKU COEANHEHMS.
coeAuHeHUA (CeK.) P poBep! A
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HaumeHoBaHue OnwucaHue
KonunuectBo
HeyChewHbIX Konunyectso HeycneLlHbIX NpoBepoK coeanHerus, nocne kotoporo NGFW cuutaet, uto coeanHeHne oTcyTCTBYeT U
Y paspblBaert ero.
npoBepokK

Ucnonb3oBatb DNS-
cepBep npoBanaepa

Ecnu onuma BrtoueHa, To NGFW ncnonb3yet DNS-cepsepbl, BblAaHHbIE NPOBAKAEPOM.

KonuuecTBO NonbITOK

Konunuectso HeyCrnewHbIX NONbITOK MNOAKMOYEHUA, NOC/e KOTOPbLIX NONbITKU aBTOCOEANHEHNA 6y£lyT npexpaLlleHbl.

NoAKNIoUeHUA

PPPOE cepBHc Mma ceparca Heo6XoaMMO NPONUCHIBATL B Cllyyae NPeAoCTaBneHus nposaiaepom. Ecnv uma cepsuca He UcnonbayeTcs,
P nomne Heo6Xo0AMMO OCTaBUTb MYCTbIM.

Uutepdpenc VPN

VPN-uHTEpdeic — 3T0 BUPTyasnbHbIA CETEBOM afanTep, KOTOpbli ByaeT UCNonb3oBaTbCA Ana NoakntoyeHusa knneHtos VPN. JaHHbIi Tvn
UHTepdeica ABNAETCA KNacTepHbIM, 3TO 03HAYAET, YTO OH ByAeT aBTOMaTUYEeCKU cosaaBaThea Ha Beex yanax NGFW, Bxoaawmx B knactep
KoHbUrypaumu. MNpy HanmMumun Knactepa oTKasoycTonumMBocTH KnneHTsl VPN ByayT aBTOMaTUYECKU NepekiouaThbCa Ha 3anacHoi cepsep B criyyae
o6HapyxeHua Npobrem ¢ akTUBHLIM cepBepom 6e3 paspbiBa cylyecTBytoLnx VPN-coeaAnHEHUNA.

B pasaene CeTb - UHTepdenchl HaxmuTe kHorky Jlo6aBuTk v BoibepuTe Jo6aeute VPN. 3aaaiite crieaytolyve napaMeTpsi:

HanmeHoBaHue OnucaHue

HassaHue HassaHue uHTepdeiica, LomkHO ObiTb B BUAe tunnelN, rae N — aTo nopaakoseid Homep VPN-uHTepdeiica.

OnucaHue OnwucaHne nHTepodeica.

30Ha 30Ha, K KOTOpOoii ByAeT OTHOCUTCA AaHHbIA MHTEPdEiiC. Bee knneHTsl, noaxntoumswmnecs no VPN k NGFW, 6yayT Takke noMeLLeHb
B 3Ty 30HY.

Mpodunnb . . .

Nthﬁw Mpodunb Netflow, ncnonbayemblit Ana aaHHOro MHTepdeiica. He obsasaTternbHbli napameTp.

Mpodunsb Mpodune Netflow ana otnpasku ctatuctuyecknx aaHHbix Ha Netflow konnektop. O npodunax Netflow moxHo npounTaTts B rnase

Netflow Mpocdunu Netflow.
Tun npucsoeHua IP-anpeca — 6e3 agpeca, cTatudeckuit IP-agpec unu aMHamuueckuit IP-aapec, nonyyerHelit no DHCP. Ecnu

Pexum uHTepdenc npeanonaraetca ucnonbsosatb ana npuema VPN-noakntouennn (Site-2-Site VPN nnu Remote access VPN, To
HeobxoaMMOo Mcnonb3oBaTh cTaTudeckuit IP-agpec. na ucnonb3oBaHWsa MHTepdeinca, UCNoNb3yeMoro B POSiv KIueHTa,
HEo6x0aMMO BbIOpaTh JMHAMUYECKUIA PEXHM.

MTU Pasvep MTU ans BelBpaHHoro uHTepdeica.

Mo ymonuanuto B cucteme yxe cosaadel 3 VPN-uHTepdeica:

« tunnell, koTopbIt pekomeHaoBaHO Mcnonb3oBaTh AnA Remote access VPN.

« tunnel2, koTopbiit pekoMeHAOBaHO MCMONb30BaTh ANA cepBepHoi YacTy Site-to-Site VPN.

« tunnel3, kOoTOpPbLIN pEKOMEHAOBAHO UCMONBb30BaTL ANA KIIMEHTCKOM YacTu Site-to-Site VPN.

UHTepdenc TyHHenb

UHTepdeic TyHHeNnb — 3TO BUPTYyasibHbI CETEBOW adanTep, KOTOPbIA MOXET MCNOMb30BaTbCA ANA CO3AaHNA COeIMHEHNA TOUKa-Touka yepes IP-
ceTb. MNoaaepxusatoTca crneaytoLime TUMbl TYHHENbHbIX MHTepdeicoB:

o GRE — npoToKon TyHHeNMpoBaHUA CEeTEBbIX NaKeToB, paspabdoTaHHbli komnaHuei Cisco Systems. Ero ocHoBHoe
HasHayeHWe — MHKancynAuMA NakeToB ceTeBoro yposHaA B IP-nakeTbl. Homep npoTokona B IP — 47.

« IPIP — ato npoTokon IP-TyHHenupoBaHuaA, KOTOpbIM MHKancynupyeT oaunH IP-nakeT B Apyron IP-naket. MHkancynauua oaHoro IP naketa B
npyroii IP naket, aTo AoBaBneHne BHELLHero 3aronoBka ¢ Source IP — Toukoi Bxoza B TyHHenb, U Destination IP — Toukol Bbixoaa v3

TyHHENA.

« VXLAN — a10 npoTokon TyHHenuposaHusa Layer 2 Ethernet kaapos B UDP-nakeTbl, nopt 4789.
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[ins cosaaHWa TyHHenbHOro uHTepgenca B pasaene Cetb - UHTepdeiicl HaxmuTe KHomKy Jlo6aBuTtb 1 BoiGepute Jl06aBUTb TyHHenb. 3ajaiTe
cneaytoLime napameTpei:

HaumeHoBaHue OnucaHue

BxnioueHo BrntoueHve nnu BeIKNOYEHUE AaHHOrO UHTepdenca.

HassaHue HassaHue uHTepdeiica, A0mMKHO ObiTh B Buae greN, rae N — 970 nopAaKoBbIA HOMEp TYHHeNIbHOro MHTepdeiica.
OnucaHue OnucaHne nHTepdeica.

3oHa 30Ha, K KOTOpOii ByAeT 0THOCUTCA AaHHbIA MHTEPdEVIC.

Pexum Pexum paboTbl TyHHens — GRE, IPIP, VXLAN.

MTU Pasmep MTU ans BeibpaHHOro uHTepdenca.

INokanbHbiN IP ||JTokanbHbIM agpec point-to-point uHTepdeica.

YnaneHHbin IP ||YaaneHHbi aapec point-to-point uHTepdeica.

IP unTepdencal|lP-aapec, HasHaYeHHbIA TYHHENBHOMY MHTEPdENCY.

VXLAN ID Naentuopukatop VXLAN. Toneko ana tuna TyHHena VXLAN.

HacTtpoira Netflow

Netflow — ceTeBo# NpoToKON, NPeAHa3HaYeHHbIN Ana yuéTa ceTeBoro Tpaduka, paspabdoTaHHblit komnanuei Cisco Systems, noaaepx1BaemMbli B
HacTosLlee BpemMA MHOrMMK BeHaopamu. [Ansa cbopa nHdopmauuu o Tpaduke no npotokony Netflow TpebytoTcs cneaytoLime KOMMOHEHTbI:

« CeHcop — cobupaeT CTaTUCTMKY MO NPOXOAALLEMY Yepes Hero TpaduKy U nepeaaeT ee Ha KOMeKTop.
« Konnexktop — nonyyaet oT ceHcopa AaHHbIE ¥ MOMELLAET WX B XpaHUIULLe.

« AHanusaTop — aHanusupyet coOpaHHble KONIEKTOPOM AaHHbIe U GOPMUPYET NPUroAHbIE ANA YTEHWUA YerIOBEKOM OTUETHI (4acTo B BUAE
rpaduKoB).

NGFW moxeT BbiCcTynaTb B KayecTse ceHcopa. [na c6opa 1 0TNpaBKu CTATUCTUKM O TpaduKe, NPOXOAALLEM Yepes OnpeleneHHbIN CeTeBOM
uHtepodeiic NGFW, Heo6x0AMMO BLINOMHUTL CrEAYHOLLUE AEUCTBUA:

HaunmeHoBaHue OnucaHue

B paszene Buénuoreku - Mpodpunu Netflow Haxats Ha kHoMKy Jlo6aBUTDL ¢
LWar 1. Cosnate npodpuns Netflow. cosaatb npodunb Netflow. MoapobHee o npodune Netflow cmoTpuTe pasaen

Mpodunu Netflow.

Lar 2. HaszHaunTb cosaaHHbIM npodunb Netflow ceTesomy
MHTepdeiicy, Ha KoTopom HeobxoAnMOo cobupaTb
CTaTUCTHKY.

B pasaene Cetb - UHTepdenchbl B HaCTpOMKax KOHKPETHOrO CETEBOrO UHTepdenca
yKasatb coszfaHHbli npodunb Netflow.
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HacTpovika wnto3os

Documentation: ¥

Version: 5.x, 6.1.9, 7.0.1

Product: NGFW

Ona noakntoueHna NGFW K HTEpHeTy HeobxoanMO yKkasaTb |P-aapec 04HOrO MM HECKOSBKUX LLM030B. ECru AnA NoAKIIOYEHUA K UHTEPHETY
UCMOsb3YETCA HECKOSBKO NPOBaNAEPOB, TO HEOOXOAMMO yKasaTb HECKOSLKO LLM030B. HacTpoika ko3a yHUKanbHa ANF KaXA0oro U3 y3roB KiacTtepa.

Mprmep HacTpoitku ceTu ¢ ABYMA NpoBanaepamu:

o UHTepoeiic eth1 ¢ IP-aapecom 192.168.11.2 noaKtoueEH K MHTEPHET-NpoBaiaepy 1. [na Bbixoda B MHTEPHET € 3TOro NpoBaiaepa Heo6Xxoaumo
nobasuThb LWNto3 ¢ IP-aapecom 192.168.11.1

« UHTtepoeiic eth2 ¢ IP-aapecom 192.168.12.2 noaKMOUEH K MHTEPHET-NpoBanaepy 2. nA BbiXxoAa B MHTEPHET C 3TOro nposaiaepa Heo6Xxoaumo
no6aeuTh Wto3 ¢ IP-aapecom 192.168.12.1

Mpun Hannumm aByx

unu Gonee LIMO30B BO3MOXHbI 2 BapuaHTa padoThi:

HaumeHoBaHue Onucaxue
YcTaHoBUTL priaxok BanaHcupoBKa 1 ykasaTb Bec kaxaoro wntosa. B atom cnyyae Becb Tpaduk B MHTEpHeT OyaeT
pacnpeaeneH Mexay LU3amM1 B COOTBETCTBUM C yYKasaHHbIMKM Becamu (Yem Bonblue Bec, Tem 6onbluan aona Tpadpuka naet
yepes Lo3).
Mpw pacnpeaenexrunn Tpaduka Mexay LWno3aMu ¢ pasHbIMM BECaMu MPOMCXOANT:
1.BbluncneHme xalla oT aApecoB UCTOUHMKA U Ha3HAYEHHUS.
BanaHcupoBka
Tpaduka memay (|2.Buibop wnosa
wno3amu
Tpaduk pacnpeaenaetca ¢ y4€Tom BecoB. [yCTb HACTPOEHbI 2 LWo3a:
« Nh1, N2 — ceccuun, NnpoxoaaLUue Yepes LUNH3bI.
« W1, W2 — Beca LIH030B.
Torza ceccuu mexay wno3amu ByayT pacnpefenaTtses cornacHo ni/wi = n2/w2.
Bbi6paTb 04KH 13 LLMHO30B B KAYECTBE OCHOBHOMO M HACTPOUTL NPOBEpPKY CeTH, HaxkaB Ha OAHOUMEHHYIO KHOMKY B UHTepdeice.
Mposepka ceTn NnpoBepAeT AOCTYMHOCTb XOCTa B MHTEPHET (C NMOMOLLbIO ping) C YKa3aHHOW B HACTPOWKaX NEPUOANYHOCTLIO, U B
OcHoBHOM cnyvae, ecnu XocT nepectaeT OblTb AOCTYNEH, NEePeBOANT BeCb TpadHK Ha 3anacHbIe LLUMH03bl B MOPAAKE UX PACMOSIOKEHUA B
w3 ¢ KOHCOMNW(B Crlyyae ecnu B TEKYLLIEH CECCUM HE MEHANCA NOPAAOK COPTUPOBKU OTOPaXKaeMbIX LLUMO30B,CMEHa NOPAAKA COPTUPOBKK
nepekntoyYeHUeM He BNMAET Ha Npolecc Bbibopa LLo3a).
Ha 3anacHo#
Mo ymonuaHu1io NpoBepKa A0CTYNHOCTU CETHU HAcTpoeHa Ha paboTy ¢ nybnuuHbiM DNS-cepsepom Google (8.8.8.8), HO MoxeT
6bITb U3MeHEeHa Ha toBOoW APYroi XOCT MO XKenaHU aAMUHUCTPATopPa.

CocTofiH1e Wwnto3a

(mocTyneH — 3erneHbli, He AOCTYNeH — KpacHbIi) onpeaenaeTca crneayoLwmm o06pasom:

HaumeHoBaHWe

OnucaHue

MpoBepka ceTn
OTKIIOYEHa

LLinto3 cumtaetca aoctynHbiM, ecniv NGFW moxet nonyunts ero MAC-aapec ¢ nomouybto ARP-3anpoca. MNposepka Hannuua
10CTYNa B MHTEPHET Yepes 3TOT LUSIH03 HEe NPOW3BOANTCA.

Ecnu MAC-a,qpec LUMNo3a He MOXeT OblTb onpeaeneH, W3 cYnTaeTcA HeAOCTYNHbIM.

MpoBepka ceTn
BKNOUeHa

LLnto3 cuuTaeTca AOCTYMHEIM, €CIu:
« NGFW moxeTt nonyunts ero MAC-aapec ¢ nomoLubio ARP-3anpoca.
« [MpoBepka HannunA A0CTyna B MHTEPHET Yepes 3TOT LUMH03 3aBepLUMIach yCneLHo.

B npoTrBHOM Cnyyae LLto3 cYMTaeTCA HeAOCTYMHbIM.




Hactpovika DHCP

Version: 7.0.1, 7.1.0
Product: NGFW
Documentation: ¥

Cnyx6a DHCP (Dynamic Host Configuration Protocol) no3sonset aBTomMmatnaMpoBaTth NPOLECC BblAaun CETEBLIX HACTPOEK KIMEHTAM B NIOKaNbHOM
ceTu. B cetn c DHCP-cepBepom Kaxaomy CETEBOMY YCTPOMCTBY MOXHO AMHAMUYECKHU HasHavatb IP-aapec, aapec wnto3sa, DNS.

NGFW moxeT Tawke BeicTynatb B kadyectBe DHCP-pernen, obecneunsan nepeaavy DHCP-3anpocoB 0T KITMEHTOB, HAXOAALLMXCA B PA3MMUYHBIX CETAX,
Ha ueHTpanbHbliit DHCP-cepsep. Bonee noapobHo o HacTpoiike DHCP-penena MoxHO nocmoTpeTh B pasaene Hactpoika nHTepdencos.

B NGFW MoxHO co3aaTb HeCKOMbKO AnanasoHoB aapecos And Belaaduv no DHCP. DHCP paoTtaeT Ha KaxaoM yane 0TKasoyCTOMYMBOro KnacTtepa
HesaBucuMo. [ns obecnedyeHun oTkasoycTorMunBocTu ceparuca DHCP B knacTepe Heo6xoaumo HacTpouTs DHCP Ha o6oux y3nax, ykasas
HenepecekaroLueca AvanasoHsl |P-aapecos.

[na cosaanusa ananasoHa DHCP Heo6xoanuMo HaxaTb Ha KHOMKY Jlo6aBUTb W yKasaTb Crieaytollme napameTphbi:

HaumeHoBaHue OnucaHue
BkntoyeHo BrutouaeTt unu oTkmo4aeT Mcrnonb3oBaHne AaHHoro AvanasoHa DHCP.
Y3en Y3en knacTtepa, Ha KOTOPOM CO3JaeTCA AaHHbIM AnanasoH.
UHTtepoeiic UHTepdeiic cepeepa, Ha kKoTopom ByayT pasaasatecs |P-aapeca M3 cosfaBaemoro AvanasoHa.
Junana3soH IP JnanasoH IP-aapecos, BblaaBaemblit knmeHtam DHCP.
Macka Macka noacetu, BolaaBaeman kimeHtam DHCP.
Bpems apeHAabl BpewmsA B cekyHaax, Ha koTopoe BblaatoTca |IP-aapeca.
JomeH Haseanue nomeHa, BblaaBaemoe knveHtam DHCP.
LLinto3 IP-aapec wnto3a, BblaaBaembli knneHtam DHCP.
Cepsepbl UMeH IP-anpec DNS-cepBeposB, BbiaaBaeMbix knneHtam DHCP.
3apesepBHPOBaHHLIE aapeca MAC-anpeca v conocTasneHHble ¢ HUMK IP-aapeca.
UrHopupyembie MAC Cnucok MAC-aapecos, urHopupyembix DHCP-cepsepom.
DHCP PXE boot AAapec cepsepa 1 MMA 3arpy3oyHoro damnna, nepeaasaemoro Ha 3anpoc PXE boot.
DHCP onuyuu Homep onuuu v ee 3HaueHne (cnucok onuyuii aocTtyneH B MNpunoxenve 5. Onumn DHCP).

BblaaHHble IP-aapeca oTobpaxatotca B naHen ApeHaoBaHHble agpeca. AAMUHUCTPATOP MOXET 0CBOG0AUTL No6O0# BblAaHHbIA aapec, BblAeNUB
aApec 1 HaXas Ha KHoMky OcBO60AUTD.

NMpumeuaHueYTobbl Bolgaya aapecos no DHCP paboTtana Ha HTepdeice, KOTOPbIM HAXOAMTCA B 30HE C BKITHOYEHHOM 3aluTown oT IP-cnyduHra,
Heo6X04MMO B CBOWCTBAX 30HbEI BO BKNaake 3awuta ot IP-cnyduHra ykasaTb aAvanasoHsl BolaaBaemMblx IP-aapecos, a Tawke agpec 0.0.0.0.


http://docs.usergate.com/nastrojka-interfejsov_383.html
https://docs.usergate.com/index.php?View=entry&EntryID=541

Hactpovika DNS

Version: 6.1.9, 7.0.1
Product: NGFW
Documentation: ¥

B pasaene Hactpoiku - CeTb - DNS Bbl MoXeTe ynpaenaTb cnuckom cuctemHblx DNS-cepepos UserGate NGFW, a Tawke HacTpouTs ero paboty
B Kauectse DNS-npokecu ana Apyrux ceteBblX YCTPOUCTB.

Hactponka cuctemHbix DNS-cepBepoB

CuctemHble DNS-cepBepbl He00X0AMMbI ANA paspeLLeHns AoOMeHHbIX MMeH B IP-aapeca. B 6noke napametpos CuctemHble DNS-cepBepbl Bbl
MoXeTe A00aBnATh, peaakTupoBath UK yaanats DNS-cepBepsl, koTopbie ucnonbayeT UserGate NGFW.

HacTtpowka cepBruca DNS-npokcu

Cepswuc DNS-npokeu npeaHasHadveH ana o6paboTtku DNS-3anpocos nonb3oBatenei 1 no3sonfaeT U3MEHATb UX B COOTBETCTBUM C 3aAaHHLIMU
npasunamu. CepBuc NoaLepXUBaET ABa pexuma pabdoToi:

o fBHbI pexum — knveHTbl oTnpasnaoT DNS-3anpockl HenocpeacTBeHHo Ha DNS-npokci;
« pexum nepexsata — DNS-npokcn aBTomMaTHueckv nepexsarbiBaeT TpaH3uTHele DNS-3anpochl.

BawHo!lna koppekTHoi pa6oTbl DNS-npokey Heo6xoanMMo paspeLunTs ocTyn K cepeucy «DNS» B napameTpax KOHTPONA A0CTyna COOTBETCTBYHOLLEH
30HbI.

Ina ucnonb3osaHua cepuca DNS-npokeu B pexume nepexeara:

B pasaene Hactpowku - CeTb - DNS B 6noke HacTpovika DNS-NpoKcH yKaxuTe 3HaueHna creaytolux napameTpoBs.

MapameTtp OnucaHue

BrntoueHue mnu oTroveHne punbtpauymmn DNS-3anpocos. MNpu Brtouernn eyHrumn UserGate NGFW nepexsatbiBaeT
DNS-3anpockl nonb3osaTenen n 0TNpasnAaeT UX OT CBOEro MMeHun. Ecnu 3anpalumsaemslit JOMeH nonaaaet noa
nefcTBUe 3anpeLlaroLLero npasuna KOHTEHTHOM GunbTpaumnu, 3anpoc 6nokupyetca. Ana ucnonb3osaHna DNS-
$unbTpaymum Tpebyetca NuueH3ua Ha moaynb ATP.

DNS-¢punbTpayma
BamHo!®PyHkuyroHanbHocTe DNS-punbtpaummu u mocT L2 B TekyLlein Bepcun HECOBMECTUMbI — Mpu BrItoueHnn DNS-
$unbTpaymn DNS-3anpockl Yepes MOCT NPOXoAnTb NepecTatoT.

BamHo!lNpasnna KOHTEHTHOW dunbTPaLMm, CNONbL3YIOLLME CNMCOK IP-aapecos Ha Brnaaxke «HasHaveHue» - «Agpec
nocTaBku», He oBpabarteiBatotca mogynem DNS-dunbTpauun. O6paboTka Takux npasun BhINOHAETCA CPEACTBaMU
MOZYNA KOHTEHTHON dunbTpaLmn.

BKtOYEeHHe UK OTKIoYeHUe KalumposaHua oTeeTos DNS. ®yHKLKUA NO3BOMAET COXPaHATL NonyyeHHble DNS-0TBeThI 1
Kawwuposanne DNS MCMOsb30BaTh MUX MPU NOBTOPHLIX 3anpocax. PeKoMeHAYeTcA 0CTaBUTb GYHKLMIO BKIOYEHHOM, TaK KaK 3T0 YMEeHbLLaeT
BpemsA 06padoTKK 3anpPOCOB U MOBLILIAET CKOPOCTbL AOCTYNa Nosb3oBaTeneil K pecypcam

MakcumanbHoe KonunyecTBo DNS-3anpocoB, KOTOpoe 0AWH NOJb3oBaTeNb MOXET OTNPaBUTL 3a CeKyHAY. 3anpochl,
npeBbILLaoLMe YCTAHOBNEHHbIM NUMUT, 0TOpackiBatoTcH. 3HaueHne no ymondanvio — 100 3anpocoB B cekyHay. He
PEKOMEeHAYeTCA CYLLECTBEHHO YBeNMYMBaTh 3HaYEHWE NapameTpa, MOCKOSIbKY 3TO MOXET CHU3UTb 3P PEKTUBHOCTb
3awuTel oT DNS-pnyaa u apyrux atak, HanpaeneHHbIX Ha 0Tkas B o6cnyxuaHum DNS-cepsuca

NMumut DNS-3anpocos B
CeKyHAay Ha
nonb3oBartenfa

MakcumanbHoe Bpemsa
wu3Hu ana DNS-3anucen
(ceK)

MaxcumanbHbii nepuoa, B Tedenune kotoporo DNS-3anucu moryT xpaHuTbea B kaw-namath DNS-npokeu. Mo ncteveHun
3TOro BPeMEHM 3anucb CUMTAETCA yCTapeBLUei 1 AomkHa BbiTb 0OHOBNEeHa nocpeacTsom Hooro DNS-3anpoca

BKrtoueHWe UK oTKIoYEeHWe BO3MOXHOCTH BbINONHEHUA pekypcuBHbIx DNS-3anpocos. Ecnu onuua BrnoueHa, DNS-
MPOKCK camocTonATesNbHO 3anpatunsaeT DNS-cepBepb! AnA NOMHOro paspeLLeHns AOMEHHOTO MMEHU. PexomeHayeTcs
0CTaBWUTb PYHKLMIO BKIIOYEHHOW Ana o6ecnedyerns KoppekTHon o6paboTkn DNS-3anpocos

PexypcuBHble DNS-
3anpochbl

MaxcumansHoe BpemMA oXnaaHuAa oteeTa o1 DNS-cepBepa Ha 0AMH 3anpoc. Ecnu otBeT He nocTynun 40 UCTedeHnA

Tanm-ayT (Mcek)
yKa3aHHOro BpemMeHU, 3anpoc CYMTaeTca HeyaauHbIM

Tonbko A u AAAA DNS-
3anucu ana
HEeU3BEeCTHbIX
nonb3oBaTenein (3awura
ot VPN noBepx DNS)

IMpy BKOYEHUM NapamMeTpa A1 Nonb3oBaTesnen, He NPOLWEALLMX ayTeHTUhUKaLMIO, paspeLuatoTca Tonbko DNS-
3anpocbl TMNoB A 1 AAAA. 3anpochl 0CTasbHbIX TUMOB OTKIOHAKTCA. TOT NapameTp No3BONAET OrpaHUuMBaTh
BO3MOXHOCTH DNS-TyHHenupoBaHWa AnA NpeAoTBpaLleH1sa Co3AaHNA KaHanoB nepeaayn AaHHbIX yepes DNS-
MpOTOKON




MapameTtp OnucaHue

MaxcumanbHoe KonnyecTso NOBTOPHbIX 3aNpPOCOB, KOTOPbIE DNS-I’IpOKCVI MOXXET BbINOTHUTL NPU OTCYTCTBUK OTBETA OT

Yucno nonbiTOK o
DNS-cepBepa. Ecnu oTBeT He ByZeT NofyyeH Nocne ykasaHHOro Ynucra nomnbiToK, 3anpoc 3aBepLUMTCH OLUMBKOM

C nomoLubto npasun DNS-npokcn MoxHO HacTpouTs 06paboTKy 3anpocoB AnA OTAENbHbLIX AOMEHOB Ha onpeaeneHHbix DNS-cepsepax. Takoi
MeXxaHW3M yA0BHO MCrnonb3oBaTh ANA PaspeLleHns BHYTPEHHUX JOMEHHbBIX MMEH KoMmaHuu, Hanpumep AomeHoBs Active Directory, koTopble He
MyOsMKYIOTCA B MHTEPHETE M AOCTYMHbI TOSIbKO BO BHYTPEHHEN CETU.
Ina cosaanua npasuna DNS-npokcu:
1. B pasgene Hactpoiiku - CeTb - DNS B 6rioke DNS-npokcu - Mpaeuna DNS HaxvuTe Jlo6aBUTb.
2. YkaxuTe HeobxoanMble napameTphbl:
« Ha Brnaake O6wue yKaxuTe Ha3BaHWe, ONUCaHKe Npasuna 1 ero MecTo B crucke npasun DNS.

« Ha Brnagke JlomeHbl yKaxuTe CNUCOK JOoMeHOB. JJonyckaeTca UCMosib30BaHWE CUMBOSIA «*» [NA yKkadaHuA LabnoHa JOMEHOB.

« Ha Brnaake CepBepbl DNS ykaxuTe IP-agpeca DNS-cepBepoB, Ha KOTOpbIe HE0OX0AMMO NepeckinaTh 3anpochl AnA yKasaHHbIX
ZIOMEHOB.

Bbl Takke MOXeTe BpyuYHyto 3alaBaTh cTaTuyeckue 3anvcu Tuna host (A-3anucu), kotopble ByayT ucnonbaoBatbesa cepsrcoM DNS-npokeun ans
(PUKCMPOBAHHOIO CONOCTaBeHNA AOMEHHbIX MMeH 1 |P-aapecos.

JnA cosnaHnA cTaTUueckomn 3anucu:
1. B pasgene Hactpo#nku - Cetb -» DNS B 6noke DNS-npokcu - CtaTuueckue sanucu Haxmute Jlo6aBuTh.
2. YkaxuTe HeobxoAnMble napameTpsbl:
« HasBaHuWe W onucaHve npaeuna;
« aomeHHoe uva (FQDN) ctaTnyeckoi 3anucu (Hanpumep, www.example.com);

« cnucok IP-aapecos, koTopble UserGate NGFW 6yaeT BosBpalyaTte Npu 3anpoce yKasaHHOro AOMEHHOTO UMEHH.


http://www.example.com

BupTyanbHble MapLupyTU3aTopbl

Version: 6.1.9, 7.0.1
Product: UserGate NGFW
Documentation: ¥

B KpynHbIX CeTAX 3a4acTyro MHOXECTBO JIOTMYECKUX CETEN UCNONMb3YIOT ANA NPOXOXKAEHWA TpaduKa OAHU U Te e ceTeBble ycTporcTaa. [aHHbIn
TpadyK JOMKeH OblTb pasAeneH Ha CETEBbLIX YCTPOMCTBaX, B NEPBYIO ouepelb ANA YMEHbLUEHUS PUCKA HECAHKLMOHUPOBAHHOIO JOCTYNa Mexay
ceTAMM.

BupTtyanbHblie mapupyTtusaTtopbl unu Virtual Routing and Forwarding (VRF) ob6ecneunsatoT pasaenexue tpaduka nytem pasaerneHnsa ceTeBblx
MHTepdencoB B He3aBUCUMbIE rpynnbl. Tpaduk U3 0AHOM rpynnbl UHTEPdENCOB HE MOXET nonacTb B Apyrie rpynnbl UHTEPdENCcoB.

Kakablit BUpTyanbHbIi MapLIpyTM3aTop UMEEeT CBOKO COOCTBEHHYIO Tabnuuy mMapLupyT1saumu. Tabnuua MapLupyTMsauum BUPTyanbHOro poytepa
MOXET CoAepXaTb 3anvcb O MapLUpyTax, 3aaHHbIX CTATUYECKU UMM MOSTYYEHHbIX C MOMOLLIIO MPOTOKOSIOB AMHAMMUYECKOM MapLupyTusauun — BGP,
OSPF, RIP.

B pamkax pasHbix BUPTYyasibHbIX MapLUpyTU3aTOPOB AOMNYyCKaeTCA UCNonb3oBaTk oanHakosble IP-ceTu (IP overlapping).

WUHTepdeiicel, He BOLEALIME HU B OMH U3 BUPTYaslbHbIX MapLLPyTU3aTOPOB, aBTOMATUUYECKU HasdHaUeHbl B BUPTYarlbHbIi MapLupyTM3aTop —
BUpTyanbHbI MapLIpyTU3aTOP NO YMONYaHHIO.

BupTyanbHble MapLUpyTU3aTOpbl MMEIOT CReAyroLLMe OrpaHyYeHna:
CregytoLime cepBHUCHl MOTyT ObITb UCMOMNb30BaHbl TONBKO B BUPTyanbHOM MapLUpyTM3aTope No yMOMYaHwo:
« WCCP.
- ICAP.
« DNS.
« AsTOpu3zauuA.

« BbanaHcmpoBka Harpysku

« JToboit ceTeBOW TpadUK, reHepUPYEMbIA CaMWUM YCTPOMUCTBOM — MPOBEPKA NIULEH3UM, CKauMBaHWe 0OHOBINEHWI, OTNPAaBKa XXypHaroB,
oTnpaBka Nno4ToBbIX coobLieHuit, SMS coobuyennin, SNMP Tpanos v T.n.

« [Jeictaue npasun NAT, DNAT, Port forwarding pacnpocTpaHatoTCA Ha BCe BUPTyasibHbIe MapLUpyTU3aTophl.

« 30HbI rnobanbHbl, TO €CTb HACTPOMKM 30HbI, M NPUHAANENKHOCTL MHTEPdENCOB K 30HAM PacMPOCTPAHAKTCA Ha BCe BUPTYasbHbIE
MapLLpyTH3aTOpPbI.

MpumeyaHneBupTyanbHbIM MapLIPYTM3aTOP MO YMOMYaHuo Heobxoanm ana koppekTHoi padotel NGFW. OH ucnonbayeTtca Ana NpoBEPKX NTULEH3NUM,
nony4eHus oBHoBMEHH, paboTbl DNS-criyx6.

Ana no6asneHna BUPTyanbHOro MapLUpyTM3aTopa HeoOX0AMMO BbINONHUTL CreAyoLMe AENCTBUA:

Mpumeuanue! CneaytoLime npePpuKcbl He MOryT GbITb MCNOMb30BaHbLI ANA 3aZlaHWs MMEeHU BUPTYarnbHOro MapLupyTuaartopa: port, gre, egress, ingress,
tun, tap, erspan, ppp, bond, bridge, pimreg.

Mpumeuanue!lpy cosnaHm BUPTyanbHOTrO MapLUpyTU3aTopa ero UMs He JOMKHO COAEPXATb 3arnaBHbIX OYKB, M JOMKHO UMETb ANMHY He MeHee
Tpex CUMBOJIOB.

HaumeHoBaHHe OnucaHune
Lar 1. CosaaTtb B pasaene CeTb - BupTyanbHble MaplipyTU3aTOpbl HAXMWUTE 100aBUTbL U 3a4alUTE UMA U ONUCAHUE HOBOTO
BMPTYyasibHbIA BMPTyanbHOro MapLupyTmaaropa. YKaxute uva ysna, Ha KoTOpoM CO34aeTcA AaHHbIM BUPTyanbHbIM MapLLpyTU3aTop
MapLUpyTM3aTop. npv HaMuKuK Knacrtepa.

B 3axnazaxke UHTepdeichbl yKaxuTe MHTEPPENCHI, KOTOPbLIE A0MKHbI ObITh NOMELLEHb! B AaHHbIM BUPTYarbHbIi
MapLupyTusaTop. MHTepdeiickl, fo6aBneHHbIE B APYr1e BUPTYarlbHbIE MapLLPYTU3aTOPbl, HE MOTYT ObiTb 400aBMEHbI;
ntoBoi U3 MHTEPdENCcoB MOXET NMPUHAANEXATb TONbKO OAHOMY BUPTYalIbHOMY MapLUpyTU3aTopy. B BUpTyanbHbIi
MapLupyTM3aTop paspeLiaetca 400aBnATb UHTepdenchl Bcex TUNoB — ¢uanueckue, uptyansHole (VLAN), GoHAWHT,

LWar 2. lo6aBuTb
MHTepPEenChl B CO3AaHHbIN
BMPTYyasibHbIA

MapLUPYTASATOP. VPN u apyrve.
Lo6GaBbTe MapLUpyThl (KPOMe MapLupyTa Nno yMon4aHuio), KoTopble 6yayT NpUMeHeHb! K TpaduKy B AaHHOM
LWar 3. [lo6aBnTb BUPTYyanbHOM MapLupyTusaTtope. MoapobHee unuTaiite B pasaene CTtaTMyeckue MapuipyThbi.
cTaTMyecKkue MapLUpyThl
(onuMoHanbHo). MapLupyT no ymonuaxuio Aobasnaetcs B pasaene CeTb - LUmo3bl. MoapobHee 0 HAcTPOiiKe LWMO308 unTaiiTe B

pasaene Hactponka Lwio3os.

Lar 4. lo6asuTb
IMHaMWYEeCcK1e MapLLpyThI,
nosny4YaemMble ¢ MOMOLLbHO
NPOTOKOIa MapLLpyTH3aLum
OSPF (onyuoHasbHo).

HacTpoiite npotokon OSPF ans nocTpoeHWs AMHaMUUYECKOM KapTbl MapLupyToB. Bonee noapo6HO cMoTpuTe pasaen
pykoBoactea OSPF.



https://docs.usergate.com/balansirovka-nagruzki_124.html
https://docs.usergate.com/virtual6nye-marshrutizatory_388.html#%D0%A1%D1%82%D0%B0%D1%82%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B8%D0%B5_%D0%BC%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D1%8B
https://docs.usergate.com/nastrojka-shlyuzov_384.html
https://docs.usergate.com/virtual6nye-marshrutizatory_388.html#OSPF

HaumeHoBaHWe

OnucaHue

Lar 5. Jo6asuTb
IMHaMWYecK1e MapLLpyThl,
nosnyyaemMble C NOMOLLbIO
NpOTOKOS1a MapLLpyTH3aLum
BGP (onuuoHanbHo).

HacTpoiite npotokon BGP ans nocTpoeHus AvHamuMyeckoin kapTbl MapLupyToB. bornee noapo6Ho cmoTpuTe pasaen
pykosoactsa BGP.

Lar 6. Jo6asutb
[MHAMUYECKWME MapLLPYThI,
nosiy4yaemble ¢ MOMOLLbIO
NPOTOKOMa MapLLpyTU3aLmm
RIP (onuynoHanbHo).

HacTpoiite npotokon RIP ans nocTpoeH1a AMHaMM4YecKomn KapTel MapLupyToB. Bonee noapo6Ho cmoTpuTe pasaen
pykosoactea RIP.

Lar 7. Hactpoutb
My SbTUKACTUHT
(onuunoHanbHo).

HacTpoiite napameTpbl MynbTUKACTUHIA B JAHHOM BUPTyasibHOM MapLupyTu3aTope. Bonee noapo6Ho cMoTpuTe
pasaen pyKoBOACTBA MynbTUKACTHMH.

CraTtuyeckue mapLupyThbl

[LaHHbll pasaen No3BonAeT ykasaTb MapLUpyT B CETb, AOCTYMHYIO 32 ONPeAeneHHbIM MapLUpYTU3aTopoM. Hanpumep, B NOKasibHOR CETU MOXET BbiTb
MapLLpyTU3aTOp, KOTOPbIA 06bEANHAET HECKOSBKO IP-noaceTei. MapLupyT NpuMeHAeTCs NOKanbHO K TOMY Y31y Knactepa U B TOT BUPTYasibHbli
MapLLpyTU3aTOp, B KOTOPOM OH CO34AEeTCA.

[na nobasneHna MapLUpyTa HEOOXOAMMO BbINOMHUTL CEAYHOLYME Laru:

HaumeHoBaHue

OnucaHue

LWar 1. Buibpatb
BUPTYasIbHbIV
MapLLpyTHU3aTop.

Mpu HaNMUYMK HECKONBKUX BUPTYasbHBIX MapLLpyTU3aTOpOB BbiBepuTe HE0OX0ANMBIN.

Lar 2. 3agatb HasBaHue K
onucaHue AaHHOro
MapLupyTa.

B pasaene CeTb - BupTyanbHble MapLipyTU3aTopbl BbiOepuTe B MeHI0 CTaTUHeCKUe MapLUpyThl, HOXMUTE
KHOMKY Jl06aBUTb. YKaXuTe UMA Ana AaHHOrO MapLupyTa. OnuMoHaNLHO MOXHO 3a4aTh OfMcaHWe MapLupyTa.

Lar 3. YkasaTb TMn AaHHOro
MapLpyTa.

Bo3oxHO ykasaTtb crneaytoLme T1nbl MapLUpyTOB:

« Unicast — cTaHaapTHbi TN MapLupyTa. MepecbinaeT Tpaduk, aipecoBaHHbIi Ha aapeca HasHaveHus, Yepes
3a/1aHHbIN LUMHS.

« Blackhole — Tpaguk ot6packiBaeTca (TepaeTcs), He coobLian UCTOUHUKY O TOM, UTO AaHHbIE HE AOCTUITIU
aapecara.

« Unreachable — Tpa¢wk otbpacbiBaeTca. McTouHnky otnpasnaetca ICMP coobueHue host unreachable (type
3 code 1).

« Prohibit — Tpaduk otbpaceiBaetca. MctouHnky otnpasnaeTtca ICMP coobuerue host unreachable (type 3
code 13).

Llar 4. Yka3aTb agpec
Ha3Ha4YeHuq.

3apaiTe noaceTb, KyAa GyAeT ykasbiBaTb MapLUpyT, Hanpumep, 172.16.20.0/24 unu 172.16.20.5/32.

Llar 5. Ykasatb Lwnto3.

3apaiite IP-aapec Wwnto3a, Yepes KOTOpPLIK yKazaHHaA noaceTb 6yaeT AoctynHa. AToT IP-aapec AomkeH ObiTh
noctyneH c NGFW.

Llar 6. YkasaTtb uHtepdpeic.

BuibepuTe HTEPOENC, Yepes KoTopbii ByaeT AobasneH MaplwpyT. Ecnu octaBuTb 3HaueHMe ABTOMAaTHUECKH, TO
NGFW cam onpeaenuT uHtepdeiic, ncxoasa us HacTpoek IP-aapecauunm ceTeBbix MHTEPDENCOB.

LLlar 7. Ykasatb METpHKy.

3apaiite MeTpUKy MapLupyTa. Yem MeHbLUE METPUKA, TEM NPUOPUTETHEN MapLLPYT, ECIIM MapLLPYTOB HECKOMLKO B
[IaHHYHO CETb HECKOJBKO.

MpoToKonbl AMHaMUUYEeCKOW MapLUPyTU3aLUU

MpoTOKOMbI AMHAMUYECKOW MapLUPYTU3aLMK UCMONb3YOTCA ANA NepeAadn MHPOPMAaLMK O TOM, KaK1e CETH B HACTOALLEee BPeMsA MOAKIIOUEHbI K
KabKAOMY M3 MapLUpyTM3aTopoB. MapLupyTusaTopbl 06LLatoTea, UCosb3ys NPOTOKOsbI MapLupyTuaaumn. NGFW o6HosnseT Tabnuuy mMapLupyT1saumnm
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B AZPE B COOTBETCTBUM C MHPOPMALMEN, KOTOPYH OH MOJTyYaeT OT COCeAHMX MapLLPYTU3aTOPOB.

JuHamuueckas MapLupyTU3aLua He MeHAeT Cnocobbl, C MOMOLLbIO KOTOPLIX AP0 OCYLLECTBAAET MapLUpyTM3auuto Ha |P-ypoBHe. AApo TOuHO Takke
npocMaTpuBaeT CBOH Tabnvuy MapLupyTU3aLuu, OTbICKMBAA MapLLUPYThl K XOCTaM, MapLUPYThl K CETAM U MapLUpyThl M0 yMOn4YaHuio. MeHseTcs ToNbKo
cnoco6 nomeLleHus nHpopMaymv B Tabnuly MapLUpyTU3aumu: BMecTo AobaBreHns MapLIpyTOB BPYUHYH OHU A00aBNAOTCA U yaanatoTca
ZAVMHAMUYECKM.

MpumeuyaHueEcnn B cucTeMe HaCTPOEHbI CTATUYECKME LLUMO3bI, TO MapLUPYTh MO YMOYaHUIO, NOSyYEHHbIE OT MPOTOKOSI0B AMHAMUYECKOM
MapLLpyTH3aLnK, UITHOPUPYIOTCA.

NGFW noazepxuBaeT paboTy Tpex npoTokonos MapLupytusaumm — OSPF, BGP, RIP.

BHumaHue!lNepes HACTPOMKOM U UCTIOMNBL30BAHMM MPOTOKOMIOB AUMHAMUYECKON MapLLPyTU3aLuu HeOBX0ANMO 3aaTh COOTBETCTBYHOLLME paspeLLeHns
Ha BKnaakax KOHTpoJib 4OCTYna HYHbIX 30H.

OSPF

MPOTOKOMbI AMHAMWUYECKOH MapLUpyTU3aLMK UCMONb3YHTCA ANa nepeaadu MHdopMaLuu o TOM, Kakue CeTH B HACTOALLEE BpeMsa NOAKMHUEHB! K
KaXXAOMY M3 MapLUpyTM3aTopoB. MapLupyTuaaTopsl 00LUarTCA, UCNonb3ys NPOTOKosbl MapLupyTusauuu. NGFW o6HoBnAeT Tabnuuy MapLupyTvsauum
B AApe B COOTBETCTBUM C MHDOPMALMEN, KOTOPYHO OH MONYYaeT OT COCeAHUX MapLLPYTU3aTOpPOB. JuHamMmuyeckan MapLUpyTU3auus He MeHsaeT
CMnoco6bl, C NOMOLL{bHO KOTOPBIX AAPO OCYLLECTBAET MapLUpyTU3aLmio Ha |P-ypoBHe. AAPO TOYHO Takke NPOCMaTpUBAET CBOK Tabnuuy
MapLLpyTM3aLum, OTbICKUBAA MapLUPYThl K XOCTaM, MapLUpyThl K CETAM U MapLUpYThl N0 yMon4yaHuto. MeHAeTCa ToNbKO cnocod nomMeLleHua
nHdopMaLum B Tabnuuy MapLLpyTM3auMmM — BMECTO A00aBneHus MapLUpyTOB BPY4HYHO OHM 0GABNAKOTCA M yAANaTCA AMHAMUYecku. MapLupyTbl
A00aBNAOTCA TOMLKO B TOT BUPTYaslbHbIA MapLUpyTH3aTop, B KOTOPOM HacTpoeH npoTtokon OSPF.

OSPF (Open Shortest Path First) — npoTokon AMHaMnyeckon MapLUpyTU3aLnmu, OCHOBaHHbIA Ha TEXHOMOMMKU OTCIEXMBAHUA COCTOAHKA KaHana (link-
state) v ucnonb3ytoLmnii ANA HAXOKAEHUA KpaTyanLlero NyTu anroput™ JleiKcTpbl.

MpoTokon OSPF pacnpocTpaHaeT MHPOpMaLMio 0 AOCTYMHBIX MapLUPyTax Mexay MapLupyTM3aTopaMu OAHOM aBTOHOMHOW cuctembl (AC). Moapo6Ho
0 pabote npotokona OSPF unTaiTe B COOTBETCTBYIOLLEN TEXHUYECKON JOKYMEHTALMUM.

Mpumeuanuellpu paboTte npoTokona OSPF B knacTepe 0TKa3oycToMUMBOCTH B pexxume Active-Passive, ysen, kotopbiit obnagaet posnbto Slave,
aBTOMAaTUUYECKM HAa3HaYaeT CTOMMOCTb AN1A BCEX CBOMX MHTEPQENCOB 1 NS CMUCKOB peancTprbyLuy B 2 pasa Bbille, YeM YCTAHOBMEHHANA Ha yane
cTouMMOoCTb. Tem cambiM o6ecneunBaeTca npuopuTeT Master-yana B MapLupyTusaymv Tpaduka.

Insa HacTpoitkn OSPF B NGFW Heo6x041MMO BbINOMHUTL CrieaytoLue Laru:

HaumeHoBaHue OnucaHue

Lar 1. Bui6patb BUPTYanbHbIii

MNPy HanNMuYMKU HECKOMBKMX BUPTYaslbHbIX MapLUPyTU3aTOPOB BbiGepUTE HEOOXOANMBIN.
MapLLpyTU3aTop.

B koHconn NGFW B pasaene CeTb - BupTyanbHble MapLipyTusaTopbl Boibepute B MeHio OSPF v

Lar 2. Brnounte OSPF-poyTep. HacTpoiite OSPF-poyTep.

Mpu HacTpoitke OSPF-poyTepa HeobxoanMo ykasaTh crieayroLime napameTpb:

HaunmeHoBaHue OnucaHue

BkntoueHo BkrtouaeT unu BeikItoYaeT ucnosnb3oBanve aaHHoro OSPF-poyTepa.

UneHtndukarop|||P-anpec poyTtepa. JomkeH 6biTb YHUKaNBHBLIM U 3aAaH B dopmarte IPv4 (ans yano6cTea MoXeT coBnasatb C OAHUM U3 IP-
poyTepa anpecoB, HazHayeHHbIM ceTeBbiM MHTepdeicam NGFW, oTHocAMMCA K AaHHOMY BMPTYanbHOMY MapLLpyTU3aTopy).

PacnpoctparaTe apyrum OSPF-poyTepam MapLLpyThl B HeNocpeACTBeHHO noaxntoueHHble k NGFW ceTun (connected) nnu

Redistribute
cTaTMyeckve MapLUpyThl, A06aBneHHble aAMUHUCTPATOPOM ANA AaHHOro BUPTyarnbHoro MapLupyTtuaatopa (kernel).

YcTaHoBUTb METPUKY pacnpocTpaHAeMbiM MapLupyTam. JnA 3apaHuA METPUKM NO-YMOJTHaHUIO YKaXXUTe B 3TOM MNoJie 3Ha4yeHne 0.

MeTpuka .
MeTpuka no-ymonuanuto ana Mactep Hoabl knacTepa pasHa 20. MeTpuka no-ymonuaHuio Ana 3anacHon HoAbl pasHa 40.

Default originate||OnoBeLyatb Apyrue poyTepbl 0 TOM, YTO AaHHBLIA POYTEP UMEET MapLUPYT N0 YMOMYaHUIo.

Mpu HacTpoiike nHTepdeicos OSPF ykaxuTte cneaytowue napameTpsbi:

HaumeHoBaHue OnucaHue

BxnioueHo BrntoyaeTt unu oTkro4aeT MCnonb3oBaHWe AaHHOIo MHTepdeica.
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HaumeHoBaHue OnucaHue
WHtepdeiic BbiGop 0AHOMO U3 CYLLECTBYHOLLMX B CUCTEME UHTepdercoB, Ha koTopoM ByaeT pabotatb OSPF. ina BbiGopa AOCTYMHbI TOMBKO
P MHTepdenchl, BXOAALME B AaHHLIN BUPTyasbHbIM MapLUpyTU3aTop.
CToMMOCTb KaHana AaHHoro uHTepdeiica. JlaHHoe 3HaueHue nepesaetcs B LSA (06bABNEHUA 0 COCTOAHMM KaHana, link-state
CtouMMocTb advertisement) coceaHnm MapLIpyTM3aTopam U UCMOMb3yeTCA UMK ANA BblYUCIIEHMA KpaTyanLLuero MapLupyTa. 3HaveHue no
ymonuanuio 1.
Llenoe uucno ot 0 o 255. Yem Gosnblue 3HayeHue, TeM Bbille LAHC Y MapLupyTM3aTopa cTaTb HasHauYeHHbIM MapLUPyTU3aTOPOM
Mpuoputer (designated router) B ceTn ana pacceinku LSA. 3Hauenne 0 aenaet HasHauyeHue Anda AaHHOMO MapLupyTM3aTopa HEBO3MOXHbLIM.

3HaueHue no ymonyanmio 1.

WuTepsan hello

Bpems B cekyHaax, yepes KOTopoe MapLLpyTU3aTop nockinaet hello-naketbl. ATo Bpemsa AOMKHO BbiTb OAMHAKOBLIM Ha BCEX
MapLLpyTM3aTopax B aBTOHOMHOM cucteme. 3HaueHune no ymonyaxuio 10 cexyHa.

Uutepsan dead

MHTepBan BpeMeHHu B CeKyHAaX, MO UCTEYEHUW KOTOPOro COCEAHMI MapLUpyTU3aTop cuMtaeTca HepaboTatowwmum. Bpemsa
McuucnAeTcAa OT MOMEHTa npuemMa nocreaHero naketa hello o1 cocefHero mapLupyTmM3aTopa. 3HauyeHue no ymonyanuio 40
CeKyHA.

UHTepBan o o o
e —— YcTaHaBnMBaeT BPEMEHHbIV MHTEpBas nepes MOBTOPHOW OTChINKOM naketa LSA. 3HaueHne no ymonyaHuio 5 cexkyHa.
3anepmka YcTaHaBnmBaeT npumepHoe Bpemsd, Tpebyemoe AN A0CTaBKM COCEAHUM MapLUpyTU3aTopam 0OHOBNEHWA COCTORHUA KaHanoB
nepenayu (link state). 3HaueHne No ymonuaHuio 1 cekyHaa.
AyTeHTudpukauna BkntouaeT TpeboBaHue ayTeHTUDUKALUU KXAOro NpuHUMaemoro poytepom OSPF-coobLyeHus. AyTeHTuduKauyua o6bl4HO
Bkn ucnonb3yeTtca AnA NPeAoTBPALLEHNA MHBEKLMK DanbLUMBOrO MapLUpyTa OT HENErMTUMHBIX MapLLIPYTU3aTOpPOB.
MoxeT BbiTb:
« Plain — nepepava knoya B OTKPLITOM BUAE ANA ayTeHTUUKaLMKU poyTepoB. Heo6xoanmo ykasaTtb 3HaueHne nons
Kniou.
Tun
aBTOpU3aLun « Digest — ucnonbsosanne MD5-xewwa ana kntoya ans ayteHTudpurkaumm OSPF-naketoB. Heobxoaumo ykasate Kntou u

MDS5 key ID. 311 napameTpbl AOMKHBI ObITb MAEHTUYHLIMK HA BCEX pOyTEPax AnA HOpMarbHoW padoTsl.

3HaueHue napameTpa Koy MoxeT coaepkaTtb TONbKO BYKBbI TAaTMHCKOTO andasuTa, 4udpbl U CUMBOM NOAYEPKMBAHUA.
MakcumanbHoe KonmMyecTBo cMmMBoioB — 16.

Mpu HacTpoitke obnactn OSPF ykaxuTe cneaytowme napameTpbl:

HanmeHoBaHue OnucaHue
BknioueHo BrnitouaeT unu oTkouaeT UCnonb3oBaHUe AaHHOW 06nacTu.
Umna Wma ana aaHHon obnacTu.
CtoumocTb CroumocTb LSA, aHoHcHpyeMbix B stub-o6nacTti.
UneHTudukatop||MaeHTupukatop 30Hbl (area ID). MaeHTUDUKATOP MOXET ObITh YKasaH B AeCATUYHOM dopmMaTe unu B popmaTte 3anucu  1P-
obnactu afpeca. MaeHTudMKaTop 06nacTi AOMKEH coBnaaath AnA ycTaHoBneHus coceactsa OSPF.
MoxeT BbiTb:
« Hetr — He Tpeboeathb aBTopusaymno OSPF-nakeToB.
Tun « Plain — nepeaaua kntoya B 0TKpbLITOM BUAe AnA ayTeHTudMKaumn OSPF-nakeToB. MicnonbayeTtcs KoY, 3aiaHHbI B
HacTponKax MHTepdencoB.
aBTOpU3aLUH
« Digest — ncnonbsosaHne MD5-xewwa ana kiova ana ayteHtTudukauum OSPF-nakeToB. McnonbsyeTca KoY, 3aAaHHbIi B
HacTpoiKax MHTepdencos.
MaeHTudmrKayma Ha ypoBHe MHTEPDENCOB UMEET MPUOPUTET HAA aBTOPU3aLMEN HA YPOBHE 30HbI.
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HaumeHoBaHue OnucaHue

OnpeaenseT Tvn obnactu. MoaaepxusatoTca creayroLime Tunbl obnacTe:

« HopmanbHasa — obbiuHas 30Ha, KoTopasd co3AaeTcaA No yMonyaHuto. 3Ta 30Ha NPpMHUMaEeT 0BHOBMIEHWA KaHasoB,
CyMMapHble MapLUpyThl ¥ BHELLHWE MapLUpyThI.

« Tynukosas (Stub) — Tynukosaa 3oHa, He NpMHMMAET MHPOPMALMIO O BHELLHWUX MapLUpyTax Anfa aBTOHOMHOW CUCTEMbI,
HO MPUHUMAET MapLUPYThI U3 APYrux 30H. Ecnv MapLupyTuaaTopam U3 TynuKOBOM 30HbI HE0OX0AMMO NepeaaBathb
MHPOPMaLMIO 3a rpaH1Lly aBTOHOMHOW CUCTEMBbI, TO OHW MCMOMb3YIOT MapLUPYT N0 yMOnYaHuio. B TynukoBo# 3oHe He
MoxeT HaxoanTbcAa ASBR.

Tun obnacTtu

« NSSA — Not-so-stubby. 3oHa NSSA onpeaensaet aononHuTenbHbln TN LSA — LSA type 7. B NSSA 30He moxeT
HaxoAMTbCA NorpaHnyHbIA MapLupyTmaartop (ASBR).

He

3anpeLaeT MHXEKLMI0 CYMMUPOBAHHBIX MapLUPYTOB B TYNMKOBbIE TUMbI 06nacTen.
CyMMHMpOBaTb

UnTepdeinchl Bbl6op uHTepdeiicoB OSPF, Ha kKoTopbix OyAeT AOCTyNHa AaHHaA 30Ha.

CneumanbHoe CoeaNHEHWE, KOTOPOE NO3BONAET COSANHATL, HANPUMEP, PA30PBaHHYIO HA YaCTW 30HY UMW NPUCOANHUTL 30HY K
mMarvucTpasnibHoOn Yepes Apyryto 3oHy. HactpavBaeTtca mexay asymA ABR.

BupTyanbHble

UHKN MossonAeT mapLupyTusaTtopam nepeaatb naketel OSPF uepes BMpTyanbHble CChIIKK, MHKANCynupya vx B IP-nakeTbl. O10T

MeXaHW3M UCNOob3yeTCA KaKk BpeMeHHOe peLleHne UIn Kak backup Ha cnyqaﬁ BbIXx0o4a U3 CTPOA OCHOBHbIX COEZIMHEHWN.

MOoXHO yKasaTb MAEHTUdUKATOPLI MapLIPYTU3aTOPOB, KOTOPLIE AOCTYMHbI YEPE3 AAHHYHO 30HY.

MpumeuyanuneUserGate NGFW ucnonb3ayet crneayroLme TUMbl CETH:
o point-to-point — ana uHtepdpeicos GRE;
« point-to-multipoint — ana urtepdeiicos VPN;

« broadcast — ana puanuecknx nHTepdeiicos, 6oHaos 1 VLAN.

BGP

MpoToKoNbI AMHAMWYECKOH MapLLIpyTM3aL M UCNOMb3yTCA Ana nepeaayn nHopMaLlmm 0 TOM, Kakue CeTh B HacToALLee BpeMA NOAKTHOYEHbI K
KabKAOMY 13 MapLUpyTM3aTopoB. MapLupyTusaTopbl 0BLLatoTea, UCosb3ysa NPOTOKosbI MapLipyTuaaumn. NGFW o6HosnseT Tabnuuy mMapLupyT1sauum
B A4pEe B COOTBETCTBMU C MHPOPMALUEN, KOTOPYHO OH NOMyYaeT OT COCEAHNX MapLLPYTU3aTopoB. [iuHamuyeckaa MapLupyTM3auma He MeHaeT
€nocobbl, C MOMOLLbHO KOTOPbIX AAPO OCYLLECTBAAET MapLUpyTU3auuio Ha IP-ypoBHe. AApPo TOUHO Takke NpPocMaTpUBaEeT CBO Tabnuuy
MapLUpyTM3aL1K, OTbICKWBaA MapLLPYThl K XOCTaM, MapLUpyThl K CETAM M MapLUpyThl N0 YMOM4YaHuto. MeHsAeTcA TOoNbKo cnocod nomeLleHus
UHdopMauumn B Tabnuuy MapLIpyTU3aLmW: BMECTO A00aBNeHWs MapLUPyTOB BPYYHYO OHW A0OaBNAOTCA M yAanaTcA AMHaMMyYecku. MapLupyThi
[06aBNATCA TOMBKO B TOT BUPTYasbHbIHA MapLLpyTU3aTOp, B KOTOPOM HACTPOEH MpoTokon BGP.

BGP (Border Gateway Protocol) — AMHamMu4eckuit NpoTOKON MapLLPYTHU3aLMK, OTHOCUTCA K KIaccy NMPOTOKOOB MapLLpPYTHU3aLMK BHELLHErO Lo3a
(anrn. EGP — External Gateway Protocol). Ha TekyLnit MOMEHT ABNAETCA OCHOBHBIM NPOTOKONOM AMHAMWYECKOW MapLUpyTU3aLnu B MHTEPHETE.
MpoTokon BGP npeaHasHayeH ana obmeHa nHpopmaumnen o JOCTUKMMOCTU NOACETEN Mexay aBTOHOMHbIMKU cucTeMamu (AC), TO ecTb rpynnamu
MapLLpyTU3aTOPOB NOA €ANHLIM TEXHUYECKUM U aAMUHUCTPATUBHLIM YpaBieHWeM, MCMOb3YHOLLUMK MPOTOKOSbI BHYTPMAOMEHHON MapLupyTU3aLum
ZnA onpeJeneHna MapLUPyTOB BHYTPU ce6A U NPOTOKON MEXAOMEHHOM MapLUpyTU3aLWKU ANd onpeaeneHns MapLIpyToB A0CTaBKU NakeToB B Apyrue
AC. NepenaBaemas nHPopmauua ertoyaeT B ceda cnmcok AC, K KOTOPbIM UMEETCA OCTYN Yepes AaHHY cucTemy. Beibop HannyyLwmx MapLupyToB
OCYLLECTBNAET UCXOAA W3 NPaBuI, MPUHATLIX B ceTH. MoapobHo o paboTe npotokona BGP unTaiTe B COOTBETCTBYIOLEN TEXHUYECKOW JOKYMEHTALUH.

Ina HacTpoiku BGP B NGFW Heo6x0a1MOo BLINOMHWUTL Criedytowue waru:

HaumeHoBaHue OnwucaHue

LLar 1. Bui6patb

BMPTYaslbHbIN Mpu HanMuYMK HECKONBKUX BUPTYanbHbIX MapLLpyTU3aTOpOB BbiBepuTe HE0OX0ANMBIN.

MapLLpyTHU3aTop.

LLlar 2. Brkntounts BGP- B koHconn NGFW B pasaene CeTb - BupTyanbHble MapLipyTusaTopbl BelbepuTe B MeHto BGP 1 HacTpoiite BGP-
poyTep. poyTep.

LLlar 3. 3apatb GUNbTPLI 1
Routemap (onuunoHaneHo)
NA OrpaHnyeHus
KonMyecTBa nosnyyaemMbix
MapLLpyTOB.

B pasaene ®uabTpbl Haxatb Ha KHOMKY JloBaBWTb 1 HacTpoWTL napamMeTpbl Routemap/dunsTpos. JobasuTs
cTonbko Routemap/¢punbTpoB, CKONbKO Heobxoanmo AnA padoTel BGP B Ballei opraHvMsaumu.
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HaumeHoBaHue

OnucaHue

Lar 4. Jo6aBuTb x0Ta Obl
oaHoro BGP-cocena (nupa).

B pasaene BGP-coceau HaxaTtb Ha KHOMKy JJ06aBUTb W HACTPOMTL NapameTpbl MapLLpyTU3aTopa, OTHOCALLErocs K
cocenHeit AC. lo6aB1Tb CTOMBKO COCEAEM, CKOSBbKO HE0BX0ANMO.

BamHo! CornacHo Tpe6oBaHnam RFC-8212 ana kaxzoro coceaa HeobxoaAMMO 06A3aTenbHO yKasaTb BXOAALME U
uexoanawme punbTpbl. Bes Bxoaawmx punbTpoB poyTep He ByaeT NpMHMMaTL MapLIpyThl C JaHHOro coceaa, Npu
OTCYTCTBMM UCXOAALLMX DUIBTPOB poyTep He ByaeT aHOHCMPOBATbL MapLLPYThl HA AaHHOro coceaa.

Ecnu nntepdeiicy NGFW, ¢ koToporo ycTaHasnvMeaeTca NOAKIIOUEHNUE K COCeay, HadHaueHo Heckonbko IP-aapecos,
TO nNpu HacTpovike BGP-coceaa, B cnyuae otcytcteua npasuna NAT, NpuHyAMTENbBHO yCTaHABMMBAKOLLEro aapec
1cTouHuKa ana BGP-ceccuu ¢ aTum coceniom, B kauecTee aapeca NGFW Heob6xoaMMo ykasbiBaTb OCHOBHOM (primary)
IP-aapec, T.e. aapec, KOTOPLIA CTOUT NEPBLIM B CMIMCKE B HACTPOWKax MHTepdeiica.

Mpu HacTpoiike BGP-poyTepa Heo6xoAnMO yKasaTb CreaytoLue napameTpbi:

cuctemsl (AC)

HanmeHoBaHue OnucaHue

BxknioueHo BrntouaeTt unu oTkiIouaeT ucnonb3oBaHue AaHHoro BGP-poyTepa.

UneHntudukatop|||P-aapec poytepa. [lomkeH coBnagaTb ¢ oaHuM M3 IP-aapecoB, HasHaueHHbIM ceTeBbiM MHTEpdericam NGFW, oTHocAwmMmes K
poyTepa ZIJaHHOMY BUMPTyallbHOMY MapLLpyT13aTopy.

Homep 7

aBTOHOMHOW ABTOHOMHas cuctema — a10 cuctema IP-ceTei n MapLipyT1M3aTopos, ynpaBsiaeMbiX OAHUM UK HECKOJTbKUMU ornepaTopamMu,

UMELWNMU eAUHYO MONMUTUKY MapLUpyTUsayuu. Homep aBTOHOMHOWM CUCTEMbI 3a1aeT NPUHAANEXHOCTb poyTepa K 3TOM cUCTEME.

Redistribute

MosBonAeT pacnpocTpaHATb Apyrum BGP-mapLupyTMaatopam mMapLupyThl B HENOCPEeACTBEHHO NoAktoveHHble k NGFW-cetn
(connected), ctaTMyeckue MapLUpyThl, A00aBrIeHHbIE aAMUHUCTPATOPOM AS1A AaHHOr0 BUPTYyanbHOro MapLupytusatopa (kernel),
MM MapLUPYTbl, NONy4YeHHble no npoTtokony OSPF.

Multiple path

Brkntouaet 6aJ'IaHCMpOBKy TpadurKa Ha MapLUpyTbl C OAMHAKOBOW CTOMMOCTbHO.

CetH

Cnu1coK ceTew, oTHocALWMXCA K AaHHon AC.

Ina no6asnenna BGP-coceaen HaxmuTe KHOMKY Jl06aBUTb 1 yKaxuTe Crieyrolme napameTpsi:

HaunmeHoBaHue OnucaHue
BKntoueHo BrntoyaeT unu oTkIroYaeT UCMonNb3oBaHWe AaHHOro coceaa.
Host IP-aapec cocena.

OnucaHue [Mpoun3sonbHOE onucaHue cocena.

YnaneHHaa ASN

Homep aBTOHOMHOW CUMCTEMBI, K KOTOPOW OTHOCUTCA cocea.

Bec Bec aaHHbIX MapLUpyTOB, Noy4yaeMblx OT IAHHOrO coceaa.
TTL MaxcumanbHoe KOIM4YecTBO XOMoB, paspeLLleHHoe A0 3TOro coceaa.

Mo-ymonuanuto BGP mapLupytusaTop otépackiBaeT MapLUpyT ecnu BuanT B AS path co6CcTBEHHbIM HOMep aBTOHOMHOM
Allowas-in cucTeMbl. OTa AMPEKTMBA NO3BOMAET MapLUPYTM3aTOPy HapyLIMTL AaHHOE Npasuno. Homep — ykasbiBaeT KO/IMYeCTBO

pas, koTopoe MOoXeT BcTpeyaTbea B AS Path Homep AS BGP-coceaa. BoamoxHbl 3HaueHus ot 0 go 10 (0 — origin).

AHoHcHpoBaTh ceba B
KauyecTBe cneayowero
nepexoaa (next-hop-self)
ana BGP

3ameHaATb 3HaueHue next-hop-self Ha cobcTBeHHbIN IP-aapec, ecnu cocea aBnaetca BGP.




HaumeHoBaHue OnucaHue

Multihop ana eBPGP YKkasblBaeT, 4To 10 ATOro coceaa HempAMoe coeanHeHue (6onee 04HOro xona).

Route reflector client YKkasblBaeT, ABNAETCA M 3TOT cocea kiveHTom Route reflector.

Soft reconfiguration Mcnonbaosatb soft reconfiguration (6e3 paspbiBa coeAMHeHHH) Ana 0OHOBNEHNUA KOHMUIypaLmu.
Default originate AHOHCHpOBaTbL 3TOMY COCeAy MapLUpyT MO YMOMYaHMUIO.

AyTeHTUdUKaLUA Brntouaet ayTeHTMGMKaLMIO ANA AaHHOro coceda v 3aaeT naposnb ANnA ayTeHTUdUKaLmm.

dunbTpbl BGP-cocenen  ||OrpaHnumsaet nHdOpMaLmio 0 MapLupyTax, nosy4yaemblx OT COCEAeN UMM aHOHCUPYEMBIX K HUM.

Routemaps

Routemaps “cnonb3ytoTca AN ynpasneHus Tabnuuamym MapLipyToB U yKasdaH1a YCIOBUiA, NPH BbIMOMHEHUU KOTOPbIX
MapLLpyTbl NEPeAaloTCA Mexay Ao0MeHamu.

Routemap nossonaeT ¢GpunbTpoBaTh MapLLPYTL NPY NepepacnpeseneHnn U U3MeHATb pasnuyHble aTpudyTel MapLUpyToB. [na cosaaqus routemap
Heo6Xx0AMMO yKasaTb CrieaytoLme napameTphb!:

BHuMaHue[lnA aHOHCMPOBaHWA MapLUPYTOB OHW AOMKHbI MPUCYTCTBOBATL B Tabnuvue MapLupyTmsauuu!

HaumeHoBaHue Onucaxue
HasBaHue Mmsa ana aaHHoro routemap.
YcTanaBnuBaeT AeicTBUe AnNA AaHHOTO routemap, MOXeT MPUHUMATb 3HAYEeHUA:
Jlencteue « Paspelwmntb — paspeluaeT npoxoxaeH1e AaHHbIX, nonagatolwmx noa ycnosua routemap.
« 3anpeTuTb — 3anpeLyaeT NPOXOXAEHWE AaHHbIX, NONaAatoLLMx NoA ycrnoBus routemap.
Ycnosua npUMeHeHNUA routemap, MOXeT NPUHUMATb 3HAYEHUA:
« IP. Ecnu BeiBpaHo aaHHOe ycnosue, To B 3aknaake IP-aapeca Haao Ao6aeuThb Bee Heobxoanmele IP-aapeca ana aaHHOro
yCnoBua.
« AS nytb. Ecnu BeiGpaHo AaHHOe ycrnosue, TO B 3aknazke AS-nyTb Haao A06aBuTh Bce HEOOX0AMMblE HOMEPa aBTOHOMHbIX
ceTe¥ AnA AaHHoro ycrnosuA. [lonyckaeTca ykasblBaThb perynapHele Bolpaxernna dopmarta POSIX 1003.2, a Takke
[OMONHUTENbHBIA CUMBOS NOAYEPKUBAHUA (_), KOTOPBIA MHTEPNPETUPYETCA KakK:
« Mpoben.
CpaBHUBaTb 3
no « 3anAaTas.
« Hauano ctpoku.
« KoHel cTpoky.
o AS set delimiter { and }.
« AS confederation delimiter ( and ).
« Community. Ecnv BeibpaHo AaHHOe ycrnoBue, To B 3aknaake Community Haao 406aBuTL CTPOKK BCex Heobxoanmbix BGP
community Ana AaHHOrO yCrOBHUA.
YcTaHOBUTb o
next hop YcTaHoBUTb ANA 0TOMIbTPOBAHHBLIX MapLUPYTOB 3HaYeHue next hop B ykasaHHbIn IP-aapec.
YcTaHOBUTH
Bec YcTaHoBUTL ANA 0TOUIIbTPOBAHHBLIX MapLLPYTOB BEC B YKa3aHHOE 3Ha4YeHue.
YcTaHOBUTL
METpHKY YCcTaHOBUTL ANA 0TOUIIbTPOBAHHBLIX MapLUPYTOB METPUKY B YKa3aHHOE 3HayYeHue.




HaumeHoBaHue OnucaHue

yeranosuth YCTaHOBUTL ANA OTPUNLTPOBAHHEIX MApLLIPYTOB NPEANOYTEHNE B YKa3aHHOE 3HaueHne

npeanouTeHue p pLpy p yi .

YcTaHOBUTb

AS-prepend YCcTaHOBUTL 3HaueHne AS-prepend — CMUCOK aBTOHOMHbIX CUCTEM, A06aBNAeMbIX ANA JaHHOro MapLupyTa.

Community YcTaHoBuTb 3HadyeHne ana BGP community ana oTdunbTpoBaHHbIX MapLUpyTOB.

®unbTp NossonaeT GUIbTPOBaTL MapLUPYTLI NpK Nepepacnpeaenernu. Mpu cozaaHnn GunbTPoB HEOBXOAUMO yKasaTb CreayloLMe napameTps:

HaumeHoBaHue OnucaHue

HasBaHue Wma ana aaHHoro ¢puneTpa.

YcTaHaBnuMBaeT AenCTBUE ANA AAHHOrO dUNbTPA, MOXET MPUHUMATL 3HAYEHUA:
JHevictBue . Pa3peumn. — paspeLuaeT NpoxXoxAeHne AaHHbIX, nonajatroLmMx noa ycnosua eunbTpa.

. 3al1peTMTh — 3anpeLyaeT NpoxXoxAeHne AaHHbIX, nonajaroLmx noa ycnosua eunbTpa.

Ycnosusa NnpUMeHeHna punbTpa, MOXET NPUHUMATL 3HAYEHUA:

« IP. Ecnu BeiBpaHo faHHoe ycroBue, To B 3aknaake IP-agpeca Hano Ao6aBuThb Bce HeoBxoaumble IP-aapeca ana aaHHOro
ycnosuaA. Aapeca MoryT ObITb yKasaHbl B CieayoLux popmarax:

dunbTpoBaTh o 10.0.0.0/8 — TonbKo ceTb 10.0.0.0/8.

no o 10.0.0.0/8::11 — mapLupyThl, y KOTOPbIX NepabIi okTeT 10 1 npedukc ot 8 Ao 11.

o 10.0.0.0/8:11:13 — mapLupyThl, Y koTOpPbIX NepBbIi okTeT 10 1 Nnpedukc ot 11 Ao 13.

« AS nytb. Ecnu BbiGpaHo aaHHOe ycrnosue, To B 3aknaske AS-nyTb Hafo A06aBUTb BCE HEOOXOAUMEIE HOMepa aBTOHOMHbIX
ceTen AndA AaHHOro yCrnosuA.

Mpumep HacTpoiiku BGP ana knactepa NGFW npuseneH B ctatbe BapwuaHnTbl HacTporkn BGP ana knactepa Aktvs-laccus .

RIP

MpOTOKOMbI AMHAMUYECKON MapLLPyTU3aLMK UCNONb3YIOTCA AN nepeaadyu MHPOpMaLMK O TOM, Kakue CeTH B HacToALLee BPeMA NOAKIHOUEHb! K
KaXaomy 13 MapLupyTM3aTopoB. MapLupyTvuaatopbl o6LatoTes, UCnosb3ya NpoToKosbl MapLupyTusauuu. NGFW o6HoBnseT Tabnuuy MapLupyTusanum
B AAPE B COOTBETCTBMMU C MHPOPMALMEN, KOTOPYHO OH MOyYaeT OT COCeAHWUX MapLLpyTU3aTopoB. JMHamuyeckan MapLpyTM3aLusa He MeHsaeT
cnocobbl, C NOMOLLbHO KOTOPLIX AAPO OCYLLECTBAAET MapLUPyTM3aLuto Ha IP-ypoBHe. AApo TOYHO Takke NpocMaTpuBaeT CBO Tabnuuy
MapLUpyTM3aLum, OTbICKMBaRA MapLUPYThl K XOCTaM, MapLUpyThl K CETAM U MapLLpYThl MO yMONYaHWo. MeHAeTcA ToMbKO Crnocod nomMeLLeHun
MHpOPMaLMK B TabnuLy MapLupyT13aLmu: BMECTO A0OaBeHna MapLUpyTOB BPYYHYH OHW f06aBnATCA U yAanaoTcA AMHaMuyecku. MapLupyTel
[06aBnATCA TONBbKO B TOT BUPTYarbHbIM MapLLpyTM3aTop, B KOTOPOM HACTpoeH npotokon RIP.

RIP (Routing Information Protocol) — npoTokon AMCTaHLMOHHO-BEKTOPHOW MapLLPYTU3aLumn, KOTOPbIM ONepUpyeT TPaH3UTHbIMK yyacTkamu (xon, hop)
B KauecTBe MeTPUKM MapLupyTusauymuu. Moapo6Ho o padoTe npoTokona RIP uuTaiiTe B COOTBETCTBYIOLLEH TEXHUYECKON A0KYMEHTauuu.

Insa HacTpoiikn RIP B NGFW Heo6x041MO BEINOMHUTL CrieaytoLyue Luaru:

HaumeHoBaHue OnucaHue

LLar 1. BuipaTtb BUPTyasibHbIi

Mpy HanMuMKM HECKOMBKMX BUPTYasbHLIX MapLUPYTU3aTOPOB BbliOepUTe HEOBXOANMBIN.
MapLipyTn3aTop. P pTy puipy P P A

B koHconn NGFW B pasaene CeTb - BupTyanbHble MapLipyTusaTopbl BoibepuTe B MeHto RIP 1 HacTpoiTe

LLlar 2. Bxrtountb RIP-poyTep. RIP-poyTep

B koHconn NGFW B pasaene CeTb - BupTyanbHble MapLipyTu3aTtopbl BoibepuTe B MeHio RIP u ykaxute ceTu

Llar 3. Vkasare ceTu RIP. RIP, ans kotopbix 6yaet paboTatb RIP npoTokon.

LLlar 4. Hactpoiite uHtepdeiickl ||B koHconn NGFW B pasaene CeTb - BupTyanbHble maplipyTu3aTtopbl Boi6epute B MeHio RIP v npousseaunte
RIP. HacTpoiky nHtepdeiicos RIP.



https://docs.usergate.com/varianty-nastrojki-bgp-dlya-klastera-aktiv-passiv_25.html
https://en.wikipedia.org/wiki/Routing_Information_Protocol

Mpu HacTpoiike RIP-poyTepa Heo6X0AMMO yKasaTh CriedyroLme napameTphb:

HaumeHoBaHue OnucaHue

BKntoueHo

BrntouaeT unu BbIKIOYaET ucnonb3oBaHne aaHHoro RIP-poyTepa.

Bepcus RIP

Onpeaensaet Bepcuio npoTtokona RIP. Kak npaesuno ncnonbsyertca sepcva npoTokona 2.

MeTpuKa no ymonuaHuto ||CtoumocTb MapLupyTta. O6blYHO MeTpuKa paBHa 1 ¥ He MOXET npeBbiwath 15.

paccTosHue

AQMUHUCTPATUBHOE

CTOMMOCTb MapLLUpyTOB, NOMyYEHHbIX C NOMOLLbIO NpoTokona RIP. 3HaueHne no ymonuanuto ana npotokona RIP —
120. UcnonbayeTca aAna BbiGopa MapLIpyTOB NPU HANMUMKU HECKOSTBbKUX Coco6oB nonyyeHus mappyTtos (OSPF, BGP,
CcTaTMuYecKue).

YMOJT4YaHUo

OTtnpaBnAaTb ceba B
KauecTBe mapwpyTa no ||OnoselyaTh ApyrMe poyTepsl O TOM, UTO AaHHbIA POYTEP MMEeT MapLLPYT MO YMOTYaHHUIO.

MapuupyTusatop RIP 6yaet cnatb 06HOBNEHWA MapLLPYTHOM MHGOPMAaLMK TONBKO C MHTEPdERCOoB, AnA KOoTopbix 3adaHel ceTh RIP. Heobxoavmo
yKasaTb Kak MUHUMYM OZIHY CeTb AN KOPPEKTHOM paboTel NnpoTokona. Mpu HacTpoike ceTen RIP aaMuMHUCTpaToOp MOXET yKasaTb ceTb B Buae CIDR,
Hanpumep, 192.168.1.0/24, nu6o ykasatb ceTeBoil MHTEpdENic, ¢ KoToporo ByayT OTNPaBnATL 0OHOBNEHHUS.

Mpu HacTpoiike nHTepdeiicos RIP ykaxuTe cneayrolme napameTphbi:

HaumeHoBaHue

OnucaHue

Bbi6epute uHTepdeic, kotopbli Byaet ucnonb3osatbes Ans pabdoTsl npotokona RIP. [na BeiGopa A0CTYNHbI TOMBKO T

UHTepdeic M . -
UHTEpPENChI, KOTOPbIE BXOAAT B A@HHbLIA BUPTYarnbHbIA MapLUpyTM3aTop.
Mocbinatb
BepcHio YkaxuTe Bepcuto npoTokona RIP, koTopyto MapLupyTusaTop 6yaeT oTceinath.
MpuHumaThL
BepcHio YkapkuTe Bepcuio npoTokona RIP, koTopyto MapLupyTusaTop 6yAeT npuHMMaTh.
Nabons CTpoka Ans aBTopu3almu, kotopas 6yaeT nockinatbea U npuHUMaTbes B naketax RIP. Bece poyTepsl, yuactsytoLime B 06MeHe
P nHdopmaumu no npotokony RIP, A0MKHBI MMETb OAMHAKOBLIN Naposb.
MeToa npeaoTBpaLleHna netTens MapLUpyTU3aLmnm, Nnpu KOTOPOM MapLLPYTU3aTop He pacnpocTpaHaeT MHdOoPMaLMIo O CeTH yepes
Split horizon  ||uHTepdeiic, Ha KoTopbIi NPKUBLINO 0BHOBNEHKE.

Poison reverse

MeToa npefoTBpaLLeHUs NeTesb MapLLpyTU3auuu, Npyu KOTOPOM MapLUPYTU3aTop yCTaHaBMMBaeT CTOMMOCTb MapLupyTa B 16 1
OTChbINaeT ero cocely, OT KOTOPOro €ro Nonyywmsn.

MaccuBHbIN
pexum

YcTaHaBnuBaeT pexumM padoTbl MHTepdeica, Npu KOTOPOM OH NpuHUMaeT obHoBnexnua RIP, HO He oTchInaeT ux.

MapameTpbl peancTprbyLnmu MapLLpyTOB NO3BOSIAOT YKasaTh KakMe U3 MapLUpyToB He0OX0AMMO OTNPaBnATL coceAdM. BoamoxHo 3anatb AnA
peaucTprbyLMmn MapLUpyThl, MOSTy4eHHblE Yepes NPOTOKOMbl AHaMUYeckon MapLupyTusaumn OSPF, BGPG, a Tawke MapLupyThl B HEMOCPEACTBEHHO
noaxntoueHHele k NGFW ceTu (connected) unu mapLupyTbl, A06aBrneHHble aaMUHUCTpaTopoM B pasaene MapwpyTbi (kernel).

MynbTUKacTUHT

TexHonorus IP MynbTUKACTMHIa NO3BONAET CYLLECTBEHHO COKPaTUTL nepesaBaemMblit 06beM Tpaduka, A0CTaBNAA eAUHBIA NOTOK MHbOPMaLUK
OAHOBPEMEHHO K ThicAYam 1 Bonee noTpeduTenei, 4To 0coBEeHHO 3P DEKTUBHO ANA AOCTABKM FONOCOBOIO U BUAEO Tpaduka. TpaanLUOHHbIE METOARI
AocTaBKku Tpaduka — 3TO unicast (AocTaBKa OT TOUKM K TOUKE) U broadcast (LuMpokoBeLyaTenbHana nockinka tpaduka). MynbtukactuHr (multicast)
Nno3BOMAET AOCTaBUTb TPADHK K rpynne XocToB (MynbTUKACT-rpynna). XocTbl (nonyyatenu), KoTopele XOTAT NosyYaTb AaHHbIA TpaduK, AOMKHbI
BCTYMUTb (MPUCOEANHUTLCA) K COOTBETCTBYHOLLEN MybTUKACT-rpynne. Jna npucoeaAMHEHNA XOCTOB K MySIbTUKACT-rpynne UCnosb3yeTcA NPOTOKON
Internet Group Management Protocol (IGMP). MynbTukacT-rpynna uaeHTuduumMpyeTcsa rpynnosbiM aapecom. Jna MybTUKacToBbIX aApecoB
BblaeneHa noaceTb knacca D ¢ BepxHuMuK 4 Gutamu, yctaHosneHHbiMy B 1110. Takum 06pasom AnanasoH aapecos Ans MySbTUKACT-TpaHCAALUNI
onpefeneH Kak 224.0.0.0 — 239.255.255.255.

Janee mapLupyTusatopbl A0MkHbLI 06ecneunTs 3 GEKTUBHYHO AOCTABKY TpaduKa OT UCTOYHUKA TpaHCALuKM K nonydyatensam. Protocol Independent
Multicast (PIM) ncnonb3syeTca Ha MapLupyT1satopax AnA AOCTMXEHUA AaHHOW Lienu.




MapLupyTraaTopsbl B MynbTUKACTUHIOBOM cpeae MOXxHO pasaenuTb Ha First Hop Router (FHR), Rendezvous Point (RP), Last Hop Router (LHR). FHR
HaxoaMTcA BNMXKe BCEro K MCTOUHUKY TPAHCNALMM M OTBEYAET 3a PErMCTPaLMIO UCTOUYHUKA TpaHCenALMK B ceTu. RP ABnAeTcA KatanoroM A0CTYMHbIX
MynbTUKacT-UCTOUHMKOB Ana Any Source Multicast (ASM) pexxuma. LHR Haxoautca 6nuxe BCEro K NpUeMHUKY MynbTUKacT-TpaHenAuun. KnueHTbl
(NPUEMHMKM TpaHCNALMK) B NTOKASbHLIX CeTAX, NOAKMoYEHHbIX K LHR, ncnonbaytot npotokon IGMP ansa peructpauumn cebs B Heo6xoaMMOM
MynbTUKacT-rpynne, noceinan cooblweHve IGMP membership report.

NGFW moxeT 6bITb MCNonb30oBaH B kauecTBe LHR ans nokanbHbIx ceTei, NOAKMHUEHHBIX K HeMy. [N peructpaumnu KMeHTos (npuemHukos) NGFW
noaaepxvsaeT npotokosbl IGMPv3 n IGMPv2.

[na B3aumMoAencTBHA C APYrMMU MynbTUKacT-MapLupyTusatopamu NGFW moxeT ucnonb3oBath ToMbKo pexum padoTsl PIM Sparse Mode (PIM-SM).
3T0 pexum, B KOTOPOM MYSbTUKACT-TpadWK OTChINIAETCA TOMBKO Ha T€ MPUEMHUKM, KOTOPBIE ABHO 3anpockiin 3T0. MNpUeMHUKM A0NXHBI NEePUOANYECKM
noAaTBepXAaTb CBOE XenaHue nosyyartb MySibTUKacT-TpaduK.

NGFW noazepxuBaeT pexumel padoTel Source Specific Multicast (SSM) u Any Source Multicast (ASM).

Pexxum pabotel Source Specific Multicast (SSM) ucnonb3ayeTcs, Koraa NpMeMHUK Tpaduka ABHO YKasbiBaeT U3BECTHLIN eMy afpec UCTOUHMKA
TpaHcnAaunKu. B naHHOM pexume ucnonb3yeTca creayowan aapecauua:

rtp://<src_ip>@<group_address>:<port>
rae src_ip — aapec MCTOYHMKA TpaHcnauuK, group_address — MynbTUKACTOBbIN FPYNMoBoi aapec, port — nopT. Hanpumep:
rtp://10.10.10.10@239.0.0.5:4344

Pexwum paboTtbl Any Source Multicast (ASM). B 3ToM pexume NpUemMHHUK TpaHCIALMK YKasblBaeT My bTUKACT-Tpynmy, C KOTOPOM Xo4eT nonyyatb
TpaHcnaumo. ina paboTel AaHHOMO pexumMa HeobXoanMo Hanvuue MapLupyTusaTtopa ¢ ponbto Rendezvous Point (RP). RP onpeaensaeTt UCTOYHMK
TPaHCAALWM ANA STOW rpynnbl ANA AAHHOMO NPUEMHUKA. [1ocrie Yero UCTOUYHUK U MPUEMHUK BbIOUPAIOT NYyYLLMIA CETEBOW NYTb ANA NEPECHINIKW AaHHOTO
MynbTUKacT-Tpadpuka. B naHHOM pexume UcnonbayeTca cneaytolan aapecaumna:

rtp://@<group_address>:<port>
rae group_address — MynbTUKACTOBbIM PyNnoBoW aapec, port — nopt. Hanpumep:
rtp://@239.0.0.5:4344

Insa HacTpoiikn pabotel NGFW B kauectBe LHR MynbTUKacT-poyTepa Heo6X0AMMO BbINMOMHUTE CReayroLLMe Lwaru:

HaumeHoBaHue OnucaHue

B koHconu NGFW B pasaene CeTb = BupTyanbHble MaplupyTM3aTopbl BolbepuTe B MEHIO

Lar 1. HacTpouTb MynbTUKacT-poyTep. o
P Y poyTep MynbTUKacT MapLIpyTU3aTOP M HACTPOMTE Ero.

Llar 2. YkasaTb uHTepdeicol, Ha B koHconu NGFW B pasaene CeTb = BupTyanbHble MaplupyTU3aTopbl Bolbepute B MEHIO
KOTOPbIX A0SKEH paboTaTh AaHHbIN UnTepdencbl 1 nponsseanTe HaCTPOMKy UHTepdencoB. ByayT AOCTYMHbI TONBKO Te UHTEPdENCHI,
poyTep. KOTOpblE OTHOCATCA K JAHHOMY BUPTyaslbHOMY MapLUpyTU3aTopy.

LWar 3. 3aanatb Rendezvous points ana  ||B koHconu NGFW B pasaene CeTb - BupTyanbHble MaplupyTUsaTopbl BbibepUTe B MEHIO
pexuma ASM (onyuoHanbHo). Rendezvous points u ykaxuTe nx agpeca.

LLar 4. YcTtaHoBUTb Heo6X0AMMblE
OorpaHuMyeHuns Ha AOCTYMHble MyNbTUKACT-
rpynnbl ana pexuma ASM
(onuynoHanbHo).

B koHconu NGFW B pasaene CeTb - BupTyanbHble MaplupyTMsaTopbl Bolbepute B MEHIO
Rendezvous points 1 ykaxuTte aapeca paspeLlleHHbIX MybTUKACT-rpynn B 3aknaake PaspelueHHble
rpynnbl ASM. Ecnv octaBuTb 3TOT CIIMCOK NYCThIM, TO ByAyT paspeLLeHbl BCe rpynnoBkie aapeca.

LLar 5. YcTtaHoBUTbL HeoOX0AMMblE
orpaHWYeHuna Ha AOCTYMHblE MY bTUKACT-
rpynnel ana pexuma SSM
(onynoHanbHo).

B koHconn NGFW B pasaene CeTb - BupTyanbHble MapLipyTU3aTopbl BoiOEpUTE B MEHIO
PaspelueHHble rpynnbl SSM v ykaxuTe agpeca paspeLleHHbIX MynbTUKacT-rpynn Ecnu octaBuTb aT0T
CMUCOK NYCTbIM, TO ByAyT paspeLLeHbl BCe rpynnoBble aapeca.

Mpu HAcTPOViKe MyMbTUKACT-POYTepa BO3MOXHO YKasaTb CriedytoLime napameTphbi:

HanmeHoBaHHne Onwucaxue

BknioyeHo BrtouaeT Mnu BbIKMOYaeT MySbTUKACT-pOyTep B aHHOM BUPTYasibHOM MapLLpyTU3aTope.

Paspeluaet pacnpeaenenve Tpadmrka no HECKOSbKMM MapLupyTam no TexHonornn Equal Cost Multi Path (ECMP). TpebyeTca
HanMU4YnMe HECKOSbKMX MapLLPYTOB A0 HEOOXOAMMOro CETEBOrO y3na. Ecnu aaHHas onuua oTKIoYeHa, To BeCb TpaduK Ha
ornpeAeneHHbI XOCT HasHaueHWs ByAeT nepeckinaTbCa TOSLKO Yepes OANH U3 poyTepoB (next hop).

Ucnonb3oBaTb
ECMP




HanmeHoBaHue Onucanue

Ucnonb3oBaTth ||[ECnin npy BKIOYEHHOM ONUMK OAMH U3 MHTEPGDENCOB, Yepes KOTOPLIM OTChINanca TpaduK, OTKIKOUKUIICA, TO BCE CyLLECTBYHOLLME
ECMP noToKW ByAyT nepepacnpeaeneHbl Mexay OCTaBLUMMUCA MapLupyTamu (next hop). Mpu oTKIKOYEHHO onuMK NepepacnpeaensoTes
rebalance TOMBbKO T NOTOKM, KOTOPbIE NepeAaBanncb Yepes OTKIIOUEHHbIN MHTepdeiiC.

JOIN/PRUNE | |WHTepBan B cekyHaax (60-600) oTnpasku coobuyeHuit coceaam PIM o MynbTUKacT-rpynnax, Tpaduk KOTOpbIX MapLUpyTU3aTop
MHTepBan X04eT NpUHUMATb unu Bonee He XoueT NPUHUMATD.

UHTepBan

register MHTepsan B cexyHaax (5-60000), nocne KOTOPOro MapLUpyTU3aTop OTChiNaeT coobLleHne register suppress.

suppress

Keep-alive MHTepsan B cexyHaax (31-60000), yepes KOTOpLIM MapLupyTM3aTop GyaeT nocbinatb coobuleHna keepalive coceanm, a Takxe
Tanmep MHTEpPBas, KOTOPbIH MapLUpyTU3aTop OyaeT xaaTh, Npexae Yem ByaeT cumTaTb coceaa HeAOCTYMHbIM.

IMpy HacTpoiike MHTePHENCOB MOXHO 3aAaTb CreaytoLue napameTpbi:

HaumeHoBaHue OnucaHue
BxknioueHo BrtouaeTt unu oTko4aeT MCMonb3oBaHMe AaHHOTO MHTepdenca AnA MybTUKACTUHIA.
WnTepdeiic BribepuTte uHTEpdeiic, KoTopbli ByaeT ucnonb3oBaTbesa AnA padoTel MynbTUKacTa. [na Beibopa LOCTYNHbI TOMBKO T

P MHTEPdEWNCHI, KOTOPbIE BXOAAT B AaHHLIA BUPTyasibHbIM MapLUpyTU3aTop.
WHTepBan i
OTNDABKH MuTepsan otnpaskn PIM HELLO coobLyennii B cekyHaax (1-180). PIM Hello coobLueHns oTnpaBnatoTcA NepUoanyeckn co BCex
HELpLO MHTEPECOoB, AN KOTOPbLIX BKIOYEHA NOAAEPKKA MYbTUKACTUHIA. DTH COOOLLEHUA NO3BONAIOT Y3HATL MapLIPYTU3aTOpy O

. COCeHUX MapLLpyTM3aTopax, NOAAEPKMBAOLLMUX MySbTUKACTUHT.

coobLyeHuni A puipy P AREP Lu Y
Mpuoputer MpvoputeT npu Boibope Designated router (DR) ot 1 Ao 4294967295, ¢ NOMOLLbH KOTOPOTO aAMUHUCTPATOP MOXET YNpaBnfaTh
Bbi6opa DR npoueccom Bel6opa DR ana nokasnbHoi ceTu.
MpuHumatb o
IGpMP MpuHUMmaTb coobiuenus IGMP report v IGMP query Ha aaHHOM UHTEpdEice.
Ucnonb3oBaTtb
IGMPV2 Mcnonbsosatk Bepcuto IGMP v2, no ymonuanuto ucnonbdyetca IGMP v3.

Mpun HacTporke Rendevouz points MOXHO yKasaTb creaytoLue napameTpsi:

HanmeHoBaHue OnwucaHue
BKknroueHo BrkntoyaeT unm oTktoyaeTt AaHHbI RP.
Hassanue HassaHue aaHHoro RP.
IP-apnpec Unicast IP-aapec aaHHoro RP.

PaspellueHHble
pynnbl SSM

CrMCOK paspeLleHHbIX rpynmnoBbIX aapecoB Ana any source multicast ¢ aaHHoro RP. Jlobble ceTu us ananasoHa 224.0.0.0/4.
HeT orpaHuueHunii, ecnu HUYEro He 3aZaHo.

PaspelueHHble rpynnbl SSM — HacTpovika MynbTUKacT-poyTepa, onpeaenatoLan CrMCOK paspeLleHHbIX PYNMoBbIX aApecoB AN source specific
multicast. MoryT 6bITb yK3aHbl Ntobble ceTv U3 AanasoHa 232.0.0.0/8. HeT orpaHuyeHuii, ecnv HUYEro He 3aAaHo.

UcknioueHuna us SPT — HacTpoirka MyfbTUKacT-poyTepa, 3ajatolan cnucok IPv4 MynbTUKacT-rpynm, UCKKOUYEHHbIX U3 NepertoYeHns Ha shortest

path tree.




WCCP

Product: NGFW
Version: 5.x, 6.1.9, 7.0.1, 7.1.0
Documentation: ¥

Web Cache Communication Protocol (WCCP) — paspatoTaHHbiit komnaHueir Cisco NpOTOKOS nepeHanpasrieHns KoHTeHTa. MNpeaoctaBnaeT
MexaHW3M NepeHanpaBeHns MOTOKOB TpaduKa B pearibHOM BPpeMEHH, MMEET BCTPOEHHbIe MacluTabupoBaHue, 6anaHCUpPOBKY Harpysku,
oTKasoycToiunBocTb. Mpu ncnonsaosaHnn WCCP, WCCP-cepep npuHumaet HTTP-3anpoc oT KiMeHTCcKoro 6paysepa v nepeHanpaBnseT ero Ha
0AMH Mnu Heckonbko WCCP-knneHToB. WCCP-KIMEHT NonyyaeT AaHHbIE U3 MHTEPHET M BO3BpAaLLaeT ux B Opaysep kiveHTa. JocTaBKka AaHHbIX
KIIMEHTY MOXeT nponcxoanTb Kak yepe3 WCCP-cepsep, Tak M MUHys ero, B COOTBETCTBMM C NpasBunamMu MapLupyT13auuu.

NGFW moxeT BbicTynath B kayectee WCCP-knneHTa. B kauectBe WCCP-cepBepa 06bI4HO BLICTYnaeT MapLupyTusatop. [Ana Tpaduxa, nosy4eHHoro
uyepe3 WCCP, MOXHO NpMMEHATL BCE AOCTYMHbIE MEXaHW3Mbl pUNbTPaLmum.

CepsucHas rpynna WCCP — 310 Habop cepsepoB WCCP (poyTepbl, koMmyTaTopsl) 4 knmeHtoB WCCP (NGFW) ¢ o6wmumun HacTpoiikamu
nepexanpasnenua Tpaduxka. Cepsepa, ykasaHHble B OAHON CEPBUCHOWM rpynmne, A0SKHbI UMETb MAEHTUYHbIE HACTPOWKK.

Insa HacTpoikn WCCP-knneHTa B NGFW HE06X0AMMO BbINOMHUTL CREAYHOLLME Lwaru:

HaumeHoBaHue OnucaHue

Lar 1. Hactpoitte WCCP cepsep. Mpousseaunte HacTporky cepepa WCCP B cooTBeTCTBMM C MHCTPYKUMeih Ha WCCP-cepeep.

Lar 2. HactpouTb cepBUCHbIE B koHconu NGFW B pasgene CeTb » WCCP Haxatb Ha KHOMKy J106aBMTb M cO34aTh OAHY UM HECKOMBKO
rpynnel WCCP. cepsucHbIx rpynn WCCP.

lMpyv co3naHnm CEPBUCHON rPYNMbl YKXUTE CNEAYIOLLWE NapameTpbi:

HaumeHoBaHue Onucanue
BkntoueHo Brtoyaet unu oTkNouaeT AaHHYIO CEPBUCHYHO rpynmny.
HasBaHue UmaA cepBucHOW rpynmbl.
OnucaHue OnucaHve cepBMCHOM rpynnbl.
CepBucHasn YncnoBoit naeHTUdMKATOP CEPBUCHOM rpynnbl. MAEHTUDUKATOP CepBUCHOW rpynnbl A0MKeH ObiTb OAUHAKOB Ha BCEX
rpynna YCTPOWCTBAX, BXOAALLMX B rpynmny.
NpHopHTeT MpuopuTeT rpynnbl. ECnn HeCKONbKO CepBUCHBIX rPynn NpUMeHUMBI K Tpaduky Ha cepepe WCCP, To npuoputeT onpeaenaet

nopAAoK, B KOTOPOM cepaep ByaeT pacnpeaenatb Tpaduk Ha knmeHTsl WCCP.

Maponb, HeoBxoanMbIh Ana ayTeHTudukaumn NGFW B cepBucHoit rpynne. Maponb AomxeH coBnasath C NaponeM, yKasaHHbIM

Mapons Ha cepsepax WCCP.
Onpeaenset cnocob nepexanpasnexnuna Tpaduka ¢ cepepo WCCP Ha NGFW. BoaMoxHbI 3HaueHuA:
« gre — ucnonb3ya TyHHenb Generic Routing Encapsulation (GRE).
o L2 — ucnonb3ya nepeHanpaenenve L2. B atom cnyyae poytep (WCCP cepsep) nameHaetr MAC-aapec HazHayeHus B
Cnoco6 nakete Ha aapec NGFW.
nepeHanpasneHua
TpadHka MepeHanpasnexue L2 kak npaBunio TpebyeT MeHbLUIee KONIMYecTBO PecypcoB, Yem gre, Ho cepsep WCCP n NGFW aomxHbl

HaxoauTbeA B oiHOM L2 cermeHTe. He Bce Tvnbl cepeepos WCCP noaaepxusatot paboty ¢ WCCP knveHTamu no L2.

BawHo! inqa Tpaduka, nonyyeHHoro uepes WCCP-TyHHenb, B kadectse IP nctounnka NGFW 6yaet ucnonssosatsb IP-aapec
KOMMbOTEPA KIMEHTA, @ 30HA UCTOYHMKA He ByAeT onpeaeneHa, No3ToMy B npasunax GuabTpauumu Ans 30HbI UICTOYHUKA He
crneayeT ABHO yKasblBaTb 30HY (0CTaBuTb Any).



https://ru.wikipedia.org/wiki/Cisco

HaumeHoBaHue

OnucaHue

Cnoco6 BosBpaTa
TpaduKa

Onpeaenset cnocob nepexanpasnexna Tpadpuka ¢ NGFW Ha cepeepsl WCCP. Bo3MOXHbI 3HAYEHHA:
« gre — ucnonb3yA TyHHenb Generic Routing Encapsulation (GRE).

o L2 — ncnonbsya nepeHanpasnetnue L2. B atom cnyyae NGFW (WCCP knneHT) nsmenaetr MAC-aapec HasHayeHua B
nakete Ha aapec poytepa (WCCP cepsep).

MepeHanpasneHue L2 kak npaeuno TpebyeT MeHbLLee KONMMYEeCTBO pecypcos, Yem gre, Ho cepeep WCCP u NGFW aonxHbl
HaxoauTbCA B oAHOM L2 cermeHTe. He Bce Tvnbl cepeepos WCCP noaaepxusatot paboty ¢ WCCP kineHTamu no L2.

MopThl ANA NepeHanpasrieHnsa. YKaxuTe 3aeck NOpThl HadHaueHnA Tpadpuka. Mpn HeoBXOAMMOCTH yKasaTb HECKOSTLKO NOPTOB,
YKXXUTE UX Yepes 3anATyto, HanpuMmep:

80, 442, 8080
MopTbl AnA
nepeHanpaBneHus| | Mina nepeHanpaBneHns TpagdrKa Ha OCHOBAHWW 3HAYEHWUI MOPTOB UCTOYHMKA HEOOX0AMMO NocTaBuTb Gpnaxok MopT
MCTOYHMKA.
BamHo! NGFW moxeT npumeHaTs GpunbTpauymio TonbKo AnA nepeHanpasnernHoro TCP tpaduka ¢ noptamun HasHavexua 80,
443 (HTTP/HTTPS). Tpaduk, nepesaHHsiin Ha NGFW ¢ apyrumu noptamu, 6yaeT oTnpaBnaTbCA B UHTEPHET 6e3 GUbTpauuu.
MpoTokon Yraxute npotokon — TCP unu UDP.

PoyTtepbl WCCP

YkaxuTe IP-anpeca cepsepos WCCP (poyTepbl).

Cnoco6
HasHauyeHus

Mpw Hanuummn B cepucHor rpynne Heckonbkux WCCP-KMeHTOB cnocob HasHaueHus onpeaensaeT pacnpeaesnieHue Tpaguka ot
WCCP-cepsepoB no WCCP-kveHTaM. Bo3MOXHbI BapUaHTbI:

« Xow — pacnpefeneHune Tpadmka Ha OCHOBE XaLlia, BbIYMCIIAEMOMY NO yKasaHHbIM nonam IP-naketa. AnbTepHaTUBHbIN
xaw — ecnu ykasaH, To WCCP-cepsep 6yZeT MCnonb3oBaTh €ro npu NpesbilleHnn onpeaeneHHoro Konyectsa
nakeToB, oTnpasneHHsIx Ha WCCP-knueHTa ¢ ucnonb3osaHuem 00biuHoro xawa. Mona IP-nakeTa, ucnonsayemele ans
MONyYeHUA xaLla, AOSKHBI OTNINYATLCA ANA BbIYUCIEHUA OCHOBHOMO W a/lbTEPHATMBHOTO X3LUEW.

« Macka — pacnpeaeneHnve Tpagpvka Ha ocHoBe Bbluvcrienus onepayuu AND Mexay Mackoi 1 BbiOpaHHbIM 3arofI0BKOM
naketa. MNpu BeIGOPE MaCKW NPOKOHCYNbTUPYHTECH C AOKYMeHTauuen npoussoantensa cepsepa WCCP.
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