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HacTpoika rnobanbHoro noptana



HacTpoiika Be6-nopTana

Documentation: ¥
Product: UserGate NGFW
Version: 7.0.1

HacTpoiika Be6-nopTana nponssoantca Ha yposHe global-portal web-portal. O cTpykType komaHa noapo6Hee unTaiiTe B pasaene Hactpoika
npaswi C ucnonb3oBaHunem UPL.

lMpwu HacTpoiike 3aknaaok Be6-noprana

MapameTp OnucaHue
PASS
Lenctere AnAa cosganua npasunia ¢ nomoLysio UPL.
OK
BrtoueHne/oTroHeHHe npasuna:
enabled « enabled(yes) nnu enabled(true).
« enabled(no) unu enabled(false).
HassaHue 3axknaaxu.
name
Hanpumep: name("Example of bookmark publishing").
OnucaHnve 3aknagku.
desc
Hanpumep: desc("Example of bookmark publishing configured in CLI").
URL pecypca, KoTopblit Heo6xoanMmo ony6nukosaTh Yepes Be6-noptan. Heobxoanmo ykasbiBaTb nonHblin URL, HaunHan
url c http://, https://, ftp://, ssh:// wawv rdp://.
URL ykasbiBaeTcA kak url = "http://www.example.com™.
Mpu ykasaHHOM 3HaYeHUW JOMEHa NPAMOro A0CTYNa Nonb3oBaTeNb MOXET NOMYyYUTb AOCTYN K NyOIMKyeMoMy pecypcey,
url.domain MUHYs BEG-MopTan, NoAKMYanCh K yKazaHHOMY OMEHY.

[na ykasanua gomeHa npamoro goctyna: url.domain = "example.com".
y Yl

rdp_check_session_alive

PaspbiB ceccun RDP no 3aBepLUeHUIO aBTopu3aLlnu Ha Be6-nopTane:
« rdp_check_session_alive(yes) nnv rdp_check_session_alive(true) — paspbiBath ceccuto.

« rdp_check_session_alive(no) unu rdp_check_session_alive(false) — He pa3pbiBaTtb ceccuio.

Mpodpunb SSL AnA NocTpoeHWs 3aLMLLEeHHOro KaHana ana otobpaxeHua Be6-noptana; ykasbisaetca: ssl_profile("SSL

ssl_profile -
P profile example").
. CepTuduKart, KoTopblit ByaeT ucnonbaoBatbes ana cosaanna HTTPS-coeanHeHua. UTo6bl 3aaath CcepTUdUKaT:

certificate Lo " o "
certificate("Certificate example").
MkoHKa, KoTopas ByaeT oTobpaxatbea Ha BeG-nopTane AnA AaHHOW 3aknaak1. BosaMoxHO yKasaTb ofHy 13
npeAonpeaeneHHbIX MKOHOK, yKadaTb BHelHni URL, Mo KOTOPOMY AOCTYMHA MKOHKA MITM 3arpy3nTb CBOK MKOHKY.
MoxHO ykasatb:

icon « icon("Default icon name") — UcNonb30BaTb WITATHYH MKOHKY (B CKOOKaXx yKasbiBaeTCA Ha3BaHWe LUTATHOM

UKOHKM).

« icon("lcon encoded with Base64") — 1cnonb3oBaTb CBOK MKOHKY. Heo6xoanMo ykasaTb coaepxumoe danna,
KOAMPOBAHHOE C Ucnonb3oBaHnem Base64.

« icon("http://www.icon-url-example.com") — ykasatb URL ans ncnonb3oBaH1a CTOPOHHEN UKOHKM.

additional_url

BcnomoratensHele URL, Heo6xoanmble ans pa6oTsl ocHoBHoro URL, HO KOTOpble HET HE0BX0AMMOCTH NyBrnKkoBaTh
nna nonb3osatenei. [ina ykasanua: additional_url("http:/additional-url-example.com").



http://docs.usergate.com/nastrojka-pravil-s-ispol6zovaniem-upl(opisanie)_217.html

MNapameTp

OnucaHue

user

Monb3oBaTtenu v rpynnel NonbL30BaTeNnei, KOTOPLIM paspeLleHo 0ToBpaXeHWe 3aKnasKku Ha BeG-nopTane M KOTOpbIM
paspeLueH A0CTyN K OCHOBHOMY U BcrnomoratesnbHbiM URL.

[ns nobasnenvsa LDAP rpynn v nonb3oBatenei Heo6xoAMM KOPPEKTHO HAacTpoeHHbI LDAP-KoOHHeEKTOp (0 HacTpoiike
LDAP-koHHeKTopa Yepes CLI uutaite B pasaene Hactporika LDAP-KOHHEKTOpA).

B cneaytouei cTpoke onucaHo AobaBneHue nokanbHbIx nonb3osatens (local_user) u rpynnel (Local Group),
nonbsosatena (example.local\AD_user) v rpynnel LDAP (AD group):

user = (local_user, "CN=Local Group, DC=LOCAL", "example.loc\AD_user", "CN=AD group, OU=Example, DC=
example, DC=loc")

3apaHee Obin HacTpoeH aAomeH Active Directory example.loc. Mpu ao6aenexnu nonbaosatenei u rpynn LDAP MoXHO
yKasaTb CMMCOK NyTei Ha cepBepe, HauMHanA ¢ KOTOPbIX cUcTema ByAeT OCyLLeCTBNATL NOUCK NONb3oBaTENeH U rpyn.
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HacTpovika npasun reverse-npoKcu

Documentation: ¥

Product: UserGate NGFW

Version: 7.0.1

MpaBuna reverse-nNpoKcK HacTpaueatoTca Ha yposHe global-portal reverse-proxy-rules. Moapo6Hee 0 CTPYKType KOMaHA YniTanTe B pasaene

HacTtporika npaBun ¢ ncnons3osanvem UPL .

lMpyu HacTpoiike NpaBun reverse-NpoKcu HeoBXxoAMMO 3aAath:

MapameTtp OnucaHue
PASS
[LeincTere aAnA cosaaHva npasuna ¢ nomoLysro UPL.
OK
BrntoueHune/oTkNO4EHHE NpaBuna:
enabled « enabled(yes) unu enabled(true).
« enabled(no) nnu enabled(false).
HasaHue npaBuna reverse-npoKcu.
name
Hanpumep: name("'Reverse proxy rule example").
OnucaHue npasuna.
desc
Hanpumep: desc("Reverse proxy rule example set via CLI").
CepBep reverse-npokcy, kyaa UserGate 6yaeT nepeckinats 3anpochl.
profile
[na ykasanusa cepeepa: profile("Reverse proxy server example™”).
url.port MopT, Ha KoTopom UserGate 6yaeT cnywaTtb BxoAdALMe 3anpockl, Hanpumep, url.port = 80.
Monnepxxa HTTPS:
is_https « is_https(yes) vnu is_https(true) — ncnonssosate HTTPS.
« is_https(no) unu is_https(false) — He ucnonssosats HTTPS.
Mpodunb SSL; ykaseiBaetcA npu ncnonssosaHnn HTTPS: ssl_profile("Default SSL profile™).
ssl_profile
Moapo6Hee o paboTe ¢ npodunamm SSL yepes CLI uutaiite B pasaene Hactpoiika npodunen SSL.
CepTudukar, ucnonbayemoli ana noaaepxxu HTTPS-coeanHexua.
certificate
YkasbiBaetcA npu ucnonbsosaHun HTTPS: certificate("Certificate example™).
ABTOpM3aLu1A Mo cepTudUKaTy:
cert_auth_enabled « cert_auth_enabled(yes) nnu cert_auth_enabled(true) — sriounte aBTopM3aumio no cepTuduKarty.
« cert_auth_enabled(no) unu cert_auth_enabled(false) — oTknounTe aBTOpM3aumio no ceptuduxarty.
30Ha UcTo4HMKa TpaduKa.
src.zone [nA ykazaHua 30Hbl UCTOUHMKA, Hanpumep, Untrusted: src.zone = Untrusted.
Moapo6Hee 0 HaCTPOMKe 30H C UCMONbL30BaHUEM HTepdeica KOMaHAHOW CTPOKW YuTanTe B pasaene 30Hbl.
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MNapameTp

OnucaHue

src.ip

JlobasneHue cnuckos IP-aapecos 1nm AOMEHOB UCTOUHMKA.

[lnA ykasaHusa cnucka IP-aapecos: src.ip = lib.network(); B cko6kax Heo6xoAMMO ykasaTb HasBaHue cnucka. MoapobHee o
co3aHnK 1 HacTpovike cnuckoB IP-aapecos ¢ ncnonb3oBaHuem CLI untaiite B pasaene Hactpoiika IP-agpecos.

[N yKkasaHuA cCrucka JOMEHOB UCTOoUHMKaA: sre.ip = lib.url(); B ckobkax Heobxoanmo ykasaTb HaseaHue URL, B KoTopbiii
Obinu fo6aBneHbl HeobxoanMble AoMeHbl. MoapoGHee 0 cosaaHum 1 HacTpoiike cnuckoB URL ¢ vcnonb3oBaHWem
MHTepdeica KoMaHAHOW CTPOKKM YnTanTe B pasaene Hacrtpoika cnmckos URL .

src.geoip

YkasaHune GeolP UCToYHMKA; He0OX0AMMO yKasaTb KoZ CTpaHbl (Hanpumep, src.geoip = RU).
Koabl HasBaHui cTpaH A0CTyMHbI No cebinke 1SO 3166-1.

BawHo! CyliecTByeT orpaHuueHue Ha konuuectso GeolP, koTopoe MOXeT ObITb ykasaHo: He 6onee 15.

user

Monb3oBatenu 1 rpynnbl NoNb3oBaTenei, Ana KOTOPbIX NPUMEHAETCA NPaBUIo reverse-npokeu. JobaeneHue nonb3oBaTenei
[IOCTYMHO TOMBKO MPU UCMOSIb30BaHWKU aBTOPM3aLMK MO cepTUdHUKaTy.

na no6asnexnna LDAP rpynn u nonb3osateneit He06X0AMM KOPPEKTHO HACTPOeHHbIN LDAP-koHHeKTOp (0 HacTpoiike LDAP-
KoHHekTopa yepes CLI uuTaiite B pazaene Hactpoiika LDAP-koHHeKTOpa).

B cneaytoleit cTpoke onucaHo fo6aBneHue nokanbHbix nonb3osatens (local_user) v rpynnel (Local Group), nonb3osatens
(example.local\AD_user) u rpynnsl LDAP (AD group):

user = (local_user, "CN=Local Group, DC=LOCAL", "example.loc\AD_user", "CN=AD group, OU=Example, DC= example,
DC=loc")

3apaHree 6bin HacTpoeH aomeH Active Directory example.loc. MNpu Ao6aeneHnn nonsbsosatenei u rpynn LDAP mMoxHO
yKasaTb CUCOK NyTeW Ha CepBepe, HauMHan C KOTOPbIX cucTema ByaeT OcyLUECTBNATL NMOWCK Nosb3oBaTeNen U rpynn.

dst.ip

OnuH 13 BHelHWX IP-aapecos cepsepa UserGate, AOCTYNHbI U3 CETU MHTEPHET, KyZa aapecoBaH TpaduK BHELLIHUX
KITUEHTOB.

IlnA ykasaHus cnucka IP-aapecos: dst.ip = lib.network(); B cko6kax Heo6xoAMMO yKkasaTb HasBaHue cnucka. MoapobHee o
c034aHuKn U HacTpovike cnuckos IP-aapecos ¢ ncnons3osaHuem CLI untaiite B pasaene Hactponka IP-aapecos.

[lnA yKasaHua cnucka AoMeHoB HasHaueHnus: dst.ip = lib.url(); B ckobkax Heobxoaumo ykasatb HasBaHue URL-cnucka, B
KOTOpbIN BbInK Ao6aBneHbl HeoBxoaMMbIE AoMeHbl. Moapo6Hee o cosnaHuu u HacTpoiike cnuckoB URL ¢ ncnonb3oBaHuem
MHTEpdeica KOMaHAHOM CTPOKKU YnTanTe B pasaene Hactporka cnuckos URL.

dst.geoip

YkasaHve GeolP; Heo6xoauMo yKasaTtb KoZ cTpaHbl (Hanpumep, dst.geoip = RU).
Koabl HassaHui cTpaH AOCTYMHbI No cebinke 1SO 3166-1.

BanHo! CylecTByeT orpaHuyeHne Ha Konnyectso GeolP, KoTopoe MoXeT ObITh yKasaHo: He 6ornee 15.

request.header.User-
Agent

Useragent nonb3oBatesnbckux 6pay3epoB, AnA KOTopbix OyAeT NPUMEHEHO AaHHOE NPaBUIIO.

[InA ykasaHus Useragent nonb3oBaTenbckux Bpaysepos: request.header.User-Agent = lib.useragent(); B ckofkax
HeobxoauMo ykasaTb HasBaHue kaTeropun Useragent 6paysepos.

Moapo6Hee 0 co3naHWu U HACTPOKKe COOCTBEHHBIX CMIMCKOB C UCMOMNb30BaHUEM WHTepdenca KOMaHAHOW CTPOKW YUTanTe B
pasaene Hactpoiika Useragent 6paysepos.

rewrite_path

MNoamena aomera w/vunu nytv B URL B 3anpoce nonb3osatens. Hanpumep, nossonfet npeoBpasosathb 3anpochl,
npuxoanLme Ha http://www.example.com/path1 B http://www.example.loc/path2. ina aToro Heo6xoAMMO yKasaTb:
rewrite_path("http://www.example.com/path1", "http://www.example.loc/path2").
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HacTpovika cepBepoB reverse-npokcu

Documentation: ¥
Product: UserGate NGFW
Version: 7.0.1

HacTpoiika cepsepoB reverse-npokcu npoussoanTca Ha yposHe global-portal reverse-proxy-servers.
[ina co3naHuA cepBepa reverse-npoKCcK UCNosb3yeTca creaytollas komaHaa:
Admin@UGOSH# create global-portal reverse-proxy-servers

JloCcTynHO yKasaHWe cnelyoLmx napaMeTpos:

MapameTp OnucaHue

name HassaHue cepBepa reverse-npoKcy.

description OnucaHne cepsepa reverse-npoKcH.

address AApec unu JOMEH cepsepa reverse-npoKcy.

port TCP-nopT cepBepa reverse-npoKcu.

MUcnonb3oBaHue npotokona HTTPS ao ny6nukyemoro cepsepa:
https « ON: MCMOSIb30BaTh.

« off: He ucnonb3oBaTb.

MpoBepka BanuAaHoCTM SSL-cepTUdUKaTa, yCTaHOBIEHHOIO Ha NyBnuKyemMom cepeepe:
check-cert e ON: NPOBEPAThb.

« off: He npoBepATb.

Mcnonb3oBaHWe opuruHansHoro IP-aapeca UCTOYHMKA B NakeTax, nepechinaemblx Ha nybnukyembli cepeep:
keep-source-ip e ON: OCTaBWUTb OPUrMHANbHbIN IP-aapec UCTOUHMKA.

« off: 3ameHunTb IP-aapec uctouHuka Ha IP-agpec UserGate.

Creayolias KomaHza npeaHasHayeHa Ana 06HOBNEHUA NapaMeTPOB CepBEPA rEVerse-npoKCu:

Admin@UGOSH# set global-portal reverse-proxy-servers <server-name>

MapameTpbl, KOTOPbIE MOTYT ObITb OGHOBIIEHBI, @HANTOTMYHEI C NapaMeTpamu KoMaHAbl AnA Ao0aBeHns HOBOro cepaepa.
CprKTypa KOMaHAbl ANA yAaneHua cepeepa:

Admin@UGOSH# delete global-portal reverse-proxy-servers <server-name>

CTpyKTypa KoMaHZbl ANA 0TOBPaXEHNA MHDOPMALIMK O CEPBEPE reverse-npoKCH:

Admin@UGOS# show global-portal reverse-proxy-servers <server-name>
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