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B aaHHoM pasaene onucaHbl ceTesble HacTpoiku UGMC.

HacTpownka 30H

3ona B UGMC — aT10 noruuyeckoe obbeanHeHne ceTeBbix MHTepdencoB. MonuTukn 6ezonacHocTv UGMC 1Cnonb3ytoT 30HbI MHTEPGHENCOB, a He
HenoCpeACTBEHHO UHTEpPdENChI.

PekomeHayeTca 06beanHATL MHTEPdENCHI B 30HE Ha OCHOBE MX PYHKLMOHABHOIO HasHaueHus, Harnpumep, 3oHa LAN-MHTepdencoB, 30Ha MHTEpHET-
UHTEPdENCOoB, 30Ha MHTEPdENCOB yNpaBeHus.

Mo ymonuanuio UGMC nocTasnaeTca co cneayrowmnmMmu 30Hamu:

HaumeHoBaHue

OnucaHue

Management ||3oHa 4519 NOAKOYEHNA AOBEPEHHBIX CeTeN, U3 KOTopbIX paspeLueHo ynpasneHne UGMC.

Trusted 3oHa AnA noAKIYeHNa ynpaBnaemMbiX ychOVICTB M nonydyeHnMAa A0CTYyN B C€Tb UHTEPHET.

[Insa pa6otel UGMC nocTaTtoyHo 04HOrO HacTPOEeHHOro UHTepdeica. Pasaenernune GpyHkuuit ynpaenenus yctpoictBom UGMC v ynpaenenua YY
UserGate Ha pasHble ceTeBble MHTepdenchl PEKOMEHAOBAHO AnA obecneyeHna 6e30nacHOCTU, HO He ABMNAETCA XECTKUM TpeboBaHUeM.

AamuuuctpaTtopsl UGMC MOryT M3MEHATb HACTPOWKK 30H, CO3AAHHBIX MO YMOMYaHHIO, a Takke Co3AaBaTh JOMOMHUTENbHBIE 30HbI.

MpumeuanmeMoxHo cosaatb He Bonee 255 30H.

Jlna cosaaHuna 30HbI Heo6X0AMMO BbINOSHUTL cneaywuiune waru:

HaumeHoBaHue

OnucaHue

Lar 1. Co3aatb 30HYy.

HaxaTb Ha KHOMNKY ﬂOéaBMTb 1 AaTb HasBaHWe 30He.

LWar 2. Hactpoutb
napameTphbl 3aL1Thbl
30HbI 0T DOS
(onuynoHanbHo).

YKkasaTtb napameTpbl 3aluThbl 30HbI OT ceTeBoro dpnyaa aAna npotokonos TCP (SYN-flood), UDP, ICMP:

« lMopor yBeAoMneHUA — npu NPeBLILLEHWW KONTMYECTBA 3anpOoCoB ¢ 0AHOrO IP-aapeca Haa yKkasaHHbIM 3HaUEHUEM
NPOUCXOAMT 3anuUCb COBBLITUA B CUCTEMHBIN XypHaIT.

« Mopor oTépacbiBaHWA NAKETOB — NPU MPEBLILLEHWM KONIMYECTBA 3anpocoB ¢ 0AHOMO IP-aapeca Haj ykasaHHbIM
3HauyeHnem UGMC HaunHaeT oTOpacbiBaTh NakeThl, NOCTyNuBLUME ¢ 3Toro IP-aapeca, v 3anucbiBaeT AaHHOe
COObITME B CUCTEMHBIN XypHan.

PexkoMeHaoBaHHble 3HaYeHUsa Ana nopora ysegomneHua — 300 3anpocoB B CEKyHAY, ANA nopora oTépackiBaH!sA NakeToB —
600 3anpocoB B CEeKyHAy.

WUckntoueHus 3awutbl oT DOS — no3sonfAeT ykasatb Cnvucok IP-aapecoB cepBepoB, KOTOPblE HEOOXOAWMO UCKITHOUUTL U3
3aLKTLI. DTO MOXET ObITh NONe3Ho, Hanpumep, Ana wnto3os UserGate, KoTopble MOryT cnatb 60/bLUOi 06beM AaHHbIX Ha
cepsepa LogAn.




HaumeHoBaHue OnucaHue

YkasaTtb npegoctaensembie UGMC cepBuchl, KoTopble ByayT AOCTYMHbI KIMEHTaM, NOAKIOYEHHBIM K AaHHOM 30He. [inA 30H,
MOAKHOYEHHbBIX K HEKOHTPOMPYEMbIM CETAM, TaKUM, KaK MHTEPHET, PEKOMEHAYETCA OTKMIOUYNTL BCE CEPBUCHI.

CepBHuchbl:
« Ping — nossonsaet nuirosats UGMC.
« SNMP — noctyn k UserGate no npotokony SNMP (UDP 161).

LLlar 3. HacTpouTb « KoHconb agMUHUCTPUPOBAHMA — A0CTYN K Be6-KkoHconu ynpasnexus (TGP 8010 u 8300).
napameTpbl KOHTPONA
0CTyNa 30HbI

(onynoHanbHo).

« XML-RPC ans ynpaBneH1a — no3sonAeT ynpasnate npoayktom no API (TCP 4041).

« VRRP — cepsuc, Heo6xoanMbli ana o6beanHeHns Heckonbknx NGFW B oTkasoycToiumBbli knactep (IP npoTokon
112).

« Knactep — cepsuc, Heobxoanmbli Ans obbeanHeHua Heckonbkux NGFW B knactep (TCP 4369, TCP 9000-9100).
« CLIno SSH — noctyn k cepsepy anda ynpasneHunda um ¢ nomoybto CLI (command line interface), nopt TCP 2200.
« Cepsuc UserGate Management Center — cepswc nogkntouenna NGFW u LogAn (TCP 2022, 9712).

Moapo6Hee o TpeGoBaHMAX CETEBOM AOCTYMHOCTH YnTanTe B [punoxenue 1. TpeGoBaHWA K CETEBOMY OKPYKEHUIO .

ATtaku Ha ocHoBe IP-cnyduHra no3sonaoT nepeaatb NakeT U3 0AHOM ceTu, Hanpumep, u3 Trusted, B Apyryto, Hanpumep, B
Management. [lnqa 3T0ro atakytoLimii noameHseT IP-aapec UCTOYHMKA Ha npeanonaraeMblii aapec Heo6xoaumon cetu. B
TakoM cryyae OTBeTbl Ha 3TOT NakeT ByAyT nepecbinaTbCA Ha BHYTPEHHWUI aapec.

LLlar 4. HacTtpouTtb
napameTpbl 3aluThl ot (|7 3aWKUTEl 0T NOAOBHLIX aTak aAMUHACTPATOP MOXET ykasaTb AnanasoHbl |P-aapecos, anpeca UCTOUHMKOB KOTOPbIX

IP-cnypuHr atak [OMYCTUMbI B BbIOpaHHoO 30He. CeTeBble MakeTsl C aApecaMi UCTOUHMKOB, OTIMYHLIMU OT YKasaHHbIX, OyAyT OTOPOLLEHbI.

(onyunoHanbHo).
C nomoLbto uekbokca UHBepTUPOBaATb aIMUHUCTPATOP MOXET yKasaTb aJpeca MCTOYHUKOB, KOTOPbIE HE MOTyT ObITb

nosyyeHbl Ha UHTepdercax AaHHo 30Hbl. B aTom cnyyae 6yayT oTOpoLLeHbl NakeTbl ¢ ykasaHHbIMK AnanasoHamu IP-
aApecoB UCTOUYHUKOB. Hanpumep, MOXHO ykasaTtb AvanasoHsl "cepbix” IP-aapecos 10.0.0.0/8, 172.16.0.0/12,
192.168.0.0./16 1 BrItOUMTL onuuto UHBEpTUpPOBaTh.

HacTtpouka nHtepdpencos

Pasnen UHTepdenchbl oTobpaxaeT BCe HUIMYECKUE U BUPTYasibHble MHTEPdENCHI, UMEIOLLMECA B CUCTEME, NO3BONAET MEHATb UX HACTPOMKM U
no6asnatb VLAN 1 60HA-UHTEPDENCHI.

KHonka PepakTupoBaTb N0o3BONAET M3MEHATbL NapamMeTpbl CEeTEBOro nHTepdenca:

o BrIOUMTB MNK OTKNOUNTE UHTEPdEC.

« YKasatb Tvn uHTepdenca — Layer 3.

« HasHauuTb 30HY MHTEPDEViCY.

o M3menunTtb dusnueckue napameTpol nHTepdenca — MAC-aapec v pasmep MTU.

« BblbpaTb TMN nNpuceoerus IP-aapeca — 6e3 agpeca, ctatuyeckuit IP-agpec nnv avHamuueckuit IP-aagpec, nonyyeHHbit no DHCP.
KHonka Jlo6aBuTb NossonaeT 40OaBUTL CrIEAYHOLME TUMbI TOTMYECKUX MHTEP(ENCOB:

« VLAN.

o Bona.

O6beanHeHne uHTepdeicos B 60HA

C nomousto kHorku Jlo6aBuTh 6oHA-MHTEPdENC aaAMUHUCTPATOP MOKET 06 bEAHUTL HECKOITBKO (PUBUUECKUX MHTEPMENCOB B OAWH IOTUUECKMi
arperMpoBaHHbIi MHTepdEenc Ans NOBbILLIEHUA NPOMYCKHOM COCOBHOCTH MK ANA 0TKA30yCTOMUYMBOCTHM KaHana. Mpu cosaaHnu 6oHaa Heo6XxoaAMMO
yKasaTb cneaymLme napameTpbi:

HaumeHoBaHue OnucaHue
BkntouyeHo BkntouaeT 6oHA.
HasBaHue HasBaHue 6oHaa.

30Ha 30Ha, K KOTOPOW NPUHAANEKUT BOHA.



http://docs.usergate.com/prilozhenie-1-trebovaniya-k-setevomu-okruzheniyu_342.html

HaumeHoBaHue

OnucaHue

UHTepdencol

OavH unu Bonee UHTEpPHENCcoB, KoTopsbie ByayT UCNONBb30BaHbI ANA NOCTPoeHUA BoHAA.

Pemum

Pexum padoTsl 6oHAa OMKEH CoBNagaTh C PEXUMOM paboThbl HA TOM YCTPOWCTBE, KyAa noAkmtoyaeTcs 6oHA. MoxeT ObiTb:

« Round robin. MNakeThbl oTnpaBnATCA nocneaosaTtesibHO, HAYKMHAA C NepBOro A0CTYMHOro MHTepcpeﬁca 1 3aKkaH4YuBanA
nocneaHuM. 3Ta NonuTUKa npumeHaeTca AnAa 6aﬂaHCMpOBKM Harpysxku u OTKaSOyCTOVIl-IVIBOCTM.

« Active backup. Tonbko oauH ceTeBoi UHTEPDENC U3 0GBEANHEHHBIX ByAET aKTMBHLIM. [pyroi MHTepdenc MOXET cTaTb
aKTMBHbBIM TOJSIBKO B TOM Cryyae, Koraa ynazeT TEeKyLLWiA akTBHbIN uHTepdeic. Mpu Takoi nonutuke MAC-aapec 6oHa-
UHTepdeca BUAEH CHapYXKM TONBbKO Yepes OAMH CETEBOW NOPT, BO U3BexaHue nosBneHns npobnem ¢ KoMMyTaTopom. dta
NONMTHKA NPUMEHAETCA ANA OTKA30yCTOMUYUBOCTHU.

« XOR. Nepenaya pacnpeaenaeTca Mexay ceTeBbIMU KapTamu ucnonbaya dopmyny: [(«MAC-aapec nctounuka» XOR «MAC-
afpec HaszHauyeHudA») No MOAYSHO «4YUCNo UHTepdencoBs»]. MNonyyaeTca, oaHa W Ta Xe ceTeBanA kapTa nepeaaeT nakeTbl
OAHWUM U TeM e nonyyatensm. OnunoHasbHO pacnpeaesieHne nepeaadn MoxXeT ObiTb OCHOBAHO M Ha NMONUTUKE
«xmit_hash». Monutuka XOR npumeHseTca ana 6anaHcUpoBKKU HArpy3ku M OTKA30yCTOMUYUBOCTH.

« Broadcast. lNepenaet Bce Ha BCe ceTeBble MHTEPPENCHI. DTa NOMMTUKA NPUMEHAETCA ANA 0TKa30yCTOMUYMBOCTH.

« IEEE 802.3ad — pexvm paboThl, yCTaHOBMEHHbIA NO yMONYaHUIo, NoAAepKMBaeTcA 60NbLLUMHCTBOM CETEBbIX
KommyTaTopos. Co3aaroTcA arperMpoBaHHble rpy bl CETEBbLIX KAPT C 0AMHAKOBOW CKOPOCTLIO M AynnekcoMm. [Mpn Takom
o6beanHeHnn nepeaava 3aieMcTByeT BCe KaHarbl B aKTUBHOM arperaluu cornacHo ctanaapty |IEEE 802.3ad. Beibop,
yepes KaKkoi UHTeppenc oTNpaBnATbL NakeT, onpeAenAeTcaA NOMMTUKOM; No ymMonyaHuio ucnonbayetca XOR-nonutuka,
MOXHO TaKKe MCnonb3oBath «xmit_hash» nonntuky.

« Adaptive transmit load balancing. Wcxoaawumi Tpadvk pacnpeaenaeTca B 3aBUCUMOCTH OT 3arpy)>XEHHOCTH KaXXAoK
CeTeBOM KapThl (onpesenaeTca CKOPOCThIO 3arpysku). He TpebyeT AONONMHUTENBHOM HACTPOMKKU Ha KOMMYTaTope. Bxoaswuii
Tpad UK NPUXOANT Ha TEKYLLYIO ceTeByto kapTy. Ecnu oHa BbIXxoAUT M3 cTpos, To Apyrana ceTesas kapta 6epet ce6e MAC-
azapec BbllLeALIEeN U3 CTPOA KapThl.

« Adaptive load balancing. BkntouaeT B ce6s npeablayLLyto NOMUTUKY NAOC OCYLLECTBNAET 6anaHCUPOBKY BXOAALLErO
Tpaguka. He TpebyeT LONOMHUTENbHOW HACTPOMKK Ha KoMMyTaTope. BanaHcMpoBKa BxoAALero Tpaduka AocTuraeTca
nytem ARP-neperosopos. [lpainsep nepexsatbiBaeT ARP-0TBETHI, OTNPaBifAeMble C SIOKaSIbHbIX CETEBbIX KapT Hapyxy, 1
nepenuceiBaeT MAC-aapec MCTOYHMKA HA OAMH U3 yHUKanbHbIX MAC-aapecoB ceTeBoM KapThbl, yHacTBYHOLEN B
ob6beanHeHnn. Takum o6pasom, pasnuuHbie NUMpel UcnonbaytoT pasnuyHsle MAC-aapeca cepsepa. banaHcuposka
BXoAALero Tpaduka pacnpeaenaeTca nocnegosartenbHo (round-robin) mexay nHTepdencamu.

MII monitoring
period (Mcek)

YcTaHasnuBaeT nepuoanyHocTs MIl-MOHWTOPUHIA B MUUcekyHaax. OnpenenseT, Kak yacto ByAeT NpoBEPATLCA COCTOAHNE
MMHUW HA HanWune O0TKasos. 3HayeHne nNo ymonyanuio — 0 — oTkouaet MII-MOHUTOPHHT.

OnpeaenseT BpemaA (B MUIIMCEKYHAAX) 3aEPXKU NEped OTKIOYEHWEM UHTepdeNca, ecriu npousoLwen c6oi coeanHeHus. IT1a

Down delay i, M "
(MCe) onuus AeACTBUTENbHA TOMBKO ANA MOHUTOpPUHra Ml (miimon). 3HaueHre napameTpa A0SKHO BbITb KPATHBIM 3HAYEHUAM miimon.
Ecnv oHO He KpaTHO, TO OKPYrNUTCA A0 BMKaiLIero KpaTHOro 3HaueHusA. 3HaueHre no ymonyanuo 0.
Up dela 3azaeT Bpems 3a4epXKU B MUTIITUCEKYHAAX, NEPeS TEM Kak NOAHATL KaHas Npu 0OHapYXEeHWKU ero BOCCTaHOBEHUA. OTOT
(MpceK) v napameTp BO3MOXEH TOmbKo Npu MIl-MoHuTOpHHIe (Miimon). 3HaueHWe napameTpa AOMKHO ObITb KpaTHbIM 3HAUYEHUAM miimon.
Ecnu oHO He KpaTHO, TO OKPYrNIUTCA A0 BXaiLIero KpaTHOro 3HaueHus. 3HaueHre no ymonyanuo 0.
OnpegaenserT, ¢ kKakum WHTepeanom ByayT nepeaasaTbes naptHepom LACPDU-nakeTsl B pexxume 802.3ad. BoamoxHble 3HaYeHuA:
LACP rate « Slow — 3anpoc naptHepa Ha nepeaady LACPDU-nakeToB kaxasle 30 cexkyHa.
« Fast — 3anpoc naptHepa Ha nepeaayy LACPDU-nakeToB kaxayto 1 cekyHAy.
OnpeaenseT, kak ByayT nponuceiBatbc MAC-aapeca Ha 06beMHEeHHbIX MHTepdencax B pexume active-backup npu
nepekntoyeHnn nHTepgdercoB. OBbIYHBEIM NoBeAeHWEM ABNAETCA oanHakoBbli MAC-aapec Ha Bcex UHTepdeicax. BoamoxHble
3HaYeHuA:
« OTKAIOYEeHO — ycTaHasnMBaeT oAnHakoBbln MAC-aapec Ha BCex MHTepgencax BO BPeMA NeperoueHus.
Failover MAC « Active — MAC-aapec Ha 60oHA-UHTEpdEeice ByaeT BCeraa TakuM Xe, Kak Ha TeKyLLueM aKTUBHOM uHTepdeiice. MAC-aapeca

Ha pesepBHbIX MHTepdeiicax He nameHatoTca. MAC-aapec Ha GoHA-uHTepdeiice MeHsaeTcA BO Bpema 00paboTku oTkasa.

« Follow — MAC-aapec Ha 6oHa-uHTepdeice ByaeT TakuM Xe, Kak Ha NepBoM UHTepdeice, A06aBnNeHHOM B 00beanHeHue.
Ha BTopom 1 nocneaytoliem uHtepdeiice ator MAC He yctaHaBnnBaeTcA, NoKa OHK B pesepsHoM pexxume. MAC-anpec
nponuckIBaeTCA BO BpeMs 00paboTku 0TKasa, Koraa pe3epBHbIi MHTepdENC CTaHOBUTCA akTUBHbLIM, OH MPUHUMAET HOBbI
MAC (T0T, uTO Ha BOHA-UHTEpENCcE), a CTapOMy aKTUBHOMY UHTepdeiicy nponucbiBaeTca MAC, KOTOpbIN Obin Ha TEKyLLEM
AKTUBHOM.




HaumeHoBaHue

OnucaHue

Xmit hash
policy

OnpeaenseT X3LU-MONUTUKY Nepeaayun NakeToB Yepe3 0ObeaMHeHHble MHTepdeiichl B pexxume XOR unu IEEE 802.3ad.
BoamoxHble 3HaueHuA:

« Layer 2 — ncnonbayet Tonbko MAC-aapeca Ans reHepauum xawa. lNpu atom anroputme Tpaduk AnA KOHKPETHOrO
ceTeBoOro xocta 6yaeT OTNPaBNATLCA BCEraa Yepes OAWH U TOT xe HTepdeic. Anroputm coBmecTum ¢ |IEEE 802.3ad.

o Layer 2+43 — ucnone3yet kak MAC-anpeca, Tak u IP-aapeca ana reHepauuu xawa. Anroputm cosmectum ¢ |[EEE 802.3ad.

« Layer 3+4 — ucnone3sytotca IP-aapeca v npoTtokonel TpaHcnopTHoro yposHa (TCP nnn UDP) anA renepaumum xalua.
Anroputm He Bceraa coemecTvM ¢ |IEEE 802.3ad, Tak kak B npeaenax oaHoro v toro e TCP- unu UDP-B3anmoaeicteuaA
MOryT nepeAaBaTbCA Kak pparMeHTUPOBaHHbIE, Tak U HedparMeHTUPOBaHHbIE NakeTbl. Bo dparMeHTUpOBaHHbIX NakeTax
MOPT UCTOYHMKA M NMOPT Ha3HAYEHUA OTCYTCTBYIOT. B pesynbTarte B paMKax 0AHON CECCUU NaKeTbl MOryT AOWTH A0
nosnyyarensa He B TOM NOPAJKE, TaK Kak OTNpaBnArTCA Yepes pasHble MHTepdEnchl.

CeTb

Cnoco6 npuceoenus IP-anpeca — 6e3 aapeca, ctatuueckuit IP-aapec unu auHamuyeckui IP-aapec, nonyyerHblin no DHCP.

HacTpownka wno3os

Ana noakntoyenns UGMC K MHTepHeTy Heo0xoauMo yKasaTh |P-aapec 04HOTO UM HECKOSTbKUX LLITHO30B.

MoxHo yKasaTb HeCKOJ1bKO U308, eCNK ANA NOAKIKYEHUA K UHTEPHETY UCMNOoNb3yeTCA HEeCKOJ1bKO nposaﬁ.ﬂepos. I'Ipmvlep HaCTpOVIKM CeTu ¢ ABymMA

nposanaepamu:

« MHTepodeirc port1 ¢ IP-aapecom 192.168.11.2 noakntoueH K MHTEpHeT-nposaiaepy 1. [inA BeIxoAa B UHTEPHET C 3TOro nposaiaepa
Heobxoanmo fobaBuTh Wnto3 ¢ IP-aapecom 192.168.11.1

« WHTepodeiic port2 ¢ IP-aapecom 192.168.12.2 noaknoUeH K MHTEpHeT-NpoBanaepy 2. 1na BbIxoAa B MHTEPHET C 3TOro nposanaepa
Heobxoanmo fobaBuTh Wnto3 ¢ IP-aapecom 192.168.12.1

Mpu Hanuuuu aByx unu 6osnee LWN30B BO3MOXHBI 2 BapuaHTa padoTh:

HanmeHoBaHHue OnucaHue

BanaHcupoBKa |[YctaHoBuTb dpnaxok BanaHcupoBka v ykasate Bec kakgoro witosa. B atom cnyyae Beck Tpaduk B UHTEPHET ByaeT

TpadrKa Memay ||pacnpeaeneH Mexay LUN03aMW B COOTBETCTBUM C YKasaHHbIMU Becamu (Yem BonbLue Bec, Tem Gonbluaa Aons Tpaduka naet
wno3amu yepes LWo3).

OcHoBHOM 3
W03 ¢ BbibpaTtb 0AWH M3 LLMHO30B B KAYECTBE OCHOBHOMO 1 HAacTpouTs MpoBepKy ceTH, HaxxaB Ha OAHOMMEHHYHO KHOMKY B MHTepdeiice.
nepeKnoUeHrem Mposepka ceTn NnposepAeT AOCTYNMHOCTb XOCTA B MHTEPHET C yKa3aHHOW B HACTPOMKaX NEPMOANYHOCTLIO, U B Clyyae, eCiin XocT
Har;anacuoﬁ nepecTaeT ObITb AOCTYMNEH, NEPEBOANT BeCb TPAPUK Ha 3anacHble L3kl B MOPALKE UX PACTIONOXEHUA B KOHCOSU.

Mo ymonuaHwuio NpoBepKa AOCTYMHOCTM CETU HAacTpoeHa Ha paboTy ¢ nybnuuHeim DNS-cepsepom Google (8.8.8.8), HO MOXeT ObITb U3MeHeHa Ha
nrobow Apyrow XOCT Mo XenaHuo aaMUHUCTPaTopa.

MapLupyTbl

JaHHbIl pasaen no3BoNAET ykasaTb MapLUpyT B CeTb, AOCTYMHYIO 3a ONpeAeneHHbIM MapLUpyTM3aTopoM. Hanpumep, B oKanbHOM ceTh MOXeT ObITb
MapLUpyTM3aTop, KOTOPLIM 06beAUHAET HeCKoMbKo IP-noaceTeil.

na no6asneHunsa MapLupyTa HEOOXOAMMO BhIMONHUTL CIEAYIOLLME Laru:

HaumeHoBaHue

OnucaHue

Lar 1. 3agatb HasBaHue U
onncaHue AaHHOro MapLupyTa.

B pasaene CeTb BhiGepuTe B MeHio MaplupyTbl, HaxMUTE KHOMKY J06aBUTL. YKaxuTe UMS AnA JaHHOMO
MapLupyTa. OnuyUoHaNbLHO MOXHO 3afaThk ONUcaHue MapLupyTa.

HasHayeHuA.

Llar 2. YkasaTb aapec

3asaite noaceTb, Kyaa GyaeT ykasbiBaTb MapLUpyT, Hanpumep, 172.16.20.0/24 unu 172.16.20.5/32.

Lar 3. Ykasatb Lwnto3.

3apaiite IP-agpec Wwnto3a, Yepes KOTopbIi ykasaHHaA noaceTb 6yaeT AoctynHa. AToT IP-aapec AomxeH ObiTb
noctyneH c cepeepa UGMC.

Llar 4. Ykasatb uHtepoenc.

Bri6epute uHTEpdeEic, Yepes koTopbli ByaeT AobaBneH MapLupyT. Ecnv octaBuTb 3HaueHWe ABTOMAaTUUYECKM, TO
UGMC cam onpeaenut uitepdeic, ucxoaa U3 HacTpoek IP-agpecauunmn ceTeBbiX MHTEPDENCOB.




HaumeHoBaHue OnucaHue

3apaiite MeTpuKy MapLupyTa. Yem MeHbLLE METPUKa, TEM NPUOPUTETHEN MapLLPYT, ECIIM MapLLIPYTOB HECKOMLKO B

LLlar 5. Ykasatb MeTpuKy.
IaHHYIO CETb HECKOJBKO.
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