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AyTeHTnduMKaumna n asTopusauyma nonb3osarenen
MapLpyTusauna Tpaduka u nybnvkaymsa pecypcos
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YnpasneHue TpadUKOM U KOHTPOSIb A0OCTYNa B UHTEPHET



Moanepxka nonutukn BYOD

Documentation: ¥
Product: UserGate NGFW
Version: 6.1.9

KoHuenuwna BYOD (Bring Your Own Device) npoaomkaeT Habupatb nonynapHOCTb, CTaBA nepes cucteMamu 6e3onacHocTh Hoble 3aaauun. UserGate
no3sonAeT HaCTPOUTb rMOK1e NONMUTUKK A0CTyna B CeTb ANA pas/InyHbIX rpynn nonb3oBaTtesnien u TUNoB yCTpOVICTB, a TakKe OorpaHM4YnTb KOJIM4ecTBo
yCTpOVICTB, MCNOJIb3yeMbIX OAHUM NONb30BaTesNIeM.



[MpokcupoBaHue NPUNOXEHNH

Documentation: ¥
Product: NGFW
Version: 6.1.9,7.0.1,7.1.0

Ans nonb3osatenei, pabdotarolux ¢ OC Windows, MOXHO HACTPOUTb NPOKCHU-AreHT, NO3BONAOLLMHA UCMOb30BaTL BO3MOXHOCTH NMPOKCH
MPUNOXEHUAM, HE YMEIOLLMM paboTaTb C MPOKCHU-cepBepamMu. MPOoKCHU-areHT Takke MOXET ObiTb UCMOSIb30BaH AN NPEA0CTaBNEHUA TaKUM
NPUNOXEHWAM AOCTyNa B MHTEPHeT B cnyyanx, koraa NGFW He asnAaeTca LWIO30M N0 YMOMYaHUIO.



Moanepxka roctesoro noprana

Documentation: ¥
Product: NGFW
Version: 6.1.9,7.0.1,7.1.0

NGFW nossonseT npeaocTasnsaTb Nofb30BaTENAM BPEMEHHbIM AOCTYN K CETU, UTO aKTyasbHO, Hanpumep, ana ny6nuunbix Wi-Fi ceteit. Mpopunu
MOryT BbITb KaK co3AaHbl aAMUHUCTPATOPOM, TaK U 3aperMCTPMpPOBaHbl CaMUMM MOSb30BaTENAMMU C MOATBEPXKAEHUEM yeped email unu SMS.
Mnatpopma No3BoNAeT yKasbiBaTb OTAESbHLIE HACTPOMKM 6e30NacHOCTH ANA BPEMEHHbIX NONb30BaTENEN.



AyTeHTudUKaLMUA M aBTOpMU3aLMA Nonb3oBaTenen

Documentation: ¥
Product: UserGate NGFW
Version: 6.1.9, 7.0.1

Mnatdopma noaaepxmeBaeT pasnuuHbie MexaHu3Mbl ayTeHTudUKaymmu nons3osatenei: Captive-noptan, Kerberos, NTLM, npu 3ToM yueTHble 3anucu
MOryT MOCTynaTb U3 pasnnuHbix UCTOYHUKOB - LDAP, Active directory, FreelPA, TACACS+, RADIUS, SAML IDP. AytenTudukaumua SAML IDP,
Kerberos nnn NTLM nossonseT npospayHo (6e3 3anpoca MMEHM Nosb30BaTENA M ro Naposid) aBTopU3oBaTh nonb3oBatenei JomeHa Active Directory
Ha NGFW.

ALMUHMACTPATOP MOXET HACTPOUTL Npasuia 6e30MacHOCTH, LUMPUHY KaHana, npasuna MeXCceTEBOro 3KPaHUPOBaHUA, KOHTEHTHON GUIbTPaLMK U
KOHTPONA NPUOXEHUIA ANA OTAENbHbIX NOMb3oBaTenen, rpynn nonb3oBaTenen, a Takke BCeX U3BECTHbLIX UTM HEU3BECTHbIX NoSb3oBaTenen.
JononHNUTENBHO K 9TOMY NPOAYKT NOAAEPKMBAET NPUMEHEHMe NpaBun 6e30MacHOCTHM K Nosib30BaTENAM TEPMUHASIBHBIX CITYXO C MOMOLLbIO
cneymnanbHbix areHTos (Terminal Services Agents), a Takke Mcnonb3oBaHue areHTa astopuaauun ana Windows-nnatgopm.

Ons obecneueHua Gonbluen 6e30NacHOCTH YUYETHBIX 3an1cei PEKOMEHAYETCA UCMOMb30BaTh MybTU(AKTOPHYH ayTEHTUDUKALMIO C MOMOLLLIO
TokeHoB TOTP (Time-based One Time Password Algorithm), SMS nnv anekTpoHHOM NoyThI.



MapLupyTrsauumsa Tpadmka 1 nybnukauma pecypcos

Documentation: ¥
Product: NGFW
Version: 6.1.9,7.0.1,7.1.0

NGFW nossonaeT Ucnonb3osaTb Kak CTaTMUYECKYIO, TaK M AMHAMUYECKYHO MapLUpyTM3aumio. IMHamnyeckan MapLupyTu3aLma ocyLecTBAAeTca no
npotokonam OSPF n BGP, uto nossonsaet ucnons3osats NGFW B CnoxHOW MapLUPYTU3UPYEMOI CETU MPEANPUATHA.

AomMUHUCTPaTOp MOXET cosaasaThk B cucteme npasuna NAT (AnA npeaoctasneHnA Nonb3oBaTenam AOCTYNa B MHTEPHET), a Takke npasunia
6e3onacHoi ny6nuKkaLmm BHYTPEHHUX PECYPCOB B UHTEPHET C UCMONb3oBaHueM reverse-npokeu ana HTTP/HTTPS u DNAT ans apyrux npoTOKOMoB.
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