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[NepBoHavanbHaA HacTpomKa



Onuncanue

Documentation: ¥
Product: LogAn
Version: 6.1.9

LogAn nocTaenseTcs B BMAe NporpaMMHo-annapaTtHoro komnnekca (MAK, appliance) nu6o B Buae obpasa BUpTyarnbHoW MawwuHebl (virtual appliance),
npeAHasHayeHHoro AnA passepTbiBaHMA B BUPTyanbHOW cpeae. B cnyyae sBuptyanbHoi mawmHel LogAn noctaesnaetca ¢ asymsa Ethernet-
uHTepdeiicamu. B cniyuae noctasku B Buae MAK LogAn moxeT coaepxatb 8 unu 6onee Ethernet-nopTos.



PasBepTbiBaHWe NporpamMMHO-annapaTHOro Kommnexca

Documentation: ¥
Product: LogAn
Version: 6.1.9

B cnyuae noctaeku pelienuns B Buge MAK, nporpammHoe 06ecrneyeHue yxe 3arpy)XeHo 1 roToBo K NEPBOHaYasIbHOM HAacTpouKe. MNepeianTe K rnase
MNoaxntoyenne k LogAn AnA fanbHenLwen HaCTPOKK.


https://docs.usergate.com/podklyuchenie-k-logan_443.html

PasBepTbiBaHWe BUPTyanbHOro obpasa

Documentation: ¥
Product: LogAn
Version: 6.1.9

UserGate LogAn Virtual Appliance noseonset 6bicTpo pasBepHyTb BUPTYasbHYIO MaLLWHY C Y& HACTPOEHHBIMU KOoMMoHeHTamu. O6pas
npeaoctaenaetca B popmate OVF (Open Virtualization Format), koTopbiin noaaepxusatot Takve BeHaopbl kak VMWare, Oracle VirtualBox. nA
Microsoft Hyper-v 1 KVM noctaBnatoTcs 06pasbl AMCKOB BUPTYanbHOW MaLLWHBbI.

MpumeuyaHuena KOPPEKTHOW PaboTbl BUPTYasbHOW MalLMHEI PEKOMEHAYETCA UCMONb30BaTb MUHUMYM 8 6 onepaTMBHOM NaMATH U 2-A4EPHbIN
BUPTYyanbHbIi npoueccop. MMnepsu3op A0MKeH NoaaepnBaTh padoTy 64-6UTHBIX onepaLUoHHBIX CUCTEM.

Ona Hauyana paboTbl ¢ BUPTyanbHbIM 00pa3oM BbINONHUTE CrEAYHOLLME LWaru:

HaumeHoBaHue

OnucaHue

LLar 1. CkayainTe obpas
1 pacnakymte

CkayvaiiTe nocneaHIor BEPCUIO BUPTYyanbHoro o6pasa ¢ opuuuanbHoro caita hitps:/www.usergate.com/ru.

Lar 2. UmnopTtupyite
o6pas B CBOIO cUCTEMY
BMpTyanusayum

MHCTPYKLMIO Mo MMNopTy 06pasa Bbl MOXETe NOCMOTPeTb Ha caiTax VirtualBox v VMWare. ins Microsoft Hyper-v u KVM
HEeoBX0AMMO CO3AaThb BUPTYasIbHYIO MaLLMHY U yKasaTb B KAYECTBE AUCKA CKayaHHbI 00pas, mocne Yero OTKNIYUTb
Cnym6bl MHTErpaLyMm B HACTPOMKAX CO3AAHHOM BUPTYabHOM MalLUWHbI.

Lar 3. Hactponte
napameTpbl
BMPTYanbHON MaLLUWHbI

YBenuubTe pasmep onepaTMBHON NaMATH BUPTYanbHOW MaLlnHbl. Mcnonb3ya cBOMCTBa BUPTYanibHOW MalUMHBbI,
ycTaHoBuTE MUHUMYM 8Gb.

LLlar 4. BaxHo!
YBenuubTe pasmep
AWCKa BUPTyasibHOM
MalLLMHBI

Pasmep aucka no ymonyanuto coctaenaet 100Gb, 4To 06bIY4HO HEAOCTATOYHO ANA XPaHEeHUA BCEX XXYPHANOB U HACTPOEK.
Mcnonb3sya cBOMCTBA BUPTYasibHOM MalluWHbI, ycTaHoBUTE pasmMep avcka B 300Gb vunu 6onee. PekoMeHAoBaHHbIM pasmep
- 1000Gb unu 6onee.

Lar 5. Hactpoite
BUPTYyasibHblE CETU

UserGate LogAn noctaenaeTca ¢ ABymMA UHTepdeincamm, Ha3HaYEeHHbIMU B 30HbI:
« Management - nepBbIit MHTEPDEIC BUPTYasIbHON MalUWHbI.

« Trusted - BTOpoW nHTEPPENC BUPTYaNbHOW MaLLMUHBbI.

Llar 6. Beinonnute
cOpOC K 3aBOACKNM
HacTpoikam

3anycTtute BupTyaneHyto mawunHy UserGate Log Analyzer.

Bo Bpemsa 3arpysku Beibepute Support Tools v BeinonHuTe Factory reset. 3ToT war KpaviHe BameH. Bo Bpems aToro
Liara HacTpauBaeT ceTeBble afanTepbl U yBenMunBaeT pasmep pasfena Ha XeCcTKOM JIUCKe 10 NOSHOro pasmepa Anucka,
YBEMYEHHOro B 4-M MyHKTe.



https://www.usergate.com/ru

MoakntoueHne k LogAn

Documentation: ¥
Product: LogAn
Version: 6.1.9

HUuTtepdeiic port0 HacTpoeH Ha nonyyexune IP-aapeca B asTomatnyeckom pexume (DHCP) n HasHaueH B 3oHy Management. lNepsoHayanbHan
HacTpoWKa OCyLLECTBNAETCA Yepe3 NOAKIIOUYEHNE aAMUHUCTPaTopa K BeB-KOHCONM uepes uHTepdeiic porto.

Ecnu HeT BO3MOXHOCTH HazHauuTb aapec Ana Management-uHtepdeiica B aBToMaTt4eckoM pexume ¢ nomotysto DHCP, To ero MoxHo ABHO 3azarth,
ucnonbaysa CLI (Command Line Interface). Bonee noapo6Ho 06 ucnonssosanun CLI cmoTpuTe B rase UHTepdenc komaHaHoh cTpoku (CLI).

OcTarnbHble UHTEPPENCH! OTKIHOUEHBI M TPEBYIOT NOCTEAYHOLLEH HACTPOMKM.

nepBOHa'-IaJ'IbHaFl HaCTpOVIKa Tpe6yeT BbINOMHEHUA CrieAyroLnX Wwaros:

HaumeHoBaHWe

OnucaHuve

Lar 1. MoakntounTbea K
MHTepdeicy ynpasneHus

Mpu Hannuuu DHCP-cepBepa

MoakntounTb MHTepdeic port0 B ceTb NpeanpuaTusa ¢ paboTatowyum DHCP-cepeepom. BrntounTb LogAn. Mocne
3arpysku LogAn ykaxeT IP-aapec, Ha KOoTopbli HE0OX0AWMO NOAKMOUMTECA ANA AalbHEMLLEN aKTUBaL MK
npoaykra.

CraTtunueckuu IP-agpec

Bkntounts LogAn. Mcnonbsys CLI (Command Line Interface), HasHaunTe Heob6xoauMbli IP-aapec Ha UHTEpdec
port0. fetanu ucnonbaosanua CLI cmoTpuTe B rmase UHTepdeiic komaHaHon cTpoku (CLI). Moaknounteea K Be6-
KoHconu LogAn no ykasaHHOMy aapecy, OH AOSKEH BbIFMALETb MPUMEPHO CrEAYIOLLMM 06pa3om:
https://LogAn_IP_address:8010.

LLar 2. Bui6paThb A3bIK

Bribpathb A3bIK, Ha KOTOPOM ByAeT NPOAOIKEHA NEPBOHAYANIbHAA HACTPOMKA.

Lar 3. 3agatb naponb

3ajatb NOrMH 1 Naponb And BxoAa B BEG-UHTEPPEIC yripaBneHus.

LLlar 4. 3apervcTpuposatb
cuctemy

Beectu NMNH-koa AnA akTMBauuM NPOAYKTA M 3aNOSIHUTL PErucTpaLmoHHyto dpopmy. [Ina aktueaLum CMCTEMbI
Heo6xoaum aocTtyn LogAn B HTEpHeT. Ecnin Ha AaHHOM 3Tane BbINOMHUTL PErMCTPaLMIo He yaaeTcs, To ee
crneayeT NOBTOPWUTL NOCSIe HACTPOWKKU CETEeBbIX MHTEPdENCOB Ha ware 8.

LLlar 5. HactpouTb 30HbI, IP-
aapeca MHTepdencos,
noakntounte UserGate LogAn B
ceTb npeanpuATHA

B pasaene UHTepdencbl BKIOUNTL HEOOXOAUMbBIE MHTEPPENCHI, YCTAHOBUTL KOPPEKTHLIE IP-aapeca,
COOTBETCTBYHOLLME BALLUM CETAM, U HA3HAUNTb MHTEPDENCHI COOTBETCTBYHOLMM 30HaM. MoapobHo 06 ynpasneHuu
uHTepdencammn uutanTe B rnase Hactponka nHrepoeicos. Cuctema nocrtasnaeTca ¢ npeaonpeaeneHHbIMu1
30Hamu:

« 3oHa Management (ceTb ynpaBnenus), MHTepdeiic port0.

« 3oHa Trusted (LAN). MpeanonaraeTcs, 4To yepes 30Hy Trusted LogAn GyaeT NoAKMo4YeH B ceTb, Yepes
KoTopyto w3kl UserGate GyayT oTcbinaTth Ha HEro XypHarel, a Takke yepes koTopyto LogAn nonyuut
AOCTYN B UHTEPHET.

nsa paBoTtel LogAn AOCTATOYHO OAHOTO HACTPOEHHOrO MHTEPdeEiica. PasaeneHne GyHKUKIA ynpasneHua
YCTPOMCTBOM M cOopa AaHHBIX HA pasHbIe ceTeBble MHTEPPENCH PEKOMEHAOBAHO ANA oBecneyeHns
6e30MacHOCTH, HO He ABMAETCA XKECTKUM TpeBoBaHUeM.

LLlar 6. HacTpouThb Wnio3 B
MHTEpHeT

B pasaene Wnto3bl ykasatb IP-aapec wino3a B MHTEPHET Ha UHTepdeice, UMetoLLieM JOCTYM B UHTEPHET, Kak
npaeuno, aTo 3oHa Trusted. Moapo6HO 0 HACTPOMKe LUMO30B B UHTEPHET UMTaliTe B MaBe HacTpoika Luo30B.

LLar 7. Ykasatb CUCTEMHblE
DNS-cepsepb!

B pasnene DNS ykaxute |IP-aapeca cepsepos DNS, Baluero nposaizepa 1im cepeepos, MCNOMb3yeMbIX B BaLLEH
opraHusauuu. Moapo6Ho 06 ynpasnenun DNS uuTaiite B rmase OOLIMe HACTPONKK .

LLlar 8. 3apervcTpuposatb
NPOAYKT (ecnu He 6bin
3aperucTpupoBaH Ha ware 4)

3apeructpupoBath NPoAYyKT ¢ nomolysto MUH-koaa. [ina ycnewHon perctpaym Heo6XxoAMMO NoAKIoYeHUe K
MHTEPHETY ¥ BbiNOMHEHWe npeablayLux waros. bonee noapo6HO 0 NMLEH3MPOBaHWK NPOAYKTa UMTalTe B rnase
JlnueHsvnpoBaHve LogAn.

Lar 9. MoaxounTb W3kl
UserGate ana c6opa 1 aHanusa
)KypHanoB

B pasnene CeHcopbl - CeHcopbl UserGate no6aBuTh cyuyecTsytoumne cepeepa UserGate.



https://docs.usergate.com/entry/265/
https://docs.usergate.com/entry/265/
https://usergate_logan_ip_address:8010
https://docs.usergate.com/nastrojka-interfejsov_451.html
https://docs.usergate.com/nastrojka-shlyuzov_452.html
https://docs.usergate.com/obshie-nastrojki_444.html
https://docs.usergate.com/licenzirovanie-logan_260.html

HaumeHoBaHWe OnucaHue

LWar 10. Co3aatb

I0NOSTHATENBHBIX B pasaene AamuHMUCTpaTOpbl CO34aTh AOMNOSHATENbHLIX AAMUHUCTPATOPOB CUCTEMBI, HAAEUTb UX
aAMWHUCTPATOPOB HE0BX0AUMBLIMW NMOSTHOMOUUAMM (PONAMM).
(onunoHanbHo)

Mocne BbINOMHEHWs BbllLenepeYncrieHHbix AeUcTBrit LogAn rotos k paboTe. ina 6onee AeTanbHOM HACTPOMKKM 06paTUTECH K HEOOXOAUMBIM rMaBam
CNpaBOYHOro PyKOBOACTBA.
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