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C6opLuuK noros



Onuncanue

Documentation: ¥
Product: LogAn, SIEM
Version: 7.0.1,7.1.0

CoopLumK N1I0roB NpeAHasHaueH Ana LeHTpanu3oBaHHOro coéopa MHPOpMaL MK C CETEBBIX YCTPOMCTB, YTO NMOMOraeT 0051erynTb MOHUTOPUHT CETH,
BUPTYasbHbIX MaLLWH, CEPBEPOB, NOMb30BATENLCKUX YCTPONCTB, MPUSTOXKEHNN.



Syslog

Documentation: ¥
Product: LogAn, SIEM
Version: 7.0.1,7.1.0

B naHHoM pasaerne HacTpauBatoTca npasunia coopa cobbITHi cUCTeMHBIX )ypHanoB Unix-cuctem (syslog), koTopble conepxat MHbopMaLmio o
paboTe cucTeMbl, €€ COCTOAHUM U BE30MaCHOCTH, Hannunm owMOoK, cbosx B paboTe. MpaBuna syslog No3BONAIOT OCYLLECTBATL GUNbTPALMUIO
3anvcei coBbITUIA (MO BPEMEHU, KPUTUUYHOCTH COBBLITUI, 06 BEKTAM, HA3BaHUIO YCTPOMCTB, MPUIOKEHUAM), yNpoLLas NoMcK HE0OX0AUMOW

MHPOopMaLnK.

Insa pa6oTbl cOopLumKka NoroB HEOOXOAUMO HACTPOUTL CePBEP, C KOTOporo ByAeT NpoucxoanTs cOop MHPopMaLuu, 1 npasuna syslog.

HacTpoliika cepsepa npoussoanTcs B pasaene Céopumk noros - Syslog Bo Briaaxke HacTponkmn se6-untepdenca LogAn; Heobxoamnmo yKasaThb

cneaywouine aaHHble:

KONIUUYECTBO CEecCUm

HanmeHoBaHHe OnucaHue
BxknioueHo BkntoueHne/oTrIoueHne npuéma syslog cobbITui.
CeTeBoW NpOTOKON, UCMOsb3YtoLLMiicA Ana cOopa nHdopMaLuu:
MpoTtokon e TCP;
« UDP.
Mopt Homep nopta, ucnonbaytoLeroca ansa céopa syslog cobeiTuit. Mo ymonyanuto — nopt 514.
MakcumanbHoe

MakcumanbHOe KONMYecTBO YCTPOMCTB, NOAKMOYEHHBIX OAHOBPEMEHHO C Liefbio OTNPaBKK COOBLLEeHUI.

BesonacHoe coeanHeHne

BrntoueHne/oTrN0HEHWE WM POBAHUA MOTOKA AaHHbIX.

MoapobHee 06 ucnonb3oaHuu TLS B Syslog unTainTe B COOTBETCTBYHOLLEN AOKYMEHTAL UK.

dann ceptudpukara LIC

CepTuduKaT ya0CTOBEPAIOLLEro LeHTpa (LeHTpa cepTUdUKaLmMm), KOTOPbIH UCNONb3yeTcA ANA YCTaHOBIIEHUA
6e30MacHoro COeANHEHMA.

dann ceptudpurkara

CepTudHuKaT, CreHepupoBaHHbIi Nosib3oBaTesieM U NoANUCaHHbINA LeHTpoM cepTudmkaumum (LIC); Heo6xoanmo yKkasaTb
NP1 HacTpoike 6e30MacHOr0 COeANHEHUS.

PaspeluéHHble coceaun

CnU1COK YCTPOWCTB, ¢ KoTopbix LogAn ByaeT nonyyatb MHPOPMALMIO B Crydae UCnonb3oBaHuA 6e3onacHoro
COeAMHEHMA.

[nA HacTpoku npasun GunbTpauumu sanucei cobbiTuil syslog HE06X0AMMO yKasaThb Criefytolme AaHHble:

HanmeHoBaHHne Onwucaxue
BxnioueHo BrntoueHue/oTrnoueHne npasuna syslog.
HassaHue HassaHwue npasuna syslog.
OnucaHue OnucaHue npasuna syslog (onuMoHansHo).
LeicTBure:
JHevnctBue « Paspewmntb — paspelueHue npuéma coobLyeHuit, NoAXOAALLMX MO YCIIOBUA NpaBuna.
o 3anpeTuTb — 6roKMPOBKa NprémMa CooBLLEHUH, MOAXOAALLMX NOZ YCIIOBUA NpaBuna.
. YacoBoi noAc, HACTPOEHHLIW Ha yAanéHHbIX ycTporcTax. Mpuém coobLyenunit OyaeT paspelléH unum sanpeLléH ¢ yCTponucTs, y
HacoBoW NOAC ||, 1opwix coxpaHeHme sanuceit MPOUCXOANT B yKa3aHHOM YacoBOM MOACE.




HaumeHoBaHue

OnucaHue

BcTaBUTb

MecTo BCTaBKM CO3AaBAEMOrO NpaBua B CMCKe NPaBuil: HABEPX, BHWU3 WUITK BhILLE BbIOPAHHOIO CyLLECTBYIOLLEro npasuna.

KputuuHoCcTb

KpuTnuHoCcTb cobbITHit syslog:
o OKCTPEHHanA: KPUTUUECKOE COCTOAHWE, KOTOPOE CKasblBaeTCcA Ha PaboTOCNOCOBHOCTH CUCTEMBI.
« TpeBora: cocTosHWe, TpedytoLlee He3ameaIMTENbHOrO BMELLATENbCTBA.
« Kputnueckas: coctosHue, TpebytoLLee He3aMeANMTENBLHOro BMeLLaTeNnbCcTBa 6o npeaynpexaatolee o coe B cUcTeMe.
o OwmbKuM: cooblyeHuns o c6osx B cucTeme.

« MpeaynpewaeHun: npeaynpexaeHns 0 BOSMOXHOM BO3HUKHOBEHWM OLUMOOK, ecnu He ByayT NPeAnpPUHATLI HUKaKue
AencTBuA.

« YBefoMUTENbHaA: COBLITUA, KOTOPLIE OTHOCATCA K HEOOLIYHOMY MOBEAEHUIO CUCTEMbI, HO HE ABMAITCA OLIMOKAMM.
« UH}opmaTUBHAA: MHPOPMALMOHHBIE YBEAOMIIEHHS.

- OTnapgouHan: uHpopMayua, nonesHas paspadoTumkam Ana OTNAAKNA NPUTOKEHN.

O6beKT

Kateropus cobbiTus:
« CoobweHun agpa.
« Coo6ujeHns nonb3oBaTenbCcKue.
« MouTtoBana cuctema.
« CucTemMHbIN cepBUC.
« BesonacHocTb/aBTOpPHU3aLMA.
« CoobueHus syslog.
« Cucrtema nevartu LPR.
« Cuctema ceTeBbiX HOBOCTEMN.
« Moacucrema UUCP.
« CepBHC BpeEMEHH.
« BesonacHocTb/ayTeHTUDUKaL KA.
« FTP cepBuc.
« Cucrema NTP.
« Ayaur.
« Tpesora.
« CepBuC BpeMeHH 2.

e Local 0 —Local 7.

UmAa xocTta

HassaHnwue ycTtpoiicTsa.

HasBaHue
NPUNOMEHUA

HassaHue npunoxeHus, céop MHPOPMaLUM O KOTOPOM HEOBXOAMMO Pa3pPeLLnTL/3anpeTUTb.

Moapo6Hee untaiite B pasaene [punoxerus syslog.

3anucu cobbiTuin ByayT oTobpaxkeHsl B )ypHane Syslog, noapo6Hee uuTaiite B pasaene CUCTEMHbIW XXypHar.



http://docs.usergate.com/prilozheniya-syslog_466.html
http://docs.usergate.com/103/#opisanie
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