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JaHHbIM pasaen no3sonAeT onpeaennTb Npasua ONoBELLEHNUH, KOTOPbIE B AafIbHENLLEM MOXHO UCMOMb30BaTh ASf OTChISIKMA ONOBELLEHUI O
pasnnuHbIX TUNax cobbIThi, Hanpumep, BbICOKOW 3arpyske CPU unv oTnpaske napona nosb3osatesnto no SMS. [ina cosaaHua npaeuia onoBeLyeHui
Heo6X0AMMO BbINOMHUTL CReaytoLmue Larv:

HaunmeHoBaHue OnucaHue

onoseLyeHunA.

Lar 1. Co3aaTb 0AWH UK HECKOMBKO NpodUnen

CmoTpuTe pasaen [podunu onoBeLLeHni.

ONoBELLEHWUN.

LLar 2. Co3aatb rpynnbl nonyyatenei

CMOTpVITe pasaensbl [MoyToBBLIE ajapeca un Horvlega TeneoHOB.

LLlar 3. Co3aaTb NpaBusio OMNOBELLEHUS.

Bo Brnaake JlnarHocTuka u MOHUTOPUHT B pasgene OnoBelyeHUA - I'IpaBuna
OonoBeLeHUH no6aButb npasu1no.

Mpu aobasneHnn npasuna He0OXOAMMO yKasaTb CreaytoLue napameTphb:

HanmeHoBaHue OnucaHue
BxknioueHo Brntoyaet unu oTkaovaeT AaHHoe Npasuio.
HassaHue HassaHwue npasuna.
OnucaHue OnucaHve npasuna.
Mpodunsp CospaaHHblii paHee npodunb onoselyeHna. [ina npodpunen SMPP nossutca 3aknaaka Ana ykasaHuwa agpecaTos B BUAE
onoselleHnA TenedoHHbIX Homepos, AnA SMTP noasuTCA 3axknaaka AnA ykasaHuA aapecartos B BuAe email-aapecos.
or OT Koro 6yAeT NPUXOAUTL OMOBELLEHME.
Tema Tema onoseLleHus.

TanmayT nepen
NOBTOPHOWM
OTNpaBKOWU, CEKYHA

YKaxuTe TaiiMayT, B Te4eHWe KOTOpOro cepsep He ByaeT oTnpasnATb COOBLLEHWe NPU NOBTOPHOM cpabaTbiBaHUK JaHHOMO
npaeuna. [JaHHasa HacTpoiiKa NO3BONAET NPEAOTBPATHTL LUITOPM COOOBLLEHHI NpK YacToM cpabdaTbiBaHuK NpaBunia
OMOBELLEHMA.

CobbiTua YkapkuTe coBbITUA, AN1F KOTOPLIX HEOBXOAUMO MOMyYaTb OMOBELLEHMS.
TenedoHbl [na SMPP-npoduna. Ykaxute rpynnbl HOMepoB TenedoHOB, Kyaa oTnpasnate SMS-onoseLyeHnAa.
Emails Ona SMTP-npoduna. YkaxuTe rpynnel agpecos email, Ha KoTopble B6yAyT OTNPaBNATLCA NOUYTOBLIE OMOBELLEHHSA.
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UserGate NGFW noaaepxusaet MoHUTOPUHT no npotokonam SNMP v2c n SNMP v3. PeanusosaHa noaaepxxa kak SNMP-3anpocos (SNMP queries),

TaKk 1 yseaomnenunii (SNMP traps), uTo Nno3BoNAET KOHTPOMPOBATL KPUTUUYECKM BaXKHbIE MapaMeTpbl YCTPOMCTBA C MOMOLLIbIO KOPNOPaTUBHbLIX
nnatdopm SNMP-MOHUTOPUHrA.

JinAa HacTpoWKKM MOHMTOPKUHIa ¢ nomMoLybio SNMP:

1. OTkpoiiTe gocTyn k cepeucy SNMP B cBoiicTBax 30HbI MHTepdeiica, K KOTopoMy ByAeT NPOUCXOANUTb NOAKMYEeHHUE No npoTokony SNMP.

2. Cospaite npasuno SNMP.

[na cosnanusa npasuna SNMP nepeiiante B pasgen JMarHOCTMKa U MOHUTOPUHT > OnoseleHua - SNMP, HaxmuTe Jlo06aBUTb W yKaxuTe
3HayYeHMA napameTpoB npasuna.

MapameTp OnucaHue

Hassanue
Hassanue npasuna

npasuna

IP-appec o

copBepa AnA IP-anpec cepsepa Ans yBeAOMIIEHUI U NOPT, HA KOTOPOM cepBep cnyLiaeT onoselleHna. O6biuHo 310 nopt UDP 162.

Tpgnors, MapameTp HeoBX0aWM TONLKO B criyyae, ecnv Heo6xoaAnMMo oTnpaenaTb yeeaomneHus (SNMP traps) Ha cepBep onoBeLyeHui

KOMBIOHUTH SNMP community — ctpoka ana uaeHtudukauum UserGate NGFW u cepsepa ynpaenenna SNMP ans sepcvn SNMP v2c.
Mcnonb3yiTe TONbKO NaTuHCK1e ByKBbI U LMpbI
Heob6n3atencHblit napameTp, onpeaenstowmnii SNMP context. MOXXHO MCNONb30BaTh TOMBKO NaTUHCKUE BYKBLI U LMPbI.
Ha HeKkoTopbIX ycTporcTBax MoXeT ObiTb HECKOSIBKO KOMUi nonHoro noaaepesa MIB. Hanpumep, Ha ycTpocTBe MOXET BbiTh

KoHTekeT CO3AaHO HECKOMBKO BUPTYarnbHbIX MapLLpyTM3aTopoB. Kaxkabli Takon BUPTYanbHbIM MapLupyTM3aTop OyAeT UMeTb NonHoe
noaaepeso MIB. B atom criyuae kaxabli BUPTYasnibHbIi MapLUpyTM3aTop MOXET ObIThb YKasaH Kak KoHTeKcT Ha cepeepe SNMP.
KoHTeKkcT onpenenaeTcA no uMeHu. Koraa KNneHT oTnpaBnAeT 3anpoc, OH MOXET yKkasaTb MMA KOHTEKCTa. Ecnn uma KoHTekcTa He
yKasaHo, 6yZieT 3anpoLLleH KOHTEKCT MO YyMONYaH1o

Bepcuna Bepcua npotokona SNMP, kotopasa 6yaeT ucnonb3oBatbcs B 3ToM npasune (SNMP v2¢ nnm SNMP v3)

Paspewutb

SNMP- Mpu BKOUEHUM paspelaeT nonydyeHve u obpadotky SNMP-3anpocos o1 SNMP-meHeaxepa

3anpochbl

PaspewuTtb o o o

SNMP-tpansi Mpu BrtoueHnmn paspelaeT otnpasky SNMP-yBeaoMneHniA Ha cepBep, HACTPOEHHbI ANA NpUMema OrnoBeLLEeHU

Hassanue

npodunsa
Tonbko ana SNMP v3. MoapobHee — B pasaene [Npodunu 6esonacHocTn SNMP

6e3sonacHocTH

SNMP

CobbiTua BriGop TMNOB napameTpoB, AOCTYMHBIX ANA MOHUTOPUHIA MO NpaBuiy

MpumeuanuellapameTpbl ayTeHTUOMKaymm ana SNMP v2c¢ (community) u ana SNMP v3 (nonb3oBatenb, TUM ayTEHTUPUKALUK, anropuTm
ayTeHTUdMKaLKUKM, Naposb ayTEHTUDUKALWUK, anropuUTM LM POBaHUA, Naposb WrdposaHua — B npodune desonacHocth SNMP) Ha SNMP-
MeHeKepe A0MKHBI CoBNaaaTth C COOTBETCTBYOWMMKM napameTpamn SNMP Ha ycTpoiicTse.

MHpopmMaLmio No HACTPOMKe NapameTpoB ayTeHTUdUKauum ana Bawwero SNMP-MeHemxepa CMOTpUTE B PyKOBOACTBE MO HACTPOMKE BbIOPAHHOMO
BaMyW NporpaMmMHoro obecneuenua ana ynpaenesua SNMP.

Komnanun UserGate npucBoeH yHuKanbHbl naeHtudukatop SNMP PEN (Private Enterprise Number) — 45741.

AxTyanbHble mib-dpaiinel yctporictea UserGate ¢ napameTpamm MOHMTOPHUHIA MOXHO CKayaTb U3 KOHCOMM aAMUMHMCTpaTopa ycTporcTea. [ina atoro
nepenaunTe Ha BrIaaky JlMarHOCTUKa U MOHUTOPUHT, Aanee B pasaene OnoseljeHns -> SNMP HaxwvmTe CkauaTtb MIB.

JnA ckaunsaHuA AocTynHbl cneaytowme MIB-dainnbi:

« UTM-TRAPS-MIB.

« UTM-TRAPS-BINDINGS-MIB.
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« UTM-MIB.

« UTM-INTERFACES-MIB.

« UTM-TEMPERATURE-MIB.
UTM-TRAPS-MIB

MapameTp Onwucaxue
trapCoreCrush C6oit sapa
trapStatDown Cepeuc ctatuctukmn (UserGate Log Analyzer) HenoctyneH
trapCoreBootstrapEnd 3arpyska cepBepa 3aBepLUeHa yCneLHo

trapDefaultGatewayChanged||3meHeHuWe wwso3a no ymMmonyaHuio

trapHighSessionsCounter Tabnuua ceccuit 3anonHeHa Ha 90%

trapHighUsersCounter KonnuecTBo akTuBHbLIX nonb3osaTenen aocturino 90% ot nopora NMLeH3nu

trapDataPartitionFSStatus  ||Ctatyc ¢painoBoii cuctembl. CocTonaHue $HainnoBoi CUCTEMBI MBMEHUIIOCH HA not_clean

trapStatusChanged M3meHeHue cTaTyca y3na 0Tka3oycTOMUYMBOro KacTepa

trapMemberUp Cratyc y3na 0TKa3oyCTOMYMBOrO KacTepa M3MeHuncs Ha «loaknoueH»
trapMemberDown Y3en 0TKa3oyCTOMUYMBOro KacTepa OTKIOUEH

trapAttackDetected O6HapyxeHue ataku cuctemon COB

trapChecksumFailed HapyLwweHue uenoctHocT GuHapHbIX dainos

trapHighCPUUsage Beicokan 3arpyska ueHTpanbHoro npoueccopa (95%)

trapLowMemory Beicokan 3arpyska namAatu (95%)

trapLowLogdiskSpace HenoctatouHo mecTa Ha Aucke ANA XpaHeHus XypHanos
trapRaidStatus M3ameHeHue ctatyca RAID

trapPowerSupply

[NepBbIf UCTOUHMK NUTAHUA OTKITHOYEH

trapCableStatus Ka6enb 6bin NOAKMOYEH UK OTKIIOYEH OT UHTepdeica

Bbicokan 3arpyska aucka. OnoselleHre OTNPaBnaeTcsa Npu 3arpyXXeHHOCTH >=95% 3a 5 MUHYT x0TA Obl HA OAHOM U3

trapHighDisklOUltilization <
[INCKOBBIX YCTPOMCTB

trapTrafficDrop CpabartbiBaHue 3anpeLLaroLLero NpaBuia MeXceTeBoro akpaHa

trapLDAPServerDown Cepsep LDAP HepocTyneH

KpuTnyeckasa Temnepatypa Ha 0AHOM U3 ceHcopoB. OnoBeLyeHre OTNPaBAeTCA NPU NepeceyeHnn 0aHOro 13
trapCriticalTemperature npeaenos paboyei TemnepaTtypbl (HUWKHEro UK BepxHero). HWxHWii npeaen paboueit TemMnepaTtypbl 06bIYHO paBeH
0°C (ana yctpoiicts cepun X -40°C), BepxHuit npeaen paseH 85°C

UTM-TRAPS-BINDINGS-MIB



Tvn

MapameTp AaHHbIX OnucaHue
utmSessions integer ||TekyLlee KONMMYECTBO aKTUBHbIX CECCUM
utmSessionsMax integer ||MakcumarnbHOE KONMMYECTBO aKTMBHbLIX CECCUI
utmUsers integer ||KonnuyecTBO aKTMBHbLIX NONb30BaTENEN HA AaHHBIA MOMEHT
utmUsersMax integer ||MakcumanbHOe KONMYECTBO aKTUBHBIX NOSb3oBaTesnen
CocTofHune $hannoBon CUCTEMBI.
utmDataPartionFSStatus||integer « 0 — clean, HopmanbHOEe COCTOAAHUE;
« 1 —not clean, TpebyeTca npoBepka GpannoBoit cucTeMbl
TeKyLymMiA cTaTyc ysna Knacrtepa 0TKasoyCTOMYMBOCTH:
« 0 — macrtep-ysen;
utmHAStatus integer
o 1 — pesepBHbIi y3en;
« 3 — owwbka
MprunHa nameHeHmna cTartyca ysna oTKasoyCcTOMYMBOIo Kractepa:
« 1 — CBA3b C y3N0OM NOTEPAHA;
e 2 — HTTP npokcu-cepsep HeaoCTyNeH;
utmHAStatusReason integer
o 3 — BCe Wt03bl HEAOCTYMHbI;
« 4 — DNS-cepBep HeaoCTyneH;
« 5— UserGate Management Center HegoctyneH
utmCPUUsage integer ||3arpy)xeHHOCTb LieHTpanbHoro npoueccopa (%)
utmMemory integer ||Mcnonb3osaHve onepaTvBHOK NamaTh (%)
utmLogdiskSpace integer ||MpocTpaHCcTBO Ha AWUCKe, MCNOMNb3yeMoe Noa XypHanbl (%)
Texywmin ctatyc RAID (Redundant Array of Independent Disks), noctpoeHHoro Ha koHTponnepe Adaptec:
« No_raid;
utmAdaptecRaidStatus ||integer « 0 — optimal, maccvB B onTUManibHOM COCTOAHUH;
« 1 —degraded, NOSHbIA UK YACTUYHbLIA BLIXOA U3 CTPOA OAIHOMO U3 INCKOB;
« 2 —rebuild, BoccTaHoBNEHNME Maccusa
Texywum ctatyc RAID (Redundant Array of Independent Disks), nocTpoeHHOro Ha KoHTponnepe Broadcom:
e no_raid;
« 0 — optimal, maccvB B ONTUMAnIbHOM COCTOAHUH;
. . 1 — degraded, NOMHbIA MK YACTUYHBIR BBIXOA M3 CTPOA OAHOMO M3 AMCKOB. [lepexoa B AaHHbIN cTaTyc
utmBroadcomRaidStatus||integer ¢ 9 A P A A pexons A y

npou3oMAeT Npu BbIXOAE U3 CTPOA 2-X AUCKOB;
o 2 — partialDegraded, NonHbIA MM YaCTUYHBIN BbIXOA M3 CTPOA OAHOMO U3 ANCKOB;
« 3 — failed, He paboTaeT 13-3a HaNMUWA OLLMOKK;

« 4 — offline, auck He aoctyneH ana RAID-koHTponnepa




Tun
MapameTtp AaHHbIX OnucaHue
KonnyecTBo MCTOUYHMKOB MUTAHUA:
utmPowerSupply integer o 1 — o0anH 6noK nuTaHusa;
o 2— /Ba 6noKa NUTaHuA
CoCTOsIHME UCTOYHUKA NMUTaHKA:
« no_power_supplies;
utmPowerSupplyStatus ||integer
o 0 — off, oTKNtOUEH;
« 1—on, BKIOUEH
utmCSClfName string HasBaHue nHTepdeiica
Cratyc ceTeBoro aaantepa:
utmCSCStatus integer « 0 — Kkabesb He NOAKOUEH;
o 1— Kabenb noaktoYeH
utmDisklOUtilization integer ||Texywan ytunusauuna amcka (%)
utmLDAPServerName |[string Hassanune LDAP-cepsepa
utmLDAPServerAddress |[string IP-anpec LDAP-cepsepa
utmThermSensor string HasBaHue TemnepaTypHOro ceHcopa
utmThermValue integer ||3HaueHne Temnepatypbl, USMEPEHHOE CEHCOPOM
UTM-MIB
Tun
MapameTtp AaHHbIX OnucaHue
vcpuCount integer KonunyecTso BUPTYyasnbHbIX NPOLECCOPOB B CUCTEME
. 3arpy>XeHHOCTb BUPTYyasbHbIX NMPOLECCOPOB CUCTEMBI; OT06 aKaeTCA PaKTUYeCKoe YMUCIO 3arpyXXeHHbIX
vcpuUsage integer Py Py pou P ’ P ® Py
BUPTYasibHbIX NPOLECCopoB
usersCounter integer KonnuecTBo aKTUBHbIX NOb30BaTENEN Ha TEKYLLUMIA MOMEHT BPEMEHHU. (*)
sessionsCounter integer KonnyecTBo akTUBHBIX CECCUIA Ha TEKYLLMIA MOMEHT BPEMeEHHM. (*)
tcpsessionsCounter integer KonunyectBo axktuBHbIX TCP-Cceccuii Ha TeKyLUM MOMEHT BpemeHHu. (*)
udpsessionsCounter integer KonunuectBo axktuBHbIX UDP-Ceccuii Ha TeKyLUMiA MOMEHT BpeMeHu. (*)
icmpsessionsCounter integer KonunyectBo axktuBHbIX ICMP-ceccuit Ha TeKyLLMA MOMEHT BpeMeHHU. (*)
sessionsRate10 integer KonunyecTBo HOBbIX ceccuii B cekyHAy. CpeniHee 3HadyeHue 3a nocneanune 10 cekyHA. (*)
sessionsRate60 integer KonunyecTBo HOBbIX ceccuit B cekyHAy. CpeaHee 3HauyeHue 3a nocneanue 60 cexkyHA. (*)




NapameTp

Tun
AaHHbIX

OnucaHue

sessionsRate300

integer

KonunyecTBo HOBbIX ceccuii B cekyHay. CpeaHee 3Hayenune 3a nocneanune 300 cekyHa. ( )

tcpsessionsRate10 integer Konunyectso HoBbix TCP-ceccuit B cekyHay. CpeaHee 3HaueHue 3a nocrneadue 10 cexkyHa. (*)
tcpsessionsRate60 integer Konunyectso HoBbix TCP-ceccuit B cekyHay. CpeaHee 3HaueHue 3a nocrneanue 60 cexkyHa. (*)
tcpsessionsRate300 integer Konunuectso HoBbix TCP-ceccuit B cekyHay. CpeaHee 3HaueHue 3a nocneadue 300 cekyHA. ( *)
udpsessionsRate10 integer Konunuectso HoBbix UPD-ceccuit B cekyHay. CpeaHee 3HaueHue 3a nocneaxune 10 cexkyHAa. ()
udpsessionsRate60 integer Konunuectso Hosbix UPD-ceccuii B cekyHay. CpeaHee 3HaueHune 3a nocneaxune 60 cexyHA. ()
udpsessionsRate300 integer Konunuectso HoBbix UPD-ceccuit B cekyHay. CpeaHee 3HaueHue 3a nocneaxune 300 cekyHa. ( )
icmpsessionsRate10 integer Konunyectso HoBbix ICMP-ceccuin B cekyHay. CpeaHee 3HauveHue 3a nocrneanve 10 cexkyra. (*)
icmpsessionsRate60 integer Konunyectso HoBbix ICMP-ceccuin B cekyHay. CpeaHee 3HauyeHue 3a nocneaHve 60 cexkyra. ( *)
icmpsessionsRate300 integer Konunyectso HoBbix ICMP-ceccuit B cekyHay. CpeaHee 3HauveHue 3a nocneanve 300 cekyHA. ( *)
dnsRequestCounter integer O6wee konuuectso DNS-3anpocos. (*)
dnsBlockedRequestCounter||integer KonnuecTBo 3abnokupoBaHHbix DNS-3anpocos. (*)
dnsRequestRate integer Konunyectso DNS-3anpocos B cekyRay. (*)
httpRequestCounter integer O6wee konnyectso HTTP-3anpocos. (*)
httpBlockedRequestCounter|integer Konunuectso 3abnokmposanHbix HTTP-3anpocos. (*)
httpRequestRate integer KonunyectBo HTTP-3anpocos B cekyHay. (*)
CocTofAHune $hannoBon CUCTEMbI:

dataPartitionFSStatus string « clean — HopmasnbHOE COCTOAHUE;

« not_clean — TpeByeTcA npoBepka painnoBoi cUCTEMBI

TekyLLuWit cTaTyc y3na kiactepa 0TKasoyCTOMUYMBOCTH:

« 0 — macrep-ysen;
haStatus integer

o 1— pesepsHbli y3en;

o 3 — owubka
cpuLoad integer 3arpyKeHHOCTb LieHTpasIbHOro NpoLeccopa cucTeMsl; oTobpaxaeTtcs B %.
memoryUsed integer McnonbsoBaHue onepaTMBHOM NamATH; oToOpaxaeTcaA B %.
logDiskSpace integer MpoCTpaHCTBO Ha AMCKEe, UCTONb3YEeMOE NOA XypHarbl; oToGpaxaeTca B %.




Tun
MapameTtp AaHHbIX OnucaHue
CoCTOfHME NepBOro UCTOYHMUKA NUTAHMUA:
« no_power_supplies;
powerSupply1Status string
o ON — BKI/IIOYEH;
« off — oTknoueH
CocTofAHMe BTOPOro MCTOYHMKA NUTaHUA:
« no_power_supplies;
powerSupply2Status string
o ON — BK/IOYEH;
o off — oTKIOYeH
raidType string Tun RAID maccusa
Texywmin ctatyc RAID (Redundant Array of Independent Disks):
« NO_raid;
raidStatus string « 0 — optimal, maccvB B onTUManbHOM COCTOAHUH;
« 1 —degraded, NONHbIA UM YACTUYHBIV BLIXOA U3 CTPOA OAHOMO U3 AWUCKOB;
« 2 —rebuild, BoccTaHOBNEHWE MaccuBa
disklOUtilization integer TekyLjaa ytunusaumna aucka (%)
0,
disklOUtilization60 integer YTunusauma aucka (%). CpeaHee 3HaueHue 3a nocnegHve 60 cekyHa
disklOUtilization300 integer YTunusauma aucka (%). CpeaHee sHauenue 3a nocneaHne 300 cekyHA

MpumeuaHueMeTprK1, OTMEYEHHbBIE B ONUCAHUK CUMBOSOM (*) He akTyanbHbl Ana UGMC 1 LogAn. 3HaueHus MeTpuK And TUX ycTporcTs ByayT

BCeraa paBHbl HYJHO.

UTM-INTERFACES-MIB

Tun
MNapameTp AaHHbIX Onucaxue
ifNumber integer  ||KonnyecTBo ceTeBbIX UHTEPDENCOB
iflndex integer 3HaueHue yHWKarbHO ANA KXA0ro MHTepdeica n MOXeT NpUHUMAaTb 3HadveHus ot 1 o ifNumber
ifDescr strin MHdopmauma 06 nHTepdeiice, KoTopas MOXeT BrItoYaTh B cebA HasBaHWe NPOU3BOANUTENA, UMA NPOAYKTa,
9 annaparHyto Bepcuio uHTepdeiica




Tun

MapameTtp AaHHbIX OnucaHue
Tun uHTepdeinica, onpeaeneHHbIn B COOTBETCTBUM C NMPOTOKOIOM PU3NYECKOro/KaHaIbHOro YPOBHE:

« 1 — other, HensBecTHbIN TUN;

e 2—regular1822, onpenenex B BBN Report 1822;

« 3—hdh1822, onpenenex B BBN Report 1822;

« 4 — ddn-x25, onpeaeneH B BBN Report 1822;

« 5 —rfc877-x25, onpeaeneH B cTaHAapTe KaHanNbHOro ypoBHA ceTesoi moaenun OSI X.25;

« 6 — ethernet-csmacd, ceteson nHtepdeic Tuna Ethernet, Hesasnucrmo oT ckopocTu (onpeaeneH B
RFC 3635);

« 7 —is088023-csmacd, onpeneneH B IEEE 802.3;

« 8 —is088024-tokenBus, onpeaeneH B ctanaapte |IEEE 8802.4;

« 9 —is088025-tokenRing, ceteson nHTepdenc ncnonedyet noakoueHuwe Token Ring; onpeaenaetca
B ctaHaapTe IEEE 802.5;

« 10 —is088026-man, onpeaeneH B ctaHaapte ISO 88026 "MAN";

« 11— starLan, onpeaenen B ctanaapte |IEEE 802.3e;

« 12 — proteon-10Mbit, Proteon 10 Mbit;

« 13 — proteon-80Mbit, Proteon 80 Mbit;

« 14 — hyperchannel, BbICOKOCKOPOCTHOM KaHan, ucnonb3yemsl B cetv ISDN;

« 15— fddi, ceteBoi uHTepdeic ucnonsayet noaxtouenne FDDI (Fiber Distributed Data Interface).
FDDI — aT0 Habop cTaHAapTOB Nepesayn AaHHbIX N0 ONTOBOMOKOHHBIM SIMHUAM B NTOKaNbHOW CeTH;

« 16 — lapb, npoTokon kaHanbHOro YpOBHA, MCMONb3yeMbIM ANA Nepeaayn naketos cTaHaapTa X.25;

e 17 — sdlc, NpoTOKON KaHanNbHOro YPOBHA ANA CUCTEMHOM CeTeBOM apxMTeKTypbl IBM;

ifType integer « 18 —ds1, cnocobeH obpabaTbiBaTb 24 0AHOBPEMEHHbLIX COEANHEHMUA Ha 06LLei ckopocTu 1,544

M6uT/c; Takxe HasbiBaeTca T1;

« 19— e1, eBponenckuit aHanor T1;

« 20 — basicISDN, ans ceasu annapatypbl aboHeHTa 1 ISDN-cTaHumu;

o 21 — primarylSDN, ucnonb3ayetca Ana NOAKIOYEHNA K LLMPOKOMOMOCHBIM MarucTpanam,
CBA3bLIBAIOLMM MECTHbIE U LeHTpasnbHble ATC nnv ceTesbie KOMMYTaTopbl;

« 22 — propPointToPointSerial, onpeaenex B ctaHaapte RFC1213;

« 23 — ppp, ceTeBomn nHTepdenc ncnonbdyet noaknodeHue PPP (Point-To-Point Protocol);

« 24 — softwareLoopback, ceTeBoi nHTepdeiic ABNAETCA NeTneBbIM aaantTepoM. Takue nHTepdeinch
4acTo MCNONb3yHTCA ANNA TECTUPOBAHWA; OHU HE OTNPaBNAT TPadUK B CETb;

« 25— eon, ConnectionLess Network Protocol (CLNP) over Internet Protocol (IP); onpeaeneH B ISO/IEC
8473-1;

« 26 — ethernet-3Mbit, ceTeBoi MHTepdeiic ncnonbayeT noaxkntoueHue Ethernet co ckopocteto 3 MéuT/c.
Ora Bepcua Ethernet onpeaennaetca B ctanaapte IETF RFC 895;

o 27 — nsip, XNS over IP — npeaHasHayeH ANA UCNoMb30BaHWA B pasHooOpasHLIX cpeaax nepeaayu
JaHHbIX;

« 28 — slip, ceTeBoW nHTEpPdENC McnonbayeT noakntoyeHne SLIP (Serial Line Internet Protocol). SLIP
onpeaensetca B ctaHaapTe IETF RFC 1055;

e 29 — ultra, ULTRA Technologies;

o 30 — ds3, BEICOKOCKOPOCTHOM MHTEPdENC nepeAayn AaHHbIX, CHOOPMUPOBAHHbIN
MynbTUNekcupoBaHuem curHanos DS1 u DS2; Tawke HasbiBaeTcA T3;

« 31— sip, ceTeBoW MHTEPDENC UCMONb3YET NPOTOKON ANA BbICOKOCKOPOCTHOW Nepeaayn AaHHbIX
SMDS (Switched Multimegabit Data Service). SMDS onpeaensetca B ctanHaapte IETF RFC 1694;

o 32— frame-relay, o6ecrneunBaeT BO3MOXHOCTb Nepeayn AaHHbIX C KOMMyTaLMen NakeToB Yepes
UHTepdenc Mexay ycTpoicTBaMu nosib3oBatesna U 06opyAoBaHUEM CETH

ifMtu integer MakcumanbHbl pasmep naketa ceTeBoro YpoBHA, KOTOPbIM MOXHO Nocnath Yepes aToT uHTepdenc
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MponyckHaa cnocobHocTe MHTepdeiica B Gutax B cekyHay. MakcumansHoe sHaueHve: 4 294 967 295 (= 4,29
ifSpeed gauge32 |(|F6uT/c). PekomeHayeTcA MCnonb3oBaTh AnA MHTEPPENCOB CO CKOPOCTLIO A0 4,29 [6uT/c, Koraa TpebyeTca
BbICOKaA TOYHOCTb
ifPhysAddress string Ddusnueckunii agpec Htepdeinca (MAC-aapec)
CocTonaHune nHTepdenca, HasHa4aemoe aAMMHUCTPATOPOM:
o 1—up, rotoB AnA nepesayv NakeTos.
ifAdminStatus integer
« 2 — down, He paboTaer.
« 3 —testing, B peXvme TecTMpoBaHus; pabouve nakeTbl He MOryT ObiTb NepeaaHsbi
Tekywwuii ctaTyc paboTbl UHTepdeica:
o 1—up, nHTEpdenc rotos AnA nepeaayn NakeTos.
o 2 —down, uHTepdenc He MOXeT nepeaaBaTb NaKeThbl AaHHbIX.
« 3 — testing, BEINONHAETCA TECTUPOBAHME CETEBOIO UHTEpdeiica; paboune nakeTbl He MOryT ObITb
nepenaHbil.
) ] e 4 — unknown, uHTepdenc HaxoaAnTCA B HEM3BECTHOM COCTOAHUM.
ifOperStatus integer
« 5— dormant, ceTeBoi MHTEPPENC HE MOXKET NepesiaBaTb NaKeThl AaHHbIX, OH OXXMAAET BHELLHee
cobbiTHe.
« 6 — notPresent, ceTeBoi MHTEPdENC HE MOXET NepeaaBaTh NakeTbl AaHHbIX U3-3a OTCYTCTBYHOLLEro
KOMMOHEHTA, 0ObIYHO annapaTHoro.
« 7 —lowerLayerDown, ceTeBoi MHTEpP®hEIC HE MOXET NepefaBaTb NaKkeThbl AaHHbBIX, MOTOMY Y4TO OH
paboTaeT NoBEPX OAHOIO UMW HECKOMBKUX APYrMX MHTEPdENCOB, U HE MEHee 0HOIO U3 3TUX
MHTEPDENCOB HKHEro YPOBHSA He paboTaeT
ifLastChange timeticks ||3HaueHnne SysUpTime, koraa uHTepdenc okasanca B AaHHOM COCTOAHUM
iflnOctets counter32||KonnuecTtBo 6aiToB, NPUHATOE AaHHBIM UHTEPdENCOM, BKItOYanA CryxebHble
iflnUcastPkts counter32||KonnuecTBo AOCTaBNEHHbIX NAKeTOB OAHOAAPECHON PACCHISIKU
iflnNUcastPkts counter32|[KonnuyecTso A0CTaBNEHHbLIX MHOMOAAPECHbIX U LUMPOKOBELLATENbHbBIX NaKeToB
KonnuecTBo BXxoAALLMX NaKeToB, KOTOpkIe Oblnn 0TOPOLLEHbI, AaXe ecrk He ObiNo 06HAPYKEHO OLLUMOOK,
iflnDiscards counter32||npenATcTBytoWMX Ux aoctaeke. OHA M3 BO3MOXHbIX MPUYMH 0TOpackiBaHWA: 0cBoOOXAEHHUE By pepHoro
npocTpaHcTBa
iflnErrors counter32||KonnuecTBo BXOAALLMX NAKETOB, KOTOPLIE COAEPKAT OLUMOKM, NPEenATCTBYIOLME UX AOCTaBKe
. KonnuecTBo nakeToB, KOTOpbIe BbINK NOMyYeHbl Yepes 3TOT MHTEPENC U OTOPOLLEHBI U3-3a UCMONBb30BaHKUA
iflnUnknownProtos counter32 P y P P P
HEM3BECTHOro UM HeNoAAEPKMBAEMOro NPoToKoNa
ifOutOctets counter32||KonuuecTBo 6aiToB, NnepesiaHHoe AaHHbIM MHTEPdERCoM, BKtoUas cryxebHble
. KonnuecTBo 0TnpaBneHHbIX NakeToB 0AHOAAPECHOW PACChINKM, BKIKOYas NakeThbl, KOTopble Obinu 0TOPOLLEHb
ifOutUcastPkts counter32 P AHoaAp P P P
WK He OTNpaBneHb
. KonnuecTso oTnpasneHHbIX MHOroaApecHbIX U LUMPOKOBELLATEbHbIX NaKeToB, BKIKOYAA NakeTkl, KOTopble
ifOutNUcastPkts counter32 P AP P u.| P
ObIn OTOPOLLEHbI UK HEe OTNPaBEHbI
KonnuecTBo MCX0AALMX NAKEeTOB, KOTOPbIE Oblfiv OTOPOLLEHbI, AaXe ecrin He BbiNo 0BHAPYXKEHO OLLUMOOK,
ifOutDiscards counter32||npenATcTBytoLwMX UX nepeaadun. OaHa n3 BOSMOXHbBIX NPUUKMH OTOpackiBaHKUA: ocBoboxaeHue BydepHoro

npocTpaHcTBa
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ifOutErrors counter32||Konnuecteo UCXOAALLMX MaKeToB, NepeAaya KOTOPbIX HEBO3MOXHA BCNIeACTBME HaNMMUUA OLUIMOOK
ifOutQLen gauge32 ||OdnvHa BLIXOAHOW oyepeau (B nakeTax)
iflnMulticastPkts counter32||KonnMuecTso AOCTaBIEHHBIX NaKeTOB MHOrOaAPECHOW PaCChIKM
iflnBroadcastPkts counter32||KonnmuecTBo AOCTaBMNEHHbIX LUMPOKOBELLATENbHbBIX MAKETOB
. . KonnuecTBo 0TnpaBneHHbIX NakeToB MHOroaZApecHOoH PacChiik1, BKOYAA NaKeTbl, KoTopkle Obinu
ifOutMulticastPkts counter32 P Ap P P
OTOPOLLEHbI UMW He OTNpaBneHb!
. KonnuecTBo 0TnpaBneHHbIX LUMPOKOBELLATENbHBIX NaKeToB, BKIOUaA NaKeTbl, KOTopble OblM 0TOPOLLEHb
ifOutBroadcastPkts counter32 P P t P P
WK He OTNPaBfeHbI
. MapameTp, aHanornuxeli ifinOctets — konMuecTBo 6anToB, NPUHATOE AaHHLIM UHTEP(ENCOM, BKITHOUas
ifHCInOctets counter64 P P ) . P A P
cnyxeOBHble; UCNOMb3yeTcs CYeTUMK BOSbLLEN EMKOCTH
. MapameTp, aHanornuHeli ifinUcastPkts — KonMuecTBO AOCTaBNEHHbIX NAaKETOB OAHOAAPECHOW PACCHINKY;
ifHCInUcastPkts counter64|| 2P P . A AHOAAPR P
MCNONb3yeTCA CYETUMK OObLUEN EMKOCTH
. . MapameTp, aHanornyHbli ifinMulticastPkts — konnuyecTBo AOCTaBNEHHbIX NAKETOB MHOMOAAPECHOM PaCChINIKMU;
ifHCInMulticastPkts counterg4|| 2PaMeTP ! A Ap P
MCNOb3yeTcH CYETUMK OONbLUEN EMKOCTH
. MapameTp, aHanoruuHbii ifInBroadcastPkts — KonuuyecTBo A0CTaBNEHHbIX LUMPOKOBELLaTebHbIX NaKeToB;
ifHCInBroadcastPkts counter64|| 2P P o A P t
MCNosb3yeTcs CYETUMK BONbLUEN EMKOCTH
. MapameTp, aHanornuHeli ifOutOctets — konuuecTBo 6ainToB, NnepeaaHHoe JaHHbIM UHTEPPENCoM, BKIoYaa
ifHCOutOctets counter64|| 2P P ) o pea A PP
cnyeOHble; UCTIONb3YEeTCA CYETUMK OONbLUEN EMKOCTH
. MapameTp, aHanornyHbii ifOutUcastPkts — KonmMuecTBo oTNpaBneHHbIX NakeToB 0IHOAZAPECHOW PaCChINKHK,
ifHCOutUcastPkts counter64|| 2P P P ’ AHoaAp pa
BKJTHOUYAA NaKeTbl, KOTOPbIe ObiNK OTOPOLLEHbL! UMW HE OTNPABIEHbI; UCMOMb3YeTCA CYETUMK BOosbLIeH eMKOCTH
MapameTp, aHanornuHeli ifOutMulticastPkts — konuyecTBo oTNpaBneHHbIX NakeTOB MHOrOAAPECHOM
ifHCOutMulticastPkts counter64||paccblnku, BKIKOYan NakeThl, KOTOpPble OblN OTOPOLLEHEI MU HE OTNPABMEHbI; UCMONb3YETCA CHETUMK
6onbluen emMKoCTH
) MapameTp, aHanornuHbli ifOutBroadcastPkts — KonnuecTBo O0TNpaBneHHbIX LUMPOKOBELLATENbHbIX NaKkeToB,
ifHCOutBroadcastPkts counter64|| 2P P p. P » o
BK/TtOUAA NaKeTbl, KOTOPblE OblNM OTOPOLLEHBI UK HE OTNPaBEHbI; UCMOMb3YeTCA CYETUUK BONbLUEN EMKOCTH
YkasbiBaeT, A0SKEH 1M CO3AaBaTbCA Tpan Npu UBMEHEHWMU CTaTyca COEANHEHMA:
ifLinkUpDownTrapEnable ||integer « 1— enabled, BKIOYEHO;
« 2 — disabled, oTkntoueHo
OueHKa TeKyLLei Nonockl NponyckaHua UHTepdeiica; ykasbisaetca B MOuT/c. Okpyrnexue Ao uensix Méut/c
ifHighSpeed gauge32 ||(TepAeTcs TOUHOCTb ANA ckopocTer < 1 MOuT/c). PekomeHayeTca NpUMEHATb ANs BbICOKOCKOPOCTHbIX
nHTEpdencos
«Hepas6opuuBblit pexxum». BosMoXHble 3HaYeHUA:
o 1 —true, cTaHUMA NPMHMMAET BCE NaxeTbl/Kaapbl HE3aBUCUMO OT TOrO, KOMY OHM aAPECOBaHbI;
ifPromiscuousMode integer
« 2 —false, HTepdEC NPUHMMAET TOMBKO NaKeTbl/Kaapbl, aAPECOBAHHbIE 3TON CTaHLuK;
3HayeHne 00beKTa He BNMAET Ha NPUEM LUMPOKOBELLaTeNbHbIX U MHOrOaAPECHbIX NakeToB/kaapos
ifAlias string HassaHwue nHTepdenca, 3aaaHHOe aAMUHUCTPATOPOM NPKU HACTPOiKe uHTepdeiica
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3HaueHune SysUpTime, koraa npov3oLLsio cobbiThe, cTaBLLee NpuunHoi cboa paboTel oaHOTo Uik Bonee

ifCounterDiscontinuity Time|[timeticks o
CYeTUYUKOB nHTepdenca

ifName string TexkcToBOE UMA UHTEepdenca, UCnonb3yemoe B cucteme (Hanpumep, port0)
ipAdEntAddr IpAddress||IP-aapec nHtepdeica
ipAdEntlfindex integer UHaekc nHtepdeiica, K KOTOpoMy npuBA3aH AaHHbIN IP-aapec

UTM-TEMPERATURE-MIB

MapameTtp Tun gaHHbIX OnucaHue
thermNumber integer KonnuecTBo TeMnepaTypHbIX CEHCOPOB Ha AaHHOM nnatpopme
thermLowerThreshold||integer HwxHuit npeaen paboueit Temnepatypel
thermUpperThreshold||integer BepxHuit npeaen pabouei Temnepartypei
thermTable sequence Tabnuua TemnepaTtypHbIX CEHCOPOB C NokasaHuamK (thermEntry)

MHdopMaLmna 0 KOHKPETHOM CEeHCope:

« thermName (string) — HasBaHu1e ceHcopa;
thermEntry sequence
« thermValue (integer) — nokasanue ceHcopa;

« thermUnit (string) — eanMH1ua namepeHua nokasaHui ceHcopa

MpumeyaHue JaHHble TEMNEPATYPHLIX CEHCOPOB ByAyT 0TOOpaXaTbCA TOMLKO ANA NOAAEPKMBAEMBIX annapaTtHbIX niathopM. B HacToALWmi MOMEHT
noaaepxwsatotcsa yctpoictea UserGate G150, C151, FG, X10. [inA HenoaAepXuBaeMbIX NaTtPpopM UK BUPTYarbHbIX PELLEHWIA Tabnuua CeHCopoB
6yAneT NycToM, a 3HaYEeHUs KOIMYECTBa CEHCOPOB W Npeaenbl pabounx TeMnepatyp OyAyT paBHbl HYHO.

MpumeuaHue Ecnu ¢ ceHcopa He yAanochb CHATb NoKasaHue TeMnepaTypsl, oH He ByaeT nepeaaH B Tabnuue, npu atoM napameTp thermNumber
NoACYMTHIBAET 06LLee KONTMYECTBO TEMMNEPATYPHBLIX CEHCOPOB, AAXE C y4eTOM HepaboTaroLmx. B Takom cryyae KonmMyecTBo CEHCOPOB B Tabnuue v
3HayeHne thermNumber moryT He coBnaaatb.



MapameTpsl SNMP

Documentation: ¥
Product: NGFW
Version: 7.x

JanHbii pazaen ncnonb3yeTca Ana 3aAaHua HacTpoeK no Bblaadve nHeopmauymm SNMP-aredtom no npotokony SNMP. MNMapamveTtpel SNMP 3apatotca
ANA KXAOro y3na UHAWBMAYasbHO.

HanmeHoBaHHue OnucaHue

SNMP uma o
HasBaHwue cuctemsbl, ncnonb3yemoe noacuctemoin ynpaeneHna SNMP.

CUCTEMBI

SNMP nokauua

" MHdopmauua o duanueckom pacnonoxerun SNMP-areHTa.

cUcTembl

SNMP

onucaHue OnucaHve cucTeml.

cUcTembl
Kaxaoe yctpoitctBo UserGate nmeeT yHukanbHblit naeHTudukatop SNMPv3 Engine ID. Mo ymonuanuio Engine ID reHepupyeTcs
Ha ocHoBaHuK UMeHw y3na UserGate. Mpu pesaxktuposaHuu Engine ID HeobXxoAMMO ykasaTb AfWHY, TUM W 3HAYEHUE
naeHtTuduKatopa. nuHa MoxeT 6biTh onpeaeneHa Kak pUKcUpoBaHHaA (He Gonee 8 6aiT) MNM AMHamu4yecKas (He 6onee 27
6aiiT). PuKcMpoBaHHaA ANvHA MAEHTUdUKATOPa NPUMEHUMA TONBKO ANnA Tuna text.
Engine ID moxeT 6biTb chopMUpOBaH B popmare:

Engine ID o IPv4 (ip4).

o IPv6 (ipv6).
« MAC-aapec (mac).
o TeKcT (text).

« OkreThbl (octets).
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B naHHOM pasaerne npous3BoAMTLCHA HACTPOKKa Npodunei GesonacHocTy ansa ayTeHTudukauun SNMPv3-meHemxepa.

Mpumeuanue Hactpoiku ayteHTudukauymm ana SNMP v3 (umA nonb3osaTena, Naponb, TUM U anroputM ayTeHTUdUKaL MK, anropuT™ U Naporsb
wugposarmna) Ha SNMP-meHemxepe AoMKHBI coBnaaaTth ¢ HacTporkamu SNMP B UserGate

HanmeHoBaHue OnucaHue
HasBanue HassaHue npopuna 6esonacHoctn SNMP
OnucaHue Onwucanve npogpuna 6esonacHocTn SNMP
Monb3oBaTtensb Mma nonb3oBatena ana ayteHTudukauum SNMP-meHeaxepa.

Bbi6op pexuma ayTeHTudukaumm SNMP-meHemkepa. BoaMoXHbI BapuaHThI:
« Bes ayTeHTuduMKaumu, 6es wudposaHua (noAuthNoPriv).

Tun ayteHTUPUKaL KU « C ayteHTUdMKauuen, 6es wupposanua (authNoPriv).

« C ayTeHTUdMUKauued, ¢ unpposaHmem (authPriv).

Haunbonee 6e3aonacHbiM cunTaeTcs pexum padoTsl authPriv.

ANropuTM™, UCNONb3yeMblin AnA ayTeHTudUKayMu. Bo3mMoxHO ncnons3osathb:
« SHAT;
« MD5;

Anroputm ayTeHTUdHUKaLUU « SHA224;

« SHA256;

« SHA384;

o« SHA512.

Maponb ayteHTMdUKauuKn |[laponb, UCNONb3yeMblid ANA ayTEHTUdUKALNK.

Anroputm wnudposaHua AnropuTtm, Ucnonbayembln ana wudposaHuda. BosmoxHo ncnonssosats DES u AES.

Maponb wrdposaHua Maponb, ncnonbsyemeli AnA WKMdPOBaHMUA.
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