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XXypHanel 1 oTyeThl



XypHanbl



O6wwe ceeneHuns

Documentation: ¥
Product: NGFW
Version: 7.x

UserGate NGFW peructpupyeT cobbiTisA, BO3HUKAOLME B NPOLECCE €ro GYHKLUMOHUPOBAHMA, U COXPAHAET WX B CIIeAYOLLMX XypHanax:

« XypHan cobbIThit — coaepxuT cobbiTsA, CBA3aHHbIE C n3MeHeHrem napameTpos UserGate NGFW, aBTopusaumen nonbsosarenen,
0BHOBNEHWAMM PA3NMYHbLIX CIUCKOB U T. M.

« MypHan Be6-gocTyna — noapoBHbiil xypHan Bcex Be6-3anpocos, obpadoTtarHix UserGate NGFW.

« XypHan DNS — conepxuT cobbiTus, cBAsaHHble ¢ DNS-Tpadukom.

« XypHan Tpaduka — noapoOHbIii xxypHan cpabaTtbiBaHua NpaBun MexceTeBoro akpaHa, NAT, DNAT, npaBun noaMeHbl NOPTOB M Npasui
MapLUpyTM3aLmuK Ha ocHoBe nonuTuk (PBR). na peructpauum aTux coObiTMid HEOOXOAMMO BRITOUNTL BYHKLMIO XYPHATMPOBAHKUA B
COOTBETCTBYHOLLMX Npasunax.

« MypHan COB — cofepXuT coBbITUA, perucTpupyemMble CUCTEMON OBHapPYXEHWUA U NPeAOTBPALLEHUA BTOPXKEHMN.

« XypHan uHcnekTupoBaHua SSH — xypHan cpabaTbiBaHUA NPaBWi MHCNEKTUpoBaHWA SSH. [ina pervctpaumu aTux cobbITHUi HE06X0AUMO
BKITHOUNTE QYHKLMIO XXypHaIMPOBaHHUA.

. MCTOPMH MOUCKA — COAEPXUT cBeAeHUA O MOMCKOBbIX 3anpocax nonb3osaTenen B nonynApHbIX NOUCKOBbLIX CUCTEMAX.

« XypHan 3awmTbl nouToBOro TpadpmMKa — CoAepPXUT COBLITUA cpadaTbiBaHMA MPABMI 3aLLMTbl NOYTOBOMO TPadHKa, B NapameTpax KOTopbIX
BK/tOUEHA DYHKUMA XKYPHANUPOBaHUA.

o AreHT UserlD — coepxuT onucaHue cobbiTuid, oTpaxatoLux pesynstat pabotsl UserlD-areHTa.

YnpaBneHue xypHanamu aBToMaT3upoBaHO: XypHasbl LIMKITMYECKV NepesanucbiBatoTesd, obecneumsasn Heobxoanmoe Ana padoTbl cBoboAHOE
ZIMCKOBOE MPOCTPAHCTBO.

PoTauus 3anuceit )ypHanos (Bcex, KpOMe XypHana coObITUI) NPOMCXOAUT aBTOMATHUYECKH MO KPUTEPUIO CBOOOAHOIO NPOCTPAHCTBA Ha AaHHOM
pasaene. 3anucu o potauuu 6asbl AaHHbBIX 0TOBPAXaOTCA B )XypHane cobbiTuit. B cnydae, ecnu ysen nHterpupoBax ¢ UserGate Log Analyzer, 3anucu
6ynyT oTobpaxatbea B )ypHane cobeituit UserGate Log Analyzer. PoTauua sanucei xypHana coObiTuiA HUKOraa He Npou3BoaMTCA.

MpumeuanueB penuse 7.5.0 v Bblle Npy U3MEHEHUU UMEHM Y3Na B HACTPOMKax KnacTepa KOHbUrypauum ero HoBoe nmaA ByneT oToBpaxaTbe Kak B
Be6-KOHCOSM, TaK U BO BCEX XypHanax 1 oTyeTax.



WypHan cobbiTni

Documentation: ¥
Product: NGFW
Version: 7.x

XypHan cobbiTuit oToBpakaeT cobbiTUA, CBA3AHHLIE C M3MEHeHWeM HacTpoek NGFW, Hanpumep, AobaBneHue/ynaneHne/M3aMeHeHe AaHHbIX
Y4YeTHO# 3anucu, npasuna unu nboro Apyroro anemeHTa. 3aechk xe 0TobpaxatoTcA BCce COBbITUA BXOAA B BEO-KOHCOMb, aBTOpU3aLim1
nonb3osaTtene yepes Captive-noptan unu VPN, ctapTa, BbIKIOYEHNA, Mepesarpysku cepsepa v T.M.

Ona y,U,OéCTBa noucka HeoBxoAMMbIX COObITHI 3anucu MoryTt 6bITb OTOUNBLTPOBAaHbLI MO PasINYHbIM KPUTEPUAM, HaNpUMep TaknMm, Kak AnanasoH Aar,
KOMMNOHEHTE, BaXXHOCTH, TUNYy cobbiTHA.

AZMMHUCTPATOP MOXET BbIOPATL TOMBKO Te CTONBL LI ANA NoKasa, KOTopble eMy Heo6XoAnMbI. [NA 9TOro cneayeT KIWKHYTb yKasaTenem Mblliv Ha
nto6oit U3 cTon6uoB, ¥ B NOABUBLLEMCA KOHTEKCTHOM MEHIO OCTaBMUThL ranoyku TOMbKO ANA Tex CTONOLOoB, KOTopble HE0OX0ANMO OTOOpaXaTb.

C nomoLLbto KHOMKKM DKcNopTUpoBaTh B CSV afMMHUCTPATOP MOXET CKauyaTb 0ThOUNLTPOBaHHbLIE AaHHbIE XypHana B csv-pain Ana AanbHenLlero
aHanusa.

Haxarwue Ha kHonky MoKa3aTb BLIBEAET OKHO C NOAPOGHLIM ONMcaHUeM COBbLITHS.



XypHan Be6-goctyna

Version: 7.x
Product: NGFW
Documentation: ¥

XypHan Be6-gocTyna oTo6paxaeT BCe 3anpockl Nonb3oBaTenei B MHTEPHET no npotokonam HTTP u HTTPS. BeiBoasaTcs cobbiTva cpabaTbiBaHus
npasun GpuUnbTPaLMK KOHTeHTa, MHecneKkTupoBaHua SSL, Beb-6esonacHocTy, Captive-nopTana B HACTPOMKAX KOTOPLIX BKIOUEHO XXypHANUpOBaHue.
OtoBpaxaeTca crneaytoas MHbopmauma:

« Y3en NGFW, Ha KOTOPOM Npon30LLno cobbiThe.
« Bpemsa cobbiTus.

« CoaepxaHue cobbITus.

« [lonb3osarens.

« [leicTtBue.

« [lpasuno.

o [MpuunHbl (Npu Gnok1poBKe cainTa).
« URL HasHaueHus.

o 30Ha UCTOYHMKa.

« IP-aapec nctoyHuka.

o [lopT UCTOYHMKA.

« 30Ha HasHayeHwuA.

« |P-aapec HasHaueHuA.

« [lopT HazHaueHwuA.

« Karteropwuu cantos.

« [lpunoxexue.

o [1pOTOKON NPUKNAAHOTO YPOBHA.

« HTTP meToa.

« Koa otBeta HTTP.

o Tun KOHTEHTa (ecnv NPUCYTCTBYET).
o MHdopmauusa.

« baiitT oTnpaBnexo/nonyyexo.

« [lakeToB OTNPaBNEHO/NOYYEHO.

« Pedepep (npu Hanuuuu).

« OnepauuoHHas cuctema.

« User-agent 6paysep.

MpumeuanuneB cton6uax Tpaduka (baiT oTnpaBneHo/nonyyeHo, MakeToB 0TNPaBNEHO/NOMTyYeHO) yKasbiBaeTca TpaduK nocne cpadartbiBaHus

BCEX NpaswI1 Ha 3TOM 3anpoce.

Ecnu npaeuna TpebytoT aHanusa oTBeTa oT Be6-cepsepa, To TpadHK 0TBeTa Takke OyaeT NOACUMTAH U YUTEH OMHAKOBLIM, B TOM YMCIE Y NepBOro
cpaboTaBLLero Ha 3ToM 3anpoce npasuna (bypass captive, decrypt). Takum 06pa3oM, yunTeIBaETCA BECb NPOLLUEALLNHA TPadHK U yKa3biBAETCHA OAHO W
TO XXe 3HaueHWe KaXAOMy Npasusy, cpaboTaBLleMy Ha STOM 3anpoce.

Ecnu aHanus oTBeTa oT BeG-cepBepa AN NpaBus He TpeByeTcs, TO BECb OCTaNIbHOM TpapUK HE yUUThIBAETCA.

A.D,MMHMCTpaTOp MOXeT BblépaTb TOJIbKO TE CTOJ'|6L|,bI AnNA NoKasa, KoTopble eMy HeobXxoanMbI. [Ina atoro cneayet KNWKHYTb yKasaTtesnemM Mblllin Ha
nto6oit u3 CTOJ'|6L|OB, 1 B NoABMBLUEMCA KOHTEKCTHOM MEHHO OCTaBUTb ranoykn TOMbKO ANnA TexX CTOJ'|6L|,OB, KOTOpbIe Heobxoanmo OTOépa)KaTb.

Ana yno6cTea noucka Heo6X0AUMbIX COBBLITUI 3anUCK MOTYT BbITb OTOUNBTPOBAHbI MO PA3NIMUYHBIM KPUTEPUAM, HANPUMEP TakWUM, KaK ydeTHas 3anucb
nonb3oBaTens, NpaBuo, AeWCTB1E U T.A.

C nomoLLbto KHOMKKY DKCNopTUpoBaTh B CSV afMMHUCTPATOP MOXET CKauyaTb 0ThUNLTPOBaHHbIE AaHHbIE XypHana B csv-pain Ana AanbHemrLlero
aHanusa.

Haxatve Ha KHOMNKY Moka3aTb BbIBEAET OKHO C I'IOLlpOGHbIM onucaHuem cobbITus.



MypHan DNS

Documentation: ¥
Product: NGFW, LogAn, SIEM
Version: 7.x

XypHan DNS oto6paxaeT cobbiTua, casaHHble ¢ DNS Tpadukom. [na xypHanupoBaHua cobbiTuit DNS Ha NGFW pomxHa ObiTb BrItoueHa DNS-
dunbTpauus B HacTpoikax DNS-npokeH 1 paspeLLeHo )ypHanMpoBaH1e B NpaBunax KOHTEHTHOM dubTpauuu, B KoTopele 6yaet nonaaats DNS

TpaduK.
OTobpaxaeTca cneayroLian MHdopMaLms:
o VY3en.
« Bpewms.
« [lonb3osarens.
« [lpasuno.
o [pnunHbl.
« Mma gomeHa.
o 30Ha UCTOYHMKA.
« |P-agpec ncTouHuka.
o [lopT ncTouHwMKa.
« MAC-agpec UCTOYHMKA.
« 30Ha HasHayeHwuA.
« |P-aapec HasHaueHuA.
« [lopT HazHaueHwuA.
« CeTeBoi NpoTOKON.
« Kateropua URL.
o MHpopmauusa.

ALI,MVIHVICTpaTOp MOXeT BblépaTb TONbKO Te CTOJ'I6L|,bI ANnA nokasa, KoTopble eMy HeobXoaUMbI. ﬂJ‘Iﬂ 9TOro cneayet KNKHYTb yKasaternemM Mblln Ha
nrobon u3 CTO]'I6L|OB, 1 B NnoABUBLLUEMCA KOHTEKCTHOM MEHIO OCTaBUTb raJI0YKKU TONTbKO ANA TexX CTOJ'I6L|,OB, KOTOpbIe Heo6xo0AUMO OTOépa)KaTb.

Ans yno6cTea noucka Heo6xoANMbIX COBBLITUI 3annMcK MOryT BbITb OTGUNLTPOBAHBI MO PA3IMYHLIM KPUTEPHAM, HANMPUMEP TakUM, Kak MPOTOKOS,
AvanasoH JaT, AeNCTBUE U T.4.

C MOMOLLbH KHOMKKU Sncnopmposarb B CSV aAMUHUCTPATOP MOXET ckayaTb OTPUNbLTPOBaHHbIE AaHHbIE XypHana B csv-cpaﬁn AnA fanbHenwero
aHanusa.

Haxarue Ha kHonky MoKa3aTb BbIBEAET OKHO C NOAPOGHBIM OnMcaH1emM CoBbITHS.



MypHan Tpaduka

Documentation: ¥
Product: NGFW
Version: 7.x

XypHan Tpaduka oTobpaxkaeT cobbiTua cpadaTsiBaHWA NPaBUIT MEXCETEBOrO akpaHa 1 npasun NAT, B HAaCTPOWKax KOTOPBIX BKITOYEHO
XypHanuposaHue. OTo6paxaeTcs crneayolas MHdopMaums:

« Y3en NGFW, Ha KOTOPOM Npon30LLno cobbiThe.
« Bpemsa cobbiTus.

« CoaepxaHue cobbITus.

« [lonb3osarens.

« [leictBue.

« [lpasuno.

« [punoxenue.

« CeTeBoi NpoTOKON.

« 30Ha UCTOYHMKA.

« IP-aapec ncroyHuka.

o [lopT UCTOYHMKA.

o MAC unctounuka

o 30Ha HasHaueHuA.

« IP-aapec HazHaueHusA.

« [lopT HasHaueHwus.

o MAC HasHaueHuA.

« NAT IP-aapec nctounuka (ecnu ato npasuno NAT).
« NAT nopt nctouHuka (ecnu ato npasuno NAT).
« NAT IP-aapec HasHaueHua (ecnu 370 npasuno NAT).
« NAT nopt HasHaueHuna (ecnu a1o npasunio NAT).
« Baiit oTnpaenexo/nonyyexo.

« [NakeToB OTNpPaBneHo/nony4YeHo.

MpumeuanuneB ctonbuax Tpaduka (baiT oTnpasneHo/nonyyeHo, MakeToB OTNPABNEHO/NOMYYEHO) yKa3blBaeTCA TPAdHK, YUTEHHDBIA B MOMEHT
cpabaTbiBaHUs XKypHANMPYHOLLETO Npasuna.

Ecnu B HacTpoiikax XxypHanupoBaHus B NpaBusie BbIOpaHo: "XKypHanupoBaTh Kbl NakeT", TO 3HAUEHUA YUTEHHOTO TpaduKa B xypHane 6yayT
KyMYNATUBHO HapacTaTb B TEUEHUE CECCUMN.

Ecnu B HacTpoiikax xxypHanupoBaHus B NpaBusie BbiBpaHo: "XKypHanupoBaTtb Hauano ceccuu”, ByaeT yuTeH BCEro OAMH UM HECKOBKO NaKeToB,
HEoOXoaUMbIX ANA cpabaTbiBaHWA 3TOro Npasura.

A,ClMVIHVICTpaTOp MOXeT BblépaTb TONbKO Te CTOJ'|6L|,I:>I AnA NoKasa, KoTopble eMy Heo6XoAUMbI. Ona atoro cneayet KNWKHYTh yKasaTtenem Mbllln Ha
nrobon u3 CTOJ'|6L|OB, 1 B NnoABUBLLUEMCA KOHTEKCTHOM MEHIO OCTaBUTb raJIOYKKU TONbKO ANA TexX CTOJ'I6L|,OB, KOTOpble Heo6Xxo0ANMO omépamarb.

Ans yno6cTea noucka Heo6X0AUMbIX COBBLITUI 3annUcK MOTyT BbITb OTOUIBTPOBAHbI MO PA3NIMUYHBIM KPUTEPUAM, HANPUMEP TakWUM, KaK yueTHas 3anucb
nonb3oBaTens, NpaBuo, AeWCTB1E U T.A.

C nomoLLbto KHOMKKM DKCNOpPTUpoBaTh B CSV afMMHUCTPATOP MOXET CKauyaTb 0ThOUNLTPOBAHHbLIE AaHHbIE XypHana B csv-pain Ana AanbHenLlero
aHanusa.

Haxarwue Ha kHonky MoKa3aTb BLIBEAET OKHO C NOAPOGHLIM ONMcaH1eM CoBbITHS.



MypHan COB

Documentation: ¥
Product: NGFW, LogAn, SIEM
Version: 7.x

XypHan cuctembl 06HapyxXeHUs BTOPXKeHHi oToOpaxaeT cpaboTtaslume curHatypel COB, And KOTOPbIX YCTAHOBMNEHO AEUCTBUE XYPHaNTMPOBaTh UK
6nokupoBatb. OTobpaxaeTca creaytowasn nHdopMalua:

o Qainbl Pcap.

o Y3en NGFW, Ha KOTOpOM Npou3oLLio coBbITHe.
« Bpewms.

« CoaepxaHue cobbITus.

« [lonb3osarens.

« [JleiicTBue (drHaANbHOE AeHCTBUE, HAUMHAA C BepcHH 7.5.1) — UTOroBOE peLLEHUE MEXCETEBOr0 SKpaHa: PaspeLLnTb UK 3a6I0KMpoBaTh
Tpaduk. HecmoTpa Ha To UTo AnA kaxaon curHatypsl COB 3aaaHo oTAenbHOE AENCTBUE, MTOTOBOE PELLEHWE OnpeaenaeTca AeHCTBUEM,
BblBpaHHbIM B npodune curHatyp COB, B KOTOPOM cpadoTasniu CUrHaTypbl.

« [1pasuno.

o CurHatypsl.

« [punoxenue.

« CeTeBoit NpoToKO.
« 30Ha UCTOYHMKA.

« IP-aapec nctoyHuka.
o [lopT UCcTOYHMKA.

o MAC uncTouHmKa.

« 30Ha HasHaueHuA.
« IP-aapec HazHaueHusA.
o [lopT HazHaueHwuA.
« MAC HasHaueHuA.

AZMMHUCTPATOP MOXET BbIOPATL TOMBKO Te CTONBL LI ANA NoKasa, KOTopble eMy Heo6xoAnMbI. [NA 9TOro cneayeT KIWKHYTb yKasaTenem Mblliv Ha
nto6oit U3 cTon6uoB, ¥ B NOABUBLLEMCA KOHTEKCTHOM MEHIO OCTaBMUThb rafiouku TOMbKO ANA TeX CTON6LOoB, KOTopble HE0OX0ANMO oTOBpaxXaTb.

Ons ynobctBa novcka HeoOXoAUMbIX COBbITUIA 3aMMCK MOTyT OblTb OTPUILTPOBAHLI N0 Pa3NIMYHBIM KPUTEPUAM, HanpUMep TakuM, Kak MPOTOKOT,
AvanasoH Jat, encTBue 1 T.4.

C nomolLLbto KHoMKM AKenopTuposaTb B CSV aaMmnHUCTpaTop MOXET cKayatb OTUNbTPOBaHHbIE AaHHbIE XypHana B csv-dpann Ana AanbHenwero
aHanuaa.

Haxartune Ha KHOMNKY Moka3saTb BbIBEAET OKHO C I'IO,ClpOéHbIM onucaHnem cobbITuA.



MypHan nHcnekTMpoBaHua SSH

Version: 7.x
Documentation: ¥
Product: NGFW

XypHan uHcnektTupoBaHua SSH oTobpaxaeT cpaboTaBLuKe NpaBuia MHCNEKTUPOBaHWA SSH, AnA KOTOPbIX BKITIOUEHO XypHANMPOBAHKE.
OtoBpaxaeTca crneaytoLas MHbopmalma:

« Y3en NGFW, Ha KOTOpOM Npon30oLLno cobbiTue.
« Bpewms.

« [lonb3oBatens.

o [eicTBMe.

« [lpasuno.

« KomaHgaa.

o 30Ha UCTOYHMKA.

« IP-aapec ncroyHuka.

o [lopT UCTOYHMKA.

o MAC-aapec “CTo4HMKa.
« 30Ha HaszHayeHwus.

« IP-aapec HazHaueHusA.
« [lopT HasHaueHwus.

ALI,MVIHVICTpaTOp MOXeT BblépaTb TONbKO Te CTOJ'IGLl,bI ANnA nokasa, KoTopble eMy Heob6XoaAUMbI. ﬂ,J‘IFI 9TOro cneayet KINKHYTb yKasaTternemM Mblln Ha
nrobon n3 CTO]'I6L|OB, 1 B NnoABUBLUEMCA KOHTEKCTHOM MEHHO OCTaBUTb raJIOYKKN TONTbKO ANA TeX CTOJ'I6L|,OB, KOTOpbIe Heo6xoaAUMO OTOépa)KaTb.

Ans yno6cTea noucka Heo6xoAUMbIX COBBLITUI 3anMck MOryT BbITb OTOUNLTPOBAHLI MO PA3IMYHLIM KPUTEPHUAM, HANMPUMEP TaknUM, Kak MPOTOKOS,
AuanasoH faT, AeiicTeue U T.4.

C nomoLLbto KHOMKKM BKcnopTUpoBaTh B CSV aaAMUHUCTPATOP MOXET cKa4yatb 0TPUNbTPOBaHHbIE AaHHbLIE XypHana B CSv-dain Ana AanbHenwero
aHanusa.

Haxarue Ha kHonky MoKa3aTb BbIBEAET OKHO C NOAPOGHBIM OnMcaH1em CoObITHUS.



UcTopua noucka

Documentation: ¥
Product: NGFW
Version: 7.x

B pasaene UctopuaA noncka oTobpaxatoTcs Bce NOUCKOBLIE 3anpoChl NOMb3oBaTenen, Ana KOTOPbIX HACTPOEHO XypHaNMPOBaHWUE B NOMUTUKAaX Bed-
6e30nacHOCTU. AIMUHACTPATOP MOXET BblIOPaTb TOMLKO Te CTONOUbI AnA NoKasa, KoTopble eMy HE00X0AUMbI. [N 3TOro CrneayeT KIMKHYTh
yKkasatenem Mbllin Ha ﬂ}OéOVI n3 CTOJ'I6L|,OB, M B NoABMBLUEMCH KOHTEKCTHOM MEHKO OCTaBUTb raJiouK1 TONbKO ANF TexX CTOI'I6L|OB, KOTOpble HeOéXOﬂVIMO
oToBpaxarb.

Ona y,U,OéCTBa noucka HeoBXoAMMbIX COOLITWI 3anucu MoryTt 6bITb OTPUNBLTPOBaHbLI MO PasNNYHbIM KPUTEPUAM, HANPUMEpP TakUM, Kak Nnosnb3oBaTenu,
Ananas3oH AaT, NOUCKOBbIE CUCTEMDBI U T.4.

C nomotLLbto KHOMKM JKecnopTuposaTb B CSV aaMuHUCTpaToOp MOXET cKayatb OTUNbTPOBaHHbIE AaHHbIE XypHana B csv-pann Ana AanbHenwero
aHanuaa.

Haxatve Ha KHOMNKY MNMoKa3aTb BbiBEAET OKHO C I'IO.ClpOéHbIM onvcaHuem cobbITus.



MypHan 3awuTbl No4TOBOro TpadpuKa

Documentation: ¥
Product: NGFW, LogAn, SIEM
Version: 7.x

XypHan 3awmTel NoYTOBOro Tpaduka oTobpaxaeT coObITUA cpadaTbiBaHUA NPaBU 3aLUMTLI MOYTOBOrO TpadHKa, B HACTPOMKAX KOTOPbIX BKITHOUEHO
XypHanuposaHue. OTo6paxaeTcs crneayolas MHdopMaums:

« Y3en UserGate, Ha KOTOPOM NPOU30LLSIO COBLITUE.
« Bpewmsa cpabatbiBaHus.

« [lonb3oBartensb.

o Otnpasutens.

« [lonyuartens

« [lpasuno.

« 30Ha UCTOYHMKA.

« IP-aapec ncroyHuka.

o [1OpT UCTOYHMKA.

« 30Ha HasHayeHuA.

« |P-aapec HasHaueHuA.

« [lopT HazHaueHwuA.

« [punoxenue.

« [1poTOKOM NPUKNAAHOrO YPOBHA.
« banT oTnpaBneHo/nonyyeHo.

« [lakeToB OTNPaBNEHO/NOYYEHO.

AIMUHUCTPATOP MOXET BbIGpaTh TOMbKO Te CTONBLbI ANA MoKa3a, KoTopble emMy HeoOX0AUMbI. [INA 3TOro crneayeT KIMKHYTb YKasaTenem Mbllin Ha
no6oi U3 cTonbLoB, U B NOABUBLUEMCA KOHTEKCTHOM MEHIO OCTaBUThb rasiouku TOMBKO AS1A TeX CTONBLOB, KOTOpbIe HE00X0AMMO 0TOBpaKaTh.

Ons ynobctBa novncka HE0OX0AUMbIX COObITUIA 3aMMCK MOTyT OblTb OTPUILTPOBAHBI N0 Pa3NIMYHBIM KPUTEPUAM, HANpUMEpP TaKUM, Kak MPOTOKOT,
AvanasoH JaT, IeicTBue 1 T.4.

C nomolLLbio KHOMKM dKenopTuposaTb B CSV aaMnHUCTpaTop MOXET cKayatb OTUNbTPOBaHHbIE AaHHbIE XypHana B CSv-dpann Ana AanbHenwero
aHanuaa.

Haxartune Ha KHOMNKY Moka3saTbk BbIBEAET OKHO C I'IOD,pOéHbIM onucaHuem cobbITusA.



UserlD-areHT

Product: NGFW

Version: 7.x

Technology: Identification and Authentication
Documentation: ¥

XypHan Windows Active Directory

XypHan Windows Active Directory oTobpaxxaeT cobbiTus, cobpaHHble UserlD areHToM ¢ nomMoLLbto KoHHekTopa "Microsoft Active Directory" ¢ cepeepos
AD. B xypHarne oTo6paxaroTcs COObITUS C YCNELLHBIM BXOAOM B CUCTEMY (MAEHTUdUKATOP COObITUA 4624), coBbITHIN Kerberos (coBbITUA ¢ HOMEpamMu:
4768, 4769, 4770) 1 cobbiTMA UNeHCTBa B rpynnax (MaeHTudUKaTop cobbiTua 4627). B xypHane oToBpaxeHa creayroLian Hpopmauus:

HaumeHoBaHuWe OnucaHue

Y3en VY3en UserGate, KOTOPbIM 3adMKCHPOBaHO COBbITHE.

Bpemsa Bpems npousoLueaLLero cobbiTus.

3anucb wypHana co6bITU KOHEUHbIX
Ccbinika Ha coBbiTue.

yCTPOWCTB

KoHeuHoe ycTpoicTBO\CEHCOpP UserlD koHeKTop.

YpoBeHb nora Mone "Keywords" ns xypHana AD.
JaHHble CoaepxaHue cobbiTua u3 )ypHana AD.
MUCTOUHMK )ypHana cobbiTui Mone "UcTounuK" 13 xypHana AD.

Koa kareropuun nHumnaenta (12554 Group Membership, 12544 Logon, 14337 Kerberos Service Ticket

KaTeropusa mypHana Operations 1 12)

Kateropua nHunaeHTa Mone "Tun 3aaaun" n3 xypHana AD

Umsa komnbloTepa y3en Windows Ha KOTOPOM NPOU30LLITO COBLITHE.

Monb3oBaTtensb Mone "Monb3osartens"n3 xypHana AD.

Koa co6biTuA nora Mone "Koa cobbiTva" us xypHana AD (EventCode).

WUneHTudukatop cobbitua nora Mone "MaeHTudukaTop cobbiTna" u3 xypHana AD (EventlD).

Tun cobbiTHA nora Tun cobbiTnit )xypHana Windows (Cuctema\besonacHocTb\Mpunoxexue v T. 4.).
dain wypHana nora daiin xypHana Windows.

Syslog (MypHan)

XypHan Syslog oTo6paxaeT cobbiTha, cobpaHHble UserlD areHToM ¢ NoMOLLbo KoHHeKTopa "OTnpaBuTenb syslog” ¢ cepBepoB-UCTOYHUKOB AaHHbIX
syslog. B xypHarne otobpaxatotca cobbiTUA BXOAA NOMb30BaTENEH B CUCTEMY W 3aBepLUeHne nx ceaHca padoTsl. OToBpaxeHa crneayroLas
UHpOpMaLmA:

HaumeHoBaHue OnucaHue

Y3en Y3en UserGate, Ha KOTOPOM 3apUKCUPOBaHO COObITHE.




HaumeHoBaHue OnucaHue

Bpema Bpems NponsoLLeALLEero coBbITHs.

3anuck wypHana syslog ||Ccbinka Ha cobbiTue.

MpaBuno Mpasuno noa kotopoe nonano Syslog coobLyeHue.

KputUuHoCTb YpoBeHb coBbiTuaA Syslog.

MpeactaeneHue npouecca, Bui3aBasLlero coobueHue (kernel messages,user-level messages,security/authentication u

O6bekT
TA)
MmAa KomnbloTepa NS KoMMbloTepa Ha KOTOPOM MPOM3OLLIIO COOLITHE.
Mpunoxexue Mpunoxexue Bbi3BaBLUee COObITHE.
Waentudurarop PID npouecca Bbi3BaBLLETO COBbITHE.
npouecca
JlaHHble OnucaHve cobbITHA.
UserID (MypHan)

XypHan UserlD coaepxut onucaHue cobbiTuii oTpaxkarowme pesynstat padotsl UserlD areHTta. OTo6paxeHa crnesytowas Hpopmauusa:

HaumeHoBaHue OnucaHue
Y3en Y3en UserGate, Ha KOTOPOM 3apUKCUPOBAHO COObITHE.
Bpemsa Bpemsa npousoLLeAaLLero cobbiTua.

ConaepmaHue cobbITHa||OTKPbLITL NOAPOBHOE ONUcaHue codbITHA.

JHencreue LleiicTBYE NPUMEHEHHOE K COObITHIO.

UcTouHMK noros MCTOYHMK NOMy4yeHHOro cobbiTHA.
Monb3oBatenb MonbsoBatens UG, KoTopbIi Bbi3Ban cobbiTve.
IP-apnpec IP-aapec y3na Ha KOTOPOM NPOU30LLIIO COBLITHE.
Unpopmauna OnucaHue cobbITus.

RADIUS (MypHan)

Xypran RADIUS oTtobpaxaeT cobbiTusa, cobpaHHble UserlD areHToM ¢ nomoLbto koHHekTopa "RADIUS" n3 aanHbix RADIUS accounting. B xypHane
oToBpaxatoTca coBbITUA BXOAA NONb3oBaTENEN B CUCTEMY U 3aBEPLLEHUE UX ceaHca paboTel. OToBpaxeHa cneayoLias MHPopMmalus:

HaumeHoBaHuWe OnucaHue

Y3en Y3en UserGate, Ha KOTOPOM 3apUKCUPOBAHO COBLITHE.

Bpems Bpemsa npousolieaiiero cobbiTus.




HaumeHoBaHue OnucaHue

UpeHTuduraTop npaeunal|MaeHTudpmrkaTop npasuna, cpadartsiBaHWe KOTOPOro co3aano cobbiTue

MNonb3oBaTtensb Monb3oBatesb, KOTOPbLIK BbI3Bas COOLITHE.
pynnbl CTpoka rpynmn B KOTOPbIX COCTOMT NOMb30BaTe b.
CraTyc Crartyc nonb3oBaTens.

IP uctouHuka IP-aapec UCTOYHMKA, OTKyAa NPULLO COOBLLEHME.
IP appec NAS IP-anpec NAS, aBTOpr30BaBLLErO NONb30BaTENA.

IP-appec nonb3oBaTtena ||IP-aapec nonb3oatens (framed ip address).




3KcnopT MypHanos
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DyHKUMA 3KCnopTMpoBaHua XypHanos UserGate no3sonAeT BuirpyaTb MHPOPMALMIO Ha BHELLHUE CepBepbl AnA NOCAeAyIoLero aHanusa unu anq
06paboTku B cuctemax SIEM (Security information and event management).

UserGate noaaepxvsaeT BbIrpy3Ky CreaytoLLnX XXypHasoB:
o XypHan cofbiTuit.
« Xypran Be6-noctyna.
« XypHan COB.
« XypHan Tpadwmka.
« JKypHan nHcnexktuposanua SSH.
« JXypHan DNS.
« JKypHan noytoBoro Tpaduka.
« XypHan UserID.

MonnepxunsaeTtca oTnpaska xypHanos Ha cepeepbl SSH (SFTP), FTP u Syslog. OTtnpaska Ha cepsepbl SSH u FTP npoBoanTCA No ykasaHHOMY B
KOHUrypaumm pacnucanumio. OTnpaska Ha cepepbl Syslog nponcxoanT cpasy xe npu 4o6aBneHnU 3annucu B XypHan.

Lnsi oTNpaBKK XypHaoB HE0OX0AMMO CO3AaTb KOHMUIypaLMK SKCNopTa XypHaoB B paszaene DKCMOPT MypHanoB.

MpumeuanueEcnu B HacTpoiikax ykasaH Log Analyzer, To o6paboTka 1 aKCMopT XypHanoB, co3aaHue oT4éToB 1 06paboTka ApYrux CTaTUCTUHECKHUX
ZlaHHbIX Npou3BoAATCA cepBepomM LogAn.

Mpw cosnaHnm KoHOUrypaumumn TpebyeTca ykasaTtb CrieayroLue napameTphbi:

HaumeHoBaHue Onucaxue
HassaHue
HassaHue npasuna aKkcnopTa XypHanos.
npasuna
OnucaHue OnuuroHanbHoe none AnA onucaHuA npasuna.
MapameTpbl
pasoBoro Bbi6op AnanasoHa akcnopta xypHanos. Onuyua aoctynHa B Bepcuu MO 7.2.0 1 BhbilLe.

aKcnopTa




HaumeHoBaHue

OnucaHue

MypHanbl ana
aKcnopTa

Bribop daiinos xypHanos, KOTOpble HEOOXOAMMO 3KCMOPTUPOBATL:
« XypHan coBbITuit.
« XypHan Be6-aoctyna.
« Xypran COB.
o JXypHan Tpaduka.
« XXypHan uHcnexktuposanua SSH.
« JKypHan DNS.
« XXypHan noytoBoro Tpaduka.
o UserlD.
JINA KaXA0ro M3 XypHanos BO3MOXHO YKa3aTb CUHTAKCHUC BbIrPY3Ku:
o« CEF — Common Event Format (ArcSight).
« CEF Compact.
o JSON — JSON format.
« @CEE: JSON — CEE Log Syntax (CLS) Encoding JSON.
ObpaTtuTech K AOKYMEHTaLMK Ha UCNonb3yemyto y Bac cuctemy SIEM ana seibopa Heo6xoanmoro ¢popmarta Bbirpy3Ku XKypHanos.

Moapo6Hoe onucaHne GopMaToB XypPHaSIOB YATalTe B MpUnoxeHuM OnucaHne hopMaToB XypHaNos.

Tun cepsepa

SSH (SFTP), FTP, Syslog.

Anapec
IP-anpec nnv aomeHHoe umA cepsepa.
cepsepa
TpaHcnopT Tonbko ana tuna cepsepos Syslog — TCP wnu UDP.
Mopt [MopT cepBepa, Ha KOTOpbIH crneayeT OTNPaBiATb AaHHbIE.
MooToKon Tonbko ana Tuna cepeepoB Syslog — RFC5424 unu BSD syslog RFC 3164. BribepuTe NpoTOKOs, COBMECTUMBIW C UCNONb3YeMOM
P y Bac cuctemon SIEM.
Tonbko anA Tuna cepeepoB Syslog. HeobAsaTenbHoe none, NPOKOHCYNbTUPYHTECH C AOKYMEHTauuen Ha UCNonb3yemyto y Bac
cuctemy SIEM. Bo3mOXHbI cneaytoLume 3HauyeHusa:
« TpeBora: cocTonHue, Tpebytoliee He3aMeaTUTENBHOTO BMELLATENbCTBA.
« Kputnueckan: cocTosiHue, TpebytoLiee He3aMEANUTENbHOTO BMeLaTeNbeTea nbo npeaynpexaatoLlee o cOoe B cucTeme.
KputnuHoctb « OWHBKKM: B cUCTEME BOSHUKIW OLLMOKK.

« MpeaynpemaeHun: npeaynpexaeHws 0 BOSMOXHOM BO3HUKHOBEHWM OLUMGOK, ecnu He ByayT NPeAnpPUHATLI HUKaKue
aencTeumA.

« YBepomutenbHasa: cobbiTua, KOTOPbI€ OTHOCATCA K HeOébI‘-{HOMy NOBEAEHUIO CUCTEMBI, HO HE ABMAOTCA OLUIMOKaMM.

« UHdopmaTHBHaA: MHHOPMALMOHHbIE COOBLLEHHA.



https://docs.usergate.com/opisanie-formatov-zhurnalov_1022.html

HaumeHoBaHue

OnucaHue

Facility

Tonbko anA Tuna cepeepoB Syslog. HeobasaTtenbHoe none, NPOKOHCYNbTUPYHTECH C A0OKYMEHTauuen Ha UCnonb3yemMyto y Bac
cuctemy SIEM. Bo3mOXHbI cneaytoLime 3HauyeHusa:

« CoobLyeHuna nonb3oBaTenbCcKue.
« CucTemMHbIN cepBUC.

« BesonacHocTb/aBTOpPU3aLMUA.
« Ayaur.

« Tpesora.

e Local 0.

« Local 1.

« Local 2.

« Local 3.

« Local 4.

« Local 5.

« Local 6.

e Local 7.

UmAa xocTta

Tonbko ana Tuna cepeepoB Syslog. YHMKanbHOe MMA X0CTa, MAEHTUdUUMPYIOLLIEE CepBep, OTNPABMAOLLMIA JaHHbIE HA CepBEP
syslog, B opmarte Fully Qualified Domain Name (FQDN).

App-Name

Tonbko ana Tuna cepeepoB SySlOg YHuWKaneHoe uma NPUNOXEeHNUA, KOTOpOoe oTnpaBnAeT AaHHble Ha cepBep syslog.

Norun

25| yHeTHOl7| 3anucu ana noaknyeHuA K yaaneHHoMy cepeepy. He NpUMeHAEeTCA K MeTo4y OTnpaBKU SySlOg

MNaponb

Maponk yyeTHOM 3anucK ANA NOAKTIOYEHUA K yaaneHHOMY cepsepy. He npumeHaeTca kK meToay oTnpasku Syslog.

MyTb Ha
cepBepe

Karanor Ha cepBepe AnA KonMposaHWA dannos XypHanos. He npumeHAeTcA K meToay oTnpasku Syslog.

PacnucaHue

Bbi6op pacnucanusa ans oTnpaeku noros. He npumeHseTca K meToay otnpasku Syslog. BoamoxHbl BapuaHThI:
« ExeaHesHo.
« ExeHepenbHo.
« ExemecauHo.
« Kaxable ... yacos.
o Kaxable ... MUHYT.
« 3apatb BpyuHyto.

Mpu 3anaHWK BPyUHYIO HEOBXOAMMO MCMONb30BaTh crontab-noAoBHbIN GopmMaT, NP KOTOPOM CTPOKA BbIMMAAMUT KaK LLEeCTb MNomnew,
paszaeneHHbix npobenamu. Mona 3aatoT Bpema B credytolleM Buge: (MuHyThI: 0-59) (uackl: 0-23) (aHu mecaua: 1-31) (mecau: 1-
12) (meHb Heaenu: 0-6, 0-BockpeceHbe). Kaxaoe U3 nepsbIX NATH nosneid MoXeT ObiTb 3a4aH0 CreaytowM 06pasom:

« 3Besnouka (*) — o6o3HavaeT BeCb AManasoH (0T NepBoro A0 NoCneaHero).
o Jedwuc (-) — obosHauaeT AmanasoH uncen. Hanpumep, "5-7" yaet osHauatb 5,6 1 7.
o Cnucku. 310 uncna (Mnu ananasoHsl), pasaeneHHsle 3anaTeivu. Hanpumep, "1,5,10,11" unun "1-11,19-23".

« 3BEe3a0uKa Mnu avanasoH ¢ warom. Mcnonb3syeTca Ana NponycKoBs B AnanasoHax. LLlar ykasbiBaeTca nocne Kocon 4yepThbl.
Hanpumep, "2-10/2" 6yneT 3HauuThb "2,4,6,8,10", a BoipaxkeHue "*/2" B none "uachl" GyaeT o3HauaThb "Kaxable ABa vyaca.




HaumeHoBaHue OnucaHue

YnpaeneHue BpeMeHHbIMU dainamu xypHanos, NOAroTaBNMBaeMbIX ANA OTNPABKK Ha yAaneHHble cepsepsl ssh u fip.

Mpu oTnpaske xypHanoB Ha cepsepa ssh u ftp UserGate coxpaHaeT AaHHble AnA OTNPaBkW BO BpeMeHHble dainbl. 1o ykasaHHOMY
YnpaBneHue ||pacnucaHuvio Bce Co3AaHHble AN OTNPaBkK paisibl KONMMPYIOTCA Ha yAaNEeHHbIA cepBep, MPU 3TOM daiibl He OUULLAOTCA U He
HypHanamu ynansatoTca. [JaHHas HacTpoiika No3BONAET yKasaTb Nepuos poTaluny BpeMeHHbIX Gainos (B AHAX) MK yaAanuTb Nobow 13
BpeMeHHbIX GpansioB BpyuHyto. Potauus ¢painos NpoMcxoauT OAMH pas B CYTKM.

Bcero xpaHatca N apxvMBOB )XypHanos 3a npeablayLyne AHW (MO KONMYECTBY AHEN poTalumn) v OAMH XXypHan 3a TEKyLMiA AeHb.




Mouck u punbTpayua AaHHbIX
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OO6beM AaHHbIX, PETUCTPUPYEMBIX B XKypHanax, Kak npasumio, 3HauMTesleH, No3TOMY B CTaHAAPTHOM PeXxuMe NpocMoTpa 0ToBpaxaeTca NuLb YacTb
ZOCTYnNHbIX nonei. [ina 6bicTporo AocTyna K Heo6xoaumon uHoopmaumn B UserGate NGFW npeZycMOTpeHbl cpecTBa noucka U GpunbtpaLmm
XypHanoB. MoncK MOXET BbINOMHATLCA Kak B MPOCTOM, TaK U B PaCLUMPEHHOM peXUME.

B pexume NpocToro noucka punbtpauua 3anucen OCYLLieCTBAETCA C MOMOLLbIO rpagdpU4ECcKoro MHTequeVICﬂ. HaCTpOVIKa yCJ'IOBMﬁ noucka
BbINOMHAETCA B y,Cl06H0171 dopme U He Tpe6yeT 3HaHWA cneynanbHbIX KOMaHA UK CUHTaKCUCa.

[nA cozaanus Bonee CrOXHbBIX YCoBHWit 0TOOpa NpeAHasHaYeH PEXUM PACLLUMPEHHOMO MOUCKA, UCTOMNb3YHOLLMI Creyanu3MpoBaHHbIi A3bIK 3aNpOCoB.
B 3TOM pexxuMe LOCTYMHbI NOMSA XYPHaNIoB, KOTOPble He 0TOBPaKAKOTCA U HE MOTYT UCTIONb30BATLCA B CTAHAAPTHOM PeXume noucka. 3anpochl
OPMHUPYHOTCH C UCMONb30BaHUEM UMEH MOJIEN, MX 3HAUEHWI, KITOUYEBbIX CIIOB U JIOTMUECKKUX ONepaTopoB. 3HaueHWs, coaepxallme npodensl,
HE06X0AMMO 3aKstouaTb B 0AUHAPHbIE (' ') UK ABoWHbIe (" ") KaBblukK. [N 3HaueHuin 6e3 NpoHenoBs KaBblukK He TpebytoTca. [na obbeanHeHusa u
PYNMUPOBKU HECKOSTBKUX YCITOBUIA B 3aNPOCE MOXHO UCMONb30BaATb KPYIilble CKOOKM.

KntoueBble cnosa otaenaoTcA npo6enaMM U MoryT 6bITb cneayrowmmu:

KnioueBble nona 3HaueHue

AND nnu and Jlornueckoe «U», TpeByeT BbINOHEHME BCEX YCNOBUI, 3alaHHbIX B 3anpoce

OR unu or

JTornueckoe «UNN», TpeByeT BbINOMHEHME OAHOMO M3 YCIIOBKI 3anpoca

OnepaTopbl ONpeaenstoT yernosusa GunbTpa 1 MoryT ObiTb CNEAYIOLLUMM:

Onepartop

3HaueHune

PaBHO — TpeByeT NonHoro coBnaaeHna 3Ha4eH1A NoMA € yKasaHHbIM 3HaYEHUEM.
Mpumep: ip = 172.16.31.1.

ByayT oTo6paxeHbl Bce 3anucK XypHana, B KOTOpbIX nose ip 6yAeT TOYHO COOTBETCTBOBATL 3HaYeHnio 172.16.31.1

He paBHO — 3HaueHuWe NonA He AOMHKHO COBNaAaTh C yKasaHHbIM 3HaYEHWEM.
Mpumep: ip |=172.16.31.

ByayT oTo6paxeHbl Bce 3anucK xypHarna, B KOTOpbix nosne ip He ByaeT paBHo 3HadyeHuo 172.16.31.1

MeHbLue NMbo paBHO — 3HaYeHWe Nons A0MHKHO ObiTb MEHbLLE MITM PABHO yKasaHHOMY B 3anpoce 3HauyeHuto. OnepaTop NpUMeHUM Ans
nonen, NoAAePKUBAKOLLMX cpaBHeHWe. Hanpumep, nonsa aatsl, portSource, portDest, statusCode v 1. n.

Mpumep: date <= '2019-03-28T20:59:59' AND statusCode = 303

BornbLue n16o paBHO — 3HaYeHWe NonA A0MKHO ObiTb BObLLE UM PABHO YKa3aHHOMY B 3anpoce 3HaueHuto. Onepatop npuMeHUM Ans
nonem, NoAAePKUBAKOLLMX cpaBHeHWe. Hanpumep, nona aatsl, portSource, portDest, statusCode v 1. n.

Mpumep: date >= "2019-03-13T21:00:00" AND statusCode = 200

MeHbLlie — 3HaYeHWe NonA A0MKHO GbiTb MEHbLLE yKasaHHOro B 3anpoce 3HaueHusA. OnepaTtop NpUMeHUM Ansa noneu,
noZAAepXMBatoLLMX cpaBHeHWe. Hanpumep, nona aatsl, portSource, portDest, statusCode u T. .

Mpumep: date < '2019-03-28T20:59:59' AND statusCode = 404

Bornblue — 3HaueHue nona A0MKHO ObiTb BOMbLLE yKa3aHHOro B 3anpoce 3HadeHus. OnepaTop NpUMeHUM Ans noneu,
noaaepxuBaroLLMx cpaBHeHne. Hanpumep, nona aatel, portSource, portDest, statusCode 1 1. n.

Mpumep: (statusCode > 200 AND statusCode < 300) OR (statusCode = 404)

Mo3BonfAeT ykasatb B 3anpoce HECKOMLKO 3HaYeHui nonfA. CrMCoK 3HaUYeHNH HEOBXOAMMO 3aKoYaTh B KPYble CKOOKM.

Mpumep: category IN (botnets, compromised, 'illegal software’, 'phishing and fraud',' reputation high risk', 'unknown category')




Onepartop 3HaueHue
Mo3BonAeT ykasaTtb B 3anpoce HECKOMNLKO 3HauYeHui nond. ByayT oTobpaxeHbl 3anucK, B KOTOPLIX 3HAYEHWE MOSIA HE COBNaAaeT H1 C
NOT IN OAHWUM U3 yKasaHHbIX. CUCOK 3HaYEeHUI HE0BXO0AMMO 3aKsTouaThb B KPYriible CKOOKM.
Mpumep: category NOT IN (botnets, compromised, 'illegal software', 'phishing and fraud', 'reputation high risk', ‘'unknown category')
ConepxuT — no3BONAET yKasaTb NOACTPOKY, KOTOpas [O/MKHA NPUCYTCTBOBATb B 3HAYE€HUM BbiOpaHHOro nons. Mouck BeinonHaeTcA 6e3
yyeTa peructpa.
Mpumep: browser ~ "Mozilla/5.0".
Onepatop NPUMEHAETCA TOMBKO K NOMAM, COAEPXALLUM CTPOKOBbIE 3HAYEHUA
He copepxuT — no3BonAeT ykasaTb NOACTPOKY, KOTOPaA He AOMKHA MPUCYTCTBOBATb B 3HaYeHWH BbiBpaHHoro nons. Mouck
BbINOsIHAETCA 6e3 yueTa peructpa.
I~ .
' Mpumep: browser !~ "Mozilla/5.0".
OnepaTop NPUMEHAETCA TOMBKO K NOMAM, COAEPXALLMM CTPOKOBbIE 3HAYeHMA
MoucK Mo Nonto ¢ NOMOLLLIO PErynAPHOro BelpaxeHuA. byAyT nokasaHbl TOMBKO Te 3anncH, B KOTOPLIX 3HAYEeHUe NOMA COOTBETCTBYET
3afjaHHoMy LUabmnoHy.
MATCH
Mpumep: details MATCH NAT — 6yayT oTdunbTpoBaHbI BCE 3anNWCH XypHana, B KOTOpbIX B NpoBepsAemoM nosne details HaiaeTtca cnoso
« NAT»
Mouck 3anucen, B KOTOPbIX 3HAYEHWE NONA He coBnaaeT ¢ 3aAaHHbIM PerynapHbiM BelpaxeHneM. byayT nokasaHbl TONbKO Te 3anucu, B
NOT KOTOPbIX 3HAYEHWE MOMA HE COOTBETCTBYET 3aZlaHHOMY LLIABMOHY.
MATCH . . )
Mpumep: details NOT MATCH NAT — 6yayT oTpunbTpoBaHbl BCE 3an1cH XypHana, B KOTOpbIX B NpoBepAemMom none details He
Hangetca cnoso «NAT»

Mpn dopmmrpoBaHMK 3anpoca B pexume paclumpeHHoro noucka UserGate NGFW npeanaraet BapuaHTbl Ha3BaHWit Nonen, AoNyCTUMbIX ONepaTopoB U
BO3MOXHbIX 3HaYeHUI. 3TO ynpoLlaeT co3aaH1e CNOXHbBIX NMOUCKOBBIX BEIPQXKEHWH U CHXKAET BEPOATHOCTb OLUIMOOK Npu BBoAE. Habop AOCTYNHbIX
nosen 1 nepeyeHb JOMYCTUMbIX 3HAYEHUI 3aBUCAT OT TUMa NPOCMAaTPMBAEMOTO XypHana.

HpumeuaHMeB KpUTEepHnAax paclUMpeHHOro noncka He nogaep>xmeaetca UCnosibsoBaHne CUMBOI0B KUPpUInULbl.

Mpu nepexoae 13 pexuma NPOCTOro NoMcKa B pexuMm paclumMperHoro noucka UserGate NGFW aBTomaTuuecku npeobpasyeT 3aZaHHble napameTpsbl
$uNbTPaLKK B CTPOKY 3anpoca, COOTBETCTBYIOLLYHO YCIIOBUAM, YKasaHHbIM B 6230BOM pexunme. Bel MOXeTe NpoAomknTb GopMUpOBaH1e CTPOKK
MOMCKa C UCMOMNb30BaHNEM PACLLMPEHHbIX BO3MOXHOCTEH A3blka 3anpocos 6e3 Heo6X0ANMOCTH MOBTOPHOTO BBOAA KpUTEPHEB oTOOpPA.




OnucaHve popMaToB KypHanoB
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AxcnopTt ypHanos B popmarte CEF

dopmart wypHana cobbiTui

YCTPOWCTBO, reHepupytoLLee 3T0 CoBbITHe.

Tun nona Hassanue nonsa OnwucaHune Mpumep 3HaueHun
CEF CEF:Version Bepcusa CEF. CEF:0
3aronoBOK
Device Vendor |[[TponssoanTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source Tun xypHana. events
Origin Moaynb, B KOTOPOM MPOW30LLO COBbITHE. admin_console
Severity BaxxHocTb COBbITHS. MoxeT npuHMMaTb 3HaYeHUA:
e 1 — MHOOpPMaLMOHHBIE;
o 4 — npeaynpexaeHus;
o 7 — OLUMOKM;
e 10 — KpuUTHUUHBIE.
CEF rt Bpewms, korga 6b1s10 NosnyyeHo cobbiTue: 1652344423822
[pacwumpeHue] munnucekyHael ¢ 1 auBaps 1970 roaa.
deviceExternalld|| A, koTopoe oAHO3HAYHO naeHTMdUUMpyeT ([utmcore@ersthetatica

act Tun cobbiTus. login_successful
suser Mma nonb3osarens. Admin
src IPv4-aapec uctouHuka. 192.168.117.254
cat KoMnoHeHT, B KOTOpOM NpouaoLwnio cobbiTue.  ||console_auth
cs1Label [Mone ucnonbayeTtca AnA ykasaHua aetanemn Attributes
coObITHA.
csi [eTanu cobbitna B popmate JSON. {"name":"MIME_BUILTIN_COMPOSITE","module":"nlist_import"}

dopmart KypHana Be6-gocTtyna

Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

CEF
3aronoBoK

CEF:Version

Bepcua CEF.

CEF:0




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

Device Vendor [MpownssoanTens npoaykra. UserGate
Device Product Tun npoaykra. NGFW
Device Version Bepcua npoaykra. 7

Source HassaHue xypHana. webaccess
Name Tun UCTOYHMKA. log

Threat Level

YposeHb yrposbl kateropun URL.

MoxeT npuHumaTh 3Havenuda 2, 4, 6, 8, 10
(ycTaHOBMEHHBIW YPOBEHb YrpO3bl, YMHOXEHHbIW Ha 2);
Unknown, ecnin kaTeropua He onpeaeneHa.

CEF
[pacwmpeHune]

rt Bpewms, koraa 6b110 NonyyeHo cobbiThe: 1652344423822
MunnucekyHabl ¢ 1 Aneapa 1970 roaa.
deviceExternalld MmA, KoTopoe 0AHO3HAaYHO naeHTudULMpyeT  |[utmcore@ersthetatica
YCTPOICTBO, reHepH1pytoLLee 3TO CoBbITHE.
act [lencTBre, NPUHATOE YCTPOMCTBOM B captive
COOTBETCTBMU C HACTPOEHHBIMU NMONIUTHUKAMMU.
reason MpuumnHa, no koTopoi Bbino cosaaHo cobuiThe, ([{"id":39,"name":"Social Networking","threat_level":3}
HanpumMep, NpuunHa BrIOKUPOBKM caiTa.
proto Mcnonb3yemblit NpoTOKON 4-ro ypoBHA. TCP
app [poTokon npuknazaHoro ypoBHaA u ero sepcua.  |[HTTP/1.1
suser Mma nonb3osartens. user_example (Unknown, ecnu nonb3osarenb
HEN3BECTEH)
src IPv4 nctouHuka Tpaduka. 10.10.10.10
spt MopT McTouHwMKa. MoxeT npuHumartb 3Ha4yeHuna ot 0 ao 65535.
dst IPv4 anpec HasHauyeHus Tpaduka. 194.226.127.130
dpt [MopT HasHaueHusA. MoxeT npuHumMaTh 3HaveHuna ot 0 Ao 65535.
requestMethod MeToa, ucnonbayembiit ana goctyna k URL- GET
aapecy (POST, GET n 1.1.).
request B cnyyae HTTP-3anpoca none coaepxut URL- ||http://www.secure.com
azpec 3anpaluMBaemMoro pecypca ¢ ykasaHuem
MCMNOsb3yemMoro NpoToKona.
requestContext URL vcTouHmka 3anpoca (pedepep HTTP). https://www.google.com/

requestClientApplication

Useragent nonb3oBatenbckoro 6paysepa.

Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:96.0)
Gecko/20100101 Firefox/96.0



http://www.secure.com/
https://www.google.com/

Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

in KonuuecTeo nepeaaHHbIx BXxoadwWwumx 6aiTos;  (|231
laHHble NepeAatoTCA B HaNPaB/IEHUU UCTOUHUK
— HasHayeHue.
out KonuuyecTBo nepeaaHHbIx ucxoaawmx 6aiTos; (|40
NaHHble NepeaaloTCcA B HanpaB/ieHUK
HasHayeH1e — UCTOYHMK.
cs1lLabel [Mone ncnonb3yeTca Ana ykasaHua Rule
cpabatbiBaHus npasuna.
csi HaseaHue npasuna, cpabatbiBaHue kotoporo  ||Default Allow
BbI3Baro cobbiThe.
cs2Label [Mone ncnonb3yeTca ANA MHAMKALKUKW 30HBbI Source Zone
MCTOYHMKA.
cs2 HasBaHue 30HbI UCTOYHMKA. Trusted
cs3Label [Mone ncnonb3yeTcA ANA ykasaHWA CTpaHbl Source Country
MCTOYHMKA.
cs3 HassaHue cTpaHbl UCTOYHMKA. RU (oToGpaxaeTca AByXOyKBEHHbIW KOZ CTpaHbl)
cs4lLabel [Mone ncnonb3yeTcA ANA UHAMKALMUKW 30HBbI Destination Zone
HasHauyeHus.
cs4 HasBaHue 30HbI Ha3HayYeHuA. Untrusted
cs5Label [Mone ncnonb3yeTcA ANA ykasaHWA CTpaHbl Destination Country
HasHauyeHus.
cs5 HaseaHue cTpaHbl Ha3HaYeHHA. RU (oTo6paxaeTca AByxOyKBEHHbIM KOA CTpaHbl)
cs6Label Mone ykasbiBaeT 6bINo M COAEPXKUMOE Decrypted
pacLMppoBaHo.
cs6 PacwmdposaHo unu Hert. true, false
flexString1Label Mone ykasbiBaeT Ha TWUM KOHTEHTA. Media type
flexString1 Tun KOHTEHTAa. text/html
flexString2Label [Mone ykasblBaeT Ha KaTteropuio URL Categories

3anpaLwumsaemoro URL-aapeca.

flexString2 Karteropwa URL. Computers & Technology
cnilabel [Mone ucnonb3yetcA AnA ykasaHua konuyecTea ||Packets sent
nepeAaHHbIX NakeToB B HANPaB/IEHUM UCTOYHUK
— HasHaueHwue.
cni Konunyectso nepeaaHHbIX NakeTos B 3

HanpaBneHWU UCTOYHUK — Ha3HavyeHue.




Twvn nona HasBaHue nonsa Onucanue Mpumep 3HayeHUn
cn2Label [Mone ncnonb3yetca ana ykasaHua konuyecTsa ||Packets received
nepeaaHHbIX NakeToB B HaNpaBsieHUK
HasHayeH1e — UCTOYHMK.
cn2 Konunyectso nepeaaHHbIX NakeTos B 1
HanpaBneHW HasHa4YeHWe — UCTOUHMK.
cn3Label [Mone ykasbiBaeT UCXOAHLIM OTBET cepBepa. Response
cn3 Koa otBeta HTTP. 302
dopmart xypHana Beb6-noctyna CEF Compact:
Tuvn nonsa HassaHue nonsa Onucaxue Mpumep 3HaveHUn
CEF:Version Bepcua CEF. CEF:0
Device Vendor MpownssoanTens npoaykra. UserGate
Device Product Tun npoaykra. NGFW
CEF Device Version Bepcua npoaykra. 7
3aronoBOK
Source HassaHue xypHana. webaccess
Name Tun UCTOYHMKA. log

Threat Level

YposeHb yrpo3sbl kateropun URL.

MoxeT npuHUmaTh 3Havenuda 2, 4, 6, 8, 10
(ycTaHOBIEHHBIW YPOBEHb Yrpo3bl, YMHOXEHHbIW Ha 2);
Unknown, ecnu kaTeropua He onpeaeneHa.

BpeMﬂ, Koraa 6bino nosiy4yeHo cobbiTHe:

rt 1652344423822
MunnucekyHabl ¢ 1 anBapa 1970 roaa.
deviceExternalld Wua, HOTOPOE 0AHOSHANHO MASHTUGUUMPYeT utmcore@ersthetatica
YCTPOMCTBO, reHepupytoLiee 3To CoBbITHE.
act JleficTBUe, NPUMHATOE YCTPOMCTBOM B captive
COOTBETCTBMU C HACTPOEHHBLIMMU NOSIUTUKAMMU.
reason Mpuywtia, N0 KOTOPOA Gkino cosaaqo coBeiwe, {"id":39,"name":"Social Networking","threat_level":3}
Hanpumep, npuumnHa 6roKUPOBKM caiTa.
proto Mcnonb3yemblit NpoTOKON 4-ro ypoBHA. TCP.
app [MpoTokon npuknaaHoro yposHaA u ero sepcua. |[HTTP/1.1
user_example (Unknown, ecnv nonb3osartesb
suser Wwma nonbsosartens.
Hen3BecTeH)
src IPv4 nctouHuka tpaduka. 10.10.10.10

spt

[MopT ncToyHuMKa.

MoxeT npuHumartb 3Hadyenmna ot 0 Ao 65535.




Tuvn nona HasBaHue nonsa Onucaxue Mpumep 3HaveHun
dst IPv4 agpec HasHauyeHua Tpaduka. 194.226.127.130
dpt [MopT HasHaueHwus. MoxeT npuHMmaTb 3HaueHus ot 0 go 65535.
MeToa, ncnonbsyemeiit ana goctyna k URL-
requestMethod anpecy (POST, GET u 1.1v). GET
B cnyyae HTTP-3anpoca none coaepxut URL-
request aapec 3anpallMBaemMoro pecypca c ykazanuweM |[http://www.secure.com
CEF MCMNOb3yeMoro nNpoToKona.
[pacwmpeHune]
requestContext URL vcTouHuKka 3anpoca (pedepep HTTP). https://www.google.com/

requestClientApplication

Useragent nonb3osaterbcKoro 6paysepa.

Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:96.0)
Gecko/20100101 Firefox/96.0

KonuuectBo nepeaaHHbIX BXOAALLMX GANTOB;

3anpalumsaemoro URL-aapeca.

in aHHble NepeaaroTcA B HanpasieHWU UCTOYHMK ([231
— HasHaueHue.
KonuuecTBo nepeaaHHbIX UCXOAALLMX GANTOB;

out aHHble NepeaatroTcaA B HaNpaBeHun 40
Ha3HaYeHMe — UCTOYHMK.
Mone ucnonbayeTca Ana ykasaHva

cs1Label y AnA Y, Rule
cpabaTtbiBaHUs npasuna.
HaseaHue npaBuna, cpabartbiBaH1e KOTOPOro

cst P P P Default Allow
BbI3BaN0 COObITHE.
[Mone ucnonbayeTca Ana WHAMKALWUKW 30HbI

cs2Label y A AvKa SrcZone
UCTOYHMKA.

cs2 HasBaHue 30HbI UCTOYHMKA. Trusted
[Mone ucnonbayeTca AnA MHAMKALWUKW 30HbI

cs3Label YETCA ANA uRankay DstZone
HasHaueHus.

cs3 HasBaHue 30Hbl Ha3HaYeHus. Untrusted

. [Mone ykasbiBaeT Ha KaTeroputo
flexString1Label y P URLCats

flexString1 Kateropwa URL. Computers & Technology
cnilabel Mone ykasbiBaeT UCXOAHLIN OTBET CepBepa. Response
cni Koa otBeta HTTP. 302

Ur|-KaTeI'0pI/Il7I, url, uMA nonb3oBatena, uma npasuna, UMA 30HbI, U T.4.

dopmat mypHana DNS

MpumeuaHneOBLee NPaBusIO ANA KOMNAKTHOTO hopMaTa — 3HaueHUsl HEeKOTopbIX Nosen o6pesatotcs no AnvHe Ao 80 cMMBOMOB. Hanpumep, Cncok

Tvn nonna HasBaHue nonsa OnucaHue Mpumep 3HaueHunA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK



http://www.secure.com/
https://www.google.com/

Tvn nonsa

HasBaHue nonsa

OnucaHuve

Mpumep 3HaueHun

Device Vendor |[[Tpon3soanTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source HassaHwue xypHana. dns
Name Tun UCTOYHMKA. log

Threat Level

YposeHb yrposbl kateropun URL.

MoxeT npuHumaTh 3HadeHun 2, 4, 6, 8, 10 (ycTaHOBNEHHLIN YPOBEHD
yrpo3bl, YMHOXeHHbIW Ha 2); Unknown, ecrnin kateropus He onpeaeneHa.

CEF
[paclumpeHue]

rt Bpewms, koraa 661510 nonyyYeHo 1701085036026
COObITUE: MUITIIUCEKYHABI C 1 AHBapA
1970 ropa.
deviceExternalld||imA, koTopoe 0AHO3HAYHO utmcore@ntoorereaeda
MAeHTUdULMPYET YCTPOWCTBO,
reHepupytoLLiee 310 cobbiTHe.
act [encTene, NPUHATOE YCTPOWCTBOM B block
COOTBETCTBUU C HACTPOEHHbLIMM
NONMUTUKaMM.
reason MpuumnHa, no koTopor Bbino cosaaHo  ||{"url_cats":[{"id":37,"name":"Search Engines & Portals","threat_level":1}]}
coOBbITWe, Hanpumep, url kateropus, Ha
KOTOPLIX cpaboTano nNpaeuIo.
proto Mcnonbsyemblit npoTokon 4-ro yposHa. |[UDP
dhost Mma xocTa HasHayeHus, aapec google.com
KOTOPOro onpeAenAeTca C NOMOLLbIO
DNS cepsepa.
app MpoToKon NpMKNaaHoro ypoBHs. DNS
suser Wma nonb3osarens. user1 (Unknown, ecnn nonb3osartenb HEN3BECTEH)
src IPv4 uctounvka tpaduka. 10.10.0.11
spt [MopT ncTouHMKa. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
smac MAC-aapec UCTOYHMKA. FA:16:3E:65:1C:B4
dst IPv4 anpec HasHauyeHua Tpaduka. 194.226.127.130
dpt [MopT Ha3HaueHuA. MoxeT npuHuMaTh 3HaveHua ot 0 4o 65535. [nsa DNS 06biuHo
ucnonb3ayeTtca nopt 53.
cs1lLabel Mone ncnonb3yetcA AnA ykasaHua Rule
cpaboTasLuero npasuna.
csi HassaHue npasuna, cpabaTbiBaHue Rule1

KOTOPOrO BbI3Bano cobbiTue.



http://www.google.com

Tvn nonsa

HasBaHue nonsa

OnucaHuve

Mpumep 3HaueHun

cs2Label Mone ncnonb3yetca AnA MHAUKALWK Source Zone
30Hbl UICTOYHMKA.
cs2 HasBaHue 30Hbl UCTOYHMKA. Trusted
cs3Label [Mone ucnonbayeTtcA AnA ykasaHuaA Source Country
CTpaHbl NCTOYHUKA.
cs3 HasBaHue cTpaHbl UCTOYHMKA. RU (oToBpakaetca AByxOYKBEHHbIM KOA CTpaHbI)
cs4lLabel Mone ncnonb3yeTca AnA MHAUKALWK Destination Zone
30Hbl HA3Ha4YeHuAq.
cs4 HasBaHue 30HbI Ha3HauYeHuA. Untrusted
cs5Label [Mone ucnonb3ayeTtca AnA ykasaHua Destination Country
CTpaHbl Ha3Ha4YeHuA.
cs5 HassaHwue cTpaHbl Ha3HaveHuA. RU (oToBpakaetca AByxOYKBEHHbIM KOA CTPaHbI)
cs6Label Mone ucnonb3ayeTtca AnA ykasaHuaA Data
nepeaaBaemblX AaHHbIX.
cs6 MepenaBaemble AaHHbIE. {"question":[{"domain":"google.com","type":"A","class":"IN"}],

"answer":
[{"domain":"google.com","type":"TXT","class":"IN","ttl":5,"data":"Blocked"},
{"domain":"google.com","type":"A","class":"IN","ttl":5,"data":"10.10.0.1"}]}

flexString1Label

Mone ykasbiBaeT Ha KaTteroputo
3anpawmsaemoro URL-aapeca.

URL Categories

flexString1

Kareropua URL.

Search Engines & Portals

®opmart xypHana DNS CEF Compact:

Tuvn nona HasBaHue nonsa OnucaHue Mpumep 3HauyeHunA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||[[Tpon3BoauTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source HassaHwue xypHana. dns
Name Tun UCTOYHMKA. log

Threat Level

YpoBeHb yrposbl kateropun URL.

MoxeT npuHumarTb 3HayeHus 2, 4, 6, 8, 10 (ycTaHOBNEHHbLIN YPOBEHb
Yrpo3bl, yMHOXEHHbIM Ha 2); Unknown, ecrnv Kateropusa He onpeaesneHa.




Tvn nonsa

HasBaHue nonsa

OnucaHuve

I'Ipumep 3Ha4YeHuA

CEF
[pacumpeHue]

rt Bpewms, korga 6b110 nonyyeHo 1701085036026
COObITUE: MUITIIUCEKYHABI C 1 AHBapA
1970 roaa.
deviceExternalld||Mmsa, koTopoe oAHO3HAYHO utmcore@ntoorereaeda
MAeHTUdULMPYET YCTPOWCTBO,
reHepupytoLLiee 310 cobbiTHe.
act [lencTBrE, NPUHATOE YCTPOWCTBOM B block
COOTBETCTBMM C HACTPOEHHbBIMM
NONUTUKaMM.
reason MpuumnHa, no koTopor Bbino cosaaHo  ||{"url_cats":[{"id":37,"name":"Search Engines & Portals","threat_level":1}]}
coObITWe, Hanpumep, url kateropus, Ha
KOTOPLIX cpaboTarno nNpasuo.
proto Mcnonb3yemelt npoTokon 4-ro yposHa. (|[UDP
dhost MmA xocTa HasHayeHuA, aapec google.com
KOTOPOro ONpPeAenfAeTcA C NOMOLLbO
DNS cepsepa.
app MpoToKoN NPUKNAAHOro YPOBHS. DNS
suser Mma nonb3osartens. user1 (Unknown, ecnn nonb3osartenb HEU3BECTEH)
src IPv4 uctouHuka tpaduka. 10.10.0.11
spt [MopT ncTouHmKa. MoxeT npuHMmMaTh 3HaveHuna ot 0 o 65535.
smac MAC-aapec UCTOYHMKA. FA:16:3E:65:1C:B4
dst IPv4 anpec HasHayeHua Tpaduka. 194.226.127.130
dpt [MopT Has3HaueHuA. MoxeT npuHuMaTh 3HadeHua ot 0 4o 65535. [na DNS 06biuHo
ucnonb3ayeTtca nopt 53.
cs1lLabel Mone ncnonb3yetca AnA ykasaHua Rule
cpaboTasLuero npasuna.
csi HassaHue npasuna, cpabaTbiBaHue Rule1
KOTOPOrO BbI3Bano cobbiTue.
cs2Label Mone ncnonb3yeTca AnA MHAUKALWK SrcZone
30HbI UCTOYHMKA.
cs2 HasBaHue 30HbI UCTOYHMKA. Trusted
cs3Label Mone ncnone3yetca AnA MHAUKALWK DstZone
30HbI Ha3HaYeHuA.
cs3 HasBaHue 30HbI HasHavyeHuA. Untrusted
csd4Label Mone ucnonbayeTtcA AnNA yKasaHuA Data

nepeaaBaemMblX AaHHbIX.



http://www.google.com

Tvn nonsa

HasBaHue nonsa

OnucaHuve

Mpumep 3HaueHun

cs4

lMepenaBaemble AaHHbIE.

{"question":[{"domain":"google.com","type":"A","class":"IN"}],

"answer":
[{"domain":"google.com","type":"TXT","class":"IN","ttl":5,"data":"Blocked"},
{"domain":"google.com","type":"A","class":"IN","t|":5,"data":"10.10.0.1"}]}

flexString1Label

lMone ykasbiBaeT Ha KaTEropuio
3anpawmsaemoro URL-azpeca.

URLCats

flexString1

Karteropua URL.

Search Engines & Portals

dopmat MypHana TpadpuKka

Tun nona Hassanue nonsa OnucaHue Mpumep 3HaueHun
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor lMpounssoanTens npoaykra. UserGate
Device Product Tun npoaykra. NGFW
Device Version Bepcua npoaykra. 7
Source Tun xypHana. traffic
Rule Type Tun npaBuna, cpadatbiBaHWe KOTOPOro firewall
BbI3Basno cobbiTHe.
Threat Level YpoBeHb yrpo3bl NPUIOXKEHHUA. MoxeT npuHumaTtb 3HayeHus 2, 4, 6, 8, 10
(ycTaHoBMNEHHbIN YPOBEHb YrPO3bl, YMHOXEHHbIN Ha 2);
Unknown, ecnu kateropua He onpeaeneHxa.
CEF rt Bpewms, korga 6b110 nonyyeHo cobbitne:  ||1652344423822
[pacwumpeHue] Munnucekynasl ¢ 1 AnBapa 1970 roaa.
deviceExternalld Mma, KoTopoe 04HO3HAYHO utmcore@ersthetatica
naeHTMdULMpyeT YCTPOUCTBO,
reHepupytoLee aTo cobbiTHe.
act [Lenctaue, NPUHATOE YCTPOWCTBOM B accept
COOTBETCTBMU C HACTPOEHHbBIMM
NOUTUKAMM.
proto Mcnonb3yemblii NPOTOKON 4-r0 YPOBHA. TCP wnu UDP
app Mmvs cpaboTaBLLEero NpUnoXeH1n my_app
suser Wma nonb3osarens. user_example (Unknown, ecnu nonb3osarenb
HEN3BECTEH)
src IPv4 nctouHvka Tpaduka. 10.10.10.10
spt MopT ncTOUHMKA. MoxxeT npuHumatb 3HaueHus ot 0 o 65535.
smac MAC-aapec UCToYHMKa. 00:50:56:80:28:08




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHuA

dst IPv4 anpec HasHayeHua Tpaduka. 194.226.127.130
dpt [MopT Ha3HayeHuA. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
dmac MAC-aapec HasHauyeHus. 00:50:56:80:7D:21
in KonunyecTBo nepeaaHHbIX BXOAALLMX 231
6aiToB; AaHHLIe NepeaaroTca B
HanpasBfeHUN UCTOYHUK — Ha3Ha4vyeHue.
out KonnuecTBo nepeaaHHbIX UCXOAALLMX 40

6aiToB; AaHHLIe NepeaaroTca B
HanpaBfieHWU Ha3HaYeHe — UCTOYHMK.

sourceTranslatedAddress

AZpec UCTOYHUKA MOCse NepeHasHaveHun
(ecnn HacTpoeHbl npasuna NAT).

192.168.174.134 (0.0.0.0 — ecnu HerT)

sourceTranslatedPort

MopT MCTOYHMKA Nocrie nepeHasHaveHun
(ecnn HacTpoeHbl npasuia NAT).

MoxeT npuHumatb 3HadeHuna ot 0 o 65535 (0 — ecnu
HeT)

destinationTranslatedAddress

AZpec HasHayeHus nocne
nepeHasHayYeHnA (eCrM HaCTPOEHbI
npasuna NAT).

192.226.127.130 (0.0.0.0 — ecnu Her)

destinationTranslatedPort

MopT HazHaueHUA nocne nepeHasHa4yeHua
(ecnn HacTpoeHbl npasunia NAT).

MoxeT npuHumaTtb 3HadeHua ot 0 fo 65535 (0 — ecnu
HeT)

cs1lLabel Mone ncnonb3yetcA ANA ykasaHua Rule
cpabatbiBaHKA Npasuna.
cs1 HassaHue npasuna, cpabartbiBaHue Allow trusted to untrusted
KOTOPOro BbI3Basio cobbITHE.
cs2Label [Mone ucnonb3ayeTtca AnA MHAMKALMKU 30HbI |[Source Zone
MCTOYHMKA.
cs2 HasBaHue 30HbI UCTOYHMKA. Trusted
cs3Label Mone ncnonb3yeTtcA AnA ykasaHua cTpaHbl [[Source Country
UCTOYHMKA.
cs3 HasBaHue cTpaHbl UCTOYHMKA. RU (oToBpaxaeTca AByxOyKBEHHbIN KOA CTpaHbI)
cs4lLabel [Mone ucnonb3ayeTtcA AnA MHAMKaLUMKM 30HbI ||Destination Zone
HasHa4yeHwuA.
cs4 HasBaHue 30HbI Ha3HaYeHuA. Untrusted
cs5Label Mone ucnonb3yeTtca AnA ykasaHua ctpaHbl ||Destination Country
HasHa4YeHwuA.
cs5 HasBaHue cTpaHbl Ha3HaYeHus. RU (oToBpaxaeTca AByxOyKBEHHbIN KOA CTpaHbI)
cnilabel Mone ncnonb3yetca AnAa ykasaHua Packets sent

KOnun4yecTBa nepedaHHblX NakeToB B
HanpasfeHUN UCTOYHUK — Ha3Ha4vyeHue.




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHUn

HanpasBfieHMN Ha3Ha4YeHNne — UCTOYHUK.

cn1 KonunyecTBo nepeaaHHbIX NakeTos B 3
HanpasB/ieHUN UCTOYHUK — Ha3Ha4vyeHue.

cn2Label [Mone ucnonb3ayeTtcaA AnNA yKasaHuaA Packets received
KOnM4yecTBa NakeToB, NnepeAaHHbIX B
HanpasB/ieHMN Ha3Ha4YeHNne — UCTOYHUK.

cn2 KonunyecTBo nakeToBs, nepeaaHHbIX B 1

dopmart xypHan

a Tpacdmka CEF Compact:

Tuvn nona HassaHue nonsa Onucaxue Mpumep 3HayeHunA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoOK
Device Vendor [MpounssoanTens npoaykra. UserGate
Device Product Twn npoaykTa. NGFW
Device Version Bepcua npoaykra. 7
Source Tun xypHana. traffic
Rule Type Tun npaeuna, cpadatbiBaHWe KOTOPOro firewall
BbI3BasI0 COObITUE.
Threat Level YpoBeHb yrpo3bl MPUTOXKEHHA. MoxeT npuHumaThb 3HaueHus 2, 4, 6, 8, 10
(ycTaHOBMNEHHbI YPOBEHb YrPO3bl, YMHOXEHHbI Ha 2);
Unknown, ecnn kaTeropua He onpeaeneHa.
CEF rt Bpewms, koraa 6b110 nonyyeHo cobuitne: (1652344423822
[paclumpenue] MunnucekyHabl ¢ 1 axBapa 1970 roaa.
deviceExternalld MmA, koTopoe 0AHO3HAYHO utmcore@ersthetatica
MaeHTUdULMPYeT YCTPOHCTBO,
reHepupytoLLiee 310 cobbiTHe.
act [lefcTBME, NPUHATOE YCTPOWCTBOM B accept
COOTBETCTBMM C HACTPOEHHbBIMM
NONMUTUKAMM.
proto Mcnonb3yemblit NPOTOKON 4-r0 YPOBHS. TCP wnu UDP
app M cpaboTaBLLero NpUnoXeHUaA my_app
suser Mma nonb3osartens. user_example (Unknown, ecnn nonb3osarens
HEen3BecTeH)
src IPv4 nctounuka tpaduka. 10.10.10.10
spt [MopT UcTouHMKa. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
smac MAC-aapec MCTouHMKa. 00:50:56:80:28:08
dst IPv4 anpec HasHayeHua Tpaduka. 194.226.127.130




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

dpt [MopT Ha3HayeHuA. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
dmac MAC-aapec HasHauyeHus. 00:50:56:80:7D:21
in KonnuecTBo nepeaaHHbIX BXOAALLMX 231
6aiToB; AaHHLIe NepeaaroTca B
HanpasfieHUM UCTOYHUK — Ha3HayeHue.
out KonnuecTBo nepeaaHHbIX UCXOAALLMX 40

6aiToB; AaHHLIe NepeaaroTca B
HanpaBfieHWM Ha3HaYeHe — UCTOYHMK.

sourceTranslatedAddress

AZpec UCTOYHUKA MOCse NepeHasHaveHun
(ecnn HacTpoeHbl npasuna NAT).

192.168.174.134 (0.0.0.0 — ecnu HerT)

sourceTranslatedPort

MopT MCTOYHMKA Nocre nepeHasHaveHun
(ecnn HacTpoeHbl npasuia NAT).

MoxeT npuHumatb 3Hadenuna ot 0 o 65535 (0 — ecnu
HeT)

destinationTranslatedAddress

AZpec HasHayeHus nocne
nepeHasHayYeHnA (eCrM HaCTPOEHbI
npasuna NAT).

192.226.127.130 (0.0.0.0 — ecnu HerT)

destinationTranslatedPort

MopT HazHaueHnA nocne nepeHasHa4yeHua
(ecnn HacTpoeHbl npasunia NAT).

MoxeT npuHumatb 3Hadenuna ot 0 fo 65535 (0 — ecnu
HeT)

cs1lLabel Mone ncnonb3yetcA ANA ykasaHua Rule
cpabatbiBaHKA Npasuna.
cs1 HassaHue npasuna, cpabartbiBaHue Allow trusted to untrusted
KOTOPOro BbI3Basio cobbITHE.
cs2Label Mone ncnone3yetcA ANA MHAMKALWKM 30HbI ||SrcZone
UCTOYHMKA.
cs2 HasBaHue 30HbI UCTOYHMKA. Trusted
cs3Label Mone ncnone3yetca AnA MHAMKaLKKM 30HbI ||DstZone
HasHa4eHuA.
cs3 HasBaHue 30HbI Ha3HaYeHuA. Untrusted
dopmat mypHana COB
Tun nona Hassanue nonsa OnwucaHue Mpumep 3HaueHun
CEF CEF:Version Bepcusa CEF. CEF:0
3aronoBoK
Device Vendor |[[Tpon3soanTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7




Tuvn nonna HassaHue nonsa OnucaHue Mpumep 3HaveHUn
Source Tun xypHana. idps
Signature HassaHue cpaboTasLueit curHaTypbl COB. BlackSun Test
Threat Level YpOoBEHb Yrpo3bl CUrHATYpbI. MoxeT npuHumaTb 3HadeHus 2, 4, 6, 8, 10 (ycTaHOBNEHHBIN
YPOBEHb Yrpo3bl, yMHOXEHHbIA Ha 2); Unknown, ecnu
KaTeropua He onpeneneHa.
CEF rt Bpewms, koraa 61510 Nony4eHo cobbiTue: 1652344423822
[pacwmpenue] munnucekyHael ¢ 1 ausapa 1970 roaa.
deviceExternalld|| A, koTopoe 0AHO3HAYHO MAEHTUdULMPYET utmcore@ersthetatica
YCTPOMCTBO, reHepHpytoLLee 3To cobbiTHe.
act [eicTere, NpMHATOE YCTPOWCTBOM B accept
COOTBETCTBMM C HACTPOEHHBIMM MOSTUTUKAMM.
proto Mcnonbsyemblit NPOTOKON 4-ro0 YPOBHSA. TCP wunn UDP
app [MpoTOKON NPUKNAAHOrO YPOBHA. HTTP
suser Mma nonb3osartens. user_example (Unknown, ecnu nonb3oBaTenb HEU3BECTEH)
src IPv4 uctouHuka tpadpuka. 10.10.10.10
spt MopT uctouHumka. MoxeT npuHumarts 3HauyeHmna ot 0 ao 65535.
dst IPv4 anpec HasHayeHua Tpaduka. 194.226.127.130
dpt MopT HasHaueHus. MoxeT npuHumarts 3Hauyenmna ot 0 Ao 65535.
in KonunuecTBo nepeaaHHbix BXoAALMUX 6aiToB; 231
[laHHble NepesaloTCcA B HaNpaBneHnn UCTOYHHK
— HasHayeHue.
out KonuuecTBo nepeaaHHbix ucxoaawmx 6aitos;  ||40
[aHHble NepeatoTca B HanpasneHnn
Has3HauyeHne — UCTOYHMK.
msg YpoBeHb yrpo3bl CUrHaTypbl U €€ HasBaHue. [2] BlackSun
cs1lLabel Mone ncnonb3yetca AnA ykasaHua Rule
cpabaTbiBaHuA npasuna.
csi HassaHue npasuna, cpabaTbiBaH1e KOTOPOro IDPS Rule Example
BbI3Baso COBbITHE.
cs2Label Mone ncnonb3yetcA ANA MHAMKALWUKM 30HbI Source Zone
MCTOYHMKA.
cs2 HasBaHue 30HbI UCTOUYHMKA. Trusted
cs3Label Mone ncnonb3yeTcA ANA yKasaHuA CTpaHbl Source Country

UCTOYHUKA.




Tvn nonsa

HasBaHue nona OnucaHue MNpumep 3HaueHUn
cs3 HassaHue cTpaHbl UCTOYHMKA. RU (oToBpakaetca AByxOYKBEHHbIM KOA CTPaHbI)
cs4lLabel Mone ncnonb3yetca AnA MHAMKALUKM 30HbI Destination Zone
Ha3HavyeHunq.
cs4 HasBaHue 30HbI Ha3HayYeHuA. Untrusted
cs5Label Mone ncnonb3yetca AnA yKkasaHua CTpaHbl Destination Country
Ha3HayeHunA.
cs5 HassaHwue cTpaHbl Ha3HayeHuA. RU (oToBpakaerca AByxOYKBEHHbIM KOA CTPaHbI)

dopmart xypHan

a COB CEF Compact:

Tuvn nonsa HassaHue nonsa OnucaHue Mpumep 3HaveHun
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoOK
Device Vendor ||[lpoussoanTtens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source Tun xypHana. idps
Signature HassaHue cpaboTasLueit curHatypbl COB. BlackSun Test
Threat Level YpOoBEHb Yrpo3bl CUrHATYpbI. MoxeT npuHumaTb 3HadeHus 2, 4, 6, 8, 10 (ycTaHOBNEHHbIN
YPOBEHb Yrpo3bl, YMHOXEHHBIN Ha 2); Unknown, ecrin
KaTeropua He onpejesneHa.
CEF rt Bpewms, koraa 61510 nony4eHo cobbiTue: 1652344423822
[paclmpenue] MunnucekyHabl ¢ 1 AaxBapa 1970 roaa.
deviceExternalld||Mmsa, koTopoe oAHO3HAYHO MAEHTUDULMPYET utmcore@ersthetatica
YCTPOMCTBO, reHepupytoLLee 310 cobbITHe.
act [enctane, NPUHATOE YCTPOWCTBOM B accept
COOTBETCTBMM C HACTPOEHHBIMM MOSTMTUKAMM.
proto Mcnonb3ayemblit NpOTOKON 4-ro ypoBHA. TCP wnn UDP
app [MpoToKON NPUKNAAHOrO YPOBHA. HTTP
suser Mma nonb3osartens. user_example (Unknown, ecnu nonb3oBaTenb HEU3BECTEH)
src IPv4 nctounuka tpaduka. 10.10.10.10
spt MopT uctouHumKa. MoxeT npuHumarts sHadyenmna ot 0 Ao 65535.
dst IPv4 anpec HasHayeHua Tpaduka. 194.226.127.130




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

dpt [MopT Has3HayeHuA. MoxeT npuHumaTh 3HaveHus ot 0 o 65535.
in KonunuecTBo nepeaaHHbix BXoAALMUX 6aiToB; 231
[aHHble NepeaaroTCcA B HaNpaseHU NCTOUHMK
— HasHayeHue.
out KonuuecTBo nepeaaHHbIx Ucxoaawmx 6anTos; 40
[aHHble NepealoTca B HanpasneHnn
Has3HauYeHne — UCTOYHMK.
msg YpoBeHb yrpo3bl CUrHaTypbl U €€ HasBaHue. [2] BlackSun
cs1lLabel Mone ncnonb3yetca AnA ykasaHua Rule
cpabaTbiBaHuA npasuna.
csi HassaHue npasuna, cpabaTbiBaH1e KOTOPOro IDPS Rule Example

BbI3BasIO COOLITHE.

dopmat KypHana UHcnekTuposaHua SSH

Tun nona HassaHue nons OnucaHue Mpumep 3HaueHun
CEF CEF:Version Bepcus CEF. CEF:0
3aronoBoK
Device Vendor |[[Tpon3soanTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source HassaHwue xypHana. ssh
Name Tun UCTOYHMKA. log
Threat Level YpoBeHb yrpo3bl MPUIOXKEHHA. MoxeT npuHumarth 3HayeHun 2, 4, 6, 8, 10 (ycTaHOBNEHHbLIN YPOBEHD
Yrpo3bl, yMHOXEHHbIM Ha 2); Unknown, ecnu kateropva He
onpeaenexa.
CEF rt Bpewms, korga 6b110 nonyyeHo cobbithe:  ||1652344423822
[pacwumpeHue] munnucekyHael ¢ 1 auBaps 1970 roaa.
deviceExternalld||Mma, koTopoe oAHO3HAYHO utmcore@ersthetatica
naeHTMdULMpyeT YCTPOMCTBO,
reHepupytoLee 1o cobbiTHe.
act [LenctBre, NPUHATOE YCTPOWCTBOM B accept
COOTBETCTBMU C HACTPOEHHbBIMM
NONMUTUKAMM.
app MpoTokon NpMKNaaHoro ypoBHS. SSH nnn SFTP
suser Wma nonb3osarens. user_example (Unknown, ecrin nonb3oBaTenb HEU3BECTEH)
src IPv4 nctouHvka Tpadwka. 10.10.10.10




Tuvn nona HassaHue nonsa Onwucaxue Mpumep 3HaYeHUn
spt [MopT ncTouHMKa. MoxeT npuHumaTh 3HaveHua ot 0 o 65535.
smac MAC-aapec UCTOYHMKA. FA:16:3E:65:1C:B4
dst IPv4 anpec HasHayeHua Tpaduka. 194.226.127.130
dpt [MopT Ha3HaueHuA. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
cs1lLabel Mone ncnonb3yetca AnA ykasaHua Rule

cpabaTbiBaHuA npasuna.
csi HassaHue npasuna, cpadartbiBaHue SSH inspection rule
KOTOPOrO BbI3Bano cobbiTue.
cs2Label Mone ncnonb3yeTca AnNA MHAMKALKUKM 30HbI ||Source Zone
UCTOYHMKA.
cs2 HasBaHue 30HbI UICTOYHMKA. Trusted
cs3Label Mone ncnonb3yeTtcA AnA ykasaHua ctpaHbl ||Source Country
UCTOYHMKA.
cs3 HasBaHue cTpaHbl UCTOYHMKA. RU (oToBpakaetca AByxOYKBEHHbIM KOA CTPaHbI)
cs4lLabel Mone ucnonb3yeTtca AnA MHAMKAUMKM 30HbI ||Destination Zone
HasHaueHwus.
cs4 HasBaHue 30HbI HasHa4YeHuA. Untrusted
cs5Label Mone ncnone3yetcA AnA ykasaHua ctpaxbl ||Destination Country
HasHauyeHwus.
cs5 HasBaHwue cTpaHbl HazHaveHuA. RU (oTobpaxaeTca AByxOyKBEHHbIN KOA CTPaHbl)
cs6Label YkasaHue Ha komaHay, nepesasaemyto no |[Command
SSH.
cs6 Komawraa, nepeaasaeman no SSH, B whoami
dopmate JSON.
dopmart xypHana nHcnexktuposanna SSH CEF Compact:
Tun nona Hassanue nonsa OnucaHue Mpumep 3HaueHun
CEF CEF:Version Bepcusa CEF. CEF:0
3aronoBoK
Device Vendor ||[[TponssoanTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source HassaHue xypHana. ssh




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

Name

TwWn UCTOYHMKA.

log

Threat Level

YPOBEHb Yrpo3bl NPUIOXKEHHA.

MoxeT npuHumarTb 3Hayenun 2, 4, 6, 8, 10 (ycTaHOBNEHHbLIN YPOBEHD
Yrpo3bl, yMHOXEHHbIM Ha 2); Unknown, ecnu kateropva He
onpeaenexa.

CEF
[pacwmpeHue]

rt Bpewms, korga 6b110 nonyyeHo cobuithe:  ||1652344423822
munnucekyHael ¢ 1 ausapa 1970 roaa.
deviceExternalld||Mmva, koTopoe oAHO3HAYHO utmcore@ersthetatica
naeHTMdULMpyeT YCTPOMCTBO,
reHepupytoLee aTo cobbiTHe.
act Lenctare, NPUHATOE YCTPOWCTBOM B accept
COOTBETCTBMU C HACTPOEHHbBIMM
NOMUTUKAMM.
app MpoTokon NpMKNaaHoro ypoBHS. SSH nnn SFTP
suser Wma nonb3osarens. user_example (Unknown, ecrin nonb3oBaTenb HEU3BECTEH)
src IPv4 nctouHvka Tpadwka. 10.10.10.10
spt MopT ncToUHMKA. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
smac MAC-aapec UCTOYHMKA. FA:16:3E:65:1C:B4
dst IPv4 anpec HasHauyeHua Tpaduka. 194.226.127.130
dpt MopT HazHaueHus. MoxeT npuHumarth 3Ha4yeHuna ot 0 ao 65535.
cs1lLabel Mone ncnonb3yetcA ANA yKkasaHua Rule
cpabatbiBaH1A Npasuna.
cs1 HassaHue npasuna, cpabartbiBaHue SSH inspection rule
KOTOPOro BbI3BaN0 COObITHE.
cs2Label Mone ucnonb3yeTca ANA MHAMKALKKM 30HbI ||SrcZone
UCTOYHMKA.
cs2 HasBaHue 30HbI UICTOYHMKA. Trusted
cs3Label Mone ucnonbayeTtcA ANA MHAMKALWK 30HbI ||DstZone
HasHa4eHuA.
cs3 HasBaHue 30HbI HasHaveHus. Untrusted
cs4Label YkasaHue Ha komaHay, nepesasaemyto no |[Command
SSH.
cs4 Komaraa, nepeaasaemas no SSH, B whoami

dopmate JSON.

dopmar KypHana 3awuThbl NOUTOBOro Tpadpuka




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHuA

CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||[lpou3soantens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source Tun xypHana. mailsecurity
Name Tun UCTOYHMKA. log
Threat Level YpoBeHb yrpo3bl MPUMTOXKEHHUA. MoxeT npuHUmMaTh 3HaveHus 2, 4, 6, 8, 10 (ycTaHOBNEHHBIN
YPOBEHb Yrpo3bl, yMHOXEHHbIN Ha 2); Unknown, ecnn
KaTeropua He onpeneneHa.
CEF rt Bpewms, koraa 61510 Nony4eHo cobbiTue: 1652344423822
[paclumpeHue] mMunnucekynael ¢ 1 Aneapa 1970 roaa.

deviceExternalld

MMs, KOTOPOE OAHO3HAYHO MAESHTUPULMPYET
YCTPOMCTBO, reHepupytoLLee 10 CobbITHE.

utmcore@einersonstal

act [lencTene, BLINOTHEHHOE YCTPOWUCTBOM B mark
COOTBETCTBMU C HACTPOEHHbLIMU NONUTUKAMMU.
app MpoTokon NpUKNaaHoro ypoBHs. SMTP
suser Wma nonb3osartens. user_example (Unknown, ecnu nonb3osaTenb HEN3BECTEH)
src IPv4-aapec uctouHuka. 10.10.10.10
spt [MopT ncTouHMKa. MoxeT npuHumaTh 3HaveHuns ot 0 o 65535.
dst IPv4-agpec HasHauyeHus. 10.10.10.10
dpt [MopT Ha3HaueHwA. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
in KonunuecTBo nepeaaHHbix BXoAALMX 6aiToB; 10
[laHHble NepeatoTCcA B HaNpaBieHUn UCTOYHUK
— HasHayeHue.
out KonuuecTBo nepeaaHHbIx UcxoaAaLwmx 6anTos; 10
[aHHble NepeaaroTcA B HanpassieHnn
Has3HauyeHne — UCTOYHMK.
cs1lLabel Mone ncnone3yetca AnA ykasaHua Ha3BaHUA Rule
npasuna.
csi HassaHue npasuna 3awutel noytoBoro Tpadvka. [Mail security rule
cs2Label [Mone ucnonb3ayeTtca AnA yKkasaHUA 30HbI Source Zone

UCTOYHUKA.

cs2

30Ha UCTOYHMKA.

Untrusted



mailto:utmcore%2540einersonstal

Tvn nonsa

HasBaHue nonsa

OnucaHuve

Mpumep 3HaueHun

cs3Label Mone ncnonb3yetca AnA MHAMKALWKM CTPaHbI Source Country
MCTOYHMKA TpadmKa.
cs3 CTpaHa UCTouHMKa TpaduKa. RU (oToBpakaetca AByxOYKBEHHbIM KOA CTPaHbI)
cs4lLabel Mone ncnonb3yeTca AnA yKasaHMA 30HbI Destination Zone
HasHauyeHua TpapuKa.
cs4 HasBaHue 30HbI HazHaueHuA Tpaduka. Untrusted
cs5Label Mone ncnone3yeTca AnA MHAUKALMKM CTPaHbI Destination Country
HasHauyeHua TpapuKa.
cs5 CTpaHa HasHaueHus. RU (oToBpakaetca AByxOYKBEHHbIM KOA CTPaHbI)
cs6Label [Mone ucnonb3ayeTtca AnA ykasaHUA NOYTOBOrO To
afpeca nonyyarens.
cs6 Email nonyuarens. receiver@example.com

flexString1Label

Mone UCnoNnb3yeTcA AnAd yKa3aHuA No4YToBOro
azpeca oTnpasuTens.

From

HanpaBfieHMn HasHa4YeHne — UCTOYHUK.

flexString1 Email otnpasutens. sender@example.com
cnilabel Mone ucnonb3ayetca AnA ykasaHua konuuectsa ||Packets sent
nepeAaHHbIX NaKETOB B HaNPaBEHUN UCTOYHUK
— HasHaueHue.
cn1i KonnuecTBo nepeaaHHbIX NakeToB B 3
HanpaBneHUN UCTOYHUK — HasHaYeHwe.
cn2Label Mone ncnonb3yeTtcA AnA ykasaHua konuyectsa ||Packets received
nepeaaHHbIX NaKETOB B HaNpaBieHnn
HasHaYeHUe — UCTOUHMK.
cn2 KonunyecTBo nepesaHHbIX NakeTos B 1

dopmart xypHan

a 3alMTbl NOYTOBO!

ro Tpadpuka CEF Compact:

Tun nona Hassanue nonsa OnucaHue Mpumep 3HaueHun
CEF CEF:Version Bepcusa CEF. CEF:0
3aronoBoK
Device Vendor |[[TponssoanTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source Tun xypHana. mailsecurity
Name Tun UCTOYHMKA. log



mailto:receiver%2540example.com
mailto:sender%2540example.com

Tuvn nonna HassaHue nonsa OnucaHue Mpumep 3HaveHUn
Threat Level YpoBeHb yrpo3bl MPUIOXKEHHUA. MoxeT npuHumaTb 3Hadenus 2, 4, 6, 8, 10 (ycTaHOBNEHHbBIN
YPOBEHb Yrpo3bl, YMHOXEHHbIN Ha 2); Unknown, ecnin
Kateropua He onpeneneHa.
CEF rt Bpewms, korga 6bis10 NonyyeHo codbiTue: 1652344423822
[pacwumpeHune] munnucekyHael ¢ 1 auBaps 1970 roaa.

deviceExternalld

Mmn, KOTOpoe 04HO3HAYHO UAEHTUDULMPYET
YCTPOWCTBO, reHepupytoLLee 3T0 CoBbITHe.

utmcore@einersonstal

act [lencTBre, BLINOTHEHHOE YCTPOMCTBOM B mark
COOTBETCTBMU C HACTPOEHHbLIMM NONIUTUKAMMU.
app MpoTokon NpMKNaaHoro ypoBHs. SMTP
suser Mma nonb3osarens. user_example (Unknown, ecrnin nonb3oBaTesnib HEN3BECTEH)
src IPv4-aapec uctouHuka. 10.10.10.10
spt MopT nctouHuka. MoxeT npuHumartb 3HadyeHuna ot 0 ao 65535.
dst IPv4-aapec HazHaueHuA. 10.10.10.10
dpt MopT Has3HaueHuA. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
in KonuuecTso nepeaaHHbIx BXOAALWMX 6aiToB; 10
[aHHble NepeAaroTCcA B HanpaBieHUM UCTOYHUK
— HasHayeHue.
out KonnuecTBo nepeaaHHbIx Ucxoaawmx 6anTos; 10
[aHHble NepeaaroTcA B HanpasrieHnn
HaszHa4YeHne — UCTOYHMK.
cs1lLabel Mone ucnonb3yeTcA ANA yKasaHWA Ha3BaHWA Rule
npasuna.
cs1 HassaHnwue npasuna 3awutel noyToBoro Tpadwka.||Mail security rule
cs2Label Mone ucnonb3yeTcA ANA yKasaHMA 30HbI SrcZone
UCTOYHMKA.
cs2 30Ha UCTOYHMKA. Untrusted
cs4lLabel [Mone ucnonb3ayeTcA ANA yKasaHUA 30HbI DstZone
HasHauyeHWUA TpaduKa.
cs4 HasBaHue 30HbI HazHaueHnA Tpaduka. Untrusted
cs5Label [Mone ucnonbayeTtcA ANA yKasaHUA NOYTOBOrO From
afpeca oTnpasuTens.
cs5 Email otnpasutens. sender@example.com
cs6Label Mone ncnonb3yetca AnA ykasaHua NOYTOBOrO To

ajpeca nony4darens.



mailto:utmcore%2540einersonstal
mailto:sender%2540example.com

Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

cs6

Email nonyyarens.

receiver@example.com

dopmat mypHana Windows Active Directory

MOEHTUULMPYET YCTPOUCTBO,
reHepupytoLee aTo cobbiTue.

Tvn nonna HassaHue nonsa Onucanue MNpumep 3HaueHun
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor |[[TponssoaunTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source HassaHwue xypHana. endpoint_log
Name Tun UCTOYHMKA. log
Threat Level YpoBeHb yrpossbi. MoxeT npuHumatb 3HaueHua ot 1 o 10 (ykasaHHbl ypOBEHb yrpo3bl,
YMHOXEHHBIN Ha 2).
CEF rt Bpewms, koraa 61510 nonyyYeHo 1701085036026
[paclumpeHue] CcoObITUE: MUNITMCEKYHAbI C 1 AHBapsA
1970 rona.
deviceExternalld||Mmvsa, koTopoe 0AHO3HAYHO utmcore@ntoorereaeda

suser

Mma nonb3oBaTens.

useri.dep.local

msg

Onucanue cobbiTusa B xypHane AD.

Group membership information

Subject: Security ID: S-1-0-0 Account Name: — Account Domain: —
Logon ID: 0x0 Logon Type: 3 New Logon: Security ID: S-1-5-21-
3795870133-5220325-2125745684-1103 Account Name: user1 Account
Domain: DEP Logon ID: 0xA57A446 Event in sequence: 1 of 1 Group
Membership: %({S-1-5-21-3795870133-5220325-2125745684-513} %{S-
1-1-0} %{S-1-5-32-544} %{S-1-5-32-555} %(S-1-5-32-545} %{S-1-5-32-
554} %{S-1-5-2} %{S-1-5-11} %{S-1-5-15} %{S-1-5-21-3795870133-
5220325-2125745684-512} %{S-1-5-21-3795870133-5220325-
2125745684-572} %{S-1-5-64-10} %{S-1-16-12288} The subject fields
indicate the account on the local system which requested the logon. This
is most commonly a service such as the Server service, or a local process
such as Winlogon.exe or Services.exe. The logon type field indicates the
kind of logon that occurred. The most common types are 2 (interactive)
and 3 (network). The New Logon fields indicate the account for whom the
new logon was created, i.e. the account that was logged on. This event is
generated when the Audit Group Membership subcategory is configured.
The Logon ID field can be used to correlate this event with the
corresponding user logon event as well as to any other security audit
events generated during this logon session.

cniLabel

Mone ncnonbayeTcA ANA ykasaHuA
KoZa cobbITuaA U3 xypHana AD.

logEventCode

cni

Koa coBbiTus.

4627



mailto:receiver%2540example.com

Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

cn2Label

Mone ncnonbayeTca AnA ykasaHua
HOMepa WaeHTUdMKaTopa cobbITUA U3
yprana AD.

logEventld

ch2

NneHTndUKaTop cobbiTus.

4627

cn3Label

Mone ncnone3yetca anq

yKasaHus TMna cobbITUs XypHana
Windows
(Cuctema\besonacHocTb\[NpunoxeHne
MT. 4.).

logEventType

ch3

Tun cobbiTua xypHana Windows.

csiLabel

Mone vcnonbayeTcs AnNA ykasaHus
MaeHTUdUKaTopa KOHEeYHOro
YCTPOMCTBA — MCTOUYHMKA COOLITUA.

endpointld

csi

NaeHTudMKaTop KOHEYHOro
yCTpOMCTBA.

16535060-5a1a-4€92-8331-239406ec34da

cs2Label

Mone ucnonb3yeTca ANA ykasaHuA
MMEHU KOHEeYHOro

YCTPOMCTBA — WCTOYHWKA COOLITUA
(UserGate knuenTa, ceHcopa WMI
uTa.).

endpointName

cs2

MmsA KOHEYHOro yCcTponcTBa.

dep.local

cs3Label

Mone ncnonbayeTca AnA ykasaHua
YPOBHA BaXHOCTW COObLITHA B
ypHane AD.

logLevel

cs3

ypOBeHb Ba)KHOCTW COObITUA.

Audit Success

csdLabel

Mone vcnonb3yeTcsa AnNA ykasaHus
KoAa Kkateropuu cobbiTua (12554
Group Membership, 12544 Logon,
14337 Kerberos Service Ticket
Operations v 14)

logCategoryString

cs4

Kateropus co6biTus.

Group Membership

cs5Label

Mone ncnonbayeTca AnNA ykasaHuA
danna xypHana Windows.

logFile

cs5

dain xypHana Windows

Security

cs6Label

Mone ncnonbayeTcA AnNA ykasaHuA
MCTOYHMKa 13 xypHana AD.

sourceName

cs6

McTounuk ns xypHana AD.

Microsoft-Windows-Security-Auditing

flexString1Label

Mone ncnonb3yeTcA AnA yKasaHuA
coaepxaHua co0bITHA U3 XypHana
AD.

insertionString




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

flexString1

MapameTpbl coBbITUA U3 XKypHana AD
nocse napcuHra cooBLleHus.

['S-1-0-0', -, ™', '0x0', 'S-1-5-21-3795870133-5220325-2125745684-1103',
‘'useri’, 'DEP', '0x7a25a21", '3', '1', "1', \r\n\t\t%

{S-1-5-21-3795870133-5220325-2125745684-51 3\r\n\t\t %{S-1-1-
0P\ %6{S-1-5-32-544 \\r\n\\'\t%{S-1-5-32-555\\r\n\W\\t %e{S-1-5-32-
545\ \N\WW%{S-1-5-32-554 \r\n\tWt %6{S-1-5-2\r\n\W\W%{S-1-5-11}

N\ANWEWE%6{S-1-5-15\\n\t\t%{S-1-5-21-3795870133-5220325-
2125745684-512\r\n\t\t%{S-1-5-21-3795870133-5220325-
2125745684-572P\N\n\\t\t1%{S-1-5-64-10\\\n\t\t%{S-1-16-12288}']

dopmat KmypHana Syslog
Tuvn nonsa HassaHue nonsa OnucaHue Mpumep 3HaYeHUn
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoOK
Device Vendor |[[Tpon3BoauTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source HassaHwue xypHana. syslog
Name Tun UCTOYHMKA. log
Threat Level YpoBeHb yrposbl. MoxeT npuHMMaTb 3HaYeHUA:
« 0 — emergencies;
o 1 —alerts;
e 2 — critical;
« 3 —errors;
e 4 —warnings;
« 5 — notifications;
o 6 — informational;
« 7 — debugging.
CEF rt Bpewms, koraa 6b110 nonyyeHo 1701085036026
[pacwmpenue] coObITHE: MUNIICEKYHABI C 1 AHBapsA
1970 ropa.
deviceExternalld|| A, koTopoe 0AHO3HAYHO utmcore@ntoorereaeda
MAeHTUdULMPYET YCTPOWCTBO,
reHepupytoLLiee 310 cobbiThe.
msg OnucaHne cobbiTus. [3603:3603:1128/175000.938565:ERROR:CONSOLE(6)]
"console.assert", source: devtools://devtools/bundled/devtools-
frontend/front_end/panels/console/console.js (6)
cnilabel [Mone ucnonb3ayeTtcA AnNA yKasaHuA Facility
TUNa UCTOYHMKA COOLITUI syslog.
MoapobHee o 3HaueHusx syslog facility
cmoTpute B REC 5424.



https://datatracker.ietf.org/doc/html/rfc5424

Tuvn nona HassaHue nonsa OnucaHue Mpumep 3HaveHUn
cni Tun ucTouHuka cobbiTui syslog. 1
Hanpwumep, user-level messages.
cs1lLabel Mone ncnonb3yetca AnAa ykasaHua Hostname
MMEHM YCTPOMCTBA, HA KOTOPOM
npou13oLwLIo coBbITHE.
csi MmA koMnbloTepa, Ha KOTOPOM node1
npou13oLwLIo coBbITHE.
cs2Label [Mone ucnonb3ayeTtca AnA ykasaHua Tag
NPUIOXeHUA, Bbli3BaBLUEro cobbiTHe.
cs2 Mpunoxexue, Bbl3BaBLLee cobbiTUE.  [[org.gnome.Shell.desktop
cs3Label Mone ncnonb3yetca AnA ykasaHua ProcessID
uaeHTUdUKaTopa npoLecca cobbITHA.
cs3 PID npouecca Bbi3BaBLuero cobuitue. (3036
cs4lLabel Mone ncnonb3yetcA AnA ykasaHua Rule
cpabaTbiBaHuA npasuna.
cs4 HassaHue npasuna, cpadartbiBaHue Example — Allow user-level messages
KOTOPOrO BbI3BaNo cobbiTue.

®dopmat mypHana RADIUS

reHepupytoLlee 310 coBbiTHe.

Tun nonsa HasBaHue nonsa OnucaHue Mpumep 3HauveHunA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||lpoussoanTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version ||Bepcua npoaykra. 7
Source HaseaHnwue xypHana. radius
Name Tun UCTOYHMKA. log
CEF rt Bpewms, koraa 6eino nonyyeHo cobeiThe: munnucekyHabl ¢ 1 aHeaps ||1701085036026
[paclumpeHue] 1970 ropa.
deviceExternalld|| A, koTopoe 0AHO3HAYHO MAEHTUDULMPYET YCTPOMCTBO, utmcore@ntoorereaeda

act Cratyc nonb3oBatens (acct_status_type). start, stop, interim update, accounting-on,
accounting-off

suser Mma nonb3osatens. Unknown, ecnu nonb3osaresnb
Hen3BecTeH.

src_ip IP-anpec UCTOYHMKA, OTKyAa NPULLNO COOBLLEHME. 192.168.57.4




Tvn nonsa

HasBaHue nonsa OnucaHue Mpumep 3HaveHun
dst IP-aapec NAS, aBTopv30BaBLLEro Nonb3oBaTens. 172.16.1.4
dve IP-aapec nonb3osatens (framed ip address). 192.168.57.29
csiLabel [Mone ucnonb3yeTcA AnA ykasaHUA rpynnbl, B KOTOPOW COCTOUT user groups
nosb3osartesib.
cs1 CTpoka rpynmn B KOTOPbIX COCTOMT NOMb30BaTe b. test_group

dopmart wypHana UserlD

BbI3Bao coObITHeE.

Tun nona HassaHue nonsa OnwucaHue Mpumep 3HaueHun
CEF CEF:Version Bepcusa CEF. CEF:0
3aronoBoK
Device Vendor |[[TponssoanTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source HassaHwue xypHana. userid
Name Tun UCTOYHMKA. log
CEF rt Bpewms, korga 6b110 NosnyyeHo cobbiTUe: 1701085036026
[pacumpeHue] munnucekyHael ¢ 1 auBaps 1970 roaa.
deviceExternalld||imA, koTopoe oaHO3HaAYHO naeHTUdULUMpyeT |lutmcore@ntoorereaeda
YCTPOMCTBO, rEHepHpytoLLEee 3TO CoBbITHE.
act [encTene, NPUHATOE YyCTPOWCTBOM B login
COOTBETCTBMU C HACTPOEHHbLIMU NONUTUKAMMU.
reason MpuumnHa, No KOTOpPoM BbINo co3aaHo {"user_groups_sids"["S-1-5-21-3795870133-5220325-
coObiTHe. 2125745684-513","S-1-5-21-3795870133-5220325-2125745684-
512",
"user_sid":"S-1-5-21-3795870133-5220325-2125745684-
1103","login":"user1","domain":"DEV","event_id":4624}
suser MmA nonb3oBaTens. user1 (Unknown, ecnv nonb3oBaTtenb HEM3BECTEH)
src IPv4 nctounuka tpaduka. 10.10.0.11
cs1lLabel Mone ncnonb3yetca AnA ykasaHua Rule
cpabaTbiBaHUA npasuna.
csi HassaHue npaeuna, cpabateiBaHue koToporo ||dev.local

AKcnopTt ypHanos B popmate JSON

OnucaHue ypHana cobbiTui




HasBaHue nonsa

OnucaHue

Mpumep 3HaueHUn

timestamp Bpems nonyyexus coBbiTva B dopmarte: yyyy- ||2022-05-12T08:11:46.15869Z
mm-ddThh:mm:ssZ.
node MmA, KoTopoe 0AHO3HAYHO aeHTudULMpyeT utmcore@ersthetatica
YCTPOMCTBO, reHepHpytoLLee 3TO CoBbITHE.
ip_address IPv4-anpec UcTo4HMKa COBLITUA. 192.168.174.134
attributes LeTanu cobbitna B popmate JSON. {"rule"{"logrotate":12,"attributes":{"timezone":"Asia/Novosibirsk"},"id":"66f9de9f-
d698-4bec-b3b0-bab5b46d3608","name":"Example log export ftp"}
event_type Tun cobbITuA. logexport_rule_updated

event_severity

BaxkHOCTb COBLITHA.

(KPUTUYHBIE).

info (MHdOPMaUUOHHbIE), warning (MpeaynpexaeHua), error (oLwKBKK), critical

event_origin

Mozaynb, B KOTOPOM MPOU3OLLSIO COBbITHE.

core

event_component||KOMNOHEHT, B KOTOPOM NPOMU3OLLISIO COBbITHE.

console_auth

user

Mma nonb3oBaTens.

1

{"guid":"37333739-3733-3734-3635-366400000000","name":"System","groups":

OnucaHue wypHana Be6-gocTyna

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

UCTOYHUK — Ha3Ha4eHue.

timestamp Bpemsa nonyueHus cobuitua B popmarte: yyyy-mm- ||2022-05-12T08:11:46.15869Z
ddThh:mm:ssZ.
n MaeHTudurKaTop ceccuu. a7a3cd49-8232-4f1a-962a-3659af89e96f (ecnu
System: 00000000-0000-0000-0000-000000000000)
node MmA, koTopoe 0AHO3HAYHO MAEHTUDULMPYET utmcore@ersthetatica
YCTPOMCTBO, reHepupytoLLee 310 cobbITHe.
reasons MpuumnHa, No KoTopoi BbINo co3aaHo cobeiTue, "url_cats":[{"id":39,"name":"Social
Hanpumep, Np1yrMHa 6NOKMPOBKKM camnTa. Networking","threat_level":3}]
proto Mcnonb3yemblit NPOTOKON 4-r0 YPOBHS. TCP
host Mma xocTa. www.google.com
action [lencTBre, NPUHATOE YCTPOWCTBOM B cOOTBETCTBUM |[block
C HACTPOEHHbBIMU NOSTUTUKAMM.
bytes_sent KonuuecTBo 6aiiToB, NnepeaaHHbIX B HanpasneHun |52
UCTOYHWUK — HasHaueHue.
bytes_recv KonunyecTBo nakeToB, nepeAaHHbix B Hanpasnexdun ||100
HasHaYeHUe — UCTOUHMK.
packets_sent KonunyecTBo nakeToBs, nepeAaHHbIX B Hanpaenexrun ||2




HasBaHue nonsa

OnucaHue

Mpumep 3HaueHns

packets_recv KonunyecTBo 6aiToB, NnepedaHHbIX B HanpaeneHun  ||5
Ha3Ha4YyeHne — UCTOYHMUK.
request_method MeToa, ncnonssyemelii ana aoctyna Kk URL-aapecy ||GET

(POST, GET n 1.n.).

url Mone conepxut URL-aapec 3anpalumMBaemMoro http://www.secure.com
pecypca ¢ ykasaHWeM WUCrosnb3yemMoro NpoToKona.
media_type Tun KOHTEHTA. application/json

status_code

Koa otBeta HTTP.

302

http_referer

URL wucTouHuka 3anpoca (pedepep HTTP).

https://www.google.com/

decrypted Mone ykasbiBaeT ObIN0 N1 coaepkumoe true, false
pacLumndposBaHo.
useragent Useragent nonb3sosatenbckoro 6paysepa. Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:96.0)
Gecko/20100101 Firefox/96.0
application id NaeHTudmMKaTop NpunoxeHus. 20
name HassaHue npunoxenus. Youtube
threat_level ||YpoBeHb yrpo3bl npunoxeHua. 0
app_protocol||[TpoTokon Np1KNaaHoro ypoBHA U ero BEpCUs. HTTPV1.1"
url_categories||id NaeHTudUKaTOp KaTeropum, k KOTopon otHocutea  ||39
URL.
threat_level YpoBeHb yrposbl kateropun URL. MoxeT npuHUMaTh 3HaYeHUA:
o 1 — OYEHb HU3KKMHA;
o 2 — HU3KUW;
o 3 — cpeaHui;
o 4 — BbICOKMA;
e 5 — OuYeHb BBICOKMA.
name HassaHwue kateropuu, k kotopoi otHocutca URL. Social Networking
source zone |(guid YHWKanNbHbIA MAEHTUPUKATOP 30HBI UCTOYHMKA d0038912-0d8a-4583-a525-e63950b1da47
Tpaduka.
name HasBaHue 30HbI UICTOYHMKA. Trusted
country CrpaHa 1ucTouHuKa Tpaduka. RU (oTo6paxaeTtca AByxOYKBEHHbIH KOA CTPaHbI)
ip IPv4-aapec uctoyHuka. 10.10.10.10
port MopT ncTOUHMKA. MoxxeT npuHumatb 3HaueHus ot 0 o 65535.
mac MAC-aapec UCcTouHMKa 01:23:45:67:89:AB



http://www.secure.com
https://www.google.com/

HaspaHue nonsa OnucaHue MNpumep 3HayeHunA
destination zone |(guid YHWKanbHbIA MAEHTUOUKATOP 30HbI HA3HAUYEHUA 3c0b1253-f069-4060-903b-5fec4f465db0
Tpaduka.
name HasBaHue 30HbI HazHaueHuA Tpaduka. Untrusted
country CrpaHna HasHaueHus. RU (oTo6paxaetca AByxOYyKBEHHbIH KOA CTPaHbI)
ip IPv4-aapec HazHaueHuA. 192.168.174.134
port [MopT Ha3HaueHuA. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
mac MAC-aapec HasHayeHus. 01:23:45:67:89:AB
rule guid YHUKanbHbIM MAEHTUOMKATOP Npasuna, f93da24d-74f9-4f8c-9e9b-8e6d02346b4
cpabaTbiBaHKEe KOTOPOro BbI3BASIO CO3AaHNUE
coObITHA.
name Hassanue npasuna. Default allow
type Tun cpadoTaBLLero npasuna.
user guid YHWKanbHbIA M AEHTMdUKATOP NoNb3oBaTeNa. a7a3cd49-8232-4f1a-962a-3659af89e96f
name Mma nonb3oBaTena user_name
groups||guid YHUKanNbHbIA MAEHTUDMKATOP rPYNMbl, B KOTOPOWH 919878b2-e882-49ed-3331-8ec72c3c79ch
COCTOMT nosib3oBatesib.
name HassaHwue rpynnbl, B KOTOPOW COCTOUT Default Group
nonb3oBaTterb.

Onucanuve wypHana DNS

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHuA

timestamp

Bpemsa nonyuenusa cobbiTua B

dopmare: yyyy-mm-
ddThh:mm:ssZ.

2022-05-12T08:11:46.15869Z

ion

MneHTudmMKaTop ceccui.

00000000-0000-0000-0000-000000000000

node

MmA, KoTopoe 0AHO3HAYHO
MAEHTUDULMPYET YCTPOICTBO,
reHepupytoLLee 310 COBLITHE.

utmcore@ntoorereaeda

reasons

MpuymnHa, No KoTopoK BbINo
co3naHo cobbiThe, Hanpumep, url
KaTeropws, Ha KOTOpbIX
cpaboTano npasuso.

{"url_cats":[{"id":37,"name":"Search Engines & Portals","threat_level":1}]}

proto

Mcnonb3yembl NnpoToKon 4-ro UDP
YPOBHSA.

host

Mma xocTa. google.com




HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

data

Mone UCnosnib3yeTcA AnA yKasaHuA
nepeaaBaemMblX AaHHbIX.

{"question":[{"domain":"google.com","type":"A","class":"IN"}],

"answer":
[{"domain":"google.com","type":"TXT","class":"IN","ttl":5,"data":"Blocked"},
{"domain":"google.com","type":"A","class":"IN","t|":5,"data":"10.10.0.1"}]}

url_categories||id NaeHTugpukatop cpaboTaBLuen 37
URL-kateropuu.
threat_level YpoBeHb yrpossl cpaboTasLuei MoxeT npuHUMAaTL 3HaYeHHUA:
KaTeropuu.
o 1 — OYEHb HU3KKN;
o 2 — HWU3KUK;
* 3 — cpeaHui;
o 4 — BbICOKWN;
» 5 — OYEeHb BbICOKMHA.
name HassaHue Search Engines & Portals
cpaboTaBLUei KaTeropum.
action Lenctaue, NpUHATOE block
YCTPOMUCTBOM B COOTBETCTBUM C
HaCTPOEHHbLIMU MOTIUTUKAMM.
application id MaeHTUdMKATOP NPUNOXEHUA. 5
name HassaHue npunoxenus.
threat_level ||YpoBeHb yrpo3bl npunoxeHua. 0
app_protocol||lpoTokon npuknaaHoro ypoeHaA. |[DNS
source zone |[guid YHUKanbHbIA MAEHTUhMKATOP d0038912-0d8a-4583-a525-e63950b1da47
30HbI UCTOYHMKA TpaduKa.
name HasBaHue 30HbI UCTOYHMKA Trusted
TpagpuKa.
country HasBaHue cTpaHbl UCTOYHMKA. RU (oToBpakaetca AByxOYKBEHHbIM KOA CTpaHbI)
ip IPv4-agpec uctouHuka Tpaduka. |((10.10.10.10
port [MopT “cTouHMKa. MoxeT npuHumMaTh 3HaveHuns ot 0 Ao 65535.
mac MAC-aapec UCTOYHMKA. 01:23:45:67:89:AB
destination zone |(guid YHWKanbHbIA nAEHTUdMKATOP 3c0b1253-f069-4060-903b-5fec4f465db0
30Hbl Ha3HaYeHnA TpapuKa.
name HasBaHue 30HbI HasHavYeHua Untrusted
TpapuKa.
country HassaHwue cTpaHbl HazHaveHu. RU (oToBpakaetca AByxOYKBEHHbIM KOA CTPaHbI)
ip IPv4-aapec HasHaueHua Tpaduka. [104.19.197.151




HaspaHue nonsa Onwucaxue Mpumep 3HauyeHunA
port [MopT Has3HayeHwuA MoxeT npuHuMaTh 3HadeHua oT 0 4o 65535. [na DNS 06biuHo
ucnonb3ayertca nopt 53.
mac MAC-aapec HasHauyeHua 01:23:45:67:89:AB
rule guid YHWKanbHbIA MAEHTUdUKATOP 59e38e06-533a-4771-9664-031c3e8b2e1f

npaeuna, cpadaTtbiBaHWe KOTOPOro
coszano cobbiTue.

name HasBaHwue npasuna, Rule1
cpabaTbiBaH1e KOTOPOro BbI3BASO
coObiTHe.

Type Tun cpaboTasLuero npaeuna.

user guid YHWKanbHbIA MAEHTUdUKATOP a7a3cd49-8232-4f1a-962a-3659af89e96f

none3oBatend. Ecnu
none3oBaTens TMna Unknown, 10
naerTndukatop: 00000000-0000-
0000-0000-000000000000.

name Mmsa nonb3oBatens. useri

groups||guid YHUKanbHbIA MAEHTUhMKATOP 919878b2-e882-49ed-3331-8ec72c3c79cb
rpynnel, B KOTOPbIX COCTOUT
nonb3oBaTerb.

name HassaHwue rpynnel, B KOTOPOK Default Group

COCTOMT nosib3oBatersb.

OnucaHuve wypHana Tpadpuka

NCTOYHMK.

HassaHue nonsa OnucaHue Mpumep 3HaueHusa
timestamp Bpemsa nonyueHns cobbiTua B popmarte: yyyy-mm-ddThh:mm:ssZ. ||2022-05-12T08:11:46.15869Z
ion MaeHTndvrkaTop ceccum. a7a3cd49-8232-4f1a-962a-3659af89e96f
(ecnn System: 00000000-0000-0000-0000-
000000000000)
node MmA, koTopoe 0AHO3HAYHO UAEHTUDULMUPYET YCTPOWCTBO, utmcore@ersthetatica
reHepupytoLLee 3To cobbiThe.
proto Mcnonb3yemblit NpoTOKON 4-ro ypoBHSA. TCP nwnu UDP
action JleicTere, NPUHATOE YCTPOMCTBOM B COOTBETCTBUM C accept
HaCTPOEHHBLIMW NOSIUTUKAMM.
bytes_sent Konuuecteo 6aiToB, NepeaaHHbIX B HanpaBneHnn UCTOYHUK — 100
HasHaueHue.
bytes_recv Konuuectso 6aitToB, nepesiaHHbIX B HanpaBneHnn HasHaveHne —  ||6




HasBaHue nonna

OnucaHue

Mpumep 3HaueHus

packets_recv

KonunuectBo nakeTos, nepeiaHHbIX B HanpasfieHUN HasHa4YeHne —

UCTOYHMUK.

packets_sent

KonunuecTBo nakeTos, nepeiaHHbIX B HanpasieHUN UCTOYHUK —

Ha3Ha4eHue.

json_data

JlononHUTENbHbIE AAHHbIE.

null

application||id

MAaeHTUdMKATOP NPUITOXEHMA.

195

threat_level

YpoBEHb Yrpo3bl MPUITOXKEHMA.

MoxeT npUHUMaTb 3HAYEHUA:
o 1 — OYEHb HU3KKIA;
o 2 — HU3KUK;
* 3 — cpeaHun;
o 4 — BbICOKMN;

o 5 — 04YeHb BLICOKUW.

app_protocol [MpoTokon NpuKNaaHoro ypoBsHA. HTTP
name HassaHue npunoxeHus. Youtube
source zone guid ||YHMKanbHbIN MOEHTUDUKATOP 30HLI UCTOUHMKA TpadUKa. d0038912-0d8a-4583-a525-e63950b1da47

name||Ha3BaHue 30HbI UICTOYHMKA TpadUKa. Trusted

country HassaHue cTpaHbl UCTOYHMKA. RU (oTo6paxaeTca AByXOyKBEeHHbI Koa

CTpaHbl)
ip IPv4-aapec nctouHuka tpaduka. 10.10.10.10
port [MopT nctouHuka. MoxeT npuHumaTb 3HaveHuna ot 0 go 65535.

destination||zone guid

YHWKanbHbIA AEHTUUKATOP 30HbLI HA3HAYEHUA TpaduKa.

3c0b1253-f069-4060-903b-5fec4f465db0

name

HassaHue 30HbI Ha3HaueHWA TpaduKa.

Untrusted

country HassaHune cTpaHbl HasHa4YeHuA. RU (oTo6paxaeTca AByXOyKBEHHbI Koa
CTpaHbl)
ip IPv4-aapec HasHaueHua Tpaduka. 104.19.197.151
port [MopT HasHaueHun MoxeT npuHumartb 3Hadyenmna ot 0 ao 65535.
nat source ip AZpec UCTOYHMKA NOCe NepeHasHavyeHua (eCnm HaCcTPOEHbI 192.168.117.85 (ecnu NAT He HaCTpOeH, TO:
npasuna NAT). "nat":null)
port |[[TopT MCTOYHMKA NOCNe NepeHasHayeHna (eC/M HaCTPOEHbI MoxeT npuHumartb 3Hayenmna ot 0 o 65535
npasuna NAT). (ecnin NAT He HacTpoeH, To: "nat":null)
destination||ip Aapec HasHa4YeHUA Nocne nepeHasHaveHnsa (eCnm HaCTPOEHbI 64.233.164.198 (ecnn NAT He HacTpoeH, To:
npasuna NAT). "nat":null)




Hasﬂauue nonsa OnucaHue Mpumep 3HaueHunA
port |[[TopT MCTOYHMKA NOCNE NepeHasHayeHna (eC/M HaCTPOEHbI MoxeT npuHumarts 3Hadyenmna ot 0 o 65535
npasuna NAT). (ecnn NAT He HacTpoeH, To: "nat":null)
rule guid YHUKanbHbIA MAEHTUdUKATOP NpaBuna, cpadaTbiBaHUe KOTOPOro 59e38e06-533a-4771-9664-031c3e8b2e1f
cosaarno cobbiTue.
type Tun npasuna. firewall
name HassaHue npasuna, cpadartbiBaHMe KOTOPOro Bbi3Bano cobbiTue. Allow trusted to untrusted
user guid YHuKanbHbIn naeHTUGMKaTop nons3osartend. Ecnv nonb3osatens  ||a7a3cd49-8232-4f1a-962a-3659af89e96f
Tuna Unknown, To naentudukatop: 00000000-0000-0000-0000-
000000000000.
name Mwma nonb3osartens. Admin
groups guid ||YHUKanbHbIN MAEHTUPUKATOP rPyNMbl, B KOTOPbLIX COCTOUT 919878b2-e882-49ed-3331-8ec72c3c79chb
nonb3oBaTerib.
name||HasBaHwue rpynnbl, B KOTOPOW COCTOMUT NOJb30BaTENb. Default Group

OnucaHue ypHana COB

HasBaHue nonsa

OnucaHue

Mpumep 3sHaueHus

timestamp Bpemsa nonydexus coBbiTva B popmarte: yyyy-mm-ddThh:mm:ssZ. 2022-05-12T08:11:46.15869Z
n MaeHTrdurKaTOp ceccuv. a7a3cd49-8232-4f1a-962a-3659af89e96f (ecnu
System: 00000000-0000-0000-0000-
000000000000)
node MmA, KoTopoe 0AHO3HAYHO MAEHTUDULMPYET YCTPOWCTBO, utmcore@ersthetatica
reHepupytoLee aTo cobbiTHe.
proto Mcnonb3yembli NPOTOKON 4-r0 YPOBHA. TCP wnu UDP
action [enctane, NPUHATOE YCTPOWCTBOM B COOTBETCTBMM C HACTPOEHHbIMK  ||accept
NONMUTUKAMM.
bytes_sent KonnuecTBo 6aiToB, NepeaaHHbIX B HanpaBieHUn UCTOUHUK — 100
HasHayeHwue.
bytes_recv KonunyecTeo 6aiToB, nepesiaHHbIX B HaNpaBneHnu HasHaveHue — 6
UCTOYHMK.
packets_sent KonnuecTBo nakeToB, NepeAaHHbIX B HANPaBieHUM UCTOUHUK — 1
HasHayeHwue.
packets_recv KonnuecTBo nakeToB, NepeAaHHbIX B HaNpaBieHnn HazHayeHne — 1
UCTOYHMK.
json_data LlononHuTenbHble AaHHbIE. null
applicationl||id NaeHTudmMKaTop NpunoxeHus. 195




HaSBaLMe nonfa

OnucaHue

Mpumep 3HaueHns

threat_level ||YpoBeHb yrpo3bl NpUnoxeHus. MoxeT npuHuMaTh 3Ha4YEHUA:
o 1 — OueHb HU3KKK;
o 2 — HWU3KUW;
o 3 — cpenHuii;
o 4 — BbICOKMH;
o 5 — 0uyeHb BbICOKMA.
name HasBaHue npunoxeHua. Youtube
app_protocol |[[TpoToKoN NPUKNaAHOro YPOBHA. HTTP

user guid YHWKanbHbI naeHTMdUKkaTop none3osatend. Ecnv nonb3osartens a7a3cd49-8232-4f1a-962a-3659af89e96f
Tuna Unknown, To naentudmkatop: 00000000-0000-0000-0000-
000000000000.
name Mma nonb3osartens. Admin
groups||guid ||YHUKanbHbI MAEHTMOUKATOP rPynMbl, B KOTOPbLIX COCTOUT 919878b2-e882-49ed-3331-8ec72c3c79cb
nonb3osarenb.
name||HasBaHue rpynmnbl, B KOTOPOW COCTOMT MONb30BATENb. Default Group
rule guid YHUKarbHbIA MAEHTUdMKATOP NpaBuia, cpabdaTbiBaHke KOTOPOro 59e38e06-533a-4771-9664-031c3e8b2e1f
cosaano cobbiTue.
name HasBaHue npasuna, cpabaTbiBaH1e KOTOPOro BbI3BaSIO COOLITHE. Allow trusted to untrusted
type Tun cpaboTasLuero npaeuna idps
signatures ||id NneHTndUKaTop cpadoTaBLlei CUrHaTypsbl. 999999
threat_level ||YpoBeHb yrposbl cpaboTaBLuei CUrHaTypel. MoxeT npuHumaTh 3Ha4YeHUA:
o 1 — OuYeHb HU3KKK;
o 2 — HW3KUW;
o 3 — cpenHuit;
o 4 — BbICOKMH;
o 5 — 0uyeHb BbICOKMA.
name HassaHue cpaboTaBLueit curHaTypbl. BlackSun Test
source zone |(guid |[YHWKanbHbIA MAEHTUOUKATOP 30HBI MCTOYHMKA TpaduKa. d0038912-0d8a-4583-a525-e63950b1da47
name||HasBaH1e 30HbI UCTOYHMKA TpadmKa. Trusted
country HasBaHwue cTpaHbl UCTOYHMKA. RU (oToBpaxaeTca AByxOyKBEHHbIN KoA
CTpaHsbl)
ip IPv4-aapec nctounuka tpaduka. 10.10.10.10

port

[MopT ncToYHMKa.

MoxeT npuHumatb 3HadeHuna ot 0 o 65535.




HasBaLue nonsa OnucaHue MNpumep 3HaueHun

mac MAC-aapec UCToYHMKA. 01:23:45:67:89:AB

destination|[zone ||guid ||YHMKanbHbIM AEHTUOMKATOP 30HBI HA3HAYEHMA TpaduKa. 3c0b1253-f069-4060-903b-5fec4f465db0

name||HasBaHu1e 30HbI HA3HaYeHUAa Tpadpmka. Untrusted
country HassaHwue cTpaHbl HasHaveHuA. RU (oTo6paxaeTtca AByxOyKBEHHbIH KOA
CTpaHhbl)

ip IPv4-aapec HasHauyeHuna Tpaduka. 104.19.197.151
port [MopT Ha3HaueHuA. MosxeT npuHumatb 3HaueHus ot 0 o 65535.
mac MAC-aapec HasHauyeHus. 01:23:45:67:89:AB

OnucaHue wypHana uHcnekTuposaHua SSH

HasBaHue nonsa OnucaHue Mpumep 3HaueHUnA
timestamp Bpewms nonyyenus cobbiTva B dopmarte: yyyy-mm- 2022-05-12T08:11:46.15869Z
ddThh:mm:ssZ.
node MmA, KOTOpoe 0AHO3HAYHO MAEHTUDULMPYET YyCTPOUCTBO, utmcore@ersthetatica
reHepupytoLLiee 310 coBbiTHe.
command Komanaa, nepeaasaemas no SSH. whoami
action [leicTere, NPMHATOE YCTPOMCTBOM B COOTBETCTBUM C block
HaCTPOEHHLIMU MOTIUTUKAMM.
application id NaeHTudurKkaTop npunoxeHus. 195
name HassaHue npunoxenus.
threat_level |(|YpoBeHb yrpo3bl NpUnoXeHus. MoxeT npuHumaTthb 3HaueHua ot 2 o 10
(ycTaHOBMNEHHbIN YPOBEHDb Yrpo3bl
NPUNOXEHNA, YMHOXEHHbIN Ha 2).
app_protocol||[IpoTokon NpuKIaaHoro ypoBHs. SSH wnun SFTP
source zone |(guid YHWKanNbHbIA MAEHTUPUKATOP 30HBI UCTOYHMKA TpaduKa. d0038912-0d8a-4583-a525-e63950b1da47
name HasBaHwue 30Hbl UCTOYHMKA TpadmKa. Trusted
country HasBaHue cTpaHbl UCTOYHMKA. RU (oTo6paxaeTtca AByxOyKBEHHbIH koA
CTpaHbl)
ip IPv4-aapec uctouHvka Tpadumka. 10.10.10.10
port MopT ncToUHMKA. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
mac MAC-aapec ucToyHuKa. FA:16:3E:65:1C:B4




H%ssauue nonsa Onucanue Mpumep 3Ha4eHUn
destination|[zone ||guid YHWKanbHbIA MAEHTUdUKATOP 30HBI HA3HAYEeHUA Tpaduka. 3c0b1253-f069-4060-903b-5fec4f465db0
name HasBaHue 30HbI HazHaueHuA Tpaduka. Untrusted
country HassaHwue cTpaHbl HasHaveHuAa. RU (oTo6paxaeTtca AByxOyKBEHHbIH KOA
CTpaHbl)
ip IPv4-aapec HazHaueHuA Tpadmka. 104.19.197.151
port [MopT Ha3HaueHuA. MosxeT npuHumatb 3HaueHus ot 0 o 65535.
mac MAC-aapec HasHauyeHus. 01:23:45:67:89:AB
rule guid YHUKaNbHbIA KAEHTUUKATOP Npasuna, cpadartbiBaHue 59e38e06-533a-4771-9664-031c3e8b2e1f
KOTOpPOro co3zano cobbiThe.
name HassaHue npasuna, cpabaTbiBaHUe KOTOPOro BbI3BasIO SSH Rule Example
cobbiTue.
type Tun cpaboTasLuero npaeuna. ssh
user guid YHWKanbHbIA naeHTMdUKaTop nonb3osatend. Ecnu a7a3cd49-8232-4f1a-962a-3659af89e96f
nons3oBaTens TMna Unknown, To naeHtudukarop: 00000000-
0000-0000-0000-000000000000.
name Mma nonb3osarens. Admin
groups||guid YHUKanNbHbIN MAEHTUHUKATOP MPYNMbl, B KOTOPbLIX COCTOUT 919878b2-e882-49ed-3331-8ec72¢c3c79ch
nonb3oBarenb.
name HassaHwue rpynnel, B KOTOPOW COCTOUT NOsib3oBaTesb. Default Group

OnucaHue KypHana 3awuThbl NO4YTOBOIro Tpa¢om(a

HasBaHue nonsa

OnucaHuve

Mpumep 3HaueHun

HanpasfeHUN Ha3Ha4eHne — UCTOYHUK.

timestamp Bpemsa nonyueHua cobuiTua B popmarte: yyyy- 2022-05-12T08:11:46.15869Z
mm-ddThh:mm:ssZ.

node MmA, KOTOpoe 0AHO3HAYHO naeHTudULMpyeT utmcore@ersthetatica
YCTPOWMCTBO, reHepupytoLLee 3To CoObITHe.

action [evcTBre, NPUHATOE YyCTPOWCTBOM B mark
COOTBETCTBMU C HACTPOEHHbLIMU NONTUTUKAMM.

bytes_sent KonuuecTso 6aiToB, NepeaaHHbIX B 0
HanpasBfeHUN UCTOYHUK — Ha3Ha4vyeHue.

bytes_recv KonunuecTBo 6aiiToB, NepeaaHHbIX B 0

packets_sent

KonunyecTBo naxkeTos, nepeaaHHbIX B 0
HanpaBneHU UCTOUYHUK — Ha3HaYeHue.



mailto:utmcore%2540ersthetatica

HasBaHue nonsa

OnucaHuve

Mpumep 3HaueHus

packets_rcv KonnuecTBo nakeTos, NnepeaaHHbIX B 0
HanpaBneHWn HasHauYeHne — UCTOYHMK.
decrypted Mone ykasbiBaeT ObINo N1 coaepkumoe true, false
pacLmndposaHo.
from MouTtoBbIVM aapec oTnpasuTensa. sender@example.com
to [MouToBLIA aapec nonyyarens. receiver@example.com
application id NaeHTudmKaTop npunoxeHus. 9
name HassaHue npunoxenus.
threat_level |(|YpoBeHb yrposbl NpunoxeHus. MoxeT npuHumaTb 3HaveHus ot 2 o 10 (yCTaHOBNEHHEIM
YPOBEHb YrpO3bl MPUOXEHUSA, YMHOXEHHbIN Ha 2).
app_protocol(|CeTeBoi NPOTOKON NPUKIAAHOIO YPOBHSA. SMTP
source zone |(guid YHWKanbHbIA MAEHTUdUKATOP 30HbI UCTOYHMKA  (|d0038912-0d8a-4583-a525-e63950b1dad7
Tpadpuka.
name HasBaHue 30HbI UCTOYHMKA TpaduKa. Trusted
country HasBaHue cTpaHbl UCTOYHMKA. RU (oToBpaxkaetca AByxOYKBEHHbIM KOA CTPaHbI)
ip IPv4-aapec uctouHvka Tpadumka. 10.10.10.10
port MopT uctouHuKa. MoxeT npuHumartb 3Ha4yeHuna ot 0 ao 65535.
mac MAC-aapec UCTOYHMKA. 01:23:45:67:89:AB
destination||zone ||guid YHUKanbHbIA MAEHTUDMKATOP 30HbI HasHadveHua ||3c0b1253-f069-4060-903b-5fec4f465db0
Tpaduka.
name HasBaHue 30Hbl HasHayYeHUa Tpaduka. Untrusted
country HasBaHue cTpaHbl Ha3HaYeHus. RU (oTobpaxaeTca AByxOyKBEHHbIN KOA CTpaHbl)
ip IPv4-agpec HasHaueHuA Tpaduka. 10.10.10.10
port [MopT HasHayeHuA. MoxeT npuHumMaTh 3HaveHuns ot 0 Ao 65535.
port MAC-aapec HasHaueHus. 01:23:45:67:89:AB
rule guid YHWKanbHbIA naeHTUdUKaTop npasuna, 59e38e06-533a-4771-9664-031c3e8b2e1f
cpabaTbiBaH1e KOTOPOro CO3Aaso cobbITHE.
name HassaHue npasuna, cpabatbiBaHUe KOTOPOro Mail security rule

BbI3BasIo COBbITUE.

type

Tun cpaboTasLuero npaeuna.

Mail security rule




H+.Bauue nonsa

OnucaHuve

Mpumep 3HaueHus

nonb3oBartesib.

user guid YHUKanbHbIM MAEHTUGMKATOP Nonb3osartend. a7a3cd49-8232-4f1a-962a-3659af89e96f
name Mma nonb3oBaTens. user_name
groups||guid YHUKanbHbIM MAeHTUGMKATOp rpynmbl, B KOTOpoi ||919878b2-e882-49ed-3331-8ec72¢3c79¢cb
COCTOMT nosib3oBatesib.
name HassaHwue rpynnel, B KOTOPOW COCTOUT Default Group

OnucaHuve wypHana Windows Active Directory

HasBaHue nonqa

OnucaHue

Mpumep 3HaueHus

timestamp

Bpems nonydyeHus cobbiTus B
dopmare: yyyy-mm-ddThh:mm:ssZ.

2022-05-12T08:11:46.15869Z

node_name

Mma, koTopoe 0AHO3HaYHO
naeHTMdUUMpyeT YCTPOMCTBO
UserGate, reHepupytoLlee 310
coObiTHe.

utmcore@ntoorereaeda

endpoint_id

MaeHTudrKaTop KOHEYHOrO
YCTPOWCTBa — UCTOYHMKA COObITUA.

16535060-5a1a-4e92-8331-239406ec34da

endpoint_name

MmaA KoHeuHoro yctpoicTaa
— ncToYHMKA cobbiTus (UserGate
knueHTa, ceHcopa WMI uta.).

dep.local

user_name Mone «MNonb3oBartenb» 3 xyprHana ||userl.dep.local
AD.
log_level Mone «Keywords» 13 xypHana AD. Audit Success

log_category_string

Koa kateropuun coBbiTuaA U3 xypHana
AD.

Group Membership

log_file

daiin xypHana Windows.

Security

source_name

Mone «MUcTouHuk» u3 xypHana AD.

Microsoft-Windows-Security-Auditing

data

OnucaHwe coBbiTva B xypHane AD.

Group membership information.\r\n\r\nSubject:\r\n\tSecurity ID:\t\tS-1-0-0\r\n\tAccount
Name:\t\t-\r\n\tAccount Domain:\t\t-\rin\tLogon ID:\t\t0x0\r\n\r\nLogon
Type:\t\t\t3\r\in\r\nNew Logon:\r\n\tSecurity ID:\t\tS-1-5-21-3795870133-5220325-
2125745684-1103\r\n\tAccount Name:\t\tuser1\r\n\tAccount Domain:\t\tDEP\r\n\tLogon
ID:\\tOx7A25A21\r\n\r\nEvent in sequence:\t\t1 of 1\\n\\nGroup
Membership:\\\t\n\n\t\t%{S-1-5-21-3795870133-5220325-2125745684-513)\r\n\t\t%{S-
1-1-0\NN\t\t%{S-1-5-32-5441\r\n\t\t%{S-1-5-32-555}\r\n\t\t%{S-1-5-32-545\r\n\t\t%{S-
1-5-32-554\r\n\t\t%{S-1-5-2\r\n\t\t%{S-1-5-1 1\r\n\t\t%{S-1-5-15)\r\n\t\t%{S-1-5-21-
3795870133-5220325-2125745684-512\r\n\t\t%{S-1-5-21-3795870133-5220325-
2125745684-5721\r\n\t\t%{S-1-5-64-10}\r\n\t\t%{S-1-16-12288}\r\n\r\nThe subject fields
indicate the account on the local system which requested the logon. This is most
commonly a service such as the Server service, or a local process such as
Winlogon.exe or Services.exe.\r\n\r\nThe logon type field indicates the kind of logon
that occurred. The most common types are 2 (interactive) and 3 (network).\nm\n\nThe
New Logon fields indicate the account for whom the new logon was created, i.e. the
account that was logged on.\r\n\r\nThis event is generated when the Audit Group
Membership subcategory is configured. The Logon ID field can be used to correlate
this event with the corresponding user logon event as well as to any other security audit
events generated during this logon session.




HasBaHue nonfa

OnucaHue

Mpumep 3HaueHun

nocne napcuHra coobLyeHua.

computer_name Y3en Windows u3 xypHana AD, Ha DC1.dep.local
KOTOPOM NPOU3OLLIIO COBLITHE.
insertion_string MapameTpbl cobbiTuA M3 )ypHana AD |[['S-1-0-0', ', ', '0x0', 'S-1-5-21-3795870133-5220325-2125745684-1103', 'useri’,

'DEP', '0x7a25a21', '3, "1', "1", "\r\n\t\t%

{S-1-5-21-3795870133-5220325-2125745684-513P\\r\n\\t\t%{S-1-1-0\r\n\t\t %{S-1-
5-32-544\\r\n\\\\t%{S-1-5-32-555 \r\n\t\t %{S-1-5-32-545\\r\\n\\t\t%{ S-1-5-32-
554M\N\N\WW%{S-1-5-2\\r\\n\\t\t%{S-1-5-11}

WANNZ{S-1-5-1 R ANN%{S-1-5-21-3795870133-5220325-2125745684-
512M\A\n\\%{S-1-5-21-3795870133-5220325-2125745684-572)\r\n\t\t%{S-1-5-64-
10P\A\N\Et%{S-1-16-12288}]

(Cucrema\besonacHocTb\lNpunoxexne
MT. 4.).

error Koa owwn6ku us xypHana AD, kotopas ||0
npousoLuna npu nosly4YeHun AaHHbIX.

status OnucaHwue owmnbku u3 xypHana AD,
KOTOpas NpPoW3oLLa Npu NonyYeHuu
[aHHbIX.

counter_id MoeHtndpukatop cuetumka WMI login_logout
ceHcopa.

log_event_code Mone «Koa cobbiTua» u3 xypHana AD.|[4627

log_event_id Mone «MaeHTudUKaTop cobbiTua» U3 |[4627
xypHana AD.

log_event_type Tun cobbiTuit xypHana Windows 4

OnucaHue ypHana Syslog

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHUsn

timestamp

Bpewmsa nonyyenus cobeiTna B popmare:
yyyy-mm-ddThh:mm:ssZ.

2022-05-12T08:11:46.15869Z

node

Mwma, KoTopoe 0IHO3HAYHO
MOeHTUPULMPYET YCTPOUCTBO,
reHepupytoLlee 310 cobbITHe.

utmcore@ntoorereaeda

syslog_facility

Tun ucTouHMKa cobbITHA Syslog. Hanpumep,
user-level messages.

Moapo6Hee o 3HaueHusax syslog facility
cmoTpute B REC 5424.

—

syslog_severity

YpoBeHb BaXXHOCTH COOLITUA Syslog.
Hanpumep, warning.

Moapo6Hee o 3HaueHuax syslog
severity cmoTpuTe B RFC 5424.

computer_name

s ycTporcTBa, Ha KOTOPOM MPOU30LLSIO
cobbiTue.

node1

app_name

MpunoxeHue, Bbi3BaBLLee COObITHE.

org.gnome.Shell.desktop



https://datatracker.ietf.org/doc/html/rfc5424
https://datatracker.ietf.org/doc/html/rfc5424

HasBaHue nonsa OnucaHue Mpumep 3HayeHunA
process_id PID npouecca, Bbl3BaBLIErO COBLITHE. 3036
data OnwucaHve cobbiTus. [3603:3603:1130/125201.838651:ERROR:CONSOLE(6)] \"console.assert\", source:
devtools://devtools/bundled/devtools-frontend/front_end/panels/console/console.js (6)
rule |guid YHUKanbHbIM naeHTUPUKATOP Npasuna, 16535060-5a1a-4€92-8331-239406ec34da
cpabaTbiBaHUE KOTOPOro CO34as10 COOLITHE.
name HassaHue npaeuna, cpabartbiBaHue Example — Allow user-level messages
KOTOPOro BbI3Baso cobbiThe.
type Tun cpadoTasLuero npaeuna.

OnucaHue wypHana RADIUS

HasBanue
nonqa OnucaHue Mpumep 3HaueHun
timestamp |[Bpems nonyuexus coBbiTva B popmarte: yyyy-mm-ddThh:mm:ssZ. 2022-05-12T08:11:46.15869Z
node MmA, KOTopoe 0AHO3HAYHO MAEHTUDULMPYET YCTPOMCTBO, reHepupytoLiee 3To cobbiThe. utmcore@ntoorereaeda

event_type ||Crta

Tyc nonb3oBartens (acct_status_type).

start, stop, interim update,
accounting-on, accounting-off

action [eiicTBue, NPUHATOE YCTPOICTBOM B COOTBETCTBUM C HACTPOEHHBIMU MOSIUTUKAMM. login
src_ip IP-aapec UCTOYHMKa, OTKyAa NPHLLO COOOLLEHHME. 192.168.57.4
nas_ip IP-anpec NAS, aBTOpK30BaBLLErO NOMb30BATENA. 172.16.1.4
framed_ip |||IP-aapec nonb3osatens. 192.168.57.29
rule [guid  ||YHuKanbHbIM MAEHTUOUKATOP NpaBuna, cpabaTbiBaHWE KOTOPOro co3aano cobbiTue. 16535060-5a1a-4€92-8331-
239406ec34da
user|[guid  ||YHuKanbHbIM MAeHTUDUKATOP nonb3osatena. Ecnu nons3osatens Tvna Unknown, To 745591¢3-9d21-092d-8db4-
naeHtuduxarop: 00000000-0000-0000-0000-000000000000. 5b9b0000044f
name |[MwvA nonb3osatens. user_name
groups|(Hassanue rpynnbl, B KOTOPOW COCTOUT NOMb30BaTENb. test_group

OnucaHuve wypHana UserlD

HassaHue nonsa OnucaHue MNMpumep 3HayeHUn
timestamp Bpemsa nonyuyeHun cobuiTa B popmarte: yyyy-mm- 2022-05-12T08:11:46.15869Z
ddThh:mm:ssZ.
node MmA, KoTopoe 0AHO3HAYHO MAEHTUDULMPYeT utmcore@ntoorereaeda
YCTPOMCTBO, reHepHpytoLLee 3T0 CobbITHE.




HasBaHue nonna

OnucaHue

Mpumep 3HaueHUn

reasons MpuumnHa, No KOTOPOK BbINO co3aaHo cobbITHe. {\"user_groups_sids\":[\"S-1-5-21-3795870133-5220325-2125745684-
513\",\"S-1-5-21-3795870133-5220325-2125745684-512\" \"S-1-5-21-
3795870133-5220325-2125745684-572\"],
\"user_sid\":\"S-1-5-21-3795870133-5220325-2125745684-
1103\"\"login\":\"user1\",\"domain\":\"DEV\"\"event_id\":4624}
action [lencTBKE, NPUHATOE YCTPOWCTBOM B COOTBETCTBUU C login
HaCTPOEHHBLIMU MOTUTUKAMM.
src_ip IPv4 cTouHMKa COBLITHA. 10.10.0.11
rule |[guid YHUKanbHbIM AEHTUdUKaTOP Npasuna, cpadatbiBaHue |[16535060-5a1a-4€92-8331-239406ec34da
KOTOpOro cosaano cobbiTue.
name HassaHue npasuna, cpabaTtbiBaHne KoToporo Bei3sano ||dev.local
coObITHe.
type Tun cpaboTasLuero npasuna. syslog
user||guid YHWKanbHbIi naeHTMdUKaTop none3osatend. Ecnu 745591¢3-9d21-092d-8db4-5b9b0000044f
nonb3osatenb Tuna Unknown, To naeHTudUKaTop:
00000000-0000-0000-0000-000000000000.
name Mma nonb3osartens. useri
groups||guid ||YHWKanbHbI nAEHTMdUKATOP rpynnbl, B 2a218609-8716-9252-df20-88c43a0d0bf6
KOTOPOW COCTOMT MOMb30BaTENb.
name||HassaHue rpynnbl, B KOTOPOK cocTouT nonb3osatens.  ||CN=Domain Users,CN=Users,DC=dev,DC=local




OT1yeThl



OnucaHue
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C NOMOLLbHO OTYETOB aZAMUHUCTPATOP MOXET NpeAoCTaBUTb pas/inyHble Cpesdbl AaHHbIX O cobbITuaAX 6830I'IaCHOCTVI, KOH¢VII'ypVIpOBaHVIF| nnu
aencTeuAx nonb3osartenen. OTyeTbl MOryT co3aaBaTtbCA NO CO34aHHbIM paHee npasuiiam U wabnoHam B aBTOMaTUUYECKOM pexnume 1 oTnpaBiATbCA
agpecaram o 3M1EeKTPOHHOM nouTe.

Pasaen OTueTbl COCTOMT U3 Tpex noapasaenos — uJaGHOHbI, I'IpaBuna OoTUéTOoB v Co3gaHHble oTuUeThbl. Y100kl Co3aaTh 0TYET HEOOX0ANMO
BbINO/HUTL cneayroLine AenCTBuA:

HaumeHoBaHue

OnucaHue

Lar 1. Co3natb npasuio
co34aHuA otyeTa.

Cosnatb npasnio Co3aaHnA OT4eTa, B KOTOPOM yKasaTb Heo0xoauMble napamMeTpbl Co3aaHuA oTyeTa.

LLlar 2. 3anyctuTb oTyerT.

3anycTuTb OTYET B PYYHOM PEXUME UM JOXAATHCH BPEMEHU, KOr4a OH 3anyCTUTCHA B aBTOMATUUYECKOM PEXUME No
yKasaHHOMy B NpaBuIie pacnucaHuio.

Lar 3. Monyuntb OTYeT.

I'Ionqub OT4eT No nouyTe, ecnu B npasune 6bina HacTpoeHa OTnpaBKa oT4yeTa no no4te, Un cKkadyaTb I'IOﬂyLIeHHbIVI
oT4yeT B pasaene Co3aaHHble OTUeThI.

MpumeuanmnellpoLlecc co3aaHnsa 0TYETa MOXET NMPOAOIKATLCA AOCTATOUHO ANUTENBHOE BPEMA W MOXET NOTPednATL 60sIbLIOE KOTMYECTBO

BbIYACIUTENbHBIX PECYPCOB.

MpumeuaHueB oTueTtax no TpaduKy (Kpome oTYETOB BEG-A0CTYNA) UCMONb3YOTCA AaHHble 13 kKoMnoHeHTa Netflow. OTyeTbl Be6-a0cTyna no Tpaduky
MCMOMb3YIOT AaHHbIE U3 XypHanos (AoMeHbl, URL-kateropuu 1 1.1.).




La6noHbl oT4ETOB
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LLla6noH onpeaenseT BHELWHW’ BUA M Nond, KoTopble ByayT ucnonb3oBateeA B oTdeTe. LLlabnoHbl 0T4eTOB NpeAoCTaBNATCA KOMMNaHWen
paspabotunkom UserGate.

Cnucok wabnoHos 0THEeTOoB, CrpynnMpPOoBaHHbIX MO KaTeropnam:

Monb3oBaTenbcKWit — rpynna LwabnoHoB No 0606LLEHHON CTATUCTUKe cpabaTbiBaHUA NpaBu OTYETOB.
Captive-noptan —rpynna wabnoHoB No cobbITUAM, aBTOPU3aL MK Nosb3oBaTenei ¢ nomoLysto Captive-noprana.

MpunoXeHNA KOHEUYHbIX YCTPOWCTB — rpynna LWabioHOB CO CNUCKAMM NMPUITOXKEHUH, KOTOPbIE KOrAa-NMO0 3anycKanuch Ha KOHEUYHbIX
yCTpoWcTBax.

MypHan npaBun KOHEYHbIX YCTPOWCTB — rpynna LwabnoHoB No cobbITUAM cpadaTbiBaHUsA NPaBMn MEXCETEBOIO 3KpaHa KOHEUHbIX
YCTPOMUCTB.

YypHan coBbITHiI1 KOHEUHBIX YCTPOMCTB — rpynna LWaBoHOB N0 COBLITUAM, MOSTYYEHHBIM OT KOHTPOSTMPYEMBIX C MOMOLLLIO MPOrPaMMHOM0
o6ecneuenns UserGate Endpoint KOHEUHbIX YCTPOMCTB.

Co6bITUA — rpynna WabioHOB MO COBLITUAM, PETUCTPUPYEMBIM B XKypHare COObITU.

COB — rpynna wabnoHoB No coBbITUAM, perucTpupyemsiM B xypHane COB.

3awmTa noutoBoro TpadpuKka — rpynna WabnoHOB Mo COBLITUAM, PErMCTPUPYEMBIM B XKYpPHANE 3aLlWThl MOYTOBOMO TpaduKa.
CeTeBafn aKTUBHOCTb — rpynna wabnoHoB No coBbITUAM, PErMCTPUPYEMbIM B XypHase Tpaduka.

Be6-noptan — rpynna wabnoHos asTopusaumm yepes SSL VPN.

Tpaduk — rpynna wabnoHoB No coBbITUAM, PErMCTPUPYEMBIM B XypHasre Tpaduka U OTHOCALUMMCA K 06beMy noTpebneHHoro Tpaduka
nonb3oBaTeNnAMU, NPUIOXKEHUAMM U T.1.

UserlD — rpynna wa6noHoB Ana cosaaHusa otyeTos no padote UserlD areHTa.
VPN — rpynna wa6noHoB no cobbiTuaM, oTHocALmMmMena K VPN.

Be6-aKTMBHOCTb — rpynna wabnioHOB No COBLITUAM, PErMCTPUPYEMbIM B XypHane Be6-gocTyna.

Kaxablv WwabnoH coaepxuT HasBaHWe, onucaHue oTyeTa v TN oTobpaxeHusa oTyeTa (Tabnuuya, ructorpaMma, nupor).
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MpaBuno oTyeTa 3a4aeT napameTpsbl CO3AaBAEMOro 0TYETa, a TaKKe PacnucaH1e 3anycka OTYeTOB U CrocoBbl A0CTABKK OTYeTa nosb3osarenam. Mpu
CO3AaHMM NpaBuna oTyeTa aAMUHUCTPATOP yKasbiBaeT Crieaytolme napameTphbi:

HanmeHoBaHue OnucaHue
BknrouyeHo BkntoueHne/oTkNo4eHMA OTYETA.

HasBaHue HassaHwue npasuna.

OnucaHue OnuuoHanbHoe none AnA onucaHnA npasuna.

A3bIK oTyeTa

Bri6op fA3blka, KOTOpbIA ByAET UCNOMNb30BaH B OTYETE.

JvanasoH [nanasoH BpeMeHH, 3a KOTOPLIH HE0BXOAUMO NOAFOTOBUTL OTYET.
dopmar otyeta (PDF, HTML, XML, CSV), B kKoTopom ByZeT co3aaBaTbCA AaHHbIA OTYeT.

®opmar Y

oTueTa BamHo! CosnaHve otueta B popmate PDF coszaeT BbICOKyHO HarpysKy Ha npoueccop v namaTte. Yem o6bemMHee oT4yeT, Tem Bonee
BbICOKas Harpyska. [ns wabnoHos Moapo6HbIM cnucok Beex noceleHHbix URL v Moapo6HbIA CNMCOK BCEX NOCELYeHHbIX
calMTOB aBTOMaTHYecKku ucnonbayetca popmat CSV, HezaBMCMMO OT BbIOpaHHoOro gpopmara.

KonuuectBo  ||3aaaHve orpaHMyeHnUs YMcna 3anuceit, Kotopele ByayT BLIBOAMTLCA B OTYETAX, B KOTOPLIX NPUCYTCTBYET OrpaHUYeHUe no

3anuceu KOSIMYeCTBY TON 3anucen, Hanpumep, Ton 20 nonb3osaTenei ¢ oWnBOoYHOM aBTopU3aLuen B BeG-KOHCOSb.

Konuuectso B
rpynnupoBke
(ecnu
NPUMEHUMO)

3anaHue orpaHuyeHns yncna sanucei, kotopele OyayT BHIBOAUTLCA B OTYETAX, B KOTOPbIX MPUCYTCTBYET OrPaHUYEHHE Mo
KOSIMYECTBY CrpynMMPOBaHHbLIX 3anucen, Hanpumep, Ton 10 nonb3oBaTenei No KaTeropuamM — LA Kaxaon kateropun Byaet
ykasaHo He 6onee 10 nonb3osaternei. [lJaHHoe orpaHMyeHre NPUMEHUMO TONBKO ANA TeX LWabnoHOB 0TYETOB, KOTOPLIE coaepXaT
rpynnMposaHue.

Monb3oBatenu

3apaet nonb3oBaTeneu unu rpynnbl nonb3oBatenewn, ana KOTOpPbIX 6y/:1eT cosgaeaTtbcA oTYeT. Ecnu octaBuTh none nycTbiM, TO
oTyeT 6y/:1eT co3aBaTbCA AnA BCEX NOnb3oBaTenew.

LLa6noHbl

Cnucok LwabnoHoB, KoTopkle ByayT UCNONb30BaTbCA ANs NOCTpoeHWs oTyeTa. O6s3aTenbHO Heo6XoArMO A06aBUTL XOTH Bbl 0AWH
wabnoH.

PacnucaHue

Bbi6op pacnucanusa ansa cosaaHua oTyeToB. Bo3MOXHEI BapUaHThI:
« ExeaHesHo.
« ExeHepenbHo.
« ExemecauHo.
« Kaxable ... yacos.
o Kaxable ... MUHYT.
« 3agatb Bpy4Hyto.

Mpy 3anaHWK BPyUHYO HEOGXOAMMO MCMONb30BaTh crontab-noAoOHbIM GopmMaT, NP KOTOPOM CTPOKA BLIMMAAMUT KaK LLEeCTb Nomnew,
paszaeneHHbIx npobenamu. Mona 3afatoT Bpema B criedytolleM Buge: (MUHyThI: 0-59) (uackl: 0-23) (aHu mecaua: 1-31) (mecay: 1-
12) (meHb Hepenu: 0-6, 0-BockpeceHbe). Kaxaoe U3 nepBbIX NATH noneid MoXeT ObiTb 3a4aH0 CreaytolwM 06pasom:

« 3Besnouka (*) — o6o3HayaeT BeCb AManasoH (0T NepBoro A0 NocneaHero).
« Jeduc (-) — obosHauaeT avanasoH umcen. Hanpumep, "5-7" Byaert osHavats 5,6 1 7
o Cnucku. 310 uncna (Mnu ananasoHsl), pasaeneHHsle 3anateivu. Hanpuwvep, "1,5,10,11" unmn "1-11,19-23"

3Be3aouKa unu avanasoH ¢ warom. McnonbsyeTca AnA NponycKoB B AnanasoHax. LLlar ykasbiBaeTca nocne Kocon 4yepThbl.
Hanpumep, "2-10/2" 6yaet 3HauuTh "2,4,6,8,10", a BuipaxeHue "*/2" B none "yackl" ByaeT o3HavyaTb "KaxAable ABa yaca.




HaumeHoBaHue OnucaHue

B03MOXHOCTb 3a4aThb ONUMOHasbHYHO OTMPaBKY CO3AAHHOTO 0TYeTa noslyyaTenam no npotokony SMTP. Heobxoanmo 3aaats:

« Mpodunb SMTP, KoTopbIi ByaeT UcnoNb30BaH ANA OTNPaBKK oT4eToB. MoApo6HO 0 HacTpoike npodpunen SMTP cmoTpuTe
B rnase [1podunu onoseLLeHni.

e OT— umA oTnpaesuTenA nMcbmMa.

JlocTaBKa
« Tewma nucbma — Tema nucobma (subject).

« Teno nucbma — coaepXMmoe nucbma.

MonyuaTenu — CNMcoK nosnyyartenen nucbma. Monydyareny omkHb 6biTb AoBaBneHbl B cnuckv 6ubnuotexkn MoutoBblie
appeca.

MpumeuanmnellpoLlecc co3aaHna 0T4ETa MOXET NPOAOIKATLCA AOCTATOUHO ANUTENBHOE BPEMA U MOXET NOTPedNATL 60sIbLIOE KOTUYECTBO
BbIYUCNIUTENbHBIX pecypcoB. OCOBEHHO BaXHO YYUTLIBATL 3arpy3ky pecypcoB Npu 3amycke 0TYeToB 3a B0sIbLLON AnanasoH BPpeMeHHU.

Mpumeuanuena Toro, 4ToObl 3aNyCTUTL NPABMIIO OTYEeTa He 06fA3aTeNbHO BKIOUATL €ro U yKasbiBaTh BpeMaA 3anycka npasuna. B pyuHom pexume
MOXHO 3amnyCTUTb Nt0BGOMH, B TOM UMCIIe OTKIIOUEHHbIW OTYET, ANA TOrO B CNMCKe NpaBui HeoOxoanMmo BeiOpaTth TpeGyemoe NPaBuiio U HaxaTb Ha
KHOMKY 3anycTuTb ceryac. MoToBbIi 0TUeT nocne cosaaHua 6yaeT AocTyneH B pasaene CosaaHHble OTYeThl.


https://docs.usergate.com/profili-opoveshenij_1113.html

Co3aaHHble oTYeThl
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B pasnene CospaHHbIe OTYETbI XPaHATCA BCE NOMy4YeHHble oTyeThl. OTueThl codgatoTtca B popmare pdf unm csv. [na kaxaoro otyeTa ykasolBaeTca
HasBaHWe 0TYeTa, KOTOPOE COBNaZAEeT C HasBaHWeM Npasuia oT4yeTa, KoTopoe BbINIo UCNONb30BaHO ANA CO34aHWA AAHHOTO 0TYeTa, BpemA Co3AaHnA
oTyeTa u pasmep oTyeTa.

Ina ckauMBaHua oTyeTa Heo6xo0ANMO KIUKHYTb Ha cpaﬁn C CO3AaHHbIM OTYETOM, ANnA yaaneHna — Ynanutb.

Bpemsa xpaHeHWA rotoBbiX OTYETOB (POTaLMA) HACTPaMBAETCA NO HAXATHIO Ha KHOMKY HacTpouTb. 3HaueHne no ymonyanuio — 60 aHeNn.
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