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Bubnuoteku



IP-anpeca

Documentation: ¥
Version: 7.x
Product: LogAn

Pasaen IP-agpeca coaepXuT CnUcok avanasoHoB |P-aapecoBs, KOTopble UCMOMb3yoTCA B HAacTponkax 30H W UserlD. [na ao6aBneHws HOBOro crnucka
ajpecos HGOéXOﬂMMO BbINO/THUTL crieayroLune waru:

HaumeHoBaHue Onucanue
LLlar 1. Co3aaTb CNUCOK. Ha naxenu Fpynnbl Haxatb Ha kKHorky Jlo6aBuTb, AaTb HasBaHWe cnucky |P-agpecos.
LLar 2. Ykasatb anpec 06HOBEHNA YkasaTb aApec cepsepa, rae HaxoauTcA o6HoBnAEMbIM cnucok. Bonee noapo6Ho 06 06HOBNAEMbIX
cnucka (He obs3aTtesibHo). crucKkax CMoTpUTe Aanee B 3TOM rnase.

Ha naHenv Appeca u3 Bbi6paHHOM rpynnbl HaxaTs Ha KHOMKy Jlo6aBUTL W BBECTH aapeca.

War 3. flo6aewTs IP-anpeca. IP-aapeca BBoaaTcA B Buae IP-anpec, IP-aapec/macka cetu nnu avanasoH IP-aapecos, Hanpumep:

192.168.1.5, 192.168.1.0/24 nnn 192.168.1.5-192.168.2.100.

AZMMHUCTPATOP UMEET BO3MOXHOCTbL CO3AaBaTb CBOM CNUCKM IP-aapecoB. [nsa cosaaHMa Takoro cnucka HeobxoanMo BINOSHWTL criedytolue
AencTeuA:

HaumeHoBaHue OnucaHue

Cospatb ¢ain list.txt co cnuckom aapecos.

Cnu1coKk afpecoB 3anucbiBaeTca B 00bIUHbIM TEKCTOBLIN (aitn, rae aapeca NponucLIBaKOTCA B CTONOUK 6e3 3HaKoB

Lar 1. Cospatb dain .
npenuHaHuna. Hanpumep:

¢ HeoBxoanmbimu IP-

aapecamu. XXX

Y-y.y.y
z.2.2.2

LWar 2. Cosnatb
apxu., coaepxaluin |[Momectutb dain B apxue zip ¢ umeHem list.zip.
aTOT Pan.

LWar 3. Coszatb ¢ain||Cosnatb daiin version.txt, BHyTpM Hero ykasatb HOMEp BEPCHUM CMIUCKA, Hanpumep, 3. Heo6X0AMMO MHKPEMEHTUPOBATb
C Bepcueil Crmcka. [laHHOE 3HaYeHWe NP1 KaXAoM OBHOBNEHUHM CnUCKa.

LWar 4. PasvecTuTb
dainbl Ha Beb- Pasmectutb y cebs Ha caitte list.zip v version.txt, 4To6bl OHW BbINM AOCTYNHbI ANA CKAYMBAHMS.
cepsepe.




HaumeHoBaHue

OnucaHue

LLar 5. Co3aaTb
cnucok IP-aapecos u
ykasatb URL ana
0OHOBNEHHA.

Ha kaxxaom UserGate cosaatb cnucok IP-aapecos. Mpu cosnaqum ykasats TMn cnucka OBHoBRAeMbIN v aapec, OTKyAa
Heo6xoaumo 3arpyxatb o6HoBneHusa. UserGate ByaeT npoBepaTb Ha/IMuMe HOBOW BEPCUM HA BalleM CaiTe B COOTBETCTBUM
C HACTPOEHHbLIM pacnMcaHem ckaunBaHuA 0OHOBNEHM.

MpumeuvaHneURL cnucka 3apaetca B popmarte: http://x.x.x.x/ unu ftp://x.x.x.x/.

PacnucaHnne MoxHO HaCTpOUTbL B CBOMCTBaXx CNUCKa; BO3MOXHO yKasaTtb cneayrouje sapuaHThbl:

OrtkntoueHo. MpoBepka Hannuma 06HOBNEHWM Ans BbIGPaHHOro 3rieMeHTa NPOU3BOAUTLCA He Byaer.
ExxeHeBHO.

ExxeHeaenbHo.

ExxemecauHo.

Kaxaple ... 4yacos.

Kaxable ... MUHYT.

3azatb BpyuYHyto.

Mpwu 3aAaHWK BPYYHYIO HEOBXOAMMO UCMONb30BaTh crontab-noAoBHbIA GopmMaT, MPKU KOTOPOM CTPOKA BIMMAAMT KaK LLEeCTb
nonew, pasaenexHblx npobenamu. Mona 3aaatoT Bpems B criedytoem Buae: (MuHyThl: 0-59) (yackl: 0-23) (aHu mecaua: 1-
31) (Mecauy: 1-12) (aeHb Heaenu: 0-6, 0-BockpeceHbe). Kaxaoe U3 nepBbIx NATH Nosied MOXET ObiTb 3a4aH0 CrieyoLWwmum
obpasom:

3Be3zouka (*) — obo3HauaeT BeCb AManasoH (0T NepBoro A0 NOCNEeAHEero).
Heodwc (-) — obo3HauaeT aAnanasoH uvcen. Hanpumep, "5-7" 6yaeT o3Hauatb 5,6 1 7.
Cnucku. 310 uncna (Mnu AManasoHbl), pasaeneHHole 3andateiMu. Hanpumep, "1,5,10,11" unun "1-11,19-23".

3Be3a0uKa MM avanasoH ¢ warom. McnonbayeTtca AnA NponycKoB B AManasoHax. LLar ykaseiBaeTca nocne Kocom
yepThl. Hanpumep, "2-10/2" 6ynet 3HauunTs "2,4,6,8,10", a BolpaxeHue "*/2" B none "Jyackl" OyaeT o3HauyaTb "Kaxable
aBa vaca".




MouToBbIE aapeca

Version: 7.x
Product: LogAn
Documentation: ¥

OnemeHT 6ubnunoTexu NMoutoBble ajpeca no3sondAeT co3aaTthb rpynnbl NOYTOBLIX aApecoB, KOTOPble BNOCIEACTBMU MOXHO UCMOMb30BaTb B Npasunax
dunbTpaLMn NoYTOBOro TpaduKa 1 ANA UCNosb30BaHMA B OMNOBELLEHUAX.

Ana nobaBneHns HOBOM rpynnbl NOYTOBbLIX aApecoB Heo6X0AUMO BbINOSHUTL cneaywuiune waru:

HaumeHoBaHue OnucaHue

LLar 1. Cos3aaTtb rpynny no4ToBbIX

anpecos B navenu F'pynnbl NOYTOBbIX aAPECOB HaXaTb Ha KHOMKy Jlo6aBUTb, AaTh HasBaHue rpynne.

Lar 2. [lo6aBuTb NouToBble aapeca||BblaenuTs co3aaHHyIo rpynny, HaxaTs Ha KHonky Jlo6aBuTb Ha naHenv MouToBble agpeca v 06aBuUThL
B rpynny HEeo0X0AUMbIE MOYTOBbLIE aapeca.

A.Cl.MMHI/ICTpaTOp MMeEeT BO3MOXHOCTb CO3AaBaTb 0OHOBNAEMbIE CMIUCKKU MOYTOBbIX aZlpecoB 1 LeHTpanM3oBaHHO PacnpoCcTpaHATb UX Ha ychOVICTBa
UserGate. [lna cozaaHvs Takoro cnucka Heo6X0AUMO BbINOSHUTb cneaywuiune AEeNCTBUA:

HaumeHoBaHue OnucaHuve

LWar 1. Cosnatb pann
C HeoHXoaAUMbIMU
CMMCKOM MOYTOBbIX
anpecos.

Cospatb ¢dann list.txt co cnuckom nouToBbIX aapecos.

Llar 2. Co3natb apxus,
coAepxalluii aToT MomecTutb dain B apxms zip ¢ umeHem list.zip.
dann.

Lar 3. Cosznatb pann |[Cosaatb dpain version.txt, BHyTpU HEro ykasatb HOMeEpP BEPCUM CnUcKa, Hanpumep, 3. Heo6xoanMMO MHKpEMEHTUPOBaTbL
C Bepcueit Crmcka. laHHOE 3HAYEHWE MPU KakAoM 0OHOBNEHWUM CRMCKA.

Lar 4. PasvecTutb
dainbl Ha Beb- PasvectuTb y cebn Ha caiiTe list.zip 1 version.txt, 4To6bl OHW BbINKM AOCTYMNHbI ANA CKAYMBAHMUS.
cepsepe.




HaumeHoBaHue OnucaHue

Ha kaxxaom UserGate cosaath cnucok aapecos. MNpu cosaaHuu ykasats TMn crivcka O6HOBAAEMBIN 1 aapec, oTkyAa
HeoBxoanMo 3arpyxarb o6Hosnenus. UserGate 6yAeT NpoBepAThb HanMuMe HOBOW BEPCHUM HA BalLEM CaiTe B COOTBETCTBUM
C HACTPOEeHHbIM pacnucaHMem CKkaynBaHuAa obHoBneHu. PacnucaHme MOXHO HacTpoOuTb B cBOWCTBax CMuUcKa; BO3MOXHO
yKasatb creaytoLine BapuaHThI:

« OrtkntoyeHo. MNMpoBepKka Hanuuma oOHOBNEHUI AN BbIOpaHHOro aneMeHTa Npou3BoAUTLCA He ByaerT.
« BExenHesHo.

« ExeHenensHo.

« ExemecauHo.

« Kaxable ... yacos.

LWar 5. Cosnartb CMMCOK o Kaxable ... MuHYT.
NOYTOBLIX aAPECOB W
ykasatb URL ans « 3apatb Bpy4Hyto.

oBHOBNEHUA.
Mpu 3aaaHUK BPYUHYIO HEOOXOAMMO UCMOSL30BATL Crontab-noAo6HbIM GopMAaT, NP KOTOPOM CTPOKA BLIMAAMT KaK LLIECTb

none, pasaeneHHbix npobGenamu. Mona 3agatoT Bpema B cnedytoweM Buge: (MUHyThI: 0-59) (uackl: 0-23) (aHu MecAua: 1-
31) (mecay: 1-12) (aeHb Heaenwu: 0-6, 0-BocKkpeceHbe). Kaxkaoe 13 nepsbIx NATH NoMei MoXeT ObiTh 3a4aHO Creaytowmum
obpaszom:

« 3Be3gouka (*) — o6o3HayaeT BECb AManasoH (OT NepBoro A0 NOCNEAHErO).
« Jeduc (-) — obosHauaeT avanasoH uncen. Hanpumep, "5-7" 6yaet osHavyaTb 5,6 1 7.
o Cnucku. 310 uncna (Mnu avanasoHsbl), pasaeneHHslie 3anaTeiMu. Hanpumep, "1,5,10,11" unu "1-11,19-23".

« 3Be3J0uKa UM AvanasoH C warom. Mcnonb3yeTtca Ana NponycKoB B AnanasoHax. Lar ykassiBaeTca nocne Kocom
uepThbl. Hanpumep, "2-10/2" 6yneT sHaunThb "2,4,6,8,10", a BolpaxeHue "*/2" B none "Jyack!" OyAeT o3HauaTb "Kaxable
ABa vaca".

ALMUHHACTPATOP MOXET SKCMOPTMPOBATHL U MMMNOPTMPOBATh CMIMCKU MOYTOBLIX aAPECOB UCTOMNb3YA COOTBETCTBYIOLLME KHOMKK SKcnopT/UmMnopT.



Homepa tenedoHoB

Documentation: ¥
Version: 7.x
Product: LogAn

OnemeHT 61bnnotekn Homepa TenedoHOB NO3BONAET CO3AaTh MPYNMbl HOMEPOB, KOTOPLIE BNOCIEACTBAM MOXHO UCMOMNb30BaThb B NpaBuiax

onoseweHna SMPP.

Ana nobaBneHns HOBOM rpynnel Tene@oHHbIX HOMEpPoB Heo6X0AUMO BbINOMHUTL cneaywuiume waru:

HaumeHoBaHue

OnucaHue

Lar 1. Cosaatb rpynny
TenedOoHHbIX HOMepPOoB

B navenu Ipynnbl TenedoHHbIX HOMEPOB HaxaTb Ha KHoMky Jo6aBuTb, AaTb HassaHWe rpynne.

TenedoHoB B rpynny

LWar 2. Jo6aBuTb HoMepa

BblAenuTb Co3AaHHyo rpynny, HaxaTtb Ha KHOMKy Jlo6aBuTb Ha naHenu Fpynna TenedoHHbIX HOMEPOB U
106aBNTb HEOBX0AMMbIE HOMEPA.

A.Cl.MMHI/ICTpaTOp MMeEeT BOSMOXHOCTb CO3aaBaTb 0OHOBNAEMbIE CMUCKU Tene@dOoHHbIX HOMEPOB 1 LIeHTPan3oBaHHO PacrnpoCcTpaHATbL UX Ha
yCTpOﬂCTBa UserGate. 1na cozaaHnsa Takoro cnvcka Heo6Xx0AMMO BINOSHUTb cneaywuiune AEeNCTBUA:

HaumeHoBaHue

OnucaHue

Lar 1. Cosaatb dpawn ¢
HeobXoaAUMbIMK
CMMCKOM HOMEPOB.

Cospatb ¢aiin list.txt co cnuckom Homepos.

LLlar 2. Co3aatb apxws,
coaepxallui aToT
dann.

MomecTtuTb dain B apxus zip ¢ umeHem list.zip.

Lar 3. Co3aatb dpawn ¢
BEpcHew crnucka.

Cospatb ¢ain version.txt, BHyTpY Hero ykasaTtb HOMeEp BepcHM crincka, Hanpumep, 3. Heo6xoaMMo MHKPeMEHTUpoBaTb
[laHHOE 3HAYEHWE NP KaXA0M OOHOBNEHUM CnUCKa.

LLar 4. Paamectutb
dainbl Ha Beb-cepaepe.

PasmvecTtuthb y cebs Ha caiite list.zip v version.txt, uTo6bl OHM ObINKM AOCTYMNHBI ANA CKAYMBaHUA.

Lar 5. Co3patb CnmMcok
TenepOoHHbIX HOMEPOB U
ykasatb URL ana
oBHOBMEHUA.

Ha kaxaom UserGate cosaatb cnMcok HoMepos. Mpu cozaannu ykasaTb Tun cnucka OBHoBRAeMbIN 1 aapec, OTKyaa
Heo6xoAnMO 3arpyxatb o6HoBneHus. UserGate 6yzeT npoBepATb HannuMe HOBOM BEPCUM Ha BalleM caiTe B
COOTBETCTBUU C HACTPOEHHbLIM pacrnucaHMeM CKauMBaHWsa 0OHOBMEHMIH. PacnucaHne MoXXHO HACTPOWUTb B CBOWCTBAX
Cru1cKa; BOSMOXHO yKasaTb creayrolie BapuaHThl:

« OTrtoueHo. MpoBepka Hanuunsa 0OHOBNEHUH AnA BbIBPaHHOMO S1EMeHTa NPOU3BOAUTLCA HE ByaeT.
« ExenHesHo.

o BExenepnensHo.

« ExemecauyHo.

« Kaxable ... yacos.

o Kaxable ... MUHYT.

« 3apatb BpyuHyto.

Mpyv 3aAaHWK BPY4HYIO HEOBXOAMMO MCMoNb30BaTh crontab-noAoBHLI dopmaTt, NpKU KOTOPOM CTPOKA BLIFMAAMT KaK LLEeCTb
noneu, pasaeneHHelx npobenamvu. Mona 3agaroT Bpems B crieaytoliem Buae: (MuHyThl: 0-59) (Yackl: 0-23) (aHu mecaua: 1-
31) (Mecauy: 1-12) (aeHb Heaenu: 0-6, 0-BockpeceHbe). Kaxaoe 13 nepsbiX NATU NONEn MOXET OblTb 3a4aHO CReayHoLLnM
obpasom:

« 3Be3aouka (*) — 0603HayaeT BECb AUANa30H (0T NepBOro 0 NOCIEeAHETO).
o Jeduc (-) — obosHauaeT AvanasoH unucen. Hanpumep, "5-7" Byaet o3HadyaTb 5,6 1 7.
« Cnucku. 310 uncna (Mnu AvanasoHbl), pasaeneHHsle 3anaTeivmu. Hanpumep, "1,5,10,11" unm "1-11,19-23".

« 3Besnouka Mnu avanasoH ¢ warom. Mcnonbsyetca AnA NPonyckos B AvanasoHax. LLlar ykasbiBaeTca nocne Kocow
yepThl. Hanpumep, "2-10/2" 6yaet 3HaunTb "2,4,6,8,10", a BbipaxkeHue "*/2" B none "yackl" ByaeT o3HayaTb "Kaxkable
Ba yaca".




ALI,MVIHVICTpaTOp MOXET 3KCNopTUPOBaThb U UMMNOPTUPOBATL CMUCKU TENEPOHHBLIX HOMEPOB UCMOJb3YA COOTBETCTBYIOLLNE KHOMKK 3I(CI10pT/V|MI'I0pT.



Mpodunu onoseLLeHnr

Version: 7.x
Product: LogAn
Documentation: ¥

Mpodusb onoBeLLeHNUs yKasbiBaeT TPAHCMOPT, C MOMOLLLIO KOTOPOro OMOBELLEeHUA MOryT ObiTb A0CTaBNeHb! nonyyatenam. Noaaepxkueaerca 2 Tvna
TpaHcnopTa:

« SMTP, nocTtaBka coobLLeHni ¢ nomMoLLbio email

« SMPP, noctaeka coolLyeHuit ¢ nomoLbio SMS npakTuyecku yepes ntoboro onepaTopa COTOBOW CBA3K UK Yepes BonbLuoe KonnuecTso SMS-
LIEHTPOB PaCChISKM1

Lna cosaaxna npoduna coobiyernin SMTP Heo6xoanMo HaxaTb Ha KHomky Jlo6aBuTb B pasaene Mpodunu onoseleHnn, BoIGpaTh
BapuaHT Jlo6aButb npodunb onoseweHna SMTP 1 3anonHUTL He0GX0AUMLIE NONS:

HaumeHoBaHue OnucaHue
HasBanue Hassanue npodunsa.
OnucaHue OnucaHnne npoduna.
Xoct IP-aapec cepsepa SMTP, koTopbiit ByAeT MCMNONb30BaTLCH AA OTChINIKU NMOYTOBLIX COOOLLEHM.

Mopt TCP, ucnonbsyemsiit ceppepoMm SMTP. O6biuHo ana npotokona SMTP ucnonbayetca nopt 25, ana SMTP ¢

MopTt
ncnonb3oBaHMeM SSL - 465. YTOUHUTE AaHHOE 3HAYEHUe y aAMUHUCTPATOpa NOYTOBOrO CepBepa.

BesonacHocTb BapuaHTbl 6€30MacHOCTM OTNPaBKKU NOYThI, BO3MOXHbI BapuaHThl: Het, STARTTLS, SSL.

AyTeHTUdUKauma||BrrroyaeT ayTeHTUdMKaLuo Npu noakntoveHnn k SMTP-cepsepy.

INMoruH Mma yyeTHOM 3anucu ana noawnoueHna k SMTP-cepsepy.

MNaponb Maponk yyeTHOM 3anucu AnA noaknoveHna k SMTP-cepsepy.

Lna cosaaHna npoduna coobuueHnin SMPP Heob6xoanMo HaxaTb Ha KHorky Jlo6aBuTb B pasaene Mpodunu onosewleHui, BuibpaTb
BapuaHT Jlo6aBuTb npodunb onoseweHna SMPP 1 3anonHnTL HeoBxoanMbIe Nona:

HanmeHoBaHHWe OnucaHue

HasBaHue Hassanue npoduns.

OnwucaHue OnucaHnve npoduns.

XocTt IP-anpec cepeepa SMPP, koTopblit 6yaeT MCnonb3oBaTbeA AN OTCbinku SMS coobLleHuit.

MopT TCP, ncnonbsyemslit cepsepom SMPP. O6bluHo aAna npotokona SMPP ucnonbayetca nopt 2775, ana SMPP ¢

Mopr ucnone3osaHnem SSL - 3550.

SSL Mcnonb3oBaTb MK HET LWKdpPaLMIo ¢ NoMoLLbo SSL.

INoruH Mma yueTHOM 3anvcu ana noakntoueHna k SMPP-cepsepy.

Maponb Maponbk y4eTHOM 3anvcu ana noaknoueHna k SMPP-cepeepy.

MpaBuna B HekoTopbix criyuyaax SMPP-npoBaiaep oxvaaet Homep TenedoHa B onpeaeneHHoM dopmare, Hanpumep, B Buae

TpaHCcnALUU 89123456789. ins cooTBETCTBMA TpeBOBaHWUAM NpoBanaepa MOXHO yKasaTb 3aMeHy NepBLIX CUMBOSIOB HOMEPOB C OAHUX Ha
HOoMepoB npyrve. Hanpumep, 3aMeH1Tb BCe HOMepa, HaunHatoLmueca Ha +7, Ha 8.




MpunoxeHua syslog

Version: 7.x
Product: LogAn
Documentation: ¥

JaHHbIi pasaen CoAepXuUT NPUMOXKEHUA, KOTOPbIE MOTYT ObITb UCMOML30BaHbI B Npasunax syslog ana cbéopa MHpopMaLmu.

YT06bl A06aBUTL npunoxexue Heo6X0AUMO BbINOSHUTL cneaywuime AencTBuA:

HaumeHoBaHue OnucaHue

LLar 1. Coszate npunoxenue. ||Haxatb kHorky JIo6aBUTb W yKasaTb HasBaHWe 1 ONMCaHWe NPUIOKEHHS.

LLlar 2. YkasaTtb npunoxexue. ||Ykasatb HasBaHue NpUNoXeHNs, Ana KoToporo OyayT npuMeHeHbl npaeuna syslog.




Syslog ounbTpel UserlD areHta

Version: 7.x

Product: LogAn

Documentation: ¥

Mpu ncnonb3oBaHuu Syslog B Ka4ecTBe UCTOYHMKOB cobbiTU UserGate Nnpons3BoANUT GUNbTpaLmMio COObITUI B COOTBETCTBUM C yKasaHHbIMK S yslog

o¢unbtpamn UserlD areHta. ®unbtpbl Syslog npeacTaBnsioT M3 cebs cTaHaapTHble Regexp BblpaXeHWs, KoTopble Nonb3oBaTteslb MOXET NUcathb 1
cam. B cTaHaapTHOM nocTaBke NpeAcTaBneHbl ABa BUaa GUIbTPOB:

HaumeHoBaHWe OnucaHue

SSH dunbTp NpeaHasHauYeHHbIM ANs OTCNEXMBaHWA COObITUI BXxOAa/BbiXxoAa Norb3oBaTenei no npotokony SSH B xypHanax
Authentication syslog.

Unix PAM dunbTp NpeaHasHauYeHHbIR AN OTCNexuBaH1A coObITUIA BXxoAa/BbiXxoAa Nonb3oBaTesnien nocpeactsoM TexHonornu Pluggable
Authentication Authentication Modules (PAM) B xypHanax syslog.

UserGate WEC dunbTp, NpeaHasHaYeHHbIH AnA OTCnexuBaH1a cobbiThit, NepeaarHbix Yyepes syslog us UserlD arenTa ans AD/WEC-

Agent cepepoB. (JocTynHo HaunHasa ¢ penusa M0 7.2.0).

MpumeuaHneMcnonbaya npasuna Regexp, BO3MOXHO HanuMcaHue AOMONHUTENbHLIX NpaBus. TakuM 06pasom ¢unbTpbl Syslog npeacTasnsaoT Us
cebn yHuBepcasnbHbI MHCTPYMEHT, KOTOPbIA MOXHO MCMOMb30BaTh NPAKTUYECKK B NMIOOLIX CryyasXx.

HaiaeHHble cobbiTua oToBpaxatoTcs Bo Bknaake MypHanbl U oTuéThl, B pasaene MypHanbl - AreHT UserlD - Syslog.
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