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3oHa B SIEM — 370 nornuyeckoe o6beanHeHue ceTeBbix MHTepdencos. Monutukn 6esonacHocTv SIEM MCnonbayroT 30HbI MHTEP)ENCOB, a He
HenoCpPeACTBEHHO NHTEPdENCHI.

PexomeHayeTcA 06beANHATL MHTEPDENCH B 30HE HA OCHOBE MX PYHKLMOHANIBHOTO HasdHaueHua, Hanpumep, 3oHa LAN-uHTepdeitcos, 3oHa MHTepHeT-
UHTEpdENCoB, 30Ha MHTEPDENCOB yNpaBrieHuA.

Mo ymonuanuio UserGate SIEM noctaenaeTca co CneaytoLmmm 30Hamu:

HaunmeHoBaHue OnucaHue

Management ||3oHa 4519 NOAKIOYEHNA AOBEPEHHBIX CETeN, U3 KOTOPbIX paspeLLeHo ynpasneHue SIEM.

30Ha AnA NoAKoYEHNA JOBEPEHHbIX ceTei, Hanpumep, LAN-ceTeit. Mpeanonaraetca, 4to yepes 30Hy Trusted SIEM 6yaet
Trusted MOAKIIOYEH B CETh, YEPE3 KOTOPYIO MexceTeBble akpaHbl UserGate ByayT oTChINaTh Ha HETO XXypHaTbl, @ TakKe Yepes KOTopyto
LogAn nonyuut aoctyn B UHTEpHerT.

Ina paboTsl SIEM gocTtatoyHO 04HOrO HACTPOEHHOTO UHTepdeica. PasaeneHne QyHKUMiA ynpaBneHus yCTPOMCTBOM U cbopa AaHHbIX HA pasHble
ceTeBble MHTePdENCH PEKOMEHAOBAHO AnA obecneyeHna 6e30NacHOCTU, HO He ABMAETCH XECTKUM TpeboBaHWEM.

AamuHucTpatopel SIEM MOryT U3MEHATb HACTPOWKK 30H, CO3AaHHbIX MO YMONMYaHUIO, @ TaKkKe co3AaBaTth AOMNOMHUTENbHbLIE 30HbI.
MpumeuanmeMoxHo cosaatb He 6onee 255 30H.

Jlna cosaaHuna 30HbI Heo6X0AMMO BbINOSHUTL cneaywuiune waru:

HaumeHoBaHue OnucaHue

LLar 1. Cospatb 30Hy |[Haxats Ha kHorKy Jlo6aBUTb 1 faTb HasBaHWe 30He.

YkasaTb napameTpbl 3aluThbl 30HbI OT ceTeBoro dpnyaa aAnda npotokonos TCP (SYN-flood), UDP, ICMP:

« lMopor yBeAoMneHUA — npu NPeBLILLEHUW KONTMYECTBA 3anpOCOoB € 0AHOrO IP-aApeca Haa yKkasaHHbIM 3HAaUEHUEM
NPOUCXOAMT 3anuUCb COBBLITUA B CUCTEMHBIN XXypHaUT.

« Mopor oTépacbiBaHWA NAKETOB — NPU MPEBLILLEHUM KONIMYECTBA 3anpocoB ¢ 04HOro IP-aapeca Haz ykasaHHbIM
3HauyeHneM SIEM HaunHaeT oTOpackiBaTh NakeTel, NOCTyNMBLLKE ¢ 3Toro IP-aapeca, v 3anucbiBaeT AaHHOe CoObITHe
B CUCTEMHBbIW XypHaJl.

Lar 2. Hactpoutb
napamMeTpbl 3aLuThl

30Hbl 0T DOS
(onuworankHo) PexoMeHA0BaHHLIE 3HaueHua AnA nopora yseaomieHna — 300 3anpocoB B CEKyHAY, ANA NOpora 0TOpackiBaHUA NakeToB
— 600 3anpocoB B CEKyHAY.
WUcknioueHus 3awutbl oT DOS — nossonfAeT ykasatb cnvucok IP-aapecoB cepBepoB, KOTOPblE HEOOXOAWMO UCKITHOUUTL U3
3aLMUTLI. DTO MOXET ObITb NONe3Ho, Hanpumep, Ana wnto3os UserGate, KoTopble MOryT cnatb 60/bLUoi 06beM AaHHbIX Ha
cepsepa SIEM.
Ykasatb npeaoctaenaemMble SIEM cepsuchl, KoTopble ByayT A0CTYNHbI KITMEHTaM, NOAKTFOYEHHBIM K AaHHOW 30He. [inA 30H,
NOAKITHOYEHHbBIX K HEKOHTPOTMPYEMBIM CETAM, TaknUM, Kak MHTEpHET, pEKOMEHAYETCA OTKIOUUTL BCE CEPBUCHI.
CepBHuchbl:
« Ping — nossonsaet nuHrosatb SIEM.
+« SNMP — poctyn SIEM no npotokony SNMP (UDP 161).
Lllar 3. HactponTs « XML-RPC ans ynpaBneHua — no3BosiAeT ynpaenate npoayktom no APl (TCP 4041).
napameTpbl KOHTPONA
10CTyNa 30HbI « KoHconb agmuHUCcTpUpoBaHUA — AocTyn K BeG-koHconu ynpasnexua (TCP 8010).
(onuuoHanbHo)

o CLIno SSH — poctyn k cepBepy and ynpaeneHusa um ¢ nomouybto CLI (command line interface), nopt TCP 2200.

« Log Analyzer — cepsuc aHanusatopa xypHanos. Heo6xoanMMo paspeLunTb Ha 30Hax, ¢ Kotopbix SIEM 6yaet
nonyyatb AaHHble oT cepsepoB UserGate (TCP 22711 unu 22699 ana yctpoiicts ¢ 1O Bepcun Huxe 7).

o C6OpLMK NOrOB — CEPBUC ANA PaspeLLeHns NonyyeHns MHpOPMaLMUK C YAANEHHBIX YCTPONCTB MO NPOTOKOSY
Syslog (no ymonuanuto ucnonsayetcs nopt TCP 514).

MoapobHee o TpeboBaHUAX CETEBOM AOCTYMHOCTU YMTANTE B NPUITOXKEHUU TpeboBaHUA K CETEBOMY OKPY)XEHWIO .



https://docs.usergate.com/prilozhenie-1-trebovaniya-k-setevomu-okruzheniyu_1272.html

HaumeHoBaHue

OnucaHue

LWar 4. Hactpoutb
napameTpbl 3aLuThl OT
IP-cnyduHr atak
(onymnoHanbHo)

ATtaku Ha ocHoBe IP-cnyduHra no3sonaoT nepeaatb NakeT U3 0AHOM ceTu, Hanpumep, 3 Trusted, B Apyryto, Hanpumep, B
Management. [inq 9Toro atakyroLmnii noameHseT IP-aapec UCTOYHMKA Ha NpeanonaraeMelit agpec Heobxoaumon cetu. B
TaKoM Cryyae OTBEThl Ha 3TOT nakeT ByayT nepechinatbca Ha BHYTPEHHUI afpec.

[1na sawutel OoT noAoBHbIX aTak AAMUHUCTPATOP MOXET yKasaTb AnanasoHbl IP-aupecos, agpeca UCTOYHUKOB KOTOPbIX
A0NYyCTUMbI B BblépaHHOVI 30He. CeTeBble NakeThl C agpecamMn UCTOYHMKOB OT/TUYHbBIX OT YKa3aHHbIX 6y,C|yT 0T6pOI.IJeHbI.

C nomolybto dprara UHBEpTUPOBATb aAMUHUCTPATOP MOXET yKasaTb aapeca UCTOUYHUKOB, KOTOPLIE HE MOTYT BbiTb
NonyyYeHbl Ha MHTEPdECax AaHHOM 30HbI. B aToM cnyyae ByayT oTOpOLLEHbI NAKEThI C yKadaHHbIMU AnanasoHamu IP-
aApecoB UCTOYHUKOB. Hanpumep, MOXHO ykasaTb AvanasoHsl "cepbix” IP-aapecos 10.0.0.0/8, 172.16.0.0/12,
192.168.0.0./16 1 BrIounTh ONuuio UHBEPTUPOBATh.
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Pasnen UHTepdenchl oToBpaxaeT BCe HU3MYECKUe U BUPTyasrbHble MHTePdENChl, UMEIOLLMECa B CUCTEME, NO3BONAET MEHATb UX HACTPOMKM K
no6aenatb VLAN 1 6oHA-MHTEPDEICHI.

KHonka PepakTupoBaTb no3BOSAET UBMEHATL NapameTpbl CEeTEBOro UHTepdenca:

o BKIOUNTB MK OTKIIOUNTL UHTEPdEC.

« YKasatb TMn uHTepdenca — Layer 3.

« HasHauuTb 30HYy MHTEpdENiCy.

o M3meHuTb duanueckue napameTpbl uHTEpDeica — MAC-aapec v paamep MTU.

« BbiGpaTtb TMn npucsoenus IP-aapeca — 6e3 aapeca, ctatuyeckuit IP-aapec unu auHamuueckuii IP-agpec, nonyyeHHsi no DHCP.
KHonka Jlo6aBuTb no3sonsaeT 40OaBUTL CrIeAyHoLLMe TUMbI TOTMYECKUX MHTEPdENCOB:

« VLAN.

o Bona.

O6beauHeHne uHTepdeicos B 60HA

C nomoLbto kHorku Jlo6aBuTb 6oHA-UHTEPENC aAMUHUCTPATOP MOKET 0GbEAMHUTE HECKOMBKO (PUBUUECKUX MHTEPDENCOB B OANH NIOTUUECKMH
arperMpoBaHHbIi MHTepdENC ANA NOBbILLIEHUA NPOMYCKHOM CMOCOBHOCTM UMK ANA 0TKA30yCTOMYMBOCTHM KaHana. Mpu cosaanHnn 6oHaa Heo6xoaAMMO
yKasaTb crieaytoline napameTpsbi:

HaumeHoBaHue Onucaxue

Bkn Bkntouaet GoHa.

HasBaHue HassaHue 6oHaa.

3oHa 30Ha, K KOTOPOW NPUHAANEXKUT BOHA.

UHTepdencobl ([OanH unu Gonee uHTepdECcoB, KoTopble ByayT UCMOMb30BaHbI ANA MOCTPOEHUA BoHAA.




HaumeHoBaHue

OnucaHue

Pexum

Pexum padoTsl 6oHAa AOMKEH coBNagaTh C PEXUMOM paboThbl HA TOM YCTPOWCTBE, KyAa NnoAKntoyaeTcs 6oHA. MoxeT ObiTb:

« Round robin. MakeTbl oTnpaBnATCA nocneaosaTesibHO, HAYXMHAA C NepBOro A0CTYMNHOro VIHTep(DeVICa W1 3aKkaH4yuBanA
nocneaHuM. 3Ta NonuTUKa npuMeHAaeTcAa aAnqa 6al'|aHCVIpOBKM Harpysku1 n OTKaSOyCTOVNMBOCTM.

« Active backup. Tonbko oauH ceTeBoi UHTEPDENC U3 06bEANHEHHBIX OyAET aKTMBHLIM. [pyroit MHTEpdEeRc MOXET cTaTb
aKTMBHbBIM TOJSILKO B TOM Cryyae, Koraa ynazeT TEKyLLWiA akTBHbIM uHTepoeic. Mpu Takoi nonutuke MAC-aapec 6oHa-
UHTepdeca BUAEH CHapYXKW TONMBbKO Yepes OAMH CETEBOW NOPT, BO U3BexaHue nosBneHus npobnem ¢ KoMMyTaTopom. dta
NONMTHKA NPUMEHAETCA ANA OTKA30yCTOMYUBOCTHU.

« XOR. MNepenaua pacnpeaenaeTca Mexay ceTeBbIMU KapTamu ucrnonbaya popmyny: [(«MAC-aapec nctoununka» XOR «MAC-
azpec HaszHauYeHudA») No MOAYSHO «4YUCNO UHTepdpencoB»]. MonyyaeTca, oaHa W Ta Xe ceTeBan kapTa nepeaaeT nNakeTbl
OAHWUM U TeM e nonyyatenam. OnynoHasnbHO pacnpeaesieHne nepeaadn MoXeT ObiTb OCHOBAHO W Ha NMONUTUKE
«xmit_hash». Monutuka XOR npumeHseTca ana 6anaHcUpoBKKU HArpy3ku M 0TKA30yCTOMYUBOCTH.

« Broadcast. [epenaet Bce Ha Bce ceTeBble MHTEPDENCHI. DTa NONIUTUKA NPUMEHAETCA ANA OTKA30yCTOWUYMBOCTH.

« IEEE 802.3ad — pexvm paboThl, yCTaHOBMEHHbIA NO YMONYaHUIO, NoAAEpKMBaETCA B0NbLUMHCTBOM CETEBbIX
KommyTaTopos. Co3faroTcA arpermpoBaHHble rpy bl CETEBbLIX KAPT C 0AUHAKOBOW CKOPOCTLIO M AynekcoMm. [Mpu Takom
o6beanHeHnn nepeaava 3aemMcTByeT BCe KaHarbl B aKTMBHOM arperaluu cornacHo ctanaapty |[EEE 802.3ad. Beibop,
yepes Kakoi UHTeppenc oTNpaBnATbL NakeT, ONpeAenAeTcA NOMMTUKOM; No ymMonyaHuio ucnonbsyetca XOR-nonutuka,
MOXHO TaKKe MCnonb3oBath «xmit_hash» nonutuky.

- Adaptive transmit load balancing . Vicxoaawmin Tpagpuk pacnpeaensaeTca B 3aBUCUMOCTHM OT 3arpy>XEHHOCTH Kawaown
CeTeBOM KapThl (onpesenaeTca CKOPOCThIO 3arpysku). He TpebyeT AONONMHUTENBHOM HACTPOMKKU Ha KOMMYTaTope. Bxoaswmii
TpaduK NPUXOAMT Ha TEKYLLYHO CeTeByHo KapTy. Ecnu oHa BbIXoauT v3 cTpos, To Apyras ceTeBas kapTta 6epet cebe MAC-
azapec BbllLeALEeN U3 CTPOA KapThl.

« Adaptive load balancing. BxntouaeT B ce6a npeablayLuyro NOMTHKY NKOC OCyLLecTBnAeT 6anaHCMpOBKY BXOAALLErO
Tpaguka. He TpebyeTt LONONHUTENbHOW HACTPOMKK Ha KoMMyTaTope. BanaHcMpoBka BxoAALero Tpaduka AocTuraeTca
nytem ARP-neperosopos. [lpaisep nepexsatbiBaeT ARP-0TBETHI, OTNPaBnAeMble C SIOKasbHbIX CETEBbIX KapT Hapyxy, 1
nepenucbiBaeT MAC-aapec UCTOYHMKA Ha OAMH U3 yHUKanbHbIX MAC-aapecoB ceTeBOW KapThl, y4acTByOLWEN B
ob6beanHeHnn. Takum o6pasom, pasnuuHbie NMpel UcnonbaytoT pasnuuHsle MAC-aapeca cepsepa. banaHcuposka
BXoAALero Tpaduka pacnpeaenaeTca nocnenosartenbHo (round-robin) mexay uHTepdencamu.

MIl monitoring
period (mcek)

YcTaHaBnuBaeT nepnoanyHoOCTb M”-MOHVITOpVIHFa B MUNNTIUCEKyHAaXx. OnpeﬂenﬂeT, Kak 4acto 6y/:|eT npoBepATbLCA COCTOAHUE
NWHWKM HA HanMune 0TKa3oB. 3HaueHue no YMONYaHUO — 0 — oTkntovaer M”-MOHMTOpVIHF.

OnpeaenseT BpemaA (B MUITTMCEKYHAAX) 3alePXKK Nepes OTKIoUEHWEM MHTepdeiica, ecrnu npousoLuen coi coeanHeHun. JTa

Down delay . M »
(mcex) onuuA AenCTBUTENBHA TONMBKO ANnA MoHUTopWHra MIl (miimon). 3HaueHne napameTpa A0MKHO ObiTb KpaTHBIM 3HAYEHUAM miimon.
Ecnv oHO He KpaTHO, TO OKPYrUTCA A0 BrivxanLIero KpaTHOro 3HaueHus. 3HaueHune no ymonyaxuo 0.
Ub dela 3anaeT BpemaA 3aAepKKU B MUITTMCEKYHAAX, Nepes TeEM Kak NOAHATb KaHan npu o6HapyXeHUU ero BOCCTaHOBIIeHUA. 3TOT
(Mpcer() v napameTp BO3MOXeH TonbKo npu MIl-MoHuTOpUHre (miimon). 3HaueHre napameTpa A0MKHO ObiTb KpaTHBIM 3HAYEeHUAM miimon.
Ecnv oHO He KpaTHO, TO OKPYrIUTCA A0 BrivkanLIero KpaTHoOro 3HauyeHus. 3HadeHune no ymonyaxuo 0.
OnpeaenserT, ¢ Kakum MHTepBasniom ByayT nepeaasatbea napTHepom LACPDU-nakeThl B pexkume 802.3ad. BoaMoXHble 3HaueHus:
LACP rate « Slow — 3anpoc napTHepa Ha nepenady LACPDU-nakeToB kaxable 30 cekyHA.
« Fast — 3anpoc napTtHepa Ha nepeaavy LACPDU-nakeToB kaxayto 1 cekyHay.
OnpeaenserT, kak ByayT nponuceiBaTbea MAC-aapeca Ha 06beanHeHHbIX MHTepdeiicax B pexume active-backup npu
nepekntoyeHnn nHTepdeincoB. OBbIYHEIM NoBeAEHWeM ABNAeTcA oanHakoBeli MAC-aapec Ha Bcex MHTepdeiicax. BoamMoxHbie
3HaYeHunA:
« OTKnoyeHo — ycraHasnueaeT oanHaxkoBbin MAC-aapec Ha Bcex MHTepdeicax BO BpeMA NepersioueHus.
Failover MAC « Active — MAC-aapec Ha 60oHA-MHTEpdelice OyaeT Bceraa TakMm e, Kak Ha TeKyLLem akTuBHOM HTepdeiice. MAC-aapeca

Ha pe3sepBHbIX MHTEpdeiicax He uamMeHstoTcs. MAC-aapec Ha 6oHA-UHTepdence MeHAETCA BO Bpema 06paBoTkv oTkasa.

« Follow — MAC-aapec Ha 6oHA-uHTepdeice ByaeT TakuM Xe, Kak Ha NepBoM UHTepdeice, A06aBneHHOM B 00beanHeHue.
Ha BTopom v nocneaytoiem uHtepdeiice atot MAC He ycTaHaBnMBaeTCA, NOKa OHKU B pe3epBHOM pexume. MAC-aapec
nponucbiBaeTCA BO BpeMs 00paboTku 0TKasa, Koraa pe3epBHbIi MHTEPdENRC CTAHOBUTCA aKTUBHbLIM, OH MPUHUMAET HOBbIM
MAC (ToT, uTO Ha BoHA-UHTepdelice), a CTapoMy aKTUBHOMY UHTepdeiicy nponuckiBaeTca MAC, KOTOpbIM Obin Ha TEKyLLEM
AKTUBHOM.




HaumeHoBaHue OnucaHue

OnpeaenseT X3LW-MONUTUKY Nepeaayun NakeToB Yepe3 0ObeaMHeHHble MHTepdeiickl B pexxume XOR unu IEEE 802.3ad.
BoamoxHble 3HaveHuA:

« Layer 2 — ncnonbayet Tonbko MAC-aapeca Ans reHepauum xawa. [Npu atom anroputme Tpaduk AnA KOHKPETHOrO
ceTeBoOro xocta 6yaeT OTNPaBNATLCA BCEraa Yepes OAWH U TOT xe HTepdeic. Anroputm coBmecTum ¢ IEEE 802.3ad.

Xmit hash

policy o Layer 2+43 — ucnons3yet kak MAC-aapeca, Tak u IP-aapeca ana reHepauuu xawa. Anroputm cosmectum ¢ |[EEE 802.3ad.

« Layer 3+4 — ncnone3sytotca IP-aapeca v npoTtokonel TpaHcnopTHoro yposHa (TCP nnn UDP) anA reHepaumu xalua.
Anroputm He Bceraa coemecTuM ¢ |IEEE 802.3ad, Tak kak B npeaenax oaHoro v toro e TCP- unu UDP-B3anmoaeicteua
MOryT nepefaBaThbCa Kak pparMeHTUPOBaHHbIE, Tak U HedpparMEeHTMPOBaHHbIE NakeThl. Bo pparMeHTMpoBaHHbIX nakeTax
MOPT MCTOYHUKA U MOPT Ha3HAYeHMA OTCYTCTBYIOT. B pesynbTarte B pamKkax 0AHON CECCUM NakeThbl MOryT JOWTH A0

nony4yarena He B TOM NopAAKe, TaK Kak 0TnpaBniATCA Yepes pasHble MHTepq)eVICbI.

CeTtb Cnoco6 npuceoenus IP-anpeca — 6e3 aapeca, cratuueckuit IP-aapec unu anHamuyeckuit IP-aapec, nonyyerHblin no DHCP.
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Ans noakntoyenns SIEM Kk MHTepHeTy Heo6xoanmo ykasaTb IP-aapec 0AHOMO UM HECKOMBKUX LLSTHO30B.

MoxHO yKasaTb HECKOMbKO L0308, eCNK ANA NOAKMOYEHUA K MHTepHETY UCnonb3yeTca HECKOMNbKO NpoBaiaepos. MNpumep HacTpoWKu ceTu ¢ ABYMA
nposaiaepamu:

« MHTepdeic port1 ¢ IP-aapecom 192.168.11.2 noarntoueH k MnTepHeT-nposanaepy 1. Anqa Boixoaa B MHTEpHET ¢ 3TOro nposanaepa
Heo6xoaumo aobaeuTb W3 ¢ IP-agpecom 192.168.11.1

« UHTepdeic port2 ¢ IP-aapecom 192.168.12.2 noakntoueH kK MHTepHeT-npoBanaepy 2. AnAa BuixoAa B MHTEpHET ¢ aToro nposaiaepa
Heo6xoaumo aobasuTh W3 ¢ IP-aapecom 192.168.12.1

Mpy Hanuuum aByx Unu Gonee LWN30B BO3MOXHbI 2 BapUaHTa pabdoThbi:

HanmeHoBaHue OnwucaHue

BanaHcupoBKa |[YcTaHoBUTH dnaxok BanaHcUpoBKa 1 ykasatb Bec kaxzoro witosa. B aTom cnydae Becb Tpaduk B UHTEpHET ByaeTt
TpaduKa Meway |[pacnpeaeneH Mexay LUo3aMK B COOTBETCTBUM C yKasaHHbIMM Becamu (Yem Bosblue Bec, Tem Bonbluaa Aona Tpaduka naet
LN03aMu uepes LWnko3).

OcHoBHOM o
Wnko3 ¢ Bbibpath 0AWH M3 LLMHO30B B KAYECTBE OCHOBHOMO 1 HAacTpouT MpoBepKy ceTH, Haxxas Ha OAHOMMEHHYHO KHOTIKY B MHTepdeiice.

[MpoBepka ceTv npoBepAeT AOCTYNHOCTb XocTa B UHTEPHET C yKasaHHOW B HACTPOMKaX NEPUOANYHOCTLIO, U B CNyyae, eCiin XocT
nepexknoyeHuem

Ha 3aNaCHOI nepecTaet ObITb AOCTYMNEH, NEPEBOANT BECb TPAPUK Ha 3anacHble L3kl B MOPALKE UX PACTIONOXEHUA B KOHCOSU.

Mo ymonuaHwuio NnpoBepKa AOCTYMHOCTM CETU HAacTpoeHa Ha paboTy ¢ nybnuuHeim DNS-cepepom Google (8.8.8.8), HO MOXeT ObITb U3MeHeHa Ha
nobow Apyrow XOCT MO XeNaHU aAMUHUCTPATopa.
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JaHHbli paszaen no3BonseT ykasaTb MapLUpyT B CETb, AOCTYMHYHO 3@ ONpPeAeSIEHHbIM MapLUpyTU3aTopoM. Hanpumep, B NIOKanbHOM CETU MOXET ObiTb
MapLUpyTM3aTop, KOTOPLIM 06 LEAUHAET HECKOMbKO IP-noaceTeil.

Ana nobasneHus MapupyTa Heo6X0AMMO BbINOMHUTb cneaywouiune waru:

HaumeHoBaHue OnucaHue

LLlar 1. 3apatb HassaHue u B pasaene CeTb BhibepuTe B MeHi0 MaplupyTbl, HaxMUTe KHOMKy Jo6aBUTb. YKaxuTe UMS Ana JaHHOMO
onucaHue AaHHOro mapLupyTta |[mapupyTta. OnumMoHanbHO MOXHO 3a4aTh OnMcaHWe MapLupyTa.

Llar 2. YkasaTb agpec

HasHaYeHua 3asaite noaceTb, Kyaa GyaeT ykasbiBaTb MapLUpyT, Hanpumep, 172.16.20.0/24 unu 172.16.20.5/32.

3apaiite IP-agpec Wwnto3a, Yepes KOTOpPLIK yKazaHHaA noaceTb 6yaeT AocTynHa. AToT IP-agpec AomxeH ObiTh

LWar 3. Vkasate wnio3 nocTyneH ¢ cepsepa SIEM.

Bbl6epute uHTEpdENC, Yepes koTopbli ByaeT AobaBneH MapLupyT. Ecnu octaBuTb 3HaueHWe ABTOMAaTUUYECKH, TO

LLlar 4. Ykasatb uHtepdenc o o
SIEM cam onpeaenut uHTepdeiic, ucxoaa u3 HacTpoek IP-aapecayuv ceTeBbix MHTEPDENCOB.

3apaiite MeTpuKy MapLupyTa. Yem MeHbLUE MEeTpUKa, TEM NPUOPUTETHEN MapLLPYT B AaHHYIO CETb, €CINn

LLlar 5. Ykazatb MeTpuKy
MapLLPYTOB HECKOMBKO.
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