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C NOMOLLbHO NOMMTUK 6E30MACHOCTY AAMUHUCTPATOP MOXET:

Hactpoute ¢punbtpaumio HTTP-KoHTeHTa, Hanpumep, 3anpeTuTb HEKOTOPLIM NONL30BaTENAM AOCTYN K ONpeAeneHHbIM KaTeropuaM CaiToB B 3alaHHOE BPEMA UMM HACTPOUThL aHTUBMPYCHYIO MPOBEPKY
BeO-KOHTEHTA.

HacTtpoutb onuyuu Be6-6e30nacHOCTH, HanpuMep, BKIKOUNATL NPUHYANTENbHBIA 6e30nacHblit MOMCK U GNOKMPOBKY peKnambl.

HacTpoute npasuna nHcnektuposanua SSL, Hanpumep, AnA Bcex nonk3osatenen pacimposeisate HTTPS ana kateropuun "®opymel" 1 Ana onpeaeneHHon rpynnsl — "CouunaneHelie cetn”. Mocne Toro
Kak HTTPS pactundpoBsaH, k HeMy MOryT ObiTb MPUMEHEHbI MOMTUTUKKA GULTPALIMK KOHTEHTA U BE6-6e30NacHoCTy.

BrntounTb 1 HacTpouTb napametpbl COB.

HactpouTtb npoBepky noutoBbix Npotokonos SMTP u POP3 Ha Hanuuue cnama.

HacTtpouTb »ypHanuposaHue unu GrokMpoBKy onpeaeneHHbix komana ACY T,

HacTtpouTb BbIGOpoUHyto nepeaavy Tpaduka Ha aHanua Ha BHelHue cepeepbl ICAP, Hanpumep, Ha DLP-cuctemsi.

HacTtpouts ny6nukauyuo HTTP/HTTPS cepsepos.

CobbiTua CpaﬁaTblBaHMﬂ AaHHbBIX NPaBu/ PErMcTpUpyroTCA B COOTBETCTBYHOLMUX XKypHanax CTaTUCTUKK.

Mpasuna GpunbTPaLUK KOHTEHTA, BEG-6€30NacHOCTH M MHCMEKTUPOBaHUA SSL AOCTYMHbI B XypHane Be6-aoctyna ( MypHanel u oT4éThl - MypHan Be6-noctyna).
MpaBuna cucTema o6HapYXeHNA U NpeaoTBPaLLEHUs BTOPKeHUH — B xypHane COB ( MypHanbl u oTuéTel - XypHan COB).

Mpasuna ACY T — B xypHane ACY TI (MypHanbl 1 oTuéTbl - XypHan ACY TN ).

Mpasuna 3awwura o1 DoS aTak — B xypHane Tpapuka ( ypHanbl 1 oTuéTel - XypHan Tpaduka).

Bce npasuna xypHasMpyloTCA TOMbKO NPH BrIIO4EHUM onumrn ypHanupoBaHue B napamMeTpax npasui.



q)VIJ'IpraLlMFl KOHTEHTa
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C nomoLLbio Npasun GUNLTPALNK KOHTEHTA aAMUHUCTPATOP MOXET Pas3peLlnTh WU 3anpeTuTb onpeaeneHHbIn KOHTEHT, nepeaasaemblit no npotokonam HTTP u HTTPS, ecnu HacTpoeHO MHCMEKTUpoBaHWe
HTTPS. Bonee Toro, UserGate moxeT 6nokuposat HTTPS-Tpaduk 6e3 AelumdpoBaHUsA KOHTEHTA, HO TOMLKO B Cllyyae NPUMEHEHUA Npaeun 61oKMpOBaHKS NO KATErOPHUAM KOHTEHTHOM dunbTpayun UserGate

URL filtering unu no cnuckam URL, B KOTOpbIX yKasaHbl TOMLKO MMeHa xocToB. B aTux cnyyasax UserGate ucnonbayet SNI (Server Name Indication), a npu otcyTtcTaum SNI - 3Hayerus xocta u3 SSL-cepTudukara
U3 NONb30BATENbCKUX 3anpoCOoB ANfA onpeAaenieHna Ao0MeHa.

B kauecTtBe yC"IDBMlji npasuna mMoryT BbelCTynaTthb:

Monb3osatenu u rpynnbl.

Hanuume Ha BeG-CTpaHmMLax onpeaeneHHbIX CroB 1 Bbip 11 (Mopdonorus).

anHaﬂJ’IE)KHOCTb canTos KaTeropuam.

« URL.

3oHa v IP-aapec UCTouHMKa.

3oHa v IP-aapec HasHaueHus.

Twvn KOHTEHTA.

WHdpopmauma o pedepepe.

Bpewms.

Useragent 6paysepa nons3osarens.

HTTP-meToa.

MpumeuanneYexk6oke MHBEPTUPOBATL MEHSAET AEHCTBUE YCMOBMA HA MPOTUBOMONOXKHOE, UTO COOTBETCTBYET NoruyeckoMy «HE» (oTpuuaHue).

Mpumeuanuellpasmna NPUMEHAKOTCA NOOYEPEAHO CBEPXY BHU3 B TOM MOPAAKE, B KOTOPOM OHW yKasaHbl B CIUCKe. BINOMHAETCA TOMLKO NepBoe Npasuio, ANA KOTOPOro COBMasu BCE YKasaHHbIE B HEM YCMOBHS.
310 3HauKT, uTO Bonee crieundUUEcKMe Npasuna AoMKHLI GbiTh BhILLE B CTIMCKe, Y4eM Bonee oBlume npasuna. McnonbayiTe kHomku Boilue/Hixe, Hasepx/BHIU3 UM NepeTackBaH1e MblLLbIO AN M3MEHEHUA
nopAAKa NPpUMEeHeHUA npasun.

MpumeuaHneECnn He CO3AAHO HM OAHOTO MPaBKna, TO Nepesaya itoboro KOHTEHTa paspeLueHa.

Yro6bl co3natb npasuno KOHTEHTHOM unbTpaumu, HEOBXOAMMO HaxaTb Ha KHOMKY .ﬂoﬁaam’b B pasaene Monutnku 6esonacHocTn - ¢MﬂprauMﬁ KOHTEeHTa U1 yKasaTb HEoBX0ANMbIE napameTpbl.

HaumeHoBaHue Onucanune
BrnioueHo BrutovaeT unu oTkntovaet npasuno.

HassaHue HassaHue npasuna.

OnucaHue Onucanue npasuna.

3anpeTuTsb - 6noKMUpyeT BEB-CTPaHMLY.

npenynpenm’b - npeaynpexaaet nosib3oBartesna 0 TOM, YTO CTpaHULUa HexenartesibHa ANnA NoceLlleHuns. Monb3sosarens cam peLaeT, 0TKasaTbCA OT NoCeLleHUA UIn NOCeTUTb CTPaHUUy.

JencTeue
3anucb 0 noceuwleHnn CTpaHuubl 3aHOCUTCA B XXypHan.

Paapeluvm: - paspeLuaeT noceLleHune.

3anucbiBaTh B

ypHan npasun Mpy akTUBALMK AAHHOW ONLMK MHPOPMALUA O cpabaTkiBaHue NpaBuna GyAeT PEr1CTPUPOBATLCA B COOTBETCTBYIOLLEM XKYPHANE CTATUCTUKA.

MposepaTb
NOTOKOBLIM ZloCTYMHO TONLKO ANA NpaBun C EHCTBUEM 3anpeTUTb, T.€. NP HaNMYKUK BUpYCca Ha cTpanuLie pecypc ByaeT sanpetleH. Ecnu B npaBune npucyTCTBYIOT ApYrie yCrIoBUA (KaTeropum, Bpems,
QHTMBUPYCOM (|1 T.A.), TO @HTUBMPYCHAA NpoBepka GyAeT BbINOMHATLCA TOMLKO NPK COBMAAEHUM BCEX YCIIOBUI Npasuna.
UserGate

YKasblBaeT CLeHapHi, KOTOPbI OMKeH ObiTb aKTUBHBLIM ANA cpabaTbiBaHuA npasuna. MoapobHo o paboTe cueHapues cMOTpUTe B pasaene CueHapuy.
CueHapui

BamHo! CLeHapuit ABNAETCA AONOMHUTENBHBLIM YCIOBUEM. ECnu cLieHapuit He akTUBMpPOBANCA (He cpadoTani OAHO UMM HECKOMLKO TPUITEPOB CLEHapHA), TO Npasuio He cpadoTaer.
Crpanmua VKasblBaeT cTpaHuLly 6riokMpOoBKH, KoTopas ByZeT nokasaHa nonb3oBaTenio Npu 61I0KMPOBKE A0CTYNa K pecypcy. MOoXHO UCMOMb30BaTh BHELLIHIO CTpaHuLy, ykasas Mcnonb3osatb
6nzm oBKM BHewHui URL, nn6o ykasatb cTpanuuy 6nokupoeku UserGate. B aTom cnyyae MOoXHO BbIGpaTh enaeMblii LLaGoH CTpaHuLibl GI0KMPOBKHM, KOTOPbIM MOXHO co3aaTh B pasaene LLa6noHbl

P CTpaHuL.

3oHa, cnucku IP-aapecos, cnucku reo IP-anpecos, cnncku URL MCTOUHMKa TpaduKka.

Cnincok URL nomkeH BrtoYaTb TONMBbKO MMEHa I0OMEHOB.

BamHo! CTpoKu C CUMBOSIOM ™' B TaKUX CNMCKax He paboTaroT (MrHOpUpYHoTCS).
P P— Kaxable 5 M1yt UserGate npoussoanT paspelLlieHne JOMeHHbIX MMeH B IP-aapeca U XpaHuT NoNyyeHHbIH pesynbTaT BO BHYTPEHHeM Kalle Ha Bpema xu3Hn DNS-3anucu. Mo ncteyequu

BpemeHH xu3Hn UserGate aBTomaTnuecku o6HoBRAET 3HaueHne IP-aapeca.

BamHo! O6paboTka Tpaduka NPOUCXOANT MO CrIeAyHoLLeN NoTuKe:

« ycnoBua o6beanHatoTea no UIN, ecnn ykasaHbl HECKOMBKO CriMcKoB IP-aapecoB /nnm AOMeHOB;
« ycrnosua o6beanHatoTea no W, ecnu ykasarbl GeolP 1 cnucku IP-aapecos n/unu 1oMeHoB.

3oHa, cnucku IP-aapecos, cnucku reo IP-aapecos, cnuckn URL HasHaueHua Tpaduka.

Cnncok URL nomkeH BKIKOUATL TONMBKO MMEHa IOMEHOB.

BamHo! CTpoku C CUMBONIOM ™' B TaKMX CNMCKax He paboTaroT (MrHOPUPYHOTCS).
Haanauenue Kaxaele 5 munyT UserGate npou3soanT paspeLleHne AOMeHHbIX MMeH B IP-aapeca 1 XpaHWT NoMyyYeHHbI pesynbTaTt BO BHYTPEHHEM Kalle Ha BpemA xu3Hu DNS-3anucu. Mo ncteueHuu

BpemeHu xu3Hu UserGate aBTomaTuyecku o6HoBnAeT sHadeHue IP-aapeca.
BawHo! O6paboTka Tpadrka NPOMCXOANT NO CreayHoLLeNn NorvKe:
«» ycnoeus o6beanHsoTca no U, ecniu ykasaHbl HECKOMBKO CMCKOB |P-aapecoB n/unu AOMEHOB;

« ycrnosus obbeauHatoTcs no M, ecnu ykasarsl GeolP v cnucku IP-aapecos n/mnv AOMEHOB.



http://docs.usergate.com/scenarii_112.html
http://docs.usergate.com/shablony-stranic_147.html

HaumeHoBaHue Onucaxue
Cnucok I'IOJ'II:SDBaTeJ'IeFI, rpynn, AnA KOTOPbIX NPUMEHAETCA AaHHOEe Npasusio. Mory'r BbITb UCMONb30BaHLI MOMb30BATENM TUNA Any, Unknown, Known. ﬂ]‘lﬂ NPUMEHEHUA Npasun K
Monb3oBaTeny |[KOHKPETHLIM MOMbL30BATENAM MK K NONb3oBaTenam Tuna Known Heo6X0AMMO HaCTpoUTL MAEHTUUKALMIO Nonb3oBarenei. bonee noapo6Ho 06 naeHTUdUKAL UM NONb30BaTENen YuTaiTe B
rnase [lonb3osarenu U yCTporcTBa.
Cnincku kateropui UserGate URL filtering 4.0. Mcnonb3oBanue kateropuit Tpedyet Hanuuus cneyunansHoi nuueHsun. UserGate URL filtering 4.0 - 310 kpynHeiiuan 6a3a 3neKTpoHHbIX
pecypcoB, pasaeneHHbIX Ans yA06cTBa ONepupoBaH1s Ha 72 kateropuu. B pykax aaMuHUCTpaTopa HaxoauTCs ynpasneHue OCTYNOM K TaKUM KaTeropusmM, Kak nopHorpadus, BpeAOHOCHbIE
caiiTbl, OHNaH-Ka3WHO, UrPOBbIE W pasBreKaTesbHble CaiTbl, COLMabHbIE CETU U MHOMUe Jpyrve.
Kateropuun - o
BamHo! HauuHas ¢ Bepcin UserGate 5.0.6R6 aaMMHUCTpaTOp MOXeT NepeonpeaenuTb KaTeropuio Ha fitoGoil caiT, Ha KOTOPbIN, N0 ero MHEHHIO, KaTEeropuA HasHauYeHa He BEPHO UNK He
HasHaueHa coBcem. bornee noapo6HoO Npolesypa U3MEHEeHUA KaTeropum caiTa onucaqa B pasaene 3anpochkl B 6esblil CIUCOK.
BamHo! BroknMpoBKa no KaTeropuaM cainToB MOXET GbiTb MpUMeHeHa k Tpaduky HTTPS 6e3 ero AelundpoBarms, Ho 6e3 Nokasa cTpaHuLibl GIIOKUPOBKA.
Cnucku URL. Mpu Hanuuum coOTBETCTBYIOLEN NULEH3UM AOCTYNHbI ANA Ucnonb3osaHuA cnincku URL, obHoBnAemble paspaboTtunkamn UserGate, Takue, Kak «HepHbiit cnvcok UserGate»,
«Benblit cnucok UserGate», «HepHbiid cnincok PockomMHaasopa», «YepHblit CIMCOK GULLIMHIOBBIX CanToB», «[oMUCKoBbIE cUCTeMbI 6e3 Ge30nacHoro noucka». AAMUHUCTPATOPLI TakKe MoryT
URL cosnaBaTth cobcTBeHHble cnvckn URL. Bonee noapobHo o padoTe co cnuckamu URL uutaiite B rase Cnvcku URL.

BamHo! Brokuposka no cninckam URL MoxeT 6biTk npuMereHa K Tpadpuky HTTPS 6es ero AeliMppoBaHuA, €CM B CIUCKAX yKasaHsl TONIbKO MMEHa XOCTOB (OMEHOB), Ho 6e3 nokasa
CTpaHuLbl BRIOKMPOBKM.

'TUNbI KOHTEHTa

CMUCKN TUMOB KOHTEHTA. MpelycMOTpeHa BO3MOXHOCTb YNPaBIeHNUA BUAEOKOHTEHTOM, ayAUO KOHTEHTOM, 300PKEHHUAMM, MCMONHAEMbIMM dainammu U ApyruMK TUNamu. AIMUHACTPATOPbI
Takke MOryT cosziaBaTb COOCTBEHHbIE MPYMMbl TUMOB KOHTEHTa. Bonee noapo6HO 0 paboTe € TMNaMK KOHTEHTA YMTaiTe B rnaBe TuMbl KOHTEHTA.

Cnncok 6as cnoaapeﬁ MOpq)OJ'IOI'MM, MO KOTOpbIM ﬁy,ﬂyT npoBepATbCA Beﬁ-CTpaHVIL[bI. I'Ipm Hannyumu CDDTBETCTByK)UJeﬁ NMyeH3nn anA Ucnonb3oBaHuA AOCTYMHbI CrioBapH, obHoBNAEMbIE
KomnaHuein UserGate, B TOM uncne CNMCoK MaTepuarnos, sanpeLyeHHsix Munnctepcteom FOctuuum Poceuiickoit @enepavuu, cnosapu no temam «Cyuumna», «Teppopuam», «MopHorpadpua»,

Mopcdonorua  ||«HeueHsypHble BblpaXeHUA», «A3apTHble Urpbl», «HaproTUkK», «3awuTa aeteit ®3-436». Crnosapy AOCTYMHbI HA PYCCKOM, HMMIACKOM, HEMELKOM, AMOHCKOM W apaBCKoM ASbIKAX.
AAMUHUCTPATOPbI TAKKe MOTYT co3aaBaTb COOCTBEHHbIE crnoBapy. bonee noapobHo o pa6oTe ¢ MOPPONOrMYECKUMI CIOBAPAMM YuTanTe B rnase Mopdonorus.

BpeMﬂ BpeMﬂ, Koraa npasuno akTMBHO. AﬂMMHMCTpaTOp MOXeT ﬂOGaBMTb HeOGXO.ﬂMMhIe eMy BpeMeHHble UHTepBasbl B pasaene Kal‘leHQapM.

Useragent Useragent nonb3oBaTenbckux 6pay3epos, ANA KOTOPbIX 6yAeT NPUMEHEHO AaHHOe NpaBuio. AIMMHUCTPATOp MOXeT 106aBnTL Heobxoanmble emy Useragent B pasaene Useragent

9 6paysepos.

HTTP meton MeToa, ucnonbayemslit B HTTP-3anpocax, kak npasuno, ato POST unu GET.
Cnucok URL, B KOTOPOM yKasaHbl pedepepsl Anf TEKyLLen CTpaHnLbl, Takum o6pasom npasuno cpaboTaeT, ecnv ANnA AaHHOM CTpaHnLbl pedepep COBMAAET CO CMIMCKOM ykasaHHbix URL.

Pedepepbl JlaHHbIA GYHKLUMOHAN YI06HO MCMOMb30BaTh, YTOOkI, HanpuMep, paspelunTb AocTyn k cetAam CDN (Content Delivery Network) Tonbko noceluas onpeieneHHble caiTbl, HO 3anpeTUTb OTKPbITUE

koHTeHTa CDN Hanpsamyto.



http://docs.usergate.com/pol6zovateli-i-ustrojstva-37/
http://docs.usergate.com/zaprosy-v-belyj-spisok_163.html
file:///var/www/kb_cache/export_c87da1a694f1f71d37ffd7ee42fbafec/output/spiski-url_143.html
http://docs.usergate.com/tipy-kontenta_142.html
http://docs.usergate.com/morfologiya_138.html
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C nomowybto pasaena Be6-6e3onacHoOCTb afAMUHUCTPATOP MOXET BKIKOYMTE AONOMHUTENbHbIE NapamMeTpsl BeG-6e3onacHocTv ana npotokonos HTTP u HTTPS, ecnn HacTpoeHo WHcnexktuposaue HTTPS.
JlocTynHel creaytoLme napameTphbi:

Brokuposka pexnamsl. Mocelyerre 6e30nacHoro caiTa MOXeT ObiTb CBA3AHO C MPUHYAMTENbHBIM MPOCMOTPOM H30BPAXEHMI HEXENATENBHOMO XapakTepa, PasmeLLeHHbIX, Hanpumep, COOKy Ha CTpaHuue.
UserGate peluaet aty npobriemy, BbiCTynas B KauecTse «6aHHepOpesKit».

DyHKUMA «MHKXEKTUPOBATb CKPUNT» MO3BOSIAET BCTaBUTL HEOOXOANUMBIA KOA BO BCe BEG-CTPaHMLbl, NpOCMaTpUBaeMble nosb3oBaTesieM. MHKeKTUpyemblii CKpUnT OyaeT BCTaBMeH B BeO-CTPaHULbI nepea
Terom </head>.

MpuHyAuTENBHOE BKITIOUEHMe Ge30MacHOro Noucka Ans NoUCcKoBbIx cuctem Google, Yandex, Yahoo, Bing, Rambler, Ask 1 noptana YouTube. C NoMOLLbio AaHHOTO MHCTPYMeEHTa GrIoKMpoBKa
HeXenarenbHOro KOHTeHTa OCyLeCcTBNAeTCA CpeACTBaMKU NMOUCKOBBLIX NOPTasnoBs, Y4TO NO3BONAET ﬂOGMTbCR BbICOKOM 3¢¢6KTMBHDCTM, Hanpumep, npu ¢W‘IpraL|MM OTK/IMKOB Ha 3anpockl No Fpaq)VIHeCKOMy
W1 BUOEOKOHTEHTY.

BrntoueHune KypHanuMpoBaHUA NOUCKOBbLIX 3anpocoB nonb3oBaresnen.

BroKMpoBKa NPUNOXeHUi coLnanbHbix ceTeir. CouunanbHble CETU UrpatoT GOMbLLYIO POk B HALLIEH NMOBCEAHEBHOM XU3HW, HO MHOTUE U3 HUX NPEAOCTABIAT UrPOBbIE MPUNOKEHUA, UCMOMNb30BaHUE
KOTOPbIX HE NPUBETCTBYETCA GONbLUMHCTBOM KoMNaHuii. UserGate MoxeT 6nokMpoBaTh NPUNOXEHHUA, He 3aTparuBas Npu 3TOM 06bIUHYIO PYHKLMOHANBHOCTb COLMAnbHBIX CETeM.

B kauyecTBe ycnoBswit npaBuna MoryT BeICTynaTk:
« McTouHuk Tpaduka.
« [onb3osatenu v rpynnbi.
« Bpewms.

Mpumeuanuellpasuna NPUMEHSAIOTCA NOOYEPEIHO CBEPXY BHU3 B TOM NOPAAKE, B KOTOPOM OHM yKasaHbl B CiUCKe. BbiNonHAGTCA TOMLKO Nepsoe Npasmiio, ANA KOTOPOro COBMasu BCE YKasaHHbIe B HEM yCroBus.
3T0 3HaumT, 4To Gonee creunduyeckue NpaBuna AoMKHb ObiTb BLILIE B CIUCKe, YeM Gonee obLume npasuna. UcnonbayiiTe KHomku Beile/Hxe, HaBepx/BHWU3 Unu NepeTackuBaH1e MblLbIO ANA U3MEHEHUA
nopAAKa NPUMEHEH!s Npasu.

MpumeuaHueYekbokc MHBEPTUPOBATL MEHAET IEUCTBUE YCIOBUA Ha NMPOTUBOMOJOXHOE, YTO COOTBETCTBYET NornueckoMy «HE» (oTpuuaHme).
MpumeuaHueEcnn He CO3AAHO HM OAHOTO NPABUNA, TO AOMONHUTENbHLIE GYHKLUMM BEG-OE30MaCHOCTH HE MPUMEHSIIOTCA.

Yro6bl CO3AaTH NPABUIO KOHTEHTHOM (UIbTPaLIMKM HEOBXOANMO HaxaTh Ha KHorMky Jlo6aBuTk B pasaene MonuTukn GesonacHocTh -> Be6-6e30nacHoCTb 1 ykasaTb HEOOXOAMMbIE NapameTphl.

HaumeHoBaHue OnucaHue
BrntoueHo Brntouaet unu oTkovaeT npasuso.
HassaHue HassaHwe npasuna.
OnucaHue Onucaxure npasuna.

3anucbiBaTh B

JypHan npasun IMpy1 akTUBaLMK AaHHOM ONLMK MHPOPMALKUA O cpabdaTbiBaHWe npasuna GyAeT PerucTpUpOBaTLCA B COOTBETCTBYIOLLEM XypHANe CTaTUCTUKA.

Bnokuposatb .
peknamy AKTMBMPYET GIIOKMPOBKY peKnamel. Haxas Ha UCKNIOUeHHA, aIMMHMCTPATOp MoXeT BbiBpaTh URL-CNUCOK caiToB, AnA KOTOPLIX GIOKMPOBaTEL pexknamy He TpebyeTca.
WnmexTop Mo3BonAeT BCTaBUTL NPOU3BOSIBHLIN KOA BO BCE Be6-CTpaHuLbl. [iNA pelakTMpoBaHMA BCTABIAEMOr0 KoAa Heo6X0AMMO HaxaTb Ha kHomKy Kon uHiKeKTopa.

BesonacHbli NOUCK  ||MPUHYANTENBHO BRKOYAET PYHKLMIO 6E30NacHOro noucka.

WUcTtopua noucka AKTMBUPYET 3an1Cb NOUCKOBbLIX 3aNpPOCOB NONb3oBaTENEN B XypHas.
BnokupoBaTtb
NPUNOKEHUA BnoK1pyeT NpUNoXeHUa B NONYNAPHbLIX COLUANbHbLIX CETAX.

couuanbHbIX ceTein

30Ha, cnucku IP-aapecos, cnucku reo IP-aapecos, cnuckn URL UCTOUHMKA TpaduKka.
Cnncok URL 0mKeH BKNtoYaTh TOMBKO MMEHa IOMEHOB.
BamHo! CTpOKM C CUMBOJIOM ™' B TaK1X CIUCKax He paboTaroT (MrHOPUPYHOTCA).

WCTOUHMK Kaxable 5 MuHyT UserGate npoussoa1T paspelleHne A0MeHHbIX UMeH B IP-aapeca 1 xpaHuT nonyyeHHbI pesynbTaT Bo BHyTPEHHeM Kalue Ha Bpemsa xu3Hu DNS-3anucu. Mo uctevernn
BpemMeHu xu3Hu UserGate aBTomMaTuyecku o6HoBNAET 3HaueHue IP-aapeca.
BamHo! ObpadoTka Tpaduka NPOUCXOAUT MO CREAYIOLEN TOTUKE:

« ycnosus o6beanHaoTca no UK, ecnu ykasaHbl HECKONBKO CMIUCKOB |P-aapecoB n/unu 10OMEHOB;

« ycnosusa obbeanHaoTca no M, ecnu ykasarsl GeolP u cnivcku IP-aapecos n/unv AOMeHoB.

Cnncok I'IOJ'IbSOBaTeJ'Ieﬁ, rpynn, AnA KOTOPbIX NPUMeHAeTCA AaHHOoe npaBuno. MOI’yT 6bITb UCMOMb30BaHbI NOML30BATENMN TUNA Any, Unknown, Known. ﬂﬂﬂ NpUMEHEeHUA NpaBu K
Monb3oBarenu KOHKPETHbLIM NOMb30BaTENAM U/U K NONb30BaTENAM TUNa Known HEOGXOAMMO HacTpouTb M,CleHTMq)VIKaleO nonb3oBatenei. bonee I'IOI:lpOﬁHO 06 MﬂeHTMq)MKaL[MM nons3osarenei
uuTanTe B rnase [lonb3oBaTenu u ycTpocTea.

BpeMﬂ BpeMﬂ, Koraa npasuiio akTUBHO. A.ﬂMMHMCTpaTDp MOXeT .ﬂOéaBMTh HeOéXOﬂMMbIe eMy BpeMeHHble UHTepBasbl B pasaene KaﬂeHQaQM.
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Mucnektuposanune SSL

Version: 6.1.9
Documentation: [#

B aTOM pasaene aaMMHUCTPATOP MOXET HACTPOMTL MHCNEKLMIO aHHbIX, NepeaaBaemblx no npotoxkony TLS/SSL. 310 B nepsyto ovepeab HTTPS, a Tawke noutosble npotokonsl SMTPS n POP3S. UserGate
NGFW ¢ dyHKumeit SSL-MHCNeKTUpoBaHKA BEICTYNaeT B posiv IoBepeHHoro nocpeaxuka (Man-in-the-Middle, MitM).

MHcnekTupoBaHue SSL He0BX0AMMO AnA KOPPEKTHON PaBoThl Npasun GhUNbTPaLMK KOHTEHTA 1 Npasun Be6-6esonacHocTu. JewndpposaHue SMTPS u POP3S Heo6xoanmo Ans 6rokMpoBaHus cnama.

C nomoLLbio NpaBun AaHHOrO pasaena MOXHO HacTPOUTL MHCNeKTUpoBaHne HTTPS TonkKo AnA onpesAeneHHbIX KaTeropui, Hanpumep, «BpeaoHocHoe MO», «AHOHUMAa3epbl», «BOTHETLI» 1 NPU 3TOM He
pacLIMppoBLIBaTL APYrye Kateropuu, Hanpumep, «@uHaHcel», «MpasnUTenscTBO» U T.M. [NA onpeaeneHna KaTeropuu caita ucnonbayeTca MHdopmauma, nepeaasaeman B HTTPS-3anpoce - SNI (Server Name
Indication), a ecnu SNI otcyTcTByeT, To none Subject Name B cepTudurate cepsepa. Conepxumoe nona Subject Alternative Name urHopupyertca.

NGFW nepexsaTbiBaeT UCXOAALLMIA 3aNPOC Ha ycTaHoBREeHWe SSL-coeinHeHNA 1 NPOU3BOAMT NOAMEHY CepTUdUKATa CepBepa Ha CBOW, BbIMUCAHHBIA BHYTPEHHUM KOPHEBLIM LIEHTPOM CepTUdUKaLMM. UToObI
6paysepbl NONb30BATENA HE BblAABANM NPeAynpexaeHue o NoAMeHe cepTuduKkaTa, Heo6xoaMMO A06aBUTbL CEePTURUKAT LEHTPA CEPTUPMKALIMM B AOBEPEHHBIE KOPHEBLIE CepTUdUKaThl. Bonee noapo6Ho ato
onucaHo B pasaene Mpunoxenue 1. YcTaHoska cepTuduKaTa NoKanbHOro y10CTOBEPAIOLIEro LUeHTPpa.

Ecnu KopHeBo# cepTUUKaT A0BEPEH, Gpay3ep CUNTAET NONyYEHHbIA CEePTURUKAT NETUTUMHBIM U ycTaHaBnuBaeT BesonacHoe SSL-coeanHeHnne mexay nonsaosatenem u NGFW.

Jlanee NGFW ycTtaHaBnuBaeT HoBOe, 0TAeNbHOE SSL-coeaMHEHNe C KOHEYHBIM CEPBEPOM.

B utore NGFW pasOTaeT Kak MoCpeAHUK: nonyyaeT AaHHbIe OT Nosb3oBaTena, NPoOBEepPAeT UX, I'IepeLUMq)pDBblBaeT “ oTnpaBnAeT Ha BHELUHUI cepsep, U HaOéOpOT.

AHanornyHo 6paysepam nosb3oBaTesA HEKOTOPbIE NOYTOBbIE CEPBEPbI M NOSIb30BaTENbCKUE MOYTOBbIE MPOrPaMMbl HE MPUHUMAIOT MOYTY, ECNM CepTUdUKaT Bbil NoAMeHeH. B aTom cnydae Heobxoanmo
NPOM3BECTH B NOYTOBLIX MPOrpamMMax HaCTPOMKM, OTKIKOYAKOLLME MPOBEPKY CEPTUDUKATOB, UnK A06GaBUTL UCKMOUeHUs Ana cepTudmkara UserGate. MoapobHO o ToM, Kak 3To caenarb, CMOTpUTE B
AOKyMeHTauuun Ha noytosoe MO.

Mpumeuanuellpasuna NPUMEHSAIOTCA NOOYEPEAHO CBEPXY BHU3 B TOM NOPAAKE, B KOTOPOM OHM yKasaHbl B CIUCKe. BINOMHAETCA TONLKO NepBoe Npasuio, ANA KOTOPOro COBMasM BCE YKa3aHHbIE B HEM yCMOBUA.
3710 3HaumT, uTo Gonee crneundUUecKue NpaBuna AoMKHbI ObiTh BLILLE B CUCKe, YeM Gonee obLuyme npasuna. McnonbayiTe KHoMkK Boile/Hxe, HaBepx/BHWU3 Ui NepeTackuBaH1e Mbllbio And U3MEHEHHUA
nopaaKa NpMMeHeH!s Npasu.

MpumeyaHne4ekboke MHBEpPTMPOBATL MEHSAET IEUCTBIUE YCNIOBUA Ha MPOTUBOMONIOXHOE, YTO COOTBETCTBYET Noruyeckomy «HE» (oTpuuame).

MpumeuanueEcnu He cO3AaHO HM OAHOTO Npasuna, To SSL He nepexBaTbiBAETCA U He AeLINPPYIOTCA, COOTBETCTBEHHO, KOHTEHT, NnepeAasaemblid no SSL, He punbTpyeTca.

Yro6bl co3aaTh NPaBuno MHCMEKTUpoBaHusa SSL, HeOBX0AMMO HaxaTb Ha KHoMKy Jlo6aBuTb B passene MonuTuku 6esonacHocTH - UHCneKTUpoBaHHe SSL 1 ykasaTb HEOOXOANMbIE NapameTpbl.

HaumeHoBaHue Onucanue
BrntoueHo BkntouaeT unu oTkoYaeT npasvno.
Hassanue Hassanwe npasuna.
OnucaHune OnucaHue npasuna.

3anucbiBaThb B WypHan
npasun

Mpu aKTMBaLMKM AGHHOW ONUMK MHPOPMaUKA O cpabaTeiBaHWe Npasuna OyaeT PerucTPUpPoOBaTLCA B COOTBETCTBYHOLLEM XYPHANE CTATUCTUKA.

AevcTBue

Pacwudposats.

He pacwmdposbiBaTh.

MNpodune SSL

Bri6op npoduna SSL. MapameTpsl, ykasaHHble B AaHHOM npodue, GyayT UCMONL30BaHb! Kak AnfA ycTaHoBKM SSL-coeAnHeHUA oT Bpayaepa nonb3osatens k cepeepy UserGate,
TaK 1 npu nocTpoeHun SSL-coeanHenua ot cepeepa UserGate k 3anpalumBaeMomy Be6-pecypcy.

Moapo6Ho o npodunax SSL cmoTpute B mase [podunu SSL.

Bnokuposath caiThl ¢
HEKOPPEKTHLIMU
cepTudpuKaTamu

MossonAeT 6nokMpoBaTh AOCTYM K CEpBEpam, NPeAoCTaBNAOLMM HEKOPPEKTHBI cepTudukar HTTPS, HanpuMep, ecriu CepTUdUKAT UCTEK, 0TO3BaH, BLINUCAH Ha APYroe AOMEHHOE
MMS W HE AOBEPAEMBIM LEHTPOM CEPTUHUKALIMA.

MpoBepATb NO CNUCKY
0TO3BaHHBIX
cepTudUKaToB

MpoBepATb CepTUhUKAT caiTa B CNUCKE 0TO3BaHHbLIX cepTdukaTos (CRL) 1 6nokuposath, €Ciu OH TaM HanaeH.

BnokuposaTtb
cepTudUKaThI C
UCTEKLHUM CPOKOM

BrokupoBaTh CepTUdUKaThI, CPOK ASHCTBUA KOTOPbIX UCTEK.

AencTevA
BnokupoBatb
camonoan1caHHble BrokuposaTh camonoanMcaHHble cepTUdUKaThI.
cepTUdUKaThbl
(Cn1COK nonb3oBaTenen 1 rpynn, Ana KOTOPbLIX NPUMEHAETCA AaHHOE npasuiio. MoryT 6biTb UCMONb30BaHbI Nonb3oBateny Tuna Any, Unknown, Known. [ns npuMeHeHna npasun
Monb3oBatenu K KOHKPETHbLIM NOMb30BaTENAM MM K Nonb3oBaTenam Tuna Known Heo6X0AMMO HacTpoUTb MAEHTUdHKaLMIO Nonb3oBaTenei. Bonee noapo6HO 06 naeHTUdUKaLUK nonb3oBaTenen
uuTaiTe B rnase [lonb3osarenu U ycTporcTea.
30Ha, cnucku IP-aapecos, cnucku reo IP-aapecos, cnuckn URL UCTOUHMKA TpaduKka.
Cnncok URL 0mKeH BKNtoYaTh TOMLKO MMEHa I0MEHOB.
BamHo! CTPOKM C CHMBOSIOM ™' B TAKKUX CMIMCKaX He paboTatoT (MrHOpUPYHOTCA).
WCTOUHMK Kaxaele 5 muHyT UserGate npoussoa1T paspeLleHne A0MeHHbIX UMeH B IP-aapeca 1 xpaHuT nonyyeHHbl pesynbTaT BO BHyTPEHHeM Kalue Ha Bpemsa xuaHu DNS-3anucu. Mo

MCTeueHNM BpemeHu xu3Hu UserGate aBTomatnuecku o6HoBnAET 3HaueHue IP-agpeca.
BamHo! ObpadoTka Tpaduka NPOUCXOAUT MO CEAYIOLEN TTOTUKE:
« ycnosus o6beanHaioTca no UK, ecnu ykasaHbl HECKONBKO CMIUCKOB |P-anpecos n/unu AOMEHOB;

« ycnosusa obbeanHsoTca no M, ecnu ykasarsl GeolP v cnivcku IP-aapecos n/mnv A0OMeHOB.
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HaumeHoBaHue Onucanue

Cnincku IP-anpecos HasHayeHua Tpadpuka.

BaHo! O6paboTka Tpaduka NPOUCXOANT MO CREAyHoLLei Noruke:

Anpec HasHa4YeHuA « ycnosus o6beanHaioTcs no UK, ecnu ykasaHbl HECKOMBKO CMUCKOB |P-aapecos n/unu AOMEHOB;
« ycnosus o6beanHsioTcs no M, ecnu ykasatsl GeolP u cnicku IP-aapecos u/unu AOMeHOB.

Bonee noapobHo o padoTe co cnuckamu IP-aapecos uutaiTe B rase |P-aapeca.

CepBuc CepBuc, AnA KOTOPOro Heo6XxoAnMO AelundpoBats Tpapuk. Moxet 6biTe HTTPS, SMTPS, POP3S.

Kateropuun Cniucku kateropuit UserGate URL filtering 4.0.

Cricku1 AoMeHOB. JloMeHHbIe UMEHa, ASIA KOTOPbIX MPUMEHAETCA aHHOe NpaBuio. JJoMeHHbIe MMeHa cosatoTcs Kak crivcku URL 3a UCKloYeHWEM TOro, UTO ANA MHCTIEKTUPOBAHUA
JlomeHbl HTTPS moryT 6bITb UCMONL30BaHbI TOMLKO AOMEHHbIE MMeHa (Www.example.com, a He http:/www.example.com/home/). Bonee noapo6Ho o pabote co cnuckamu URL uuTaiite B
rnase Cniucku URL.

BpeMﬂ BpeMFl, Koraa npaBuo akTUBHO. A,ﬂMMHMCTpaTOp MOXeT ﬂOéaBMTh HeOéXOﬂMMbIe eMy BpeMEHHble UHTepBasibl B pasaene KaﬂeHQaQM.

Mo ymonuaHuio cosaaHo npasuno MHcnekTuposaHua SSL Decrypt all for unknown users, koTopoe He0OX0AUMO ANf aBTOPU3ALIUN HEM3BECTHBIX NoNb3oBaTenei Yepes Captive-nopran.
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MucnektuposaHne SSH

Version: 6.1.9
Product: UserGate NGFW
Documentation: [#

lMpy nomoLLKM AaHHOTO pasaena aAMUHUCTPATOP MOXET HACTPOUTL MHCMEKLMIO IaHHbIX, NepeaaBaemMbix no npotokony SSH (Secure Shell). SSH Takke nossonAeT cosaasaTth WHWPPOBAHHLIE TYHHENM ANA
NPaKTUYECKN NIOBLIX CETEBbIX MPOTOKO/OB.

Mpasuna AaHHOro pasaena MoryT MHCMEKTUpoBaTb SSH-TpaduK AN onpeaenéHHbIX NoNb3oBaTeNeR UMK UX Py, 30H M aAPECOB UCTOUHUKOB U MOMyyaTeneit AaHHbIX, a TakKe TUMOB CEPBUCOB,
nepeaasaembix Yepes SSH-TyHHenb. MMeeTca KaneHaapb ANA NPUMEHEHUA KAXAOrO Npasuna B BbIOpaHHbIe AHW HEAENW U BPEMS CyTOK.

I'Ipumel-lauuel'lpaamna MPUMEHAOTCA NooYepeHO CBepPXy BHU3 B TOM NOpAAKe, B KOTOPOM OHU YKa3aHbl B CMUCKe. BbinonHaeTcA TONLKO nepsoe Npasuno, A58 KOTOPOro coBnasnu BCe yKasaHHbIe B HéM ycnosuA.
310 3HAYMT, YTO Gonee cneuuduryeckne npasuna A0MKHbLI ObITh Bbille B Cnucke, yem Gonee 06LI.|V|e npasuna. MCI'IOJ'II:SyﬁTe KHOMKHM Boiwe/Hwxe, HaBer/BHMS Wnu nepetacknuBaHWe Mblllbio ANA USMEHEHUA
nopAAaKka NPpUMEHEHUA npasu.

MpumeyaHueYekbokc MHBEPTUPOBATL MEHAET IEUCTBUE YCMOBMA Ha NPOTUBOMOJIOXHOE, YTO COOTBETCTBYET NornyeckoMy «HE» (oTpuuanme).
MpumeuanueEcnyn He cO3AaHO HM OAHOTO NpaBWna UK BCe Npasuna OTKoYeHbl, To SSH He nepexsaTkIBaeTCA U He AeluMdpyeTcs, TO eCTb Nepeaasaemble N0 SSH AaHHbIE HE MHCMEKTHUPYIOTCA.

YT106b!I BKIKOUNTH BOIMOXKHOCT WHCMEKTUPOBAaHUA KOHTEHTa SSH Heobxoanmo:

HaumeHoBaHue OnucaHune

LLiar 1. PaspelunTb cepsruc SSH-npokeu Ha Heo6xoauMoi 3oHe. ||B pasaene CeTb - 30HbI paspeLwnTs cepsuc SSH-NPOKCH 4518 TO 30HbI, CO CTOPOHbLI KOTOPOW ByAeT MHULMMPOBaH Tpaduk SSH.

LLlar 2. Co3aatb HeoOxoanUMbIE Npasuna nHenektposarusa SSH. |[Mpasuno uHcnexkTUpoBaHua SSH onpeaenfeT KPUTEPUN U AEHCTBUA, NPUMeEHsEMbIe K Tpaduky SSH.

Yr06bl CO3AATL NPABMIO MHCMEKTUPOBaHMA SSH, HeoBxoanMo HaxaTb Ha kHonky Jo6aeuTb B pasaene Monutukn 6esonacHocTh - UHcnexkTpoBatue SSH 1 ykasaTb HEOBXOANMBIE NAPaMETPbI.

HaumeHoBaHue Onucanue
BKntoueHo BK/ItoYaeT Wi OTKKOYAET NPaBuo.
HassaHue HassaHwue npasuna.
OnucaHune OnucaHue npasuna.
AencTeue PaclungppoBbIBaTh UK He PacLuNdPOBLIBaTL NEPeAaBaeMble AaHHbIE.

3anucbiBaTh B

PeructpupoBars Cj aﬁaTblBaHHe npasuna B COOTBETCTBYHLLEM XXypHane CTaTUCTUKK (nor-daine).
KypHan npaeun pup P p yroLLen xyp (nor-atine)

Bnokuposatb

ynaneHHbli 3anyck  ||He paspelatb yaaneHHomy nonb3osartento sanyck shell (MHTepnpeTaTopa KOMaHAHON CTPOKM, 0GOMOYKK).
shell

BnokupoBaTtb

ynaneHHoe He paspeLuatb yAaneHHOMy nonb3oBaTento BhiNofmHeHWe ntobbix KOMaHA 1 CKpunToB no SSH.

BbinonHeHue no SSH

Komanaa linux, koTopyto Tpebyetca nepeaatb, B popmate

S ssh user@host 'command’
Komanay SSH Hanpumep,

ssh root@192.168.1.1 reboot

Brnokuposatk SFTP  |[Bnokuposate coeanHenne SFTP (Secure File Transfer Protocol).

BcTaBuUTb MecTo BCTaBkM co3AaBaeMOro npasusa B CrIMCKE NPaBusl - HABEPX, BHU3 UMK BbILLE BbIGPAHHOIO CYLLECTBYIOLLIEro Npasuia.

(Cnucok nonb3osaTenei u rpynn, AnA KOTOPbIX NPUMEHAETCA NpaBuno. MoryT BbITb UCMOML30BAHbLI NONbL30BATENU TUNa Al‘ly, Unknown, Known. ﬂﬂﬂ NpUMEHEeHUA NpaBu/l K KOHKPETHBIM
Monb3oBatenu nonb30BaTENAM UMM K NONb3oBaTenaM Tuna Known Heo6X0AMMO HACTPOUTL MAEHTUDUKALMIO Nonb3oBaTeneit. NoapobHee 06 AeHTUdUKALUK NONb30BaTENEN YNTaNTE B rnaBe
Monb3osatenu U yCTporcTBa.

30HbI M/MnK cnucku IP-anpecos UcTouHMKa TpaduKa.

BamHo! ObpaboTka Tpaduka NPOUCXOAUT MO CREAYIOLENR TOTUKE:

MUcTOUHMK « ycnosus o6beanHaiotca no UK, ecnu ykasaHbl HECKONBKO CMUCKOB |P-aapecoB n/unu 1OMEHOB;
« ycnosus o6beanHaloTcs no W, ecnu ykasabl GeolP u cncky IP-aapecos 1/unu AOMEHOB.

Bonee noapobHo o padoTe co cnuckamu IP-aapecos uuTaiTe B rase |P-aapeca.

Cnncku IP-anpecos HasHaueHuA Tpadpuka.

BanHo! O6paboTka Tpaduka NPOUCXOANT N0 CrEAyoLLei oruKe:

Anpec HazHauyeHua « ycnosua o6beauHatoTca no UIN, ecnu ykasaHbl HECKOMBKO CMUCKOB IP-aapecos n/unu JOMEHOB;
« ycnosus o6beanHsaioTca no K, ecnu ykasabl GeolP u cnicku IP-aapecos u/unu 1OMeHOB.

Bonee noapo6Ho o paboTe co cnuckamu IP-aapecos untaiTe B rnase 1P-aapeca.

Cepsuc Cepaic, ANA KOTOPOrO HEOBXOAMMO AelundpoBaTh Tpaduk. Mone 06A3aTENbHO ANf 3aNOMHEHNA.

Bpema BpeMeHHOI MHTEpBar, B TEYEHWE KOTOPOro NPaBMIo akTUBHO. MoXHO A06aBuTL pasHooOpasHbie Neproabl B pasaene Kanewaapu.
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CwcTema oBHapyXeHUs ¥ NpesoTBPaLLEHUS BTOPKEHUH

Version: 5.x, 6.1.9
Documentation: [#

CucTema o6HapyxeHHa 1 npeaoTepalleHua sBTopxeHnit (COB), unu Intrusion Detection and Prevention System (IDPS), nossonaeT pacnosHasaTh BPeAOHOCHYHO aKTUBHOCTb BHYTPU CETU Ui CO CTOPOHbI
nHTepHeTa. OCHOBHO 3afauei CUCTeMbI ABNAETCA 0BHapyXeHUe, IPOTOKONIMPOBaHKE M NPEeAOTBpaLLeH1e Yrpo3, a Takke NpeJocTaBneHne oT4eToB. BeiABneHne npo6nem 6e30nacHoOCTH OCYLLECTBACTCA C
NOMOLLbIO MCTO/b30BaHUA 9BPUCTUYECKUX NPaBMUIT U aHanuaa CUrHaTyp U3BECTHbIX aTak. basa AaHHbIX MpaBui ¥ CUrHaTyp NpeaocTaBnAeTCA U 0OHoBNAETCA paspaboTunkamu UserGate npu Hanuumu
COOTBETCTBY}OLL[eﬁ NUUEH3NU. COB otcnexuBaeTt u 6]'IOKMpyeT I'IOI:lOﬁHbIe artaku B pexume peasibHOro BpeMeHu. B03MOXHbIMU mMepamu I'IpeBeHTMEHOl:i 3aluThbl ABNAKOTCA OﬁprB coeauHeHudA, onoeelleHue
aAMWHUCTPATOpPa CeTH 1 3anucCh B XypHasl.

Jina Hayana pa6otsl COB Heo6xoanmo:

L Onucanune

Mpodunb COB — 310 HaBop curHaTyp, peneBaHTHbIX ANfA 3aLUThl ONpeaeneHHbIX CepBUCOB. AAIMUHUCTPATOP MOXET CO3AaTh He0GX0ANMOe KonnyecTso Npoduneit COB anA 3awuThl
PasfMyYHbLIX CEPBMCOB. PEKOMEHAYETCA OrpaHNyMBaTh KONIMUECTBO CUrHATYp B MPOdUIe TONbKO TEMM, KOTOPbIE HEOOXOAMMBI ANA 3aLUMTLI cepuca. Hanpumep, Ana 3aluuThl cepsuca,
paboTatoLero no npotokony TCP, He cTouT A06aBNATL cUrHaTyphl, padpaboTtaHHble Ana npotokona UDP. Bonbluoe konuyectso curHatyp TpebyeT Gonbliero Bpemeri 06paboTku Tpaduka u
3arpysku npoveccopa.

LLlar 1. Cosnatb
HeoBxoaAUMble
npo¢punu COB.

Llar 2. Co3natb
TpeGyemble Mpasuna COB onpenensioT aeiicteue COB AnA BbiGpaHHOro TUNa TpadHKa, KoTopblii ByneT npoepATbCA Moaynem COB B COOTBETCTBUM C HasHAUEHHbIMKU Npodunamr COB.
npasuna COB.

Lina HacTpoiku npodunei COB Heobxoanmo cosaatb npoduns B pasaene Buénuotekn - Mpodunu COB 1 3atem 406aBUTL B HEro HeoBXoANUMbIe curHaTypsl. CurHatypsl COB nocTasnaoTCa U NOCTORHHO
obHosnAtoTeA UserGate npu Hanuunu cooTeeTcTRYHOLLIEH noanucku. Kaxaan curHatypa uMeeT onpeneneHHble nona:

HaumeHoBaHune OnucaHue

CurHatypa HassaHue curHarypei.

YpoBeHb

N— Puck curHatypsl no 5-6anbHoi Lwkane.

MpoToKon, AndA KOTOporo paspadoTaHa JaHHaA curHaTypa:
. IP.

MpoTtokon « ICMP.

. TCP.

. UDP.

oC (OnepayuoHHan cucTema, Ans KOTOpoi paspabdoTaHa AaHHaA curHartypa.

Kareropua curHatypbl — rpynna curHatyp, 06beaMHeHHbIX 00LuMK napameTpamu. ClIUCOK KaTeropuii MoXeT GbiTb MOMOJHEH.

adware pup.

attack_response — curHaTypbl, ONpeaenaiomue OTBEThI Ha U3BECTHbIE CETEBLIE aTaKy.

coinminer — CKayusaHue, yCTaHOBKa, AeATe/IbHOCTb U3BECTHbIX MaﬁHepOB.

dns — u3BecTHble yAssumMocTi DNS.

dos — curHaTypel 3BecTHbIX Denial of services aTak.

exploit — curHaTypbl U3BECTHBIX AKCTIIIOUTOB.

ftp — nasecTHble FTP-yassumocTy.

imap — u3sBectHble IMAP-ya3BuMOCTH.

info — noTeHuManbHaa yTeuka MHpopmaymu.

Idap — nsBecTHele LDAP-yassumocTH.

malware — CKayuBaHue, yCTaHOBKa, AeATEeNbHOCTb U3BECTHbLIX malware.

misc — /Ipyr1e U3BECTHbIE CUrHATYPbI.

netbios — u3BecTHble yA3BumocTH npoTokona NETBIOS.

phishing — curiatypbl n3BecTHbIx phishing aTak.

Kateropusa pop3 — n3BecTHble yAassuMocTH npotoxkona POP3.

IPC — M3BECTHBIE YA3BUMOCTH npoTokona RPC.

scada — U3BECTHbIE YA3BMMOCTH NpoTokona SCADA.

scan — CUrHatypbl, onpeaenfarowMe NonbITKU CKAHUPOBAHUA CETU HA U3BECTHbIE MPUIOXKEHUA.

shellcode — curHatypel, onpeaensioLL1e U3BECTHbIE NOMbITKK 3anycKka NPOrpamMMHbIX 060N0HEK.

smtp — M3BECTHbIE YA3BUMOCTHM npoTokona SMTP.

sSNmp — M3BeCTHblE YA3BUMOCTH npoTokona SNMP.

sql — n3secTHble yassumocTn SQL.

telnet — W3BECTHbIE NONBITKM B3NIOMA MO NPOTOKOATY telnet.

tftp — n3BecTHble yA3BuMOcTH npoTokona TFTP.

user_agents — curHaTypel NoAo3puTensHeIX Useragent.

VOIp — M3BECTHbIE yA3BUMOCTH npoTokona VolP.

web_client — curHatypbl, onpeaenaroLme M3BECTHbIE NOMbITKM B3NIOMa PasfnnyHbIx Be6-kneHToB, Hanpumep, Adobe Flash Player.

web_server — CcurHatypsbl, onpeaenatoLlne U3BeCTHbIe NOMNbITKA B3SIOMa PasnmnyHbIX BeéfcepﬁepOB.

web_specific_apps — curHatypsl, onpeaensatoLue 3BECTHbIE MOMbITKY B3NIOMa PasnnyHbIX BEO NPUIOKEHHN.

wOorm — CUrHaTtypsbl, onpeaenatouue ceTeByto akTUBHOCTb U3BECTHbLIX CETEeBbIX ‘-lepBeﬁ.




HaumeHoBaHune OnucaHue

Knacc cUrHatypbl onpeaenAeT TUN aTtaku, KoTopaA AeTeKTUpyeTca ,ﬂaHHOﬁ CMI’HaTypOﬁ. Onpe,qenmo'rcn Takxke 06LI.|VIe COﬁbITVIﬂ, KOTOpbl€ He OTHOCATCA K aTake, HO MoryT BbITb WHTEepeCHbI B
onpeseneHHbIX Cnyyanx, Hanpumep, obHapyXxeHue yctaHoBneHua ceccun TCP. MoaaepK1BaIOTCA CreaytoLLue Knacesl:

arbitrary-code-execution — noneiTka 3anycka Npon3BoNbLHOrO Koaa.

attempted-admin — nonbITka NONy4eHUA aAMUHUCTPATUBHBIX NPUBUIETUIA.

attempted-dos — nonkiTka coBeplueHua ataku Denial of Service.

attempted-recon — nonbITKa ataku, HanpaBNEHHON Ha YTEUKY AaHHBIX.

attempted-user — NONbITKA NOMYYEeHUA NONb30BATE/TIbCKUX npmamneruﬁ.

bad-unknown — noTteHuu1anbHO NOXon TpaduK.

command-and-control — nonbiTka obueHua ¢ C&C yeHTpom

default-login-attempt — nonbiTka noruHa ¢ UMeHem/naponemM no YMONYaHuo.

Knacc ¢

« denial-of-service — o6HapyxeHa ataka Denial of Service.

« exploit-kit — o6HapyxeH exploit kit

« Mmisc-activity — npoyan aKTUBHOCTb.

« misc-attack — o6HapyxeHa aTaka.

« shellcode-detect — o6HapyxeH UCMONHAEMBIH KOA.

« string-detect — oBHapyeHa NoAo3puUTenbHaA CTPOKa.

« suspicious-login — nonbITka norMHa ¢ CNoNb30BaHUEM NOJ03PUTENBHOTO MMEHU NoMb3oBaTeN .

« trojan-activity — oBHapyxeH ceTeBoi TPosiH.

« web-application-attack — o6HapyxeHa ataka Ha Be6-NpunoxeHue.
OnucaHue Bonee noapo6HOe OnMcaH1e CUrHaTyphl.

Mpu nobasnexun curHatyp B npodpuib COB aaMMHACTPATOP MOXET UCMOMb30BATbL MTMOKYIO BO3MOXHOCTL GUNbTPaLMK CUTHATYP, HanpUMep, BblbpaThb TOMLKO T€ CUTHATYpPbl, KOTOPLIE MMEIOT OYEHb BBICOKUI PUCK,
npotokon — TCP, kateropus — botcc, knacc — Bce.

Mpasuna COB onpeaensioT TpaduK, K KOTOPOMY NpuMeHaeTcA Npoduie COB U aeiicTaue, koTopoe Moayb COB AomKeH NpeanprHATL Npu cpabaTsiBaHuy curHaTypel. Mpu cpabaTblBaHuyi CUTHATYpPbl AOCTYNHA
3anuck Tpaduka. Hactpoiika 3axsarta naxkeTos npoussoanTtca B pasaene UserGate - Hactpoiku - Hactpoinka PCAP . 3arpyska u npocmoTp ¢dainos PCAP aocTynHel B xypHane COB.

I'Ipumeuauuel'lpaamna NPUMEHAKTCA NOOYepeaHO CBepXy BHU3 B TOM NOpPAAKE, B KOTOPOM OHU YKa3aHbl B CMUCKe. BbinonHAeTcA TONbKO nepeoe Npasuno, And KOTOPOro coenasnu BCe yKaszaHHble B HEM ycnosusa.
370 3HaumT, uTo Gonee cneundUUecKue NpaBuna AoMKHb ObiThb BhILIE B CIUCKe, YeM Gonee obLyme npasuna. McnonbayiiTe KHomnku Beile/Hwke, HaBepx/BHWU3 Unu nepeTackuBaH1e MblLbiO ANA U3MEHEHWUA
nopaaKa NpUMeHeH!s Npasun.

ﬂpumeuauuewnamok MHBeQTMQOEaTb MeHseT AelicTeue YCNoBMA Ha NPOTUBONOSIOXHOE, YTO COOTBETCTBYET /IOrMYEeCKOMY «HE» (orpmuaHme).

Mpumeuanuelpasunamu COB aHanuaupyloTcs Kak NPAMbIE, Tak U 0BpaTHBIE NaKeTbl COTMACHO YCIOBIH B GUILTPE, HE3ABUCHUMO OT TOrO, OTKyAA yCTaHaBNUBAETCA coeanHeHune. Mpu cpadaTtbiBaHni CUrHaTyp B
mo6om u3 HaI'IpaBJ'IeHMﬁ npousBoaUTCA ﬂeﬁCTBMe, HacTpoeHHOoe B npasuniax.

ﬂpumeuaHMeEch He Cco03AaHOo HW OAHOro nNpasuna, To COB Huyero He aHanusnpyert 1 He 3alyuLlaeT oT yrpos.

ns HacTpoitku npasun COB HeoBXoAUMO HaxaTb Ha KHomky Jlo6aBuTb B pasaene Monutuku 6esonacHocTu -» COB v 3anonHUTL NosA npasuna.

HaumeHoBaHune OnucaHue
BxntoueHo BrtouaeT unu oTKIo4aeT Npasuio.

HassaHue HassaHue npasuna.

OnucaHue (Onucanune npasuna.

BO3MOXHbI CriesytoLue BapuaHTbl:

« Pa3spewmTb — He 6noKkMpoBaThL TPAdUK.
LencTBue
« MypHanupoBaTb — He GrIOKMPOBaTH W 3anKUcaThb B XKypHas.

«+ 3anpeTuTb — GrIOKMPOBATHL W 3aNKUCaThb B XKypHaIL.

3oHa, cnucku IP-aapecos, cnucku reo IP-aapecos, cnvckn URL nctounnka Tpaduka.
Cnncok URL aomxeH BKItOYaTh TOMBKO UMEHA IOMEHOB.

"

BamHo! CTPOKM C CMMBOIIOM ™' B Takux CrMCKax He paboTaroT (MrHOPUPYIOTCA).

Kaxable 5 muHyT UserGate npoussoaunT paspelleHre A0MeHHbIX UMeH B IP-aapeca n xpaHuT NonyyeHHbI pesynbTaT BO BHYTPEHHEM Kalle Ha Bpema xu3Hn DNS-3anucu. Mo ucteyequu
BpeMeHu xun3Hu UserGate aBTomMaTuyecku obHoBNAET 3HadeHue IP-aapeca.

HUcTouHMK
BamHo! O6paboTka Tpadmka NPOUCXOAUT MO CHIEAYIOLLEN TOrUKe:
« ycrosua o6beanHatoTea no UK, ecnn ykasaHbl HECKOMBKO CMIMCKOB |P-aapecoB /nnmu JoMeHOB;

« ycnosua o6beanHaloTea no W, ecnu ykasarbl GeolP 1 cniucku IP-aapecos n/unu JomeHoB.

3oHa, cnucku IP-aapecos, cnucku reo IP-aapecos, cnnckn URL HasHaueHus Tpaduka.
Cnncok URL AomxeH BKItOYaTh TOMLKO UMEHa I0MEHOB.
BamHo! CTpOKM C CUMBOIOM ™' B TaKMX CNMCKax He paboTaroT (MrHOPUPYIOTCA).

Kaxaele 5 munyT UserGate npou3soanT paspelleHne A0MeHHbIX MMeH B IP-aapeca u XpaHWT NonyyYeHHbI pesynbTaTt BO BHYTPEHHEM Kalle Ha BpemaA xu3Hu DNS-3anucu. Mo ncteuenuu
BpemMeHu xu3Hu UserGate aBTomatuyecku obHoBnseT sHadeHue IP-aapeca.

HasHaueHue
BamHo! O6paboTka Tpadrka NPOMCXOANT NO CrieayHoLLen NOrvKe:
«» ycnosua o6beanHstoTca no UIN, ecnu ykasaHbl HECKOMBKO CNMCKOB IP-aapecoB u/mnm AOMEHOB;

« ycrnoeusa obbeauHatoTcs no M, ecnu ykasaxsl GeolP v cnucku IP-aapecos u/unu AOMEHOB.

CepBuc Tun cepsuca, Hanpumep, HTTP, DNS unu apyrue.




HaumeHoBaHune OnucaHue

Cnincok npoguneit COB, curHatypbl KOTOpbIX ByAyT UCNONb30BaHLI B AaHHOM npasune COB.

n -
podunu Mpo¢punu COB 3anatotcA AnA npasun ¢ aencTBuAMK 3anpeTutb 1 MypHanupoBaTtk. [inA paspellatolmx npasun 3aaate npodunb COB HeBO3MOXHO; TakaA peanusauna No3sonAeT
HacTPOUTL MCKIKOYEHUA ANA ONpeAen&HHOro TMna Tpaduka.
Cnincok npoduneit COB, curHaTypbl KOTOpbIX ByAyT UCKIOYEHbI U3 CUTHATYP, yKasaHHbIX B Npodunax B pasaene Mpodunu COB; MoryT 6biTh MCMONE30BaHbI TONBKO B NpaBuiax ¢ AeHCTBUEN
Npodunu 3anpeTutb unu MypHanuposaTtb.
MCKNIOYeHnA

ﬂaHHaﬂ BO3MOXHOCTb MO3BOSIAET UCMOMb30BATL LIEHTPA/IM30BaHHO co3laBaeMble MPOQ UK CUrHATYP, Hanpumep, rlqu)MJ'lb USel'Gate, U3MEHATb COAEPXUMOE KOTOPbIX aAMUHUCTPATOP He
MOXET, HO MPU 3TOM UCKITHOYUTL U3 3TOr0 npo¢m1ﬂ pAAa curHaTyp, KOTopble M30bITOYHBI UM CO3LAAIOT NOXKHbIE CpaéaTblBaHVlH.




Mpasuna ACY TI1

Version: 6.1.9, 5.x
Documentation: ¥

C nomotybto npasun ACY Tl aaMUHACTPATOP MOXET KOHTPONMPOBAaTL NPOXOXAESHWe TpadHKa aBTOMATU3MPOBAHHbLIX CUCTEM YNpaBneHua TexHonornieckum nponssoacteom (ACY TI) uepes UserGate. UserGate
NOAAEPXMBAET KOHTPONMPOBaHHe CreaytoLLmx npoTokonos ACY Tr:

« IEC 104 (TOCT P M3K 60870-5-104).
« Modbus.
« DNP3.
« MMS.
« OPC UA.
AAMUHUCTPATOPY AOCTYNHA BO3MOXHOCTb 3aZaTb MHTEpeCytoLLne ero npodunu ACY T, B KOTOpbIX YKasaTb HEOOXOAMMbBIA HABOP MPOTOKOMOB U KOMaHA, U UCTONb30BaTh UX B NpaBunax.

Jina Hayana pa6oTel ¢ ACY T Heo6xoAnMo:

HanmeHoBaHune Onucanune

g;:;" PaapeLuuTs cepauc SCADA Ha Heobxonumoi B pasaene CeTb - 30HbI paspelunTh cepauc SCADA anfA ToW 30HbI, CO CTOPOHbI KOTOPOK ByAeT MHULMMpoBaH Tpaduk ACY Tr1.

LLiar 2. Co3natb Heo6xoaumble npodunu ACY Tr.  |[Mpodunb ACY TI - 370 HABOpP 3MEMEHTOB, KXKABIA U3 KOTOPLIX COCTOMT U3 onpeaeneHHon komanasl ACY TIT v aapeca.

Mpasuna ACY TI1 onpeaenatoT AeiCTBME ANA BbIOPAHHOTO TUNA TpaduKa, KoTopklid 6yaeT nposepATbeA Moaynem ACY TI B COOTBETCTBMM C

LLar 3. Co3nartk Tpebyemble npasuna ACY Tr1. HaGHAUEHHLIMA MPOGUMAMH.

JinA HacTpoitkiu npoduneit ACY TI Heo6xoanmo coaaatb npodunb B pasaene Bubnuotekn - Mpodunu ACY T 1 3atem A06aBUTL B HEro HEOBXOAUMBIE KOMaHAbI. Kaxaan 3an1ck MMeeT onpeaeneHHbie
nona:

HaumeHoBaHnue Onwucanvne
Hassanue HassaHue npoduna.
OnucaHue (Onucaxune npopuna.
3 Tb B MYp p Mpu aKTUBaLMKM AaHHOM ONuMKM MHPOPMALKA O cpabdaTbiBaHue npasuna GyaeT PerCTPUPOBATLCA B COOTBETCTBYIOLLEM XyPHANE CTATUCTUKM.
MpoTokon Bbi6epute npotokon ACY Tr1.
Komanpa ACY TN BbiGepuTe Heobxoanmyto komaHay ACY Tr.
Anpec ACY TN Ykaxute anpec ACY TI. MoxHo ykasaTb Lernoe 4-6aiAToBoe 4ucro.

Mpasuna ACY TI1 onpesensatoT TpaduK, K KOTOPOMY npumeraeTca npodunb ACY T v aeiicteue, koTopoe UserGate AomkeH NpeanpuHATL Npu cpadatsiBaHM npasuna.

I'IpumeuaHMeI'IpaEMna MPUMEHAKTCA NOOYepeAHO CBEPXy BHU3 B TOM NOPAAKE, B KOTOPOM OHM YKa3aHbl B CMUCKE. BbinonHaeTcA TONbKO nepeoe Npasuno, 4518 KOTOPOro coBnanu BCe yKasaHHbIe B HéM ycnosua.
310 3HAYMT, YTO Gonee cneuuduryeckre npasuna AoMKHbI 6biTb Bhbille B Cnucke, Yem Bonee 06LI.|I49 npasuna. MCHOJ’IbSyﬁTe KHOMKM Bbiwe/Huxe, HaBer/BHMS “nu nepetackuBaHue Mbllbto 411 UBMEHEHUA

nopAAKa NPUMEHEHWUA NPasun.
MpumeuaHneYek6oke MHBEPTUPOBATL MEHSAET AEHCTBUE YCMOBMA HA MPOTUBOMONOXKHOE, UTO COOTBETCTBYET NoruyeckoMy «HE» (oTpuuaHue).

Jna cosaanua npasuna ACY TI HeoBXoanMO HaxaTb Ha KHonky Jlo6aBuTb B pasaene Monutuku 6esonacHocti - ACY TN 1 3anonHWTL NoNA Npasuna.

HaumeHoBaHune Onucanue
BrntoueHo BrntouaeT unu oTko4aeT npasuno.
Hassanue Hassanwe npasuna.
OnucaHne OnucaHue npasuna.

BoamoxHb! cneayrouime BapuaHThbl:

« MponyckaTb: He 6roKMPOBaTL TPAPUK.

JencTeue
« BnokupoBaTb: 6n10KMpOBaTH U 3anuUcaTh B XypHas.
ZlONOMHUTENBHO MOXHO BbIOPAThL ONuMi0 3anMUcbiBaTh B MypHan NpaBUn, B 3TOM Cryyae $GaKT NpUMeHeHUA npasuna K Tpaduky OyAeT 3anucaH B COOTBETCTBYHOLLMIA XypHaI.
UcTouHMK 3oHa, cnucku |P-aapecoB MCTOYHKKA TpadUKa.
HasHauenue Cnincku IP-anpecos HasHaueHna Tpapuka.
CepBuC Cepsuc L4, ana kotoporo ByAeT AeHCTBOBaTh AaHHOE NpaBuio.

Mpodunu ACY TN ||Cnucok npodpuneit ACY TI1, cosaaHHbLIX Ha NpeablayLlem Liare.




CueHapuu

Version: 5.x, 6.1.9, 7.0.1

Product: NGFW

Documentation: [#

NGFW nossonsaeT CyLLeCTBEHHO COKpPaTUTbL BpeMa Mexay o6HapyXeHWeM aTaku U peakumeit Ha Hee Bnarosapa koHuenuyun SOAR (Security Orchestration, Automation and Response). NGFW peanusyet aauHyto

KOHUenuyuto ¢ NoMOLLbIO MexaHU3Ma cueHapues. CueHapMH ABNAETCA AONOSTHUTESTbHbIM YCIIOBMEM B NpaBuiax MexXceTeBoro 3kpaHa 1 B npaesuniax I'IpOI'IyCKHOﬁ C[‘IOCOGHOCTM, no3B0osIAA aAMUHUCTPaTOpyY
HacTpouTb peaxuuo NGFW Ha onpeaeneHHble CDGbITMH, npousolelne 3a Hekoe NPoAOCMKUTENbHOE BPEMA. anMepDM paéOTbl cueHapueB MOryT ABNATLCA PeLUeHne CcreayrowmMx saaay:

3a6n0oKUpoBaTL UK OrPaHUYMTL MPOMYCKHYKO CMOCOBHOCTL Ha 30 MUHYT NOMb30BATENA, y KOTOPOO 3a nocneAHne 10 MUHYT Bbino 0GHAPYKEHO 5 NOMLITOK UCMONL30BAHNS NPUNOKEHHS torrent.

3361'IOKMPOBaTb WK OrpaHUYUTb NPOMYCKHYHO CNOCOBHOCTL NONb30BaTENA UK rpynnbl nonb3osareneu, yKaSaHHOﬁ B npasune, npu CpaéaTblBaHMM OAHOro 13 cneayowmx Tpurrepos — OTKPbITUE
none3oesarenem CEHTOB, OTHOCALLMXCA K rpynne KaTeI'Ole:i Thl’eats, CpasaTblBaHMe COB CUrHaTtyp BbICOKOro pucka ana Tpaq)MKa AaHHOro nonb3oBarens, GHOKMPOEKE Bupyca B Tpaq)l'ﬂ(e AaHHOro
nonb3oBaTenAa.

3abnokupoBaTh UK OrpaHU4UTL MPOMYCKHYIO CNOCOGHOCTL NONb30BATENA, CNU OH BbIGpan NuMUT Tpaduka B 10 6 3a MecAl.

anMeHaHMeCueHapMﬁ ABNAETCA AONONHUTENbHbIM YCIIOBMEM B Npasuiax MEXCeTeBoro 3kpaHa 1 B npasunax I'IpOI'IyCKHDﬁ cnoco6HocTu. Ecnu CueHapMﬁ He aKtMBMpoBanca (He CpaﬁOTaﬂH OAHO unu
HECKObKO TPUITEPOB CLEHapHA), TO Npasuro He cpaboTaer.

Jina Hayana pa6oTbl CO CLEHAPUAMM HEOBXOAMMO BLINOMHUTL CREAyHoLLMe Lwark:

HaumeHoBaHue OnucaHune

LLlar 1. Cozaartb HEOGX0ANMBIE CLIEHAPHK. B pasaene Monutukn TH - CueHapum co3aatb HeoGXoanMbIE CLEHapHH.

LLlar 2. Ykasatb cosaaHHble cueHapuu B npaBunax MexceTesoro ,Eloéame CO3AaHHbI cueHapMﬁ B NpaBunia MeXceTeBoro dKpaHa unu B npasuna npOI'IyCKHOﬁ cnocoBHocTu. Bonee HOﬂp06H0 (o] paéow [
BKpaHa unu B npasunax I'IpOI'IyCKHOﬁ CNOCOBHOCTH. npasuiamMn MexceTeBoro aKkpaHa unu I'IDOI'IyCKHOf:i cnoco6HoCcTH CMOTpUTE pasaen MNonutuku cetu.

IMpy co3faHny CueHapna HEOBXOAUMO yKasaTk CreayroLIMe napameTpsi:

HaumeHoBaHune OnucaHue
BknioueHo BrtoyaeT Unu oTKoYaeT cLeHapuii.
Hassanune HassaHue cueHapwa.
OnucaHune OnucaHue cueHapua.

BO3MOXHbI BapHUaHThI:

«» OpaHoro none3osatena — npu cpabaTsiBaHUM CLEHAPHA, NPaBKIIO, B KOTOPOM UCMOMbL3YETCA CLieHapHit, OyAeT NPUMEHEHO TOMBLKO K TOMy MONb30BaTento, ANnA KoToporo cpadotan
MpumeHnTbL ANA cueHapuii.

« Bcex nonb3soBatenei — npu cpadaTtbiBaHWK CLEEHAPUS, NPABUIO B KOTOPOM UCMONL3YETCA CLeHapuii, ByAeT NpUMEHEHO KO BCEM MOSb30BaTENAM, YKadaHHbIM B None
Monbsosarenu/Ipynnel npasuna.

BpemA B MMHyTaXx, B TEYEHUW KOTOPOTO CLieHapuit ByAeT aKTUBHbLIM Nocne ero aktueaumnu. CTonbKo xe GyaeT paboTtaTtb NPaBUIo MEXCETEBOrO 3KpaHa UK MPOMYCKHON CnocoBHOCTH, B

MpoAoNKUTENBHOCTD o M
KOTOPOM WCMOMbL3YeTCA AaHHbIN CLieHapuii.

3apatotcs ycnoeua cpabarsiBaHua cueHapua. Jf KaXAoro YCroBrUA MOXHO YKasaTb KOSIMYECTBO cpadaTbiBaHuit 3a onpeaesieHHoe BpemMs, Heodxoaumoe Ana cpabaTbiBaHUA CLEeHapHs.

Ycnosua o - -
Ecnu BbIGpaHO HECKOMLKO YCOBHIA, TO HEOBXOANUMO yKasaTb, CPaGoTaroT K CLEHAPUiA NPK COBMNaAEHUM OIHOTO Ui BCEX YCIOBUNA.

BO3MOXHbI cneaywoujuMe ycnosua AnAd UCNONb30BaHMA B CLEHapuu:

Kateropusa URL — coenaaeHua ykasaHHbix kateropuit UserGate URLF B Tpaduke nonbsosatens.

O6HapymeH BUpYC.

annO)KeHMe —_ 06Hapy)KeH0 yKasaHHOoe npunoxeHue B Tpadpuke nonb3osaTend.

COB — cpa6oTka cuCTeMbl 0OHaPYKEHUA BTOPKEHHH.

Ycnosua

CpaﬁaThlBaHMﬂ Tunbl KOHTEHTa — 06Hapy)KBHbl yKasaHHble TUMbl KOHTeHTa B TpaduKe nonbaosaTens.

Pa:mlep nakeTa — pasmep nakerta B TpaduKe nonbaosaTena NPeBbLICUIT yKadaHHOe 3HaYeHue.

Ceccui ¢ ogHoro IP — konu4yecTBo ceccuit ¢ oaHoro IP-aapeca NpeBbICUIIO0 YKa3aHHOe 3HaueHue.

0O6bem Tpaduka — 06beM Tpaduka Nonb3BATENA NPEBLICHI ONPEAENEHHbIN JIMMUT 3a yKasaHHY0 eANHULY BPEMEHN.

MpoBepka COCTOAHUA — NPOBEpKa COCTOAHUA KaKoro-nbo pecypca, KOTopblit AOMKeH BbiTb AocTyneH ¢ NGFW. MpoBepka MOXeT OCYLLeCTBAATLCA C NMOMOLLbIO KOMaHAb! icmp
ping, 3anpoca DNS unu BeinonHenna HTTP GET.
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OnucaHue

UserGate nossonset nepenasats HTTP/HTTPS v noutosbiit Tpaduk (SMTP, POP3) Ha BHelwHue cepaepsl ICAP, Hanpumep, AnA aHTMBMPYCHOW MPOBEPKM UK ANA NPOBEPKM NepeAasaeMbiX Nob3oBaTenamu
AaHHbIX DLP-cuctemamu. B sanHom cnyuae UserGate Gyaet BeicTynats B ponv ICAP-knveHTa.

UserGate noaaepxusaet rubkue HacTpoiku npu pabote ¢ ICAP-cepBepamu, Hanpumep, aAMUHUCTPATOP MOXET 3aAaTh Npasuna, cornacHo Kotopbim Ha ICAP-cepBepbl ByAeT HanpaBnATLCA TOMLKO BbIGOPOYHbIM
TpaduK, UK HacTpouTb paboTy ¢ pepmoit ICAP-cepBepoB.

O6Lwue HaCcTPOWKU

Jns Toro, uToBsl HacTpouTs paboTy UserGate ¢ BHeLHUMHU cepepamu ICAP, HE0OX0AMMO BbIMOMHUTL CREAYIOLME Lark:

HaumeHoBaHune OnucaHue

Lllar 1. Cosnate ICAP-cepsep. B pasaene Monutukm 6eac T - ICAP-cepBepbl HaxaTb Ha KHOMKy Jlo6aBuTb 1 cosaatb 0AnH unu 6onee ICAP-cepsepos.

LLlar 2. Co3aath npasusio 6anaHcMpoBKY Ha B cnyuae, ecnu Tpebyetca 6anaHcupoeka Ha pepmy ICAP-cepsepos, co3aath B pasaene MonuTUKKU ceTu - BanaHcuMpoBKa Harpysku GanaHcuposlumk ICAP-
ICAP-cepBepb! (ONLUOHANBHO). cepBepoB. B kauecTBe cepsepoB ucnonbaytotca ICAP-cepBepbl, CO3AaHHbIE HA NpeablayLLem Lware.

B pasaene Monutukn 6esonacHocTu - Mpaeuna ICAP cosaats npasuno, koTopoe ByAeT 3afasarth yCroBua nepeckinki Tpaduka Ha ICAP-cepseps! nim
depMbl cepsepos.

LLlar 3. Cosnatb npasuno ICAP.
BamHo! Mpasuna ICAP NpuMeHAIOTCA CBEpXy BHU3 B CiUCKe npaBun. CpabaTbiBaeT TOMbKO NepBoOe NpaBurio, ANA KOTOPOro COBMany BCE YCNOBHUA, yKasaHHbIE B
HacTpoiKax npasuna.

[inA cosnanna ICAP-cepeepa B pasaene Monutukm 6 >cTh - ICAP-cepBepbl HE06X0AMMO HaXaTb Ha KHOMKy Jl06aBUTL W 3aN0ONHUTL Creaytolme nons:
HaumeHoBaHue Onwucanne
HassaHue HassaHue ICAP-cepsepa.
OnucaHue Onucanue ICAP-cepsepa.
Anpec cepeepa IP-anpec ICAP-cepaepa.
Mopt TCP-nopt ICAP-cepsepa, 3HaueH1e no ymonyaxuio 1344,
Mangumanbubw’l pasmep OnpeaenAeT MakcuManbHbIi pasmep cooblyerus, nepeaasaemoro Ha ICAP-cepBep B kunobaitTax. Mo ymonuanuio: 0 (Teno 3anpoca He 6yaeT nepeaasatbeA Ha ICAP-
cooOueHun cepsep).

Mepuoa NpoBepKU AOCTYNHOCTH

cepeepa ICAP YcTaHaBnuBaeT Bpema B cekyHaax, yepes kotopoe UserGate nockinaetr OPTIONS-3anpoc Ha ICAP-cepBep, 4T06bl yOEeAUTLCA, YTO CepBep AOCTYMEH.

Mponyckatb npu ownbrax Ecnv aTa onuus BrtoueHa, To UserGate He OyaeT nocbinats AaHHble Ha cepeep ICAP B cnyyasx, koraa ICAP-cepsep HenocTyneH (He oTBevaeT Ha sanpoc OPTIONS).

BrntouyeHo - BKOYaeT ucnonb3osaHue pexuma Regmod.

MyTb Ha cepeepe ICAP ans paboTbl B pexume Reqmod . 3aaaiite nyTb, B COOTBETCTBIUU C TPEOOBAHUAMM, YKa3aHHbIX B JOKYMEHTALMN HA UCMONb3yEeMbIit y Bac
ICAP-cepsep. BoamoXHo ykasatb nyTb B popmaTtax:

Regmod nyTe
« /path - nyTb Ha cepeepe ICAP;

« icap:/icap-server:port/path - ykazanue nonHoro URI ana pexuma reqmod.

BKnloueHo - BIIIOYAET UCMONb3oBaHue pexuma Regmod.

MyTb Ha cepeepe ICAP ana paboTbl B pewume Respmod . 3azaiite nyTb, B COOTBETCTBUM C TPEBOBAHUAMM, yKA3AHHBLIX B AOKYMEHTALWM Ha UCMOMb3YeMbIl Y
Bac ICAP-cepsep. Bo3MoXHO ykasaTtb NyTb B popmarax:

Respmod nyTb
« /path - nytb Ha cepsepe ICAP;

« icap:/icap-server:port/path - ykazanue nonroro URI ana pexwuma respmod.

BHKnNtouYeHo - BK/IIOYaeT OTChINKY MMeHU nonb3osatens Ha ICAP-cepsep.

Koavuposatk B base64 - koanposatb UMsA Nonb3oBaTens B base64, aTo MOXET NoTpeBoBaTLCA, €CIIM UMEHA NONb30BaTENel Coaep)aT CUMBObI HALMOHANbHBIX
angasuToB.

Mocbinath MMA nonb3oBatens

HasBaHue 3aronoBka, kotopoe GyAeT MCnonb3oBaTbCa ANA OTNPasku MMeHu nonbaosatens Ha ICAP-cepsep. 3Hauerue no ymonuanuio - X-Authenticated-User.

BrntoueHo - BItoyaeT oTchinky IP-aapeca nons3sosatena Ha ICAP-cepsep.
Mocbinateb IP-anpec
HazBaHue 3aronoBka, kotopoe GyaeT ucnonb3oBaTbes And oTnpasku IP-agpeca nonb3osarens Ha ICAP-cepsep. 3HaueHue no ymonuauto - X-Client-Ip.

BrntoueHo - Brtoyaet otcbinky MAC-aapeca nonb3osatensa Ha ICAP-cepeep.

Mocbinate MAC-aapec
Ha3BaHue 3aronoBka, kotopoe GyaeT ucnonb3osatsca Ana otnpaeku MAC-aapeca nonb3osatens Ha ICAP-cepsep. 3HaueHue no ymonuanuto - X-Client-Mac.

JinA cosnaHnA npasuna 6anaHcupoBku Ha cepsepsl ICAP B pasnene MonuTthku ceTu - BanaHcUpoBKa Harpy3ku HeoBxoanMO BbIOpaTh Tb - b ICAP ¥ 3anonHuTL cneaytoLyve nona:

HaumeHoBaHune Onucaxune

BkntoueHo BrtouaeT unu oTKo4aeT Npasuo.




HaumeHoBaHune Onucaxune

HaseaHue HassaHue npasuna.

OnucaHne Onucaxue npasuna.

ICAP-cepBepb! |[Cnincok cepaepos ICAP, Ha KoTopble GyAeT pacnpeAenaTbea Harpyska, Cos3aaHHbIi Ha NpeablayLLem Lare.

[inA cosaanma ICAP-npasuna Heobxoanmo HaxaTtb Jo6asuTb B pasaene Monutukm 6 U - ICAP-np 1 3anofHUTb HEOBX0ANMBIE MONA.

npumeuauuel'lpaamna MPUMEHAOTCA NOOYepeHO CBEpPXy BHU3 B TOM NOpPAAKe, B KOTOPOM OHM yKa3aHbl B CMUCKE. BbinonHAeTcA TONbKO nepsoe nNpasuno, Anf KOTOPOro coBnanu Bce yKasaHHbIe B HEM ycnosusa.
370 3HaumT, uTo Gonee cneynduUecKue NpaBuna AoMKHb ObiTh BhILIE B CIUCKe, YeM Gonee obLyve npasuna. McnonbayiiTe kKHomku Beile/Hwke, HaBepx/BHWU3 N1 nepeTackuBaH1e MbILbIO ANA U3MEHEHUA
nopaaxa NpUMeHeHWs npasus.

MpumeyaHne4ek6okc MHBEPTMPOBATL MEHSAET IEUCTBIUE YCNIOBUA Ha NMPOTUBOMONIOXHOE, YTO COOTBETCTBYET Nornyeckomy «HE» (oTpuuanme).

H: Onwucanune

BknioueHo BKtouaeT UK OTKIIOYaeT NpaBusio.
HassaHue HassaHue npasuna.
OnucaHue (Onucanue npasuna.

BO3MOXHbI crneaywuiue BapuaHTbl:

MponycTuTsk - He nockinatk AaHHble Ha ICAP-cepsep. Co3aas NpaBusIo C TakUM AeWCTBUEM, aIMUHUCTPATOP MOXET ABHO UCKIIOUUTL ONpeaeneHHbld TpaduK U3 nepechinkk Ha
cepeepsl ICAP.

JeicTeue
Mepecnarb - nepecnatb AaHHble Ha ICAP-cepsep 1 oxuaats oteeta ICAP-cepsepa. 10 cTaHAapTHbIA pexum paboTsl GonbmHcTea ICAP-cepepoB.

Mepecnatb ¥ UITHOPUPOBATL - Nepecnatb AaHHble Ha ICAP-cepsep 1 urHopuposaTtb oTBeT oT ICAP-cepepa. B atom criyyae, BHe 3aBucumocTu ot otBeta ICAP-cepBepa, AaHHbIE K
nonb3oBaTesnto yxoaaT 6e3 MoaduKaLuu, Ho cepaep ICAP nosyyaeT nosHyo KOMMIO NOMb30BaTENLCKOro TpaduKa.

ICAP-cepBepbl |[ICAP-cepsep nnu 6anaHcuposmk cepeepos ICAP, kyaa UserGate 6yaeT nepecbinath 3anpocsl.

3oHa, cnucku IP-aapecos, cnucku reo IP-aapecos, cnnckn URL UCTouHMKa Tpaduka.
Cnincok URL AomkeH BKtoYaTh TOMBKO MMEHa IOMEHOB.
BamHo! CTpOKM C CUMBOSIOM ™' B TaKMX CNMCKax He paboTaroT (MrHopUpytoTcs).

Kaxaele 5 muuyT UserGate npou3soanT paspelleHne A0MeHHbIX MMeH B IP-aapeca u XpaHWT NosyyYeHHbI pesynbTaTt BO BHYTPEHHEM Kalle Ha Bpema »u3Hu DNS-3anucu. Mo ncteuenuu

UcTouHMK
BpemeHH xu3Hn UserGate aBTomaTnuecku oGHoBNAET 3HaueHune |P-aapeca.
BamHo! O6paboTka Tpaduka NpoUCXOANT MO CreAyOLLeN oTUKe:
«» ycnosua obbeanHatotca no UIN, ecnu ykasaHbl HECKOMBKO CncKoB IP-aapecos u/mnm A0MeHOB;
« ycnosusa obbeanHatoTca no M, ecnu ykasaxsl GeolP v cnucku IP-aapecos u/unu AOMEHOB.
Monb3osarenu (Cnucok I'IO"II:.SOBaTeJ'Iel:i, rpynn, AnA KOTOpbIX NPUMEHAETCA AaHHOE NpaBuno. Mory'r 6bITb MCMONBL30BaHLI NOMb30BATENM TUNA Any, Unknown, Known. ,[ll'lﬂ NPUMEeHeHUsA npasun K
[KOHKPETHbBIM NO/b30BaTENAM UK K NONb30BaTENAM TMna Known HeOéXOﬂHMO HacTpouTb H.ﬂeHTVIq)MKaL[MKJ nonb3oBaTene.
IP-anpeca, GeolP unu cnuckn URL (xocTOB) HasHaueHua Tpapuka.
Cnncok URL aomxeH BKItOYaTh TOMBKO UMEHA IOMEHOB.
Anpec BamHo! CTpoKM C CUMBOSIOM ™' B Tak1X CnucKax He paboTaroT (MrHopUpytoTcs).
HasHaueHnA BamHo! O6paboTka Tpaduka NPOUCXOANT MO CIIeAYIOLLEeN NOTUKe:
« ycnosua o6beanHaiotea no UK, ecnn ykasaHbl HECKOMBKO CIMCKOB |P-aapecoB u/nu AOMeHOB;
« ycnosua o6beanHaloTea no W, ecnu ykasaHbl GeolP 1 cnucku IP-aapecos n/nnu JOMeHOB.
Tunbl (CNUCKM TUMOB KOHTEHTA. MpesyCcMOTpeHa BOMOXHOCTb yNpaBneHUA BUAEOKOHTEHTOM, ayIMO KOHTEHTOM, M30OPKEHUAMH, UCTIONHAEMbIMM painamMi 1 ApYruMn TUNami. AAMUHUCTPATOPbI
KOHTEHTa Tawke MoryT cosziaBaTk COGCTBEHHBIE MPYNMbl TUMOB KOHTEHTa. Bonee Noapo6HO 0 paboTe C TUNAMK KOHTEHTA YuTaliTe B rnase Tunbl KOHTEHTa.
Kateropuun Cnucku kateropuit UserGate URL filtering.
URL Cncku URL.

HTTP meton | |MeToa, ucnoneayemslit B HTTP-3anpocax, kak npasuno, ato POST unu GET. Ecnu He ucnoneayetca SSL Inspection, To BoamoxHo npumenexne metona CONNECT.

BO3MOXHbI BapHUaHTbI:

o HTTP - Be6-Tpaduk.
Cepauc » SMTP - noutoBblit Tpaduk. Mucbma GyayT nepesaHsl Ha cepeep ICAP B Buze cootsetcTaytoero MIME-Tuna.
« POP3 - noutoBblit Tpaduk. Miucbma ByayT nepeaaHsi Ha cepeep ICAP B Buae cootsetctaytowero MIME-Tuna.

BamHo! MNepea ucnonbsosarnem cepsiucos SMTP u POP3 B npasunax ICAP Heo6x0aMMO CO3AaTb NPaBKio 3aLyuThl MOYTOBOrO Tpaduka ANA AaHHbIX CEepBHUCOB. MNoapobHee o 3awyuTe
Hnoumsoro TpaduKa cMOTpUTe B paszesne 3alimta noYToBoro Tpaduka.

Pa6ota ¢ Heckonbkumu cepsepamu ICAP

UserGate noaaepxusaet paboTy ¢ Heckornbkumu cepsepamm ICAP. B obliem cnyyae 6e3 6anaHcupoBku AaHHble nepeaaiotca Ha ICAP cepBepa no MopAAKY WX NepeuncneHus, B criyyae ecnu cepsep ICAP He
oteeuaeT: noseaeHne UserGate 3aBucuT oT HacTpoiiku JewicTeue B npasunax ICAP:

« Mponyctuts - 3anpoc He nepenatotca Ha ICAP cepsep

« Mepecnate - 3anpoc nepeaaeTca Ha CepBEP U OXMAAETCA OTBET, ECTIM OTBET HE NOCTYNAET, 3aNpPOC OTNPaBNAETCA CreaytoLemy no cnmcky ICAP cepeepy.
« lMepecnaTe M UTHOPUPOBaTL - 3aNPOC NEPEAAETCA Ha CEPBEP, OTBET HE OXUAAETCA.

BanaHcupoBka Harpy3ku ICAP cepBepoB

B UserGate BoamoxHa 6anaHcuposka Harpysku Ha ICAP cepsepa. Pean1soBaTth 3T0 BOSMOXHO ABYMS crioco6amu:


http://docs.usergate.com/tipy-kontenta_142.html
http://docs.usergate.com/zashita-pochtovogo-trafika_127.html

1. BanaHcuposwmk ICAP cepsepoB:
JInA HacTpoWkK Heo6XoAUMO:

« Cospatb 06bekThl Cepepsl ICAP B nyHkTe MeHio UserGate -» Monutuku 6 ™M - ICAP

CeoiicTBa ICAP-cepeepa @
E o

KaK ykasaHo B NpumMepe Huxe:

HaspaHne: Cepeep ICAP-1
OnucaHue:

Agpec cepsepa: | 10.10.10.1
Mopr: 1344 -
MaKCHMANLHBIR pasMep coobLLeHUA: 512 s KB

YeTaHoBMTE B 0, uTofbl OTKNIUNTE.
Mepwog npoBepkn AOCTYNHOCTH cepeepa ICAP: 60 < cexyHa

TMponycKaTs MK CLUKBKAX: O

(o | _omens

« Cospartb "BanaHcuposiymk ICAP", ana aToro B nyHkTe UserGate - MonuTukm ceTu - BanaHcMpoBKa Harpyaku , cneayeT Haxatb KHOMKy JoBaBUTb 1 BLIOPATL NYHKT
ICAP, nanee yctaHoBuTb YeKGOKC BKMtOUEHO 1 BBECTH HasBaHMe GanaHCMpPOBLYMKA:

BanaHcMpoBLUWK cepBepos ICAP ]
Lo [ITTEY ICAP-cepeephl

Brniouero:

HassaHue: | GanaHcuposLwmk [CAP - 1

‘OnwcaHue:

[com | _omens

« Janee Ha Brnaake ICAP-cepBepbl, Heo6x0aMMo A06aBUTL paHee cozaaHHbie ICAP cepepbl UCMONb3yA KHOMKy Jo6aBuTb:

Buibop ICAP-cepeepa
ows] [r-]

Haseanue

Cepeep ICAP
Example ICAP server

JAoBaBnTh 3aKpbiTh

« W Haxartb kHonKy CoxpaHuTe. B pesynbtate Gyaet cosnaH BanaHcuposumk ICAP:




v # UserGate
, BanaHcUpoBKa Harpysku
© HacTpoitk

B2 Ynpasnexue yCTPORCTEOM
o AMUHICTPATOPS!
& Ceprudmrkatsl
v & CeTw °
L2 30HB
W VHTepmeicsl
A, Wnoser ICAP EBanancuposwwk ICAP Eﬂ Cepeep ICAP
CZ DHCP ol Example ICAP server
3 DNS
“v* BupTyansHble MapLpyTHIATOPS!
=, weep
+ 4 Monsaosateny u ycTpoiicTsa
B rpynnei
2 Mons3sosatenu
s CEpBEpEl aYTEHTHCMKALIMN
L Mpodwmni ayTeHTduKaLHm
¥ Captive-nopran
i Captive-npocpnnm
&2 TepMUHaNLHLIE CEpBe Ll
i@ NMpodmnn MFA
L3 Monutuim BYOD
L} ¥crpoiicTea BYOD
w o [TONWTHEN CETH
S MemceTeBoi 3KpaH
B NAT u mapwpyTvzayma
=, GANaHCMpOEKA HArpY3kH
£} NMponyck+an cnocoBHocTs
+ U Monutukm BesonacHocT

o ModaBUTbL ¥ PefakTHpOBaTh YaanuTe BrNHOYNTE OTKNHYUTE f:J

Twn GanaHcHpoBLMKA Haseanue Mpodmnu

-
« [Mocrne aT0ro MoXHO GyAeT BbIOpaTh Co3aaHHbIN HanaHcMpoBLLuK B HacTpoiike ICAP-npaBun.

BHumaHue![JaHHbI cnocob 6anaHcMpoBKkY He npoBepaeT AocTynHocTb ICAP cepeepoB yyacTsytowmx B 6anaHcuposke. B cnyuae HeaoctynHocti ICAP cepsepos, noseaeHue UserGate 6ynet
pernameHTUpoBaThCA 3HaYeHneM HacTpoiiku Jescraue B ICAP npasunax(cm. Beille).

BanaHcuposka TCP\IP

anMeHaHMeﬂaHHblﬁ cnoco6 6aﬂaHCMpOBKM ICAP cepBepoB ABMAETCA NPeAnOYTUTENbHLIM, XOTb U Bonee CNOXHbIM, U3-3a HANU4YMA MexaH1M3mMa NpoBepKU AOCTYMHOCTU U aBapMﬁHOI’O pexuma.
Bropoit BapuaHT 6anaxcuposky cepsepos ICAP BoaMoXeH ¢ ucnonb3osaHem BanaHcuposumka TCPAIP.

« Bwmenio UserGate - Monutuku cetn - BanaHcUpoBKa Harpyakm Haxvmaem kHonky Jlo6asutb Buibupaem B [ TCP\IP, y HasBaHue, BUPTyanbHbii IP agpec 6anaHcupoBLyvKa
(oauH n3 uHTepdeiico UserGate), nopt peanbHoro cepsepa ICAP (no ymonuanuio 1344):

BRueHo: W

Hazganme: Banancuposwwmk ICAP (TCRUP)
OnucaHue:

IP-agpec enpryaneHoro cepeepa:  10.0.0.1 -

Mopt: 1344 =
Mpotokon: TCP -

MeToy, GanaHcnpoBsu: ‘Weighted round robin -

[comenr, | onen |

« Ha Brnaake PeanbHble cepBepbl HYXHO ykasaTb IP aapeca 1 nopthl peanbHbix ICAP cepBepoB, pexum paboTel crieayet Boibpate MackapaauHr ¢ noameHon IP-ucTouHmka (SNAT) :




IP-agpec:  10.10.10.10
Mopr: 1344 -

Bec: 50

i

Pexwvn: MackapafuHr ¢ nogMeHoi IP-ucTouHnka (SNAT)

« Ha Brnaake AsapnitHbii peXvM, MOXHO yKasaTb pesepBeHbii cepsep ICAP, KOTOpbI MPUMET 3anpockl B C/lyyae HeAOCTYNHOCTM OCHOBHbLIX cepeepoB ICAP. Mpumep HaCTPOWKW NpUBEAEH HUKe:

gy (Y

BimoueHo: v
IP-agpec:  10.10.10.13
MopT:

Pexmm: Mackapagnhr ¢ nogmeroi IP-ncTouruka (SNAT) -

CoXpaHuTL OTmeHa

« Ha BKiaaKe MOHUTOPUHI MOXHO HaCTPOUTL NapameTpsl NPOBEPKM AOCTYNHOCTH CEPBEPOB, YYaCTBYIOLLMX B anaHCMPOBKE, MOXHO BbIGpaTh METOA, MHTEPBAN NPOBEPKU U KOMIMYECTBO HEyAaUHbIX MOMbITOK,
LNf NPU3HAHMA Y31a HEAOCTYMHbIM. MPUMEp HACTPOMKU NPUBEAEH HUXKE:

(T e e i

Pexim: connect -

Cepauc: tcp

3anp

Om1AAEMEIR OTBET:

MuTepean npoBeprM: 60 T (B cekyngax)
Bpema oxugaHns: 60 T (B cenyHgax)
Yucno HeygauHbx nonemok: 10 -

MpumeuanneMetoa Connect nposepku cepsepa NO3BOMNAET NPOBEPUTL, HTO CepBep OTBEYaeT No yKasaHHOMY nopTy. OTO HaZiexHee MeToda ping.
« Tenepb MoxHO cosaath ICAP cepsep Ucnonb3ya BupTyanbHbii IP agpec 6anaHcuposiymka TCP\IP 1 aAanee ucnonb3osaTth 3T0T cepeep B npasunax ICAP.



3alyuTa no4TOBOro Tpaduxa

Version: 5.x, 6.1.9
Documentation: [#

3awuTa noutoBoro Tpaduka

Mpu HannuMK HacTpoeHHOW NPoBEPKKM NoyToBOrO TPaduka, UserGate NGFW mMoxeT nposepsTb Tpaduk no npotokonam SMTP n POP3. IMAP He noanepxusaeTca, B TOM YUCNE, U NPU HAacTpoiike SSL
UHCNEKTUPOBaHUA.
MpoBepATLCA MOXET M 3aLMPPOBaHHLIA TPAdUK STUX NPOTOKOSOB.

MonnepxueaeTca 2 TMNA NPOBEPKM:
« Gnokuposka SMTP no Hanuuuio IP agpeca cepeepa-oTnpaeuTensa B 0aHoH U3 6a3 DNSBL; Hanbonee 3 PeKTUBHbIA METOA BbICTPO M C MUHUMATbHBIMU 3aTpaTamMu PECYPCOB OTCEUYb COOBLYEHNUA OT
OUEBMAHBIX U ABHbIX CNAMEPOB;
« MapKupoBKa COOBLLEHUH Mo pesynbTaTaM NPOBEPKU Ha Cnam; TPeByeT HanMuMaA Takke N1LeHsun Ha Moaynb Mail security.
BHumanue! Bnokuposka no pesynbtatam aHTucnam nposepku HE pexomeHayetca. PekomeHayeTca NpuHATHUE peLlierna "cnam/He cnam” Ha CTOPOHe NoYTOBOro cepeepa (MM A0NONHUTENLHOTO aHTUcnam
NPUNOXeHUs), FAe MapK1poBka BeicTaenAeman UserGate NGFW Gbina Gbl 04HAM 13 KpUTEPHEB, C BOMBLUMM BECOM.
MocMoTpeThb CTaTUCTHKY PaBoThl @HTUCTaM MOAYNA MOXHO B AaLLBGOPAE, NOAKIIOUNB COOTBETCTBYIOLLME BUAKETLI "CBOAHBIE NOKA3ATENM 3aMUThl NOYTHI" UK "TPaduKkK1 3aLUTLI NOYTHI".

BaHo! B xypHanax pabota aHTucnama He oToGpaxaeTc.

B HacTpoiikax aHTMCnaM MOXHO 3aAaTh Kak Genblid, Tak 1 YepHbii cniucok |P aapecos. 3aeck peyub MAET MMeHHO 00 IP agpecax, OT KOTOpbIX cpasy He ByeT NPUHUMATLCA COEAMHEHNE (ANA YepHbIX CIMCKOB) 6e3
aHanuaa Kakux-To A0NONHUTENbHbIX AaHHbIX. B cammx npasunax MOXHo ﬂOGaBJ’IﬂTb CMUCKKN aapecoB Ha BKNaakax envelope from/ el‘lVelOpe to. Ecnus npasvne ﬁy,ﬂeT CTOATb ﬂeﬁCTBMe EJ'IOKMpOBaTb, TO 3TO
npasuno Byaet paboTaTb Kak YepHbIi CIUCOK, ecrnu MponycTuTs — Kak Genbli.

B 3TWX Cn1cKax MOXHO MCMOb30BaTh CUMBOS * B 3HAUeHUn "ntoboit". To ecTb *@domain.com o6o3HayaeT BCe aapeca 3Toro AoMeHa.

Paﬁﬂeﬂ 3amMTa no4yToBoOro Tpad}MKa No3BONAET HACTPOUTL NPOBEPKY TPAH3UTHOrO NOYTOBOrO Tpa¢MKa Ha npeameT Hanu4yuA B Hem CI'IaM-COOéLL[eHMl:i. I'Iouaep»(waaercn paéOTa C NOYTOBLIMM NPOTOKONAMMU
POP3(S) n SMTP(S). 3awurta noutoBoro Tpaduka TpedyeTt Hanmuma COOTBETCTBYHOLLEro Moayna B nuueHaun UserGate.

Kak npaBuno, Heo6XxoaMMo 3aLyuLLaTh MOYTOBLINA TPADUK, BXOAALLWIA U3 MHTEPHETA HA BHYTPEHHUE MOYTOBLIE CEPBEPLI KOMNAHWH, U, B HEKOTOPLIX CIy4anX, 3allMLLiaTh UCXOAALLMIA NOYTOBLIA TPApHK OT CEPBEPOB
UMK NONb30BATENbCKUX KOMMbIOTEPOB.

JinA 3almMTbl NOYTOBOro TpaduKa, NPUXOAALLETO U3 MHTEPHETA Ha BHYTPEHHWE NOYTOBbLIE CepBEPLI, HEOBX0ANUMO:

HaumeHoBaHnue Onucanune

o CwmoTpuTe pasaen Mpasuna DNAT. PekomeHayeTca co3aath oTaenbHble npasuna DNAT ana SMTP u POP3 npoTokonos, a He ny6nukoeatk o6a
LLlar 1. Ony6nuKoBaTb NOYTOBLIN CepBeEp B ceTb UHTEPHET.
NpoTOKONa B 0AHOM npasune. OBA3aTENLHO YKaXMUTE B KauecTBe cepeuca npotokon SMTP, a e TCP.

LLlar 2. Bxntounts noaaepxky cepesucos SMTP(S) u

- Q 7 .
POP3(S) B 30He, NOAKMIOYEHHON K ceTU MHTEpHeT. (CmoTpuTe pasaen HacTpoiika sou

Llar 3. Co3aatb npasuna 3awuThl NOYTOBOro TpaduKa. Cospatb HeDGXDLlMMbIe npasuna 3awuThl NOYTOBOro TpaduKa. Bonee HOﬂp06H0 co3aaHue npasun ONUCaHO HUXe B 9TOM rnase.

Jnf 3aLMThl NOYTOBOrO TPadHKa B CydasXx, Koraa He TpedyeTcs Ny6IMKoBaTL NOUTOBIA CEpBEp, ASHCTBUA CBOAATCA K CRIEAYIOLMM Luaram:

HaumeHoBaHue Onucanune

LLiar 1. CoszaTth npasuna 3aluThl NOYTOBOro Tpaduka. (Cosnate Heo6xoaUMbIe MpaBMNa 3aLMTLI NOYTOBOrO Tpaduka. bonee noapo6HO cosaaHKe NpasBun ONUCAHO HUXE B 3TOM rMase.

Jinf HACTPOIKK NPaBMn GUbTPALMK NOYTOBOTO TpadHKa HEOBXOANMO HaxaTb Ha KHOMKy Jlo6aBuTk B pasaene MonuTukk GeonacHocTH > 3aluTa NOYTOBOrO TpaduKa W 3anoNHUTL NOMA Npasuna.
Mpumeuanunellpasmna NPUMEHAKOTCH NOOYEPEAHO CBEPXY BHU3 B TOM MOPSAAKE, B KOTOPOM OHW yKasaHbl B CIUCKE. BINOMHAETCA TONLKO NepBoe Npasuio, ANA KOTOPOro COBMasu BCE YKasaHHbIE B HEM YCOBHS.
310 3HAYUT, 4TO Bonee CI'IeLqu)M"IeCKMe npasuna A0SMKHbI BbITh BbILLE B Cnucke, 4em 6onee DGLLMG npasuna. MCI'IOJ'II:SyﬁTe KHOMKK BbIUJe/HM)Ke, HaBer/BHMS Wnu nepetacknuBaHWe Mblllbio ANA U3SMEHEHUA
nopAAKA NPUMEHEHUA NpaBui.

anMeHaHMeECﬂM He C034aHO0 HX 0AHOro npasuna, 1o NoYTOBbIN TpaduK He nposepaeTcA.

r‘,. na CpaﬁaT al npasuna HeOéXOﬂMMO, 4yT06HI COBNANY BCE YCNnoBu1A, yKaszaHHble B napameTpax npasuna.
HaumeHoBaHue OnucaHue
BknioueHo BKtoYaeT UK OTKIOYAET NpaBuIIo.

HassaHue HassaHue npasuna.

OnucaHue (Onucanune npasuna.

JlevicTBre, NpUMeHAEMOe K MOYTOBOMY TpadUKy Npu COBNaAEHUM BCEX YCMOBUIA Npasuna:
« MponycTuTe — nponyckaet Tpaduk 6e3 U3MEHEHUH.
JevicTBue « MapkupoBaTh — MapKupyeT NoUYTOBbIE COOBLUEHMA CNeLMasbHbIM TAroM B TEMe MUCbMa UK IONONHUTENbHOM nose.
« BnokupoBarth ¢ oWM6KoH — GIOKMPYET NUCLMO, NP 3TOM coobLuaeT 06 owwnGKe AocTasku nucbMa cepaepy SMTP ana SMTP(S)-Tpaduka unu kineHty POP3 ana POP3(S)-Tpaduka.

« BrnokupoBatb 6e3 olWwn6KKU — BMIOKUPYET NUCLMO 6e3 yBEAOMMNEHNS O BIOKUPOBKE.

MeToa npoBepku NOYTOBOrO TpaduKa:

« Mposepka aHTUcnamom UserGate — nposepAeT NOYTOBLIA TPAPUK HA HanMuKe cnama.

Mposepka
« DNSBL npoBepka — aHTcnam-npoBepka ¢ nomoLlbio TexHonornn DNSBL. Mpumenuma Tonbko k SMTP-tpaduky. Mpu nposepke noutoBoro Tpaduka ¢ nomolybto DNSBL IP-aapec
SMTP-cepBepa oTnpasuTens cnama 6nokupyetca Ha atane cosznaHna SMTP-coeAnHeHuA, 4TO NO3BONAET CYLLECTBEHHO Pa3rpy3uTb APyrie MeToAbl NPOBEPKM NOUTLI Ha cram.
3aronosok Mone, KyAa NomMeLLaTb Ter MapKUPOBKK.

MapkupoBKa  |[TexcT Tera, KOTOPbI MapKUPYET MUCHEMO.
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HaumeHoBaHune OnucaHue

3oHa, cnucku IP-aapecos, cnucku reo IP-aapecos, cnncku URL ucTouHMKa Tpaduka.
Cnncok URL aomxeH BKtoYaTh TOMBKO UMEHA IOMEHOB.

BamHo! CTPOKK C CUMBOSIOM '*' B TakuX CTIMCKax He paboTatoT (MIrHOPUPYHOTCH).

Kaxable 5 MuHyT UserGate nporsBoauT paspeLueHire JOMEHHbIX MMeH B |P-aapeca v XpaHUT MonyUYeHHbI PesynbTaT BO BHyTPEHHEM Kallie Ha Bpems xwu3Hu DNS-3anucu. Mo ucteueHnu
McTouHuK BpeMeHu xun3Hu UserGate aBTomaTuyecku oGHoBNAeT 3HadeHue IP-aapeca.

BamHo! O6paboTka Tpaduka NPOUCXOANT MO CrIeAyOLLeN NoTuKe:
« ycnosua o6beanHaoTea no UK, ecnn ykasaHbl HECKOMBKO CMIMCKOB |P-aapecoB u/nu AOMEHOB;

« ycnosua o6beanHaloTea no W, ecnu ykasaHbl GeolP 1 cnucku IP-aapecos n/nnu 1OMEHOB.

IP-anpeca, GeolP unu cnuckn URL (xocTOB) HasHaueHua Tpaduka.

Cnncok URL aomxeH BKtoYaTh TOMBKO UMEHA IOMEHOB.

BamHo! CTPOKK C CUMBOMIOM '*' B TakuX CrIMCKax He paboTatoT (MIrHOPUPYHOTCH).

HasHaueHue
BamHo! O6paboTka Tpaduka NPOUCXOANT MO CreAyoLLeN NOTUKe:
« ycnosua o6beanHaiotea no UK, ecnn ykasaHbl HECKOTBKO CMIMCKOB |P-aapecoB /nnm AOMEHOB;

« ycnosua o6beanHaloTea no U, ecnu ykasaHbl GeolP 1 cnucku IP-aapecos n/nnm JOMEHOB.

Monb3oBaten ||Monb30BaTeNy UNK rpynnbl NONL30BATENEN, K KOTOPLIM NPUMEHAETCA AHHOE NPaBUIO.

Cepsuc MouToBkli npoTokon (POP3 unu SMTP), k koTopoMy ByAeT NPUMEHEHO JaHHOe NMPaBMIIo.

Envelop from ||MouToBhbIi aapec oTnpasuTensa NcbMa, yKasaHHblii B none Envelope from. Toneko ana npotokona SMTP.

Envelop to MouToBbI aapec aapecata nucbMa, yrasaHHbli B none Envelope to. Tonbko ana npotokona SMTP.

PexomMeHayeMble HaCTPOMKM 3aLLMThI OT Cnama creaytoLme.
Jna npotokona SMTP(S):

« lepsoe npasuno B cnucke — 6nokuposka ¢ nomowybio DNSBL. Pekomenayetca octasuts cnincku Envelope from/Envelope to nycteimu. B atom cnyuae DNSBL GyaeT oTOpacsiBaTh NOAKIIOUEHNS
SMTP-CGDBBPOB, 3amMeyeHHbIX B pacnpocTpaHeHuu cnama, elle Ha atane KOHHeKTa. an Hanuuuu email aZpecaToB B 3TUX CMUCKax cuctema éyﬂeT BbIHY)XAEHa NPpUHUMATbL COOﬁLLleHMF! yenukom ana
aHanuaa 3TUX NOMew, YTO YBENUYUT Harpy3Ky Ha CepBep W YXyALIMT NPOU3BOAMTENBHOCTL NPOBEPKM NOYTOBOrO TPadHKa.

« BTopoe npaBuno — mMapkMpoBKa nuceM ¢ nomMoLLbio aHTucnama UserGate. 34ecb MOXHO UCTONb30BaTh NtoBble UCKIoYeHA, B ToM uucne u no  Envelope from/Envelope to.
Jina npotokona POP3(S):
« [leiictBe — MapkupoBaThb.

« lposepka — AHTncnam UserGate.

HacTtpoitku aHTMcnama

HacTtpowku BATV
BATV (Bounce Address Tag Validation) — TexHonorus, nomoratowian pasnuyatb peanbHble BO3BpaThl NMCEM OT BO3BPATOB cnama.

Moanenka aapecos oTnpasuTenei (0COBEHHO Tex, KTo He ucmonbayeT SenderPolicyFramework u YahooDomainKeys AnfA 3aluTsl OT N0AAENKNA CBOMX aAPECOB) LUMPOKO NPUMEHAETCA cnaMmepamu. YacTb cnama
npuHUMaeTcA MX'amu I'IOﬂy‘-IaTeI'Iel:i, HO Npu1 HeaAoCTaBKe Ha Cﬂeﬂy}OU.lMﬁ cepsep — Te|ay MOXeT BO3BpaLlaTbCA OTNPaBUTENHO. A TaK Kak ajapec otnpasutena I'lOlZlﬂeJ'leblﬁ, peaneHble HeBUHHbIE Briagaenblbl
aApecoB Momny4aoT BO3BpaT Crnama, KOTOpbIi He NOCkiNani. Takke 4acTb NMCEeM Cram-pacChiiok MacKUPyEeTCA NOA BO3BPALLAeMble MUCbMA, NOCKOSbKY HEKOTOPbIE aHTUCTaM-MPOBEPKM NPEANosiaratoT, YTo
BO3BpaLjaemMble NMCbMa He MOryT coaepxaTb CI'IaM-CDOﬁLLlEHMﬂ, 4emM U NONb3YHTCA 3/T0YMbILLUNEHHUKH. ,Elﬂﬂ OT/IMYMA peanbHblX BO3BpaLlaemMblX MMCeM OT NOAAENbHbIX U MPUMEHAETCA TEXHONOMMA BATV.

Otkntoyatb npuem Bo3BpaLiaemMblX MUCEM Hemb3A, T.K. 3TO HapyLaeT CBA3HOCTb CeTU (HOpMaanble nucbMa TOXe MHOrAa He A0CTaBNATCA U EOSEpaLL[aPOTCﬂ), noaromy TpeéyeTCH KaKk-TO 0TniM4aTb HopMasbHble
BO3BpaThl OT BO3BpALLAEeMOro 4yXoro cnama. Toraa v 6eina npeanoxeHa TexHonorua BATV. Ucnonbaosanue BATV MOXeT BbiTb NONE3HO B TEX cucTemax, rie KOHTeHTHble GpUNbTPbLI Cnama He CrnpaBnAlTCA C
JAeTeKTMpoBaHWeM cnama B BO3BpallaemMbiX NnMcbMax.

MoxeT BbiTb BKOYEHA, MO0 BhIKMtOUeHa. Jpyrix HAaCTPOEK He npeanonaraeTca.

CepBepbl DNSBL

DNSBL nposepka — aHTUcnam-nposepKa ¢ noMoLLbio TexHonorn DNSBL. Mpumernma Tonbko k SMTP-Tpaduky. Mpu nposepke noutoBoro Tpaduka ¢ nomouiblo DNSBL IP-aapec SMTP-cepsepa otnpasutena
cnama 65okupyeTca Ha atane cosfaHua SMTP-coeanHeHUs, 4TO NO3BONAET CYLIECTBEHHO Pa3rpy3nThb APYrie MeTOAbl NPOBEPKM MOUTLI Ha Cnam.
DNSBL unu cnam-6asa — 9T0 YepHblit CIMCOK IOMEHHbIX UMEH W ip-aipecoB, 3aMeyeHHbIX B PACpOCTPaHEHNUH Criam COOBLLEHHA.

BHuMaHue!lNosBREHUE B 9TOM CMMCKE TOrO UM MHOTO CepBepa, He ABNAETCA OJHO3HAYHBIM MPU3HAKOM NPUHAANEKHOCTM MUCEM C 3TOro cepBepa K Cnam-pacchinikam. HacToTa NoxHbIx cpabaTbiBaHuit B aToi
TEXHOMOrMM 3aBUCHT OT UCMONb3yemblx crivckoB DNSBL 1 onpesenaetca uHansuayansHo. B niobom cnyyae, noneneHue cepeepa B cnuckax DNSBL A0mKHO KBanndULMpoBaTbCs Kak AONOSTHATENbHbIM, HO HE
OCHOBHO NPU3HAK CMam-pacChisiku.

B cetn CyLeCTBYHOT AECATKU Pa3NTUYHbIX DNSBL, Ka)KJ.'lbIljl U3 KOTOPbIX UCMONb3YEeT CBOU coBCTBEHHBIE Kputepuu ana ,ClOéaBﬂeHMF! W UCKIOYEHNA U3 CBOETO cniucka P ajapeca unu aomeHa. BonbLlwWHCTBO cnam-
$UNLTPOB UCTONbL3YIOT pasnuyHble DNSBL AnA npoBepku TOro, 4ToObl BXOAALLME NEKTPOHHBIE MUCbMA HE OTNPAaBANUCH C CATOB, AOMEHHbBIE UMEHa KOTOPbIX 3aHECeHbI B YepHbIi cncok. Kak npasuno, DNSBL
ABNAIOTCA NEPBOWA IMHMEN 3aLLUTLI OT Criama.

Hanpumep, B cnincok cepeepoB AobasnsAtoTcA aapeca cepsepoB DNSBL: cbl.abuseat.org, zen.spamhaus.org 1 T.4. Benblit 1 YepHbIit CNMCOK A06aBNAET Nk yGUpaeT onpeseneHHbIe aapeca 13 3Toi NPOBEPKU.

Benbiit cnucok DNSBL

Cnucok cepsepoB UckoueHHbIx n3 DNSBL nposepky.

YepHbi cnucok DNSBL

Cnu1cok 3anpelLlyeHHbIX CepBepoB B AOMOSTHEHUE K TEM, YTO ecTb B cnuckax DNSBL.



3awmTa ot DoS aTak

Version: 5.x, 6.1.9
Documentation: [#
UserGate no3BonAeT rpaHynIMpoBaHO HACTPOUTL NapamMeTphbl 3aLuThl CETH OT ceTeBoro ¢nyaa (ana npotokonos TCP (SYN-flood), UDP, ICMP). Mpy6an HacTpoiika NpoM3BOANTCA B CBOMCTBAX 30H (CMOTpUTE

pasaen Hactpoiika 30H), Bonee ToYHasA HACTPOIKa NPOU3BOANTCA B AAHHOM pasaene. Mcnonbaya npasuna sawmtsl DoS, aAMUHUCTPATOP MOXET yKasaTb Cnelnduyeckue HacTPOKK 3alumuTel oT DoS artak ans
OnpeaeneHHoro cepeuca, NPOTOKONA, MPUIOKEHUA U T.M. YTo6LI co3aath npasuna 3awutel DoS aaAMUHUCTPaTOPy HEOBXOAMMO BHINOMHUTL CIEAYOLLME Lark:

HaumeHoBaHue Onucanue

LLlar 1. Cosaartb npodunu DoS sawuTsl. B pasaene Monutuku 6esonacHoctu - NMpodunu DoS HaxaTb Ha kHonKy Jo6aBuTb 1 co3aaTh 0auH Unu Bonee npodunei DoS sawuTsI.

LLlar 2. Cosaatb npasuna sawmtel DoS. ||B pasaene Monutuku 6esonacHoctu - Mpasuna sawutel DS cosaaiTe npasuna, UCNonb3ays NPOGUNN 3aLNTLI, CO3AAHHBIE HA NPEeablayLYEM Lare.

Hactpoitka npopuns sawmtel DoS noao6Ha HacTpoiike 3awwuTel oT DoS Ha 3oHax UserGate. Mpyu cosaaqum npoduna HEOOX0AMMO yKasaTb CriedytoLyve napameTpb:

Hauwmel OnucaHue
HassaHue HassaHue npogpuna.
OnucaHue (Onucanune npopuna.

JlaHHan HacTpoiika perynupyeT, 6yaet nu UserGate cyMMUMpoBaTh KOTMUECTBO NaKeToB, MPOXOAALLMX B CEKyHAY, AnA Bcex |P-aapecoB UCTOYHUKA TpaduKa, uiu ByaeT Npou3BOAUTL NOACHET
ArperupoBatb |[MHAMBMAYyanbHO ANA Kaxaoro |P-aapeca. B cnyyae aktBaummu JaHHOH HACTPOMKM HEOOXOAMMO yCTaHaBnNMBaTh A0OCTATOYHO BLICOKME 3HAYEHUA KONMYECTBA NAaKETOB/CEK B HACTPOMKaxX
3aknanku 3awmta DoS v B 3axknazke 3awuTa pecypcos.

JlaHHaA HacTpoiKa No3BONAET yKasaTb napamMeTpbl 3alyuTbl OT ceTeBoro ¢pnyaa anda npotokonos TCP (SYN-flood), UDP, ICMP:

« TMopor yBefOMNEHHA - Npu NPEBbILLIEHUN KONIMYECTBA 3ANPOCOB HaJl YKasaHHbIM 3HAYEHUEM MPOUCXOANT 3aNUCh COOLITUSA B CUCTEMHBIN XYPHAT.

3awmra DoS
. I10por 0T6pacblBaHMﬂ NaKeToB - NPU NPEBbILLIEHNN KONMYEeCTBa 3anpoCcoB HaA yka3aHHbIM 3Ha4YeHUeM UserGate HauuHaeT OTﬁpaCblBaTh nakeTbl, U 3anucbiBaeT AaHHOe cobbiThe B
CUCTEMHBI XypHan.
JlaHHan HaCTPOMKa NO3BOMAET OrPaHUYUTL KOSTMYECTBO CECCUM, KOTOpbIE ByAyT paspeLleHbl AnA 3aMuLLaeMoro pecypca, Hanpumep, onyGrIMKoBaHHOTO cepaepa:
UT .
33”" a « BknroueHo: BrItOYaET orpaHuyeHue KonuyecTea ceccuu.
pecypcoB

« OrpaHM4MTbL YMCNO CECCUI: 3aaeTCA YUCTIO CECCUI.

Yro6bl coznats npasuno sawutbl DoS, HeoBxoanMo HaxaTb Ha kHorky Jlo6aenTb B pasaene Monutuku 6esonacHocTu - Mpasuna 3awuTbl DOS 1 ykasaTb HEOOXOAUMBIE NapameTpbl.

I'Ipumeqauuel'lpaamna MPUMEHAKTCA NOOYEepeAHO CBEPXy BHU3 B TOM NOPAAKE, B KOTOPOM OHU YKa3aHbl B CMUCKE. BbinonHaeTcA TONbKO nepeoe Npasuno, 458 KOTOPOro coBnanu BCe yKasaHHbIe B HéM ycnosua.
310 3HAYMT, YTO Gonee cneuuduryeckre npasuna A0MKHbI 6biTh Bbille B CMucKe, Yem Bonee 06LI.|I49 npasuna. Mcnonmyiﬁe KHOMKM Bbiwe/Huxe, HaBer/BHMS Wnu nepetacknBaHue Mbllbto ANA UBMEHEHUA
nopAAKa NpUMeHeHuA npasun.

MpumeyaHne4ekbokc MHBEPTMPOBATL MEHSAET IEUCTBIUE YCNIOBUA Ha NPOTUBOMONIOXHOE, YTO COOTBETCTBYET Nornyeckomy «HE» (oTpuuarme).
BHumanue!3awumta ot DoS atak paGoTtaet TONLKO AN TPAH3UTHOrO TpaduKal

HaumeHoBaHue Onucanue
BrnioueHo BKtouaeT UK OTKIIOYAET NpaBuIIo.

HassaHue HassaHue npasuna.

OnucaHue (Onucanue npasuna.

3anpeTuTb - 6e3ycnoBHO BMOKMpyeT TpaduK NoA0BHO AeiCTBHIO NpaBKUn MexceTeBoro akpaHa.
JlevicTBre Pa3pewuThb - paspeluaeT Tpaduk, 3awmuTa ot DoS He npumeHaeTcA. MoXeT ObiTb UCNONBL30BAHO AN CO3AAHUSA UCKITHOUEHHIA.

3alUTHTB - IPUMEHUTL NPOPUNB 3auTLI 0T DoS atak.

B cnyuae, ecnu BbIGpaHo AeicTeue 3alUTUTb, HEOGX0AUMO yKasaTb Npodusib 3almuTel DoS.

Npopune DoS Ecnu npyu ucnonb3osannu npodpuna DoS ¢ 3alwuToit pecypcos He UCNONb3oBaTh AOMOMHUTENbHBLIE YCNOBUA, HANPUMep aapec HadHauYeH!aA, TO ByAyT yunMTbIBATLCA BCE TPAH3UTHbIE

[COEANHEHMA.

YKasblBaeT CLeHapui, KOTOPbI NOMKeH ObiTb aKTUBHBIM ANA cpabaTbiBaHua npasuna. MoapobHo o paboTe cueHapues cMoTpUTe B pasaene CleHapuu.

CueHapumn
BamHo! CueHapuii ABNAETCA AONONHUTENbHBIM ycnoBueM. ECnu cueHapuii He akTuemupoBarnca (He cpadoTany 0AHO AW HECKOMbBKO TPUITEPOB CLeHapwaA), TO NpaBumo He cpaboTaer.
3anucbiBaeT B XypHan Tpaduka MHpopMaLmio o Tpadpuke Npu cpadateiBaHUM Npasuna. BosMoXHbI BapUaHTbI:
3anucbiBaTh B « Wyf poBaTb Hayano . B aTom cnyuae B xypHan Tpaduka GyaeT 3anuceiBaTLCA TONMBKO MHGOPMALMA O Hayane Ceccuu (NMepBblii NakeT). STO PeKOMEHAYEMbI BapuaHT
ypHan KypHanMpoBaHua.
npasun
» ¥ypHanupoBaTb Kamabli NaKeT. B aTom cryyae GyaeT 3anucbiBaTLCA MHPOPMALMA O KKAOM NepesiaBaeMoM CETEBOM NakeTe. [nA AaHHOro pexuma pekoMeHAYeTCA BKIYaTb
JIMMAT XKypHANMpoOBaHuUA AnA NPeAOTBPALLEHUA BLICOKO 3arpy3Kku yCTpoiCTBa.
3oHa, cnucku IP-aapecos, cnucku reo IP-anpecos, cnnckn URL ncTouHMKa Tpaduka.
Cnncok URL aomxeH BKItOYaTh TOMBKO UMEHA IOMEHOB.
BamHo! CTPOKM C CMMBOJIOM ™' B Takux CrMCKax He paboTaroT (MrHOpUPYLOTCA).
UeTounmk Kaxable 5 muHyT UserGate npoussoaunT paspelleHre AoOMeHHbIX MMeH B IP-aapeca u XpaHuT NoNyyeHHbIA pesynbTaT BO BHYTPEHHEM Kalle Ha Bpema xu3Hn DNS-3anucu. Mo ucteyequn

BpeMeHu xun3Hu UserGate aBTomaTuyecku o6HoBNAET 3HadyeHue IP-aapeca.
BamHo! O6paboTka Tpaduka NPOUCXOANT MO CrIeAyIOLLIeN NOTUKe:
« ycrosua o6beanHaloTea no UIN, ecnin ykasaHbl HECKOMBKO CMIMCKOB |P-aapecoB /i1 JOMeHOB;

« ycnosua o6beanHaloTea no W, ecnu ykasaHbl GeolP 1 cnvcku IP-aapecos n/unu [omMeHoB.
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HaumeHoBaHune

OnucaHue

Monb3oBatenu

(CnUCOK nonb3oBaTenei unu rpynn, AnA KOTOPbIX NPUMEHAETCA JaHHOe NpaBuo. MOI’yT BbITb UCMOL30BAHbI NOMbL30BATENU TUNA Any, Unknown, Known. ﬂ]‘lﬂ NPUMEHEHUA Npasun K
KOHKPETHBIM NOMb30BATENAM UMK K Nonb3oBaTtenamM Tuna Known Heo6x0AMMO HacTpoUTb MAEHTUdUKaLMIO nonb3oBaTenei. Bonee noapo6HO 06 naeyHTUOUKALMM NONb3oBATENEN YNTANTE B
rnase [lonb3osarenu U yCTpoOMCTBa.

HasHaueHue

3oHa, cnucku IP-aapecos, cnucku reo IP-aapecos, cnucku URL HasHaueHua Tpaduka.
Cnncok URL a0mxeH BKItOYaTh TOMBKO UMEHa IOMEHOB.
BamHo! CTpoKM C CUMBOSIOM ™*' B Tak1X CnMcKax He paboTaroT (MrHOPUPYHOTCA).

Ka)KleIe 5 MUHYT UserGate Npou3BOAUT paspelleHne AOMEHHbIX UMEH B |P-aﬂpeca N XpaHuT I'lOJ'Iy‘-leHHblﬁ pesynbTaT BO BHYTPEHHEM Kalle Ha BPeMA XU3HU DNS-3anucu. Mo ucteueHnun
BpeMeHu xu3Hu UserGate aBToMaTUyecku oOHOBNAET 3HadyeHue IP-aapeca.

BamHo! O6paboTka TpadrKa NPOMCXOANT MO CrieayHoLLEN NorvKe:
«» ycnosua o6beanHstoTca no UK, ecnu ykasaHbl HECKOMBKO CNMCKOB IP-aapecoB u/Mnm AOMEHOB;

« ycrosua o6beanHaoTea no W, ecnn ykasaHbl GeolP 1 cnivcku IP-aapecos n/unu JomeHoB.

CepBuC

Tun cepsuca, Hanpumep, HTTP unn HTTPS.

Bpemsa

WHTepBasibl BPEMEHH, Koraa NpaBusio aKTUBHO.
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