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XXypHanel 1 oTyeThl



XypHanbl



OnucaHue

Documentation: ¥
Product: SIEM
Version: 7.1.x

SIEM xypHanupyeT Bce COoBbITUA, KOTOPbLIE MPOUCXOAAT BO BPEMA ero paboThl ¥ paboTbl NOAKIOYEHHBIX K HEMY CEPBEPOB, U 3aMUCHIBAET WX B
crneayoLme XypHanbi:

WypHan cobbITHit — coaepXUT CoBbITUA, CBA3AHHBIE C U3MEHEHWeM HacTpoeK cepaepa LogAn, asTopusaumei nonb3osarene,
aAMUHUCTPATOPOB, 0OHOBNEHUAMMU PA3SIUYHBLIX CMIMCKOB W T.MM.

XypHan Be6-gocTyna — noapoBHbIN XypHan Bcex Be6-3anpocos, obpadoTaHHbix LogAn.
MypHan DNS — coaepxuT cobbiTua, ceasaHHble ¢ DNS Tpadukom.

MypHan Tpaduka — noapobHbIi XxypHan cpabatbiBaHuii npasun mexceTesoro akpaHa, NAT, DNAT, Port forwarding, Policy-based routing.
Ans perucTpaumm AaHHbIX COObITUI HEOOXOAUMO BKITOUMTH XYPHaNTMPOBaHWE B HEOOX0AMMbIX NpaBunax Mexcetesoro akpaHa, NAT, DNAT,
Port forwarding, Policy-based routing.

MypHan COB — coaepxuT coBbiTHA, PETUCTPUPYEMbIE CUCTEMOM OBHaPY)XXEHWUS U NPeA0TBPALLEHNUA BTOPKEHHN.
MypHan ACY TN — coaepxwuT coBbITUs, perucTpupyemMele npasunamu koHtpona ACY TI1.

WypHan uHcnekTMpoBaHUA SSH — xypHan cpabaTtbiBaHUA NpPaBui MHCNEKTUpoBaHWa SSH. [inA peructpaumu AaHHbIX coBbITUI HeoBXxoaumo
BKITIOUNTb XKYpHATMPOBaHKE.

MCTOpMH MOUCKA — COAEPXUT NOMUCKOBLIE 3arnpocChl nonb3oBaTenev B nonynAapHbIX NOUCKOBbIX CUCTEMAX.

YypHan co6bITHiII KOHEUHBIX YCTPOMCTB — OTOBPaXKAET COBLITUA, MOMTYYAEMbIE OT KOHTPOSTMPYEMBIX C MOMOLLBIO MPOTPaMMHOT0
obecneyennsa UserGate Endpoint KOHEUYHbIX YCTPOMCTB.

)KypHan npaBuUJ1 KOHEYHbIX yCTpOﬁCTB — cobbiTuA CpaGaTblBaHMﬂ npasBui1 MeXceTeBoro aKpaHa KOHEe4YHbIX yCTpOVICTB, B HaCTpOVIKaX
KOTOPbIX BKKOYEHO XypHanMpoBaHUe.

MprnomeHNA KOHEUYHbIX YCTPOWCTB — 0TOOPaXKAET NPUIIOKEHUS, KOTOPLIE KOrAa-NMB0 3amycKanuch Ha KOHEYHbIX YCTPOMCTBAX.
AnnapaTtypa KOHeUYHbIX YCTPOWUCTB — COAEPXUT MHPOPMAaLMIO 06 YyCTPOUCTBAX, MOAKMIOUYEHHBIX K KOHEUYHBIM YCTPOCTBaM.
MypHan syslog — oToGpaxeHbl 3an1Mcu coobLLeHnin 0 coBbITUAX yaanéHHbIX Unix-cucTem, nonyyeHHble no npoTokony syslog.

)KypHan 3alMTbl NOYTOBOro Tpa¢m(a — COAEPXHUT cobbITUA CpaéaTblBaHMH npasun 3aLluTbl NOYTOBOro Tpaduka, B HaCTpOﬁKaX KOTOPbIX
BK/THOYEHO XXYpPHanMpoBaHue.

MypHan UserlD — coaepuT onucaHue cobbiTuii oTpaxatowme pesynbTat padoTsl UserlD areHTa.

MypHan RADIUS — cogepxuT cobbiTus, cobpaHHble areHTom UserlD u3 aaHHeix RADIUS accounting.

YnpasneHue xypHanamu asToMaTM3MpOBaHO: XypHarbl LMKITMUECKH nepesanuceiatotca, obecneunsan Heo6xoaMmMoe Ana paboTsl cBo6oaHoe
AWCKOBOE MPOCTPAHCTBO.

PoTauusa 3anuceit )ypHanos (Bcex, KPOMe XypHana coObITUI) NPOMCXOANUT aBTOMATHUECKM MO KPUTEPUIO CBOOOAHOIO NPOCTPAHCTBA Ha AaHHOM
pasaene. 3anucu o potauumn 6asbl AaHHBIX ByAyT 0TOOPaxKeHbl B )XypHane cobbiTuin SIEM.

PoTauus sanuceit )ypHana coOblTUiM He NPOU3BOANTCA.



WypHan cobbiTni

Documentation: ¥
Product: SIEM
Version: 7.1.x

XypHan cobbiTuii 0ToBpakaeT cobbITUA, CBA3AHHbLIE C UBMEHEHWEM HACTpoek cepeepa SIEM, Hanpumep, Ao6aBneHue/yaaneHne/MsMeHeHe AaHHbIX
Y4YeTHO# 3anucu, npasuna unu nboro Apyroro anemeHTa. 3aechk xe 0TobpaxatoTcA BCce COBbITUA BXOAA B BEO-KOHCOMb, aBTOpU3aLim1
nonb3oBaTenen yepes Captive-noptan v apyrue.

Ona y,U,OéCTBa noucka HeoBxoAMMbIX COObITHI 3anucu MoryTt 6bITb OTOUNBLTPOBAaHbLI MO PasINYHbIM KPUTEPUAM, HaNpUMep TaknMm, Kak AnanasoH Aar,
KOMMNOHEHTE, BaXXHOCTH, TUNYy cobbiTHA.

AZMMHUCTPATOP MOXET BbIOPATL TOMBKO Te CTONBL LI ANA NoKasa, KOTopble eMy Heo6XoAnMbI. [NA 9TOro cneayeT KIWKHYTb yKasaTenem Mblliv Ha
nto6oit U3 cTon6uoB, ¥ B NOABUBLLEMCA KOHTEKCTHOM MEHIO OCTaBMUThL ranoyku TOMbKO ANA Tex CTONOLOoB, KOTopble HE0OX0ANMO OTOOpaXaTb.

C nomoLLbto KHOMKKM DKcNopTUpoBaTh B CSV afMMHUCTPATOP MOXET CKauyaTb 0ThOUNLTPOBaHHbLIE AaHHbIE XypHana B csv-pain Ana AanbHenLlero
aHanusa.



XypHan Be6-goctyna

Documentation: ¥
Product: SIEM
Version: 7.1.x

XypHan Be6-aocTyna oto6paxaeT Bce 3anpockl nonb3osaTenen B MHTepHeT no npotokonam HTTP u HTTPS. OTobpaxaeTca cneayrowan
MHpopmauma:

« Y3en UserGate, Ha KOTOPOM NPOU30LLSIO COBbITUE.
o Bpemsa cobbiTus.

« [lonb3oBartens.

o [encTBuA.

« [1pasuno.

o [MprumHbl (Npu B6ROKUPOBKE caiiTa).
« URL HasHaueHus.

o 30Ha UCTOYHMKA.

« |P-agpec nctouHuka.

o [lopT ncTouHwuKa.

o |P HasHaueHus.

« [lopT HazHaueHwuA.

« Kareropwu.

« [potokon (HTTP).

« Metoa (HTTP).

« Koa otBeta (HTTP).

« MIME (ecnu npucytcTsyer).
« baWit nepeaaHo/nonyyexo.
« [lakeToB oTnpasneHo.

« Pedepep (npu Hannuuum).

« OnepauuoHHas cuctema.

« Useragent bpaysepa.

AZMMHUCTPATOP MOXET BbIOPATL TOMBKO Te CTONBL LI ANA NoKasa, KOTopble eMy Heo6xoAnMbI. [NA 9TOro cneayeT KIWKHYTb yKasaTenem Mblliv Ha
nto6oit U3 cTon6uoB, ¥ B NOABUBLLEMCA KOHTEKCTHOM MEHIO OCTaBMUThL rafoyku TOMbKO ANA TexX CTON6LOoB, KOTopble HE0OX0ANMO oTOBpaxXaTb.

Ona y,U,O6CTBa noucka HeoBxoAMMbIX COObITHI 3anucu MoryTt 6bITb OTPUNBLTPOBAaHbI MO PasINYHBLIM KPUTEPUAM, HANpUMep TakuM, Kak yuyeTHaa 3anucb
nonb3oBarenAa, npaBuso, AencTeueE U T.4.

C nomoLLbto KHOMKM JKecnopTuposaTb B CSV aaMmnHUCTpaTop MOXET cKayatb OTUNbTPOBaHHbIE AaHHbIE XypHana B CSv-dpann Ana AanbHenwero
aHanuaa.



MypHan DNS

Documentation: ¥
Product: SIEM
Version: 7.1.x

XypHan DNS oto6paxaeT cobbiTua, ceasaHHble ¢ DNS Tpadukom. [na norruposanusa cobbitnit DNS Ha NGFW gomkHa 6biTb BrtoueHa DNS-
dunbTpauus B HacTpoikax DNS-npokeH 1 paspeLLeHo )ypHanMpoBaH1e B NpaBunax KOHTEHTHOM dubTpauuu, B KoTopele 6yaet nonaaats DNS

TpaduK.
OTobpaxaeTca cneayroLian MHdopMaLms:
o VY3en.
« Bpewms.
« [lonb3osarens.
« [lpasuno.
o [pnunHbl.
« Mma gomeHa.
o 30Ha UCTOYHMKA.
« |P-agpec ncTouHuka.
o [lopT ncTouHwMKa.
« MAC-agpec UCTOYHMKA.
« 30Ha HasHayeHwuA.
« |P-aapec HasHaueHuA.
« [lopT HazHaueHwuA.
« CeTeBoi NpoTOKON.
« Kateropua URL.
o MHpopmauusa.

ALI,MVIHVICTpaTOp MOXeT BblépaTb TONbKO Te CTOJ'I6L|,bI ANnA nokasa, KoTopble eMy HeobXoaUMbI. ﬂJ‘Iﬂ 9TOro cneayet KNKHYTb yKasaternemM Mblln Ha
nrobon u3 CTO]'I6L|OB, 1 B NnoABUBLLUEMCA KOHTEKCTHOM MEHIO OCTaBUTb raJI0YKKU TONTbKO ANA TexX CTOJ'I6L|,OB, KOTOpbIe Heo6xo0AUMO OTOépa)KaTb.

Ans yno6cTea noucka Heo6xoANMbIX COBBLITUI 3annMcK MOryT BbITb OTGUNLTPOBAHBI MO PA3IMYHLIM KPUTEPHAM, HANMPUMEP TakUM, Kak MPOTOKOS,
AvanasoH JaT, AeNCTBUE U T.4.

C MOMOLLbH KHOMKKU Sncnopmposarb B CSV aAMUHUCTPATOP MOXET ckayaTb OTPUNbLTPOBaHHbIE AaHHbIE XypHana B csv-cpaﬁn AnA fanbHenwero
aHanusa.

Haxarue Ha kHonky MoKa3aTb BbIBEAET OKHO C NOAPOGHBIM OnMcaH1emM CoBbITHS.



MypHan Tpaduka

Version: 7.1.x
Product: SIEM
Documentation: ¥

XypHan Tpadmka oTobpaxaeT cobbiTuA cpadaTbiBaHWA NPaBUIT MEXCETEBOrO dKkpaHa unu npasus NAT, B HACTPOMKaX KOTOPbIX BKITHOUEHO
XypHanuposaHue. OTo6paxaeTcs crneayolas MHdopMaums:

« Y3en UserGate, Ha KOTOPOM NPOU30LLSIO COBLITUE.
« Bpemsa cobbiTus.

« [lonb3oBatens.

« [eicTBMe.

« [1pasuno.

« [lpunoxexue.

« [lpoTokon.

o 30Ha UCTOYHMKA.

o AApec UCTOYHMKA.

o [lopT ncTouHwMKa.

o IP-HasHaueHus.

« [lopT HazHaueHwuA.

o NAT IP-uctounuka (ecnu ato npasuno NAT).

« NAT nopt nctouHuka (ecnu ato npasuio NAT).
o NAT IP HasHaueHua (ecnu ato npasusio NAT).

« NAT noprt HasHaueHua (ecnn ato npasuno NAT).
« Baiit oTnpaenexo/nonyyexo.

« [lakeTos.

AZMMHUCTPATOP MOXET BbIOPATL TOMBKO Te CTONBL LI ANA NoKasa, KOTopble eMy Heo6xoAnMbl. [nA 9TOro cneayeT KIWKHYTb yKasaTenem Mblliv Ha
nto6oit U3 cTon6uoB, U B NOABUBLLEMCA KOHTEKCTHOM MEHIO OCTaBMUThb ranoyku TONbKO ANA TexX CTON6LOoB, KOTopble HE0OX0ANMO oTOBpaxXaThb.

Ona y,ClOéCTBa noucka HeobXxoAMMbIX COObITUI 3anucu MoryTt ObITb OTPUNBLTPOBAHbI MO Pa3IMUYHbIM KPUTEPUAM, HANPUMEP TaKUM, KaK y4yeTHasa 3anucb
nonb3osartend, npaBuno, AencTeve 1 T.4.

C nomoLLbto KHOMKM JKenopTuposaTb B CSV aaMmnHUCTpaTop MOXET cKayatb OTUNbTPOBaHHbIE AaHHbIE XypHana B csv-dpann Ana AanbHenwero
aHanuaa.



MypHan COB

Documentation: ¥
Product: SIEM
Version: 7.1.x

XypHan cuctembl 06HapyxXeHUs BTOPXKeHHi oToOpaxaeT cpaboTtaslume curHatypel COB, And KOTOPbIX YCTAHOBMNEHO AEUCTBUE XYPHaNTMPOBaTh UK
6nokupoBatb. OTobpaxaeTca creaytowasn nHdopMalua:

o Qainbl Pcap.

o Y3en NGFW, Ha KOTOpOM Npou3oLLio coBbITHe.
« Bpewms.

« CoaepxaHue cobbITus.
« [lonb3osarens.

« [JleicTBue.

« [lpasuno.

o CurHatypsl.

« [punoxenue.

« CeTeBoit NpoToKON.

« 30Ha UCTOYHMKA.

« IP-aapec nctoyHuka.

o [lopT UcTOYHMKA.

o MAC uncTouHmKa.

« 30Ha HasHaueHuA.

« IP-aapec HazHaueHusA.
o [lopT HazHaueHwuA.

o MAC HasHaueHus.

AZMMHUCTPATOP MOXET BbIOPATL TOMBKO Te CTONBL LI ANA NoKasa, KOTopble eMy Heo6xoAnMbl. [nA 9TOro cneayeT KIWKHYTb yKasaTenem Mblliv Ha
nto6oit U3 cTon6uoB, U B NOABUBLLEMCA KOHTEKCTHOM MEHIO OCTaBMUThb ranoyku TONbKO ANA TexX CTON6LOoB, KOTopble HE0OX0ANMO oTOBpaxXaThb.

Ons ynobctBa novncka HeoOX0AUMbIX COObITUI 3amMCK MOTYT OblTb OTPUILTPOBAHbI N0 Pa3NIMYHBIM KPUTEPUAM, HAaNpUMepP TakUM, Kak MPOTOKOT,
AvanasoH JaT, leicTeue 1 T.4.

C nomoLLbto KHOMKM JKenopTuposaTb B CSV aaMmnHUCTpaTop MOXET cKayatb OTUNbTPOBaHHbIE AaHHbIE XypHana B csv-dpann Ana AanbHenwero
aHanuaa.

Haxartune Ha KHOMNKY MoKa3saTbk BbIBEAET OKHO C I'IO,ClpOéHbIM onucaHnem cobbITusA.



MypHan ACY TN

Documentation: ¥
Product: SIEM
Version: 7.1.x

Xypran ACY TN oTto6paxaeT cpabaTtsiBaH1A NpaBui aBTOMATU3MPOBAHHON CUCTEMbI YNPABNEHUA TEXHOMOMMYECKUM NPOLECCOM, ANS KOTOPbIX
BK/tOUEHa GyHKUMA XKypHanuposatua. OTobpaxaeTtca cneayrowan MHdopMaLms:

« Y3en NGFW, Ha KOTOpOM Npon30oLLno cobbiTue.
« Bpewms.

« [encteue.

« [lpasuno.

o 30Ha UCTOYHMKA.

« IP-aapec ncrouHuka.
« |P-aapec HasHaueHuA.
« [lopT HazHaueHwuA.

« [poTokon ACY TTI1.

o Komanaa ACY Tr1.

« Aapec perucTpa.

ALI,MVIHVICTpaTOp MOXeT BblépaTb TONbKO Te CTOJ'IGLl,bI ANnA nokasa, KoTopble eMy Heob6XoauMbI. ﬂ,J‘IH 9TOro cneayet KINMKHYTb yKasaTternemM Mblln Ha
nrobon u3 CTO]'I6L|OB, 1 B NnoABUBLLUEMCA KOHTEKCTHOM MEHIO OCTaBUTb raJIOYKKN TOJNTbKO ANA TeX CTOJ'I6L|,OB, KOTOpbIe Heo6xo0aUMOo OTOGpa)KaTb.

Ans yno6cTea noncka Heo6xoANMbIX COBBLITUI 3annUcK MOryT BbITb OTOUNLTPOBAHBI MO PA3IMYHLIM KPUTEPHUAM, HANMPUMEP TakUM, Kak MPOTOKOS,
AvanasoH faT, AeficTeue U T.4.

C nomoLLbto KHOMKKM BKcnopTMpoBaThk B CSV aagMUHUCTPATOP MOXET cKa4yath 0TPUNbTPOBaHHbIE AaHHbLIE XypHana B Csv-dain Ana aanbHenwero
aHanusa.

HaxaTue Ha KHonKy MoKasaTb BbiBeAET OKHO C NOAPOBHLIM ONMUCaHUEM COBBITHS.



MypHan nHcnekTMpoBaHua SSH

Documentation: ¥
Product: SIEM
Version: 7.1.x

XypHan uHcnexktuposaHua SSH otoBpaxaeT cpaboTaslume npaeuna uHcnektuposanua SSH. OTo6paxaeTca cneaytowas Hpopmauusa:
« Y3en UserGate, Ha KOTOPOM NPOU30LLSIO COBLITUE.
« Bpewms.

« lNonb3oBartens.

« [eicTBMe.

« [lpasuno.

« Komangpa.

« 30Ha UCTOYHMKA.

« IP-aapec ncroyHuka.
o [lopT UCTOYHMKA.

o MAC-aapec “CTOYHMKA.
o 30Ha HasHaueHus.

« IP-aapec HasHaueHusA.
« [lopT HasHaueHwus.

ALI,MVIHVICTpaTOp MOXeT BblépaTb TONbKO Te CTOJ'IGLl,bI AndA nokasa, KoTopble eMy Heob6XoauMbI. ﬂ,J‘IFI 9TOro cneayet KINKHYTb yKasaternemM Mblln Ha
nrobon n3 CTO]'I6L|OB 1 B noABUBLUEMCA KOHTEKCTHOM MEHKO OCTaBUTb OTMEYEeHHbIMU TOJTbKO Te CTOJ'IGLl,bI, KOTOpbIe Heo6xoanMo OTOépa)KaTb.

Ans yao6cTea noncka Heo6xo0ANMbIX COBBLITUI 3anUcK MOryT BbITb OTOUNLTPOBAHBI MO PA3IMYHLIM KPUTEPHUAM, HANMPUMEP TakUM, Kak MPOTOKOS,
AuanasoH faT, feiicTeue U T.4.

C nomoLLbto KHOMKKM BKcnopTUpoBaTh B CSV aaAMUHUCTPATOP MOXET cKa4yatb 0TPUNbTPOBaHHbIE AaHHbIE XypHana B Csv-dain Ana aanbHenLwero
aHanusa.

Haxarwe Ha kHonky MoKa3aTb BbIBEAET OKHO C NOAPOGHBIM ONMCaHUeM COObLITHS.



UcTopua noucka

Documentation: ¥
Product: SIEM
Version: 7.1.x

B pasaene UctopuaA noncka oTobpaxatoTcs Bce NOUCKOBLIE 3anpoChl NOMb3oBaTenen, Ana KOTOPbIX HACTPOEHO XypHaNMPOBaHWUE B NOMUTUKAaX Bed-
6e30nacHOCTU. AIMUHACTPATOP MOXET BblIOpaTb TOMLKO Te CTONOUbI AnA NoKasa, KoTopble eMy HE00X0AUMbI. [N 3TOro CneayeT KIMKHYTh
yKkasatenem Mbllin Ha ﬂ}OéOVI n3 CTOJ'I6L|,OB, M B NoABMBLUEMCH KOHTEKCTHOM MEHK OCTaBUTb raJyiouku1 TONbKO ANF TexX CTOI'I6L|OB, KOTOpbIe HeOéXOﬂVIMO
oToBpaxarb.

Ona y,U,OéCTBa noucka HeoBXoAMMbIX COOLITWI 3anucu MoryTt 6bITb OTPUNBLTPOBaHbLI MO PasNNYHbIM KPUTEPUAM, HANPUMEpP TakUM, Kak Nnosnb3oBaTenu,
Ananas3oH AaT, NOUCKOBbLIE CUCTEMDBI U T.4.

C nomoLLbto KHOMKM JKenopTupoBaTbh B CSV aaMuHUCTpaTop MOXET cKayatb OTUNbTPOBaHHbIE AaHHbIE XypHana B csv-dpann Ana AanbHenwero
aHanuaa.



XypHanbl KOHEeYHbIX YCTPOWUCTB

Documentation: ¥
Product: SIEM
Version: 7.1.x

XKypHanbl KOHEYHbIX YCTPOMCTB 0TOBPaXKaOT MHGDOPMALMIO, MOSTyYaeMyH0 OT KOHTPONTMPYEMBIX C MOMOLLIbIO NporpaMmHoro obecneueHua UserGate
Client KOHEYHbIX YCTPOMUCTB.

B UserGate nmetoTca cneayroLue xypHasbi:
o WypHan co6bITHI KOHEUHBIX YCTPONCTB — OTOBpaXKaeT COBLITUA, NOyYaeMble OT KOHEUHbIX YCTPONCTB.

. )KypHan npaBuUJ1 KOHEYHbIX yCTpOﬁCTB — cobbITuA CpaﬁaTblBaHMﬂ npaBnT MeXceTeBOoro aKpaHa KOHEe4YHbIX yCTpOﬁCTB, B HaCTpOﬁKaX
KOTOPbIX BKMKOYEHO XypHanupoBaHue.

« TMpUNoMeHNA KOHEUHbIX YCTPOWCTB — OTOBPAKAET NPUIIOKEHUS, KOTOPLIE KOrAa-NMBO 3arnycKanUcb Ha KOHEUHbIX YCTPONCTBAX.
« AnnapaTypa KOHEeUYHbIX YCTPOMCTB — COAEPKUT MHDOPMaLWIO 06 YCTPOMCTBAX, NOAKMOUYEHHBIX K KOHEUYHBIM YCTPOWCTBaM.

Ona yno6cTea noucka Heo6X0AUMbIX COBBLITUI 3anUcK MOTYT ObITb OTOUNBTPOBAHbI MO PA3NIMUYHBIM KPUTEPUAM, HANpPUMEP TakUM, KaK AManasoH Aar,
B&XXHOCTH, TUMNY COOLITUA W TaK Aarnee.

A.El.MMHMCTpaTOp MOXeT BblépaTb TOJIbKO TE CTOJ'|6L|,bI AnA Nokasa, KoTopble eMy HeobXxoanMbI. [Ina atoro cneayet KNKHYTb yKasaTtesnemM Mblllin Ha
nto6oit 13 CTOJ'|6L|OB, 1 B NoABMBLUEMCA KOHTEKCTHOM MEHHO OCTaBUTb ranoykn TOMbKO ANnA TexX CTOJ'|6L|,OB, KOTOpble Heobxoanmo OTOépa)KaTb.

C nomoLLbto KHOMKKM BKcnopTMpoBaThk B CSV aaAMUHUCTPATOP MOXET CKa4aTb 0TPUNbTPOBaHHbIE AaHHbIE XypHana B Csv-dain Ana aanbHenLwero
aHanusa.



MWypHan syslog

Documentation: ¥
Product: SIEM
Version: 7.1.x

XypHan syslog oTo6paxaet cobbiTus, cobpaHHble areHTom UserID ¢ cepeepoB syslog. B xypHane oTobpaxarotca coOblTua BxoAa nonb3oBatenen B
CUCTEMY U 3aBeEpLLEHME UX ceaHca paboTbl. OToBpaxeHa credyowan MHpopmMayma:

HanmeHoBaHue OnucaHue

Y3en
3e Y3en UserGate, Ha KOTOPOM 3apHUKCMPOBAHO COBbITHE.

Bpemsa Bpems npousoLueaLlero cobbiTus.

3anucb wypHana syslog (|Ccbinka Ha coBbiTue.

MpaBuno lMpaBuio Noa KOTopoe nonano syslog-coobLleHue.

KputuuHocTb YpoBeHb coBbIThA syslog.

MpeAcTaBneHue npolecca, BuiaBasLuero cooblyeHune (kernel messages,user-level messages,security/authentication u

O6beKT
TA)
Uma KomnbloTepa MmA KoMMbloTepa Ha KOTOPOM NPOU3OLLITO COBLITHE.
MpunomexHune MpunoxeHue Bbli3BaBLLEE COObITHE.
UneHTndUKaTO|
A ¢ P PID npouecca Bbi3BaBLLETO COBbITHE.
npouecca

JlaHHbIe OnucaHne cobbiTus.




MypHan 3awuTbl Nno4ToBOro TpadpuKa

Documentation: ¥
Product: SIEM
Version: 7.1.x

XypHan 3awmTel NoYTOBOro Tpaduka oTobpaxaeT coObITUA cpadaTbiBaHUA NPaBU 3alUMTLI MOYTOBOrO TpadHKa, B HACTPOMKAX KOTOPHIX BKITHOUEHO
XypHanuposaHue. OTo6paxaeTcs crneayolas MHdopMaums:

« Y3en UserGate, Ha KOTOPOM NPOU30LLSIO COBLITUE.
« Bpewmsa cpabatbiBaHus.

« [lonb3oBartens.

o Otnpasutens.

« [lonyuatens

« [lpasuno.

« 30Ha UCTOYHMKA.

« IP-aapec ncroyHuka.

o [lopT UCTOYHMKA.

« 30Ha HasHauyeHwuA.

« |P-aapec HasHaueHuA.

« [lopT HazHaueHwuA.

« [punoxenue.

« [1poTOKOM NPUKNAAHOrO YPOBHA.
« banT oTnpaBneHo/nonyyeHo.

« [lakeToB OTNPaBNEHO/NOYYEHO.

ALMUHHACTPATOP MOXET BbIOpaTh TONBKO Te CTONBLbI ANA Nnokasa, KoTopble eMy HeobxoAnMbI. [f1F 9TOro CreayeT KUKHYTb yKasaTenem Mbllun Ha
no6oi U3 cTonbLoB, U B NOABUBLUEMCA KOHTEKCTHOM MEHIO OCTaBUTb rasiouku TOMBKO AS1A TeX CTONBLOB, KOTOpLIe HE0OX0AMMO 0TOBpaXKaTh.

Ons ynobctBa novncka He0OX0AUMbIX COObITUI 3amMcK MOryT OblTb OTPUILTPOBAHBI N0 Pa3NIMYHBIM KPUTEPUAM, HAaNpUMEpP TaKWM, Kak MPOTOKOT,
AvanasoH JaT, eicTeue 1 T.4.

C nomolLLbio KHOMKM dKenopTuposaTb B CSV aaMnHUCTpaTop MOXET cKayatb OTUNbTPOBaHHbIE AaHHbIE XypHana B CSv-dpann Ana AanbHenwero
aHanuaa.

Haxartune Ha KHOMNKY MokasaTb BbIBEAET OKHO C I'IOD,pOéHbIM onucaHuem cobbITuA.



MypHan UserID

Documentation: ¥
Product: SIEM
Version: 7.1.x

Xypran UserlD coaepxut onucaHue cobbiTuin oTpaxkarowme pesynstat padotsl UserlD arenTta. OToGpaxeHa crnegytowas nHpopmauusa:

HaunmeHoBaHue OnucaHue

Y3en Y3en UserGate, Ha KOTOPOM 3adUKCMPOBaAHO COObITUE
Bpems Bpema npousoLeaLuero cobuitma
encTBue Lencteue, NPUMEHEHHOE K COBBITUIO

UcTouHuK noros |[McTouHMK nony4yeHHoro cobbITnA

Nonb3oBartensb |[Monb3oBatens UG, KOTOpbIM BbI3Ban cobbiTue

IP-appec IP-aapec y3na, Ha KOTOPOM NPOMU30LLNIO COBbITUE

UHudopmauuna OnucaHue cobbiTus




MypHan RADIUS

Documentation: ¥
Product: SIEM
Version: 7.2.x

XypHan RADIUS oTtobpaxaeT cobbiTnsa, cobpaHHble areHToM UserlD u3 aaHHbix RADIUS accounting. B xypHane otobpaxatorca cobbiTua Bxoaa
nonb3oBaTENeN B CUCTEMY U 3aBEPLLEHUE UX ceaHca paboTel. OToOpaxeHa cneayroLias MHopMauus:

HaunmeHoBaHue OnucaHue
Y3en Y3en UserGate, Ha KOTOPOM 3apHKCUPOBaHO COBbITUE
Bpems Bpema npousoLueaLlero cobbitua

UnenTndukaTop npaBunal|MaeHTudukatop npasuna, cpadarbiBaHne KOTOPOro Co3Aano cobbiThe

Nonb3oBaTtensb Morb3oBatesb, KOTOPbLIH BbI3BasT COOLITUE
Fpynnbi CTpoKa rpynm, B KOTOPbIX COCTOUT Nosib3oBaTeslb
CraTyc coeAMHeHHA TekyLnit cTaTyc coeaMHeHua

IP uctouHuka IP-aapec UCTOYHMKA, OTKyAa NPULLNO CooBLLeHWe
IP agpec NAS IP-aapec NAS, aBTopr30oBaBLLEro nosnb3osarens
IP-appec nonb3oBaTtena ||IP-aapec nonb3osatens (framed ip address).




3KcnopT MypHanos

Version: 7.1.x
Documentation: ¥
Product: SIEM

PyHKUMA IKCNOPTMPOBAHKA XypHanoB LogAn no3BonfAeT Bbirpyxate MHGOPMaLMIO Ha BHELLHWE CepBepbI ANA NOCNEeAYIOLEero aHanmaa unu ana
o6paboTku B cuctemax SIEM (Security Information and Event Management).

UserGate LogAn noaaepxveaeT BbIrpy3Ky CrefytoLLmX XypHanoBs:
« JKypHan DNS.
« XypHan cobbITHi.
« Xypnan Be6-goctyna.
« Xypran COB.
o XXypHan ACY TTI1.
o JKypHan nHcnektupoBaHua SSH.
« JXypHan Tpaduka.
o XypHan coBbITUil KOHEYHBIX YCTPOMCTB.
o JKypHan npasun KOHEYHbIX YCTPOMICTB.
o [NpunoxeHna KOHEYHbIX YCTPOWCTB.
« Annaparypa KOHeYHbIX yCTPOWCTB.

MonnepxunBaeTca oTnpaska xypHanos Ha cepsepbl SSH (SFTP), FTP u Syslog. OTtnpaska Ha cepsepbl SSH 1 FTP npoBoanTCcA No ykasaHHOMY B
KOHbUrypaLmm pacnucaHuio unu pasoso (kHorka Mocnatb paszoBo). OTnpaska Ha cepBepbl Syslog NMPOUCXOANT cpasy e npu A00aBreHUH 3anucu B
XypHan.

J[na oTnpaBKy )XypHanoB He0OX0AMMO CO3AaTh KOHMUIypaLuM 3KCNopTa XypHarioB B pasaene SKCNopT MypHaNoB.

Mpy cosnaHum KoHOUrypauumn TpebyeTca ykasaTb CreayroLue napameTphbi:

HanmeHoBaHHe OnucaHue
HasBaHue
HasBaHue npaBuna aKcnopTa XXypHarnoB.
npasuna
OnucaHue OnunoHanbHoe none AnfA onMcaHua npasuna.
MapameTphbl
pasoBoro Bribop aAnanasoHa akcnopTa xypHanos. Onuua 4ocTynHa HauuHana ¢ penwusa MO 7.2.0.

aKcnopTa




HaumeHoBaHue

OnucaHue

MypHanbl ana
aKcnopTa

Bribop daiinos xypHanos, KOTOpble HEOOXOAMMO 3KCMOPTUPOBATL:
« JXypHan DNS.
o XXypHan coBbiTui.
« XypHan Be6-aoctyna.
« JXXypHan COB.
o Xypran ACY TTI1.
« JKypHan nHcnexktuposanuna SSH.
« XypHan TpadumKa.
o XXypHan coBbiTUil KOHEUYHbIX YCTPOMCTB.
« XypHan npaBui KOHEYHbBIX YCTPOHCTB.
o [1pMNoXeHNAa KOHEYHBIX YCTPOMCTB.
« Annapatypa KOHEYHbIX YCTPOICTB.
[NA KaXXA0ro M3 XXypHanoB BO3MOXHO YKa3aTb CUHTAKCHUC BbIrPy3Ku:
« CEF — Common Event Format (ArcSight).
o JSON — JSON format.
« @CEE: JSON — CEE Log Syntax (CLS) Encoding JSON.
O6paTuTech K JOKYMEHTaLUMK Ha ucnonbayemyto y Bac cuctemy SIEM ana Beibopa Heo6xoanMmoro dopmaTta Bbirpy3ku XKypHanos.

Moapo6Hoe onucaHre GOpPMAaTOB XKypHAOB YuTanTe B NpunoxeHun OnucaHvwe dopMaToB XypHANOB.

Tun cepsepa

SSH (SFTP), FTP, Syslog.

Anpec
IP-agpec nnv aomeHHoe umA cepsepa.
cepsepa
TpaHcnopT Tonbko ana tuna cepsepos Syslog — TCP unn UDP.
MopTt MopT cepsepa, Ha KOTOpLI CreayeT OTNPaBnATb AaHHbIE.
MooToKon Tonbko ans Tuna cepsepos Syslog — RFC5424 unu BSD Syslog RFC 3164. BuiGepuTe NpOTOKOS, COBMECTUMbIH C UCMOSb3YEMOi
P y Bac cuctemon SIEM.
Tonbko ana Tuna cepeepoB Syslog. HeobasaTenbHoe none, NPOKOHCYNbTUPYHTECH C A0OKYMEHTauuen Ha UCNonb3yemyto y Bac
cuctemy SIEM. Bo3moXHbI cneaytoLume 3HauyeHusa:
« TpeBora: cocToAHue, Tpebytoliee He3aMeaTMTENBHOTO BMELLATENbCTBA.
o Kputnueckan: cocTosiHue, TpebytoLiee He3aMeanMTeNnbHOTO BMeLlaTenbeTea 6o npedynpexaatoLlee o cOoe B cucTeme.
KputnuHocTtb o OWMOBKM: B cUCTEME BOZHUKIK OLUIMGKM.

« MpeaynpemaeHus: npeaynpexaeHws 0 BOSMOXHOM BO3HUKHOBEHWM OLUMOOK, ecnu He ByayT NPeAnpPUHATLI HUKaKue
aencTeumA.

« YBepomutenbHasa: cobbiTuaA, KOTOpPblI€ OTHOCATCA K HeOébI'—iHOMy NOBEAEHUIO CUCTEMBI, HO HE ABMAOTCA OLLIMOKaMM.

« UHdopmaTHBHaA: MHHOPMALMOHHbIE COOBLLEHHA.



https://docs.usergate.com/prilozhenie-2-opisanie-formatov-zhurnalov-405/

HanmeHoBaHue Onucaxue
Tonbko anA Tuna cepeepoB Syslog. HeobasaTenbHoe none, NPOKOHCYNbTUPYHTECH C A0OKYMEHTauuen Ha UCnonb3yemyto y Bac
cuctemy SIEM. Bo3mOXHbI cneaytoLime 3HauyeHusa:
« CoobLyeHuna nonb3oBaTenbCcKue.
« CucTeMHbIN cepBUC.
« BesonacHocTb/aBTOpPHU3aLMA.
« Ayaur.
« Tpesora.
O6nexT e Local 0.
« Local 1.
« Local 2.
« Local 3.
« Local 4.
« Local 5.
« Local 6.
« Local 7.
Ums xocTa TonbKko ANA TMNa cepeepoBs S)_/§Iog. VHMK_aanoe UMA XOCTa, naeHTudMLMpyoLLee cepeep, OTNPaBNAOLWKWI AaHHbIE HA cepsep
Syslog, B dopmarte Fully Qualified Domain Name (FQDN).
App-Name Tonbko Ana Tuna cepsepoB Syslog. YHUKanbHOE MA NPUTOXEHWA, KOTOpPOe OTNpaBnAeT AaHHbIe Ha cepsep Syslog.
INoruuH MmA yyeTHOM 3anvcun AnA NOAKIIOYEHUA K yaaneHHoMy cepBepy. He npumeHAeTca K meTody oTnpasku Syslog.
Maponb Maponb yyeTHOM 3anucK ANA NOAKNIOYEHUA K yaaneHHOMY cepsepy. He npumeHaeTca K meToay oTnpasku Syslog.
MoeTOopUTE -
naponk MoaTeBepxaeHWe Napona yYeTHOM 3anncu AnA NOAKIIOYEHNA K yaaneHHoMy cepeepy. He npumenaeTca K metody oTnpasku Syslog.
MyTb Ha .
cepBepe Karanor Ha cepsepe anA KonMposaHWa ¢ansos XypHanos. He npumeHAaeTca K meToay oTnpasku Syslog.
Bbi6op pacnucaHua ans oTnpaeku noros. He npumeHseTca K meTody otnpasku Syslog. BoamoxHbl BapuaHTbl:
« ExenHesHo.
o ExenepnensHo.
« BExemecauyHo.
« Kaxable ... yacos.
o Kaxable ... MUHYT.
PacnucaHue « 3agarb BpyyHylo.
Mpv 3aAaHWK BPY4HYIO HEOBXOAMMO MCnoNb3oBaTh crontab-noAoBHbI dopmaTt, NpU KOTOPOM CTPOKA BLIMMIAAMT KaK LLECTb NOMe,
pasaeneHHbix npobenamu. Mona 3aaatoT Bpema B cneaytowlem Buae: (MuHyThl: 0-59) (vackl: 0-23) (aHu mecAua: 1-31) (mecau: 1-
12) (neHb Henenu: 0-6, 0-BockpeceHbe). Kaxzaoe 13 nepBbix NATW Nonei MoXeT ObiTh 3a4aHO creaytoLm 06pasom:
« 3Besaouka (*) — o6o3HavYaeT BeCcb AvanasoH (0T NepBoro A0 NocrneaHero).
o Jeduc (-) — obosHauaeT AvanasoH unucen. Hanpumep, "5-7" Byaet o3HadyaTb 5,6 1 7.
o Cnucku. 310 uncna (Mnu AananasoHsl), pasaeneHHsle 3anateiMu. Hanpumep, "1,5,10,11" unmn "1-11,19-23".
« 3Besnouka Mnu avanasoH c warom. Mcnonbsyetca AnA NPONycKoB B AvanasoHax. LLlar ykasbiBaeTca nocne Kocow YepTbl.
Hanpumep, "2-10/2" 6yaet 3HauuTh "2,4,6,8,10", a BoipaxeHue "/2" B none "Jyackl" OyaeT o3HauaThb "Kaxkable ABa Yaca.




Monb3oBaTenbcKan HOpManusauufa noroe

Product: SIEM
Version: 7.2.x
Technology: SIEM
Documentation: ¥

Mpasuna Hopmanusayuy 10roB NO3BOMAIOT MPUBOANTL K EAMHOMY BUAY AaHHbIE, NONyyYeHHble cuctemon SIEM ¢ pasimuHbix MCTOUYHMKOB (CEHCOPOB).

Jlorun, noctynatoLyme ¢ pasninyHbIx ceHcopoB Ha SIEM, moryT o6pabatbiBaTbCA C MOMOLLbIO PErysifApHbIX BIPKEHWH, YKasaHHbIX B Npasunax
nonb3oBaTenbCKOW HopManuaauuu. B pesynbtaTe AaHHble, HaiAeHHbIe B fiorax, OyAyT 3anucaHbl B cTaHAapTHbIE nonA 6asbl AaHHbIX SIEM.

MCTOUYHUKM NTOrOB 1 KX MonA, KOTOPble MOXHO AOMNOJSTHUTESIbHO HOPMarin3oBaThb:

WypHan coBbITHiII KOHEUHBIX
YCTPOMUCTB Syslog

KoHeuHoe ycTpoicTeo

(sensorName) Mpaswuno (ruleName)

MmA komnbtoTepa

Harible (data) (computerName)

[MpunoxerHve

Crartyc (status) (applicationName)

MCTOYHMK XypHana cobbITui MaeHTndmkaTop npouecca
(sourceName) (processld)

Karteropua nHunaeHta

(logCategoryString) Aarhbie (data)

Mma komnbtoTepa (computerName)

Monb3osartens (userName)

Crpoka BcTasku (insertionString)

®ainn xypHana nora (logFile)

Cnucok nonei 6asbl AaHHbIX SIEM, B KOTOpPble MOXHO COXPaHATb HalnAeHHble AaHHble (T.e. MCMonb30BaTh 3TU Ha3BaHUA Nonen B perynapHbIX
BblpaXXeHNAX B nNpaBuniax Hopmanmsauuu):

HasBaHue Tun

node string

userld guid

user string

ruleld guid

rule string
ipSource ip

ipDest ip




HassaHue Tun
portSource integer16
portDest integer16
macSource mac
macDest mac
natlpSource ip
natlpDest ip
natPortSource integer16
natPortDest integer16
applicationName string
bytesSent integer64
bytesRecv integer64
packetsSent integer64
packetsRecv integer64
mime string
httpMethod string
referer url
url url
statusCode integer16
userAgent string
sensor string
sensorld guid
processld string
networkProtocol ip protocol
status string
error integer
counterld guid




HassaHue Tun
logCategory integer16
taskCategory string
computerName string
logEventCode integer16
logEventld integer16
logEventType integer16
logFile string
severity severity
module string
component string
event string
syslogFacility integer8
syslogSeverity integer8
image string
cmdLine string
originalFileName string
parentProcessld integer64
parentimage string
parentCommandLine string
targetObject string
targetFilename string
scriptBlockText string
queryName string
queryResults string
workstationName string
logonld string




HassaHue Tun
imagelLoaded string
sourcelmage string
targetimage string
customString1 string

string
customString15 string
customNumber1 string

string
customNumber5 string
customlp1 ip
customlIp2 ip
customDate1 date
customDate?2 date
Twnbl none:

Tun |[3HayeHWe No YMONYaHUIO OnucaHue

string CTtpoka no6oit AnnHbI.
. 00000000-0000-0000-0000-||Ctpoka Braa XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX, rae X - wectHaguatupuuHaa unodpa (0, 1, 2,
guid 00000000000 3,4,56,7,89ab,c,def A B,C,D,E,F).
ip 0.0.0.0 Crpoka Buaa X.X.X.X, rae X = 0..255; unm X:X: XX XoX:X:X, rae X = 4-3HauHoe LWecTHaAuaTMpUYHOE YHCTIO.
integer (0 Iioboe Lenoe HeoTpULATENTBHOE YNCTTO.
url " Crpoka URL, ¢popmat B RFC1738.
ip 255 Yucro 0 .. 255 unu CTPoKa U3 CMMCKA MPOTOKOIOB HUXKE.
protocol
severity |[unknown Crpoku: unknown, critical, error, info, warning.
integer8 |0 Llenoe uncno B uHtepsane [0, 255].
integer16||0 Llenoe uncno B uHtepsane [0, 65535].
integer640 Llenoe uncno B uxtepsane [0, 2"64-1].
date 1970-01-01T00:00:00 2024-03-06T10:30:00.

Cn1COoK NPOTOKOSOB, AONYCTUMBIX ANA nona networkProtocol (6ykBbl MoryT BbITh B 1t060M pervcTpe):



HasBaHue 3HaueHue
IP 0
ICMP 1
IGMP 2
GGP 3
IP-ENCAP 4
ST 5
TCP 6
CBT 7
EGP 8
IGP 9
BBN-RCC-MON 10
NVP-I| 11
PUP 12
ARGUS 13
EMCON 14
XNET 15
CHAOS 16
UDP 17
MUX 18
DCN-MEAS 19
HMP 20
PRM 21
XNS-IDP 22
TRUNK-1 23
TRUNK-2 24
LEAF-1 25




HassaHue 3HaueHue
LEAF-2 26
RDP 27
IRTP 28
ISO-TP4 29
NETBLT 30
MFE-NSP 31
MERIT-INP 32
DCCP 33
3PC 34
IDPR 35
XTP 36
DDP 37
IDPR-CMTP 38
TP++ 39
IL 40
IPV6 41
SDRP 42
IPV6-ROUTE 43
IPV6-FRAG 44
IDRP 45
RSVP 46
GRE 47
DSR 48
BNA 49
IPSEC-ESP 50
IPSEC-AH 51




HassaHue 3HaueHue
I-NLSP 52
SWIPE 53
NARP 54
MOBILE 55
TLSP 56
SKIP 57
IPV6-ICMP 58
IPV6-NONXT 59
IPV6-OPTS 60
ANY HOST INTERNAL PROTOCOL 61
CFTP 62
ANY LOCAL NETWORK 63
SAT-EXPAK 64
KRYPTOLAN 65
RVD 66
IPPC 67
ANY DISTRIBUTED FILE SYSTEM 68
SAT-MON 69
VISA 70
IPCU 71
CPNX 72
CPHB 73
WSN 74
PVP 75
BR-SAT-MON 76
SUN-ND 77




HassaHue 3HaueHue
WB-MON 78
WB-EXPAK 79
ISO-IP 80
VMTP 81
SECURE-VMTP 82
VINES 83
IPTM 84
NSFNET-IGP 85
DGP 86
TCF 87
EIGRP 88
OSPFIGP 89
SPRITE-RPC 90
LARP 91
MTP 92
AX.25 93
IPIP 94
MICP 95
SCC-SP 96
ETHERIP 97
ENCAP 98
ANY PRIVATE ENCRYPTION SCHEME 99
GMTP 100
IFMP 101
PNNI 102
PIM 103




HassaHue 3HaueHue
ARIS 104
SCPS 105
QNX 106
A/N 107
IPCOMP 108
SNP 109
COMPAQ-PEER 110
IPX-IN-IP 111
VRRP 112
PGM 113
ANY 0-HOP PROTOCOL 114
L2TP 115
DDX 116
IATP 117
STP 118
SRP 119
uTl 120
SMP 121
SM 122
PTP 123
IS-IS OVER IPV4 124
FIRE 125
CRTP 126
CRUDP 127
SSCOPMCE 128
IPLT 129




HassaHue 3HaueHue
SPS 130
PIPE 131
SCTP 132
FC 133
RSVP-E2E-IGNORE 134
MOBILITY HEADER 135
UDPLITE 136
MPLS-IN-IP 137
MANET 138
HIP 139
SHIM6 140
WESP 141
ROHC 142
USE FOR EXPERIMENTATION AND TESTING (254
RESERVED 255

ﬂJ'IFl co34aHunA npaBuna HopmMmanusayuu Heo6XoAuMO B pasaene )‘KypHaﬂbl U OTYEThbI -> )‘KypHaﬂbl -> Monb3oBaTenbcKan HOpManusauua noros
HaXKaTb KHOMKY ﬂOGaBMTb 1 B OTKPbIBLLUEMCA OKHE 3anofiHUTb crieaytoLlune nona:

HaumeHoBaHue OnucaHue
BkntoyeHo BrutoueHne/BbikIOuEHE NpaBumia nonb30BaTeNbLCKOM HOpManu3saLum foros.
HasBaHue Hassanue npasuna nosib3oBaTesIbCKOM HopMan13alymu JIoroB.

OnucaHue OnucaHne npasuia NonNb30BaTENbCKOW HOPManu3saLlum foros.
Buifop KaTeropuy (Tvna) N0ros, Ans KOTOPbIX NPUMEHAETCA AaHHOE NPaBUIo:
Kateropusa « XXypHan co6bITUit KOHEYHBIX YCTPOMCTB.

« Syslog.

Cron6el ¢ AaHHbIMU

Bbibop cTonbua, U3 KoToporo ByayT U3BNeKaTbCA AaHHbIE.

PerynsapHoe
BblpaeHue

CTpoKa perynapHoro BbIPaXXeHUA C rpynnamu, HasBaHWA KOTOPLIX COBNaAaroT co cTonbuamu, Kyaa 6yayT sanucbiBaTbCA
3HaYEHWA.

Mpumep cosaaHua npaeuna, Kotopoe obpabaTeiBaeT Norv KaTeropuu syslog, M3BMEKaeT U3 HUX UMA Nonb3oBaTens, ip, port U 3anucbiBaeT Ux B
cooTBeTcTBytoLMe nona 6asbl AaHHbIX SIEM:




—

CeoilcTBa NpaBUNa NoNb30BaTeIbCKoi HOPMaNM3aL MK NOros [ X
BkntoveHo: gﬁ
HassaHwue: Syslog1
OnucaHue:
Karteropus: E} Syslog v
CTon6ew, ¢ AaHHbIMM: JaHHble -
PerynspHoe BbipaXeHue: +Accepted.+for\s(?<user>[A-Za-z0-9]+)\sfrom\s(?<ipSource>[0-9.]+)\sport\s(?

<portSource>[0-9]+)

oo | o |
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Konuuectso 3anu
Heo6XoAUMOM WH

ceW, PerucTpupyemMbix B XypHanax, Kak npasuno, o4eHb Benuko, v SIEM npeaoctaenseT yao6Hble cnocobbl noncka U punbTpaymu
dopmauun. ADMUHUCTPATOP MOXET UCMONb30BaTb NPOCTOM U PACLUMPEHHBIN NMOWUCK MO COAEPXKUMOMY XKYPHAIOB.

lMpyn Mcnonb3oBaHWMK NPOCTOrO NOUCKA aAMUHUCTPATOP UCMONb3YeT rpaduUeckuin HTepdeic, YTobbl 3aAatb GUILTPALMIO N0 3HAYEHUAM Tpedyembix

nosen xypHasnos,

OTOUNBTPOBLIBAA TakMM 00Pa30M HEHYXXHYIO MHPOpMaLMo. Hanpumep, aaMUHUCTPaToOP MOXET 3aZiaTb MHTEPECYIOLLWiA ero

Ananas3oH BpemMeHU, CMUCOK nonb3oBaTenen, KaTeFOpMVI 1 T.n. 3ajaHue KpUTepuneB NOUCKa UHTYUTUBHO NOHATHO U HE Tpe6yeT cneuunanbHbIX 3HaHWK.

MocTpoeHue Gornee CNoXHbIX PUMNLTPOB BO3MOXHO B PEXMME PACLLMPEHHOTO NMOMCKa C UCTIONb30BAHMEM CMELMaNbHOIO A3blka 3anpocoB. B pexume
paCLUMPEHHOrO MOKUCKa MOXHO CTPOMUTbL 3anNpOCkl C UCMOSb30BaHUEM NOMEH XKypPHATOB, KOTOPLIE HEAOCTYMNHbI B 6a30BOM pexume. Ana ¢opM1poBaHus

3anpocoB UCnosb
MCcNnosib3oBaHUEM

3YIOTCA Ha3BaHWA NoMei, 3HaueHUs NoNen, KITKoUEBbIE CrIoBa U onepaTopbl. 3HaUeHUA nonei MoryT BbiTb BBEAEHBI C
OAWHAPHbIX UMW ABOMHBIX KaBbIYEK, UM 6E3 H1X, eCNM 3HAUEHUA He coZepxarT npobernos. [nA rpynnmupOBKMA HECKOSTBKIUX YCIIOBUi

MOXHO UCMONb30BaTb Kpyrble CKOOKM.

KntoueBble cnosa otaenaoTcA npo6enaMM U MoryT 6bITb cneayrowmmu:

HaumeHoBaHue

OnucaHue

AND unu and

JTornueckoe W, TpebyeT BLINONHEHWA BCEX YCOBWI, 3alaHHbIX B 3anpoce.

OR unu or

Jlornueckoe UJTH, aocTaTtoyHO BbINOMIHEHWA OAHOIO M3 YCIOBMIA 3anpoca.

Onepartopsl onpe

LENAT yCrnoBua GUbTpa U MoryT 6biTb CNEAYIOLLUMM:

HaumeHoBaHue

OnucaHue

PaBHo. TpebyeT NonHOro coBnaAeHWs 3HaYeHUA NomsA yKasaHHOMY 3HauYeHUIo, Hanpumep, p=172.16.31.1 6yayT oTobpaxeHbl BCe
3anucu xypHana, B Kotopom none IP 6yaeT To4HO COOTBETCTBOBATb 3HaUYeHuto 172.16.31.1.

He paBHo. 3HaueHue ykasaHHOro nomns He A0SHKHO COBNafaTh C yKadaHHbIM 3HaYeHWeM, Hanpumep, ip/=172.16.31 6ynyTt
oToOpakeHbl BCe 3anucy XypHana, B Kotopom none |IP He ByaeT paBHO 3HaueHuto 172.16.31.1.

MeHbLue nMbo paBHO. 3HaYeHWe Nona JOMKHO OblTb MeHbLUe MO0 paBHbl yKasaHHOMY B 3anpoce 3HauyeHuto. MoxeT ObiTb
NPUMEHWUMO TOJbKO ANA Nonen, NoAAEPKUBAIOLLMX CpaBHEHUsA, Hanpumep, nona aathbl, portSource, portDest, statusCode v 1.1.,
Hanpumep, date <= '2019-03-28T20:59:59' AND statusCode=303.

Bonblie nMbo paBHo. 3HauyeHMe Nona A0MKHO ObiTh Gonblie MO0 paBHbI yKazaHHOMY B 3anpoce aHaueHuto. MoxeT ObiTb
NMPUMEHWUMO TOSbKO ANA Nonen, NoAAEPKUBAIOLLMX CpaBHEHUsA, Hanpumep, nona aathbl, portSource, portDest, statusCode v 1.1.,
Hanpumep, date >= "2019-03-13T21:00:00" AND statusCode=200.

MeHbLue. 3HauYeHWe Nona AOMKHO BblTh MeHbLUE YKa3aHHOro B 3anpoce 3HaveHusA. MoxeT OblTb MPUMEHUMO TOSBLKO ANA NOnen,
noAAepPXMBAIOLLMX CPaBHEHWUA, Hanpumep, Nona AaThkl, portSource, portDest, statusCode v 1.n., Hanpumep, date < 2019-03-
28T20:59:59' AND statusCode=404.

Bonblue. 3HaueHne NonA A0MKHO BbITb BOMNbLLE yKa3aHHOro B 3anpoce 3HaveHUs. MoxeT BbiTb NPUMEHUMO TOSLKO ANA NONe,
noAAEPXKMBAIOLLMX CPaBHEHWA, HaNpUMep, NonA Aatel, portSource, portDest, statusCode v T1.n., Hanpumep, (statusCode>200 AND
statusCode <300) OR (statusCode=404).

Mo3BonAeT yKasaTb HECKOBKO 3HAYEHUI Nonsa B 3anpoce. CNMCOK 3HaYeHWH HEOBX0ANMO yKasbiBaTb B KPYITIbIX CKOOKaX,
Hanpumep, Hanpumep, category IN (botnets, compromised, 'illegal software', ‘phishing and fraud', reputation high risk','unknown
category').

NOT IN

Mo3BonfAeT ykas3aTb HECKOMBKO 3HaYeHU nonA B 3anpoce; ByayT oToOpaXeHbl 3an1cH, He CoaepKalLMe yKasaHHbIe 3HaYeHus.
Cnu1cok 3HauYeHnin HeobxoanMO yKasbiBaTh B Kpyriibix ckobkax, Hanpumep, category NOT IN (botnets, compromised, ‘illegal
software', ‘phishing and fraud','reputation high risk','unknown category’).




HaumeHoBaHue OnucaHue

ConepxuT. [No3sonAeT ykasatb NOACTPOKY, KOTOpaA AO/MKHA HAXOAUTLCA B yKasaHHOM none, Hanpumvep, browser ~ "Mozilla/5.0"
[aHHbIi onepaTop MOXET ObITb MPUMEHEH TOSBKO K MOMAM, B KOTOPbIX XPaHATCA CTPOKOBLIE AaHHbIE.

He conepxwT. [No3BonAeT ykazaTb NOACTPOKY, KOTOPaA He AO/DKHA NMPUCYTCTBOBATL B yKa3aHHOM none, Hanpumep, browser I~
"Mozilla/5.0" NaHHbIi onepaTop MOXET ObiTb MPUMEHEH TOMBKO K MOMAM, B KOTOPbIX XPAHATCA CTPOKOBbIE AaHHbIE.

Mpu ncnons3osaHun onepatopa MATCH noacTpoka, KoTopasa A0/MKHA NPUCYTCTBOBATL B yKasaHHOM nose, 3aaaéreca B popmare
JSON 1 ¢ ucnonb3oBaHWEM OAMHAPHbLIX KaBblYEK, Hanpumvep,

MATCH details MATCH '\"module\":\"threats\""

CHHTaKCH1C 3anpocoB C UCMoMb3oBaHWEM AAHHOTO onepatopa cooTBeTcTeyeT cTaHaapTy RE2. MoapobHee o cuHTaKkcuce
Google/RE2: https:/github.com/google/re2/wiki/Syntax.

Mpw ncnonbsosanun onepatopa NOT MATCH noacTpoka, KoTopaa He A0/MKHA NPUCYTCTBOBATb B YKa3aHHOM Mosie, 3a4aétcA B
dopmate JSON u ¢ ucnonb3oBaHWEM OAMHAPHbBIX KaBblYEK, HanpumMep,

NOT MATCH ||details NOT MATCH "\"module\":\"threats\""

CHHTaKCH1C 3anpocoB C UCMosb3oBaHWEM AaHHOTO onepaTopa cooTBeTcTeyeT cTaHAaapTy RE2. MoapobHee o cuHTakcuce
Google/RE2: hitps:/github.com/google/re2/wiki/Syntax.

Mpw cocTaBneHumn pactumperHoro 3anpoca SIEM nokasbiBaeT BO3MOXHbIE BapUaHThl Ha3BaHWA NoNel, MPUMEHNUMBIX K HUM OMepaTopoB U BO3MOXHbIX
3HayeHwuit, obrieryan onepaTopy cucTeMbl GOPMUPOBAHUE CIIOXHBIX 3anpPOCoB. [pn NEPEKOYEHUU PEXMMA NOUCKA C OCHOBHOTO Ha PaCLUMPEHHbIH
SIEM aBTOMaTHUuYEeCKN GOPMUPYET CTPOKY C MOUCKOBLIM 3aMPOCOM, KOTOPasA COOTBETCTBYET DUIILTPY, YKa3aHHOMY B OCHOBHOM PeXuUMe Moucka.


https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax

OnucaHue ¢popmaToB HypHanos



OKcnopT KmypHanos B popmarte CEF

Documentation: ¥

Product: SIEM
Version: 7.1.x

dopmar wypHana cobbiTui

YCTPOMCTBO, reHepupyHoLLiee 3T0 CoBLITHE.

Twvn nonAa HassaHue nonsa OnucaHue Mpumep 3HaveHUn
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||[lponssoanTtens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source Tun xypHana. events
Origin Mozayrnb, B KOTOPOM NPOMU3OLLIIO COBbITHE. admin_console
Severity BaHOCTb COObITHA. MoxeT npuHuMaTh 3HaYeHuA:
o 1 — MHPOPMALMOHHbLIE.
o 4 — npeaynpexaeHus.
o 7 — OLUMOKM.
e 10 — KpUTUYHBIE.
CEF rt Bpemsa, koraa 6b110 nosyyeHo codbiTue: 1652344423822
[paclwmpenue] mMunnucekyHabl ¢ 1 AaxBapa 1970 roaa.
deviceExternalld||Mma, koTopoe oAHO3HaYHO naeHTUdMUMPYeT  ||lutmcore@ersthetatica

act Tun coBbITHA. login_successful
suser MmA nonb3osatens. Admin
src IPv4-aapec UCTOYHMKA. 192.168.117.254
cat KoMnoHeHT, B KOTOPOM Npou3oLLsio cobkiThe.  ||console_auth
cs1Label Mone ucnonb3yeTca ANA yKasaHuA aetanewn Attributes
coOBbITHA.
csi LeTanu cobbitna B popmate JSON. {"name":"MIME_BUILTIN_COMPQOSITE","module":"nlist_import"}

dopmart KypHana Be6-gocTtyna

Tuvn nonAa HasBaHue nonsa Onucaxue Mpumep 3HaveHUnA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoOK
Device Vendor MpounssoanTens NpoaykTa. UserGate




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

Device Product Tun npoaykra. NGFW
Device Version Bepcua npoaykra. 7

Source HassaHue xypHana. webaccess
Name Tun UCTOYHMKA. log

Threat Level

YposeHb yrposbl kateropun URL.

MoxeT npuHumaTh 3Havenuda 2, 4, 6, 8, 10
(ycTaHOBMEHHBbIW ypOBEHb YrpO3bl, YMHOXEHHbIH Ha 2);
Unknown, ecnin kaTeropua He onpeaeneHa.

CEF
[pacwmpeHue]

rt Bpewms, koraa 6b110 NonyyeHo cobbiThe: 1652344423822
mMunnucekyHabl ¢ 1 Aaneapa 1970 roaa.
deviceExternalld MmA, KoTopoe 0AHO3HaYHO naeHTudULMpyeT  |[utmcore@ersthetatica
YCTPOICTBO, reHepH1pytoLLee 3TO CoBbITHE.
act [lencTBre, NPUHATOE YCTPOMCTBOM B captive
COOTBETCTBMW C HACTPOEHHBIMMU NMONIUTUKAMM.
reason MpuumnHa, no koTopoi Bbino cosaaHo cobeiTue, ([{"id":39,"name":"Social Networking","threat_level":3}
HanpumMep, NpuunHa BrIOKUPOBKM caiTa.
proto Mcnonb3yemblit NpoTOKON 4-ro ypoBHA. TCP.
app [MpoTokon npuknaaHoro yposHaA v ero Bepcua. |[HTTP/1.1
suser Mma nonb3osartens. user_example (Unknown, ecnu nonb3osarenb
HEN3BECTEH)
src IPv4 nctounuka tpaduka. 10.10.10.10
spt [MopT McToYHMKa. MoxeT npuHumartb 3Ha4eHmna ot 0 Ao 65535.
dst IPv4 anpec HasHauyeHus Tpaduka. 194.226.127.130
dpt MopT HasHaueHusA. MoxeT npuHumartb 3Ha4enuna ot 0 ao 65535.
requestMethod MeToa, ncnonbayemelit ana goctyna k URL- GET
appecy (POST, GET n 1.1.).
request B cnyyae HTTP-3anpoca none coaepxu1t URL- ||http://www.secure.com
azpec 3anpaluMBaemMoro pecypca ¢ ykasaHuem
MCMNOsb3yemMoro NpoToKona.
requestContext URL vcTouHmka 3anpoca (pedepep HTTP). https://www.google.com/

requestClientApplication

Useragent nonb3oBatesnbckoro 6paysepa.

Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:96.0)
Gecko/20100101 Firefox/96.0

Konunuectso nepeAaHHbIX BXOAALLNX 6aitTos;
AaHHble NepeaaroTcA B HanpaB/ieHUN NUCTOYHUK
— HasHa4deHue.

231



http://www.secure.com/
https://www.google.com/

Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

out KonuuectBo nepeaaHHbIx ucxoaawmx G6aiTos; (|40
laHHble NepeaaloTCcA B Hanpas/ieHUK
HasHayeH1e — UCTOYHMK.

cs1lLabel [Mone ncnonb3yeTca Ana ykasaHua Rule
cpabaTbiBaHus npasuna.

csi HassaHue npaeuna, cpabartbiBaHue kotoporo  ||Default Allow
BbI3Baro cobbiThe.

cs2Label [Mone ncnonb3yeTca ANA MHAMKALMUKW 30HBbI Source Zone
MCTOYHMKA.

cs2 HasBaHue 30HbI UCTOYHMKA. Trusted

cs3Label [Mone ucnonb3yeTca AnA yKasaHUA CTpaHbl Source Country
MCTOYHMKA.

cs3 HasaHue cTpaHbl UCTOYHMKA. RU (oToGpaxaeTca ABYXOyKBEHHbIW KOZ CTpaHbl)

cs4lLabel [Mone ncnonb3yeTcA ANA UHAMKALMUMW 30HBbI Destination Zone
HasHayeHus.

cs4 HassaHue 30HbI Ha3HaueHuA. Untrusted

cs5Label [Mone ncnonb3yeTcA ANA ykasaHWA CTpaHbl Destination Country
HasHayeHus.

cs5 HaseaHue cTpaHbl Ha3HaYeHHA. RU (oTo6paxaeTca AByxOyKBEHHbIM KOA CTPaHbl)

cs6Label Mone ykasbiBaeT 6bINo M COAEPXKMUMOE Decrypted
paclndpoBaHo.

cs6 PacwmdposaHo unu Hert. true, false

flexString1Label Mone ykasbiBaeT Ha TWUM KOHTEHTA. Media type

flexString1 Twn KOHTEHTA. text/html

flexString2Label [Mone ykasblBaeT Ha KaTteropuio URL Categories

3anpalumsaemoro URL-aapeca.

flexString2 Kateropwa URL. Computers & Technology
cnilabel [Mone ncnonb3yetcA AnA ykasaHua konuyecTea ||Packets sent
nepeaaHHbIX NaKeToB B HANPaB/IEHUM UCTOYHMK
— HasHaueHwue.
cni KonuyectBo nepeaaHHbIX NakeTos B 3
HanpaBneHWM UCTOYHWUK — Ha3HaYeHue.
cn2Label [Mone ucnonb3ayeTcA AnA ykasaHua konuuecTsa ||Packets received

nepeaaHHbIX NaKkeToB B HanpasneHnu
Ha3Ha4YeHne — UCTOYHMUK.




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

cn2 Konunyectso nepeaaHHbIX NakeTos B 1
HanpasneHWn HasHayeHne — UCTOUHMUK.
cn3Label [Mone ykasbiBaeT UCXOAHbIN OTBET cepaepa. Response
cn3 Koa otBeta HTTP. 302
dopmart xypHana Be6-noctyna CEF Compact:
Tuvn nona HasBsaHue nonsa Onucaxue Mpumep 3HayeHUn
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor MpownssoanTens npoaykra. UserGate
Device Product Tun npoaykra. NGFW
Device Version Bepcua npoaykra. 7
Source HassaHue xypHana. webaccess
Name Tun UCTOYHMKA. log
Threat Level YpoBeHb yrposbl kateropun URL. MoxeT npuHumaTb 3Hadenus 2, 4, 6, 8, 10
(ycTaHOBMEHHBIW YPOBEHb Yrpo3bl, YMHOXEHHBIW Ha 2);
Unknown, ecnn kaTeropua He onpeJerneHa.
CEF rt Bpewms, koraa 6bi510 nony4YeHo cobbiThe: 1652344423822
[paclumpenue] mMunnucekyHael ¢ 1 anBapa 1970 roaa.
deviceExternalld MmA, koTopoe 0iHo3HaYHO naeHTudUUMpyeT  ||lutmcore@ersthetatica
YCTPOWCTBO, reHepupytoLLee 310 coBbITUE.
act [leicTBHe, NPUHATOE YCTPOICTBOM B captive
COOTBETCTBUM C HACTPOEHHbLIMMU MOMUTUKAMM.
reason MpunumnHa, no koTopoi Bkino cosnaHo cobuiThe, ([{"id":39,"name":"Social Networking","threat_level":3}
Hanpumep, npuumnHa GroKUPOBKKM caiTa.
proto Mcnonb3yemblit NpoToKoN 4-ro ypoBHA. TCP.
app [MpoTokon npuknaaHoro yposHaA u ero sepcua. |[HTTP/1.1
suser Mwma nonbsosartens. user_example (Unknown, ecnu nonb3osarenb
Hen3BecTeH)
src IPv4 nctouHunka tpaduka. 10.10.10.10
spt [MopT nctouHuka. MoxeT npuHUmMaTh 3HaveHuns ot 0 Ao 65535.
dst IPv4 anpec HasHauyeHua Tpaduka. 194.226.127.130

dpt

[MopT HasHaueHusA.

MoxeT npuHumarts 3Hadyenmna ot 0 Ao 65535.




Ur|-KaTeI'OpI/Il7I, url, umA nonb3oBatena, uma npasuna, UMA 30HbI, U T.4.

dopmat mypHana DNS

Tuvn nona HasBaHue nonsa Onucaxue Mpumep 3HaveHun
requestMethod MeToa, ncnonbsyembiit ana goctyna k URL- GET
aapecy (POST, GET u 1.n.).
request B cnyuyae HTTP-3anpoca none coaepxut URL- ||http://www.secure.com
aApec 3anpallnBaemMoro pecypca ¢ ykasaHmem
MCMNOMb3yeMoro npoToKona.
requestContext URL vcTouHuka 3anpoca (pedepep HTTP). https://www.google.com/
requestClientApplication||Useragent nonbsoBarensckoro 6paysepa. Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:96.0)
Gecko/20100101 Firefox/96.0
in KonuuecTeo nepeaaHHbIx BXxoaAwWwMx 6aiTos;  (|231
[laHHble NepeAatoTCcA B HANPaBIEHUU UCTOUHUK
— HasHaueHwue.
out KonuuecTBo nepeaaHHbIx ucxoaawmx 6aiTos; (|40
aHHble NepeaaloTCcA B HanpaB/eHUK
HasHayeH1e — UCTOYHMK.
cs1lLabel [Mone ncnonb3yeTca Ana ykasaHua Rule
cpabaTtbiBaHUs npasuna.
csi HaseaHue npasuna, cpabatbiBaHue kotoporo  ||Default Allow
BbI3Bano cobbiTHe.
cs2Label [Mone ncnonb3yeTcA ANA UHAMKALMUKW 30HBbI SrcZone
MCTOYHMKA.
cs2 HasBaHue 30HbI UCTOYHMKA. Trusted
cs3Label [Mone ncnonb3yeTcA ANA MHAMKALMUKW 30HBbI DstZone
HasHayeHus.
cs3 HasBaHue 30HbI Ha3Ha4YeHuA. Untrusted
flexString1Label [Mone ykasbiBaeT Ha KaTeroputo URLCats
3anpawusaemoro URL-aapeca.
flexString1 Kateropua URL. Computers & Technology
cnilabel Mone ykasbiBaeT UCXOAHLIN OTBET CepBepa. Response
cni Koa otBeta HTTP. 302
MpumeuanneOOBLee NpaBuiIo ANA KOMNAKTHOrO dopmMaTta — 3HaueHWs HEKOTOpbIX nonei obpesatoTcs no AnvHe Ao 80 cumBonoB. Hanpumep, CrnMcok

Tun nona HassaHue nons OnucaHue Mpumep 3HaueHunA
CEF CEF:Version Bepcus CEF. CEF:0
3aronoBoK
Device Vendor ||[lpoussoantens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW



http://www.secure.com/
https://www.google.com/

Twvn nona HasBaHue nonsa OnucaHue Mpumep 3HauyeHunA
Device Version |[Bepcua npoaykra. 7
Source HassaHwue xypHana. dns
Name Tun UCTOYHMKA. log
Threat Level YposeHb yrpo3bl kateropun URL. MoxeT npuHumartb 3HayeHun 2, 4, 6, 8, 10 (ycTaHOBNEHHbLIN YPOBEHb
yrpo3bl, yMHOXeHHbIV Ha 2); Unknown, ecnn kateropua He onpeaenexa.
CEF rt Bpewms, korga 6b110 nonyyeHo 1701085036026
[pacwmpeHune] CcoObITHE: MUNITMCEKYHALI ¢ 1 AHBapsA
1970 ropa.
deviceExternalld||Mma, koTopoe oAHO3HAYHO utmcore@ntoorereaeda
naeHTMdULMpyeT YCTPOMCTBO,
reHepupytoLLiee 3T0 COBLITHE.
act [evcTBre, NPUHATOE YCTPOWCTBOM B block
COOTBETCTBMU C HACTPOEHHbBIMM
NONMUTUKAMM.
reason MpuumnHa, no koTopor Bbino cozaaHo  ||{"url_cats":[{"id":37,"name":"Search Engines & Portals","threat_level":1}]}
coObITWe, Hanpumep, url kaTeropus, Ha
KOTOPbIX cCpaboTano NpasuIo.
proto Mcnonb3syembli npoTokon 4-ro yposHa. |[UDP
dhost MmsA xocTa HasHauyeHus, aapec google.com
KOTOPOro onpeAenAeTCcA C MOMOLLbIO
DNS cepsepa.
app MpoTOoKON NPUKNAAHOrO YPOBHA. DNS
suser Mma nonb3osarens. user1 (Unknown, ecn1 nonb3oBatenb HEU3BECTEH)
src IPv4 uctouHvka Tpadwka. 10.10.0.11
spt MopT ucTouHumKa. MoxeT npuHumartb 3Ha4eHuna ot 0 Ao 65535.
smac MAC-aapec UCTOYHMKA. FA:16:3E:65:1C:B4
dst IPv4 aapec HasHayeHuA Tpaduka. 194.226.127.130
dpt [MopT HasHayeHuA. MoxeT npuHuMaTh 3HaveHus oT 0 Ao 65535. [na DNS 06biuHO
ncnonbayeTtcaA nopT 53.
cs1Label [Mone ucnonbayeTtcA AnNA yKasaHuA Rule
cpaboTasLuero npasuna.
csi HassaHue npasuna, cpabatbiBaHue Rulet
KOTOPOro BbI3BaNO COBbLITHE.
cs2Label Mone ucnonbayeTtcA ANA MHAMKALWK Source Zone

30Hbl UCTOYHMKA.

cs2

HasBaHue 30HbI UCTOYHMKA.

Trusted



http://www.google.com

Tuvn nonna HassaHue nonsa OnucaHue Mpumep 3HauyeHunA
cs3Label [Mone ucnonb3ayeTtcA AnNA ykasaHuA Source Country
CTpaHbl NICTOYHUKA.
cs3 HassaHue cTpaHbl UCTOYHMKA. RU (oToBpaaetca AByxOYKBEHHbIM KOA CTPaHbI)
cs4lLabel Mone ncnonb3yeTca AnA MHAUKALWK Destination Zone
30Hbl HA3Ha4YeHunAq.
cs4 HasBaHue 30HbI Ha3HayYeHuA. Untrusted
cs5Label [Mone ucnonb3ayeTtcaA AnA ykasaHua Destination Country
CTpaHbl Ha3Ha4YeHuA.
cs5 HasBaHue cTpaHbl Ha3HaYeHuA. RU (oToBpakaetca AByxOYKBEHHDIM KOA CTPaHbI)
cs6Label [Mone ucnonb3ayeTtca AnA ykasaHua Data
nepeaaBaemMblX AaHHbIX.
cs6 MepenaBaembie AaHHbIE. {"question":[{"domain":"google.com","type":"A","class":"IN"}],
"answer":
[{"domain":"google.com","type":"TXT","class":"IN","tl":5,"data":"Blocked"},
{"domain":"google.com","type":"A","class":"IN","ttl":5,"data":"10.10.0.1"}]}
flexString1Label ||[Tone ykasbiBaeT Ha kaTeroputo URL Categories
3anpawmsaemoro URL-aapeca.
flexString1 Kareropua URL. Search Engines & Portals

dopmar xypHana DNS CEF Compact:

Tuvn nonAa HasBsaHue nonsa OnucaHue Mpumep 3HauyeHunA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||[[Tpon3soanTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source HassaHwue xypHana. dns
Name Tun UCTOYHMKA. log
Threat Level YpoBeHb yrpo3bl kateropun URL. MoxeT npuHumartb 3HaueHun 2, 4, 6, 8, 10 (ycTaHOBNEHHbLIN YPOBEHb
yrpo3bl, yMHOXeHHbIW Ha 2); Unknown, ecnn kateropva He onpeaenexa.
CEF rt Bpewms, korga 6b110 NonyyeHo 1701085036026
[pacwmpeHue] CcoObITHE: MUNITUCEKYHALI ¢ 1 AHBapsA
1970 ropa.
deviceExternalld||Mma, koTopoe oAHO3HAYHO utmcore@ntoorereaeda
naeHTMdULMPYeT YCTPOMCTBO,
reHepupytoLee 310 cobbiTHe.




Tvn nonsa

HasBaHue nonsa

OnucaHuve

Mpumep 3HaueHun

act [ewcTene, NPUHATOE YyCTPOWCTBOM B block
COOTBETCTBMU C HACTPOEHHbLIMM
NONMUTUKAMM.
reason MpuumnHa, no koTopor 6o cozaaHo  ||{"url_cats":[{"id":37,"name":"Search Engines & Portals","threat_level":1}]}
coO6bITWe, Hanpumep, url kateropus, Ha
KOTOPbIX CpaboTano NpaeuIo.
proto Mcnonb3syembli npoTokon 4-ro yposHa. |[UDP
dhost MmA xocTa HasHauyeHua, aapec google.com
KOTOPOro onpeAenAeTcA C MOMOLLbIO
DNS cepsepa.
app MpoTokon NpMKNaaHoro ypoBHs. DNS
suser Wma nonb3osarens. user1 (Unknown, ecrnn nonb3oBartenb HEU3BECTEH)
src IPv4 nctouHvka Tpaduka. 10.10.0.11
spt MopT “cTOUHMKA. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
smac MAC-aapec UcTo4HMKa. FA:16:3E:65:1C:B4
dst IPv4 anpec HasHauyeHua Tpaduka. 194.226.127.130
dpt MopT Ha3HaueHuA. MoxeT npuHumaTb 3HadeHus ot 0 fo 65535. [ina DNS 06bluHO
nmcnonb3yetca nopt 53.
cs1lLabel Mone ncnonb3yetcA ANA ykasaHua Rule
cpaboTasLuero npasuna.
csi HassaHue npasuna, cpabaTbiBaHue Rule1
KOTOPOro BbI3BaN0 COObITHE.
cs2Label Mone ucnonb3yeTca ANA MHAUKALWK SrcZone
30HbI UCTOYHMKA.
cs2 HasBaHue 30Hbl UICTOYHMKA. Trusted
cs3Label Mone ucnonbsyetcaA ANA MHAMKALWK DstZone
30HbI HAa3HAYeHUsA.
cs3 HasBaHue 30HbI HasHavyeHus. Untrusted
cs4Label [Mone ucnonbayeTtcA AnNA yKasaHuA Data
nepesfaBaeMblX AaHHbIX.
cs4 lMNepenaBaemble AaHHbIE. {"question":[{"domain":"google.com","type":"A","class":"IN"}],

"answer":
[{"domain":"google.com","type":"TXT","class":"IN","ttl":5,"data":"Blocked"},
{"domain":"google.com","type":"A","class":"IN","tl":5,"data":"10.10.0.1"}]}

flexString1Label

Mone ykasbiBaeT Ha KaTeroputo
3anpawmsaemoro URL-azpeca.

URLCats



http://www.google.com

Tvn nonsa

HasBaHue nonsa

OnucaHuve

Mpumep 3HaueHun

flexString1 Kareropua URL. Search Engines & Portals
dopmat MypHana Tpadpuka
Tuvn nona HassaHue nonsa OnucaHue Mpumep 3HaYeHUn
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor [MpounssoanTens npoaykra. UserGate
Device Product Twn npoaykTa. NGFW
Device Version Bepcua npoaykra. 7
Source Tun xypHana. traffic
Rule Type Tun npaeuna, cpadatbiBaHWe KOTOPOro firewall
BbI3BasIO COObITHE.
Threat Level YpoBeHb yrpo3bl MPUNOXEHUA. MoxeT npuHMmaTh 3HayeHus 2, 4, 6, 8, 10
(ycTaHOBMNEHHbIA YPOBEHb YrPO3bl, YMHOXEHHbI Ha 2);
Unknown, ecnu kateropua He onpeaeneHxa.
CEF rt Bpewms, koraa 6b110 nonyyeHo cobbitne:  ||1652344423822
[pacwumpeHue] MunnucekyHabl ¢ 1 anBapa 1970 roga.
deviceExternalld MmsA, KoTopoe 0AHO3HAYHO utmcore@ersthetatica
naeHTMdULMpyeT YCTPOMCTBO,
reHepupytoLLee aTo cobbiTHe.
act [leficTBME, NPUHATOE YCTPOWCTBOM B accept
COOTBETCTBUU C HACTPOEHHBIMM
NONMUTHUKAMM.
proto Mcnonb3yemblii NPOTOKON 4-r0 YPOBHA. TCP wnu UDP
app M cpaboTasLuero NpMnoXeH1aA my_app
suser Mma nonb3osartens. user_example (Unknown, ecnn nons3osarens
HEWU3BECTEH)
src IPv4 nctounuka tpaduka. 10.10.10.10
spt [MopT ncTouHuKa. MoxeT npuHumatb 3HaveHus ot 0 o 65535.
smac MAC-aapec UCToUHMKA. 00:50:56:80:28:08
dst IPv4 aapec HasHauyeHuA Tpadmka. 194.226.127.130
dpt [MopT HasHayeHuA. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
dmac MAC-aapec HaszHaueHus. 00:50:56:80:7D:21




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

in KonnuecTBo nepeaaHHbIX BXOAALLMX 231
6aifToB; AaHHLIe NepeaaroTca B
HanpasfieHUW UCTOYHUK — Ha3HayeHwue.

out KonnuecTBo nepeaaHHbIX UCXOAALLMX 40

6aifToB; AaHHbLIe NepeaaroTca B
HanpaBfeHWn Ha3HaYeHe — UCTOYHMK.

sourceTranslatedAddress

AZApec UCTOYHUKA MOCcse NepeHasHaveHun
(ecnn HacTpoeHbl npasuna NAT).

192.168.174.134 (0.0.0.0 — ecnu Her)

sourceTranslatedPort

MopT MCTOYHMKA Nocre nepeHasHaveHun
(ecnn HacTpoeHbl npasunia NAT).

MoxeT npuHumatb 3HadeHua ot 0 o 65535 (0 — ecnu
HeT)

destinationTranslatedAddress

Anpec HasHayeHus nocne
nepeHasHayeHna (€Cr HaCTPOEeHbI
npasuna NAT).

192.226.127.130 (0.0.0.0 — ecnu Her)

destinationTranslatedPort

MopT HasHaueHuA nocne nepeHasHayYeHns
(ecnn HacTpoeHbl npasuna NAT).

MoxeT npuHumatb 3HadeHuna ot 0 o 65535 (0 — ecnu
HeT)

cs1lLabel Mone ncnonb3yetcA AnA ykasaHua Rule
cpabatbiBaHMA npasuna.

csi HasBaHue npasuna, cpadartbiBaHue Allow trusted to untrusted
KOTOPOro BbI3Basio cobbiThe.

cs2Label [Mone ucnonb3ayeTtcA ANA MHAMKALMK 30HbI |[Source Zone
UCTOYHMKA.

cs2 HasBaHue 30Hbl UICTOYHMKA. Trusted

cs3Label Mone ncnonb3yetca ana ykasauua ctpaHbl [[Source Country
UCTOYHMKA.

cs3 HassaHue cTpaHbl UCTOYHMKA. RU (oTo6paxaetca AByxOYKBEHHbIH KOA CTPaHbI)

cs4lLabel Mone ncnonb3yetca ana MHAMKauum 30Hbl ||Destination Zone
HasHaueHwus.

cs4 HasBaHue 30HbI HasHayYeHuA. Untrusted

cs5Label Mone ncnone3yetca AnAa ykasauua ctpaHbl ||Destination Country
HasHayeHwus.

cs5 HassaHue cTpaHbl Ha3Ha4eHuA. RU (oTo6paxaeTtca AByxOyKBEHHbIH KOA CTPaHbI)

cnilabel [Mone ucnonbayeTtcaA AnA ykasaHua Packets sent
KOnMyecTBa nepeAaHHbIX NakeTos B
HanpaBneHUN UCTOUYHUK — Ha3HaYeHwe.

cn1i KonunyecTBo nepeaaHHbIX NakeTos B 3
HanpaBneHUN UCTOYHUK — Ha3HaYeHwe.

cn2Label [Mone ucnonb3yeTtca AnA ykasaHua Packets received

KONin4ecTBa NakeToB, nepeAaHHbIX B
HanpaBneHUn HasHa4yeHne — UCTOYHMUK.




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHUn

ch2

KonnuecTso nakeTos, nepeaaHHbIX B
Hanpas/ieHMN Ha3Ha4YeHne — UCTOYHUK.

dopmart xypHana Tpacduka CEF Compact:

Tuvn nonAa HassaHue nonsa Onucanue MNpumep 3HayeHunA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor [MpounssoanTens npoaykra. UserGate
Device Product Twn npoaykTa. NGFW
Device Version Bepcua npoaykra. 7
Source Tun xypHana. traffic
Rule Type Tun npaeuna, cpadatbiBaHWe KOTOPOro firewall
BbI3BasIo COObITHE.
Threat Level YpoBeHb Yrpo3bl MPUNOXEHUA. MoxeT npuHMmaTh 3HayeHus 2, 4, 6, 8, 10
(ycTaHOBMNEHHbIA YPOBEHb YrPO3bl, YMHOXEHHbI Ha 2);
Unknown, ecnu kateropua He onpefeneHxa.
CEF rt Bpems, koraa 6bi10 nonyyeHo cobbitne: (1652344423822
[pacwumpeHue] MunnucekyHabl ¢ 1 anBapa 1970 roga.
deviceExternalld MmsA, KoTopoe 0AHO3HAYHO utmcore@ersthetatica
naeHTMdULMPYeT YCTPOMCTBO,
reHepupytoLLee aTo cobbiTHe.
act [leficTBME, NPUHATOE YCTPOWCTBOM B accept
COOTBETCTBUU C HACTPOEHHBIMM
NONMUTHUKAMM.
proto Mcnonb3yemblii NPOTOKON 4-r0 YPOBHA. TCP wnu UDP
app M cpaboTasLuero NpunoXeH1a my_app
suser MmA nonb3oBatend. user_example (Unknown, ecnv nonb3oBaTenb
HEWU3BECTEH)
src IPv4 uctounvka tpaduka. 10.10.10.10
spt [MopT ncTouHMKa. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
smac MAC-aapec UCToYHMKa. 00:50:56:80:28:08
dst IPv4 anpec HasHauyeHua Tpaduka. 194.226.127.130
dpt [MopT Ha3HaueHuA. MoxeT npuHumaTb 3HaueHus ot 0 o 65535.
dmac MAC-aapec HasHauyeHus. 00:50:56:80:7D:21




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHna

in KonnuecTBo nepeaaHHbIX BXOAALLMX 231
6aifToB; AaHHLIe NepeaaroTca B
HanpasfieHUW UCTOYHUK — Ha3HayeHwue.

out KonnuecTBo nepeaaHHbIX UCXOAALLMX 40

6aifToB; AaHHbLIe NepeaaroTca B
HanpaBfeHWn Ha3HaYeHe — UCTOYHMK.

sourceTranslatedAddress

AZApec UCTOYHUKA MOCcse NepeHasHaveHun
(ecnn HacTpoeHbl npasuna NAT).

192.168.174.134 (0.0.0.0 — ecnu Her)

sourceTranslatedPort

MopT MCTOYHMKA Nocre nepeHasHaveHun
(ecnn HacTpoeHbl npasunia NAT).

MoxeT npuHumatb 3Hadenuna ot 0 o 65535 (0 — ecnu
HeT)

destinationTranslatedAddress

Anpec HasHaueHusa nocne
nepeHasHayeHna (€Cr HaCTPOEeHbI
npasuna NAT).

192.226.127.130 (0.0.0.0 — ecnu HeT)

destinationTranslatedPort

MopT HasHaueHuA nocne nepeHasHayYeHns
(ecnn HacTpoeHbl npasuna NAT).

MoxeT npuHumatb 3HadeHuna ot 0 o 65535 (0 — ecnu
HeT)

cs1lLabel Mone ncnonb3yetcA AnA ykasaHua Rule
cpabaTbiBaHUA Npasuna.
csi HassaHue npasuna, cpadartbiBaHue Allow trusted to untrusted
KOTOPOro BbI3Basio CoObITHE.
cs2Label Mone ncnone3yetcA AnNA MHAMKALWK 30HBbI ||SrcZone
UCTOYHMKA.
cs2 HasBaHue 30Hbl UICTOYHMKA. Trusted
cs3Label Mone ncnone3yetcA AnA MHAMKaLKUKM 30HbI ||DstZone
HasHayeHwus.
cs3 HasBaHue 30HbI Ha3Ha4YeHuA. Untrusted
dopmat mypHana COB
Tun nonAa || HasBaHue nonsa OnwucaHue Mpumep 3HaueHunA
CEF CEF:Version Bepcusa CEF. CEF:0
3aronoBoK
Device Vendor ||[TponssoaunTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source Tun xypHana. idps
Signature HassaHue cpaboTasLueit curHaTypbl COB. BlackSun Test
Threat Level YpoBeHb yrpo3bl CUrHATYpbI. MoxeT npuHumaTb 3HadeHus 2, 4, 6, 8, 10 (ycTaHOBNEHHbIN
YPOBEHb Yrpo3bl, YMHOXEHHbIN Ha 2); Unknown, ecniun
KaTeropua He onpeneneHa.




Tuvn nonna HassaHue nonsa OnucaHue Mpumep 3HaveHUn
CEF rt Bpewms, korga 6b1s10 NosnyyeHo codbiTUe: 1652344423822
[pacwumpeHue] munnucekyHael ¢ 1 auBaps 1970 roaa.
deviceExternalld|| A, koTopoe 04HO3HAYHO MAEHTUdULMPYET utmcore@ersthetatica
YCTPOMCTBO, rEHepHpytoLLEee 3TO COBbITHE.
act Lenctere, NPUHATOE YCTPOWCTBOM B accept
COOTBETCTBMU C HACTPOEHHbLIMM NONIUTUKAMMU.
proto Mcnonb3syemblii NPOTOKON 4-r0 ypOBHA. TCP wnu UDP
app [MpoTOKON NPUKNAAHOrO YPOBHA. HTTP
suser Mma nonb3osarens. user_example (Unknown, ecrniu nonb3oBaTesnib HEN3BECTEH)
src IPv4 nctouHvka Tpaduka. 10.10.10.10
spt [MopT “cTOUHMKA. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
dst IPv4 anpec HasHauyeHua Tpaduka. 194.226.127.130
dpt MopT Ha3HaueHuA. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
in KonuuecTBo nepenaHHbix BXoAALMUX GAWTOB; 231
[aHHble NepeaaroTCcA B HanpaBieHUM UCTOUHUK
— HasHayeHue.
out KonunyecTBo nepeaaHHbix UCXoAsALmMX 6anToB; 40
[aHHble NepeaaroTcA B HanpasrieHnn
HaszHa4yeHne — UCTOYHMK.
msg YpoBEHb Yrpo3bl CUrHATYPbI U €€ HasBaHue. [2] BlackSun
csiLabel Mone ncnonbayeTca AnA ykasaHua Rule
cpabaTbiBaHuA npasuna.
cs1 HassaHue npasuna, cpabatbiBaHMe KOTOPOro IDPS Rule Example
BbI3Basno cobbiThe.
cs2Label [Mone ucnonbayeTcA ANA MHAWKALWUKU 30HbI Source Zone
UCTOYHMKA.
cs2 HasBaHue 30HbI UCTOYHMKA. Trusted
cs3Label [Mone ucnonbayeTtcA ANA yKasaHuA CTpaHbl Source Country
UCTOYHMKA.
cs3 HasBaHue cTpaHbl UCTOYHMKA. RU (oTobpaxaeTca AByxOyKBEHHbIN KOA CTpaHbl)
cs4lLabel [Mone ucnonbayeTcA ANA MHAWKALWUKU 30HbI Destination Zone
HasHauyeHuA.
cs4 HasBaHue 30Hbl Ha3HaYeHuA. Untrusted




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

cs5Label Mone ncnonb3yetca AnA yKasaHua CTpaHbl Destination Country
Ha3HavyeHunA.
cs5 HassaHwue cTpaHbl Ha3HaveHua. RU (oToBpakaetca AByxOYKBEHHbIM KOA CTPaHbI)

dopmart xypHan

a COB CEF Compact:

AaHHble nepeaaroTcAa B HanpaBieHNnn UCTOYHUK
— HasHa4yeHue.

Tuvn nona HasBsaHue nonsa OnwucaHue Mpumep 3HaveHUn
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||[lpoussoanTtens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source Tun xypHana. idps
Signature HassaHue cpabotasiueit curHatypsl COB. BlackSun Test
Threat Level YpoBeHb yrpo3bl CUrHaTypbl. MoxeT npuHMMaTh 3HaueHus 2, 4, 6, 8, 10 (yCTaHOBNEHHbIN
YPOBEHb Yrpo3bl, YMHOXEHHBIN Ha 2); Unknown, ecrin
KaTeropua He onpeJesneHa.
CEF rt Bpewms, koraa 6bi510 nonyyeHo cobbiTue: 1652344423822
[pacwumpeHune] MunnucekyHasl ¢ 1 auBapa 1970 roaa.
deviceExternalld||vna, koTopoe 0AHO3HAYHO MAEHTUDULMPYET utmcore@ersthetatica
YCTPOWMCTBO, reHepupytoLLee 310 coBbITHe.
act [encTBre, NPUHATOE YCTPOWCTBOM B accept
COOTBETCTBUU C HACTPOEHHBIMU NONUTUKAMMU.
proto Mcnonb3yemblii NPOTOKON 4-ro YPOBHS. TCP wnu UDP
app MpoToKON NPUKNaAHOro YPOBHS. HTTP
suser Mma nonb3osarens. user_example (Unknown, ecrniu nonb3oBaTesnb HEU3BECTEH)
src IPv4 nctounuka tpaduka. 10.10.10.10
spt [MopT “cTouHMKa. MoxeT npuHUmMaTh 3HaveHuns ot 0 Ao 65535.
dst IPv4 aapec HasHayeHuA Tpadmka. 194.226.127.130
dpt [MopT Has3HayeHuA. MoxeT npuHumMaTh 3HaveHuna ot 0 Ao 65535.
in KonnuecTBo nepeaaHHbIx BXoAALWMX 6aiToB; 231




Tuvn nona HassaHue nonsa Onucaxue Mpumep 3HaveHun
out KonuuecTBo nepeaaHHbIx ucxoaawmx 6aitos;  ||40
[laHHble NepealoTca B HanpasieHnn
Ha3HaYeHUe — UCTOUHMK.
msg YpoBeHb yrpo3bl CUrHaTypbl U €€ HassaHue. [2] BlackSun
cs1lLabel Mone ncnonb3yetca AnA ykasaHua Rule
cpabaTbiBaHuA npasuna.
csi HassaHue npasuna, cpabaTbiBaH1e KOTOPOro IDPS Rule Example
BbI3Baso COBbITHE.
dopmat MypHana ACY TN
Tuvn nonsa HassaHue nonsa Onucaxue MNpumep 3HayeHunA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoOK
Device Vendor |[[Tpon3BoauTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source HasBaHwue xypHana. scada
Name Tun UCTOYHMKA. log
PDU Severity Kputnunocts ACY Tr1. MoxeT npuHuMaTh 3HaYeHuA:
e 1 — OueHb HU3KKN.
e 2 — HU3KKN.
o 3 — cpeaHui.
o 4 — BbICOKMA.
¢ 5 — OuYeHb BBICOKMA.
CEF rt Bpewms, korga 6b110 nonyyeHo 1652344423822
[pacwmpeHune] CcoObITHE: MUNITMCEKYHABI ¢ 1 AHBapsA
1970 rona.
deviceExternalld||Mma, koTopoe oAHO3HAYHO utmcore@ersthetatica
naeHTMdULMpyeT YCTPOMCTBO,
reHepupytoLee 1o cobbiTHe.
act LlecTBre, NPUHATOE YCTPOWCTBOM B ||accept
COOTBETCTBMM C HACTPOEHHbBIMM
NONMUTUKAMM.
app [MpoTOKON NPUKNAAHOrO YPOBHA. Modbus
src IPv4 uctouHvka Tpaduka. 10.10.10.10

spt

MopT nctouHuka. MoxeT npuHumatb 3Hayenuna ot 0 no 65535.




Tuvn nona HassaHue nonsa Onucaxue MNpumep 3HayeHunA
dst IPv4 anpec HasHayeHua Tpaduka. 194.226.127.130
dpt [MopT Has3HaueHuA. MoxeT npuHumatb 3HaueHua ot 0 o 65535.
cs1lLabel Mone ncnonb3yetca AnA ykasaHua Rule
cpabaTbiBaHusA npasuna.
csi HassaHue npasuna, cpabateiBaHme ||Scada Rule Example
KOTOPOrO BbI3Bano cobbiTue.
cs2Label Mone ncnonb3yetca ana uHankauun ||Source Zone
30Hbl UCTOYHMKA.
cs2 HasBaHue 30HbI UICTOYHMKA. Trusted
cs3Label [Mone ucnonb3yeTtca AnA ykasaHua Source Country
CTpaHbl UCTOYHMKA.
cs3 HasBaHue cTpaHbl UCTOYHMKA. RU (oTo6paxaeTtca AByxOYyKBEHHbIH KOA CTPaHbI)
cs4lLabel Mone ncnone3yetca ana unankaumun ||Destination Zone
30Hbl HA3HAYEHHA.
cs4 HasBaHue 30HbI Ha3HayYeHuA. Untrusted
cs5Label [Mone ucnonb3yeTtca AnA ykasaHuaA Destination Country
CTpaHbl Ha3HauYeHus.
cs5 HasBaHwue cTpaHbl Ha3HaveHuA. RU (oTto6paxaeTca AByxOyKBEHHbIN KOA CTpaHbI)
cs6Label Mone ykasbiBaeT Ha MHPopmauuio 06 ||PDU Details
YCTPOWCTBE.
cs6 NHdopmauus 06 ycTpoicTee B {"protocol":"modbus","pdu_severity":0,"pdu_func":"3","pdu_address":0,
dopmate JSON. "mb_value":0,"mb_quantity":0,"mb_payload":"AAIAAA==",
"mb_message":"response"”,"mb_addr":0}
dopmaT ypHana UHcnekTuposaHua SSH
Tun nona Hassanue nonsa OnwucaHue Mpumep 3HaueHun
CEF CEF:Version Bepcusa CEF. CEF:0
3aronoBoK
Device Vendor |[[TponssoaunTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source HassaHwue xypHana. ssh
Name TWn UCTOYHMKA. log




Tuvn nona HassaHue nonsa Onwucaxue Mpumep 3HaYeHUn

Threat Level YpoBeHb yrpo3bl MPUIOXKEHHUA. MoxeT npuHumarth 3HayeHun 2, 4, 6, 8, 10 (ycTaHOBNEHHbLIN YPOBEHb
Yrpo3bl, yMHOXEHHbIN Ha 2); Unknown, ecnu kateropva He
onpeaenexa.
CEF rt Bpewms, koraa 6110 nonyyeHo cobbitre:  |[1652344423822
[pacwmpenue] Munnucekynael ¢ 1 Axeapa 1970 roaa.
deviceExternalld|| A, koTopoe 0AHO3HAYHO utmcore@ersthetatica

MAEHTUDULMPYET YCTPOICTBO,
reHepvpytoLLiee 3T0 COBLITHE.

act [eiicTBue, NPUHATOE YCTPOICTBOM B accept

COOTBETCTBUM C HACTPOEHHBIMU

MOMUTUKAMM.
app MpoTOKON NPUKNAAHOrO YPOBHS. SSH nnun SFTP
suser Mma nonb3osartens. user_example (Unknown, ecniv nonb3oBaTenb HEU3BECTEH)
src IPv4 nctounuka tpaduka. 10.10.10.10
spt [MopT ncTouHmKa. MoxeT npvHumaTh 3HaveHuna ot 0 Ao 65535.
smac MAC-aapec UCTOYHMKA. FA:16:3E:65:1C:B4
dst IPv4 anpec HasHayeHua Tpaduka. 194.226.127.130
dpt [MopT Has3HayeHuA. MoxeT npuHMmMaTh 3HaveHuns ot 0 Ao 65535.
cs1lLabel Mone ncnonb3yetca AnAa ykasaHua Rule

cpabaTbiBaHusA npasuna.

csi HassaHue npasuna, cpabartbiBaHue SSH inspection rule
KOTOPOrO BbI3BaNo cobbiTue.

cs2Label Mone ncnonb3yeTca AnA MHAMKALKUKM 30HbI ||Source Zone
NCTOYHMUKa.

cs2 HasBaHue 30HbI UICTOYHMKA. Trusted

cs3Label Mone ncnonb3yetca ana ykasaHua ctpaHbl ||Source Country
UCTOYHMUKa.

cs3 HassaHue cTpaHbl UCTOYHMKA. RU (oToBpakaerca AByxOYKBEHHbIM KOA CTPaHbI)

cs4lLabel Mone ncnone3yetca ana nHanKauum 3oHbl ||Destination Zone
Ha3HavyeHuq.

cs4 HasBaHue 30HbI Ha3HaYeHuA. Untrusted

cs5Label Mone ncnone3yetca ana ykasanua ctpaHbl||Destination Country
Ha3HavyeHuq.

cs5 HassaHwue cTpaHbl Ha3HaveHuA. RU (oToBpaaetca AByxOYKBEHHbIM KOA CTPaHbI)




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

CpaéaTbIBaHMﬂ npasuna.

cs6Label YkasaHue Ha komaHay, nepeasaemyto no [Command
SSH.
cs6 KomaHaa, nepeaasaemas no SSH, B whoami
dpopmare JSON.
dopmart xypHana nHcnexktuposanna SSH CEF Compact:
Twvn nona HassaHue nonsa OnucaHue Mpumep 3HayeHUn
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||[[Tpon3BoanTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source HasBaHwue xypHana. ssh
Name Tun UCTOYHMKA. log
Threat Level YpoBeHb Yrpo3bl MPUNOXEHHUA. MoxeT npuHumartb 3HaveHua 2, 4, 6, 8, 10 (ycTaHOBNEHHbLIN YPOBEHb
Yrpo3bl, yMHOXEHHbIM Ha 2); Unknown, ecnu kateropus He
onpeaenexa.
CEF rt Bpewms, koraa 6bi510 nonyyeHo cobbiTue: 1652344423822
[pacwmpeHune] MunnucekyHasl ¢ 1 auBapa 1970 roaa.
deviceExternalld||Mma, koTopoe 0AHO3HAYHO utmcore@ersthetatica
naeHTMOULMPYeET YCTPOMCTBO,
reHepupytoLee aTo cobbiTHe.
act [encTBre, NPUHATOE YCTPOWCTBOM B accept
COOTBETCTBMM C HACTPOEHHbBIMM
MONUTUKAMM.
app MpoToKON NPUKNaAHOro YPOBHS. SSH wnun SFTP
suser Mma nonb3osartens. user_example (Unknown, ecniv nonb3oBatenb HEU3BECTEH)
src IPv4 nctounuka tpaduka. 10.10.10.10
spt [MopT ncTouHuKa. MoxeT npuHumMaTh 3HaveHuna ot 0 Ao 65535.
smac MAC-aapec UCTOYHMKA. FA:16:3E:65:1C:B4
dst IPv4 aapec HasHayeHuA Tpaduka. 194.226.127.130
dpt [MopT Has3HayeHuA. MoxeT npuHumMaTh 3HaveHuna ot 0 Ao 65535.
cs1lLabel Mone ncnonb3yetca AnAa ykasaHua Rule




Tuvn nonna HassaHue nonsa OnucaHue Mpumep 3HayeHun
csi HassaHue npasuna, cpabartbiBaHue SSH inspection rule
KOTOPOro BbI3BaNO COBLITHE.
cs2Label Mone ncnonb3yetca AnA MHAMKALKKM 30HbI ||SrcZone
UCTOYHMKA.
cs2 HasBaHue 30HbI UICTOYHMKA. Trusted
cs3Label Mone ncnonb3yetca ana MHAMKaLum 30Hbl ||DstZone
HasHayeHwuA.
cs3 HassaHue 30HbI HasHaueHus. Untrusted
cs4lLabel YkasaHue Ha komaHay, nepesasaemyto no [Command
SSH.
cs4 Komawraa, nepeaasaeman no SSH, B whoami
dpopmare JSON.
dopmaT KypHana 3awuTbl NOYTOBOro Tpaduka
Tuvn nonsa HassaHue nonsa OnucaHue Mpumep 3HauveHuA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoOK
Device Vendor |[[Tpou3BoauTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source Twn xypHana. mailsecurity
Name Tun UCTOYHMKA. log
Threat Level YpoBEHb Yrpo3bl MPUNOXEHHUA. MoxeT npuHumaTb 3HadeHus 2, 4, 6, 8, 10 (ycTaHOBNEHHbIN
YPOBEHb Yrpo3bl, yMHOXEHHbIA Ha 2); Unknown, ecnu
KaTeropua He onpeaeneHa.
CEF rt Bpems, koraa 61510 Nony4eHo cobbiTue: 1652344423822
[paclumpeHue] Munnucekynael ¢ 1 AanBapa 1970 roaa.
deviceExternalld|| A, koTopoe 0AHO3HAYHO MAEHTUdULMPYET utmcore@einersonstal
YCTPOMCTBO, reHepHpytoLLee 3T0 cobbiTHe.
act [leiicTBre, BbINOSTHEHHOE YCTPOMCTBOM B mark
COOTBETCTBMM C HACTPOEHHBIMM MOSTMTUKAMM.
app MpoToKon NpMKNaaHOro ypoBHS. SMTP
suser Wma nonb3osarens. user_example (Unknown, ecrin nonb3oBaTesnb HEU3BECTEH)
src IPv4-aapec uctoyHuka. 10.10.10.10



mailto:utmcore%2540einersonstal

Tvn nonsa

HasBaHue nonsa

OnucaHuve

Mpumep 3HaueHun

spt [MopT ncTouHMKa. MoxeT npuHumaTb 3HaveHuna ot 0 ao 65535.
dst IPv4-aapec HazHaueHus. 10.10.10.10
dpt [MopT Ha3HaueHuA. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
in KonunuecTBo nepeaaHHbix BXoAALMUX 6aiToB; 10
[laHHble NepeatoTCcA B HaNPaBieHUn UCTOYHUK
— HasHaueHue.
out KonuuecTBo nepeaaHHbIx UcxoaALwmx 6anTos; 10
[aHHble NepealoTcA B HanpasneHnn
HasHaYeHUe — UCTOUHMK.
cs1lLabel Mone ncnone3yetca AnA ykasaHua Ha3BaHUA Rule
npasuna.
csi HassaHue npasuna 3awutel noytoBoro Tpadwka. |[Mail security rule
cs2Label Mone ncnonb3yeTca AnA yKasaHMA 30HbI Source Zone
UCTOYHMKA.
cs2 30Ha UCTOYHMKA. Untrusted
cs3Label Mone ucnonb3yetca AnA MHAUKALWKU CTPaHBbI Source Country
UCTOYHMKA TpaduKa.
cs3 CtpaHa ucTouHuKa TpaduKa. RU (oToBpaxaeTca AByxOyKBEHHbIN KOA CTPaHbl)
cs4lLabel Mone ncnonb3yeTcA ANA yKasaHMA 30HbI Destination Zone
HasHauyeHus TpadmKa.
cs4 HasBaHue 30Hbl HasHayeHUa Tpaduka. Untrusted
cs5Label Mone ucnonb3yeTca AnNA MHAUKALWKU CTPaHBbI Destination Country
HasHauyeHuUAa TpadmKa.
cs5 CtpaHa HazHaueHus. RU (oTobpaxaeTca AByxOyKBEHHbIN KOA CTPaHbl)
cs6Label [Mone ucnonb3syeTtcA ANA yKasaHUA NOYTOBOrO To
afpeca nonydarens.
cs6 Email nonyvarens. receiver@example.com
flexString1Label ||[one ncnonb3yeTtca aAnA ykazaHuA No4TOBOroO From

ajjpeca oTnpaBuTenda.

flexString1 Email otnpasutens. sender@example.com
cnilabel Mone ucnonbayeTtcA AnA ykasaHua konuuectsa ||Packets sent
nepeAaHHbIX NakeToB B HaNPaBeHUN UCTOYHUK
— HasHaueHwue.
cni KonunyecTBo nepeaaHHbIX NakeTos B 3

HanpasfeHUN UCTOYHUK — HasHa4vyeHue.



mailto:receiver%2540example.com
mailto:sender%2540example.com

Tvn nonsa

HasBaHue nonsa

OnucaHuve

Mpumep 3HaueHUA

HanpasB/ieHMN Ha3Ha4YeHNne — UCTOYHUK.

cn2Label Mone ncnonb3yetca anA ykasauua konuyectesa ||Packets received
nepefaHHbIX NakeToB B Hanpas/eHUn
Ha3Ha4YyeHne — UCTOYHMUK.

cn2 KonunyecTBo nepeaaHHbIX NakeTos B 1

dopmart xypHan

a 3alMTbl NOYTOBO!

ro padpuka CEF Compact:

Tuvn nona HassaHue nonsa OnwucaHue Mpumep 3HaveHUnA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||[lpoussoanTtens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source Tun xypHana. mailsecurity
Name Tun UCTOYHMKA. log
Threat Level YpoBeHb Yrpo3bl MPUIOXEHHUA. MoxeT npuHumaTb 3HadeHus 2, 4, 6, 8, 10 (ycTaHOBNEHHbIN
YPOBEHb Yrpo3bl, YMHOXEHHBIN Ha 2); Unknown, ecrin
KaTeropua He onpejesneHa.
CEF rt Bpewms, koraa 6bi510 nonyyeHo cobbiTue: 1652344423822
[pacwmpeHune] MunnucekyHasl ¢ 1 auBapa 1970 roaa.

deviceExternalld

MMA, KOTOPOE 0AHO3HAYHO MAEHTUDULMPYET
YCTPOMCTBO, reHepupyHoLLiee 3T0 CoBLITHe.

utmcore@einersonstal

AaHHble NepeaaroTcA B HanpaBneHnu
HasHa4YyeHne — UCTOYHHUK.

act [lefcTBre, BLINOTHEHHOE YCTPOWUCTBOM B mark

COOTBETCTBMM C HACTPOEHHBIMM MOSTUTUKAMM.
app MpoToKON NPUKNaAHOro YPOBHS. SMTP
suser Mma nonb3osarens. user_example (Unknown, ecrniu nonb3oBaTesnb HEU3BECTEH)
src IPv4-aapec UCTOYHMKA. 10.10.10.10
spt [MopT “cTouHMKa. MoxeT npuHUmMaTh 3HaveHuns ot 0 Ao 65535.
dst IPv4-aapec HasHauyeHua. 10.10.10.10
dpt [MopT Has3HayeHuA. MoxeT npvHumaTh 3HaveHuna ot 0 Ao 65535.
in KonnuecTBo nepeaaHHbIx BXoAALLMX 6aiToB; 10

[laHHble NepesatoTcA B HanpaBneHnn UCTOYHNUK

— HasHaueHue.
out KonnuecTBo nepeaaHHbIx UcxoaALwmx 6anTos; 10



mailto:utmcore%2540einersonstal

Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

cs1lLabel Mone ncnonb3yetca AnA yKkasaHua Ha3BaHKA Rule
npasuna.
csi HassaHnue npasuna 3awutel noytoBoro Tpadwka.||Mail security rule
cs2Label Mone ncnonb3yeTca AnA yKasaHMA 30HbI SrcZone
UCTOYHMKA.
cs2 30Ha MCTOYHMKA. Untrusted
cs4lLabel Mone ncnonb3yeTca AnA yKasaHMA 30HbI DstZone
HasHauyeHua TpapuKa.
cs4 HasBaHue 30HbI HazHaueHua Tpaduka. Untrusted
cs5Label Mone ncnonb3yetcA AnA ykasaHWA NOYTOBOrO From
afpeca oTnpasuTens.
cs5 Email otnpaButens. sender@example.com
cs6Label Mone ucnonbayeTtca AnA ykasaHUA NOYTOBOrO To
afpeca nonyyarens.
cs6 Email nonyuarens. receiver@example.com

dopmart KypHana coObITUIH KOHEUHbIX YCTPOWCTB

Twvn nona HassaHue nonsa OnucaHue Mpumep 3HaveHUn
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||[[Tpon3soanTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source Tun xypHana. endpoint_log
Name Tun UCTOYHMKA. log
Severity BaxHOCTb COBbITHSA. MoxeT npMHMMaTh 3HaYeHus:
« 1—error;
« 2 — warning;
+« 3—info;
» 4 — audit success;
« 5— audit failure.
CEF rt Bpewms, koraa 6b110 nosnyyeHo cobbiTue: 1652344423822
[paclumpeHue] munnucekyHael ¢ 1 AauBaps 1970 roaa.



mailto:sender%2540example.com
mailto:receiver%2540example.com

Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

deviceExternalld

NaeHTudurkatop ycTponcTsa,
CreHepupoBaBLLEero aTo cobbiThe.

35fb5820-74db-4eac-b05b-d01bc284c4e8

msg Moapo6Hana uHpopmauma o coBbITUM. CoctosaHne Windows Defender ycnewHo nameHeHo Ha
SECURITY_PRODUCT_STATE_ON.
suser Wma nonb3osarens. Admin
cs1lLabel Mone ncnonb3yetca AnA ykasaHua endpointld
naeHTUdUKaTOpPa KOHEYHOTO YCTPOHCTBA.
cs1 MNaeHTMdMKaTOp KOHEUHOro yCTponCcTBa 35fb5820-74db-4eac-b05b-d01bc284c4e8
Unu ceHcopa.
cs2Label Mone ncnone3yetca ana MHAMKaLuUn umenn |lendpointName
KOHEYHOr0 YCTPOWCTBA MNU CEHCOopa.
cs2 Mma koHeuHoro ycTpoiicTBa unu ceHcopa. ||[DESKTOP-0731NFQ
cs3Label Mone ucnone3yetca anA ykasanua Ha Tvn  ||logLevel
coObITHA.
cs3 Tun cobbITuA. Ayaut ycnexa, Mpeaynpexaenve, Ceenexuns, AyauT oTkasa,
Owwmnbka
cs4lLabel Mone ncnonb3yetcA AnA ykasaHua logCategoryString
KaTeropuu cobbITus.
cs4 Kateropwus cobbiTus. Special Logon
cs5Label Mone ucnonbayetca AnA uHaMKaumn tTuna  ||logFile
KypHana.
cs5 Twn XypHana, coaepxaliero BaxHyr Security (pann xypHana 6esonacHocTy), Application (¢pain
MHMOPMaLMIO O NPOTrPaMMHbIX U )KypHana npunoxeHui), System (dain cucTeMHoro xypHana),
annapaTtHblX COObITUAX. Windows PowerShell
cs6Label Mone ncnonb3yeTca ANA yKasaHWA Ha sourceName
UCTOYHMK XypHana coBbITHN.
cs6 MCTOYHMK XypHana cobbITii. Microsoft-Windows-Security-Auditing
cnilabel Mone ucnone3yetca anA uHankauun koaa  ||logEventCode
CcOOBbITHA XypHana.
cni Koa cobbiTus xypHana. 1154
cn2Label [Mone ucnonbayeTtcA AnNA yKkasaHuA Ha logEventid
UAeHTUPUKATOP COBLITHA.
ch2 NaeHTudUKaTOp cobbiTHA. 10016
cn3Label Mone ucnonesyetca ana uHankaumn tuna  |(|logEventType

cobbITUA nora.




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

ch3

Twn coBbiTus nora.

1 (error), 2 (warning), 3 (information), 4 (audit success), 5 (audit
failure).

flexString1Label

Mone ncnonb3yeTcA AnAd MHAUKaunu CTPOKKU
BCTaBKW.

insertionString

flexString1 CTpoKka BCTaBky - AaHHble 6noka EventData |[Windows DefenderSECURITY_PRODUCT_STATE_ON
co6biTa Windows.
¢opmaT KypHana npaBuil KOHEeYHbIX yCTpOﬁCTB
Tuvn nona HassaHue nonsa OnucaHue Mpumep 3HayeHuA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoOK
Device Vendor ||[lpoussoaunTtens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source Tun xypHana. endpoint_log
Name Tun UCTOYHMKA. log
Threat Level YpoBeHb yrpo3bl kateropun URL. MoxeT npuHumaTb 3HadeHus 2, 4, 6, 8, 10 (ycTaHOBNEHHBIN
YPOBEHb Yrpo3bl, YMHOXEHHBIN Ha 2); Unknown, ecnin kaTeropusa
He onpeAaeneHa.
CEF rt Bpewms, koraa 61510 nony4eHo cobbiTue: 1652344423822
[paclumpenue] MunnucekyHabl ¢ 1 AaxBapa 1970 roaa.

deviceExternalld

NaeHTUdUKaTOp yCTPOICTBa,
CreHepupoBaBLLEro 310 CoBbITHE.

35fb5820-74db-4eac-b05b-d01bc284c4e8

act [encTBre, NPUHATOE YCTPOWCTBOM B accept
COOTBETCTBUM C HACTPOEHHBIMU MOSIUTUKAMM.
proto Mcnonb3yemblit NPOTOKON 4-r0 YPOBHS. TCP
shost Mwma xocTa. www.google.com
src IPv4 nctounuka tpaduka. 10.10.10.10
spt MopT ncTouHuKa. MoxeT npvHMmMaTh 3HaveHuna ot 0 Ao 65535.
dst IPv4 aapec HasHayeHuA Tpaduka. 194.226.127.130
dpt [MopT Has3HayeHuA. MoxeT npuHUmMaTh 3HaveHuna ot 0 Ao 65535.
filePath Mpunoxexue, K kKOTopoMy Bbio NpumereHo  ||C:\\Program Files (x86)\\Microsoft\Edge\\Application\\msedge.exe

npaBunIIo MeXCeTeBOoro aKpaHa.




Tvn nonsa

HasBaHue nonsa

OnucaHuve

Mpumep 3HaueHUn

cs1lLabel Mone ncnonb3yetca AnAa ykasaHua endpointld
naeHTMdUKaTOpa KOHEUHOro yCTponcTBa.

cs MaeHTndpmkatop koHeuHoro yctpowncTea unu ||35fb5820-74db-4eac-b05b-d01bc284c4e8
ceHcopa.

cs2Label Mone ncnonb3yetca AnA ykasaHua Ha MvA endpointName
NetBIOS koHeuHoro yctponcrsa.

cs2 Mma NetBIOS koHeuHoro ycTpoiicTsa. DESKTOP-0731NFQ

cs3Label Mone ncnonb3yetca anAa ykasanua npasuna, |([Rule
cpabaTbiBaH1e KOTOPOro CO3Aaso 3anuch B
)KypHane.

cs3 HasBaHwue npasuna. Test rule name

3anpawmsaemoro URL-azpeca.

flexString1Label ||[one ykasbiBaeT Ha TMN KOHTEHTA. Media type
flexString1 TWn KOHTEHTa. text/html
flexString2Label ||[one ykasbiBaeT Ha kaTeroputo Categories

flexString2

Kareropua URL.

Computers & Technology

dopmar xypHan

a npasun KoHeuHbIx ycTpoicts CEF Format:

Twvn nonAa HassaHue nonsa OnucaHue Mpumep 3HaueHuA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor |[[poussoanTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source Tun xypHana. endpoint_log
Name Tun UCTOYHMKA. log
Threat Level YposeHb yrposbl kateropun URL. MoxeT npuHumaThb 3HadeHus 2, 4, 6, 8, 10 (ycTaHOBNEHHBIN
YyPOBEHb Yrpo3bl, yMHOXEHHbIA Ha 2); Unknown, ecnu kateropusa
He onpeaesneHa.
CEF rt Bpewms, koraa 61510 Nony4eHo cobbiTue: 1652344423822
[paclumpeHue] Munnucekynabl ¢ 1 Aneapa 1970 roaa.
deviceExternalld||MaeHTudukatop yctponcTsea, 35fb5820-74db-4eac-b05b-d01bc284c4e8
CreHep1poBaBLLEro 3TO COObITHE.
act [encTene, NPUHATOE YCTPOWCTBOM B accept
COOTBETCTBMU C HACTPOEHHbLIMU NONUTUKAMMU.




Tvn nonsa

HassaHue nonsa OnucaHue Mpumep 3HayeHunA
proto Mcnonb3syemblit NPOTOKON 4-r0 ypOBHA. TCP
shost Mma xocTa. www.google.com
src IPv4 uctounvka tpaduka. 10.10.10.10
spt [MopT ncTouHuKa. MoxeT npuHumaTh 3HaueHus ot 0 go 65535.
dst IPv4 anpec HasHauyeHua Tpaduka. 194.226.127.130
dpt [MopT Ha3HaueHuA. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
filePath Mpunoxexue, K KOTOpPoMy Obio NpumereHo  ||C:\\Program Files (x86)\\Microsoft\\Edge\\Application\\msedge.exe
npaBnI0 MEXCETEBOroO 3KpaHa.
cs1lLabel Mone ncnonb3yetca AnA ykasaHua endpointld
naeHTMdUKaTOpa KOHEUHOro YCTPOMCTBa.
cs1 NaeHTudmKaTop koHeuHoro yctpowcTea unu ||35fb5820-74db-4eac-b05b-d01bc284c4e8
ceHcopa.
cs2Label Mone ncnonb3yeTcA ANA ykasaHua Ha UMA endpointName
NetBIOS koHeuHoro yctponcraa.
cs2 Mma NetBIOS koHeuHoro ycTpoiicTBsa. DESKTOP-0731NFQ
cs3Label [Mone ucnonb3ayeTtca AnA ykasaHua npasuna, |(|Rule
cpabatbiBaHWe KOTOPOro Co3Aaso 3anuch B
KypHane.
cs3 HassaHnue npasuna. Test rule name

dopmar XKypHana npUIoMeHUH KOHEUHbIX YCTPOWUCTB

Tun nonAa HasBsaHue nonsa OnucaHue Mpumep 3HaveHUn
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||[lpoussoanTtens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source Twn xypHana. endpoint_applications
Name Tun UCTOUHMKA. log
Threat Level 3HaueHue no ymosnyaHuio. 0
CEF rt Bpems, korza 6b110 NonyyeHo cobbiThe: MUNMTUCEKYHALI C (1652344423822
[paclumpenue] 1 aHBapAa 1970 roaa.




[pacumpeHue]

anBapa 1970 roaa.

Tun nonAa HasBaHue nonsa OnucaHue Mpumep 3HaveHun
deviceExternalld||MiaeHTndukatop ycTporcTea, CreHepupoBasLLEro 310 35fb5820-74db-4eac-b05b-d01bc284c4e8
coObiTHe.
act [Lenctaure (3anycKk Unu OCTaHOBKa NPUIOXKEHHUA). start, stop
suser Monb3osarens. DESKTOP-0731NFQ\User
filePath Pacnonoxenue daina. C:\\Windows\\system32\\cmd.exe
spid WaeHTudukatop npouecca. 3860
fileHash XaLU NPUNOXEHMA. B4979A9F970029889713D756C3F123643DDE73DA
cs1lLabel Mone ncnonb3yeTtca AnA ykasanua naeHTudukaropa endpointld
KOHEYHOro yCTPOWCTBA.
csi NAaeHTUdMKaTOP KOHEUHOro YCTPOWCTBA. 35fb5820-74db-4eac-b05b-d01bc284c4e8
cs2Label Mone ncnone3yetca ana ykasanua Ha uma NetBIOS endpointName
KOHEYHOro YyCTPOWCTBA.
cs2 Mma NetBIOS koHeuHoro yctpoincTaa. DESKTOP-0731NFQ
cs3Label [Mone ucnonb3yeTtca ANA MHAMKALWMM KOMAaHAHOM CTPOKK. |lcmdLine
cs3 3anpoc KOMaHAHOM CTPOKM. C:\\Windows\\system32\\sc.exe start w32time
task_started
cs4Label Mone ncnonbayeTca AnA ykasaHua naeHTuduxkaropa sessionld
ceccun.
cs4 MaeHTudmMKaTop ceccuu. 1656395717
dopmat KMypHana annapaTypbl KOHEYHbIX YCTPOUCTB
Twvn nonAa HasBaHue nonsa OnucaHue Mpumep 3HaueHunA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor [MponssoanTens npoaykra. UserGate
Device Product Tun npoaykra. NGFW
Device Version Bepcua npoaykra. 7
Source Tun xypHana. endpoint_hardware
Name Tun UCTOYHMKA. log
Threat Level 3HaueHue No yMonyaHuio. 0
CEF rt Bpewms, koraa 6b110 nony4eHo cobbiTue: MunncekyHabl ¢ 1 (|1652344423822




Tvn nonsa

HasBaHue nonna

OnucaHue

Mpumep 3HaueHun

deviceExternalld

MaeHTudmKaTop ycTponcTea, CreHepupoBasLLEro 310
coBbIThe.

35fb5820-74db-4eac-b05b-d01bc284c4e8

act

LlencTare (NOAKIOYEHNE UK U3BSIEYEHUE YCTPOMCTBA).

add_device, remove_device

sourceServiceName||Oparisep Windows, o6ecneunBatoLLnii B3anmoaencTeme USBHUB3
KOMIblOTEPa C 060PYA0BAHWMEM/YCTPOWCTBOM.
cs1lLabel [Mone ncnonb3yetca Ana ykasaHua naeHtudukaropa endpointld
KOHEYHOr0 YCTPOMCTBA.
cs MaeHTndmKaTop KOHEUYHOro yCTPOHCTBa. 35fb5820-74db-4eac-b05b-d01bc284c4e8
cs2Label [Mone ncnone3yetca ana ykasaHua Ha uma NetBIOS endpointName
KOHEYHOr0 YCTPOMCTBA.
cs2 Mma NetBIOS koreuHoro ycTpoicTtaa. DESKTOP-0731NFQ
cs3Label [Mone ncnonb3yetca AnA ykasaHua naeHTuduKkaropa deviceld
NOAKII0YaEMOro/U3BIIEKAEMOro yCTPOCTBaA.
cs3 MaoeHTudumkaTop ycTponcTea. USB\\VID_0EOF&PID_0002\\6&201153C1&0&8
cs4lLabel [Mone ncnonb3yeTca ANA MHAMKALKUM UMEHMN YCTPOWCTBA. deviceName
cs4 HassaHue ycTpoicTea. Kingston DataTraveler 2.0 USB Device

dopmat ypHana syslog

Tuvn nonna HassaHue nonsa OnucaHue Mpumep 3HaveHUn
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||[[Tpon3soanTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source HassaHwue xypHana. syslog
Name Tun UCTOYHMKA. log




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

Threat Level

YpoBeHb yrposbl.

Moxet NPUHUMATb 3HAYEeHUA:

« 0 — emergencies;

o 1 — alerts;
e 2 — critical;
¢ 3 —errors;

« 4 —warnings;
« 5 — notifications;
« 6 — informational;

e 7 — debugging.

CEF
[pacwmpeHune]

rt Bpewms, korga 6b110 nonyyeHo 1701085036026
CcOObITUE: MUIINIUCEKYHABI C 1 AHBapA
1970 rona.

deviceExternalld||Mma, koTopoe oAHO3HAYHO utmcore@ntoorereaeda

naeHTMdULMpyeT YCTPOMCTBO,
reHepuvpytoLlee 310 codbiThe.

msg OnucaHnve cobbiTus. [3603:3603:1128/175000.938565:ERROR:CONSOLE(6)]
"console.assert", source: devtools://devtools/bundled/devtools-
frontend/front_end/panels/console/console.js (6)
cnilabel [Mone ucnonb3yeTtca AnA ykasaHua Facility
TUMNa UCTOYHMKA COOLITUI Syslog.
Moapo6Hee o 3HaueHunx syslog facility
cmoTpute B REC 5424.
cni Tun ucTouHnka cobbiThi syslog. 1
Hanpwumep, user-level messages.
cs1lLabel Mone ncnonb3yetca AnAa ykasaHua Hostname
MMEHMW YCTPOWCTBA, Ha KOTOPOM
MpoM130LLI0 CoBLITHE.
csi MmA koMnbloTepa, Ha KOTOPOM node1
npou130LwLIo coBbITHE.
cs2Label [Mone ucnonb3ayeTtcA AnA ykasaHuaA Tag
MPUNOXEHMA, BbI3BaBLLETO COObLITHE.
cs2 Mpunoxexue, Bol3BaBLLee cobbiTHe.  |lorg.gnome.Shell.desktop
cs3Label Mone ncnonb3yetca AnA ykasaHua ProcessID
uaeHTUdUKaTopa npoLecca cobbITHA.
cs3 PID npouecca Bbi3BaBLuero cobuitue. (3036
cs4lLabel Mone ncnonb3yetcA AnA ykasaHua Rule
cpabaTbiBaHUA npasuna.
cs4 HassaHue npaeuna, cpabatbiBaHune Example — Allow user-level messages

KOTOPOro Bbi3Basro cobbiTHe.

®dopmat KypHana RADIUS



https://datatracker.ietf.org/doc/html/rfc5424

Tun nonsa

HasBaHue nonsa

OnucaHue

MNpumep 3HauyeHUn

reHepvpytoLyee 310 cobbiTue.

CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||lpov3sBoanTens npoaykTa. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source HassaHwue xypHana. radius
Name Tun UCTOYHMKA. log
Threat Level YpoBeHb yrpossbl. MoxeT npuHUMAaTL 3HAYEHUA:
« 0 — emergencies;
« 1 —alerts;
» 2 — critical;
+« 3—errors;
« 4 — warnings;
« 5 —natifications;
» 6 — informational;
» 7 — debugging.
CEF rt Bpewms, koraa 6b110 nonyyeHo cobbiTue: MunncekyHabl ¢ 1 ansaps |[1701085036026
[pacumpeHue] 1970 ropa.
deviceExternalld||/ivA, koTopoe 0AHO3HAYHO MAEHTUDULMPYET YCTPOMCTBO, utmcore@ntoorereaeda

act Crartyc nonb3oBatensa (acct_status_type). start, stop, interim update, accounting-on,
accounting-off
Unknown, ecnn nonsosaTesib HEM3BECTEH.

suser MmA nonb3osatens.

src_ip IP-aapec UCTOYHMKA, OTKyAa NPULLO COOBLLEHME. 192.168.57.4

dst IP-anpec NAS, aBTOpr30BaBLLErO NONb30BaTENA. 172.16.1.4

dvc IP-aaapec nonbsosatens (framed ip address). 192.168.57.29

csiLabel [Mone ucnonb3yeTcaA AnA ykasaHUA rpynnbl, B KOTOPOW COCTOUT user groups

nosib3oBaTesb.
cs1 CTpoKa rpynn B KOTOPbIX COCTOUT NOSb3oBaTesb. test_group

dopmart wypHana UserID

Tvn nonsa

HasBaHue nonsa

OnucaHue

npumep 3Ha4YeHuA

CEF
3aronoBoK

CEF:Version

Bepcua CEF. CEF:0




Tuvn nona HassaHue nonsa OnucaHue Mpumep 3HaveHUn
Device Vendor ||[lpoussoauntens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source HassaHwue xypHana. userid
Name Tun UCTOYHMKA. log
CEF rt Bpems, korga Obis10 NonyyeHo cobbiTUe: 1701085036026
[pacwmpeHune] munnucekyHael ¢ 1 auBaps 1970 roaa.
deviceExternalld||ma, koTopoe oaHO3HAUHO naeHTUdULMPYET |lutmcore@ntoorereaeda
YCTPOMCTBO, reHepHpytoLLee 3TO COBbITHE.
act Lenctaue, NPUHATOE YCTPOWCTBOM B login
COOTBETCTBMU C HACTPOEHHbLIMU NONMTUTUKAMM.
reason MpuumnHa, No KOTOpPoM BbINo co3aaHo {"user_groups_sids"["S-1-5-21-3795870133-5220325-
coObiTHe. 2125745684-513","S-1-5-21-3795870133-5220325-2125745684-
512",
"user_sid":"S-1-5-21-3795870133-5220325-2125745684-
1103","login":"user1","domain":"DEV","event_id":4624}
suser MmA nonb3oBatens. user1 (Unknown, ecnu nonb3oBatesib HEU3BECTEH)
src IPv4 uctouHvka tpaduka. 10.10.0.11
cs1lLabel Mone ncnonb3yetca AnAa ykasaHua Rule
cpabaTbiBaHusA npasuna.
csi HassaHue npasuna, cpabatsiBaHue kotoporo ||dev.local

BbI3BasIO COBLITHE.




AKenopT mypHanos B ¢popmate JSON

Documentation: ¥
Product: SIEM
Version: 7.1.x

OnucaHuWe XypHana cobbiTUi

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHUn

timestamp Bpems nonyyexus coBbiTva B popmarte: yyyy- ||2022-05-12T08:11:46.15869Z
mm-ddThh:mm:ssZ.
node MmA, KOTOpoe 0AHO3HAYHO naeHTUGULMpyeT utmcore@ersthetatica
YCTPOMCTBO, reHepHpytoLLee 3TO COBbITHE.
ip_address IPv4-anpec UCTo4HMKA COBLITUA. 192.168.174.134
attributes LeTanu cobuitna B popmate JSON. {"rule":{"logrotate":12,"attributes":{"timezone":"Asia/Novosibirsk"},"id":"66f9de9f-
d698-4bec-b3b0-bab5b46d3608","name":"Example log export ftp"}
event_type Tun cobbITuA. logexport_rule_updated

event_severity

BaxkHOCTb COBLITUA.

info (MHdOPMaUKOHHbIE), warning (MpeaynpexaeHua), error (oLWKUBKK), critical
(KpUTHYHBIE).

event_origin

Mozaynb, B KOTOPOM NPOU3OLLIO COBbITHE.

core

event_component

KomnoHeHT, B KOTOPOM NpPOon30oLLIo cobbiTue.

console_auth

user

Mmsa nonb3oBatens.

{"guid":"37333739-3733-3734-3635-366400000000","name":"System","groups":
1

OnucaHue wypHana Be6-gocTyna

HaszBaHue nonsa

OnucaHue

MNpumep 3HauyeHunA

C HAaCTPOEHHbIMU NOJIUTUKAMMU.

timestamp Bpemsa nonyueHus cobuitua B popmarte: yyyy-mm- ||2022-05-12T08:11:46.15869Z
ddThh:mm:ssZ.
ion MaeHTudmKaTop ceccuu. a7a3cd49-8232-4f1a-962a-3659af89e96f (ecnu
System: 00000000-0000-0000-0000-000000000000)
node MmA, KoTopoe 0AHO3HAYHO naeHTUdULMpyeT utmcore@ersthetatica
YCTPOMCTBO, reHepHpytoLLee 310 CobbITHE.
reasons MpuumnHa, No KOTopoi BbINo co3aaHo cobeiTue, "url_cats":[{"id":39,"name":"Social
Hanpumep, Np1yrMHa 6NOKMPOBKKM cainTa. Networking","threat_level":3}]
proto Mcnonb3yembli NPOTOKON 4-r0 YPOBHA. TCP
host Mma xocTa. www.google.com
action [eicTeue, NpMHATOE YCTPOWCTBOM B COOTBETCTBUM |[block




HasBaHue nonsa

OnucaHue

Mpumep 3HaueHns

bytes_sent KonunyecTBo 6aiToB, NnepesaHHbIX B HanpaeneHnn  ||52
UCTOYHUK — Ha3Ha4yeHue.

bytes_recv KonunyecTBo naxkeToBs, nepeaaHHbix B Hanpasnexdun ||100
Ha3Ha4YyeHne — UCTOYHHUK.

packets_sent KonunyecTBo nakeTos, nepeaaHHbIX B HanpasnexHun ||2
UCTOYHUK — Ha3Ha4yeHue.

packets_recv KonunyecTBo 6aiToB, NepedaHHbIX B Hanpaenexuu  ||5
Ha3Ha4YyeHne — UCTOYHMUK.

request_method MeToa, ncnone3yembiii ana aoctyna k URL-aapecy ||GET

(POST, GET n 1.n.).

url Mone conepxut URL-aapec 3anpaluMBaemMoro http://www.secure.com
pecypca ¢ ykasaHUeM WUCrosnb3yemMoro NpoToKona.
media_type Tun KOHTEHTA. application/json

status_code

Koa otBeta HTTP.

302

http_referer

URL ucTouHuka 3anpoca (pedepep HTTP).

https://www.google.com/

decrypted Mone ykasbiBaeT BbIN0 N1 coaepkumoe true, false
pacmndposaHo.
useragent Useragent nonb3oBatenbcKoro 6paysepa. Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:96.0)
Gecko/20100101 Firefox/96.0
application id NaeHTMdMKaTOP NPUIOXeHHA. 20
name Hassanue npunoxeHnua. Youtube
threat_level ||YpoBeHb yrpo3bl npunoxeHus. 0
app_protocol||[TpoTokon NpuKIaaHOro YpoBHA M €ro BEPCHA. HTTPV1.1"
url_categories||id MaeHTrdmMKaTOp KaTeropuu, K KOTopon otHocutea (39
URL.
threat_level YposeHb yrpo3bl kateropun URL. MoxeT npuHMMaTh 3HaYeHnA:
o 1 — OuYeHb HU3KKA.
o 2 — HU3KKN.
e 3 — cpeaHun.
o 4 — BbBICOKMNA.
e 5 — 0uYeHb BbICOKUHN.
name HassaHwue kateropuu, kK kotopon otHocutcA URL. Social Networking
source zone |[guid YHUKanbHbIA MAEHTUPUKATOP 30HBI UCTOUHUKA d0038912-0d8a-4583-a525-e63950b1da47

TpaduKa.

name

HasBaHue 30HbI UCTOYHMKA.

Trusted



http://www.secure.com
https://www.google.com/

HasgaHue nona OnucaHue MNpumep 3HaueHun
country CtpaHa 1ncTouHuka Tpaduxa. RU (oTo6paxaetca AByxOYyKBEHHbIH KOA CTPaHbI)
ip IPv4-aapec uctouHumka. 10.10.10.10
port MopT nctouHumka. MoxeT npuHumatb 3Hayenuna ot 0 o 65535.
mac MAC-aapec UCTouHMKa 01:23:45:67:89:AB

destination zone |(guid YHWKanbHbIA MAEHTUOUKATOP 30HbI HA3HAUYEHUA 3c0b1253-f069-4060-903b-5fec4f465db0
TpaduKa.
name HasBaHue 30HbI HasHayeHna Tpaduka. Untrusted
country CrpaHa HasHaueHus. RU (oTo6paxaetca AByxOYKBEHHbIH KOA CTPaHbI)
ip IPv4-aapec HazHaueHuA. 192.168.174.134
port MopT Has3HaueHuA. MosxeT npuHumatb 3HaueHus ot 0 o 65535.
mac MAC-aapec HasHauyeHus. 01:23:45:67:89:AB
rule guid YHWKanbHbIA naeHTUdUKATOP NpaBsuna, f93da24d-7419-4f8¢c-9e9b-8e6d02346fb4
cpabaTbiBaHKe KOTOPOro BbI3BAO CO3AaHNUE
coObITHA.
name HassaHwue npasuna. Default allow
type Tun cpaboTasLuero npaeuna.
user guid YHUKanNbHbIA MAEHTUDMKATOP NoNb3oBaTen . a7a3cd49-8232-4f1a-962a-3659af89e96f
name MwmA nonb3osatena user_name
groups||guid YHUKanNbHbIA MAEHTUDMKATOP rPYNMbl, B KOTOPOW 919878b2-e882-49ed-3331-8ec72c3c79chb
COCTOMT nosib3oBatesib.
name HassaHwue rpynnbl, B KOTOPOW COCTOUT Default Group
nonb3osarenb.
OnucaHuve wypHana DNS
Hassanue nonsa OnucaHue Mpumep 3HaueHunA
timestamp Bpema nonyuyeHus cobbiTua B 2022-05-12T08:11:46.15869Z
dopmare: yyyy-mm-
ddThh:mm:ssZ.
ion MaeHTudmMKaTOp ceccuv. 00000000-0000-0000-0000-000000000000
node MmA, KoTopoe 0AHO3HAYHO utmcore@ntoorereaeda
MaeHTUdULMPYET YCTPOWCTBO,
reHepupytoLLiee 310 cobbiTHe.




HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

reasons MpuunHa, No KoTopoit BbIo {"url_cats":[{"id":37,"name":"Search Engines & Portals","threat_level":1}]}
co3faHo cobbiThe, Hanpumep, url
KaTeropua, Ha KOTopbIX
cpaboTano npasuso.
proto Mcnonb3syembli npoTokon 4-ro UDP
YPOBHA.
host Mma xocTa. google.com
data Mone ncnone3yetca ana ykasanua||{"question":[{"domain":"google.com","type":"A","class":"IN"}],

nepeaaBaemMblX AaHHbIX.

"answer":
[{"domain":"google.com","type":"TXT","class":"IN","ttl":5,"data":"Blocked"},
{"domain":"google.com","type":"A","class":"IN","ttl":5,"data":"10.10.0.1"}]}

url_categories||id UaeHTudpukatop cpaboTaBLuen 37
URL-kateropuu.
threat_level YpoBeHb yrpossl cpaboTasLuei MoxeT npUHUMAaTL 3HAYEHUA:
KaTeropuu.
e 1 — OYeHb HU3KKH.
o 2 — HU3KUK.
o 3 — cpeaHuii.
o 4 — BbICOKMA.
» 5 — 0YEeHb BbICOKMA.
name HassaHue Search Engines & Portals
cpaboTaBLUEN KATEropuu.
action [enctane, npuHATOE block
YCTPOWCTBOM B COOTBETCTBUMU C
HaCTPOEHHbLIMU MOIUTUKAMM.
application id NaeHTUdMKaTOP NPUIOXeHKA. 5
name HassaHue npunoxenua.
threat_level ||YpoBeHb yrpo3bl NpunoxeHus. 0
app_protocol||lpoTokon npuknaaHoro ypoeHaA. |[DNS
source zone |(guid YHUKanbHbIA MAEHTUDMKATOP d0038912-0d8a-4583-a525-e63950b1da47
30Hbl UCTOYHWKA TpadHKa.
name HasBaHue 30HbI UICTOYHUKA Trusted
TpagpuKa.

country HasBaHue cTpaHbl UCTOYHMKA. RU (oTob6paxaeTca AByxOyKBEHHbIN KOA CTpaHbl)
ip IPv4-agpec uctouHuka Tpaduka. |((10.10.10.10

port MopT uctouHumka. MoxeT npuHumarts sHadyenmna ot 0 Ao 65535.
mac MAC-anpec UCTouHMKa. 01:23:45:67:89:AB




HaspaHue nonsa Onwucaxue Mpumep 3HauyeHunA
destination zone |(guid YHWKanbHbIA nAeHTUdUKATOP 3c0b1253-f069-4060-903b-5fec4f465db0
30HbI Ha3HaueHnA Tpaduka.
name HassaHue 30HbI HasHauyeHua Untrusted
Tpaduka.
country HassaHwue cTpaHbl HazHayeHuA. RU (oToBpaaetca AByxOYKBEHHbIM KOA CTPaHbI)
ip IPv4-aapec HazHaueHua Tpadwmka. [104.19.197.151
port [MopT HasHayeHwuA MoxeT npuHuMaTh 3HadeHua ot 0 4o 65535. [nsa DNS 06biuHo
ucnonb3ayeTtca nopt 53.
mac MAC-aapec HazHauyeHus 01:23:45:67:89:AB
rule guid YHWKanbHbIA MAEHTUPUKATOP 59e38e06-533a-4771-9664-031c3e8b2e1f
npaeuna, cpadaTteiBaHWE KOTOPOro
coszano cobbiTue.
name HassaHwue npasuna, Rulet
cpabaTbiBaH1e KOTOPOro BbI3BAO
coObiTue.
Type Tun cpadoTaBLLero npasuna.
user guid YHUKanbHbIA MAEHTUhMKATOP a7a3cd49-8232-4f1a-962a-3659af89e96f
none3osatens. Ecnu
nons3oBaTens Tvna Unknown, 10
naeHtTuodukarop: 00000000-0000-
0000-0000-000000000000.
name MmA nonb3osatens. useri
groups|(guid YHUKanbHbIA naeHTuduKaTop 919878b2-e882-49ed-3331-8ec72c3c79cb
rpynnbl, B KOTOPbLIX COCTOUT
none3osarerb.
name HassaHwue rpynnel, B KOTOPOK Default Group
COCTOMT nosib3oBatesib.

OnucaHuve wypHana Tpadpuka

HasBaHue nonqa

OnucaHue

Mpumep 3HaueHun

HaCTPOEHHbIMU NOSTUTUKaAMW.

timestamp Bpema nonyueHns cobbiTua B popmarte: yyyy-mm-ddThh:mm:ssZ. ||2022-05-12T08:11:46.15869Z
ion MaoeHTnudmKaTop ceccuu. a7a3cd49-8232-4f1a-962a-3659af89e96f

(ecnu System: 00000000-0000-0000-0000-
000000000000)

node MmA, KoTopoe 0AHO3HAYHO MAEHTUDULMPYET YCTPOWCTBO, utmcore@ersthetatica

reHepupytoLLee 3aTo cobbiThe.
proto Mcnonb3yembli NpOTOKON 4-ro YPOBHA. TCP wnu UDP
action [leiicTBKE, NPUHATOE YCTPOUCTBOM B COOTBETCTBUM C accept




HasBaHue nonfa

OnucaHue

Mpumep 3HaueHun

bytes_sent Konuuecteo 6aitToB, nepesaHHbIX B HaNpPaBneHnn UCTOUHUK — 100
HasHaueHue.
bytes_recv Konuuecteo 6aitToB, nepesaHHbIX B HANpaBneHnn HasHadeHne —  ||6
MCTOUHMK.
packets_recv KonnuecTBo nakeToB, nepeaaHHbIX B HanpaBneHnn HasHayenne — |1
MCTOYHMK.
packets_sent KonnuecTBo nakeToB, NnepeaaHHbIX B HAMPaBneHnn UCTOUHUK — 1
HasHayeHue.
json_data JlononHUTENbHbIE AAHHbIE. null
applicationl||id MaeHTndvmKaTop NpunoxeHua. 195
threat_level YpoBeHb yrpo3bl MPUIIOXKEHUA. MoxeT npuHMMaTh 3HaYeHuA:
o 1 — OYEHb HU3KKUNA.
o 2 — HU3KUNA.
+ 3 — cpenHun.
o 4 — BbICOKMA.
o 5 — OYEHb BLICOKMA.
app_protocol [poTOKON NPUKNAAHOrO YPOBHA. HTTP
name Hassanue npunoxexus. Youtube
source zone guid ||YHMKanbHbIN MOEHTUOUKATOP 30HbLI UCTOUHMKA TpadUKa. d0038912-0d8a-4583-a525-e63950b1da47
name||Ha3BaHK1e 30Hbl UCTOYHMKA TpadHKa. Trusted
country HasBaHnue cTpaHbl UCTOUHMKA. RU (oTo6paxaeTca AByXOyKBEHHbIW Koa
CTpaHbl)
ip IPv4-aapec nctouHuka Tpaduka. 10.10.10.10
port MMopT nctouHuka. MoxeT npuHumaTb 3HaveHus ot 0 go 65535.
destination||zone guid ||YHUKanbHbIN MAEHTUPUKATOP 30HBI HA3HaUYeHUA TpaduKa. 3c0b1253-f069-4060-903b-5fec4f465db0
name||Ha3BaHue 30HbI HA3HaYeHWA TpaduKa. Untrusted
country Hasanue cTpaHbl Ha3HaueHus. RU (oTo6paxaeTca AByXOyKBeHHbI Koa
CTpaHbl)
ip IPv4-anpec HasHaueHua Tpaduka. 104.19.197.151
port [MopT Ha3HaueHuA MoxeT npuHumartb 3Hadyenmna ot 0 ao 65535.
nat source ip AApec UCTOYHMKA MOoCre NepeHasHayeHna (€Cru HaCcTPOEeHbI 192.168.117.85 (ecnn NAT He HacTpoeH, To:

npasuna NAT).

"nat":null)




Haaﬂauue nonfa

OnucaHue

Mpumep 3HaueHus

port |[lMopT “CTOYHMKA NOCNEe NnepeHasHa4yeHWA (eCnNu HaCTPOEHbI
npasuna NAT).

MoxeT npuHumarts 3Hadyenmna ot 0 o 65535
(ecnn NAT He HacTpoeH, To: "nat":null)

destination

p AApec HasHayeHuA nocne nepeHasHayeHna (eCrm HaCcTPOeHbI
npasuna NAT).

64.233.164.198 (ecnim NAT He HacTpoeH, To:
"nat":null)

port |[lMopT “CTOYHMKA NOCNEe nepeHasHa4YeHuA (ECNKn HaCTPOEHbI
npasuna NAT).

MoxeT npuHumatb 3Hadyenmna ot 0 ao 65535
(ecnn NAT He HacTpoeH, To: "nat":null)

nonb3oBartesnb.

rule guid YHUKanbHbIA MAEHTUdUKATOP NpaBuna, cpadaTbiBaHne KOTOPOro 59e38e06-533a-4771-9664-031c3e8b2e1f
co3aano cobbiTue.
type Tun npasuna. firewall
name HasBaHue npasuna, cpabaTbiBaHMe KOTOPOro BbI3BANO COObITHE. Allow trusted to untrusted
user guid YHuKanbHbIM naeHTUGUMKaTop nonb3osartend. Ecnv nonb3osatens  ||a7a3cd49-8232-4f1a-962a-3659af89e96f
Tvuna Unknown, To naentudukatop: 00000000-0000-0000-0000-
000000000000.
name Mwma nonb3osartens. Admin
groups guid ||YHUKanbHbIN MAEHTUPUKATOP rPyNMbl, B KOTOPbLIX COCTOUT 919878b2-e882-49ed-3331-8ec72c3c79cb

name||HasBaHue rpynnbl, B KOTOpOVI COCTOMUT Nnonb3oBaTtesib.

Default Group

OnucaHue ypHana COB

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

UCTOYHUK.

timestamp Bpemsa nonyuenus cobuitna B popmarte: yyyy-mm-ddThh:mm:ssZ. 2022-05-12T708:11:46.15869Z
ion MaeHTUdmrKaTOp ceccuv. a7a3cd49-8232-4f1a-962a-3659af89e96f (ecnu
System: 00000000-0000-0000-0000-
000000000000)
node MmA, KoTopoe 0AHO3HAYHO MAEHTUDULMPYET YCTPOWCTBO, utmcore@ersthetatica
reHepupytoLee aTo cobbiTHe.
proto Mcnonb3yemMblii TPOTOKON 4-r0 YPOBHA. TCP wnu UDP
action [lencTBre, NPUHATOE YCTPOWCTBOM B COOTBETCTBUU C HACTPOEHHLIMK  |[accept
NOSUTUKAMMU.
bytes_sent KonnuecTBo 6aiToB, NnepeaaHHbIX B HanpaBieHnn UCTOUHUK — 100
HasHaueHwue.
bytes_recv KonunyecTBo 6aiToB, nepesiaHHbIX B HaNpaBneHnu HasHaveHne — 6

packets_sent

KonuuecTso naxkeTos, nepeaaHHbIX B HanpaBieHUN UCTOYHUK —
HasHadeHue.

packets_recv

KonunuecTso nakeTos, nepeaaHHbIX B HanpasjieHMN HasHa4yeHne —
NCTOYHUK.




HasBaHue nonsa

OnucaHue

Mpumep 3HaueHUs

json_data JlononHUTENbHbIE AAHHbIE. null
application||id MaeHTUOMKATOP NPUNOXEHUA. 195
threat_level ||YpoBeHb yrpo3bl NpUnoXeHus. MoxeT npuHuMaTh 3Ha4YEHUA:
o 1 — 0OuYeHb HU3KKK.
o 2 — HU3KKN.
o 3 — cpenHui.
o 4 — BBICOKMN.
o 5 — 0ueHb BbICOKMA.
name HassaHue npunoxeHua. Youtube
app_protocol |[[TpoToKoN NPUKNAAHOro YPOBHA. HTTP
user guid YHWKanbHbI naeHTMdUKaTop none3osatend. Ecnv nonb3osartens a7a3cd49-8232-4f1a-962a-3659af89e96f
Tuna Unknown, To naentudmkatop: 00000000-0000-0000-0000-
000000000000.
name Mma nonb3osartens. Admin
groups||guid ||YHUKaNbHbIA OAEHTUDUKATOP rPYNMbl, B KOTOPbLIX COCTOUT 919878b2-e882-49ed-3331-8ec72c3c79ch
nonb3oBaTesb.
name||HasBaHu1e rpynmnbl, B KOTOPOW COCTOUT MONb30BATENb. Default Group
rule guid YHUKarbHbIA MAEHTUdMKATOP NpaBua, cpadaTbiBaHKe KOTOPOro 59e38e06-533a-4771-9664-031c3e8b2e1f
cosaano cobbiTue.
name HasBaHue npasuna, cpabaTbiBaH1e KOTOPOro BbI3BASIO COOLITHE. Allow trusted to untrusted
type Tun cpaboTasLuero npaeuna idps
signatures ||id NneHTnduUKaTop cpadoTaBLlei CUrHaTypsbl. 999999
threat_level ||YpoBeHb yrposbl cpaboTaBLuei CUrHaTypebl. MoxeT npuHuMaTh 3Ha4YEHWA:
o 1 — 0OueHb HU3KKA.
o 2 — HU3KKN.
o 3 — cpenHui.
o 4 — BBICOKMN.
o 5 — 0ueHb BbICOKMA.
name HassaHue cpaboTaBLueit curHaTypbl. BlackSun Test
source zone |(guid ||YHVKanbHBIM MAEHTUPHUKATOP 30HBI UCTOYHMKA TPaduKa. d0038912-0d8a-4583-a525-e63950b1da47
name||HasBaHu1e 30HbI UCTOYHMKA TpaduKa. Trusted
country HassaHue cTpaHbl UCTOYHMKA. RU (oToBpaxaetca AByxOYyKBEHHbIH KOA
CTpaHsbl)




HasBaLue nonsa OnucaHue MNpumep 3HaueHun

ip IPv4-aapec uctoyHvka tpaduka. 10.10.10.10
port [MopT ncTOUHMKA. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
mac MAC-aapec UCTOYHMKA. 01:23:45:67:89:AB

destination||zone ||guid ||YHWKanbHbI MAEHTUPUKATOP 30HBI HA3HAYEHUA TpadwuKa. 3c0b1253-f069-4060-903b-5fec4f465db0

name||Ha3BaHu1e 30HbI HA3Ha4YeHUA Tpadpuka. Untrusted
country HasBaHue cTpaHbl HasHauYeHuA. RU (oToBpaaetca ABYXOYKBEHHbIH KOA
CTpaHsbl)

ip IPv4-agpec HasHaueHuAa Tpaduka. 104.19.197.151
port [MopT Has3HayeHuA. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
mac MAC-aapec HasHaueHus. 01:23:45:67:89:AB

OnucaHue wypHana ACY TI

HassaHue nonfa

OnucaHue

I'Ipumep 3Ha4yeHuA

timestamp

Bpewms nonyyenus cobeiTua B popmarte: yyyy-mm-ddThh:mm:ssZ.

2022-05-
12T08:11:46.15869Z

pdu_severity

Kputnunocts ACY Tr1.

pdu_func Koa ¢yHKuMKM (roBOpUT BEAOMOMY YCTPOMCTBY, KaKUe AaHHLIE MW BbINOSTHEHWE 12
KaKoro AencTeuA TpeByeT OT Hero BeayLee YCTPONCTBO).
pdu_address AZpec peructpa, ¢ KoTopbiM He0BX0AMMO NPOBECTHU ONepaLmio. 3154
node MmA, KoTopoe 0AHO3HAYHO MAEHTUdULMPYET YCTPOMCTBO, reHepupyoLLee 3To utmcore@ersthetatica
cobbITue.
details pdu_varname MmA nepemeHHoi. MapameTp, B OCHOBHOM, UCMOnb3yeTcs Ansa o6MeHa AaHHbiMK B ||[VAR
pexume peanbHoro BpemeHu. MNMapameTp oTHocuTCA K npoTokony MMS.
pdu_device AApec yCTpoWCTBa, MCMosb3yemblit B npoTokonax MMS n OPCUA. DEV
mb_write_quantity |[KonuuectBo 3HaueHun ana 3anucu (komaHza Read Write Register). 998
mb_write_addr HauanbHbi aapec pernctpa ana 3anucu (komanaa Read Write Register). 776
mb_value 3anuceiBaemoe 3HaueHune (ana komana Write Single Coil, Write Single Register). 322
mb_unit_id Anpec ycTpoiicTtea. 186
mb_read_quantity |[KonuuectBo 3HaueHui ana uteHusa (komaHaa Read Write Register). 658
mb_read_addr HauanbHbil aapec pernctpa anA uytenus (komanaa Read Write Register). 122




Ha:

3BaHHe nonfa OnucaHue Mpumep 3HaueHun
mb_quantity KonuyectBo 3HaueHuni ana urexus. 875

mb_payload 3Hauenua peructpos (ana komaHa Read Coil, Read Holding Registers, Read Input  ||75be5ecdc24f9883

Registers, Read/Write Multiple registers, Write Multiple Coil).

mb_or_mask 3HaueHne mackn OR komanabl Mask Write Register. 1024

mb_message Coo6ueHve Modbus. exception
mb_exception_code|[Koa ownbku. AKTyaneH ana Tuna cooBLieHnUs error_response. 255

mb_and_mask 3HaueHne macku AND komanabl Mask Write Register. 121

mb_addr Anpec peructpa. 3154

iec104_msgtype

Tun 3anpoca.

request, response,
error_response

iec104_ioa Azpec 06beKTa MHOPMALMK, KOTOPLIX NO3BONAET OAHO3HAYHO MAEHTUGULMPOBATL (|23
NPUEMHOMN CTOPOHOW THUM COOBbLITHA.
iec104_cot MpuunHa nepeaayn NPOTOKONLHOrO G110Ka AaHHLIX NPUKIaaHoro yposHa (Application (|6
Protocol Data Unit, APDU).
iec104_asdu Aapec ASDU (COA — Common Object Address). NapameTp oTHOCHUTCA K NpoTokony (123
IEC-104.
app_protocol [MpoToKON NPUKNaAHOro YPOBHA. Modbus
action [leficTBHE, NPUHATOE YCTPOMCTBOM B COOTBETCTBUM C HACTPOEHHBIMU NONUTUKAMU.  ||pass
source zone guid YHWKanNbHbIA MAEHTUPUKATOP 30HbI UCTOUHMKA TpadHUKa. d0038912-0d8a-4583-
a525-e63950b1da47
name HasBaHue 30HbI UICTOYHMKA TpaduKa. Trusted
country HaseaHue cTpaHbl UCTOYHMKA. RU (oTo6paxaeTca
BYXOYKBEHHbIN KOA
CTpaHbl)
ip IPv4-aapec nctouHuka tpaduka. 10.10.10.10
port [MopT nctouHuka. MoxeT npuHumaTb
3HayeHuna ot 0 go 65535.
destination|(zone guid YHUKanbHbI MAEHTMOUKATOP 30HbI HA3HaYeHWA TpaduKa. 3c0b1253-f069-4060-
903b-5fec4f465db0
name HasBaHKe 30HbI Ha3HaYeHna TpagpuKa. Untrusted
country HassaHue cTpaHbl HasHavyeHus. RU (oTo6paxaeTca
BYXOYKBEHHbIN KOA
CTpaHhbl)

IPv4-aapec HasHaueHua Tpaduka.

104.19.197.151




HagBaHue nonsa Onucaxue Mpumep 3HaveHUn
port MMopT HasHaueHunA MoxeT npuHumaTb
3HayeHuna ot 0 go 65535.
rule guid YHWKanbHbIA aeHTudUKaTop Npasuna, cpabartsiBaHMe KOTOPOro cosaano cobuitue. ||59e38e06-533a-4771-
9664-031c3e8b2e1f
name HassaHue npasuna, cpadartbiBaHMe KOTOPOro Bbi3Bano cobbiTue. SCADA Sample Rule
OnucaHue ypHana uHcnekTuposaHua SSH
HassaHue nonsa Onucanue Mpumep 3HaveHUn
timestamp Bpems nonyyexus coBbiTvA B hopmarte: yyyy-mm- 2022-05-12T08:11:46.15869Z
ddThh:mm:ssZ.
node MmsA, KOTOpoe 0AHO3HAYHO MAEHTUDULUPYET YCTPOWCTBO, utmcore@ersthetatica
reHepupytoLee 1o cobbiTHe.
command Komaraa, nepeaasaeman no SSH. whoami
action LleictBre, NPUHATOE YCTPOMCTBOM B COOTBETCTBUM C block
HACTPOEHHbIMM NOUTUKAMM.
application id NaeHTudmMKaTop NpunoxeHus. 195
name HassaHue npunoxenus.
threat_level ||YpoBeHb yrpo3bi npunoxeHua. MoxeT npuHMMmaTh 3HayveHus ot 2 o 10
(ycTaHOBMNEHHbI YPOBEHb Yrpo3bl
NPUNOXEHNA, YMHOXEHHbIA Ha 2).
app_protocol||[lpoTokon NpuKIaaHOro ypoBHA. SSH wnun SFTP
source zone |(guid YHUKanbHbIA MAEHTUDUKATOP 30HbI UCTOYHMKA TpaduKa. d0038912-0d8a-4583-a525-e63950b1dad7
name HasBaHue 30Hbl UICTOYHUKA TpaduKa. Trusted
country HasBaHwue cTpaHbl UCTOYHMKA. RU (oToBpaxaeTca AByxOyKBEHHbIN KoA
CTpaHsbl)
ip IPv4-aapec uctouHvka Tpadmka. 10.10.10.10
port [MopT ncTouHuKa. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
mac MAC-aapec UCTOYHMKA. FA:16:3E:65:1C:B4
destination|[zone ||guid YHWKanbHbI MAEHTUOUKATOP 30HBI HA3HAYEeHUA Tpaduka. 3c0b1253-f069-4060-903b-5fec4f465db0
name HasBaHue 30Hbl HasHayYeHUa TpaduKa. Untrusted
country HassaHwue cTpaHbl HazHaveHu. RU (oToBpaxaetca AByxOYyKBEHHbIH KOA
CTpaHsbl)
ip IPv4-aapec HazHaueHua Tpadpuka. 104.19.197.151




HJSBaHMe nonsa Onucanue Mpumep 3Ha4eHUn

port [MopT Has3HayeHuA. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
mac MAC-aapec HasHauyeHus. 01:23:45:67:89:AB
rule guid YHUKanbHbIN KAEHTUPUKATOP Npasuna, cpadartbiBaHue 59e38e06-533a-4771-9664-031c3e8b2e1f

KOTOpPOro co3aano cobbiThe.

name HassaHue npasuna, cpabaTbiBaHKe KOTOPOro BbI3BasIO SSH Rule Example
coObiTue.
type Tun cpaboTasLuero npaeuna. ssh
user guid YHWKanbHbIA naeHTMdUKaTop nonb3osatend. Ecnu a7a3cd49-8232-4f1a-962a-3659af89e96f

none3oBaTens TMna Unknown, To naeHtudukarop: 00000000-
0000-0000-0000-000000000000.

name Wma nonb3osarens. Admin
groups||guid YHUKaNbHbIA MAEHTUOUKATOP rPYNMbl, B KOTOPbLIX COCTOUT 919878b2-e882-49ed-3331-8ec72c3c79chb
nonb3oBaTerb.
name HasBaHwue rpynnel, B KOTOPOW COCTOUT MONb30BaTEb. Default Group

OnucaHue WypHana 3awuTbl MOYTOBOro TpaduKa

HassaHue nonsa OnucaHue Mpumep 3HaveHunA

timestamp Bpemsa nonyyexus cobbiTua B popmarte: yyyy- 2022-05-12T08:11:46.15869Z
mm-ddThh:mm:ssZ.

node MmA, koTopoe 0HO3HaYHO MAEHTUDULMPYET utmcore@ersthetatica
YCTPOMCTBO, reHepupytoLLee 310 CobbITHe.

action [enctane, NPUHATOE YCTPOWCTBOM B mark
COOTBETCTBUM C HACTPOESHHBIMU MOSIUTUKAMM.

bytes_sent KonnuecTBo 6aiiToB, nepeaaHHbIx B 0
HanpaBneHM CTOYHUK — HasHauYeHue.

bytes_recv KonnuecTBo 6aiiToB, nepeaaHHbIx B 0
HanpasneHMn HasHauyeHne — UCTOUHMK.

packets_sent KonnyecTso naxkeToB, NnepeAaHHbIX B 0
HanpaBneHUN UCTOYHUK — Ha3HaYeHwe.

packets_rcv KonnuecTBo nakeToB, NnepeaaHHbIX B 0
HanpasfeHMN Ha3Ha4eHNne — UCTOYHUK.

decrypted Mone ykasbiBaeT BbIN0 U coaepkumoe true, false
pacLmndposBaHo.
from [MouToBLIA aapec oTnpaBuTENA. sender@example.com

to MouTtoBbIA aapec nonyyatens. receiver@example.com



mailto:utmcore%2540ersthetatica

HasBaHue nonsa OnucaHue Mpumep 3HaveHUn
application id NaeHTudurKkaTop npunoxeHus. 9
name HassaHue npunoxenus.
threat_level |(|YpoBeHb yrpo3bl NpUNOXeHUA. MoxeT npuHUmMaThb 3HaveHua ot 2 o 10 (ycTaHOBNEHHbIH
YPOBEHb YrpO3bl MPUOXEHUA, YMHOXEHHbBIN Ha 2).
app_protocol||CeTeBoi NPOTOKON NPUKIAAHOIO YPOBHA. SMTP
source zone |(guid YHWKanNbHbIA MAEHTUPUKATOP 30HBI UCTOYHMKA  (|d0038912-0d8a-4583-a525-€63950b1dad7
Tpadpuka.
name HasBaHwue 30Hbl UICTOYHMKA TpaduKa. Trusted
country HasBaHue cTpaHbl UCTOYHMKA. RU (oToBpakaerca AByxOYKBEHHbIM KOA CTPaHbI)
ip IPv4-aapec uctouHvka Tpadumka. 10.10.10.10
port MopT ncTouHMKa. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
mac MAC-aapec UCTOYHMKA. 01:23:45:67:89:AB
destination|[zone ||guid YHWKanbHbIA nAEHTMdUKATOP 30HbI HasHavyeHua |(|3c0b1253-f069-4060-903b-5fec4f465db0
Tpaduka.
name HasBaHue 30Hbl HazHauyeHuA Tpaduka. Untrusted
country HassaHwue cTpaHbl HazHaveHua. RU (oTobpakaetca AByxOYKBEHHbIM KOA CTPaHbI)
ip IPv4-aapec HazHaueHua Tpadpmka. 10.10.10.10
port [MopT Has3HayeHuA. MoxeT npuHumaTh 3HaveHuna ot 0 go 65535.
port MAC-aapec HasHauyeHus. 01:23:45:67:89:AB
rule guid YHWKanbHbIA naeHTMdUKaTop npasuna, 59e38e06-533a-4771-9664-031c3e8b2e1f
cpabaTbiBaHWe KOTOPOro CO3AaN0 COBLITHE.
name HassaHue npasuna, cpadartbiBaHMe KOTOPOro Mail security rule
BbI3Baso CobbiTHE.
type Tun cpaboTasLuero npaeuna. Mail security rule
user guid YHWKanbHbIA MAEHTMdUKATOP NONb3oBaTeNA. a7a3cd49-8232-4f1a-962a-3659af89e96f
name Mma nonb3oBaTens. user_name
groups||guid YHWKanbHbIA nAeHTMdUKATOP rpynmbl, B KOTOpo# ((919878b2-e882-49ed-3331-8ec72¢3¢c79¢ch
COCTOMUT nosib3oBatesib.
name HassaHrwue rpynnbl, B KOTOPOW COCTOUT Default Group
nonb3oBaTerb.

OnucaHue ypHana cobbiTUIM KOHEUHbIX YCTPOMCTB




HasBaHue nonsa

OnucaHue

Mpumep 3HaueHUn

3anpoca.

user_name MwmA nonb3osaTens. DESKTOP-0731NFQ\\Username

timestamp Bpemsa nonyyexus cobeiTvA B popmarte: yyyy- 2022-05-12T08:11:46.15869Z
mm-ddThh:mm:ssZ.

status PesynbTtart seinonHexna WMI unn SNMP OK, Error

source_name

MCTOUHMK XXypHana coBbiThit.

Microsoft-Windows-Security-Auditing

endpoint_name

HassaHue koHeuyHoro yCTpOVICTBa Wnun ceHcopa.

DESKTOP-0731NFQ

MHPOPMALMIO O NPOrPaMMHLIX W annapaTHbIX
cobbITHAX.

endpoint_id MaeHTudMKaTOP KOHEYHOrO YCTPOMCTBA MK 35fb5820-74db-4eac-b05b-d01bc284c4e8
ceHcopa.
node MaeHTUdMKaTOP KOHEYHOrO YCTPOMCTBA UK 35fb5820-74db-4eac-b05b-d01bc284c4e8
y3na, Ha KOTOPOM 3anyLLeH CEHCop.
log_level Tun cobbiTuA. Ayaut ycnexa, MNpeaynpexaenve, Ceeaenns, AyauT otkasa, Owmnbka
log_file Tun XypHana, coaepxatlero BaxHyo Security (pann xypHana 6esonacHocTy), Application (¢ain xypHana

npunoxeHui), System (dain cuctemHoro xypHana), Windows PowerShell

log_event_type

Tun cobbiTvs nora.

1 (error), 2 (warning), 3 (information), 4 (audit success), 5 (audit failure).

log_event_id

MaeHTudMKaTOp CoBbITHA.

4672

log_event_code

Koa cobbiTns xypHana.

14056

log_category_string

Kateropwus coBbiThs.

Special Logon

insertion_string

CTpoka BCTaBkM - AaHHble 6noka EventData
co6biTua Windows.

Windows DefenderSECURITY_PRODUCT_STATE_ON

WMI nnn SNMP ceHcop.

error Owmbka WMI unm SNMP, BosHUKLIAA B 0
pesynbTaTe BbINOMHEHWA 3anpoca.
data Moapo6Hasa nHdopmauusa o CoObITUH. Tun 3anycka cnyx06bl "YcTaHoBLmMK Mogynei Windows" Obin U3MEHEH ¢
"ABTOMaTnueckun" Ha "BpyuHyto".
counter_id MaeHTudmMKaTop cYéTumnka, A06aBNeHHOro B 35fb5820-74db-4eac-b05b-d01bc284c4e8

computer_name

MmA komnbtoTepa.

DESKTOP-0731NFQ

OnucaHue XypHana npaBuUi KOHEYHbIX YCTPOUCTB

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

timestamp Bpemsa nonyuyeHua cobuitna B popmarte: yyyy-mm- 2022-05-12T08:11:46.15869Z
ddThh:mm:ssZ.
n WaeHTudukatop ceccun. 00000006-0000-0000-f04d-14bdad0f01bb




HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

HACTPOEHHbIMU NOJIMTUKAMMU.

proto Mcnonb3syemblit NPOTOKON 4-r0 ypOBHS. TCP
host Mma xocTa. www.google.com
action Lenctare, NPMHATOE YCTPOMCTBOM B COOTBETCTBUM C drop, accept, nat

endpoint_name

MmA KOHeYHOro ycTpomncTaa.

DESKTOP-0731NFQ

endpoint_id MaeHTUdMKATOP KOHEYHOTO YCTPOMCTBA. 35fb5820-74db-4eac-b05b-d01bc284c4e8
media_type TWn KOHTEHTa. application/json
app_name MpunoxeHue, K KOTOPOMY OblI0 NPUMEHEHO NPABMUIIO C:\\Program Files
MEXCETEBOro aKpaHa. (x86)\\Microsoft\\Edge\\Application\\msedge.exe
source ip IPv4-aapec uctouHuka. 10.10.10.10
port MopT “cTOUHMKA. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
destination ip IPv4-anpec HasHaueHus. 104.19.197.151
port MopT Has3HayeHuA MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
rule guid YHUKanbHbIM MAEHTUdUKATOP NpaBuna, cpabaTbiBaHue KoToporo ||f93da24d-7419-418c-9e9b-8e6d02346fb4
cosaano cobeiTue.
name HasBaHwue npaeuna, cpabatbiBaHne KOTOPOoro BeidBano cobbiTue. ||Default allow
type Tun cpaboTasLuero npaeuna.
url_categories||id NaeHTuduMKaTop kateropuu, k kotopoi otHocutca URL. 39

threat_level

YpoBeHb yrpo3bl kateropun URL.

MoxeT npuHMMaTh 3Ha4YeHuA:
o 1 — OYEHb HUBKKN.
o 2 — HU3KUN.
* 3 — cpeaHuii.
o 4 — BbICOKWH.

o 5 — 0YEHb BLICOKUN.

name

HassaHwue kateropuu, k kotopoi otHocutca URL.

Social Networking

OnucaHue KypHana npuno»(el-mﬁ KOHeYHbIX yCTpOﬁCTB

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

user_name Mma nonb3osartend, noA y4ETHOW 3anUCbIo KOTOPOro BbIMOMTHEH BXOA Ha
KOHEYHOM YCTpOMCTBE.

DESKTOP-0731NFQ\\User

timestamp Bpewms nonyuyenus cobeiTus B popmarte: yyyy-mm-ddThh:mm:ssZ.

2022-05-12T08:11:46.15869Z




HasBaHue nonna

OnucaHue

Mpumep 3HaueHun

endpoint_name

HasBaHune KOHEeYHOro yCTpoWcTBa UM CeHcopa.

DESKTOP-0731NFQ

endpoint_id MaeHTMdMKaTop KOHEYHOro YCTPOMCTBA Ui CEeHcopa. 35fb5820-74db-4eac-b05b-d01bc284c4e8

process_id MoeHTndvkaTop npouecca. 3916

hash XaLl npunoxexus. B4CE5C3495FEA0A4FDBACBABDCD199F7E4CA8C1F

app_name MpunoxeHue, KOTOpoe BbINo 3anyLeHo/0CTaHOBIEHO. C:\\Program Files
(x86)\\Microsoft\\Edge\\Application\\msedge.exe

action LencTare (3anycKk Unu OCTaHOBKA NPUIOXKEHNS). start, stop

version Bepcusa npunoxeHua. 6.2.19041.746

subject CyGbeKT Noanucu. Microsoft Corporation

issuer M3patenb ceptudukata ana npuioXeHus. Microsoft Windows Production PCA 2011

cmd_line 3anpoc KoMaHAHOW CTPOKM. C:\\Windows\\system32\\svchost.exe -k wsappx -p -s
AppXSvc

ion_id MaoeHTudmKaTOp ceccuu. 1656038456

OnucaHue XypHana annapaTypbl KOHEYHbIX YCTPOUCTB

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

timestamp

Bpema nonyuenus cobbiTua B popmarte: yyyy-mm-ddThh:mm:ssZ.

2022-05-12T08:11:46.15869Z

endpoint_name

HasBaHue KOHeYHOro ycTpoicTBa Unu ceHcopa.

DESKTOP-0731NFQ

endpoint_id

M.CleHTVI(DMKaTOp KOHEe4YHOoro ychOPICTBa UK ceHcopa.

35fb5820-74db-4eac-b05b-d01bc284c4e8

action

[leicTBre (NOAKNOYEHNE/M3BIEYEHNE YCTPOICTBA).

add_device, remove_device

device_name

Haseanue yCTpOI?ICTBa, KOTOopoe 61110 NOAKIYEHO/M3BIIEYEHO.

Generic USB Hub

device_id

MneHTudmMKaTop ycTponcTBa.

USB\VID_OEOF&PID_0002\\6&201153C1&0&7

service

Lpavisep Windows, o6ecneunBatoLLuii B3auMoaencTB1e KOMNbIoTEPA C
060opyAoBaHWEM/YCTPONCTBOM.

USBHUB3

OnucaHue wypHana syslog

HasBaHue nonqa

OnucaHue

Mpumep 3HaueHns

timestamp

Bpems nonyyennsa cobbiTusA B popmarte:
yyyy-mm-ddThh:mm:ssZ.

2022-05-12T08:11:46.15869Z




HasBaHue nonsa OnucaHue Mpumep 3HayeHunA

node Mwma, KoTopoe 0HO3HAYHO utmcore@ntoorereaeda
naeHTUdUUMpyeT yCTPOMCTBO,
reHepvpytoLee a1o cobbiTue.

—

syslog_facility |[Tun uctouHuka cobeiTus syslog. Hanpumep,
user-level messages.

Moapo6Hee o 3HaueHusax syslog facility
cmoTpuTe B RFC 5424.

syslog_severity ||YpoBeHb BaXHOCTH COObITUA syslog. 4
Hanpumep, warning.

Moapo6Hee 0 3HaueHuax syslog
severity cmoTpute B REC 5424.

computer_name||Mma ycTpoicTBa, Ha KOTOPOM MPousoLLno  ||[nodel

cobbiTue.
app_name MpunoxeHue, Bbi3BaBLUEee COObLITHE. org.gnome.Shell.desktop
process_id PID npouecca, Bbl3aBaBLIErO COBLITHE. 3036
data OnwucaHve cobbiTus. [3603:3603:1130/125201.838651:ERROR:CONSOLE(6)] \"console.assert\", source:

devtools://devtools/bundled/devtools-frontend/front_end/panels/console/console.js (6)

rule |guid YHUKanbHbIN MAEHTUPUKATOP NpaBuna, 16535060-5a1a-4€92-8331-239406ec34da
cpabaTbiBaHWe KOTOPOro Co3Aano cobbITHe.

name HassaHue npaBuna, cpabatbiBaHue Example — Allow user-level messages
KOTOPOro BbI3Baso cobbiThe.

type Tun cpaboTasLuero npaeuna.

Onucanue wypHana RADIUS

HasBaHue nonsa OnucaHue Mpumep 3HaueHUA
timestamp Bpemsa nonyueHnus cobuitua B popmarte: yyyy-mm-ddThh:mm:ssZ. 2022-05-12T08:11:46.15869Z
node MvA, KoTOopoe 0AHO3HAYHO MAEHTUPULMPYET YCTPOMCTBO, reHepUpytoLLee 3TO CoBbITHE. utmcore@ntoorereaeda
event_type Cratyc nonb3oBaTens (acct_status_type). start, stop, interim update,

accounting-on, accounting-off

action [eiicTBue, NPUHATOE YCTPOICTBOM B COOTBETCTBUM C HACTPOEHHBIMU MOSIUTUKAMM. login

src_ip IP-anpec UCTOYHMKA, OTKyAa MPULLNO COOBLLIEHHE. 192.168.57.4

nas_ip IP-aapec NAS, aBTOpM3oBaBLLEro Nosib3oBaTens. 172.16.1.4

framed_ip IP-aapec nonb3oBartens. 192.168.57.29

rule ||guid YHUKanbHbIA MAEHTUdUKATOP NpaBuna, cpabaTbiBaHe KOTOPOro CO3Aas0 COBbITHE. 16535060-5a1a-4€92-8331-

239406ec34da



https://datatracker.ietf.org/doc/html/rfc5424
https://datatracker.ietf.org/doc/html/rfc5424

HasBaHue nonna

OnucaHue

Mpumep 3HaueHun

user

guid YHuKanbHbIM naeHTudurKkatop nons3osarend. Ecnu nonbsosarens Tvna Unknown, To 745591¢3-9d21-092d-8db4-
naeHtnduxarop: 00000000-0000-0000-0000-000000000000. 5b9b0000044f
name Mma nonb3oBaTens. user_name
groups||guid ||YHMKanbHbIA MAEHTMOUKATOP rPYNMbl, B KOTOPOW COCTOUT NONb30BaTENb. aa218609-8716-9252-df20-
88c43a0d0bf6
name||HassaHue rpynmnbl, B KOTOPOW COCTOUT MONb30BaATENb. test_group

OnucaHuve wypHana UserlD

HassaHue nonsa OnwucaHune Mpumep 3HaueHUn
timestamp Bpema nonyueHus cobuiTva B popmarte: yyyy-mm- 2022-05-12T08:11:46.15869Z
ddThh:mm:ssZ.
node MmA, KoTopoe 0HO3HAYHO MAEHTUDULMPYeT utmcore@ntoorereaeda
YCTPOMCTBO, reHepHpytoLLee 3T0 CobbITHE.
reasons MpuunHa, No KoTopoi BbINO CO3AaHO COBLITHE. {\"user_groups_sids\":[\"S-1-5-21-3795870133-5220325-2125745684-
513\",\"S-1-5-21-3795870133-5220325-2125745684-512\" \"S-1-5-21-
3795870133-5220325-2125745684-572\"],
\"user_sid\":\"S-1-5-21-3795870133-5220325-2125745684-
1103\"\"login\":\"user1\",\"domain\":\"DEV\",\"event_id\":4624}
action [lencTBre, NPUHATOE YCTPOWCTBOM B COOTBETCTBUMU C login
HaCTPOEHHBLIMU MOTUTUKAMM.
src_ip IPv4 uctouHuka cobbitus. 10.10.0.11
rule |(guid YHUKanbHbIA nAeHTUdMKATOP NpaBuna, cpadateiBatue ([16535060-5a1a-4€92-8331-239406ec34da
KOTOpOro cosaano cobbiThe.
name HassaHue npasuna, cpabatbiBaHue KOTOporo Bei3Bano |((dev.local
coObITHe.
type Tun cpaboTasLuero npasuna. syslog
user||guid YHUKanbHbIA MAEHTUdUKaTOp nonb3osartend. Ecnu 745591c3-9d21-092d-8db4-5b9b0000044f
none3osartenb Thna Unknown, To naeHTUdUKATOP:
00000000-0000-0000-0000-000000000000.
name Mma nonb3osartens. user1
groups||guid ||YHUKanbHbIA MAEHTUOWKATOP FPYNMbl, B KOTOPbIX 2a218609-8716-9252-df20-88c43a0d0bf6
COCTOUT Nnosib3oBatesib.
name||HasBaHue rpynnbl, B KOTOpoW cocTouT nonb3osatenb.  ||CN=Domain Users,CN=Users,DC=dev,DC=local




OT1yeThl
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C MOMOLLBbIO OTYETOB aAMUHUCTPATOP MOXET NpedoCTaBUTb pas/inyHble cpesdbl AaHHbIX O cobbiTuax 6630I‘IaCHOCTVI, KOHQ)VII'ypVIpOBaHVIFl nnu
aencTeuAx nonb3osartenen. OTyeTbl MOryT co3aaBaTtbCA NO CO3AaHHbIM paHee npasuiiam U wabnoHam B aBTOMaTUUYECKOM pexnume 1 oTnpaBfATbLCA
agpecaram o 3M1EeKTPOHHON nouTe.

Pasaen OTueTbl COCTOMUT U3 4yeTblpex nogpasaenos — |.|J86]10Hbl, Monb3oBaTenbcKkue ma6n0|-|b|, I'IpaBuna oTuyeToB 1 Co3aaHHbIe OTUYEeThI.
YTo6bl co3aaTb 0TYET HEOBXOAMMO BbIMOSTHUTb cneaywuiune AencTBuA:

HaumeHoBaHue

OnucaHue

Lar 1. Co3natb npasuio
co3aaHua oTyeTa

Cosnatb npasnio Co3aaHnA OT4eTa, B KOTOPOM yKasaTb Heo0xoauMble napamMeTpbl Co3aaHuA oTyeTa.

LLlar 2. 3anyctuTb oTueT

3anycTuTb OTYET B PYYHOM PEXUME UM JOXAATHCH BPEMEHU, KOra OH 3anyCTUTCHA B aBTOMATUUYECKOM PEXUME No
yKasaHHOMy B NpaBuIie pacnucaHuio.

Lar 3. Monyuntb oTyeT

nOﬂyLWITb OT4eT Nno nouyTe, ecnuv B Npasune Gbina HacTpoeHa OTnpaBKa oT4yeTa no no4te, UK cKkadyaTb I'IOﬂyLIeHHbIVI
oT4yeT B pasaene Co3aaHHble OTUeThI.

MpumeuanmnellpoLlecc co3aaHna 0TYETa MOXET NMPOAOIKATLCA AOCTATOUHO ANUTENBHOE BPEMA U MOXET NOTPednATL 60sIbLIOE KOTMYECTBO

BbIYACIUTENbHBIX PECYPCOB.




Wa6noHbl
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LLla6noH onpeaenseT BHELWHW’ BUA M Nond, KoTopble ByayT ucnonb3oBateeA B oTdeTe. LLlabnoHbl 0T4eTOB NpeAoCTaBNATCA KOMMNaHWen
paspabotunkom UserGate.

CnWcoK BO3MOXHBbIX LLAB0HOB 0THEeTOB, CrpynnMPOBaHHbIX MO KaTeropuam:

Monb3oBaTenbCcKWit — rpynna wabnoHoB no 0606LEHHO CTaTUCTUKE cpadaThiBaHWA NPaBUIT OTYETOB.
Captive-noptan — rpynna Lua6ioHOB No coObITUAM, aBTopH3aLMK nonb3osBaTenei ¢ nomoLlso Captive-noprana.

Mp1noMeHNA KOHEUYHbIX YCTPOWCTB — rpynna WaboHOB CO CMIUCKaMMU NMPUITOXKEHH, KOTOPbIe Koraa-nbo 3anycKanucb Ha KOHEUHbBIX
yCTpoOWCTBax.

MypHan npaBun KOHEYHbIX YCTPOWCTB — rpynna wabnoHoB no coBbITUAM cpadaThiBaHWA NPaBKIT MEXCETEBOMO dKpaHa KOHEUHbIX
YCTPOMUCTB.

YypHan coBbITHi1 KOHEUHbIX YCTPOMCTB — rpynna LWaGIoHOB MO COBLITUAM, MOSTYYEHHLIM OT KOHTPOSTMPYEMBIX C MOMOLLLIO MPOrPaMMHOM0
o6ecneuenns UserGate Endpoint KOHEUHbIX YCTPOMCTB

Co6bITHA — rpynna WaGioHOB MO COBLITUAM, PETUCTPUPYEMBIM B XKypHare COBbITU.

COB — rpynna wabnoHoB No coBbITUAM, perucTpupyemsiM B xypHane COB.

3awmTa noutoBoro TpadpuKka — rpynna WabnoHOB Mo COBLITUAM, PErMCTPUPYEMBIM B XKYpPHANE 3aLlWThl MOYTOBOMO TpaduKa.
CeTeBafn aKTUBHOCTb — rpynna wabnoHoB No coBbITUAM, PErMCTPUPYEMbIM B XypHase Tpaduka.

Be6-noptan — rpynna wabnoHos asTopusaumm yepes SSL VPN.

Tpaduk — rpynna wabnoHoB No coBbITUAM, PErMCTPUPYEMBIM B XypHase Tpaduka U 0THOCALUMMCA K 06beMy noTpebneHHoro Tpaduka
nonb30BaTENAMU, NPUIOKEHUAMM U T.M.

UserlD — rpynna wa6noHoB Ana cosaaHusa otyeTos no padote UserlD areHTa.
VPN — rpynna wa6noHoB no cobbiTusaM, oTHocALmumMesa K VPN.

Be6-aKTMBHOCTb — rpynna wabnioHOB No COBLITUAM, PErMCTPUPYEMbIM B XypHane Be6-gocTyna.

Kaxablv WwabnoH coaepxuT HasBaHWe, onucaHue oTyeTa v TN oTobpaxeHusa oTyeTa (Tabnuuya, ructorpaMma, nupor).



Monb3oBaTenbckue WabnNoHbI

Documentation: ¥
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B oTnMumK 0T 00bIYHbIX LWAGNOHOB, NPeAoCTaBAEMbIX NPOM3BOAUTENIEM PELLEHHS, NOMNb30BaTENbCKUE LLABIOHbI MO3BOMAIOT CO34aTb OTYET N0 TeEM
KpUTEPUAM, KOTOPblE HE0BX0AMMO Mosb30BaTENH0. AIMUHUCTPATOP MOXET BbIOpaTh HE0OX0AUMBIE NONA AN 0TOOPaKEHUA, 3a4aTb YCIOBUA U
BO3MOXHbIE rPYNn1poBKkW. Co3aaHHbIe NONb30BATENbCKUE OTYETHI MOTYT ObiTh UCMONBb30BaHbI B MPaBUIax NOCTPOEHUS OTUETOB HApAZY C 00bIYHLIMM
npeaonpeaeneHHbIMU otTyeTamMu. [inA cosaaHuA nonb30BaTenbCKoro wabnoHa Heo6xoanmo B paszaene OTueThl - Monb3oBaTenbcK1e OTUEThI
HaaTb Ha KHOMKY Jlo6aBWTb 1 3aroMnHUTL CrieaytoLLme napamMmeTphbi:

HaunmeHoBaHue OnucaHue
HasBaHue HasBaHwue nonb3oBaTenbCeKoro WwabnoHa.
OnucaHue OnuuroHanbHoe nose Ana onucaHuA Nonb30BaTEeNbCKOro WwabnoHa.

BbiGop UCTOUHMKA AaHHBIX ANA AaHHOTO WabdnoHa. JJocTyrnHbl 3HAYEHHA:
« XXypHan coBbiTHi.
« XypHan Tpadumka.
« JXypHan Be6-gocTyna.
« JXypHan COB.
Kateropus
« JKypHan nHcnexktuposanua SSH.
« CpabaTbiBaHus.
« XypHan coBbIThiM KOHEYHbIX YCTPOMCTB.

« XXypHan npaBun KOHEYHbIX YCTPOUCTB.

o [1pUNoXeHNA KOHEYHBIX YCTPOMCTB.

SQL-noaobHan cTpoKa 3anpoca, No3sBonALLas orpaHuinTb 06beM MHDOPMALIMK, UCNONb3YEMOM NPKU NOCTPOEHUM OTYETA MO
naHHoMy LWabnoHy. AnAa GpopMUMpoBaHKUA 3anpoCOB UCMOMb3YHOTCA Ha3BaHWA NOMeR, 3HaYeHUsA NOMeN, KItoYeBble CroBa M1
onepatopsbl. B kauecTse nonen AaHHLIX MOXHO MCMOMb30BaTh CTONOLbI, NEPeYUCIeHHbIe Hke B nosie CTonbuybl. Kniovessie
cnoBa 1 oneparopbl, a Takke NPUMEPbI UX UCMOSIb30BAHWA MOXHO NOCMOTPETb B pasaene AoKyMeHTauuu Monck v dunbtpaums
AaHHbIX.

3anpoc
dunbTpa

CopTHUpoBaTb ||YkaxuTe nose AaHHbIX, MO KOTOPOMY ByayT OTCOPTMPOBAHEI AaHHbIe B 0TYeTe. COPTUPOBKY MOXHO YKasaTb Mo BO3pACTaHMIO U N0
no yObIBaHuIO.

FpynnupoBatb
o YKaxuTe none AaHHbIX, N0 KOTOPOMY OyAyT CrpynnMpoBaHbl AaHHbIE B OTYETE.
Cron6uybi Cnu1cok cTon6LoB, A0CTYNHBIX AN1A KOHKPETHOrO UCTOYHMKA AaHHbIX.

BbldpaHHble Cnucok CTOJ'I6L|IOB, BblﬁpaHHle ana OTOépa)KeHVI'Fl B OoT4yeTe.



https://docs.usergate.com/poisk-i-fil6traciya-dannyh_1257.html

lNMpaBuna oTyeToB
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MpaBuno oTyeTa 3a4aeT napameTpsbl CO3AaBAEMOro 0TYETa, a TaKKe PacnucaH1e 3anycka OTYeTOB U CrocoBbl A0CTABKK OTYeTa nosb3osarenam. Mpu
CO3AaHMM NpaBuna oTyeTa aAMUHUCTPATOP yKasbiBaeT Crieaytolme napameTphbi:

HanmeHoBaHue OnucaHue
BknrouyeHo BkntoueHne/oTkNo4eHMA OTYETA.

HasBaHue HassaHwue npasuna.

OnucaHue OnuuoHanbHoe none AnA onucaHnA npasuna.

A3bIK oTyeTa

Bri6op fA3blka, KOTOpbIA ByAET UCNOMNb30BaH B OTYETE.

Jnana3oH [1ana3oH BpeMeHH, 3a KOTOPbIM HEOBX0AMMO NOATOTOBUTL OTYET.
dopmar otyeta (PDF, HTML, XML, CSV), B kKoTopom ByZeT co3aaBaTbCA AaHHbIA OTYeT.

dopmart BamHo! CosnaHve otueta B popmate PDF coszaeT BbICOKyHO HArpysKy Ha npoueccop v namaTte. Yem o6bemMHee oTdyeT, Tem Bonee

oTyeTa BbICOKaa Harpyska. He ucnonbsyitte ¢popmart otueta PDF ana nonbsosatesnbckux wabnoHos. Ansa wabdnoHos Moapo6Hbii
cnucoK Bcex noceueHHbiX URL v Moapo6Hbii cNMCOK BCeX NOCELeHHbIX CaNTOB aBTOMAaTUUYECKW UCTIONb3yeTca popmar
CSV, HesaB1cuMO OT BbIOpaHHoro gpopmara.

KonunuectBo 3azaHue orpaHUYeHUna Yncna sanucei, Kotopble OyayT BLIBOAUTLCA B OTUETAX, B KOTOPbIX MPUCYTCTBYET OrpaHUyeHne no

3anuceu KOSIMYeCTBY TON 3anucen, Hanpumep, Ton 20 nonb3osaTenem ¢ oWnBOYHOM aBTOopU3aLuen B BeG-KOHCOSb.

Konuuecteo B

3apaHue orpaHu4yeHua ymcna 3anucen, KOTOpbIe 6yﬂyT BbIBOAMNTLCA B OTYETaX, B KOTOPbLIX MPUCYTCTBYET OrpaHnyeHue no

rPpyNNMpoBKe |[KOMYECTBY CrPyNNMPOBaHHbIX 3anucen, Hanpumep, Ton 10 nonb3osaTtenei No KaTeropuam — ANA KoV KaTeropuu Byaet
ecnu ykasaHo He 6onee 10 nonb3oartenei. JJaHHOe orpaHyeH1e NPUMEHWMO TOJBKO AN Tex WabnoHOB 0TYETOB, KOTOPbIE coaepaTt
p p:
npUMeHUMo) |[FPynnupoBaHue.
MonbaosaTeny 3ajaeT nonb3oBateniel UK rpynnbl Nonb3oBaTeNeH, And KOTopbix ByaeT cozaaBatbes oTyeT. Ecnu octaBuTb none nycTsiM, TO
oTuyeT ByaeT co3naBaThCA AnA BCEeX Nonb3oBaTeneu.
LWa6noHb! Cnu1cok WwabnoHoB, KoTopble ByAyT UCNONb30BaTLCA ANA NOCTPOEHUA oTyeTa. ObAsaTensHO Heo6xoaMMo A06aBUTL XOTA Obl OANUH

wabnoH.




HaumeHoBaHue OnucaHue

Bbi6op pacnucaHua ansa co3aaHua oTyeToB. Bo3aMOXHbEI BapUaHTbI:
« ExeaHesHo.

o ExenepnensHo.

« ExemecAuHo.

« Kaxable ... yacos.

o Kaxable ... MUHYT.

« 3agatb BPyYHylo.

Pacnucanue
Mpu 3anaHnKn BPYYHyto HEOOXOAWMO Mcnosb3oBaTh crontab-nofoBHbI GpopMaT, NPU KOTOPOM CTPOKA BLIFMAAMT KaK LUeCTb Nose,
pasaeneHHbix npobenamu. MNona 3aaatoT Bpema B cneaytoLlem Buae: (MuHyThl: 0-59) (vackl: 0-23) (aHu mecAua: 0-31) (mecsau: 0-
12) (neHb Henenu: 0-6, 0-BockpeceHbe). Kaxzaoe 13 nepBbix NATW Nonei MOXeT ObiTh 3a4aHO creaytoLm 06pasom:
« 3Besaouka (*) — o6o3HavyaeT BeCb AManasoH (0T NepBoro Ao NocrneaHero).
« Jeduc (-) — obosHauaeT avanasoH unucen. Hanpumep, "5-7" Byaet o3Hadyatb 5,6 1 7.
o Cnuncku. 310 uncna (Mnu ananasoHsbl), pasaeneHHsle 3anateiMu. Hanpumep, "1,5,10,11" unun "1-11,19-23".
« 3Besnouka unu avanasoH ¢ warom. Mcnonbsyetca AnA NPONycKoB B AvanasoHax. LLlar ykasbiBaeTca nocne Kocow YepTbl.
Hanpumep, "2-10/2" 6yaet 3HauuTh "2,4,6,8,10", a BoipaxeHue "*/2" B none "yackl" ByaeT o3HayaTb "Kaxkable ABa yaca.
B03MOXHOCTb 3aAaThb ONLUMOHasbHYO OTRPaBKY CO3AAHHOTO 0TYeTa noslyyatTenam no npotokony SMTP. Heo6xoanmo 3aaats:
« Mpodunb SMTP, KoTopbI ByaAeT UcnoNb30BaH ANA OTNpPaBKK oT4eToB. [MoApo6HO 0 HacTpoike npodunen SMTP cmoTpuTe
B rnase [1podunu onoseLleHnit.
o OT — 1mA oTNpaeuTeNa NUcbMA.
JlocTaBKa

« Tema nucbma — Tema nucbMma (subject).
« Teno nucbMa — CoOAEpXMUMOe NMUCbMa.

. I'IonyanenM — CMUCOK nonyuaTeneﬁ nucbmMa. nOﬂyaneﬂM JAOJDKHbI ﬁbITb ﬂOﬁaBJ’IeHbI B CMUCKHK GMGHMOTGKM MouToBble
appeca.

MpumeuaHmnellpoLlecc co3aaHnsa 0TYETa MOXET NMPOAOIKATECA AOCTATOUHO ANUTENBHOE BPEMA W MOXET NOTPednATL 60sIbLIOE KOTMYECTBO
BbIYNCIIUTENBHBIX PECYPCcoB. OCOBEHHO BaXHO YUUTHIBATL 3arpy3ky PECypCoB NpH 3amycke 0TYETOB 3a 60sbLUIOW AUanasoH BPeMEHHU.

anMeHaHMeﬂJ‘IH TOro, yTOOHI 3anyCcTnTb NnpaBuio oT4yeTa He 06A3aTenbHO BKIOYATL Ero U YKasbliBaTb BpemMA 3anycka npasuna. B PY4YHOM pexume
MOXXHO 3anyCTUTb J'IIOéOVI, B TOM YMCIE OTKIIIOYEHHbIN OTHET, ANA 3TOr0 B CMIUCKE npasun Heob6xoanMo BblépaTb Tpeéyemoe npaBnJiIo U HaXXaTb Ha
KHOMKY 3anycwm= ceinyac. [0TOBbIV OTUET Nocne cosaaHua 6y£leT AOCTYyNneH B pasaene CosaaHHble OTYeThI.


https://docs.usergate.com/profili-opoveshenij_1233.html
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B pasnene CospaHHbIe OTYETbI XPaHATCA BCE NOMy4YeHHble oTyeThl. OTueThl codgatoTtca B popmare pdf unm csv. [na kaxaoro otyeTa ykasolBaeTca
HasBaHWe 0TYeTa, KOTOPOE COBNaZAEeT C HasBaHWeM Npasuia oT4yeTa, KoTopoe BbINIo UCNONb30BaHO ANA CO34aHWA AAHHOTO 0TYeTa, BpemA Co3AaHnA
oTyeTa u pasmep oTyeTa.

Ina ckauMBaHua oTyeTa Heo6X0AUMO UCMonb30BaTh KHOMNKY CKauatb, ans yAaneHwa — Ynanuthb.

Bpemsa xpaHeHWA rotoBbiX OTYETOB (POTaLMA) HACTPaMBAETCA NO HAXATHIO Ha KHOMKY HacTpouTb. 3HaueHue no ymonyanuio — 60 aHeNn.



OTyeTbl MHUMAEHTOB
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B aaHHOM paszerne aaMMHUCTPATOP MOXET GpOpMUpPOBaTL OTYETHI 06 MHLMAEHTAX MHPOPMALMOHHOM Ge3onacHocTH. OTYeTkl MOTyT CO34aBaThCs B
COOTBETCTBUM C CO3AaHHLIMM NPaBWIam v LwabnoHam; OTYET AOCTYNEH ANA CKAYMBaHUA UMK Nepeaayn Ha KOHHEKTOP.

Pasnen coctounTt u3 Tpex noAapasaenos - LLa6noHbl oTYETOB WHUUAEHTOB, npaauna 0OT4eTOB UHUUAEHTOB U Co3spaaHHble OTYeTbl WHUUOEHTOB.
YTo6bl cozaatb oTyer, Heo6X0AUMO BbINOSHUTL cneaywuiune AencTBuA:

HaumeHoBaHWe OnucaHue

LLar 1. CosaaTtb npasusio cosaanus otueTa. |[CosaaTh NpaBuIio co3aaHUs OTYeTa, B KOTOPOM yKasaTb HeoOXoauMbIe napaMeTpbl CO34aH1A oTyeTa.

Lar 2. 3anycTtuTb OTuerT. BbiGpaTb MHUMAEHT M CreHepupoBaTh OTYeT.

Lar 3. MNonyunTb OTUeT. 3anucu o0 co3aaHnn 0TYETOB AOCTYMHbI B pasaene CosaaHHble OTYETbl MHLMAEHTOB.




LLla6noHbl 0TYETOB MHLMAEHTOB

Documentation: ¥
Product: SIEM
Version: 7.1.x

LLla6noH onpeaendaet BHELUHWI BMA W NONA, KOTOpble 6y£lyT ucnonb3oBatbes B otueTe. LLabnoHsl otyeToB MHUMAEHTOB AeNATCA Ha 2 KaTteropuu:

. cbopma KNoY-3aKknoyeHue — LLIaéJ'IOHbI, nossonArLme HaCTPoUTb NOSIA, KOTOPbIE Heo6Xxo0ANMO OTOépaSMTb B oTuéte. LLlabnoHbl AaHHOro
ThNa Nnonb3oBaTeslb MOXET Cco3AaBaTb CAMOCTOATESIbHO.

o UHUMAEeHTbI — rpynna wabnoHoB Ana co3aaHua OTYETOB No MHuMAeHTam. LabnoHbl npeaocTaenatoTca komnanuen UserGate.

Kaxabli wabdnoH COAEePXNT HasBaHWe, onMcaHue oTyeTa U Tun OTOépa)KeHMﬂ otyeTta (Ta6J'IML|a, rmcrorpamMmma, I'IVIpOI').



npaBMﬂaOTHeTOBMHuMﬂeHTOB
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MpaBuno oTyeTa 3a4aeT napameTpbl CO34aBaEMOro 0TYeTa, a Takke Cnocobbl 4OCTaBKM OTYeTa nonb3osartensam. [pu cozaaHuu npasuna otyeta
aAMWHWCTPATOP YKasblBaeT CreaytoLmue napamerpbi:

HanmeHoBaHue

OnucaHue

HasBaHue

HassaHve npasuna.

OnucaHue

OnuuoHanbHoe nose AnA onucaHua npasuna.

fA3bIK OTUéTa

Bri6op fA3bika, KOTOPbIA ByAET UCNONb30BaH B OTYETE.

YacoBo#n nofc

YacoBo# nosic, KoTopblit ByAEeT UCnonb30BaThCA NPU GOPMUPOBaHUK OTUETA.

dopmart o

OquéTa dopmat (PDF, HTML), B koTopom ByaeT co3aaBaTbCs AaHHbIM OTYET.

KoHHekTOp KOHHEKTOp, Ha KOTOpbIA HEOOXOAMMO OTNPABUTL OTYET (HE0OA3ATENBHO).

LLIa6noHbI Cnucok WwabnoHoB, KoTopble ByAyT UCNONb30BaTLCA ANA NOCTPOEHUA oTyeTa. ObA3aTenbHO Heo6xoaAMMO A06aBUTL XOTA Obl OANUH

LwabnoH.

MpumeyaHuellpoLecc co3naHna oT4eTa MOXKET NPOAOIKATLCA A0CTATOYHO ANUTENBHOE BPEMA U MOXET NOTPeBNATL BOMbLLOE KOIMUYECTBO
BbIYACIIUTENbHBIX pecypcoB. OCOBEHHO BaXHO yUMTLIBATH 3arpy3Ky PecypcoB Mpy 3amycke 0T4YETOB 3a 60MbLIOW AWanasoH BPEMEHU.

Mocne cosaaxuna npasunia nonb3oBaTtesib MOXeT 3anyCTuTb co3agaHue oTyéTa no BblﬁpaHHOMy NMHUKWAECHTY. Mocne dopmupoBaHma OTuéT AOCTyneH
AnA CKa4ynBaHWA NOKabHO UK Nepeaayvu Ha BblﬁpaHHbIVI KOHHEKTOP.
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