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XXypHansl



Onuncanue

Documentation: ¥
Product: SIEM
Version: 7.1.x

SIEM xypHanupyeT BCe COoBbITUA, KOTOPLIE MPOUCXOAAT BO BpEMA ero paboThl ¥ paboTbl NOAKIOYEHHBIX K HEMY CEPBEPOB, U 3aMUCHIBAET UX B
crneayoLme XypHanbi:

)KypHan cobbITHn — COAEePXNT COébITWFl, CBA3aHHble C UBMEeHEeHNEeM HaCTpOeK cepBepa LogAn, aBTopmaauMeﬁ nonb3oBaTenen,
AAMUHUCTPATOPOB, 06HOBNEHUAMM PasUYHbIX CMTUCKOB U T.NM.

XypHan Be6-gocTyna — noapoBHbIN XypHan Bcex Be6-3anpocos, obpadoTaHHbix LogAn.
MypHan DNS — coaepxuT cobbiTua, ceazaHHble ¢ DNS Tpadukom.

MypHan TpaduKka — noapobHIi xypHan cpabaTtbiBaHuii npasun mexceTesoro akpaHa, NAT, DNAT, Port forwarding, Policy-based routing.
Ans perucTpaumm AaHHbIX COObITUI HEOOXOAUMO BKITOUMTH XYPHaNTMPOBaHWE B HEOOX0AMMBIX NpaBunax Mexcetesoro akpaHa, NAT, DNAT,
Port forwarding, Policy-based routing.

MypHan COB — coaepXuT coBbITHA, PETUCTPUPYEMbIE CUCTEMOW OBHaPY)XXEHWUS U NPeAOTBPALLEHNUA BTOPKEHHN.
MypHan ACY TN — coaepxwuT coBbITUs, perucTpupyemMele npaeunamu koHtpona ACY TI1.

WypHan uHcnekTMpoBaHUA SSH — xypHan cpabaTtbiBaHWA NPaBui MHCNEKTUpoBaHWa SSH. [inA perucTpaumn AaHHbIX coBbITUI HeoBXxoaumo
BKITIOUNTb XKYpPHATMPOBaHKE.

MCTOpMH MOUCKaA — COAEPXUT NOMUCKOBLIE 3arnpocChl nonb3oBaTenev B nonynApHbIX NOUCKOBbLIX CUCTEMAX.

YypHan co6bITHiI KOHEUHBIX YCTPOMCTB — OTOBPaXKAET COBLITUSA, NOMYYaEMblIe OT KOHTPOSTMPYEMBIX C MOMOLLBIO NMPOrPaMMHOM0
obecneyennsa UserGate Endpoint KOHEYHbIX YCTPOMCTB.

MypHan npaB1n KOHEUHbIX YCTPOMUCTB — COOLITUA cpadaTbiBaHWUA NPaBUIT MEXCETEBOTO 3KpaHa KOHEYHbIX YCTPOMCTB, B HACTPOWMKAX
KOTOPbIX BKIOYEHO XXypHANUpOBaHUe.

Mp1noMeHNA KOHEYHbIX YCTPOWCTB — 0TOOPaXKaET NPUIIOKEHUS, KOTOPLIE KOrAa-NMO0 3amycKanuch Ha KOHEYHbLIX YCTPOMCTBAX.
AnnapaTtypa KOHeUYHbIX YCTPOWUCTB — COAEPXUT MHPOPMAaLMIO 06 yCTPOUCTBAX, MOAKMIOUYEHHBIX K KOHEUYHBIM YCTPOCTBaM.
MypHan syslog — oTo6paxeHbl 3anMcu coobLLeHni 0 coBbITUAX yaanéHHbIX Unix-cucTem, nonyyeHHble no NpoTokony syslog.

)KypHan 3alMUTbl NOYTOBOro Tpa¢m(a — COAEPXHUT cobbITUA CpaéaTblBaHMH npasun 3aLluTbl NOYTOBOro Tpaduka, B HaCTpOVIKaX KOTOPbIX
BK/THOYEHO XXYpPHanMpoBaHue.

MypHan UserlD — coaepxuT onucaHue cobbiTuii oTpaxatowme pesynbTat padoTsbl UserlD areHTa.

MypHan RADIUS — cogepxuT cobbiTus, cobpaHHble areHTom UserlD u3 aanHeix RADIUS accounting.

YnpasneHue xypHanamu asToMaTM3MpoBaHO: XypHarbl LMKITMUECKU nepesanuceiatotca, obecneunsan Heo6xoaumoe ans paboTsl cBo6oaHoe
AMCKOBOE MPOCTPAHCTBO.

PoTauusa 3anuceit )ypHanoB (Bcex, KpOMe XypHana coObITUI) NPOMCXOANUT aBTOMATUUECKM MO KPUTEPUIO CBOOOAHOIO NPOCTPAHCTBA Ha AaHHOM
pasaene. 3anucu o potauumn 6asbl AaHHBIX ByayT 0TOOPaXKeHbI B )XypHane cobbiTuin SIEM.

Potauus sanucei )ypHana coOblTUit He NPOM3BOANTCA.



XypHan cobbiTuit

Documentation: ¥
Product: SIEM
Version: 7.1.x

XypHan co6biThit oToGpaxaeT cobbiTUA, CBA3AHHLIE C U3MEHEeHMeM HacTpoek cepeepa SIEM, Hanpumep, AoGaBnexune/yaaneHne/msmeHeH1e AaHHbIX
YYeTHOW 3anucu, Npaeuna uim nboro Apyroro anemMeHTa. 34ech e oToBpaxaroTcs Bce cobbiThA BxoAa B BEG-KOHCOSb, aBTOpU3aL UM
nonb3oBaTenen yepes Captive-noptan v apyrue.

Ona y,U,OﬁCTBa noucka HeobxoAMMbIX COObITHI 3anucu MoryTt 6bITb OTQUNBLTPOBAaHbLI MO PasNNYHbIM KPUTEPUAM, HaNpPUMeEpP TaknMm, Kak AnanasoH Aar,
KOMMNOHEHTEe, BaXXHOCTH, TUNY cobbITHA.

AZMMHUCTPATOP MOXET BbIOPATL TOMBKO Te CTONBL LI ANA NoKasa, KOTopble eMy Heo6XoAMMbI. A 9TOro cneayeT KIWKHYTb yKasaTenem Mblliv Ha
nto6oit U3 cTon6uoB, ¥ B NOABUBLLEMCA KOHTEKCTHOM MEHIO OCTaBUThL ranouku TOMbKO ANA Tex CTON6LOoB, KOTopble HE0OX0ANMO OTOOpPaXaTb.

C nomoLLbto KHOMKKU DKcNopTUpoBaTh B CSV afMMHUCTPATOP MOXET CKauyaTb 0ThOUNLTPOBaHHLIE JaHHbIE XypHana B csv-pain AnA AanbHenLlero
aHanusa.



XypHan Be6-aoctyna

Documentation: ¥
Product: SIEM
Version: 7.1.x

XypHan Be6-aocTyna oto6paxaeT Bce 3anpockl nonb3osaTenen B MHTepHeT no npotokonam HTTP u HTTPS. OTtobpaxaeTca cneayroLan
MHpopmauuma:

« Y3en UserGate, Ha KOTOPOM NPOU30LLSIO COBLITUE.
o Bpemsa cobbiTus.

« [lonb3oBartensb.

o [encTBMA.

« [lpasuno.

o [MprumHbl (Npu BNOKUPOBKE caiiTa).
« URL HasHaueHus.

o 30Ha UCTOYHMKA.

« |P-aapec nctouHuka.

o [lopT ncTouHwMKa.

o |P HasHaueHus.

« [lopT HazHaueHwuA.

« Kareropwu.

« [potokon (HTTP).

« Metoa (HTTP).

« Koa otBeta (HTTP).

« MIME (ecnu npucytcteyer).
« baWit nepeaaHo/nonyyexo.
« [lakeToB oTnpasneHo.

« Pedepep (npu Hanuuuw).

« OnepaunoHHas cuctema.

« Useragent bpaysepa.

AZMMHUCTPATOP MOXET BbIOPATL TOMBKO Te CTONBL LI ANA NoKasa, KOTopble eMy Heo6xoAnMbI. [nA 9TOro cneayeT KIWKHYTb yKasaTenem Mblliv Ha
nto6oit U3 cTon6uoB, ¥ B NOABUBLLEMCA KOHTEKCTHOM MEHIO OCTaBUThL ranoyku TOMbKO ANA Tex CTON6LOoB, KoTopble HE0OX0ANMO oTOBpaXaTb.

Ona y,ClOéCTBa noucka HeobxoAMMbIX COObITHI 3anucu MoryTt 6bITb OTPUNBbTPOBAHbI MO Pa3IMUYHBbIM KPUTEPUAM, HANPUMEP TaKUM, KaK y4yeTHasa 3anucb
nonb3oBarenAa, npaBuso, AencTeue U T.4.

C nomolLLbto KHOMKM JKenopTuposaTb B CSV aaMmnHUCTpaTop MOXET cKayatb OTUNbTPOBaHHbIE AaHHbIE XypHana B CSv-dpann Ana AanbHenwero
aHanuaa.



XypHan DNS

Documentation: ¥
Product: SIEM
Version: 7.1.x

XypHan DNS oto6paxaeT cobbiTua, ceasaHHble ¢ DNS Tpadukom. [na norruposanusa cobbitnit DNS Ha NGFW gomkHa 6biTb BritoueHa DNS-
dunbTpauus B HacTpoikax DNS-npokeH 1 paspeLLeHo )ypHanMpoBaH1e B npaBunax KOHTEHTHOM dubTpauuu, B KoTopele 6yaet nonagats DNS

TpaduK.
OTobpaxaeTca cneayroLian MHdopMaLms:
e VY3en.
« Bpewms.
« [lonb3osarens.
« [1pasuno.
o [pnunHbl.
« Mwma gomeHa.
o 30Ha UCTOYHMKA.
« |P-aapec nctouHuka.
o [lopT ncTouHwmKa.
o MAC-agpec UCTOYHMKA.
« 30Ha HasHayeHwuA.
« |P-aapec HasHaueHuA.
« [lopT HazHaueHwuA.
« CeTeBoi NpoTOKON.
« Kateropua URL.
« MHdopmauma.

ALI,MVIHVICTpaTOp MOXeT BblépaTb TONbKO Te CTOJ'I6L|,bI ANnA nokasa, KoTopble eMy Heob6XoaUMbI. ﬂ,J‘Iﬂ 9TOro cneAayet KINKHYTb yKasaternemM Mbllin Ha
nrobon u3 CTO]'I6L|OB, 1 B NnoABUBLLUEMCA KOHTEKCTHOM MEHIO OCTaBUTb raJIOYKKU TONTbKO ANA TexX CTOJ'I6L|,OB, KOTOpbIe Heo6Xxo0AUMO OTOépa)KaTb.

Ans yno6cTea noucka Heo6xoANMbIX COBBLITUI 3anMcK MOryT BbITb OTGOUNLTPOBAHBI MO PA3IMYHLIM KPUTEPHUAM, HANMPUMEP TakUM, Kak MPOTOKOS,
AvanasoH Jat, AeNCTBUe U T.4.

C MOMOLLbH KHOMKKN Sncnopmposarb B CSV aAMUHUCTPATOP MOXET ckayaTb OTPUNbLTPOBaHHbIE AaHHbIE XypHana B csv-cpaﬁn AnA fanbHenwero
aHanusa.

Haxarue Ha kHonky MoKa3aTb BbIBEAET OKHO C NOAPOGHBLIM OnMcaH1em coBbITHs.



XypHan Tpaduka

Version: 7.1.x
Product: SIEM
Documentation: ¥

XypHan Tpaduka oTobpaxaeT cobbiTA cpadaTbiBaHWA NPaBUIT MEXCETEBOrO aKkpaHa unu npasus NAT, B HACTPOMKaX KOTOPLIX BKITHOUEHO
XypHanuposaHue. OTo6paxaeTcs crneaytolas MHdopMaums:

« Y3en UserGate, Ha KOTOPOM NPOU30LLSIO COBLITUE.
o Bpemsa cobbiTus.

« [lonb3oBartensb.

« [ecTBMe.

« [lpasuno.

« [lpunoxexue.

« [lpoTokon.

o 30Ha UCTOYHMKA.

o AApec UCTOYHMKA.

o [lopT ncTouHwMKa.

o IP-HasHaueHus.

« [lopT HazHaueHwuA.

o NAT IP-uctounuka (ecnm ato npasuno NAT).

« NAT nopt nctouHuka (ecnu ato npasuno NAT).
o NAT IP HasHaueHua (ecnu ato npasuio NAT).

« NAT noprt HasHaueHua (ecrn ato npasuno NAT).
« banT oTnpaBneHo/nonyyeHo.

« [lakeTos.

AZMMHUCTPATOP MOXET BbIOPATL TOMBKO Te CTONBL LI ANA NoKasa, KOTopble eMy Heo6xoAnMbI. [NA 9TOro cneayeT KIWKHYTb YKasaTenem Mblliv Ha
nto6oit U3 cTon6uoB, ¥ B NOABUBLLEMCA KOHTEKCTHOM MEHIO OCTaBMUThL rafoyku TOMbKO ANA TexX CTON6LOoB, KOTopble HE0OX0ANMO oTOBpaxXaThb.

Ona y.ClOéCTBa noucka HeobxoAMMbIX COObITHI 3anucu MoryTt 6bITb OTPUNBTPOBAHbI MO Pa3IMUYHbIM KPUTEPUAM, HANPUMEP TaKUM, KaK y4yeTHasa 3anucb
nonb3osartend, npaBumo, AencTeve 1 T.4.

C nomolLLbto KHOMKM JKenopTuposaTb B CSV aaMmuHUCTpaTop MOXET cKayatb OTUNbTPOBaHHbIE AaHHbIE XypHana B csv-dpann Ana AanbHenwero
aHanuaa.



XypHan COB

Documentation: ¥
Product: SIEM
Version: 7.1.x

XypHan cuctemsl 06HapyxXeHUs BTOPXKeHHI oToBpaxaeT cpaboTtasilume curHaTypel COB, And KOTOPbIX YCTAHOBMNEHO AEUCTBUE XYPHaTMPOBaTh UK
6nokupoBatb. OTobpaxaeTca creayowasn MHdopMalua:

o Qainbl Pcap.

o Y3en NGFW, Ha KOTOpOM Npou3oLLio coBbITHe.
« Bpewms.

« CoaepxaHue cobbITus.
« [lonb3oBatens.

« [eicTBMe.

« [lpasuno.

o CurHatypsl.

« [punoxenue.

« CeTeBoit NpoTOKO.

o 30Ha UCTOYHMKA.

« IP-aapec nctouHuka.

o [lopT UcTOYHMKA.

o MAC uncTouHmKa.

« 30Ha HasHayeHwuA.

« IP-aapec HazHaueHusA.
« [lopT HasHaueHwus.

o MAC HasHaueHus.

AZMMHUCTPATOP MOXET BbIOPATL TOMBKO Te CTONBL LI ANA NoKasa, KOTopble eMy Heo6xoAnMbI. [NA 9TOro cneayeT KIWKHYTb YKasaTenem Mblliv Ha
nto6oit U3 cTon6uoB, ¥ B NOABUBLLEMCA KOHTEKCTHOM MEHIO OCTaBMUThL rafoyku TOMbKO ANA TexX CTON6LOoB, KOTopble HE0OX0ANMO oTOBpaxXaThb.

Ons yno6ctBa novncka HeoOX0AUMbIX COObITUI 3aMMcK MOryT OblTb OTPUILTPOBAHBI N0 Pa3NIMYHBIM KPUTEPUAM, HAaNpUMeEpP TakUM, Kak MPOTOKOT,
AvanasoH Jat, eicTeue 1 T.4.

C nomolLLbto KHOMKM JKenopTuposaTb B CSV aaMmuHUCTpaTop MOXET cKayatb OTUNbTPOBaHHbIE AaHHbIE XypHana B csv-dpann Ana AanbHenwero
aHanuaa.

Haxartune Ha KHOMNKY Moka3saTbk BbIBEAET OKHO C I'IOLlpOéHbIM onucaHnem cobbITuA.



XKypHan ACY T

Documentation: ¥
Product: SIEM
Version: 7.1.x

Xypran ACY TN oto6paxaeT cpabaTtsiBaH1A NpaBui aBTOMATU3MPOBAHHON CUCTEMbI YNPABNEHUA TEXHONOMMYECKUM NPOLECCOM, ANS KOTOPbIX
BKItOUEHa pyHKUMA XKypHanuposarua. OTobpaxaeTtca cneayrowan MHdopmMaLms:

« Y3en NGFW, Ha KOTOpOM Npon30oLLno cobbiTue.
« Bpewms.

« [encteue.

« [lpasuno.

« 30Ha UCTOYHMKA.

« IP-aapec ncrouHuka.
« |P-aapec HasHaueHuA.
« [lopT HasHaueHwuA.

« [poTokon ACY TTI1.

« Komanaa ACY Tr1.

« Aapec perucTpa.

AﬂMVIHVICTpaTOp MOXeT BblépaTb TONbKO Te CTOJ'IGleI AnA nokasa, KoTopble eMy Heob6XoaUMbI. ﬂ,J‘IH 9TOro cneayet KINKHYTb yKasaTternemM Mblln Ha
nrobon n3 CTO]'I6L|OB, 1 B NoABUBLLUEMCA KOHTEKCTHOM MEHIKO OCTaBUTb raJIOYKKN TOJNTbKO ANA TeX CTOJ'I6L|,OB, KOTOpbIe Heo6xo0aAnMOo OTOépa)KaTb.

Ans yno6cTea noucka Heo6xoAUMbIX COBBLITUI 3anMck MOryT BbITb OTOUNLTPOBAHBI MO PA3IMYHLIM KPUTEPHUAM, HANMPUMEP TaknMM, Kak MPOTOKOS,
AvanasoH faT, feicTeue U T.4.

C nomoLLbto KHOMKKM BKcnopTUpoBaTh B CSV aaAMUHUCTPATOP MOXET cKa4yatb 0TPUNbTPOBaHHbIE AaHHbLIE XypHana B Csv-dain Ana aanbHenwero
aHanusa.

HaxaTune Ha KHomKy MoKa3aTb BbiBeAET OKHO C NOAPOBHBIM ONMUCaHUEM COBBITHS.



XypHan nHcnekTuposaHua SSH

Documentation: ¥
Product: SIEM
Version: 7.1.x

XypHan uHcnexktupoBaHua SSH oToBpaxaeT cpaboTaBlume npaeuna uHcnektTuposanna SSH. OTo6paxaeTca cneaytowas HpopMauusa:
« Y3en UserGate, Ha KOTOPOM NPOM30LLSIO COBLITUE.
« Bpewms.

« lNonb3oBartens.

« [eicTBMe.

« [lpasuno.

« Komangpa.

« 30Ha UCTOYHMKA.

« IP-aapec ncroyHuka.
o [lopT UCTOYHMKA.

o MAC-aapec “CTOYHMKA.
o 30Ha HasHayeHws.

« IP-aapec HazHaueHus.
« [lopT HasHaueHwus.

ALI,MVIHVICTpaTOp MOXeT BblépaTb TONbKO Te CTOJ'IGLl,bI AndA nokasa, KoTopble eMy HeobXoaUMbI. ﬂ,J‘IH 9TOro cneayet KINKHYTb yKasaTternemM Mblln Ha
nrobon n3 CTO]'I6L|OB 1 B noABUBLUEMCA KOHTEKCTHOM MEHKO OCTaBUTb OTMEYEeHHbIMU TOJTbKO Te CTOJ'IGLl,bI, KOTOpbIe Heob6xoanMo OTOépa)KaTb.

Ans yno6cTea noncka Heo6xoANMbIX COBBLITUI 3anUcK MOryT BbITb OTOUNLTPOBAHLI MO PA3IMYHLIM KPUTEPHUAM, HANMPUMEP TakuM, Kak MPOTOKOS,
AvanasoH faT, AeiicTeue U T.4.

C nomoLLbto KHOMKKM BKcnopTMpoBaTh B CSV aaAMUHUCTPATOP MOXET cKa4atb 0TPUNbTPOBaHHbIE AaHHbLIE XypHana B Csv-dain Ana aanbHenwero
aHanusa.

HaxaTune Ha KHomnKy MoKka3aTb BbiBeAET OKHO C NOAPOBHLIM ONUCaHUEM COBBITHS.



McTopua noncka

Documentation: ¥
Product: SIEM
Version: 7.1.x

B pasaene UctopuaA noncka oTobpaxatoTcs Bce NOUCKOBLIE 3anpoChl NOb3oBaTenen, Ana KOTOPbIX HACTPOEHO XypHaNMPOBaHKUE B NOMUTUKAX Bed-
6e30nacHOCTU. AIMUHUCTPATOP MOXET BblIOpaTb TOMLKO Te CTONOUbI AnA NoKasa, KoTopble eMy HE00X0AUMbI. [N 3TOro CrneayeT KIMKHYTb
yKkasatenem mbllin Ha ﬂ}OéOVI n3 CTOJ'I6L|,OB, 1 B NoABMBLUEMCH KOHTEKCTHOM MEHK OCTaBUTb raJiIouKu1 TONbKO ANF TexX CTOﬂéLlOB, KOTOpbIe HeOéXOﬂVIMO
oToBpaxarb.

Ona y,U,OéCTBa noucka HeoBXoAMMbIX COObITHI 3anucu MoryTt 6bITb OTPUNBLTPOBAaHbI MO PasNNYHbIM KPUTEPUAM, HANPUMEpP TakUM, Kak nosb3oBaTenu,
Ananas3oH AaT, NOUCKOBbIE CUCTEMDBI U T.4.

C nomolLLbto KHOMKM AKecnopTuposaTb B CSV aaMmnHUCTpaTop MOXET cKayatb OTUNbTPOBaHHbIE AaHHbIE XypHana B csv-pann Ana AanbHenwero
aHanuaa.



XypHanbl KOHEYHbIX YCTPOUCTB

Documentation: ¥
Product: SIEM
Version: 7.1.x

XKypHanbl KOHEYHbIX YCTPOMCTB 0TOBPaXKatoT MHDOPMALMIO, MOSyYaeMY0 OT KOHTPONTMPYEMBIX C MOMOLLIbIO NporpaMmHoro obecneueHua UserGate
Client KOHEYHbIX YCTPOMUCTB.

B UserGate nmetotca cneayroLue xypHasbi:
o WypHan co6bITHi KOHEUHBIX YCTPONCTB — OTOBpaXKaeT COBLITUA, MOyYaeMble OT KOHEUHbIX YCTPONCTB.

. )KypHan npaBuUJ1 KOHEYHbIX yCTpOﬁCTB — cobbITuA CpaﬁaTblBaHWFl npaBniT MeXCceTeBOoro aKpaHa KOHEe4YHbIX yCTpOﬁCTB, B HaCTpOﬁKaX
KOTOPbIX BKMKOYEHO XypHanupoBaHue.

o TpUnoMeHNA KOHEUHbIX YCTPOWCTB — OTOBPAKAET NPUIIOKEHUS, KOTOPLIE KOrAa-NMBOo 3arnycKanMUcb Ha KOHEYHbIX YCTPONCTBAX.
« AnnapaTypa KOHeUYHbIX YCTPOMCTB — COAEPKUT MHDOPMaLMIO 06 YCTPOMCTBAX, NOAKMOUYEHHBIX K KOHEUYHBIM YCTPOWCTBaM.

Ona yno6cTea noucka Heo6X0AUMbIX COBBLITUI 3anUcK MOTYT BbITb OTOUNBTPOBAHBI MO PA3NIMUYHBIM KPUTEPUAM, HANPUMEP TakvM, KaK AManasoH Aar,
B&XXHOCTH, TUMNY COOLITUA U TaK Aarnee.

A.D,MMHMCTpaTOp MOXeT BblépaTb TOJIbKO TE CTOJ'|6L|,bI AnA Nokasa, KoTopble eMy HeobXoanMbI. Ina atoro cneayet KNNKHYTh yKasaTtesnemM Mblllin Ha
nto6oit u3 CTOJ'|6L|OB, 1 B NoABMBLUEMCA KOHTEKCTHOM MEHHO OCTaBUTb ranoykn TOMbKO ANnA TexX CTOJ'|6L|,OB, KOTOpbIe Heobxoanmo OTOépa)KaTb.

C nomotLLbto KHOMKM AKkecnopTupoBaTbh B CSV aaMMHACTPATOP MOXET CKayaTb OTGOUNbTPOBaHHbIE AaHHbIE XypHana B CSv-dpann Ana AanbHenwero
aHanuaa.



XypHan syslog

Documentation: ¥
Product: SIEM
Version: 7.1.x

XypHan syslog oTo6paxaeT cobbiTus, cobpaHHble areHTom UserID ¢ cepeepoB syslog. B xypHane oTobpaxarotca coOblTuA BXxoAa Nonb3oBatene B
CUCTEMY U 3aBepLLEHME UX ceaHca paboTbl. OToBpaxeHa credyowan tHpopmMayma:

HanmeHoBaHue OnucaHue

Y3en
3e Y3en UserGate, Ha KOTOPOM 3apHUKCMPOBAHO COBbITHE.

Bpemsa Bpems npousoLueaLlero cobbiTus.

3anucb wypHana syslog |(|Ccbinka Ha coBbiTue.

MNpasuno Mpaswuro noa KotTopoe nonano syslog-coobLyeHue.

KputuuHocTb YpoBeHb coBbIThA syslog.

ObuekT MpeactaBneHue npouecca, Bbi3aBasLlero coobuleHue (kernel messages,user-level messages,security/authentication
TA)

Mma komnbloTepa Mmvs KoMrbloTEepa Ha KOTOPOM MPOU3OLLIIO COBLITHE.

MpunomeHue MpuroxeHue Bbi3BaBLUee COBbITHE.

UneHtudukatop

PID npouecca Bbi3BaBLLETO COBbITHE.
npouecca

JlaHHbIe OnucaHne cobbiTus.




XXypHan 3awuTtbl NO4TOBOro Tpadmka

Documentation: ¥
Product: SIEM
Version: 7.1.x

XypHan 3awmTel NoYTOBOro TpaduKa oTobpaxaeT coObITUA cpadaTbiBaHUA NPaBU 3alUMTLI MOYTOBOrO TpadHKa, B HACTPOMKAX KOTOPHIX BKITHOUEHO
XypHanuposaHue. OTo6paxaeTcs crneaytolas MHdopMaums:

« Y3en UserGate, Ha KOTOPOM NPOU30LLSIO COBbITUE.
« Bpewmsa cpabatbiBaHus.

« [lonb3oBatens.

o Otnpasutens.

« [lonyuartens

« [lpasuno.

« 30Ha UCTOYHMKA.

« IP-aapec ncrouHuka.

o [lOpT UCTOYHMKA.

« 30Ha HasHauyeHuA.

« |P-aapec HasHaueHuA.

« [lopT HazHaueHwuA.

« [punoxenue.

« [1poTOKON NPUKNaAHOro YPOBHA.
« banT oTnpasneHo/nonyyeHo.

« [lakeToB OTMpPaBneHo/nony4yeHo.

AZMUHHACTPATOP MOXET BbIBpATL TOMLKO Te CTONBLLI AMA NoKasa, KoTopble eMy HeobxoanMbl. [fif 9TOro CreayeT KIUKHY T yKasaTenem Mbllun Ha
nto6oit U3 cTon6uoB, ¥ B NOABUBLLEMCA KOHTEKCTHOM MEHIO OCTaBMUThL ranoyku TONbKO ANA TexX CTON6LOoB, KOTopble HE0OX0AUMO OTOBpaxXaTb.

Ons ynobctBa novncka HeoOXoAUMbIX COObITUI 3amncK MOryT OblTb OTPUILTPOBAHBI N0 Pa3NIMYHBIM KPUTEPUAM, HAaNpUMEpP TaKWM, Kak MPOTOKOT,
AvanasoH JaT, IeicTeue 1 T.4.

C nomoLLbio KHOMKM JKenopTuposaTb B CSV aaMmnHUCTpaTop MOXET cKayatb OTUNbTPOBaHHbIE AaHHbIE XypHana B csv-dpann Ana AanbHenwero
aHanuaa.

Haxartune Ha KHOMNKY Moka3saTbk BbIBEAET OKHO C I'IOD,pOéHbIM onucaHuem cobbITuA.



XypHan UserlD

Documentation: ¥
Product: SIEM
Version: 7.1.x

Xypran UserlD coaepxuT onucaHue cobbiTuii oTpakarowwme pesynstar padotsl UserlD areHTta. OToGpaxeHa crnegytowas Hpopmauusa:

HaunmeHoBaHue OnucaHue
Y3en Y3en UserGate, Ha KOTOPOM 3adUKCMPOBaHO COBbITUE
Bpems Bpemsa npousoLeaLuero cobuitua
encTBue Lencteue, NpUMEHEHHOE K COBBITUIO

UcTouHuK noroB |[McToUHMK nony4yeHHoro cobbITnA

Nonb3oBartenb |[Monb3oBatens UG, KOTOpbI BbI3Ban cobbiTue

IP-appec IP-anpec y3na, Ha KOTOPOM NPOMU3OLLNIO COBbITUE

UHudopmauuna OnucaHue cobbiTus




Xypnan RADIUS

Documentation: ¥
Product: SIEM
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XypHan RADIUS oTtobpaxaeT cobbiTua, cobpaHHble areHToM UserlD u3 aaHHbix RADIUS accounting. B xypHane otobpaxatorca cobbiTua Bxoaa
nonb3oBaTenei B CUCTEMY U 3aBEPLLEHUE UX ceaHca paboTel. OToOpaxeHa cneayroLias MHopMauus:

HaunmeHoBaHue OnucaHue
Y3en Y3en UserGate, Ha KOTOPOM 3apHKCUPOBaHO COBbITUE
Bpems Bpema npousoLueaLlero cobbitua

UneHTndukaTop npaBunal|MaeHTudukatop npasuna, cpadartbiBaHUe KOTOPOro CO3Aano cobbITUE

Nonb3oBaTtensb Morb3oBatesb, KOTOPbLIH BbI3BasT COBLITUE
Fpynnbi CTpoKa rpynm, B KOTOPbIX COCTOUT Nosib3oBaTeslb
CraTyc coeauHeHHUA TekyLunii cTaTyc CoeaAMHEHNA

IP uctouHuka IP-aapec UCTOYHMKA, OTKyAa NPULLNO CooBLLEHWe
IP anpec NAS IP-agpec NAS, aBTOp130BaBLLErO NosSIb30BaTeNA
IP-appec nonb3oBaTtena ||IP-aapec nonb3osatens (framed ip address).




3KenopT XypHanos

Version: 7.1.x
Documentation: ¥
Product: SIEM

PyHKUMA IKCNOPTMPOBAHKA XypHanos LogAn no3BonfAeT Boirpyxate MHGOPMaLMIO Ha BHELLHWE CepBepbl ANA NOCNEeAYIOLEero aHanmaa unu ana
o6paboTku B cuctemax SIEM (Security Information and Event Management).

UserGate LogAn noaaepxveaeT BbIrpy3Ky CreaytoLLMX XypHanoB:
« JKypHan DNS.
« XypHan coBbITHi.
« Xypnan Be6-goctyna.
« JXXypHan COB.
o XXypHan ACY TTI1.
« JKypHan nHcnektupoBaHua SSH.
o JXypHan Tpaduka.
o XypHan coBbITUil KOHEUHBIX YCTPOMCTB.
« JKypHan npasun KOHEYHbIX YCTPOMICTB.
o [NpunoxeHuna KOHEYHbIX YCTPOWCTB.
« Annapartypa KOHeYHbIX yCTPOWCTB.

MonnepxunBaeTca oTnpaska xypHanos Ha cepsepbl SSH (SFTP), FTP u Syslog. OTtnpaska Ha cepsepbl SSH 1 FTP npoBoanTCA No ykasaHHOMY B
KOHbUIrypaLmn pacnucaHuio unu pasoso (kHorka Mocnatb pasoBo). OTnpaska Ha cepBepbl Syslog NPOUCXOANT cpasy xe npu A00aBrieHnH 3anucu B
XypHan.

J[na oTnpaBKy )XypHanoB HE0OX0AMMO CO3AaTh KOHDUIypaLuu 3KCNopTa XypHarioB B pasaene SKCNOpT MypHANoB.

Mpw cosnaHum KoHOUrypaumumn TpebyeTca ykasaTb CreayroLue napameTphbi:

HanmeHoBaHHe OnucaHue
HasBaHue
HasBaHue npaBuna aKkcnopTa XXypHarnoB.
npasuna
OnucaHue OnunoHanbHoe none AnfA onMcaHua npasuna.
MapameTphbl
pasoBoro Bribop aAnanasoHa akcnopTa xypHanos. Onuua 4ocTynHa HauuHana ¢ penusa MO 7.2.0.

aKcnopTa




HaumeHoBaHue

OnucaHue

MypHanbl ana
aKcnopTa

Bribop daiinos xypHanoB, KOTOpble HEOOXOAMMO 3KCMOPTUPOBATL:
« JXypHan DNS.
o XXypHan coBbiTui.
« XypHan Be6-aoctyna.
« XXypHan COB.
o Xypran ACY TTI1.
« JKypHan nHcnektuposanua SSH.
« XypHan TpadumKa.
o XXypHan coBbiTUit KOHEUYHbIX YCTPOMCTB.
« JXypHan npaBus KOHEYHbBIX YCTPOHCTB.
o [1pMNOXEeHNA KOHEYHBIX YCTPOMCTB.
« Annapatypa KOHEYHbIX YCTPOMCTB.
[NA KKAOro M3 XXypHaNoB BO3MOXHO YKa3aTb CUHTAKCHUC BbIrPy3Ku:
« CEF — Common Event Format (ArcSight).
o JSON — JSON format.
« @CEE: JSON — CEE Log Syntax (CLS) Encoding JSON.
ObpaTnTech K JIOKYMeHTaLUMK Ha ucrnonbayemyto y Bac cuctemy SIEM ana Beibopa Heo6xoanmoro dopmaTta Bbirpy3ku XKypHarnos.

Moapo6Hoe onucaHne GopMaToB XypPHaSIOB YATalTe B NpUnoxeHuM OnucaHune hopMaToB XypHaNos.

Tun cepBepa

SSH (SFTP), FTP, Syslog.

Anpec
IP-anpec unu nomeHHoe uma cepeepa.
cepBepa
TpaHcnopT Tonbko anA Tuna cepsepoB Syslog — TCP unu UDP.
MopTt MopT cepsepa, Ha KOTOpbI crneayeT OTNPaBnATh AaHHbIE.
MooToKon Tonbko ana Tuna cepeepoB Syslog — RFC5424 unu BSD Syslog RFC 3164. BeibepuTe NpoTOKOS, COBMECTUMbIM C UCNONb3YyEeMOW
P y Bac cuctemon SIEM.
Tonbko anA Tuna cepeepoB Syslog. HeobasaTenbHoe none, NPOKOHCYNbTUPYHUTECH C AOKYMEHTaLMen Ha UCNonb3yemMyto y Bac
cuctemy SIEM. Bo3MOXHbI CrieaytoLne 3HauYeHuA:
« TpeBora: cocTosHWe, TpedytoLlee He3ameaIMTENbHOro BMELLATENbCTBA.
« KpuTnueckas: coctosHue, Tpebytolliee HesaMeanMTENbHOro BMeLlaTenscTea Mo npeaynpexaatolee o cboe B CUCTEME.
KputuuHocTb o OWMBKHU: B CUCTEME BOSHUKIW OLLMOKN.

« MpeaynpemaeHun: npeaynpexaeHws 0 BOSMOXHOM BO3HUKHOBEHWM OLUMOOK, ecnu He ByayT NPeAnpPUHATLI HUKaKue
AencTBuA.

« YBegomuTenbHas: COébITWFl, KOTOpPble OTHOCATCA K HGOﬁbIHHOMy noseAeHuo CUCTEeMbIl, HO He ABNAOTCA owmnbKamu.

« WH}popmaTHBHAA: MHPOPMALMOHHBIE COOBLLEHNS.



https://docs.usergate.com/prilozhenie-2-opisanie-formatov-zhurnalov-405/

HanmeHoBaHue Onucanue
Tonbko anA Tuna cepeepoB Syslog. HeobasaTenbHoe none, NPOKOHCYNbTUPYHTECH C A0OKYMEHTauuen Ha UCnonb3yemyto y Bac
cuctemy SIEM. Bo3mOXHbI cneaytoLime 3HauyeHusa:
« CoobLyeHuna nonb3oBaTenbCKue.
« CucTemMHbIN cepBUC.
« BesonacHocTb/aBTOpPHU3aLMA.
« Ayaur.
« Tpesora.
O6nexT « Local 0.
« Local 1.
« Local 2.
« Local 3.
« Local 4.
« Local 5.
« Local 6.
« Local 7.
Tonbko AnA TMna cepsepoB Syslog. YHUKanNbHOE UMA XOCTa, MAEHTUPULMPYIOLLEE CepBEP, OTNPABNAIOLLMIA AaHHbIE Ha cepBep
Umsa xocTta - )
Syslog, B dopmarte Fully Qualified Domain Name (FQDN).
App-Name Tonbko Ana Tuna cepsepoB Syslog. YHUKanbHOE MA NPUTOXEHWA, KOTOpPOe OTNpaBnAeT AaHHbIe Ha cepsep Syslog.
INoruuH MmA yyeTHOM 3anvcun AnA NOAKIIOYEHUA K yaaneHHoMy cepBepy. He npumeHAeTca K meTody oTnpasku Syslog.
Maponb Maponb yyeTHOM 3anvMcK ANA NOAKIIOYEHUA K yaaneHHOMY cepsepy. He npumeHaeTca kK meToay otnpasku Syslog.
MoeTOopUTE -
naponk MoaTBepxaeHWe Napona y4eTHOM 3an1cu Anda NOAKIIOYEHNA K yaaneHHoMy cepeepy. He npumenaeTca K metody oTnpasku Syslog.
MyTb Ha .
cepBepe Karanor Ha cepsepe anA KonMposaHWa ¢ansos XypHanos. He npumeHAaeTca K meToay oTnpasku Syslog.
Bribop pacnucanusa Ana oTnpasku 10roB. He npumeHsaeTca K metoay oTnpasku Syslog. Bo3MOXHbI BapUaHThI:
« ExenHesHo.
o ExenepnensHo.
« ExemecauyHo.
« Kaxable ... yacos.
o Kaxable ... MUHYT.
« 3agatb BpyYHylo.
PacnucaHue pysHy
Mpv 3aAaHWK BPY4HYIO HEOBXOAMMO MCnoNb3oBaTh crontab-noAoBHbI dopmaTt, NpU KOTOPOM CTPOKA BLIMMIAAMT KaK LLECTb NOMe,
pasaeneHHbix npobenamu. Mona 3aaatoT Bpema B cneaytowlem Buae: (MuHyThl: 0-59) (vackl: 0-23) (aHu mecAua: 1-31) (mecau: 1-
12) (neHb Henenu: 0-6, 0-BockpeceHbe). Kaxzaoe 13 nepBbix NATW Nonei MoXeT ObiTh 3a4aHO creaytoLum 06pasom:
« 3Besaouka (*) — o6o3HavYaeT BeCcb AvanasoH (0T NepBoro A0 NocrneaHero).
o Jeduc (-) — obosHauaeT AvanasoH unucen. Hanpumep, "5-7" Byaet o3HadyaTb 5,6 1 7.
o Cnucku. 310 uncna (Mnu AananasoHsl), pasaeneHHsle 3anateiMu. Hanpumep, "1,5,10,11" unmn "1-11,19-23".
« 3Besnouka Mnu avanasoH c warom. Mcnonbsyetca AnA NPonycKkoB B AvanasoHax. LLlar ykasbiBaeTca nocrne Kocow YepTbl.
Hanpumep, "2-10/2" 6yaet 3HauuTh "2,4,6,8,10", a BbipaxeHue "/2" B none "Jyackl" ByaeT o3HavyaThb "Kaxkable ABa Yaca.
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Mpasuna Hopmanusayuv 10roB NO3BOMAIOT MPUBOANTL K EAMHOMY BUAY AaHHbIE, NONyyYeHHble cuctemon SIEM ¢ pasnmuHbix MCTOUYHMKOB (CEHCOPOB).

Jlorun, noctynatoLme ¢ pasnnyHbIx ceHcopoB Ha SIEM, moryT o6pabatbiBaTbCA C MOMOLLbIO PErysiApHbIX BIPKEHWH, YKasaHHbIX B Npasuiax
nonb3oBaTenbCKo HopManuaaunu. B pesynbtaTe AaHHbIe, HaiAeHHbIe B fiorax, OyAyT 3anucaHbl B cTaHAapTHbIE nonA 6asbl AaHHbIX SIEM.

MCTOUYHUKM NTOrOB 1 KX MonA, KOTOPble MOXHO AOMNOJSTHUTENIbHO HOPMann3oBaThb:

WypHan co6bITUIN KOHEUHbIX
YCTPOMUCTB Syslog

KoHeuHoe ycTpoicTeo

(sensorName) Mpaswuno (ruleName)

MmA komnbtoTepa

Harhbie (data) (computerName)

[Mpunoxenve

Craryc (status) (applicationName)

MCTOYHMK XypHana cobbITui MaeHTndmrkaTop npouecca
(sourceName) (processld)

Karteropua nHunaeHta

(logCategoryString) Aarhbie (data)

Mma komnbtoTepa (computerName)

Monb3osatens (userName)

Crpoka BcTasku (insertionString)

®ann xypHana nora (logFile)

Cnucok nonei 6asbl AaHHbIX SIEM, B KOTOpPble MOXHO COXpPaHATb HalnAeHHble AaHHble (T.e. MCMonb30BaTh 3TU Ha3BaHWA Nonen B perynapHbIX
BblpaXXeHUAX B npaBunnax Hopmanmsauuu):

HassaHue Tun

node string

userld guid

user string

ruleld guid

rule string
ipSource ip

ipDest ip




HassaHue Tun
portSource integer16
portDest integer16
macSource mac
macDest mac
natlpSource ip
natlpDest ip
natPortSource integer16
natPortDest integer16
applicationName string
bytesSent integer64
bytesRecv integer64
packetsSent integer64
packetsRecv integer64
mime string
httpMethod string
referer url
url url
statusCode integer16
userAgent string
sensor string
sensorld guid
processld string
networkProtocol ip protocol
status string
error integer
counterld guid




HassaHue Tun
logCategory integer16
taskCategory string
computerName string
logEventCode integer16
logEventld integer16
logEventType integer16
logFile string
severity severity
module string
component string
event string
syslogFacility integer8
syslogSeverity integer8
image string
cmdLine string
originalFileName string
parentProcessld integer64
parentimage string
parentCommandLine string
targetObject string
targetFilename string
scriptBlockText string
queryName string
queryResults string
workstationName string
logonld string




HassaHue Tun
imagelLoaded string
sourcelmage string
targetimage string
customString1 string

string
customString15 string
customNumber1 string

string
customNumber5 string
customlp1 ip
customlIp2 ip
customDate1 date
customDate2 date
Tunbl none:

Tun |[3HayeHHe No YMONYaHUIO OnucaHue

string CTtpoka no6oit AnnHbI.
. 00000000-0000-0000-0000-||Ctpoka Braa XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX, rae X - wectHaguatupuuHaa unodpa (0, 1, 2,
guid 00000000000 3,4,5,6,7,89ab,c,def A B,C,D,E,F).
ip 0.0.0.0 Crpoka Buaa X.X.X.X, rae X = 0..255; unm X:X: XX XoX:X:X, rae X = 4-3HauHoe LWecTHaALaTMPUYHOE YHCTIO.
integer |0 Ioboe Lenoe HeoTpULATENTBHOE YNCTTO.
url " Crpoka URL, ¢popmat B RFC1738.
i;;)rotocol 255 Yucno 0 .. 255 nnmn cTpoka u3 cnucka NpOTOKOIOB HUXE.
severity |[unknown Crpoku: unknown, critical, error, info, warning.
integer8 |0 Llenoe uncno B uxtepsane [0, 255].
integer16(0 Llenoe uucno B uHtepsane [0, 65535].
integer64/0 Llenoe uncno B uxtepsane [0, 2"64-1].




Tun || 3HayeHHe No ymonyaHuio OnucaHue
date 1970-01-01T00:00:00 2024-03-06T10:30:00.
Cnm1COK NPOTOKOSIOB, AOMYCTUMbIX Ans nons networkProtocol (6yksbl MoryT ObITb B l0GOM perncTpe):
HassaHue 3HaueHHne
P 0
ICMP 1
IGMP 2
GGP 3
IP-ENCAP 4
ST 5
TCP 6
CBT 7
EGP 8
IGP 9
BBN-RCC-MON 10
NVP-II 11
PUP 12
ARGUS 13
EMCON 14
XNET 15
CHAOS 16
UDP 17
MUX 18
DCN-MEAS 19
HMP 20
PRM 21
XNS-IDP 22




HassaHnue 3HaueHHne
TRUNK-1 23
TRUNK-2 24
LEAF-1 25
LEAF-2 26
RDP 27
IRTP 28
ISO-TP4 29
NETBLT 30
MFE-NSP 31
MERIT-INP 32
DCCP 33
3PC 34
IDPR 35
XTP 36
DDP 37
IDPR-CMTP 38
TP++ 39
IL 40
IPV6 41
SDRP 42
IPV6-ROUTE 43
IPV6-FRAG 44
IDRP 45
RSVP 46
GRE 47
DSR 48




HassaHue 3HaueHue
BNA 49
IPSEC-ESP 50
IPSEC-AH 51
I-NLSP 52
SWIPE 53
NARP 54
MOBILE 55
TLSP 56
SKIP 57
IPV6-ICMP 58
IPV6-NONXT 59
IPV6-OPTS 60
ANY HOST INTERNAL PROTOCOL 61
CFTP 62
ANY LOCAL NETWORK 63
SAT-EXPAK 64
KRYPTOLAN 65
RVD 66
IPPC 67
ANY DISTRIBUTED FILE SYSTEM 68
SAT-MON 69
VISA 70
IPCU 71
CPNX 72
CPHB 73
WSN 74




HassaHue 3HaueHue
PVP 75
BR-SAT-MON 76
SUN-ND 77
WB-MON 78
WB-EXPAK 79
ISO-IP 80
VMTP 81
SECURE-VMTP 82
VINES 83
IPTM 84
NSFNET-IGP 85
DGP 86
TCF 87
EIGRP 88
OSPFIGP 89
SPRITE-RPC 90
LARP 91
MTP 92
AX.25 93
IPIP 94
MICP 95
SCC-SP 96
ETHERIP 97
ENCAP 98
ANY PRIVATE ENCRYPTION SCHEME 99
GMTP 100

IFMP

101




HassaHue 3HaueHue
PNNI 102
PIM 103
ARIS 104
SCPS 105
QNX 106
AN 107
IPCOMP 108
SNP 109
COMPAQ-PEER 110
IPX-IN-IP 111
VRRP 112
PGM 113
ANY 0-HOP PROTOCOL 114
L2TP 115
DDX 116
IATP 117
sTP 118
SRP 119
uTl 120
SMP 121
SM 122
PTP 123
I1S-IS OVER IPV4 124
FIRE 125
CRTP 126




HassaHue 3HaueHue
CRUDP 127
SSCOPMCE 128
IPLT 129
SPS 130
PIPE 131
SCTP 132
FC 133
RSVP-E2E-IGNORE 134
MOBILITY HEADER 135
UDPLITE 136
MPLS-IN-IP 137
MANET 138
HIP 139
SHIMé 140
WESP 141
ROHC 142
USE FOR EXPERIMENTATION AND TESTING|254
RESERVED 255

Lns cosaaHva npasuna Hopmanusauuu Heobxoanmo B pasaene MypHansl U oTueThl -> ypHansl -> Nonb3oBaTenbcKas HOpManusayua Noros
HaaTb KHOMKY JJ06aBUTb 1 B OTKPLIBLLEMCA OKHE 3aM0STHUTL CriedyroLme nons:

HanmeHoBaHne OnucaHue
BkntoueHo BrrtoueHue/BbIKNOYEHWe NpaBuia nonb30BaTeNbCKOM HopManusauum noros.
HazBaHue HasBaHue npaBuna nonb3oBaTeNbCKOM HOpManu3aLum foro..

OnucaHue OnwucaHve npaeusa Nob3oBaTesbCKoW HopManuaalmu foroB.

Bribop Kateropuy (Tvna) f10ros, AnNs KOTOPLIX MPUMEHAETCH AaHHOE NPaBKIo:
Kareropuna « XXypHan coBbITUit KOHEUYHbIX YCTPOMCTB.

« Syslog.

Cronbeu ¢ aaHHbIMK ||BriBop cTonbua, M3 KOToporo GyayT U3BNEKaTLCA AaHHLIE.




HaumeHoBaHHWe OnucaHue

PerynapHoe CTpoKa perynapHOro BbIPaXEH!s C rpynnamMi, Ha3BaHWs KOTOPbLIX COBMagatoT co cTonbuamu, kyaa 6yayT sanucbiBatbes
BblpameHue 3HaUEHMs.

Mpumep cosnaHua npaeuna, Kotopoe obpabdaTteiBaeT NOrM KaTeropuu syslog, M3BEKaeT U3 HUX MUMA Nonb3oBaTens, ip, port U 3anucbIBaeT Ux B
cooTBeTcTBYyIOLWME Nona 6asbl AaHHbIX SIEM:

CeoiicTBa npasuna NoNb30BaTeNbCKO HOpManu3auuu noroe Q

BkntoyveHo: ~_/

HasgaHue: Syslog1

Onwncaxwue:

Karteropus: El Syslog v
CTton6el, ¢ JaHHbIMMU: HaHHble v
PerynsipHoe BbipaxeHue: ~+Accepted.+for\s(?<user>[A-Za-z0-9]+)\sfrom\s(?<ipSource>[0-9.]+)\sport\s(?

<portSource>[0-9]+)

[comnm | o




Mouck n dunbTpayma AaHHbIX

Documentation: ¥
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Konuuectso 3anu

ceW, perucTpupyemMbix B XypHanax, Kak npasuno, o4eHb Benuko, v SIEM npeaoctaenseT yao6Hble cnocobbl noucka 1 punbTpaymu

HE06X0AUMOW MHGbOPMALMK. AAMUHUCTPATOP MOXET UCMOb30BaTh NMPOCTON M PACLUMPEHHDIHA MOUCK MO COAEPKUMOMY XKYPHAIOB.

lMp¥ Mcnonb3oBaHWMK NPOCTOrO NOUCKA AAMUHUCTPATOP UCMONb3YeT rpaduIeckuin HTepdeic, YTobsl 3aaatb GUILTPALMIO N0 3HAYEHUAM Tpedyemblx

nosen xypHasnos,

OTOUNLTPOBLIBAA TakMM 00Pa30M HEHYXHYIO MHPOpMaLUo. Hanpumep, aaMMHUCTPaToOP MOXET 3aZiaTb MHTEPECYIOLLWiA ero

Ananas3oH BpemMeHU, CMUCOK nonb3oBaTenen, KaTeFOpMVI 1 T.n. 3ajaHue KpUTepuneB NoUCKa UHTYUTUBHO NOHATHO U HE TpeéyeT cneuunanbHbIX 3HaHWK.

MocTpoeHue Gornee CNoXHbIX PUNLTPOB BO3MOXHO B PEXMME PACLLMPEHHOTO NOMCKA C UCMIONb30BAHMEM CMELMANIbHOIO A3blka 3anpocoB. B pexume
paCLUMPEHHOrO MOKUCKa MOXHO CTPOUTbL 3anpoCkl C UCMOSb30BaHUEM MNOSEH XKypPHAOB, KOTOPLIE HEAOCTYMHbI B 6a30BOM pexume. Ana ¢opM1poBaHus

3anpocoB UCMosb
ncnosib3oBaHUemM

3YIOTCA Ha3BaHWA Nonei, 3HaueHUs NoNen, KIToUEBbIE CrIoBa U onepaTopbl. 3HAUEHUA nonei MoryT BbiTb BBEAEHBI C
OAVHAPHbIX UMM ABOMHBIX KaBbIYEK, UM 6e3 H1X, eCNM 3HAUEHUA He coZepxarT npobernios. [nA rpynnmupOBKMA HECKOSTBKKUX YCIIOBUI

MOXHO UCMONb30BaTb Kpyrble CKOOKM.

KntoyeBble cnosa otaenaoTcA npoéenaMM U MoryT 6bITb cneayrouwmmu:

HaumeHoBaHue

OnucaHue

AND unu and

JTornyeckoe W, TpebyeT BbINOMHEHUA BCEX YCIOBHIA, 3ajaHHbIX B 3anpoce.

OR unu or

Jlornueckoe UJTH, aocTaTtoyHO BbINOMIHEHWA OAHOIO M3 YCIOBMIA 3anpoca.

Onepartopsbl onpe

LENAT yCrnoBua GUbTpa 1 MoryT 6biTb CNEAYIOLLUMM:

HaumeHoBaHue

OnucaHue

PaBHo. TpebyeT NonHOro coBnaaeHWs 3HaYeHUa Noms yKasaHHOMY 3HauYeHUI, Hanpumep, p=172.16.31.1 6yayT oTobpaxeHbl BCe
3anucu xypHana, B Kotopom nosne IP 6yaeT To4HO COOTBETCTBOBATb 3HaUYeHuto 172.16.31.1.

He paBHo. 3HauyeHue ykasaHHOro nosns He A0SHKHO COBMNaAaTh C yKadaHHbIM 3HaYeHWeM, Hanpumep, ip/=172.16.31 6ynyTt
oToOpakeHbl BCe 3anucy XypHana, B Kotopom none |IP He ByaeT paBHo 3HaueHuto 172.16.31.1.

MeHbLue nMbo paBHO. 3HaYeHWe Nona JOMKHO OblTb MeHbLUe MO0 paBHbl yKasaHHOMY B 3anpoce 3HauyeHuto. MoxeT ObiTb
NPUMEHWUMO TOJbKO ANA Nonen, NOAASPKUBAIOLLMX CPaBHEHUA, Hanpumep, nona aathbl, portSource, portDest, statusCode v 1.1.,
Hanpumep, date <= '2019-03-28T20:59:59' AND statusCode=303.

BonbLie nMbo paBHo. 3HauyeHne Nona A0MKHO ObiTh GonbLie MO0 paBHbI yKazaHHOMY B 3anpoce aHaueHuto. MoxeT ObiTb
NPUMEHWUMO TOSbKO AN Nonen, NoAAEPKUBAIOLLMX CpaBHEHUsA, Hanpumep, nona aathbl, portSource, portDest, statusCode v T.1.,
Hanpumep, date >= "2019-03-13T21:00:00" AND statusCode=200.

MeHbLue. 3HauyeHWe Nona AOMKHO BblTh MEeHbLUE YKa3aHHOro B 3anpoce 3HavyeHusA. MoxeT OblTb MPUMEHUMO TOSBLKO ANA NONen,
noAAepPXMBaIOLLMX CPaBHEHWA, HanpuUmep, Nona Aathkl, portSource, portDest, statusCode u 1.n., Hanpumep, date < '2019-03-
28T20:59:59' AND statusCode=404.

Bonblue. 3HaueHne Nona A0MKHO BbITb BOMNbLLE yKa3aHHOro B 3anpoce 3HaveHUsd. MoxeT BbiTb NPUMEHUMO TOSLKO ANA NONe,
noAAEPKMBAIOLLMX CPaBHEHWA, HaNpUMep, NonA Aatel, portSource, portDest, statusCode v T1.n., Hanpumep, (statusCode>200 AND
statusCode <300) OR (statusCode=404).

Mo3BonfAeT ykasaTb HECKOMBbKO 3HAYEHWI Nonsa B 3anpoce. CNMCOK 3HaYeHN HEOBXOANMO YKasbiBaTb B KPY/bIX CKOOKaX,
Hanpumep, Hanpumep, category IN (botnets, compromised, 'illegal software', ‘phishing and fraud','reputation high risk','unknown
category').

NOT IN

Mo3BonfAeT ykasaTb HECKOMBKO 3HAYEHUI NONA B 3anpoce; OyayT 0ToBpaxeHbl 3anucH, He coaepXallme YKasaHHble 3HaYeH!s.
Cnu1coK 3HauYeHni HeobxoanMOo yKasbiBaTh B Kpyriibix ckobkax, Hanpumep, category NOT IN (botnets, compromised, 'illegal
software', ‘phishing and fraud','reputation high risk','unknown category').

CoaepxuT. Mo3BonAeT ykasatb NOACTPOKY, KOTOpasd AO/MKHA HAXOAUTLCA B yKasaHHOM none, Hanpumep, browser ~ "Mozilla/5.0"
JlaHHbIi onepaTop MOXET BbITb MPUMEHEH TOSMBKO K MOMAM, B KOTOPbIX XPaHATCH CTPOKOBLIE AaHHLIE.




HaumeHoBaHue OnucaHue

He conepxuT. No3BonAeT ykazaTb NOACTPOKY, KOTOPaA He A0/MKHA NMPUCYTCTBOBATL B yKa3aHHOM none, Hanpumep, browser I~
"Mozilla/5.0" DaHHbli onepaTop MOXET ObiTb MPUMEHEH TOSBKO K MOSIAM, B KOTOPbIX XPaHATCA CTPOKOBbIE JaHHbIE.

Mpu ncnonss3osaHun onepatopa MATCH noacTpoka, KoTopasa A0/MKHa NPUCYTCTBOBATL B yKasaHHOM nose, 3aaaérca B popmare
JSON 1 ¢ ncnonb3oBaHWEM OAMHAPHbLIX KaBblYEK, Hanpumep,

MATCH details MATCH "\"module\":\"threats\""

CHHTaKCH1C 3anpocoB C UCMoMb3oBaHWEM AAHHOTO onepaTopa cooTBeTcTeyeT cTaHaapTy RE2. MoapobHee o cuHTakcuce
Google/RE2: https:/github.com/google/re2/wiki/Syntax.

Mpwn ncnonebsosanun onepatopa NOT MATCH noacTpoka, kKoTopaa He A0/MKHA NPUCYTCTBOBATb B YKa3aHHOM Mosie, 3aAaétcA B
dopmaTte JSON u ¢ ucnonb3oBaHWEM OAMHAPHbLIX KaBblYEK, Hanpumep,

NOT MATCH  ||details NOT MATCH "\"module\":\"threats\""

CHHTaKCH1C 3anpocoB C UCMosb3oBaHWEM AAHHOTO onepaTopa cooTBeTcTeyeT cTaHaapTy RE2. MoapobHee o cuHTakcuce
Google/RE2: hitps:/github.com/google/re2/wiki/Syntax.

lMpu cocTaBneHun pacumpeHHoro 3anpoca SIEM nokasbiBaeT BOSMOXHbIE BapuaHThl Ha3BaHWA Nosnew, NPUMEHUMBIX K HUIM ONepaTopoB U BO3MOXHbIX
3HaueHui, obneruan onepaTopy CMCTEMbI GOPMUPOBAHUE CIIOXKHBIX 3aNPOCOB. MpU NEPEKITHOYEHUH PEXUMA NOUCKA C OCHOBHOMO Ha PaCLUMPEHHbIH
SIEM aBTOMaTHuecku GpOpMUPYET CTPOKY C MOMCKOBLIM 3aMPOCOM, KOTOpPas COOTBETCTBYET GUNLTPY, YKa3aHHOMY B OCHOBHOM PEXMME MOMCKa.


https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax

OnucaHue popmaToB KypHanoB



3KcnopT wypHanoB B ¢opmarte CEF

Documentation: ¥

Product: SIEM
Version: 7.1.x

dopmart wypHana cobbiTui

YCTPOICTBO, reHepupytoLLee 3T0 CoBbITHe.

Tun nonAa || HasBaHue nonsa OnucaHue Mpumep 3HaueHUn
CEF CEF:Version Bepcusa CEF. CEF:0
3aronoBoK
Device Vendor |[[TponssoaunTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source Tun xypHana. events
Origin Moaynb, B KOTOPOM MPOM30LLO COBbITHE. admin_console
Severity BaxxHoCTb COBbITHS. MoxeT npuHUMaTh 3HaYeHHA:
e 1 — MHdOpPMaLMOHHbIE.
o 4 — npeaynpexaeHus.
o 7 — OLUMOKM.
e 10 — KpUTHUUHbIE.
CEF rt Bpewms, koraa 61510 Nony4eHo cobbiTue: 1652344423822
[pacumpeHue] munnucekyHael ¢ 1 auBaps 1970 roaa.
deviceExternalld||imA, koTopoe oAHO3HAYHO naeHTMdULMpyeT ([utmcore@ersthetatica

act Tun cobbiTus. login_successful
suser Wma nonb3osarens. Admin
src IPv4-agpec UCTOYHMKA. 192.168.117.254
cat KoMMoHeHT, B KOTOPOM Npou3oLwnio cobbiTue.  ||console_auth
cs1Label [Mone ucnonbayeTtca AnA ykasaHua getanemn Attributes
coObITHA.
csi LeTanu cobbitna B popmate JSON. {"name":"MIME_BUILTIN_COMPOSITE","module":"nlist_import"}

dopmart KypHana Be6-gocTtyna

Twvn nonAa HassaHue nonsa Onucaxue Mpumep 3HaveHUn
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor MpownssoanTens Npoaykra. UserGate




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

Device Product Tun npoaykra. NGFW
Device Version Bepcua npoaykra. 7

Source HassaHue xypHana. webaccess
Name Tun UCTOYHMKA. log

Threat Level

YposeHb yrposbl kateropun URL.

MoxeT npuHumaTh 3Havenuda 2, 4, 6, 8, 10
(ycTaHOBEHHBIW YpOBEHb YrpO3bl, YMHOXEHHbIH Ha 2);
Unknown, ecnin kaTeropua He onpeaeneHa.

CEF
[pacwumpeHune]

rt Bpewms, koraa 6b110 NonyyeHo cobbiThe: 1652344423822
MunnncekyHasl ¢ 1 ansapa 1970 roaa.
deviceExternalld MmA, KoTopoe 0AHO3HaYHO naeHTudULmMpyeT  |[utmcore@ersthetatica
YCTPOICTBO, reHep1pytoLLee 3TO CoBbITHE.
act [lencTBre, NPUHATOE YCTPOMCTBOM B captive
COOTBETCTBMW C HACTPOEHHBIMMU NMONIUTUKAMM.
reason MpuumnHa, no koTopoi Bbino cosaaHo cobuiThe, ([{"id":39,"name":"Social Networking","threat_level":3}
HanpumMep, NpuumnHa BrIOKUPOBKM caiTa.
proto Mcnonb3yemblit NpoTOKON 4-ro ypoBHA. TCP.
app [MpoTokon npuknaaHoro yposHaA v ero Bepcua. |[HTTP/1.1
suser Mma nonb3osartens. user_example (Unknown, ecnu nonb3osarenb
HEN3BECTEH)
src IPv4 nctounuka tpadpuka. 10.10.10.10
spt [MopT McToYHMKa. MoxeT npuHumartb 3Ha4yeHmna ot 0 Ao 65535.
dst IPv4 anpec HasHauyeHus Tpaduka. 194.226.127.130
dpt MopT HasHaueHusA. MoxeT npuHumartb 3Ha4enuna ot 0 ao 65535.
requestMethod MeToa, ucnonbayembiit ana goctyna k URL- GET
appecy (POST, GET n 1.1.).
request B cnyyae HTTP-3anpoca none coaepxu1t URL- ||http://www.secure.com
azpec 3anpaluMBaemMoro pecypca ¢ ykasaHuem
MCMNOsb3yemMoro NpoToKona.
requestContext URL vcTouHuka 3anpoca (pedepep HTTP). https://www.google.com/

requestClientApplication

Useragent nonb3oBatesnbckoro 6paysepa.

Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:96.0)
Gecko/20100101 Firefox/96.0

Konunuectso nepeAaHHbIX BXOAALLNX 6aitTos;
AaHHble NepeaarTcA B HanpaBiieHUN NUCTOYHUK
— HasHa4deHue.

231



http://www.secure.com/
https://www.google.com/

Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

out KonuuectBo nepeaaHHbIx ucxoaawmx G6aiTos; (|40
laHHble NepeaaloTCcA B Hanpas/ieHUK
HasHayeH1e — UCTOYHMK.

cs1lLabel [Mone ncnonb3yeTca Ana ykasaHua Rule
cpabaTbiBaHus npasuna.

csi HassaHue npaeuna, cpadartbiBaHue kotoporo  ||Default Allow
BbI3Baro cobbiThe.

cs2Label [Mone ncnonb3yeTca ANA MHAMKALMUKW 30HBbI Source Zone
MCTOYHMKA.

cs2 HasBaHue 30HbI UCTOYHMKA. Trusted

cs3Label [Mone ucnonb3yeTca AnA yKasaHUA CTpaHbl Source Country
MCTOYHMKA.

cs3 HasaHue cTpaHbl UCTOYHMKA. RU (oToGpaxaeTca ABYXOyKBEHHbIW KOZ CTpaHbl)

cs4lLabel [Mone ncnonb3yeTcA ANA UHAMKALMUMW 30HBbI Destination Zone
HasHayeHus.

cs4 HassaHue 30HbI Ha3HaueHuA. Untrusted

cs5Label [Mone ncnonb3yeTcA ANA ykasaHWA CTpaHbl Destination Country
HasHayeHus.

cs5 HaseaHue cTpaHbl Ha3HaYeHHA. RU (oTo6paxaeTca AByxOyKBEHHbIM KOA CTPaHbl)

cs6Label Mone ykasbiBaeT 6bINo M COAEPXKMUMOE Decrypted
paclnppoBaHo.

cs6 PacwmdposaHo unu Hert. true, false

flexString1Label Mone ykasbiBaeT Ha TWUM KOHTEHTA. Media type

flexString1 Twn KOHTEHTA. text/html

flexString2Label [Mone ykasblBaeT Ha KaTteropuio URL Categories

3anpalumsaemoro URL-aapeca.

flexString2 Kateropwa URL. Computers & Technology
cnilabel [Mone ncnonb3yetcA AnA ykasaHua konuyecTea ||Packets sent
nepeaaHHbIX NaKeToB B HANPaB/IEHUM UCTOYHMK
— HasHaueHwue.
cni KonuyectBo nepeaaHHbIX NakeTos B 3
HanpaBneHWM UCTOYHWUK — Ha3HaYeHue.
cn2Label [Mone ucnonb3ayeTcA AnA ykasaHua konuuecTsa ||Packets received

nepeaaHHbIX NaKkeToB B HanpasneHnu
Ha3Ha4YeHne — UCTOYHMUK.




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

cn2 Konunyectso nepeaaHHbIX NakeTos B 1
HanpasneHWn HasHayeHne — UCTOUHMUK.
cn3Label [Mone ykasbiBaeT UCXOAHLIN OTBET cepBepa. Response
cn3 Koa otBeta HTTP. 302
dopmart xypHana Beb-noctyna CEF Compact:
Tuvn nona HasBsaHue nonsa Onucaxue Mpumep 3HayeHUn
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor MpownssoanTens npoaykra. UserGate
Device Product Tun npoaykra. NGFW
Device Version Bepcua npoaykra. 7
Source HassaHue xypHana. webaccess
Name Tun UCTOYHMKA. log
Threat Level YpoBeHb yrposbl kateropun URL. MoxeT npuHumaTb 3Hadenus 2, 4, 6, 8, 10
(ycTaHOBMEHHBIW YPOBEHb Yrpo3bl, YMHOXEHHBIW Ha 2);
Unknown, ecnn kaTeropua He onpeJerneHa.
CEF rt Bpewms, koraa 6bino nonyyeHo cobeiThe: 1652344423822
[paclumpenue] mMunnucekyHael ¢ 1 anBapa 1970 roaa.
deviceExternalld MmA, koTopoe 0iHo3HaYHO naeHTudUUMpyeT  ||lutmcore@ersthetatica
YCTPOWCTBO, reHepupytoLLee 310 coBbITUE.
act [leicTBHe, NPUHATOE YCTPOICTBOM B captive
COOTBETCTBUM C HACTPOEHHbLIMMU MOMUTUKAMM.
reason MpunumnHa, no koTopoi Bkino cosnaHo cobuiThe, ([{"id":39,"name":"Social Networking","threat_level":3}
Hanpumep, npuumnHa GroKUPOBKKM caiTa.
proto Mcnonb3yemblit NpoTOKoN 4-ro ypoBHA. TCP.
app [MpoTokon npuknaaHoro yposHaA u ero sepcua. |[HTTP/1.1
suser Mwma nonbsosartens. user_example (Unknown, ecnu nonb3osarenb
HEen3BecTeH)
src IPv4 nctouHunka tpaduka. 10.10.10.10
spt [MopT nctouHuka. MoxeT npuHUmMaTh 3HaveHuns ot 0 Ao 65535.
dst IPv4 anpec HasHauyeHua Tpaduka. 194.226.127.130

dpt

[MopT HasHaueHus.

MoxeT npuHumarts 3Hadyenmna ot 0 Ao 65535.




Ur|-KaTeI'OpI/IFI, url, umA nonb3osartena, uma npasuna, UMA 30HbI, U T.4.

dopmat mypHana DNS

Twvn nona HasBaHue nonsa Onucanue Mpumep 3HayeHUn
requestMethod MeToa, ncnonbsyemeiit ana goctyna k URL- GET
aapecy (POST, GET u 1.n.).
request B cnyuyae HTTP-3anpoca none coaepxut URL- ||http://www.secure.com
aApec 3anpallnBaemMoro pecypca ¢ ykasaHmem
MCMNOb3yemMoro npoToKona.
requestContext URL vcTouHuKka 3anpoca (pedepep HTTP). https://www.google.com/
requestClientApplication||Useragent nonssoBarensckoro 6paysepa. Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:96.0)
Gecko/20100101 Firefox/96.0
in KonuuecTeo nepeaaHHbIx BXxoaAwWwux 6aiTos;  (|231
[laHHble NepeAatoTCcA B HANPaBIEHUU UCTOUHUK
— HasHaueHwue.
out KonuuecTBo nepeaaHHbIx ucxoaawmx 6aiTos; (|40
aHHble NepeaaloTCcA B HanpaB/eHUK
HasHayeH1e — UCTOYHMK.
cs1lLabel [Mone ncnonb3yeTca Ana ykasaHua Rule
cpabaTbiBaHUsa npasuna.
csi HaseaHnue npasuna, cpabatbiBaHue kotoporo  ||Default Allow
BbI3Bano cobbiTHe.
cs2Label [Mone ncnonb3yeTcA ANA UHAMKALMUKW 30HBbI SrcZone
MCTOYHMKA.
cs2 HasBaHue 30HbI UCTOYHMKA. Trusted
cs3Label [Mone nucnonb3yeTcA ANA MHAMKALMUKW 30HBbI DstZone
HasHauyeHus.
cs3 HasBaHue 30HbI Ha3Ha4YeHuA. Untrusted
flexString1Label [Mone ykasbiBaeT Ha KaTeroputo URLCats
3anpawusaemoro URL-aapeca.
flexString1 Kateropua URL. Computers & Technology
cnilabel Mone ykasbiBaeT UCXOAHLIN OTBET CepBepa. Response
cni Koa otBeta HTTP. 302
MpumeuanneOOBLee NpaBuiIo ANA KOMNAKTHOrO dopmMaTta — 3HaYeHWs HEKOTOpLIX Nonei obpesatoTcs no AnvHe Ao 80 cumBonoB. Hanpumep, CrnMcok

Tun nona HassaHue nonsa OnucaHue Mpumep 3HaueHunA
CEF CEF:Version Bepcus CEF. CEF:0
3aronoBoK
Device Vendor ||[lpoussoantens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW



http://www.secure.com/
https://www.google.com/

Tuvn nona HassaHue nonsa OnucaHue Mpumep 3HauyeHunA
Device Version |[Bepcua npoaykra. 7
Source HassaHwue xypHana. dns
Name Tun MCTOYHMKA. log
Threat Level YposeHb yrpo3bl kateropun URL. MoxeT npuHumarTh 3HayeHun 2, 4, 6, 8, 10 (ycTaHOBNEHHbLIN YPOBEHD
yrpo3bl, yMHOXeHHbIW Ha 2); Unknown, ecnn kateropva He onpeaeneHa.
CEF rt Bpewms, korga 6b110 nonyyeHo 1701085036026
[pacwmpeHune] CcoObITUE: MUNITMCEKYHAbI C 1 AHBapsA
1970 rona.
deviceExternalld||Mmva, koTopoe oAHO3HAYHO utmcore@ntoorereaeda
naeHTMdULMpyeT YCTPOMCTBO,
reHepupytoLLee 3To coBbiTHe.
act [encTBre, NPUHATOE YCTPOWCTBOM B block
COOTBETCTBMU C HACTPOEHHbBIMM
NONMUTUKAMM.
reason MpuumnHa, no koTopor Bbino cozaaHo  ||{"url_cats":[{"id":37,"name":"Search Engines & Portals","threat_level":1}]}
coObITWe, Hanpumep, url kaTeropus, Ha
KOTOPbIX cCpaboTano NpaBuIo.
proto Mcnonb3yemblit npoTokon 4-ro ypoBHa. (|UDP
dhost MmsA xocTa HasHauyeHus, aapec google.com
KOTOPOro onpeAenAeTCcA C MOMOLLbIO
DNS cepsepa.
app MpoTOKON NPUKNAAHOrO YPOBHA. DNS
suser Mma nonb3osarens. user1 (Unknown, ecnn nonb3oBatenb HEU3BECTEH)
src IPv4 uctouHvka Tpadwka. 10.10.0.11
spt MopT ucTouHuKa. MoxeT npuHumartb 3Ha4eHuna ot 0 Ao 65535.
smac MAC-aapec UCTOYHMKA. FA:16:3E:65:1C:B4
dst IPv4 aapec HasHayeHuA Tpaduka. 194.226.127.130
dpt [MopT HasHayeHuA. MoxeT npuHuMaTh 3HaveHus oT 0 Ao 65535. [na DNS 06bluHO
ncnonb3ayetcaA nopt 53.
cs1Label [Mone ucnonbayeTtcA AnNA yKasaHuA Rule
cpaboTasLuero npasuna.
csi HassaHue npasuna, cpabatbiBaHue Rulet
KOTOPOro BbI3BaNO COBbLITHE.
cs2Label [Mone ucnonbayeTtcA ANA MHAMKALWK Source Zone

30Hbl UCTOYHMKA.

cs2

HasBaHue 30HbI UCTOYHMKA.

Trusted



http://www.google.com

Twvn nona HasBaHue nonsa OnucaHue Mpumep 3HauyeHunA
cs3Label [Mone ucnonb3ayeTtcA AnNA ykasaHuA Source Country
CTpaHbl NICTOYHUKA.
cs3 HassaHue cTpaHbl UCTOYHMKA. RU (oToBpakaetca AByxOYKBEHHbIM KOA CTpaHbI)
cs4lLabel Mone ncnonb3yeTca AnA MHAUKALWK Destination Zone
30Hbl HA3Ha4YeHunAq.
cs4 HasBaHue 30HbI Ha3HayYeHuA. Untrusted
cs5Label [Mone ucnonb3ayeTtcaA AnA ykasaHua Destination Country
CTpaHbl Ha3Ha4YeHuA.
cs5 HasBaHue cTpaHbl Ha3HaYeHuA. RU (oToBpakaetca AByxOYKBEHHDIM KOA CTpaHbI)
cs6Label [Mone ucnonb3ayeTtca AnA ykasaHua Data
nepeaaBaemMblX AaHHbIX.
cs6 MepenaBaembie AaHHbIE. {"question":[{"domain":"google.com","type":"A","class":"IN"}],
"answer":
[{"domain":"google.com","type":"TXT","class":"IN","tl":5,"data":"Blocked"},
{"domain":"google.com","type":"A","class":"IN","ttl":5,"data":"10.10.0.1"}]}
flexString1Label ||[Tone ykasbiBaeT Ha kaTeroputo URL Categories
3anpawmsaemoro URL-aapeca.
flexString1 Kareropua URL. Search Engines & Portals

dopmar xypHana DNS CEF Compact:

Tuvn nonAa HasBsaHue nonsa OnucaHue Mpumep 3HauyeHunA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||[[Tpon3soanTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source HassaHwue xypHana. dns
Name Tun UCTOYHMKA. log
Threat Level YposeHb yrpo3bl kateropun URL. MoxeT npuHumarTb 3HadeHus 2, 4, 6, 8, 10 (ycTaHOBNEHHbLIN YPOBEHb
yrpo3bl, yMHOXeHHbIW Ha 2); Unknown, ecnn kateropva He onpeaenexa.
CEF rt Bpewms, korga 6b110 NonyyeHo 1701085036026
[pacwmpeHue] CcoObITHE: MUNITUCEKYHALI ¢ 1 AHBapsA
1970 ropa.
deviceExternalld||Mma, koTopoe oAHO3HAYHO utmcore@ntoorereaeda
naeHTMdULMPYeT YCTPOMCTBO,
reHepupytoLee 310 cobbiTHe.




Tvn nonsa

HasBaHue nonsa

OnucaHuve

Mpumep 3HaueHUa

act [encTene, NPUHATOE YyCTPOWCTBOM B block
COOTBETCTBMU C HACTPOEHHbLIMM
NONMUTUKAMM.
reason MpuumnHa, no koTopor 6o cozaaHo  ||{"url_cats":[{"id":37,"name":"Search Engines & Portals","threat_level":1}]}
coO6bITWe, Hanpumep, url kateropus, Ha
KOTOPbIX cCpaboTano Npasuio.
proto Mcnonb3syemblit npoTokon 4-ro yposHa. |[UDP
dhost MmA xocTa HasHauyeHua, aapec google.com
KOTOPOro OnpeAenAeTcA C MOMOLLbIO
DNS cepsepa.
app MpoTokon NpMKNaaHoro ypoBHS. DNS
suser Wma nonb3osarens. user1 (Unknown, ecnn nonb3oBarenb HEU3BECTEH)
src IPv4 uctouHvka Tpaduka. 10.10.0.11
spt MopT “cTOUHMKA. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
smac MAC-aapec ucTouHuKa. FA:16:3E:65:1C:B4
dst IPv4 anpec HasHauyeHua Tpaduka. 194.226.127.130
dpt MopT Ha3HaueHuA. MoxeT npuHumaTb 3HadeHus ot 0 fo 65535. [ina DNS 06bluHO
ncnonb3yetca nopt 53.
cs1lLabel Mone ncnonb3yetcA ANA ykasaHua Rule
cpaboTasLuero npasuna.
csi HassaHue npasuna, cpabaTbiBaHue Rule1
KOTOPOro BbI3BaNO COObLITHE.
cs2Label Mone ucnonb3yeTca ANA MHAUKALWK SrcZone
30HbI UCTOYHMKA.
cs2 HasBaHue 30Hbl UICTOYHMKA. Trusted
cs3Label Mone ucnonbsyetcaA ANA MHAMKALWK DstZone
30HbI HA3HaYeHUA.
cs3 HasBaHue 30HbI HasHavyeHus. Untrusted
cs4Label [Mone ucnonbayeTtcA AnNA yKasaHuA Data
nepesfaBaeMblX AaHHbIX.
cs4 lMepenaBaemble AaHHbIE. {"question":[{"domain":"google.com","type":"A","class":"IN"}],

"answer":
[{"domain":"google.com","type":"TXT","class":"IN","tl":5,"data":"Blocked"},
{"domain":"google.com","type":"A","class":"IN","tl":5,"data":"10.10.0.1"}]}

flexString1Label

Mone ykasbiBaeT Ha KaTeroputo
3anpawmsaemoro URL-azpeca.

URLCats



http://www.google.com

Tvn nonsa

HasBaHue nonsa

OnucaHuve

Mpumep 3HaueHun

flexString1 Kareropua URL. Search Engines & Portals
dopmat MypHana Tpadpuka
Tuvn nona HassaHue nonsa OnucaHue Mpumep 3HaYeHUn
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor [MpounssoanTens npoaykra. UserGate
Device Product Twn npoaykTa. NGFW
Device Version Bepcua npoaykra. 7
Source Tun xypHana. traffic
Rule Type Tun npaeuna, cpadartbiBaHWe KOTOPOro firewall
BbI3BAsIO COObITHE.
Threat Level YpoBeHb yrpo3bl MPUNOXEHUA. MoxeT npuHMmaTh 3HayeHus 2, 4, 6, 8, 10
(ycTaHOBMNEHHbIA YPOBEHb YrPO3bl, YMHOXEHHbI Ha 2);
Unknown, ecnu Kateropua He onpeaeneHxa.
CEF rt Bpewms, koraa 6b110 nonyyeHo cobbitne:  ||1652344423822
[pacwumpeHune] MunnucekyHasl ¢ 1 anBapa 1970 roga.
deviceExternalld Mms, KoTopoe 0AHO3HAYHO utmcore@ersthetatica
naeHTMOULMPYET YCTPOMCTBO,
reHepupytoLLee 1o cobbiTHe.
act [leficTBME, NPUHATOE YCTPOWCTBOM B accept
COOTBETCTBUU C HACTPOEHHBIMM
NONMUTHUKAMM.
proto Mcnonb3yemblii NPOTOKON 4-r0 YPOBHA. TCP wnu UDP
app Mwvia cpaboTasLuero NpuMnoXeH1a my_app
suser MmA nonb3osatens. user_example (Unknown, ecnu nonb3osaTtens
HEWU3BECTEH)
src IPv4 nctounuka tpaduka. 10.10.10.10
spt [MopT ncTouHuKa. MoxeT npuHumatb 3HaveHus ot 0 o 65535.
smac MAC-aapec UCToUHMKA. 00:50:56:80:28:08
dst IPv4 aapec HasHaueHuA Tpadmka. 194.226.127.130
dpt [MopT HasHayeHuA. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
dmac MAC-aapec HaszHaueHus. 00:50:56:80:7D:21




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

in KonnuecTBo nepeaaHHbIX BXOAALLMX 231
6aifToB; AaHHLIe NepeaaroTca B
HanpasfieHUU UCTOYHUK — HasHayeHwue.

out KonnuecTBo nepeaaHHbIX UCXOAALLMX 40

6aiToB; AaHHLIe NepeaaroTca B
HanpaBfeHWn Ha3HaYeHe — UCTOYHMK.

sourceTranslatedAddress

AZpec UCTOYHUKA MOCcse NepeHasHaveHun
(ecnn HacTpoeHbl npasuna NAT).

192.168.174.134 (0.0.0.0 — ecnu Her)

sourceTranslatedPort

MopT MCTOYHMKA Nocre nepeHasHaveHun
(ecnn HacTpoeHbl npasunia NAT).

MoxeT npuHumatb 3HadeHua ot 0 o 65535 (0 — ecnu
HeT)

destinationTranslatedAddress

Anpec HasHayeHus nocne
nepeHasHayeHna (€Cr HaCTPOEeHbI
npasuna NAT).

192.226.127.130 (0.0.0.0 — ecnu Her)

destinationTranslatedPort

MopT HasHaueHuA nocne nepeHasHayeHns
(ecnn HacTpoeHbl npasuia NAT).

MoxeT npuHumatb 3Hadenua ot 0 o 65535 (0 — ecnu
HeT)

cs1lLabel Mone ncnonb3yetcA AnA ykasaHua Rule
cpabatbiBaHMA npasuna.

csi HassaHue npasuna, cpadartbiBaHue Allow trusted to untrusted
KOTOPOro BbI3Basio cobbiTHe.

cs2Label [Mone ucnonb3ayeTtcA ANA MHAMKALMK 30HbI |[Source Zone
UCTOYHMKA.

cs2 HasBaHue 30Hbl UICTOYHMKA. Trusted

cs3Label Mone ncnonb3yetca anAa ykasauua ctpaHbl [[Source Country
UCTOYHMKA.

cs3 HassaHue cTpaHbl UCTOYHMKA. RU (oTo6paxaetca AByxOYKBEHHbIH KOA CTpaHbI)

cs4lLabel Mone ncnonb3yetca ana MHAMKauMK 30Hbl ||Destination Zone
HasHaueHwus.

cs4 HasBaHue 30HbI Ha3HaYeHuA. Untrusted

cs5Label Mone ncnone3yetca AnAa ykasauua ctpaHbl ||Destination Country
HasHayeHwus.

cs5 HassaHue cTpaHbl Ha3Ha4eHuA. RU (oTo6paxaeTtca AByxOyKBEHHbIH KOA CTPaHbI)

cnilabel [Mone ucnonb3yeTtca AnA ykasaHua Packets sent
KOnMyecTBa nepeAaHHbIX NakeTos B
HanpaBneHUN UCTOUYHUK — Ha3HaYeHwe.

cn1i KonunyecTBo nepeaaHHbIX NakeTos B 3
HanpaBneHUN UCTOYHUK — Ha3HaYeHwe.

cn2Label [Mone ucnonb3yeTtca AnA ykasaHua Packets received

KONin4ecTBa NakeToB, nepeAaHHbIX B
HanpaBneHUn HasHa4yeHne — UCTOYHMUK.




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHUn

ch2

KonnuecTso nakeTos, nepeaaHHbIX B
Hanpas/ieHMN Ha3Ha4YeHne — UCTOYHUK.

dopmart xypHana Tpacduka CEF Compact:

Tuvn nonAa HassaHue nonsa Onucanue MNpumep 3HayeHunA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor [MpounssoanTens npoaykra. UserGate
Device Product Twn npoaykTa. NGFW
Device Version Bepcua npoaykra. 7
Source Tun xypHana. traffic
Rule Type Tun npaeuna, cpadatbiBaHWe KOTOPOro firewall
BbI3BasIo COObITHE.
Threat Level YpoBeHb Yrpo3bl MPUNOXEHUA. MoxeT npuHMmaTh 3HayeHus 2, 4, 6, 8, 10
(ycTaHOBMNEHHbIA YPOBEHb YrPO3bl, YMHOXEHHbI Ha 2);
Unknown, ecnu kateropua He onpefeneHxa.
CEF rt Bpems, koraa 6bi10 nonyyeHo cobbitne: (1652344423822
[pacwmpeHune] MunnucekyHabl ¢ 1 AaxBapa 1970 roga.
deviceExternalld MmsA, KoTopoe 0AHO3HAYHO utmcore@ersthetatica
naeHTMdULMPYeT YCTPOMCTBO,
reHepupytoLLee aTo cobbiTHe.
act [leficTBME, NPUHATOE YCTPOWCTBOM B accept
COOTBETCTBUU C HACTPOEHHBIMM
NONMUTHUKAMM.
proto Mcnonb3yemblii NPOTOKON 4-r0 YPOBHA. TCP wnu UDP
app M cpaboTasLuero NpunoXeH1a my_app
suser MmA nonb3oBatend. user_example (Unknown, ecnv nonb3oBaTenb
HEWU3BECTEH)
src IPv4 uctounvka tpaduka. 10.10.10.10
spt [MopT ncTouHMKa. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
smac MAC-aapec UCToYHMKa. 00:50:56:80:28:08
dst IPv4 anpec HasHauyeHua Tpaduka. 194.226.127.130
dpt [MopT Ha3HaueHuA. MoxeT npuHumaTb 3HaueHus ot 0 o 65535.
dmac MAC-aapec HasHauyeHus. 00:50:56:80:7D:21




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

in KonnuecTBo nepeaaHHbIX BXOAALLMX 231
6aifToB; AaHHLIe NepeaaroTca B
HanpasfieHUW UCTOYHUK — Ha3HayeHwue.

out KonnuecTBo nepeaaHHbIX UCXOAALLMX 40

6aifToB; AaHHbLIe NepeaaroTca B
HanpaBfeHWn Ha3HaYeHe — UCTOYHMK.

sourceTranslatedAddress

AZApec UCTOYHUKA MOCcse NepeHasHaveHun
(ecnn HacTpoeHbl npasuna NAT).

192.168.174.134 (0.0.0.0 — ecnu Her)

sourceTranslatedPort

MopT MCTOYHMKA Nocre nepeHasHaveHun
(ecnn HacTpoeHbl npasunia NAT).

MoxeT npuHumatb 3Hadenuna ot 0 o 65535 (0 — ecnu
HeT)

destinationTranslatedAddress

Anpec HasHayeHus nocne
nepeHasHayeHna (€Cr HaCTPOEeHbI
npasuna NAT).

192.226.127.130 (0.0.0.0 — ecnu Her)

destinationTranslatedPort

MopT HasHaueHuA nocne nepeHasHayYeHns
(ecnn HacTpoeHbl npasuna NAT).

MoxeT npuHumatb 3HadeHuna ot 0 o 65535 (0 — ecnu
HeT)

cs1lLabel Mone ncnonb3yetcA AnA ykasaHua Rule
cpabaTbiBaHUA Npasuna.
csi HassaHue npasuna, cpadartbiBaHue Allow trusted to untrusted
KOTOPOro BbI3BANO COObITHE.
cs2Label Mone ncnone3yetcA AnNA MHAMKALWK 30HBbI ||SrcZone
UCTOYHMKA.
cs2 HasBaHue 30Hbl UICTOYHMKA. Trusted
cs3Label Mone ncnone3yetcA AnA MHAMKaLKUKM 30HbI ||DstZone
HasHayeHwus.
cs3 HassaHue 30HbI Ha3HaueHuA. Untrusted
dopmat mypHana COB
Tun nonAa || HasBaHue nonsa OnwucaHue Mpumep 3HaueHunA
CEF CEF:Version Bepcusa CEF. CEF:0
3aronoBoK
Device Vendor ||[TponssoaunTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source Tun xypHana. idps
Signature HassaHue cpaboTasLueit curHaTypbl COB. BlackSun Test
Threat Level YpoBeHb yrpo3bl CUrHATYpbI. MoxeT npuHumaTb 3HadeHus 2, 4, 6, 8, 10 (ycTaHOBNEHHbIN
YPOBEHb Yrpo3bl, YMHOXEHHbIN Ha 2); Unknown, ecniun
KaTeropua He onpeneneHa.




Tuvn nonna HassaHue nonsa OnucaHue Mpumep 3HaveHUn
CEF rt Bpewms, korga 6b1s10 NosnyyeHo codbiTUe: 1652344423822
[pacumpeHue] munnucekyHael ¢ 1 auBaps 1970 roaa.
deviceExternalld|| A, koTopoe 04HO3HAYHO MAEHTUdULMPYET utmcore@ersthetatica
YCTPOMCTBO, rEHepHpytoLLEee 3TO COBbITHE.
act [Lenctere, NPUHATOE YCTPOWCTBOM B accept
COOTBETCTBMU C HACTPOEHHbLIMM NONIUTUKAMMU.
proto Mcnonb3syemblii NPOTOKON 4-r0 ypOBHA. TCP wnu UDP
app [MpoTOoKON NPUKNAAHOrO YPOBHA. HTTP
suser Mma nonb3osarens. user_example (Unknown, ecrniu nonb3oBaTesnib HEN3BECTEH)
src IPv4 nctouHvka Tpaduka. 10.10.10.10
spt [MopT “cTOUHMKA. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
dst IPv4 anpec HasHauyeHua Tpaduka. 194.226.127.130
dpt MopT Ha3HaueHuA. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
in KonuuecTBo nepenaHHbix BXoAALMUX GAWTOB; 231
[aHHble NepeaaroTCcA B HanpaBieHUM UCTOUHUK
— HasHayeHue.
out KonunyecTBo nepeaaHHbix UCXoAsALmMX 6anToB; 40
[aHHble NepeaaroTcA B HanpasrieHnn
HaszHa4yeHne — UCTOYHMK.
msg YpOBEHb Yrpo3bl CUrHATYPbI U €€ HasBaHue. [2] BlackSun
csiLabel Mone ncnonbayeTca AnA ykasaHua Rule
cpabaTbiBaHuA npasuna.
cs1 HassaHue npasuna, cpabartbiBaHMe KOTOPOro IDPS Rule Example
BbI3Basno cobbiThe.
cs2Label [Mone ucnonbayeTcA ANA MHAWKALWUKU 30HbI Source Zone
UCTOYHMKA.
cs2 HasBaHue 30HbI UCTOYHMKA. Trusted
cs3Label [Mone ucnonbayeTtcA ANA yKasaHuA CTpaHbl Source Country
UCTOYHMKA.
cs3 HasBaHue cTpaHbl UCTOYHMKA. RU (oTobpaxaeTca AByxOyKBEHHbIN KOA CTpaHbl)
cs4lLabel [Mone ucnonbayeTcA ANA MHAWKALWUKU 30HbI Destination Zone
HasHauyeHuA.
cs4 HasBaHue 30Hbl Ha3HaYeHuA. Untrusted




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

cs5Label Mone ncnonb3yetca AnA yKasaHua CTpaHbl Destination Country
Ha3HavyeHunA.
cs5 HassaHwue cTpaHbl Ha3HaveHua. RU (oToBpakaetca AByxOYKBEHHbIM KOA CTPaHbI)

dopmart xypHan

a COB CEF Compact:

AaHHble nepeaaroTcAa B HanpaBieHNnn UCTOYHUK
— HasHa4yeHue.

Tuvn nona HasBsaHue nonsa OnwucaHue Mpumep 3HaveHUn
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||[lpoussoanTtens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source Tun xypHana. idps
Signature HassaHue cpabotasiueit curHatypsl COB. BlackSun Test
Threat Level YpoBeHb yrpo3bl CUrHaTypbl. MoxeT npuHMMaTh 3HaueHus 2, 4, 6, 8, 10 (yCTaHOBNEHHbIN
YPOBEHb Yrpo3bl, YMHOXEHHBIN Ha 2); Unknown, ecrin
KaTeropua He onpejesneHa.
CEF rt Bpewms, koraa 6bi510 nonyyeHo cobbiTue: 1652344423822
[pacwumpeHune] MunnucekyHasl ¢ 1 auBapa 1970 roaa.
deviceExternalld||Mmsa, koTopoe oAHO3HAYHO MAEHTMDULMPYET utmcore@ersthetatica
YCTPOWMCTBO, reHepupytoLLee 310 coBbITHe.
act [encTBre, NPUHATOE YCTPOWCTBOM B accept
COOTBETCTBUU C HACTPOEHHBIMU NONUTUKAMMU.
proto Mcnonb3yemblii NPOTOKON 4-ro YPOBHS. TCP wnu UDP
app MpoToKON NPUKNaAHOro YPOBHS. HTTP
suser Mma nonb3osartens. user_example (Unknown, ecnin nonb3oBatenb HEU3BECTEH)
src IPv4 nctounuka tpaduka. 10.10.10.10
spt [MopT “cTouHMKa. MoxeT npuHUmMaTh 3HaveHuns ot 0 Ao 65535.
dst IPv4 aapec HasHayeHuA Tpadmka. 194.226.127.130
dpt [MopT Has3HayeHuA. MoxeT npuHumMaTh 3HaveHuna ot 0 Ao 65535.
in KonnuecTBo nepeaaHHbIx BXoAALWMX 6aiToB; 231




Tuvn nonna HassaHue nonsa OnucaHue Mpumep 3HaveHUn
out KonnuecTBo nepeaaHHbIx ucxoaawmx 6aitos;  ||40
[laHHble NepealoTcA B HanpasneHnn
Ha3HaYeHUe — UCTOUHMK.
msg YpoBeHb yrpo3bl CUrHaTtypbl 1 €€ HassaHue. [2] BlackSun
cs1lLabel Mone ncnonb3yetca AnA ykasaHua Rule
cpabaTbiBaHuA npasuna.
csi HassaHue npasuna, cpabaTbiBaH1e KOTOPOro IDPS Rule Example
BbI3Baso CobbITHE.
dopmat KypHana ACY TN
Tuvn nonsa HassaHue nonsa Onucaxue MNpumep 3HayeHunA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoOK
Device Vendor |[[Tpon3BoauTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source HasBaHwue xypHana. scada
Name Tun UCTOYHMKA. log
PDU Severity Kputnunocts ACY TT1. MoxeT npuHuMaTh 3HaYeHA:
e 1 — OueHb HU3KKN.
e 2 — HU3KKN.
o 3 — cpeaHui.
o 4 — BbICOKUH.
o 5 — OueHb BLICOKMA.
CEF rt Bpewms, korga 6b110 nonyyeHo 1652344423822
[pacwmpeHune] CcoObITHE: MUNITMCEKYHABI C 1 AHBapsA
1970 rona.
deviceExternalld||Mma, koTopoe oAHO3HAYHO utmcore@ersthetatica
naeHTMdULUMpyeT YyCTPOMCTBO,
reHepupytoLee 1o cobbiTHe.
act LleicTBre, NPUHATOE YCTPOWCTBOM B ||accept
COOTBETCTBMU C HACTPOEHHbBIMM
NONMUTUKAMM.
app [MpoTOKON NPUKNAAHOrO YPOBHA. Modbus
src IPv4 nctouHvka Tpaduka. 10.10.10.10
spt MopT ncToUHMKA. MoxeT npuHumaTb 3HaueHus ot 0 o 65535.




Tuvn nona HassaHue nonsa Onucaxue MNpumep 3HayeHunA
dst IPv4 anpec HasHayeHua Tpaduka. 194.226.127.130
dpt [MopT Has3HaueHuA. MoxeT npuHumatb 3HaueHua ot 0 o 65535.
cs1lLabel Mone ncnonb3yetca AnA ykasaHua Rule
cpabaTbiBaHusA npasuna.
csi HassaHue npasuna, cpabateiBaHme ||Scada Rule Example
KOTOPOrO BbI3Bano cobbiTue.
cs2Label Mone ncnonb3yetca ana uHankauun ||Source Zone
30Hbl UCTOYHMKA.
cs2 HasBaHue 30HbI UICTOYHMKA. Trusted
cs3Label [Mone ucnonb3yeTtca AnA ykasaHua Source Country
CTpaHbl UCTOYHMKA.
cs3 HasBaHue cTpaHbl UCTOYHMKA. RU (oTo6paxaeTtca AByxOYyKBEHHbIH KOA CTPaHbI)
cs4lLabel Mone ncnone3yetca ana unankaumun ||Destination Zone
30Hbl HA3HAYEHHA.
cs4 HasBaHue 30HbI Ha3HayYeHuA. Untrusted
cs5Label [Mone ucnonb3yeTtca AnA ykasaHuaA Destination Country
CTpaHbl Ha3HauYeHus.
cs5 HasBaHwue cTpaHbl Ha3HaveHuA. RU (oTto6paxaeTca AByxOyKBEHHbIN KOA CTpaHbI)
cs6Label Mone ykasbiBaeT Ha MHPopmauuio 06 ||PDU Details
YCTPOWCTBE.
cs6 NHdopmauus 06 ycTpoicTee B {"protocol":"modbus","pdu_severity":0,"pdu_func":"3","pdu_address":0,
dopmate JSON. "mb_value":0,"mb_quantity":0,"mb_payload":"AAIAAA==",
"mb_message":"response"”,"mb_addr":0}
dopmaT ypHana UHcnekTuposaHua SSH
Tun nona Hassanue nonsa Onucaxue Mpumep 3HaueHun
CEF CEF:Version Bepcusa CEF. CEF:0
3aronoBoK
Device Vendor ||[TponssoaunTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source HassaHwue xypHana. ssh
Name TWn UCTOYHMKA. log




Tuvn nona HassaHue nonsa Onwucaxue Mpumep 3HaYeHUn

Threat Level YpoBeHb yrpo3bl MPUIOXKEHHUA. MoxeT npuHumarth 3HayeHun 2, 4, 6, 8, 10 (ycTaHOBNEHHbLIN YPOBEHb
Yrpo3bl, yMHOXEHHbIN Ha 2); Unknown, ecnu kateropva He
onpeaenexa.
CEF rt Bpewms, koraa 6110 nonyyeHo cobbitre:  |[1652344423822
[pacwmpenue] Munnucekynael ¢ 1 Axeapa 1970 roaa.
deviceExternalld|| A, koTopoe 0AHO3HAYHO utmcore@ersthetatica

MAEHTUDULMPYET YCTPOICTBO,
reHepvpytoLLiee 3T0 COBLITHE.

act [eiicTBue, NPUHATOE YCTPOICTBOM B accept

COOTBETCTBUM C HACTPOEHHBIMU

MOMUTUKAMM.
app MpoTOKON NPUKNAAHOrO YPOBHS. SSH nnun SFTP
suser Mma nonb3osartens. user_example (Unknown, ecniv nonb3oBaTenb HEU3BECTEH)
src IPv4 nctounuka tpaduka. 10.10.10.10
spt [MopT ncTouHmKa. MoxeT npvHumaTh 3HaveHuna ot 0 Ao 65535.
smac MAC-aapec UCTOYHMKA. FA:16:3E:65:1C:B4
dst IPv4 anpec HasHayeHua Tpaduka. 194.226.127.130
dpt [MopT Has3HayeHuA. MoxeT npuHumaTh 3HaveHuna ot 0 ao 65535.
cs1lLabel Mone ncnonb3yetca AnAa ykasaHua Rule

cpabaTbiBaHusA npasuna.

csi HassaHue npasuna, cpadartbiBaHue SSH inspection rule
KOTOPOrO BbI3BaNo cobbiTue.

cs2Label Mone ncnonb3yeTca AnA MHAMKALKUKM 30HbI ||Source Zone
NCTOYHMUKa.

cs2 HasBaHue 30HbI UICTOYHMKA. Trusted

cs3Label Mone ncnonb3yetca ana ykasaHua ctpaHbl ||Source Country
UCTOYHMUKa.

cs3 HassaHue cTpaHbl UCTOYHMKA. RU (oToBpakaerca AByxOYKBEHHbIM KOA CTPaHbI)

cs4lLabel Mone ncnone3yetca ana nHanKauum 3oHbl ||Destination Zone
Ha3HavyeHuq.

cs4 HasBaHue 30HbI Ha3HaYeHuA. Untrusted

cs5Label Mone ncnone3yetca ana ykasanua ctpaHbl||Destination Country
Ha3HavyeHuq.

cs5 HassaHwue cTpaHbl Ha3HaveHuA. RU (oToBpaaetca AByxOYKBEHHbIM KOA CTPaHbI)




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

CpaéaTbIBaHMﬂ npasuna.

cs6Label YkasaHue Ha komaHay, nepeasaemyto no [Command
SSH.
cs6 KomaHaa, nepeaasaemas no SSH, B whoami
dpopmare JSON.
dopmart xypHana nHcnexktuposanna SSH CEF Compact:
Twvn nona HassaHue nonsa OnucaHue Mpumep 3HayeHUn
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||[[Tpon3BoanTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source HasBaHwue xypHana. ssh
Name Tun UCTOYHMKA. log
Threat Level YpoBeHb Yrpo3bl MPUNOXEHHUA. MoxeT npuHumartb 3HaveHua 2, 4, 6, 8, 10 (ycTaHOBNEHHbLIN YPOBEHb
Yrpo3bl, yMHOXEHHbIM Ha 2); Unknown, ecnu kateropus He
onpeaenexa.
CEF rt Bpewms, koraa 6bi510 nonyyeHo cobbiTue: 1652344423822
[pacwmpeHune] MunnucekyHasl ¢ 1 auBapa 1970 roaa.
deviceExternalld||Mma, koTopoe 0AHO3HAYHO utmcore@ersthetatica
naeHTMOULMPYeET YCTPOMCTBO,
reHepupytoLee aTo cobbiTHe.
act [encTBre, NPUHATOE YCTPOWCTBOM B accept
COOTBETCTBMM C HACTPOEHHbBIMM
MONUTUKAMM.
app MpoToKON NPUKNaAHOro YPOBHS. SSH wnun SFTP
suser Mma nonb3osartens. user_example (Unknown, ecniv nonb3oBatenb HEU3BECTEH)
src IPv4 nctounuka tpaduka. 10.10.10.10
spt [MopT ncTouHuKa. MoxeT npuHumMaTh 3HaveHuna ot 0 Ao 65535.
smac MAC-aapec UCTOYHMKA. FA:16:3E:65:1C:B4
dst IPv4 aapec HasHayeHuA Tpaduka. 194.226.127.130
dpt [MopT Has3HayeHuA. MoxeT npuHumMaTh 3HaveHuna ot 0 Ao 65535.
cs1lLabel Mone ncnonb3yetca AnAa ykasaHua Rule




Tuvn nona HassaHue nonsa Onwucaxue Mpumep 3HaYeHUn
csi HassaHue npasuna, cpabartbiBaHue SSH inspection rule
KOTOPOro BbI3BaNO COBLITHE.
cs2Label Mone ncnonb3yetca AnA MHAMKALKKM 30HbI ||SrcZone
UCTOYHMKA.
cs2 HasBaHue 30HbI UICTOYHMKA. Trusted
cs3Label Mone ncnonb3yetca ana MHAMKauum 30Hbl ||DstZone
HasHayeHwuA.
cs3 HassaHue 30HbI HasHaueHus. Untrusted
cs4lLabel YkasaHue Ha komaHay, nepesasaemyto no [Command
SSH.
cs4 Komawraa, nepeaasaeman no SSH, B whoami
dpopmare JSON.
dopmaT KypHana 3awuTbl NOYTOBOro Tpaduka
Tuvn nonsa HassaHue nonsa OnucaHue Mpumep 3HauveHuA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoOK
Device Vendor |[[Tpou3BoauTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source Twn xypHana. mailsecurity
Name Tun UCTOYHMKA. log
Threat Level YpoBEHb Yrpo3bl MPUNOXEHHUA. MoxeT npuHumaTb 3HadeHus 2, 4, 6, 8, 10 (ycTaHOBNEHHbIN
YPOBEHb Yrpo3bl, yMHOXEHHbIA Ha 2); Unknown, ecnu
KaTeropua He onpeaeneHa.
CEF rt Bpewms, koraa 61510 Nony4eHo cobbiTue: 1652344423822
[paclumpeHue] Munnucekynael ¢ 1 AanBapa 1970 roaa.
deviceExternalld|| A, koTopoe 0AHO3HAYHO MAEHTUdULMPYET utmcore@einersonstal
YCTPOMCTBO, reHepHpytoLLee 3T0 cobbiTHe.
act [leiicTBre, BbINOSTHEHHOE YCTPOMCTBOM B mark
COOTBETCTBMM C HACTPOEHHBIMM MOSTMTUKAMM.
app MpoToKon NpMKNaaHOro ypoBHS. SMTP
suser Wma nonb3osarens. user_example (Unknown, ecrin nonb3oBaTesnb HEU3BECTEH)
src IPv4-aapec uctoyHuka. 10.10.10.10



mailto:utmcore%2540einersonstal

Tvn nonsa

HasBaHue nonsa

OnucaHuve

Mpumep 3HaueHun

spt [MopT ncTouHMKa. MoxeT npuHumaTb 3HaveHuna ot 0 ao 65535.
dst IPv4-aapec HazHaueHus. 10.10.10.10
dpt [MopT Ha3HaueHuA. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
in KonunuecTBo nepeaaHHbix BXoAALMUX 6aiToB; 10
[laHHble NepeatoTCcA B HaNPaBieHUn UCTOYHUK
— HasHaueHue.
out KonuuecTBo nepeaaHHbIx UcxoaALwmx 6anTos; 10
[aHHble NepealoTcA B HanpasneHnn
HasHaYeHUe — UCTOUHMK.
cs1lLabel Mone ncnone3yetca AnA ykasaHua Ha3BaHUA Rule
npasuna.
csi HassaHue npasuna 3awutel noytoBoro Tpadwka. |[Mail security rule
cs2Label Mone ncnonb3yeTca AnA yKasaHMA 30HbI Source Zone
UCTOYHMKA.
cs2 30Ha UCTOYHMKA. Untrusted
cs3Label Mone ucnonb3yetca AnA MHAUKALWKU CTPaHBbI Source Country
UCTOYHMKA TpaduKa.
cs3 CtpaHa ucTouHuKa TpaduKa. RU (oToBpaxaeTca AByxOyKBEHHbIN KOA CTPaHbl)
cs4lLabel Mone ncnonb3yeTcA ANA yKasaHMA 30HbI Destination Zone
HasHauyeHus TpadmKa.
cs4 HasBaHue 30Hbl HasHayeHUa Tpaduka. Untrusted
cs5Label Mone ucnonb3yeTca AnNA MHAUKALWKU CTPaHBbI Destination Country
HasHauyeHuUAa TpadmKa.
cs5 CtpaHa HazHaueHus. RU (oTobpaxaeTca AByxOyKBEHHbIN KOA CTPaHbl)
cs6Label [Mone ucnonb3syeTtcA ANA yKasaHUA NOYTOBOrO To
afpeca nonydarens.
cs6 Email nonyvarens. receiver@example.com
flexString1Label ||[one ncnonb3yeTtca aAnA ykazaHuA No4TOBOroO From

ajjpeca oTnpaBuTenda.

flexString1 Email otnpasutens. sender@example.com
cnilabel Mone ucnonbayeTtcA AnA ykasaHua konuuectsa ||Packets sent
nepeAaHHbIX NakeToB B HaNPaBeHUN UCTOYHUK
— HasHaueHwue.
cni KonunyecTBo nepeaaHHbIX NakeTos B 3

HanpasfeHUN UCTOYHUK — HasHa4vyeHue.



mailto:receiver%2540example.com
mailto:sender%2540example.com

Tvn nonsa

HasBaHue nonsa

OnucaHuve

Mpumep 3HaueHUA

HanpasB/ieHMN Ha3Ha4YeHNne — UCTOYHUK.

cn2Label Mone ncnonb3yetca anA ykasauua konuyectesa ||Packets received
nepefaHHbIX NakeToB B Hanpas/eHUn
Ha3Ha4YyeHne — UCTOYHMUK.

cn2 KonunyecTBo nepeaaHHbIX NakeTos B 1

dopmart xypHan

a 3alMTbl NOYTOBO!

ro padpuka CEF Compact:

Tuvn nona HassaHue nonsa OnwucaHue Mpumep 3HaveHUnA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||[lpoussoanTtens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source Tun xypHana. mailsecurity
Name Tun UCTOYHMKA. log
Threat Level YpoBeHb Yrpo3bl MPUIOXEHHUA. MoxeT npuHumaTb 3HadeHus 2, 4, 6, 8, 10 (ycTaHOBNEHHbIN
YPOBEHb Yrpo3bl, YMHOXEHHBIN Ha 2); Unknown, ecrin
KaTeropua He onpejesneHa.
CEF rt Bpewms, koraa 6bi510 nonyyeHo cobbiTue: 1652344423822
[pacwmpeHune] MunnucekyHasl ¢ 1 auBapa 1970 roaa.

deviceExternalld

MMA, KOTOPOE 0AHO3HAYHO MAEHTUDULMPYET
YCTPOMCTBO, reHepupyHoLLiee 3T0 CoBLITHe.

utmcore@einersonstal

AaHHble NepeaaroTcA B HanpaBneHnu
HasHa4YyeHne — UCTOYHHUK.

act [lefcTBre, BLINOTHEHHOE YCTPOWUCTBOM B mark

COOTBETCTBMM C HACTPOEHHBIMM MOSTUTUKAMM.
app MpoToKON NPUKNaAHOro YPOBHS. SMTP
suser Mma nonb3osarens. user_example (Unknown, ecrniu nonb3oBaTesnb HEU3BECTEH)
src IPv4-aapec UCTOYHMKA. 10.10.10.10
spt [MopT “cTouHMKa. MoxeT npuHUmMaTh 3HaveHuns ot 0 Ao 65535.
dst IPv4-aapec HasHauyeHua. 10.10.10.10
dpt [MopT Has3HayeHuA. MoxeT npuHumMaTh 3HaveHuna ot 0 Ao 65535.
in KonnuecTBo nepeaaHHbIx BXoAALLMX 6aiToB; 10

[laHHble NepesatoTcA B HanpaBneHnn UCTOYHNUK

— HasHaueHue.
out KonnuecTBo nepeaaHHbIx UcxoaALwmx 6anTos; 10



mailto:utmcore%2540einersonstal

Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

cs1lLabel Mone ncnonb3yetca AnA ykasaHua Ha3BaHKA Rule
npasuna.
csi HassaHue npasuna 3awutel noytosoro Tpadwmka.||Mail security rule
cs2Label Mone ncnonb3yeTca AnA yKasaHMA 30HbI SrcZone
UCTOYHMKA.
cs2 30Ha MCTOYHHMKA. Untrusted
cs4lLabel Mone ncnonb3yeTca AnA yKasaHMA 30HbI DstZone
HasHayeHua TpapuKa.
cs4 HasBaHue 30HbI HazHauyeHua Tpaduka. Untrusted
cs5Label Mone ncnonb3yetcA AnA ykasaHua NMOYTOBOrO From
afpeca oTnpasuUTens.
cs5 Email otnpaButens. sender@example.com
cs6Label Mone ucnonb3yeTtca AnA ykasaHUA NOYTOBOrO To
afpeca nonyyarens.
cs6 Email nonyuarens. receiver@example.com

dopmart mypHana coObITUI KOHEUHbIX YCTPOWCTB

Twvn nona HasBaHue nonsa OnucaHue Mpumep 3HaveHUn
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||[[Tpon3soauTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source Tun xypHana. endpoint_log
Name Tun UCTOYHMKA. log
Severity BaxHOCTb COBbITHSA. MoxeT npMHMMaTh 3HaYeHus:
« 1—error;
« 2 — warning;
+« 3—info;
« 4 — audit success;
« 5— audit failure.
CEF rt Bpewms, koraa 6b110 nosnyyeHo cobbiTue: 1652344423822
[pacwmpenue] munnucekyHael ¢ 1 ausapa 1970 roaa.



mailto:sender%2540example.com
mailto:receiver%2540example.com

Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

deviceExternalld

NaeHTudurkatop ycTponcTsa,
CreHepupoBaBLLEero aTo cobbiThe.

35fb5820-74db-4eac-b05b-d01bc284c4e8

msg Moapo6Hana uHpopmauma o coBbITUM. CoctosaHne Windows Defender ycnewHo nameHeHo Ha
SECURITY_PRODUCT_STATE_ON.
suser Wma nonb3osarens. Admin
cs1lLabel Mone ncnonb3yetca AnA ykasaHua endpointld
naeHTUdUKaTOpPa KOHEYHOTO YCTPOHCTBA.
cs1 MNaeHTMdMKaTOp KOHEUHOro yCTponCcTBa 35fb5820-74db-4eac-b05b-d01bc284c4e8
Unu ceHcopa.
cs2Label Mone ncnone3yetca ana MHAMKaLuUn umenn |lendpointName
KOHEYHOr0 YCTPOWCTBA MU CEHCOopa.
cs2 Mma koHeuHoro ycTpoiicTBa unu ceHcopa. ||[DESKTOP-0731NFQ
cs3Label Mone ucnone3yetca anA ykasanua Ha Tvn  ||logLevel
coObITHA.
cs3 Tun cobbITuA. Ayaut ycnexa, Mpeaynpexaenve, Ceenexuns, AyauT oTkasa,
Owwmnbka
cs4Label Mone ncnonb3yetca AnA ykasaHua logCategoryString
KaTeropuu cobbITus.
cs4 Kateropwus cobbiTus. Special Logon
cs5Label Mone ucnonbayetca aAnA uHAMKaumn tTuna  ||logFile
KypHana.
cs5 Twn XypHana, coaepxaliero BaxHyr Security (pann xypHana 6esonacHocTy), Application (¢pain
MHMOPMaLMIO O NPOTrPaMMHbIX U )KypHana npunoxeHui), System (dain cucTeMHoro xypHana),
annapaTtHblX COObITUAX. Windows PowerShell
cs6Label Mone ncnonb3yeTca ANA yKasaHWA Ha sourceName
UCTOYHMK XypHana coBbITHN.
cs6 MCTOYHMK XypHana cobbITii. Microsoft-Windows-Security-Auditing
cnilabel Mone ucnone3yetca anA uHankauun koaa  ||logEventCode
CcOOBbITHA XypHana.
cni Koa cobbiTus xypHana. 1154
cn2Label [Mone ucnonbayeTtcA AnNA yKkasaHuA Ha logEventid
UAeHTUPUKATOP COBLITHA.
ch2 NaeHTudUKaTOp cobbiTHA. 10016
cn3Label Mone ucnonesyetca ana uHankaumn tuna  |(|logEventType

cobbITUA nora.




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

ch3

Twn coBbiTus nora.

1 (error), 2 (warning), 3 (information), 4 (audit success), 5 (audit
failure).

flexString1Label

Mone ncnonb3yeTcA AnAd MHAUKaunu CTPOKKU
BCTaBKW.

insertionString

flexString1 CTpoKka BCTaBky - AaHHble 6noka EventData |[Windows DefenderSECURITY_PRODUCT_STATE_ON
co6biTa Windows.
¢opmaT KypHana npaBuil KOHEeYHbIX yCTpOﬁCTB
Tuvn nona HassaHue nonsa OnucaHue Mpumep 3HayeHuA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoOK
Device Vendor ||[lpoussoaunTtens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source Tun xypHana. endpoint_log
Name Tun UCTOYHMKA. log
Threat Level YpoBeHb yrpo3bl kateropun URL. MoxeT npuHumaTb 3HadeHus 2, 4, 6, 8, 10 (ycTaHOBNEHHBIN
YPOBEHb Yrpo3bl, YMHOXEHHBIN Ha 2); Unknown, ecnin kaTeropusa
He onpeAaeneHa.
CEF rt Bpewms, koraa 61510 nony4eHo cobbiTue: 1652344423822
[paclumpenue] MunnucekyHabl ¢ 1 AaxBapa 1970 roaa.

deviceExternalld

NaeHTUdUKaTOp yCTPOICTBa,
CreHepupoBaBLLEro 310 CoBbITHE.

35fb5820-74db-4eac-b05b-d01bc284c4e8

act [encTBre, NPUHATOE YCTPOWCTBOM B accept
COOTBETCTBUM C HACTPOEHHBIMU MOSIUTUKAMM.
proto Mcnonb3yemblit NPOTOKON 4-r0 YPOBHS. TCP
shost Mwma xocTa. www.google.com
src IPv4 nctounuka tpaduka. 10.10.10.10
spt MopT ncTouHuKa. MoxeT npvHMmMaTh 3HaveHuna ot 0 Ao 65535.
dst IPv4 aapec HasHayeHuA Tpaduka. 194.226.127.130
dpt [MopT Has3HayeHuA. MoxeT npvHMmMaTh 3HaveHuna ot 0 Ao 65535.
filePath Mpunoxexue, K kKOTopoMy Bbio NpumereHo  ||C:\\Program Files (x86)\\Microsoft\Edge\\Application\\msedge.exe

npaBunIIo MeXCeTeBOoro aKpaHa.




Tvn nonsa

HasBaHue nonsa

OnucaHuve

Mpumep 3HaueHUn

cs1lLabel Mone ncnonb3yetca AnA ykasaHua endpointld
naeHTMdUKaTOpa KOHEUHOro yCTponcTBa.

cs MaeHTndpmkatop koHeuHoro yctpowncTea unu ||35fb5820-74db-4eac-b05b-d01bc284c4e8
ceHcopa.

cs2Label Mone ncnonb3yetca AnA ykasaHua Ha MvA endpointName
NetBIOS koHeuHoro yctponcrsa.

cs2 Mma NetBIOS koHeuHoro ycTpoiicTsa. DESKTOP-0731NFQ

cs3Label Mone ncnonb3yetca anAa ykasanua npasuna, |([Rule
cpabaTbiBaH1e KOTOPOro CO3Aaso 3anuch B
)KypHane.

cs3 HasBaHwue npasuna. Test rule name

3anpawmsaemoro URL-azpeca.

flexString1Label ||[one ykasbiBaeT Ha TMN KOHTEHTA. Media type
flexString1 TWn KOHTEHTa. text/html
flexString2Label ||[one ykasbiBaeT Ha kaTeroputo Categories

flexString2

Kareropua URL.

Computers & Technology

dopmar xypHan

a npasun KoHeuHbIx ycTpoicts CEF Format:

Twvn nonAa HassaHue nonsa OnucaHue Mpumep 3HaueHuA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor |[[poussoanTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source Tun xypHana. endpoint_log
Name Tun UCTOYHMKA. log
Threat Level YposeHb yrposbl kateropun URL. MoxeT npuHumaThb 3HadeHus 2, 4, 6, 8, 10 (ycTaHOBNEHHBIN
YyPOBEHb Yrpo3bl, yMHOXEHHbIA Ha 2); Unknown, ecnu kateropusa
He onpeaesneHa.
CEF rt Bpewms, koraa 61510 Nony4eHo cobbiTue: 1652344423822
[paclumpeHue] Munnucekynabl ¢ 1 Aneapa 1970 roaa.
deviceExternalld||MaeHTudukatop yctponcTsea, 35fb5820-74db-4eac-b05b-d01bc284c4e8
CreHepMpoBaBLLETo 3TO COObITHE.
act [encTene, NPUHATOE YCTPOWCTBOM B accept
COOTBETCTBMU C HACTPOEHHbLIMU NONUTUKAMMU.




Tvn nonsa

HassaHue nonsa OnucaHue Mpumep 3HauyeHunA
proto Mcnonb3syemblit NPOTOKON 4-r0 ypOBHA. TCP
shost Mma xocTa. www.google.com
src IPv4 uctounvka tpaduka. 10.10.10.10
spt [MopT ncTouHuKa. MoxeT npuHumaTh 3HaueHus ot 0 go 65535.
dst IPv4 anpec HasHauyeHua Tpaduka. 194.226.127.130
dpt [MopT Ha3HaueHuA. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
filePath Mpunoxexue, K KOTOpoMy Obio NpumereHo  ||C:\\Program Files (x86)\\Microsoft\\Edge\\Application\\msedge.exe
npaBnI0 MEXCETEBOroO 3KpaHa.
cs1lLabel Mone ncnonb3yetca AnA ykasaHua endpointld
naeHTMdUKaTOpa KOHEUHOro YCTPOMCTBa.
cs1 NaeHTudmKaTop koHeuHoro yctpowcTea unu ||35fb5820-74db-4eac-b05b-d01bc284c4e8
ceHcopa.
cs2Label Mone ncnonb3yeTcA ANA ykasaHua Ha UMA endpointName
NetBIOS koHeuHoro yctponcraa.
cs2 Mma NetBIOS koHeuHoro ycTpoiicTBsa. DESKTOP-0731NFQ
cs3Label [Mone ucnonb3ayeTtca AnA ykasaHua npasuna, |(|Rule
cpabatbiBaHWe KOTOPOro Co3Aaso 3anuch B
KypHane.
cs3 HassaHnue npasuna. Test rule name

dopmar XKypHana npUIoMeHUH KOHEUHbIX YCTPOWUCTB

Tun nonAa HasBaHue nonsa OnucaHue Mpumep 3HaveHun
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||[lpoussoanTtens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source Twn xypHana. endpoint_applications
Name Tun UCTOUHMKA. log
Threat Level 3HaueHue no ymosnyaHuio. 0
CEF rt Bpems, korza 6b110 NonyyeHo cobbiThe: MUNMTUCEKYHALI C (1652344423822
[paclumpenue] 1 aHBapAa 1970 roaa.




[pacumpeHue]

anBapa 1970 roaa.

Tun nonAa HasBaHue nonsa OnucaHue Mpumep 3HaveHun
deviceExternalld||MiaeHTndukatop ycTporcTea, CreHepupoBasLLEro 310 35fb5820-74db-4eac-b05b-d01bc284c4e8
coObiTHe.
act [Lenctaure (3anycKk Unu OCTaHOBKa NPUIOXKEHHUA). start, stop
suser Monb3osarens. DESKTOP-0731NFQ\User
filePath Pacnonoxenue daina. C:\\Windows\\system32\\cmd.exe
spid WaeHTudukatop npouecca. 3860
fileHash XaLU NPUNOXEHMA. B4979A9F970029889713D756C3F123643DDE73DA
cs1lLabel Mone ncnonb3yeTtca AnA ykasanua naeHTudukaropa endpointld
KOHEYHOro yCTpoWcTBa.
csi NAaeHTUdMKaTOP KOHEUHOro YCTPOWCTBA. 35fb5820-74db-4eac-b05b-d01bc284c4e8
cs2Label Mone ncnone3yetca ana ykasanua Ha uma NetBIOS endpointName
KOHEYHOro YyCTPOWCTBA.
cs2 Mma NetBIOS koHeuHoro ycTpoiicTsa. DESKTOP-0731NFQ
cs3Label [Mone ucnonb3yeTtca ANA MHAMKALWMM KOMAaHAHOM CTPOKK. |lcmdLine
cs3 3anpoc KOMaHAHOM CTPOKM. C:\\Windows\\system32\\sc.exe start w32time
task_started
cs4Label Mone ncnonbayeTca AnA ykasaHua naeHTuduxkaropa sessionld
ceccun.
cs4 MaeHTudmMKaTop ceccuu. 1656395717
dopmat KMypHana annapaTypbl KOHEYHbIX YCTPOUCTB
Twvn nonAa HasBaHue nonsa OnucaHue Mpumep 3HaueHunA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor [MponssoanTens npoaykra. UserGate
Device Product Tun npoaykta. NGFW
Device Version Bepcua npoaykra. 7
Source Tun xypHana. endpoint_hardware
Name Tun UCTOYHMKA. log
Threat Level 3HaueHue No yMonyaHuio. 0
CEF rt Bpewms, koraa 6b110 nony4eHo cobbiTue: MunncekyHabl ¢ 1 (|1652344423822




Tvn nonsa

HasBaHue nonna

OnucaHue

Mpumep 3HaueHun

deviceExternalld

MaeHTudmKaTop ycTponcTea, CreHepupoBasLLEro 310
coBbIThe.

35fb5820-74db-4eac-b05b-d01bc284c4e8

act

LlencTare (NOAKIOYEHNE UK U3BSIEYEHUE YCTPOMCTBA).

add_device, remove_device

sourceServiceName||Oparisep Windows, o6ecneunBatoLLnii B3anmoaencTeme USBHUB3
KOMIblOTEPa C 060PYA0BAHWMEM/YCTPOWCTBOM.
cs1lLabel [Mone ncnonb3yetca Ana ykasaHua naeHtudukaropa endpointld
KOHEYHOr0 YCTPOMCTBA.
cs MaeHTndmKaTop KOHEUYHOro yCTPOHCTBa. 35fb5820-74db-4eac-b05b-d01bc284c4e8
cs2Label [Mone ncnone3yetca ana ykasaHua Ha uma NetBIOS endpointName
KOHEYHOr0 YCTPOMCTBA.
cs2 Mma NetBIOS koreuHoro ycTpoicTtaa. DESKTOP-0731NFQ
cs3Label [Mone ncnonb3yetca AnA ykasaHua naeHTuduKkaropa deviceld
NOAKII0YAEMOro/U3BIIEKAEMOro yCTPOUCTBa.
cs3 MaoeHTudumkaTop ycTponcTea. USB\\VID_0EOF&PID_0002\\6&201153C1&0&8
cs4lLabel [Mone ncnonb3yeTca ANA MHAMKALKUM UMEHMN YCTPOWCTBA. deviceName
cs4 HassaHue ycTpoicTea. Kingston DataTraveler 2.0 USB Device

dopmat ypHana syslog

Tuvn nonna HassaHue nonsa OnucaHue Mpumep 3HaveHUn
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||[[Tpon3soanTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source HassaHwue xypHana. syslog
Name Tun UCTOYHMKA. log




Tvn nonsa HasBaHue nonsa

OnucaHue

npumep 3Ha4yeHuA

Threat Level

YpoBeHb yrposbl.

Moxet NPUHUMATb 3HAYEeHUA:

« 0 — emergencies;

o 1 — alerts;
e 2 — critical;
¢ 3 —errors;

« 4 —warnings;
« 5 — notifications;
« 6 — informational;

e 7 — debugging.

naeHTMdULMpyeT YCTPOMCTBO,
reHepvpytoLlee 310 cobbiThe.

CEF rt Bpems, korga 6b110 nonyyeHo 1701085036026
[pacwmpeHune] CcoObITHE: MUNITMCEKYHALI C 1 AHBapsA
1970 rona.
deviceExternalld||mA, koTopoe 0AHO3HAYHO utmcore@ntoorereaeda

KOTOPOro Bbi3Basro cobbiTHe.

msg OnucaHnve cobbiTus. [3603:3603:1128/175000.938565:ERROR:CONSOLE(6)]
"console.assert", source: devtools://devtools/bundled/devtools-
frontend/front_end/panels/console/console.js (6)
cnilabel [Mone ucnonb3ayeTtca AnA ykasaHua Facility
TUMNa UCTOYHMKA COOLITUI syslog.
Moapo6Hee o 3HaueHuax syslog facility
cmoTpute B REC 5424.
cni Tun ucTouHuka cobbiThi syslog. 1
Hanpwumep, user-level messages.
cs1lLabel Mone ncnonb3yetca AnAa ykasaHua Hostname
MMEHM YCTPOWCTBA, Ha KOTOPOM
MpOoM130LLI0 COBLITHE.
csi MmA komnbloTepa, Ha KOTOPOM node1
Mpou130LLIo coBbITHE.
cs2Label [Mone ucnonb3ayeTtcaA AnA ykasaHuA Tag
MPUNOXEHMA, BbI3BaBLLETO COObLITHE.
cs2 Mpunoxexue, Boi3BaBLLee cobbITUE.  [[org.gnome.Shell.desktop
cs3Label Mone ncnonb3yeTtca AnA ykasaHua ProcessID
uaeHTUdUKaTopa npoLecca cobbITHA.
cs3 PID npouecca Bbi3BaBLuero cobuitue. (3036
cs4lLabel Mone ncnonb3yetca AnA ykasaHua Rule
cpabaTbiBaHuA Npasuna.
cs4 HassaHwue npaeuna, cpabatbiBaHne Example — Allow user-level messages

®dopmat KypHana RADIUS



https://datatracker.ietf.org/doc/html/rfc5424

Tun nonsa

HasBaHue nonsa

OnucaHue

MNpumep 3HauyeHUn

reHepvpytoLyee 310 cobbiTue.

CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||lpov3sBoanTens npoaykTa. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source HassaHwue xypHana. radius
Name Tun UCTOYHMKA. log
Threat Level YpoBeHb yrpossbl. MoxeT npuHUMAaTL 3HAYEHUA:
« 0 — emergencies;
« 1 —alerts;
» 2 — critical;
+« 3—errors;
« 4 — warnings;
« 5 —natifications;
» 6 — informational;
» 7 — debugging.
CEF rt Bpewms, koraa 6b110 nonyyeHo cobbiTue: MunncekyHabl ¢ 1 ansaps |[1701085036026
[pacumpeHue] 1970 ropa.
deviceExternalld||/ivA, koTopoe 0AHO3HAYHO MAEHTUDULMPYET YCTPOMCTBO, utmcore@ntoorereaeda

act Crartyc nonb3oBatensa (acct_status_type). start, stop, interim update, accounting-on,
accounting-off
Unknown, ecnn nonsosaTesib HEM3BECTEH.

suser MmA nonb3osatens.

src_ip IP-aapec UCTOYHMKA, OTKyAa NPULLO COOBLLEHME. 192.168.57.4

dst IP-anpec NAS, aBTOpr30BaBLLErO NONb30BaTENA. 172.16.1.4

dvc IP-aaapec nonbsosatens (framed ip address). 192.168.57.29

csiLabel [Mone ucnonb3yeTcaA AnA ykasaHUA rpynnbl, B KOTOPOW COCTOUT user groups

nosib3oBaTesb.
cs1 CTpoKa rpynn B KOTOPbIX COCTOUT NOSb3oBaTesb. test_group

dopmart wypHana UserID

Tvn nonsa

HasBaHue nonsa

OnucaHue

npumep 3Ha4YeHuA

CEF
3aronoBoK

CEF:Version

Bepcua CEF. CEF:0




Tuvn nona HassaHue nonsa OnucaHue Mpumep 3HaveHUn
Device Vendor ||[lpoussoaunTtens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source HasBaHwue xypHana. userid
Name Tun UCTOYHMKA. log
CEF rt Bpems, korga Obis10 NonyyeHo cobbiTUe: 1701085036026
[pacwumpeHune] munnucekyHael ¢ 1 auBaps 1970 roaa.
deviceExternalld||ma, koTopoe oaHO3HAUHO naeHTUdULMPYET |lutmcore@ntoorereaeda
YCTPOMCTBO, reHepHpytoLLee 3TO COBbITHE.
act LeictBue, NPUHATOE YCTPOWCTBOM B login
COOTBETCTBMU C HACTPOEHHbLIMU NONMTUTUKAMM.
reason MpuumnHa, No KOTOpPoM BbINo co3aaHo {"user_groups_sids"["S-1-5-21-3795870133-5220325-
coObiTHe. 2125745684-513","S-1-5-21-3795870133-5220325-2125745684-
512",
"user_sid":"S-1-5-21-3795870133-5220325-2125745684-
1103","login":"user1","domain":"DEV","event_id":4624}
suser MmA nonb3oBatens. user1 (Unknown, ecnu nonb3oBatesib HEU3BECTEH)
src IPv4 uctouHvka tpaduka. 10.10.0.11
cs1lLabel Mone ncnonb3yetca AnAa ykasaHua Rule
cpabaTbiBaHusA npasuna.
csi HassaHue npasuna, cpabatsiBaHue kotoporo ||dev.local

BbI3BasIO COBLITHE.




AKcnopT wypHanos B ¢opmaTte JSON

Documentation: ¥
Product: SIEM
Version: 7.1.x

OnucaHuWe wypHana cobbiTui

HasBaHue nonna

OnucaHue

Mpumep 3HaueHun

timestamp Bpemsa nonyyenus coBbiTuA B hopmarte: yyyy-
mm-ddThh:mm:ssZ.

2022-05-12T08:11:46.15869Z

node MmA, KoTopoe 0AHO3HAYHO naeHTUdULMpyeT utmcore@ersthetatica
YCTPOMCTBO, reHepHpytoLLee 3T0 cobbiTHe.
ip_address IPv4-anpec UCTOYHMKA COBLITUSA. 192.168.174.134
attributes LeTanu cobbitna B popmate JSON. {"rule"{"logrotate":12,"attributes":{"timezone":"Asia/Novosibirsk"},"id":"66f9de9f-
d698-4bec-b3b0-bab5b46d3608","name":"Example log export ftp"}
event_type Tun cobbITuA. logexport_rule_updated

event_severity BaxxHOCTb COBbLITHA.

(KPUTHUYHBIE).

info (MHdopMaLMOHHLIe), warning (npeaynpexaeHus), error (owmnbku), critical

event_origin Moaynb, B KOTOPOM MPOM3OLLIIO COBbITHE. core

event_component||KoMMNOHeHT, B KOTOPOM Npou3oLwno cobbiTue.  |[console_auth

user Mma nonb3oBaTens.

b

{"guid":"37333739-3733-3734-3635-366400000000","name":"System","groups":

OnucaHue wypHana se6-goctyna

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

C HACTPOEHHbIMW NONTUTUKAMMU.

timestamp Bpems nonyyexus cobbiTva B popmarte: yyyy-mm-  ||2022-05-12T08:11:46.15869Z
ddThh:mm:ssZ.
ion MaeHtudukartop ceccuu. a7a3cd49-8232-4f1a-962a-3659af89e96f (ecnu
System: 00000000-0000-0000-0000-000000000000)
node MmA, KOTopoe 0AHO3HAYHO naeHTudULMpyeT utmcore@ersthetatica
YCTPOMCTBO, reHepHpytoLLee 3TO CoBbITHE.
reasons MpuyumnHa, No KOTOPOK BbINO co3aaHo cobbiTue, "url_cats":[{"id":39,"name":"Social
HanpuMep, NpUUYMHa BIIOKUPOBKM canTa. Networking","threat_level":3}]
proto Mcnonb3yemblii NPOTOKON 4-r0 YPOBHA. TCP
host Mma xocTa. www.google.com
action [evicTBre, NPUHATOE YCTPOWCTBOM B cooTBeTCTBMM |[block




HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

bytes_sent KonunyecTBo 6aiToB, nepesaHHbIX B HanpaeneHnn  ||52
UCTOYHUK — Ha3Ha4yeHue.

bytes_recv KonunyecTBo naxkeToBs, nepeaaHHbix B Hanpasnexdun ||100
Ha3Ha4YyeHne — UCTOYHMUK.

packets_sent KonunyecTBo nakeTos, nepeaaHHbIX B HanpasnexHun ||2
UCTOYHUK — Ha3Ha4yeHue.

packets_recv KonuuecTBo 6aiToB, NepedaHHbIX B Hanpaenexuu  ||5
Ha3Ha4YyeHne — UCTOYHMUK.

request_method MeTtoa, ncnone3yemeiii ana aoctyna k URL-aapecy ||GET

(POST, GET n 1.n.).

url Mone conepxut URL-aapec 3anpalumMBaemoro http://www.secure.com
pecypca ¢ ykasaHWeM WUCrosnb3yemMoro NpoToKona.
media_type Tun KOHTEHTA. application/json

status_code

Koa otBeta HTTP.

302

http_referer

URL ucTouHuka 3anpoca (pedpepep HTTP).

https://www.google.com/

decrypted Mone ykasbiBaeT BbIN0 U coaepkMmoe true, false
pacmndposaHo.
useragent Useragent nonb3oBaTtenbcKoro 6paysepa. Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:96.0)
Gecko/20100101 Firefox/96.0
application id NaeHTMdMKaTOP NPUNOXeHHA. 20
name Hassanue npunoxenua. Youtube
threat_level ||YpoBseHb yrposbl npunoxexus. 0
app_protocol||[TpoTokon NpuKIaaHOro YpoBHA M €ro BEPCHA. HTTPV1.1"
url_categories||id MaeHTUdMKaTOp KaTeropmu, kK KOTOpo oTHocutcA (39
URL.
threat_level YposeHb yrposbl kateropun URL. MoxeT npuHumaTh 3Ha4YeHUA:
e 1 — OueHb HU3KKK.
o 2 — HU3KUA.
o 3 — cpeaHui.
e 4 — BbICOKUHN.
e 5 — OueHb BBICOKMIA.
name HasBaHwue kateropuu, k kotopor otHocutca URL. Social Networking
source zone |(guid YHWKanNbHbIA MAEHTUPUKATOP 30HBI UCTOYHMKA d0038912-0d8a-4583-a525-e63950b1da47
Tpaduka.



http://www.secure.com
https://www.google.com/

HasgaHue nona OnucaHue MNpumep 3HaueHun
name HasBaHue 30HbI UICTOYHMKA. Trusted
country CtpaHa 1ncTouHuka Tpaduxa. RU (oTo6paxaetca AByxOYyKBEHHbIH KOA CTPaHbI)
ip IPv4-aapec uctouHumka. 10.10.10.10
port MopT ncTouHMKa. MosxeT npuHumatb 3HaueHua ot 0 o 65535.
mac MAC-aapec UcTouH1Ka 01:23:45:67:89:AB
destination zone |(guid YHWKanbHbIA MAEHTUOUKATOP 30HbI HA3HAUYEHUA 3c0b1253-f069-4060-903b-5fec4f465db0
Tpadpuka.
name HasBaHue 30Hbl HazHaueHuA Tpaduka. Untrusted
country CrpaHa HasHaueHus. RU (oTo6paxaetca AByxOYKBEHHbIH KOA CTPaHbI)
ip IPv4-aapec HazHaueHuA. 192.168.174.134
port MopT Has3HaueHuA. MosxeT npuHumatb 3HaueHus ot 0 o 65535.
mac MAC-aapec HasHayeHus. 01:23:45:67:89:AB
rule guid YHUKanbHbIA MAEHTUOMKATOP Npasuna, f93da24d-74f9-4f8c-9e9b-8e6d02346b4
cpabaTbiBaHKe KOTOPOro BbI3BAO CO3AaHNUE
coObITHA.
name Hassanue npasuna. Default allow
type Tun cpadoTasLuero npasuna.
user guid YHUKaNbHLIN MOASHTUDUKATOP Nosb3oBartens. a7a3cd49-8232-4f1a-962a-3659af89e96f
name MmA nonb3oBatens user_name
groups||guid YHUKaNbHbIA MAEHTUHMKATOP rPYyNMbl, B KOTOPOWH 919878b2-e882-49ed-3331-8ec72c3c79ch
COCTOMT nosib3oBatesib.
name HassaHnwue rpynnbl, B KOTOPOW COCTOUT Default Group
nonb3oBaterb.
OnucaHue wypHana DNS
HasBsaHue nonsa Onucaxue Mpumep 3HauyeHuA
timestamp Bpemsa nonyyeHns coBbiTHA B 2022-05-12T08:11:46.15869Z
dopmare: yyyy-mm-
ddThh:mm:ssZ.
n NaeHTudmMKaTop ceccuu. 00000000-0000-0000-0000-000000000000
node MmsA, KoTopoe 0AHO3HAYHO utmcore@ntoorereaeda
naeHTMdULMPYeT YCTPOMCTBO,
reHepupytoLee 310 cobbITHe.




HasBaHue nonsa

OnucaHue

Mpumep 3HaueHUa

reasons MpuunHa, No KoTopoit Bbio {"url_cats":[{"id":37,"name":"Search Engines & Portals","threat_level":1}]}
co3faHo cobbiThe, Hanpumep, url
KaTeropua, Ha KOTopbIX
cpaboTano npasuso.
proto Mcnonb3syemblii npoTokon 4-ro UDP
YPOBHA.
host Mma xocTa. google.com
data Mone ncnone3yetca ana ykasanua||{"question":[{"domain":"google.com","type":"A","class":"IN"}],

nepenaBaemMblX AaHHbIX.

"answer":
[{"domain":"google.com","type":"TXT","class":"IN","tt|":5,"data":"Blocked"},
{"domain":"google.com","type":"A","class":"IN","ttl":5,"data":"10.10.0.1"}]}

url_categories||id UaeHTudpukaTop cpaboTaBLuen 37
URL-kateropuu.
threat_level YpoBeHb yrpossl cpaboTasLuei MoxeT npuHUMAaTL 3HaYeHUA:
KaTeropuu.
e 1 — OYeHb HU3KKH.
o 2 — HU3KUK.
o 3 — cpeaHuii.
o 4 — BbICOKMA.
» 5 — OYeHb BbICOKMA.
name HassaHue Search Engines & Portals
cpaboTaBLUEN KATErOpUK.
action [ewncTere, NpuHATOE block
YCTPOWCTBOM B COOTBETCTBUM C
HaCTPOEHHBLIMU MOIUTUKAMM.
application id NaeHTUdMKaTOP NPUIOXeHKA. 5
name Hassanue npunoxeHua.
threat_level ||YpoBeHb yrpo3bl NpunoxeHus. 0
app_protocol||lpoTokon npuknaaHoro ypoeHaA. |[DNS
source zone ||(guid YHUKanbHbIA MAEHTUDMKATOP d0038912-0d8a-4583-a525-e63950b1da47
30Hbl UCTOYHMKA TpadHKa.
name HasBaHue 30HbI UICTOYHUKA Trusted
TpapuKa.

country HasBaHue cTpaHbl UCTOYHMKA. RU (oTobpaxaeTca AByxOyKBEHHbIN KOA CTpaHbl)
ip IPv4-agpec uctounuka Tpaduka. |((10.10.10.10

port [MopT “cTOUHMKA. MoxeT npuHUmMaTh 3HaveHuna ot 0 Ao 65535.
mac MAC-aapec UCTo4HMKa. 01:23:45:67:89:AB




HaspaHue nonsa Onwucaxue Mpumep 3HauyeHunA
destination zone |(guid YHWKanbHbIA nAeHTUdUKATOP 3c0b1253-f069-4060-903b-5fec4f465db0
30HbI Ha3HaueHnA Tpaduka.
name HassaHue 30HbI HasHauyeHua Untrusted
Tpaduka.
country HassaHwue cTpaHbl HazHayeHuA. RU (oToBpaaetca AByxOYKBEHHbIM KOA CTPaHbI)
ip IPv4-aapec HazHaueHua Tpadwmka. [104.19.197.151
port [MopT HasHayeHwuA MoxeT npuHuMaTh 3HadeHua ot 0 4o 65535. [nsa DNS 06biuHo
ucnonb3ayeTtca nopt 53.
mac MAC-aapec HazHauyeHus 01:23:45:67:89:AB
rule guid YHWKanbHbIA MAEHTUPUKATOP 59e38e06-533a-4771-9664-031c3e8b2e1f
npaeuna, cpadaTteiBaHWE KOTOPOro
coszano cobbiTue.
name HassaHwue npasuna, Rulet
cpabaTbiBaH1e KOTOPOro BbI3BANO
coObiTue.
Type Tun cpadoTaBLLero npasuna.
user guid YHUKanbHbIA MAEHTUhMKATOP a7a3cd49-8232-4f1a-962a-3659af89e96f
none3osatens. Ecnu
nons3oBaTens Tvna Unknown, 10
naeHtTuodukarop: 00000000-0000-
0000-0000-000000000000.
name MmA nonb3osatens. useri
groups|(guid YHUKanbHbIA naeHTuduKaTop 919878b2-e882-49ed-3331-8ec72c3c79cb
rpynnbl, B KOTOPbLIX COCTOUT
none3osarerb.
name HassaHwue rpynnel, B KOTOPOK Default Group
COCTOMT nosib3oBatesib.

OnucaHuve wypHana Tpadpuka

HasBaHue nonqa

OnucaHue

Mpumep 3HaueHun

HaCTPOEHHbIMU NOSTUTUKaAMW.

timestamp Bpema nonyueHns cobbiTua B popmarte: yyyy-mm-ddThh:mm:ssZ. ||2022-05-12T08:11:46.15869Z
ion MaoeHTnudmKaTop ceccuu. a7a3cd49-8232-4f1a-962a-3659af89e96f

(ecnu System: 00000000-0000-0000-0000-
000000000000)

node MmA, KoTopoe 0AHO3HAYHO MAEHTUDULMPYET YCTPOWCTBO, utmcore@ersthetatica

reHepupytoLLee 3aTo cobbiThe.
proto Mcnonb3yemblit NpoToKON 4-ro ypoBHA. TCP wunn UDP
action [leiicTBKE, NPUHATOE YCTPOUCTBOM B COOTBETCTBUM C accept




HasBaHue nonna

OnucaHue

Mpumep 3HaueHus

bytes_sent Konuuecteo 6aitToB, nepesaHHbIX B HaNpaBneHnn UCTOUHUK — 100
HasHayeHue.
bytes_recv Konuuecteo 6aitToB, nepesaHHbIX B HANpaBneHnn HasHadeHne —  ||6
MCTOYHMK.
packets_recv KonnuecTBo nakeToB, nepeaaHHbIX B HanpaBneHnn HasHayenne — |1
MCTOUHMK.
packets_sent KonnuecTBo nakeToB, NnepeaaHHbIX B HAMPaBneHnn UCTOUHUK — 1
HasHayeHue.
json_data LononHUTENbHbIE AAHHbIE. null
applicationl||id MaeHTndvmKaTop NpunoxeHua. 195
threat_level YpoBeHb yrpo3bl MPUIIOXKEHMA. MoxeT npuHMMaTh 3HaYeHuA:
o 1 — OYEHb HU3KKUN.
o 2 — HU3KUNA.
o 3 — cpeaHuit.
o 4 — BbICOKMA.
o 5 — 0OYEHb BLICOKMA.
app_protocol [poTOKON NPUKNAAHOrO YPOBHS. HTTP
name Hassanue npunoxexus. Youtube
source zone guid ||YHMKanbHbIN MOEHTUDUKATOP 30HLI UCTOUHMKA TpadUKa. d0038912-0d8a-4583-a525-e63950b1dad7
name||Ha3BaHK1e 30Hbl UCTOYHMKA TpaduKa. Trusted
country HasaHnue cTpaHbl UCTOUHMKA. RU (oTo6paxaeTca AByXOyKBEeHHbI Koa
CTpaHbl)
ip IPv4-aapec nctouHuka tpaduka. 10.10.10.10
port MMopT nctouHuka. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
destination||zone guid ||YHUKanbHbIN MAEHTUPUKATOP 30HbI HA3HaYeHUA TpaduKa. 3c0b1253-f069-4060-903b-5fec4f465db0
name||HasBaHK1e 30HbI HA3HaYeHWA TpaduKa. Untrusted
country Hassanue cTpaHbl Ha3HaueHus. RU (oTo6paxaeTca AByXOyKBEHHbI Koa
CTpaHbl)
ip IPv4-aapec HasHaueHua Tpaduka. 104.19.197.151
port [MopT HasHaueHuA MoxeT npuHumartb 3Hayenmna ot 0 ao 65535.
nat source ip AApec UCTOYHMKA MOoCcre NepeHasHayeHna (€Crn HaCcTPOEHbI 192.168.117.85 (ecnn NAT He HacTpoeH, To:

npasuna NAT).

"nat":null)




Haaﬂauue nonfa

OnucaHue

Mpumep 3HaueHun

port |[lMopT “CTOYHMKA NOCNEe NnepeHasHa4yeHWA (eCnNu HaCTPOEHbI
npasuna NAT).

MoxeT npuHumarts 3Hadyenmna ot 0 o 65535
(ecnn NAT He HacTpoeH, To: "nat":null)

destination

p AApec HasHayeHua nocne nepeHasHayeHna (eCnm HacTPoeHbI
npasuna NAT).

64.233.164.198 (ecnn NAT He HacTpoeH, To:
"nat":null)

port |[lMopT “CTOYHMKA NOCNEe nepeHasHa4YeHuA (ECNu HaCTPOEHbI
npasuna NAT).

MoxeT npuHumartb 3Hadyenmna ot 0 ao 65535
(ecnn NAT He HacTpoeH, To: "nat":null)

nonb3oBartesnb.

rule guid YHUKanbHbIA MAEHTUdUKATOP NpaBuna, cpadaTbiBaHne KOTOPOro 59e38e06-533a-4771-9664-031c3e8b2e1f
co3aano cobbiTue.
type Tun npasuna. firewall
name HaseaHue npasuna, cpabaTbiBaHMe KOTOPOro BbI3BAO COObITHE. Allow trusted to untrusted
user guid YHuKanbHbIM naeHTUdMKaTop none3osartend. Ecnv nonb3osatens  ||a7a3cd49-8232-4f1a-962a-3659af89e96f
Tvuna Unknown, To naentudukatop: 00000000-0000-0000-0000-
000000000000.
name Mwma nonb3osartens. Admin
groups guid ||YHUKanbHbIN MAEHTUPUKATOP rPYyNMbl, B KOTOPbLIX COCTOUT 919878b2-e882-49ed-3331-8ec72c3c79cb

name|(HasBaHue rpynnel, B KOTOpOVI COCTOMUT Nnonb3oBaTtesib.

Default Group

OnucaHue ypHana COB

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

UCTOYHUK.

timestamp Bpemsa nonyuexua cobeitua B popmarte: yyyy-mm-ddThh:mm:ssZ. 2022-05-12T08:11:46.15869Z
ion MaeHTudmrKaTop ceccuv. a7a3cd49-8232-4f1a-962a-3659af89e96f (ecnu
System: 00000000-0000-0000-0000-
000000000000)
node MmA, KoTopoe 0AHO3HAYHO MAEHTUDULMPYET YCTPOWCTBO, utmcore@ersthetatica
reHepupytoLLee aTo cobbiTHe.
proto Mcnonb3yemMblii TPOTOKON 4-r0 YPOBHA. TCP wnu UDP
action [lefcTBME, NPUHATOE YCTPOWCTBOM B COOTBETCTBUU C HACTPOEHHLIMK  |[accept
NOSTUTUKAMMU.
bytes_sent KonnuecTBo 6aiToB, NnepeaaHHbIX B HanpaBieHnn UCTOUHUK — 100
HasHaueHwue.
bytes_recv KonunyecTBo 6aiToB, nepesiaHHbIX B HaNpaBneHnu HasHaveHne — 6

packets_sent

KonuuecTso naxkeTos, nepeaaHHbIX B HanpaBfeHUN UCTOYHUK —
HasHa4deHue.

packets_recv

KonunuecTso nakeTos, nepeaaHHbIX B HanpasBfieHUNn HasHa4yeHne —
NCTOYHMUK.




HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

json_data LlononHUTENbHbIE AAHHbIE. null
applicationl||id NaeHTudurKaTop npunoxeHus. 195
threat_level ||YpoBeHb yrpo3bl npunoxeHus. MoxeT npuHumaTh 3Ha4YEHUA:
o 1 — 0OuYeHb HU3KKA.
o 2 — HU3KKN.
o 3 — cpenHui.
o 4 — BBICOKMN.
o 5 — 0ueHb BbICOKMA.
name HassaHue npunoxeHua. Youtube
app_protocol |[[TpoToKoN NPUKNaAHOro YPOBHA. HTTP
user guid YHWKanbHbIi naeHTMdUKkaTop none3osatend. Ecnv nonb3osartens a7a3cd49-8232-4f1a-962a-3659af89e96f
Tuna Unknown, To naentudmkatop: 00000000-0000-0000-0000-
000000000000.
name Mma nonb3osartens. Admin
groups||guid ||YHUKanNbHbIA OAEHTUDUKATOP rPYNMbl, B KOTOPbLIX COCTOUT 919878b2-e882-49ed-3331-8ec72c3c79ch
nonb3oBaTesb.
name||HasBaHue rpynnbl, B KOTOPOW COCTOUT MONb30BATENb. Default Group
rule guid YHUKarbHbIA MAEHTUdMKATOP NpaBuia, cpabdaTbiBaHUe KOTOPOro 59e38e06-533a-4771-9664-031c3e8b2e1f
cosaano cobbiTue.
name HassaHue npasuna, cpabaTbiBaH1e KOTOPOro BbI3BaSIO COObLITHE. Allow trusted to untrusted
type Tun cpaboTasLuero npaeuna idps
signatures ||id NneHTnduKaTop cpadoTaBLUei CUrHaTypsbl. 999999
threat_level ||YpoBeHb yrposbl cpaboTaBLuei CUrHaTypel. MoxeT npuHuMaTh 3Ha4YEHUA:
o 1 — 0OueHb HU3KKA.
o 2 — HU3KKN.
o 3 — cpenHui.
o 4 — BBICOKMN.
e 5 — 0uyeHb BbICOKUHN.
name HassaHue cpaboTaBLueit curHaTypbl. BlackSun Test
source zone |(guid ||YHWKanNbHBIN MAEHTUPHUKATOP 30HBI UCTOYHUKA TpaduKa. d0038912-0d8a-4583-a525-e63950b1da47
name||HasBaHune 30HbI UICTOYHUKA TpaduKa. Trusted
country HassaHue cTpaHbl UCTOYHMKA. RU (oToBpaaetca AByxOYyKBEHHbIH KOA
cTpaHbl)




HasBaLue nonsa OnucaHue MNpumep 3HaueHun

ip IPv4-aapec uctoyHvka Tpadumka. 10.10.10.10
port [MopT ncTouHMKa. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
mac MAC-aapec UCTOYHMKA. 01:23:45:67:89:AB

destination||zone ||guid ||YHWKanbHbI nAEHTUPUKATOP 30HBI HA3HAYEHUA TpadwuKa. 3c0b1253-f069-4060-903b-5fec4f465db0

name||Ha3BaHu1e 30HbI HA3HaYeHUA Tpaduka. Untrusted
country HasBaHue cTpaHbl HasHauYeHuA. RU (oToBpakaetca ABYXOYKBEHHbIH KOA
CTpaHsbl)

ip IPv4-agpec HasHaueHuA Tpaduka. 104.19.197.151
port MopT Has3HayeHuA. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
mac MAC-aapec HasHaueHus. 01:23:45:67:89:AB

OnucaHue wypHana ACY TI

HassaHue nonfa

OnucaHue

I'Ipumep 3Ha4yeHuA

timestamp

Bpewms nonyyenus cobeiTua B popmarte: yyyy-mm-ddThh:mm:ssZ.

2022-05-
12T08:11:46.15869Z

pdu_severity

Kputnunocts ACY Tr1.

pdu_func Koa ¢yHKuMKM (roBOpUT BEAOMOMY YCTPOMCTBY, KaKUe AaHHLIE MW BbINOSTHEHME 12
KaKoro AencTeuA TpebyeT OT HEro BeayLee YCTPONCTBO).
pdu_address AZpec perucTpa, ¢ KoTopbiM He0OX0AMMO NPOBECTHU ONepaLuio. 3154
node MmA, KoTopoe 04HO3HAYHO nAeHTUdULMPYET YCTPOMCTBO, reHepupyoLLee 310 utmcore@ersthetatica
cobbiTue.
details pdu_varname MmA nepemeHHoi. MapameTp, B OCHOBHOM, UCMONb3yeTcs Ansa o6MeHa AaHHbiMu B ||VAR
pexume peanbHoro BpemeHu. MNMapameTp oTHocuTCA K npoTokony MMS.
pdu_device AApec yCTporcTBa, MCMosb3yemblit B npoTokonax MMS n OPCUA. DEV
mb_write_quantity |[Konuuectso 3HaueHun ana 3anucu (komaHaa Read Write Register). 998
mb_write_addr HauanbHbi aapec peructpa ana 3anucu (komanaa Read Write Register). 776
mb_value 3anuceiBaemoe 3HayeHune (ana komana Write Single Coil, Write Single Register). 322
mb_unit_id Anpec ycTpoiicTtea. 186
mb_read_quantity |[KonuuectBo 3HaueHui ana uteHus (komaHaa Read Write Register). 658
mb_read_addr HauanbHbi agpec pernctpa ana uteHua (komaHaa Read Write Register). 122




Ha:

3BaHHe nonfa OnucaHue Mpumep 3HaueHun
mb_quantity KonuyectBo 3HaueHuni ana urexus. 875

mb_payload 3Hauenua peructpos (ana komaHa Read Coil, Read Holding Registers, Read Input  ||75be5ecdc24f9883

Registers, Read/Write Multiple registers, Write Multiple Coil).

mb_or_mask 3HaueHne mackn OR komanabl Mask Write Register. 1024

mb_message Coo6ueHve Modbus. exception
mb_exception_code|[Koa ownbku. AKTyaneH ana Tuna cooBLieHnUs error_response. 255

mb_and_mask 3HaueHne macku AND komanabl Mask Write Register. 121

mb_addr Anpec peructpa. 3154

iec104_msgtype

Tun 3anpoca.

request, response,
error_response

iec104_ioa Anpec 06beKTa UHPOpMaLMK, KOTOPbIM NO3BONAET OAHO3HAYHO UAEHTUPULMPOBATL ([23
NPUEMHOMN CTOPOHOW THUM COOBbLITHA.
iec104_cot MpuunHa nepeaayn NPOTOKONLHOrO G110Ka AaHHLIX NPUKIaaHoro yposHa (Application (|6
Protocol Data Unit, APDU).
iec104_asdu Aapec ASDU (COA — Common Object Address). NapameTp oTHOCHUTCA K NpoTokony (123
IEC-104.
app_protocol [MpoToKON NPUKNaAHOro YPOBHA. Modbus
action [leficTBHE, NPUHATOE YCTPOMCTBOM B COOTBETCTBUM C HACTPOEHHBIMU NONUTUKAMU.  ||pass
source zone guid YHWKanNbHbIA MAEHTUPUKATOP 30HbI UCTOUHMKA TpadHUKa. d0038912-0d8a-4583-
a525-e63950b1da47
name HasBaHue 30HbI UICTOYHMKA TpaduKa. Trusted
country HaseaHue cTpaHbl UCTOYHMKA. RU (oTo6paxaeTca
BYXOYKBEHHbIN KOA
CTpaHbl)
ip IPv4-aapec nctouHuka tpaduka. 10.10.10.10
port [MopT nctouHuka. MoxeT npuHumaTb
3HayeHuna ot 0 go 65535.
destination|(zone guid YHUKanbHbI MAEHTMOUKATOP 30HbI HA3HaYeHWA TpaduKa. 3c0b1253-f069-4060-
903b-5fec4f465db0
name HasBaHKe 30HbI Ha3HaYeHna TpagpuKa. Untrusted
country HassaHue cTpaHbl HasHavyeHus. RU (oTo6paxaeTca
BYXOYKBEHHbIN KOA
CTpaHbl)

IPv4-aapec HasHaueHua Tpaduka.

104.19.197.151




HagBaHnue nonsa OnucaHue Mpumep 3HaYeHUn
port [MopT HasHauyeHunA MoxeT npuHumaTb
3HaueHua ot 0 ao 65535.
rule guid YHWKanbHbIA aeHTUdUKaTop Npasuna, cpabarteiBaHue KOTOPoro cosaano cobuitue. ||59e38e06-533a-4771-
9664-031c3e8b2e1f
name HassaHue npasuna, cpadartbiBaHMe KOTOPOro Bbi3Bano cobbiTue. SCADA Sample Rule
OnucaHue }ypHana uHcnekTuposaHua SSH
HassaHue nonsa Onucaxue Mpumep 3HaYeHUn
timestamp Bpems nonyyexus coBbiTvA B dopmarte: yyyy-mm- 2022-05-12T08:11:46.15869Z
ddThh:mm:ssZ.
node MmsA, KOTOpoe 0AHO3HAYHO MAEHTUDULUPYET YCTPOWCTBO, utmcore@ersthetatica
reHepupytoLee aTo cobbiTHe.
command Komaraa, nepeaasaeman no SSH. whoami
action LleicTBre, NPUHATOE YCTPOMCTBOM B COOTBETCTBUM C block
HACTPOEHHbIMM NOUTUKAMM.
application id NaeHTudmMKaTop NpunoxeHus. 195
name HassaHue npunoxenus.
threat_level ||YpoBeHb yrpo3bi npunoxeHua. MoxeT npuHMMmaTh 3HadveHus ot 2 o 10
(ycTaHOBMNEHHbI YPOBEHb Yrpo3bl
NPUNOXEHNUA, YMHOXEHHbIA Ha 2).
app_protocol||[poTokon NpuKIaaHOro ypoBHA. SSH wnun SFTP
source zone |(guid YHUKanbHbIA MAEHTUDUKATOP 30HbI UCTOYHMKA TpaduKa. d0038912-0d8a-4583-a525-e63950b1dad7
name HasBaHue 30Hbl UICTOYHUKA TpaduKa. Trusted
country HasBaHue cTpaHbl UCTOYHMKA. RU (oToBpaxaeTca AByxOyKBEHHbIN KoA
CTpaHsbl)
ip IPv4-aapec ucTouHvKa Tpadmka. 10.10.10.10
port MMopT ncTouHuKa. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
mac MAC-aapec UCTOYHMKA. FA:16:3E:65:1C:B4
destination|[zone ||guid YHWKanbHbI MAEHTUOUKATOP 30HBI HA3HAYEeHUA TpaduKka. 3c0b1253-f069-4060-903b-5fec4f465db0
name HasBaHue 30HbI HasHayYeHna Tpaduka. Untrusted
country HasBaHue cTpaHbl HasHaYeHus. RU (oTobpaxaeTca AByxOyKBEHHbIN KOA
CTpaHsbl)
ip IPv4-aapec HazHaueHua Tpadpuka. 104.19.197.151




HJSBaHMe nonsa Onucanue Mpumep 3Ha4eHUn

port [MopT Has3HayeHuA. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
mac MAC-aapec HasHauyeHus. 01:23:45:67:89:AB
rule guid YHUKanbHbIM KAEHTUUKATOP Npasuna, cpadartbiBaHue 59e38e06-533a-4771-9664-031c3e8b2e1f

KOTOpPOro co3aano cobbiThe.

name HassaHue npasuna, cpabaTbiBaHKe KOTOPOro BbI3BasIO SSH Rule Example
coObiTue.
type Tun cpaboTasLuero npaeuna. ssh
user guid YHWKanbHbIA naeHTMdUKaTop nonb3osatend. Ecnu a7a3cd49-8232-4f1a-962a-3659af89e96f

none3oBaTens TMna Unknown, To naeHtudukarop: 00000000-
0000-0000-0000-000000000000.

name Wma nonb3osarens. Admin
groups||guid YHUKaNbHbIA MAEHTUOUKATOP rPYNMbl, B KOTOPbLIX COCTOUT 919878b2-e882-49ed-3331-8ec72c3c79chb
nonb3oBaTerb.
name HasBaHwue rpynnel, B KOTOPOW COCTOUT MONb30BaTEb. Default Group

OnucaHue WypHana 3awuTbl MOYTOBOro TpaduKa

HassaHue nonsa OnucaHue Mpumep 3HaveHunA

timestamp Bpemsa nonyyexus cobbiTua B popmarte: yyyy- 2022-05-12T08:11:46.15869Z
mm-ddThh:mm:ssZ.

node MmA, koTopoe 0HO3HaYHO MAEHTUDULMPYET utmcore@ersthetatica
YCTPOMCTBO, reHepupytoLLee 3T0 CoBbITHE.

action [enctane, NPUHATOE YCTPOWCTBOM B mark
COOTBETCTBUM C HACTPOESHHBIMU MOSIUTUKAMM.

bytes_sent KonnuecTBo 6aiiToB, nepeaaHHbIx B 0
HanpaBneHM CTOYHUK — HasHauYeHue.

bytes_recv KonnuecTBo 6aiiToB, nepeaaHHbIx B 0
HanpasneHMn HasHauyeHne — UCTOUHMK.

packets_sent KonnyecTso naxkeToB, NnepeAaHHbIX B 0
HanpaBneHUN UCTOYHUK — Ha3HaYeHwe.

packets_rcv KonnuecTBo nakeToB, NnepeaaHHbIX B 0
HanpasfeHMN Ha3Ha4YeHne — UCTOYHUK.

decrypted Mone ykasbiBaeT ObIN0 N1 coaepkMmoe true, false
pacLmndposBaHo.
from [MouToBLIA aapec oTnpaBuTENA. sender@example.com

to MouTtoBbIA aapec nonyyatens. receiver@example.com



mailto:utmcore%2540ersthetatica

HasBaHue nonsa OnucaHue Mpumep 3HaveHun
application id NaeHTudurKkaTop npunoxeHus. 9
name HassaHue npunoxenus.
threat_level |(|YpoBeHb yrpo3bl NpUnoXeHus. MoxeT npuHumMaThb 3HaveHua ot 2 o 10 (yCTaHOBNEHHbIH
YPOBEHb YrpO3bl MPUOXEHUA, YMHOXEHHbIN Ha 2).
app_protocol||CeTeBoi NPOTOKON NPUKIAAHOIO YPOBHA. SMTP
source zone |(guid YHWKanbHbIA MAEHTUPUKATOP 30HBI UCTOYHMKA  (|d0038912-0d8a-4583-a525-€63950b1dad7
Tpadpuka.
name HasBaHwue 30Hbl UICTOYHMKA TpaduKa. Trusted
country HasBaHue cTpaHbl UCTOYHMKA. RU (oToBpaaetca AByxOYKBEHHbIM KOA CTPaHbI)
ip IPv4-aapec uctouHvka Tpadumka. 10.10.10.10
port MopT “cTOUHMKA. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
mac MAC-aapec UCTOYHMKA. 01:23:45:67:89:AB
destination|[zone ||guid YHWKanbHbIA nAEHTMdUKATOP 30HbI HasHavyeHua |(|3c0b1253-f069-4060-903b-5fec4f465db0
Tpaduka.
name HasBaHue 30HbI HazHauyeHuA Tpaduka. Untrusted
country HassaHwue cTpaHbl HazHaveHua. RU (oToBpakaetca AByxOYKBEHHbIM KOA CTPaHbI)
ip IPv4-aapec HazHaueHua Tpadpuka. 10.10.10.10
port [MopT Has3HayeHwA. MoxeT npuHumaTb 3HaueHua ot 0 o 65535.
port MAC-aapec HasHauyeHus. 01:23:45:67:89:AB
rule guid YHWKanbHbIA naeHTMdUKaTOp Npasuna, 59e38e06-533a-4771-9664-031c3e8b2e1f
cpabaTbiBaHWe KOTOPOro CO3AaN0 COBLITHE.
name HassaHue npasuna, cpadartbiBaHMe KOTOPOro Mail security rule
BbI3Baso CobbITHE.
type Tun cpaboTasLuero npaeuna. Mail security rule
user guid YHWKanbHbIA MAEHTMdUKATOP NONb3oBaTeENA. a7a3cd49-8232-4f1a-962a-3659af89e96f
name MmAa nonb3oBaTens. user_name
groups||guid YHWKanbHbIA nAeHTMdUKATOP rpynmnbl, B KOTOpo# ((919878b2-e882-49ed-3331-8ec72¢3c79ch
COCTOMUT nosb3oBatesib.
name HassaHrwue rpynnel, B KOTOPOW COCTOUT Default Group
nonb3oBaTterb.

OnucaHue ypHana cobbiTUM KOHEUHbIX YCTPOMCTB




HasBaHue nonqa

OnucaHue

Mpumep 3HaueHUn

3anpoca.

user_name MwmAa nonb3osaTens. DESKTOP-0731NFQ\\Username

timestamp Bpemsa nonyyexus cobeiTva B popmarte: yyyy- 2022-05-12T08:11:46.15869Z
mm-ddThh:mm:ssZ.

status Pesynbtat BoinonHenna WMI unn SNMP OK, Error

source_name

MCTOUHMK XypHana coBbiThit.

Microsoft-Windows-Security-Auditing

endpoint_name

HassaHue koHeuHOro yCcTpoicTBa Unmn ceHcopa.

DESKTOP-0731NFQ

MHPOPMALMIO O NPOrPaMMHLIX W annapaTHbIX
cobbITHAX.

endpoint_id MaoeHTUdMKaTOP KOHEYHOrO YCTPOMCTBA UK 35fb5820-74db-4eac-b05b-d01bc284c4e8
ceHcopa.
node MaoeHTUdMKaTOP KOHEYHOrO YCTPOMCTBA MK 35fb5820-74db-4eac-b05b-d01bc284c4e8
y3na, Ha KOTOPOM 3anyLLeH CEHCop.
log_level Tun cobbiTuA. Ayaut ycnexa, MNpeaynpexaenve, Ceeaenns, AyauT otkasa, Owmnbka
log_file Tun XypHana, coaepxatlero BaxHyo Security (pann xypHana 6esonacHocTy), Application (¢ain xypHana

npunoxeHui), System (dain cuctemHoro xypHana), Windows PowerShell

log_event_type

Tun cobbiTvs nora.

1 (error), 2 (warning), 3 (information), 4 (audit success), 5 (audit failure).

log_event_id

MaeHTudMKaTop cobbiThs.

4672

log_event_code

Koa cobbiTns xypHana.

14056

log_category_string

Kateropwus coBbiTus.

Special Logon

insertion_string

CTpoka BCTaBkM - AaHHble 6noka EventData
co6biTua Windows.

Windows DefenderSECURITY_PRODUCT_STATE_ON

WMI nnn SNMP ceHcop.

error Owmbka WMI unm SNMP, BosHMKLIAA B 0
pesynbTaTe BbINOMHEHWA 3anpoca.
data Moapo6Has nHopmauusa o CoObITUH. Tun 3anycka cnyx06bl "YcTaHoBLmMK Mogynei Windows" 6bin U3MEHEH ¢
"ABTOMaTnueckun" Ha "BpyuHyto".
counter_id MaeHTudMKaTOp cYéTUmMKa, A06aBNEHHOro B 35fb5820-74db-4eac-b05b-d01bc284c4e8

computer_name

MmA komnbroTepa.

DESKTOP-0731NFQ

OnucaHue XypHana npaBUi KOHEYHbIX YCTPOUCTB

HasBaHue nonsa

OnucaHuve

Mpumep 3HaueHus

timestamp Bpems nonyyexus coBbiTvA B hopmarte: yyyy-mm- 2022-05-12T08:11:46.15869Z
ddThh:mm:ssZ.
n WaeHTudukatop ceccun. 00000006-0000-0000-f04d-14bdad0f01bb




HasBaHue nonsa

OnucaHuve

Mpumep 3HaueHus

HACTPOEHHbIMU NOJIMTUKAMMU.

proto Mcnonb3syemblit NPOTOKON 4-r0 ypOBHA. TCP
host Mma xocTa. www.google.com
action Leictare, NPUHATOE YCTPOMCTBOM B COOTBETCTBUM C drop, accept, nat

endpoint_name

MmMA KOHEeYHOro ycTpomncTBa.

DESKTOP-0731NFQ

endpoint_id MaeHTUdMKATOP KOHEYHOTO YCTPOMCTBA. 35fb5820-74db-4eac-b05b-d01bc284c4e8
media_type TWn KOHTEHTa. application/json
app_name MpunoxeHue, K KOTOPOMY ObII0 NPUMEHEHO NPABMIIO C:\\Program Files
MEXCETEBOro dKpaHa. (x86)\\Microsoft\\Edge\\Application\\msedge.exe
source ip IPv4-aapec uctouHumka. 10.10.10.10
port MopT “cTOUHMKA. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
destination ip IPv4-anpec HasHauyeHus. 104.19.197.151
port MopT HasHayeHuA MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
rule guid YHUKanbHbIM MAEHTUdUKATOP NpaBuna, cpabaTbiBaHue koToporo ||f93da24d-7419-418c-9e9b-8e6d02346fb4
cosfano cobbiThe.
name HassaHue npasuna, cpabatbiBaHe KOTOPOro Bbi3Bano cobuiThe. |[Default allow
type Tun cpaboTaBLuero npaeuna.
url_categories||id NaeHTudUMKaTop kateropuu, k kotopoi otHocutca URL. 39

threat_level

YpoBeHb yrpo3bl kateropun URL.

MoxeT npuHMMaTh 3Ha4YeHUA:
o 1 — OYEHb HUBKKUN.
o 2 — HUBKUN.
* 3 — cpeaHuii.
o 4 — BbICOKHWH.

o 5 — OYEHb BLICOKUW.

name

HassaHwue kateropuu, k kotopoi otHocutca URL.

Social Networking

OnucaHue WypHana NnpUIoKeHU KOHEYHbIX YCTPOUCTB

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

user_name Mma nonb3osartend, noA y4ETHOW 3anUCbIo KOTOPOro BbIMOMTHEH BXOA Ha
KOHEYHOM YCTpOMCTBE.

DESKTOP-0731NFQ\\User

timestamp Bpewms nonyuyenus cobeiTus B popmarte: yyyy-mm-ddThh:mm:ssZ.

2022-05-12T08:11:46.15869Z




HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

endpoint_name

HassaHue KOHEeYHOro yCTpoWCTBa UM CeHcopa.

DESKTOP-0731NFQ

endpoint_id MaeHTMdMKaTop KOHEYHOro YCTPOMCTBA Ui CEeHcopa. 35fb5820-74db-4eac-b05b-d01bc284c4e8

process_id MaoeHTndvkaTop npouecca. 3916

hash XaL npunoxexus. B4CE5C3495FEA0A4FDBACSABDCD199F7E4CA8C1F

app_name MpunoxeHue, KOTOpoe BbINo 3anyLeHo/0CTaHOBIEHO. C:\\Program Files
(x86)\\Microsoft\\Edge\\Application\\msedge.exe

action LencTare (3anycKk Unu OCTaHOBKA NPUIOXKEHNS). start, stop

version Bepcusa npunoxeHua. 6.2.19041.746

subject CyGbeKT Noanucu. Microsoft Corporation

issuer Mspatenb ceptudukata ana npusioXeHus. Microsoft Windows Production PCA 2011

cmd_line 3anpoc KoMaHAHOW CTPOKM. C:\\Windows\\system32\\svchost.exe -k wsappx -p -s
AppXSvc

ion_id MaoeHTudmKaTop ceccuu. 1656038456

OnucaHue XypHana annapaTypbl KOHEYHbIX YCTPOUCTB

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

timestamp

Bpema nonyueHus cobbiTua B popmarte: yyyy-mm-ddThh:mm:ssZ.

2022-05-12T08:11:46.15869Z

endpoint_name

HasBaHue KOHeYHOro ycTponcTBa Unu ceHcopa.

DESKTOP-0731NFQ

endpoint_id

NaeHTUdUKaTOP KOHEYHOrO YCTPOWCTBA MU CeHcopa.

35fb5820-74db-4eac-b05b-d01bc284c4e8

action

[levicTBre (NOAKNIOYEHNE/M3BIEYEHNE YCTPOICTBA).

add_device, remove_device

device_name

Hassanue yCTpOI?ICTBa, KOTOpoe 61110 NOAKYEHO/M3BIIEYEHO.

Generic USB Hub

device_id

MneHTudMKaTop ycTporcTBa.

USB\VID_OEOF&PID_0002\\6&201153C1&0&7

service

Lpavisep Windows, o6ecneunBatoLLuii B3auMoaencTB1e KOMNbIoTEPA C
060opyAoBaHWEM/YCTPONCTBOM.

USBHUB3

OnucaHue wypHana syslog

HasBaHue nonqa

OnucaHuve

Mpumep 3HaueHus

timestamp

Bpems nonyyennsa cobbiTusA B popmarte:
yyyy-mm-ddThh:mm:ssZ.

2022-05-12T08:11:46.15869Z




HasBaHue nonsa OnucaHue Mpumep 3HayeHunA

node Mwma, KoTopoe 0HO3HAYHO utmcore@ntoorereaeda
naeHTUdUUMpyeT yCTPOMCTBO,
reHepvpytoLee a1o cobbiTue.

—

syslog_facility |[Tun uctouHuka cobeiTus syslog. Hanpumep,
user-level messages.

Moapo6Hee o 3HaueHusax syslog facility
cmoTpuTe B RFC 5424.

syslog_severity ||YpoBeHb BaXHOCTH COObITUA syslog. 4
Hanpumep, warning.

Moapo6Hee 0 3HaueHuax syslog
severity cmoTpute B REC 5424.

computer_name||Mma ycTpoicTBa, Ha KOTOPOM MPousoLLno  ||[nodel

cobbiTue.
app_name MpunoxeHue, Bbi3BaBLUEee COObLITHE. org.gnome.Shell.desktop
process_id PID npouecca, Bbl3aBaBLIErO COBLITHE. 3036
data OnwucaHve cobbiTus. [3603:3603:1130/125201.838651:ERROR:CONSOLE(6)] \"console.assert\", source:

devtools://devtools/bundled/devtools-frontend/front_end/panels/console/console.js (6)

rule |guid YHUKanbHbIN MAEHTUPUKATOP NpaBuna, 16535060-5a1a-4€92-8331-239406ec34da
cpabaTbiBaHWe KOTOPOro Co3Aano cobbITHe.

name HassaHue npaBuna, cpabatbiBaHue Example — Allow user-level messages
KOTOPOro BbI3Baso cobbiThe.

type Tun cpaboTasLuero npaeuna.

Onucanue wypHana RADIUS

HasBaHue nonsa OnucaHue Mpumep 3HaueHUA
timestamp Bpemsa nonyueHnus cobuitua B popmarte: yyyy-mm-ddThh:mm:ssZ. 2022-05-12T08:11:46.15869Z
node MvA, KoTOopoe 0AHO3HAYHO MAEHTUPULMPYET YCTPOMCTBO, reHepUpytoLLee 3TO CoBbITHE. utmcore@ntoorereaeda
event_type Cratyc nonb3oBaTens (acct_status_type). start, stop, interim update,

accounting-on, accounting-off

action [eiicTBue, NPUHATOE YCTPOICTBOM B COOTBETCTBUM C HACTPOEHHBIMU MOSIUTUKAMM. login

src_ip IP-anpec UCTOYHMKA, OTKyAa MPULLNO COoBLLIEHHE. 192.168.57.4

nas_ip IP-aapec NAS, aBTOpM3oBaBLLEro Nosib3oBaTens. 172.16.1.4

framed_ip IP-aapec nonb3oBartens. 192.168.57.29

rule ||guid YHUKanbHbIA MAEHTUdUKATOP NpaBuna, cpabaTbiBaHe KOTOPOro CO3Aas0 COBbITHE. 16535060-5a1a-4€92-8331-

239406ec34da



https://datatracker.ietf.org/doc/html/rfc5424
https://datatracker.ietf.org/doc/html/rfc5424

HasBaHue nonna

OnucaHue

Mpumep 3HaueHun

user

guid YHuKanbHbIM naeHTudurKkatop nons3osarend. Ecnu nonbsosarens Tvna Unknown, To 745591¢3-9d21-092d-8db4-
naeHtnduxarop: 00000000-0000-0000-0000-000000000000. 5b9b0000044f
name Mma nonb3oBaTens. user_name
groups||guid ||YHMKanbHbIA MAEHTMOUKATOP rPYNMbl, B KOTOPOW COCTOUT NONb30BaTENb. aa218609-8716-9252-df20-
88c43a0d0bf6
name||HassaHue rpynmnbl, B KOTOPOW COCTOUT MONb30BaATENb. test_group

OnucaHuve wypHana UserlD

HassaHue nonsa OnwucaHune Mpumep 3HaueHUn
timestamp Bpema nonyueHus cobuiTva B popmarte: yyyy-mm- 2022-05-12T08:11:46.15869Z
ddThh:mm:ssZ.
node MmA, KoTopoe 0AHO3HAYHO MAEHTUDULMPYET utmcore@ntoorereaeda
YCTPOMCTBO, reHepHpytoLLee 3T0 CobbITHE.
reasons MpuunHa, No KoTopoi BbINO CO3AaHO COBLITHE. {\"user_groups_sids\":[\"S-1-5-21-3795870133-5220325-2125745684-
513\",\"S-1-5-21-3795870133-5220325-2125745684-512\" \"S-1-5-21-
3795870133-5220325-2125745684-572\"],
\"user_sid\":\"S-1-5-21-3795870133-5220325-2125745684-
1103\"\"login\":\"user1\",\"domain\":\"DEV\",\"event_id\":4624}
action [lencTBre, NPUHATOE YCTPOWCTBOM B COOTBETCTBUMU C login
HaCTPOEHHBLIMU MOTUTUKAMM.
src_ip IPv4 uctouHuka cobbitus. 10.10.0.11
rule |(guid YHUKanbHbIA nAeHTUdMKATOP NpaBuna, cpadateiBatue ([16535060-5a1a-4€92-8331-239406ec34da
KOTOpOro cosaano cobbiThe.
name HassaHue npasuna, cpabatbiBaHue KOTOporo Bei3Bano |((dev.local
coObITHe.
type Tun cpaboTasLuero npasuna. syslog
user||guid YHUKanbHbIA MAEHTUdUKaTOp nonb3osartend. Ecnu 745591c3-9d21-092d-8db4-5b9b0000044f
none3osartenb Thna Unknown, To naeHTUdUKATOP:
00000000-0000-0000-0000-000000000000.
name Mma nonb3osartens. user1
groups||guid ||YHWKanbHbIA MAEHTMOUKATOP rPynMbl, B KOTOPbIX 2a218609-8716-9252-df20-88c43a0d0bf6
COCTOUT Nnosib3oBatesib.
name||HasBaHue rpynnbl, B KOTOpoW cocTouT nonb3osatenb.  ||CN=Domain Users,CN=Users,DC=dev,DC=local
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