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C MOMOLLBbIO OTYETOB aAMUHUCTPATOP MOXET NpeAoCTaBUTb pas/inyHble cpesdbl AaHHbIX O cobbITuax 6630I‘IaCHOCTVI, KOHQ)VII'ypVIpOBaHVIFl nnu
aencTeuAx nonbsosartenen. OTyeTbl MOryT co3a4aBaTtbCA NO CO34aHHbIM paHee npasuiiam U wabnoHam B aBTOMaTUUYECKOM pexnume 1 0TnpaBiATbCA
azpecaram o 3M1EeKTPOHHOM nouTe.

Pasaen OTueTbl COCTOMT U3 4yeTblpex nogpasaenos — |.|J86]10Hbl, Monb3oBaTenbcKkue ma6n0|-|b|, I'IpaBuna oTuyeToB 1 Co3gaHHbIe OTUYEeThI.
YT06bl co3aaTb 0TYET HEOBXOAMMO BbIMOSTHUTL cneaywuiune AencTBuA:

HaumeHoBaHue

OnucaHue

Lar 1. Co3natb npasuio
co3aaHva oTyeTa

Cosnatb npasnio Co3AaHnA OTHeTa, B KOTOPOM yKasaTb Heo6xoauMble napamMeTpbl co3aaHuAa oTyeTa.

LLlar 2. 3anyctuTb oTueT

3anycTuTb OTYET B PYYHOM PEXUME UM JOXAATHCH BPEMEHU, KOr4a OH 3anyCTUTCHA B aBTOMATUUYECKOM PEXUME No
yKasaHHOMy B NpaBuIie pacnucaHuio.

Lar 3. Monyuntb oTyeT

nOﬂyLWITb OTYeT No nouyTe, ecnu B Npasune Gbina HacTpoeHa OTnpaBKa oT4yeTa no no4te, Un cKkadyaTb I'IOﬂyLIeHHbIVI
oT4yeT B pasaene Co3aaHHble OTYeThI.

MpumeuanmnellpoLlecc co3aaHnsa 0TYETa MOXET MPOAOIKATLCA AOCTATOUHO ANUTENBHOE BPeMA U MOXET NOTPednATL 60sIbLIOE KOTMYECTBO

BbIYACTUTENbHBIX PECYPCOB.
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LLla6noH onpeaenseT BHELWHWI  BUA M Nond, KoTopble ByayT ucnonb3oBateea B otdyeTe. LLlabnoHbl 0T4eTOB NpeAoCTaBNATCA KOMMNaHWen
paspabotunkom UserGate.

CnncoK BO3MOXHbIX LLAB0HOB 0THEeTOB, CrpynnUPOBaHHbIX MO KaTeropnuam:

Monb3oBaTenbCKUit — rpynna wabnoHoB no 06006LEHHO CTaTUCTUKE cpadaThiBaHWA NPaBUIT OTYETOB.
Captive-noptan — rpynna wa6noHoB no cobbITUAM, aBTop13aL MK Nonb3osaTenei ¢ nomoLbo Captive-noptana.

Mp1noMeHNA KOHEUHbIX YCTPOWCTB — rpynna WaboHOB CO CMIUCKaMMU NMPUIOXKEHH, KOTOpbIe Koraa-nbo 3anycKanucb Ha KOHEUHbBIX
yCTpoWcTBax.

MypHan npaBun KOHEYHbIX YCTPOWCTB — rpynna wabnoHOB no coBbITUAM cpadaThiBaHWA NPaBKIT MEXCETEBOMO dKpaHa KOHEUHbIX
YCTPOMUCTB.

YypHan coBbITHiI1 KOHEUHbIX YCTPOMCTB — rpynna LWaGIoHOB MO COBLITUAM, MOSTYYEHHBIM OT KOHTPOSTMPYEMBIX C NMOMOLLLIO MPOrPaMMHOM0
o6ecneuenns UserGate Endpoint KOHEUHbIX YCTPOMCTB

Co6bITHA — rpynna WaGioHOB MO COBLITUAM, PETUCTPUPYEMBIM B XKypHare COObITU.

COB — rpynna wa6noHoB Mo COBLITUAM, perucTpupyemMsiM B xypHane COB.

3awmTa noutoBoro Tpadpuka — rpynna WabnoHOB Mo COBLITUAM, PErUCTPUPYEMBIM B XKYpPHANE 3aLnThl MOYTOBOMO TpaduKa.
CeTeBan aKTUBHOCTb — rpynna wabnoHoB No coBbITUAM, PErMCTPUPYEMbIM B XypHase Tpaduka.

Be6-noptan — rpynna wabnoHos asTopusaumm yepes SSL VPN.

Tpaduk — rpynna wabnoHoB No coBbITUAM, PErMCTPUPYEMBIM B XypHase Tpaduka U OTHOCALUMMCA K 06beMy noTpebneHHoro Tpaduka
nonb3oBaTeNAMU, NPUIOKEHUAMM U T.1.

UserlD — rpynna wa6noHoB Ana cosaaHusa otyeTos no padote UserlD areHTa.
VPN — rpynna wa6noHoB no cobbiTusaM, oTHocALmumMena K VPN.

Be6-aKTMBHOCTb — rpynna wabsioHOB Mo CoBLITUAM, PErMCTPUPYEMBIM B XypHare Bed-4ocTyna.

Kaxablv wabnoH coaepxuT HasBaHWe, onucaHue oTyeTa v TN oTobpaxeHusa oTyeTa (Tabnuuya, ructorpaMma, nupor).
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B oTnMumK 0T 00bIYHLIX LWAGNOHOB, NPeAOCTaBAEMbIX NPOU3BOAUTENIEM PELLEHHA, NOMNb30BaTENbCKUE LLABOHLI MO3BOMAIOT CO34aTb OTYET N0 TEM
KpUTEPUAM, KOTOPblE HEOBX0AMMO MOsb30BaTENH0. AIMUHUCTPATOP MOXET BbIOpaTh HE0OX0AUMBIE NONA AN 0TOOPaXKEHUA, 3a4aTb YCIOBUA U
BO3MOXHbIE rPYNnupoBKkY. Co3aaHHbIe NONb30BATENbCKUE OTYETHI MOTYT ObiTh UCMONBb30BaHLI B MPaBUIax NOCTPOEHUS OTUETOB HApAZY C 00bIYHBIMM
npeaonpeaeneHHbIMKU oTyeTamMu. [inA cosaaHuA nonb3oBaTenbCKoro wabnoHa Heo6xoanmo B paszaene OTueThl - Monb3oBaTenbcK1e OTUEThI
HaaTb Ha KHOMKY Jlo6aBWTb 1 3arnoMHUTL CrieaytoLLme napamMmeTphbi:

HaunmeHoBaHue OnucaHue
HasBaHue HasBaHwue nonb3oBaTenbCeKoro WwabnoHa.
OnucaHue OnuuroHanbHoe nose AnA onucaHuA Nosnb30BaTeNbCKOro WwabnoHa.

BbiGop UCTOUHMKA AaHHBIX ANA AaHHOTO WadnoHa. JJocTyrnHbl 3HAYEHHUA:
« XXypHan coBbiTHi.
« XypHan Tpadumka.
« JXypHan Be6-gocTyna.
« JXypHan COB.
Kateropus
« JKypHan nHcnexktuposanua SSH.
« CpabaTbiBaHus.
« XypHan coBbITUiN KOHEYHbIX YCTPOMCTB.

o XXypHan npaBun KOHEYHbIX YCTPOUCTB.

o [1pUNoXeHNA KOHEYHBIX YCTPOMCTB.

SQL-noaobHan cTpoka 3anpoca, No3BonALLas orpaHuinTb 06beM MHDOPMALIMK, UCNONb3YEMOM NPKU NOCTPOEHUM OTYETA MO
naHHoMy LWabnoHy. AnAa GpopMUMpoBaHKUA 3anpoCOB UCMOMb3YHOTCA Ha3BaHWA NOMeR, 3HaYeHUsA NOMeN, KtoYeBble Crosa M
onepatopsbl. B kauecTse nonen AaHHLIX MOXHO MCMOMb30BaTh CTONMOLbI, NEPeYUCIeHHbIe Hke B nosie Ctonbuybl. Kniovessie
cnoBa 1 oneparopbl, a Takke NPUMEPbI UX UCMOSIb30BAHWUA MOXHO NMOCMOTPETb B pasaene AoKyMeHTauuu [onck v dunbtpauns
AaHHbIX.

3anpoc
dunbTpa

CopTHUpoBaTb ||YKax1Te nose AaHHbIX, MO KOTOPOMY ByayT OTCOPTMPOBAHEI AaHHbIe B 0TYeTe. COPTUPOBKY MOXHO YKasaTb Mo BO3paCTaHMIO U Mo
no yObIBaHUIO.

Fpynnuposatb

no YKaxuTe none AaHHbIX, N0 KOTOpOMY 6y£lyT crpynnupoBaHbl AaHHbIE B OTHETEe.

CTOJ'I6I.|I:I Cnucok CTOJ'I6LI,OB, AOCTYNHbIX ANA KOHKPETHONo MCTOYHUKA AaHHbIX.

Bbi6paHHble  ||Cnincok cTon6LoB, BoIBpaHHbLIX Anf 0TOBPaXKEHUs B OTYeTE.



https://docs.usergate.com/poisk-i-fil6traciya-dannyh_1257.html

MpaBuna oTyeToB

Documentation: ¥

Product: SIEM
Version: 7.1.x

MpaBuno oTyeTa 3a4aeT napameTpbl CO3AaBAEMOro 0TYETa, a TaKKe pacnucaH1e 3anycka OTYeTOB U CrocoBbl A0CTABKKU OTYeTa nosb3osatenam. Mpu
CO3AaHWM NpaBuna oTyeTa aAMUHUCTPATOP yKasbiBaeT Crieaytolme napameTpsbi:

HaunmeHoBaHue OnucaHue
BknioueHo BkntoueHue/oTKNoYeHUA oTyeTa.

HasBaHue HassaHwue npasuna.

OnucaHue OnuuoHanbHoe none AnA onucaHuA npasuna.

A3bIK oTyeTa

Bri6op fA3blka, KOTOPbIA ByAET UCNONb30BaH B OTYETE.

Jnana3oH [1ana3oH BpeMeHH, 3a KOTOPbIM HEOBX0AMMO NOATOTOBUTL OTYET.
dopmar otyeta (PDF, HTML, XML, CSV), B kKoTopom ByZeT co3aaBaTbCa AaHHbIA OTYeT.

dopmart BamHo! CosnaHve otueta B popmate PDF coszaeT BbICOKyHO HarpysKy Ha npoueccop v namaTte. Yem o6bemMHee oT4yeT, Tem Bonee

oTyeTa BbICOKaa Harpyska. He ucnonbayitte ¢popmart otueta PDF ana nonbsosatesnbckux wabnoHos. Ana wabdnoHos Moapo6Hbii
cnucok Bcex noceweHHbiX URL v Moapo6Hbii cNMCOK BCeX NOCELeHHbIX CaNTOB aBTOMAaTUUYECKW UCTIONb3yeTca popmar
CSV, HesaB1cUMO OT BbiOpaHHoro gpopmara.

KonunuectBo 3anaHue orpaHuyeHns yncna sanucei, kotopele ByayT BHIBOAUTLCA B OTYETAX, B KOTOPbIX MPUCYTCTBYET OrpaHUYEHHe Mo

3anuceu KOSIMYeCTBY TON 3anucen, Hanpumep, Ton 20 nonb3osaTenem ¢ oWnBOoYHOM aBTopU3aLuen B Be6-KOHCONb.

Konuuecteo B

3apaHue orpaHu4yeHua ymcna 3anucen, KOTOpbIe 6yﬂyT BbIBOAMNTBLCA B OTYETaX, B KOTOPbLIX MPUCYTCTBYET OrpaHnyeHue no
KOMYeCTBY CrpynnupoBaHHbIX 3anucen, Hanpumep, Ton 10 nonb3oBartenen no Kareropuam — anq Kaxaom Kateropumu éyneT

rpynnupoBKe .
(ecnu ykasaHo He 6onee 10 nonb3oartenei. JJaHHOe orpaHyYeHe NPUMEHWMO TOJBKO AN Tex WabnoHOB 0TYETOB, KOTOPbIE coaepaTt
nNpMMeHnMO) rpynnuMpoBaHue.
MonbaosaTeny 3anaeT nonb3osaresnei Wnv rpynnbl Nonsb3oBatenen, AN KOTopbix ByaeT cosaaBaTbes oTyeT. Ecnu ocTtaBuTh none nycTeiM, TO
oTuyeT ByaeT co3naBaThCA AnA BCEX Nonb3oBaTeneu.
La6noHb! Cnu1cok WwabnoHoB, KoTopble ByAyT UCNONb30BaTLCA ANA NOCTPOEHUA oTyeTa. ObA3aTensHO Heo6xoaAMMo A06aBUTbL XOTA Obl OANUH
LWabnoH.
BbiGop pacnucaHua Ansa co3aaHua oTyeToB. Bo3MOXHbI BapUaHThI:
« ExepaHesHo.
o ExenenensHo.
« ExemecAuHo.
« Kaxable ... yacos.
o Kaxable ... MUHYT.
« 3apatb Bpy4HyHO.
PacnucaHuve PYsHy!

Mpu 3anaHUKn BPYYHYt0 HEOOXOAWMO Mcnosb3oBaTh crontab-nofo6HbI GpopMaT, NPU KOTOPOM CTPOKA BLIFMAAMT KaK LIeCTb Nose,
pasaeneHHbix npobenamu. Mona 3aaatoT Bpema B cneaytowlem Buae: (MuHyThl: 0-59) (vackl: 0-23) (aHu mecaua: 0-31) (mecsau: 0-
12) (neHb Henenu: 0-6, 0-BockpeceHbe). Kaxzaoe 13 nepBbix NATW Nonei MoXeT ObiTh 3a4aHO creaytoLum 06pasom:

« 3Be3aouka (*) — o603HaYaeT BECb AUanNas3oH (0T NepBOro 0 NOCeAHEro).
o Jeduc (-) — obosHauaeT AvanasoH unucen. Hanpumep, "5-7" Byaet o3HadyaTb 5,6 1 7.
« Cnucku. 310 uncna (Mnu AvanasoHbl), pasaeneHHsle 3anaTeivu. Hanpumep, "1,5,10,11" unm "1-11,19-23".

« 3Besnouka Mnu avanasoH c warom. Mcnonbsyetca AnA NPONycKkoB B AvanasoHax. LLlar ykasbiBaeTca nocne Kocown YepTbl.
Hanpumep, "2-10/2" 6yaet 3HauuTh "2,4,6,8,10", a BoipaxxeHue "*/2" B none "yackl" OyaeT o3HayaTb "Kaxkable ABa yaca.




HaumeHoBaHue OnucaHue

B03MOXHOCTb 3a4aThb ONLUMOHasbHYHO OTMPaBKY CO3AaHHOTO 0TYeTa noslyyatenam no npotokony SMTP. Heo6xoanmo 3aaats:

« Mpodpunb SMTP, koTopbIM ByaAeT UcnoNb3oBaH ANA OTNpaBKku oT4eToB. MoApobHO 0 HacTpoike npodpunent SMTP cmoTpuTe
B rnase [1podunu onoseLLeHni.

e OT— nmA oTnpaBuTenA nMcbma.
JlocTaBKa

« Tewma nucbma — Tema nucema (subject).
o Teno nucbma — coaepXMmoe nucbma.

« lMonyuartenu — cnucok nonyuyatenen nucbMa. Monyyatenu 4omkHbl BbiTb Ao6aBneHsl B crcku 6ubnuotekn MouToBble
appeca.

MpumeuaHunellpolecc cosaaHna 0TYeTa MOXET NPOAOIKATLCA A0CTATOUHO ANUTENBHOE BPeMA U MOXET NOTPednATL 60sIbLIOE KOTMYECTBO
BbIUNCIUTENbHBIX peCYpcoB. OCOBEHHO BaXHO YUMTLIBATL 3arpy3ky PecypcoB Npu 3amycke 0TYETOB 3a 60sbLUIO AuanasoH BpeMeHHU.

anMeanMeﬂ,ﬂﬂ TOro, 4ToOHI 3anyCTuUTb NpaBuWIo oT4yeTa He 0653aTeNbHO BKOYATb Ero U yKasblBaTb BpemMA 3anycka npasuna. B PY4YHOM pexume
MOXHO 3anyCTuUTb nto60oi, B TOM UMCIe OTKIIOUEHHEIW OTYET, ANA STOrO B CNIUCKE npasun Heo6xoaMMO BblﬁpaTb Tpe6yeMoe npaBuSiIo U HaXXaTb Ha
KHOMKY 3aﬂycTMTb cenvac. [0ToBbIM OTUET Nocne cosaaHna 6yaeT AOCTyneH B pasaene CosfaHHbIe OTYETHI.
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B pasnene CospaHHbIe OTYETbI XPaHATCA BCEe NONy4YeHHble oTyeThl. OTueThl codgatoTtca B popmare pdf unm csv. [na kaxaoro otyeta ykasolBaeTca
HasBaHWe 0TYeTa, KOTOPOE COBNaZAaeT C HasBaHWeM Npasuia oT4yeTa, KoTopoe BbINIo UCNONb30BaHO ANA CO34aHWA AAHHOTO 0TYeTa, BpemA Co3AaHnA
oTyeTa u pasmep oTyeTa.

[na ckauMBaHua oTueTa Heo6XoAUMO UCMonb30BaTh KHOMNKY Ckauatb, ans yAaneHuwa — Ynanuthb.

Bpemsa xpaHeHWA rotoBbiX OTYETOB (POTaLMA) HACTPaMBAETCA NO HAXATHIO HA KHOMKY HacTpouTb. 3HaueHne no ymonyanuio — 60 aHen.
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