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Pasnen MonuTUKK ceTn coaepxuT cneayoLue noapasaens:
« MexceTeBoW aKpaH.
« NAT u mapLipyTr3auma.
« BanaHcupoBka Harpysku.
« [ponyckHas cnoco6HOCTb.

C nomoLLbo MOSTUTUK CEeTH AAMUHUCTPATOP MOXXET HAaCTPOUTb HeobXxoaAnMbIi A0CTYyn B UHTEpPHeT AnA CBOUX noneb3osarenew, OI'IyéﬂVIKOBaTb
BHYTpPEHHKWEe pecypcChbl CETU B UHTEPHETE, YyNpaBnATb CKOPOCTLIO NepeAadu AaHHbIX ANA onpeAefieHHbIX CepBUCOB U I'IpVIJ'lO)KeHVIﬂ.

MpumeuaHuellpasuna, cosaaHHbIe B AaHHbLIX pasaenax, NPUMEHAOTCA CBepXy BHU3 B TOM NOPAAKE, B KOTOPOM OHU yKasaHbl B KOHCOSU.
BbinonHAeTca Bceraa TOMbKO NEpPBOe NpaBusio, A5A KOTOPOro COBNanu ycrnosua. JT0 3HAUMT, yTo Bonee cnelyndmryeckue npasuna A0MKHbI ObiTh
BbilLle B cn1cKe, yem 6onee obuime npasuna.

Ana npeaocTtaBneHnAa nosib3doBartenamM A0CTyna B UHTEPHET Heobxoanmo:

HaumeHoBaHue OnucaHue

Ecnv Heob6xoanma noamMeHa aspecos Tpadpuka. CmoTpute pasaen NAT u

Lar 1. Cosaatb npasuno NAT (onuynoHanbHo). MADLLIDYTHAALMA
MapLUPYyTU3aLnA.

LLar 2. Cosaathb paspeLumTenibHoe NpaBuio MEXCeTeBOoro

CmoTpuTe pasaen MexceTeBomn 3KpaH.
3KpaHa. lVexceTeBon sKpaH.

AnA ny6nvkaumm BHYTPEHHEro pecypca B MHTEPHETE HEOBXOANUMO:

HaumeHoBaHHWe OnucaHuve

LWar 1. Cosaatb npasuno DNAT unu npasuno reverse- ||[CmoTtpute pasaen [pasuna DNAT v [y6nukauma HTTP/HTTPS-pecypcoB ¢ noMoLLbo
MPOKCH. reverse-npoKcH.

Urobbl ykasatb AN ONpeAesiEHHOro CepBrca UM aapeca BbIX0A B UHTEPHET Yepes anbTepHaTUBHOMO NpoBanaepa, HE06X0ANMO:

HaunmeHoBaHue OnucaHue

Lar 1. Co3natb npaeuno Policy-based routing.||CmoTtpuTe pasaen Policy-based routing.

na Toro 4toBbl 3aNPETUTHL UK PasPELLUTb ONPEAesieHHbIN TUR Tpaduka, npoxoaawmii yepes UserGate, Heobxoanmo:

HanmeHoBaHue OnucaHue

LLiar 1. Co3aatb NpaBuIIo MEXCETEBOro akpaHa. [[CMoTpuTe pasaen MexceTeBoi 3KpaH.

na Toro YtoBbl pacnpeaenuTb TpadrK MeXAY HECKONIbKUMU BHYTPEHHUMU CEpBEPamMM, HEOBX0ANMO:

HanmeHoBaHue OnucaHue

LLar 1. Cospatb npasuio BanaHcMpoBku Harpysku.||CMoTpuTe pasaen BanaHcMpoBKa Harpysky.

JJ,J'IH TOro YT0ObI OrpaHN4YnTb CKOPOCTbL ANA onpeaerieHHOro cepsuca Unn NPUIIoXKeHud, Heob6xoanmo:

HaumeHoBaHHWe OnucaHue



http://docs.usergate.com/nat-i-marshrutizaciya_118.html
http://docs.usergate.com/mezhsetevoj-ekran_116.html
https://docs.usergate.com/index.php?View=entry&EntryID=713#%D0%9F%D1%80%D0%B0%D0%B2%D0%B8%D0%BB%D0%B0%20DNAT
http://docs.usergate.com/docs.usergate.com/publikaciya-httphttps-resursov-s-pomosh6yu-reverse-proksi_722.html
https://docs.usergate.com/index.php?View=entry&EntryID=713#Policy-based%20routing
http://docs.usergate.com/mezhsetevoj-ekran_116.html
http://docs.usergate.com/balansirovka-nagruzki_124.html

HaumeHoBaHuWe OnucaHue

LWar 1. Cosaats npasuno MponyckHon cnocobHocTw. |[CmoTpuTe pasaen MNponyckHaa cnocoBHOCTb.
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MexceTeBoMn aKpaH

Documentation: ¥
Version: 5.x, 6.1.9

C nomMoLLbo NPaBUIT MEXCETEBOro aKpaHa aaAMUHUCTPATOP MOXET paspeLlnTh UK 3anpeTuTb NtoGoi TN TPaH3UTHOTO CETEBOro TpaduKa,
npoxoasiero yepes UserGate. B kauecTse ycnoBuii npasunia MoryT BeICTynath 30Hb! U IP-aapeca MCTOYHWUKA/HA3HaYEeHWs, NOMb30BATENM U IPYNMb,
CEepBU1ChI U MPUIIOKEHUS.

Co0biTHA cpabaTbiBaHWA NPaBUIT MEXCETEBOro akpaHa oTodpaxaloTcaA B xypHane Tpaduka ( MypHanbl u oT4éThl - XypHan Tpaduka) npu
BK/OYEHWK onumun MypHanupoBaHue B napameTpax npasui.

MpumeyaHuellpasunna NpUMEHAIOTCA MOOYEPEAHO CBEPXY BHM3 B TOM NOPALKE, B KOTOPOM OHM yKasaHbl B CNMCKe. BbinonHAeTcA ToNbko nepsoe
npaBu1sio, AN1F KOTOPOrO COBMasi BCe YKasaHHbIe B HEM yCnoBHA. JTO 3HAUMT, UTo Bonee cneunduryeckue NpaBuna A0MKHbI ObiTb BhILLE B CMIUCKE, YEM
Gonee obLme npaeuna. McnonbayiiTe KHONkK Biiwe/Hixe, HaBepx/BHU3 UK nepeTackMBaHWe Mbllbio A51A UBMEHEHUA NOPALKa NPUMEHEHUA
npasun.

MpumeuaHmeYexbokc MHBEpTUPOBaTb MEHAET AEMCTBUE YCNOBUA HA NPOTUBOMONOXHOE, YTO COOTBETCTBYET noruyeckomy «HE» (oTpuuanue).
MpumeuaHneEcnu He co3aaHo HY OHOTO NpaBKna, To NMBoM TPaH3UTHLIN Tpaduk uepes UserGate sanpeLueH.

Yrto6bl cosnatb npaBniIo MeXceTeBOoro aKpaHa, HeobXxoAnMO HaxaTb Ha KHOMNKY ﬂOéaBMTb B pasaene Monutuku cetn - MewceTeBon SKpaH 1
yKkasatb Heobxoanmble napameTpsbl.

[na cpabatbiBaHMA Npaeuna Heo6Xo0ANMO, YTOOLI COBMaM BCE YCIIOBHA, yKasaHHbLIE B NapameTpax npasuna.

HanmeHoBaHHne OnucaHue
BkntoueHo Bkntouaet unu oTkntouaeT npasuno.
HassaHue HassaHwue npasuna.
OnucaHue Onwvcaxune npasuna.

3anpeTutb: 610KUpPYET TPAPUK.
JHencteue
PaspelunTb: paspeLuaeTt Tpaduk.

HacTpoiika AaHHOro napameTpa A0CTynHa Ana npaBui, 6roKUpyroLLMX TpaduK (BbiBpaHo AeiicTBUe 3anpeTuTb). MapaveTp
MOXET MPUHUMATb OAHO U3 CIIeAYHOLUX 3HAYEHUN:

« He Bbi6paH.
« Mocbinatb ICMP host unreachable: 6nokuposka Tpaduka ¢ otnpaekoit ICMP-coobLyeHus.
Ot6pocuTs 1 « Mocbinatb TCP reset: 6riokMpoBka Tpaduka ¢ oTnpasKoii coobLueHns o paspeise TCP-coeanHeHus.

BamHo! Mpu BuiGope aeiicTeuA Mocbinatb TCP reset Heobxoanmo ykasaHue cepsuca (Bknaaka CepBuc),
ucnonbaytoLero npotokon TCP.

« Mocbinatb TCP reset B 06e CTOPOHBI : B110KMpOBKa TpadHKa ¢ 0TNPaBKoi coobLieHns o paspbise TCP-coeanHeHua
KITMEHTY U cepeepy.

YKkasbiBaeT cueHapui, KOTOpbIM A0SKeH ObiTb aKTUBHLIM AnA cpabaTeiBaHuA npasuna. MoapobHo o padoTe cyeHapues
cmoTpuTe B pasaene CueHapuu.

CueHapun
BaxHo! CueHapuit ABNAETCA AONOSHUTENBbHLIM ycnosuem. Ecnu cueHapuit He akTusMpoBancs (He cpaboTtanu 0AHO UK
HECKOMBLKO TPUITEPOB CLieHapua), T Npasumno He cpaboTaeT.
3anucbiBaeT B XypHan MtHdopmMaLmio o Tpaduke npu cpadatsiBaHM npasuia. BoaMoxHbl BapuaHTbi:
« XypHanupoBaTb Hauano ceccuu. B aTom crnyuyae B xypHan Tpaduka ByaeT 3anucbiBaTbCA TOMBKO MHPOpMaLMUa O
Hauane ceccu (NepBbli NakeT). OTO PEKOMEHAYEMbIN BapUaHT XyPHATMPOBaHMA.
MypHanupoBaHue

« XypHanupoBaTb Kawabli nakeT. B aTom crnyyae ByaeT 3anucbiBaThCA MHOOPMALMA O KXKAOM nepesaBasMom
ceTeBOM nakete. [1nA AaHHOro pexunmMa peKoMeHAYeTCA BKIIoUaTh TMMUT XXypHANMPoBaH1A ANA NpeAoTBpaLleHna
BbICOKOM 3arpysKku yCTponcTaa.

« HeT. B atom cnyyae Hpopmauma He ByaeT 3anucbiBaThCA.
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HaumeHoBaHue OnucaHue
3oHa, cnucku IP-anpecos, cnucku reo IP-aapecos, cnucku URL nctouHuka Tpaduka.
Cnucok URL fomkeH BrtoyaTth TOMbKO MMEHa AOMEHOB.
BamHo! CTpokv ¢ cMMBOSIOM ™' B TakuX CIUCKax He paboTatoT (MrHopuUpyroTCa).
Kaxable 5 mmHyT UserGate npoussoauT paspelleHre A0MEHHbIX MMeH B IP-aapeca 1 XpaHWuT nonyyeHHbl pesynbTat BO
UcTouHuk BHYTPEHHEM Kallle Ha Bpems xun3Hu DNS-3anucu. Mo ucteueHnn Bpemenm xusniun UserGate aBTomaTyecku obHoBnaeT
3HaveHue IP-aapeca.
BawHo! O6paboTka TpaduKa NPOUCXOAMT MO CreaytoLei Norvke:
« ycnosua o6beanHaoTea no U, ecnu ykasaHbl HECKOMBKO CNUCKOB IP-aapecoB w/vunu JOMEHOB;
« ycroBusa o6beanHstoTes no U, ecnu ykasaHsl GeolP v cnucku IP-aapecoB u/vnu JOMEHOB.
Cnu1COK nonb3oBatenen Unu rpynn, Ans KOTOPbIX NPUMEHAETCA AaHHOE Npasuno. MoryT GbiTe MCNONb30BaHbI NONIb30BATESNU
Monb3oBareny Tuna Any, Unknown, Known. [Ina npumeHeHnA npasu K KOHKPETHLIM NONb30BaTeNaM UK K nonb3osatenam Tvna Known
HEeoB6X0AMMO HaCTPOUTb UAEHTUdHMKALMIO Nonb3oBaTenei. Bonee noapotHo 06 MAeHTUPUKALKUM NONb3oBaTENen YuTaiTe B
rnase [lonb3oBarenu u yCTpoWCTBa.
3oHa, cnucku IP-anpecos, cnucku reo IP-aapecos, cnucku URL HasHaveHnua Tpaduka.
Cnuncok URL aonxeH BrtouaTh TOMbKO MMeHa A0OMEHOB.
BamHo! CTpokM ¢ cUMBOMOM ™' B TaKMX CMMCKax He paboTaroT (MrHOpUpYyoTCA).
Kaxable 5 muHyT UserGate npoussoauT paspeLleHre A0MEHHbIX UMeH B IP-aapeca v XxpaHWuT nonyyeHHbli pesdynbTat BO
HasHaueHue BHYTPeHHeM Kalue Ha BpemaA xu3Hu DNS-3anucu. Mo ncteueHnn Bpemenm xusHu UserGate aBTomatuyecku obHoBnAeT
3HaueHue |IP-agpeca.
BanHo! Ob6paboTka Tpadrka NPOUCXOAUT MO CrEAyHOLLEN NIOTUKe:
« ycnosua o6beanHaoTea no U, ecnu ykasaHbl HECKOMBKO CNUCKOB |P-aapecos w/vnu JOMEHOB;
« ycnosua o6beanHaoTea no U, ecnu ykasaHbl GeolP 1 cnucku IP-aapecos n/vnm 4OMEHOB.
Cepsuc Tun cepsuca, Hanpumep, HTTP nnn HTTPS.
CnWCOK NPUOXEHUI, ANA KOTOPbLIX NPUMEHAETCA AaHHOE NpaBuIo.
OnpeaeneHve NpunoXeHna NPOMCXOANUT NOCse YyCTAHOBNEHUA COEANHEHUA MEXIY KITMEHTOM 1 CEPBEPOM U nepeaayn Tpaduka
MpunoxexHua B 060X HanpaBneHusx. MakcumarbHbli 06bEM Takoro Tpaduka - 1 K6aiT. Moatomy npasuno, paspeLuaroLee npunoxeHue,

6yneT NpUMEHATLEA K NtoBoMy TpaduKy, MOAXOAALEMY MO APYrie KPUTEpUM NpaBuna, NoKa npuioxeHue He Byaet
onpeaeneHo. AHanorMuHo, cpabatbiBaHue BrOKMPYHOLLEro Npasuna (paspblB CECCUM), KOTOPOE B KAYECTBE OAHOMO U3 YCIOBHI
UCMNOMb3YeT NPUNOXKEHUE, NPOU3ONAET TONLKO NOCMe onpeaeneHna NPUNoXeHUa.

Bpems

MHTepBanbl BpeMeHu, Koraa npasuno akTUBHO.



http://docs.usergate.com/pol6zovateli-i-ustrojstva-37/

NAT 1 mapLupyTusayma
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B pasaene NAT u mapuipyTusauua aammHuctTpaTop MoxeT cosaasats npasuna NAT, DNAT, MopT-¢opsapauntra, Policy-based routing n Network
mapping. UserGate noaaepxwvsaeT NAT/DNAT Ans CNOXHbIX MPOTOKOSIOB, KOTOPLIE MOTYT UCMOMNb30BaTh AMHAMUYECKHUE NOPTLI ANA CBOeH padoThi.
Moaanepxusatotca npotokonel FTP, PPTP, SIP, H323.

CobbiTua cpabatbiBanua npasun NAT, DNAT, nopT-dopBapauHra, Policy-based routing u Network mapping oto6paxatoTca B )ypHane Tpaduxa
(MypHanbl M oT4éTbl » XypHan TpaduKa ) npu BrIHOUYEeHUM onuyun MypHanupoBaHHue B napameTpax npasuin.

MpumeuaHneGeolP He MOXET MCNONb30BaTLCA B KAYECTBE aapeca UCTOUYHMKA Tpaduka B npasunax NAT 1 B kauecTBe aapeca HasHauyeHua Tpaduka
B npasunax NAT, DNAT v nopT-¢dopsapanHr.

Mpasuna NAT

Kak npaewro, ana npefocTaBrneHna nonb3oBaTensamM AoCTyna B UHTEPHET HeobxoanMo co3aaTb XoTA Obl 0aHO npasuno NAT 13 30Hbl Trusted B 30HY
Untrusted.

MpumeyaHuellpasuna NpUMEHAIOTCA MOOYEPEAHO CBEPXY BHM3 B TOM NOPAZKE, B KOTOPOM OHM yKasaHbl B CNMcke. BbinonHAeTcA Tonbko nepsoe
npaBu1IIo, AN1F KOTOPOro COBMasiu BCe YKasaHHbIe B HEM yCroBHA. JTO 3HAUMT, UTO Bonee cneunduryeckue NpaBuia A0MKHbI ObiTb BhILLE B CMIUCKE, YEM
Gonee obLmne npaeuna. McnonbayiiTe KHONkK Boiwe/Hixe, HaBepx/BHU3 UK nepeTackMBaHWe Mbllbo 4518 UBMEHEHUA NOPALKa NPUMEHEHUA
npasun.

MpumeuaHneYekOokc MHBEPTUPOBATL MEHAET AEHCTBUE YCNOBUA HA NPOTUBOMONOXKHOE, UTO COOTBETCTBYET NorvyeckomMy «HE» (oTpuuaHue).

Yro6bl cozaath npasuno NAT, Heo6XoAMMO HaxaTb Ha KHOMKy Jlo6aBuTb B pasaene Monutukn cetu - NAT n maplipyTU3auma 1 ykasatb
HEoBXoAUMbIE NapameTpbl.

HaumeHoBaHue OnucaHue
BknoueHo BkntoyaeT unu oTkoyaeT npasuno.
HasBaHue Haseanue npasuna.
OnucaHue OnucaHue npasuna.
Tvn Bbi6pats NAT.

fABHO yKasbiBaeT IP-aapec, Ha KOTOpbIM ByAeT 3aMeHeH afpec UCTOYHMKA NPU HAaTTMPOBaHMK NaxkeToB. MMeeT cMbICn B criyyae
HanMWuus HecKosbK1X |P-aapecos, HasHaueHHbIX MHTepdercam 30HbI HagHaueHuA. Ecnu ocTaBuTb 3TO Nosie MycTbiM, TO cUcTeMa
OyneT UCnonb3oBaTh NEPBbIM aapec U3 Cnucka A0CTYMNHbIX |P-aapecos, HasHaYeHHbIX MHTepdencam 30HbI HagHaUYEHHA.
[onyckaeTtcA ykasaHWe AuanasoHa |IP-aapecos, Hanpumep:

SNAT IP
(BHewWwHUK aapec) (1192.168.10.10-192.168.10.20
B atom cnyuae UserGate GyaeT ucnonb3sosath Bee yKasaHHble agpeca npu Source NAT.

PexomeHayeTcs aBHO ykasbiBate SNAT IP Ana noBbiLLeHWs NPOU3BOAUTENBHOCTH PaBOoThl MEXCETEBOrO SKpaHa.

3anucbiBaeT B XypHan MHOpMaLmio 0 Tpaduke npu cpadaTtsiBaHUM Npasuna. BosMoxHbl BapuaHTbi:

« XypHanupoBaTb Hayano ceccuu. B aTom crnyuae B xypHan Tpaduka OyaeT 3anucbiBaTbCA TOMLKO MHPOpMaLUS O

YypHanupoBaHue N -
Hauane ceccuu (nepsblil NaKeT). OTO PEKOMEHAYEMbIN BAPUAHT XXypHASIMPOBaHUA.

« HeT. B atom cnyyae uHpopmauma He ByaeT 3anucbiBaTbCA.

3oHa, cnucku IP-aapecos, cnnckv URL nctouHnka tpaduka.
Cnuncok URL gomxkeH BKtoYaTh TOSBKO MMEHA A0MEHOB.
BanHo! CTpokv ¢ CMMBOSIOM ™' B TakMX CUCKax He paboTatoT (MrHopuUpyroTCA).

UcTouHUK Kaxaele 5 muHyT UserGate npon3soauT paspeLleHne A0MeHHbIX MMeH B IP-aapeca n xpaHWUT NonyyeHHbIn pesynbTar Bo
BHYTPEHHEM KaLe Ha Bpems xu3HW DNS-3anucu. Mo ucteueHun Bpemenn xmusum UserGate aBTomaTMyeckn obHoBNAET
3HauveHue |IP-agpeca.

BamHo! Ob6paboTka Tpadrka NPOUCXOAUT MO CrEeaytoLLER NIOrUKe:

« ycnosua o6beanHaoTea no U, ecnu ykasaHbl HECKOMBKO CNUCKOB IP-aapecoBs w/vnu JOMEHOB.




HaumeHoBaHue

OnucaHue

Ha3HaueHue

3oHa, cnucku IP-agpecos, cnnckv URL HasHauenua Tpaduka.
Cnuncok URL aomxeH BKIoYaTh TONMBKO UMEHa AOMEHOB.

1%t

BawHo! CTpoKM C CHMBOMOM ™' B TakWX CrUCKax He paboTatoT (MrHopUpytoTca).

Kaxable 5 muHyT UserGate npoussoauT paspeLleHre A0MEHHbIX MMeH B IP-aapeca v XpaHWuT nonyyeHHbli pesynbTat BO
BHYTPEHHEM Kallle Ha Bpems xun3Hu DNS-3anucu. Mo ucteueHnn Bpemenm xusniun UserGate aBTomaTyecku obHoBnaeT
3HaueHue |P-agpeca.

BawHo! Ob6paboTka TpaduKa NPOUCXOAUT MO CreaytoLei Norvke:

« ycnosua o6beanHaoTea no U, ecnu ykasaHbl HECKOMBKO CMUCKOB IP-aapecoB v/vunu JOMEHOB.

Cepsuc

Twn cepsuca, Hanpumep, HTTP, HTTPS unu apyrow.

MpumeuaHnePekomeHayeTca co3aasath o6wme npasuna NAT, Hanpumep, npasuno NAT 13 nokanbHoi ceTu (06bluHO 30Ha Trusted) B UHTEpHET
(06b1uHO 30Ha Untrusted), a pasrpaHuyeHre 40CTyna no nosib3oBaTenamM, CepBrUcam, MPUIOKEHUAM OCYLLECTBATL C MOMOLLLIO NMPaBKI MEXCETEBOro

3KpaHa.

MpaBuna DNAT

Mpasuna DNAT 06bI4HO MCnosb3ytoTCcA AnA NyOnuKaLmMmu BHYTPEHHUX PECYPCOB CETU B MHTEPHET. [inA nybnukaunu cepepos HTTP/HTTPS
peKoMeHAyeTCA UCMOoNb3oBaTh NyBnMKaLMio C NOMOLLbLIO NPaBKs reverse-npokck. bonee noapo6Ho o ny6nvkauum pecypcos ¢ NOMOLLbIO NpaBui
reverse-npokcu onucaHo B rnase [y6nukauna HTTP/HTTPS-pecypcoB ¢ NOMOLLbIO reverse-npokeu . [Ana ny6nukaumm cepeepos, paboTatoLynx no
npoTokonam, oTnunuHeiM oT HTTP/HTTPS, Heo6xoaumo ucnonsaosate nybnukauuio DNAT.

Mpumeuanuellpasuna NPMMEHAOTCA NOOYEPEAHO CBEPXY BHU3 B TOM NOPALKE, B KOTOPOM OHM yKasaHbl B CMUCKe. BuinonHAeTCA TONbKO nepsoe
npaBusio, ASIF KOTOPOrO COBMaJI BCE YKasaHHbIe B HEM yCnoBuA. JTO 3HAUMT, 4To Bonee cneunduryeckue npasuia A0MKHbI ObiTb BhILLE B CMIUCKE, YEM
6onee obLme npasuna. MUcnonbayite kKHonku Boiwe/Huxe, HaBepx/BHU3 nnv nepetackMBaHue MbllbO ANA UBMEHEHUA NOPSAAKA NPUMEHEHHUA

npasuJi.

MpumeuanmeYexbokc MHBepTUPOBaTL MEHAET AEMCTBUE YCNOBUA HA NPOTUBOMONOXHOE, YTO COOTBETCTBYET noryeckomy «HE» (oTpuuanue).

Yro6bl cozaats npasuno DNAT, Heo6Xx0aMMO HaxaTb Ha KHorKy Jlo6aBuThb B pasaene MonnTukn cetn - NAT 1 MapwipyTM3aUMA W ykasaTb
HEo6X0AUMbIE NapameTpb.

(BHewWHUK agpec)

HaumeHoBaHue OnucaHue

BxknioueHo BrntouaeT unu oTkiovaeT npasumio.

Hassanue HassaHue npasuna.

OnucaHue OnucaHue npasuna.

Tun Bribpate DNAT.
ABHo ykasbiBaeT IP-afapec, Ha KOTOpbIM ByAeT 3aMeHEeH aapec UCTOYHMKA NpW HaTTUpoBaHuK nakeTtos; ecnu SNAT IP He ykasaH,
TO aApec UCTOYHUKa ByaeT 3aMeHéH Ha aapec nHTepdeica UserGate, ¢ KOTOPOro oTnpasreH naker.

SNAT IP JonyckaeTca ykazaHue amanasoHa IP-aapecos, Hanpumep:

192.168.10.10-192.168.10.20

BawHo! [1na 3amMeHbl aapeca UCTOUYHMKA Ha yKasaHHbI agpec Heobxoanmo Bo Briaake DNAT akTMBMpoBaTb YeKOOKC
Brkntountb SNAT.

YypHanupoBaHue

3anucbiBaeT B XypHan MHOpMaLMIo 0 Tpaduke npu cpadaTtsiBaHWM Npasunia. BosMoxHbl BapuaHTbi:

« MypHanupoBaTb Hauano ceccuu. B aTom cnyuae B xypHan Tpaduka ByaeT 3anucbiBaTbCa TONMBbKO MHdOPMaLMUA O
Hauasne ceccuu (Nepsblit NakeT). ATO PEKOMEHAYeMbIi BapyaHT XypHanMpoBaHus.

« Hert. B atom cnyyae nHdpopmauus He 6yaeT 3anucoiBaTbes.
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HaumeHoBaHue OnucaHue

3oHa, cnucku IP-anpecos, cnucku reo IP-aapecos, cnucku URL nctouHuka Tpaduka.
Cnuncok URL aomxeH BKIoYaTh TONMBKO UMEHa AOMEHOB.

1%t

BawHo! CTpoKM C CHMBOMOM ™' B TakWX CrUCKax He paboTatoT (MrHopUpytoTca).

Kaxable 5 muHyT UserGate npoussoauT paspeLleHre A0MEHHbIX MMeH B IP-aapeca v XpaHWuT nonyyeHHbli pesynbTat BO
UcTouHuk BHYTPEHHEM Kallle Ha Bpems xun3Hu DNS-3anucu. Mo ucteueHnn Bpemenm xusniun UserGate aBTomaTyecku obHoBnaeT
3HaueHue |P-agpeca.

BawHo! Ob6paboTka TpaduKa NPOUCXOAUT MO CreaytoLei Norvke:
« ycnosua o6beanHaoTea no UK, ecnu ykasaHbl HECKOMBKO CNUCKOB |P-aapecoB w/vnu JOMEHOB;

« ycroBua o6beanHatoTea no U, ecnu ykasaHsl GeolP v cnucku IP-aapecoB u/vnu JOMEHOB.

OavH u3 BHewHux IP-aapecos cepsepa UserGate, A0CTYMHbIA U3 CETU MHTEPHET, KyAa aApecoBaH TpadyK BHELUHUX KITUMEHTOB.
HasHaueHue BamHo! ObpabdoTka Tpadmka NPOMCXOANT N0 CreaytoLye noruke:

« ycroeua o6beanHatoTes no UIN, ecnu ykasaHbl HECKOSTBKO CMMCKOB IP-aapecos u/unu JOMEHOB.

Tun cepsuca, KOTOPLIA HeoBx0AMMO ony6nuKkoBaTh, Hanpumep, HTTP. Ecnu He ykasaH cepsuc, To ByayT ony6nuKoBaHbl Bce

CepBuChI.
CepBuc
BaHo! Henb3a ony6nuKkoBaTth CEPBUCHI, KOTOPLIE UCMOSL3YIOT CEAYIOLLME NOPThI, MOCKOSLKY OHU UCMOSb3YIOTCA BHYTPEHHUMM
cepsucamu UserGate: 2200, 8001, 4369, 9000-9100.
Anapec
Ha3HayeHus IP-aapec komMnbtoTepa B NTOKanbHOM CeTHU, KOTOPbIN NMyBNUKYeTCcA B UHTEPHET.
DNAT

Bkntountb SNAT ||[Mpu BrItOYeHUM aaHHoW onuuu UserGate 6yaeT M3MeHATb aapec UCTOYHMKA B MakeTax U3 BHELLHel ceTu Ha cBoi IP-aapec.

MpumeuanneTpadprk DNAT/nopT-popBapamnHr He o6pabaTbiBaeTcs NpaBuIaMu MEXCETEBOrO aKpaHa, co3aHHeIMKU No ymonyanuto (Default block).
Moapo6Hee untaiite B cTathe_UserGate NGFW 6 Packet flow.

Mpasuna nopt-popBapauHra

MpaBuna nopT-popsapanHra paboTatoT aHanornyHo npasunam DNAT 3a UCKITFOYEHUEM TOTO, YTO 3TW NpaBMa NO3BONAIOT M3MEHUTb HOMEP NopTa, No
KOTOPOMY My6nuKyeTcA BHYTPEHHUI cepBuC. YTo6bI CO3aaTh NpaBusio NopT-¢hopBapAvHra, HEOOX0AMMO HaXaTb Ha KHOMKy Jlo6aBuTb B pasaerne
Monutnku cetu - NAT 1 maplupyTU3aLuMua 1 ykasaTb HEOOXOAWMbIE NapamMeTpsbl.

MpumeyaHuellpasuna NpUMEHAOTCA NOOYEPEAHO CBEPXY BHW3 B TOM NOPALKE, B KOTOPOM OHM yKasaHbl B CnMcke. BbinonHAeTcA Tonbko nepsoe
npaBu1sIo, AN1F KOTOPOrO COBMasI BCe YKasaHHble B HEM ycnoBHA. JTO 3HAUMUT, 4To Bonee cneunduryeckue Npasuia AOMKHbI ObiTb BhILLE B CMIUCKE, YEM
Gonee obLme npaeuna. McnonbayiTe KHonkK Biiwe/Hixe, HaBepx/BHU3 MK nepeTackMBaHWe Mbllbio 4518 UBMEHEHUA NOPALKa NPUMEHEHUA
npasun.

MpumeuaHmeYexbokc MHBepTUPOBaTb MEHAET AEMCTBUE YCNOBUA HA NPOTUBOMONOXHOE, YTO COOTBETCTBYET nornyeckomy «HE» (oTpuuanue).

HaumeHoBaHue OnwucaHue
BknioueHo BrntouaeTt unu oTknto4aeT npasuino.
HassaHue HassaHwue npasuna.
OnwucaHue OnucaHue npasuna.
Tun Bri6pats MopT-popBapAunHr.

3anucbiBaeT B XypHan uHdopmMaumio o Tpadmke Npu cpabatsiBaHK Npasuna. BoaMoxHbI BapuaHTb:

« MypHanupogeaTb Hauano ceccuu. B atom cnyuae B xypHan Tpadpuka ByaeT 3anuchiBaTbCa TOMBKO MHOOPMALUSA O

YypHanupoBaHue N N
Hauane ceccuu (NepBbli NaKeT). TO PEKOMEHAYEMbI BAPUAHT XXypHANMPOBaHUS.

« Hert. B aTom cnyyae nHdopmauusa He 6yaeT sanucbiBaTbes.
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HaumeHoBaHue OnucaHue

3oHa, cnucku IP-anpecos, cnucku reo IP-aapecos, cnucku URL nctouHuka Tpaduka.
Cnuncok URL aomxeH BKIoYaTh TONMBKO UMEHa AOMEHOB.
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BawHo! CTpoKM C CHMBOMOM ™' B TakWX CrUCKax He paboTatoT (MrHopUpytoTca).

Kaxable 5 muHyT UserGate npoussoauT paspeLleHre A0MEHHbIX MMeH B IP-aapeca 1 XpaHuT nonyyeHHbli pesynbTat BO
UcTouHuk BHYTPEHHEM Kallie Ha Bpems xun3Hu DNS-3anucu. Mo ucteueHnn Bpemenm xusniun UserGate aBTomaTnyecku obHoBnAeT
3HaueHue |P-agpeca.

BawHo! O6paboTka Tpaduka NPOUCXOAUT MO CreaytoLei Noruke:
« ycnosua o6beanHaoTea no U, ecnu ykasaHbl HECKOMBKO CNUCKOB |P-aapecoB w/vunu JOMEHOB;

« ycroBusa o6beanHatoTea no U, ecnu ykasaHsl GeolP v cnucku IP-aapecoB u/vnu JOMEHOB.

3oHa, cnuckm IP-agpecos, cnnckv URL HasHauenua Tpaduka.
Cnuncok URL gomxkeH BritoYaTh TOSbKO MMEHA A0MEHOB.
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BawHo! CTpOKM C CUMBOMOM ™' B TaKWX CMUCKax He paBoTatoT (MrHopUpyHoTCA).

HasHaueHue Kaxaele 5 muHyT UserGate npon3soauT paspeLleHne A0MeHHbIX MMeH B IP-aapeca u xpaHWUT NonyyeHHbIn pesynbTar BO
BHYTPEHHEM KaLe Ha BpeMms xu3HM DNS-3anucu. Mo ucteueHnn Bpemenn xmusum UserGate aBTomaTuyeckn obHoBNAET
3HaueHue |IP-agpeca.

BamHo! Ob6paboTka Tpadrka NPOUCXOAUT MO CrEAyIOLLEN NIOTUKe:

« ycnosua o6beanHaoTea no U, ecnu ykasaHbl HECKOMBKO CNUCKOB IP-aapecoBs v/vnu JOMEHOB.

MepeonpeneneHus NOPTOB MyBsIMKYEMbIX CEPBUCOB:
« OpuruHanbHbIM NOPT Ha3Ha4YyeHUnA - Homep TCP/UDP-nopTa, Ha KOTOpbIH NOIb30BaTEsNM LT 3anpochl.

Mopr- BamHo! Henb3a ncnonb3osatb cneayroLne nopThl, MOCKOMbKY OHU UCMOSIb3YHOTCA BHYTPEHHUMK cepBucamum UserGate:
$opsapauHr 2200, 8001, 4369, 9000-9100.

« HoBblii nopt HazHaueHus - Homep TCP/UDP-nopta, Ha KoTopbli ByayT nepeckinaTbca 3anpockl Nosib3oBaTernen Ha
BHYTPEHHW nyOnuKyemblii cepaep.

Anpec
Ha3Ha4yeHuA IP-a,upec KOMnMbOTEpa B JIOKanbHOM ceTu, KOTOprl71 I'IyﬁJ'IVIKyeTCFI B UHTEpHeTe.
DNAT

Brntountb SNAT ||[pu BrItOYEHUM AaHHOM onuuun UserGate ByneT n3aMeHsATb aapec MCTOYHMKA B NakeTax M3 BHeLLHel ceTu Ha cBor IP-aapec.

MNpumeuanuneTpacdpuk DNAT/nopT-popBapanHr He obpabaThiBaeTca NpaBuiamMyM MEeXCeTEBOro aKpaHa, cosdaHHbIMK No ymonyanuto (Default block).
MoapobHee uuTaiite B ctatbe_UserGate NGFW 6 Packet flow.

Policy-based routing

Mpasuna policy-based routing 06bIYHO MCMONB3YOTCA ANA yKasaH!A ONpeAesieHHOro MapLupyTa B UHTEPHET AN1A ONpeAerieHHbIX XOCTOB U/Unu
cepBuCcoB. Hanpumep, B opraHusaumm crnonbaytoTea 2 nposaiaepa M Heobxoanmo Beck HTTP-Tpaduk nepeckinarts Yepes npoeanaepa 1, a Becb
oCTanbHOI - yepes nposaiaepa 2. inA 3T0ro HeoHX0AMMO yKasaTb B KAUECTBE LL03a N0 YMOTYaHUIO B MHTEPHET-LL03 NpoBaiaepa 2 U HacTPOoUTb
npasuno policy-based routing ana HTTPS-Tpaduka yepes wnto3 nposanaepa 1.

Mpumeuanuellpasnna PBR He 3ameHsaoT 1 He BNUAOT Ha padoTy npasun NAT. [nsa TpaHcnauuu aapecos, nocne npasuna PBR Heo6xoaMmo
noctaeuTb cooTBeTCTBytoLee npasuno NAT.

MpumeyaHuellpasunna NpUMEHAIOTCA MOOYEPEAHO CBEPXY BHM3 B TOM NOPAAKE, B KOTOPOM OHM yKasaHbl B CNMCKe. BbinonHAeTcA ToNbko nepsoe
npaBu1IIo, AN1A KOTOPOro COBMasi BCe YKasaHHbIe B HEM yCroBuA. JTO 3HAUMT, UTO Bonee cneunduryeckue NpaBuia A0MKHbI ObiTb BhILLE B CMIUCKE, YEM
Gonee obLmne npaeuna. McnonbayiiTe KHONkK Boiwe/Hxe, HaBepx/BHU3 UK nepeTackMBaHWe MblLbO 4518 UBMEHEHUA NOpALKa NPUMEHEHUA
npasun.

MpumeuaHmeYexbokc MHBepTUPOBaTb MEHAET AEMCTBUE YCNOBUA HA NPOTUBOMONOXHOE, YTO COOTBETCTBYET noruyeckomy «HE» (oTpuuanue).

Yrobbl cosaath npasuso policy-based routing, Heo6XxoAUMO HaxaTk Ha kKHonky Jlo6aBuTb B pasaene NMonutuku cet - NAT 1 mapLipyTUsayusa
yKasaTtb Heo6xoA1Mble napameTpb.

HanmeHoBaHue OnwucaHue

BxknioueHo Brntouaet unu oTkouaeT npasumno.
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HaumeHoBaHue OnucaHue

HasBaHue Hassanue npasuna.
OnucaHue OnucaHue npasuna.
Tun Bri6patb Policy-based routing.

Bbl6op 0AHOMO K3 CyLLECTBYHOLMX LUMO30B. Bbl MOXeTe AobaBuTb W03 B pasaene CeTb - LUnto3bl.
LLinio3
BamHo! BbiGpaHHbiIii L3 MOXET OTHOCUTBCA K ONPEAENIEHHOMY BUPTYasibHOMY MapLLpyTU3aTopy.

YKkasbiBaeT cueHapui, KOTOpbIM A0SKeH ObiTb aKTUBHLIM AnA cpabaTeiBaHuA npasuna. MoapobHo o padoTe cueHapues
cMoTpuTe B pasaene CueHapuu.

CueHapun
BanHo! CueHapuit ABNSeTcA A0NONHUTENBHBIM ycnoBueM. Ecnu cueHapuii He akTueupoBanca (He cpaboTanu 0AHO Unu
HECKOSIbKO TPUITEepPOB CLeHapua), TO Npasuio He cpaboTaerT.

3anucbiBaeT B XypHan uHdopmMaumio o Tpadmke Npu cpabatsiBaHK npasuna. BoaMoxHbI BapuaHTb:

« MypHanupoBaTb Hauano ceccuu. B atom cnyuae B xypHan Tpaduka OyaeT 3anuchiBaTbCH TOMBKO MHGOPMALUA O

MypHanupoBaHue - -
Hauane ceccuu (NepBbli NakeT). OTO PEKOMEHAYEMbIN BapUaHT XyPHATMPOBaHMA.

« Her. B atom criyyae uHdopmayus He GyaeT 3anucbiBaTbes.

3oHa, cnucku IP-aapecos, cnncky reo IP-aapecos, cnucku URL ucTouHuka Tpaduka.
Cnncok URL fomkeH BrItoyaTth TONMbKO MMEHa A0MEHOB.
BamHo! CTpokv ¢ cMMBOSIOM ™' B TakuX CIUCKax He paboTatoT (MrHOpUpYHoTCA).

Kaxaele 5 muHyT UserGate npon3soauT paspeLleHne A0MeHHbIX MMeH B IP-aapeca n xpaHUT NonyyeHHbIn pesynbTar BO
UcTouHMK BHYTPEHHEM Kallle Ha Bpems xu13Hu DNS-3anucu. Mo ucteueHnn Bpemenm xusniu UserGate aBTomaTnyecku obHoBnAeT
3HaueHue IP-aapeca.

BawHo! Ob6paboTka Tpadmka NPOUCXOAUT MO CreaytoLLei Noruke:
« ycnosua obbeanHatoTca no NI, ecnu ykasaHbl HECKOMBKO CNUCKoB |P-aapecoB u/unv AOMEHOB;

« ycrioBusa obbeanHstoTes no M, ecnu ykasaHsl GeolP v cncku IP-aapecoB W/vnu JOMEHOB.

Cnucok nonb3oBatenei unv rpynn, Ans KOTOpPbIX NPUMeHAeTCA AaHHoe npaBunio. MoryT ObiTb UCNOSb30BaHbI Nosb3oBaTeNu
Tuna Any, Unknown, Known. [1na npumeHeH1A NpaBui K KOHKPETHBIM NOMb30BaTENAM UK K nonb3osBaTenam tuna Known
Heob6X0AMMO HacTPOUTL UAEHTUdMKaLMIO Nonb3oBaTenei. Bonee noapo6HoO 06 MAEHTUdMKALMKM NOoNb3oBaTesel yutanTe B

rnase [lonb3oBaTtenu U yCcTpoucTea.

Monb3oBatenu

3oHa, cnucku IP-anpecos, cnncky reo IP-aapecos, cnucku URL HasHaveHua Tpaduka.
Cnncok URL aomkeH BrItoyaTth TOMbKO MMEHa AOMEHOB.
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BamHo! CTpoku C CHMBOMOM ™' B TakuX CncKax He paBoTatoT (MFHOPUPYIOTCA).

Kaxable 5 mmHyT UserGate npoussoaunT paspelueHme A0MEHHbIX MMeH B IP-aapeca v XxpaHuT nonyyeHHbli pesynbTar BO
HasHaueHune BHYTPEeHHeM Kalle Ha Bpems xu3uu DNS-3anucu. Mo ucteueHnn Bpemenm xusHun UserGate aBTomaTyecku obHoBnAeT
3HaueHue IP-aapeca.

BaxHo! O6paboTka Tpaduka NPOMCXOANT MO CrieaytoLei forvke:
o ycroBua obbeanHstoTces no UIN, ecnn ykasaHbl HECKOSBKO CNUMCKOB IP-aapecoB 1/Wiu AOMEHOB;

« ycnosua o6beanHaoTeA no U, ecnu ykasaHbl GeolP 1 cnucku IP-aapecos n/vnm 4OMEHOB.

Cepsuc Tun cepsuca, Hanpumep, HTTP, HTTPS unu apyro.

Network mapping

Mpasuna Network mapping No3BonAT NOAMEHNUTb aAPEC CETU UCTOYHMKA MM HadHauveHunA. Kak npaBuno, aTo HeobxoanMo, eClu UMEETCA HECKOSTBKO
ceTel ¢ oAMHaKoBoOW aapecauuen, Hanpumep, 192.168.1.0/24, n ux HeobxoanMo 06beAMHNUTL B €AMHYIO MapLIPYTU3MPyeMyto ceTb. Bes noameHbl
afpecoB ceTei Takoe 06 beAMHEHWE COBEPLLUMTL HEBO3MOXHO. Network mapping M3MeHAET TOSbKO aZpec CEeTH, 0CTaBnAn aapec xocTa 6es
M3MEHEHWI, HanpumMep, NP1 3aMeHe CeTu UCToYHMKa ¢ 192.168.1.0/24 Ha 192.168.2.0/24 xocT 192.168.1.1 6yaeT uameHeH Ha 192.168.2.1.

MpumeuaHmnellpasuna NPUMEHAIOTCH NOOYEPEHO CBEPXY BHU3 B TOM MOPAAKE, B KOTOPOM OHU YKasaHbl B CIUCKE. BLINOMHAETCA TOMBKO nepBoe
npaBusio, AS1F KOTOPOrO COBMaJIM BCE YKasaHHble B HEM yCnoBuA. JTO 3HAUUT, 4To Bonee cneunduryeckue npasuia A0MKHbI ObiTb BhILLE B CMIUCKE, YEM


https://docs.usergate.com/scenarii_112.html
https://docs.usergate.com/pol6zovateli-i-ustrojstva-37/

Gonee obLme npaeuna. McnonbayiTe KHoMkK Biiwe/Hike, HaBepx/BHU3 Mnu nepeTackMBaHWe Mbllbo A51A UBMEHEHUA NOPALKa NPUMEHEHUSA

npasuJl.

Yro6bl cosaats npasuno Network mapping, Heo6xoaMmo HakaTs Ha kHomKy Jlo6aBuTb B pasaene Monutuku cetn - NAT 1 maplupyTU3auua u
yKasaTtb Heo6xoAnMble napameTpb.

HaumeHoBaHue

OnucaHue

BKkntoueHo

Brntouaet unu otkovaeT npasuno.

HasBaHue

Hassanue npasuna.

OnucaHue

OnucaHune npasuna.

Tun

Buibpats Network mapping.

YypHanupoBaHue

3anucbiBaeT B XypHan MHOpMaLMIo 0 Tpaduke npu cpadaTtsiBaHWM Npasunia. BosMoxHbl BapuaHTbi:

« MypHanupoBaTb Hauano ceccuu. B aTom cnyuae B xypHan Tpaduka ByaeT 3anucbiBatbCa TONMbKO MHdOPMaLMUs O
Hauasne ceccuu (Nepsblit NakeT). ATO PEKOMEHAYeMbIi BapyaHT XypHaNMpoBaHus.

« HeT. B atom cnyyae uHpopmauma He ByaeT 3anucbiBaTbCA.

UCTOUHUK

3oHa, cnucku IP-anpecos, cnucku reo IP-aapecos, cnucku URL nctounuka tpaduka.
Cnucok URL fomxeH Brtoyath TOMbKO MMEHA OMEHOB.

(2

BanHo! CTpokv ¢ cMBOSIOM ™' B Takux Crickax He padoTatoT (MrHopUpyroTCA).

Kaxable 5 muHyT UserGate npon3soamnT paspelueHne A0OMEHHbIX MeH B IP-aapeca u XxpaHuT NofyyYeHHbIM pesynbTaTt BO
BHYTPEHHEM Kalle Ha Bpems xu3Hu DNS-3anucu. Mo ucteueHun Bpemenm xusnimn UserGate aBTomaTryecku obHoBnaeT
3HaueHue IP-agpeca.

BamHo! O6paboTka TpadpmrKa NPOMCXOANUT MO CrieayroLLen Norvke:
« ycroBusa obbeanHstoTes no UITN, ecnin ykasaHbl HECKOBKO CNMCKOB IP-aApecoB 1/ AOMEHOB;

« ycnosua o6beanHsaoTeA no U, ecnu ykasaHbl GeolP 1 cnucku IP-aapecoB n/vnm AOMEHOB.

Ha3HaueHue

3oHa, cnucku IP-aapecos, cnucku reo IP-aapecos, cnucku URL HasHaveHua Tpaduka.
Cnucok URL aomkeH Brtoyath TOMbKO MMEHa AOMEHOB.
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BanHo! CTpokv ¢ cMBOSIOM ™' B Takux CriCKax He paboTatoT (MrHopUpyroTCA).

Kaxable 5 muHyT UserGate npon3sBoaunT paspelueHne A0MEHHbIX UMeH B IP-aapeca u XxpaHuT NofyyYeHHbIM pesdynbTart BO
BHYTPEHHEM KaLLe Ha Bpems xu3Hu DNS-3anucu. Mo ucteueHun Bpemenm xusin UserGate aBTomMaTMyeckn obHoBnAeT
3HaueHue IP-aapeca.

BamHo! ObpaboTka TpadrKka NPOUCXOAUT MO CrEeayHoLLeN NoruKe:
« ycroBua obbeanHstoTea no UITN, ecnin ykasaHbl HECKOBKO CNMCKOB IP-aapecoB 1/ AOMEHOB;

« ycnosua o6beanHaoTeA no U, ecnu ykasaHbl GeolP 1 cnucku IP-aapecos n/vnm AOMEHOB.

Cepsuc

Twn cepsuca, Hanpumep, HTTP, HTTPS unu apyro.

Network mapping

3apatoTcA napameTpbl NOAMEHbI CeTeN.
HanpasneHue:

« Bxoaawmmn, noamennaetca IP-ceTb HasHaveHuna. byayT nameHeHsl IP-agpeca HasHaveHuna B Tpaduke, nonaaaroLem noa
ycnoBusa npaeuna. MamveHsaeTcs aapec ceTu Ha ceTb, yKasaHHyto B nosnie Hosas IP-ceTb/macka.

« Hcxopawmi, noamennaetca IP-ceTb uctounuka. ByayT nameHeHsl IP-aapeca uctouHrka B Tpaduke, nonagarowemM noa
ycnosua npasuna. MameHAeTcA aapec ceTu Ha ceTb, yKasdaHHyto B none Hosas IP-ceTb/macka.

« HoBas IP-ceTb/MacKa - agpec ceTu, Ha KoTopyto ByAeT NPOM3BOANTCA 3ameHa.




BanaHcupoBka Harpysku

Documentation: ¥
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NGFW nosBonseT ocyLyecTBnATL 6anaHCUPOBKY Harpysku Ha pasnuuHble CEPBUCHI, HAXOAALLMECH BHYTPU NTOKaNbHOM ceTu. BanaHcupoBKa MoxeT

6bITb NpeaocTaBneHa:

« [InA BHYTPEHHUX cepBepoB, Ny6nukyembix B uHTepHETe (DNAT).

« [1nq BHyTPEHHUX cepBepoB 6e3 nybnukauyuu.

« [Ins 6anaHcMpoBKM TpaduKa, nepeckinaemMoro Ha BHellHWe cepepsl (depmy) ICAP-cepBepos.

o [na 6anaHcupoBKM TpaduKka Ha cepBepbl, NyGIMKyeMbIe Yepes reverse-nNpoKCH.

BanaHcvpoBLUMK pacnpeaenseT 3anpockl, nocTynatowme Ha |P-aapec BupTyanbHoro cepsepa, Ha IP-aapeca peanbHbiX cepBepoB, UCMONb3yaA Npu
3TOM pasfnnyHble MeToAbl 6anaHcMpoBKU. YUToBbl HACTPOUTL GanaHcMpoBKy, Heobxoaumo B pasaene NMoNMTUKK ceTu - BanaHcMpoBKa HarpysKku
co3aatb npasuia 6anaHcUpoBKY.

[na cosaanus npasuna 6anaHcuposku ana cepsepos TCP/IP Heobxoanmo BeiGpath nyHKT Jlo6aBuTb 6anaHcuposwmk TCP/IP v ykasatb
cneayome napameTpei:

HanmeHoBaHue OnucaHue
BknioueH BkntouaeT unu oTknNovaeT AaHHoOe npasuIio.
HassaHue HassaHue npasuna 6anaHcMpoBKK.
OnucaHue OnucaHve npasuna 6anaHCMpPoOBKK.
IP-appec .
BMPTYanbHOro Heobxoanmo BbiGpaThb 13 cnucka IP-aapecoB, HasHaueHHbIX Ha ceTeBble MHTepdech. Mpu Heo6X0AMMOCTU aAMUHUCTPATOP
MOXeT 100aBuTb AononHuTenbHble IP-aapeca Ha xenaemblit iHTEpdEC.
cepBepa
MopTt MopT, AnA KOTOPOro HEOBXOANMO NMPOU3BOANTL BANTAHCMPOBKY HArPY3KH.
MpoTokon MpoTokon — TCP unu UDP — Ans KoToporo Heo6X0AMMO NPOu3BOAUTL BanaHCUPOBKY Harpyaku.
B03mOXHbI 4 pasnuyHbIX MeToAa pacnpeaenieHna Harpyskn Ha peanbHble cepeepsl:
« Round robin: kaxaoe HoBoe noakIoYeHMe NepeaaeTca Ha CneayoLLmMii cepeep B CMUCKE, PABHOMEPHO 3arpyan Bce
cepBsepbl.
« Weighted round robin: pa6oTtaeT aHanornyHo Round robin, HO 3arpyaka peanbHbiX CEpBEpPOB OCYLLECTBAETCA C yYeTOM
MeTton BECOBbIX KO3 GULMEHTOB, YTO NO3BONAET pacnpeaenuTb Harpysky C y4eToM NPOU3BOANTENBHOCTHM KaXAOro cepeepa.
6anaHcMpoBKH
« Least connections: HoBoe noaknoueHne nepeaaeTca Ha cepBep, Ha KOTOPbIA B AaHHbI MOMEHT YCTAHOBNEHO
HauMeHbLLEE YNCITO COEANHEHW.
« Weighted least connections: pa6oTaet aHanornuHo Least connections, Ho 3arpyska peasnbHbIX CEPBEPOB OCYLLECTBNAETCA
C Y4ETOM BECOBbIX KO3P PULMEHTOB, 4TO NO3BONAET pacnpeaesIMTb HarpysKy C y4eTOM NPOM3BOANTESNIbHOCTH KaXAoro
cepsepa.




HaumeHoBaHue

OnucaHue

PeanbHble
cepBepbl

Lo6aBnaeTca nyn peasbHbIX CEPBEPOB, Ha KOTOPbLIE NepeHanpasnaeTcs TpaduK. [na Kaxxaoro M3 cepsepoB HeOBX0AMMO yKasaTb:
« IP-appec cepsepa.
« TMopT cepaepa. [NopT, Ha KOTOPLIM NepeckinaTh 3anpockl Nonb3oBaTesen.

« Bec. ﬂaHHbIVI KOSCPQ)VIL[MQHT ncnonb3dyetca AnA HepaBHOMEPHOro pacnpeaeneHna Harpysku Ha pearnbHble cepBepbl AnA
pexwumos 6anaHcuposku weighted round robin 1 weighted least connections. Yem 6onblue Bec, Tem 6onblue 6yaet
Harpyska Ha cepsep.

o Pexum. MoxeT ObiTb Tpu BapuaHTa:
o LUnto3: anA nepeHanpasneHua Tpaduka Ha BUPTyanbHbIi CepBep UCMOSb3yeTCA MapLLpyTU3aLua.
o MackapaauHr: ana nepeHanpasneHua Tpaduka Ha BUPTyasbHbIi cepsep ucrnonb3yetca DNAT

o MackapaauHr c noameHou IP-uctounmnka (SNAT) : aHanormuHo mackapaauHry, Ho npu atom NGFW noamenser IP-
aZpec UCTOYHMKA Ha CBOW.

BHumaHue! MocKonbKy B pexxumve LUio3 6anaHCUPOBLUMK He M3MEHAET 3arofioBKM NakeToB, TO 00paTHbIM TpadyuK OT peasibHoro
cepBepa A0MmKeH obecneunBaTbCA CpeacTBaMu MapLupyTUsaumu. T.e. Wito3 Ana obpaTHoro Tpaduka A0MHKEH OTMYATLCA OT
aapeca NGFW.

ABapUiHbIN
pexum

ABapUHBIN PEXUM UCTMIONb3YEeTCA, KOrAa He A0CTYMNEeH HYU OAWH M3 pealibHbiXx cepBepoB. [N akTueaLumMmu aBapuiHoOro pexuva
HEeoOX0ANMO BKITHOUUTL €ro 1 yKasaTb:

« IP-appec cepsepa.

« [MopT cepsepa. [MopT, Ha KOTOPLIV NepeckinaTe 3anpockl Nosib3oBaTesen.

o Pexum. MoxeT BbiTb TpU BapuaHTa:
o LUnto3: aAnA nepeHanpasnexuna Tpaduka Ha BUPTyanbHbI CEpBEP UCMONb3YETCA MapLLPYTU3aLUA.
o MaKcapanuHr: AnA nepeHanpasneHua Tpaduka Ha BupTyanbHbIM cepeep ucnonbayetca DNAT.

o MackapaauHr ¢ noameHon IP-uctoununka (SNAT) : aHanornuHo mackapaavHry, Ho npu atom NGFW noamenser IP-
azpec UCTOYHMKA Ha CBOM.

MoHUTOpPHUHT

C nomoLLb0 MOHUTOPUHIA MOXHO HACTPOWUTL NPOBEPKY pearibHbIX CEePBEPOB Ha onpeJenexune nx pabotocnocobHocT. Ecnu
npoBepKa NpoLLna HeyCrneLHo ANA peanbHOro cepBepa, OH UCKtouaeTca U3 GanaHCMpOoBKM.

Pexum

Cnoco6 MOHWTOPHHra peasnbHbIX CepBeEPOB. BO3MOXHbLI BApHUaHTHI:
e ping — NpoBepuTb AOCTYMHOCTb y3/1a C NMOMOLLbIO YTUAUTEI ping.
« connect — npoBepuTb PaBoToCNocoBHOCTL y3na, yctaHoBuB TCP-coennHeHWe Ha onpeAeneHHbIi nopT.

« negotiate — npoBepuTL pa6oTocnocoBHOCTL yana nockinkoi onpeaenenHoro HTTP- unu DNS-3anpoca v cpaBHeHWeEM
MOMYyYEHHOro OTBETA C OXMUAAEMbIM OTBETOM. 1A HACTPOIKK STOTO pexuma crneayeT Buibpats Tun cepeuca (HTTP unu
DNS), ctpokv 3anpoc v Oxuaaembli oTBeT. Hanpumep, ana HTTP-3anpoca:

o 3anpoc: /robots.txt
o Oxwuaaembiit oter: Disallow: /bin/

CTpoka 3anpoca TyT yKasblBaeT Ha NyTb Ha peanbHbiX cepBepax, KoTopblit 6yaeT ucnonsaosaH B HTTP-3anpoce. CTpoka
0XMAAEMOro 0TBETA COAEPKUT pparMeHT Bo3BpaLLaeMoin BeB-CcTpaHuLbl.

UHTepBan
npoBepKn

WHTepBan BpeMeHH, Yepes KOTOPbIH A0MKHA BbINONHATLCA NPOBEpKa.

Bpems
oXuaaHuA

MHTepBan BpeMeHU OXMAAHMA OTBETA HA NPOBEPKY.

UYucno
HeyAauHbIX
NONbITOK

KonnuecTBO NOMBITOK NPOBEPKU peasibHbIX CEPBEPOB, M0 UCTEUYEHHIO KOTOPOro cepBep ByAeT cunTatbea HePaboTOCNOCOGHLIM 1
6yneT UCKoYEH M3 BanaHCMPOBKK.

MpumeuaHuellpasnna 6anaHcMpoBKM MMELOT Bonee BbICOKMIA NPUOpUTET U NpumeHatoTes Ao npasun NAT/DNAT/MapLupyTusauuu.

Banancuposwvk cepsepos ICAP nossonAeT pacnpeaennTb HarpysKy Ha BHELLHKWE cepsepbl unu depmy cepsepos ICAP, Hanpumep, Ha BHELLHIO
depmy cepepoB ¢ aHTUBUPYCHbIM MO. [aHHbli HanaHCMpPOBLLMK 3aTeM MOXET ObiTb UcTonb3oBaH B npasunax ICAP. ina cozaanua
6anaHcuposLumKka cepsepos ICAP Heobxoanmo BuiGpats nyHKT flobaBuTb 6anaHcuposwmk ICAP 1 ykasats crieaytolime napameTpbi:




HaunmeHoBaHue

OnucaHue

BknioueH

BkntouaeT unu oTkoyaeT AaHHoe npasuno.

HasBaHue

HassaHve npasuna 6al‘|aHCVIpOBKM.

OnucaHue

OnucaHve npasuna 6anaHCMpoBKK.

ICAP-npodunu

Bui6patb ICAP-npodunu cepeepos, Ha koTopble OyaeT pacnpeaenaTbea Harpyaka. Bonee noapo6Ho o pabote c cepsepamu ICAP
yuTtaiTe B pasaene Pabota c BHewHumu ICAP-cepBepamu .

BanaHCcMpOoBLUMK CEPBEPOB reverse-npoKcu No3BoNAeT PacnpeaesiuTb Harpysky Ha BHYTPEHHUE CepBepPLI UMM GpepMy cepBepoB, NyBMKyemMyto ¢
NOMOLLBIO MPaBUA reverse-npokcu. JaHHbli 6anaHCUPOBLUKK 3aTeM MOXET ObITb UCMOMb30BaH B NpaBuiax reverse-npokeu. Ana cosaaqus
6anaHcMpoBLLMKa reverse-NPoKeH Heo6xoanMo BeIGpaTh NyHKT Jlo6aBUTb GanaHCMPOBLUMK reverse-NPoKCH 1 yKasaTb Crelytolmne napameTpb:

HanmeHoBaHue OnucaHue

BrkntoueH BrrtoyaeT unu oTkIOYaET AaHHOE Npasusio.

HasBaHue HassaHue npasuna 6anaHcUpoBKy.

OnucaHue OnucaHve npasuna 6anaHCMpPoBKK.

Reverse-

NbOKCH Bbi6paTb reverse-npokcu Npodunu cepeepos, Ha koTopble ByaeT pacnpeaenaTbea Harpyska. Bonee noapo6Ho o ny6nukauum ¢
nzoqmnu MOMOLLbIO reverse-npoKeu uutaiTe B pasaene MNy6nukauva HTTP/HTTPS-pecypcoB ¢ MOMOLLbIO reverse-npoKeu .



http://docs.usergate.com/rabota-s-vneshnimi-icap-serverami_126.html
http://docs.usergate.com/publikaciya-httphttps-resursov-s-pomosh6yu-reverse-proksi_131.html

MponyckHas cnocobHocTb

Documentation: ¥
Version: 5.x,6.1.9

I'Ipanma ynpaBneHua ﬂpOI'IyCKHOVI CnocoBHOCTLIO MCNONb3YKTCA ANA orpaHM4YeHUA KaHana aAnda onpeaerieHHbIX nonb3oBaTenewn, XocToB., CepBu1COoB,

NPUNOXEHNN.

npumeqauueﬂpaswna NpUMEeHAKTCA Noo4YyepeaHo CBepxy BHU3 B TOM nopAAaKe, B KOTOPOM OHU yKa3aHbl B CMUCKe. BbinonHAeTCA TONBKO nepsoe

npasnio, 4nAa KOTOpPOoro coenasu BCe yKkasaHHble B HéM ycnosuAa. 3T0 3HAUMUT, UTO 6onee cneyupuyeckre npasuna AomxKHbl ObITb BbILLE B CnuUcke, YyemMm

6onee obLme npasuna. Ucnonbayite kHoNkK Boiwe/Huxe, HaBepx/BHU3 nnv nepetackMBaHne MbllbO ANF UBMEHEHUA NOPAAKA NPUMEHEHUA

npasw.

MpumeuaHreYekbokc MHBEPTUPOBATL MEHAET AEHCTBUE YCNOBUA HA NPOTUBOMOMOXKHOE, YTO COOTBETCTBYET NlorvyeckomMy «HE» (oTpuuaHue).
BHumaHue!LLlnprHa nonocsl NnponyckaHna He ABMAETCA MHKNIO3MBHOM ANA NONb30BaTENEN yKasaHHbIX B NpaBuiie 1 pacnpeaenaeTca Ha BCex
nonb3oBaTenen (ykasaHblx B MpaBusie) B paBHbIX MPOMOPLMAX.

Yro6bl co3AaTH NPaBUIIO NPOMYCKHOM CMOCOBHOCTH, HEOBXOAMMO HaXxaTh Ha KHoMKy Jlo6aBuTb B pasaene MonuTuku ceTn - MponyckHas
cnocoBHOCTb 1 yKazaTb HEOBXOAUMbIE NMapaMeTpsbl.

HaumeHoBaHue

OnucaHue

BKkntoueHo

Brkntouaet unu oTkovaeT npasuno.

HasBaHue

Hassanue npasuna.

OnucaHue

OnucaHue npasuna.

Monoca
nponycKaHusa

Bbi6patb 04Hy “3 nonoc nponyckaHusa. Monoca NponyckaH1a MOXET ONLUOHaNIbHO M3MEHSATb METKW NPUOpUTU3aLMK Tpaduka
DSCP. Co3aaTtb A0ONOMHUTENbHbIE NOMOCHI NPONYCKAHUA MOXHO B pasaene [1onockl NponycKaHus.

CueHapum

YKasblBaeT cLeHapui, KOTOpbI JOMKEH OblTb aKTMBHLIM AnA cpabaTtbiBaHuA npasuna. MNoapobHo o paboTte cueHapues
cMoTpuTe B paszene CueHapuu.

BaxHo! CueHapuit ABnAeTcA AONOMHUTENBHLIM ycnosuem. Ecnu cueHapuit He akTuBMpoBancs (He cpaboTanu OAHO Uik
HECKOJBLKO TPUITEPOB CLieHapua), TO Npasuno He cpaboTaeT.

MypHanuposaHue

3anucbiBaeT B XypHan MHbopMaLmio o Tpaduke npu cpadaTtsiBaHM Npasuia. BosMoxHbl BapuaHTbi:

« ypHanupoBaTb Hauano ceccuu. B atom criyuae B xypHan Tpaduka 6yneT 3anmcbiBatbCA TOMLKO MHdOPMaLWA O
Havarne ceccuu (nepBbli NakeT). ATO PEKOMEHAYEMBIV BAPUAHT XypHANMpPOBaHus.

« XypHanupoBaTb Kawabli nakeT. B aTom crnyyae ByaeT 3anucbiBaTbea MHGOPMALMA 0 KaXKAOM nepesaBaeMoM
ceTeBOM naxeTe. [1na AaHHOrO pexunmMa peKoMeHAyeTCA BKIoYaTh TMMUT XypHaIMpoBaHua Ana npeaoTspaLleHmn
BbICOKOM 3arpy3ku yCTPOMCTBA.

« Her. B atom cnyvae nHdopmaums He OyaeT 3anucelBaThbes.

UCTOUHMK

3oHa, cnucku IP-aapecos, cnucku reo IP-aapecos, cnucku URL nctouHnka Tpaduka.
Cnmncok URL aomnxeH BrtouaTh TOMLKO MMEHa AOMEHOB.

%t

BamHo! CTpoku C CHMBOMOM ™' B TakuX CUcKax He paBoTatoT (MFHOPUPYIOTCA).

Kaxable 5 muHyT UserGate npon3BoaunT paspelleHne A0MEHHbIX UMeH B IP-aapeca u xpaHuT NonyyYeHHbIM pesynbTar BO
BHYTPEHHEM KaLle Ha Bpems xu3Hu DNS-3anucu. Mo ucteueHun Bpemenu xusun UserGate aBToMaTMyecku obHoBnseT
3HaueHue IP-aapeca.

BaxHo! O6paboTka Tpadmka NPOUCXOANT MO CreAytoLel NorKe:
« ycroeua o6beanHstoTces no UIN, ecnun ykasaHbl HECKOSBKO CNUMCKOB IP-aApecoB 1/Wnu AOMEHOB;

« ycnosua o6beanHaoTeA no U, ecnu ykasaHbl GeolP 1 cnucku IP-aapecos n/vnu 4OMEHOB.

Monb3oBaTenu

Monb3oBatenu unu rpynnbl nonb3oBaTenew, K KOTOPbIM NPUMEHUTCA NpaBuno.



http://docs.usergate.com/polosy-propuskaniya_145.html
http://docs.usergate.com/scenarii_112.html

HaumeHoBaHue

OnucaHue

HasHaueHue

3oHa, cnucku IP-anpecos, cnucku reo IP-aapecos, cnucku URL HasHaveHua Tpaduxa.
Cnuncok URL gomkeH BrtoYaTh TOMbKO MMEHA AOMEHOB.
BamHo! CTpokv ¢ CMMBOSIOM ™' B TakuX CIMCKax He paboTatoT (MrHopUpyroTCa).

Kaxable 5 muHyT UserGate npoussoauT paspelleHe A0MEHHbIX MMeH B IP-aapeca 1 XpaHWuT nonyyeHHbli pesynbTat BO
BHYTPEHHEM Kallle Ha Bpems xun3Hu DNS-3anucu. Mo ucteueHnn Bpemenm xusHun UserGate aBTomaTryecku obHoBnAeT
3HaueHue |P-aapeca.

BawHo! O6paboTka Tpaduka NPOUCXOAUT MO CreaytoLei Noruke:
« ycnosua o6beanHaoTea no U, ecnu ykasaHbl HECKOMBKO CNUCKOB |P-aapecoB w/vunu JOMEHOB;

« ycroBusa o6beanHatoTea no U, ecnu ykasaHsl GeolP v cnucku IP-aapecoB u/vnu JOMEHOB.

CepBuc

Tun cepsuca, Hanpumep, HTTP, HTTPS unu apyro.

MpunomeHua

CnUCOK NPUIOXEHUI, ANA KOTOPbIX HEOGXOAUMO OrPaHUYMTb MOOCY NPOMYCKaHMA.

Bpems

Bpewms, koraa AaHHOe NpaBuIo aKTUBHO.
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