Table of Contents

Table of Contents 1
XXypHansl 1 oTyeThl 2
XXypHansl 3
Obwmne cBeaeHus 4
XXypHan cobbiTui 5
XypHan Be6-gocTtyna 6
XypHan Tpaduka 7
XypHan COB 8
Xypnan ACY TI1 9
XXypHan uHcnekTuposaHua SSH 10
UcTopua noucka 11
[Mouck n punbTpayma AaHHbIX 12
OKCNopT XypHanos 14
OTtueThbl 17
O6Lwue cBeaeHusa 18
LLla6r0oHbl 19
MNMonb3oBaTenbCcKue LWabnoHbl 20
[NpaBuna oTyeToB 21
CosaaHHble oTYeThl 23



XXypHanel 1 oTyeThl



XypHanbl



O6wwe ceeneHuns

Documentation: ¥
Version: 6.1.9
Product: LogAn

LogAn xypHanupyeT BCe COObITUSA, KOTOPLIE NMPOMCXOAAT BO BpeMA ero paboThl 1 paBoThl NOAKIIOYEHHbIX K HEMY CEepBEpOB, W 3an1cbiBaeT Ux B
cneayroLme xypHans:

. )KypHan co6bITHM - COébITMFl, CBA3aHHble C U3BMeHeHMeM HaCTpOoeK cepBepa LogAn, aBTopmsaumeﬁ nonb3oBarenen, aAAMUHNCTPATOPOB,
06HOBNEHUAMM PasIM4YHbIX CMUCKOB U T.N.

« WypHan Be6-gocTtyna - NoApoBHLIM XypHan Bcex Be-3anpocos, o6paboTaHHbix LogAn.

« MypHan Tpaduka - noapo6HbIi )ypHan cpabaTsiBaHuA Npasun MexceteBoro akpaHa, NAT, DNAT, Port forwarding, Policy based routing.
o XypHan COB - cofbiTus, perucTpupyemble CUCTEMOW 0OHAPYKEHUA 1 NPeAOTBPaLLEHUA COObITUNA.

« MypHan ACY T - cobbITusA, peructTpupyemble npasunamu KoHTpona cuctem ACY Tr1.

« XypHan uHcnekTupoBaHua SSH - xypHan cpabaTbiBaHua NpaBu MHCNEKTUPOBaHUA SSH.

« UcTopua nouncka - nomcKoBkIE 3anpockl Nosib3oBaTesien B NOMynApHbLIX NOUCKOBLIX CUCTEMAX.

YnpasneHue xypHanamu asTOMaTM3MPOBaHO: XypHarbl LMKITMUECKK nepesanucuiBatoTcd, obecrneunsan Heo6xoamMmoe Ans paboTsl cBo6oaHOe
AMCKOBOE MPOCTPAHCTBO.

MpumeuaHne3anucy xypHana cobbiTHii HUKOTAa HE POTUPYIOTCA.

Potauusa 3anucei xypHanos (Bcex, KpOMe XypHana coObITUI) MPOMCXOANUT aBTOMATMUECKM MO KPUTEPUIO CBOOOAHOIO NPOCTPaHCTBA Ha AaHHOM
pasaene. 3anucu o potauun 6asbl AaHHbIX ByayT 0ToOpaXkeHbl B XypHane cobbiTuit LogAn.



WypHan cobbiTni

Version: 6.1.9,7.0.1,7.1.0

Product: LogAn, SIEM

Documentation: ¥

XypHan co6biTuit oToGpaxaeT cobbiTUA, CBA3AHHLIE C UBMEHEHMEM HACTpoek cepeepa LogAn, Hanpumep, Ao6aBneHue/yaaneHne/msmeHeHe

ZaHHbIX YY4eTHO 3anucu, npasuna unu nboro Apyroro anemeHTa. 34ech e oTobpaxatoTcs Bce coOblTMA BXoAa B BeO-KOHCOSb, aBTOpU3aLnn
nonb3oBaTenen yepes Captive-noptan v apyrue.

Ona y,U,OéCTBa noucka HeoBxoAMMbIX COObITHI 3anucu MoryTt 6bITb OTOUNBLTPOBAaHbLI MO PasINYHbIM KPUTEPUAM, HaNpUMep TaknMm, Kak AnanasoH Aar,
KOMMNOHEHTY, BaXXHOCTH, TUNy cobbITHA.

AZMMHUCTPATOP MOXET BbIOPATL TOMBKO Te CTONBL LI ANA NoKasa, KOTopble eMy Heo6XoAnMbI. [NA 9TOro cneayeT KIWKHYTb yKasaTenem Mblliv Ha
nto6oi U3 CTONGLOB 1 B NOABMBLUEMCH KOHTEKCTHOM MEHIO OCTaBWTb rasiouky TOSBKO AMNA TeX CTONOLO0B, KOTopble He06X0AMMO O0ToBpaxaTh.

C nomoLLbto KHOMKKM DKcNopTUpoBaTh B CSV afMMHUCTPATOP MOXET CKauyaTb 0ThOUNLTPOBaHHbLIE AaHHbIE XypHana B csv-pain Ana AanbHenLlero
aHanusa.



XypHan Be6-goctyna

Version: 6.1.9,7.0.1,7.1.0
Product: LogAn, SIEM
Documentation: ¥

XypHan Be6-aocTyna oto6paxaeT Bce 3anpockl nonb3osaTenen B MHTepHeT no npotokonam HTTP u HTTPS. OTobpaxaeTca cneayrowan
MHpopmauma:

« y3sen UserGate, Ha KOTOPOM NPOU30LLIIO COBLITUE;
« Bpems cobbiTuA;

« MOnb3oBaTesb;

o JencTBus;

« MpaBuno;

o MpHUMHBI (NPY BNOKMPOBKE cainTa);
« URL HasHaueHus;

o 30HA UCTOYHMKA;

« |P-agpec ncTouHuka;

o MOPT UCTOYHMKA;

« |P HasHayeHus;

o MOPT Ha3HaYeHUs;

« KaTeropuu;

« npotokon (HTTP);

o MeToAa (HTTP);

« Kkog otBeTa (HTTP);

« MIME (ecnu npucyTtcTsyer);
« baWiTt nepeaaHo/nonyyeHo;
e MaKeTOB OTMNPAB/EHO;

« pedepep (Mpu Hanuuuwm);

e oOnepawyuoHHan cucTema;

« Useragent bpaysepa.

AZMMHUCTPATOP MOXET BbIOPATL TOMBKO Te CTONBL LI ANA NoKasa, KOTopble eMy Heo6xoAnMbI. [NA 9TOro cneayeT KIWKHYTb yKasaTenem Mblliv Ha
nto6oi U3 CToNGLOB 1 B NOABMBLUEMCH KOHTEKCTHOM MEHIO OCTaBWTb rasioukM TOSMBKO AMA TeX CTONOLO0B, KOTopble He06X0AMMO OToBpaxaTh.

Ona y,U,O6CTBa noucka HeoBxoAMMbIX COObITHI 3anucu MoryTt 6bITb OTQUNBLTPOBaHbLI MO PasINYHbIM KPUTEPUAM, HaNpUMep, TakUM, Kak yuyeTHaa 3anuch
nonb3oBarenAa, npaBuso, AencTeueE U T.4.

C nomoLLbto KHOMKM JKecnopTuposaTb B CSV aaMmnHUCTpaTop MOXET cKayatb OTUNbTPOBaHHbIE AaHHbIE XypHana B CSv-dpann Ana AanbHenwero
aHanuaa.



MypHan Tpaduka

Version: 6.1.9,7.0.1,7.1.0
Product: LogAn, SIEM
Documentation: ¥

XypHan Tpaduka oToOpaxaeT cobbiTMA cpabaTbiBaHUA NpPaBKU MEXCETEBOro akpaHa unv npaeun NAT, B HACTPOMKaX KOTOPbIX BKIOYEHO
noruposaHue naxketos. OToOpaxaeTca cneaytowan MtHpopmayma:

« y3sen UserGate, Ha KOTOPOM NPOU30LLIIO COBLITUE;
o Bpems coBbITHS;

« MONb3oBaTesb;

o JeincTBue;

« Mpasuso;

o TMPUNOXEHKE;

o MPOTOKON;

o 30HA UCTOYHMKA;

o aApec UCTOYHMKA;

e MOPT UCTOYHMKA;

o IP-HasHaueHus;

o MOPT Ha3HaYeHUs;

o NAT IP-uctounuka (ecnum ato npasuno NAT);

« NAT nopt nctouHuka (ecnu ato npasuno NAT);
« NAT IP HasHaueHua (ecnu ato npasusio NAT);

« NAT noprt HasHayeHusa (ecnu ato npasuno NAT);
« Baiit oTnpaenexo/nonyyeHo;

« MaKeToB.

AZMMHUCTPATOP MOXET BbIOPATL TOMBKO Te CTONBL LI ANA NoKasa, KOTopble eMy Heo6xoAnMbl. [nA 9TOro cneayeT KIWKHYTb yKasaTenem Mblliv Ha
nto6oi U3 CToNGUOB 1 B NOABMBLUEMCH KOHTEKCTHOM MEHIO OCTaBWTb rasioukM TOSBKO ANA TeX CTONOLO0B, KOTopble He06X0AMMO OToBpaxaTs.

Ona y,ClOéCTBa noucka HeobXxoAMMbIX COObITUI 3anucu MoryTt ObITb OTPUNBLTPOBAHbI NO PasIMUYHbIM KPpUTEPUAM, HANPUMEP, TaKUM, KaK y4yeTHasa 3anucb
nonb3osartend, npaBuno, AencTeve 1 T.4.

C nomoLLbto KHOMKM JKenopTuposaTb B CSV aaMmnHUCTpaTop MOXET cKayatb OTUNbTPOBaHHbIE AaHHbIE XypHana B csv-dpann Ana AanbHenwero
aHanuaa.



MypHan COB

Version: 6.1.9
Product: LogAn
Documentation: ¥

XypHan cuctembl 06HapyxXeHUs BTOPXKeHHi oToOpaxaeT cpaboTtaslume curHatypel COB, And KOTOPbIX YCTAHOBMNEHO AEUCTBUE XYPHaNTMPOBaTh UK
6nokupoBatb. OTobpaxaeTca creaytowasn nHdopMalua:

« y3sen UserGate, Ha KOTOPOM NPOU30LLIIO COBLITUE;
* BpEMA;

« JlencTteue;

e CUrHaTtypa;

e KJ1ACC - KNAcC CUrHaTypbl;

« CVE - Homep ya3BumocTy no 6ase CVE;

« Bugtrack - Homep yassumocTyn no 6ase Bugtrack;
« Nessus - Homep ya3BuMOCTH No Gase Nessus;

o MPOTOKOST;

o |IP UCTOYHMKa;

o MOPT UCTOYUHMKA;

« |IP HasHaueHus;

o MOPT Ha3HaYeHus;

« noAapoBHOCTM cpabaTbiBaHUA CUrHATYpBI.

AZMWHACTPATOP MOXET BbIBpATL TOMLKO Te CTONBLLI AMA NoKasa, KoTopble eMy HeobxoanMbI. [fif 9TOro CreayeT KUKHY T yKasaTenem Mbllun Ha
nto6oi U3 CToNGLOB 1 B NOABMBLUEMCH KOHTEKCTHOM MEHIO OCTaBWTb rasiouku TOSMBKO ANA TeX CTONOLO0B, KOTopble He06X0AMMO OToBpaxaTs.

Ons ynobctBa novncka HeoOXo0AUMbIX COObITUI 3amncK MOryT OblTb OTPUILTPOBAHBI N0 Pa3NIMYHBIM KPUTEPUAM, HaNpUMEp, TaKUM, KaK NPOTOKON,
AvanasoH Jat, eicTBue 1 T.4.

C nomoLLbto KHOMKKM DKcnopTMpoBaTk B CSV aaMMHUCTPaTOP MOXET ckadaTb 0TPUNbTPOBaHHbLIE AaHHbIE XypHana B Csv-dain AnA AanbHenwero
aHanusa.



MypHan ACY TN

Documentation: ¥
Version: 6.1.9
Product: LogAn

XypHan ACY T oto6paxaeT cpaboTtaslume npasuna ACY TI, Ana KOTOPLIX YCTAHOBMEHO AEHCTBUE XKypHANMPOBATL UK GIOKMPOBaTh.
OtoBpaxaeTca crneaytoasn MHpopmalma:

« y3en UserGate, Ha KOTOPOM NPOU30LLIO COBLITHE;
* Bpems;

« MpaBwso;

o 30HA UCTOYHMKA;

o |IP ucTOuHMKa;

o |IP HasHaueHus;

o MOPT Ha3Ha4eHus;

o MPOTOKOJT;

« KomaHza ACY TIT;

- ajapec perucrpa.

AZMUHHACTPATOP MOXET BbIBpAaTh TOMLKO Te CTONBLLI AMA NoKasa, KoTopble eMy HeobxoanMbI. [fif 9TOro CreayeT KUKHY T yKasaTenem Mbllun Ha
nto6oi U3 cToN6UOB 1 B NOABMBLUEMCH KOHTEKCTHOM MEHIO OCTaBWTb rasioukM TOSMBKO ANA TeX CTONOLO0B, KOTopble He06X0AMMO oToBpaxaTh.

Ons ynobctBa novncka HeoOXoAMMbIX COObITUI 3amncK MOryT OblTb OTPUILTPOBAHBI N0 PA3NMYHBIM KPUTEPUAM, HAaNpUMEP, TaKUM, KaK NMPOTOKO!,
AvanasoH JaT, encTBue 1 T.4.

C nomoLubto KHOMKM KcnopTUpoBaTb B CSV aaMMHUCTPATOP MOXET CKayaTb OTOUIbTPOBaHHbLIE AaHHbIE XypHana B csv-dann AnAa ganbHenwero
aHanuaa.



MypHan nHcnekTMpoBaHua SSH

Version: 6.1.9,7.0.1,7.1.0
Product: LogAn, SIEM
Documentation: ¥

XypHan uHcnexktuposaHua SSH otoBpaxaeT cpaboTaBlume npaeuna uHcnektuposanua SSH. OToGpaxaeTca cneaytowas Hpopmauusa:
« y3sen UserGate, Ha KOTOPOM NPOU30LLIIO COBLITUE;
o Bpems;

« MONb30oBaTesb;

o [eicTBUE;

« MpaBsuno;

e KOMaHAaa;

o 30Ha UCTOYHMKA;

« |P-aapec MCTOYHMKa;
o MOPT UCTOYHMKA;

« MAC-agpec UCTOUHMKA;
o 30Ha Ha3HaueHus;

« |IP-aapec HasHaueHus;
o MOPT Ha3Ha4YeHUs.

ALI,MVIHVICTpaTOp MOXeT BblépaTb TONbKO Te CTOJ'IGLl,bI And nokasa, KoTopble eMy HeobXoaAUMbI. ﬂ,J‘IFI 9TOro cneayet KNKHYTb yKasaternemM Mblln Ha
nrobon u3 CTO]'I6L|OB 1 B noABUBLUEMCA KOHTEKCTHOM MEHKO OCTaBUTb OTMEYEHHbIMU TOJTbKO Te CTOJ'IGLl,bI, KOTOpbIe Heo6xoanMo OTOépa)KaTb.

Ans yno6cTea noucka Heo6xo0ANMbIX COBBLITUI 3anUcK MOryT BbITb OTOUNBTPOBAHLI MO PA3NIMYHLIM KPUTEPUAM, HANPUMEP, TaK1M, Kak NPOTOKOS,
AvanasoH faT, feiicTeue U T.4.

C nomoLLbto KHOMKKM BKcnopTUpoBaTh B CSV aaAMUHUCTPATOP MOXET cKa4yatb 0TPUNbTPOBaHHbIE AaHHbIE XypHana B Csv-dain Ana aanbHenLwero
aHanusa.

HaxaTue Ha KHonky MoKa3aTb BbIBeAET OKHO C NOAPOBHBIM ONMUCaHUEM COBBITHS.



UcTopua noucka

Version: 6.1.9,7.0.1,7.1.0
Product: LogAn, SIEM
Documentation: ¥

B pasaene UctopuaA noncka oTobpaxatoTcs Bce NOUCKOBLIE 3anpoChl NOMb3oBaTenen, Ana KOTOPbIX HACTPOEHO XypHaNMPOBaHWUE B NOMUTUKAaX Bed-
6e30nacHOCTU. AIMUHACTPATOP MOXET BblIOPaTb TOMLKO Te CTONOUbI AnA NoKasa, KoTopble eMy HE00X0AUMbI. [N 3TOro CrneayeT KIMKHYTh
yKkasatenem Mbllin Ha ﬂ}OéOVI n3 CTOJ'I6L|,OB 1 B NoABMBLUEMCH KOHTEKCTHOM MEHK OCTaBUTb raJI0O4YKMU TONbKO ANF TexX CTOI'I6L|OB, KOTOpble HeOéXOﬂVIMO
oToBpaxarb.

Ona y,U,OéCTBa noucka HeoBXoAMMbIX COOLITWI 3anucu MoryTt 6bITb OTQUNBLTPOBAaHbLI MO Pa3NNYHbLIM KPUTEPUAM, HANPUMeEpP, TaknM, Kak Nosfb3oBaTeny,
Ananas3oH AaT, NOUCKOBbIE CUCTEMDBI U T.4.

C nomotLLbto KHOMKM JKecnopTuposaTb B CSV aaMuHUCTpaToOp MOXET cKayatb OTUNbTPOBaHHbIE AaHHbIE XypHana B csv-pann Ana AanbHenwero
aHanuaa.



Mouck u punbTpaumua AaHHbIX

Version: 6.1.9

Product: LogAn

Documentation: ¥

KonunuecTBo 3an1ceit, perucTpupyemMbix B XXypHasnax, Kak npaBuio, 04eHb BenuKko, U LogAn npesoctaBnaeT yaoOHble cnocobbl noucka u GpunbTpaumm
HE06X0AUMOW MHbOPMAaLMK. AAMUHUCTPATOP MOXET UCMOb30BaTh NMPOCTOM M PACLUMPEHHDIA MOUCK MO COAEPKUMOMY XKYPHAIOB.

an MCNOJSIb30BaHMKU NPOCTOr0 NOMCKa aAMUHUCTPATOP UCNONb3yeT rpaqanqecr(mﬁ MHTepq)eﬁC, yToObI 334aTb dUNbTpaLMio No 3Ha4YeHUAm Tpe6yeMbIX
nonen XypHanoB, 0TPUIbTPOBbLIBAA TaKUM oﬁpasoM HEHY)XHYI0 UHPOPMALUIO. Hanpumep, aAMUHUCTPATOP MOXET 3adaTb MHTepeCy}OLLI,VIﬁ ero
Ananas3oH BpemMeHU, CMUCOK nonb3oBaTenen, KaTeFOpMFI 1 T.n. 3ajaHue KpUTepueB NoOUCKa UHTYUTUBHO NOHATHO U HE Tpe6yeT cneyuunanbHbIX 3HaHWK.

MocTpoeHue Gonee CNoXHbIX PUNLTPOB BO3MOXHO B PEXMME PACLLMPEHHOTO NMOMCKA C UCTMIONb30BAHUEM CMELMAaNbHOIO A3blka 3anpocoB. B pexume
paCLUMPEHHOrO MOKUCKa MOXHO CTPOMUTbL 3anpOCkl C UCMOSb30BaHUEM MOMEH XKypPHATOB, KOTOPLIE HEAOCTYMHLI B 6a30BOM pexume. Ana ¢opM1poBaHus
3anpocoB UCMONb3YHTCA HAa3BaHWA NONEN, 3HAUEHUA NOMeN, KIKYEBbIE CNOBA WU ONepaTopsl. 3HAYEHUA NOMeH MOryT ObiTb BBEAEHbI C
UCMOsb30BaHUEM OAWHAPHBIX UK ABOMHbIX KaBbIYeK, UK Be3 HUX, ECTM 3HAYEeHWUs He coaepxat Npobenos. Ana rpynnupoBKU HECKOSTBKUX YCITOBHI
MOXHO MCMOJIb30BAaTb KPYTTible CKOOKM.

KntoyeBble cnosa otaenaoTcA npo6enaMM U MoryT 6bITb cneayrouwmmu:

HaumeHoBaHue OnucaHue

AND unu and

Jornueckoe U, TpebyeT BLINONHEHWA BCEX YCOBWI, 3alaHHbIX B 3anpoce.

OR unu or

Jlornuyeckoe UJTH, aoctaTtoyHO BbINOMHEHWA OAHOIO M3 YCIOBMIA 3anpoca.

OnepaTopbl ONpeaenstoT yernosusa GunbTpa 1 MoryT ObiTb CNEAYIOLLUMU:

HaumeHoBaHue OnucaHue

PaBHo. TpebyeT NonHOro coBnaaeHWs 3HaYeHUa Nomns yKasaHHOMY 3HauYeHUIo, Hanpumep, p=172.16.31.1 6yayT oTobpaxeHbl BCe
3anucu xypHana, B Kotopom none |IP 6yaeT To4HO COOTBETCTBOBATb 3HaUYeHuto 172.16.31.1.

He paBHo. 3HauyeHue ykasaHHOro nons He A0SHKHO COBNafaTh C yKadaHHbIM 3HaYeHWeM, Hanpumep, ip/=172.16.31 6ynyTt
oToOpakeHbl BCe 3anucy XypHana, B Kotopom none |IP He ByaeT paBHo 3HaueHuto 172.16.31.1.

MeHbLue nMbo paBHO. 3HaYeHWe Nona JOMKHO OblTb MeHbLUe MO0 paBHbl yKasaHHOMY B 3anpoce 3HauyeHuto. MoxeT ObiTb
NPUMEHWUMO TOJbKO ANA Nonen, NOAAEPKUBAIOLLMX CpaBHEHWA, Hanpumep, nona aathbl, portSource, portDest, statusCode v 1.1.,
Hanpumep, date <= '2019-03-28T20:59:59' AND statusCode=303.

BonbLie nMbo paBHo. 3HauyeHne Nona A0MKHO ObiTe GonbLie MO0 paBHbI yKazaHHOMY B 3anpoce aHauyeHuto. MoxeT ObiTb
NMPUMEHWUMO TOSbKO ANA Nonen, NoAAEPKUBAIOLLMX CpaBHEHWs, Hanpumep, nona aathbl, portSource, portDest, statusCode v 1.1.,
Hanpumep, date >= "2019-03-13T21:00:00" AND statusCode=200.

MeHbLue. 3HauYeHWe Nona AOMKHO BblTh MeHbLUE YKa3aHHOro B 3anpoce 3HaveHusA. MoxeT OblTb MPUMEHUMO TOSLKO ANA NOnen,
noAAepPXMBaIOLLMX CPaBHEHWA, HanpuUmep, Nona AaThkl, portSource, portDest, statusCode u 1.n., Hanpumep, date < 2019-03-
28T20:59:59' AND statusCode=404.

Bonblue. 3HaueHne Nona A0MKHO BbITb BOMNbLLE yKa3aHHOro B 3anpoce 3HaveHus. MoxeT BbITb NPUMEHUMO TOSTLKO ANA NONe,
noAAEPXKMBAIOLLMX CPABHEHWA, HaNpUMep, NonA Aatel, portSource, portDest, statusCode v T1.n., Hanpumep, (statusCode>200 AND
statusCode <300) OR (statusCode=404).

Mo3BonfAeT yKasaTb HECKOMBbKO 3HAYEHWI Nonsa B 3anpoce. CNMCOK 3HaYeHNH HEOBXOANMO yKasbiBaTb B KPY/bIX CKOOKaX,
Hanpumep, category IN (botnets, compromised, ‘illegal software’, ‘phishing and fraud','reputation high risk','unknown category') .

NOT IN

Mo3BonfAeT yKasaTb HECKOMBKO 3HAYEHUI NONA B 3anpoce; OyayT 0ToBpaKeHbl 3anucH, He CoaepXallme YKasaHHble 3HaYeHHs.
Cnu1coK 3HauYeHni HeobxoanMO yKasbiBaTh B Kpyrbix ckobkax, Hanpumep, category NOT IN (botnets, compromised, ‘illegal

software’, 'phishing and fraud', 'reputation high risk’,

"

‘unknown category').

CoaepxuT. Mo3BonAeT ykasatb NOACTPOKY, KOTOpasA A0/MKHA HAXOAUTLCA B yKasaHHOM none, Hanpumep, browser ~ "Mozilla/5.0"
JaHHbIi onepaTop MOXET BbITb MPUMEHEH TOSMBKO K MOMAM, B KOTOPbIX XPaHATCHA CTPOKOBLIE AaHHLIE.




HaumeHoBaHue

OnucaHue

He conepxuT. No3BonAeT ykazaTb NOACTPOKY, KOTOPaA He A0/MKHA NMPUCYTCTBOBATL B yKa3aHHOM none, Hanpumep, browser I~
"Mozilla/5.0" DaHHbli onepaTop MOXET ObiTb MPUMEHEH TOSBKO K MOSIAM, B KOTOPbIX XPaHATCA CTPOKOBbIE JaHHbIE.

I'IpM COCTaBlieHMHU pacLlUMpeHHOoro 3anpoca LogAn nokasbiBaeT BO3MOXHble BapuUaHTbl HasBaHUA nonew, NPUMEHUMBIX K HUM onepaToposB n
BO3MOXHbIX 3HAYEHWUH, obneruan orneparopy cucTemMbl GOPMUPOBAHNE CIOXHbIX 3aMpPOCOB. an nepeKsIinyeHUn pexxkmuma noncka ¢ OCHOBHOIo Ha
paCLLIVIpeHHbIVI LogAn aBTOMaTMyeckn GopMUpyeT CTPOKY C MOMCKOBbLIM 3arnpocoM, KOTopaA COOTBETCTBYET PUNbTPY, yKasaHHOMY B OCHOBHOM

pexume noucka.




3KcnopT MypHanos

Version: 6.1.9
Product: LogAn
Documentation: ¥

DyHKLMA KCNOPTMPOBaHMA XypHanos LogAn no3sonaeT BeIrpyxartb MHGOPMAaLMIO HA BHELLHWE CepBepbl AnA NOCneayoLero aHanmsa unm anq
06paboTku B cuctemax SIEM (Security information and event management).

UserGate LogAn noaaepxveaeT BbIrpy3Ky CrefytoLLmX XypHanoB:
o )KypHasn coObITHiA;
« XypHan Be6-pocTyna;
« xypHan COB;
« XypHan ACY TIT;
o XXypHan tpapuka,
o JKypHas MHCMEKTMpoBaHWA SSH.

MonnepxunsaeTtca oTnpaska xypHanos Ha cepeepbl SSH (SFTP), FTP u Syslog. OTtnpaska Ha cepsepbl SSH n FTP nposoanTCA No ykasaHHOMy B
KOHPUrypayumn pacnucanuto. OTnpaska Ha cepBepbl Syslog NPOMCXOANT cpasy e Npy AoBaBreHnn 3anucu B XXypHarl.

LInsi oTNpaBKK XypHaIoB HE0OX0AMMO CO3AaTb KOHMUIypaLMK SKCNopTa XypHaoB B pasaene DKCMOPT MypHanoB.

Mpu coznaHunmn kKoHpUrypauum TpebyeTca ykasaTb CrieZytoLme napameTphb:

HaumeHoBaHHue OnucaHue
HasBaHue
HasBaHue npaBuna sKcrnopTa XypHasnos.
npaeuna
OnucaHue OnunoHanbHoe none AnA onMcaHuA npasuna.

BbiGop ¢aitnos )ypHanoB, KOTOpble HEOOXOAUMO IKCNOPTUPOBATL:
« ypHan cobbITwii;
« JXypHan Be6-goctyna;
o XKypHan tpaduka;
« xypHan COB;

« XypHan ACY TIT;

MypHanbl ana

o JKypHan MHcrnekTuposaHuAa SSH.
aKcnopTa

[nA Kaykaoro M3 )XypHanoB BO3MOXHO YKa3aTb CUHTAKCHUC BbIrpy3ku:
« CEF - Common Event Format (ArcSight).
+ JSON - JSON format.
+ @CEE: JSON - CEE Log Syntax (CLS) Encoding JSON.
O6paTtnTech K AOKYMEHTaLWK Ha Ucnonbayemyto y Bac cuctemy SIEM ana Beibopa HeoBxoaumoro ¢dopmata Bbirpy3ku XypHanos.

Moapo6Hoe onucaHre GOpPMAaTOB XKypHanoB uutante B [punoxenve 2. OnucaHve hopMaToB XypHANoB.

Tun cepsepa ||SSH (SFTP), FTP, Syslog.

Anpec
cepeepa IP-anpec unu nomeHHoe umA cepeepa.
TpaHcnopT Tonbko ana Tmna cepsepos Syslog - TCP unu UDP.

Mopt [MopT cepsepa, Ha KOTOpbI crneayeT OTNPaBATb AaHHbIE.
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HaumeHoBaHue

OnucaHue

MpoTtokon

Tonbko ans Tuna cepsepos Syslog - RFC5424 unu BSD syslog RFC 3164. BribepuTe NpOTOKOM, COBMECTUMBII C MCMOSNb3YEMOiA y
Bac cuctemon SIEM.

KputuuHoctb

Tonbko ana Tuna cepeepoB Syslog. HeobasaTenbHoe none, NPOKOHCYNbTUPYHTECH C A0OKYMEHTauuen Ha UCNonb3yemMyto y Bac
cuctemy SIEM. Bo3moXHbI cneaytoLume 3HauyeHusa:

. TpeBora: COCTOAHHKE, Tpeéyrow,ee He3amMeAnuTesibHOro eMeLlaTenbCcTea.
. KpuTuuecKaﬂ: CocToAHue, Tpe6y|ou.|ee HesamMeAnMTeNIbHOro BMeLLaTenbcTea oo npeaynpexaatowlee o c6oe B cucteme.
o OWHGKHK: B CUCTEME BO3HUKITW OLLIMBKM.

« MpeaynpemaeHun: npeaynpexaeHws 0 BOSMOXHOM BO3HUKHOBEHWM OLUMGOK, ecnu He ByAyT NPeAnpPUHATLI HUKaKue
aencTeuA.

« YBepomutenbHasa: cobbiTua, KOTOpPbI€ OTHOCATCA K HeOébI‘-{HOMy NOBEAEHUIO CUCTEMBI, HO HE ABMAOTCA OLIMOKaMM.

« UHdopmaTUBHaA: MHHOPMALMOHHbIE COOBLLEHMA.

Facility

Tonbko anda Tuna cepeepoB Syslog. HeobAsaTtenbHoe none, NPOKOHCYNbTUPYHTECH C AOKYMEHTauuen Ha UCNonb3yemMyto Y Bac
cuctemy SIEM. Bo3moXHbI cneaytoLume 3HauyeHua:

« Coo6uieHnn nonb3oBartenbCKue.
« CucTemMHbIN cepBUC.

« BesonacHocTb/ayTeHTUPUKaLMUA.
- Ayaut.

« Tpesora.

« Local 0.

o Local 1.

« Local 2.

e Local 3.

« Local 4.

e Local 5.

« Local 6.

e Local 7.

UmA xocta

Tonbko ana TMna cepeepoB Syslog. YHMKanbHOe MMA X0CTa, MAEHTUdMUMPYIOLLee cepBep, OTNPaBNAOLMIA AaHHbIE Ha cepBep
syslog, B dopmarte Fully Qualified Domain Name (FQDN).

App-Name

Tonbko ana Tuna cepeepoB Syslog. YHUKaNbHOE UMA NPUTOXEHWA, KOTOpPOe OTNpaBnAeT AaHHbIe Ha cepsep Syslog.

Norun

MmAa yyeTHOM 3anvcK AnA NOAKTIOYEHUA K yaaneHHOMY cepsepy. He npumeHaeTca k meToay otnpasku Syslog.

Maponb

Maponb yyeTHOM 3anvMcK ANA NOAKTIOYEHUA K yaaneHHOMY cepsepy. He npumeHaeTca k meToay otnpasku Syslog.

MoeTOpUTE
naposnb

MonTBepxaeHWe Napona y4eTHOM 3anucy AnA NOAKTIYEHNA K yaaneHHoMy cepeepy. He npumeHaeTca k metoay oTnpasku Syslog.

MyTb Ha
cepBepe

Karanor Ha cepsepe AnA KonMposaHWA ¢ainsos XypHanos. He npumeHAeTcA K meToay oTnpasku Syslog.




HaumeHoBaHue OnucaHue

Bribop pacnucanusa Ana oTnpasku 10roB. He npumeHaeTca K metoay oTnpasku Syslog. Bo3MoXHbI BapUaHThl:
« ExeaHesHo.
o ExenepnensHo.
« ExemecAuHo
« Kaxable ... yacos.
o Kaxable ... MUHYT.
« 3apatb Bpy4Hylo.

PacnucaHue

Mpu 3anaHnKn BPYYHyto HEOOXOAWMO Mcnosb3oBaTh crontab-nofoBHbI GpopMaT, NPU KOTOPOM CTPOKA BLIFMAAMT KaK LIeCTb Nosne,
pasaeneHHbix npobenamu. MNona 3aaatoT Bpema B cneaytolem Buae: (MuHyThl: 0-59) (vackl: 0-23) (aHu mecAua: 0-31) (mecsau: 0-
12) (neHb Henenu: 0-6, 0-BockpeceHbe). Kaxzaoe U3 nepBbix NATW Nosei MOXeT ObiTh 3a4aHO creaytoLm 06pasom:

« 3Besfouka (*) - 0603HaYaeT BeCb AManasoH (OT NEPBOro 0 NOCNEAHEr0);
o Jeoduc (-) - o6o3HauaeT AuanasoH uucen. Hanpumep, "5-7" 6ynet osHauats 5,6 1 7;
« Cnucku - 310 uncna (Mnm AManasoHbl), pasaesnieHHele 3anateivi. Hanpumep, "1,5,10,11" unmn "1-11,19-23";

« 3Besnouka Mnu avanasoH c warom. Mcnonbsyetca AnA NPONycKoB B AvanasoHax. LLlar ykasbiBaeTca nocrne Kocow YepTbl.
Hanpumep, "2-10/2" 6yaet 3HauuTh "2,4,6,8,10", a BolpaxeHue "*/2" B none "yacbl" 6yaeT o3HauaThb "Kaxable ABa Yaca'".




OT1yeThl



O6we cBeneHuns
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C NOMOLLbHO OTYETOB aZAMUHUCTPATOP MOXET NpeAoCTaBUTb pas/inyHble Cpesdbl AaHHbIX O cobbITuaAX 6630I‘IaCHOCTVI, KOHQ)VII'ypVIpOBaHVIFl nnu
aencTeuAx nonbaosartenen. OTyeTbl MOryT co3aaBaTtbCA NO CO34aHHbIM paHee npasuiiam U wabnoHam B aBTOMaTUUYECKOM pexnme 1 oTnpaBiATbLCA
agpecaram o 3M1eKTPOHHOM nouTe.

Pasaen OTueTbl COCTOMT U3 YyeTblpex nogpasaenos — |.|J86]10Hbl, Monb3oBaTenbcKkue ma6n0|-|b|, npaBuna oTuyeToB 1 Co3gaHHbIe OTUYeThI.
YT06bl co3aaTb 0TYET HEOBXOAMMO BbIMOSTHUTL cneaywuiune AenCTBuA:

HaumeHoBaHue

OnucaHue

LLlar 1. Cosaatb npasuno
co3zaHus oTyeTa

Cosnatb npasnio Co3AaHnA OT4eTa, B KOTOPOM yKasaTb HeoOxoauMble napamMeTpbl Co3aaHuA oTyeTa.

LLlar 2. 3anyctuTb oTueT

3anycTuTb OTYET B PYYHOM PEXUME UM JOXAATHCH BPEMEHU, KOr4a OH 3anyCTUTCHA B aBTOMATUUYECKOM PEXUME Mo
yKasaHHOMy B NpaBuIie pacnucaHuio.

Lar 3. Monyunte oTyeT

nOﬂyLWITb OT4eT Nno nouyTe, ecnu B npasune 6bina HacTpoeHa OTnpaBKa oT4yeTa no no4te, UK cKkadyaTb I'IOﬂyLIeHHbIVI
oT4yeT B pasaene Co3aaHHble OTYeThI.

Mpumeuanmnellpolecc co3aaHnsa 0T4ETa MOXET NMPOAOIKATLCA AOCTATOUHO ANUTENBHOE BPeMA U MOXET NOTPednATL 60sIbLIOE KOTMYECTBO

BbIYACIUTENBHBIX PECYPCOB.




Wa6noHbl
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LLla6noH onpeaenseT BHELWHW  BUA M Nond, KoTopble 6yayT ucnonb3oBateeA B otdyeTe. LLlabnoHbl 0T4eTOB NpeAoCTaBNATCA KOMMNaHWen
paspabotunkom UserGate.

CnWcoK BO3MOXHBbIX LLABIoHOB 0THEeTOB, CrpynnUPOBaHHbIX MO KaTeropnuam:

Captive-noptan — rpynna wa6noHoB No coBbITUAM, aBTOPU3aL UK Nonb3oBaTenen ¢ noMoLybto Captive-noprana.
Co6biTMA — rpynna wabnoHOB No CoBLITUAM, PErMCTPUPYEMbIM B XKypHasne CoObITHiA.

COB — rpynna wabnoHoB Mo COBLITUAM, perucTpupyemMsiM B xypHane COB.

CeTeBan aKTUBHOCTb — rpynna wabnoHoB No CoBbITUAM, PErMCTPUPYEMbIM B XXypHare Tpaduka.

Be6-noptan — rpynna wabnoHos asTopusaumm yepes SSL VPN.

Tpaduk — rpynna wabnoHoB No coBbITUAM, PErMCTPUPYEMBIM B XypHarne Tpaduka 1 OTHOCALLMMCA K 06bemy noTpebneHHoro Tpaduka
nosb30BaTENAMM, NPUIOXKEHUAMM U T.M.

VPN — rpynna wa6noHoB no cobbituaM, oTHocALwmMmMeA K VPN.

Be6-aKTUBHOCTb — rpynna wabnioHOB No COBLITUAM, PErCTPUpyeMbIM B XypHane Be6-gocTyna.

Kaxabli WwabnoH coaepxuT HasBaHWe, ONUCaHUe OTYeTa v TUM oToBpaxeHusa oTueTa (Tabnuua, ructorpaMma, nupor).



Monb3oBaTenbckue WabnoHbI
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B oTnMumK 0T 00bIYHbIX LAGNOHOB, NPeAOCTaBAEMbIX NPOM3BOAUTENIEM PELLEHHA, NOMNb30BaTENbCKUE LLABMOHbI MO3BOMAIOT CO34aTb OTYET N0 TEM
KpUTEPUAM, KOTOPblE HEOBXOAMMO MOsb30BaTENHD. AIMUHUCTPATOP MOXET BbIOpaTh HE0OX0AUMBIE NONA AN 0TOOPaXKEHUA, 3a4aTb YCIOBUA U
BO3MOXHbIE rPYNn1poBKkY. Co3aaHHbIe NONb30BATENbCKUE OTYETHI MOTYT ObiTh UCMONBb30BaHbI B MPaBUIax NOCTPOEHUS OTUETOB HApAZY C 00bIYHLIMM
npeaonpeaeneHHbIMKU otTyeTamMu. [inA cosaaHnA Nonb3oBaTenbCKoro wabnoHa Heo6xoanmo B paszaene OTueThl--Monb3oBaTeNnbCcKUe OTUHETI
HaxaTb Ha KHOMKy Jlo6aBWTb 1 3arMoMHUTL CrieayloLLme napameTphbi:

HaunmeHoBaHue OnucaHue
HasBaHue HasBaHwue nonb3oBaTenbCeKoro WwabnoHa.
OnucaHue OnuuoHanbHoe nose AnA onucaHuA Nonb30BaTENbCKOro WwabnoHa.

BbiGop UCTOUHMKA AaHHBIX ANA AaHHOTO WabdnoHa. JJocTyrnHblI 3HAYEHHA:
« XypHan cobbITwii;

« XKypHan Be6-goctyna;

Kateropus
o XypHan Tpaduka;
« XypHan COB;
o JKypHan MHCrekTMposaHuA SSH.
SQL-noaobHan cTpoKa 3anpoca, No3BonALLan orpaHuinTb 06beM MHDOPMALIMK, UCNONb3YEMOM NPKU NOCTPOEHUM OTYETA MO
3anpoc naHHoMy LWabnoHy. AnAa GpopMUMpoBaHKUS 3anpoCOB UCMOMb3YIOTCA Ha3BaHWA NOMeR, 3HaYeHUsA NOMeN, KtoYeBble CroBa M1
unbTpa onepatopsbl. B kauecTse nonen AaHHLIX MOXHO MCMOMb30BaTh CTONOLbI, NEPeYnUCIeHHbIe Hke B nosie CTonbuybl. Kniovessie

CfoBa 1 onepartopesbl, a Takke npuMepbl UX UCNONb30BaHKUA MOXHO MNOCMOTPETb B pasaesie J0KyMeHTaluun MMouck u dunbTpauma
[AaHHbIX.

CopTUpoBaTb ||YkaxuTe nose AaHHbIX, MO KOTOPOMY ByayT OTCOPTMPOBAHEI AaHHbIe B 0TYeTe. COPTUPOBKY MOXHO yKasaTb Mo BO3paCTaHMIO U N0
no yObIBaHuIO.

FpynnupoBatb
no YKaxuTe none AaHHbIX, N0 KOTOPOMY OyAyT CrpynnMpoBaHbl AaHHbIE B OTYETE.
Cron6uybi Cnu1cok cTon6LoB, AOCTYNHBIX ANA KOHKPETHOrO UCTOYHWUKA AaHHbIX.

Bbi6paHHble  ||Cnincok cTon6L0B, BbIBpaHHbLIX Anf 0TOBPaXKEHUs B OTYETE.
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lNpaBuna oTyeToB
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MpaBuno oTyeTa 3a4aeT napameTpsbl CO3AaBAEMOro 0TYETa, a TaKKe PacnucaH1e 3anycka OTYeTOB U CrocoBbl A0CTABKK OTYeTa nosb3osarenam. Mpu
CO3AaHWW NpaBuna oTyeTa aAMUHUCTPATOP yKasbiBaeT Crieaytolme napameTphbi:

HaunmeHoBaHue OnucaHue
BknioueHo BkntoueHue/oTKNoueHUA oTyeTa.

HasBaHue HassaHwue npasuna.

OnucaHue OnuuoHanbHoe none AnA onucaHuA npasuna.

A3bIK oTyeTa

Bri6op fA3bika, KOTOPbIA ByAET UCNONb30BaH B OTYETE.

Jnana3oH [1anas3oH BpeMeHH, 3a KOTOPbLIM HEOBX0AMMO NOATOTOBUTL OTYET.
dopmar otyeta (PDF, HTML, XML, CSV), B kKoTopom ByZeT co3aaBaTbCA AaHHbIA OTYeT.

dopmart BamHo! CosnaHve otueta B popmate PDF coszaeT BbICOKyHO HarpysKy Ha npoueccop v namaTte. Yem o6bemMHee oTdyeT, Tem Bonee

oTyeTa BbICOKaa Harpyska. He ucnonbayitte ¢popmart otueta PDF ana nonbsosatesnbckux wabnoHos. Ana wabdnoHos Moapo6Hbii
cnucoK Bcex noceueHHbiX URL v Moapo6Hbii cNMCOK BCeX NOCELeHHbIX CaNTOB aBTOMAaTUUYECKW UCTIONb3yeTca popmar
CSV, HesaB1cUMO OT BbiOpaHHoro gpopmara.

KonunuectBo 3azaHue orpaHUYeHuna Yncna sanucei, KotTopble OyayT BbIBOAUTLCA B OTUETAX, B KOTOPbIX MPUCYTCTBYET OrpaHUuYeHne no

3anuceu KOSIMYeCTBY TON 3anucen, Hanpumep, Ton 20 nonb3osaTenen ¢ oWnBoYHOM aBTopU3aLuen B BeG-KOHCOSb.

Konuuecteo B

3apaHue orpaHu4yeHua ymcna 3anucen, KOTOpbIe 6y£lyT BbIBOAMNTLCA B OTYETaX, B KOTOPbLIX MPUCYTCTBYET OrpaHnyeHue no

rpyNnMpoBKe |[KOIMYECTBY CrPyNNMPOBaHHBIX 3anucen, Hanpumep, Ton 10 nonb3osaTtenei No KaTeropuam — ANA KoV KaTeropuu Byaet
ecnu ykasaHo He 6onee 10 nonb3oartenei. JJaHHOe orpaHyYeHe NPUMEHWMO TOJBKO AN Tex WabnoHOB 0TYETOB, KOTOPbIE coaepkaTt
p p:
NPUMEHUMO) rpynnupoBsaHue.
MonbaosaTeni 3ajaeT nonb3oBateniel UK rpynnbl NoNb3oBaTeNeH, And KOTopbIx ByaeT cozaaBaTtbes oT4eT. Ecnu octaBuTb nose nycTsiM, TO
oTuyeT ByaeT co3naBaThCA AnA BCEeX Nonb3oBaTeneu.
La6noHb! Cnu1cok wabnoHoB, KoTopble ByAyT UCNONb30BaTLCA AN NOCTPOEHUA oTyeTa. ObA3aTensHO Heo6xoaMMOo A06aBUTbL XOTA Obl OANUH

wabnoH.




HaumeHoBaHue OnucaHue

Bbi6op pacnucaHua ansa co3aaHua oTyeToB. Bo3MOXHbEI BapUaHTbI:
« ExeaHesHo.

o BExenepnensHo.

« ExemecAuHo.

« Kaxable ... yacos.

o Kaxable ... MUHYT.

« 3agatb BpyyHylo.

PacnucaHue
Mpy 3aAaHWK BPYYHYIO HEOBXOAMMO MUCMoNb30BaTh crontab-noAoBHLI dopmart, NpU KOTOPOM CTPOKA BLIMMIAAMT KaK LLECTb NOMe,
pasaeneHHbix npobenamu. Mona 3aaatoT Bpema B cneaytoem Buae: (MuHyThl: 0-59) (vackl: 0-23) (aHu mecAua: 0-31) (mecsau: 0-
12) (neHb Henenu: 0-6, 0-BockpeceHbe). Kaxzaoe U3 nepBbix NATU Nonei MoXeT ObiTh 3a4aHO creaytoLm 06pasom:
« 3Besaouka (*) — o6o3HavYaeT BeCb AManasoH (0T NepBoro A0 NocrneaHero).
o Jeduc (-) — obosHauaeT AvanasoH uucen. Hanpumep, "5-7" Byaet o3HadyaTb 5,6 1 7.
o Cnucku. 310 uncna (Mnu AananasoHsl), pasaeneHHsle 3anateivu. Hanpumep, "1,5,10,11" unun "1-11,19-23".
« 3Besnouka Mnu avanasoH c warom. Mcnonbsyetca AnA NPONycKoB B AvanasoHax. LLlar ykasbiBaeTca nocrne Kocow YepTbl.
Hanpumep, "2-10/2" 6yaet 3HauuTh "2,4,6,8,10", a BbipaxeHue "*/2" B none "yackl" OyaeT o3HayaTb "Kaxkable ABa yaca.
B03MOXHOCTb 3aAaThb ONLMOHasBHYO OTPaBKY CO3AAHHOTO 0TYeTa noslyyatenam no npotokony SMTP. Heo6xoanmo 3aaats:
« Mpodunb SMTP, KoTopbIi ByaAeT UCNONb30BaH ANA OTNPaBKK oT4eToB. MoApo6HO 0 HacTpoike npodunen SMTP cmoTpuTe
B rnase [1podunu onoseLLeHit.
o OT — 1mA oTNpaBnTeNA NUCbMA.
JlocTaBKa

« Tema nucbma — Tema nucbMma (subject).
« Teno nucbMa — COAEpPXMUMOe NMUCbMa.

. I'IonyanenM — CMUCOK nonyuaTeneﬁ nucbmMa. nOﬂyaneﬂM JAOJDKHbI ﬁbITb ﬂOéaBJ’IeHbI B CMUCKH GMGHMOTGKM MouToBble
appeca.

MpumeuaHmnellpolecc co3aaHna 0TYETa MOXET NMPOAOIKATLCA AOCTATOUHO ANUTENBHOE BPEMA W MOXET NOTPedNATL B0sIbLIOE KOTMYECTBO
BbIYNCIIUTENBHBIX peCYpcoB. OCOBEHHO BaXHO YUUTHIBATL 3arpy3ky PECypCoB NpH 3amycke 0TYETOB 3a 60sbLUIOW AUanasoH BPeMEHHU.

anMeHaHMeﬂJ‘IH TOro, yTOOHI 3anyCcTuTb NpaBuio oT4yeTa He 06A3aTenbHO BKIOYATL €ro U yKasbliBaTb BpemMA 3anycka npasuna. B PY4YHOM pexume
MOXXHO 3anyCTUTb J'IIOéOVI, B TOM YMCIE OTKIIIOYEHHbIN OTHET, ANA 3TOro B CMIMCKE npasun Heob6xoauMo BblépaTb Tpeéyemoe npaBnJio U HaXXaTb Ha
KHOMNKY 3anycwm= ceinuac. [0TOBLIV OTUET Nocne cosfaHua éyneT AOCTyneH B pasaene CosaaHHble OTYeThI.
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B pasnene CospaHHbIe OTYETbI XPaHATCA BCE NOMy4YeHHble oTyeThl. OTueThl codgatoTtca B popmare pdf unm csv. [na kaxaoro otyeTa ykasolBaeTca
HasBaHWe oTYeTa, KOTOPOE COBNaZAaeT C HasBaHWeM Npasuia oT4yeTa, KoTopoe BbINIo UCNONb30BaHO ANA CO34aHWA AAHHOTO 0TYeTa, BpemA Co3AaHnA
oTyeTa u pasmep oTtyeTa.

Ina ckauMBaHua oTyeTa Heo6X0AUMO UCMonb30BaTh KHOMNKY CKauatb, ans yAaneHuwa — Ynanuthb.

Bpemsa xpaHeHWA rotoBbiX OTYETOB (POTaLMA) HACTPaMBAETCA NO HAXATHIO Ha KHOMKY HacTpouTb. 3HaueHue no ymonyanuio — 60 aHeNn.
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