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BubnunoTtexku anemMmeHToB



Onuncanue

Product: NGFW
Version: 5.x, 6.1.9, 7.0.1
Documentation: ¥

JaHHblii 6onbLUOi pasaen coaepxuT B cebe Bce 3anucu, aapeca-cantos, IP-aapeca, WwWabnoHbl M NPoYne 3MEMEHTHI, KOTOPLIE UCMOSL3YIOTCA NPH
HacTtpoike npasun NGFW.

MepBoHauanbHble AaHHbIE BUONMOTEK NOCTABNAKTCA BMECTE C NPOAYKTOM. AIMUHUCTPATOP MOXET A06aBNATb HEOOXOAUMbBIE EMY 3IEMEHTHI B
npouecce paboTbl. HekoTopble aneMeHTbl OUBMOTEK ABNAIOTCA HepeaaKTUPYEMBIMU, MOTOMY YTO NMOCTaBNATCA U NOAAEPKMBAOTCA
paspaboTturkamu UserGate. Bubnuoteku anemeHToB, noctaBnaemMele UserGate, MeoT MexaH13M aBToMaThyeckoro 0OHOBNEHWA. ABTOMaTUYeCcKoe
006HOBNEHWE 3NEMEHTOB TpebyeT HanMuua cneluanbHoi nuueHsnn. bonee noApo6HO 0 NULEH3WM HA MPOAYKT Bbl MOXETE NPoYUTaTh B rnase
JvueHsnpoBaHue.



Mopdonorus

Documentation: ¥
Product: NGFW
Version: 5.x, 6.1.9, 7.0.1

Mopdosnoriyeckuii aHanna — MexaHW3M, KOTOPbI Pacno3HaeT oTAesNbHbIe CrIoBa U CITIOBOCOYETaHUA Ha Be6-caiTe. Ecnu B TEKCTE coaepxuTea
ZocTaTouHoe AN BrIOKMPOBKM KOMTMYECTBO YKa3aHHbIX CIOB W CIIOBOCOYETaHWM, TO JOCTYN K caiTy GrokupyeTcs.

Mopdonoruueckuii aHanua BbINOMTHAETCA Kak NMPY NPOBEPKE 3anpoca nonb3oBaTtens, Tak v Npu NonyYyeHun otBeTa oT BeB-cepBepa U A0 ero nepeaadu
nonb3osatento. MNonyuns otBeT oT Beb-cepsepa, NGFW npocmaTpuBaeT TEKCT HA CTPaHULE U NOACUUTHLIBAET €ro CyMMAapHbIA «BEC», UCXOAA U3
«BECOB» CNOB, YKasaHHbIX B MOP}OSIOrMYecKkux kaTeropuax. Ecnu «Bec» cTpaHuLbl NpeBbILaeT «Bec» MOPQOOrMyeckon kaTeropum, Npasuio
cpabartbiBaeT. MNpu noacyeTe «Beca» CTPaHWULbI YUUTLIBAKOTCA BCE CNOBOPOPMbI (IeMMbI) 3anpeLleHHblx cnos. [na novcka cnosogopm NGFW
UCNONb3yeT BCTPOEHHbBIE CNOBAPH PYCCKOrO, aHIUMIACKOro, AMOHCKOro, apaBCKoro M HEMELKOTO A3bIKOB.

CywiecTtByeT BOSMOXHOCTb NOAMNMCKM Ha crioBapu, npeaoctasnaemble UserGate. [JaHHble cioBapu HeMb3A peaakTupoBath. [na ncnonb3oBaHua aTux
crnosapei Heo6xoauma COOTBETCTBYIOLLAA NuLeH3uns. Bonee noapoBHO O NULEeH3MU Ha MPOAYKT Bbl MOXETE NPOYMTaTh B rnase JIMLeH3npoBaHue.

HaumeHoBaHue

OnucaHue

CoOoTBeTCTBME CNUCKY 3anpeLyeHHbIX MaTepuanos
MuHuctepcTBom KOcTuumnn Poccuitickon Pepepauyuu

Mopdonornueckuii cnosapb, CoaepaLlun

nepeyeHb CNoB 1 ¢pas,

3anpeLleHHbIx Munuctepcteom KOcTuumm Poccuitckoin ®eaepaumu.

COOTBETCTBUE CMUCKY 3anpeLleHHbIX MaTep1anos
pecny6nuku KaszaxcraH

Mopdonornueckuii cnosapb, CoaepaLlun

nepeyeHb CnoB 1 ¢pas,

3anpeLyeHHbIXx MuHucTepcTBoM KOcTuumn pecny6nnkv KasaxcraH.

Cyvumna

Mopdonornueckuii cnosapb, CoaepaLlumn
CyuuMAaNbHOM HanpaBneHHOCTH.

nepeyeHb CroB U ¢ppas

Teppopusm

Mopdonornueckuii cnosapb, CoaepaLlumn
TEPPOPUCTUYECKON HaNpPaB/IEHHOCTH.

nepeyeHb CroB U ¢ppas

HeueH3ypHana neKcuka

Mopdonornueckuii cnosapb, CoaepaLlum
K HELIEH3YPHOMN NEKCHKe.

nepeyeHb CroB U dpas, 0THOCALYMUXCA

A3apTH bleé Urpbl

Mopd@onoruueckuii cnosapb, coaepxalLmnii
K a3apTHbIM Urpam.

nepeyeHb CNoB 1 ¢ppas, OTHOCALLMUXCSH

HapkoTuku

Mopd@onoruueckuii cnosapb, coaepxallmnii
HapKOTVILIeCKOVI HanpaBneHHOCTH.

nepeyeHb CroB U ¢ppas

CootseTtcTBue $3-436 (3awmta geten)

Mopd@onoruyeckuii cnosapb, coaepxallmni
HexenaTtenbHbIX AnA AeTen.

nepeyeHb CroB U ¢ppas Tematuk,

MopHorpadua

Mopd@onornueckuii cnosapb, coaepxallmni
nopHorpadryeckoin HanpaeneHHOCTH.

nepeyeHb CrioB U ¢ppas

Byxrantepusa (DLP)

Mopd@onoruueckuii cnosapb, coaepxallmni
“cnonb3yemblx B Byxrantepuu.

nepeyeHb TePMUHOB, CNOB 1 Pppas,

MapkeTuHr (DLP)

Mopd@onornueckuii cnosapbe, coaepXalLmni
MCNOJNb3YyEeMbIX B MapKeTUHre.

nepeyeHb TePMUHOB, CNOB K Pppas,

MepcoHanbHble aaHHble (DLP)

Mopd@onornueckuii cnosapbe, coaepxalLmni
BCTpevarLnxca B NnepCoHabHbIX AaHHbIX.

nepeyeHb TePMUHOB, CMOB 1 Pppas,

®duHaHcbl (DLP)

Mopd@onoruueckuii cnosapbe, coaepXallmni
UCMnonb3yemblX B pUHaHCax.

nepeyeHb TePMUHOB, CMOB K Pppas,

tOpuanyeckun (DLP)

Mopd@onoruueckuii cnosapbe, coaepalLmni
MCnonb3yemMbiX B lOPUCMIPYAEHL UK.

nepeyeHb TEPMUHOB, CIT0B 1 $pas,

AnA ounbTpauumu no MopdonorMyeckoMy CoAEPKaHUIO CTpaHuLbl TpebyeTca:



https://docs.usergate.com/licenzirovanie-(opisanie)_748.html

HaunmeHoBaHue OnucaHue

LLar 1. Cosaatb oaHy unu
HECKONbKO MOPEOOrMyecKnx

N . ||Haxatb Ha kHoMKy Jlo6aBHUTb, 3a1aTb Ha3BaHWe HOBOW KAaTEropun U ee Bec.
KaTeropui u ykasatb BEC Kaxaon y A » 3aA P

KaTeropuu.

Haxatb Ha kHonKy Jlo6aBUTb W ykasaTb HEOBXOAMMbIE CroBa UK dpasbl. Mpu Ao6asneHuu crosa B
LLlar 2. Ykasatb cnncok MOP@OMOrMyecKkunii CrnoBapb MOXHO UCMONb3oBaTb MoandMKaTop «!» nepea cnosom, Hanpumep, «!bassterd». B
3anpeLleHHbIX Gpas ¢ BeCamu. laHHOM Cryyae XaproHHoe crioBo He ByAeT NpeoBpasoBLIBATLCA B CIIOBOPOPMbI, HTO MOXET CEPbe3HO

YMEHbLUUTb BEPOATHOCTb JIOKHOW BIOKMPOBKM.

Lar 3. Co3natb npasusio
GUNbTpaLnK KOHTEHTa,
coAepxalliee 0AHY UM HECKOSbKO
MOPdONOrMYECKMX KaTeropui.

CmoTpuTe pasaen OunbTpaumna KOHTEHTa.

A.Cl.MMHI/ICTpaTOp MMeeT BOSMOXHOCTb CO34aTb CBOM CroBapb 1 LeHTpanM3oBaHHO PacnpoCTpaHATb ero Ha BCe MeXceTeBble 3KpaHbl UserGate,
nMetoLeca B opraHusaumu. [nA cosaaHuA Takon M0p¢0J‘IOI’I/I‘-IeCKOl71 6a3bl HE0OX0AWMO BbINOMHNUTb cneaywouime AencTBuA:

HaumeHoBaHue OnucaHue

cosnatb dann list.txt co cnnckom cnos B cneaytowem dopmare:

lword1 lword2

lword3
Lar 1. Co3aatb dain ¢
Heob6XxoaAnMbIMU word4 50
dpasamu.

Lastword

Bec cnosapsa B Takom cnyyae paseH 100, Bec crnoBa MOXHO ykasatb. [1o ymonyaHuio oH paseH 100.

LLlar 2. Co3aatb apxws,

M ~ ||NMomecTnTb dpain B apxus zip ¢ umeHeMm list.zip.
coaepxallui aToT dann.

LWar 3. Cosnatb dpain ¢ ||Cospate dain version.txt, BHyTpu Hero ykasatb HoMep Bepcuu 6asel, Hanpumep, 3. Heo6xoaMMO MHKPEMEHTMPOBATL
BEpCUeit cnosaps. [laHHOE 3HaYeHWe NP KaKAO0M 0OHOBNEHUN MOP)OIOrMYECKOro crioBaps.

LLar 4. PaamecTtutb

o Pasmectutb y cebs Ha caitte list.zip v version.txt, UTo6bl OHW BbINM AOCTYNHbI ANA CKAYMBAHMS.
dainbl Ha Beb-cepaepe.



https://docs.usergate.com/fil6traciya-kontenta_714.html

HaumeHoBaHue OnucaHue

Ha kaxaom UserGate cozaats Mopdosnornueckyto 6asy. Mpu cosaaHnM ykasaTb Tun cnucka OGHOBAAEMbIN 1 aapec,
OTKyAa HeobxoauMO 3arpyxatb 06HoBneHus. UserGate GyaeT npoBepsATb HANMUME HOBOW BEPCUM Ha BalleM caiiTe B
COOTBETCTBMU C HACTPOEHHbIM pacnnucaHem CKkavynBaHuA OéHOBﬂeHVIVI. PacnucaHue MoXHo HaCTpOUTbL B cBoWCTBax
Crn1cKa; BO3MOXHO yKasaTb creaytoLue BapuaHThl:

« OrtkntoyeHo. MpoBepka Hanuuus o6HOBNEHU AnA BbIOpaHHOTo areMeHTa Npou3BoanTLCH He ByaerT.
o ExenHesHo.

« ExeHeaenbHo.

« ExemecauHo.

Kaxable ... yacos.
Lar 5. Co3patb ‘

MOP®OOru4ecKyto o Kaxable ... MUHYT.
kateropuio ykasate URL

nnA 06HOBNEHMA « 3apjatb BpyuHyto.
cnosaps.

Mpu 3aaaHWK BPYUHYIO HEOBXOAMMO UCMONb30BaTh crontab-noAo6HbIM GopMaT, MPU KOTOPOM CTPOKA BbIMIAAWT KaK LLECTh
nonew, pasaenexHbix npobenamu. MNona 3aaatoT Bpemsa B criedytolweM Buae: (MuHyThl: 0-59) (uackl: 0-23) (aHW MecAua:
1-31) (mecay: 1-12) (aeHb Heaenu: 0-6, 0-BockpeceHbe). Kaxaoe M3 nepBbIx NATU Nnonen MoxeT ObiTh 3aA4aH0
cneayoLwmmM 06pasom:

« 3Besaouka (*) — o6o3HayaeT BeCb AManasoH (0T NepBoro A0 NocneaHero).
« Jeduc (-) — obosHauaeT avanasoH umcen. Hanpumep, "5-7" Byaet osHavyatb 5,6 v 7.
o Cnucku. 310 uncna (Mnu ananasoHsl), pasaeneHHsle 3anaTeivu. Hanpumep, "1,5,10,11" unun "1-11,19-23".

« 3Be3aouKka v ananasoH ¢ warom. Mcnonbayetca AnA NponyckoB B AManasoHax. LLar ykaseiBaeTca nocne Kocom
yepThl. Hanpumep, "2-10/2" 6ynet 3HauuTs "2,4,6,8,10", a BolpaxxeHue "*/2" B none "uacel" 6yaeT o3Hayatb
"Kaxable ABa yaca".

Mpumeuanmnellpu cosnaHm MopdOOrMyecKnUx crioBapei He pekomeHayeTca AobaenATe Gppassl, coaepxalyue onee Tpex cnos, 6e3 UCMonbL30BaHUs
cumBona «!» nepea cnosamu. Heo6Xo0AMMO NMOMHUTL, YTO NPU NOCTPOEHWUM MOpPdOorMyeckoin 6asbl kaxaoe U3 cnos Byaet npeobpas3oBaHo BO BCE
cyLecTBytoLLME GOPMbI (CKIIOHEHUS, CNIPFKEHHNSA, MHOXECTBEHHBIE YXCNA, BPEMEHA W T.A.), U PE3yNbTUPYIOLLIEE KONTMYECTBO dpas ByaeT A0CTaTOUHO
GonblumnMm. Mpu 406aBNEHNN ANTMHHLIX dpa3 HE0OXOAMMO UCMONb30BaTbL MOAUdHUKATOP «!» Nepea croBaMu, MOAMPUKALUA KOTOPLIX HE HYXHA, KaK
npaBu1sIo, 3TO PasnuyHbLIE NPEANONK 1 coto3bl. Hanpumep, dpasy «Kak yiTu 3 xuaHu 6e3601e3HEHHO>» NPaBuIbHO A00aBUTbL B BUAE «!Kak yiTH M3
bKn3HKU 6e36051e3HEHHO>». DTO COKPATUT KONIMYECTBO BOSMOXHLIX BAPUAHTOB $pas, HO NMpK STOM OCTaBUT BCe dpasbl C TPeBYEMbIM CMbICTOM.

UserGate MoxeT npoBepATb Yek-cyMmmy daiinos 06HOBAEMbIX CNUCKOB. [1nA NpUBEAEHHOrO NpUMepa MeXCeTeBOM aKkpaH OyaeT 3anpaluveatb Gpann
list.zip.md5, conepxatyuit yek-cymmy darna list.zip. Ero Hanuuve He 06a3aTenbHO, HO €CIU OH eCTb, YEK-CyMMa I0MKHA OblTb KOPPEKTHOM.
MonyunTk Yek-cymMmmy B linux MOXXHO KOMaHZOW:

md5sum list.zip
Eé BbiBoA AobaBnaeTca B ¢pain Kak xaw list.zip, nocne yero coxpaHsetca B dpopmate md5. Hanpumep, coaepxumoe daiina list.zip.md5:

04d7d1223ba8ff02396355a2bc3b3d52 list.zip



Cepsuchl

Documentation: ¥

Product: NGFW

Version: 5.x, 6.1.9, 7.0.1

Paszen cepBUCHI COAEPXKUT CMIMCOK OBLLEN3BECTHBIX CEPBHUCOB, OCHOBaHHbIX Ha npoTokone TCP/IP, Hanpumep, Takux, kak HTTP, HTTPS, FTP u
apyrue. JaHHble cepaucbl MOTYT GbiTb MUCMOb30BaHbI Mpu NocTpoeHun npasun NGFW. MepBoHayanbHbIi CMMCOK CEPBHUCOB NOCTaBMATCA BMECTE C
NpOAyKTOM. AIMUHUCTPATOP MOXET A00aBNATL He0OX0AMMbIE EMy SNIEMEHTHI B npouecce paboTel. [na 4o6aBneHns HOBOro ceparca HeoBXo0aMMO
BbINOMTHMTL CReAytoLLmMe wark:

HaunmeHoBaHue

OnucaHue

Lar 1. Co3patb
cepBuc.

HaxaTb Ha KHOMKY ﬂO6aBI4Tb, AaTb CepBUCY HasBaHWe, BBECTU KOMMeHTapMﬁ.

Lar 2. YkasaTb
NPOTOKOS 1 NOPT.

Haxartb Ha kHorky Jlo6aBUTb, BLIGPATL M3 CNUCKA HEOGXOAMMBIM MPOTOKOS, YKa3aTh MOPThl HA3HAYEHUA U, OMLMOHASIBHO, NOPThI
MCTOYHMKA. [InA ykasaHuA AvanasoHa nopToB MOXHO UCMoNb3oBaTb — (TUpe), Hanpumep, 33333—33355.




IP-anpeca

Documentation: ¥
Product: NGFW
Version: 5.x, 6.1.9, 7.0.1

Paszen IP-aapeca coaepuT CnMcok AnanasoHoB |P-aapecos, KOTopble MOryT BbITb MCMONb30BaHbI NpK NocTpoeHun npasun NGFW.
MepBoHAYabHLIM CMUCOK aAPECOB NOCTABNAETCA BMECTE C NPOAYKTOM. AIMUHUCTPATOP MOXET A00aBNATL HE0OX0AMMbIE EMY SNIEMEHTbHI B MpoLecce
pabotsl. inA A06aBneHnA HOBOTO CMMCKA afpeCcoB HEOBXOAMMO BbINOHWTL CrEAYIOLME Laru:

HanmeHoBaHue OnucaHue
LWar 1. Cosnarb CNMCOK. Ha naHenu Fpynnbl Haxatb Ha kKHoMKy Jlo6aBUTb, AaTb HasBaHWe criucky IP-aapecos.
LLar 2. Ykasatb aapec 06HOBReHuA YkasaTb afpec cepsepa, rAe HaxoauTcA oBHoBNAEMbI cnucok. Bonee noapo6Ho 06 06HOBRAEMBIX
cnucka (He o6A3aTesibHO). CrMcKax CMOTpUTE Alanee B 3TOM rnase.

Ha naHenv Aapeca 3 Bbi6paHHOM rpynnbl HaxaTs Ha KHOMKy Jlo6aBUTL v BBECTH aapeca.

War 3. flo6aewTs IP-anpeca. IP-aapeca BBoaaTcA B Buae IP-anpec, IP-aapec/macka cetu nnu avanasoH IP-aapecos, Hanpumep:

192.168.1.5, 192.168.1.0/24 nnn 192.168.1.5-192.168.2.100.

A.CI.MMHVICTpaTOp nMeeT BOSMOXHOCTb COo3aBaTb CBOU CMUCKHK IP-a.qpecos M LUeHTPann3oBaHHO pacnpoCcTpaHATb UX HA BCE MeXXCeTeBble 3KpaHbl
UserGate. [1na cozaaHvs Takoro cnucka Heo6X0AUMO BbINOSHUTb cneaywuiune AenCcTBuUA:

HaumeHoBaHue OnucaHue

Cospatb ¢dain list.txt co cnuckom aapecos.

Cnu1coK aipecoB 3anucbiBaeTca B 00bIUHbIM TEKCTOBLIN (aitn, rae aapeca NponucLIBaKOTCA B CTONGUK 6e3 3HaKoB

Lar 1. Cospatb dain .
npenuHaxuna. Hanpumep:

¢ HeoBxoanmbimu IP-
azpecamu. XXX

Y-y.y.y
z.z.2.2

LWar 2. Cosnatb
apxuB, cofepxalyuin ([Momectutsb dain B apxue zip ¢ umeHem list.zip.
aTOT Pan.

LWar 3. Cosnatb ¢ain||Cosaatb daiin version.txt, BHyTpM Hero ykasatb HOMep BEpCHUM CrUCKa, Hanpumep, 3. Heo6X0AMMO MHKPEMEHTUPOBATb
C Bepcueil Crmcka. [laHHOE 3HAYEeHWe NP KaXA0M OOHOBNEHUM CnUCKa.

Lar 4. Pasmectutb
daiinbl Ha Be6- Pasmectutb y cebs Ha caitte list.zip v version.txt, 4To6bl OHM BbINM AOCTYMHBI ANA CKAYMBAHKA.
cepsepe.




HaumeHoBaHue OnucaHue

Ha kaxxaom NGFW cosaartk cnucok IP-aapecos. Mpy cosaaHuu ykasath TN cncka O6HOBRAEMbIN W agpec, oTkyaa
Heo6xoaumo 3arpyxatb o6HoBneHua. NGFW 6yneT npoBepATb Hannuue HOBOM BEPCHUM HA BalLeM caiTe B COOTBETCTBUMU C
HaCTPOEHHbBIM pacnucaHWeM CKaunBaHUA OBHOBNEHUI.

MpumeuvaHneURL cnucka 3apaetca B popmarte: http://x.x.x.x/ unum ftp://x.x.x.x/.
Pacnuncanne MOXHO HacCTPOWUTL B CBOWCTBAX CMUCKA; BOSMOXHO yKasaTb CreaytoLiMe BapuaHThbl:
« OTktoyeHo. MpoBepka Hanuuua 0BHOBNEHMIA ANA BEIOPAHHOIO 3NeMeHTa NPoM3BOAUTLCA He ByneT.
o ExeaxesHo.
« ExeHnenensHo.
« ExemecauHo.

LWar 5. Cosnarts « Kaxgble ... yacos.

cnucok IP-aapecos u
ykasatb URL ana

0BHOBNEHHA. « 3apatb BpyuHyHo.

o Kaxable ... MUHYT.

Mpwu 3aAaHWK BPYYHYIO HEOBXOAMMO MCMONb30BaTh crontab-noAoBHbIA GopmMaT, MPU KOTOPOM CTPOKA BbIMMAAMT KaK LLEeCTb
nonew, pasaenexHblx npobenamu. Mona 3aaatoT Bpems B credytolem Buae: (MuHyThl: 0-59) (yackl: 0-23) (aHu mecAua: 1-
31) (Mecauy: 1-12) (aeHb Heaenu: 0-6, 0-BockpeceHbe). Kaxaoe U3 nepBbIx NATH Nosied MOXET ObiTb 3a4aH0 CrieyoLWwmum
obpasom:

« 3Besaouka (*) — o6o3HavaeT BeCb AManasoH (0T NepBoro A0 NocneaHero).
« Jeduc (-) — obo3HauaeT avanasoH umcen. Hanpumep, "5-7" Byaet osHavyatb 5,6 v 7.
o Cnucku. 310 uncna (Mnu ananasoHsl), pasaeneHHsle 3anaTeivu. Hanpuwmep, "1,5,10,11" unun "1-11,19-23".

« 3Be3aouKka MM ananasoH ¢ warom. Mcnonbayetca AnA NponyckoB B AManasoHax. LLar ykaseiBaeTca nocne Kocom
yepThl. Hanpumep, "2-10/2" 6ynet 3HauuTs "2,4,6,8,10", a BolpaxeHue "*/2" B none "uacbl" OyaeT o3Hayath "Kakable
ABa vaca".

UserGate MoXeT nNpoBepATh Yek-CyMMy baitioB 06HOBASEMbIX CIIUCKOB. [nA NpMBeAEHHOMO NpUMepa MEXCETEBOW aKpaH OyAeT 3anpalumnsatb dain
list.zip.md5, conepxawyuit yek-cymmy ¢aina list.zip. Ero Hanuuve He 06s3aTensbHO, HO €CMIM OH eCThb, YEK-CyMMa A0SHKHA ObITb KOPPEKTHOW.
Monyuntb Yek-cymmy B linux MOXHO KOMaHZOW:

md5sum list.zip
Eé BbiBOA f0GaBnaeTcA B ¢aiin Kak xaw list.zip, nocne yero coxpaHaetca B ¢popmarte md5. Hanpumep, coaepxumoe daina list.zip.md5:

04d7d1223ba8ff02396355a2bc3b3d52 list.zip



Useragent 6paysepos

Version: 5.x, 6.1.9, 7.0.1
Documentation: ¥
Product: NGFW

C nomolybto punbTpaumnn no Useragent 6pay3epoB aAMUHUCTPATOP MOXET 3anpeTUTb UK PaspeLLnTb paboTy Nosb3oBaTenei TOMbKO ¢
onpeaeneHHLIM TUMOM Bpay3epos.

MepBoHauanbHbIi cnucok Useragent noctaBnsaeTcA BMecCTe ¢ NpoaykToM. [Ana ¢punbTpaymum no tuny Useragent Heo6xoAMMO BEINOMHUTL crieaytoLymne
aencTeuA:

HaumeHoBaHue OnucaHue

B naHenu KaTeropuu Haxatb Ha KHonky JJo6aBUTb v 3a4aTb HasBaHWe HOBOIO CrMCKa

Lar 1. Co3patb cnucok Useragent.
A 9 UserAgent, onuuoHanbsHo, onucaHue cnucka v URL 06HOBREHHS.

LLar 2. Jo6asuTb HeoOxoaumble Useragent B navenu LWWa6noHbl useragent 106aBuTh HeobxoanMmblit Useragent. McueprbiBatoLmit CnMcok
Gpay3epoB B HOBbIM CMUCOK. cTpok Useragent npeactaeneH TyT: http:/www.useragentstring.com/pages/useragentstring.php

LLlar 3. CosaaTb npasuso ¢GunbTpalum
KOHTEHTa, coAepallee OANH UK HECKOMBKO CmoTpuTe pasaen OunbTpaumna KOHTEeHTa.
CMUCKOB.

AAMUHUCTPATOP UMEET BO3MOXHOCTb Co3ZiaBaTb CBOM crnincku Useragent v LieHTpann3oBaHHO pacnpoCTpaHATh UX HA BCE MEXCETEBbLIE AKpaHbI
UserGate. ins cozaaHuA Takoro cnvucka HeoOXoAnMO BbINOSHWTL Criedytolve AedCTBuA:

HaumeHoBaHWe OnucaHue

LWar 1. Co3patb
dann c
HeobXoaAUMbIMK
Useragent.

Cospatb ¢ain list.txt co cnuckom Useragent.

LWar 2. Cosnatb
apxu., cofepxalyuit ||lNomecTuTb daitn B apxus zip ¢ umereMm list.zip.
aTOT Pan.

LWar 3. Co3patb
dann c Bepcuei
crnucka.

Cosaatb ¢dainn version.txt, BHyTpu Hero ykasatb HOMEpP BEPCUM CNUCKa, Hanpumep, 3. Heo6xoaMMO UHKpEMEHTUPOBaTbL
[laHHOE 3HAYEeHWe NP KaXA0M OOHOBNEHUM CrUCKa.

LWar 4. PasvecTutb
dainbl Ha Beb- PasmectuTb y cebn Ha caiite list.zip u version.txt, 4utToObl OHM ObINKM AOCTYNHBI ANA CKAYUBAHMSA.
cepsepe.
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HaumeHoBaHWe

OnucaHuve

Lar 5. Co3patb
cnucok Useragent
ykasatb URL ana
oBHOBMEHUA.

Ha kaxxaom NGFW cosaartk cnucok Useragent. Mpu cozaanuu ykasatb Tun crvcka OBHOBRAEMbIN W afpec, OTkyAa
Heo6xoaumo 3arpyxatb o6HoBneHna. NGFW 6yneT npoBepATb Hanuuue HOBOM BEPCHUM Ha BalLeM caiTe B COOTBETCTBUMU C
HaCTPOEHHBIM pacnucaHWeM ckauMBaHua 0BHOBNEHMI. PacnucaHne MOXHO HAaCTPOUTbL B CBOMCTBAX CMUCKA; BO3MOXHO
yKasatb CrieaytoLine BapuaHThI:

OTkntodeHo. MpoBepka HanMunMa 0OHOBEHMI ANA BbIOPaHHOTO 31eMeHTa NPoM3BOAUTLCA He ByaeT.
ExeaxeBHo.

ExxeHeaenbHo.

ExemecauHo.

Kaxable ... yacos.

Kaxable ... MUHYT.

3azatb BpyuYHyto.

Mpwu 3aaaHWK BPYYHYIO HEOBXOAMMO MCMONb30BaTh crontab-noAoBHbIA GopMaT, MPKU KOTOPOM CTPOKA BIMMAAMT KakK LLEeCTb
nonew, pasaenexHbix npobenamu. Mona 3anatoT Bpemsa B criedytolweM Buae: (MuHyThl: 0-59) (uackl: 0-23) (aHu mecAua: 1-31)
(mecsau: 1-12) (aeHb Heaenu: 0-6, 0-BocKkpeceHbe). Kaxaoe U3 nepBbix NATU Nomnei MOXeT ObiTb 3a1aHO0 CreayHoLUM
obpasom:

3Beszouka (*) — o6o3HauaeT BeCb AManas3oH (0T NepBoro A0 NOCNeaHEero).
Heodwc (-) — obosHauaeT aAnanasoH uvcen. Hanpumep, "5-7" 6yaeT o3Hauatb 5,6 1 7.
Cnucku. 310 uncna (Mnu AManasoHbl), pasaeneHHele 3anateiMi. Hanpumep, "1,5,10,11" unu "1-11,19-23".

3Be3a0uKa MM avanasoH ¢ warom. McnonbayeTtca Ana NponycKkoB B AnanasoHax. LLar ykaseiBaeTca nocne Kocom
yepThl. Hanpumep, "2-10/2" 6ynet 3Hauunts "2,4,6,8,10", a BolpaxeHue "*/2" B none "uacbl" OyaeT o3Hauath "Kaxkable
aBa vaca".

UserGate MoxeT npoBepATb Yek-cymmy daiinos 06HOBAEMbIX CMUCKOB. 1A NpUBEAEHHOrO NpUMepa MeXCeTeBOM aKpaH OyAeT 3anpalumeatb Gpann
list.zip.md5, conepxatyuin yek-cymmy daina list.zip. Ero Hanvuve He 06s3aTenbHO, HO €CITU OH ECTb, YEK-CyMMa ZIOMKHA OblTb KOPPEKTHOM.
Monyuntk Yek-cymMmmy B linux MOXXHO KOMaHZOW:

md5sum list.zip

Eé BbiBoA AobaBnaeTca B ¢pain Kkak xaw list.zip, nocne yero coxpaxsetca B popmate md5. Hanpumep, coaepxumoe daiina list.zip.md5:

04d7d1223ba8ff02396355a2bc3b3d52 list.zip




Twnbl KOHTEHTa

Documentation: ¥
Product: NGFW
Version: 5.x, 6.1.9, 7.0.1

C nomoLLbto GUbTPaLMK TUMOB KOHTEHTA MOXHO BIOKMPOBATL 3arpysky dainos onpeaeneHHoro TMna, HanpuMep, 3anpeTuTb Bee daibl Tuna *.doc.

CyLLl,eCTByeT BO3MOXXHOCTb MNOAMWUCKM Ha TUNbl KOHTEHTA, NpeaoCTaBnAeMble pa3p360T'~IMKaMM UserGate. JlaHHbIE CNUCKKM TUNOB KOHTEHTA HEeNb3A
penaxkTMpoBaTth, X MOXXHO MCMOMb30BaThb NPU onpeaeneHnn npaBun GuUNbTpaL M KOHTeHTa. JnAa Mcnonb3oBaHUA aTUX CMUCKOB Heobxoanma
CooTBeTCTBYHOLanA NIMLEeH3nA. Bonee I'I0£lp06HO O NTMUEeH3nK Ha NPOAYKT Bbl MOXETE NpoYnTaTthb B rnaese nMHeHSMQOBaHMe.

Ins unbTpaLmm no TUny KOHTEHTA HEOOXOAMMO BLINOSTHUTL CrieAyoLLMe AeHCTBUA:

HanmeHoBaHue OnwucaHune

Lar 1. Co3aatb CNWUCOK TUMOB KOHTeHTa. Ecnn
ucnonb3yeTca npeaonpeaeneHHbin cnucok UserGate,
nepenavTe K wary 3.

B naHenu KaTeI’OpMM Ha)KaTb Ha KHOMKY ﬂOGaBMTb, 3a4aTb Ha3BaHWe HOBOIo CNuUcKa Tuna
KOHTEHTAa, OnuyMoHansLHo, onucaHue cnucka n URL 06HOBNEHMSA.

L106aB1TE HEOOXOANMbIM TUN KOHTEHTA B AaHHbIM cncok B popmaTte MIME. PasnuyHeie
TUMbI KOHTEHTA W WX ONKUCAHWE AOCTYMHbI MO CChINKe

Lar 2. [lo6aBuTb HEOGXOAMMbIE THMbl KOHTEHTA B https://www.iana.org/assignments/media-types/media-types.xhtml.

HOBbIW CMUCOK.
Hanpumep, ana 61oKMpoBKY JOKYMEHTOB TUNa *.doc He06X0ANMO A00aBUTL THUM KOHTEHTA
«application/msword».

Lar 3. Co3aaTb NpaBumo GUnbTPaLuUn KOHTEHTA,

CmoTpuTe pasaen OunbTpauma KOHTEHTA.
colepxallee 01H UM HECKOSTBbKO CTUCKOB.

AAMUHUCTPATOP UMEET BO3MOXHOCTb CO3ZlaBaTb CBOM CMMCKMU TUMOB KOHTEHTA U LIEHTPaNIM30BaHHO PacnpOCTPaHATL UX HA BCE MEXCETEBBIE 3KpaHbI
UserGate. [ins cozaaHuA Takoro cnvucka HeobxoAanMO BbINOSHWTL CriedytolMe AedCTBuA:

HaumeHoBaHue OnucaHue

LWar 1. Cosnatb pann
¢ Heo6XxoAUMbIMU Cosaatb ¢amn list.txt co cnuckom TMNOB KOHTEHTA.
TUMNaMu KOHTEHTa.

LWar 2. Cosnatb
apxuB, cofepxalyuin  |[Momectuts dain B apxue zip ¢ umeHem list.zip.
aTOT Pan.

LWar 3. Coszatb ¢ain||Cosaatb daiin version.txt, BHyTPM Hero ykasatb HOMEp BEPCHUM CMIUCKA, Hanpumep, 3. Heo6X0AMMO MHKPEMEHTUPOBATb
C Bepcueil Crmcka. [laHHOE 3HAYEeHWe NP KaXA0M OOHOBNEHUM CnUCKa.

Lar 4. Pasmectutb
daiinbl Ha Be6- Pasmectutb y cebs Ha caitte list.zip v version.txt, 4To6bl OHM BbINIM AOCTYMHBI ANA CKAYMBAHMA.
cepsepe.
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HaumeHoBaHue OnucaHue

Ha kaxxaom NGFW cosaath CrMCOK Tuna KoHTeHTa. Mpu cosaaHny ykasatb Tvn cnucka O6HOBRAAEMbIN W aapec, oTkyaa
Heo6xoaumo 3arpyxatb o6HoBneHna. NGFW 6yneT npoBepATb Hannuue HOBOW BEPCHUM Ha BalLeM caiTe B COOTBETCTBUMU C
HaCTPOEHHbBIM pacnucaHWeM ckaunBaHusa 0BHOBNEHMI. PacnucaHne MOXHO HAaCTPOUTb B CBOMCTBAX CMMCKA; BO3MOXHO
yKasaTb creaytolinMe BapuaHThbl:

« OrtkntoyeHo. MpoBepka Hanuuus o6HOBNEHUI AnA BbIOPaHHOMo areMeHTa Npou3BoanTLCH He ByaerT.
o ExenHesHo.

« ExeHeaenbHo.

« ExemecauHo.

« Kaxable ... yacos.

Lar 5. Co3natb
CMUCOK TUMa KOHTEeHTa

1 ykasatb URL ans « 3agatb BpyuHyio.
06HOBIEHMA.

o Kaxable ... MUHYT.

Mpwu 3aaaHWK BPYYHYIO HEOBXOAMMO MCMONb30BaTh crontab-noAoBHbIA GopmMaT, MPKU KOTOPOM CTPOKA BIMMAAMT KaK LLEeCTb
nonew, pasaenexHblx npobenamu. Mona 3aaatoT Bpemsa B credytolem Buae: (MuHyThl: 0-59) (yackl: 0-23) (aHu mecaua: 1-
31) (Mecauy: 1-12) (aeHb Heaenu: 0-6, 0-BockpeceHbe). Kaxaoe M3 nepBbIx NATH Nosied MOXET ObiTb 3a4aH0 Crieayowmum
obpasom:

« 3Besnouka (*) — o6o3HavaeT BeCb AManasoH (0T NepBoro A0 NOCNeaHero).
« Jeduc (-) — obo3HauaeT avanasoH umcen. Hanpumep, "5-7" Byaet osHavyatb 5,6 v 7.
o Cnucku. 310 uncna (Mnu ananasoHsl), pasaeneHHsle 3anaTeivu. Hanpumep, "1,5,10,11" unun "1-11,19-23".

« 3Be3aouKa v ananasoH ¢ warom. Mcnonbayetca AnA NponyckoB B AManasoHax. LLar ykaseiBaeTca nocne Kocown
yepThl. Hanpumep, "2-10/2" 6ynet 3Hauunts "2,4,6,8,10", a BolpaxeHue "*/2" B none "uacbl" OyaeT o3Hauath "Kakable
ABa vaca".

UserGate MoxeT npoBepATb YeKk-CyMMy daitnosB 06HOBNAEMbIX CMIMCKOB. [nA NpUBEAEHHOro NpUMepa MeXceTeBoin akpaH OyaeT sanpaluveats Gpain
list.zip.md5, conepxalyuit yuek-cymmy ¢aina list.zip. Ero Hanuuve He 06s3aTensbHO, HO €CIM OH eCThb, YEK-CyMMa A0SHKHA ObITb KOPPEKTHOW.
MonyunTb Yyek-cymmy B linux MOXHO KOMaHZOW:

md5sum list.zip
Eé BbiBOA f0GaBnaeTcA B ¢aiin Kak xaw list.zip, nocne yero coxpaHaetca B ¢popmarte md5. Hanpumep, coaepxumoe daiina list.zip.md5:

04d7d1223ba8ff02396355a2bc3b3d52 list.zip



Cnuckun URL

Documentation: ¥
Version: 6.1.9, 7.0.1

CTpaHuvua npeaHasHauyeHa Ans 3aaaHus cruckoB ykasatenei URL, koTopble MOTYT GbiTb UCMOSIb30BaHbI B NPaBUiax KOHTEHTHOW GuUnbTpaunu B

KayeCcTBe YepPHbIX U GenbIX CrUCKOB.

Komnanusa UserGate npeaoctaBnAaeTt coBCTBEHHbIE 0OHOBMAEMbIE CTMUCKU. JnAa Mcnonb3oBaHWA aTUX CMUCKOB Heobxoanma cooTBeTCTBYHOLaA
JIMUEH3UA. I'Io,qpoéHee O NNUEeH3nK Ha NPOAYKT — B pasaene <<J_|MI:|,eH3VIQOBaHMe>>.

HaumeHoBaHue

OnucaHue

CNUCOK NOUCKOBbIX cUcTeM Ges
6e3onacHoro noncka

CMUCOK M3BECTHBLIX MOUCKOBBIX CUCTEM, HA KOTOPbIX OTCYTCTBYET BO3MOXHOCTb GITOKMPOBKM MOMCKOBLIX
3anpocoB B3POCIOro coaepxaHua. PekomeHayeTcs 6110KMpoBaTh Takue NOUCKOBUKK ANA Lenen
POAUTENBCKOro KOHTPOA.

CooTBeTCTBUE CIIUCKY
sanpetyeHHbix URL MuHuctepctBa
lOctuuuu PP

JanHbli cnvcok coaepxut URL, 3anpelierHsie Munnctepcteom KOctuunmn Poccuiickon denepauum.

CooTBeTCTBUE CIIUCKY
sanpeweHHbix URL Pecny6nuku
KasaxcTtaH

EZunHbIA peecTp AOMEHHBIX MMEH, yKkasaTenemn CTpaHuL, CanToB B CETU MHTEPHET M CETEBbLIX aApPecos,
coaepxalimx MHPOPMAaL IO, pacrnpocTpaHeHe KOTOpPoK 3anpeLleHo B Pecnybnuke KasaxcTaH.

Cnucok o6pasoBaTenbHbIX
yupemaeHun

CrU1COK IOMEHHBIX MMeH 0BpasoBaTesnbHbIX yupexaeHui PO.

CnUCOK PULLIMHIOBbIX CauToB

JarHbli cnncok coaepxuT URL duULLMHIOBEIX caiToB.

CooTBeTCTBUE peecTpy
3anpeLweHHbIX CanToB
PockomHansopa (URL)

EnunHbI peecTp ykasatenen cTpaHul CanToB B CETU MHTEPHET, COAepXaLLmMx HbopMaumio,
pacnpocTpaHeHue KoTopoi B Poccuiickon deaepauum sanpeLleHo. [aHHbIA CMMCOK AOCTYNEH Ha canTe
http://eais.rkn.gov.ru.

CooTBeTCcTBUE peecTpy
3anpeLeHHbIX CauToB
PockomHansopa (AomeHbl)

EZuHbBIN peecTp AOMEHHbBIX UMEH, COAepXXaLLMX MHDOPMaLUI, pacnpocTpaHeHe KoTopoi B Poccuiickom
Ddenepauuv 3anpeLyeHo. JlaHHbIi CNMCOK AOCTYNEH Ha caiTe http://eais.rkn.gov.ru.

Ina ¢ounbTpaumm ¢ nomoLbto cnnckoB URL Heo6x0anMO BLINOMHWTL criesytouue AencTBuA:

HaunmeHoBaHue

OnucaHue

Lar 1. Co3patb cnmcok URL.

B narenv Cnncku URL HaxaTb Ha KHOMKy Jlo6aBUTb, 3aaaTh Ha3BaHWe HOBOIO CMCKa.

Bui6path Tun cnucka — JlokanbHbIi v O6HOBAAEMBIN. [Ins 06HOBNAEMOro Cnucka
ykasaTb URL 06HOBREHHUA 1 HacTpouTs PacnncaHne ckaunBaHMA OGHOBEHUN.

YCTaHOBUTb KaTeropumio co3aBaemoro cnucka B nosie YyBCTBUTENBLHOCTb K PErucTpy (AOCTYNHO HaunHaA ¢
penusa 6.1.9.12143R HF8):

« UyBCTBUTENBHbLIN K perucTpy — cnucok aapecos URL, uyBCTBUTENbHLIX K pernctpy Byks B aapece.

« HeuyBcTBUTENbHbIV K perucTpy — cnucok aapecos URL, HeuyBCTBUTENbHbIX K perncTpy Byks B
aapece. Mcnonb3oBaH1e CrucKa aToi KaTeropun UCKIo4aeT HeoBXoAMMOCTb nepedopa BapuaHToB
HanucaHWA OAHOTO U TOTO XE BbIPAXEHUS C ByKBAMM B Pa3NMUUHbLIX PerucTpax.

« JIoMeH — Ccrncok aapecoB AOMEHOB AnA UCNonb3oBaHWA B npasunax DNS-
dunbTpauuu. Mpu nobaBneHWn B 3TOT CIUCOK 3anucu Buaa: «http://test.ru» nobaeurca
3anucb: «test.ru».

BHMMaHMe!KaTeI’OpMH CNUCKa 3afjlaeTcA Npu ero cosaaHuu. N3meHnTb KaTteropuo nocne cosgaHnA cnucka
Henb3A.
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HaumeHoBaHue

OnucaHue

Lar 2. Jo6asuTb HeobxoanMble
3an1Ccu B HOBbIM CMUCOK.

* .
«

«» — Hayarsno CTPOKH;

«$» — KOHeL|, CTPOKM.

Lo6asuTb 3anucu URL B HOBbLIM CNMCOK. B cnMckax MOXHO UCMOSb30BaTh CrelnarnbHble CUMBOSbI «», «$» 1

«*» — noboe KonMUYecTBo NModLIX CUMBOSIOB;

CHMBObI «?» U «#» HE MOTYT ObITb UCMOSb30BaHbI.

LLlar 3. Cosaatb npasuio
GUNbTpaLnK KOHTEHTa,
coaepxalliee 0AnH MU HECKOSTbKO
CIMUCKOB.

MoapobHee — B pasaene «OunbTpaLna KOHTEHTA» .

Ecnv URL-3anuck HauvHaetcs ¢ «http:/», «https://», «ftp://» unu coaepxut oamH unu 6onee cMMBOOB «/», To 3T0 cuntaeTcAa URL u npumeHaeTca
Tonbko aAna HTTP(S) ¢punbtpaymnm, k DNS-punbTpaumm Takaa 3anuck He npumeHsaeTca. B npoTMBHOM cnyyae cTpoka paccmatpuBaeTca Kak MMa
nomeHa 1 npumeHseTca anAa DNS-punbtpayumu n HTTP(S)-dunbTpayum.

Ecnu Bbl X0TUTe 3aBM0KMPOBATL TOUHBINM aapec, UCNIONb3YHTe CUMBOILI «» 1 «$»: Ahttp:/domain.com/exacturl$.

Insa 6nokuposaHus TouHoro URL Bcex AouepHKUX Namnok MCnonb3ayiTe cumBon « »: “http://domain.com/exacturl/.

Ina 6nokpoBaHus AoMeHa co Bcemy BoaMoxHbIMM URL ncnonbayite 3anucb Takoro Buaa: domain.com.

BHumaHue!CneycumBosbl He pa60Ta|0T B CNUCKax-UCKK4YeHUAxX ana 6HOKMPOBKVI peKknambl. B atux cnuckax npumMmeHeHne cneucmMmMmBoSiIOB He

peKomeHzayeTcA.

Mpumep nHTepnpetauunn URL-3anucei:

Mpumep 3anucu

O6pabotka DNS- sanpocos

O6paboTtka HTTP-3anpocos

yahoo.com
unu

*yahoo.com*

BriokvpyeTtca Becb IOMEH M AOMEHBI Bonee
BbICOKMX (3,4 1 T.A4.) YyPOBHEH, HAnpumep:

sport.yahoo.com;
mail.yahoo.com.
A Tawke:

qweryahoo.com.

BrnokupyeTtca Becb AomeH u Bce URL aToro gomeHa, a
TakKe AoMeHbl 6ornee BbICOKMX (3,4 U T.4.) YPOBHENH, Hanpumep:

http://sport.yahoo.com;
http://mail.yahoo.com;
https://mail.yahoo.com;
http://sport.yahoo.com/123;

http://qwertyahoo.com/.

"mail.yahoo.com$

3abnokupoBaH Tonbko mail.yahoo.com.

3abnoKMpoBaHbI TOMBLKO:
http://mail.yahoo.com;

https://mail.yahoo.com.

~mail.yahoo.com/$

Huuero He 3abnokuposaHo.

Hwuuero He 3a6noKMpPoOBaHO, TaK Kak NocresHUi CUMBON CaLu
onpeaenset URL, Ho He yKasaHbl «https» unu «http»

“http://finance.yahoo.com/personal-
finance/$

Huuero He 3abnoku poBaHo.

3a6510KMPOBaH TOJLKO:

http://finance.yahoo.com/personal-finance/.

Ayahoo.com/12345/

Huuero He 3abnoku poBaHo.

3a6M0KMPOBaHbI:
http://yahoo.com/12345/whatever/;

https://yahoo.com/12345/whatever/.

AZMMHUCTPATOP UMEET BO3MOXHOCTb CO3AaBaTb COOCTBEHHbIE CMIMCKM U LLIEHTPaNn30BaHHO PacnpoCTPaHAThL UX Ha BCE MEXCETEBbIE SKpaHbI
UserGate. ins co3aaHna Tak1x CMUCKOB HEOOXOAWMO BbINOMHWTL Criedytolve AedCcTBuA:

HaumeHoBaHue

OnucaHune
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HaumeHoBaHue

OnucaHue

Lar 1. Co3patb
dannc
Heo6xoanMbIM
cnnckom URL.

Cospatb TekcToBbli ¢pann list.txt co cnuckom URL B cneaytowem popmare:
www.site1.com/url1

www.site2.com/url2

www.siteend.com/urIN

Lar 2. Co3patb
apxus,
coaepxalumi atot
dann.

Momectutb dann B apxums zip ¢ umeHem list.zip.

War 3. Cospatb
dann ¢ Bepcuei
crnucka.

Cosaatb dain version.ixt, BHyTpK Hero ykasaTb HOMep BEPCHM CMIUCKa, Hanpumep, 3. HeoBxoaMMo MHKpEMEHTMPOBaThL AaHHoe
3HAYEHUe MPU KAXKAOM OGHOBMEHUM CMIUCKA.

Lar 4.
PasvecTtuTb
dainbl Ha Beb-
cepBepe.

PasmecTtuTb y cebs Ha cawnTe list.zip u version.txt, 4ToBObl OHM BbINKU AOCTYMHBI ANA CKAYUBAHUS.

Lar 5. Cospatb
CMUCOK U yKasaTb
URL ana
oBHoBMEHUA.

Ha kaxxaom NGFW cospatb cnvcok URL. Mpu cosaannm ykasats Tun cnvcka OBHOBRAEMbIN W aapec, 0TKyAa HeoBXxoaumo
3arpyxatb 06HoBneHusa. NGFW 6yaet npoBepATh HanMune HOBOW BEPCUM HA BalleM caiTe B COOTBETCTBUU C HACTPOEHHbLIM
pacnvcaHem ckaunMBaHuA 0OHOBNEHW.

MpumeuyaHneURL cnucka 3agaetca B popmate: hitp://x.x.x.x/ unum ftp://x.x.x.x/.
PacnucaHne MOXHO HaCTpOWUTbL B CBOMCTBAX CMUCKA; BOSMOXHO yKasaTb CreayHoLine BapuaHThl:
« OtkntoueHo. MpoBepka Hanuuusa o6HOBNEHUI ANA BbIOPAHHOIO 3nemMeHTa Npou3BoAUTLCA He ByaeT.
« ExennesHo.
« ExeHepenvHo.
« ExemecauHo.
« Kaxagble ... yacos.
o Kaxable ... MUHYT.
« 3ajaatb BPYYHYHO.

Mpu 3aaaHumn BpyuHyr0 HE0BX0AMMO UCMONb30BaTh crontab-noAo6HbIM GpopmMaTt, MPK KOTOPOM CTPOKA BbIFMAAMT Kak LLECTb
noneu, pasaeneHHbix npobenamu. MNona 3agatoT Bpems B cneayroLlemM Buae: (MUHyThl: 0-59) (vackl: 0-23) (aHu mecAua: 1-31)
(mecay: 1-12) (aeHb Hegenu: 0-6, 0 — BockpeceHbe). Kaxxaoe M3 nepBbix NATHU Nonei MoXeT ObiTb 3a4aHO0 CreaytoLnm
obpasom:

« 3Besgouka (*) — ana Bolbopa BCEX 3HAYEHUN.

« [Jedwc (-) — AnA ykasaHua aAnanasoHa 3HaYeHWN.

« 3anAaTtan (,) — B KaYecTBe pasaenuTena 3HauYeHUN.

« Kocasf yeprta (/) — AnA yKkasaHua wara Mexay 3HauyeHUAMM.

UserGate MOXeT NpoBepATh YeK-CyMMy hainioB 06HOBNSEMbIX CMIUCKOB. Jna NpuBeA€HHOro NpUMepa MEXCETEeBOW aKpaH OyaeT 3anpalumsaTb dain
list.zip.md5, coaepxatuuit uek-cymmy danna list.zip. Ero Hanuume He o6A3aTesibHO, HO €CIIM OH ECTb, YeK-CyMMa A0MKHA ObiTb KOPPEKTHOM.
MonyunTb Yek-cymMmmy B linux MOXXHO KOMaHZOW:

md5sum list.zip

Eé BbiBOA A0GaBnAeTcA B daiin Kak xaww list.zip, nocne yero coxpaHaetca B ¢popmate md5. Hanpumep, coaepxumoe daitna list.zip.md5:

04d7d1223ba8ff02396355a2bc3b3d52 list.zip




Kanenaapu

Documentation: ¥
Product: NGFW
Version: 5.x, 6.1.9, 7.0.1

Kanenaapu no3sonatoT co3aatb BPEMEHHbIe MHTEpBaribl, KOTOPbIE 3aTEM MOXHO MCNOMb30BaTh B pasnnuHbix npasunax NGFW. MNepsoHayanbHbIi
CMUCOK NOCTaBNAETCA BMECTE C NPOAYKTOM. AIMUHUCTPATOP MOXET A06aBNATL HEOBX0AUMbIE eMy dNeMeHThI B npoLecce paboTsl. [na nobasneHus
HOBOIO KaneHaapsa HE0OX0AUMO BbIMOSHUTL CriedytoLmne Luaru:

HaunmeHoBaHue OnucaHue

LWar 1. Co3patb KaneHaapb. B naHenu prnnbl Ha)KaTb Ha KHOMKY ﬂOGaBMTb, yKasaTtb HasBaHWe KaneHaapA U ero onncaHue.

Lar 2. [lo6aBuTL BpeMeHHbIE MHTEepBasbl B ||B naHenv dnemeHTbl HaxaTb Ha KHomky Jlo6aBuTb v 106aBuTh HTepBan. [atb HassaHue
KaneHaapb. WHTEpPBANy U yKasaTb BPeMs.




Monockl nponyckaHna

Documentation: ¥
Product: NGFW
Version: 5.x, 6.1.9, 7.0.1

OnemeHT 616nnoTeku Monoca NponycKkaHUA ONpesesifeT CKOPOCTb Nepeaayn AaHHbIX, KOTOPYH BO3MOXHO B AabHEMLLEM UCTONb30BaTb B
npasunax ynpaeneHus Nonocon nponyckaxus. Bonee noapo6HO o Npasunax ynpasneHus Nonocoi NPonyckaHusa CMOTPUTE B rnase [1ponyckHas

CNOCOBHOCT.

nepBOHa'«laJ‘leblVl CNUCOK nocTaBnAeTcA BMeCTe C NPOAYKTOM. ALlMMHMCTpaTOp MOXeT 406aBNATb HeoBXoaAuMble eMy 3nemMeHThbl B npouecce paéOTbI.
Ana nobaBneH1s HOBOM Nonock! nponycKkaHua Heo6X0AMMO BbINOMHUTL cneaywouiune waru:

HaumeHoBaHue

OnucaHue

LLlar 1. CosaaTb nonocy nponyckaHuA.

Haxatb Ha kHonky Jlo6aBuTb, AaTh HasBaHWe, ONUcaHue.

LLlar 2. YkasaTtb CKOpPOCTb.

YKasaTb ckopocTb B KGUT/cex.

LUar 3. Ykasatb 3HaueHve DSCP ansa
QoS.

HeobssaTenbHblit napametp. Ecnu yctaHosneH, To GyaeT nponuceiBaThea B Kaxkabli IP naket. JuanasoH ot
0 no 63.



https://docs.usergate.com/propusknaya-sposobnost6_125.html

Mpodpunu ACY T

Documentation: ¥
Version: 6.1.9, 5.x

Mpodunb ACY T - 310 HAaBOP INEMEHTOB, KXAbIA U3 KOTOPbLIX COCTOUT U3 onpederneHHoi komarnabl ACY TI v agpeca. Mpodpuns ACY TN
ucnonbayeTca B npasunax ACY TI. Bonee noapobHo o ounbTpauuu Tpaduka ACY TI unutaite B pasaene Mpasuna ACY Tr1.



LLlaénoHbl cTpaHuy,

Product: NGFW

Version: 5.x, 6.1.9, 7.0.1

Documentation: ¥

C nomoLbto LWabnoHOB CTpaHWUL aAMUHUCTPATOP MOXET YNPaBnATL BUAOM CTpaH1Lbl GOKMPOBKY M CTpaHuLbl aBTopusauuu Captive-noptana.
ALMUHHACTPATOP MOXET UCMOMb30BaTh pasHble WabnoHbl ANA pasHbIX Npasu GuIbTpauun KoHTeHTa 1 npasun Captive-noptana.

NGFW noctasnfeTca ¢ pasfiMyHbIMK TUnamu wabrioHos — LwabroHbl cTpaHuy 6nokuposku, Captive-nopTana, Be6-noprana, uHuuyuanuaauuu TOTP u
Ap. OHW MOTYT UCMOSb30BaHbI Kak 0bpasLibl ANA CO3AaHWA NONb30BATENbCKUX LLABIOHOB, HanNpuMep, B GUPMEHHOM CTUIIe KOMMaH!1 Unn Ha

HeoBXoANMOM A3bIKE.

HaumeHoBaHue OnucaHue
LLla6noHsbl
Blockpage (EN) n CraHaapTHble WabnoHbl GIIOKMPOBKKU HA AHITIMCKOM M PYCCKOM A3bIKaX.
Blockpage (RU)

LLla6noHbl Captive
portal user auth
(EN) n Captive
portal user auth
(RU)

LLlaBnoHbl Ans aBTOpU3aLMK NONb30BaTENA C NOMOLLbo Captive-nopTtana Ha aHrMMICKOM 1 PyCcCKOM fAdbikax. LLlaénoH
BbIBOAUT GOpPMy aBTOpM3aLuu nonb3osarend (Mma u naponb). MNpu ycnewHon asTop13aumm nonb3osatesnb nosyyaeT AOCTYMN
B UHTepHeT.

LLla6énoHebl Captive
portal user auth +
policy (EN) v
Captive portal user
auth + policy (RU)

LLla6noHbl AnA aBTopu3aluu Nonb3osaTens ¢ nomoLbio Captive-nopTtana Ha aHrMMIUCKOM 1 pyccKoMm fAsbikax. LLla6noH
BbIBOAMT GOPMY aBTOpMU3aLMK Nosb3oBaTtensa (MMA 1 Naposb), Npasuna Nonb3oBaHWA CETbIO (cornalueHue o6
UCNONb30BaHUK), a Tawke TpebyeT NPUHATUA NoSb3oBaTesIeM NpaBus NOMTHUKK AocTyna. Mpwu ycneLuHow asTopusaumm
nonb3oBaTenb nonyyaeT AocTyn B MHTepHeT.

LLlaénoHebl Captive
portal: email auth
(EN) n Captive
portal: email auth
(RU)

LLla6noHbl AnA aBTopM3aluu Nonb3osaTens ¢ nomoLbio Captive-nopTtana Ha aHrMMACKOM U PYCCKOM f3bIKax, MO3BONAOLLME
nosb3oBaTento CaMoCTOATENIbHO 3aperncTPUPOBaTLCA B CUCTEME C NOATBEPKAEHMEM NOMb3oBaTesNa NMcbMomM no email. Jna
KOpPPEKTHOW paboThl AaHHbIX LWABNOHOB HEOBX0ANMO HACTPOUTL pasaen OnoselleHua B Captive-npodpune.

LLla6noH Captive
portal: SMS auth
(EN) n Captive
portal: SMS auth
(RU)

LLlabnoHbl Ans aBTOpM3aLMu Nonb3oBaTens ¢ nomoLbio Captive-noptana Ha aHrIMICKOM 1 PyCCKOM f3bIKax, NMO3BOMAOLLME
nosb30BaTeNto CaMOCTOATENIbHO 3aperncTpMpoBaThbCA B CUCTEME C MOATBEPXAEHMEM NOsib3oBaTena ¢ nomoLyblo SMS. ina
KOpPEKTHOW PadoThl AaHHbIX LWABNOHOB HEOBX0AUMO HACTPOUTL pasaen OnoBelleHUa B Captive-npodpune.

LLla6rnoH Captive
portal policy (EN) u
Captive portal
policy (RU)

LLla6noHbl Ans asTopu3alMu nonb3oBaTens ¢ noMoLLbio Captive-nopTtana Ha aHrIMACKOM U pycCKoM A3bikax. LLlabroH He
TpebyeT BBOAA MMEHM M NAPOIA NONb30BaTENA, a BbIBOAUT NpaBuia Nofib30BaHWA CEThLIO (CornatlueH1e 06 UCnonb3oBaHUM) 1
TpebyeT NPMHATUA NONb30BaTEsIeM NpPasusl MOMUTUKK AocTyna. [pu cornacum ¢ NOSMTUKOM AOCTYNa nosib3oBaTtesb nonyyaet
0CTyN B UHTEpHeT. [inA paboThl AaHHOrO WabrioHa TpebyeTca ycTaHoBUTL MeToA MPUHATL NONMTHKY B KaYecTBe MeToAa
ayTeHTUdMKaumn B Captive-npodune.

LLla6noHel Captive
portal user session
(EN) n Captive
portal user session
(RU)

LLlaBnoHbl Ha aHIMIACKOM M PYCCKOM fi3bIKaXx, C MOMOLLIbIO KOTOPLIX MOMb30BaTENb MOXET 3aBEepPLUNTb CBOK aBTOPU30BAHHYHO
ceccuto, Nnepenan Ha cTpaHuuy http:/logout.captive unu http://USERGATE |P/cps.

LLla6noHel Content
warning (EN) u
Content warning
(RU)

LLIa6noHbl Ha aHFMIMIACKOM M PYCCKOM A3bIKax, CoAepxallue CTpaHuLy NpeaynpexaeHus, oTobpaxaemyto npu cpadarsiBaHnm
npaBusia KOHTEHTHOW duUNbTpauuu ¢ AercTerem MpeaynpeanTb.

Lla6noHsbl FTP client
(EN) v FTP client
(RU)

LLlaBnoHel Ha aHIMMICKOM M PYCCKOM fA3bikax AnA oTobpaxeHna koHTeHTa FTP-cepepos nosepx HTTP.

La6noHsl SSL VPN
(EN) n (RU)

LLla6roHbl Ha aHrMMIACKOM M PYCCKOM fi3blKax AnA 0ToOpaxeHWUs cTpaHuubl Beb-nopTtana.



http://logout.captive/
http://usergate_ip/cps

HaumeHoBaHWe OnucaHuve

LLa6noHbl SSL VPN ||LLIa610HbI Ha aHIIMIACKOM 1 PYCCKOM f3bIKax Af1f 0TOOPaXKEHUA CTPaHHLbl ayTEHTUdUKALMK NPK NOLKITIOUYEHNH K pecypcam
RDP (EN) v (RU) RDP yepes Be6-nopTarn.

LLa6noxsl SSL VPN |[LLIa610HbI Ha aHIIMACKOM 1 PYCCKOM f3bIKax ANf 0TOOPaXKEHUA CTPaHHWLbl ayTEHTUdUKALMK NPH NOLKITIOUYEHNH K pecypcam
SSH (EN) » (RU) SSH yepes Be6-noprarn.

La6noHsl TOTP INIT
PAGE (EN) 1 TOTP
INIT PAGE (RU)

LLla6roHbl Ha aHrMUIACKOM M PYCCKOM fAi3blKax AnA 0TOOpaXeHUs cTpaHuubl MHMUManusauum yctpoiictea TOTP ans VPN-
nonb3osatenewn.

JnAa cospanua co6cTBEHHOTO LWabnoHa HeoOX0ANMO BbINOMHUTL crneaywouiune waru:

HaumeHoBaHWe OnucaHuve

LLlar 1. OxkcnopTrposatb
CyLLECTBYHOLLMIA LIaBMoH, BbiBpaTb 0AWH M3 CYLLECTBYIOLLMX LUABIOHOB, HAXAaTb Ha KHOMKY JKCMOPT 1 COXPaHWTb WAaGoH B daiine.
nocTaBnAeMbli MO YMOMYAHUIO.

Mcnonb3ya peaakTop, M3MeHUTb coaepxaHue wabnoHa. He pekoMeHayeTca UCnonb3oBaTh creynasbHble
peAaxTopel, NpeaHasHavyeHHble Ana peaaktuposaHna HTML-dainnos, NOCKONbKY OHU MOTYT UCMOPTUTL
BHYTPEHHIOK CTPYKTYpY WwabnoHa. Mcnonb3yiTe NnpocTele peaakTopbl TEKCTA.

Lar 2. U3veHuTb
3KCMOPTMPOBAHHBIN LWABIIOH.

LLlar 3. Co3aaTb HOBbLIN Haxarb Ha kHorKy Jlo6aBUTb, BbIOGpaTh COOTBETCTBYHOLLMIA TUN WabnoHa, 3a4aTh HasBaHWe LWabioHy U COXpaHUTb
LIa6sIoH. ero.

LLlar 4. UmnopTuposaTb
M3MEHEHHbIV Ha Lare 2 BblaennTb BHOBb CO3A@aHHbIN LWIABIOH, HaxaTh Ha KHOMKy MMNopT v BeiBpaTth dain ¢ U3MEHEHHbIM LabnoHOM.
LIaBsIoH.




Kateropun URL

Documentation: ¥

Product: NGFW

Version: 5.x, 6.1.9, 7.0.1

OnemeHT 61bnunotexkn Kateropuu URL nossonseT cosaats rpynnbl kateropuit UserGate URL filtering ana 6onee yao6Horo ucnonb3osaHus B
npasunax GunbTpaLnu KoHTeHTa. Hanpumep, aAMMHUCTPATOP MOXET CO3AaTh rpynny Kateropuin «brusHec kateropuu» U NOMECTUTL B Hee
HeobXxoAMMble KaTeropuy.

JnAa ucnonb3osanus kateropuit UserGate URL filtering TpeByeTtca Hanuuue cneuynansHOM MULEH3UN.

MepBoHAYabHbIM CMIMCOK NOCTaBNAETCA BMECTE C MPOAYKTOM. AIMUHUACTPATOP MOXET A00aBNATb HE0OX0AUMbIE EMY BNEMEHTHI B NpoLecce padoTbl.

HanmeHoBaHue OnucaHue

Threats Habop kaTteropuit, pekoMeHAOBaHHbIX ANA BNOKMPOBKY B Lienax o6ecneyeHns 6e3onacHoOCTH CeTH.

Parental - .

Control Habop kaTteropuit, pekoMeHAOBaHHbIX ANA BMOKMPOBKY B LIENAX 3aliMTLl AETEH OT HEXENATENbHOMO KOHTEHTA.

Productivity Habop kaTteropuit, pekoMeHAOBaHHbIX ANA BOKMPOBKY B LIENAX NOBLILUEHWA 3P OEKTUBHOCTH paboTbl COTPYAHWKOB.

Safe Habop kaTteropui, cuMtaembix 6esonacHbIMK Ans noceLieHna. PekoMeHayeTCsA oTKMoYaTh MOPdOSIOrMYECKYHO NPOBEPKY, Nepexsat
categories HTTPS-Tpaduka AnA AaHHOW rpynnbl KATEropuiA B LIENAX YMEHbLIEHUA KONTMYeCcTBa NTIOXHbIX cpabaTeiBaHui.

Recommended |[Ha6op kateropui, pekomMeHA0BaHHbIX AN NPOBEPKU C MOMOLLbIO MOPQONTOrMUECcKoro aHanusa. M3 atoro Habopa UCKIoYeHb! Takue
for KaTeropuu, kak «HoBoCTH», «®DuHaHChI», «[paBuTenbCTBO», «MHdOopMaLMoHHas 6e30nacHoCTb», «[eTckue caiTbl» U pAa ApYrUX B
morphology LeNAX YMEHbLLEHUS KONIMUYECTBa NOXHBIX cpadaTbiBaHuid. DTOT e HaBop KaTeropuit peKOMeHAYeTCH UCNoNb3oBaTh ANA Nepexearta
checking Tpadmka HTTPS.

Recommended Habop kaTteropuit, pekoMeHA0BaHHbIX ANA aHTUBUPYCHOW NPOBEPKK

for virus check P put. p Py POBEPKM.

Jna no6aBneHna HOBOM rpynnbl KATErOpPUt HEOOXOAWMO BbINOMHWUTL CreAyHoLMe Lwark:

HaumeHoBaHue

OnucaHue

KaTeropui.

Lar 1. Cosaatb rpynny

B navenu pynnbl URL KaTeropuit HaxaTts Ha KHOMKy Jlo6aBUTb, AaTh HasBaHue rpynne.

LLar 2. [lo6aBuTb KaTeropuu.

BblaenuTb codaaHHyo rpynny v B naHenun Kateropum, Haxats Ha KHOMKY JI06aBUTb W BLIGpaTh HEOOX0AUMBIE
KaTeropuu U3 crnmcka.

B cucteme onpeaenexsl cneaytowue kateropumn URL:

1 ||Bbicokuit (4)

ID|| YpoBeHb pucKa HasBaHue Onucanue
. Hewn3ssecTHaA TemaTuka / . -
0 ||Bbicokuii (4) CaliiTbl 6€3 NPUHAANEXHOCTH K KaKOM-TMGO KaTeropuy.
Unknown
Pexnama un

BCMNJblBAKOLLME OKHA /
Advertisements and Pop-
Ups

CaiiTbl, coaepxatiue rpadryeckyto pexnamy (6aHHepb!, BCrIbIBAIOLME OKHA W Npoyee).

Ankoronb 1 Tabak / CaiTbl, NOCPEACTBOM KOTOPLIX peanu3yeTcs NPOABUXEHUE UMW NPOAAXKA aNIKOroNbHOM 1

2 ||Huskui (2 o
) Alcohol and Tobacco TabayHoM NpoAyKLUM
AHOHUMANH3EDH / CaiTbl, NpeaocTaBnAoLLME BO3MOXHOCTb @aHOHUMHOrO NOCELLEHUA APYruX CaiToB U pecypcoB
3 ||OueHb BbICOKMIt (5) P UHTEpHeTa. AHOHUMAaN3epPbl TAKKE MOFYT MPUMEHATLCA ANA 0OXOXAEHHUA CPeacTB Beb-

Anonymizers DUNBTPALUM 1 T.11.




OYRABSHE AN

WoryccTaBIBRKYe

CaliTbl, NOCBALLEHHbIE UCKYCCTBY, B TOM YNGDAWENIHEHLIM TeaTpam, My3enMm, ranepesm,
doTorpacdum, TaHUEBaNbHLIM KOMNIEKTUBAM U T.4.

HeunssecTHana temartumka /

Buicokwuit (4) Unknown Q%ﬂ?ﬁ&ﬁ?(Mﬁfﬂﬂ%ﬁ%ﬁmmﬂ&b‘&qﬂmgggﬁ%aﬁm, a TaKKe MHTEPHeT-PecypChl,
OueHb Huskuii (1) |[BusHec / Business coaepxalyue uHdopmaumo o6 ycnyrax U npoayKTax, HeoOXoAUMbIX MPEANPUATUAM NtoBOoro
[Pasviepa [T yCHelllHOW AeATENTEHOCTH.
L Pexnama u
1 ||Boicokwit (4) BCM/bIBAOLLME OKHA / e . % . o 4ge)
|IAgggiassponts and Pop- | EHTEL RBABRIBHHSIRRRHIRIVR BRI IR (A RRSK BFERFH NG RIE P TR Riteprer-
6 [|OueHb Huskui (1) pecypchl NpoU3BOAUTENEN, ANNEPOB, CaiTbl ¢ 0630pamu, coobLLecTBa, KyObl aBToNodUTENEN U

¥Rhsportation

T.4.

BpasihiRls)

QueHb HU3KUK (1
OyeHb BbICOKUM

85)

Ankorons u Tadak /
ARrBHAdIGE Tobacco

Letckne cantol / Kids
Atiginmaisepsl /
Anonymizers

Ca¥iTbl, NOCPEACTBOM KOTOPbIX peann3yeTca NPOABWMXEHNE U NPOAAXKA arKOrOIbHOM M
U OTOAPOAFIALUME OCYLLECTBNATL OBLIeHUe B PEXUME PeasnbHOro BpeMeHH.

Eafits. BBHAATARBRIANNS, BOAMOUERS Ty AHOLKIMEOTO NoCewenHA Apyrkx canToB W pecypcos

WHTepHeTa. AHOHMMaKN3epbl TaKKe MOryT TIPUMEHATLCA AN 0OXOXAEHUA CPeACTB Bed-
dunbTpaumm u 1.4.

DOpyMbl U HOBOCTHbIE

FterTer HUBOLIB;I, POpyMbI, OOCRA O(})bHBJIeHVIDI. KaTer OprA HE BRITIOYAET B CEUH NMEPTCOHAJTBHBIE

9 ||Huskui (2) neHTbl / Forums and
4 [|OueHs nmain (1) || NenyegsasArs BRI, NOCBALLIEHHLIE MCKYCCTBY, B TOM YUCTIE PA3NMUHLIM TEATPaM, My3eAM, ranepenm,
doTorpaduu, TaHLEBANLHLIM KOMIEKTUBAM U T.A4.
3aDAKEHHBIE CaliTh / CalTbl, KOHTPOMb HaZ KOTOPbLIMM Bbifl 3aXBAYEH 3I0YMBILLNIEHHUKAMMU AN PACMPOCTPaHEHHS
10||Quers Bricokwit (5)|[22P ) KRR HRTE AR ST BB HBRACRRIHBHEIERE B SR b WIS ARAA ERBHET PEEYREE! M
5 ||OueHb Huakuit (1) ' ||ERSPRONBRRShess SPNGYrax v NpoayKTax, HeOOXOAMMBIX NPEANPUATUAM NHOBOro

RO BIKGBRPORMBLED

pasmepa ana ycI'IeLLIHOﬁ AeATEeNIbHOCTH.

8HeHb HU3KNEA 1
UYEHb HU3KWK

KomnbtoTepsl #
y/ Computers

CaiiTbl, 000BPMEHIMSOABDPEDAPCHYRTYB] B0BOCKY Ke HKEEVEHLIT EXREDARGD EOBs M) OTEEAGNIHOM
PEegpeHaHyLY SEDAYIEBTREEH VI TEDED €A ik EXOLGIIEICT Ba 0 OEXSCTEE MEXY B biCIRTARIOOMTENeH 1

TrshEpehagieey A
7 ||Cpeanui (3) Yarel / Chat EaiTel; ABSAGRERIAHECEPRRICRTE DA BR RARRPHEIHIACHRABYEARRAABHBIX Mk
NPEeCTYNHbIX AEUCTBWH, a Takke coaepxallue MHOOPMALMIO O TOM, KaK CKPbITb Cresbl
12 Cpe.qHVIFI (3) eATenbHOCTb / Criminal ApeCTyeHHA Ta TOACOHBEIX PECYPCax MOKHO YSHaTE O TOM, KaKk€oBep ll' 5-YOWHMCTBO, COSAa
5 Refiottye cansl / Kids 6omOby, B3nOMaTh 3aMKH W T.A. B AaHHYIO0 KATEropHIO TakKe BKITKOYEHbI CaiThl O HE3aKOHHOM
8 ||OueHb Hukuit (1) sites (4G TIL RBABHTVEABRIBIRILIR PETSEHOBY RUTEPHIBe, MOLLIEHHUYECTBE M HE3aKOHHOM
pacnpocTpaHeH!u NPorpamMMHOro oGecnedeHus.
PopyMbl U HOBOCTHbLIE - .
9 [IHmarmn (2 ag:ﬁyul A Oantel HIRRTGHEDRRY MW ARSI BRI RN KAGETARKATIA GBI ACT AR RBINGRSRAAS IR
13||CpeaHun 83) NawsgsupPersonals Bpak‘Kateropus BrOYAET B ceGA CaiThl ANA CBATOBCTBA, 3HAKOMCTB, PECYPCHI, MPEAaratoLLm1e
3CKOPT-YCNyru.
i e/ CaiThl, KOHTPOMb Hak KOTOPbLIMM Bbi 3aXBAYEH 3M0YMBILLTIEHHUKAMW A4S PACMPOCTPaHEHNS
10/|Byetkr/BpIAKYI (5) BenatGati ap T 51 TR SRR BE S BERENA B AT RHA 1B B HA TR ANYABRARRTARH BRI p g AR
@
DeWREIISHbs KBYRFRPUE dBKEID BHURHASH BkE0AHeKoTOpbIe eer-to-Peer canTbl.
KoMmnbloTephi ¢ CaiiTbl, noaaepk1BaemMble yuebHbIM1 3aBeAEHUAMM W LLIKONIaMK BCEX TUMOB, BKIOYas
15{|Ouer Huskwit (1) _ ”/edomputers Mﬂm&mmﬁy@m&mmmﬂem?ﬁmoéwéjpmmlmmmmpmamn
EHanélﬂﬁhology AT EAR EMOEADOR REOBEABA AP EMBPRIGIMBHTPOWETRAXY TeEHBIROTABR GUFC JTaROAUYECKUE
MaTepuanbl.
a5, ABEARAraiBH1YE ABRRIHHARSTOMEHARUNLAY, CORRP UGG TPRTARYTRARSIA X ML Buaco
PassneueHnus / i i
16|[Huskuii (2) BRESTYMRS ABEEISbEPS. ACHET Rty BRRESERARRRISA R 5 PORMAINIR R ARMD S ACHRAER FE R nbHble
12l|Cpentuit (3) eﬂTEHbHOC?tb / Criminal ||IBEEEYIIERHA. Ha noZ#o6HbIX pecypcax MOXHO y3HaTb O TOM, KaK COBEPLUWTL YOUIHCTBO, CO3AaTh
pea ictivitv 060MOy, B3OMaTh 3aMK1 U T.4. B AaHHYHO KaTeropuio Takke BKIOUYEHb! CaiTbl 0 HE3aKOHHOM
— vcIrmoyTosunanvivt \JIIUT\I'JUHHDI y\.;l'.l\.lvl\;lD1 Aar\cp\,lnc, VIUMOT TRV T U T VI MCSAnUHTTUIVE
PR TR R P RRIMMIO PR RRRIRAT i aTernamu unu MHBECTULMAMM. B KaTeropHio
L IBXOOAT UHTEPHEeT-PecypChbl F\QHK{'\R ﬁnm(enmmy KoMAaHui aopranbl-anga OHOAUH-TOProBAK Ha
rmsram e VHARCB 7 FNErcs Oupe. Ha AaHHbIX pecypcax Takke MOXHO y3HaTb KOTUPOBKM akLuii, tHopmMaLmto 06
) CaiiThl SHAKOMCTS / o GIAP AR RUIAHS SRR BRI VG FHRLK QT Y, JAKNX KaK SHaKOMCTBA M
13||Cpeanui (3) Dating and Per paK. Kateropus BKntodaeT B ce6A canThl ANA CBATOBCTBA, 3HAKOMCTB, Pecypchbl, npeanararoLime
1 \JVT\U'JI y\.;llyl 149
b AsapTHble urpbl/
DBICORWN (%) Gambllng UdWTHI, LBHJHFTmeVI, JTOTEPEAMW, Kd3WHO " UyKMBKBpLKVIMWaTE'HTCTBm._
114 |Bicoxwii (4) Download-apxusbl / CaiTbl, KOTOpblE coepxaT AOCTYMHOE ANA CKauMBaHWA nporpaMmHoe obecnevyenve. JaHHas
‘Bowrtoad-Sites KaTeroprA-TatoKe BfoYaeT B-cebA HerkoTopbie Heef-to-eercanTot
Y TepHbLIMU UAU- APV EFUMU MAM Uurp. ppf‘\lh[‘h !:5!! gp*a
TSR S viTper 7 Games MHdOpPMaLMIO 0 paspaboTunkax Urp, Kogax u YnTax.
CauTbl, NoAAePKMBAEMbIE YUEOHBIMU 3aBEAEHUAMM W LLIKONIaMK1 BCEX TUMOB, BKIOYas
E OueHb Huakuii (1) OG_D_QSOBaHVIe/ AUCTaHUMOHHOE O0yYeHHWe. bKIroYvaeT B Ce0A 00Leobpa3oBaTesibHble U CApaBOYHbIE MaTepuansl,
Education TaKuUe Kak CroBapu, SHLMKIONeANHU, UHTEPaKTUBHbBIE KypChl, y4eOHble NocoOMa U MeToanYeckue

mMartepuansbl.




ID|| YpoBeHb pUcKa n asm'e'lﬁggﬂb")e CaiTbl, HaxoaALMecs B BeAEHWM NPaBUTEITREHHMWE WM BOEHHbIX OpraHusalmii, BeAOMCTB Unu
20(|OueHb Huskui (1) P yupexaeHui, B TOM YUCIe OTAENEHUI MONULMM, MOXAPHOW OXPaHbl, TAMOXEHHbIX BHOpPO,
et \Government 2
[ABAPAVIHEIX CIY)XO, TPaKAAHCROW OOOPOHEI, CITY)KO OOPEOET C TEPPOPV3MOM W OOJTEHWL.
. HewnsBecTHad Tematuka / . R Y

10— Buteotumit-{(4)—— Unknown Calto-He3-ApUHAAREKHOETU K KAKOH-HBO-KaTerOpUit:

HeHaswucTb # MHTepHeT-pecypchl, NOCBALLEHHbIE BONPOCY NOOLLPEHNA YLLEMIEHNA NpaB toAeil B 3aBUCUMOCTH
21 [FvisRvin (2) [HETEPNMOCTE / Hate and|[OT pacsl, PelTvr, NoJTa, Bo3pacTa, WHBaJTMAHOCTH, CERCYalTEHOV OPHERTauny Wi

Pealeirace HaUWOHaNbHOCTH.

BCM/IbIBAOLLME OKHA / - “
H— Biteokuit-{4) CaltThh-COACPKatHHE - FRaPHHEEKHO-PERAaMY{(BaHHEepLH BERRLIBRIOHME-BRHE1-RpeHee):

Advertisements and Pop-

Ups CaiTbl, coaepxalyne MHdopMaLmio, OTHOCALLYIOCA K NOAAEPXKAHWIO 3A0POBbA, MEANLMHCKUM
ooy i (O) 3n10poBbe U MeanumnHa / |[ycnyram, putHecy v 6narononyunto. B aaHHyo KATEropumio Takke BKITOYEHb! MHTEPHET-PECYPCHI,
Health-and Medicine CBA3AaHHEIE C MEANLWHCKAM 0DOPYAOBaHVeEM, DONEAVLaMW, anTeKamin, CECTPWHCKAM AETTOM,
o AnKkoronb 1 Tabak / BaAMLIYHOEPBALPSTRIVNG TERHARYIERMBYBTCA NPOABVMKEHUE UM NPOAAKA aNKOTONbHO 1
2 [|Huskuia (2) o
I~ Alcohol and Tobacco TabayHoW NPoAYKLMUM
CaViTEl C MTHQOPMaLWel 0 NPNOOPETEHVN, MPON3BOACTBE W NCONE30BaHNy HE3aROHHEIX WITH
23||Huskuii (2) Rﬁgh%”a%é Illggal Drug ||PRHPeALiSetts ASPHOTUHEE CaTRINEOBNO HHIMARMIGH HOTEIeKARNMEHY MRCRAHEE W pecypcos
3 ||OueHb BbICOKMiA (5) P NRBPATFAMAHOHWMAN3EPBI TAKKE MOTYT NPUMEHATLCA ANA 06XOXAEHUA CPEACTB Bed-

Anonymizers

GunbTpaunn U T.A4.

OyeHb HU3Kuit (1)

| -3 VA
TTUNCR deU bl 77Juou
Search

BXRATT, HOTRRST-RRSY IRy REFHTC TR TAYARY BERSTIRTRYI REXAYIN TRPRSAIOVEReMEaMm,

0/[OueHb BbICOKMH (5)

4 [|OueHb Huskui (1) |[Uckycctso / Arts
. doTorpaduu, TaHLeBaANbHbIM KOANEKTUBAM U T.[
25| [Cpearnnt<3) [BoerHbre canTer 7 vititary | AR opMatna O BOSHHBIX OpTanvsatiix, BOSHHOW MCTOPWH-
- K_AaHHOM KaTeropuyv 0THOCHATCH KOPNOpPaTUBHbEIE BeO-CalThl, 8 TaKKe MHTePHET-PEeCYDCh!
5 [|OueHb HUskui (1) ﬁMSHeC/ Business colepxalyne nHpopmaLmio 06 ycnyrax v npoayKTax, Heo6XoAUMbIX NPeAnpPUATUAM Mto6oro
oTOKOBOE Y
BEIMEP 2 SAEYCAIEHE PG AFBERTP HBATEHT, Hanpumep, HTepHeT-paamno, MHTepHeT-TenesnaeHue
. MynbTUMeaAna 1 3arpy3sku ; -
126|(Bbicokui (4) o et ' unu MP3-live. Kateropus Brntoyaet B ceba daH- Unu opuimMansHble CanThl My3hIKAHTOB, [pyNN
7-oSuedimiyg vicuia daiid -
Downloads WY 3BYKO3AMNMCHIBAIOLLIMX KOMMaHW.
ownloa CaltTbl, NOCBALLEHHbLIE aBTOTPAHCMOPTY M ero MoKyrnke. Kateropua BrioyaeT B ceba MHTEpHET-
. TpaHcnopT / - o .
16_||QueHb H13KuiA (1) || M pecypchl NPOUM3BOAUTENEeH, AMNEePOB, CaiThl ¢ 0630pamMu, cooBLlecTBa, KnyObl aBTONOOUTENEH U
TarspPuTtation
T.0.
27||OueHb Huzkuii (1) |[HoocTn / News HoBOCTHbIE CaWTbl: OHMaNH-XypHasibl, HOBOCTHbIE NIEHTHI U T.A.
7 ||CpeaHui (3) Yatbl / Chat CaiTbl, NO3BONAIOLLME OCYLLECTBNATL 00LLEHUE B PEXMME PeasibHOro BpeMeHH.
Hexkommepueckue u .
- CaiiTbl, N0ocBsLeHHbIe Kny6am, coo6LiecTBaM, COH3aM U HEKOMMEPUYECKUM OpraHu3aLuam
= [HETPaBATENBECTBEHABIE |
28|(|Huskuit (2) 4 (Nota 3HauUTENbHOE YUCNO AaHHBIX CTPYKTYP COo3A4aHbl B 06pas3oBatesibHbIX UK 61aroTBOPUTESNbHBIX
. PR S
8 ||Ouens Huskui (1) | lpsafits and NGOSs BRI, opueHTMpOBaHHBIE Ha NETCKYIO ayAUTOPHIO
DOPYMbI 1 HOBOCTHBIE Pecypcel, coaepxatine n3obpaxeHne YacTMYHOM M NONHOW HaroTkl. Kateropua BrioyaeT B
39 Huai (8) HypaM EDERY and |(CS0ARAINBIBBHn AR AE HiHe KARGRP BB MEBHIPHRRTB 6%&!(&9%%3”%'9
Newsgroups HbHele KocTIOMBI.
o [MepcoHanbHbie canTbl / i
30||Cpeatnit (3) P Fiapem4AETRA AR R BIREIHLREHT ABKBAURMSARALRIN ARKHISAIMAM H RACBREFFPaHEHUA

PaRIRIIGHBSANTE /
Compromised

BPeAOHOCHbIX NporpamMm 6e3 Beaoma BnaaesnbLes. B kaTeroputo Tawke BXOAAT pecypchl U3
[pYNMbl BLICOKOrO PUCKA 3apaKeHUs

OueHb BbICOKMH (5)
OueHb HU3Kui (1)

DULLIKHT ¢

KeMhinTRRE B0 /

FRXERNETYHd Eamputers
and Technology

%VI Bl RUTOPBIE NICTTUTTESYROTUR ZAJTH OOVaHa MM B MO EHAMYECRNX HeITAX (AT, (Prvat ),
TaKve Kak Kpaxkn GUHaHCOBOM MK Apyrov nHdopMalmM NocCpeacTBOM YUETHOW 3anuncu
C@MSEOENRSEK I E DD PIsILIP GBI TOBE HABICHCHYOIO BRI OHHININBETAHARG M POTRAMIZHEN
cAenNeHR HOCYPEOBY A0B BHOAUTEP BEEPHKEEHEOTPARSTBAXeMeRHONOTAX W yCyrax.

32
12

OueHb HU3Kuii (1)

CpeaHuii (3)

[Monwutuka / Politics
lpecTynHan

neaTenbHocTb / Criminal
Activity

UAM WM 3aHMMAOLLMECH NMONIMTUYECKOW NponaraHion,

gYHTE 6! B LBABAC WaRBHE A bcTBe

ga@m, NoCBALEHHbIe NOTUTUYECKUM NapT
S TR ARNG, SHES T PRAIIRY

) SRR
IRGESAEG EBHB%JW?&‘FWWHEQTOBM@BH@EEHBP,"KB% bhﬁbgfﬁ%‘ﬂﬁlm
gB@%&Wﬁe&Wﬁa B,/19AQ04, RECYPCAX MOXHO Y3HaTb O TOM, Kak COBEPLIMTE YOUHCTEO, co3AaTh
oM

Y, B3/lOMaTb 3aMKWU U T.A. B AaHHY0 KaTeroputo TaKkKe BKITKOYEHbI CaMnTbl 0 HE3AKOHHOM

MopHorpadusa v Hacunve

UERORLIOBaHH-DACKTBEHHLECYCTPORETB XaKEPETBE MOHEHHIUEETBEHEIAKEHHOM

PR IR A SRR MRT 8 ROEERS 46 Fbro conepmanma. Kateropus srtouaeT 8 ceb

OPOAYKUMIO ANH B3POCLIX, TAKYIO KaK CeKC-UIPYLLUKW, KOMOAKT-ANCKU U BUAESO CalTbl-ua L'Buunﬁ

OYeHE BEICORWAN (D)

CpeaHuii (3)

7 Pornograpny/sexuaity

Explicit
Ca%Tbl 3HaKOMCTB /

Dating and Personals

F?{ﬂl’lbl no3B0JJAKOT 3aKadblBaTb 3CKOPT-YCI1yru, Nnony4mMTb CBEAEHUA OVCTpMI'ITVI3-KJ'Iy63X, noynTaTtb

vhhe%ﬂ% é’é&YéQH'@Pfé?(ﬂ ?gmdﬂ mwgkléﬂBEUJEHMM, Takux Kak 3HakomMcTea U
B C

pak. Kateropusa BKouaeT B cebd canThl 451 CBATOBCTBA, 3HAKOMCTB, PECYPChl, Npeanararolmue

DAZAAR4D

fv.\uv ;
V]

VUACTKOB

UMOCTU-UAU-3EMEAbHbI

HeABWXWMOCTE / Real

34{|Huskuit (2) Boiat PexomeHAaLnmn No NOKYMKE UM NPOAAXKE XUIbIX MOMELLEHUA. ATEeHTCTB He[]BVI)KVIMOﬁI'VI, ycnyru
14/|Bbicokwit (4) oad-apxuawi / 9@5})‘%5@%@&9&%&%&%Wﬂﬂq%ﬁ?i@ﬁagmﬁ_nporpawme obecneueHve. Jlatinan
Download Sites KaTEropua Takwke BKIOYAET B CebA HeKoTopkle Peer-to-Peer caiTol.
o - aWTbl, NOCBALLEHHbLIE BONPOCY, BEPbl, YENOBEYECKOW AYXOBHOCTH U PENUTMO3HBIM yOeXaeHWAM, B
35| naint (2) Penurus / Religion Sl Qﬁkﬁ%ﬁ,ygﬁ)éﬂ‘dly,'%%% B ARIGRANL e L1980 210
15/|0uens Huakmit (1) Ob6pasoBaHue / AMCTaHUMOoHHOE oBydeHue. BrntouaeT B cebn 00LLe00pasoBaTesibHble U CNpaBoYHbIe MaTepuarb,

Education

mMartepuansbl.
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YpoBeHb pUCKa
OueHb Hu3kui (1)

PecTophlA38RENS /

HeunssecTHana temartuka /

CaliiTbl, coaepallne Crmcku, 0630pbl 3aBeBHUdaHUEeCTBEHHOTO NMTaHuA. Kateropus BriouaeT
B ce6A caiThl C peuentamu, UHCTPYKLMAMM M COBETaMM, MPOAYKTaMM MUTAHUA U COBETaMM Mo

BEIOOPY BWHA.

10— Buteotumit-{(4)—— Unknown Calto-He3-ApUHAAREKHOETU K KAKOH-HBO-KaTerOpUit:
MowuckoBble cuctembl U |[CaiiTbl, NO3BONAIOLLME OCYLLECTBATL NOUCK B UHTEPHETE MO HOBOCTAM, U300PaXKEHMUAM,
37|[OYeHE AV3RAN (1) |[TOpTaiiel / Search RaTartoram i ApyTviM BRAAaM OHITaviH-KOHTEHTA. KaTeropyd BRITFOUaeT B CEOA MOPTalTEl W Katasior

Beginaseand Portals
BCNJbIBAKOLLUME OKHA /

CanTOB, TakWe Kak Genble/KenTole CTpaHuLbl.

BrrcoRHIH4)

Advertisements and Pop-

.
GaitTol-COASPHatHNE FPRUIEEKYIO-PEKAaMY-{(BaHHe P BERALIBAIOMHUE - BRHE-H-paYeE )

Ups MHTEpHeT-MarasuHbl, KaTanoru, ayKuMoHbl, pexnamHble o6bAaBneHns. Kateropus He BKIOYaET B
38||Huskuit (2) Mokynku / Shopping ceba pecypchbl, NOCBALLEHHbIE TOBapaM U ycnyram us 60onee y3kux KaTeropui, Takux Kak
. 3APaBOOXPaREHE W MeAnLyna.
PO P Ankoronb 1 Tabak / CaiTbl, NOCPEACTBOM KOTOPbIX PEann3yeTca NpoABWKEHWe WU NPoJaxa asKorofbHOW 1
i Alcohol and Tobacco TaBayHON NPOAYKL MM
|Cpeauit (3) CoumnanbHble ceTun / CailiTbl couManbHbIX CeTei, NoNb3oBaTeNM KOTOPbLIX MOrYT 0BLaThesa, B3aMMOAENHCTBOBAaTb,

SOCIal Networking

OOMEHWBAaTbCA COOVDLIEeHUAMHA, PanuiiamMun.
CalTbl, NpeaocTaBnALIME BO3MOXHOCTb @HOHUMHOIO NOCELLEeHUA APYrMX CanToB U PECYPCOB

OuyeHb BbICOKUI (5)
OueHb BbICOKM (5)

alaiviaigivieigy E}JDI 7

GRANBUAFLS / Spam
Sites

WHTEepHeTa. AHOHUMAaN3epbl TAKKe MOTYT NPUMEHATLCA ANA OBXOXAEHNS CPEACTB BED-
BLARTPARBAIBrine KOTOPbIX OCHOBAHO Ha MCMIONB30BAHMM CMaM-PACCHINIOK.

CalTE RRRTH A RRANSTIRY a BN AHTASRSRAYHEBBATERT RAMU MRS SR vBHbI

4 [|OueHb Huskui (1) |[Mckyccto / Arts
41||OueHb Huskmii (1) ||CnopT / Sports ROTRERAR P EFHHE RO REPINLORE PEHRAM AT L pacnncaHna Urp, CIOPTUBHBIE XKypHATBI 1
IraseTbl, BUPTYaNbHbIA CAOPT U CAOPTUBHbLIC NULK
i N AAarmUov RaTeoer UPVIVI UTRocATOA I'\L)'JIIUPEI VIO DIT DU:’ ﬁvl o, a IGT% T C'JI'!UI PU\J‘Y'JL:DI,
5 ||Ouenb Huwui (1) - ||Buswec / Business BoRRRI PSRN BRI 2 SRR AR SRAFRHSTIREpOOrO
- BpenorocHoe MO / : 7 ° ’
42||OueHb BLICOKMit (5) Mplﬂ DM ARSI EIREH HAFRTHI 40 e neit. Bupychl BHOCAT M3MEHEHHA B CUCTEMY M NO3BONAIOT
| alware 3n0yM NEeHHMUKaM N0AYYUTL AaHHbIe C KOMAbOTepa 663 BegoMa U cornacusa ero saajgensya. |
i T aHCnO T/ avion, TTUCEATTHHDIT ﬂDIUI’Jﬂrlbl IU’JI‘y vIrCro ||ur\y||r\c. INaTer U'JVIH DNFHO‘!GGI =] L:UL)JH VIHIU’JHUI
6 [|OueHb HU3KuiA (1) p P HOK / Stock |[REGYPCEI Npon3BoANTENEN, uwgepos, canTbl ¢ 0630pamu, coobLlecTsa, kyObl aBTontoguTenen u
43| Huaxuit (2) ‘P\W&Rjﬂ 3Tkl 110 TOProB/ie LeHHLIMI OyMaramm v yrpaBieHnA MHBECTULIMOHHBIMA aKTUBaMA. Tarke
trading BK/TIO4AET MH(OPMALMIO O PUHAHCOBO-MHBECTULIMOHHOMN CTPaTernu, KOTUPOBKAM W HOBOCTAM.
7 CpeaHnun (3) Hatel 7 Chat CawThbl, N03BONAOLLME OCYLLECTBNATL OOLEeHWEe B PeXUMeE peasibHOro BpEMEHM.
|| O CaiTbl, Ha KOTOPbIX BO3MOXXEH OHS1aWH-NepeBoa Be6-CTpaHuL Ha Apyrue A3bikK. JaHHble pecypcel
44|[Oyenb Huskum (1) rarnslat:)rs MOTryT UCMONb30BaTbCA ANA 00X0Aa 3aAaHHbIX OrpaHyYeHni, TaKk Kak MpoOCMOTP CanToB
. eTCK1e canTbl / Kids 8ca/¢_|f|eCTBnﬂeTCH ¢ URL caiTa oHnanH-nepesoaymka.
OueHb HU3Kui (1) sites WTbl, ODUEHTUPOBAHHbLIE HA AETCKYO ayZINTOPHIO
I ABWaKOMNaHWW, areHTcTBa No OPOHNPOBAHWUIO aBUabMNeToB, N1aHWPOBaHWe NOe30K,
45(|OueHb Huskui (1) |[MppymecnexsaOTCraes PReABapUTEnbHbIe 3aKAskl, apeHaa TDaHCMOPTHEX cge CTB, OMMCaHna MeCT HazHayeHud,
9 SHTbl HOBOCTEM ¢OE¥Mbl, JOCKM 00 BABAEHNM. Kat ro%vm He BKftoyaeT B ce0H NepcoHanbHbie
9 ||Huskun (2) neHTbl / Forums and B%Jpﬁma FOCTUHULM Ra3uHO.
|| Newsgroups )
u CaWiTel, coaepxalyne n3obpaxeHnd, TEeKCTOBbIE ONUCaHNUA 1 nponaraHay GU3n4ecKoro Hacunua
46||Hunskun (2) ggﬂgﬁ F{b\lléotl:%ralc%ole;I / (0L REDLIGI0, MVHET HIBROBAVRPTBHY 3a KBEINGBOOOS OIBLLIKEEHE 0KV BEITHY YHEET| P GE{@ PesMBCh! C
10||OueHb BbICOKMI (5) Compromised BPCATHOCHIRVIDQURAcos GesBe/Islia BaleKe CalEs., Bomaphany e TREMEDRIEDBHPECYPEEHKE.
|| P rpynnbl BLICOKOrO PUCKA 3apaXeHus.
- - Cantbl, coaepxalyne n3obpaxeHnd, 0630pbl U ONUCAHUA OPYXMA. B KaTeropumn Takxe Bxoaat
47||Huskuin (2) %Jymwe / WeaIPons » coaepay P ’ P Py P A
MMbIOTEpbi MHTEPHET-MarasnHbl OPYAni 1 OPYXua, B TOM YMCe AnA 3aHATUA CMIOPTOM.
111/[Ouens Huakwi (1) _|[TexHonorum / Computers Claum, coAepxalum1e 0030pbl MPOAYKTOB, HOBOCTH 1 MHdOPMaLMA 0 KOMMNbIOTepax, NPOrpaMMHOM
and Technology UUOTUIMTHTTVIV UUUPy“UDqﬂVIVI, IIUPVI\PUPVIVIHDIA yUIPUVI\/IDqI\, TCATUOITOUTVIAAVI ybllyl AT
48 |Buicouit (4) Beb6-nouta / Web-based |[MopTasbl, no3BonsioLiMe 3aBeCTH COOCTBEHHbIE NOYTOBbLIE aKKayHTbI AN1A HANUCaHWs, YTeHus,
— maf OFHPaBRA RO HCHAA-SHCKFPOHHBEIFAEEM:
— r‘QﬁTLl n@nnnrag)luun COBeThbl-WU wnnumm (ula) I‘ﬂw nn!\TMDf\ntl—lLlY WU
s9lc 5 (3 Be @8 | NPecTYnHbIX AEHCTBUIM, a Takke cogepxalyue MHPOpPMaLUIo O TOM, Kak (l:ar%:nb cneasbl
pearut (3) emyT@eneral R AR #HHBATBARIR 0B ARELR HBRHER AN E PIOR kR COBERR S RN RO, cosnars
12||Cpeanun (3) AeAaTtensHocTb / Criminal -
— F\f\l\llﬁ\l mﬂf\l\nﬁTl— m}luu WUW-r.n B naHHVIO HQTW TQHWWLI CaAUuThbLO qu!\uuf\l\ll
ACTIVIT i
y UCMOJIb30BAHNM BNIEKTPOHHBIX YCTPOUCTB, XakepCcTBe, MOLLEHHWYECTBE U HE3aKOHHOM
5 OTabIX 1 03KOPOBREHKE / CrpOBRTRHEPS 4R §FzOCTHIO M yBNEUEHNAMK, BKIIOYaR Pecypesl,
50(|Hunskuit (2) ; . NOCBALLEHHbIe 300MapKaMm, LIEHTpam 00LLECTBEHHOrO OTAbIXa, GacceitHam, Napkam passredeHusIm
- Leisure and Recreation Py -
X6 66H FarANVHHaK-CaROBOACTBO, T TEpaTYPa, MEKyCETBa MPEeMECHa, AOMEHHH-AEKOP WA
pQﬁTLl f‘nf\f‘(\ﬁf‘TD\lmlllMQ UQH%IABQUIAM nvmlnuuunrﬂ'ul_lv n'runu_@.mﬁ TaAKUX-KAK EJQMAI\AI‘TDQ WU
- [CaWTEl 3HAKOMCTB / o
13||Cpeanun (3) . aK. Kateropua BritouaeT B cebs canTel AN CBATOBCTBA, 3HAKOMCTB, PECYPChI, NMpeanaratoLyme
51|[Husruit (2) Dating o Resisrsadls e 06pa3oBaHu1e, OHNaNH-KypCkl, NpodeccdHanbHOE 0yuenne, NporpamMme
Online training and tools |[0by4yeHiA, oBbILLEeHNA KBaNMdUKALUK.
o Download-apxvBbl ayTbl, KOTOPbIE coepXaT A0CTYNHOE Ans CKauMBaHUA nporpamMvHoe obecneyerue. [JaHHan
52| Rwaamntaf) RERBaiRe R Logal R Aa B R < LEH AEHU P AP Ser ST ponpocos.
MecTHble =
53)|Huakuit (2) ATENbHOCTH ﬁgremzwmepwwwuua@xmwyp&awmmw YgRe BigERORA R EN OBMIETION@A
15/(OueHb Hyskuit (1) gﬁ? e AvETaHHMOHaeeIysswe. BrniouaeT B ceba obweobpasosaTenbHble M CNpaBoyHbIe MaTepuansi,
caligformation Takue Kak CroBapH, HLUMKIIONeANH, MHTEPaKTUBHbBIE KypChl, y4ebHble Nocobua n MeToanYeckue

IMaTepuanbt
pPHa T




ID|| YpoBeHb pucka |[CrpaBoHddsanue MpodeccroHanbHbie N obpasoBaTenbHLIQEHRRBMNEbIE MaTepuansl, B TOM YUCIE OHNanH-
54||Hun3kun (2) uHpopmaumna / Reference|[cnoBapwu, kapTel, nepenucu, anbMaHaxw, katanorn 6MGnMoTeK, reHeanor1u, U Hay4yHow
] and Researcn AR OPMaLn.
- HewusBecTHan Tematuka / - .
[BEreeRAt {4 ——— Calto-He3-ApUHAAREKHOETU K KAKOH-NBO-KaTerOpUit:
= Unknown L L
PopyMbl C TEXHUUECKOK
1 VI OW3HEC
55(|OueHb Huskuii (1) | |Pedammauven / CaiiTbl C 06CYXAEHUAMM, OTHOCALLMMCH K ASTIOBOM UM TEXHUYECKOW TEMATHUKaM.
1 ||Bbicokuit (4) iﬁﬁg@mﬁ@ﬁ; 96- CaiTbl, coaepxalyne rpapuyeckyto peknamy (6aHHepb!, BCIIbIBAOLLME OKHA U Npoyee).
- Ups
] TEXHWUECRan
, . PiiskstioMB UnfaBBRoNnical ||cay T T i
6 1) ! aJTEl: ROFHSAE TR B P AR SV MR R PR S YA AREG, )
26 ey (1) inles s tigansbacco Tagatmoﬁ nﬁ@uykﬁe%h BB, AGRRRHIR AT b G
| documentation
ﬁBBEHN@E‘QﬁQE / CalTbl, NpeaocTaBnAlLLMe BO3MOXHOCTb aHOHUMHOIO NOCELLEeHUA APYrMX CanToB U PECYpPCoB
3 ||OueHb BbICOKMiA (5) : H i T, T e T -
2. [Quere Buicoun (5) o IReS personal |G R R HBUEH R P NRFY SRR I BEEBARE BRI FREAGTRGR Sipanonnm
AIRIRAY A
Storage ’
58| Buatiitdini (1) [ABYEcTso / Arts ggmqllp@%m HEHYGSTRY, B TOM UKCne pasnnyHbIM Teatpam, Myseam, ranepenm,
doTorpadum, TaHUEBaNbHLIM KOMINIEKTUBAM U T.4.
59|[H i (2 HeueHnsypHana nekcuka o .
n3Kui (2) |/ Profanit (C AT OPORERKGHHIEHABEHIYRBB IS MYHbIe BE6-CailThl, @ TaKe MHTEPHET-PECYPCHl,
5 [|OueHb Huskui (1) |[BusHec /}éusiness conepxalyne MHpopmMaLmio 06 ycnyrax v NpoayKTax, Heo6XoAUMbIX NPeAnPUATUAM Mto6oro
i mlcyc\ FAvAlal y\JIIUI.IJI'IUVI ATHAHTCITEORUCTYIL
| \NpodeccuoHanbHble
60||Huakuit (2) couuanbHble cetn / MoamHoXecTBO BeG-CaWTOB coLManbHbIX CETEN, KOTOPOE BKIOYAET B CEOA KOHTEHT,
_ |Ppeiessignal social (ST JIRERAHE RS ARTITRANSIORR, 1 FEASI W HEO LRTSINGHS RI1IO|ACT B CEOR MHTEpHET-
6 ||[OueHb Huakmii (1) MRAWSBkFation pecypcbl Npou3BoAnTENen, AMNepoB, canTel ¢ 00630pamMu, COoOLLECTBa, KyObl aBTontoOUTeNnen 1
T.40.
61(|QueHb BbICOKMIA (5)||[BoTHeThI / Botnets o 6 y . TObI
7 ||Cpeanmit (3) Yarel / Chat EafiTEl HBL BN IRRPOS R G4 O8ERRHORAS BRMARRY O LIR35S EHTPE !
. BeTCKVIe cawnrtbl / Kids aWTbl, CBA3AHHLIE C Herpadu MQHHOM %enwruosHoﬁ NPaKTUKOMN, 0OBLIYHO Ha3bIBAEMOM KySbTamMM.
YeHb.HiA3KMI (1) ?nwrwosHble KynbTbl / avma OpUeHTHpoBaHHble Ha JIETCKYIO mm%pmo
éz Qwaxvm (“5 S OLODHbIE ABWKEHWUA CUMTAIOTCH JTOKHBIRIW, HEOPTOAOKCANbHBIMMU, 3KCTPEMUCTCKUMU. YneHbl

Ky/IbTOB 324aCTyH0 XUBYT NOJ PyKOBOACTBOM Xapu3MaTMUECKOro nuaepa.

POopyMbl U HOBOCTHbIE

OCKK 0O BABIIEHU. KaTeFOPé/IH He BKIoYaer B celg ne comembenEI
)

. eHTbl HOBOCTEN %oa Mbl
9 [|Huskui (2) oHTauM/ rI(zozg(L:Jcr;r}%é\nd nangﬁ" o MOZe, H0BEnN %Hblk M3Lenuax, rmamype, Kpacote, MoaeIbHOM DU3HECE, KOCMETHKE U
63||Hunskuit (2) &f; sgromﬁ’lqa CBA3AHHbLIX CO BCEM MEPEUUCIEHHbIM TOBapax uin ycnyrax. BkitoyaeT 0T3biBbl, CpaBHEHUA, @

ashion and Beauty
| Takke 0BLLyt0 MHPOPMALMIO, MONIE3HYH NOTPEBUTENIO.
] A _ CaWTbl, KOHTPO/b HaA KOTOPLIMK BblST 3aXBayY€eH 3M0YMbILLNIEHHUKaMKU ANA pacnpoCcTpaHeH s
. DKEHHBIE CanThbl /

10||OyeHb BbicoKUM (5) g%% aBUTETIbHbIE BPEAOHOCHbIX Nporpavm 6e3 Befoma BnagenbLes. B kaTeropuio Takke BXOAAT pecypchl 13

o orﬁgroml/séd ; _
64(|Hunskuit (2) OTKPBITKK [ Greeting (ReyifiTHs|, REMCIMEIED MDAGKH 1 SEPAROARM NO/TyYaTh M OTNPaBNATL NO3APABUTENbHBIE OTKPbLITKM.

cards

] KomnbtoTeps! v N
11/|Ouenb Huskuii (1) |[TexHonorum / Computers €é§tﬁB|; RSP&P&\%%H&B%‘PBW*&T%&RS?%%&J@%%HWW%%E‘RWh@ﬁ?&’m nporpaMmMHoM
65/|0ueHs BuicoKM (5) %g(e-ly-:)ec%%oll?—ggcking ABESARLFEUYp ORRARN BRBALH I RYMARY HESLL KT TIRUETRN T BEHRRPRAZNM HEBYOBMaumm,

COBEPLUEHUS MOLLEHHUYECKUX EACTBUI, COBETHI MO CO3AaHMI0 BUPYCOB U COBEPLLEHUIO APYTX

BUAOB-HE3AKEHHEN-AEATERLHOETH-CBASEHHO-C-KPEMEH-HIPPOBOIMHPBOPIMaLHH:

CaliTbl npeanararolime coBethbl v pexoMeraalnm No CoOBepPLIeHWIO NPOTUBONPABHbBIX UK

68

eﬁ@ﬂhvﬁ\"@m“ (5)

KipeaTymiadmiepn /
OefpRitehasiey [Biinigal
Activity

NPECTYNHbIX AEHCTBUM, a TaKKe coaepxallyne MHPOPMaLUIO O TOM, KaK CKPbITb crieabl
R RaRr GYGTIOAGEMIAY FREIREAI MRS YA EHPY TR AR CBEE RAARREYEHNB B0, cosnaTs

BB AN ars samku 1 T.4. B AaHHYIO KATETOPUIO TAKKE BIITIOYEHBI CAATHI O HE3aKOHHOM

UCAOAL30BaHUU IASKTDOHHbBIX VCTIDOUCTB-X. KOHHOM

HeneranbHoe MO / lllegal

8&QﬂpOCT aHEHWM NPOrpaMMHOro obecneyeHus.
anTbl, KOTOPblE HE3AKOHHO PACNPOCTPAaHAKT NporpamMmHoe obecneyeHue unu 3almuieHHble

HOHEBBICORAA (S g o BBTOPEKMM-FDaBOM-MAaTERHEbH-TakHeKa-DHRbMbL MY 3bia; HE3aKOHHbIE-EepititHble-HOMEPE:
Cait / m?,TBRBEBB@ermMe HaNaXMBaHWIO MEXITUYHOCTHBIX OTHOLLEHMWH, TaKMX KaKk 3HAKOMCTBA U
aHui-(3) pak-_Kareropua B0 UIblL-AA9-CBaTORCTRA 3HAKOMCTB, Pecypchl-Apeanaraoliue
m alTbl 3HAKOMCTB < or
g ?ICKOpT-yCﬂerI. . .
68||Bbicokwit (4) O6meH Kap'I:VIHKaMI/I/ opTankl ANA pasveLeHuA LUMPPOBLIX poTorpadmit U n3oBpakeHui, GoToanbLEoMbl 1
— trage-Sharng e TOOOMEHHARHA-
e -aPXUBbI / CalThl KOTOPbIe-COAOPKAT AOCTYAHOE AN CKAYUBAHUA RPOFPAN
@) IIalownload Sites KaTeropus Takke BKOYaeT B cebs HekoTopele Peer-to-Peer canTbl.
HdOPMaALMOHHasA N o
" - & dopvau , CaiTbl, KOTOpbIEe NPefOCTaBNAT MHOOPMALMIO O 3aKOHHOW 3allWUTe AaHHbIX, B TOM Y1CIEe O
A Inforr;;‘e‘l\t}ig:lsl(;é:urit HOBBbIX Yrpo3ax 1 cnocobax 6opbObl C HUMMU.
Y CaliTbl, noaaepxveaemMble y4eOHbIMU 3aBEAEHUAMM W LLKONaMKU BCEX TUMOB, BKIIOYan
[ | - OB6pa30BaHUE-/ MACTaHLMU —BknA ba-06L1e0bpas3oBa b 4-G M a
15[|OueHb Huskum (1) -
TaKWe Kak CrioBapu, SHUWKIONEeAnu, MHTEPaKTUBHbIE KypChl, yuebHble Nocodus U MeToanyeckue

Education

mMartepuansbl.




ID|| YpoBeHb pucka ||CepBHUCHAdEHMRSe!HbIX CaiTbl, KOTOpbIE NO3BONAOT CO3AaBaTh U UQWHCARBRTL akKayHT B cnyxbax o6meHa
70[|CpeaHunit (3) coobLeHuii / Instant MFHOBEHHBIMK CO00LLeHNAMM, Taknx kak ICQ, AOL Instant Messenger, IRC, MSN, Jabber, Yahoo
IVMfessaging [NMfessenger, v T..
- HeunssecTHana temartuka / . .
|0— [Boicokmit {4y —— Carto-6e3-APHHEAROKHOETU K KAKE M BO-KATOFOPA-
Unknown
71 _Q_L@.u_ HU3KKUA-(1) Certesble OLUMGKM / CaliThl-KOTODLIM W
TTOTS
Peknama u

—

Boicokuii (4)

CpeaHuii (3)

BCMNJblBAKOLLME OKHA /
Advertisements and Pop-

HBﬁKOBaHHble AOMEHbI /
Parked Domains

AP0 SAARBASPHY R PRSI P BIRRIA SRRUHE BRL AT PRIRKHAR RO RIS bie Tourm

nepexoza ¢ peKnamHbix 06bABNEeHNA. MoaoBHbIe pecypehl MOTYT MPUHOCUTL NPUOLIbL, HO, KaK
npaBuIo, He HecyT B cebe nonesHoi Ana nonb3oBaTtend WHdopmauuu. Kateropus Tawke

Ankorons u Tabak /

BRITFOUAET B CEOHA CaWThl, HAXOAAWWECH Ha PEROHCTPYROVW, ManKW W 0a30BEIE CTPaHWOEl BEO-
CRIVBSRA®CPeACTBOM KOTOPbLIX peanu3yeTca NPOABMKEHUE UM NPOAAXKA aSIKOrOSIbHOM U

2 ||Huskui (2 o
| ) Alcohol and Tobacco TabayHoW NPOAYKLMUM
73|[Burcornit (4) [TTMPWATOBEIE CEeTW / Peer-|[CalThl, KOTOPEIE MO3BOJAFOT OCYLECTBITATE NPAMON OOMEH (aniaMi MeXAy Molb30Barteliavi |
tAoﬁESS{naﬁse o/ B4 8B HPEY0ETHHTAHRHT RS LR GEORCAAOHMMHOIO NoCeLeHnA APYrx CanTos M pecypcoB
13_{|OyeHb BhICOKHUIA (5) ansep MHTEepHeTa. AHOHMMAM3epbl TaKKe MOryT NPUMEHATLCA ANd 0BXoxaeHUs cpelcTs Be6-
I'\IIUIIyIIIILUIO q)VIﬂpraLWIVI M Tﬂ_
|74||Bbicokuit (4) :is;‘:'ﬁ_}ﬁ;ﬂg:ggg Brntouaet Habophl IP-aapecor, onpesenedHble B REC 1918
4 oqub HM3K|!1|7| (1) MCK CCTBO / Arts CarT o MTOCBATCHARBIC MOCRYCOCTB Y B TON S CTTC Pa ST BV |€mmvl, TOTCPCANE
UJKOyI'IbeIe doTorpaduu, TaHUeBaNbHLIM KOSIIEKTUBAM U T.A.
175/ Huasuin (2) J Qphng||CAUTEI C OTBETAMM HA PA3/IMUHbIE LKObHbIE TECTHI, HAaNUCaHHbLIMKM 3cce, pedepaTamu,
IMOLLISHHUYECTBA
~ . |[MCCITeO0BaTEITECRANN VI RyPCOBBINVIA AV
Cheating paboT
5= OCHeHBEHSKiAH LWL mcu 7 um— y
EHFANRRRO4 BT AREHBIA
o Monosoe Bocnutanwue / -
176/|Hu3kuia (2) — apTHepyY. abopThl, OUcekcyanbHbLI 00pa3 3
OEX EQUTALION
nepeaaBaemMble NonoBbLIM NyTem U 6epeMeHHOCTb.
Tpancnopt / CanTbl, NOCBALLEHHbIE aBTOTPAHCMOPTY M €ro NoKynke. Kateropus BrtoYaeT B ceba MHTEpPHET-
t6— JHTTD HVE‘\VIVI \ I’ Transponat'on PUhy'JhDI II'JUVEUHVI TTITTV, “VIIIU’JUD, ﬁvl Ll =1l UGOUFHVIVI, \JUU\jU—‘U\JIﬁ, I'\JIy\JJDI QDIU;E\JJVI LA~ZAL~14Imd]
CaiiThl COMHUTESTLHOR B4t ¢ 0cKOPBUTENbHBIM KOHTEHTOM, TAKOro Po/AAa KaK KOMOp "HWKe NoAca”, YKacHbIM Min aaxe
\Z7||CpegHuia (3) a co e oro Ey;_a}nw'w)'l KOHTEHT, LUOKUPYIOLLME U300paKEHUS KDOBY,
[CONEPRAAVH / | aSteless |
. DKMBOTHBIMM.
7 ||CpeaHui (3) Yatbl / Chat CaiTbl, NO3BONAIOLLME OCYLLECTBNATL 00LLEHUE B PEXUME PeasibHOro BPeMEeHH.
MKecTtokoe obpalleHue ¢
88| |uatt i (1) gﬁéégw/@m Asfids CaiiThl, SRHBRHAYAE HPRTOTRARMEKYTEEIPHIURLIME CTlyUan XKECTOKOro OBpaLLeHUs C AeTbMM.
es
Hbl . .
9 [[Huani (2) ?gwy%gmnd e JleHTbl HoBOCTEH, POPYMbI, AOCKM 06bABNEHUI. KaTeropua He BKItouaeT B cebs nepcoHasibHble
79(|OueHb Huskui (1) B@@m/ Gay @é% colepxalyne matepuarnsl o refx, necOunaHKax, TpaHcreHaepax.
- ILesbian or Bisexual
E O . 5 3apa)KéHHb|e CaﬁTb' / oavitor, r\UI’IIlJUJID aQg r\\JIUlJDIIVIVI CIDIJI EI\DG#UH OllUyIVIDII.I.IJICﬂI'IVmIIVI FAYALal }JG\;II'JU\;IPGHCHVIH
19 H:g:;ﬁs(bzl)cow( )5y paod KHMrM /| (BROARH QRO RRAIREMM S5 REBQMA AR HEB R AT IRRAS LA MG BXRAAD REFYRRY
Literature and Books BUGHDE Py OKOTO pUCKa 3apaxeHus.
. KAMPBEIEPBIAHMe 1 ,
§1 Bnam,mk{‘%mﬁ ™) ﬁégfgﬂpm At%ﬂ'ﬁﬂu‘% Caitsl, ﬂ@é@ﬁﬂﬂ%m@ﬁpﬁﬁhrWWﬁaHﬂm@WW@H@@m@dMﬂ@'KQM!'lblOTean, nporpaMmmMHoOM
and Technology obecneyeHunun, o6opyaoBaHUK, NnepupepUinHbIX yCTPOMCTBAX, TEXHOMOMUAX U yCryrax.
. ~ JIOMaLLIHWE XUBOTHBIE / ~
82|[Huskum (2) h ayThbl, NOCBALIEHHbIE ngo,q KTam u CeBIchaM ANA JOMALLHUX W ,qp|¥r14x KUBOTHBbIX.
Pets and Animals auTbl, NpeanaratoLlmMe CoOBETbl U peKoMeHAaLnK MO COBEPLUEHUIO NPOTUBOMNPABHbLIX UK
|| o an NpecTynHbIX AEUCTBUM, a Takke coaepxalyne MHGOopMaLMIO O TOM, KaK CKPbITb creabl
12l|Cpearmit (3) ugmer]leocm / Criminal |[PECTYNNEHMA. Ha noaoBHbIx pecypcax MOXHO y3HaTb O TOM, Kak COBEpLUWTL yOMIACTBO, CO3AaTb
84||Huakuit (2) @étunnenms / Updates GaviBly, @3RORREBIFAMRAND AMMIBOIR DOEONEHEHE BYRDHRBKE BRAIONSHR LOEMIBLY BESAROHHOM
A6HOBBESBBEHNN SNEKTPOHHBIX YCTPOMCTB, XaKepCTBe, MOLLUEHHUYECTBE U HE3AKOHHOM
|| pacnpoCTpaHeHUU NPOrpamMMHOro oGecneyeHus.
. CaT-0076l »
o ayThl, nﬁeno Tasnaowmne .qocmn K yat-6oTam MCKXCCTBBHHOI’O UHTENNEKTa, NoaobHLIM Chat
85(|CpeaHuii (3) cl TCCTBeHHoro / @47bl, CNOCOOCTBYHOLLME HANAXNBAHMIO MEXITHUHOCTHBIX OTHOLLEHMH, TaKUX KaK SHaKoMCTBa 1
13||Cpeanwii (3) i m’lgr]hagﬁg@m%é gt Al ||6pak. KaTeropus BrouaeT B ceba caiThl AnA CBATOBCTBA, 3HAKOMCTB, PECYPChI, NpeanaratoLyme

9CKOPT-YCNyru.

PenyTauuna: HU3KNKU pUCK

anTbl C HU3KUM penyTayMOHHbIM PUCKOM. RaK npaBusio 310 CanThbl, He UMetloLLne U3BECTHbIX

97||H m(2 . . -

14 B:.ZZMKVJ.;. ()4) Didepudativapkeserisk |Gk 0EneIpLe CTHOPRAIMACE AR APHFACKAHERHAR FRDY BENAKES00B0E0GTH B0 EAaHaH.

| Download Sites KaTeropusa Tawke BKItOYaeT B cebs HekoTopble Peer-to-Peer caiThbl.

98||Cpearmii (3) Pj::;%‘:ﬂljt;?;ﬁw” HbIM puckoM. Kak npasuio 310 canThl, KOT%::ble Mo%é)coplep»(am
P Sohooasine | B

15

OueHb HU3Kui (1)

Ueépasvaisiue /
Education

ayThl CO C| euwmgn Ta Mo§<

%TVF&A&%%?%@ b 'eec%i? AR am%%g&m géé‘?ﬂﬁé‘wﬂ REEIoNA, MKEH.

UCTaHLMOHHOE 0byuerune. BrntoyaeT B ce0A 00LLeoOpasoBaTesIbHbIE U CNPaBOYHbLIE MATEPHUanbI,
TaK1e KaK CNoBapu, SHLMKIONEAWU, MHTEPAKTUBHbLIE KypChl, yueOHble MocoOua u MeToanYecKkue

mMartepuansbl.




ID
99

YpoBeHb pUCKa
OueHb BbICOKM (5)

PenyTaklssaampexmi
pvck / Reputation: High

OnucaHue
CanTbl C BbICOKMM penyTauMoHHbIM PUCKOM. CanTbl C M3BECTHLIMU YA3BUMOCTAMM.

10

1

—_

12

15

BercoRAHA———

FiSK
HeunssecTHana temartuka /

Unknown

- ~ 2
CanTeH6e3 HoHHEAACHRHOCTARHRAREO—HOORaTEropitiA-

Boicokuii (4)

Peknama u
BCMNJblBAKOLME OKHA /
Advertisements and Pop-
Ups

CaiiTbl, coaepxatumne rpadryecKyto peknamy (6aHHepbl, BCMblBatoLWmMe OKHa 1 npoyee).

Huskuii (2)

Ankorons u Tabak /
Alcohol and Tobacco

CaliTbl, NOCPEeACTBOM KOTOPbIX peann3yeTca NPOABMXEHNE U NPOAAXKA arKOrOIbHOM K
TabauHon NpoayKuuu

OuyeHb BbICOKUI (5)

AHOHUMaW3epbl /
Anonymizers

CaliTbl, NpeaoCcTaBnAoLLME BOSMOXHOCTb @HOHUMHOIO NOCELLEHUA APYrUX CanToB M pecypcoB
WHTepHeTa. AHOHMMaM3epbl TaKKe MOryT MPUMEHATLCA AN 0OXOXAEeHUs cpeacTs Be6-
GunbTpaunn U T.A4.

OyeHb HU3KuMit (1)

Mckycctso / Arts

CaiTbl, NOCBALLEHHbIE UCKYCCTBY, B TOM 4YuCne pasfinyHbIM TeaTpam, MyseAaMm, ranepeqm,
doTorpaduun, TaHLeBabHbIM KOJIIEKTUBAM U T.4.

OueHb HU3Kui (1)

BusHec / Business

K AaHHOM KaTeropum 0THOCATCA KOpMopaTUBHbIe BEG-CanThl, & TaKKe MHTEPHET-PeCcypChl,
coAepxallue MHpopmaumto 06 ycryrax 1 npoaykrax, He06XoAUMbIX MPEANPUATUAM Nto6Goro
pasmepa Ana ycrneLHon AeATenbHOCTH.

CaiiTbl, NOCBALLEHHbLIE aBTOTPAHCMOPTY M €ro nokynke. Kateropus BritoyaeT B cebs UHTEPHET-

. TpaHcnopT / - o .
OueHb HU3Kui (1) } pecypcbl NpousBoanTenei, AMnNepos, caiTel ¢ o63opamu, coobLiecTsa, Kybbl asTontoOuTenen 1
Transportation
T.4.
CpeaHnuii (3) Yatbl / Chat CaiTbl, NO3BONAIOLLME OCYLLECTBNATL 00LLEHUE B PEXMME PeasibHOro BPeMEeHH.

OueHb HU3Kui (1)

JLetckue canTbl / Kids
sites

CaliTbl, OpMEHTUPOBAHHbIE HA AETCKYO ayAUTOPHIO

Huskuii (2)

PopyMbl U HOBOCTHbLIE
nenTbl / Forums and
Newsgroups

JleHTbl HoBOCTEW, POPYMbl, AOCKM 06 BABNEHWI. KaTteropua He BrtouaeT B ce6s nepcoHasbHble
6noru.

OueHb BbICOKM# (5)

3apaxéHHble canTbl /
Compromised

CaiTbl, KOHTPOMb HaZ KOTOPbLIMM Bbif 3aXBAYEH 3M10YMBILLTIEHHUKAMW A1 PACMPOCTPaHEHHs
BPEAOHOCHbIX Nporpavm 6e3 Befoma BnagenbLes. B kaTeropuio Takke BXOAAT pecypchl 13
rpynMbl BEICOKOTO PUCKa 3apaXeHHs.

OueHb HU3Kui (1)

KomnbtoTepsl #
TexHonorun / Computers
and Technology

CalitTbl, coaepxatne 0630pbl NPOAYKTOB, HOBOCTU U MHPOPMALIMA O KOMILIOTEPaX, NPOrpaMMHOM
obecneyeHnn, 060pyAOBaHNK, NEPUDEPHIHBIX YCTPOHCTBAX, TEXHOMOMMAX W YCryrax.

CpeaHuii (3)

MpecTynHan
neAtenbHocTb / Criminal
Activity

CaiTbl, NpeanaraioLime CoBeThbl U peKOMeHAAL MU MO COBEPLUEHUIO NPOTUBONPABHbLIX UK
NpecTynHbIX AENCTBUI, a Takke coaepxalime MHGOPMaLMIO O TOM, KaK CKpbITb Crieab
npecTynnexus. Ha nofo6HbIX pecypcax MOXHO y3HaTb O TOM, KaK COBEPLUNTbL YOUICTBO, CO3AaTh
6omOy, B3nomath 3aMK1 U T.4. B AaHHYHO KaTeropuio Takke BKIOUYEHb! CaiTbl 0 HE3aKOHHOM
UCMONb30BaHNM 3NEKTPOHHBLIX YCTPOMCTB, XaKepcTBe, MOLLUEHHWYECTBE U HE3AKOHHOM
pacnpocTpaHeH!U NPOrpamMMHOro oGecnedeHus.

CpeaHuii (3)

CanTbl 3HaKOMCTB /
Dating and Personals

CaiiTbl, CNOCOBCTBYIOLLME HANKMBAHUIO MEXITIMYHOCTHBIX OTHOLLEHUH, TAKMX KaK 3HAKOMCTBA M
Opak. Kateropua BrtodaeT B cebs canThl AnA CBATOBCTBA, 3HAKOMCTB, PECYPChI, NpeAnaratoLime
SCKOPT-YCITyry.

Beicokuii (4)

Download-apxwuBebl /
Download Sites

CaliTbl, KOTOpPbIE COAEPXAT AOCTYMNHOE ANA CKauMBaHUA NporpamMMHoe obecneyenue. aHHan
KaTeropus TaKkke BktoYaeT B cebn HekoTopble Peer-to-Peer caiTbl.

OueHb HU3Kui (1)

O6pasoBaHue /
Education

CaiTbl, noaaepxuBaemMble y4ebHbIMM 3aBEAEHUAMM U LLKONIaMK BCEX TUMOB, BKIOYAnA
AvcTaHuMoHHoe oByyeHue. BrntouaeT B cebn obLyeobpasoBaTtesibHble M CNpaBoYHbIe MaTepuarb,
Takue Kak CrnoBapH, HLUMKIIONeANH, MHTEPaKTUBHbBIE KypChl, y4ebHble Nocobua n MeToanYeckue
mMartepuarnsl.




MameHeHHble kaTteropmun URL

Documentation: ¥
Product: NGFW
Version: 6.1.9, 7.0.1

Bubnuoteka UsmeHeHHble KaTeropun URL npeaHasHauyeHa AnA nepeonpeaeneHua Kateropuii caintos. HasHaueHHbIe nonb3oBaTenem KaTeropum
MMEIOT NPUOPUTET HaZ KaTeropuamM, onpeaeneHHbIMm cnieynanuctamu UserGate. MNepeonpenenerne MoxeT noTpe6oBaTheaA npu owMBOUHOM
KaTeropvsaunu canta uam npu OTCYTCTBUM Y HEroO KaTeropuu.

Ona nepeonpeaeneHna KaTeropuun:

1. MpoBepbTe KaTeroputo canTa. B pasaene Hactpoiiku -» Bubnuoteku - UsmeHeHHble kaTeropun URL BeeauTe agapec caita B CTPOKY
nposepkn 1 HaxmuTe MpoBepUTbL KaTeropuio.

2. Ecnu TekyLan KaTeropua He CooTBETCTBYeT TpeGyemMoi, HaxxmuTe Jlo6aBUTb M HasHaubTe CanTy 40 ABYX HOBbIX KATEropHil.

Mocne coxpaHeHWa u3MeHeHui caiT ByaeTt AoOaBrneH B CMIMCOK NepeonpeaeneHuwit. na Kaxaoin sanicy oTobpaxarotca aata M3MeHEHWs, viA
aaAMUWHUCTPATOopa, BbINOJIHUBLLErTo U3AMEHEHWe, UICXOAHble U Ha3HaYeHHble KaTeropuu.

|-|pVI AanbHEenLLnX npoBepKax cuctema 6y.aeT BO3BpaLyaTb KaTeropmu, HasHa4yeHHble nosib3oBaTesnieM, a TakKe cneynanbHyo
KaTteroputo Hepeonpeneneﬂﬂble nonb3oBaTesieM KaTeropuu.

[nAa MaccoBoro HasHauyeHus KaTeropui canTam MOXHO MMNOPTMPOBATb CMIMCOK NepeonpeaeneHvit n3 damna B popmate TXT n CSV.
Kaxxaas cTpoka daina AomkHa coaepxarb crieaytolue nons, pasaesieHHble 3anaTbiMu:
AB,C,D.E
roe:
« A — JOMEHHOe UMSA caiiTa, ANf KOTOPOro Heo6XoAMMO NepeonpeaenTb KaTEropuio;
« B — naeHTvduMKaTOp HA3HaUYaeMom KaTeropuu;

o C — naeHTMOUKATOP paHee onpeaeneHHoR KaTeropum (onuMoHanbHbIM MHGOPMALMOHHBIN NapamMeTp); ykaxuTe 0, ecriv KaTeropus paHee He
Obina onpeaenena;

« D — BpemeHHan meTka B dopmarte UTC Timestamp (Nony4nTb 3HAYEHWE MOXHO MO CChIIKE);
o E — rkommeHTapwuit nnu onnucanue (onuuoHanbHbI napameTp).
NaeHtudukartopel kateropmit URL MOXHO NOCMOTPETb MO CCbIKE.

npumeanMeYﬂaneHMe 3anucu M3 GUBITMOTEKN He NPUBOANT K BOCCTAHOBJ1EHUIO MCXOAHOM Kateropumu cainTa. HasHaueHHan paHee uameHeHHanA
KaTeropuna coxpaHAaeTcA.

Mpumep TekcToBOro davna uMnopTa co CIUCKOM NepeonpeaeneHui:

test1test1.ru,69,0,Admin,1780368107,TecT 1
test2test2.ru,69,0,Admin, 1780368108, Tect 2
test3test3.ru,69,0,Admin, 1780368109, Tect 3


https://www.unixtimestamp.com/ru/
https://docs.usergate.com/kategorii-url_148.html

MpunoxeHuna

Documentation: ¥
Version: 7.0.1, 6.1.9, 5.x

OnemeHT 61bnnoTexkn MpUnomeHUa No3BonAeT co3aaTb rPynnbl NPUIOXKEHHW AnA 6onee yAo6HOro UCMosb30BaHWA B npasunax Guibtpaymu
ceTeBoro Tpaduka. Hanpumep, aAMUHUCTPATOP MOXET CO3AaTb rPynMy NPUIOXKEHUI «BU3HEC NPUNOXEHUA» 1 MOMECTUTL B HEE HEOOXOAUMbIE
NPUIOXEHHA.

Ana nobaBneHns HOBOM rpynnbl I'IpVIJ'IO)KeHVIVI Heo6X0AUMO BbINOSHUTL cneaywuiume waru:

HaumeHoBaHue OnucaHue

Lar 1. Cosaatb rpynny

< B nanenv Fpynnbl NPUAOKEHUN HaxaTb Ha KHOMKy Jl06aBUTb, AaTh HasBaHue rpynne.
NPUNOXEHUN. py P y 4 A Py

BblAenuTb Co3aaHHyto rpynny 1 B naHeny MpUNoKeHUa, HaxaTs Ha KHonky JJo6aBuTb 1 BLIGpaTh Heo6X0aUMbIE

LLar 2. [Jo6aB1Tb NPUNOXKEHHSA.
MPUMNOXEHUA U3 CrIUCKA.




MouToBbIE aapeca

Documentation: ¥
Product: NGFW
Version: 5.x, 6.1.9, 7.0.1

OnemeHT 6ubnunoTtexu NMoutoBble ajpeca no3sondAeT co3daTthb rpynnbl NOYTOBLIX aApecoB, KOTOPble BNOCIEACTBMKU MOXHO UCMOMb30BaTb B NpaBunax
dunbTpaLMn NoYTOBOro TpaduKa 1 ANA UCNosb30BaHMA B OMNOBELLEHUAX.

Ana nobaBneHns HOBOM rpynnbl NOYTOBbLIX aApecoB Heo6X0AUMO BbINOSHUTL cneaywuime waru:

HaumeHoBaHue OnucaHue

LLar 1. Co3aaTtb rpynny no4ToBbIX

anpecos B navenu F'pynnbl NOYTOBbIX aAPECOB HaXaTb Ha KHOMKy Jlo6aBUTb, AaTh HasBaHue rpynne.

Lar 2. [lo6aBuTb NouToBbIe aapeca ||BblaennTs codaaHHyto rpynny, 8 naHenu MNouToBble agpeca Haxatb Ha kHorky Jo6aBuTb 1 106aBUThL
B rpynny. HEeoBX0AUMbIE MOYTOBbIE aapeca.

A.Cl.MMHI/ICTpaTOp nMeeT BOSMOXHOCTb co3AaBaTh CMUCKKU NOYTOBbLIX a4pecoB U LeHTPpannM3oBaHHO PacnpoCTPaHATbL NX HAa BCe MeXCeTeBble 3KpaHbl
UserGate. [lna cozaaHvs Takoro cnucka Heo6Xx0AUMO BbINOSHUTL cneaywuiune AEenCTBuUA:

HaumeHoBaHue OnucaHue

LWar 1. Cosnatb dann
C HeoHX0AUMBIMU
CMMCKOM MOYTOBbIX
anpecos.

Cospatb ¢dain list.txt co cnuckom nouToBLIX 2APECOB.

Llar 2. Co3natb apxus,
coAepxalluii aToT MomecTuTb dain B apxus zip ¢ umeHem list.zip.
dann.

LWar 3. Cosnatb pann ||Cosaatb dain version.txt, BHyTpM Hero ykasaTtb HoMep Bepcun 6asbl, Hanpumep, 3. HeobxoanmMo HKpeMeHTMpoBaTh
C Bepcueit cnucka. [laHHOE 3HaYeHWe NP KaKAO0M 0BHOBNEHUN MOP)OIOrMUYECKOro crioBaps.

Lar 4. PasmecTutb
dainbl Ha Beb- Pasmectutb y cebs Ha caitte list.zip v version.txt, 4To6bl OHW BbIAM AOCTYNHbI ANA CKAYMBAHMUS.
cepsepe.




HaumeHoBaHue OnucaHue

Ha kaxxaom NGFW cosaaTth cnucok aapecos. Mpu cosaaqum ykasats Tun crivcka OBHOBAAEMBIN 1 aapec, oTKyAa
Heo6xoaumo 3arpyxatb o6HosneHna. NGFW 6yneT npoBepATb Hannuue HOBOM BEPCHUM Ha BalLeM caiTe B COOTBETCTBUMU C
HaCTPOEHHbBIM pacnucaHWeM ckauMBaHusa 0BHOBNEHUI. PacnucaHne MOXHO HAaCTPOUTb B CBOMCTBAX CMMCKA; BO3MOXHO
yKasatb CrieayroLine BapuaHThl:

« OrtkntoyeHo. MpoBepka Hanuumsa o6HOBNEHUI AnA BbIOpPaHHOMo arieMeHTa Npou3BoaUTLCH He ByaerT.
o ExeaHesHo.

« ExeHeaenbHo.

« ExemecauHo.

o Kaxgble ... yacos.

Lar 5. Co3aaTb cnMcok o Kaxable ... MUHYT.
NOYTOBLIX aAPECOB W

ykasatb URL ana « 3ajatb Bpy4Hyto.
0BHOBIIEHHA.

Mpwu 3aaaHWK BPYYHYIO HEOBX0AMMO MCMOsb30BaTh crontab-noAoBHbIA GopMaT, NPU KOTOPOM CTPOKA BhIMMAAMT KaK LLEeCTb
nonew, pasaenexHblx npobenamu. Mona 3aaatoT Bpemsa B criedytowem Buae: (MuHyThl: 0-59) (yackl: 0-23) (aHu mecaua: 1-
31) (Mecauy: 1-12) (aeHb Heaenu: 0-6, 0-BockpeceHbe). Kaxaoe U3 nepBbIx NATH Nosied MOXET ObiTb 3a4aH0 CrieyoLWwmum
obpasom:

« 3Besnouka (*) — o6o3HavaeT BeCb AManasoH (0T NepBoro A0 NoCneaHero).
« Jeduc (-) — obosHauaeT avanasoH uncen. Hanpumep, "5-7" Byaet osHauatb 5,6 v 7.
o Cnucku. 310 uncna (Mnu ananasoHsl), pasaeneHHsle 3anaTeivu. Hanpuwmep, "1,5,10,11" unun "1-11,19-23".

« 3Be3aouKa v ananasoH ¢ warom. Mcnonb3yetca AnA NponyckoB B AManasoHax. LLar ykaseiBaeTca nocne Kocown
yepThl. Hanpumep, "2-10/2" 6ynet 3HauunTs "2,4,6,8,10", a BolpaxeHue "*/2" B none "uacbl" OyaeT o3Hauath "Kaxkable
ABa vaca".

UserGate MoxeT npoBepATb YeKk-CyMMy daitnosB 06HOBNAEMbIX CMIMCKOB. [nA NpUBEAEHHOro NpUMepa MeXceTeBoin akpaH OyaeT sanpaluveats Gpain
list.zip.md5, conepxalyuit yuek-cymmy ¢aina list.zip. Ero Hanuuve He 06s3aTensbHO, HO €CMIUM OH €CThb, YEK-CyMMa A0SHKHA ObITb KOPPEKTHOW.
MonyunTb Yyek-cymmy B linux MOXHO KOMaHZOW:

md5sum list.zip
Eé BbiBOA f0GaBnaeTcA B ¢aiin Kak xaw list.zip, nocne yero coxpaHaetca B ¢popmarte md5. Hanpumep, coaepxumoe daiina list.zip.md5:

04d7d1223ba8ff02396355a2bc3b3d52 list.zip



Homepa tenedoHoB

Documentation: ¥
Product: NGFW
Version: 5.x, 6.1.9, 7.0.1

OnemeHT 61bnrotekn Homepa TenedoHOB NO3BONAET CO3AaTh MPyNMbl HOMEPOB, KOTOPLIE BNOCIEACTBAM MOXHO UCTOMNb30BaThb B NpaBuiax

onoseweHna SMPP.

Ana nobaBneHns HOBOM rpynnel Tene@oHHbIX HOMEpPoB Heo6X0AUMO BbINOSHUTL cneaywuiume waru:

HaumeHoBaHue

OnucaHue

HOMEPOB.

LLar 1. Co3aatb rpynny TenedoHHbIX

B navenu Ipynnbl TenedoHHbIX HOMEPOB HaxaTb Ha KHoMky Jo6aBuTb, AaTb HassaHWe rpynne.

TenedoHoB B rpynmny.

LWar 2. Jo6aBuTb HoMepa

BblaenuTb cosaaHHyto rpynny, B nasenu Fpynna TenedoHHbIX HOMEPOB HaxaTb Ha KHOMKY Jlo6aBUTb ¢
106aBNTb HEOBX0AMUMbIE HOMEPA.

A.Cl.MMHI/ICTpaTOp MMeeT BO3MOXHOCTb co3ZlaBaTh CMUCKU TeniePOHHbIX HOMEPOB U LIeHTPan3oBaHHO PacnpoCcTpaHATb UX Ha BCE MeXCeTeBble 3KpaHbl
UserGate. [lna cozaaHvs Takoro cnucka Heo6Xx0AUMO BbINOSHUTL cneaywuiune AEenCTBuUA:

HaumeHoBaHWe

OnucaHuve

Lar 1. Cosaatb dpawn ¢
HeoB6X0AUMbBIMU CMTUCKOM
HOMEpOB.

Cospatb ¢aiin list.txt co cnuckom Homepos.

LLlar 2. Co3aatb apxwus,
coaepxallui aToT
dann.

MomecTtuTb dain B apxus zip ¢ umeHem list.zip.

Lar 3. Co3aatb dain ¢
BEpcHew crnucka.

Cosnatb ¢dain version.txt, BHyTpu Hero ykasatb HoMep Bepcuu 6asbl, Hanpumep, 3. Heo6xoaMMO MHKPEMEHTMPOBATL
[laHHOE 3HaYeHWe NP KaKAO0M 0OHOBNEHUN MOPG)OIOrMUYECKOro CrioBaps.

LLar 4. Paamectutb
dainbl Ha Beb-cepaepe.

PasmvecTtuthb y cebs Ha caiite list.zip v version.txt, uToObl OHM ObINK AOCTYMHbI ANA CKAYMBAHWA.

Lar 5. Co3aatb CnmMcok
TenepOoHHbIX HOMEPOB U
ykasatb URL ana
oBHOBMEHUA.

Ha kaxxaom NGFW cosaatb crvcok agpecos. MNpu cozaaHuu ykasate Tvn cnvcka OGHOBAAEMbIN 1 aapec, 0Tkyaa
HeobxoAnMO 3arpyxatb o6HoBneHus. NGFW 6yzeT npoBepsaTb HannuMe HOBOM BEpCUK Ha BalleM caiTe B COOTBETCTBUU C
HaCTPOEHHbLIM pacnMcaHueM ckauMBaHua oOHOBNEHWUI. PacnMcaHne MOXHO HaCTPOUTL B CBOMCTBAX CMMCKA; BOSMOXHO
yKasaTb creayroLime BapuaHThbl:

« OTrtoueHo. MpoBepka Hanuunsa 0OHOBNEHUH AnA BbIBPaHHOMO S1EMeHTa NPOU3BOAUTLCA HE ByaeT.
« ExenHesHo.

o BExenepnensHo.

« ExemecauyHo.

« Kaxable ... yacos.

o Kaxable ... MUHYT.

« 3apatb BpyuHyHo.

Mpyv 3aAaHWK BPY4HYIO HEOBXOAMMO MCMoNb3oBaTh crontab-noAoBHLI dopmaTt, NpU KOTOPOM CTPOKA BLIFMAAUT KaK LLECTb
noneu, pasaeneHHelx npobenamvu. Mona 3agaroT Bpems B crieaytoliem Buae: (MuHyThl: 0-59) (Yackl: 0-23) (aHu mecaua: 1-
31) (Mecau: 1-12) (aeHb Heaenu: 0-6, 0-BockpeceHbe). Kaxkaoe 13 nepBbiX NATU NOMei MOXET OblTb 3a4aHO CReayHoLnM
obpasom:

« 3Be3aouka (*) — 0603HaYaeT BECb AUANa30H (0T NEepPBOro 0 NOCIEAHETD).
o Jeduc (-) — obosHauaeT AvanasoH unucen. Hanpumep, "5-7" Byaet o3HadyaTb 5,6 1 7.
« Cnucku. 310 uncna (Mnu AvanasoHbl), pasaeneHHsle 3anaTeivMu. Hanpumep, "1,5,10,11" unu "1-11,19-23".

« 3Besnouka Mnu avanasoH c warom. Mcnonbayetca AnA Nponyckos B AvanasoHax. LLlar ykasbiBaetca nocne Kocow
yepThl. Hanpumep, "2-10/2" 6yaet 3HaunTb "2,4,6,8,10", a BulpaxkeHue "*/2" B none "uackl" 6yaeT osHayatb
"Kakable ABa vYaca".




UserGate MoxeT npoBepATb Yek-cyMmmy daitnoB 06HOBAEMbIX CNUCKOB. 1A NpuBEAEHHOrO NpUMepa MeXceTeBoMn akpaH OyaeT 3anpaluveats Gpann
list.zip.md5, conepxatyuin yek-cymmy darna list.zip. Ero Hanuuve He 06a3aTenbHO, HO €CITU OH eCTb, YEK-CyMMa I0MKHA OblTb KOPPEKTHOM.
MonyunTb Yek-cyMmmy B linux MOXXHO KOMaHZOW:

md5sum list.zip
Eé BbiBoA AobaBnaeTca B ¢pain Kak xaw list.zip, nocne yero coxpaHseTtca B popmate md5. Hanpumep, coaepxumoe daiina list.zip.md5:

04d7d1223ba8ff02396355a2bc3b3d52 list.zip



Mpodowunmn COB

Documentation: ¥
Version: 5.x, 6.1.9, 7.0.1

Mpogpuns COB — aT0 Habop curHatyp, penieBaHTHLIX ANA 3aluThl ONpeaeneHHbIX CepBUCOB. AAMUHUCTPATOP MOXET co3aaTbh Heo6X0aAMMOoe
konuyectso npodunen COB ana 3alnTbl pasnuyHbIX CepBUcoB. PekomeHayeTca orpaHMunBaTh KOSIMUECTBO CUrHaTyp B NPOPUIE TOMbKO TEMMU,
KOTOpblE HEOBXOAWMbI ANA 3aLKUThI cepBuca. Hanpumep, AnA 3awuThsl cepauca, padoTatoLero no npoTtokony TCP, He cTouT Ao6aBnATb CUrHaTypsl,
paspaboTtaHHble Ana npotokona UDP. BonbLuoe KonnMyecTBo curHatyp TpedyeT GonbLuero BpeMeHn o6paboTkv TpaduKa 1 3arpysku npoleccopa.
Bonee noapo6Ho o0 cosaaHuun 1 ucnonb3osaHuu npodpuneit COB cmoTpuTe B pasaene Cuctema oBHapYXeHUa 1 NpeaoTBpaLleHna BTOPKEHUN.


https://docs.usergate.com/entry/110/

Mpodunu onoseLLeHur

Documentation: ¥
Product: NGFW
Version: 5.x, 6.1.9, 7.0.1

Mpodusb onoBeLLeHNUs yKasbiBaeT TPAHCMOPT, C MOMOLLLIO KOTOPOro OMOBELLeH!A MOryT ObiTb A0CTaBNeHbl nonyyarenam. Noaaepxueaerca 2 Tvna
TpaHcnopTa:

« SMTP, nocTtaBka coo0LLeHWi ¢ NoMoLLbo e-mail.

« SMPP, noctaeka coobLyeHuit ¢ nomoLbio SMS npakTuyecku yepes nto6oro onepaTopa COTOBOW CBA3K UK Yepes BonbLuoe KonnuecTso SMS-
LIEHTPOB PaCChISKU.

[na cosaanusa npoduna coobiyeHnin SMTP Heo6xoanMO HaxaTb Ha kHorky Jlo6aBuTb B pasaene Bubnuortekn - Mpodunu onoeelyeHwmit
BbIGpath BapuaHT Jlo6aBUTb Npocunb onoeewteHUa SMTP v 3anonHUTL HEOBXOAUMBIE NONS:

HaumeHoBaHue Onucaxue

HasBanue Hassanue npodunsa.

OnucaHue Onucanne npoduna.

Xoct IP-aapec unn FQDN cepeepa SMTP, koTopbii 6yAeT UCnonb3oBaThCA AN OTChIIKMA MOUYTOBLIX COOOLLEHWA.

Mopt TCP, ucnonbsyemsiit cepeepoMm SMTP. O6biuHo ana npotokona SMTP ucnonbayetca nopt 25, ana SMTP ¢

MopTt
ncnonb3oBaHMeM SSL - 465. YTOUHUTE AaHHOE 3HAYEHUEe y aAMUHUCTPATOPa NOYTOBOrO CepBepa.

Be3onacHocTb |[BapuaHTbl 6€30MacHOCTM OTNPaBKK MOYThI, BO3MOXHbI BapuaHThl: Het, STARTTLS, SSL.

ABTOpM3auyuAa ||Brniouaet aBTopusauuto npu noaxntoyeHnn k SMTP-cepsepy.

INoruH Mma yyeTHOM 3anucu ana noawnoverna k SMTP-cepsepy.

Maponbk yyeTHOM 3anucu AnA noaknoueHna k SMTP-cepsepy.
MNaponb

Lns cosaaxva npoduna coobuyernii SMPP HeobxoanMo HaxaTts Ha kHorKky Jlo6aBuTb B pasaene Bubnuotekn - MNpodunu onoseweHui,
BbI6paTh BapuaHT Jlob6aBuTb npodunb onoseweHua SMPP 1 3anofH1TL HeoBXoAUMbIEe MONA:

HaumeHoBaHue Onucaxue

HasBaHue Hassanue npodunsa.

OnucaHue OnucaHnne npoduna.

Xoct IP-anpec unu FQDN cepsepa SMPP, koTopbli ByAeT Uenonb3oBaThea ANA OTChIMKM SMS cooBLLUEHN.

MopT TCP, ncnonbayemsiit cepsepom SMPP. O6bluHo ana npotokona SMPP ucnonbayertcs nopt 2775, ans SMPP ¢

Mopr ucnons3osaHmem SSL -- 3550.

SSL Mcnonb3oBaTtb 1K HET LWndpaymio ¢ NoMoLLbio SSL.

INoruH Mma yueTHOM 3anucu ana noaxnouerna k SMPP-cepsepy.

MNaponb Maponk yyeTHOM 3anucu ana noaxnoueHna k SMPP-cepsepy.

Mpasuna B HeroTopbix cniyyaax SMPP-nposaiaep oxvaaeTt Homep TenedoHa B onpeaeneHHoM popmare, Hanpumep, B Buae

TpaHcnAuuu 89123456789. [ins cooTBeTCTBUA TpeboBaHMAM NpoBanaepa MOXHO yKasaTb 3aMeHy NepBbiX CUMBOSIOB HOMEPOB C OAHUX Ha
HOMmepoB apyrve. Hanpumep, 3ameHuTb BCe HOMepa, HauMHaroLueca Ha +7, Ha 8.




Mpogunu Netflow

Documentation: ¥

Product: NGFW

Version: 5.x, 6.1.9, 7.0.1

Mpodunb Netflow nosBonseT ykasaTtb napaMeTpbl HEOGXOAUMbBIE ANA OTChIKM MHPOopMaumun Ha konnekTop Netflow. Ansa cosaanua npoouns Netflow
HEoBX0AMMO HaxaTb Ha KHomMKy Jlo6aBuTb B pasnene Bubnuoteku - Mpodpunu Netflow 1 ykasats He0BX0AUMbIE NApaMeTPbI:

HanmeHoBaHue OnucaHue
HasBanue Hassanue npopuna Netflow.
OnwucaHue Onucanue npoduna Netflow.

IP-apnpec
Netflow
Konnextopa

IP-anpec cepsepa, KyAa ceHcop ByaeT 0TNpaBnATb CTaTUCTHKY.

MopT Netflow

UDP nopT, Ha KOTOPOM KOMNeKTop ByAeT NPUHUMATb CTaTUCTHKY.

NOTOKa (CeK)

KoNnnekTopa
Bepcusa Bepcua npotokona Netflow, koTopyto cneayet ucnons3osatb. Bepcus npoTokona AomkHa coBnaaaTb Ha CEHCOpPe U Ha
npoTokona KOmeKTope.

TanmayT o

aKTHBHOTO Mpu AnuTenbHLIX NOTOKAaX, HaNpPUMeEp, nepeaaya 6onbLIOro daina Yepes ceTb, BPEMA, Yepes KOTOPoe ByAeT OTNPaBNATLCA

CTaTUCTMKA Ha KOMMEKTOP, He A0XKMAAACh 3aBepLUeHUs NoToka. 3HaueHne no ymonyaHuio — 1800 cekyHA.

TanmayT
HeaKTUBHOro
NnoToKa (cek.)

Bpewms, pesepsupyemoe Ha 3aBepLUEHNE HEeaKTUBHOIO NOTOKa. 3Ha4YeHWe No YyMO4YaHuio — 15 cekyHa.

MaxcumanbHoe KonnyecTso Y4YUTbIBAEMbIX MOTOKOB, C KOTOPbIX COGVIpaeTCH M OTnpaBnAeTCcA CTaTUCTUKA. OrpaHquHMe

wabnoHa (cek.)

Konuuecteo

NOTOKOB HeoBxoAMMO Ana 3awnTel oT DoS-aTak. Mocne AOCTUXEHUA NAHHOTO KONMYECTBa NOTOKOB, BCE Nocneaytolme He ByayT
yunTbiBaTLCA. 3HaYeHne no ymonyaxuio — 2000000, yctaHosuTte 0 ANA CHATMA OrpaHnyeHus.

OTnpaBnATb

MHpopmauuio ||OTnpaenaTe MHdopmaumnio o NAT npeobpasoBaHusx B ctaTucTUKy Netflow.

NAT

YacrtoTa 3

oTnpasku KonnuecTBO nakeToB, Nocsie KOTOPbIX WaBnoH OTAPaBNAETCA Ha MpUHUMAarOLLMiA xocT (Tonbko AndA Netflow 9/10). LLla6noH

wabnona COLEPKUT MHPOPMALIMIO O HACTPOWKE CaMOro YCTPOWCTBA M Pa3SINUHYIO CTaTUCTUUECKYIO MHPOPMALIMIO. 3HAYEHWE MO YMONYaH1Io
— 20 nakeToB.

(naKeToB)

Mepuon o .

oTnpasku Bpewms, uepes koTopoe cTapblit LWaboH oTnpasnAeTca Ha NpUHUMAaoLLMiA XocT (Tonbko anda Netflow 9/10). La6nox coaepxut

craporo MHPOPMALMIO O HACTPOVIKE CAMOro YCTPOWCTBA M Pa3NMUHYO CTATUCTUUECKYO MHPOpMaUmio. 3HadeHre no ymonyaHuto — 1800

CEeKyHA.




Mpodwunm SSL

Documentation: ¥
Product: NGFW
Version: 6.1.9, 7.0.1

Mpodunb SSL nossonAeT ykasatb NPOTOKOMbI SSL 1nn oTAenbHbIe anropuTMbl LWUMGPOBAHWA U LMPPOBOW NMOANUCH, KOTOPbIE B AaSIbHENLLEM MOTYT
6bITb UCMOML30BaHbI B NpaBuiax MHCMEKTMPoBaHKUa SSL, B HACTpoKax BEG-KOHCOMM, CTPaHHWLbl aBTOpU3aL M1, CTpaHULbI BIIOKMPOBKM, BeB-nopTarne.

AnAa cozpaanus npoduna SSL HeobxoanMO HaxaTb Ha kHorky Jlo6aBuTb B pasaene Bubnuoteku - NMpodpunu SSL 1 ykasatb HeobxoanMble
napameTpei:

HanmeHoBaHue Onucanue
HasBaHue Hassanue npopuna SSL.
OnucaHue Onucanune npodpuna SSL.

MuHumanbHaA Bepcua TLS — ycTaHaBnMBaeT MMHUMAIbHYHO Bepcuio TLS, KoTopaa MOXeT BbiTb UCNONb3oBaHa B JAHHOM
npogwune.

MpoTtokonbl SSL |[MakcumanbHafa Bepcua TLS — ycTaHaBnuBaeT MakcuMarnbHyo Bepcuto TLS, KoTopas MOXeT BbiTb UCMonb3oBaHa B AaHHOM
npodwune.

Ob6a 371 napameTpa onpeaensioT AnanasoH Bepcuit TLS, koTopble ByAyT NOAAEPKUBATLCA AAHHBIM MPODUNEM.

[laHHbIM pasaen no3sBonseT BblbpaTe HE0OX0AMMbIE anropUTMbl LUIMGPOBAHWA U LMPPOBOW NoANMcH. Bo3MOXHbIE 3HAUEHUs
yKasaHbl B BUZ€ CTPOK, B KOTOPbIX NEPEYMCIEHbI anropuTM M NOANUCH. AIMUHUCTPATOP MOXET yKasaTb TOMbKO Te Habopbl
anropuTMOB U NOAMNWUCEN, KOTOPbIE CUMTAET HYXHbIM AnA 6esonacHoi padoTel opraHusalmn. CrMCoK NoAAepKUBAEMbIX
KOMOUMHaL WA crieayroLui:

« TLS AES 128 CCM SHA256

« TLS AES 128 GCM SHA256

« TLS AES 256 GCM SHA384

« TLS DHE DSS WITH 3DES EDE CBC SHA

« TLS DHE DSS WITH AES 128 CBC SHA

« TLS DHE DSS WITH AES 128 CBC SHA256

o TLS DHE DSS WITH AES 128 GCM SHA256

« TLS DHE DSS WITH AES 256 CBC SHA

« TLS DHE DSS WITH AES 256 CBC SHA256

« TLS DHE DSS WITH AES 256 GCM SHA384

« TLS DHE RSA WITH 3DES EDE CBC SHA

« TLS DHE RSA WITH AES 128 CBC SHA

« TLS DHE RSA WITH AES 128 CBC SHA256

« TLS DHE RSA WITH AES 128 GCM SHA256

« TLS DHE RSA WITH AES 256 CBC SHA

« TLS DHE RSA WITH AES 256 CBC SHA256

« TLS DHE RSA WITH AES 256 GCM SHA384

« TLS ECDH ECDSA WITH 3DES EDE CBC SHA
« TLS ECDH ECDSA WITH AES 128 CBC SHA

« TLS ECDH ECDSA WITH AES 128 CBC SHA256
« TLS ECDH ECDSA WITH AES 128 GCM SHA256
« TLS ECDH ECDSA WITH AES 256 CBC SHA

« TLS ECDH ECDSA WITH AES 256 CBC SHA384
« TLS ECDH ECDSA WITH AES 256 GCM SHA384

« TLS ECDH RSA WITH 3DES EDE CBC SHA




Habopbi

aHeaWEaHUe
wudppoBaHuUa

LS ECDH RSAWITH AES 128 CBU SHA

TLS ECDH RSA WITH AES 128 CBC SHA256

OnucaHue

TLS ECDH RSA WITH AES 128 GCM SHA256
TLS ECDH RSA WITH AES 256 CBC SHA

TLS ECDH RSA WITH AES 256 CBC SHA384
TLS ECDH RSA WITH AES 256 GCM SHA384
TLS ECDHE ECDSA WITH 3DES EDE CBC SHA
TLS ECDHE ECDSA WITH AES 128 CBC SHA
TLS ECDHE ECDSA WITH AES 128 CBC SHA256
TLS ECDHE ECDSA WITH AES 128 GCM SHA256
TLS ECDHE ECDSA WITH AES 256 CBC SHA
TLS ECDHE ECDSA WITH AES 256 CBC SHA384
TLS ECDHE ECDSA WITH AES 256 GCM SHA384
TLS ECDHE RSA WITH 3DES EDE CBC SHA
TLS ECDHE RSA WITH AES 128 CBC SHA

TLS ECDHE RSA WITH AES 128 CBC SHA256
TLS ECDHE RSA WITH AES 128 GCM SHA256
TLS ECDHE RSA WITH AES 256 CBC SHA

TLS ECDHE RSA WITH AES 256 CBC SHA384
TLS ECDHE RSA WITH AES 256 GCM SHA384
TLS GOST2012256 WITH 28147 CNT IMIT

TLS GOSTR341001 WITH 28147 CNT IMIT

TLS RSA WITH 3DES EDE CBC SHA

TLS RSA WITH AES 128 CBC SHA

TLS RSA WITH AES 128 CBC SHA256

TLS RSA WITH AES 128 GCM SHA256

TLS RSA WITH AES 256 CBC SHA

TLS RSA WITH AES 256 CBC SHA256

TLS RSA WITH AES 256 GCM SHA384

YcTaHOBKa
anropuTmMoB
wurdposaHUa
ana
cTaHAapTHbIX
NpOTOKONOB

JlaHHbIN pasaen MoXHo Ucnonb3oBaTb ANA obneruexun Bbl60pa HeobXoAUMbIX anropuTMoB LWWKMdpoBaHUA U Nnoanucu Ana
CTaHAapTHbLIX NPOTOKOS10B TLS. A,ClMVIHVICTpaTOp MOXET yKasaTb B none Bb|6epvn'e NPOTOKON ANnA YCTaAaHOBKU anroputmMmoB
HeobxoauMble BEpCKUn NpoTOKONOB TLS, HaxaTb Ha KHOMKY anMeHMTb, M anropuTMbl, COOTBETCTBYHOLLIME BblépaHHOﬁ Bepcuun
NPOTOKONa aBTOMaTU4YEeCKU 6y£|,yT oTMeudeHbl. MoXHO nocneaoBaTenbHO 406aBUTb HECKOBKO Bepcmﬁ NpOoTOKOa TLS.

Mo ymonuaHuio B NPoAyKTe co3aaHo HECKOMbKO Npodunei SSL, KoTopkie MOryT GbITb MCMOMb30BaHbl aAMWHUCTPATOPOM KaK ecTb, 6o

U3MeHeHbI/yaaneHsl npu HeobxoanmocTu. CosaaHbl cneaytowme npopunu SSL:

HaumeHoBaHue

OnucaHue

Default SSL
profile

« [lpaBunax uHcnekTuposaHua Tpadpmka SSL.
o [nAa ctpanuubl aBTopusaumu Captive-noprtana.
« [na cTpanubl 6rOKUPOBKK.

« BBe6-noprane.

ColepxuT anropuTMbl M NOANKUCH, cooTBETCTBYIOWME Bepcuam ¢ TLS v.1.1 o TLS v.1.2. 310 Hanbonee pacnpocTpaHeHHbIe
BEPCHU MPOTOKOSIOB, UCMOMNb3yeMble B CETU UHTEPHET B AaHHOe BpeMA. [laHHbIN Npodunb MCNOMb3yeTCA NO YMOMYaHUIO B:




HaumeHoBaHue OnucaHue

Default SSL
profile CoaepxuT anroputmbl M NOAMUCH, COOTBETCTBYIOLME Bepcun TLS v.1.3. o ymonuaHuto He ucnosnb3ayerca.
(TLSv1.3)

CoanepxuT anroputmbl u noanucu, cootsetctaytowne TLS ¢ FTOCT-anroputmamm (TLS GOST2012256 with 28147 CNT IMIT n TLS
Default SSL GOSTR341001 with 28147 CNT IMIT). MoxeT 6biTb UCNONb30BaH B OpraHu3aumax, rae Tpedyetca UCnonb3oBaHUe AaHHbIX
profile (GOST) |[anroputmoB, Hanpumep, ana Be6-noprana. Moaaepxka AaHHbLIX NPOTOKOMOB A0MKHA Takke BbiTb 06ecneyeHa co CTOPOHbI
“cnosnb3yembix 6paysepoB. Mo yMOMYaHUIO He UCTIONb3yeTCA.

CoaepXuT anroputmbl M NOAMUCH, COOTBETCTBYIOLME Bepcuam ¢ TLS v.1.0 ao TLS v.1.2. [JaHHbIM npodunb NCMonb3yeTca no
Default SSL  ||ymonuanuio ana npenoctasnequna SSL-aoctyna B BeG-KOHCOMb.

profile (web
console) BamHo! M3veHeHne aaHHoro npoduna cneayet NPoOM3BOAUTL C OCTOPOXHOCTBIO. YKasaHWe anropuTMoB, He MoAAEPKUBAEMbIX
BalLMm Bpay3epom, MOXET NMPUBECTM K NOTepe AoCTyna B BeO-KOHCOMb)!
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