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ﬂMaFHOCTMKa U MOHUTOPWUHI



MoHWUTOPKUHI TpadumKa

Documentation: ¥
Version: 6.1.9, 7.0.1
Product: NGFW

Pasnen MoHMTOPUHT TpadHrKa No3soNAET NOMy4nTb CIMCOK BCEX MOMb30BATENLCKUX COEANHEHUH, ycTaHoBNEHHbIX Yepe3 NGFW B peanbHoM
BpemeHu. CoeiMHEHNEM CUMTAETCA YHUKASIbHOE coveTaHne aapeca MCTOUHMKA, aapeca HasHaveHua 1 nonb3osarena (ecnu onpeaenex). na
Ka)KAOro COeMHEHNA 0TOBPaXKAIOTCA MIHOBEHHbIE 3HaYeHHs ckopocTu nepeaaum (TX) u ckopocTtv nprema (RX). MmeeTca BO3MOXHOCTb COPTUPOBKH
BbIBOAWUMBIX J@HHbIX MO KaXAOMY CTOMOBLY, a TaKke BO3MOXHOCTb CO3AaTh BNOKUPYIOLLEE NPABMIO MEXCETEBOTO SKPaHa MM NPaBUIIO OrPaHUYEHNUs
MPOMYCKHOM cnocoBHOCTH ANnA BbIBpaHHOro 13 cnucka IP-aapeca MCTOYHMKA.

MpumeuanmnellpoLlecc NocTpoeHns AaHHOMO oT4eTa TpedyeT BONbLUIEro KONUYECTBa BbIYMCIIMTENBHBLIX pecypcoB NGFW 1 npu 6onbliom o6beme
nepenasaemoro Tpapuka MoXeT NPUBOAUTL K BLICOKOW 3arpysKe npoleccopa. He pexomeHayeTtca AepxaTb AaHHYH CTPaHWULy OTKPLITOHW BO
usbexaHnue U3NULLHER Harpysku Ha M3.



MapLupyThl

Version: 6.1.9, 7.0.1

Product: NGFW

Documentation: [#

Pasaen MapLwpyTbl no3BofifeT Nosly4uTh CMIMCOK BCEX MApLUPYTOB, yKasaHHbIX Ha onpeaeneHHoM yane UserGate v Ha onpeaesieHHOM BUPTYanbHOM
MapLLpyTM3aTope Ha y3se knactepa. [na npocMoTpa MapLLpPyTOB HEOOXOAMMO HaXaThb Ha KHOMKY PUABLTP 1 yKasaTh TUMbl MapLLPYTOB, KOTOPLIE
HEeo6x0aUMOo 0ToOPasnTb. BO3MOXHO yKasaTh criefytolime Tunbl MapLLpyTOB:

« MoaknioueHHble K MHTepdecam — MapLUPYThl K CETAM, KOTOPbIE NOAKOYEHB! HEMOCPEACTBEHHO K MHTepdeiicam UserGate. laHHble
MapLupyThl ByAyT noMeveHbl cMMBOSIOM C B CIMCKE MapLUpPYTOB.

» 3apaHHble CTaTMYECKW — MapLUpPyThl, 3aaHHble cTaThuecku B pasaene CeTb -> MapwpyThl. [JaHHbIE MapLpyThl ByayT NOMEUeHb
cumBosioM K B cnivcke MapLupyTos.

o OSPF — mapLupyThl, nony4eHHsle no npotokony OSPF. [laHHble MapLupyTel 6yAyT noMeyeHsl cumMBoniom O B crivcke MapLUpyTOB.
o BGP — mapLupyThbl, nonyyeHHble no npotokony BGP. JlaHHble MapLpyThl OGyayT noMeyeHbl CMMBOSIOM B B crincke mMapLupyToB.

OTOépa)KaeMblﬂ CNUCOK MapLUPyTOB MOXHO CKayaTb B BUAE TEKCTOBOro q>a171r|a C NomoLLbto KHOMKKM - CKavaTb Bce MapLpyThbl.



VPN

Version: 6.1.9, 7.0.1
Product: NGFW
Documentation: ¥

Pasznen VPN oToBpaxaeT Bcex nonb3oBateniel U Bce cepBepsbl, NoakntoueHHsbie no VPN k aaHHOMY cepBepy. [nA KaXaoro CoeaAMHeHUs
oToBpaxaeTcA cneayrolan MHPOPMaLKA:

« MNonb3oBarenb — 1MA Nosb3oBaTens, NoA KOTOPLIM NMPOU30LLNA ayTEHTUDUKALMA COEANHEHHA.
« Ponb atoro cepBepa — KMEHT unu cepsep.

« Bpems ceccun — npoJomKUTENBHOCTb YCTAHOBIEHHOMO COEANHEHUA.

« TyHHenbHbIN IP — agpec, Ha3HauyeHHbIM AaHHOMY KITMEHTY B BUPTyarnbHOW YaCTHOW CEeTK.

« IP-appec — aapec, ¢ KOTOPOro MHMLUKUMpoBaHo coeanHeHne VPN.

+ Geo IP — ctpana no Geo IP, oTKyna ycTaHOBNEHO COEAMHEHME.

« lUudpposaHue — Tvn WMdPpoBaHUA



Be6-noptan

Version: 6.1.9, 7.0.1
Product: NGFW
Documentation: ¥

Pasznen Be6-noptan oTo6paxaeT BCex Nofb3osaTenei v Bce cepBepb!, NOAKMOUEHHLIE Yepes BeG-nopTan K JaHHOMY cepaepy. [na Kaxaoro
coelMHeHUsA oToOpaxkaeTca crneaytolwan MHdopMaums:

o UMA — nwvAa nonb3oBaresna, NoA KOTOPbIM NpousoLlia ayTeHTVICpVIKaL[,VIFl coealuHeHuUA.
« Hauano ceccun — BpeMaA, Koraa nonb3oBaTtesib NOAKITHOYNUIICA K CEePBUCY.
. I'Ipononmwren bHOCTb — NPOAOJDKUTENIbHOCTb COeAUHEHUA.
¢ IP ncroununka — IP-agpec nono3osarens.
« Useragent — useragent nonb3oBatesnbckoro 6paysepa.
MoxHo 3aaaTb neproa 0GHOBMIEHWA AaHHOTO OKHA OT 3-X CeKyHZ [0 OAHOW MUHYTHI UM YCTAHOBUTL OOHOBIIEHWUE BPYUHYHO.

A.D,MMHMCTpaTOp nmMeeT BOSMOXHOCTb NPUHYANTENbHO 3aKPbITh onpe,uenéHHylo ceccuio. [nA aToro Haao BblAENUTL €€ U HaXaTb KHOMKY saKpblTb
Ceccuio.



3axBaT nakeToB

Version: 5.x, 6.1.9, 7.0.1
Product: NGFW
Documentation: ¥

Pasnen 3axsaT nakeToB nNo3BONAET 3anucaTb TpadvK, yA0BNETBOPAOLLMIA 3a4aHHbIM YC0BMAM, B pcap-pann ana AasbHenLero aHanusa ¢
NMOMOLLIbIO CTOPOHHUX CPEACTB, Hanpumep, wireshark. 310 6biBaeT HEOBXOAMMO ANA AUArHOCTUPOBAHUA CETEBBIX MPOBEM.

Pasaen coctouT 13 Tpex yacteu:

o DUNBTPbLI — 31€Cb ONPEAENATCA YCIIOBMUA, MO KOTOPLIM ByAeT 3anucbiBaTbCA TpadyK. B kauecTse ycnoBuidi MOryT BeICTynaTb aapec
MCTOYHMKA, NOPT MCTOYHMKA, aAPEC Ha3HaYeHA, NopT HasHayveHna, npotokon Ethernet, npotokon IPv4. Cnncok npoTtokonos IPv4 MoxHO
nocMoTpeTb No cebinke http://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml.

« MMpaBuna — B npaBunax ykassiBatotcA MHTEpdeiickl UserGate, Ha KOTOpbIX HEOBXOAWMO 3anuckiBaTh TPAdHUK, GUNLTPLI, CO3AaHHbIE paHee,
“MA 1 pasmMep $aiina, B KOTOPbIM 3anUcLIBAETCA NepexBayeHHbIi TpapuK.

o ®annbl — cioaa nomvewyaotca Gainbl ¢ 3anMcaHHbIM TpaduKoM. Mx MOXHO ckayaTb AnA aHanusa unv yaanutb.

Yrto6bl 3anucatb TpapuK, Heo6Xx0AMMO BEINOMHUTL cneaywuiune waru:

HaumeHoBaHue OnucaHue

OnuroHanbHo. MoXHO BOCnonb30BaThCA NPeAyCTaHOBNEHHBIMU GUNbTPAMKU UK NUcaTh BeCb Tpaduk,

LLlar 1. Co3aatb He06X0AUMbBIN PUILTP.
A A ® P He GUnbTPyA ero.

Cospaatb NpaBusIo, B KOTOPOM yKasaTb UMA Npasuna, va daina, MakcuMarbHbli pasmep

LLlar 2. CosaaTb npasuno. _
3anucbiBaemoro daina u Heobxoanmble GUNBTPBI.

Lar 3. BblﬁpaTb Heobxoanmoe npaBuno BblépaTb Heobxoanmoe npaBnJ1I0 U HaXXaTb Ha KHOMKY Hauatb 3anucb. 1o okoHYaHWK npexkpaTuTb
W Ha4yaTb 3anuncb. 3anuCb, HaXXaB Ha KHOMKY OCTaHOBUTb 3aMnuUChb.

LLar 4. B pasaene ®annbl, ckayatb

"~ o CkayaTb pcap-dain ana aHanusa.
nosyYeHHbI pann. pcap-¢ A



http://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml

3anpochbl B 6enblii CMMCOK

Documentation: ¥
Version: 5.x, 6.1.9, 7.0.1
Product: NGFW

Mpu 61OKMPOBKE CAaNTOB C MOMOLLbIO NPABMIT KOHTEHTHOM PUNbTPAaLMK NoMb3oBaTesb NOMy4YaeT CTpaHULy GNIOKMPOBKU C YKasaHWeM NPUUMHBbI
GrOKMPOBKYM, Ha KOTOPOM YKasaHbl UMA NpaBuna, KaTeropus carTa u/mnu Mopdonoruyeckan 6asa, YepHbIA CNIMCOK, U3-3a KOTOPLIX CanT Obin
3abnokupoBaH. Kpome atoro, cTpaHuua 6110KMpoBKM NpeanaraeT nosib3oBaTesto caenarh 3anpoc Ha Ao6asrneHne 4aHHOro caita B Genbiit CUCOK B
criyyae, ecrnv nosb30BaTesb He cornaceH ¢ 6110KkMpPoBKOM pecypca. Mpu HaxaTuu Ha KHornky JJo6aBUTb B Genbii CAMCOK 3anpoc Ha AobasneHne
NOABIAETCA B CMIUCKE 3aNpoCcoB B pasaese 3anpockl B 6enbiit CIMCOK. AAMMHUCTPATOP MOXET OCYLLECTBUTb CriedytoLne AeNCTBUA C 3anpocoM
nonb3oBarens:

HaunmeHoBaHue OnucaHue

Ho6aBuTb B [o6asnTb AaHHbI URL B Benblit cnucok. AaMunucTpatopy 6yaeT npeanoxeHo uamernts URL v BeiBpaTh 6enblit CNncok, B
6enblit CMUCOK ||KOTOPLIM HEOBX0AMMO A06aBUTL AaHHBIA PECYpPC.

Ynanutb Yaanutb AaHHbIR 3anpoc 13 CnucKa 3anpocos.

Lo6aBuTb 3anpolueHHblin URL B cnMcok OTKNOHEHHbIX 3anpocoB. Mpu nocneayrowinx 6nokmpoekax aaHHoro URL ctpaHuua

OTKNOHUTB N

URL 6roKkMpoBKuY He ByaeT coaepxatb kHorku Jlo6aBuTb B Genbiin cnucok . CrMCOK OTKOHEHHbIX AomeHoB 1 URL oTo6paxaetca B
OKHe OTKJIOHEHHbIX 3anpoCoB.

OTKNOHUTE Lo6aBnTb AoMeH 3anpolueHHoro URL B CMCOK OTKIOHEHHBIX 3anpocos. Mpu nocneaytowux 6nokuposkax nobéoro URL aaHHoro

noMeH nomeHa cTpaHuua 61oKMpPoBKY He ByaeT coaepxarb KHOMKK Jlo6aBuTb B 6enbiit CNMCOK . CNMCOK OTKIOHEHHBIX AoMeHoB 1 URL

0T06pa)KaeTCF| B OKHE OTKJIOHEHHbIX 3anpocos.

AAMUHUCTPATOP MOXET NPOBEPUTHL KATErOPUI0 MHTEPHET-pecypca ¢ noMoLlbio dopmel MpoBeputb URL. B criyuae, ecnn pecypc oTHOCHUTCA K
HEKOPPEKTHOW KaTeropuun, aAMMHUCTPATOP MOXET cAenaTb 3anpoc Ha CMEHY KaTeropuu UinmM M3MeHUTb KaTeropuio CaMoCTOATENbHO NOKANbHO Ha
CBOEM YCTPOWCTBE.

[na Toro, 4uToBbl cAenaTb 3anpoc Ha CMEeHy KaTeropuu, HEOGXOAMMO HaXaTb Ha KHOMKY MpeAnoMUTL KaTeropuio. 3anpoc Ha CMeHy Kateropuu 6yaet
oTnpasrneH B komnanuio UserGate, rae GyneT npoBepeH, U B Criyyae NoATBepxAeHNs ByaeT BHeCEH B 6nmxaiiuee o6HoBneHWe 6asbl KaTeropuii
cawrtos UserGate URL filtering.

na Toro, 4ToBbl CMEHUTL KATErOPHUK JIOKANbHO, HEOOXOAMMO HaxkaTb Ha KHOMKY M3MEeHUTb KaTeropuio M HazHauWTb A0 ABYX HOBbLIX KATEropui.
MocMoTpeTb BCe CanThbl C MBMEHEHHBIMM KaTeropuaMK MOXHO B pasaene Buénuoteku -» U3meHeHHble kateropun URL. Mpu nocneayrowei
NPOBEPKE KaTeropuit Ansa AaHHOro caiTa B KayecTse Kateropuit OyayT Bo3BpalLeHbl TONbKO HOBbIE KATEropumn 1 cneuuansHan Kateropus, B KOTOPYHO
BK/tOYAIOTCA BCE CaThl C UBMEHEHHbIMW KaTeropusamu - MepeonpeaeneHHble Nonb3oBaTenem Kateropuu. bornee noapo6HoO 06 M3MeHeHUH
KaTeropwi Ans onpeAeneHHbIX CauToB ONMCaHo B paszene pykoBoAcTBa 3anpock! B 6esblit CIUCOK.



TpaccupoBska npaswn

Version: 6.1.9, 7.0.1
Product: NGFW
Documentation: ¥

C NOMOLLbO TPACCMPOBKHY NPaBusT aAMUHUCTPATOP MOXET NOCMOTPETb, Kakue npasuna cpadaTtbiBatoT npu 06paboTke nonb3osaTensckux HTTP(S)-
3anpocoB. ATO MOXET ObITb KpaitHe NONE3HO NpU onpeaeneHnk NPoGrem ¢ AOCTYNOM K OnpeAeneHHbIM caiTam. [ina TpacCUpOoBKY NpaBus
HE0BX0AMMO BbINOSHUTL Criedytolwne AedCTBUSA:

HaunmeHoBaHue OnucaHue

Haxatb Ha kHornKy HacTpouTb B pasaene JuarHocTUKa M MOHMTOPHWHT - TpacCUMpOBKa NpaBUA ¥ ykasaTb napameTpb
dunbTpa:

« CTpoKa — cTpoKa B 3anpoce nonb3osarend, Hanpumep, nma aomeHa, URL, npasuna KOHTEHTHON duibTpaumu.
LWar 1. Cosnatb

HeobxoanMbIi « lMonb3oBaTtenb — nonbL3oBatenb, oépaéoTKy 3anpocoB KOTOporo Heobxoanmo npoAanarHocTnpoBaTthb.

unbTP.
« IP-apgpec uctouHnka — IP-aapec, ¢ KOTOPOro Nosib3oBaTesb OCYLLECTBAET 3anpoc.

dUnbTp HEOBXOAMM ANA OrpaHUYeHUs BEIBOAA AMArHOCTUYECKON MHdOPMaLmMK. Ecnu ero He 3agaTth, TO MOryT BbiTh Takke
oToBpaxeHbl pesynbTaThl 06paBoTKY 3anNpoCcoB APYrMX Nonb3oBaTene.

LLlar 2. 3anyctuTb

HaxaTb Ha kHonKy HauaTtb.
TPacCHUPOBKY.

LLar 3. OTKpbITb MonpocuTb Nonb3oBaTens OTKPLITE NPOBNEMHbIN CaiT M HabNtoaaThb, Kake Npasuna cpabaTbiBalOT NPU OTKPBITUK canTa.
npo6nemHbIi caiT.  ||ByayT ykasaHbl BCe npaBuna, KOTopbIe BhINOSTHAKTCA BO BpeMs 06paboTku Nonb30BaTENbCKOro 3anpoca.

Mpumeuanuellpy Tpaccuposke oTobpaxatotca cpadoTasiumne npasuna ICAP, Hcnekunn SSL 1 KOHTEHTHOW dUnbTpaLuu.

AZAMMHUCTPATOP MOXET NPOBEPUTL COAEPXKaHMe 0ToBpaXaeMoro B TpaccupoBke MHTepHeT-pecypca ¢ NoMoLLbio GopMbl OTKPbITb calT. C NOMOLLbIO
¢dopmbl [lo6aBuTb B 6enbiii CNMCOK aAMUHUCTPATOP MOXKET NOMECTUTL BbIBPaHHbLIN PECYPC B OAMH M3 CYLLECTBYIOLMX B cucTeme cnuckos URL.



Ping

Version: 5.x, 6.1.9, 7.0.1
Product: NGFW, UGMC, LogAn, SIEM
Documentation: ¥

C NOMOLLbIO YyTUANTBI Ping MOXHO AMArHOCTUPOBATL AOCTYMHOCTL CETEBLIX PecypcoB. MNapameTpbl kKOMaHAb! ping:

HaumeHoBaHHne OnucaHue
Ping host XOCT, KOTOpbI HE0OXOAUMO NPOBEPHUTD.
TTL MakcrmManbHOoe KOMMYeCcTBO MPOMEXYTOUHBLIX XOCTOB, KOTOPOE paspeLLIeHO NPOMTH Ha MYTH K NPOBEPAEMOMY XOCTY.

Anpec BblGpaHHOro MHTepdeiica GyaeT MCMoNb3oBaThCA B KAYECTBE aApeca UCTOYHWKA ANA BbINOMHEHWSA ping, a HTepdeiic

UnTepdenc
oTnpasku nakeTa 6yAaet BbiBpaH cornacHo Tabnuue MapLupyTM3aLmu.

CueTumnk Konunuectso NOBTOPOB.

Moka3sbiBaTb

timestamp ﬂ,O6aBJ'IF|eT timestamp B BbIBOA KOMaHAbI.

He pesonsutb

UmeHa Onepuposartb IP-agpecamu, He NpeoOpa3oBLIBas UX B AOMEHHbIE UMEHA.




Traceroute

Version: 5.x, 6.1.9, 7.0.1
Product: NGFW, UGMC, LogAn, SIEM
Documentation: ¥

C nomoLLbto YyTUAUTLI traceroute MOXXHO NPOBEPUTL Ny Tb CIeA0BaAHUA CETEBLIX NAKETOB K onpeaenieHHOMy XocTy. [NapameTpbl koMaHabl traceroute:

HaumeHoBaHue OnucaHue

Traceroute host XocT, KOTopbI HE0OXOANUMO NPOBEPHUTD.

Ucnonb3oeatb ICMP ||Mcnonb3osatb npotokon ICMP ana BeiNofHEHWA KoMaHAbl traceroute. Ecnu He ykasaHo, To ucnonb3ayetca npotokon UDP.

UnTepdenc C KaKkoro ceTeBoro MHTepdeica BbINOSHATL KOMaHAY .

He pe3onButb MmeHa ||OnepuposaTh |P-agpecamu, He npeoBpasoBbiBan UX B AOMEHHbIE MMEHa.




3anpoc DNS

Version: 5.x, 6.1.9, 7.0.1
Product: NGFW, UGMC, LogAn, SIEM
Documentation: ¥

Mcnonbaya sanpoc DNS, aamuHucTpatop MoxeT npoeepuTb paboty DNS-cepsepoB.

HaunmeHoBaHue OnucaHue

DNS-3anpoc (xocT) DNS vma ana nposepky.

IP ncrtounuka 3anpoca||OaunH u3 IP-aapecos, HasHauyeHHbIx UserGate.

DNS cepBep DNS cepgep, kyaa nocbinatb 3anpoc.

Mopt UDP nopT, ncnone3yemeli AnA 3anpoca.

Tun DNS-3anpoca Twn 3anpoca.




OnoBelyeHUuna



OnoselyeHUs

Documentation: ¥
Product: NGFW

Version: 5.x, 6.1.9, 7.0.1

MpaBuna onoseLleHU

JaHHbIM pasaen no3BonAeT onpeaenuTb NpaBua ONoBELLEHNUH, KOTOPbIE B AaNIbHENLLEM MOXHO UCMOSb30BaThb AS1 OTChISIKMA ONOBELLEHUI O
pasnnuHbIX TUNax cobbITHiA, HaNpUMep, BLICOKOW 3arpyske CPU unv oTnpaske napona nosb3osaresnto no SMS. [ina cosaaHua npasunia onoBeLyeHui
Heo6X0AMMO BbINOMHUTL CReaytoLmue Lar:

HanmeHoBaHue OnucaHue

onoseLyeHuna.

Lar 1. Co3aaTb 0AWH UK HECKOMBKO NpodUnen

CwmoTpuTe pasaen Mpodunv onoBeLLeHnN.

ONOBELLEHWUN.

LLlar 2. Co3aatb rpynnbl nonyyarenei

CmoTpuTe pasaentl MouToBble aapeca u Homepa TenedoHoB.

LLlar 3. Co3aaTb NpaBusio OMNOBELLEHUS.

Bo Bknaake [iInarHocTUKa U MOHUTOPUHT B pasgene OnoBelyeHUA - I'IpaBuna
onoBeLeH1n no6aBuTb npasuno.

Mpv no6asneHnn npasmna HEOBXOAUMO yKasaTb CreaytoLne napameTpb:

HanmeHoBaHue OnucaHue
BxknioueHo Brntoyaet unu oTknovaeT AaHHoe Npasuio.
HasBaHue HassaHnue npasuna.
OnucaHue OnucaHve npasuna.
Mpodunsb CospaaHHbIit paHee npodunb onoselyeHna. [ina npodpunen SMPP nossutca 3aknaaka Ana ykasaHua agpecaTos B BUAE
onosellyeHnA TenedoHHbIX Homepos, AnA SMTP noasuTCA 3axknaaka AnAa ykasaHuA aapecartos B Buae email-aapecos.
or OT Koro 6yAeT NPUXOANUTb OMOBELLEHME.
Tema Tema onoseLleHus.

TanmayT nepen
NOBTOPHOWM
OTNpPaBKOW, CEKYHA

YKaxuTe TaiimayT, B Te4eHWe KOTOPOro cepsep He ByeT oTnpasATk COOBLLEHWe NPU NOBTOPHOM cpabaTbiBaHUK JaHHOTO
npaeuna. [JaHHas HacTpoiiKa No3BONAET NPEAOTBPATUTL LUITOPM COOOBLLEHHMI NpK YacToM cpabdaTbiBaHUK NpaBunia
OMOBELLEHMA.

CobbiTua YKapkuTe coBbITUA, A8 KOTOPLIX HEOGXOAUMO MOMyYaTb OMOBELLEHMS.
TenedoHbl [na SMPP-npoduna. Ykaxute rpynnbl HOMepoB TenedoHOB, Kyaa oTnpasnate SMS-onoseLyeHnAa.
Emails Ona SMTP-npoduna. YkaxuTe rpynnel agpecos email, Ha KoTopble ByAyT OTNPaBNATLCA NOYTOBLIE OMOBELLEHHSA.




SNMP

Documentation: ¥

Product: UserGate NGFW

Version: 6.1.9, 7.0.1

UserGate NGFW noaaepxusaet MoHMTOpUHT no npotokonam SNMP v2c n SNMP v3. PeannsosaHa noaaepxxa kak SNMP-3anpocos (SNMP queries),

TaK 1 yBeAOMIIEHU

(SNMP traps), 4To NO3BONAET KOHTPOMPOBATL KPUTUYECKM BaXKHbIE NapaMeTpbl YCTPOMCTBA C MOMOLLIbIO KOPNOPaTUBHbLIX

nnatdopm SNMP-MoOHMTOPUHrA.

JinAa HacTpoWKKM MOHMTOPKUHIa ¢ nomoLybio SNMP:

1. OTkpoiiTe gocTyn k cepeucy SNMP B cBoiicTBax 30Hbl MHTepdeiica, K KoTopoMy GyAeT NPOUCXOANUTb NOAKMUYEeHUE No npoTokony SNMP.

2. Cospaitte npasuno SNMP.

[na cosnanusa npasuna SNMP nepeitaute B pasgen JMarHOCTMKa U MOHUTOPUHT - OnoseleHua > SNMP, HaxmuTe Jl06aBUTB W yKaxuTe
3HayYeHMA napameTpoB npasuna.

SNMP-3anpocbl

MapameTp OnucaHue
HasBanue
HassaHwue npasuna
npasuna
IP-appec o
cepeepa ans IP-anpec cepepa Ans yBeAOMIIEHUI U NOPT, HA KOTOPOM cepBep cnyLuiaeT onoselleHnsa. O6blyHo 310 nopT UDP 162. laHHan
Tp’a)nog HacTpoika Heo6xoAMMa TOMLKO B criyyae, ecnv Heo6xoauMmo oTnpaenaTe yeeaomneHusa (SNMP traps) Ha cepeep onoBeLleHui
KOMBIOHHTH SNMP community — cTpoka ana uaeHtudukauum yctponctaa UserGate u cepsepa ynpasnenuna SNMP ana sepcun SNMP v2c.
Mcnonb3yiTe TONbKO NaTuHCK1e ByKBbI U LMpbI
Heob6n3atencHblit napameTp, onpeaenstowmnii SNMP context. MoXXHO MCNONb30BaTh TONMLKO NaTUHCKUE BYKBLI U LMPbI.
Ha HekoTopbIX ycTporcTBax MOXeT ObiTb HECKOSIBLKO KoMUi nonHoro noaaepesa MIB. Hanpumep, Ha ycTporcTBe MOXeET BbiTb
KoHTekcT CO3AaHO HECKOBKO BUPTYanbHbIX MapLUpyTM3aTopoB. Kaxkabli Takon BUPTYanbHbIM MapLupyTM3aTop OyAeT UMeTb NonHoe
noaaepeso MIB. B atom criyuae kaxablil BUPTYasibHbIM MapLUpyTM3aTop MOXET ObIThb YKasaH Kak KoHTeKcT Ha cepeepe SNMP.
KoHTeKkcT onpenenaeTcA no uMeHu. Koraa KNneHT oTnpaBnAeT 3anpoc, OH MOXET yKkasaTb UMA KOHTeKCTa. Ecrin uma koHTexkcTa
He yKkasaHo, OyAeT 3anpoLLEeH KOHTEKCT MO YMOTUYaHHUIO
Bepcus Bepcua npotokona SNMP, koTopas 6yzeT ucnonb3oBaTbcA B JaHHOM npasusie. BoamoxHbl BapuaHTel SNMP v2¢ v SNMP v3
PaspewuTtb

Mpu BKNOUEHUM paspelaeT nonydeHve u obpadoTky SNMP-3anpocos ot SNMP-meHeaxepa

ayTeHTUHUKaLUKN

Paspewmrs Mpu BrtoueHun paspelaet otnpasky SNMP-Tpanos Ha cepBep, HACTPOEHHbIN ANA NpYemMa OnoBeLLEHUI
SNMP-Tpanbi p pasp pasky p psep, p a p Ly
Monb3oBartennb |[Toneko aAna SNMP v3. Mma nonb3osatena aAna ayteHTudukaymm SNMP-meHeaxepa
Bbi6op pexwvma ayteHTuduraym SNMP-meHemkepa. BosMOXHEI BapUaHThI:
« Bes ayteHTudUKaumu, 6e3 wudposaHua (noAuthNoPriv).
Tvn o .
ayTeHTHHHALMM « C ayteHTUdMKauuen, 6e3 wupposanus (authNoPriv).
o C ayTeHTM®UKaumed, ¢ wndpposaHmem (authPriv).
Haunbonee 6esonacHeiM cuutaetcs pexum paboTsl authPriv
Anroputm ANropuTM™, MCNONb3YeMbId ANA ayTeHTUPUKaL K
ayTeHTUUKaLUKN puT™, y y 4
Maponb

Maponb, ncnonb3yembln AnA ayTeHTUdMKaLUK
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Anroputm -
P Anroput™, Mcnonb3yembli Ana wudposaxua. BoamoxHo ncnonbsosate DES n AES
wudpposaHua
Maponb .
Maponk, ncnons3yemblii AnA LWMdpoBaHUa

wudpposaHua
CobbiTua BbiGop TMNOB NapameTpoB, AOCTYMHBIX ANA MOHUTOPUHIA NO NpaBuily

MpumevaHneHacTtpovikv ayteHTudukauum ana SNMP v2c (community) u ana SNMP v3 (nonb3osartenb, TMn ayTeHTUdUKaLKUKL, anroputm
ayTeHTMdMKaALMK, MAaponb ayTeHTUPUKALMK, anropuTM LM poBaHua, naposb WwndposaHua) Ha SNMP-meHeaxepe A0MKHBI coBnaaaTth C

cooTseTcTBYHOLWMMK napameTpamm SNMP Ha ycTpoicTee.

MHdopmaLmio No HacTpoiiKe napaMeTpoB ayTeHTUdKKaLmMn Ana Bawero SNMP-MeHexepa CMOTpUTe B PyKOBOACTBE N0 HACTPOWKe BbIOpaHHOMo

Bamu nporpammMHoro obecneyeHus ans ynpasneHua SNMP.

AxTyanbHble mib-gpaiinel yctporictea UserGate ¢ napameTpamm MOHMTOPHUHIA MOXHO CKauaTb U3 KOHCOMM aAMMHMCTpaTopa ycTporcTsea. [ina atoro
nepenaunTe Ha Br1aaky JlMarHOCTUKa U MOHUTOPUHT, Aanee B pasaene OnosewjeHna -> SNMP HaxwvmTe Crauatb MIB.

Komnanun UserGate npucBoeH yHuKanbHbli naeHtudukatop SNMP PEN (Private Enterprise Number) — 45741.

Jna ckaunsaHua goctynHel cneaytowme MIB-gaiinsi:

« UTM-TRAPS-MIB.

« UTM-TRAPS-BINDINGS-MIB.

« UTM-MIB.

« UTM-INTERFACES-MIB.

UTM-TRAPS-MIB

MapameTtp OnucaHue
trapCoreCrush C6oit sapa
trapStatDown Cepeuc ctatuctukn (UserGate Log Analyzer) HenoctyneH
trapCoreBootstrapEnd 3arpyska cepeepa 3aBepLUeHa yCneLHo

trapDefaultGatewayChanged

M3meHeHue wnto3a no ymMon4yaHuo

trapHighSessionsCounter

Tabnuua ceccuit 3anonHeHa Ha 90%

trapHighUsersCounter KonunyecTBo axkTuBHBIX Nonb3osatenei focturno 90% oT nopora nuueH3nn
trapStatusChanged M3meHeHue cTaTyca y3na 0Tka3oyCTOMUYMBOro KacTepa

trapMemberUp CraTtyc y3na 0TKa3oyCcTOMYMBOro KacTepa M3aMeHunca Ha «loaknoueH»
trapMemberDown Y3en 0TKa3oyCTOMUYMBOrO KnacTepa OTKIOYEH

trapAttackDetected O6HapyxeHa aTaka COB

trapChecksumFailed

HapyLieHue LenocTHocT1 BuHapHbIX Gainos

trapHighCPUUsage Beicokan 3arpyska LeHTpanbHoro npoueccopa (95%)
trapLowMemory Beicokan 3arpyska namAaTth (95%)
trapLowLogdiskSpace HeaocTtatoyHo MecTa Ha AWCKe ANA XpaHeHUA XypHanoB
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trapRaidStatus Mamenenue ctatyca RAID
trapPowerSupply MepBblit MICTOYHWK NUTAHMA OTKITIOYEH
trapCableStatus Ka6enb 6bin NOAKMOYEH MU OTKIIOYEH OT UHTepdeica
trapTrafficDrop CpabartbiBaHue 3anpeLLaroLLero NpaBuia MeXceTeBoro akpaHa
trapLDAPServerDown Cepsep LDAP HepocTyneH
UTM-TRAPS-BINDINGS-MIB
Tun
MapameTtp AaHHbIX OnucaHue
utmSessions integer || TekyLlee KONMYECTBO aKTUBHbIX CECCUIA
utmSessionsMax integer ||MakcumarnbHOE KONMUYECTBO aKTUBHbLIX CECCUI
utmUsers integer ||KonnuyecTBO aKTUBHLIX NONb30BATENEN HA AAHHbLIA MOMEHT
utmUsersMax integer ||MakcumanbHOE KONMMYECTBO aKTUBHLIX MNONb3oBaTenen
TeKyLyuMiA cTaTyc ysna knacrepa 0TKasoyCTOMYMBOCTH:
« 0 — macTep-ysen;
utmHAStatus integer
o 1 — pesepsHbii y3en;
o 3 — owubka
MprunHa nsmeHeHmna ctartyca ysna oTKasoyCTOMYMBOro Kiactepa:
« 1 —CBA3b C y3N10M NoTePAHa;
e 2 — npokcu-cepsep HTTP HeaocTyneH;
utmHAStatusReason integer
« 3 — BCce W03kl HEAOCTYMHbI;
o« 4 — DNS-cepBep HenocTyneH;
« 5— UserGate Management Center HenocTyneH
utmCPUUsage integer  ||3arpye€HHOCTb LieHTpasibHOro npoLeccopa; oTobpaxaeTca B %
utmMemory integer  ||Mcnonb3oBaHue onepatUBHOM NamaTh; oTobpaxaerca B %
. . MpoCTPaHCTBO Ha AMCKEe, UCMIONb3YEMOE NOJ XKypHasbl; oToBpaxaeTca B %
utmLogdiskSpace integer pocTp A y AKYP P °
Texywmin ctatyc RAID (Redundant Array of Independent Disks), noctpoeHHoro Ha koHTponnepe Adaptec:
e NO_raid;
utmAdaptecRaidStatus ||integer « 0 — optimal, MmaccvB B ONTUMAnibHOM COCTOAHUH;
« 1 —degraded, NONHbIA UM YACTUYHBIWA BLIXOA U3 CTPOA OAHOMO U3 AWUCKOB;
« 2 — rebuild, BoccTaHoBNEHNWE MaccuBa
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Texywum ctatyc RAID (Redundant Array of Independent Disks), nocTpoeHHOro Ha KoHTponnepe Broadcom:
e NO_raid;
« 0 — optimal, maccvB B onTUMasnibHOM COCTOAHUH;
. . 1 — degraded, NONHbIA MU YACTUYHBIM BbIXOA U3 CTPOA OAHOro U3 AMCKOB. [lepexoa B AaHHbIN cTaTtyc
utmBroadcomRaidStatus||integer ¢ 9 L,l P A A pexons A y
NPOM30MAET NPU BbIXOAE M3 CTPOA 2-X [UCKOB;
o 2 — partialDegraded, NOMHbIA MM YACTMYHBIN BbIXOA M3 CTPOA OAHOMO U3 ANCKOB;
« 3 — failed, He paBoTaeT 13-3a HanMuMA oLLIMOKK;
« 4 — offline, anck He aoctyneH ana RAID-koHTponnepa
KonunyecTBo NCTOYHMKOB NUTaHKA:
utmPowerSupply integer o 1 — oanH 6noK nuTaHusa;
« 2 — Ba 6noKa nuTaHuA
CocToAHMe UCTOYHMKA NUTaHUA:
« no_power_supplies;
utmPowerSupplyStatus ||integer
o 0 — off, oTkntoueH;
« 1—on, BKIOUEH
utmCSClfName string HasBaHue uHTepdeiica
Craryc ceTeBoro agantepa:
utmCSCStatus integer « 0 — unplugged, kabenb He NOAKITHOYEH;
o 1— plugged, kabenb He NOAKMIOYEH
utmLDAPServerName ||string HassaHue LDAP-cepBepa
utmLDAPServerAddress ||string IP-aapec LDAP-cepBepa
UTM-MIB
Tun
MapameTtp AaHHbIX OnucaHue
vcpuCount integer KonnuecTBo BMpTyasibHbIX NPOLECCOPOB B CUCTEME
. 3arpyXeHHOCTb BUPTyasbHbIX MPOLECCOPOB CUCTEMBI; OTOOpaKaeTca PaKTMUECKOEe UMCTIO 3arpyXXeHHbIX
vcpuUsage integer Py pTy pou P ’ P ® Py
BMPTYyasibHbIX MPOLECCOPOB
usersCounter integer KonunyecTBo aKkTVBHbIX NOb30BaTENeN Ha TEKYLLUIN MOMEHT BPEMEHU
cpulLoad integer 3arpy)XeHHOCTb LeHTPasIbHOro NPOoLeccopa CUCTeMbI; 0ToBpaxaeTca B %
memoryUsed integer Mcnonb3oBaHWe onepaTMBHOW NaMATH; oToGpaxaeTcs B %
logDiskSpace integer MpocTpaHcTBO Ha AUCKe, UCTIONb3yeMOoe MOA XXypHarbl; oTobpaxaeTcs B %
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CoCTOAHME NEPBOro UCTOYHWUKA NUTAHWA:
« no_power_supplies;

Sys_power_supply1_status||string

o 0N, NOAKIIOYEH;

« off, oTKNtOYEH

CoCTOfAHME BTOPOr0 MCTOYHMKA NUTAHKSA:
« no_power_supplies;

Sys_power_supply2_status||string

« 0N, NOAKMIOYEH;

« Off, oTKNOYEeH

Texywmii ctatyc RAID (Redundant Array of Independent Disks):
« No_raid;
Sys_raid_status integer « 0 — optimal, Mmacc1B B ONTUMAsIbHOM COCTOAHUM;
« 1 —degraded, NOAHLIN UM YACTUYHBIW BLIXOA U3 CTPOA OAHOMO U3 AUCKOB;

« 2 — rebuild, BoccTaHOBNEHWE MaccuBa

UTM-INTERFACES-MIB

Tun
MapameTp AaHHbIX Onwucaxue
ifNumber integer KonunyecTBo ceTeBbIx MHTEPDENCOB
iflndex integer 3HauyeHWe YHUKaNbHO ANA KKA0ro MHTepgeinca u MoXeT npuHuMaTh 3HadeHua ot 1 ao ifNumber
ifDescr string OnucaHve nHTepdeiica
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Tun uHTepdeinica, onpeaeneHHbIn B COOTBETCTBUM C NMPOTOKOIOM PU3NYECKOro/KaHaIbHOro YPOBHE:

« 1 — other, HensBecTHbIN TUR;

e 2—regular1822, onpenenex B BBN Report 1822;

« 3—hdh1822, onpenenex B BBN Report 1822;

« 4 — ddn-x25, onpeaeneH B BBN Report 1822;

« 5 —rfc877-x25, onpeaeneH B cTaHAapTe KaHaNbHOro ypoBHA ceTesoi moaenun OSI X.25;

« 6 — ethernet-csmacd, ceteson nHtepdeic Tuna Ethernet, Hesasnucrmo oT ckopocTu (onpeaeneH B
RFC 3635);

« 7 —is088023-csmacd, onpeneneH B IEEE 802.3;

« 8 —is088024-tokenBus, onpeaeneH B ctanaapte |IEEE 8802.4;

« 9 —is088025-tokenRing, ceteson nHTepdenc ncnonedyet noakoueHuwe Token Ring; onpeaenaetca
B ctaHaapTe IEEE 802.5;

« 10 —is088026-man, onpeaeneH B ctaHaapte ISO 88026 "MAN";

« 11— starLan, onpeaenen B ctanaapte |IEEE 802.3e;

« 12 — proteon-10Mbit, Proteon 10 Mbit;

« 13 — proteon-80Mbit, Proteon 80 Mbit;

« 14 — hyperchannel, BbICOKOCKOPOCTHOM KaHan, ucnonb3yemsl B cetv ISDN;

« 15— fddi, ceteBon uHtepdenc ncnonsyet noarnodeHne FDDI (Fiber Distributed Data Interface).
FDDI — aT0 Habop cTaHAapTOB Nepesayn AaHHbIX N0 ONTOBOMOKOHHBIM SIMHUAM B NTOKaNbHOW CeTH;

« 16 — lapb, npoTokon kaHanbHOro YpoBHA, MCMONb3yeMbIM ANA Nepeaayn naketos cTaHaapTa X.25;

e 17 — sdlc, NpoTOKON KaHanNbHOro YPOBHA ANA CUCTEMHOM CeTeBOM apxMTeKTypbl IBM;

ifType integer « 18 —ds1, cnocobeH obpabaTtbiBaTb 24 0AHOBPEMEHHBIX COeAMHEHUA Ha o0Lyel ckopocTu 1,544

M6wuT/c; Takxe HasbiBaeTca T1;

« 19— e1, eBponenckuit aHanor T1;

« 20 — basicISDN, ans ceasu annapatypbl aboHeHTa 1 ISDN-cTaHumu;

o 21 — primarylSDN, ucnonb3ayetca Ana NOAKIOYEHNA K LLMPOKOMOMOCHBIM MarucTpanam,
CBA3bLIBAIOLMM MECTHbIE U LeHTpanbHble ATC nnu ceTeBbie KOMMYTaTopbl;

« 22 — propPointToPointSerial, onpeaenex B ctaHaapte RFC1213;

« 23 — ppp, ceTeBomn uHTepdenc ucnonbdyet noaknodeHne PPP (Point-To-Point Protocol);

« 24 — softwareLoopback, ceTeBoi nHTepdeiic ABNAETCA NeTneBbIM aaantTepoM. Takue nHTepdeinch
4acTo UCMONb3yHTCA ANA TECTUPOBAHWA; OHU HE OTNPaBNAT TPadUK B CETb;

« 25— eon, ConnectionLess Network Protocol (CLNP) over Internet Protocol (IP); onpeaeneH B ISO/IEC
8473-1;

« 26 — ethernet-3Mbit, ceTeBoin UHTepdenc ncnonbdyet noakodeHne Ethernet co ckopoctbio 3
M6uT/c. 3ta Bepcua Ethernet onpeaennaetca B ctanaapte IETF RFC 895;

o 27 — nsip, XNS over IP. MNpeaHasHayeH aAns UCNonb3oBaHUA B pasHooOpasHbIX cpedax nepeaaqm
JaHHbIX;

« 28 — slip, ceTeBoW nHTEpPdENC McnonbayeT noakntoyeHne SLIP (Serial Line Internet Protocol). SLIP
onpeaensetca B ctaHaapTe IETF RFC 1055;

« 29 — ultra,-ULTRA Technologies;

o 30 — ds3, BEICOKOCKOPOCTHOM MHTEPDENC NepeAayn AaHHbIX, CHOOPMUPOBAHHbIN
MynbTUNekcupoBaHuem curHanos DS1 u DS2; Tawke HasbiBaeTcA T3;

« 31— sip, eTeBoW UHTEPDENC UCNOMb3YyEeT NPOTOKON ANA BbICOKOCKOPOCTHOW nepeaayn aaHHeix SMDS
(Switched Multimegabit Data Service). SMDS onpeaenseTtca B ctaHaapte IETF RFC 1694;

o 32— frame-relay, o6ecrneunBaeT BO3MOXHOCTb Nepeayn AaHHbIX C KOMMyTaLMen NakeToB Yepes
UHTepdenc Mexay ycTpoicTBaMu nosib3oBatesna U 06opyAoBaHUEM CETH

ifMtu integer MakcumanbHbI pasMep nakeTa CeTEBOro YPOBHSA, KOTOPbIA MOXHO NocnaTth Yepes aToT UHTepdenc




Tun

MapameTtp AaHHbIX OnucaHue
lMponyckHaa cnocoBHOCTb MHTepdEca B BUTax B cekyHay. MakcumanbHoe 3HaueHne — 4 294 967 295 (=
ifSpeed gauge32 |(|4,29 réut/c). PekomeHayeTca UCMonb3oBaTh AN1F MHTEPDENCOB CO CKOPOCTLIO A0 4,29 MéuT/c, Koraa
TpebyeTcA BbicOKaA TOYHOCTb
ifPhysAddress string Ddusnueckunii agpec Htepdeinca (MAC-aapec)
CocTonaHune nHTepdenca, HasHa4aemoe aAMMHUCTPATOPOM:
« 1—up, rotoB AnA nepefayv NakeTos;
ifAdminStatus integer
« 2 — down, He paboTaer;
« 3 — testing, B pexu1me TeCTMpoBaHuA; paboune nakeTbl He MOryT 6biTb NepeaaHs
Tekywwuit ctaTyc paboTbl UHTepdeica:
o 1—up, nHTepdeinc rotos AnA nepeaaymn NakeTos;
o 2 — down, uHTepPenc He MOXET nepesasaTthb NakeTbl AAHHbIX;
« 3 — testing, BLINONHAETCA TECTUPOBAHWE CETEBOro MHTepdeiica; paboune nakeTbl He MOryT ObiTb
nepenaHbl;
. . o 4 — unknown, HTEPdENC HAXOANTCA B HEU3BECTHOM COCTOAHUM;
ifOperStatus integer
« 5— dormant, ceTeBoi MHTEPDENC HE MOXKET NepesiaBaTb NaKeThl AaHHbIX, OH OXXMAAET BHELLHee
co0bbITHE;
« 6 — notPresent, ceTeBoi MHTEPdENC HE MOXET NepeaaBaTh NakeTbl AaHHbIX U3-3a OTCYTCTBYHOLLEro
KOMMOHEHTA, 06LIYHO annapartHoro;
« 7 —lowerLayerDown, ceTeBoi MHTEPDEIC HE MOXET NepefaBaTb NaKkeThbl AaHHbBIX, MOTOMY Y4TO OH
paboTaeT NoOBEPX OAHOIO UMW HECKOMBKUX APYrMX MHTEPdENCOB, U HE MEHee 0HOIO U3 TUX
MHTEPDENCOB HKHEro YPOBHSA He paboTaeT
ifLastChange timeticks ||3HaueHnne SysUpTime, koraa MHTEp@Enc okasanca B JaHHOM COCTOAHUU
iflnOctets counter32||KonnuecTtBo 6aiToB, NPUHATOE AaHHBIM UHTEPdENCOM, BKItoYanA CnyxebHble
iflnUcastPkts counter32||KonnuectBo A0CTaBNEHHbIX NAKeTOB OAHOAAPECHON PACCHISTKU
fInNUcastPkts counter32||KonnMuecTBo AOCTaBNEHHBIX MHOTOaPECHbIX U LLUMPOKOBELLATENbHBIX NaKeToB
KonnuecTBo BXxoAALLMX NaKeTOB, KOTOpbIE Oblfn OTOPOLLEHbI, AaXe ecrk He ObiNo 06HAPYKEHO OLLUMOOK,
iflnDiscards counter32||npenATcTBytoLWMX Ux aocTaske. OHA M3 BO3MOXHbIX MPUYMH 0TOpackiBaHWA: 0cBOOOXAEHHUE By PpepHOro
npocTpaHcTBa
iflnErrors counter32||KonnuecTBo BXOAALLMX NAKETOB, KOTOPLIE COAEPKAT OLIMOKM, NPEnATCTBYIOLLME UX AOCTaBKe
. KonunyecTBo nakeTos, KOTOpbIE BbIN NONYYEHbI Yepes ATOT UHTepdENC U OTOPOLLEHbI U3-3a UCTONb30BaHMA
iflnUnknownProtos counter32 P y P P P
HEeW3BECTHOro UM HenoAAEePXMBAEMOro NpoTokona
ifOutOctets counter32||KonunuecTtBo 6aiToB, NepesjaHHoe AaHHbIM MHTEPdERCoM, BKtoYas cryxebHble
. KonnyecTBO 0TNpaBneHHbIX NakeToB 0AHOAAPECHOM PACChINKK, BKItOYAA NaKeThbl, KOTOopbIE Oblfn 0TOPOLLEHbI
ifOutUcastPkts counter32 P AHOaAP P P P
UNK He oTNpaBneHb!
. KonnuecTso oTnpasneHHbIX MHOroaApecHbIX U LUMPOKOBELLATeSbHbIX MaKeToB, BKIIOYAA NaKeThl, KOTOPbIe
ifOutNUcastPkts counter32 P Ap P w P
ObInn OTOPOLLEHBI UNU HE OTMPABMEHDI
KonnuecTBo MCX0AALMX NAKETOB, KOTOPLIE Oblfiv OTOPOLLEHbI, AaXe ecrin He ObiNo 0BHAPYXKEHO OLLUMOOK,
ifOutDiscards counter32||npenATcTBytoLWMX UX nepeaadun. OaHa U3 BOSMOXHbBIX NPUUYKMH OTOpackiBaHKUA: ocBoboxaeHue BydepHoro

npocTpaHcTBa
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ifOutErrors counter32||KonnuecTBo MCXOAALLMX NAKEeTOB, Nepesaya KOTOPLIX HEBO3MOXHA BCNEACTBUE HANMUMA OLLMOOK
ifOutQLen gauge32 ||Yvcno nakeToB B ouepean Ha oTnpaBKy
iflnMulticastPkts counter32||KonnMuecTso AOCTaBMIEHHBIX NAaKeTOB MHOrOaAPECHOW PaCChIKM
iflnBroadcastPkts counter32||KonnmuecTBo AOCTaBMNEHHbIX LUMPOKOBELLATENbHbBIX MAKETOB
. . KonnuecTBo 0TnpaBneHHbIX NakeToB MHOroaZApecHoH PacChiik1, BKIOYAA NakeTbl, KoTopkble Obinun
ifOutMulticastPkts counter32 P Ap P P
OTOPOLLEHbI UMK He OTNpaBeHbl
. KonnuecTBo 0TnpaBneHHbIX LUMPOKOBELLATENbHBIX NaKeToB, BKIOUaA NaKeTbl, KOTopble OblM 0TOPOLLEHb
ifOutBroadcastPkts counter32 P P t P P
WK He OTNPaBfeHbI
. MapameTp, aHanornuHeli ifinOctets — konnuecTBo 6anToOB, NPUHATOE AaHHLIM UHTEP(ENCOM, BKITHOUas
ifHCInOctets counter64 P P ) . P A P
cnyxeOBHble; UCNOsb3yeTcs CYeTUMK BOSbLLEN EMKOCTH
. MapameTp, aHanornuHeli ifinUcastPkts — KonMuecTBO AOCTaBNEHHbIX NAaKETOB OAHOAAPECHOW PACCHINKY;
ifHCInUcastPkts counter64|| 2P P . A AHOAAPR P
MCNONb3yeTCA CYETUMK OObLUEN EMKOCTH
. . MapameTp, aHanornuHbli ifinMulticastPkts — konnuyecTBO AOCTaBNEHHbIX NAKETOB MHOMOAAPECHOM PaCChINIKMU;
ifHCInMulticastPkts counterg4|| 2PaMeTP ! A Ap P
MCNOb3yeTcH CYETUMK OONbLUEN EMKOCTH
. MapameTp, aHanoruuHbii ifInBroadcastPkts — KonuuyecTBo A0CTaBNEHHbIX LUMPOKOBELLaTebHbIX NaKeToB;
ifHCInBroadcastPkts counter64|| 2P P o A P t
MCNosb3yeTcs CYETUMK BONbLUEN EMKOCTH
. MapameTp, aHanornuHeli ifOutOctets — konuuecTBo 6ainToB, NnepeaaHHoe JaHHbIM UHTEPPENCoM, BKIoYaa
ifHCOutOctets counter64|| 2P P ) o pea A PP
cnyeOHble; UCTIONb3YEeTCA CYETUMK OONbLUEN EMKOCTH
. MapameTp, aHanornyHbii ifOutUcastPkts — KonmMuecTBo oTNpaBneHHbIX NakeToB 0IHOAZAPECHOW PaCChINKHK,
ifHCOutUcastPkts counter64|| 2P P P ’ AHoaAD pa
BKJTHOUYAA NaKeTbl, KOTOpPbIe ObiNK OTOPOLLEHbL! UK HE OTNPABIEHbI; UCMOMb3YeTCA CYETUMK BOosbLIerH eMKOCTH
MapameTp, aHanornuHeli ifOutMulticastPkts — konuyecTBo oTNpaBneHHbIX NakeTOB MHOrOAAPECHOM
ifHCOutMulticastPkts counter64||paccblnku, BKIKOYan NakeThl, KOTOpPble OblN OTOPOLLEHEI MU HE OTNPABMEHbI; UCMONb3YETCA CHETUMK
6onbluen emMKoCTH
) MapameTp, aHanornuHbli ifOutBroadcastPkts — KonnuecTBo O0TNpaBneHHbIX LUMPOKOBELLATENbHbIX NaKkeToB,
ifHCOutBroadcastPkts counter64|| 2P P p. P » o
BK/TtOUAA NaKeTbl, KOTOPblE OblNM OTOPOLLEHBI UK HE OTNPaBEHbI; UCMOMb3YeTCA CYETUUK BONbLUEN EMKOCTH
YkasbiBaeT, A0SKEH 1M CO3AaBaTbCA Tpan Npu UBMEHEHWMU CTaTyca COEANHEHMA:
ifLinkUpDownTrapEnable |[integer « 1—enabled — BK/loYEHO;
« 2 — disabled — oTkntO4eHO
ifHighSpeed auge32 OueHKa TekyLLei Nonockl Nponyckanua uHTepgeiica B Méut/c. OkpyrneHue fo uensix MOuT/c (Tepaetca
gnsp gaug TOYHOCTb ANA ckopocTei < 1 M6uUT/c). PekomeHayeTca NPUMEHATL ANA BbICOKOCKOPOCTHBIX MHTEPdEcoB
«Hepas6opuuBblit pexxum». BoaMOXHbIe 3HaYeHUA:
o 1 —true, cTaHUMA NPMHMMAET BCE NaKeTbl/Kaapbl HE3aBUCUMO OT TOr0, KOMY OHM aAPECOBaHbI;
ifPromiscuousMode integer

« 2 —false, HTEp®dEIC NPUHMMAET TOMBKO NaKeTbl/Kaapbl, aAPECOBAHHbIE 3TON CTaHLuK;

3HayeHne 00beEKTa He BNUAET Ha npuvem WwnpokoBeLlaTesibHblX U MHOroaapecCHbIX I'laKeTOB/Ka,ClpOB

ifAlias

string

HassaHue nHTepdenca, 3aaaHHoe aaAMUHUCTPATOPOM




Tun
MapameTtp AaHHbIX OnucaHue

3HaueHune SysUpTime, koraa npov3oLLsio cobbiThe, cTaBLLee NpuunHoi cboa paboTel oaHOTo Uik Bonee

ifCounterDiscontinuity Time|[timeticks o
CYeTUYUKOB UHTepdenca
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