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XXypHanel 1 oTyeThl



XypHanbl



OnucaHue

Version: 5.x, 6.1.9, 7.0.1
Documentation: ¥

UserGate xypHanupyeT Bce COObITUA, KOTOPLIE MPOMCXOAAT BO BPeMs ero paboThl, 1 3anucLIBaeT UX B CreAYHOLLMUe XKypHasbi:

)KypHan cobbITU — COGbITMFl, CBA3aHHble C UBMEHEeHWEeM HaCTpOoeK NGFW, aBTopMsaumeﬁ nonb3oBarenewn, aAMWUHUCTPATOpPOB,
06HOBNEHUAMM PasIM4YHbIX CMUCKOB U T.N.

WypHan Be6-gocTyna — noapoBHbIN XypHan Bcex Be6-3anpocos, 0bpadoTtaHHbix NGFW.

MypHan Tpaduka — noapobHbIi xypHan cpabateiBaHua npasun MexceTeBoro akpaHa, NAT, DNAT, Port forwarding, Policy-based routing.
Ans peructpaumm AaHHbIX COObITUIN HEOBXOAUMO BKIHOUMTH XYPHaTMpPOBaHWe B He0OXoAMMbIX NpaBunax mexcetesoro akpaHa, NAT, DNAT,
Port forwarding, Policy based routing.

MypHan COB — co0bITHA, pErMCTPUPYEMBIE CUCTEMOM OBHAPYXEHUA U NPEAOTBPALLEHUA BTOPXKEHU.

MypHan ACY TN — co6bITuA, perucTpupyemele npasunamu KoHTpons cuctem ACY TI.

MypHan uHcnekTupoBaHua SSH — xypHan cpabaTtbiBaHWA NpaBus MHCMEKTMpoBaHua SSH. [ina pervctpaunu faHHbIX COObITUIA HE0OX0AMMO
BKITFOUNUTD XKypHaNMpoBaHue.

MCTOPMH MOUCKA — MNOUCKOBbIE 3anpoChl nonb3oBaTenev B nonynApHbIX NOUCKOBbLIX CUCTEMaX.

YnpaBneHue XypHanamu aBToMaTU3MPOBaHO: XypHabl LIMKITMYECKHU NepesanvcbiBatoTcs, obecneunsas Heobxoaumoe Ana padoTbl cBo6oaHOe
ZIMCKOBOE MPOCTPaHCTBO.

MpumeuaHne3anucy xypHana cobbiTHii HUKOTAa HE POTUPYHOTCA.

Potauusa 3anucei xypHanos (Bcex, KpOMe XypHana coObITUi) NPOMCXOANUT aBTOMATMUECKW MO KPUTEPUIO CBOOOAHOIO NPOCTPaHCTBA Ha AaHHOM
pasaene. 3anucu o potauumn 6asbl AaHHbIX ByayT 0TOOpaXkeHbI B )XypHane cobbiTui. B cnyvae, ecnu noaxntoueH LogAn, To 3anuck ByaeTt oTobpaxeHa
B XypHare cobbiThit Log Analyzer.



WypHan cobbiTni

Documentation: ¥
Version: 5.x, 6.1.9, 7.0.1
Product: NGFW

XypHan cobbiTuit oToBpakaeT cobbiTUA, CBA3AHHLIE C M3MEHeHWeM HacTpoek NGFW, Hanpumep, AobaBneHue/ynaneHne/M3aMeHeHe AaHHbIX
Y4YeTHO# 3anucu, npasuna unu nboro Apyroro anemeHTa. 3aechk xe 0TobpaxatoTcA BCce COBbITUA BXOAA B BEO-KOHCOMb, aBTOpU3aLim1
nonb3osaTtene yepes Captive-noptan unu VPN, ctapTa, BbIKIOYEHNA, Mepesarpysku cepsepa v T.M.

Ona y,U,OéCTBa noucka HeoBxoAMMbIX COObITHI 3anucu MoryTt 6bITb OTOUNBLTPOBAaHbLI MO PasINYHbIM KPUTEPUAM, HaNpUMep TaknMm, Kak AnanasoH Aar,
KOMMNOHEHTE, BaXXHOCTH, TUNYy cobbiTHA.

AZMMHUCTPATOP MOXET BbIOPATL TOMBKO Te CTONBL LI ANA NoKasa, KOTopble eMy Heo6XoAnMbI. [NA 9TOro cneayeT KIWKHYTb yKasaTenem Mblliv Ha
nto6oit U3 cTon6uoB, ¥ B NOABUBLLEMCA KOHTEKCTHOM MEHIO OCTaBMUThL ranoyku TOMbKO ANA Tex CTONOLOoB, KOTopble HE0OX0ANMO OTOOpaXaTb.

C nomoLLbto KHOMKKM DKcNopTUpoBaTh B CSV afMMHUCTPATOP MOXET CKauyaTb 0ThOUNLTPOBaHHbLIE AaHHbIE XypHana B csv-pain Ana AanbHenLlero
aHanusa.

Haxarwue Ha kHonky MoKa3aTb BLIBEAET OKHO C NOAPOGHLIM ONMcaHUeM COBbLITHS.



XypHan Be6-goctyna

Version: 5.x, 6.1.9, 7.0.1
Product: NGFW
Documentation: ¥

XypHan Be6-gocTyna oTo6paxaeT BCe 3anpockl Nonb3oBaTenei B MHTEPHET no npotokonam HTTP u HTTPS. BeiBoasaTcs cobbiTva cpabaTbiBaHus
npasun GpunbTPaLMK KOHTEeHTa, MHcnekTupoBaHua SSL, Beb-6esonacHocTy, Captive-nopTana B HACTPOMKaxX KOTOPLIX BKIOYEHO NOrMpoBaHue
naxkeTtoB. OToBpaxaeTca crneayroLas MHdopMalus:

« Y3en NGFW, Ha KOTOPOM Npon30LLno cobbiThe.
« Bpemsa cobbiTus.

« CoaepxaHue cobbITus.

« [lonb3osarens.

« [leicTtBue.

« [lpasuno.

o [MpuunHbl (Npu Gnok1poBKe cainTa).
« URL HasHaueHus.

o 30Ha UCTOYHMKa.

« IP-aapec nctoyHuka.

o [lopT UCTOYHMKA.

« 30Ha HasHayeHwuA.

« |P-aapec HasHaueHuA.

« [lopT HazHaueHwuA.

« Karteropwuu cantos.

« [lpunoxexue.

o [1pOTOKON NPUKNAAHOTO YPOBHA.

« HTTP meToa.

« Koa otBeta HTTP.

o Tun KOHTEHTa (ecnv NPUCYTCTBYET).
o MHdopmauusa.

« baiitT oTnpaBnexo/nonyyexo.

« [lakeToB OTNPaBNEHO/NOYYEHO.

« Pedepep (npu Hanuuuu).

« OnepauuoHHas cuctema.

« User-agent 6paysep.

MpumeuanuneB cton6uax Tpaduka (baiT oTnpaBneHo/nonyyeHo, MakeToB 0TNPaBNEHO/NOMTyYeHO) yKasbiBaeTca TpaduK nocne cpadartbiBaHus

BCEX NpaswI1 Ha 3TOM 3anpoce.

Ecnu npaeuna TpebytoT aHanusa oTBeTa oT Be6-cepsepa, To TpadHK 0TBeTa Takke OyaeT NOACUMTAH U YUTEH OMHAKOBLIM, B TOM YMCIE Y NepBOro
cpaboTaBLLero Ha 3ToM 3anpoce npasuna (bypass captive, decrypt). Takum 06pa3oM, yunTeIBaETCA BECb NPOLLUEALLNHA TPadHK U yKa3biBAETCHA OAHO W
TO XXe 3HaueHWe KaXAOMy Npasusy, cpaboTaBLleMy Ha STOM 3anpoce.

Ecnu aHanus oTBeTa oT BeG-cepBepa AN NpaBus He TpeByeTcs, TO BECb OCTaNIbHOM TpapUK HE yUUThIBAETCA.

A.D,MMHMCTpaTOp MOXeT BblépaTb TOJIbKO TE CTOJ'|6L|,bI AnNA NoKasa, KoTopble eMy HeobXxoanMbI. [Ina atoro cneayet KNWKHYTb yKasaTtesnemM Mblllin Ha
nto6oit u3 CTOJ'|6L|OB, 1 B NoABMBLUEMCA KOHTEKCTHOM MEHHO OCTaBUTb ranoykn TOMbKO ANnA TexX CTOJ'|6L|,OB, KOTOpbIe Heobxoanmo OTOépa)KaTb.

Ana yno6cTea noucka Heo6X0AUMbIX COBBLITUI 3anUCK MOTYT BbITb OTOUNBTPOBAHbI MO PA3NIMUYHBIM KPUTEPUAM, HANPUMEP TakWUM, KaK ydeTHas 3anucb
nonb3oBaTens, NpaBuo, AeWCTB1E U T.A.

C nomoLLbto KHOMKKY DKCNopTUpoBaTh B CSV afMMHUCTPATOP MOXET CKauyaTb 0ThUNLTPOBaHHbIE AaHHbIE XypHana B csv-pain Ana AanbHemrLlero
aHanusa.

Haxatve Ha KHOMNKY Moka3aTb BbIBEAET OKHO C I'IOLlpOGHbIM onucaHuem cobbITus.



MypHan COB

Version: 6.1.9
Product: UserGate NGFW
Documentation: ¥

XypHan cuctembl 06HapyxXeHUs BTOPXKeHHI oToBpaxaeT cpaboTtaslume curHatypel COB, And KOTOPbIX YCTAHOBMNEHO AEUCTBUE XYPHaNTMPOBaTh UK
6nokupoBatb. OTobpaxaeTca creaytoasn nHdopMalua:

« Qainnbl Pcap.

« VY3en UserGate, Ha KOTOPOM NPOU3OLLSIO COOLITUE.
« Bpewms.

« CoaepxaHue cobbITus.
« [lonb3oBatensb.

« [JleicTBue.

« [lpasuno.

o CurHatypsl.

« [punoxenue.

« CeTeBoit NpoToKON.

o 30Ha UCTOYHMKA.

« IP-aapec nctoyHuka.

o [lopT UcTOYHMKA.

o MAC uncTouHmKa.

« 30Ha HasHayeHwuA.

« |IP-aapec HazHaueHusA.
o [lopT HazHaueHwuA.

o MAC HasHaueHus.

AZMMHUCTPATOP MOXET BbIOPATL TOMBKO Te CTONBL LI ANA NoKasa, KOTopble eMy Heo6xoAnMbl. [nA 9TOro cneayeT KIWKHYTb yKasaTenem Mblliv Ha
nto6oit U3 cTon6uoB, U B NOABUBLLEMCA KOHTEKCTHOM MEHIO OCTaBMUThb ranoyku TOMbKO ANA TexX CTON6LOoB, KOTopble HE0OX0ANMO OTOBpaxXaTb.

Ons yno6ctBa novcka HeoOX0AUMbIX COObITUI 3amMcK MOryT OblTb OTPUILTPOBAHLI N0 Pa3NIMYHBIM KPUTEPUAM, HAaNpUMepP TakUM, Kak MPOTOKOT,
AvanasoH JaT, leicTeue 1 T.4.

C nomoLLbto KHOMKM JKenopTuposaTb B CSV aaMmnHUCTpaTop MOXET cKayatb OTUNbTPOBaHHbIE AaHHbIE XypHana B csv-dpann Ana AanbHenwero
aHanuaa.

Haxartune Ha KHOMNKY Moka3saTbk BbIBEAET OKHO C I'IO,ClpOéHbIM onucaHnem cobbITusA.



MypHan ACY TN

Version: 6.1.9, 7.0.1
Product: NGFW, LogAn
Documentation: ¥

Xypran ACY TN oTto6paxaeT cpabaTtsiBaH1A NpaBui aBTOMATU3MPOBAHHON CUCTEMbI YNPABNEHUA TEXHOMOMMYECKUM NPOLECCOM, ANs KOTOPbIX
BK/tOUEHa GyHKUMA XKypHanuposatua. OTobpaxaeTtca cneayrowan MHdopMaLms:

« Y3en NGFW, Ha KOTOPOM Npon30LLno cobbiThe.
« Bpewms.

« [encteue.

« [lpasuno.

o 30Ha UCTOYHMKA.

« IP-aapec ncrouHuka.
« |P-aapec HasHaueHuA.
« [lopT HazHaueHwuA.

« [poTokon ACY TTI1.

o Komanaa ACY Tr1.

« Aapec perucTpa.

ALI,MVIHVICTpaTOp MOXeT BblépaTb TONbKO Te CTOJ'IGLl,bI ANndA nokasa, KoTopble eMy HeobXoauMbI. ﬂ,J‘IH 9TOro cneayet KINMKHYTb yKasaTternemM Mblln Ha
nrobon u3 CTO]'I6L|OB, 1 B NnoABUBLLUEMCA KOHTEKCTHOM MEHIO OCTaBUTb raJIOYKKN TOJNTbKO ANA TeX CTOJ'I6L|,OB, KOTOpbIe Heo6xo0aUMOo OTOGpa)KaTb.

Ans yao6cTea noncka Heo6xoANMbIX COBBLITUI 3anMcK MOryT BbITb OTOUNLTPOBAHLI MO PA3IMYHLIM KPUTEPHUAM, HANMPUMEP TakMM, Kak MPOTOKOS,
AuanasoH faT, feiicTeue U T.4.

C nomoLLbto KHOMKKM BKcnopTMpoBaTh B CSV aaAMUHUCTPATOP MOXET cKa4ath 0TPUNbTPOBaHHbIE AaHHbLIE XypHana B Csv-dain Ana aanbHenwero
aHanusa.

HaxaTune Ha KHonKy MoKa3saTb BbiBeAET OKHO C NOAPOBHBIM ONMUCaHUEM COBBITHS.



MypHan nHcnekTMpoBaHua SSH

Version: 6.1.9, 7.0.1
Product: NGFW
Documentation: ¥

XypHan uHcnekTupoBaHua SSH oToBpaxaeT cpaboTaBLuKe NpaBuia MHCNEKTUPOBAHWA SSH, AnA KOTOPbIX BKITIOUEHO XypHANMPOBAHKE.
OtoBpaxaeTca crneaytoasn MHpopmalma:

« Y3en NGFW, Ha KOTOpOM Npon30oLLno cobbiThe.
« Bpewms.

« [lonb3oBatens.

« [eicTBMe.

« [lpasuno.

« KomaHgaa.

o 30Ha UCTOYHMKA.

« IP-aapec nctouHuka.

o [1OpT UCTOYHMKA.

o MAC-aapec “cTo4HMKa.
« 30Ha HaszHayeHus.

« IP-aapec HazHaueHusA.
« [lopT HasHaueHwus.

ALI,MVIHVICTpaTOp MOXeT BblépaTb TONbKO Te CTOJ'IGLl,bI ANnd nokasa, KoTopble eMy HeobXoaUMbI. ﬂ,J‘IFI 9TOro cneayet KNKHYTb yKasaternemM Mblln Ha
nrobon u3 CTO]'I6L|OB, 1 B NnoABUBLLUEMCA KOHTEKCTHOM MEHHO OCTaBUTb raJIOYKKN TOJNTbKO ANA TeX CTOJ'I6L|,OB, KOTOpbIe Heo6xoAUMO OTOépa)KaTb.

Ans yno6cTea noncka Heo6xo0ANMbIX COBBLITUI 3anMcK MOryT BbITb OTOUNLTPOBAHBI MO PA3IMYHLIM KPUTEPUAM, HANMPUMEP TaknuM, Kak MPOTOKOS,
AuanasoH faT, feficTeue U T.4.

C nomoLLbto KHOMKKM BKcnopTUpoBaTh B CSV aaAMUMHUCTPATOP MOXET cKa4yath 0TPUNbTPOBaHHbIE AaHHbLIE XypHana B Csv-dain Ana AanbHenwero
aHanusa.

Haxarwue Ha kHonky MoKa3aTb BbIBEAET OKHO C NOAPOGHBIM OnMcaH1em CoObITHUS.



UcTopua noucka

Version: 5.x, 6.1.9, 7.0.1

Product: NGFW

Documentation: ¥

B pasaene UctopuaA noucka otobpaxatotTcs Bce NOUCKOBLIE 3anpoChl NOb3oBaTenen, Ana KOTOPbIX HACTPOEHO XypHaNMPOBaHKUE B NOMUTUKAX Bed-
6e30nacHOCTU. AIMUHUCTPATOP MOXET BbiOpaTb TOMLKO Te CTONOLbI ANA NoKasa, KoTopble emMy HeoOxoauMbl. [ina 3TOro crieayeT KIUKHYTb

yKkasatenem Mbllin Ha ﬂ}OéOVI n3 CTOJ'I6L|,OB, 1 B NoABMBLUEMCH KOHTEKCTHOM MEHK OCTaBUTb raJiouKM TONbKO ANF TexX CTOI'I6L|OB, KOTOpbIe HeOéXOﬂVIMO
oToBpaxarb.

Ona y,U,OéCTBa noucka HeobXoAMMbIX COOLITWI 3anucu MoryTt 6bITb OTPUNBLTPOBaHbI MO PasNNYHbIM KPUTEPUAM, HaNPUMeEpP TakUM, Kak nosnb3oBaTenu,
Ananas3oH AaT, NOUCKOBbIE CUCTEMDBI U T.4.

C nomoLLbto KHOMKM JKenopTupoBaTbh B CSV aaMnHUCTpaTOp MOXET cKayatb OTUNbTPOBaHHbIE AaHHbIE XypHana B csv-pann Ana AanbHenwero
aHanuaa.

Haxatve Ha KHOMNKY MNMoKa3aTb BbiBEAET OKHO C I'IO.ClpOéHbIM onvcaHuem cobbITus.



Mouck u pun

Version: 6.1.9
Product: UserGat

bTpauuAa AaHHbIX

e NGFW

Documentation: ¥

Konuuectso 3anu
npeaocTaBnfAeT y,

Ccell, PErMCTPUPYEMBIX B XXypHanax, Kak MpaBuiio, O4EHb BESIMKO, U HE BCE NONA AOCTYMHbI B 6a30BOM pexume npocmoTpa. UserGate

N06HbIE cnocoBbl MoOMCKa U GUNbTPaLUKU HEOBXOAUMON MHPOPMaLMK. AAMUHUCTPATOP MOXKET UCNOMNb30BaTb NPOCTON U

pacLUMpeHHbIA NOUCK MO COAEPKUMOMY XKypHANOB.

Mp¥ MCnonb3oBaHWMK NPOCTOrO NOUCKA AAMUHUCTPATOP UCMONb3YeT rpadUUeckuin HTepdeic, YTobbl 3aaatbe GUILTPALMIO N0 3HAYEHUAM Tpedyembix

nonen XypHanoB, oTPUIbTPOBbLIBAA TaKUM 06p830M HEHY)XHYI0 UHPOPMALUIO. Hanpumep, AAMUHUCTPATOP MOXET 3adaTb MHTepeCy}OLLI,VIﬁ ero

Ananas3oH BpemMeHU, CMUCOK nonb3oBaTenen, KaTeFOpMVI 1 T.n. 3ajaHue KpuTepuneB NoUCKa UHTYUTUBHO NOHATHO U HE Tpe6yeT cneuunanbHbIX 3HaHWK.

MocTpoeHue 6onee CNoXHbIX GUILTPOB BOSMOXHO B PeXMME pPacLUMPEHHOro NoMcKa C UCNosb30BaHWeM CreLnanbHOro A3bika 3anpocoB. B pexume

paCLUMPEHHOrO MOKUCKa MOXHO CTPOUTbL 3anpoCkl C UCMOMNb30BaHUEM NOMEH XKypPHATIOB, KOTOPLIE HEAOCTYMNHbI B 6a30BOM pexume. Ana ¢opM1poBaHus

3anpocoB UCMONb3YHTCA HAa3BaHWA NOMEK, 3HAUEHUA NONeN, KIKYEBbIE CNOBA WU ONepaTopsl. 3HAYEHUA NOMeH MOryT ObiTb BBEAEHbI C

MCNosib30BaHUEM

OAVHAPHbIX UMM ABOMHBIX KaBbIYEK, UM 6e3 HUX, eCNM 3HAUYEHUA He codepxarT npobenos. [nA rpynnmupOBKM HECKOSTBKKUX YCIIOBUI

MOXHO UCMOb30BaTb Kpyrrble CKOOKM.

KntouyeBble cnosa otaenaoTcA npof)enaMM U MoryT 6bITb cneayrouwmmu:

HaumeHoBaHue

OnucaHue

AND unu and

Jornueckoe W, TpebyeT BLINONHEHWA BCEX YCIOBWI, 3aiaHHbIX B 3anpoce.

OR unu or

Jlornueckoe UJTH, aocTaTtoyHO BbINOMHEHWA OAHOrO M3 YCIOBMIA 3anpoca.

Onepartopsl onpe

LENAT yCrnoBua GUbTpa 1 MoryT 6biTb CNEAYIOLLUMM:

HaumeHoBaHue

OnucaHue

PaBHo. TpebyeT NonHoro coBnaaeHWs 3HaueHUA Nons ykasaHHOMY 3HauYeHuto, Hanpumep, ip=172.16.31.1 6yayT oToBpaxeHsl Bce
3anucu xypHana, B Kotopom nose IP 6yaeT To4HO COOTBETCTBOBATb 3HaUYeHuto 172.16.31.1.

He paBHo. 3HayeHue ykasaHHOro nonda He A0SHKHO COBNaAaTh C yKasaHHbIM 3HAUYEHWeM, Hanpumep,
ip!=172.16.31

ByayT oToOpaXxKeHbl BCe 3anvcu xypHana, B KotopoM none |IP He 6yaeT paBHO 3HaueHuto 172.16.31.1.

MeHbLue nMbo paBHO. 3HaYeHWe Nona JOMKHO OblTb MeHbLUe MO0 paBHbl yKasaHHOMY B 3anpoce 3HauyeHuto. MoxeT ObiTb
NPUMEHWUMO TOSbKO ANA Nonen, NoAAEPKUBAIOLLMX CpaBHEHWsA, Hanpumep, nona aathbl, portSource, portDest, statusCode v T.1.,

<= Hanpumep,

date<='2019-03-28T20:59:59' AND statusCode=303

BonbLue nn6o paBHo. 3HaueHUe nona A0MKHO ObiTb BonbLLE TGO PaBHbLI yKadaHHOMY B 3anpoce 3HauyeH 0. MoxeT BbiTb

NPUMEHWUMO TOJbKO ANA NONeK, NOAAEPKUBAIOLLMX CPABHEHWA, HAaNpumep, nona aathbl, portSource, portDest, statusCode v 1.1.,
>= Hanpumep,

date>="2019-03-13T21:00:00" AND statusCode=200

MeHbLue. 3Ha4YeHWe Nons AOMKHO BblTb MeHbLUE YKa3aHHOro B 3anpoce 3HaveHus. MoxeT OblTb MPUMEHUMO TOSBKO ANA NONen,
< NOAZEPXKMBAIOLLMX CPABHEHUS, HanpuUMep, nonA Aatel, portSource, portDest, statusCode u T.n., Hanpumep,

date < '2019-03-28T20:59:59' AND statusCode=404

Bonblue. 3HaueH1e Nona A0MKHO ObiTb BOMbLLE yKa3aHHOro B 3anpoce 3HaueHusa. MoxeT ObiTb NPUMEHUMO TOSBKO AN NONe,
S NOAAEPKMBAIOLLMX CPABHEHUA, HANPUMeEP, NonA AaTkl, portSource, portDest, statusCode u 1.M., Hanpumep,

(statusCode>200 AND statusCode<300) OR (statusCode=404)

Mo3BonAeT ykas3aTb HECKOMLKO 3HaYeHui nona B 3anpoce. CNUCOK 3HaueHMin HeOBX0AMMO YKa3biBaTb B KPYITbIX CKOOKaXx,
IN Harnpumep,

category IN (botnets, compromised, ‘illegal software', 'phishing and fraud','reputation high risk','unknown category')




HaumeHoBaHue OnucaHue

Mo3BonAeT yKasaTb HECKOMBKO 3HAYEHUI NOMA B 3anpoce; ByayT 0TOBpaiKeHb! 3anUCH, HECOAEPXKALLME YKa3aHHbIE 3HAYEHMA.
NOT IN CnUCOK 3HaueHUt He0OX0AMMO YKa3bIBaTb B KPYIIIbIX CKOBKax, Hanpumep,

category NOT IN (botnets, compromised, 'illegal software’, 'phishing and fraud','reputation high risk','unknown category')

Conepmm. MNosBonaeT yKasaTtb NOACTPOKY, KOTOpaA AO/MKHA HAXOAUTLCA B YKasaHHOM none, Hanpumep,
~ browser ~ "Mozilla/5.0"

LaHHbIn onepartop MoXeTt 6bITb NPUMEHEH TONbKO K NOJIAM, B KOTOPbIX XPaHATCA CTPOKOBbLIE AaHHbIE.

He conepxuT. M03BONAET ykasaTh NOACTPOKY, KOTOPAsA HE A0SKHA NPUCYTCTBOBATL B YKa3aHHOM Mofe, Hanpumep,
I~ browser |~ "Mozilla/5.0"

JaHHbIN onepartop MoOXeTt 6bITb NPUMEHEH TONbKO K NOJSIAM, B KOTOPbIX XPaHATCA CTPOKOBbIE AaHHbIE.

Mpw cocTaBneHuun paclumperHoro 3anpoca UserGate nokasbiBaeT BO3MOXHbIE BapUaHTLI HA3BaHWA NoNei, MPUMEHWUMbIX K HUM OMepaTopoB U
BO3MOXHbIX 3HaYeHWH, oBreryas onepaTopy CUCTEMbl GOPMUPOBAHUE CIIOXKHbBIX 3aNPOcoB. CNUCOK Mome U UX BO3MOXHbBIX 3HAYEHUIH MOXET
OTNINYATLCA ANA K2KAOO M3 XKYpPHAIIOB.

IMpy NEpPEKHOYEHUH PeXUMa NOMCKa C OCHOBHOTO Ha paclumpeHHbli UserGate aBTomMaTuyeckn popMUpyeT CTPOKY C MOMCKOBLIM 3anpoCcoM, KoTopast
COOTBETCTBYET DUNLTPY, YKA3AHHOMY B OCHOBHOM PEXMME MOMCKA.



3KcnopT MypHanos

Version: 5.x, 6.1.9, 7.0.1
Product: NGFW
Documentation: ¥

DyHKUMA 3KCnopTMpoBaHua XypHanos UserGate no3sonAeT BuirpyaTb MHPOPMALMIO Ha BHELLHUE CepBepbl AnA NOCAeAyIoLero aHanusa unu anq
06paboTku B cuctemax SIEM (Security information and event management).

UserGate noaaepxvBaeT BbIrpy3Ky CreaytoLLnX XXypHaoB:
o XypHan cofbiTuit.
« Xypran Be6-noctyna.
« XypHan COB.
« XypHan Tpadwmka.
« JXXypHan ACY TI1. (B Bepcuax 6+)
« JKypHan uHcnekTupoBaHua SSH. (B Bepcuax 6+)

Monnepxunsaetca oTnpaska xypHanos Ha cepeepbl SSH (SFTP), FTP u Syslog. OTtnpaska Ha cepsepbl SSH n FTP nposoanTCA No ykasaHHOMy B
KOHPHUrypayumn pacnucanuto. OTnpaska Ha cepBepbl Syslog NPOMCXOANT cpasy e Npy AoBaBneHnn 3anucu B XXypHarl.

LInsi oTNpaBKK XypHaIoB HE0OX0AMMO CO3AaTb KOHMUIypaLMK SKCNopTa XypHaoB B pasaene DKCMOPT MypHanoB.

NMpumeuanueEcnu B HacTpoitkax ykasaH Log Analyzer, To 06paboTka 1 3KCMopT XypHanos, co3aaHne OTYETOB M 06paboTka APYruX CTaTUCTUUECKUX
ZlaHHbIX Npou3BoAATCA cepBepoM LogAn.

Mpw cosnaHnm KoHOUrypaumumn TpebyeTca ykasaTtb CreayroLue napameTphbi:

HaumeHoBaHue OnucaHue
HassaHue
HasBaHue npaBuna aKcnopTa XXypHasnoB.
npasuna
OnucaHue OnunoHanbHOe none AnfA onuMcaHuA npasuna.

BriGop daitnos xypHanos, KOTOpble HEOOXOAMMO 3KCMOPTUPOBATL:
o XypHan coBbiTui.
« JXypHan Be6-gocTyna.
« JXXypHan COB.
« XypHan Tpadumka.

o XXypHan ACY TTI1.

MypHanbl ana

« XXypHan nHcnexktuposanua SSH.
aKcnopTa

J1nA KaXA0ro M3 XypHanos BO3MOXXHO YKa3aTb CUHTAKCHUC BbIrPY3KM:
« CEF — Common Event Format (ArcSight).
¢ JSON — JSON format.
« @CEE: JSON — CEE Log Syntax (CLS) Encoding JSON.
ObpaTtuTech K JOKYMEHTaLMWK Ha UCNonb3yeMyto Y Bac cucTemy SIEM ana Beibopa Heo6xoaumoro ¢hopmata Bbirpy3ku XypHanos.

Moapo6Hoe onucaHue hopmMaToB XypHanoB uuTainTe B Mpunoxenue 3. Onucarre GopmaToB XKypHaIos.

Tun cepBepa ||SSH (SFTP), FTP, Syslog.

Anpec

IP-aapec unu AoMeHHOe UMA cepBepa.
cepeepa AP A peep

TpaHcnopT Tonbko ana Tuna cepeepoB Syslog — TCP unu UDP.
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HaumeHoBaHue

OnucaHue

MopTt

MopT cepBepa, Ha KOTOpPbLIN CrieayeT OTNPaBnATh AaHHbIE.

MpoTtokon

Tonbko ansa Tuna cepsepos Syslog -- RFC5424 unu BSD syslog RFC 3164. BribepuTte NpoToKO, COBMECTUMBIN C UCMONb3YyeMoi y
Bac cuctemon SIEM.

KputuuHocTb

Tonbko anA Tuna cepeepoB Syslog. HeobasaTenbHoe none, NPOKOHCYNbTUPYHTECH C AOKYMEHTauuen Ha UConb3yemMyto y Bac
cuctemy SIEM. Bo3moXHbI cneaytoLime 3HauyeHusa:

. TpeBora: COCTOAHMKE, TpeéyroLu,ee He3amMmeanuTesibHOro BMeLlaTenibCcTea.
. KpuTuuecnaﬂ: COoCTOAHUe, Tpe6y|ou.|ee HesamMeAnMTeNIbHOro BMeLLaTenbcTea oo npeaynpexaatoilee o c6oe B cucteme.
« OWHBKM: B cUCTEME BOSHUKIN OLLMOKK.

« MpeaynpemaeHus: npeaynpexaeHws 0 BOSMOXHOM BO3HMKHOBEHWM OLUMGOK, ecnu He ByayT NPeAnpPUHATLI HUKaKue
aencTeumA.

« YBepomutenbHasa: cobbiTua, KOTOpPbIEe OTHOCATCA K HeOébIHHOMy NOBEAEHUIO CUCTEMBI, HO HE ABMAOTCA OLLIMOKaMM.

« UHdopmaTUBHaA: MHHOPMALMOHHbIE COOBLLEHMA.

Facility

Tonbko ana Tuna cepeepoB Syslog. HeobszaTensHoe none, NPOKOHCYNbTUPYWTECH C AOKYMEHTaLUMEN Ha UCNONb3YEMYIO Y Bac
cuctemy SIEM. Bo3moXHbI cneaytoLime 3HauyeHnsa:

« Coo6uieHnn nonb3oBaTenbCKue.
« CucTeMHbIN cepBUC.

« BesonacHocTb/aBTOpHU3aLMA.
- Ayaut.

« Tpesora.

« Local 0.

« Local 1.

« Local 2.

e Local 3.

« Local 4.

e Local 5.

« Local 6.

e Local 7.

Uma xocTta

Tonbko ana Tuna cepeepoB Syslog. YHMKanbHOe MMA X0CTa, MAEHTUdUUMPYIOLLee CepBep, OTNPABMAOLLMIA JaHHbIE HA cepBep
syslog, B dopmarte Fully Qualified Domain Name (FQDN).

App-Name

Tonbko ana Tuna cepeepoB Syslog. YHMKanbHOE MA NPUIOXEHWUA, KOTOPOE OTNPaBAAET AaHHbIE Ha cepaep Syslog.

JNorun

MmAa yyeTHOM 3anvcu AnA NOAKTIOYEHUA K yaaneHHoMy cepsepy. He npumeHaeTca k meToay otnpasku Syslog.

MNaponb

Maponbk yyeTHOM 3anucK ANA NOAKTIOYEHUA K yAaneHHOMY cepsepy. He npumeHaeTca k meToay oTnpasku Syslog.

MyTb Ha
cepBepe

Karanor Ha cepsepe AnA KonMposaHWA $ansos XypHanos. He npumeHAeTcA K meToay oTnpasku Syslog.




HaumeHoBaHue

OnucaHue

PacnucaHue

Bribop pacnucanusa Ana oTnpasku 10roB. He npumeHaeTca K metoay oTnpasku Syslog. Bo3MoXHbI BapUaHThl:
« ExenHesHo.
o ExenepnensHo.
« ExemecauyHo.
« Kaxable ... yacos.
o Kaxable ... MUHYT.
« 3apatb Bpy4Hylo.

Mpu 3anaHnKn BPYYHyto HEOOXOAWMO Mcnosb3oBaTh crontab-nofoBHbI GpopMaT, NPU KOTOPOM CTPOKA BLIFMAAMT KaK LIeCTb Nosne,
pasaeneHHbix npobenamu. MNona 3aaatoT Bpema B cneaytowlem Buae: (MuHyThl: 0-59) (vackl: 0-23) (aHu mecAua: 1-31) (mecauy: 1-
12) (neHb Henenu: 0-6, 0-BockpeceHbe). Kaxzaoe U3 nepBbix NATW Nosei MOXeT ObiTh 3a4aHO creaytoLm 06pasom:

« 3Besaouka (*) — o6o3HavYaeT BeCb AManasoH (0T NepBoro A0 NocrneaHero).
o Jeduc (-) — obosHauaeT AvanasoH unucen. Hanpumep, "5-7" Byaet o3Hadyatb 5,6 1 7.
o Cnucku. 310 uncna (Mnu AananasoHsl), pasaeneHHsle 3anateivu. Hanpumep, "1,5,10,11" unmn "1-11,19-23".

« 3Besnouka Mnu avanasoH ¢ warom. Mcnonbsyetca AnA NPoNycKoB B AvanasoHax. LLlar ykasbiBaeTca nocne Kocow YepTbl.
Hanpumep, "2-10/2" 6yaet 3HauuTh "2,4,6,8,10", a BoipaxeHue "*/2" B none "yackl" OyaeT o3HayaTb "Kakable ABa yaca.

YnpaBneHue
KypHanamu

Ynpasnex1e BpeMeHHbIMKU dainamm XypHasnos, NOAroTaBIMBAEMbIX ANA OTNPABKW Ha yAaneHHble cepsepsl ssh U ftp.

Mpu oTnpaske xypHanoB Ha cepsepa ssh u ftp UserGate coxpaHaeT aAaHHbIe ANA OTNPaBKK BO BpEMEHHble dainbl. [10 ykazaHHOMY
pacnucaHuio Bce Co3aaHHble Anf OTnpaBku (aisbl KOMUMPYHOTCA Ha YAANIEHHbLIA cepBep, Npu 3TOM (aWsbl He OYULLAKOTCA U He
yaansaioTtca. [laHHas HacTpoika No3BONAET yKasaTb Nepuoa poTauuu BPEMEHHbIX ¢ainioB (B AHAX) WK yaanuTb nto6oi 13
BPEMEHHbIX PannoB Bpy4YHyto. PoTauua ¢annos npoucxoanT OAMH pas B CYTKM.

Bcero xpaHaTtca N apx1BoB XypHasnos 3a npeablayLlne AHKU (MO KOMYECTBY AHEN poTauumn) U OAWH XypHasn 3a TEKyLMiA AEHb.
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XypHan Tpadmka oTobpaxaeT cobbiTuA cpadaThiBaHWA NPaBKIT MEXCETEBOro akpaHa 1 npasun NAT, B HAaCTPOKax KOTOPbIX BKIIKOYEHO NOTMpOBaH1e
naketoB. OTo6paxaeTcs cneayowan HopMaLs:

« Y3en NGFW, Ha KOTOPOM Npon30LLno cobbiThe.

o Bpemsa cobbiTus.

« CoaepxaHue cobbITus.

« [lonb3osarens.

« [leictBue.

« [lpasuno.

« [punoxenue.

« CeTeBoi NpoTOKON.

« 30Ha UCTOYHMKA.

« IP-aapec ncroyHuka.

o [lopT UCTOYHMKA.

« 30Ha HasHauyeHuA.

« |P-aapec HasHaueHuA.

« [lopT HazHaueHwuA.

« NAT IP-agpec uctouHuka (ecnm ato npasuno NAT).
« NAT nopt nctounuka (ecnu ato npasuno NAT).

« NAT IP-aapec HasHaueHua (ecnu 370 npasuno NAT).
« NAT noprt HasHaueHua (ecnn ato npasuno NAT).

« Baiit oTnpaenexo/nonyyexo.

« [lakeToB OTNPaBNEeHO/Noy4YeHo.

MpumeuanmneB ctonbuax Tpaduka (baiT oTnpasneHo/nonyyeHo, MakeToB OTNPaBNEHO/NOMTYYEHO) yKa3blBaeTCA TPadHK, YUTEHHbBIH B MOMEHT
cpabaTbiBaHUs XypHANMPYHOLLErO Npasuna.

Ecnu B HacTpoiikax XxypHanupoBaHus B Npasusie BbIBpaHo: "XKypHanupoBaTh Kbl NakeT", TO 3HaUEHUA YUTEHHOro TpaduKa B xypHane 6yayTt
KyMYNATUBHO HapacTaTb B TEUEHME CECCUMN.

Ecnu B HacTpoiikax xxypHanuposaHus B Npasusie BeiBpaHo: "XKypHanuposaTtb Hauyano ceccuu”, ByaeT yuTeH BCEro OAMH UM HECKOBKO NaKeTos,
HeoOxoauMbIX ANA cpabaTtbiBaHWA 3TOro Npasura.

A,ClMVIHVICTpaTOp MOXeT BblépaTb TONbKO Te CTOJ'I6L|,I:>I AnA NoKasa, KoTopble eMy Heob6XoAUMbI. Ona atoro cneayet KINKHYTb yKasateremMm Mbllln Ha
nroboi u3 CTOJ'|6L|OB, 1 B NnoABUBLLUEMCA KOHTEKCTHOM MEHIO OCTaBUTb raJIoYKKU TONbKO ANA TexX CTOJ'I6L|,OB, KOTOpbIe Heo6xo0AUMO omépamarb.

Ans yno6cTea noucka Heo6Xo0ANMbIX COBBLITUI 3anUcK MOTYT BbITb OTOUIBTPOBAHbI MO PA3NIMUYHBIM KPUTEPUAM, HANPUMEP TakuM, KaK ydeTHas 3anucb
nonb3oBaTens, NpaBuno, AeWCTB1E U T.A.

C MOMOLLbHO KHOMKKU 3I(CI'IOpTMPOBaTb B CSV aZIMMHMUCTPATOP MOXET cKayaTb OTGUNLTPOBAHHbIE AaHHbIE XypHana B CSV-CDaVU'I ANA AanbHeWLwero
aHanusa.

Haxarwue Ha kHonky MoKa3aTb BbIBEAET OKHO C NOAPOGHLIM ONMCaHUeM COBLITHS.



OT1yeThl



OnucaHue
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C NOMOLLbHO OTYETOB aZAMUHUCTPATOP MOXET NpeAoCTaBUTb pas/inyHble Cpesdbl AaHHbIX O cobbITuaAX 6830I'IaCHOCTVI, KOH¢VII'ypVIpOBaHVIF| nnu
aencTeuAx nonbaosartenen. OTyeTbl MOryT co3aaBaTtbCA NO CO34aHHbIM paHee npasuiiam U wabnoHam B aBTOMaTUUYECKOM pexnme 1 oTnpaBiATbLCA
agpecaram o 3M1eKTPOHHOM nouTe.

Pasaen OTueTbl COCTOMT U3 Tpex noapasaenos — uJaGHOHbI, I'IpaBuna OoTUéTOoB v Co3gaHHble oTuUeThbl. Y100kl Co3aaTh 0TYET HEOOX0ANMO
BbINO/HUTL cneayroline AenCTBuA:

HaumeHoBaHue

OnucaHue

Lar 1. Co3natb npasuio
co34aHuA otyeTa.

Cosnatb npasnio Co3aaHnA OT4eTa, B KOTOPOM yKasaTb Heo0xoauMble napamMeTpbl Co3aaHuA oTyeTa.

LLlar 2. 3anyctuTb oTyerT.

3anycTuTb OTYET B PYYHOM PEXUME UM JOXAATHCH BPEMEHU, KOr4a OH 3anyCTUTCHA B aBTOMATUUYECKOM PEXUME No
yKasaHHOMy B NpaBuIie pacnucaHuio.

Lar 3. Monyuntb OTYeT.

I'Ionqub OT4eT No nouyTe, ecnu B npasune 6bina HacTpoeHa OTnpaBKa oT4yeTa no no4te, Un cKkadyaTb I'IOﬂyLIeHHbIVI
oT4yeT B pasaene Co3aaHHble OTYeThI.

Mpumeuanmnellpolecc co3aaHnsa 0T4ETa MOXET NMPOAOIKATLCA AOCTATOUHO ANUTENBHOE BPeMA U MOXET NOTPednATL 60sIbLIOE KOTMYECTBO

BbIYACIUTENBHBIX PECYPCOB.

MpumeuaHueB oTueTtax no TpaduKy (Kpome oTYETOB BEG-A0CTYNA) UCMONb3YOTCA AaHHble 13 kKoMnoHeHTa Netflow. OTyeTbl Be6-a0cTyna no Tpaduky
MCNOMb3YIOT AaHHbIE U3 XypHanos (AoMeHbl, URL-kateropuu 1 1.1.).




LWa6noHbl oTY4ETOB
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LLla6noH onpeaenseT BHELWHWI  BUA M Nond, KoTopble ByayT ucnonb3oBaTteeA B oT4eTe. LLabnoHbl 0T4eTOB NpeAoCTaBnATCA KOMMNaH1e-
paspabotunkom UserGate.

Cnucok wabnoHos 0T4HEeTOB, CrpynnMpPOoBaHHbIX MO KaTeropnam:

Captive-noptan — rpynna wa6noHoB No coBbITUAM, aBTOPU3aLKUK Nonb3osaTenen ¢ noMmoLybto Captive-noprana.
Co6biTMA — rpynna wabnoHoB No CoBLITUAM, PErMCTPUPYEMbIM B XKypHase CoObITHiA.

COB — rpynna wa6noHOB Mo COBLITUAM, percTpupyemMsiM B xypHane COB.

CeTeBan aKTUBHOCTb — rpynna wabnoHoB No coBbITUAM, PErMCTPUPYEMbIM B XXypHare Tpaduka.

Be6-noptan — rpynna wabnoHos asTopusaumm yepes SSL VPN.

Tpaduk — rpynna wabnoHoB No coBbITUAM, PErMCTPUPYEMBIM B XypHarne Tpaduka 1 OTHOCALLMMCA K 06bemy noTpebneHHoro Tpaduka
nosib30BaTENAMM, NPUIOXKEHUAMM U T.M.

VPN -- rpynna wa6noHos no cobbiTuaM, oTHocALmMMeA K VPN.

Be6-aKTUBHOCTb — rpynna wabnoHOB No COBLITUAM, PErcTPUpyeMbIM B XypHane Be6-gocTyna.

Kaxabli wabnoH coaepxnT HasBaHWe, ONUcaHue oTYeTa v TUM oTobpaxeHusa oTueTa (Tabnuua, rmctorpaMma, nupor).
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MpaBuno oTyeTa 3a4aeT napameTpsbl CO3AaBAEMOro 0TYETa, a TaKKe PacnucaH1e 3anycka OTYeTOB U CrocoBbl A0CTABKK OTYeTa nosb3osarenam. Mpu
CO3AaHWM NpaBuna oTyeTa aAMUHUCTPATOP yKasbiBaeT Crieaytolme napameTphbi:

HaunmeHoBaHue OnucaHue
BknioueHo BkntoueHue/oTKNIo4eHUA oTyeTa.

HasBaHue HassaHwue npasuna.

OnucaHue OnuuoHanbHoe none AnA onucaHuA npasuna.

A3bIK oTyeTa

Bri6op fA3bika, KOTOPbIA ByAET UCNONb30BaH B OTYETE.

JvanasoH [nanasoH BpeMeHH, 3a KOTOPLIM HE0BXOAUMO NOAFOTOBUTL OTYET.
dopmar otyeta (PDF, HTML, XML, CSV), B kKoTopom ByZeT co3aaBaTbCA AaHHbIA OTYeT.

®opmar Y

oTueTa BamHo! CosnaHve otueta B popmate PDF coszaeT BbICOKyHO HArpysKy Ha npoueccop v namaATte. Yem o6bemMHee oTdyeT, Tem Bonee
BbICOKas Harpyska. [ns wabnoHos Moapo6HbIM cnucok Beex noceleHHbix URL v Moapo6HbIA CNMCOK BCEX NOCELYeHHbIX
calMTOB aBTOMaTHUeCcKku ucnonbayetca dpopmat CSV, HezaBMCMMO OT BbiOpaHHoOro gpopmara.

KonuuectBo  ||3aaaHve orpaHMyeHnUs YMcna 3anuceit, Kotopele ByayT BLIBOAMTLCA B OTYETAX, B KOTOPLIX NPUCYTCTBYET OrpaHUYeHUe no

3anuceu KOSIMYeCTBY TON 3anucen, Hanpumep, Ton 20 nonb3osaTenen ¢ oWKnBOoYHOM aBTopU3aLuen B Be6-KOHCOSb.

Konuuectso B
rpynnupoBke
(ecnu
NPUMEHUMO)

3anaHue orpaHuyeHns yncna sanucei, kotopele OyayT BHIBOAUTLCA B OTYETAX, B KOTOPbIX MPUCYTCTBYET OrpPaHUYEHHe Mo
KOSIMYECTBY CrpynMMPOBaHHbLIX 3anucen, Hanpumep, Ton 10 nonb3oBaTenen No KaTeropuamM — LA Kaxaon kateropun Byaet
ykasaHo He 6onee 10 nonb3osaternei. [lJaHHoe orpaHMyeHre NPUMEHUMO TONbKO ANA TeX LWabnoHOB 0TYETOB, KOTOPLIE coaepXaT
rpynnMposaHue.

Monb3oBatenu

3apaet nonb3oBaTeneu unu rpynnbl nonb3oBatenewn, ana KOTOpPbIX 6y/:1eT cosgaeaTtbcA oTYeT. Ecnu octaBuTh none nycTbiM, TO
oTyeT 6y/:1eT co3aBaTbCA AnA BCEX NOnb3oBaTenew.

LLa6noHbl

Cnucok LwabnoHoB, KoTopkle ByayT UCNONb30BaTbCA ANs NOCTpoeHWs oTyeTa. O6s3aTenbHO Heo6XoArMO A06aBUTL XOTH Bbl 0AWH
wabnoH.

PacnucaHue

Bbi6op pacnucanusa ans cosaaHua oTyeToB. Bo3MOXHEI BapUaHThI:
« ExeaHesHo.
« ExeHepenbHo.
« ExemecauHo.
« Kaxable ... yacos.
o Kaxable ... MUHYT.
« 3agatb Bpy4Hyto.

Mpu 3anaHKK BPyUHYIO HEOGXOAMMO MCMONb30BaTh crontab-noAoOHbIM GopmMaT, NP KOTOPOM CTPOKA BLIMMAAMUT KaK LLEeCTb MNomnew,
paszaeneHHbIx npobenamu. Mona 3afatoT Bpema B criedytolleM Buge: (MUHyThI: 0-59) (uackl: 0-23) (aHu mecaua: 1-31) (mecay: 1-
12) (neHb Heaenu: 0-6, 0-BocKpeceHbe). Kaxaoe U3 nepBbIX NATH noneid MoXeT ObiTb 3a4aH0 CreaytolwM 06pasoMm:

« 3Besnouka (*) — o6o3HayaeT BeCb AManasoH (0T NepBoro A0 NocneaHero).
« Jeduc (-) — obosHauaeT avanasoH umcen. Hanpumep, "5-7" 6yaert osHavatb 5,6 1 7
o Cnucku. 310 uncna (Mnu ananasoHsl), pasaeneHHsle 3anateivu. Hanpuwvep, "1,5,10,11" unun "1-11,19-23"

3Be3aouKa unu avanasoH ¢ warom. McnonbsyeTca AnA NponycKoB B AnanasoHax. LLlar ykasbiBaeTca nocne Kocon 4yepThbl.
Hanpumep, "2-10/2" 6yaet 3HauuTh "2,4,6,8,10", a BuipaxeHue "*/2" B none "yackl" ByaeT o3HavyaTb "Kaxkable ABa yaca.




HaumeHoBaHue OnucaHue

B03MOXHOCTb 3a4aThb ONUMOHasbHYHO OTNPaBKY CO3AaHHOTO 0TYeTa nosyyatenam no npotokony SMTP. Heo6xoanmo 3aaats:

« Mpodunb SMTP, koTopbI ByaAeT UcnoNb3oBaH ANA OTNpaBKkK oT4eToB. MoApobHO 0 HacTpoike npodunen SMTP cmoTpuTe
B rnase [1podunu onoBeLLeHni.

e OT— umA oTnpaesuTenAa nMcbma.

JlocTaBKa
« Tema nucbma — Tema nucobma (subject).

« Teno nucbma — coaepXMMOoe nucbMa.

MonyuaTenu — CNMcoK nosnyyartenen nucbma. Monydyareny omkHb 6biTb AoBaBneHbl B cnuckv 6ubnuotexkn MoutoBble
appeca.

MpumMeyaHuellpoLecc co3aaHnsa oT4eTa MOXeT NPOAOKATLCA AOCTATOUHO ANTUTENbHOE BPEMA U MOXET NoTPe6nATh G0oMbLLOe KONMYECTBO
BbIYMCITUTENBHBIX pecypcoB. OCOBEHHO BaXKHO YUNTHIBATbL 3arpy3Ky PECYPCOB MU 3anycke OTYETOB 3a GONbLLOH AUana3oH BpeMeHH.

Mpumeuanuena Toro, 4ToObl 3aNyCTUTL NPABMIIO OTYETa He 00fA3aTENbHO BKIOUATL €ro U yKasbiBaTb BpeMA 3anycka npasuna. B pyuHom pexume
MOXHO 3anyCcTUTb Nt0BGOM, B TOM UMCIIe OTKIIOUEHHbIA OTYET, ANA TOrO B CNMCKe NpaBui Heobxoanmo BeiBpaTth TpeGyemoe NpaBuiio U HaxaTb Ha
KHOMKY 3anycTuTb ceryac. MoToBbIi 0TUeT nocne cosaaHua 6yaeT AocTyneH B pasaene CosaaHHble OTYeThl.
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Co3aaHHble oTYeThl
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LLla6noH onpeaenseT BHELWHW  BUA M Nnond, KoTopble 6yayT ucnonb3oBateeA B otdeTe. LLlabnoHbl 0T4eTOB NpeAoCTaBNATCA KOMMNaHWen
paspabotunkom UserGate.

Cnucok wabnoHos 0THEeTOB, CrpynnMpPoBaHHbIX MO KaTeropnam:

Captive-noptan - rpynna wa6noHoB no cobbITUAM, aBTopU3aLnm nons3osatenei ¢ nomolysto Captive-noprana.
Co6biTHA - rpynna wabnoHoB No CoBLITUAM, PErMCTPUPYEMBIM B XKypHane coBbITUiA.

COB - rpynna wabnoHoB No coBbITUAM, perucTpupyemsiM B xxypHane COB.

CeTeBan aKTUBHOCTb - rpynna wabrioHoB No COOLITUAM, PEFMCTPUPYEMBIM B XXypHane Tpaduka.

Be6-noptan - rpynna wabnoHos asTopusalmmn yepes SSL VPN.

Tpacduk - rpynna wabnoHoB No coBbITUAM, PErMCTPUPYEMBIM B XypHase Tpaduka 1 OTHOCALLMMCA K 06bemy noTpedneHHoro Tpaduka
nosib30BaTENAMM, NPUIOXKEHUAMM U T.M.

VPN -- rpynna wa6noHoB no cobbiTuaM, oTHocALmMMEA K VPN.

Be6-aKTUBHOCTb - rpynna wabnoHOB No CoBLITUAM, PerMcTpMpyeMbIM B XypHane Bef-aocTtyna.

Kaxabli wabnoH coaepxut HasBaHUe, ONUCaHUe OTYeTa M TUM oToBpaxeHusa oTueTa (Tabnuua, rmctorpaMma, nupor).
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