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DNS-HacTpoikm



HacTponka cetu



30HbI

Documentation: ¥
Product: SIEM
Version: 7.2.x

JanHbiv pazaen HaxoauTca Ha yposHe hetwork zone. Komanaa ana cosaaHna HOBOM 30HbI:

Admin@nodenamet create network zone

Janee HeoBX0AMMO yKasaTb NapameTpbl 30HbI:

MapameTp

OnucaHue

name

HasBaHue 30HbI.

description

OnwucaHue 30Hbl.

dos-
protection-
syn

3awmTa 30HbI 0T ceTeBoro ¢pnyaa ana npotokona TCP (SYN-flood):

« enabled: BxrtoyeHMe/OTKIIOUEHNE 3ALLMTDI.
o ON.
o off.
« aggregate:
o ON — CUMTAIOTCA BCE NaKEeThbl, BXOAALLMUE B MHTEPDENChl AaHHON 30HbI.
o off — nakeTbl cuMTaroTcA oTAenbHO AnA kaxaoro IP-aapeca.

« alert-threshold: nopor yBeaomneHua; ecnv KonMYeCcTBO 3anpoCoB NpeBbILIAET AaHHbIM NOPOT, TO NPOUCXOANT 3annUch COBLITUA
B CUCTEMHBbIW XypHaJl.

« drop-threshold: nopor oT6packiBaH1A NaKeTOB; ECNK KONMWYECTBO 3anpOCOB NPEBbILLAET yKasaHHoe 3HadeHue, To UserGate
oTBpacbiBaeT NakeTbl U 3an1cbiBaeT AaHHOE COBLITUE B CUCTEMHbIN XypHar.

« excluded-ips: cnvcok IP-aapecoB cepBepoB, KOTOPbIE HEOOXOAUMO UCKIHOUUTL U3 3aLLUTHI.

dos-
protection-
udp

3awura 30HbI 0T ceTeBoro ¢pnyaa ana npotokona UDP:

« enabled: BkNOYEHNE/OTKNIOYEHNE 3ALLMUTHI.
s on.
o off.
« aggregate:
o ON — CUMTAIOTCH BCE MaKEeThbl, BXOAALLUE B MHTEPDENCHI AaHHOMN 30HbI.
o off — nakeTbl cunTaroTcA 0TAENbLHO ANA Kakaoro IP-aapeca.

« alert-threshold: nopor yBeioMneHu1a; ecnu KONMYECTBO 3aNpPOCOB NPEBLILIAET AaHHbIA MOPOr, TO MPOMCXOAUT 3anuUCb COOLITUA
B CUCTEMHbIN XXypHan.

« drop-threshold: nopor oTépackiBaHUA NaKeToOB; ECNK KOMMUECTBO 3aNPOCOB NPeBLILLAeT yKasaHHoe 3HadeHue, To UserGate
oT6packiBaeT NakeThl U 3annUChIBAET AAHHOE COBLITUE B CUCTEMHbIN XypHaJT.

« excluded-ips: cn1cok IP-aapecoB cepBepoB, KOTOPbIE HEOOXOAMMO UCKIOUUTE M3 3ALLMTHI.




MapameTtp OnucaHue
3awuta 30Hbl 0T ceTeBoro ¢pnyaa ana npotokona ICMP:
« enabled: BKNOYEHNE/OTKIIOUYEHHUE 3ALLUMUTHI.
o On.
- off.
« aggregate:
dos-
protection- o ON — CYMTAIOTCA BCE NaKEeThbl, BXOAALLUE B MHTEPDENCHI AaHHOMN 30HbI.
icmp
o off — nakeTbl cunTaroTcA otAenbHO Ana kaxaoro IP-agpeca.
« alert-threshold: nopor yBefoMneHu1aA; ecnu KOSIMYECTBO 3aNpOCOB NPEBLILIAET AaHHbIA NOPOT, TO MPOMCXOAUT 3anNnUCh COOLITURA
B CUCTEMHBbI XypHar.
« drop-threshold: nopor oT6pacbiBaH1A NAKeTOB; EC/IM KONMYECTBO 3anpOCOB NPEeBLILLAET yKazaHHoe 3HadeHue, To UserGate
oTOpackiBaeT NakeThl U 3aN1CbIBAET AAHHOE COOLITUE B CUCTEMHbIN XypHaUT.
« excluded-ips: cnucok IP-aapecoB cepeepoB, KOTOPLIE HEOOXOAUMO UCKIOUUTL U3 3aLLMTHI.
MapameTpbl KOHTPONA AOCTYNA 30HbI:
« "Any ICMP": pa3peLueHue “cnonb3oBaHUA KoMaHabl ping aapeca UserGate.
o SNMP: goctyn k UserGate no npotokony SNMP (UDP 161).
« rpc: XML-RPC anqa ynpaenenus - no3sonaet ynpasnate npoayktom no API (TCP 4040).
enabled-
services « VRRP: cepsuc, Heobxoanmeli ana o6beanHeHusa Heckonbkux yanos UserGate B oTkazoycTonumsbli knactep (IP npoTokon
112).
« "CLI over SSH": noctyn k cepsepy Aana ynpasnexnuna um ¢ nomotlpto CLI (command line interface), nopt TCP 2200.
« Cluster: cepsuc, Heo6xoanMblit ana o6beanHeHWs Heckonbkux yanos UserGate B knactep (TCP 4369, TCP 9000-9100).
« "Admin Console": focTtyn k Be6-koHconu ynpaenexusa (TCP 8001).
YkasaHve paspeluéHHbix IP-aapecoB ana cepsucoB:
« service: BbIGOp cepBHUCOB (CNUCOK cooTBETCTBYET enabled-services).
service- i
allowed-addresses: paspeluéHHble IP-aapeca:
addresses ¢ pasp Ap
o geoip — koa GeolP.
o ip-list — 3apaHee cosaaHHbIM B 6UONMOTEKE 31eMeHTOB crnucok IP-aapecos.
BrntoueHue/oTkNo4eHHE 3aLuThl OT IP-cnyduHra:
antispoof-
¢ ON.
enable
« off.
Bo3MoXHble 3HaueHus:
¢ ON.
antispoof-
negate « off.
Mpu antispoof-negate on agpeca UCTOYHMKOB, yKasaHHbIE B 3HaYeHuun ip-spoofing-networks, 6yayT ABNATLCA aapecamu, KoTopble
He MOryT ObITb MOMNYyYEHbI HA MHTEPdECAX AaHHOM 30HbI. B aTOM cryuae OyayT oTOpOLLEHBI NaKeThl € yKasaHHbIMKM IP-aapecamu
MCTOYHMKOB.
BrntoueHue orpaHMueH1a KonnyecTsa 0AHOBPEMEHHBIX ceccuit ¢ oaHoro IP-aapeca:
ions-
limit- « on.
enabled
« off.
ions-
limit- Lo6asneHue cnucka IP-aapecoB, AnA KOTOPLIX OrpaHUYeHne Ha KONMYECTBO OAHOBPEMEHHbIX CECCUI He ByaeT AeicTBOBaTb.

exclusions




MapameTtp OnucaHue
sessions-
limit- MakcuMmannbHO BO3MOXHOE KONMUYEeCTBO OAHOBPEMEHHbIX ceccuit ¢ oaHoro IP-aapeca.
threshold
geoip Koabl GeolP, koTopble ncnonbaytotca B 3awute ot IP-cnyduHra.
ip-list Cnucok IP-aapecos, koTopble UCNOSb3YtoTCA B 3awuTte oT IP-cnyduHra.

Mpumep co3aaHUsA HOBOM 30HbI:

Admin@nodename# create network zone name Test_zone description "Test_zone description" antispoof-enable on enabled-services [ "Any ICMP"
DNS ] dos-protection-icmp enabled on

[na peaakTMpoBaHUA NapamMeTpoB 30HbI:

Admin@nodename# set network zone <zone-name>

MpumMep pesakTMpoBaHWA NapaMeTpoB 30HbI:

Admin@nodename# set network zone Test_zone dos-protection-syn enabled on
KomaHaa yaaneHua 30HbI Unv eé napameTpoB:

Admin@nodename# delete network zone <zone-name>

MapameTpel, AOCTYMHBIE ANA yAANEHUS:

MNapameTp OnucaHue

3awmta 30HbI OT cetesoro ¢priyaa ana npotokona TCP (SYN-flood):
dos-protection-syn
« excluded-ips: cn1cok IP-aapecoB cepBepoB, KOTOPblE HEOOXOAWMO UCKITHOUMTL W3 3aLLMUTHI.

3awyuTa 30HbI 0T ceTeBoro ¢pnyaa ana npotokona UDP:
dos-protection-udp
« excluded-ips: cnucok IP-agpecoB cepBepoB, KOTOpbIE HEOOXOAWMO UCKITHOUYUTL U3 3aLLUThI.

3awmTa 30HbI OT ceTeBoro dnayaa ana npotokona ICMP:
dos-protection-icmp
« excluded-ips: cnucok IP-aapecoB cepBepoB, KOTOPblE HE0OXOAWMO UCKITHOUUTL W3 3aLLMUTHI.

. YcTaHoBMNEeHHbIE paHee napamMmeTpbl KOHTPOMA AOCTyna B IaHHOW 30He
enabled-services P p P P Aoty A

geoip Koabl GeolP, koTopble ncnonb3ytotca B 3awure ot IP-cnydunra.

ip-list Cnucok IP-aapecos, kKoTopble UCNONb3yoTCA B 3awuTte oT IP-cnyduHra.

KomaHaa ana NPOCMOTpa HACTPOEK 30HbI:

Admin@nodename# show network zone <zone-name>



UHTepdeiichl

Documentation: ¥
Product: SIEM

Version: 7.1.x

HacTtpoiika nHtepdencos nponssoantca Ha yposHe hetwork interface:

HacTtpoika adapter

CeTeBble agantepbl HacTpavBaroTcA Ha yposHe hetwork interface adapter.

CosaaTb ceTeBoM ajanTtep Henb3A. Ana obHoBMEeHUA cyuiecTBytoLlero ceTeBoro agantepa Mcnonb3yetca komaHaa:

Admin@nodename# set network interface adapter <adapter_name>

JHanee Heobxoanmo yKasaTtb napamMeTpbl CeTeBOoro agantepa:

MapameTtp OnucaHue
BrntoueHune/oTKNIOYEHUE CETEBOIO MHTEPdEca:
enabled « on.
« off.
description||Onucanune cetesoro nHTepdeiica.
alias Anuac/nceBaoHWM MHTepdeica.
Tun nHTepdeiica:
« I3: uHTepdeiic, paboTatowwuii B pexvme Layer 3 (MOXHO HasHauWTb IP-aapec u ucnonb3oBaTth ero B Npasunax MexceTeBoro
iface-type 3KpaHa, KOHTEHTHON PUIbTPaLMK U APYrMX NpaBunax, 3To CTaHAAPTHLIN PexuM paboTsl HTepdeiica).
« mirror: uHTepdeiic, paboTatowuii B pexxume Mirror (MoxeT nonyyatb Tpaduk co SPAN-nopta ceTeBoro o6opyaoBaHus ansa ero
aHanusa).
Pexum HasHavenuna IP-aapeca:
« dhcp: nonyyeHune amHamuueckoro IP-agpeca no DHCP.
iface-mode
« manual: 6e3 agpeca.
CraTuyeckuin pexum yctaHaBnmBaeTca aBToMaTUyecku npu HasHaueHum nHtepoeiicy IP-aapeca.
zone 3oHa, KoTopoi ByAeT NpuHaAnexaTb UHTepdeic.
HacTtpovika napameTpoB ceTeBoro nHtepdenca:
« bc_forwarding: ynpasneHue nepecoiikoi naxketos directed broadcast, npuxoaaLMX Ha ykasaHHbIN MHTEpdEiC.
« proxy_arp, proxy_arp_vlan: mexanuam Proxy ARP. MapameTp proxy_arp — UserGate 6yaeT otBeuats Ha ARP-3anpochl
a/lpecoB, He OTHOCALLMXCA K CeTU UHTepdeiica; proxy_arp_vlan — UserGate 6yaeT otBeuats Ha ARP-3anpochl aapecos,
OTHOCALLMXCA K CeTH MHTepdeiica.
YKasblBaroTcA B creaytoliem popmare:
link-info Admin@nodename# create network interface <iface-type> ... link-info [ key/value ]
rae key — HasBaHue napameTpa. HassaH1e MOXET COCTOATh U3 CTPOUHLIX BYKB NlaTUHCKOro andasuTta (a — z) W 3Haka
noavepkusanua (_).
value — 3HauyeHve napametpa. [apameTpbl MOryT NPUHUMATL TOMBKO LiErble YACIIOBbIE 3HAYEHMA.
Hanpumep, 4tobbl BKNOUUTL MCNONb30oBaHWe MexaHnama Proxy ARP ucnonbsyite cneaytowme key/value — proxy_arp/1; ans
OTKMOUYEeHUA — proxy_arp/0.
Mone link-info 6yaeT oTobpakeHo TONbLKO B criyyae AoGaBneHus napamMeTpoB.
BawHo! Yaanexune 3aaaHHbIX napameTpoB HeAOCTYMHO.




MapameTtp OnucaHue

HasnaueHnue nHtepodeicy IP-aapeca.

ip- Aapec 3aaaétca B crieaytowlem Buae: [ <ip_address/masks ] unu [ <ip_address/mask> <ip_address/mask> ], ecnu Heo6xoanmo
addresses ||HasHaunMTb HeckonbKo IP-aapecoB (aapeca nepeuncnatoTca yepes Npoben); Macka noaceTy 3ajaérca B AeCATUYHOM BUAE.

BamHo! KBaapatHble ckoOkv 06A3aTenbHO A0MKHbI BbiTb OTAENEHbl Npobenamu ¢ 06enx CTOPOH.

mac MAC-aapec nHTepdeica.

mtu YkasaHne pasvepa MTU.

KomaHaa yaaneHua agantepa M ero napameTpos:
Admin@nodename# delete network interface adapter <adapter-name>

MapameTpebl, AOCTYNHbIE ANA yAANEHUs:

MapameTtp OnucaHue

ip-addresses 3azanHbil IP-agpec.

dhcp-relay server-address||IP-aapec cepeepa DHCP.

KomaHaa ana otobpaxeHua nHdopmMaLnmu 0 BCex CeTeBbIX aJantepax:
Admin@nodename# show network interface adapter
Ina oTo6paxeHus nHdpopmauumn 06 agantepe:

Admin@nodename# show network interface adapter <adapter-name>

Hactponka VLAN

UuTtepdeicel VLAN HacTpausatotca Ha yposHe network interface vian.
Komanaa ans ao6aenexusa Hosoro VLAN-uHTepdeiica:
Admin@nodename# create network interface vlan

Janee Heo6x0AMMO yKasaTb napameTpbl:

MapameTtp OnucaHue

Brntouenne/otkntouenne VLAN-uHTepdeica:
enabled « on.

« off.

description||Onucanne nitepdeica.

alias Anuac/ncesaoHnM nHTepdeica.

Tun nHTepdeiica:

« I3: Layer 3 (MoxHO Has3HaunTb IP-aapec 1 MCnonb3oBaTth €ro B Npasuiax MeXceTeBoro 3KpaHa, KOHTEHTHON dunbTpaunumn u
iface-type ZApyrvx npaeunax, 3To CTaHAapTHbIA Pexum paboTel MHTepdeiica).

« mirror: uHTepdeiic, padoTatowuii B pexxume Mirror (MoxeT nonyyatb Tpadpuk co SPAN-nopTa ceteBoro o6opyaoBaHva Ana ero
aHanusa).




MapameTtp OnucaHue

Pexum HasHauenua IP-aapeca:

« dhcp: nonyyeHune aMHamuueckoro IP-aapeca no DHCP.
iface-mode
« manual: 6e3 agpeca.

CraTuueckuit PeXnM yCTaHaBNMBaeTCA aBTOMaTUYEeCKU NpU HasHa4eHUn MHTequeVICy IP-a}:lpeca.

tag Ter VLAN. [JonyckaeTtca cosaaHue [0 4094 nHtepdeincos.

node-name||1mna y3na knactepa, Ha kotopom cosaaérca VLAN.

interface ||®uanueckuit MHTepdeiic, Ha koTopom cosaaeTcA VLAN.

zone 30Ha, KoTopoit ByaeT NpuHaanexaTb MHTepdeic.

HacTpovika napameTpoB ceTeBoro uHtepdenca:
« bc_forwarding: ynpasneHnue nepecbinkoi naxketos directed broadcast, npuxoaaLIMX Ha ykasaHHbIN MHTepdeiC.

« proxy_arp, proxy_arp_vlan: mexaHuam Proxy ARP. MapameTp proxy_arp — UserGate 6yaneT otBeuats Ha ARP-3anpochl
afpecoB, He OTHOCALLMXCA K ceTu MHTepdeiica; proxy_arp_vlan — UserGate 6yaet otBeyatsb Ha ARP-3anpockl aapecos,
OTHOCALLMXCA K CeTU uHTepdeiica.

YKasbiBaroTcA B cneaytoliem popmare:

Admin@nodename# create network interface <iface-type> ... link-info [ key/value ]
link-info
rae key — HasBaHue napameTpa. HassaHne MOXET COCTOATb M3 CTPOUHbIX BYKB NIAaTUHCKOro andasuTa (a — z) U 3HaKa
noAYepKuBaHma (_).

value — 3HaueHue napameTpa. MNapameTpbl MOTYT NPUHUMATL TOMBKO Liesble YUCTIOBLIE 3HAUYEHHA.

Hanpvmep, 4tobbl BKOUATL MCNONb3oBaHWe MexaHnama Proxy ARP ucnonbayiite cneaytowme key/value — proxy_arp/1; ans
OTKIKOYEHWA — proxy_arp/0.

Mone link-info ByneT oToBpaxeHo ToNbKO B Criyyae A06aBeHUA NnapameTpoB.

BamHo! YaaneHune sanaHHbIx napamMmeTpoB HEeAOCTYMHO.

HasHaueHue uHtepodeicy IP-aapeca.

ip- Aapec 3anaétcsa B cneaytowem suae: [ <ip_address/masks ] unu [ <ip_address/mask> <ip_address/mask> ], ecnv Heo6xoammo
addresses |[HasHauMTb HECKONLKO IP-aapecoB (agpeca nepeuncnaoTca yepes npoben); Macka NnoAceTH 3aaaéTca B AECATUYHOM BUAE.

BamHo! KBa,ClpaTHble CKOOKM 006A3aTeNbHO AOMKHbI ObITh OTAENEHbI npoéenaMM ¢ 0beunx CTOpPOH.

mac MAC-aznpec nHTepdeiica.

mtu YkasaHue pasvepa MTU.

HacTpoiika pabotel DHCP-penes Ha uHTepdeice. Heobxoammo ykasatb:
« enabled: BxrtoueHne/oTrkNOUEHUA penes:
o ON.
dhcp-relay
- off.

« utm-address: IP-agpec uHtepdeiica UserGate, Ha koTopbli JobaBnsaeTca GyHKUUA penes.

« server-address: agpeca cepeepos DHCP, kyaa Heo6xoaumo nepeckinate DHCP-3anpock! KMeHTOoB.

Pepakrtvuposanue cywectaytoero VLAN:
Admin@nodename# set network interface vlan <vlan-name>

MapameTpbl, AOCTYNHbIE ANA 0BHOBNEHMA, aHanorMyHel napameTpam cosganvsa VLAN, kpome tag, node-name, interface (M3MeHeHWe 3HAUEHWIE ATUX
napameTpoB HEAOCTYMHO).

Komanaa yaanenuna VLAN-uHTepdeiica unu ero napameTpos:



Admin@nodename# delete network interface vlan <vlan-name>

MapameTpbl, AOCTYNHbIE ANA yAaNeHUs:

MapameTtp OnucaHue

ip-addresses 3anaHHbli IP-agpec.

dhcp-relay server-address||IP-aapec cepsepa DHCP.

Y1066l 0TOOpasnTh MHPOpMaL Mo o Bcex HTepdeircax VLAN:

Admin@nodename# show network interface vlan

unu 06 onpeaenéHHoM nHTepdeice:

Admin@nodename# show network interface vlan <vlan-name>

Hactpownka bond-uHrepdeica

HacTpoiika 6oHA-MHTEPdENca NponsBoanTCA Ha ypoBHe network interface bond.

Komanaa ana cosaanusa 6oHa-uHTepdeica:

Admin@nodename# create network interface bond

MapameTpbl, KOTOPLIE HEOOXOAWMO yKasaTh:

MNapameTp OnucaHue
BrntoueHune/oTknoueHne nHTepdenca:
enabled « on.
« off.
interface- ||Heo6xoanmo BBECTM HOMEp, KOTOPLIN ByaeT 0TOOPaKEH B UMEHU MHTepdeica (Hanpumep 1, Toraa HasBaHWe co3aaHHOro MHTepdeica
name Gynet bond1).
description||Onucanne uitepdeica.
alias Anvac/ncesaoHnMM nHTepdeiica.
node-name||Y3en knactepa, Ha KoTopoM ByaeT cozaaH GoHA-MHTEPdEViC.
zone 3oHa, KoTopoi ByaeT NpuHaanexatb GoHA.
HacTtpovika napameTpoB ceTeBoro uHtepdenca:
« bc_forwarding: ynpasneHue nepecoiikoi naxketos directed broadcast, npuxoaaLMX Ha yKasaHHbIN MHTEpdEiC.
« proxy_arp, proxy_arp_vlan: mexanuam Proxy ARP. MapameTp proxy_arp — UserGate 6yaeT otBeuats Ha ARP-3anpochl
a/lpecoB, He OTHOCALLMXCA K CeTU UHTepdeiica; proxy_arp_vlan — UserGate 6yaeT otBeuats Ha ARP-3anpockl aapecos,
OTHOCALLMXCA K CeTH MHTepdeiica.
YKasbiBaroTcA B creaytoliem popmare:
L Admin@nodename# create network interface <iface-type> ... link-info [ key/value ]
link-info
rae key — HasBaHue napameTpa. HasBaHue MOXET COCTOATb U3 CTPOUHbIX OYKB NaTMHCKOro andasnTa (a — z) 1 3Haka
noavepkuBanHua (_).
value — 3HauyeHve napametpa. [apameTpbl MOryT NPUHUMATL TOMBKO LiESble YACIIOBbIE 3HAYEHMA.
Hanpumep, 4tobbl BKNOUYATL UCNONb30oBaHWe MexaHnama Proxy ARP ucnonbsyite cneaytowme key/value — proxy_arp/1; ans
OTKMOUYEeHUA — proxy_arp/0.
Mone link-info 6yaeT oTobpakeHo TONbLKO B cryyae fJoOaBneHus napamMeTpoB.
BamHo! Yaanenune 3aaaHHbIX napameTpoB HEeAOCTYMHO.
JlononHuTenbHble napameTpsl 6oHA-UHTepdeica:




MapameTp

« mode — peXxum paboTbl boHAA:

OnucaHue
o round-robin: pexxvm Round robin (nakeTbl oTnpasnaoTca nocnenosaTesisHo, Ha4nHaA ¢ Nepsoro A0CTYMNHOro

bonding

WHTEepdenca u 3akaHuMBas NocneaHuM. JTa NONUTHKA NpUMeEHAETCA And 0anaHCUPOBKU Harpy3Kku U
0TKa30yCTOMUYMBOCTH).

- active-backup: pexwum Active backup (Tonbko oanH ceTeBon MHTepdENC U3 06 beANHEHHBIX ByAET aKTUBHLIM. [pyrow
MHTepdEeNC MOXET CTaTb aKTMBHLIM TOMTbKO B TOM Criyyae, Koraa ynaaeT TeKyLUMIA akTUBHBIN MHTepdeiic. MNpu Taxkown
nonutuke MAC-aapec 60HA-UHTEpdECa BUAEH CHAPYXM TOMBKO Yepes OAMH CETEBOM NOPT, BO U3bexaHne nonsreHus
npobnem ¢ kommyTaTopoMm. JaHHasA NonuTHUKa NPUMEHsEeTCA AnA o6ecrneyeHns 0TKa3oyCTONUMBOCTH).

o xor: pexvum XOR (nepeaaya pacnpeaenaetca Mexay ceTeBbiMM KapTamu ncnonbdya ¢opmyny: [(«MAC-aapec
nctouHuka» XOR «MAC-aapec HasHauyeHus») N0 MOAYIO «UUCIO MHTepdencoB»]. [onyyaeTca, ogHa 1 Ta xe ceTeBan
KapTa nepeaaet nakeTbl O4AHUM U TEM Xe nonyvyatenam. OI'IL[VIOHaJ'IbHO pacnpeaeneHve nepeaavyn Moxet 6bITb OCHOBAHO
1 Ha NonuTHKe «xmit_hash». Monutuka XOR npumeHseTca Ana 6anaHCUPOBKU Harpysku U oBecnedeHns
OTKa30yCTOMUYMBOCTH).

o broadcast: pexunm Broadcast (nepenaet Bce Ha Bce ceTeBble MHTepdeNChl. 3Ta NONUTUKA NPUMEHAETCA ANA
OTKa30yCTOMYUBOCTH).

o 802.3ad: pexxum |IEEE 802.3ad (pexum paboThbl, yCTAaHOBMIEHHbIN MO YMOYaHHIO, NOALEPKMBAETCA OOSbLUMHCTBOM
ceTeBbIX KOMMyTaTopoB. CO34al0TCA arperMpoBaHHbIE rPyMMbl CETEBLIX KAPT C OAMHAKOBOW CKOPOCTHLIO U AynnexkcoMm. MNpu
TakoM oG beanHeHUW Nepesaya 3aAencTByeT BCE KaHasbl B aKTUBHOM arperauuun cornacHo ctaHaapTy IEEE 802.3ad.
Bbifop, yepes kakoi MHTepdeic 0TNPaBNATb NakeT, oNpeaenaeTca NofMTUKOM; No ymMonyaHuto ucnonbayetca XOR-
NOSINTMKA, MOXHO TaKke Ucnonb3osaTb «xmit_hash» nonutumky).

o transmit: pexxum Adaptive transmit load balancing (vcxoaawmii Tpaduk pacnpenenaeTca B 3aBUCUMOCTHU OT
3arpy)XeHHOCTU KXKAOW CeTEBOW KapThl (ONpeaensaeTca CKOPOCThio 3arpysku). He TpebyeT AONONHUTENbHOW HACTPOWKK
Ha KoMmyTaTope. Bxoaalni Tpadmk NPMXOAUT Ha TEKYLLYIO CeTeByto KapTy. Ecnv oHa BbIXOAWT U3 CTPOA, TO Apyras
ceTtesan KapTa 6epeT cebe MAC-azpec BbilleALIEN U3 CTPOA KapThbl).

o load: pexxum Adaptive load balancing. BknitoyaeT B cebs npeablayLLyto NOMWTUKY NOC OCYLLECTBNAET BanaHCMpoBKy
BXxoAfLlero Tpaduka. He TpebyeT AONONHUTENBHON HACTPOWKK Ha KoMMyTaTope. banaHcupoBska BxoasLlero Tpaduka
nocturaetca nytem ARP-neperosopos. [lpaieep nepexsatbiBaeT ARP-0TBEThI, OTNPaBNAEMbIe C NTOKANTbHbIX CETEBbIX
KapT Hapyxy, u nepenuceiBaeT MAC-aapec CTOYHMKA HA OAWH M3 yHUKanbHbix MAC-aapecos ceTeBow KapThbl,
yyacTBytoLlen B 06beanHeHnU. Takum 06pasom, pasnnuHble Npbl UCNonb3ytoT pasnuuHble MAC-aapeca cepsepa.
BanaHcupoBka BxoadALlero Tpaduka pacnpeaenaeTca nocneaosarenbHo (round-robin) mexay nHtepdencamu.

« mii-monitoring: nepmoanyHocTb MII-MOHUTOPHHIa B MUnnMcekyHaax. OnpeaenseT, Kak yacto OyAeT NpoBepATbLCA COCTOAHKUE
NUHWK Ha HaNMyMe OTKa3oB.

« down-delay: Bpema (B MUNUCEKyHAAX) 3aA€PXKKK Nepea OTKITHUYEHWeM UHTepdeica, ecnv npousoLuen cboi coeanmHeHua. Jta
onuuA AerCcTBUTENbHA TOMBKO AnA MoHUTOpKHra MIl (miimon). 3HaueHne napameTpa A0MKHO ObiTb KPATHBIM 3HAYEHUAM
miimon.

« up-delay: Bpems 3aep)k1 B MUSIIIUCEKYHAAX, NEPEA TEM KaK NOAHATb KaHan npu 0OHapYXEHWUN ero BOCCTaHOBEHUA. TOT
napameTp BOSMOXEH TONbKo npu MII-MoHMTOpKHIE (Miimon). 3HaueHWe napameTpa AO/MKHO ObiTb KPaTHLIM 3HAYEHUAM miimon.

« lacp-rate: uHTepBan, c kKoTopbiM ByayT nepesaBaTbcA napTHepom LACPDU-nakeTsl B pexxvme 802.3ad. BoaMoXHble 3HaYeHUA:
o slow: 3anpoc naptHepa Ha nepeaady LACPDU-nakeToB kaxabie 30 cexyHA.
o fast: 3anpoc naptHepa Ha nepeaadyy LACPDU-nakeToB Kaxayto CEKyHAY.

« failover-mac: onpeaenenue cnocoba HasHaueHns MAC-aapecoB Ha 06beanHeHHble MHTepdeiickl B pexume Active backup npu
nepexntoyeHnn nHTepdencos. BoamoxHbIe 3HaYeHHA:

- disabled: yctanaBnueaet oanHaxkosbln MAC-aapec Ha Bcex MHTepdencax Bo BPeMA NeperoHeHua.

o active: MAC-aapec Ha 6oHA-UHTEepdEece ByaeT BCeraa TakuM Xe, Kak Ha TeKyLueM aKTUBHOM uHTepdeiice. MAC-aapeca
Ha pesepBHbIX MHTEepdeiicax He uameHatoTca. MAC-aapec Ha BoHa-uHTepdeice MeHsAeTcA Bo BpemA 00paboTku oTkasa.

o follow: MAC-aapec Ha 6oHA-UHTepdeice ByneT TakuM Xe, Kak Ha NepBoM UHTepdeiice, 106aBneHHOM B 00 benHeHe.
Ha BTopom v nocneaytoliem nHtepdeiice atotr MAC He ycTaHaBnuBaeTcs, NMOKa OHW B pe3epBHOM pexume. MAC-aapec
nponuckiBaeTcA BO Bpema 00paboTku 0TKasa, Koraa pes3epBHbli MHTEPPENC CTAHOBMTCA aKTMBHEIM, OH MPUHAMAET HOBbIM
MAC (70T, uTO Ha BOHA-UHTEpdEliCce), a CTapoMy aKTUBHOMY MHTepdeiicy nponucbiBaetTca MAC, KoTopblit 6bin Ha
TEKyLLEeM aKTUBHOM.

« xmit-hash: onpesenexue XaLW-NONUTUKK NEpeaaUn NakeToB Yepes 06 beANHEHHbIE MHTepdelchl B pexume XOR unu IEEE
802.3ad. Bo3amoxHble 3HaueHua:

o 12: ucnoneayet toneko MAC-aapeca anA reHepayuu xawwa. [pu atom anroputme TpaduK ANA KOHKPETHOTO CETEBOro
xocTa ByzeT oTNpaBnATLCA BCEraa Yepes OfMH U TOT e uHTepdeic. Anroputm coBmectum ¢ IEEE 802.3ad.

o 12-3: ncnonbayet kak MAC-aapeca, Tak v IP-aapeca ana rerepauum xawa. Anroputm coemectm ¢ IEEE 802.3ad.

o 13-4: ucnonbaytotca IP-aapeca n npoTokosbl TpaHcnopTHoro yposHaA (TCP vnu UDP) ana reHepauum xawa. Anroputm He
Bceraa coBmectuM ¢ |IEEE 802.3ad, Tak kak B npeaenax oaHoro v Toro xe TCP- unu UDP-B3avmoaeincTema mMoryT
nepeaasaTbCA Kak pparMeHTUPOBaHHbIE, TaK U HedparMeHTUpPOoBaHHbIe NakeTbl. Bo pparmeHTMpoBaHHLIX NakeTax nopT
MCTOYHMKA M NOPT Ha3Ha4YeHUA OTCYTCTBYIOT. B pesynbTaTte B pamMkax OAHOW CECCUM NaKeThbl MOryT AOWTW A0 nonyyatens
He B TOM MOPAAKE, TaK Kak 0TNpaBnAlTCA Yepes pasHble MHTepdENnChI.

« interface: uHTepdeiickl, KoTopble ByayT 06beAnHEHb B GOHA.




MapameTtp OnucaHue

Pexum HasHauenua IP-aapeca:

« dhcp: nonyyeHune aMHamuyeckoro IP-aapeca no DHCP.
iface-mode
« manual: 6e3 agpeca.

CraTuueckuit PeXnM yCTaHaBNMBaeTCA aBTOMaTUYEeCKU NpU HasHa4eHUn MHTequeVICy IP-a}:lpeca.

Tun cozaaBaemoro nHTepdeica:
iface-type « I3 — Layer 3 untepdeiic.

o mirror — nHTepdeic 3epkanpoBaHmna TpaduKa.

HasnaueHnue nHtepoency IP-aapeca.

ip- Anpec 3anaétca B crneaytowiem suge: [ <ip_address/masks ] unu [ <ip_address/mask> <ip_address/mask> ], ecnu Heobxoanmo
addresses |[HasHauMTb HECKONLKO IP-aapecoB (aapeca nepeuncnaoTca yepes npoben); Macka NnoAceTH 3aaaéTca B AECATUYHOM BUAe.

BamHo! KBazpaTHble CkoBK1 06R3aTENbHO AOMKHBI ObITb OTAENEHb Npo6enamm ¢ 0Beunx CTOPOH.

mac MAC-aznpec nHTepdeiica.

mtu YkasaHue pasmep MTU.

O6HoBneHue cyLlecTBytoLLero 6oHA-UHTepdeNca:
Admin@nodename# set network interface bond <bond-name>

MapameTpbl, AOCTYyNHbIE AnA 0OHOBMEHWS, aHaNorMuYHbl NapamMeTpam co3aaHnua OoHA-MHTepdeiic, kpome interface-name, node-name (M3MeHeHWe
3HaYeHUI 3TUX NapameTpPOB HEAOCTYMHO).

KomaHaa yaanenua 6oHA-MHTEpdeca unn ero napaMmeTpos:
Admin@nodename# delete network interface bond <bond-name>

MapameTpbl, AOCTYNHbIE ANA YAANEHWA:

MapameTp OnucaHue

ip-addresses 3ananHbli IP-agpec.

dhcp-relay server-address|||P-aapec cepeepa DHCP.

bonding interface NHTepdeiickl, 06beaAnHEHHbIE B BOHA.

Uto6bl 0TO6pasnTh MHPOPMaLUIO 0 BCex B0HA-UHTEpdeicax:
Admin@nodename# show network interface bond
unu 06 onpeaenéHHoM WHTepdeice:

Admin@nodename# show network interface bond <bond-name>



LLnto3bl
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JaHHbIM pasaen HaxoauTcA Ha ypoBHe hetwork gateway.

Ana nobaBrneHWs HOBOTO LUH03a MCcnonb3yeTcA KoMaHaa:

Admin@nodename# create network gateway

JocTynHble napameTpsbi:

MapameTtp OnucaHue
BrutoueHne/oTkmoueHme wnrosa:
enabled « on.
« off.
name Haseanwue wnto3sa.
description||Onu1caHue wntosa.
MHTepdeitc, ncnonbayrowmitca ana seixoaa B MHTepHeT:
. Bbi6op KoHKpeTHOro nopTa (port0, portl, port2 uta.);
interface . p p pra (p p p A.)
« auto — nocne Bbibopa 3TOro napameTpa NopT ONpeaenMTca aBToMaThyecku. [laHHaa onuus AOCTyrNHa AnA y3roB, NPOLLeALLUX
MHUUManu3auuto. [ina y3nos, He NPOLIEALLINX MHULKANU3aLmio, onuma AOCTyNHa HauuHana ¢ penusa MO 7.3.0.
ip IP-agpec wnto3a.
node-name||Bribop y3na knactepa, AnA KOTOPOro HacTpamMBaeTca LUSIHO3.
weight Bec wnto3a (4em Gonblue Bec, TeM Honbluas Aons Tpaduka UAeT Yepes LUSH3).
Pexxum 6anaHcMpoBKM - Becb TpaduK B MHTEPHET ByAeT pacnpeeneH Mexay LUI3amMu B COOTBETCTBUM C YKazaHHbIMU BECaAMM:
balancing « on.
« Off.
Mcnonb3oBaHWe AaHHOrO LLIH03a B KQYECTBE LUSIK03a MO YMOSTHaHMIo:
default e on.
« Off.

OGHoBNEHWE NAPaMETPOB LUMK03a:

Admin@nodename# set network gateway <gateway-name>

Cnucok napameTpoB, AOCTYNHbIX AN1A USMEeHEeHUA, aHanornyeH CnMcKy, 40CTYnHOMY npu co3aaHuu Wnosa.

KomaHnaa ana yAaneHua wnwsa:

Admin@nodename# delete network gateway <gateway-name>

YT06bl 0TOBPa3HTb MHMOPMALMIO O BCEX LUMO3AX:

Admin@nodename# show network gateway

unu o6 OﬂpeﬂeﬂéHHOM Lrose:

Admin@nodename# show network gateway <gateway-name>
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B naHHOM pasaene onucaHa HaCcTpoMKa MapLUpyTM3aLuK C UCNONb30BaHUEM MHTepdEenca KOMaHAHOM CTPOKK. HacTpoiika npon3BoAMTCA Ha YPOBHE
network routes.

ﬂJ‘IH LlOéaBJ'IeHVIFl HOBOro CTaTM4YeCcKoro MapLipyTta ncnonb3dyetca KomaHaa:
Admin@nodename# create network routes <parameters>

Janee ykasbiBaoTcA napameTpbi:

MapameTtp OnucaHue

BkrtoueHne/oTKIHOYEHME UCTIONb30BaHWA CTaTMYECKOro MapLUpyTa:

enabled « on.
« off.
name Mma maplupyTa.

description ||Onucanune mapLupyTa.

node-name |[Bbi6op y3na knacTtepa Ans HACTPOMKW MapLIpyTU3aL K.

Tun mapLipyTa:

« unicast — ctaHaapTHLIM TMN MapLupyTa. [NepecbinaeT TpaduK, aapecoBaHHbIM Ha aapeca HasHavyeHus, Yepes 3aAaHHbIv

LUSTHO3.
type
yp « unreachable — Tpaduk oT6paceiBaetca. Mctounuky otnpaenaetca ICMP coobuienne host unreachable (type 3 code 1).
« prohibit — Tpagpuk ot6packiBaeTca. Uctoununky otnpaensaetca ICMP coobuienne host unreachable (type 3 code 13).
« blackhole — Tpaduk otbpackiBaeTca (TepsaeTcs), He coobLyan MCTOYHKUKY O TOM, YTO AaHHbIe He JOCTUIMM aapecaTa.
destination- . .
ip IP-aapec noaceT HasHauyeHuA; yKasbiBaeTcA B dopmare <ip/masks.
gateway IP-aapec wnto3a, yepes KOToOpbIi ByaeT AoCTynHA yKkasaHHan NoAceTh; aToT IP-aapec AomkeH ObITh JOCTYMNEH C yCTPOUCTBA.
interface NHTepdeiic, yepes KoTophli ByaeT AoGaBreH MapLUpyT.
metric MeTpuka mapLupyTa. Ecnv MapLupyToB B JaHHYHO CETb HECKOSBbKO: YEM MEHbLLIE METPHKA, TeM Bonee NPUOPUTETEH MapLLpPYT.

I'Ipvwlep noGaBreHna CTaTMYecKoro MapuipyTa:

Admin@nodename# create network routes name test_route description "Test static route" destination-ip 192.168.200.0/2
4 gateway 192.168.100.100 interface port1 type unicast metric 1 enabled on
Admin@nodename#

Admin@nodename# show network routes test_route

name : test_route
description : Test static route
enabled ton

node-name : testnode1
interface : porti

type : unicast
destination-ip  : 192.168.200.0/24
gateway :192.168.100.100
metric 1

YT106bl M3MEHNTbL NapaMeTpbl CO3AAHHOTO PaHee CTaTUYECKOro MapLLIpyTa, UCNOMNb3yhTe KOMaHAY:

Admin@nodename# set network routes <route-name>



MapameTpbl, AOCTYNHbIE ANA UBMEHEHUS, NpeACcTaBneHsbl B Tabnuue Boille.
Mcnonb3yiTe cneayroLyto KoMaHay AnA yAaneHna cTaTMuecKkoro MmapLupyra:
Admin@nodename# delete network routes <route-name>

[Mpumep yaaneHua cTaTMyecKoro MapLupyTa:

Admin@nodename# delete network routes test_route

Ina oToBpaxeHnA CTaTMYECKUX MapLLpPYTOB:

Admin@nodename# show network routes



DNS-HacTpoitku

Documentation: ¥
Product: SIEM
Version: 7.1.x

HacTtpoiika cuctemHbix cepeepoB DNS npoussoauntca Ha yposHe network dns system-dns-servers.

ﬂJ‘Iﬂ ,ClOéaBJ'leHVIFl HOBbIX DNS-cepBepOB unu oBHoBNEHKUA CyllecTByroLLero cnnucka Ucnonb3dyroTcA cneayrouine KomaHabl:
Admin@nodename# set network dns system-dns-servers ip [ <ip> <ip> ... ]

[Ina yaanexus Bcero cnucka aapecos cepsepoB DNS:

Admin@nodename# delete network dns system-dns-servers

Ina yaanexnus onpeaenéHHbIX CepBepoB:

Admin@nodename# delete network dns system-dns-servers ip [ <ip> <ip> ... ]

Ina oto6paxeHuna cnucka cuctemHslx DNS-cepBepoB UcnonbayeTca KomaHaa:

Admin@nodename# show network dns
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