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HacTpoiika ceHcopoB (onucaHue)

Documentation: ¥
Product: SIEM
Version: 7.1.x

Ina c6opa uHpopmaLmm ¢ pasnnyHbIX YCTPOWCTB M nocneaytowero ee aHanusa LogAn ucnonsayet ceHcopbl. CeHcop — 310 coBMecTuMoe ¢ LogAn
YCTPOMCTBO, KOTOPOE MOXET NepeaasaTtb onpeAesieHHble AaHHble Ha cepsep LogAn. CeHcopamu MoryT BuICTynatb yctponctsa UserGate NGFW,
KOHeuHble ycTpoiicTa UserGate Client, a Takke niofble apyrue ceteBble yCTPOMCTBA, CNocoOHbIE NepeaaBaTh AaHHbIe No npoTokony SNMP.

CeHcopbl UserGate

CeHcop UserGate noakntodaeT 04HO YCTPOWCTBO TMNa MexceTesoro akpaHa UserGate k LogAn. [ns noakntodenmna ceHcopa UserGate Heo6xoanmo
BbINOSTHUTE CrieayroLlune waru:

1. Ha NGFW paspewwuts cepaucel Log Analyzer v SNMP B HacTpoiikax Tpebyemoi 30HbI:
Admin@ngfw-nodename# set network zone <zone-name> enabled-services [ SNMP "Log Analyzer" ]
2. Ha NGFW nonyunTb TOKeH ycTpoiicTBa:

Admin@ngfw-nodename# show settings general log-analyzer

state : ready
logan-server  :127.0.0.1
logan-version  :7.1.0.
device-version :7.1.0.
device-code :9R4FCVET

3. Ha LogAn paspewwuts cepauc Log Analyzer B cBoiicTBax Tpebyemon 30HbI:
Admin@nodename# set network zone <zone-name> enabled-services [ "Log Analyzer" ]
4. Cospatb ceHcop UserGate.

Ina cosnanua ceHcopa UserGate ncnonb3yeTcA KomaHnza:

Admin@ndefornaledo# create sensors ug-sensors <parameters>

Heo6xoanmo ao6asuTb crieaytolue napameTpsbi:

MapameTtp OnucaHue

enabled BrtouaeT unu BeikIto4aeT AaHHbl ceHcop UserGate.

name HassaHue ceHcopa UserGate.

description||OnunoxansHoe onucaxue cexcopa UserGate.

address IP-aapec y3na UserGate, ana KOTOPOro co3aaeTca AaHHbIA CEHCOP.

logan- IP-aapec cepsepa LogAn, KoTopbli ByaeT ucnonb3oBateea Ha yane UserGate, B kauecTBe HasHaueHWA AnA OTChIIKK XypHanos. Ana
address BbIOOpa 0TOOpaXatoTCA TOMBKO Te aapeca, Ha MHTepdeiicax 30H KOTOpbIX paspeLleH cepsuc Log Analyzer.

device-

TokeH, nonyyeHHbIn Ha yane UserGate.
code

Mocne cosnaHuaA ceHcopa, y3en UserGate HauMHaeT oTchinatb AaHHble Ha LogAn.
Ina npocmoTpa ceHcopos UserGate ncnonbsyertca komaHaa:

Admin@nodename# show sensors ug-sensors

CeHcopbl SNMP

C nomovbto ceHcopa SNMP aamuuucTpaTop MoxeT noaxntounts SNMP-coBMecTUMOe ceTeBoe YCTPOMCTBO K cepepy LogAn ans cbopa v aHanusa
ero MmeTpuk. LogAn MoxeT oTobpaxathb ntodble cueTynku, nonyyeHHsle no SNMP ¢ nomovbto 3anpocos SNMP. Ins HacTpoiikm ceHcopa SNMP
Heobxoanmo umeTb 6asel MIB (Management Information Base) Ha ynpaBnsemMoe ycTporCTBO.

Ina HacTpoiku ceHcopa SNMP Heo6X0AMMO BLINOMHUTL CREAYHOLLME Laru:

1. 3arpysutb 6a3y MIB Toro ycTpoiicTea, KoTopoe TpebyeTcs A06aBUTb ANA MOHUTOPUHrA.



2. Cozpatb ceHcop SNMP:

Admin@nodename# create sensors snmp-sensors <parameters>

[Lanee ykasatb creaylolue napamerpbi::

HaumeHoBaHue

OnucaHue

enabled

BrtouaeTt unu BoikmtoyaeT AaHHbIM ceHcop SNMP.

name Hassanwue cencopa SNMP.
description OnuunoHanbHoe onuncanne ceHcopa SNMP.
ip IP-anpec ceHcopa SNMP.
port MopT ceHcopa SNMP. O6bI4HO Ans 3anpocoB AaHHbIX No npoTtokony SNMP ucnonbayetca nopt TCP 161.
. YkasbiBaeT Bepcuio npotokona SNMP, kotopas ByAeT UCNonb30BaThCA B AAHHOM ceHcope. BoaMoxHbI BapuaHTel SNMP v2 ( 2) 1
version
SNMP v3 (3).
communit SNMP community - cTpoka ana naeHtudukaumm cepsepa LogAn u cetesoro yctpoirctea aAnda sepcun SNMP v2. UcnonbsyiiTe
y TOMBKO NaTUHCKWE OYKBbI U LUPPbI.
interval WHTepBan B cekyHaax, Yepes KoTopblit cepBep LogAn 6yaeT MHMLMMpPOBaTh NONy4YeHUe AaHHbIX C CETEBOr0 YCTPOWCTBaA.
username Tonbko ana SNMP v3. Mma nonb3osatena Ana ayTeHTUdUKaLum ceTeBoM yCTPOWCTBE.
Bri6op pexvma ayTeHTUdUKaLMU. BO3MOXHbLI BAPUAHTHI:
o Bes ayteHTMdUKaUMK, Be3 WwWrdpoBaHua (none).
auth-type
« C ayteHTU®MKauMen, 6e3 wnpposaHua (no-encrypt).
« C ayteHTMdUKaumein, c wmpposaHem (encrypt).
ANropuTM, UCNONb3YEMBIV ANA ayTEHTUdUKALUK:
« md5;
o sha;
auth-alg « sha224;
« sha256;
« sha284;
o sha512.

auth-password

Maponk, ncnonb3yembli ANA ayTEHTUDUKALMUH.

encrypt-alg ANroputM, Ucnonb3yembii anqa wudposaHua. BoamoxHo ucnonb3zosatb DES v AES.
encrypt- .
Maponk, cnonb3yembl AnA LWMGPOBaHKA.
password P Y A ®p
YKaxkuTe 3aechb Bce Tpebyemble JaHHble, KoTopble LogAn GyaeT 3anpallmBaTth Ha CETEBOM YCTporcTBe. CUETUMKM BbIGMPAOTCA U3
counters 6a3 MIB, KoTOpbIe 3arpyXeHbl Ha yCTPOMCTBO.

Ykaxute B cobkax [ ] SNMP OID cueTuuka.

Jna npocmoTpa ceHcopo SNMP ncnonbsyetca komaraa:

Admin@nodename# show sensors snmp-sensors




CeHcopbl WMI

C nowmotibto ceHcopa WMI aamuHucTpatop MoxeT noaxkntounte WMI-coBMecTMMOe ceTeBoe yCTPOMCTBO (KomnbtoTep noa ynpaenexnnem OC
Windows) k LogAn ans c6opa 1 aHanvsa ero MeTpuK.

Ina cosaanua ceHcopa WMI ucnonb3yetca komaHaa:
Admin@nodename# create sensors wmi-sensors <parameters>

Janee ykasatb creaytoLue napameTpbi::

HanmeHoBaHne OnucaHue
enabled BrtovaeT unu BuIKMIOYAET AaHHbIA CEHCOP.
name HassaHue ceHcopa.
description OnuyuoHanbHoe onncaHue ceHcopa.
ip IP-anpec ceHcopa.
login MmA nonb3oBaTtena AnA NOAKIIOYEHUA K YCTPOWUCTBY.
password Maponb nonb3oBatens ANA NOAKTIOYEHNUA K YCTPOICTBY.
namespace MpocTpaHCTBO MMEH MAEHTUPUKATOPOB.
polling-interval ||MHTepBan onpoca B cekyHaax.
YkasaTb AaHHble, KoTopble LogAn ByAeT MOHUTOPUTL Ha CETEBOM YCTPOHCTBE:
e Name — Ha3BaHWe CYeTUMKA.
counters
« type — Tun cuetumka (windows-event-logs).
« filter-query — WQL 3anpoc (Hanpumep, Logfile='Security').

JIna npocmoTtpa ceHcopos WMI ncnonbsyetca komaHaa:

Admin@nodename# show sensors wmi-sensors

KoHeuHble ycTpoicTBa

KoHeuHoe ycTpoMCTBO ¢ yCTaHOBIEHHbIM NporpammMHbiM obecnedennem UserGate Client 6yaeT otobpaxeHo npu Buibope Ha UGMC aaHHoro
ycTpoiicTBa LogAn B KauecTse cepBepa Ana nepesayn MHdopmMalnm o cobbiTuax, npu aTom LogAn aomkeH 6biTb NpeaBapuTeNibHO 3aperncTpupoBaH
Ha UGMC (noapobHee unTaiTe B pasaene Ynpasnexnue ycrpoicteamu LogAn).

JinA npocMoTpa AaHHbIX KOHEYHbIX YCTPOMCTB UCMOMb3yeTcA KoMaHaa:

Admin@nodename# show sensors endpoint-devices

KoHHeKkTOpbI

KoHHEKTOPbI UCMOb3YHOTCA ANA BOSMOXHOCTM NOAKIOMEHUA ycTpoiicTea SIEM K pasnnyHbIM CpeacTBam 3aluThl ¢ Lenbio coopa MHpopmauum.
Ina nobaBrneHns KOHHEKTOPA NpeAHasHayeHa KoMaHaa:

Admin@nodename# create sensors connectors <parameters>

Heo6xoanmo ykasaTb crieaytolme AaHHbIE:

| Mapametp || OnwucaHue

name HassaHve KOHHEeKTOopa.

description OnucaHne KOHHEKTopa (OnuyMoHasbHO).



https://docs.usergate.com/upravlenie-ustrojstvami-logan_1427.html

MapameTp

OnucaHue

server-type

Bribop Tvna cepeepa:
« HTTP.

« HTTPS (B TexyLuei Bepcumn peannaoBaH ToNbko Ana uHterpauuu c FocCOMMKA).

Twn:

address-format o ip.
« fqdn.

ip IP-anpec cepsepa; yKasbiBaeTcA B cryyae Bbibopa aapeca cepsepa tuna IP.
port MopT cepBepa; ykasbiBaeTcA B cryyae Bel6opa aapeca cepsepa thna IP.
fqdn FQDN cepBepa; ykasbiBaeTcs B criyyae Boibopa aapeca cepsepa Tuna FQDN.
url-path Mcnonb3yetca npu ynpasnexHuu yctpoictasom no APL.
login JlorvH nonb3oBaTena ANA aBTOPU3aLMK Ha KOHHEKTOpPE.
password Maponb y4éTHOW 3anucu nonb3osaTend, HE0OXOAUMBIN ANA aBTOPU3aLMU Ha KOHHEKTOPE.

connamd-group

YkasaHue rpynmnbl KOMaHa A0CTYMHO TonbKo AnA SSH-cepBepa, noapobHee unTaiiTe B pasaene KomaHab.

headers

YKasaHue 3arofIoBKOB AOCTYNHO TOMbKO AnA cepsepoB HTTP n HTTPS.

ﬂﬂﬂ peaakTupoBaHMA CO3AaHHOIo paHee KOHHEeKTopa UCNonb3yeTcA KoMaHaa:

Admin@nodename# create sensors connectors <connector-name> <parameters>

ﬂl‘lﬂ npocMoTpa napamMmeTpoB CO34aHHbIX paHee KOHHEKTOPOB UCNOb3yeTCA KoMaHAa:

Admin@nodename# show sensors connectors <connector-name>

Ana yAaneHua co3daHHbIX paHee KOHHEKTOPOB UCNOJb3yeTCA KoMaHAa:

Admin@nodename# delete sensors connectors <connector-name>
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