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Monb3oBartenu v rpynnbl
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MonuTtnku Ge30nacHOCTH, MpaBuna MEXCETEBOIO 3KpaHa, Npaeuna Be6-6e30NacHOCTH U MHOTWE Apyrue BO3MOXHOCTU NGFW MoryT BbITb NPUMEHEHBI
K NOnb30BaTENAM UMK rpynnam nonb3oBatenieid. Bo3MOXHOCTb NPUMEHEHUS MOSIUTUK TOMBKO K TEM NOMb30BATENAM, KOTOPbLIM 3TO HEOGX0ANMO,
no3BONAET aAMUHUCTPATOPY MMOKO HACTPOUTL CBOK CETb B COOTBETCTBUM C MOTPEOHOCTAMM OpraHu3aLmm.

MﬂeHTMqDVIKaLWI'Fl nonb3oBaTens — 310 6asucHan dYyHKUMA NGFW. Monb3oBaTens cuntaetca MAEHTUPULMPOBAHHBIM, €CIN cUCTEeMa 0AHO3HAYHO
cBA3ana nonb3oBartend c |P-a£lpeCOM yCTpOVICTBa, C KOTOPOro nosib3oBaTesib NOAKIHYaEeTCA K CeTH. NGFW Mcnonb3dyet passinyHbie MexaHM3Mbl AnAa
MAeHTUPUKaL UK nonb3oBaTenen:

« MaeHTudwukayma no ABHO ykasaHHomy IP-aapecy

o MpeHTMdMKayMa no MMeHU 1 Naporsnto

o MaeHTudukauyma nonb3osartenen TepMmuHanbHbix cepsepos Microsoft ¢ noMoLLbIo cneunanbHOro areHTa TepMUMHaNbHOro cepeuca
« MaeHTudwmkauma nonb3osaTenemn ¢ NOMOLLbIO areHTa astopusaunm (ana Windows-cuctem)

o MaeHtudukauyma ¢ nomoLysio npotokonos NTLM, Kerberos

NaeHTMdUMKaLmWa nonb3oBaTtenei Nno UMeHU 1 Naponto Bo3MoXHa Yepes Captive-noptan, KOTopbIi, B CBOK o4Yepelib, MOXET ObliTb HACTPOEH Ha
naeHTUdUKaL Mo Nonb3oBaTenen ¢ noMoLbto katanoros Active Directory, Radius, TACACS+, NTLM, Kerberos unu nokansHoi 6assl nonb3oBateneu.

NGFW onpeaenaet cneaytoLime TUnbl NoSib3oBaTesnein:

HanmeHoBaHue Onucanue
Monb3osatens . o
MpeacraBnAeT MHOXECTBO NOMb30BaTeNen, He MAEHTUPHULMPOBAHHbLIX CUCTEMOM.
Unknown
Monb3osartens lMpeactaBnAeT MHOXECTBO Nonb3oBaTtenen, nAeHTMdOULMPOBaHHBIX cucTeMon. MeToabl naeHTUdMKaLuM nonb3osaTenen MoryT
Known ObITb pasnuuHbiMKU U Gonee noapobHo ByayT onucaHbl fanee B 9TOMU rnase.
Monb3osartens - .
Any JTio6oit nonb3osaTenb ABNAeTCA 06 beAMHEHNEM MHOXECTB nonbaosateneit Known n Unknown.

OnpeaeneHHbIn KOoHKpeTHbIV nonb3osaTtenb, OnpeAeneHHbin 1 MAEHTUHULUMPOBAHHbIN B cucTemMe, Hanpumep, nons3osatens DOMAIN\User,
nonb3oBaresib MAEHTUPULMPOBaHHbLINA C NOMOLLbLIO asTopu3auyuu B AomeHe Active Directory.

Monb3oBaTtenu 1 rpynnel Nonb3oBaTenen MoryT ObiTb 3aBeeHbl Ha camom ycTpoicTBe NGFW — 3T0 Tak HasbiBaeMble  NoKalfibHble Nonb3oBaTenu 1
rpynnbl UK MOryT ObITb MOMYYEHbl C BHELLHUX KaTanoros, Hanpumep, Microsoft Active Directory.

Fpynnbl

prnnbl nosib3oBaTesiei No3BoNAT 06beanHUTL Nonb3oBaTenei ana donee yLlOéHOFO ynpaBneHna nosInTUKkamu 6e30nacHoCTH.

Monb3oBaTtenu
B AaHHOM pasqene MOXXHO ,ClOﬁaBVITb JIOKaNbHbIX NOSb30BaTENEN. 3£ler XXe MOXHO BpeMeHHO OTKNIOUYMUTL NONb30oBaTENEN UMK BKIKOYUTL UX 3aHOBO.

Ob6s3aTtenbHbIMK NapaMeTpaMu Ana Co3AaHUs JIOKaNbHOTO NOMb30BaTENA ABMAOTCA UMA NoNb3oBaTtens U norvH. OcTanbHble NnapaMeTpbl ABIAIOTCA
Heo6A3aTeNbHbIMK, HO AN KOPPEKTHOW MAEHTUdMUKALMM HE0OXOAMMO yKasaTh:

o JlornH v naposnb — Anda UAeHTUPUKaLUK N0 UMEHU K Naposto. B atom cny4yae I'IOTpeéyeTCH HaCTpOUTb Captive-nopTan, rae nonb3oBartesnb
CMOXXeT BBECTM AaHHOe MMA U Naposib ANnA aBTopu3auuun.

« |IP-agpec unu ananasoH, MAC-aapec Ana uaeHTUdMKaLmm ¢ NoMoLLbio KomBuHaun MAC v IP-aapecoB. B faHHOM crnyyae HE06X0AUMO
o6ecneuunThb, UTOGbI AaHHbIM NONb30BaTENb BCEraa Nnonyyan AOCTyn B ceTb € ykasaHHbix MAC u/unu IP-agpeca.

o VLAN ID ana naeHtudpukaumm nonssosatens no tery VLAN. B aaHHoM crnyyae Heo6xoanMmMo o6ecneunTs, 4ToObl JaHHbIW Nonb3oBaTtess Bceraa
nonyyan AoCTyn B ceTb € yKkasaHHoro VLAN.

« NouToBble anpeca — email nonb3oBatens. Ecnu ykasaH, MOXeT OblTb UCNONb30BaH ANA OTChIIKM NOSb3oBaTENO MHdOPMaLWUK Mo
9NEKTPOHHOM NOYTE, HAaNPUMEP, 2- haKTop MHOrO(aKTOPHOW opraHu3aLum.

« Homepa TenedoHoB — TenedoHbl nonbaosatens. ECnu ykasaH, MoxeT OblTb MCNONb30BaH AnA OTChIIKM NOMb30BaTENt0 MHbOPMaLWK Mo
SMS, Hanpumep, 2-i haKTop MHOrOMaKTOPHOW opraHu3aLum.

B cnyyae, ecnv y nonb3oBartensa ykasaH v norvH, 1 napons, 1 IP/MAC/VLAN aapeca, cuctemMa MCnosnb3yeT MAEHTUPUKALMIO NO aapecy, TO eCTb
naeHTMdMKaLMA No aapecy sensaeTca 6onee NPUOPUTETHOW.



YyeTHble 3anucu nonb3osatenein LDAP 3aeck He 0ToOpaxatoTca, HO 9TU NOMb30BaTENU Takke MOryT OblTb MCMOMb30BaHbI B MOSUTHKAX
6es3onacHoCTH.



CepBepbl ayTeHTUdUKaL MK
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Cepsepbl ayTeHTUDUKAL MM — 3TO BHELLHUE UCTOYHUKM YYETHBIX 3anucew nonb3osarenei, Hanpumep, LDAP-cepsep, unu cepsepbl, nponssoaaLlme

ayTeHTUdUKaLuto
ayTeHTUdUKaLnu:

ana NGFW, nanpumep, RADIUS, TACACS+, Kerberos, SAML. Cuctema noaaepxveaeT creaytoLwue TUbl CepBepoB

Cepsepbl ayTeHTuPuKaumm RADIUS, TACACS+, NTLM, SAML moryT ocyLLecTBNATbL TONbKO ayTEHTUPHUKALIMIO NoNb3oBaTesne, B To BpemaA Kak LDAP-
KOHHEKTOP MO3BOMAET TakKe nosyyatb MHHOPMALMIO O NOMb30BaTENAX M UX CBOUCTBAX.

LDAP-KOHHEKTOp

LDAP-KOHHEKTOp no3BonAeT:

« [Monyuatb MHPOpMaLMIo 0 nonb3oBatenax v rpynnax Active Directory unu apyrux LDAP-cepepos. MoaaepxusaeTca padota ¢ LDAP-
cepsepoM FreelPA. Monb3oBatenu 1 rpynnbl MOryT ObiTb UCNONb30BaHbI MPWU HACTPOKE NPaBu GUNLTPALMK.

« OcyulecTBnATh aBTOPU3aLMIO Nonb3oBaTene yepes JoMeHbl Active Directory/FreelPA ¢ ncnonb3oBaHuem MeTonoB ayTeHTUdUKauum Captive-
noptan, Kerberos, NTLM.

[na cozaanna LDAP-KOHHeKTOpa He0BX0AMMO HaxaTb Ha KHOMKy Jlo6aBuTb, BuibpaTh Jlo6aBuTb LDAP-KOHHEKTOP ¥ yKkasaTb crieaytolime

napameTpsbi:
HanmeHoBaHue OnucaHue
BkntoueHo BkntouaeT unum oTkNouaeT MCnosb3oBaHWe AaHHOMO cepeepa ayTeHTUDUKALUH.
HassaHue HassaHwue cepBepa ayTeHTUdMKaLUK.
SSL Onpeaenser, Tpedyetca nu SSL-coeanHeHnne ana noaxntoueHus k LDAP-cepsepy.

JlomeHHOe umA

IP-aopec koHTponnepa aomexa, FQDN koHTponnepa aomena unv FQDN aomeHa (Hanpumep, test.local). Ecnun ykasan FQDN, To

LDAP vnu IP- |[NGFW nonyuut aapec koHTponnepa AomeHa ¢ nomoybto DNS-3anpoca. Ecnu ykasaH FQDN gomeHa, T0 npu OTKIIOUEHUK
anpec OCHOBHOTO KOHTponnepa aomeHa, NGFW 6yaeT ucnonb3oBaTb pe3epBHbIil.

Bind DN Mvs nonb3oBatesns, KOTopoe He0OX0AMMO UCNONb3oBaTL ANA NOAKIIYEHHUA K cepBepy LDAP. Mva HeobxoanMmo “cnonb3oBath B
(«login») ¢dopmate DOMAIN\username unu username@domain. [JaHHbIi Nonb30BaTenb yXe Ao/MKeH OblTb 3aBesieH B A0MeHE.

Maponb [Maponb nonb3oBatena AnA NOAKIOYEHUA K JOMEHY.

JlomeHbl LDAP

CnnCOoK IOMEHOB, KOTOPbIE 0BCNYXMBAIOTCA YKasaHHLIM KOHTPOIEPOM [OMEHA, HaNpUMep, B Cryyae AepeBa AOMEHOB MK neca
nomeHoB Active Directory. 3aech e MOXHO ykasatb KOpoTkoe netbios uvia gomeHa. CnucoK JOMEHOB, yKasaHHbIN 3aech Byaet
“cnonb3oBaH AnA Belbopa Ha cTpaHule aBTopusauun Captive-noptana npu BKIOYEHWM COOTBETCTBYHOLWEN onunu. Bonee
noapo6Ho o HacTpoike Captive-noptana cmoTpuTe pasaen Hactpoiika Captive-noprana.

MyTu noncka

Cniucok nyTei B cepBepe LDAP, HaunHas ¢ KoTopbix cucTemMa ByaeT ocyLecTBAATL MOMCK Nonib3oBaternei 1 rpynn. Heobxoanmo
yKasbiBaTb MOHOE UMA, Hanpumep, ou=0ffice,dc=example,dc=com.

Kerberos
keytab

3aecb MOXHO 3arpysuTh keytab-gpain ana ayteHTudukaunu Kerberos. Moapo6Ho 06 ayTeHTUdMKaunu Kerberos u cosaaHnu
keytab-daiina cmotpute B pasaene Metoa ayteHtudukaumu Kerberos.

Mocne co3naHua cepBepa Heo6X0AMMO NPOBEPUTL KOPPEKTHOCTL NapameTpoB, Haxas Ha kKHornky lMpoBepuUTb coeanHeHue. Ecnu napameTpeol
yKasaHbl BEPHO, cMcTeMa COOBLLUT 06 3TOM TGO YKXKET Ha NPUUMHY HEBO3MOXHOCTH COEAUHEHUS.

MNpumeuanunena
Domain users.

Hactporka LDAP-

aBTOpPU3aLKM Nonb3osatenei ¢ nomoLLbo LDAP-KOHHEKTOpa He06X0AUMO, UTOObI MONIb30BATENM BXOAUIM B JOMEHHYIO rpynny

KOHHeKTopa 3aBeplueHa. [na asTopusauyum LDAP-nonb3oBatenei no uMeHu 1 naposto Heo6xoaumo coszath npasuna Captive-

nopTana. bonee noapo6Ho o Captive-noprane pacckasbiBaetcs B CeAytoLMX rnasax pyKOBOACTBA.

Ana nobasnexna nonb3osatens Unu rpynnsl nonssosatenei LDAP B npasvna ¢unbTpaummn Heo6xoamumo Haxats Ha Jlo6aBUTh nonb3oBaTens

LDAP/lo6aBuTb

rpynny LDAP, B none noucka yKasatb Kak MMHUMYM OAWH CUMBOI, BXOAALUMI B UMEHA UCKOMBbIX Oﬁ'beKTOB, nocne yero Haxartb Ha

Mouck u BblépaTb xXenaemble I'pyI'II'IbI/I'IOJ'II:3OBaTeJ'Iel7I.

Cepsep ayteHTUPUKauumu nonb3osaTtenen RADIUS



http://docs.usergate.com/captive-portal_222.html
https://docs.usergate.com/index.php?View=entry&EntryID=394#%D0%9C%D0%B5%D1%82%D0%BE%D0%B4%20%D0%B0%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8%20Kerberos

Cepeep RADIUS nossonaeT npou3soanTb ayTeHTUduKauuio nonbaosatenei Ha cepsepax RADIUS, To ecte NGFW BeicTynaet B ponn RADIUS-
knuenTa. Mpu aBTopusaumu yepes RADIUS-cepsep NGFW noceinaet Ha cepsepbl RADIUS nHdopmaumio ¢ MMeHem 1 naponem nonb3osarens, a
RADIUS-cepBep oTBeyaeT, ycneLuHo npoLunia ayTeHTMdUKaLMA Unm HeT.

Cepep RADIUS He MoxeT npeAocTaBuTL CNUMCOK nosnb3osateneit B8 NGFW, noatomy, ecnu nonbsosatenu He Gbinu 3aBeaeHsl B NGFW
npeaBapuTenbHO (Hanpumep, NIoKasbHble NOMb30BaTENM UK NonyyYeHHble M3 AomeHa AD ¢ nomoubto LDAP-KoHHeKTOpa), B monuTuKax ¢opunbTpauum
MOXHO MCMOMb30BaTh TOSILKO Nonb3osaTenei Tuna Known (ycnewHo npoleawwnx ayteHTudukaumio Ha cepsepe RADIUS) unn Unknown (He
NPOLLEALLNX aBTOPU3ALUIO).

Ina cosnanua cepeepa ayTeHTuduraumm RADIUS HeobxoanMMo HaxaTb Ha kHonky Jlo6aBuTb, BoibpaTh Jlo6aButb RADIUS-cepBep v ykasaTb
crneayowme napameTpbl:

HaumeHoBaHue OnucaHue

BkntoueH BKtOYaET UMK OTKMOYAET UCMONb30BaHME AaHHOTO CepBepa ayTeHTUdHKaLMUK.

HasBaHue cepBepa||HassaHue cepsepa ayTeHTUdUKALNN.

CekpeTt OO6Lwmit Koy, Ucnonbayemblit npoTokoniom RADIUS ans ayTeHTUdUKALWH.
Xoct IP-aapec cepeepa RADIUS.
Mopt UDP-nopT, Ha koTopom cepep RADIUS cnywaeTt 3anpockl Ha ayTeHTudwmkauuto. Mo ymonuanuio ato nopt UDP 1812.

Mocne co3naHua cepeepa ayTeHTUPUKaLMKM HeobxoanMmo HacTpouTb Captive-nopTan aAns ucnonb3oBaxua metoaa RADIUS. Bonee noapo6Ho o
Captive-noptarne pacckasbiBaeTca B CrieAytoLLMX rnaBax PyKoBOACTBA.

CepBep ayteHTUdUKaLuu nonb3osatenen TACACS+

Cepsep TACACS+ nossonfeT Npon3BoAnTbL ayTeHTUdMKaLuo nonb3osartesien Ha cepsepax TACACS+. Mpu asTopusayum yepes TACACS+ NGFW
noceinaet Ha cepsepbl TACACS+ nHdopmauuio ¢ MMeHeM 1 naponem nonb3osartens, a cepsep TACACS+ oTBeyaerT, ycrneLwHo npoLuna
ayTeHTUdMKaLUA UNK HeT.

Cepeep TACACS+ He MOXeT NpeZlocTaBnUTb CNMCOK nosnb3osaTenei B NGFW, noatomy, ecnu nonb3oBatenu He 6binu 3aBeaeHs B NGFW
npeaBapuTENbHO (HanpuMep, SIoKasbHbIE MOMb30BaTENMW UK Nory4YeHHble M3 AoMeHa AD c nomouybto LDAP-KoHHeKTOpa), B MONUTUKax dunbTpauum
MOXXHO MCMOMb30BaTh TOSILKO Nonb3oBatenen Tuna Known (ycnewHo npoleawnx ayteHTudukaumio Ha cepsepe TACACS+) unu Unknown (He
NPOLLEALLNX aBTOPU3aLUIO).

Ina cosnaHuna cepsepa ayTeHTUduKaumun TACACS+ HeoBXxoaAnMMO HaxaTb Ha KHoMKy Jo6aBuUTb, BuibpaTs Job6aButb TACACS+-cepBep M ykasaTb
cneayrowme napameTpbi:

HaumeHoBaHue OnucaHue
BknioueH Bkntouaet unu oTktouaeT UCnonb3oBaHne AaHHOrO cepsepa ayTeHTUdUKaLU.
HassaHue cepBepa HassaHue cepsepa ayTeHTUdUKaLUN.
CeKpeTHbI| KntoY OOBLmi KtoY, Ucnosb3yemblid npoTokoriom TACACS+ ana ayTeHTUDUKaLUH.
Anpec IP-aapec cepsepa TACACS+.

MopT, Ha koTopom cepeep TACACS+ cnyluaeT 3anpockl Ha ayTeHTUdUKaumto. Mo ymonuaxuio ato nopt

Mopt TCP 49.

McnonbsoBate oaHo TCP-coeanHeHue ana paboTsl ¢ cepsepom TACACS+.
Ucnonb3osaTtb ogHo TCP-

coeauHeHne BHumaHue! Y1006l AaHHasA onuua padoTana, HE0OX0AMMO TaKKe HACTPOUTL €€ Ha CTOPOHE cepBepa
TACACS+.
TanmayT (ceK) Bpema oxunaanuna cepeepa TACACS+ ana nonyyeHua ayteHTudumKaumu. Mo ymonyaHuio 4 cekyHAabI.

Cepsep ayteHTUPUKaLumu nonb3osaTtenen SAML IDP

Cepgep ayteHTUdHKauym SAML IDP (Security Assertion Markup Language Identity Provider) nossonsfet aBTopu3oBaTtb Nnosib3oBaTesiei ¢ NoMoLLblo
pasBepHyToM Ha npeanpuATK cucteme Single Sign-On (SSO), Hanpumep, Microsoft Active Directory Federation Service. 310 nossonaet



nosb3oBaTesnto, eAMHOXAbl aBTOpM30BaBLUKCh B cucTeme SSO, npo3payHo NPOXOAWTb aBTOPM3ALIMIO HA BCEX PeCypcax, MOAAEPKUBAIOLLMX
ayTeHTUdMKaumo SAML. NGFW mMoxeT 6biTb HacTpoeH B kadectBe SAML cepeuc-npoBaigepa, ncnonbaytolero cepsepa SAML IDP anq
aBTOpM3aLMK KIMEHTA.

Cepaep SAML IDP He MoxeT npeaocTaBuTb CBOMCTBa nonb3osatene B NGFW noatomy, ecnv He HacTpoeHo noaktodeHne Kk aomeHy AD ¢ nomoLLbio
LDAP-koHHEKTOpPA, B MONUTUKAX GUnbTpaLum MOXHO UCMONb30BaTb TOMBKO Nosib3osaTtenei Tuna Known (ycnelwHo npolueawnx ayTeHTUdUKaLuio Ha
cepsepe SAML) unu Unknown (He npoLueALmnx ayTeHTUdMKaLMIO).

[ina “cnonb3oBaHWA aBTopusalmu ¢ nomoLbio cepsepa SAML IDP Heo6x0anMO BLINOMHWATL Creaytolue waru:

HaunmeHoBaHue

OnucaHue

ans NGFW.

Lar 1. Cosaate DNS-3anucu

Ha koHTponnepe aomeHa cosaate DNS-3anuck, cootsetctaytowyto NGFW, ana ucnonb3osaHnA B kKauecTse
nomeHa ansa auth.captive, Hanpumep, utm.domain.loc. B kauectse IP-aapeca ykaxuTe aapec nHtepdeiica NGFW,
noAKo4eHHoro B ceTb Trusted.

Lar 2. HactponTb DNS-
cepsepbl Ha NGFW.

B HacTpoitkax NGFW B kauectBe cucteMHbix DNS-cepBepoB ykasathb IP-aapeca KOHTponnepoB AoMeHa.

nopTana.

LUar 3. N3aveHnTb aapec
JHomeH auth captive-

MameHnnTb aapec JlomeH auth captive-noptana B pasaene HacTpoWku Ha co3aaHHyIo Ha npeablayLyem Lware
3anucb DNS. Moapo6Ho 06 nsmeHeHnn aapeca aomeHa Auth Captive-nopTtana cmoTpute B pasaene Obuimne

HaCTPOWKH.

SAML IDP.

LUar 4. Hactpoutb cepsep

Jo6asuTb Ha cepeepe SAML IDP 3anuck o cepeuc-nposaiaepe NGFW, ykasbiBas cosaaHHoe Ha ware 1 FQDN
nmA.

LLlar 5. Co3anatb cepsep
ayTeHTuduKaLum
none3osatenei SAML IDP.

Cosnatb B NGFW cepsep ayTeHTUdUKaLum nonsaosateneit SAML IDP.

Ina cosnaHus cepBepa ayTeHTUdUKaLuu nonsaosateneit SAML IDP Heobxoaumo B pasaene Monb3oBatenu U ycTpoicTea - CepBepbl
ayTeHTUdUKALMU HaxaTb Ha KHOMKy Jlo6aBuTb, BLiGpaTh JJo6aBuTe SAML IDP-cepBep 1 ykasath criedytoLime napameTpbi:

HaumeHoBaHue

OnucaHue

BkntoueH

BrtOYaET MK OTKMIOYAET UCTOSIb30BaHME AAHHOTO CEpBEpa ayTEHTUdUKALUM.

metadata URL

HassaHue
HassaHwue cepsepa ayTeHTMdMKALMK.
cepsepa
OnwucaHue OnucaHve cepsepa ayTeHTUdUKaLMUH.
URL Ha cepsepe SAML IDP, rae MoxHo ckayaTb xml-dain ¢ KOppeKTHOM KoHdUrypaumen ana cepsuc-nposanaepa (KmeHTa)
SAML SAML. Mpu HaxxaT1K Ha KHOMKY 3arpy3uTb NPOUCXOAWT 3anofHEHNE HEOOXOAMMBIX NOSIEN HACTPOWKKU cepBepa ayTeHTUdUKaLUK

JaHHbIMK, NOMYYeHHbIMK M3 Xml-daina. 310 npeanouTUTEsNbHLIN METOA HACTPOMKK cepBepa ayTeHTudumkaummn SAML IDP.
Moapo6Ho o cepeepe SAML cMOTpUTE B COOTBETCTBYIOLLEH AOKYMEHTaLUK.

Ceptudpukar
SAML IDP

CepTuduKart, koTopeblit ByaeTt ucrnonbaosaH B SAML-knneHTe. Bo3MOXHbLI BapuaHThI:

« Co3aatb HOBbIW CEPTUDUKAT U3 CKAYAHHOTO — ECJIU MPU HACTPOMKe BbiN UCMONb30BaH MeToA 3arpysku xml- dpaina, To
cepTUdUKaT aBTOMaTUYECKM co3haeTcA M eMy HasHavaeTcA ponb SAML IDP (cmoTpuTte pasaen Ynpasnenve

cepTrudukaramu).

« Wcnonb3oBarth cyLlecTBytOLMiA cepTUdUKaT. CepTUDUKAT yXKe A0MKeH ObiTb CO3AaH UM UMNOPTUPOBaH B pasaene
CepTUdHKaThbl, M EMy He OMKHA BbITh HasHaueHa posib. Mocne cosaaHna U CoOXpaHeHUs cepBepa ayTEHTUDUKALIMM STOMY
cepTuduKaty Byaet HasHaueHa ponb SAML IDP.

« He ucnonbsosatb cepTudpuKar.

Single sign-on
URL

URL, ucnonbsyemasn B cepeepe SAML IDP B kauecTBe eAMHON TOUKM BXxofa. CMOTpUTE AOKYMEHTALMIO HA UCMOMNb3YeMbIi y Bac
cepsep SAML IDP ana 6onee AeTanbHoi MHpOPMAL UK.

Single sign-on
binding

MeToa, ucnonbayemelit ana paboTel ¢ eanHomn Toukoi Bxoda SSO. BoamoxHbl BapuaHtel POST u Redirect. CmoTtpute
[IOKYMEHTaLMo Ha ucnonb3yemeli y Bac cepsep SAML IDP ana 6onee AetansHoi MHGOpMaLUK.



http://docs.usergate.com/obshie-nastrojki_83.html
http://docs.usergate.com/upravlenie-sertifikatami_90.html

HaumeHoBaHue

OnucaHue

Single logout
URL

URL, ncnonesyembiit B cepeepe SAML IDP B KauecTBe eaAMHON TOUKM Bbixoda. CMOTpUTE AOKYMEHTALMUIO Ha UCMOMb3yeMbli Y Bac
cepsep SAML IDP ans 6ornee aetanbHoi MHbOPMALWH.

Single logout
binding

MeToa, ncnonb3yemblit Ans paboTsl ¢ eAMHO Toukol Beixoaa SSO. BoamoxHbl BapuaHTel POST v Redirect. CmoTpuTe
[IOKYMEHTaLMIO Ha Mcnosbayemblit y Bac cepaep SAML IDP ans 6onee AetanbHoi MHGOPMALWH.

Cepsep ayteHTUPuUKaumumn NTLM

AyTteHnTudurauma NTLM nossonseT npospayHo (6e3 3anpoca MMeHU Nonb30BaTENA M ero Naposia) aBTopu3oBaTh nosb3oBaTenei AomeHa Active
Directory. Mpu aBTopur3saumnm ¢ nomoLysto NTLM NGFW pa6oTtaeT ¢ KoHTponsiepamu AoMeHa, BbIMOSHALWMMM NPOBEPKY NONb30BaTENA C Lenbto

nony4yexus aoctyna B MHTEpHeT.

Cepsep NTLM He MoxeT npeAocTaBUTL CMMCOK Nonb3osateneit B NGFW, noatomy, ecnu nonssosatenu He Obinu 3aBeaeHsl B NGFW
npeaBapuTenbHO (HanpuMep, SIoKasbHbIE MOb30BaTENM UK NOMy4YeHHble M3 AoMeHa AD ¢ nomoubto LDAP-KoHHeKTOpa), B MonuTukax GunbTpaumum
MOXHO MCMOMb30BaTh TOSILKO Nonb3osateneh Tuna Known (ycnewHo npoleawwnx ayteHTudukaumio Ha cepsepe NTLM) unu Unknown (He

NpoLUeALLNX ayTEHTUPUKALMIO).

AyTteHTudukauma NTLM moxeT paboTtaTh Kak Npu ABHOM yKasaHUM NPOKCHU-cepBepa B Gpaysepe nonb3oBaTtens (3T0 CTaHAaPTHbLIA PEXWM), TaK U B
Npo3paYHoOM pexumMe, Koraa NpoKcu-cepsep B Bpaysepe He ykasaH. Hactpoiika NGFW He oTnnuaeTca oT pexuma padoTbl aBTopusaymu.

nA HacTpoiku aBTopusaLmu ¢ nomowybio NTLM Heo6X0AMMO BLINOMHUTL Creaytolme AeHcTBuA:

HaumeHoBaHue

OnucaHue

LWar 1. Hactpoutb
CMHXPOHM3ALMI0 BPEMEHH C
KOHTPOSIIEPOM AOMEHA.

B HacTpoitkax NGFW BrtounTb CUHXpOHK3aumMio BpemeHu ¢ cepeepamu NTP, B KauecTBe OCHOBHOMO U —
onynoHanbHo — 3anacHoro NTP-cepsepa ykasatb IP-aapeca KoOHTponepos AoMeHa.

Lar 2. Cosaatb DNS-3anuch
ana NGFW.

Ha koHTponnepe aomexa cosaate DNS-3anucu, cootsetctytowme NGFW anda ucnonb3osaHuA B kKauecTse AOMeHa
anA auth.captive u logout.captive, Hanpumep, auth.domain.loc u logout.domain.loc.

B kauectse IP-aapeca ykaxuTe aapec uHtepdpeiica NGFW, noakntoueHHoro B ceTb Trusted.

Llar 3. N3veHnTb aapec
JHomeH Auth Captive-
noprana.

MamennTtb aapec aomeHa Auth Captive-noprana v onumoHansHO aapec gomeHa Logout Captive-noptana B
paszene Hactpomku.

[na aomeHa Auth Captive-noptana Heo6xoAMMO yKasaTb CO3AaHHy0 Ha npeablayLyem ware 3anuce DNS.
[na aomeHa Logout Captive-noptana Heo6xoAMMO yKasaTb CO3AaHHyHO Ha NpeablayLlem ware 3anvce DNS.

Moapo6Ho 06 uameHeHnn aapecos aomeHos Auth Captive-noprtana u Logout Captive-nopTtana cMoTpuTe B pasaene
Hactpoika Captive-noprana.

Lar 4. Jo6asute NTLM-
cepsep.

B pasaene CepBepbl ayTeHTUPHKALMK HaXaTb Ha KHOMKY Jlo6aBUTb, BuibpaTs JobaBuTs NTLM-cepsep v
yKkasaTtb HasBaHue 1 uma gomeHa Windows. [ina KOppeKTHoM paboTbl ayTeHTudukaummn NTLM, Heo6xoaumo, uTobbl
yKasaHHoe 34eCb MmA JoMeHa pe3onsunock B IP-aapeca KoHTponnepos AoMeHa.

LLlar 5. Cosaatb npasuno
Captive-noprana ¢
ayTeHTuduKaumen NTLM.

HacTpoutb Captive-noptan ans ucnonb3oeaHusa MeToaa ayteHTudukaumun NTLM. Bonee noapo6Ho o Captive-
noprase pacckasblBaeTcA B CreAyoLLMX rnaBax pyKoBoACTBa.

LLlar 6. Paspeluntb AOCTYN K
cepsucy HTTP(S) ana 30HbI.

B pasaene 3oHbl paspelumntb AocTyn K cepsucy HTTP(S)-npokeu Ana 30HbI, K KOTOPOW NOAKIOYEHbI MOsb30BaTeNHm,
aBTopuaytoneca ¢ nomorybto NTLM

LWar 7. ina asTopusayuun B
CTaHAapPTHOM pexume
HacTpPOMUTL MPOKCHU-CEPBEP Ha

KOMNbHOTEepax nonb3oBaTenew.

Ha komnbtoTepax nonb3oBaTenei ykaszaTb 06A3aTesibHOE UCNOMNb30BaHME NPOKCHU-CEPBEpPa, yKasaThb IP-aapec
Trusted nHTepdpeiica NGFW B kauecTBe aapeca NpoKcH cepsepa.

BamHo! BmecTo IP-aapeca MoXHO Mcnonb3oBaTb AoMeHHoe UMA, Ho Ana NTLM BaxkHO, 4ToObl 3TO UMA BbINO He 13
nomeHa Active Directory, nHaue Windows-komnbtoTep GyaeT nbiTaTbCA UCNONb30oBaTh ayTeHTudUKauuio Kerberos.

BamHo! B HacTporikax NGFW umeHa, ucnonb3yemble B KauecTBe AoMeHa And auth.captive u logout.captive, He
N0MKHbI ObITb U3 AomeHa Active Directory, nHaue Windows-komnbtoTep 6yAeT nbiTaTbCA UCMONb30BaTh
ayTeHTudUKaumuo Kerberos.
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HaumeHoBaHue

OnucaHue

LLlar 8. [na asTopusauuu B
npo3payHoM pexume
HaCTPOUTb aBTOMAaTUYECKYyO
NpoBepKy NOANTMHHOCTH
nonb3oBatens 6pay3epomM Ans
BCEX 30H.

Ha komnbtoTepax nonb3osatenen sainaute B NaHenb ynpaeneHus - CeoiicTea 6paysepa - BesonacHocTb ,
BbiGepuTe 30Hy UHTepHeT - YpoBeHb 6esonacHocTu - Hpyroi - MpoBepka NOANIMHHOCTH NOAb30BaTena 1
ycTaHoBMTE ABTOMaTUUYECKUM BXOA B CETb C TEKyLleM UMeHeM nonb3osatensa U naponem (Control panel -»
Internet options - Security, BoibepuTe 30Hy Internet - Custom level - User Authentication - Logon #
yctaHosute Automatic logon with current name and password ).

[MoBTOPUTE AaHHYIO HACTPOWKY ANA BCEX APYrMX 30H, HACTPOEHHbLIX Ha AaHHOM KoMnbtoTepe (Local intranet, Trusted
sites).

MeTton ayteHTudpukauum Kerberos

AyTeHTuduKauma Kerberos nossonaert npospayHo (6e3 3anpoca UMeHW Nonb3oBaTesa U ero Naposs) aBTopu3oBaTh Nonb3oBaTtenei AoMeHa Active
Directory. Mpu aBTopu3aumnm uepes Kerberos NGFW paoTtaeT ¢ KOHTponepamv JoMeHa, KOTOpbIe BhIMOSHAKT NPOBEPKy Nonb3oBaTens,
nonyyatouero foctyn B MHTepHeT.

AyTeHTudMKauua Kerberos MoxeT padoTathb Kak Npu ABHOM YKasaHuu NpoKcu-cepeepa B Bpaysepe Nnonb3oBaTtens (310 CTaHAAPTHbLIA PEXMM), TaK U B
Npo3payHOM pexume, Koraa NpoKcu-cepsep B Bpaysepe He yKasaH.

[na aBTOpM3aLMK C NOMOLLBIO Kerberos Heo®X0AMMO BLINOMHUTL CreayoLne AeHCTBHA:

HaumeHoBaHue

OnucaHue

Lar 1. Cosaatb DNS-3anucu
ana NGFW.

Ha koHTponnepe aomeHa cozaate DNS-3anucu, cooteetcTBytowne NGFW, ans ucnonb3oBaHWs B Ka4ecTBe
nomeHos AnA auth.captive u logout.captive, Hanpumep, auth.domain.loc 1 logout.domain.loc

B kauectBe IP-aapeca ykaxuTe aapec uHtepdpeinca NGFW, noakntoueHHoro B cetb Trusted.

BawHo! [1na koppekTHOM paboTbl cosaanTe 3anucu Tuna A, He ucnonbdyinTe CNAME-3anucy.

Lar 2. Co3aatb nonb3oBatens
ana NGFW.

Cosaatb nonb3osartena B agomeHe AD, Hanpumep, kerb @domain.loc ¢ onunei password never expires.
YcTaHoBWTe naponb nonb3osaTento kerb.

BamHo! He ncnonbayite CMMBOSIbI HALMOHASBbHBIX andaBuUTOB, HANPUMEP, KUPUNULY, B UMeHax nonb3oBartens
kerb nnu B opraHnsaunoHHbix eanHuuax Active Directory, rae Bel nnaHupyeTte co3aaTb YYETHYHO 3anuch
nons3oBatens kerb.

BaxHo! He ucnonbayiite B kauecTse nonbaosatens Ana Kerberos nonbaoBatens, cosnaHHoro ana paéotsl LDAP-
KOHHeKTopa. Heo6xoAMMO MCnonb3oBaTh OTAEMNBHYIO YUYETHYHO 3amnuCh.

LLar 3. Cosaatb keytab-dain.

Ha koHTponnepe aomeHa, cosaatb keytab dain, BeINOAHMB CreaytoLLyo KomaHay M3-noa aaAMUHUCTpaTopa
(komaHza B 0HY CTPOKy!):

ktpass.exe /princ HTTP/auth.domain.loc@DOMAIN.LOC /mapuser kerb@DOMAIN.LOC /crypto ALL /ptype
KRB5_NT_PRINCIPAL /pass * /out C:\utm.keytab

BeeawnTe napone nons3osarenda kerb.

BawHo! KomaHaa uyBcTBUTENBHA K perncTpy 6yks. B aaHHOM npumepe:
auth.domain.loc — DNS-3anucb, cosaaHHaa ana cepeepa UserGate Ha ware 1
DOMAIN.LOC — Kerberos realm domain, o6sa3atensHo 6onbLimmm Gyksamu!

kerb@DOMAIN.LOC — ums nosnb3osaTens B AOMeHe, Co3AaHHOe Ha wware 2, uma realm-gomeHa o6sa3aTensHO
Gonblummm Byksamu!

LLlar 4. HactponTb DNS-
cepBepbl Ha UserGate.

B HacTpoikax UserGate B kauecTBe cuctemHbix DNS-cepBepoB ykasatb |IP-aapeca KOHTpOnnepoB AOMeHa.

Lar 5. Hactpoutb
CMHXPOHM3aLMIO BPEMEHHU C
KOHTPONIEPOM AOMeHa.

B HacTpoikax UserGate BKIOUMTb CUHXPOHM3ALUMIO BpemeHu ¢ cepeepamu NTP, B kauecTBe OCHOBHOMO U —
onynoHaneHo — 3anacHoro NTP-cepBsepa ykasaTtb |P-aapeca KoHTponnepos AoMeHa.

Llar 6. N3veHnTb anpec
JTlomeH auth captive-nopTana.

MamennTb anpec JomeH auth captive-noptana v onunoHansHo agpec JomeH logout captive-noprana B
pasaene HacTpoWku Ha cosaaHHble Ha npeablayllem Lware 3anucv DNS. MNMoapo6Ho 06 M3aMeHeHWn aapecos
[IOMEHOB CMOTpHUTE B pasaene O6Line HACTPOUKH .
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HaumeHoBaHWe

OnucaHuve

Lar 7. Cosaats LDAP-
KOHHEKTOP U 3arpy3uTb B HErO
keytab-dann.

Cospatb cepsep ayteHTudMKaymm tuna LDAP-KOHHEKTOpP U 3arpy3nTb NOMyYeHHbIM Ha npeablayLlem ware keytab-
dann.

BamHo! He ncnonbayitte B kayecTBe nonb3osatena AnA LDAP-koHHekTopa, nonb3oBaTtens, Co3AaHHOro paHee aAnsa
paboTbl Kerberos. Heo6xoanMo 1cnonb3oBaTh OTAEMbHYHO YYETHYH 3anuch.

Moapo6Ho o HacTpoiike LDAP-koHHekTopa cMoTpuTe pasaen LDAP-KOHHEKTOP.

LLlar 8. Cosaatb npasuio
Captive-noptana ¢
ayTeHTudUKaymen no Kerberos.

HactpouTb Captive-noptan ans ucnonb3oBaHua MeToaa ayTeHTudMKauun Kerberos. Bonee noapobHo o Captive-
noprasne pacckasbiBaeTca B pasaene Hactpovika Captive-noprana.

LLlar 9. Paspeluntb AoCTyn K
cepsucy HTTP(S) ana 30HbI.

B pasaene 3oHbl paspelmntb aoctyn K cepsucy HTTP(S)-npokeu Anga 30HbI, K KOTOPOM NOAKMIOYEHbI MOMb30BaTENM,
aBsTOpM3ytoLiMeca ¢ nomoLbto Kerberos.

Lar 10. ina asTopusauyuv B
CTaHAapPTHOM pexume
HacTpPOMUTb MPOKCKU-CepBep Ha
KOMMbIOTEPAX NOMb30BaTENEN.

Ha komnbtoTepax nonb3oBaternei ykasate 06a3aTenbHOe UCMoNb30BaHWe NPOKCH-cepaepa B Buae FQDN-umeHn
UserGate, cosaaHHoro Ha ware 3.

LWar 11. na asTopusauuv B
npo3payHoOM pexume
HacTpPOUTb aBTOMATUYECKYHO
npoBepKy NMOATMHHOCTH
nonb3oBaTens 6pay3epom ana
BCEX 30H.

Ha komnbtoTepax norb3osatenen sainante 8 MaHenb ynpaeneHun - CeoicTea 6paysepa - BesonacHocTb ,
BbiBepuTe 30Hy UHTepHeT - YpoBeHb 6esonacHocTn - [pyron - MNpoBepka NOANMHHOCTH NoMb3oBaTensa u
ycTaHoBMTE ABTOMaTUUECKUN BXOA B CETb C TEKYyLLEeM UMeHeM nonb3oBaTtena u naponem (Control panel -»
Internet options - Security, Bbi6epuTe 30Hy Internet - Custom level - User Authentication - Logon u
yctaHosuTe Automatic logon with current name and password ).

[MoBTOpHUTE AAHHYIO HACTPOWKY ANA BCEX APYrMX 30H, HACTPOEHHbIX Ha AaHHOM KomnbtoTepe (Local intranet, Trusted
sites).

Meton ayteHTudukaumumn HTTP Basic

AyTeHTUdMKauWa Basic no3BonfeT aBTopu3oBaTh N0SIb30BATENEN C ABHO YKasaHHbIM NPOKCK cepBepoM no 6ase nokanbHelx h LDAP-nonb3oBatenei.
He pekomeHayeTca MCnonb30BaTh AaHHbBIA TUM ayTEHTUPUKALMM NOCKOSIbKY MMA NONb30BATENA M Naposb NepeaatoTca B OTKPLITOM BUAE MO CETH.
AyTteHTudurauma HTTP Basic MOXHO MCMONb30BaTh A51A aBTOMaTMUYECKON aBTopHU3aLnm YTUITUT KOMaHAHOW CTPOKHM, KOTOPLIM HEOBX0AWM JOCTYN B

WUHTepHeT, Hanpumep:

curl -x 192.168.179.10:8090 -U user: password http://www.msn.com

Ina aBTopusauuun no HTTP Basic He06Xx0AWMO BbINOMHUTL Crieaytolme AencTBuA:

HaunmeHoBaHue

OnucaHue

NGFW.

Lar 1. Cosaate DNS-3anuce anq

Ha koHTponnepe aomexa cosaate DNS-3anucu, cootBetctBytowme NGFW ans ucnonb3oBaHus B KauecTBe
nomeHa AnA auth.captive u logout.captive, Hanpumep, auth.domain.loc 1 logout.domain.loc.

B kauectse IP-aapeca ykaxuTe aapec untepdenica NGFW, noaxntouenHoro B ceTb Trusted.

Auth Captive-noprana.

LWar 2. N3aveHnTb aapec [lomeH

MamennTtb aapec AomeHa Auth Captive-noptana v onuvoHanbHo agpec aomeHa Logout Captive-noptana
B pasaene HacTponku.

na nomeHa Auth Captive-noptana Heo6xoauMo yKasaTtb CO34aHHyto Ha npeablayliem ware 3anuce DNS.
na nomeHa Logout Captive-noptana Heo6xoaMMO yKasaTb CO34aHHyto Ha NpedblayLlem ware 3anuce DNS.

Moapo6Ho 06 nameHeHnn aapecos aomeHos Auth Captive-nopTtana u Logout Captive-nopTtana cmMotpuTte B
paszene Hactpoitka Captive-noprtana.

HTTP Basic.

Lar 3. Co3natb npasuno Captive-
nopTana c ayteHTuduKaumen no

HactpowuTb Captive-noptan ana ucnonb3oBaHua Metona ayteHTudwmkaumn HTTP Basic.

Mpwu HacTpoiike, nomumo meTona HTTP Basic, Heobxoaumo fo6aBuTh 6ady nonb3oBaTesnei, No KOTopou
6yneT NpoBepATLCA ayTeHTUPUKALUA (HanpumMep, A06aB1Tb METOAbI ayTeHTUPKUKALUK JToKanbHbINA
nonb3sosatens unu Cepsep LDAP).

Bonee noapo6Ho o Captive-nopTane pacckasbiBaeTCA B CAEAYIOLMX rMlaBax PyKOBOACTBA.

Llar 4. PaspelwunTb A0CTyn K
cepeucy HTTP(S) ansa 30HsblI.

B pasaene 3oHbl pa3pelwmntb AocTyn k cepaucy HTTP(S)-npokeu AnA 30HbI, K KOTOPOW NOAKHOYEHbI
nonb3oBaTesnu, asTopuaytowueca ¢ nomowybto HTTP Basic.
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HaumeHoBaHue

OnucaHue

Llar 5. HactpouTb npokcu-cepsep
Ha KOMNboTepax nonb3osarenen

Ha komnbtoTepax nonb3oBareneil ykasaTb 06A3aTesib.HOe UCNOMNb30BaHKE NPOKCHU-CepBepa, ykasathb IP-aapec
Trusted nHtepdpeiica NGFW B kauecTse aapeca NnpoKcu cepeepa.




Mpodunu ayteHTUdMKaLmm

Version: 7.0.1
Product: NGFW
Documentation: ¥

Mpodurb ayTeHTUPUKALIMM NO3BONAET yKasaTb Habop crnocoboB M NapamMeTpOB aBTOPKU3ALIMM MOSIb30BATENEN, KOTOPLIE B AaNbHEWLLIEM MOXHO ByaeT
“cnonb3oBaTh B pasnuuHbix noacuctemax NGFW, Hanpumep, Captive-noptan, VPN, Be6-noptan 1 1.4. YTo6bl co3aatb Npopunb ayTEHTUDUKALMM,
Heobxoaumo B pasaene Monb3oBaTenu U ycTpoicTea -> Mpodunu ayTeHTUdUKaLMKU HaxaTb Ha KHOMKy Jlo6aBUTb 1 ykasaTb He0BXoAMMble

napameTpsi:

HanmeHoBaHue OnwucaHue
HassaHue HassaHue npodouna.
OnucaHue OnucaHue npoduns.

Mpoduns MFA

Mpodpunb MynbTUPaKTOPHOKH ayTeHTUdUKaLnK. [JomkeH ObITe NpeaBapuTensbHO codaaH B pasaene Mpodpunu MFA, ecnin
MnaHUpyeTcA UCMoNb3oBaTh MySbTUDAKTOPHYIO ayTeHTUdMKaLMIo. Mpodunb onpeAenseT cnoco® A0CTaBKU 0AHOPA30BOr0
napons AfA BTOPOro Metoza ayTeHTudukaumuu. bonee noapo6Ho o HacTpoike npoduna MFA cMOTpUTE B COOTBETCTBYIOLLEH
rnase aanee.

BamHo! MynbTudakTopHas ayTeHTUpUKALUA BOSMOXKHA TONBKO C METOAAMU ayTEHTUdUKALMU, MO3BONAIOLMMU BBECTH
nosib30BaTesIto 0AHOPA30BbIM NAPOsb, TO ECTb TOMBKO TE, e Nosib3oBaTeslb ABHO BBOAUT CBOM YYETHbIE JaHHbIEe B BeO-dopMy
CTpaHuLbl aBTOpM3aumu. B cBA3K ¢ 3TUM, MynbTUdaKTOpHan ayTeHTUPUKALUA HEBO3MOXHA AS1A METOA0B ayTeHTUdUKAL UK
Kerberos n NTLM.

Bpems
6esnencTBuA A0
OTKJIIOUEeHUA

JlaHHbI napameTp onpenenaeT, yepes ckonbko cekyHa NGFW nepeseaet nonb3osatena u3 Known users 8 Unknown users
NpyU HEaKTUBHOCTHM Mornb3oBaTena (OTCYTCTBUM CeTeBbIX NakeToB ¢ |IP-aapeca nonb3osartens).

Bpema Mu3Hu

JlaHHbIM napameTp onpeaensaeT, yepes ckonbko cekyHa NGFW nepeseaet nonbsosatena n3 Known users 8 Unknown users.

aBTOPU30BAHHOTO| Mo npoucLLeCTBMM yKa3aHHOro BPEMEHH Nosib3oBaTento noTpedyeTcA NOBTOPHO aBTopu3oBaTtheA Ha Captive-noptane.
nonb3oBatena
Yucno
HeyAauHbIX PaspelleHHoe KOMMYECTBO HeyauHbIX NOMbITOK aBTopu3auun Yepes Captive-nopran A0 6110KMPOBKM YUETHOM 3anucK
nonbITOK nonb3oBaTens.
aBTOpU3aL UK
Bpema
Bpems, Ha KoTopoe BIoKMpyeTCA yueTHaA 3anuch Nosb3oBaTeNsA NP AOCTUXKEHWUN YKA3aHHOTO YMCa HEYAauHbIX NOMbITOK
610KUPOBKH
aBTOpU3aLMHU.
nonb3oBartend
CosaaHHble paHee MeTobl ayTeHTUdUKaLWK Nonb3oBaTenei, Hanpuvep, cepeep ayTeHTUdHKaLmumn Active Directory nnu
RADIUS. Ecnu ykasaHo 6oree 0AHOro MeTofa ayTeHTUdDUKALMKM, TO OHM ByayT MCMONb30BaTLCA B MOPAAKE, B KOTOPOM OHU
nepeyncnerbl B KOHCOIU.
Tatke BO3MOXHO UCMOMNb30BaHNE BCTPOEHHbLIX MEXaHU3MOB ay TEHTU(MUKALIMM, TaKMUX KaK:
MeToab! « JlokanbHbIM NoNb3oBaTeNnb — ayTeHTUdHKaLKUA No Base AaHHbIX JIOKANbHO 3aBeeHHbIX NoNb3oBaTesnen.
ayTeHTUdUKaLUU

o MpUHATb NONUTUKY — He TpebyeTca ayTeHTUhUKaLKSA, HO, MPEXAE YeM NOMyUYUTb AOCTYN B MHTEPHET, NOMb30BaTENb
ZIOMDKEH COrNacuTLCA C MOSIMTUKOM UCMONb30BaHKUA ceTH. JJaHHbIA TUN ayTEHTUdUKALMK HEOOXOAMMO NPUMEHATH
coBmecTHO ¢ npodunem Captive-noprana, B KOTOPOM UCnonb3yeTca cTpaHuua asTopusaumn Captive portal policy.

« HTTP Basic — ayTteHTuduMKaumna ¢ nomoLLbio yctapesLuero metoga HTTP Basic.

« AyteHTuduKauua Kerberos — aytentndurauua no npotokony Kerberos.




Hactpowika Captive-noptana

Version: 7.0.1

Product: UserGate NGFW

Documentation: ¥

Captive-noptan no3sonAeT aBTOpM30BaTb HEM3BECTHLIX Nonb3oBaTenek (Unknown users) ¢ NoMOLLbIO METOAOB aBTOPU3aLIMK C MCMONb30BAHUEM
kaTanoros Active Directory, Radius, TACACS+, SAML IDP, Kerberos, NTLM unu nokanbHoi 6asbl nonb3osatenei. Kpome atoro, ¢ nomoLysto Captive-
noprasna MOXHO HaCTPOUTb CAMOCTOATENbHYIO PErMcTpaumio nonb3oBaTenen ¢ noaTBepxaeHMemM naeHtuodukayum yepes SMS vnu e-mail.

CnenyeT MNOMHUTb, YTO:

o MaeHTuduMuUMpoBaHHbIE NONb30BaTENN, HANPUMED, Y KOTOPLIX B CBOMCTBAX NONb3oBaTena ABHO ykasaH IP-aapec, naeHTudunumposaHHsie ¢
MOMOLL|bIO areHTOB aBTopu3aL MM TepMUHabHbIX cepsepoB nnu ana cuctem Windows, He asTopusytotca Ha Captive-noprane. Takve
nonb3oBaTeny yxe oTHocATcA K Ty Known users 1 He TpeByroT A0MNOMHUTENBHOW MOEHTUDUKALMN.

« ATopu3auua c nomoLlbto Captive-noptana Bo3amoxHa Tonbko Ana npotokonos HTTP u HTTPS. Hanpumep, ecnu Bel cozaanu npasuno
MEeXCEeTEeBOro aKpaHa, paspeLuatoLlee A0CTyn B UHTEPHeT no npoTokony FTP Tonkko Ana nonb3osatena Known users, To nonb3oBarten He
CMOTYT NOSTyYUTb AOCTYN B MHTEPHET MO 3TOMY MPOTOKOSY 10 TEX MOp, NOKa OHU He CTaHyT MAEHTUOULMPOBAHHBIMU, TO €CTb He 3anycTAT y
cebna 6paysep v He nporayT asTopusauuto Ha Captive-noptane.

« [Ina aBTOpPM3aLMK Nonb3oBatenei, padoTarowmx no npotokony HTTPS, Heo6x0AMMO HACTPOUTL MHCMEKTUpOBaHue SSL, nHade aBTopu3auus
paboTtatb He ByaerT.

« Ecnu Captive-noprtan ucnonbsyet metoa astopuaauumn Active Directory, To nonb3oBatesib AOSKEH yKasbiBaTb B KA4eCTBE SIOTMHa CBOE
nomeHHoe uma B popmate DOMAIN\username unu username@domain.

Hactpoiika Captive-noptana cBOAWTCA K CNEAYIOLMM Luaram:

HaumeHoBaHWe

OnucaHue

Lar 1. Co3aatb
MeToA aBTopu3aLluu,
Hanpumep,
asTopu3aumA ¢
NOMOLLIbIO AOMEHa
Active Directory.

B koHconn NGFW B pasaene Monb3oBaTenu U ycTponcTea - CepBepbl ayTeHTUPHUKALUK HaxaTb Ha KHOMKy Jlo6aBuUTb
1 cos3fatb cepsep aBTopu3aLmy.

Lar 2. Co3patb
npopunb
ayTeHTuduKauum, B
KOTOPOM YyKasaTb
Heobxoaumble
meToabl
asTopusaumm.

B koHconn NGFW B pasaene Monb3oBatenu u ycTporcTea - NMpodunu ayTeHTUDUKALUN HaxaTb Ha KHOMKy Jlo6aBUTb
1 cosfatb Npodusb aBTopM3aLum, UCNonb3ya CO3AaHHbLIN paHee MeToZ aBTopu3aLni.

War 3. Cospatb
Captive-npodunb, B
KOTOPOM YyKasarb
HeobxoaumMble
npogpunun
ayTeHTUdUKaLuu.

B koHconu NGFW B pasaene Monb3oBaTtenu u ycTporcTea - Captive-npodunu HaxaTts Ha KHOMKy Jlo6aBUTb 1 cosaatb
Captive-npodunb, UCMOMb3yA CO3AAHHLIN paHee Npodusib asTopusalum.

LLlar 4. CosaaTtb
npasuno Captive-
noprana.

Mpasuno Captive-nopTana onpeaensaeT TpaduK, K KOTOPOMY AOMKHbI OblTb MPUMEHEHBI METOAbLI UAEHTUDUKALMUM
nosb3osaTesnei, ykasaHHole B Captive-npogune. B koHconn NGFW B pasaene Monb3oBatenu u yctponctea - Captive-
nopran Haxartb Ha kHorky Jlo6aBuTb v cosaatb npaswno Captive-noprarna.

Lar 5. Hactpoutb
DNS ana aomeHoB
auth.captive n
logout.captive.

Cnyxe6Hble AoMeHHbIe MMeHa auth.captive 1 logout.captive ucnonbaytotca NGFW ans aBTopusaumuu nonb3oBaTenei.
Ecnu knneHThbl ucnonbaytoT B kauectee DNS-cepeepa NGFW, To Huuero aenatb He Hano. B npoTuBHOM cnyyae Heo6xoaumo
nponucatb B kauecTse |P-aapeca ana atux nomeHos |P-aapec nutepdeica NGFW, KOTOpbIA NOAKMIOYEH B KITUEHTCKYHO
ceTb. AnNbTepHaATMBHOE peLleHne — HacTpouTb napameTpsl JlomeH auth captive-noptana u JlomeH logout captive-
noprtana. bonee feTanbHO 3T NapameTpbl onucaHbl B pasaene OBLune HACTPOUKK.

Co3paaHue MeToA0B aBTopu3aLMm NoApoBGHO paccMaTpuBasoch B NpeabIAyLmMX rmasax. PaccMoTpum Bonee noapo6Ho cosnanue Captive-npoduns v
npasun Captive-noprana.

Yro6kl cozaath Captive-npodunb, Heobxoanumo B pasaene Captive-npodunu Haxatb Ha kHoMKy Joo6aBUTL 1 ykasaTb HEOBXOAUMbIE NapameTphbi:

HaumeHoBaHue

OnucaHue

HasBaHue

Hassanue Captive-npoduns.
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HanmeHoBaHue Onucanue

OnucaHue OnucaHnne Captive-npogpuns.

LLa6noH Bobi6path WwabnoH cTpaHuybl asTopusayuu. CosaasaTh CTpaHULbI aBTOPU3aL MK MOXHO B pasaene Bubnuotekun - LLa6noHbl

CTpaHuLbl cTpaHuy. Ecnv Heo6xo0aMMO HACTPOUTL CAMOCTOATENBHYIO PErMCTPaLMIO NoNb3oBaTenen ¢ noaTsepxaeHuem no SMS unu e-

aBTOpU3aLuK mail, To cneayeT BbiGpaTb COOTBETCTBYHOLMI TUN WwabnoHa (Captive portal: SMS auth/ Captive portal: Email auth).

MeToa, ¢ nomoLsto kotoporo NGFW 3anomHuT nonbsosartena. BoamoxHbl 2 BapuaHTa:
« 3anomuHaTtb IP-agpec. [Nocne ycnelwHon asTopu3aumu nonb3osatensa yepes Captive-noptan NGFW 3anomunaert IP-

aapec nonb3oBaTens, U BCe NocrneaytoLlme CoeanHenua ¢ aToro IP-aapeca ByayT OTHOCATCA K AaHHOMY MOSIb30BAaTENHO.
JaHHbIl MeTol No3BoNAeT MAEHTUOMLMPOBATL AaHHbIE, NepesaBaemMble no Sr6oMy M3 NpoTokonos cemeiictea TCP/IP,
HO He ByZeT KOppeKTHO paboTaTb npu Hanuuun NAT-noakoueHna mexay nonbaosatenamv 1 NGFW.

MeTton 310 pexomeHAyeMoe 3HaueHue, ycTaHaBnMBaeMoe Nno YMON4YaHuio.

naeHTUdUKaUnmn . . .

« 3anomuHaTb cookie. Mocrne ycnelHoi aBTopusaumu nonb3osatens yepes Captive-noptan NGFW pobaenset B 6paysep

nonb3oBaTena cookie, C NOMOLLbIO KOTOPOro MAEHTUOULMPYET NOCNeayoLMe COeAMHEHNA JaHHOrO Nonb3oBaTens.
JaHHbIM MeTOA NO3BONAET aBTOPU30BaTh Nosb3oBaTenem, Haxoaawmxca 3a NAT-yCTpoMCTBOM, HO @aBTOPU3YETCA TOSbKO
npotokon HTTP(S) 1 TonbKo B ToM Bpaysepe, B KOTOPOM Npoucxoauna asTopusauma yepes Captive-nopran. Kpome
aToro, And asTopusaumm HTTPS-ceccuit nonb3osatena NGFW Gyaet npuHyauTtensHo aewneposats Bce HTTPS-
coeanHeHua. [ina NpaBui MEXCETEBOrO 3KpaHa Nosib3oBaTesb, MAEHTUOULUPOBAHHLIM No cookie, ByaeT Bceraa
onpezeneH kak Unknown user.

Mpodune CospaaHHbI paHee Npoduiib aBTopusalumn, onpeaenatoLnii MeToAbl ayTeHTUdMKaLMK

ayTeHTUDUKaLMK P P pusaun, onp t Y LHA.

URL ana URL, kyna 6yaeT nepeHanpassieH nonb3oBaTtesb Nocne ycnewHon aBTopusaumm ¢ nomowbio Captive-noprtana. Ecnv He

peaupekTa 3anosiHeHo, To Nosib3oBaTeslb NEPEeXoAnT Ha 3anpoLueHHbIn um URL.

PaspewuTtb

6paysepam BkntouaeT BOSMOXHOCTb COXpaHUThL aBTopu3aumto B 6paysepe Ha ykasaHHoe BpemaA B yacax. [ina coxpaHeHua aBTopu3alyoHHOM

3anoMHUTb MHdOpMaLMKU UcnosnbaytoTca cookie.

aBTOpU3aLUIO

Mpennaratb

BbiGoOp AomeHa . .

AD/LDAP Ha Ecnu B KauecTBe MeToAa ayTeHTUPUKALMK UCMONBb3YeTCA aBTopu3aymna ¢ nomoLysio Active Directory, To npu BKITFOYEHWM A@HHOTO

CTpaHnLe napameTpa nosib3oBaTesib CMOXET BbiOpaTb MMA AOMEHA U3 CMUCKA Ha CTpaHWULe aBTopusauuv. Ecnu aaHHbIi napameTp He

P 4 BKITHOYEH, NONb30BaTesb AO/MKEH ABHO yKasbiBaTh AomeH B BuaAe DOMAIN\username unu username@domain.

asTOpU3aLuK

Captive-noprana

MokasbiBaTh Mpu BKNOYEHWUM AAHHOM ONLMK Nosib3oBaTesnto OyAeT NPeAnoXeHO BBECTH KOA, KOTOPLIM eMy ByAeT nokasaH Ha CTpaHuue

CAPTCHA aBTopu3auun Captive-nopTtana. PekoMeHayemas onuua Ana 3awuTel oT 60TOB, NoAGMpatoLLUX Naposiv nonb3oBaTene.

HTTPS ana Mcnonbsosate HTTPS npu oToBpaxeHnn cTpanuLbl asTopusauymun Captive-noptana AndA nonb3osatenei. Heo6xoanmo nmetb

CTpaHULbl KOPPEKTHO HAaCTPOeHHbIN cepTudukat ana SSL Captive-noptana. Bonee noapo6Ho o cepTUdUKaTax CMOTpUTE B pasaene

ayTeHTMdUKaLMK||YnpaBneHme cepTuduxatamu.

[InA HaCTPOWKKU CaMOCTOATENbHOM PerucTpaumnmn nonb3oBaTenei ¢ NOATBEPKAEHUEM Naposia ¢ NoMoLbio SMS unu e-mail Heo6x0AUMO HACTPOUTb
napameTpsl Ha Briaake PerucTpauua rocteBbix nonb3oBartenei. Crelyet NOMHUTb, YUTO B 3TOM Cllyyae HeoBX0AMMO UCMOsb30BaTh
cooTBeTCTBYtOW MM TMN WwabnoHa (Captive portal: SMS auth/ Captive portal: Email auth).

HanumeHoBaHHue OnucaHue

Mpoduns Mpodunb onoBeLleHna, KOTopbIi ByaeT UCNONb30BaTLCA ANA OTChINKM MHPOPMALMK O CO3AaHHOM Nosib3oBaTesie U ero naporsne.

0|'1)oneu.|eﬂun MoxeT ucrnonssoBatbesa 2 Tuna — SMS v email. Bonee noapo6HO 0 co3aaHWa NPOPUNA ONOBELLEHUA CMOTPUTE B rnase
Mpodunnu onoseLLeHH.

oT YKkasaTb, OT UMeHU Koro ByayT 0TNpaBnATLCA ONOBELLEHHS.

Tema ’ o
Tema onoselyeHuna (TONbKO Ana email-onoseLleHnn).

onoBeLyeHUn
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HaumeHoBaHue

OnucaHue

Mucbmo
onoBeLYeHUA

Teno nucbma coobLeHus. B nucbMe MOXHO MCMonb3oBaTh crelnanbHble nepemMerHble {login} u {password}, koTopbie ByayT
3aMeHeHbl Ha UMA Nonb3oBaTena 1 ero Naposb.

Jlata 1 Bpemsa
OKOHYaHHUA

Bpewms, Koraa ydetHas 3anucb BPEMEHHOro nosb3osarens GyAeT OTKIoueHa.

Bpema Mu3Hu

npOﬂOl’I)KVITeJ'IbHOCTb BPEMEHU C MOMEHTA nepBoﬁ aBTOpu3almK BpeMeHHOro nonb3oBartend, N0 CTEYEeHNN KOTOPOro ero yyetHana
3anucb ByaeT OTKIOYEHa.

JAAnuHa naponf

OnpeaenseT AnWHy Naponsa Ans co3AaBaeMoro nosb3osartens.

OnpenenﬂeT CNOXHOCTb NaponAa AnA co3aaBaemMoro nonb3osaTtensd. Bo3MOXHbI BapHUaHThbI:

CRnOXHOCTb + Undpei.
napona « ByKkBbI + UUOPLI.
o BykBbl + UMDPBLI + CNeL. CUMBOSIbI.
Fpynni lpynna AnA BpEMeHHbIX Nonb3oBaTenei, B KOTOPYo OyayT noMeLLeHbl cosaaBaemMble nons3osatenu. O rpynnax anf BPeMeHHbIX

nonb3oBaTenen yntanTe B rnase [0cTeBon nopran.

Yro6bl cosaats npasuno Captive-noprana, He06xoAMMO Haxartb Ha kHonky Jlo6aBuTb B pasaene Captive-nopTan u ykasatb He0OXoAUMble

napameTpsbi:

HaumeHoBaHHne OnucaHue
HassaHue HassaHwue npasuna Captive-nopTana.
OnucaHue Onucanue npasuna Captive-noprana.

Captive-npodunb

Bribpatb Captive-npodusib, cosaarHblid paHee. [loctynHo Aeiicteue He ucnonb3oBaTb ayTeHTUdUKaLMIO, Npy BbiGope
KOTOpOro aBTopusauus He ByaeT TpeboBaTbeA.

3anucbiBaTb B

)KypHan npasun

Mpwv aKkTMBaLMK AaHHOW onuuK MHdOPMaLKs o cpabaTbiBaHue npasuna ByaeT perMcTpupoBaTLCa B COOTBETCTBYHOLLEM
KypHasne CTaTUCTUKH.

UCTOUHMK

Anpeca UCTOYHMKA. B KauecTBe UCTOUHMKA MOXHO yKas3aTb onpeaesieHHyto 30Hy, Hanpumep, 3oHy LAN v ananasox aapecos IP.
MoryT 6bITb Mcnonb3oBaHbl IP-aapeca ctpaH (GeolP).

BamHo! CyljecTByeT orpaHuyeHune Ha konnyectso GeolP, koTopoe MoxeT BbITb ykasaHo: He Bonee 15.
BaxHo! O6paboTka TpaduKa NPOMCXOAUT NO CIEAYHOLLEN JTOTUKE:
« ycnosua o6beauHatotea no U, ecnu ykasaHbl HECKOMBKO CMMCKOB |P-aapecoB W/Mnu AOMEHOB;

« ycnosua o6beaunHsatoTcs no U, ecnu ykasaHsl GeolP u cnucku IP-aapecoB 1/Wnv AOMEHOB.

HasHaueHue

Anpeca HasHauyeHuA. B kauecTBe aapecoB MOXHO ykasaTtb onpeaeneHHyto 30Hy, Hanpumep, 3oHy WAN v avanasoH aapecos IP.
MoryT 6bITb Mcnonb3oBaHbl IP-aapeca ctpaH (GeolP).

BamHo! CyuiecTByeT orpaHuueHue Ha konnyecteo GeolP, koTopoe MoXeT ObiTb ykasaHo: He 6onee 15.
BawHo! ObpaboTka TpadvKa NPOUCXOAUT MO CrieaytoLLe Normke:
« ycnosua o6beanHatotea no UK, ecnu ykasaHbl HECKOMBKO CMUCKOB |P-aapecoB /Mnu AOMEHOB;

« ycnosua o6beanHatoTca no W, ecnu ykasaHbl GeolP u cnucku IP-aapecos w/vnv LOMEHOB.

Kareropuu

Kateropun URL-punbTpaymu, ana kotopbix 6yaet npumeHaTeea npasuno. Ana URL-dunbTpaummn Heobxoanmo uMeTb
COOTBETCTBYOLLYHO JTULIEH3MIO.

URL

Cnuckn URL, ana koTopbix 6yAeT NpUMeHATLCA Npasuiio.
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HaumeHoBaHue OnucaHue
Bpemsa Bpewms, korga AaHHoe npasusio OyAeT aKTUBHO.
CrartucTvka cpabaTbiBaH1A AaHHOTO NpaBuna: obLlee KONMYECTBO cpadaTbiBaHWiA, BPEMA NEPBOrO U NOCHEeAHEro
Ucnonb3oBaHue cpabatbiBaHui.
YT06blI COPOCHTL CUETUMK cpabaTbiBaHWi, HEOOX0ANMO BLIAENNTL NPABKUIA B CrIMCKE U HaaTb COPOCUTb CUETUMKM.
UcToouns Bpema cosnaHua v nocneaHero MSMeHeHWs NpaBuna, a Takke 3anucK XXypHana coObiTUiM, OTHOCALLMECH K JAHHOMY NpaBuny:
P no6asneHue, 0OHOBNEHWE NpaBuIa, USMEHEHWE NO3ULMK NpaBuia B CMIUCKE U T.N.

Takum 06pasom, co3aaB HecKomnbKo npasun Captive-noprana, MOXHO HACTPOUTL PasfUuHbIE NOSIMTUKKA MAEHTUdUKALMM NoNb3oBaTenei anna
pasnuyHbIX 30H, aAPECOB, KATEropuii CanToB U BPEMEHMU.

MpumeuaHneYcnoBus, ykasaHHble BO BKIaAKax Npasusia, NPUMEHAITCA cornacHo noruke "M, To ectb TpebytoT coBnaseH!A BCeX yKasaHHbIX
ycrnoBuit ans Toro, 4ToBkl Npasuno cpabotano. Ecnu HeobxoaumMo ucrnons3oBath oruky "MITA", To 310 AoCTMraeTcA NyTem co3AaHns HECKOMBbKUX

npasw.

Hpumeuauuel'lpaawna NPUMEHAKTCA B NOpAAdKe, B KOTOPOM OHU omﬁpamaromn B KOHCOJ/U. Bbl MOXeTe N3MeHUTb nopAAOK NpaBun C NOMOLLbO
COOTBETCTBYHLUNX KHOMOK.

MpumeyuaHuellpu obpaboTke NpaBuU NPUMEHAETCA TOMNBKO NepBoe cpaboTasLee NPasuIIo.

B cnyuae, ecnu Heo6X0AMMO CMEHMTL NOJIb30BaTENA MOCE Ero aBTOpU3aL M B CUCTEME MU BBIWTU U3 CUCTEMBI, Heobxoaumo nepeiTn Ha URL
http:/logout.captive n Haxatb Ha KHONKy BbINTH.
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Mpodunu MFA (MynbTudaKTOpHON ayTeHTUdKUKaLK)

Version: 5.x, 6.1.9, 7.0.1
Product: NGFW
Documentation: ¥

MynbTUdaKTopHan ayTeHTUdHKALMA — 3TO METOA MAEHTUDHKALMK U ayTEHTUDMKALMW NONb3oBATENS, FAE UCMOSb3YIOTCA ABa UK Bonee pasnmyHbIX
TWNa MAEHTUHMKALMOHHBIX AaHHbIX. BBEAEHMe A0NONHUTENBHOIO YpOBHA Ge3onacHocTh obecneunBaeT 6onee 3D OEKTUBHYHO 3aLLUMTY YYETHOM
3anuncK OT HeCaHKLMOHWPOBaHHOIO A0CTyNa.

NGFW noaaepxusaeT MynbTUPaKTOPHYHO ayTeHTUPUKALUIO C UCMONb30BaHNUEM UMEHW NONb3oBaTeNa U Napona B KayecTBe NepBoro Tuna
ayTeHTUduUKaLnmM 1 cneayroLnx TUNOB B Ka4eCTBe BTOPOro:

« TOTP (Time-based One Time Password) TokeHa B kauecTBe BToporo. TOTP-TokeH co3aaeT 0AHOPa30BbIv Naposib HA OCHOBE BPEMEHU, TO €CTb
Bpems ABNAeTCA napameTpom; 6onee noapo6Ho o TOTP MoxHO npounTaTh B https:/en.wikipedia.org/wiki/Time-based One-

time Password Algorithm. B kadyectee TOTP-ToKeHa MOryT BbICTynaTb pasfniMyHble yCTpoicTBa Moo nporpaMmHoe obecneyeHue,
yCTaHOBNEHHOE Ha cMapTdOHbI nonb3osarenen, Hanpumep, Google Authenticator.

« SMS — nonyueHu1e oaHopasosoro napons no SMS. Ans oTnpasku SMS y KaxAoro nonb3oBaTtens AOMKEH ObiTb ykasaH HoMep TenedoHa B ero
nokanbHoW yuetHow 3anucu B NGFW unu B aAoMeHHOM y4eTHOM 3anucu B Active Directory.

« Email — nonyueHne oaHopasoBoro napons no 31eKTPOHHOM noyTe. [na oTNPaBKK COOOLLEHNUS Y KaXA0ro Nomnb3oBaTens A0SKeH ObiTb yKasaH
aApec AN1EKTPOHHOW NOYTHI B €ro SIoKanbHoM yueTHown 3anvucn B NGFW unu B aomeHHOM yueTHoM 3anucu B Active Directory.

Y106k HaCTPOUTb MyNIbTUPaKTOPHYIO ayTeHTUdUKaLuto, Heo6x0AMMO BEINOMHUTD cneaywuiue AencteunA:

HanmeHoBaHue OnucaHue
LLar 1. HactpouTtb o .
MynbTudakTopHan aBTopusauuna paboTaeT TObLKO NpyU aBTopu3aLmu nonb3osartenei ¢ nomolbto Captive-noprana.
aBTOPU3aALMIO C NOMOLLbIO

Captive-noprana.

CmoTpuTe pasaen Ana noapoBbHon MHopMaLum.

aBTop

Lar 2. Co3patb npodunb
MybTUDaKTOPHOM

nsayuu.

B pasnene koHconn Monb3oBaTtenu u yctponctsa - Mpodunu MFA cosaate npodusb MynbTUhaKTOPHOM
asTopu3sauuu. MNpu cozaaHnm NpoPuna ykasatb HE0OXOAUMbIE HACTPOMKK AOCTABKM BTOPOro ¢hakTopa aBTopu3aLmy.
BoamoxHo coszaate 3 Tuna A0CTaBKK:

« MFA uepe3s TOTP — gocrtaska BTOporo daxkropa astopusaumm ¢ noMmoLbto TokeHos TOTP.
« MFA uepe3s SMS — aoctaBka BTOporo gpaxkropa aBTopusanmiu ¢ nomMoLlbo SMS.

« MFA uepes email — goctaska BToporo ¢akropa asTopvsaluv ¢ nomoLlbio email.

Ons cnocoba noctaeku MFA uepe3 TOTP Heo6xoauMo yKasaTb crieaytoLyue napameTpbi:

HanmeHoBaHue Onucaxue

HasBaHue Hassanue npopuna MFA.

OnwucaHue Onucanne npodpuna MFA.
Ana nonyueHua TokeHoB TOTP HE06X0AMMO NPOM3BECTH NEPBOHAYANBHYHO MHMLMANM3aUmto ycTpoiictea unu MO knueHTa. Ana
3TOro TpebyeTca BBECTH YHUKASbHLIN KoY B YCTPOMCTBO unu MO knueHTa. MepeaaTb nepBoHavasibHbIi KOA ANA UHULManusauum
TOTP MOXHO creayroLmMM1 CpeacTBamu:

« [MokasaTb Ha cTpaHuue Captive-nopTana nocrne nepBow yCneLHon asTopusaymu. [nsa aToro BapmaHta Heo6XoAMMO
BbiOpaThb MoKasaTb KNty Ha cTpaHule Captive -noprana.
UHuumanusauumna
TOTP « Boicnats ¢ nomouysto SMS. [ina otnpaeku SMS y kaxkaoro nonb3osBaTtensa Ao/KeH ObiTh yKasaH Homep TenedoHa B ero

nokaneHow yyetHow 3anucu B NGFW unu B AomeHHOM yyeTHoI 3anucw B Active Directory. [ina atoro BapuaHTa
Heo6xoaMMO BbIGpaTh NOAXOAALLMIA, CO3AAHHbIA paHee Npodub oTceikkn SMS (npoduns SMPP).

« Bbicnatb ¢ nomoLysto email [inA oTnpasku COOBLLEHNA Y KaXAoro nosb3oBaTena A0MKeH ObITb yKasaH aapec SN1EKTPOHHOM
nouThl B €ro nokasnbHoi yyeTHon 3anucu B NGFW unu B someHHo# yueTHow 3anucu B Active Directory. ina atoro
BapuaHTa Heobxoanmo BbIBpaTh NOAXOAALLMM, CO3AaHHBIM paHee Npodunb oTckikK email (npopunb SMTP).

-Koa

MokasbiBaTb QR

MokasbiBaTb QR-k0A Ha cTpaHuue Captive-nopTana unu B 3NeKTPOHHOM NUCbME AN 06nerYeHnn HacTponkK yctponctaea unu No
TOTP knueHTa.

B cnyuae, ecnu nonb3oBatesib yTpaThi TOKEH, aAMUHUCTPATOP MOXET noTpeboBaTk NOBTOPHOM MHULManu3aumm TOTP-TokeHa. [ns aTtoro emy
HeobxoanMo BbIBpaTh AAHHOMO Nosib3oBaTesna B cnucke nonb3osatenei (Monb3oBaTenu u ycTponcTsa - NMonb3oBatenu) 1 BuibpaTb AeicTBUE
C6pocutb kntou TOTP. Mpu crieaytoLLei asTopusalmm nNosnb3oBaTento OyaeT NPearoKeHO 3aHOBO MPOMHWLMATM3MPOBATL CBOM TOKEH.


https://en.wikipedia.org/wiki/Time-based_One-time_Password_Algorithm

JIna cnocoba aoc

Tasku MFA uepe3 SMS Heo6xoanMO ykasaTb crieaytoLue napameTpsb:

otnpasku MFA

HaumeHoBaHue Onucanue

HasBaHue Hassanue npopuna MFA.

OnucaHue Onucanve npodpuna MFA.

MNpodunsb Mpoduns SMPP, koTopblit GyAeT UCronb3oBaH Ans OTNPaBKK Naponei ¢ nomMoLbio coobiyennit SMS. MoapobHo o HacTpoiike

npodunen oTchINKM coobLyeHunit uepes SMS cmoTpuTe B pasaene Mpoduauv onoBeLeHuit.

(025

YKasaTb, OT UMEHH KOro BYAyT OTNPaBNATLCA OMOBELLEHUS.

Copepmumoe

Teno nucbMa coobLeHusa. B nucbMe MOXHO UCMONb30BaTh CneLnanbHyto nepemeHHyto {2fa_auth_code}, koTopas 6yayT sameHeHa
Ha 0AHOPa30BbIM Naposb.

Bpema Mu3Hu
MFA kopa

Cpok fenctsua 0AHOPA30BOro Napons.

Jna cnocob6a Aoc

TaBkn MFA uepe3 email Heobxoanmo ykasaTb creayoLime napameTpebl:

ornpasku MFA

HanmeHoBaHue OnucaHue

HasBanue Hassanue npopuna MFA.

OnucaHue Onucanve npoduna MFA.

Mpodunsb Mpodpunb SMTP, KoTopbIi ByaeT UCMONb30BaH ANA OTNPABKK Naposien ¢ MOMOLLbI COOBLLEHNH 31IEKTPOHHOM NoYThI. [MoApo6HO 0

HacTpoiike NpodUneln OTCbINTKU COOBLLEHMI NO 3MEKTPOHHOM NoYTe CMOTpUTE B pasaerne [poduav onoBeLIeHUN.

or YKkasaTtb, OT UMeHU Koro ByayT OTNPaBnATLCA ONOBELLEHHA.
Tema Tema onoBeLyeHus.
Conepmumoe Teno nucbMa coobLleHus. B nucbMe MOXHO MCMonb3oBaTh creluanbHyto nepemerHyto {2fa_auth_code}, koTopas 6yayT sameHeHa

Ha 0AHOPa30BbIi Naponb.

Bpemsa mu13Hu
MFA kona

Cpok AencTBMA 0AHOPA30BOro Napons.



http://docs.usergate.com/profili-opoveshenij_154.html
http://docs.usergate.com/profili-opoveshenij_154.html
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TepMUHanbHbIN CEPBEP CIYXUT ANA YAANEHHOro 06Cy)XMBaHUA NONb30BaTENA C NPEAOCTaBIEHMEM paBoyero cTona unu KoHconu. Kak npasuno,
OAMH TepMUHaNbHbLIN CepBep NPEeAO0CTaBAET CBON CEPBMC HECKOMbKMM NOSb30BaTENAM, & B HEKOTOPbLIX Crly4anx AeCATKAM MK JaXe COTHAM
nonb3osarene. Mpobnema naeHTUdUKaLMK NONb30BaTENENH TEPMUHAIIBHOMO CepBepa COCTOUT B TOM, YTO y BCEX Nofb3oBaTenei cepsepa Oyaet
onpeaeneH oaunH v 10T xe IP-agpec, 1 NGFW He MOXeT KOPPEKTHO MAEHTMOULMPOBATL CeTEBbIE NOAKIIOYEHNUA NoNb3oBaTenen. [nqa pewenna
AlaHHO Npo6nemMbl NpeanaraeTcA UCMosb30BaHUE CMELMaNbHOTO areHTa TepMUHasbHOro cepeuca. Kaxaomy nonbaoBatento BolAENAETCA AManasoH
NopTOB, C UCMOMb30BaHMEM KOTOPbIX MPOMCXOANT COEAMHEHNE NONb30BaTENA, T.€. UCXOAHbIE NOPThl MOAMEHAIOTCA HA NOPThI U3 BbIAENEHHOro AN
nosnb3oBaTtena AvanasoHa.

AreHT TepMUHaNbLHOTO cepauca A0MKeH ObiTb YCTAHOBIEH HA BCe TEPMUHASIbHLIE CEPBEPDI, NOSIb30BaTesei KOTopbliX HE0OX0AMMO
uAeHTUdULMpOBaTb. AreHT npeacTasnaeT coboi cepsuc, koTopblit Nepesaet Ha NGFW Hpopmaymio o nosb3oBatesiAx TEPMUHAIBHOMO cepaepa v
00 1x ceTeBbIx coeanHeHnAX. B cuny cneyndurn pabotel npotokona TCP/IP, areHT TepMUHanbHOMO cepBica MOXKET MAEHTUDULMPOBATL TPADUK
nonb3oBaTenew, nepeaasaeMblit TonbKo ¢ nomotlsto TGP u UDP npoTtokonoB. MpoTokonkl, oTinyHble o1 TCP/UDP, Hanpumep, ICMP, He MoryT 6biTb
MAEHTUDULMPOBAHbI.

nA KOPPEKTHOW naeHTUdMKALUKM NONb3oBaTeNeN, B Cllydae UCNONb30BaHKA Ha TepMUHaNbHLIX cepBepax asTopuaauuu Active Directory, TpeGyetca
HacTpoeHHbIM cepiep Active Directory KOHHEKTOp.

Y106kl HayaTb paéoTy Cc ayTeHTMCDMKaLlMeﬁ nonb3osarenen Ha TepMUHanbHbIX cepBepax, Heo6X0AMMO BbINOMHUTL cneaywuiune waru:

HaumeHoBaHue

OnucaHue

Lar 1. Paspelumtb
CepBUC areHT
ayTeHTMdUKaLMKN Ha

B pasnene CeTb - 30HbI paspelunTb cepsuc AreHT ayTeHTUdhUKaLMKM And TOW 30HbI, CO CTOPOHbI KOTOPOW
pacnonoXeHbl cepBepbl TEPMUHANBHOMO AOCTyNa.

HeoBX0AUMOW 30HE.

LLlar 2. 3apate naponb
areHToB TEPMUHANBHOIO
cepsepa.

B koHconu NGFW B pasaene UserGate -» Hactpownku - Mogynu Hanpotus 3anvcu Maponb areHToB
TepMUHaNbHOro cepBUCa HaxXaTb Ha KHOMKY HacTpoUuTb 1 3aaaTh NAposib areHTOB TEPMUHABHOIO CepBepa.

Llar 3. YcTaHOBWUTL areHT
TEPMUHAsILHOMO cepBepa.

YCTaHOBUTL areHT TepPMUHANBHOIO CepBepa Ha Bce CepBePbI, ANA KOTOPbIX HE0OX0ANMO HAEHTUDULMPOBATD
nonb3osatenei. MNpu yctaHoske cneayet 3aaath IP-aapec NGFW v 3ananHbIM Ha npeablAyLLiEM Luare naporb.

B paszene Monb3oBatenu u ycTpoicTea -» TepMuHanbHble cepBepbl He06X0AMMO A00aBUTL areHToB
TepMUHANTLHOTO CepBepa, YKasas UMA 1 aapec xocTa. [ocne nonyyeHus AaHHbIX C YKasaHHOro B HACTPOMKAX XocTa 1

LLar 4. o6aButb o
coBMaZeHny Naposs, ykasaHHOro B MyHKTe 2, aBTopu3auua nonbaosatenei OyaeT BKIHOYEHa aBTOMATUUECKH.

HeobxoauMble cepBepbl B

KoHCoMM NGFW. Mpu o6HoBneHnn Bepcn NGFW areHTbl TepMUHabHBIX CEPBEPOB, KOTOPbIE paHee 0ToBpaXanuch B BEO-KOHCOMM,

OyayT npofonxatb padoTatb.

UserGate Tenepb 6yaeT nonyyats UHGOPMaLMIO O NOMb3oBaTenNax.

AreHT TepMMHanbLHOIo cepsepa No3BosAEeT aBTOPM30BbIBATL HE TOIbKO AOMEHHbIX, HO M JIOKaNbHBIX NONb30BaTeNen TepMMHanbHoro cepsepa. Ana
3TOro Heo6xo0AnMMo A006aBUTL B Pain koHourypauun (%ALLUSERSPROFILE%\Entensys\Terminal Server Agent\tsagent.cfg) cneaytowmii napameTp:

LocalDomain = 1
Mocne nameHeHuna danna KoHdUrypauum cepBUC TEPMUHANIBHOMO areHTa Hy)XHO nepesanycTuTb.

Takux nonb3osarenei Tawke Heobxoanmo fobasnte B NGFW kak nokaneHbix. O aobaBneHnn nonb3osatenei uutaite B pasgene [lonb3oBaTenu.
Mpu aobasneHnn Heobxoanmo ykasatb FIOTMH B popmarte: « MMA KOMbIoTepa_MMA M0b30BaTesAa»; Naposb YKasblBaTb HE HYXKHO.

MpumeyvaHneMMs KOMMNbIOTEPA [OKHO COCTOATb U3 BYKB, LMGP U 3HaKa NoAYEpKUBaHUA. Mcnonb3oBaHue TUPe B UMEHW KOMMbOTEPa BOSMOXHO
TOJSIbKO B TOM CJlyyae, eCriv UCMosb3yoTCA TONBbKO AOMEHHbIE NONb30BaTENM.

MapamMeTpbl TEPMUHANBHOMO cepBepa MoryT GbiTb U3MEHEHbI MYTEM BHECEHWA U3MEHeHHWi B dhain KoHdUrypauuu areHTa aBTopusaynm ans
TepMUHaNbHBIX CepBePOB. MNocne BHECEHUA M3MEHEHUI areHT aBTopusalnn Heo6X0AMMO NepesanycTuTb.

Hwxe npeacTaBneH cnucok napameTpoB danna tsagent.cfg:
« TimerUpdate: nepnoaMyHOCTb OTNPaBKK AaHHbIX (YKasblBaeTCcA B CEKyHAaX).
« MaxLogSize: makcumarbHbIi pasmep xypHana paboTsl cepsuca (ykaseiBaeTtca B MOanT).
« SharedKey: naponb Ans NoaxkIto4eHUA areHTa.

« SystemAccounts: MoxeT npuHumate 3Haderna 0 unu 1. Mpu 3HayeHnn napaveTtpa SystemAccounts=1 BriouaeT nepeaayy MHpopmalum o
COeAMHEHNAX CUCTEMHbIX akKkayHToB (system, local service, network service) n noprtax, Ucnosb3yembix AnA coeanHerna, Ha NGFW.

« FQDN: moxeT npuHumarts 3Hadenna 0 unu 1. 3Havenune napameTtpa FQDN=1 cootBeTtcTByeT ncnons3osaHuio FQDN (Fully Qualified Domain
Name), Hanpumep, «example.com» BMECTO «example».


http://docs.usergate.com/pol6zovateli-i-gruppy_95.html

« ServerPort: Homep nopta NGFW, npuH1maroLLero coeanHeHne ot areHTa astopusaumu. Mo ymonyanuio ncnonsayetca nopt UDP:1813.
« ServerAddress: IP-aapec yctporctea UserGate, npuHumaroLLero coeaMHeH1e oT areHTa aBTopusaumui.
« UserCount: makcumarnbHOe KOnNM4YecTBO Nosnb3oBaTtenen.

« BlockDNS: moxeT npuHumartsb 3HadeHus 0 unu 1. Mpu BlockDNS=1 npoucxoant 3ameHa nopta UCTOYHUKA Ha CBOGOAHbIN NOPT U3
BbIZENEHHOr0 ANA nonb3osatensa avanasoHa npu DNS sanpoce (UDP:53); npy BlockDNS=0 — oTnpaska Tpaduka NpoucxoanT 6e3 3ameHsl
nopra.

« BlockUDP: MoxeT npuHumath 3Hadenua 0 unu 1. 3HaueHue napametpa BlockUDP=1 cooTBeTCTBYyeT 3aMeHe NopTa UCTOYHWKA HA CBOBOAHIN
nopT M3 BbIAENEHHOro ANA nonb3oBartena avanasoHa npu otnpaske Tpadpuka UDP; npu BlockUDP=0 — oTnpaska Tpagpuka npoMcxoanT
6e3 3ameHsbl nopTa.

« ExcludelP: B cnyuae, ecnv Ha TepMUHanIbHOM CEpBEPE HACTPOEHbI HECKOMBKO |P-aapecos, To Bce OHM ByAyT UCMOMb30BaHbl And
ayTeHTuduMKaumm nonbsosatenei. MNapavetp ExcludelP no3sonaeT orpaHnuntb ayTeHTUGMKALMIO Nonb3oBaTenen ¢ onpeaenénHolx IP-
aapecoB TEPMUHAIILHOIO cepBeepa:

- |P-agpeca B popmarte x.x.X.X U/unu aapeca noaceten B popmMare X.X.X.X/n yKasblBaloTCA Yepes TOUKy C 3anaTon (Hanpumep,
ExcludelP=x.x.x.x/n; X.X.X.X ).

o JlonyckaeTca MCMnonb3oBaHWe NPoGesioB Mexay aapecamu B CNIMCKE, OHW UrHopupytoTea (Hanpumep, ExcludelP=x.x.x.x/n;
XXXX5Y.Y.Y.Y ).

o Ecnus CTPOKe eCTb OLIMOKKM B HANUCaHUM ajjpecos, OHK 6y.ﬂyT OTpaXXeHbl B florax npu ctapTte areHta. EyﬂyT MCNOJIb30BaHbl TOJIbKO
npaBuNibHO YKa3aHHble agpeca. Konunuectso MCNonb3yemMblX a4pecoB U3 CMUCKa 3anncbiBaeTCcA B NOr Npu CTapTe areHTa.

o Ecnu B pesynbtate ¢punbTpaumm 6yayT UCKIHOUEHDBI BCE aApeca U3 Pacchiiki, TO AenaeTcA 3anuch B J10r (OAMH pas) B
Buge: GetlPAddressList: IP list is blocked by ExceptIP . Ecnv nosxe 6yaet chpopm1poBaHa HenycTan pacchisika, To AenaeTcs 3anucb
B nor B Buae: GetlPAddressList: IP list is not blocked by ExceptlP anymore .

« ExcludePorts: ananasoH, nopTbl U3 KOTOPOro He ByAyT NOAMEHATLCA HA NOPThI U3 BbIAEIEHHOMO ANA NONb3oBaTens A1anasoHa
MOPTOB (AManasoH NopToB yKasblBaeTcA creaytolm obpasom: ExcludePorts=port1-port2).

« NAT_IP: Heob6xoanm npu Hannuun NAT mexay TepmuHanbHbiv cepepom U UserGate: sameHa IP-aapeca TepMuHanbHOro cepeepa Ha 0AauH 13
aApecoB yKasaHHOro AnanasoHa. Aapeca ykasbiBatotca B crneaytoilem Buae: NAT_IP="12.3.4-1.1.1.1;2.2.2.2-5.5.5.5".

nA UCKNIOUEHWA U3 PACCHINKKU ONpeaeneHHbIX aapecoB U/Min NoAceTen TepMUHaNbHEIM areHToM noMumo fobasneHua napaveTtpa ExcludelP B
daiin koHPpurypaumu tsagent.cfg oH MoxeT ObiTb aKTUBMPOBAH M B PEECTPE cepBepa creaytoLum 06pasom:

« Jlo6aBneH B kauecTBe CTPOKOBOro napametpa B BeTKy peectpa Windows [HKEY_CURRENT_USER\Software\Policies\Entensys\Auth Client]. B
3TOM Crlyyae HacTPOWKK napameTpa ByayT AeHCTBOBaTb TOMBLKO ANA AaHHOrO Nonb3oBaTens.

« JlobaBneH B KauYeCTBE CTPOKOBOro napametpa B BeTKy peectpa Windows [HKEY_LOCAL_MACHINE\Software\Policies\Entensys\Auth Client].
B aTom cnyuae HacTpoiiku napameTtpa ByayT AeMCTBOBaTH ANA BCEX NOSb30BaTeNei AaHHOM CUCTEMbI.

MopAaok noucka HacTpoek napameTpa ExcludelP B cucteme cneaytolmit: cHayana napameTp ULLETCA B BETKe peecTpa
[HKEY_LOCAL_MACHINE\Software\Policies\Entensys\Auth Client], 3atem B BeTke
peectpa [HKEY_CURRENT_USER\Software\Policies\Entensys\Auth Client], 3atem B ¢aiine tsagent.cfg.
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[ns nonb3oBatenei, padoTaroLyux Ha onepayroHHoi cucteme Windows, cyLlecTByeT BOSMOXHOCTb NPEAOCTaBUTL AOCTYN B UHTEPHET Yepes ABHO
yKasaHHblii NPOKCK-CepBEp NporpamMmMam, KOTopble He MoAAEPXKUBAtOT PaBoTy Yepes NPOKCH-cepBep. MHorAa Takke BO3HUKaeT He0BX0AMMOCTb
NPeAoCTaBMTb TaKUM MporpaMmam AOCTYN B UHTEPHET B criyyae, koraa NGFW He aBnaeTcaA W030M B MHTEPHET MO YMOMYaHWIO AnA

Monb30BaTENbCKUX KOMMbIOTEPOB. [nA NoA0BHbIX Cly4aeB MOXHO UCMOMNb30BaTh NPOKCH-areHT. MpoKeK-areHT nepeceinaeT Bce TCP-3anpochl,
naywme He Ha nokanbHble aapeca, Ha NGFW, koTopebii BLICTYNaeT AnA HAX NPOKCU-CEPBEPOM.

MpumeuaHuellpokcu-areHT He aBTopuayeT nonb3oBatens Ha NGFW, Takum obpasom, ecnu Heobxoanma aBTopuaauua, To NoTpedyeTcs HaCTPOUTb
0ZIMH 13 cnocoBoB aBTOpU3aLMK NoNb3oBaTenem, HanpuMep, yCTaHOBUTL areHT aBTopusauuu ana Windows.

YCTaHOBUTb MPOKCH-areHT BO3MOXHO BPYYHYH NMB0 ¢ Ucnonb3oBaHueM nonutuk Active Directory.

MPOKCHU-KIIMEHT MOXET ObiTb YCTAHOBMEH Ha NOMb30BaTENbCKUI KoMMbloTep NoAa ynpasnennem OC Windows 7/8/10/11 co cneaytowmu
MUHUMaNbHbIMK TpeboBaHUAMM K cucTeme: oT 2 ['b onepaT1BHOM NamMATH, MPOLECCOP C TaKTOBOM 4acToTOM He Hike 2 [Ty 1 200 M6 ceso6oaHoro
MPOCTPaHCTBa Ha XECTKOM AUCKE.

Ecnu ycTaHaBn1BaeTe He NONIMTUKOM, TO AN HACTPOMKKM areHTa Heo0XoAMMO Co3AaTh TEKCTOBbLIA dain utmagent.cfg B AMpeKkToprn
%ALLUSERSPROFILE%\Entensys\UTMAgent\. B ¢paine koHburypauum cneayer ykasaTb:

ServerName=10.255.1.1

ServerHttpPort=8090

LocalNetwork=192.168.1.0/24; 192.168.0.0/24; 192.168.30.0/24;

rae ServerName u ServerHttpPort — IP-agpec 1 nopt npokeu-cepsepa Ha NGFW, no ymonuanuto ato nopt 8090.

MpumeuaHuelocalNetwork — cnucok ceTel, KOTopble HE HY)XHO HanpaBnATb B NPoKcK. CeTb MHTEPDENCOB MalLMHbLI HE HaMPaBAETCA B NMPOKCHU MO
YMOMYaHUto.

Ecnu 3anpoc oT nporpammbl, yCTaHOBMEHHOM Ha KOMMbIOTEPE, MPOUCXOANT Ha aApec, HaxOAALLMIACA B OAHOW NOACETHU C aApecoM UHTepdeica
KOMMbOTEPA, TO ATOT 3aNPOC HEe NepexBaThbiBaeTCA NPOKCU-areHTOM U He nepeHanpaBnAeTCA Ha aapec NPOKCU-cepBepa. AHAIOMUHO, eCIK KaKkas-
nu6o nporpamma, yCTaHOB/IEHHAA Ha 3TOM KOMMboTepe, obpallaeTca Ha aapec U3 NoACeTH, ykasaHHow B napameTpe LocalNetwork, To a10T 3anpoc
TaKkxKe He nepeHanpaBnAeTCA areHTOM Ha NPOKCU-CepBep.

CepBuc npokcu-areHTa cnywiaeT nokasnbHbii nopt 8080.
Mocne cosnanus unu naMeHenus daina KoHdUrypaum Heo6xoaMMO nepesanyCcTUTb CEPBUC MPOKCU-areHTa.

Ecnu Bbl ycTanaBnuBaete yepes GPO, NpoKcK-areHT noctasnfaeTcA BMECTe C aAMUHACTPATUBHLIM LUABIOHOM ANA PacnpoCTpaHeHUsA Yepes NOMUTUKK
Active Directory. Mcnonb3ys 9ToT WwabnoH, aiMUHUCTPATOP MOXET pasBepHyTb KOPPEKTHO HACTPOEHHbIW areHT Ha 6OMbLIOE KOMMYECTBO
Monb30BaTeNbCKUX KOMMboTEPOB. Bonee noapo6Ho o passepTbiBaHnu MO ¢ “cnonb3oBaHWeM nonuTHK Active Directory Bbl MOXETe NpounTaThb B
nokymeHTauumn Microsoft

Bce HeobxoanMble napaMeTpbl ANA KOPPEKTHOW paBoThl NPOKCH-areHTa 3aAatoTCA MPU HACTPOMKE rPynnoBOM NONUTUKK. MNpu ycTaHOBKe napameTpbl
BHOCATCA B PEECTP NOMb30BATENIbCKOro KOMMbOTEpa U UMEOT NpUopuTET Nepes dannom .cfg. Mpu yaaneHuu areHTa NnoMTUKON 3HaYeHUA peecTpa
He yAanfTCA, COXPaHAACH B BETKE peecTpa:

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Entensys\UTMAgent
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NGFW nosBonfeT cosaaBaTh CMUCKU rOCTEBLIX Nonb3oBatenei. laHHaa BO3MOXHOCTb MOXET OblTb MonesHa Ana rocTuHul, nyénuuHbix Wi-Fi, ceTtei
MHTEPHET, rae HeoBX0AMMO MAEHTUPULMPOBATL NONb30BaTENEN U NPEeA0CTaBUTL MM AOCTYN HA OrpaHUYeHHoe Bpems.

[ocTeBble nonb3oBarenu MoryTt 6bITb CO3AaHbI 3apaHee aAMUHUCTPATOPOM CUCTEMbI UITU NONb3oBaTeENAM MOXET 6bITb npeaocrtaBneHa BO3SMOXHOCTb
CaMOCTOATENbHOM pernucTpayunm B CUCTEMeE C NoATBEepPXKAEeHUEM Yepes SMS unu email.

[nA co3aaHus CrMcKa rocTeBbIX NOMb3oBaTeNel aAMMHUCTPATOPOM HEOOXOAMMO BhINOMHUTL CreAYOLME Laru:

HaumeHoBaHue

OnucaHue

LLlar 1. CosaaTb aAMMHUCTpPATOpPA rOCTEBbIX
nosib3oBaTesiei (OnuMoHaNbHO).

« B pasgene AaMuHHUcTpaTOpbl HaxXaTh KHOMKY Jo6aBUTb 1 co3naTh NPOGUIb
aaMMHKUCTpaTopa, paspeluatoyuii FocTeBOM NopTan AN YTEHWA 1 3anucu B
saxnazaxe PaspeleHun ana Be6-koHconu. JaHHbii npodunb AaeT A0CTyn B
KOHCOSTb YNpaBneHnst BpeMeHHbIMM MoMb30BaTENAMM.

« Coszatb yUeTHy0 3anucb aAMMHUCTPATOPA M HA3HAYUTL €1 CO34aHHYHO POJib.

Bonee noapobHo o cosaanHun aamuumnctpatopos NGFW cMoTpuTe COOTBETCTBYHOLLMIM
pasaen pykosoACTBa.

LWar 2. Coszartb rpynny, B KOTopyto 6yayT nomeLleHsbl
rocteBble Nonb3osaTenu. Fpynna Heobxoanma Ans
yno6cTBa ynpasneHna NommMTUKaMu 4ocTyna rocTeBblX
nonb3oBaTenen.

B koHconu NGFW B pasgene Tpynnbl HaxaTb Ha kHonky Joo6aBuUTb v cosaats rpynny,
otMeTuB none Fpynna AnA rocTeBbiX Nonb3oBaTtenen. bonee noapo6Ho o cosaaHnm
rpynn nonb3oBatenei CMOTPUTE COOTBETCTBYIOLMIA pasaen pyKoBOACTBa.

LUar 3. MNMoAKIounTLCA K KOHCONK ynpaseHua
[ocTeBoro noprana.

B 6paysepe nepenTu Ha agpec https:/IP_ NGFW:8001/ta [ina aBTop13auum Heo6xoammo
MCNonb30BaTh JIOTMH M Naponb aAMUHUCTPATOpa YCTPOWCTBA MM aAMUHUCTpaTopa
rocTeBbIX NOb30BaTENEN, CO3AaHHOrO Ha ware 1.

LLar 4. Co3aatb CNUCOK Nonb3oBaTenen.

B KOHCOMM HaxaThb Ha KHOMKy J06aBUTb W 3aMonHUTL NONS:
» Konwnuectso nonbsosatenei.
+ KommenTapuii.

« fatau BpeMA OKOHYaHUA — BpeMA, Koraa y4eTHaaA 3annucb rocTteBoro
nonb3oBarena 6yneT OTK/IHOYEeHa.

« JlnvMHa naponfa — onpeaenseT 4fMHY Napona AnA CO34aBaemoro nosb3osarens.

« CnomHocTtb napona — onpeaendeT C/IOKHOCTb NaponiaA AnA co3aaBaemMoro
nonb3osartens. Bo3aMoXxHbl BapuaHTbl:

o Lndpsl.
« BykBbl + L4ndpPHI.
o ByKBbl + LMPPbLI + CNELCMMBOSILI.

. BpeMFl MHU3HU — NPOAOIIKNTENIbHOCTb BPEMeHU C MOMEHTa nepsoﬁ aBTopusayunm
roCTeBOro nonb3oBaresid, No UCTe4eHUN KOTOPOro y4yeTHaaA 3anucb 6yﬂ,eT OTKIIKOYeHa.

« pynna— cosaaHHas Ha wware 2 rpynna, B KOTOPYH GyAyT NOMeLLEeHbl CO3AaBaeMbIe
nosb30BaTesy.

Cnucok co3aaHHbIX Nonb3oBaTesnei MOXHO NOCMOTPeTh B pasaene Monb3oBaTenu KOHCONM ynpasieHUA BPEMEHHbLIMK N0b30BaTENAMM.

Jna camocToATensLHOM perncTpayunu nonb3oBaTenei B cucteme HeobxoanMo BeINOMHUTb cneaywouiune waru:

yepes email).

HanmeHoBaHue Onucanue
Lar 1. Cosaatb npodunb
onoselyeHna SMPP (anq B pasaene Buénuotekn - Mpodunu onoselyeHnit Haxats KHonky Jlo6aBUTb 1 co3aaTh NPOhUIbL
noateepxaeHua yepes SMS) unu |jonosewyerna SMPP unv SMTP. Bonee noapo6Ho 0 co3faHuu Npoduneit OnoBeLLEHUA CMOTPUTE pasaen

SMTP (ana noatsepxaeHuA pykosoAcTBa [1podunv onoseLLeHunit.



https://ip_usergate:8001/ta
http://docs.usergate.com/profili-opoveshenij_154.html

HaumeHoBaHue

OnucaHue

Lar 2. CosaaTtb rpynny, B
KoTOpyto ByZyT NoOMeLLeHbI
rocTesble nonb3osaTtenu. pynna
Heobxoauma ans ynoterea
ynpasneHna NoJIMTUKaMu 4octyna
BPEMEHHbIX nonb3oBaTenen.

B koHconu NGFW B pasgene Tpynnbl HaxaTb Ha kHonky Joo6aBuUTb 1 cosaath rpynny, oTMeTus nose Fpynna
ANA rocTeBbiX Nonb3oBartenen. bonee noapo6HO o cosaaHuu rpynn nosib3oBaTesne CMOTpUTE
COOTBETCTBYHOLLMIA pasaen pyKoBOACTBA.

LLar 3. Cosaatb npodunb
Captive-nopTana, B KOTOPOM
yKasaTb MCrnosnb3oBaHne npodpuna
OMNOBELLEHU, ANA OTChISIKK
MHPOPMaLMK O CO34aHHOM
YUYETHOW 3anucu.

B pasanene MNMonb3oBatenu u yctponcTea B noapasaene Captive-npodunu cosaate npodusb, ykasas B HEM
MCNoJSIb30BaHMe CO34aHHOro paHee I'IpOCDMﬂFl onoBeLlleHunq. YkasaTb B KauecTBe CTpaHuubl aBTOPM3aLnmn LLIa6ﬂOH
Captive portal: email auth unu Captive portal: SMS auth, B 3aBucMmocT# 0T cnoco6a oTnpaBKK OMOBELLEHMS.
HacTpouTb coobLyeHre onoBeLleHus, rpynny, B KoTopyto 6yayT noMeLLeHbl BpeMeHHble Nosib3oBaTteni, BpemeHa
neicTBuA yueTHOM 3anucu. Bonee noapo6Ho 0 cozaaHnu NPoduIe ONOBELLEHUA CMOTPUTE pasaen

pykosoAcTBa [1podunv onoseLLeHuit.

Lar 4. Co3natb npasuio
Captive-noprana, kotopoe 6yaet
MCMONb30BaTb CO3aHHbIN HA
npeAablayLiem ware Captive-
npodunb.

B pasnene Monb3oBatenu u ycTpoiicTBa - Captive-noptan cosaatb npasuiio, KoTopoe ByAeT Ucnonb3oBaThb
cosfaHHbIi paHee Captive-npodunb. Bonee noapobHo o cosnaHum npasun Captive-noptana cMoTpuUTe pasaen
pykosoAcTBa Hactpoika Captive-noprana.



http://docs.usergate.com/profili-opoveshenij_154.html
http://docs.usergate.com/nastrojka-captive-portala_97.html

Radius accounting

Version: 5.x, 6.1.9, 7.0.1
Product: NGFW
Documentation: ¥

NGFW moxeT npospayHo ay

TEHTMOMUMPOBATL NONb30BATENEN, Y)KE NPOLLEALLNX ayTeHTudMKaumio Ha BHewHem cepsepe RADIUS. NGFW we

B3aumoaencteyeT ¢ cepsepom RADIUS, a Tonbko otcnexwusaet nHdopmaunto RADIUS accounting, nepeHanpasneHHyto ot RADIUS knveHTa.

RADIUS accounting coaepx

UT uHdopmauno 06 umeHu u IP-aapece nonbsoBaTens. [na HACTPOMKK HYXXHO BLINONHUTL CIIEAYHOLUME Laru:

HaunmeHoBaHue

OnucaHue

Llar 1. 3aBectn
nons3oBatena B NGFW.

3aBecT Heo6Xx0ANMbIX NoKasbHbIX Nonb3osatenei B8 NGFW. CmoTpuTe pasaen MonbsoBateni.

LWar 2. PaspelunTs cepBuc
AreHT aBTOpPU3aLMK HA
Tpebyemon 30He.

B pasaene CeTb - 30HbI, BoibepuTe 30HY, HA MHTEPGEC KOTOopoK NnaHupyeTcs oTcbinate RADIUS-accounting.
Paspelunte cepeuc AreHT aBTopu3auyum. bonee noapo6HO 0 HACTPOWKE 30H CMOTPUTE B pasaene HacTpoika 30H.

Lar 3. HactpouTb naponb
areHToB TePMUHANbLHOIo
cepBwca.

B koHconn NGFW B pasnene UserGate -» Hactponku -» Moaynu HanpoTvs 3anucu Maponb areHToB
TepMUHaNbHOrO CepBUCa HAXMWUTE Ha KHOMKY HacTpouTb v yKaxuTe Naposb areHTa TePMUHaNbHOro cepeuca.
aHHbli naponb 6yaeTt ucnonbsoBatbes B kadectee RADIUS secret npu HacTpoiike cepeepa RADIUS.

Lar 4. lo6asuTb
ncTtouHuk RADIUS
accounting B Be6-KkoHcONM
NGFW.

B pasaene Monb3oBaTtenu U ycTpoicTBa - TepMUHanbHbie cepBepbl HEOOXOAUMO A00aBHUTb UCTOUHKK
nHodopmaumn RADIUS accounting, ykazas uma u IP-agpec xocta.

Lar 5. Hactpoutb
RADIUS accounting.

HacTtponTb oTcbinky nHdopmaumnm RADIUS accounting Ha NGFW, ykasas B kauecTse IP-aapeca cepsepa IP-aapec
UserGate, nopt — UDP 1813. YkasaTtb RADIUS secret, coBnaaaroLuii ¢ naponem areHTa Ana TepM1MHanbHOro cepeepa,
yKasaHHbIM Ha ware 3.

MmA nonb3osaTens Heobxoanmo nepesasatb B atpubyte RADIUS User-Name (type=1), IP-aapec nonb3osatena — B
atpubyte RADIUS Framed-IP-Address (type=8), a IP-aapec cepsepa RADIUS — B aTpnbyte RADIUS NAS_|P_Address
(type=4).

Bonee noapo6Ho o HacTpoiike cepBepa RADIUS cmoTpuTe B pyKOBOACTBE Ha Ucnonbayemblit Bamu cepeep RADIUS u
RADIUS knueHT.

BawHo! Meproa o6Hosnexus nHpopmaymm RADIUS accounting AomkeH BbiTh He Gonee 120 cekyHA.

MMocne BbINONHEHUA AaHHOW

HacTpoiku, NGFW 6yaeT conoctaBnatb MmA nonb3oBaTena v npuceinaemMsblit cepeepom RADIUS accounting IP-aapec

nonb3osaTens. B saBucumocTv oT nepeaaBaemoit uHpopmaun NGFW Byaet BecTu cebs cneaytolmm o6pasom:

HanmeHoBaHue

OnucaHue

RADIUS cepsep npucnan

3aBeaeH Ha NGFW.

nonb3oBaTend, KOTOPbIN He

UMA
Ha Accounting-3anpoc 6yaet otBeT Accounting reject. laHHble 0 NONb30BaTENAX HE U3MEHATCA.

RADIUS cepsep npucnan

unu Interim-Update.

cyLjecTBYIOLLEro nonb3oBaTens U
ykasan Tun Acct-Status-Type = Start

YkasaHHOMY Nosib3oBaTesto NpUcBonTCA NnepeaaHHsli IP-aapec. Mvia nonb3oBaTensa HaYHeT oTobpaxartben
B XypHanax anda aanHoro IP-aapeca. MNonb3oBartenbckue npasuaa HauHyT NPUMEHATLCA ANA Tpaduka
naHHoro IP-aapeca. Ecnu y nonb3osatens yxe Obin IP-aapec, OTNWYHbIA OT NepeaaHHoro, To Nonb3oBaTento
6ynet npuceoeHo 2 1 6onee IP-aapecos.

Ecnun nonbsosatento yxe NpucBoeH AaHHbIN IP-aapec, TO HUYEro He MPOMCXOANT.

Ecnu atoT IP-aapec npucBoeH Apyromy nosb3oBatento, To oH ByZeT yaaneH y Toro nonb3osartens u dyaet
NPUCBOEH MOJIb30BATESHO, YKa3aHHOMY B 3anpoce.

RADIUS cepsep npucnan

Stop.

cyljecTBYIOWEro nosnb3osaTens U
ykasan Tun Acct-Status-Type =

umfA -
Y yKasaHHOro nonb3oBaresia yaanutca nepeaHHbIN IP-anpec. MmA nonb3osarens nepecraHet

oTobpaxartbea B XypHanax Ana AaHHoro IP agpeca. Monb3oBaTenbckue npasuia nepectaHyT NPUMEHATLCA
anA Tpaduka aaHHoro IP-aapeca.




AreHT ayTeHTuduKauum ana Windows

Version: 5.x, 6.1.9, 7.0.1
Product: NGFW
Documentation: ¥

InAa nonb3oBatenew, padoTaroLmx Ha onepaunoHHoi cucteme Windows, Bxoaawmx B AomeH Active Directory, cyliecTsyeT eLe 04uH cnocod
ayTEHTUHUKALMWM — UCTONb30BaTh CNeunarnbHbli areHT ayTeHTUdUKauUKU. AreHT npeacTasnsaeT coboi cepsuc, KoTopblid nepesaet Ha NGFW
uHdOopMauMio o nonb3oBarene, ero UmaA u IP-aapec, cootBetctBeHHO, NGFW GyaeT oAHO3HAYHO ONpeAensaTb BCe CETEBLIE NOAKMOYEHNUS AAHHOMO
nonb3oBaTens, U ayTeHTUDUKaLUA APYTUMU MeTodamu He TpebyeTca. YToObl Hauatb paboTy ¢ Nob3oBaTenAMMU NOCPEACTBOM areHTa
ayTeHTUdHMKaLMK, HEOOXOAMMO BbINOSHUTL Criedytolme Luaru:

HaumeHoBaHue OnucaHue

Lar 1.

Paspewunts

cepBuC areHT B pasnene Cetb - 30HbI paspellnTb cepBUC AreHT ayTeHTUdUKALMKM 418 TOW 30HbI, CO CTOPOHbLI KOTOPOW HAXxoAATCA

ayTeHTUdMKaLmum |[nonbsosaTeny.
Ha HeobxoAnMOM
30HE.

LWar 2. 3apatb
naponb areHtoB  ||B koHconu NGFW B pasnene UserGate - Hactpoiku -» Moaynu Hanpotus 3anucu Maponb areHTOB TepMUHanbHOro
TEePMUHaNLHOrO  |[cepBMca HaxaTb Ha KHOMKy HacTpouTb 1 3anate Naponb areHToB TePMUHANBHOIO cepeepa.

cepsepa.

YCTaHOBUTL areHT ayTEHTUDUKALMM HA BCE KOMMBIOTEPHI, AN KOTOPbLIX HEOBXOAUMO MAEHTUDULMPOBATL NONb30BaTENEN.

AreHT ayTEHTUPUKALMKU MOXET ObITb YCTAHOBIEH HA NONb30BATENbLCKMI KOMMNbIOTEP NoZ ynpasneHnem OC Windows 7/8/10/11 co
cneayroLMM1 MUHUManbHbBIMK TpeboBaHWAMK K cucTeme: oT 2 I'b onepaTUBHOW NamATH, NPOLECCOP C TaKTOBOW YacTOTOM He
Huxe 2 'y 1 200 M6 cBo60AHOrO NPOCTPAHCTBA Ha XECTKOM ANUCKE.

AreHT ayTEHTUDUKALMU NOCTABNAETCA BMECTE C aAMUHUCTPATUBHBIM LIAGNOHOM AN pacnpocTpaHeHUa Yepes nonuTuku Active
Directory. Mcnonbaya aT0T WabnoH, aAMUHACTPATOP MOXET PasBepHYTb KOPPEKTHO HACTPOEHHbIM areHT Ha 60MbLIOE KONMYEeCTBO
Nonb30BaTENbCKUX KOMMbIOTEPOB. C NOMOLLbIO aAMUHUCTPATUBHOTO LabnoHa aAMUHUCTPATOP MOXET 3aaath IP-aapec 1 nopT
cepeepa UserGate, 1 3afaHHbIi HA NpeablayLieM ware naposnb. bonee noapobHo o passepTbiBaHuu MO ¢ Ucnonb3oBaHeM
nonuTuk Active Directory Bbl MOXeTe npounTaTb B AoKyMeHTauuu Microsoft.

Lar 3.
YcTaHoBUTb
areHT

ayTeHTUPUKALMN. |AreHT MOXKET ObITb YCTaHOBMEH U €3 UCMOMNb30BaHUA rPYNMNOBbIX NOMWUTHUK. [NA 3TOro HE0OX0AMMO YCTAHOBUTL areHT U3
MHCTannATopa 1 ykasaTb He0OXoAWMbIe NapaMeTpbl ANnA NoaknoueHus k cepsepy UserGate B cneaytowmx Kitouax peecrpa:

[HKEY_CURRENT_USER\Software\Policies\Entensys\Auth Client]
"Server|P ="
"ServerPort"="1813"

"SharedKey"=""

NGFW Tenepb Gyaet nonyyats MHGOPMALHUO O nosb3oBatenax. B nonutukax 6€30nacHoCTH MOXHO MCNONb30BaTh MMEHa Nosib3oBaTesei, Kak OHK
yKasaHbl B Active Directory, Ana a1oro Heo6xoaAnMM HacTpoeHHbI LDAP-KOHHEKTOp. Ecnu KOHHEKTOP HE HACTPOEH, TO MOXHO WMCMOMbL30BaTh
nons3osatenei Known n Unknown.

MpumeuanneB napameTpax areHTa B KauecTBe aapeca HasHaueHuna «ServerlP» cneayet ykasbiBath IP-agpec nHtepgeiica UserGate
NGFW, Ha KoTophbI# nocTynatoT 3anpockl areHta, unu FQDN, paspeluatowuiica B atoT IP-aapec.
MpumeuaHune XXypHan areHTa ayTeHTUdHUKALMN MOXHO HAUTH 3€eCh:

\Users\<username>\AppData\Roaming\Entensys\Entensys Auth Client\entsagent.log
YCTaHOBNEHHBINM areHT ayTeHTUdPUKALWK oTChinaeT MHopmaumo 06o Beex IP-aapecax, HasHauEHHbIX Ha MHTepdeCl yCTporHcTBa. B HEKOTOPbIX

CcLieHapHUsaxX MOXET BO3HUKHYTb HEOOXOAMMOCTb UCKIHOUaTh U3 3TOM MHpOPMaLMK onpeaeneHHble IP-agpeca ¢ NoMOLLbO yKasaH!sa CeTH Uiu
ZManasoHa B HaCTpoWKax areHTa.

MCKIounTL pacchinky onpeaeneHHbIX aapecos W/Wn NOACETEN areHTOM ayTeHTUdMKaLMK MOXHO € nomoLlbio napametpa ExcludelP. lMapametp
ExcludelP moxeT nmeTb cneaytoLime HaCTpOMKK:

« IP-aapeca B popmare x.x.X.x u/unu aapeca noaceten B popmare X.X.X.x/n, ykasplBaOTCA Yepes TOUKy € 3anATon (Hanpumep,
ExcludelP=x.x.x.x/n; X.X.X.X ).

« JlonyckaeTca 1cnonb3oBaHue NPoBesioB Mexay aapecamu B CNIMCKE, OHW UrHopUpytoTca (Hanpumep, ExcludelP=x.x.Xx.x/n; X.X.X.X;y.y.y.y ).

« Ecnus CTPOKe eCTb OLWMOKKU B HANUCaHUN agpecos, OHU éynyT OTPa)XeHbl B f1orax npu ctapTe areHTa. ByﬂyT MCNONIb30BaHbI TONTbKO
npaBUNIbHO YKa3aHHbIe agpeca. Konwnuectso UCNoNb3yeMblX aZpecoB U3 CMUCKa 3anuchbiBaeTCA B J10I NpU CTapTe areHTa.

« Ecnv B pesynbtate dounbTpauun ByayT UCKIIOYEHB! BCE aapeca U3 pacchifikv, TO AenaeTcs 3anuch B Jior (0AWH pas) B
Buge: GetIPAddressList: IP list is blocked by ExceptIP . Ecnv noaxe 6yaet chpopmupoBaHa HenycTan pacchiiika, To AeNaeTca 3anvch B for B
Buae: GetlPAddressList: IP list is not blocked by ExceptlP anymore .



MapameTp ExcludelP MoxeT BbiTb aKTUBMPOBAH B CUCTEME HECKONbKUMM crocobamu:

« [Jlo6aBneH B paiin koHdUrypaumu areHta tsagent.cfg, kotopelit cosnaeTca B pasaene: \users\<usernames..ApplicationData\Entensys. Mocne
BHECEHUA UBMEHEHMIA areHT ayTEHTUdHUKALMK HeoOX0AMMO NepesanycTuTb B 3ToM cnyyae HacTpoiiku napameTtpa 6yAyT AEMCTBOBATH TOMBKO
AnA nonb3oBaTend, NoA YYETHOW 3annCbio KOTOPOro co3aaH dann.

« Jlo6aBneH B KauecTBe CTPOKOBOro Napametpa B BeTKy peectpa Windows [HKEY_CURRENT_USER\Software\Policies\Entensys\Auth Client]. B
3TOM Crlyyae HacTpoViKv napamMeTpa OyayT AedCTBOBATbL TOSILKO ANA AAaHHOrO Nnosib3oBaTens.

« Jlob6aBneH B kauecTBe CTPOKOBOro NapameTpa B BeTKy peectpa Windows [HKEY_LOCAL_MACHINE\Software\Policies\Entensys\Auth Client].
B aTom cnydae HacTpoiikv napameTpa 6yayT AeiCTBOBaTb ANA BCeX Nosb3oBaTtesnei AaHHOW CUCTEMbI.

MopAaaok noucka HacTpoek napameTpa ExcludelP B cucteme cneaytolmin: cCHavana napameTp ULLETCA B BETKe peecTpa
[HKEY_LOCAL_MACHINE\Software\Policies\Entensys\Auth Client], 3atem B BeTke
peectpa [HKEY_CURRENT_USER\Software\Policies\Entensys\Auth Client], 3atem B ¢daiine tsagent.cfg.
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