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XXypHansl



O6Lwme cBeaeHuna

Product: DCFW
Version: 8.x

UserGate DCFW »ypHanupyeT Bce coObiTUs, KOTOpbIe NPOUCXOAAT BO BpemA ero paboThl, U 3anvchiBaeT X B CrieaytoLue XypHarbl:

o WypHan co6bITHit — CoObITHA, CBASAHHLIE C M3MeHeHMeM HacTpoek DCFW, aBTopusayueit nonb3osartenen, adMMHUCTPATOPOB,
OBHOBIEHWUAMM PA3NUYHBIX CMIUCKOB U T.M.

« MypHan Be6-gocTyna — noapoGHbIi XypHan scex Be6-sanpocos, o6paboTaHHbix DCFW.

o XypHan DNS — conepxuT cobbiTus, cBAsaHHble ¢ DNS Tpagpukom.

« XypHan Tpadura — noapoOHbIi xypHan cpabaTsiBaHuA npasun MexceTesoro akpaHa, NAT, DNAT, Port forwarding, Policy-based routing.
Ans peructpaumm AaHHbIX COObITUIN HEOBXOAUMO BKIHOUMTH XYPHaNTMpPOBaHWe B He0OXoAMMbIX NpaBunax mexcetesoro akpaHa, NAT, DNAT,
Port forwarding, Policy based routing.

o XypHan COB — co6biTHA, perucTpupyemMble CUCTEMO 0BHapYXXeHWUs M NPeJoTBpaLLeHNUs BTOPKEHMN.

« HcTopuna noncka — nomcKoBble 3anpockl Nosib3oBaTesien B NonynApHbLIX MOUCKOBBIX CUCTEMAX.

o AreHT UserlD — coaepxuT onucaHve cobbiTuit oTpaxatowme pesynbrat pabotsl UserlD areHTa.

VnpaBneHMe XypHanamuv aBToMaTmM3MpoBaHO: XypHasbl LMKIIWYECKHU nepesannucblBatoTcA, obecneunsas Heobxoanmoe Ans paéoTu cBoboaHoe
ANCKOBOE NPOCTPaHCTBO.

PoTauus 3anucei )ypHanoB (BCeX, KDOME XypHasia CoObITUi1) MPOMCXOAUT aBTOMATHUUYECKM MO KpUTEPUo CBOBOAHOrO NPOCTPAHCTBA HA AAHHOM
pasaene. 3anucu o potauun 6asbl AaHHbIX ByAyT 0ToOpaxkeHbl B )XypHane cobbiTui. B cnyyae, ecnu noaxntoueH LogAn, To 3anuck ByaeTt oTobpaxeHa
B XypHane cobbiTuit LogAn.

PoTauusa 3anuceit )ypHana cobbITUi HUKOrAA He NPOU3BOAMTCA.



XypHan cobbiTuit

Version: 8.x

Product: DCFW

YKypHan cobbiTit oTobpaxkaeT cobbiTUA, CBA3AHHbIE C U3MeHeHUeM HacTpoek DCFW, Hanpumep, Ao6aBneHune/yaaneHne/msaMmeHeHne AaHHbIX
yUYeTHOM 3anvcu, npaBuna unu nboro Apyroro anemMeHTa. 34ech e oTobpaxaroTca Bce cobbiTUA BXoAa B BeO-KOHCOIb, aBTOpU3aLum

nonb3oBatenei yepes Captive-noptan unu VPN, cTapTa, BeIKIHOYEHWA, Nepesarpysku cepsepa u T.1.

Ons yno6cTea noncka Heo6X0ANMbIX COBBLITUI 3anUcK MOryT BbITb OTOUIBTPOBAHbI MO PA3NIMUYHBIM KPUTEPUAM, HANpPUMEP TakuM, Kak AManasoH Aar,
KOMIMOHEHTE, BXKHOCTH, TUMNY COBbITHA.

A,ClMVIHVICTpaTOp MOXeT BblépaTb TONbKO Te CTOJ'|6L|,I:>I AnA NoKasa, KoTopble eMy Heob6XoAUMbI. Ona atoro cneayet KNWKHYTh yKasaTtenem Mbllln Ha
nrobon u3 CTOJ'|6L|OB, 1 B NnoABUBLLUEMCA KOHTEKCTHOM MEHIO OCTaBUTb raJIOYKKU TONIbKO ANA TexX CTOJ'I6L|,OB, KOTOpbIe Heo6XxoANMO omépamarb.

C nomoLLbto KHOMKM AKecnopTuposaTb B CSV aaMmnHUCTpaTop MOXET cKayatb OTOUNbTPOBaHHbIE AaHHbIE XypHana B csv-dpann Ana AanbHenwero
aHanuaa.

HaxaTtve Ha KHOMNKY MNMoka3aTb BbiIBEAET OKHO C I'IO.ClpOﬁHbIM onvcaHuem cobbITus.



XypHan Be6-aoctyna

Version: 8.x
Product: DCFW

XypHan Be6-aocTyna oto6paxaeT Bce 3anpockl nonb3oBaTenien B MHTEpHET no npoTtokonam HTTP v HTTPS. BeiBoasaTcA cobbiTusa cpadaTbiBaHWs
npasun GuUNbTPaLMK KOHTEHTa, MHCNeKTMpoBaHua SSL, Beb-6esonacHocTy, Captive-nopTana B HAaCTPOMKax KOTOPbIX BKIOUEHO XXypHANUpOBaHHe.
OtobpaxaeTca cneaytowan MHGopMaLma:

o Y3en DCFW, Ha KOTOPOM NPOM30LLSIO COBbITHE.
« Bpemsa cobbiTus.

« CoaepxaHue cobbITus.

« [lonb3oBartensb.

« [eicTBMe.

« [lpasuno.

o [MprumHbl (Npu BROKUPOBKE caiiTa).
« URL HasHaueHus.

o 30Ha UCTOYHMKA.

« |P-aapec nctouHuka.

o [lopT ncTouHwMKa.

« 3oHa HasHaueHuA.

« IP-aapec HazHaueHusA.

« [lopT HasHaueHwus.

« Kateropuu caintos.

« [punoxenue.

« [1poTOKOM NPMKNAAHOro YPOBHA.

e« HTTP meToa.

« Koa otBeta HTTP.

o TWn KOHTEHTa (ecnu NpucyTCTBYET).
« MHdpopmauma.

« Baiit oTnpaenexo/nonyyexo.

« [lakeToB OTNPaBnNeHoO/Nony4YeHo.

« Pedepep (npu Hanuuuwm).

« OnepauuoHHas cuctema.

« User-agent 6paysep.

A,ClMVIHVICTpaTOp MOXeT BblépaTb TONbKO Te CTOJ'|6L|,I:>I AnA NoKasa, KoTopble eMy HeobXoAUMbI. Ona atoro cneayet KUKHYTb yKasaTteriemM MblLln Ha
nroboi u3 CTOJ'|6L|OB, 1 B NnoABUBLLUEMCA KOHTEKCTHOM MEHIO OCTaBUTb raJIOYKKU TONbKO ANA TexX CTOJ'I6L|,OB, KOTOpbIe Heo6xo0ANMO omépamarb.

Ons yno6cTea noucka Heo6X0AUMbIX COBBLITUI 3annUcK MOTYT BbITb OTOUIBTPOBAHBI MO PA3NIMUYHBIM KPUTEPUAM, HANPUMEP TakWUM, KaK yueTHas 3anucb
nonb3oBaTens, NpaBuno, AeWCTB1E U T.A.

C nomoLLbto KHOMKKU DKCNopPTUpoBaTh B CSV afMMHUCTPATOP MOXET CKauyaTb 0ThOUNLTPOBaHHbIE AaHHbIE XypHana B csv-pain AnA AanbHenLlero
aHanusa.

Haxarwue Ha kHonky MoKa3aTb BbIBEAET OKHO C NOAPOGHLIM ONMcaHuem CoBbITHS.



XypHan DNS

Version: 8.x
Product: DCFW

XypHan DNS oto6paxaeT cobbiTus, cBasaHHble ¢ DNS tTpadukom. [na xypHanuposaHua cobbituit DNS Ha DCFW gomkHa 66Tk BritoueHa DNS-
dunbTpauusa B HacTpoiikax DNS-npoKcK 1 paspeLLeHo XxypHanupoBaH1e B NpaBunax KOHTEHTHOM GunbTpauum, B koTopble OyaeTt nonagate DNS
TpaduK.

OtoBpaxaeTca crneaytoasn MHpopmalma:
o Yzen.
« Bpewms.
« [lonb3oBartens.
« [lpasuno.
o [lpnunHbI.
« Mwma gomena.
« 30Ha UCTOYHMKA.
« IP-aapec ncrouHuka.
o [lopT UCTOYHMKA.
o MAC-aapec “CTOYHMKA.
« 30Ha HasHaueHuA.
« IP-aapec HazHaueHus.
« [lopT HasHaueHwus.
« CeTeBoit NpoTOKON.
« Karteropua URL.
« MHdopmauus.

ALMUHUCTPATOP MOXET BbIOpaTh TONBKO Te CTONBLbI ANA Nnokasa, KoTopble eMy HeobxoaAnMbI. [f1F 3TOro CreayeT KUKHYThb yKasaTenem Mbllun Ha
no6oi U3 cTonbLoB, U B NOABUBLUEMCA KOHTEKCTHOM MEHIO OCTaBUThb rasiouku TOMBKO AS1A TeX CTONBLOB, KOTOpLIe HE00X0AMMO 0TOBpaKaTh.

Onsa ynobctBa novncka He0OX0AUMbIX COObITUI 3aMMcK MOTYT OblTb OTPUILTPOBAHBI N0 Pa3NIMYHBIM KPUTEPUAM, HANpUMEpP TaKWM, Kak MPOTOKOT,
AvanasoH Jat, eicTBue 1 T.4.

C nomolLLbio KHOMKM dKenopTuposaTb B CSV aaMnHUCTpaTop MOXET cKayatb OTUNbTPOBaHHbIE AaHHbIE XypHana B CSv-dpann Ana AanbHenwero
aHanuaa.

Haxartune Ha KHOMNKY Moka3saTbk BbIBEAET OKHO C I'IOD,pOéHbIM onucaHuem cobbITuA.



XypHan Tpaduka

Version: 8.x
Product: DCFW

XypHan Tpaduka oToBpaxaeT cobbIThA cpabdaTbiBaHUsA NpaBKUn MeXceTeBoro akpaHa v npasun NAT, B HACTPOMKaX KOTOPbIX BKIIOYEHO
XypHanupoBaHue. OTobpaxaeTca cneayroLlan MHopMaLma:

o Y3en DCFW, Ha KOTOPOM NPOM30LLSIO COBbITHE.
« Bpemsa cobbiTus.

« CoaepxaHue cobbITus.

« [lonb3oBatens.

« [encTBue.

« [lpasuno.

« [punoxexue.

« CeTeBo¥ NPOTOKON.

o 30Ha UCTOYHMKA.

« |P-aapec nctouHuka.

o [lopT ucTouHwMKa.

+ MAC uctouHuka

« 30Ha HasHayeHuA.

« |P-aapec HasHaueHuA.

« [lopT HazHaueHwuA.

o MAC HasHaueHus.

« NAT IP-aapec nctoynuka (ecnu ato npasuio NAT).
« NAT nopt uctouHuka (ecnu a1o npasuno NAT).
« NAT IP-apapec HasHaueHua (ecnu aTo npasuno NAT).
« NAT noprt HasHaueHua (ecnun ato npasnno NAT).
« baiit oTnpaenexo/nonyyexo.

« [lakeToB oTNpasneHo/nonyyeHo.

AD,MVIHVICTpaTOp MOXeT BblépaTb TONbKO Te CTOJ'|6L|,bI ANnA nokasa, KoTopble eMy HeobXoAUMbI. Ona atoro cneayet KUKHYTb yKasateremMm Mblln Ha
nroboi u3 CTOJ'I6L|OB, 1 B noABUBLLUEMCA KOHTEKCTHOM MEeHIO OCTaBUTb raJIoYKKU TONTbKO ANA TexX CTOJ'I6L|,OB, KOTOpbIe Heo6Xxo0AUMO 0T06pa)KaTb.

Ans yno6cTea noucka Heo6X0AUMbIX COBBLITUI 3anUcK MOTyT BbITb OTOUNBTPOBAHLI MO PA3NIMYHBIM KPUTEPUAM, HANPUMEP TakWUM, KaK ydeTHas 3anucb
nonb3oBaTens, Npasuso, AeWCTB1E U T.A.

C MOMOLLbHO KHOMKKU 3I(CI'IOpTMpOBaTb B CSV aIMMHUCTPATOP MOXET cKayaTb OTGUNLTPOBAHHbIE AaHHbIE XypHana B csv-cpaﬁn ANnA AanbHeWLWero
aHanusa.

Haxarwue Ha kHonky MoKa3aTb BLIBEAET OKHO C NOAPOGHLIM ONMcaH1eM CoBbITHS.



XypHan COB

Version: 8.x
Product: DCFW

XypHan cuctembl 06HapyKeHua BTOpKeHU oToBpaxaeT cpaboTasilume curHatypbl COB, AnA KOTOPbIX YCTAHOBMIEHO AEHCTBUE XypHANMpPOBaTh Unu
6nokupoBaTb. OToOparkaeTcA credytollas UHdopMauma:

o ®aiinbl Pcap.

« Y3en DCFW, Ha KOTOpOM Npou30LLIIO COBbITUE.
« Bpewms.

« CoaepxaHue cobbITus.
« [lonb3osarens.

« [leicTtBue.

« [lpasuno.

« CurHaTtypsbl.

« [punoxexue.

« CeTeBoit NpoToKOoN.

o 30Ha UCTOYHMKA.

« |P-agpec ncTouHuka.

o [lopT ncTouHwMKa.

o MAC ucTouHmKa.

« 30Ha HasHayeHwuA.

« |P-aapec HasHaueHuA.
« [lopT HasHaueHwus.

« MAC HazHaueHuA.

ALI,MVIHVICTpaTOp MOXeT BblépaTb TONbKO Te CTOJ'I6L|,bI ANnA nokasa, KoTopble eMy Heob6XoaUMbI. ﬂ,J‘Iﬂ 9TOro cneAayet KINKHYTb yKasaternemM Mbllin Ha
nrobon u3 CTO]'I6L|OB, 1 B NoABUBLUEMCA KOHTEKCTHOM MEHIO OCTaBUTb raJIOYKKN TONTbKO ANA TexX CTOJ'I6L|,OB, KOTOpbIe Heo6xo0AUMO OTOépa)KaTb.

Ans yno6cTea noncka Heo6xo0ANMbIX COBBLITUI 3annUcK MOryT BbITb OTOUNLTPOBAHBI MO PA3IMYHLIM KPUTEPHUAM, HANMPUMEP TaknUM, Kak MPOTOKOS,
AvanasoH JaT, AeNCTBue U T.4.

C MOMOLLbH KHOMKKN Sncnopmposarb B CSV aAMUHUCTPATOP MOXET ckayaTb OTPUNbLTPOBaHHbIE AaHHbIE XypHana B csv-cpaﬁn AnA fanbHenwero
aHanusa.

Haxarue Ha kHonky MoKa3aTb BbIBEAET OKHO C NOAPOGHBLIM OnMcaH1em CoBbITHS.



McTopua noncka

Version: 8.x
Product: DCFW

B pasaene UcTopua noMcKa oToBpaxaroTca BCe NMOMCKOBLIE 3anpockl Nosib3oBaTenem, AnA KOTOPbIX HACTPOEHO XypHaIMpPoBaHUe B NONMUTUKaxX BeO-
6e3onacHOCTU. AIMMHUCTPATOP MOXET BblOpaTh TOMLKO Te CTONOLbI ANA NoKasa, KoTopkle eMy Heo0X0AUMbI. [N 3TOro cneayeT KIWKHY T
yKasartenem Mbiluu Ha 060 M3 CTONBLOB, U B NMOABUBLUEMCH KOHTEKCTHOM MEHHO OCTaBWUTb rafioykv TOMbKO AnA TeX CToNOLoB, KOTopble He0BX0AUMO
oToBpaxartb.

Ans yno6cTea noucka Heo6Xo0ANMbIX COBBLITUI 3annMcK MOTYT BbITb OTOUNBTPOBAHbI MO PA3NIMYHBIM KPUTEPUAM, HANPUMEP TakuUM, KaK Nosb3oBaTeny,
ZnanasoH Aart, NOMUCKOBbIE CUCTEMBI U T.A.

C MOMOLLbHO KHOMKKU 3I(CI'IOpTMPOBaTb B CSV aIMMHUCTPATOP MOXET cKayaTb OTGUNbTPOBAHHbIE AaHHbIE XypHana B csv-cpaﬁn ANA aanbHeWLwero
aHanusa.

Haxarwue Ha kHonky MoKa3aTb BbIBEAET OKHO C NOAPOGHLIM ONMcaH1eM COBLITHS.



AreHt UserID

Technology: Identification and Authentication
Version: 8.x
Product: DCFW

MypHan Windows Active Directory

Xypran Windows Active Directory oTobpaxaeT cobbiTua, cobpaHHsle UserlD areHToM ¢ nomMoLLbio KoHHekTopa "Microsoft Active Directory" ¢ cepeepoBs
AD. B xypHane oToBpaxaroTca coObITUA C yCNELLHbIM BXOAOM B CUCTEMY (MAEHTUPUKATOP COoOLITUA 4624), coBbiTHIN Kerberos (CoBbITUA ¢ HOMEpamu:
4768, 4769, 4770) 1 cobbITMA YNeHCTBa B rpynnax (MaeHTMduKaTop cobeitua 4627). B xypHane oToBpaxeHa creayroLias Hpopmaums:

HaumeHoBaHWe OnucaHue

Y3en Y3en UserGate, KOTOpbIM 3apUKCMPOBaHO COBbITHE.

Bpemsa Bpems npousoLueaLlero cobbitus.

3anucb sypHana cobbITUI KOHEUHbIX
Cchinka Ha cobbiTue.

YCTPOHUCTB

KoHeuHoe ycTponcTBo\ceHcop UserlD koHeKTOop.

YpoBeHb nora Mone "Keywords" n3 xypHana AD.
JaHHble ConepxaHue cobbiTna U3 xypHana AD.
MUcTOUHMK )ypHana cobbiTui Mone "UcTounuk" n3 xypHana AD.

Koa kateropumn nHumnaenta (12554 Group Membership, 12544 Logon, 14337 Kerberos Service Ticket

Karteropwus wypHana Operations u Ta)

Kateropua nHunaeHTa Mone "Tun 3apaun” n3 xypHana AD

Uma komnbloTepa y3en Windows Ha KOTOpPOM NPo130LLIo cobbiTue.

Monb3oBaTtenb Mone "Monb3oBatenb"u3 xypHana AD.

Kon cobbiTna nora Mone "Koa cobbiTna" u3 xypHana AD (EventCode).

HUneHtudpukatop cobbiTua nora Mone "MaeHTUdHKaTop cobbiTHA" M3 xypHana AD (EventlD).

Tun cobbiTHA nora Tun cobuiTnit xypHana Windows (Cuctema\besonacHocTb\Mpunoxexue v T. A.).
daunn mypHana nora dain xypHana Windows.

Syslog (MypHan)

XypHan Syslog oTo6paxaeT cobbiTua, cobpaHHble UserlD areHToM ¢ NoMOLLbo KOHHEKTopa "OTnpaBuTenb syslog” ¢ cepBEepPOB-UCTOUHUKOB AaHHbIX
syslog. B xypHane oToBpaxatotcA cobbiTUA BXOAA NOSb30BaTENEN B CUCTEMY U 3aBepLLEHHE WX ceaHca paboTel. OToBpaxeHa creaytowan
MHpopmMauuma:

HanmeHoBaHHue OnwucaHue

Y3en Y3en UserGate, Ha KOTOPOM 3adpHUKCMPOBAHO COBLITHE.

Bpemsa Bpema npousoLleaLlero cobbiTus.




HaumeHoBaHue OnucaHue

3anuck wypHana syslog ||Ccbinka Ha coBbiTue.

MpaBuno Mpasuno noa kotopoe nonano Syslog coobLyeHue.

KpuTUuHoCTb YpoBeHb cobbiTuaA Syslog.

MpeactaeneHue npouecca, Bui3aBaslwero coobueHue (kernel messages,user-level messages,security/authentication u

O6bexT
TA)
WmA KkomnbloTepa Mms KoMMbloTepa Ha KOTOPOM MPOM3OLLIIO COBLITHE.
Mpunoxexue MpunoxeHue Bbi3BaBLUee COObITHE.
Waentudurarop PID npouecca Bbi3BaBLLETO COBbITHE.
npouecca
JaHHble OnucaHve cobbITHA.
UserID (MypHan)

XypHan UserlD coaepxut onucaHue cobbiTuin oTpaxarowwme pesynstat padotsl UserlD arenTta. OTo6paxeHa cnesytowas Hpopmauusa:

HaumeHoBaHue OnucaHue
Y3en Y3en UserGate, Ha KOTOPOM 3apUKCUPOBAHO COOLITHE.
Bpemsa Bpemsa npousoLLeaLLero cobbiTua.

CoaepmaHue cobbiTha||OTKPbLITL NOAPOBHOE ONUcaHue codbITHA.

JHevictBue JlecTBUE NPUMEHEHHOE K COOBITHIO.

UcTouHuK noros MCTOYHWK Nony4YeHHOro cobbITha.
Monb3oBartensb MonbsoBatens UG, KOTOpbI Bbi3Ban cobbiTve.
IP-apnpec IP-aapec y3na Ha KOTOPOM NPOU30LLIIO COBLITHE.
UHdpopmauma OnwucaHve cobbiThs.

RADIUS (XypHan)

XypHan RADIUS oTtobpaxaeT cobbiTvsa, cobpaHHble UserlD areHToM ¢ nomoLLbio koHHekTopa "RADIUS" us aaHHbIx RADIUS accounting. B xypHane
oToGpaxkatoTca CoObITUA BXOAA NOMb30BATENEN B CUCTEMY U 3aBEPLLEHUE UX ceaHca paboTel. OToBpaxkeHa cneayroLias HopMauus:

HaumeHoBaHue OnucaHue
Y3en Y3en UserGate, Ha KOTOPOM 3a(MKCHPOBaHO COBbITHE.
Bpemsa Bpemsa nponsoLueaLlero cobbiTus.

UnenTndukaTop npaBunal|MaeHTuduxkarop npasuna, cpadarbiBaHne KOTOPOro Co3Aano cobbiThe




HaumeHoBaHue Onucanue
Monb3oBaTtenb Monb3oBaTtenb, KOTOPLIM Bbi3Ban coBbITUE.
Fpynnbi CTpoKka rpynn B KOTOPbIX COCTOUT NOfb3oBaTesb.
Cratyc Cratyc nonb3osarens.

IP uctouHuka IP-aapec UCTOYHWKA, OTKyAa NPULLO COOBLLEHME.
IP appec NAS IP-anpec NAS, aBTOpr30BaBLLErO NONb30BaTENA.
IP-appec nonb3oBaTtena ||IP-aaapec nonb3osartens (framed ip address).




3KenopT XypHanos

Version: 8.x
Product: DCFW

DyHKLUMA 3KCNopTUPOoBaHuUs XypHanos UserGate nossonAeT Bbirpy)aTb MHPOPMAaLUIO Ha BHELLHWE cepBepbl AnA NocreayLLero aHanusa unu ana
obpaboTku B cuctemax SIEM (Security information and event management).

UserGate noaaepxvsaeT BbIrpy3sKy CreayroLLnX XypHanos:
« XXypHan coBbITHi.
« XypHan Be6-aoctyna.
« Xypran COB.
o JKypHan Tpaduka.
« JKypHan nHcnektupoBaHua SSH.
« JKypHan DNS.
« XXypHan no4toBoro Tpaduka.
« XypHan UserID.

MonnepxunBaeTca oTnpaska xypHanos Ha cepsepbl SSH (SFTP), FTP u Syslog. OTtnpaska Ha cepsepbl SSH 1 FTP npoBoaKTCA No ykasaHHOMY B
KOHOUrypaumu pacnucanuio. OTnpaeka Ha cepBepbl Syslog MPOMCXOANT cpasy e npu A0BaBNEHUU 3annUcH B XypHan.

Lna oTnpaBKku XypHasioB HE0BX0AMMO CO3AaTb KOHMUIypaLMK SKCMopTa XKYPHAOB B pasaerie dKCNOPT MypHanos.

MpumeuanneEcnu B HacTpoiikax ykasaH Log Analyzer, To o6paboTka 1 SKCMopT XypHarioB, co3aaH1e 0TYETOB M 00paboTKa APYrX CTATUCTUUECKUX
AaHHbIX Npon3BoanATcA cepsepom LogAn.

Mpu coznaHunmn KoHpUrypauuu TpebyeTca ykasaTb crefytoLime napameTphbi:

HaumeHoBaHue OnucaHue

HasBaHue

HasBaHue npasuna aKcrnopTa xypHanos.
npaBuna

OnucaHue OnunoHanbHOe none AnA onMcaHua npasuna.

MapameTpbl
pasoBoro Bui6op AvanasoHa akcrnopTa )ypHanos. Onuua aoctynHa HauvHana ¢ penusa MO 7.2.0.
aKcnopTa

Bribop daiinos xypHanoB, KOTOpble HEOOXOAMMO 3KCMOPTUPOBATL:
« XypHan coBbITuit.
« XypHan Be6-agoctyna.
« Xypran COB.
o JKypHan Tpaduka.
« XXypHan uHcnexktuposanua SSH.
« JXypHan DNS.

WypHane! ans « JKypHan nouytoBoro Tpaduka.

SKCNnopTa UserlD

J119 KaXA0ro U3 XypHanoB BO3MOXHO YKasaTb CMHTAKCUC BbIrpy3Ku:
« CEF — Common Event Format (ArcSight).
« CEF Compact.
o JSON — JSON format.
« @CEE: JSON — CEE Log Syntax (CLS) Encoding JSON.
O6paTuTech K JIOKYMeHTaLUMK Ha ucnonbayemyto y Bac cuctemy SIEM ana Beibopa Heo6xoanmoro dopmaTta Bbirpy3ku XypHarnos.

Moapo6Hoe onucaHne GopMaToB XyPHaSIOB YATalTe B MpUnoxeHun OnucaHne hopMaToB XypHaNos.



https://docs.usergate.com/opisanie-formatov-zhurnalov_1759.html

HaumeHoBaHue

OnucaHue

Tun cepsepa

SSH (SFTP), FTP, Syslog.

Anpec
AP IP-anpec unu noMeHHoe uma cepeepa.
cepsepa
TpaHcnopT Tonbko ana Tuna cepsepos Syslog — TCP wunn UDP.
MopTt MopT cepsepa, Ha KOTOpLI crieayeT OTNPaBnATb AaHHbIE.
MooToKon Tonbko ansa Tuna cepeepoB Syslog — RFC5424 unu BSD syslog RFC 3164. BribepuTte NpoToKOm, COBMECTUMBIA C UCTIONb3yeMoM
P y Bac cuctemon SIEM.
Tonbko anA Tuna cepeepoB Syslog. HeobAsaTtenbHoe none, NPOKOHCYNbTUPYHTECH C AOKYMEHTauuen Ha UConb3yemMyto Y Bac
cuctemy SIEM. Bo3moXHbI crneaytoLime 3HauyeHus:
« TpeBora: cocTofHKe, TpebytoLlee He3ameaIMTENbHOrO BMeLLaTeNbLCTBA.
« Kputnueckan: cocTosiHue, TpebyoLiee He3aMeanMTeNbHOTO BMeLlaTeNnbcTea nbo npedynpexaatoLlee o cOoe B cUcTeme.
KputnuHocTtb o OWKBKM: B CUCTEME BOZHUKIM OLUIMGKM.
« MpeaynpemaeHun: npeaynpexaeHns o0 BOSMOXHOM BO3HUKHOBEHWH OLUMOOK, ecnu He ByAyT NPEANPUHATLI HUKaKue
neicTBuA.
o YBenomuTenbHanA: coObITUA, KOTOPbLIE OTHOCATCH K HEOOBLIYHOMY NOBEAEHWIO CUCTEMBI, HO HE ABMAIOTCA OLUMOKaMK.
« UHdopmaTuBHaA: MHPOPMALMOHHBIE COOBLLEHUS.
Tonbko AnA Tuna cepsepoB Syslog. HeobAsaTenbHoe none, NPOKOHCYNbTUPYHUTECH C AOKYMEHTaLMelh Ha UCNonb3yemyto Y Bac
cuctemy SIEM. Bo3moXHbI cneaytoLime 3Ha4yeHns:
« Coo6uieHnn nonb3oBaTenbCKu1e.
« CucCTeMHbIN cepBUC.
« BesonacHocTb/aBTOpHU3aLMA.
« Ayaur.
« Tpesora.
Facility « Local 0.
« Local 1.
« Local 2.
e Local 3
« Local 4.
e Local 5
« Local 6.
« Local 7.
Tonbko Ana Tuna cepsepoB Syslog. YHuKanbHoe UMA XocTa, MAEHTUPULMPYIOLLEe cepaep, OTNPaBNALLMIA AaHHbIE HA CepBep
Mma xocTta e .
syslog, B dopmarte Fully Qualified Domain Name (FQDN).
App-Name Tonbko AnA Tuna cepsepoB Syslog. YHUKanbHOE UMA NPUIIOXKEHWA, KOTOPOE OTNPaBNAET AaHHbIE Ha cepsep Syslog.
IoruH MmA yyeTHOM 3anvcu AnA NOAKTIOYEHUA K yaaneHHOoMY cepsepy. He npumeHaeTca k meToay otnpasku Syslog.
MNaponb Maponk yyeTHOM 3anvMcK ANA NOAKTIOYEHUA K yAaneHHOMY cepsepy. He npumeHaeTca k meToay oTnpasku Syslog.
MyTb Ha

cepeepe

Karanor Ha cepBepe AnA KonMposaHWA ¢Gannos XypHanos. He npumeHAeTcA K meToAy oTnpasku Syslog.




HaumeHoBaHue

OnucaHue

PacnucaHue

Bribop pacnucanusa Ana oTnpasku 10roB. He npumeHaeTca K metoay oTnpasku Syslog. Bo3MoXHbI BapUaHThl:
« ExenHesHo.
o ExenepnensHo.
« ExemecauyHo.
« Kaxable ... yacos.
o Kaxable ... MUHYT.
« 3apatb Bpy4Hylo.

Mpu 3anaHnKn BPYYHyto HEOOXOAWMO Mcnosb3oBaTh crontab-nofoBHbI GpopMaT, NPU KOTOPOM CTPOKA BLIFMAAMT KaK LIeCTb Nosne,
pasaeneHHbix npobenamu. MNona 3aaatoT Bpema B cneaytowlem Buae: (MuHyThl: 0-59) (vackl: 0-23) (aHu mecAua: 1-31) (mecauy: 1-
12) (neHb Henenu: 0-6, 0-BockpeceHbe). Kaxzaoe U3 nepBbix NATW Nosei MOXeT ObiTh 3a4aHO creaytoLm 06pasom:

« 3Besaouka (*) — o6o3HavYaeT BeCb AManasoH (0T NepBoro A0 NocrneaHero).
o Jeduc (-) — obosHauaeT AvanasoH unucen. Hanpumep, "5-7" Byaet o3Hadyatb 5,6 1 7.
o Cnucku. 310 uncna (Mnu AananasoHsl), pasaeneHHsle 3anateivu. Hanpumep, "1,5,10,11" unmn "1-11,19-23".

« 3Besnouka Mnu avanasoH ¢ warom. Mcnonbsyetca AnA NPoNycKoB B AvanasoHax. LLlar ykasbiBaeTca nocne Kocow YepTbl.
Hanpumep, "2-10/2" 6yaet 3HauuTh "2,4,6,8,10", a BoipaxeHue "*/2" B none "yackl" OyaeT o3HayaTb "Kakable ABa yaca.

YnpaBneHue
KypHanamu

Ynpasnex1e BpeMeHHbIMKU dainamm XypHasnos, NOAroTaBIMBAEMbIX ANA OTNPABKW Ha yAaneHHble cepsepsl ssh U ftp.

Mpu oTnpaske xypHanoB Ha cepsepa ssh u ftp UserGate coxpaHaeT aAaHHbIe ANA OTNPaBKK BO BpEMEHHble dainbl. [10 ykazaHHOMY
pacnucaHuio Bce Co3aaHHble Anf OTnpaBku (aisbl KOMUMPYHOTCA Ha YAANIEHHbLIA cepBep, Npu 3TOM (aWsbl He OYULLAKOTCA U He
yaansaioTtca. [laHHas HacTpoika No3BONAET yKasaTb Nepuoa poTauuu BPEMEHHbIX ¢ainioB (B AHAX) WK yaanuTb nto6oi 13
BPEMEHHbIX PannoB Bpy4YHyto. PoTauua ¢annos npoucxoanT OAMH pas B CYTKM.

Bcero xpaHaTtca N apx1BoB XypHasnos 3a npeablayLlne AHKU (MO KOMYECTBY AHEN poTauumn) U OAWH XypHasn 3a TEKyLMiA AEHb.




Mouck v dunbTpayma AaHHbIX

Version: 8.x

Product: DCFW

O6beM AaHHbIX, PErUCTPUPYEMBIX B XKypHanax, Kak npaBuIio, 3HauuTesieH, NodToMy B CTaHAAPTHOM PEXMME NPOCMOTpa 0ToBpaxaeTcs NULLb YacTb
ZOCTYNHbIX nonent. [ina 6eicTporo AocTyna Kk Heo6xoaumon nHdopmaunm B UserGate DCFW npeaycmoTpeHbl cpescTBa noucka u ounbtpauum
XypHanoB. MNMoncK MOXET BbINOMHATLCA Kak B MPOCTOM, TaK U B PACLUMPEHHOM PEXUME.

B pexume npoctoro novcka ¢punbTpayua 3anucen ocyLLecTBNAETCA C MOMOLLbIO rpaduyeckoro HTepdenca. Hactpovika ycnosui novcka
BbLINOMHAETCA B yA0OHO! hpopMe v He TpebyeT 3HaHMA creyunanbHbIX KOMaHA UM CUHTaKcHuca.

Ina cozaanua 6oree CNOXHbBIX YyCroBuii 0T6opa NpeaHasHauYeH PeXxmM paclUMpPeHHOro NOUCKa, UCMONb3YIOLMI CeLUanu3vpoBaHHbIi A3bIK 3aNpOCOB.
B aTOM pexuvme A0CTYNHbI MO XXypHANoB, KOTOPblE HE 0TOBPaXAKOTCA U HE MOrYT UCMONbL30BaThCA B CTaHAAPTHOM PeXMME noucka. 3anpoch
HOPMUPYHOTCA C UCMONBb30BAHUEM MMEH MOMEN, X 3HAYEHW, KITHOUYEBLIX CIOB U NOTUYECKUX ONepaTopoB. 3HaYeHun, coaepxatlve npobensl,
HeobXxoAUMO 3aKntouath B oAnHapHbie (') unu aBoiiHble (" ") kaBbluku. [nA sHaueHui 6e3 npobenos kaBblukk He TpebytoTcaA. [na o6beaAMHEHUA 1
rPyNMUPOBKK HECKOSBbKUX YCIOBWI B 3aNpoce MOXHO MCMOMb30BaTb KPYrTible CKOOKH.

KntoueBble criosa otaenaoTcA npobenamu 1 MoryT BbiTb CreayoLLuMu:

KnioueBble nona 3HaueHue

AND unu and  ||/Toruueckoe «M», TpeByeT BbINOMHEHWE BCEX YCMOBWIA, 3aAaHHbIX B 3anpoce

OR wnu or

JTornueckoe «UINN», TpeByeT BbINONHEHUE OAHOMO M3 YCII0BKI 3anpoca

Ol'lepaTOpr onpeaenatT ycnosua ounbTpa n Moryt ObITb cneayrowmmn:

OnepaTtop

3HaueHue

PaBHO — TpeéyeT NOSHOro cosnageHnAa sHav4yeHuA nNond C ykasaHHbIM 3Ha4YeHUeM.
Mpuvep: ip = 172.16.31.1.

ByayT oToGpaxeHbl BCE 3an1cH XXypHarna, B KOTopbIX nose ip 6yAeT TOYHO COOTBETCTBOBATbL 3HaueHuto 172.16.31.1

He paBHO — 3HaueHue Nona He A0KHO coBNaaaTh C YKadaHHbIM 3HAYEHNEM.
Mpumep: ip |= 172.16.31.

ByayT oToGpaeHbl BCE 3an1cH XKypHarna, B KOTOpbIX nose ip He ByaeT paBHo 3HaveHnto 172.16.31.1

MeHbLue nM6o paBHO — 3HAYEHME NOMA AOSKHO ObiTb MEHbLUE UMM PABHO YKasaHHOMY B 3anpoce 3HadeHuto. OnepaTop NpUMeHUM Ans
nonen, NoAaepuBaroLLMx cpaBHeHre. Hanpumep, nona aatsl, portSource, portDest, statusCode v 1. n.

<=

Mpumep: date <= '2019-03-28T20:59:59' AND statusCode = 303

BonbLue n16o paBHO — 3HaYeHWe NonA A0MKHO ObiTb BObLLE UM PABHO YKa3aHHOMY B 3anpoce 3HadeHuto. Onepatop npuMeHUM Ans
e nonem, NoAAePKUBAKOLLMX cpaBHeHWe. Hanpumep, nona aatsl, portSource, portDest, statusCode v 1. n.

Mpumep: date >= "2019-03-13T21:00:00" AND statusCode = 200

MeHblLUe — 3HaueH1e Nons JOMKHO OblTb MeHbLLE YKa3aHHOro B 3anpoce 3HayeHusa. OnepaTop NpUMEHUM A1 Nonew,
< noaaepxuearoLmMx cpaBHeHne. Hanpumep, nona aatel, portSource, portDest, statusCode 1 1. n.

Mpumep: date < '2019-03-28T20:59:59' AND statusCode = 404

Bornblue — 3HaueHue nona A0MKHO ObiTb BOMbLLE yKa3aHHOro B 3anpoce 3HadeHus. OnepaTop NpUMeHUM Ans noneu,
S noaaepxuearoLLmMx cpaBHeHne. Hanpumep, nona aatel, portSource, portDest, statusCode 1 1. n.

Mpumep: (statusCode > 200 AND statusCode < 300) OR (statusCode = 404)

Mossonaer YyKasaTtb B 3anpoce HeCKO/IbKO 3HayeHui nona. CnMCoK 3HaYeHumn HeOéXOﬂMMO 3aKko4vaTb B Kpyrible CKOOKM.
IN

Mpumep: category IN (botnets, compromised, 'illegal software’, 'phishing and fraud',' reputation high risk', 'unknown category')




Onepartop 3HaueHue
Mo3BonfAeT ykasaTtb B 3anpoce HECKOMNLKO 3HaYeHui nond. ByayT oTobpaxeHsl 3anucu, B KOTOPLIX 3HAYEHWE MOSIA He COBNaAaeT H1 C
OAHUM U3 YKa3aHHbIX. CnunCOoK 3HayYeHuw HeOéXOﬂMMO 3aKsio4yaThb B Kpyrible CKOOKM.

NOT IN
Mpumep: category NOT IN (botnets, compromised, 'illegal software', 'phishing and fraud', 'reputation high risk', 'unknown
category')
COLlep)KVIT — N03BOSIAET yKa3aTb NOACTPOKY, KOTOpaA AO0/HKHA NPUCYTCTBOBATL B 3HAYEHUN Bbl6paHHOFO nons. Mowuck BeinonHAeTca 6e3
yyeTa perucrpa.
Onepatop NpuMeHsAeTcA K crneaytolmum nonam: zoneSource, ipSource, macSource, natlpSource, zoneDest, ipDest, macDest.
Mpumep: ipSource ~ 192.168.103
He conepxuT — no3BonAeT ykasaTb NOACTPOKY, KOTOPas He A0MKHA NPUCYTCTBOBATL B 3HAYEHWUW BbIOpaHHOro nons. Mouck
BbINONHAETCA 6e3 yueTa perucrpa.

I~ . .

' Onepatop npumMeHseTcA K crneaytolmum nonam: zoneSource, ipSource, macSource, natlpSource, zoneDest, ipDest, macDest.
Mpumep: ipSource !~ 192.168.104
IMoM1CK Mo MOS0 C MOMOLLbIO PETYIAPHOTO BblpaxkeHHA. ByAyT nokasaHbl TONLKO Te 3anucK, B KOTOPLIX 3HAYEHWe NoNA COOTBETCTBYET
3aaHHOMy LIaGMoHY.

MATCH
Mpumep: details MATCH NAT — 6yayT oTpunbTpoBaHbl BCe 3an1cu xypHana, B KOTopbIX B npoBepsemMom none details Haiaetca
cnoBo «NAT»
Mownck 3anuncen, B KOTOPbIX 3HAYEHWE NOSA He coBnaaaeT C 3aAaHHbIM PerynfapHbLIM BbipaxeHueM. ByayT nokasaHbl TONLKO Te 3anvcu, B

NOT KOTOPbLIX 3HAUEHWE MOMA He COOTBETCTBYET 3aZaHHOMY LLIABMOHY.

MATCH Mpumep: details NOT MATCH NAT — 6yayT oTdunbTpoBaHbl BCE 3an1CH XXypHarna, B KOTOpbIX B npoBepsemMoM nosne details He
Hanaetca cnoso «NAT»

Mpn dopmmrpoBaHuK 3anpoca B pexume paclumpeHHoro noucka UserGate DCFW npeanaraeT BapuaHThl Ha3BaHUi Nonem, A0NyCTUMbIX ONepaTopos K1
BO3MOXHbIX 3HAYeHUI. 3TO ynpoLlaeT co3aaH1e CNOXHbBIX NMOUCKOBBIX BEIPQXKEHWH U CHIKAET BEPOATHOCTb OLUIMGOK Npu BBOAE. Habop AOCTYNHbIX
nosen 1 nepeyeHb AONYCTUMbIX 3HAYEHUI 3aBUCAT OT TUMA NPOCMAaTPMBAEMOTO XypHana.

Mpv nepexoae U3 pexuma NPOCTOro Noucka B pexuM paclumMpeHHoro noucka UserGate DCFW aBTomatnyecku npeobpasyeT 3afaHHbIe napameTphbl
duIbTpauum B CTPOKY 3anpoca, COOTBETCTBYHOLLYIO YCITOBUAM, yKadaHHLIM B 6230BOM pexunme. Bbl MoxeTe npofomxuTb GOPMUPOBaHHUE CTPOKK
NoucKa C UCMosb30BaHUEM PaCLLMPEHHbIX BOSMOXHOCTEN A3blka 3anpocos 6e3 HeoBX0AMMOCTH NOBTOPHOrO BBOAA KpUTEpHEB 0TOOpA.



OnwucaHune dopmatos xypHasnos

Version: 8.x
Product: DCFW

AkcnopT wypHanos B popmate CEF

dopmar wypHana cobbiTui

YCTPOWMCTBO, reHepupyHoLLiee 3T0 CoBLITHe.

Tuvn nona HassaHue nonsa OnucaHue Mpumep 3HaveHUn
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor |[[poussoanTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source Tun xypHana. events
Origin Mozayrnb, B KOTOPOM NPOU3OLLSIO COBbITHE. admin_console
Severity BaxHOCTb COBbITHSA. MoxeT npuHMMaTh 3HaYeHUA:
e 1 — nMHPOPMaALMOHHBIE.
o 4 — npeaynpexaeHua.
o 7 — OLUMOKM.
e 10 — KpUTUYHBIE.
CEF rt Bpewms, koraa 61510 nony4yeHo cobbiTue: 1652344423822
[paclmpenue] MunnucekyHabl ¢ 1 AaxBapa 1970 roaa.
deviceExternalld||Mma, koTopoe oAHO3HaYHO nAeHTMdMLMPYET  ||lutmcore@ersthetatica

act Tun coBbITHA. login_successful
suser MmA nonb3osatens. Admin
src IPv4-aapec uctouHuka. 192.168.117.254
cat KoMnoHeHT, B KOTOPOM NpousoLLsio cobkiThe.  ||console_auth
cs1Label Mone ucnonb3yeTca ANA ykasaHuA aetanew Attributes
coObITHA.
csi LeTanu cobbitna B popmate JSON. {"name":"MIME_BUILTIN_COMPQOSITE","module":"nlist_import"}

dopmart KypHana Be6-gocTtyna

Tuvn nonAa HasBaHue nonsa Onucaxue Mpumep 3HaveHUnA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor MpounssoanTens NpoaykTa. UserGate




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

Device Product Tun npoaykra. NGFW
Device Version Bepcua npoaykra. 7

Source HassaHue xypHana. webaccess
Name Tun UCTOYHMKA. log

Threat Level

YposeHb yrposbl kateropun URL.

MoxeT npuHumaTb 3Havenuda 2, 4, 6, 8, 10
(ycTaHOBMEHHBbIW ypOBEHb YrpO3bl, YMHOXEHHbIH Ha 2);
Unknown, ecnin kaTeropua He onpeaeneHa.

CEF
[pacwmpeHue]

rt Bpewms, koraa 6b110 NonyyeHo cobbiThe: 1652344423822
mMunnucekyHabl ¢ 1 Aaneapa 1970 roaa.
deviceExternalld MmA, KoTopoe 0AHO3HAaYHO naeHTudULmMpyeT  |[utmcore@ersthetatica
YCTPOICTBO, reHepH1pytoLLee 3TO CoBbITHE.
act [lencTBre, NPUHATOE YCTPOMCTBOM B captive
COOTBETCTBMW C HACTPOEHHBIMMU NMONIUTUKAMM.
reason MpuumnHa, no koTopoi Bbino cosaaHo cobeiTue, ([{"id":39,"name":"Social Networking","threat_level":3}
HanpumMep, NpuunHa BrIOKUPOBKM caiTa.
proto Mcnonb3yemblit NpoTOKON 4-ro ypoBHA. TCP.
app [MpoTokon npuknaaHoro yposHaA v ero Bepcua. |[HTTP/1.1
suser Mma nonb3osartens. user_example (Unknown, ecnu nonb3osarenb
HEU3BECTEH)
src IPv4 nctounuka tpaduka. 10.10.10.10
spt [MopT McToYHMKa. MoxeT npuHumartb 3Ha4eHmna ot 0 Ao 65535.
dst IPv4 anpec HasHauyeHus Tpaduka. 194.226.127.130
dpt MopT HasHaueHus. MoxeT npuHumartb 3Ha4enuna ot 0 Ao 65535.
requestMethod MeToa, ncnonbayemelit ana goctyna k URL- GET
appecy (POST, GET n 1.1.).
request B cnyyae HTTP-3anpoca none coaepxut URL- ||http://www.secure.com
azpec 3anpaluMBaemMoro pecypca ¢ ykasaHuem
MCMNOsb3yemMoro nNpoToKona.
requestContext URL vcTouHmka 3anpoca (pedepep HTTP). https://www.google.com/

requestClientApplication

Useragent nonb3oBatesnbckoro 6paysepa.

Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:96.0)
Gecko/20100101 Firefox/96.0

Konunuectso nepeAaHHbIX BXOAALLNX 6aitTos;
AaHHble NepeaaroTcA B HanpaB/ieHUN NUCTOYHUK
— HasHadeHue.

231



http://www.secure.com/
https://www.google.com/

Twvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

out KonuuectBo nepeaaHHbIx ucxoaawmx 6aiTos; (|40
laHHble NepeaaloTCcA B Hanpas/ieHUK
HasHayeH1e — UCTOYHMK.

cs1lLabel [Mone ncnonb3yeTca Ana ykasaHua Rule
cpabaTbiBaHus npasuna.

csi HassaHue npaeuna, cpadartbiBaHue kotoporo  ||Default Allow
BbI3Baro cobbiThe.

cs2Label [Mone ncnonb3yeTca ANA MHAMKALMUKW 30HBbI Source Zone
MCTOYHMKA.

cs2 HasBaHue 30HbI UCTOYHMKA. Trusted

cs3Label [Mone ucnonb3yeTca AnA yKasaHUA CTpaHbl Source Country
MCTOYHMKA.

cs3 HasaHue cTpaHbl UCTOYHMKA. RU (oToGpaxaeTca ABYXOyKBEHHbIW KOZ CTpaHbl)

cs4lLabel [Mone ncnonb3yeTcA ANA UHAMKALMUMW 30HBbI Destination Zone
HasHayeHus.

cs4 HassaHue 30HbI Ha3HaueHuA. Untrusted

cs5Label [Mone ncnonb3yeTcA ANA ykasaHWA CTpaHbl Destination Country
HasHayeHus.

cs5 HaseaHue cTpaHbl Ha3HaYeHHA. RU (oTo6paxaeTca AByxOyKBEHHbIM KOA CTPaHbl)

cs6Label Mone ykasbiBaeT 6bINo M COAEPXKMUMOE Decrypted
paclndpoBaHo.

cs6 PacwmdposaHo unu Hert. true, false

flexString1Label Mone ykasbiBaeT Ha TWUM KOHTEHTA. Media type

flexString1 Twn KOHTEHTA. text/html

flexString2Label [Mone ykasblBaeT Ha KaTteropuio URL Categories

3anpalumsaemoro URL-aapeca.

flexString2 Kateropua URL. Computers & Technology
cnilabel [Mone ncnonb3yetcA AnA ykasaHua konuyecTea ||Packets sent
nepeaaHHbIX NaKeToB B HANPaB/IEHUM UCTOYHMK
— HasHaueHwue.
cni KonuyectBo nepeaaHHbIX NakeTos B 3
HanpaBneHWU UCTOYHWUK — Ha3HaYeHue.
cn2Label [Mone nucnonb3ayetcA AnA ykasaHua konuuecTsa ||Packets received

nepeaaHHbIX NaKkeToB B HanpasneHnu
Ha3Ha4YeHne — UCTOYHMUK.




Twvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

cn2 Konunyectso nepeaaHHbIX NakeTos B 1
HanpasneHUW HasHauYeHe — UCTOUHMK.
cn3Label [Mone ykasbiBaeT UCXOAHLIN OTBET cepeepa. Response
cn3 Koa otBeta HTTP. 302
dopmart xypHana Be6-noctyna CEF Compact:
Tuvn nona HasBsaHue nonsa Onucaxue Mpumep 3HayeHUn
CEF:Version Bepcua CEF. CEF:0
Device Vendor MpownssoanTens npoaykra. UserGate
Device Product Tun npoaykra. NGFW
CEF Device Version Bepcua npoaykra. 7
3arosioBoOK
Source HassaHue xypHana. webaccess
Name Tun UCTOYHMKA. log

Threat Level

YpoBeHb yrpossbl kateropun URL.

MoxeT npuHumaTh 3Havenuda 2, 4, 6, 8, 10
(ycTaHOBMEHHBIW YPOBEHb Yrpo3bl, YMHOXEHHBIW Ha 2);
Unknown, ecnin kaTeropua He onpeaeneHa.

BpeMﬁ, koraa 6bino nony4yeHo cobbiTHe:

rt 1652344423822
mMunnucekyHael ¢ 1 anBapa 1970 roaa.
deviceExternalld Wwaa, HOTOPOE OAHOSHARHO MAGHTUPULMDYeT utmcore@ersthetatica
YCTPOWCTBO, reHepupytoLLee 310 coBbITUE.
act JleficTBUe, NPUMHATOE YCTPOICTBOM B captive
COOTBETCTBUM C HACTPOEHHbLIMMU MOMUTUKAMM.
reason MpuuuHa, no KoTOpOiA Geino cosAano coGuiThe, {"id":39,"name":"Social Networking","threat_level":3}
Hanpumep, npuumnHa GroKUPOBKKM caiTa.
proto Mcnonb3yemblit NpoTOKoN 4-ro ypoBHA. TCP.
app [MpoTokon npuknaaHoro yposHaA u ero sepcua. |[HTTP/1.1
user_example (Unknown, ecnv nonb3osartesb
suser Mma nonb3osatens.
Hen3BecTeH)
src IPv4 nctouHunka tpaduka. 10.10.10.10
spt [MopT nctouHuka. MoxeT npuHUmMaTh 3HaveHuns ot 0 Ao 65535.
dst IPv4 agpec HasHaueHua Tpadvka. 194.226.127.130

dpt

[MopT HasHaueHwus.

MoxeT npuHumarts 3Hadyenmna ot 0 Ao 65535.




Ur|-KaTeI'OpI/Il7I, url, umA nonb3oBatena, uma npasuna, UMA 30HbI, U T.4.

dopmat KypHana DNS

Tuvn nona HasBaHue nonsa Onucaxue Mpumep 3HaveHun

MeToa, ncnonbsyembiit ana goctyna k URL-

r Meth ’ ET

equestMethod anpecy (POST, GET u1.1v). G

B cnyyae HTTP-3anpoca none coaepxut URL-

request aapec 3anpalivMBaemMoro pecypca c ykaszanuweM |[http://www.secure.com
MCMNOMb3yeMoro npoToKona.

CEF
[pacwmpeHune]
requestContext URL vcTouHuka 3anpoca (pedepep HTTP). https://www.google.com/
requestClientApplication||Useragent nonb3oBatenbckoro 6paysepa Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:96.0)
9 PP 9 paysepa. Gecko/20100101 Firefox/96.0

KonuuecTBo nepeaaHHbIX BXOAALLMX GAWTOB;

in laHHble NMepeaaroTcA B HanpasieHWn MCTOYHMK ([231
— HasHaueHwue.
KonuuecTeo nepeaaHHbIX UCXOAALLMX GaNTOB;

out aHHble nepeaatoTcA B HaNpas/eHun 40
HasHayeH1e — UCTOYHMK.
Mone ucnonb3yeTca Ana ykasaHva

cs1lLabel ONe NCNore3yeTeA ANA ykasa Rule
cpabaTtbiBaHUs npasuna.

csi HaseaHue npasuna, cpabaTbiBaHe KOTOPOro Default Allow
BbI3BasI0 COOLITHE.
Mone ucnonbayeTca Ana WHAMKALUKW 30HbI

cs2Label One Nenore3syeTeA A ANKALIMK 30 SrcZone
UCTOYHMKA.

cs2 HasBaHue 30HbI UCTOYHMKA. Trusted
[Mone ucnonbayeTca ANa WHAMKALWUKW 30HbI

cs3Label O”Ie UCTIONL3YETCA A ANKALIMM 30 DstZone
HasHayeHus.

cs3 HasBaHue 30HbI Ha3HaYeHus. Untrusted

flexString1Label [Mone ykasbiBaeT Ha KaTeroputo URLCats
3anpawusaemoro URL-aapeca.

flexString1 Kateropua URL. Computers & Technology

cnilabel Mone ykasbiBaeT UCXOAHLIN OTBET CepBepa. Response

cni Koa otBeta HTTP. 302

MpumeuanneObLLee NpaBuIo ANA KOMNAKTHOrO popmaTa — 3HAYEHWA HEKOTOPLIX Noneil oBpesatoTca nNo AnvHe Ao 80 cumBonoB. Hanpumep, cnvcok

Tun nona HassaHue nons OnucaHue Mpumep 3HaueHun
CEF CEF:Version Bepcus CEF. CEF:0
3aronoBoK
Device Vendor ||[lpoussoantens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW



http://www.secure.com/
https://www.google.com/

Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHns

Device Version |[Bepcua npoaykra. 7
Source HassaHwue xypHana. dns
Name Tnn NCTOYHMKA. log

Threat Level

YposeHb yrpo3bl kateropun URL.

MoxeT npuHumaTtb 3Hayenun 2, 4, 6, 8, 10 (ycTaHOBNEHHbIN
YPOBEHb Yrpo3bl, YMHOXEHHbIN Ha 2); Unknown, ecnu kateropua
He onpeJenexa.

CEF
[pacwmpeHune]

rt Bpems, korga Obis10 NonyyeHo codbiTUe: 1701085036026
munnucekyHael ¢ 1 ansapa 1970 roaa.
deviceExternalld||vA, koTopoe 0AHO3HAYHO MAEHTUDULMPYET utmcore@ntoorereaeda
YCTPOMCTBO, reHepHpytoLLee 3TO CoBbITHE.
act [encTBre, NPUHATOE YCTPOWCTBOM B block
COOTBETCTBMU C HACTPOEHHBIMM MONTUTUKAMMU.
reason MpuumnHa, no KoTopor BbiNo cosaaHo cobeiTne, ||{"url_cats™:[{"id":37,"name":"Search Engines &
Hanpumep, url KaTeropus, Ha KOTOpPbIX Portals","threat_level":1}]}
cpaboTano npasuso.
proto Mcnonb3yemblii NPOTOKON 4-r0 YPOBHA. UDP
dhost MmsA xocTa HasHauyeHus, aapec KOToporo lgoogle.com
onpeaenaetca ¢ nomoLybto DNS cepeepa.
app MpoTokon NpUKNaaHoro ypoBHs. DNS
suser Mma nonb3osarens. user1 (Unknown, ecnv nonb3oBatesnb HEU3BECTEH)
src IPv4 nctoununka Tpaguka. 10.10.0.11
spt MopT ucTouHuKa. MoxeT npuHumaTb 3HadeHuna ot 0 fo 65535.
smac MAC-aapec UCTOYHMKA. FA:16:3E:65:1C:B4
dst IPv4 aapec HasHayeHuA Tpaduka. 194.226.127.130
dpt [MopT HasHayeHuA. MoxeT npuHumMaTh 3HaueHus ot 0 1o 65535. Ana DNS 06biuHO
ucnonb3ayetcA nopt 53.
cs1Label Mone ucnonbayeTtcA AnNA yKasaHuA Rule
cpaboTasLuero npasuna.
csi HassaHue npasuna, cpadartbiBaHMe KOTOPOro Rule1
BbI3BasO COObITHE.
cs2Label Mone ncnonb3yetca AnNA MHAMKALWKM 30HbI Source Zone

UCTOYHUKA.

cs2

HasBaHue 30Hbl UCTOUYHMKA.

Trusted



http://www.google.com

Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHUA

cs3Label Mone ncnonb3yetca AnA yKasaHua CTpaHbl Source Country
UCTOYHMUKa.
cs3 HassaHue cTpaHbl UCTOYHMKA. RU (oTo6paxaeTtca AByxOYKBEHHbIH KOA CTpaHbI)
cs4lLabel Mone ncnonb3yetca AnA MHAMKALMUKM 30HbI Destination Zone
Ha3HavyeHuA.
cs4 HasBaHue 30HbI Ha3HayYeHuA. Untrusted
cs5Label Mone ncnonb3yetca AnA yKkasaHua CTpaHbl Destination Country
Ha3HavyeHunq.
cs5 HassaHue cTpaHbl Ha3HaveHuA. RU (oTo6paxaeTtca AByxOyKBEHHbIH KOA CTPaHbI)
cs6Label [Mone ucnonb3ayeTtca AnA ykasaHua Data
nepeaaBaemMblX AaHHbIX.
cs6 MepenaBaembie AaHHbIE. {"question":[{"domain":"google.com","type":"A","class":"IN"}],

"answer":[{"domain":"google.com","type":"TXT","class":
"IN","ttl":5,"data":"Blocked"},{"domain":"google.com",

"type":"A","class":"IN","ttl":5,"data":"10.10.0.1"}]}

flexString1Label

Mone ykasbiBaeT Ha KaTeroputo
3anpawmsaemoro URL-aapeca.

URL Categories

flexString1

Kareropua URL.

Search Engines & Portals

dopmar xypHan

a DNS CEF Comp:

act:

YCTPOMCTBO, reHepupytoLLee 310 coBbITue.

Tuvn nona HasBsaHue nonsa Onucaxue Mpumep 3HayeHunA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||[lponssoanTtens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source HassaHwue xypHana. dns
Name Tun UCTOYHMKA. log
Threat Level YpoBeHb yrpo3bl kateropun URL. MoxeT npuHumaThb 3HayeHus 2, 4, 6, 8, 10 (ycTaHOBNEHHbIN
YPOBEHb Yrpo3bl, YMHOXEHHbIN Ha 2); Unknown, ecnu kateropua
He onpeaeneHa.
CEF rt Bpewms, korga Gbis10 NonyyeHo cobbiTUe: 1701085036026
[pacwumpeHune] munnucekyHael ¢ 1 auBaps 1970 roaa.
deviceExternalld||vna, koTOpoe 0AHO3HAYHO MAEHTUDULMPYET utmcore@ntoorereaeda




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

act [ewcTene, NPUHATOE YyCTPOWCTBOM B block
COOTBETCTBMM C HACTPOEHHBIMM MOSTUTUKAMM.
reason MpuunHa, no KoTopoi Bbino cozaaHo cobbiTve, |{"url_cats™:[{"id":37,"name":"Search Engines &
Hanpumep, url KaTeropusa, Ha KOTOpbIX Portals","threat_level":1}]}
cpaboTano npasuso.
proto Mcnonb3syemblii NPOTOKON 4-r0 ypOBHA. UDP
dhost MmA xocTa HasHauyeHuA, aapec KOToporo lgoogle.com
onpeaensaetca ¢ nomoLybio DNS cepsepa.
app MpoToKon NPMKNaaHOro ypoBHS. DNS
suser Wma nonb3osarens. user1 (Unknown, ecnv nonb3oBartesnb HEU3BECTEH)
src IPv4 uctounvka Tpaduka. 10.10.0.11
spt [MopT “cTOUHMKA. MosxeT npuHumaTb 3HaueHus ot 0 o 65535.
smac MAC-aapec UCTOYHMKa. FA:16:3E:65:1C:B4
dst IPv4 anpec HasHayeHua Tpaduka. 194.226.127.130
dpt MopT Ha3HaueHuA. MoxeT npuHumMaThb sHaueHua ot 0 Ao 65535. ns DNS 06biuHO
ucnonbsyerca nopt 53.
cs1lLabel Mone ncnonb3yetca ANA ykasaHua Rule
cpaboTasLuero npaeuna.
cs1 HassaHue npasuna, cpabateiBaHue kotoporo  ||Rulet
BbI3BasI0 COObITUE.
cs2Label Mone ncnonb3yetca ANA MHAMKALWUM 30HbI SrcZone
UCTOYHMKA.
cs2 HasBaHue 30HbI UCTOYHMKA. Trusted
cs3Label Mone ncnonb3yetca ANA MHAMKALWUM 30HbI DstZone
HasHaYeHuA.
cs3 HasBaHue 30HbI Ha3HaYeHuA. Untrusted
cs4Label [Mone ucnonbayeTtcA AnNA yKasaHuA Data
nepeaaBaeMblX AaHHbIX.
cs4 lMepenaBaemble AaHHbIE. {"question":[{"domain":"google.com","type":"A","class":"IN"}],

"answer":[{"domain":"google.com","type":"TXT","class":
"IN","ttl":5,"data":"Blocked"},{"domain":"google.com",

"type":"A","class":"IN","ttl":5,"data":"10.10.0.1"}]}

flexString1Label

Mone ykasbiBaeT Ha KaTeroputo
3anpawmsaemoro URL-azpeca.

URLCats



http://www.google.com

Tuvn nona HassaHue nonsa Onucaxue Mpumep 3HayeHunA
flexString1 Kareropua URL. Search Engines & Portals
dopmat MypHana Tpadpuka
Tuvn nona HassaHue nonsa OnucaHue Mpumep 3HaYeHUn
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor [MpounssoanTens npoaykra. UserGate
Device Product Twn npoaykTa. NGFW
Device Version Bepcua npoaykra. 7
Source Tun xypHana. traffic
Rule Type Tun npaeuna, cpadatbiBaHWe KOTOPOro firewall
BbI3BasIO COObITHE.
Threat Level YpoBeHb yrpo3bl MPUNOXEHUA. MoxeT npuHMmaTh 3HayeHus 2, 4, 6, 8, 10
(ycTaHOBMNEHHbIA YPOBEHb YrPO3bl, YMHOXEHHbI Ha 2);
Unknown, ecnu kateropua He onpeaeneHxa.
CEF rt Bpewms, koraa 6b110 nonyyeHo cobbitne:  ||1652344423822
[pacwumpeHue] MunnucekyHabl ¢ 1 anBapa 1970 roga.
deviceExternalld MmsA, KoTopoe 0AHO3HAYHO utmcore@ersthetatica
naeHTMdULMpyeT YCTPOMCTBO,
reHepupytoLLee aTo cobbiTHe.
act [leficTBME, NPUHATOE YCTPOWCTBOM B accept
COOTBETCTBUU C HACTPOEHHBIMM
NONMUTHUKAMM.
proto Mcnonb3yemblii NPOTOKON 4-r0 YPOBHA. TCP wnu UDP
app M cpaboTasLuero NpMnoXeH1aA my_app
suser Mma nonb3osartens. user_example (Unknown, ecnn nons3osarens
HEWU3BECTEH)
src IPv4 nctounuka tpaduka. 10.10.10.10
spt [MopT ncTouHuKa. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
smac MAC-aapec UCToUHMKA. 00:50:56:80:28:08
dst IPv4 aapec HasHauyeHuA Tpadmka. 194.226.127.130
dpt [MopT HasHayeHuA. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
dmac MAC-aapec HaszHaueHus. 00:50:56:80:7D:21




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

in KonnuecTBo nepeaaHHbIX BXOAALLMX 231
6aifToB; AaHHLIe NepeaaroTca B
HanpasfieHUW UCTOYHUK — Ha3HayeHwue.

out KonnuecTBo nepeaaHHbIX UCXOAALLMX 40

6aiToB; AaHHLIe NepeaaroTca B
HanpaBfeHWn Ha3HaYeHe — UCTOYHMK.

sourceTranslatedAddress

AZpec UCTOYHUKA MOCcse NepeHasHaveHun
(ecnn HacTpoeHbl npasuna NAT).

192.168.174.134 (0.0.0.0 — ecnu Her)

sourceTranslatedPort

MopT MCTOYHMKA Nocre nepeHasHayeHun
(ecnn HacTpoeHbl npasunia NAT).

MoxeT npuHumatb 3HayeHua ot 0 o 65535 (0 — ecnu
HeT)

destinationTranslatedAddress

Anpec HasHayeHus nocne
nepeHasHayeHna (€Cr HaCTPOEeHbI
npasuna NAT).

192.226.127.130 (0.0.0.0 — ecnu Her)

destinationTranslatedPort

MopT HasHaueHuA nocne nepeHasHayYeHns
(ecnn HacTpoeHbl npasuia NAT).

MoxeT npuHumatb 3HadeHuna ot 0 o 65535 (0 — ecnu
HeT)

cs1lLabel Mone ncnonb3yetcA AnA ykasaHua Rule
cpabatbiBaH1A npasuna.

csi HassaHue npasuna, cpadartbiBaHue Allow trusted to untrusted
KOTOPOro BbI3Basio cobbiTHe.

cs2Label [Mone ucnonb3ayeTtcA ANA MHAMKALMK 30HbI |[Source Zone
UCTOYHMKA.

cs2 HasBaHue 30Hbl UICTOYHMKA. Trusted

cs3Label Mone ncnonb3yetca anAa ykasauua ctpaHbl [[Source Country
UCTOYHMKA.

cs3 HassaHue cTpaHbl UCTOYHMKA. RU (oTo6paxaetca AByxOYKBEHHbIH KOA CTpaHbI)

cs4lLabel Mone ncnonb3yetca ana MHAMKauMK 30Hbl ||Destination Zone
HasHayeHwus.

cs4 HasBaHue 30HbI Ha3HaYeHuA. Untrusted

cs5Label Mone ncnone3yetca AnAa ykasauua ctpaHbl ||Destination Country
HasHaueHwus.

cs5 HassaHue cTpaHbl Ha3HaYeHuA. RU (oTo6paxaeTtca AByxOYyKBEHHbIH KOA CTPaHbI)

cnilabel [Mone ucnonb3ayeTtcA AnA ykasaHua Packets sent
KOnMyecTBa nepeAaHHbIX NakeTos B
HanpaBneHUN UCTOUYHUK — Ha3HaYeHwe.

cn1i KonunyecTBo nepeaaHHbIX NakeTos B 3
HanpaBneHUN UCTOYHUK — Ha3HaYeHwe.

cn2Label [Mone ucnonb3yeTtca AnA ykasaHua Packets received

KONin4ecTBa NakeToB, NnepedaHHbIX B
HanpaeneHUn HasHa4yeHne — UCTOYHUK.




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHUn

ch2

KonnuecTso nakeTos, nepeaaHHbIX B
Hanpas/ieHMN Ha3Ha4YeHne — UCTOYHUK.

dopmart xypHana Tpacduka CEF Compact:

Tuvn nonAa HassaHue nonsa Onucanue MNpumep 3HayeHunA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor [MpounssoanTens npoaykra. UserGate
Device Product Twn npoaykTa. NGFW
Device Version Bepcua npoaykra. 7
Source Tun xypHana. traffic
Rule Type Tun npaeuna, cpadaTtbiBaHMe KOTOPOro firewall
BbI3BasIo COObITHE.
Threat Level YpoBeHb Yrpo3bl MPUNOXEHUA. MoxeT npuHMmaTh 3HayeHus 2, 4, 6, 8, 10
(ycTaHOBMNEHHbIA YPOBEHb YrPO3bl, YMHOXEHHbI Ha 2);
Unknown, ecnu kateropua He onpefeneHa.
CEF rt Bpems, koraa 6bi10 nonyyeHo cobbitne: (1652344423822
[pacwmpeHune] MunnucekyHabl ¢ 1 anBapa 1970 roga.
deviceExternalld MmsA, KoTopoe 0AHO3HAYHO utmcore@ersthetatica
naeHTMdULMPYeET YCTPOMCTBO,
reHepupytoLLee aTo cobbiTHe.
act [leficTBME, NPUHATOE YCTPOWCTBOM B accept
COOTBETCTBUU C HACTPOEHHBIMM
NONMUTHUKAMM.
proto Mcnonb3yemblii NPOTOKON 4-r0 YPOBHA. TCP wnu UDP
app M cpaboTasLuero NpunoXeH1a my_app
suser MmA nonb3oBatend. user_example (Unknown, ecnv nonb3oBaTenb
HEWU3BECTEH)
src IPv4 uctounvka tpaduka. 10.10.10.10
spt [MopT ncTouHMKA. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
smac MAC-aapec ncTouHMKa. 00:50:56:80:28:08
dst IPv4 anpec HasHauyeHua Tpaduka. 194.226.127.130
dpt [MopT HazHaueHuA. MosxeT npuHumatb 3HaueHus ot 0 o 65535.
dmac MAC-aapec HasHauyeHus. 00:50:56:80:7D:21




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

in KonnuecTBo nepeaaHHbIX BXOAALLMX 231
6aifToB; AaHHLIe NepeaaroTca B
HanpasfieHUU UCTOYHUK — HasHayeHwue.

out KonnuecTBo nepeaaHHbIX UCXOAALLMX 40

6aiToB; AaHHLIe NepeaaroTca B
HanpaBfeHWn Ha3HaYeHe — UCTOYHMK.

sourceTranslatedAddress

AZpec UCTOYHUKA MOCcse NepeHasHaveHun
(ecnn HacTpoeHbl npasuna NAT).

192.168.174.134 (0.0.0.0 — ecnu Her)

sourceTranslatedPort

MopT MCTOYHMKA Nocre nepeHasHaveHun
(ecnn HacTpoeHbl npasunia NAT).

MoxeT npuHumatb 3HadeHua ot 0 o 65535 (0 — ecnu
HeT)

destinationTranslatedAddress

Anpec HasHayeHus nocne
nepeHasHayeHnA (€Cr HaCTPOEeHbI
npasuna NAT).

192.226.127.130 (0.0.0.0 — ecnu Her)

destinationTranslatedPort

MopT HasHaueHuA nocne nepeHasHayeHns
(ecnn HacTpoeHbl npasuia NAT).

MoxeT npuHumatb 3Hadenuna ot 0 o 65535 (0 — ecnu
HeT)

cs1lLabel Mone ncnonb3yetcA AnA ykasaHua Rule
cpabaTbiBaHuA npasuna.
csi HassaHue npasuna, cpadartbiBaHue Allow trusted to untrusted
KOTOPOro BbI3BANO COObITHE.
cs2Label Mone ncnonb3yetcA ANA MHAMKALWK 30HBbI ||SrcZone
UCTOYHMKA.
cs2 HasBaHue 30Hbl UICTOYHMKA. Trusted
cs3Label Mone ncnone3yetcA AnNA MHAMKaLKUKM 30HbI ||DstZone
HasHayeHwus.
cs3 HassaHue 30HbI Ha3HaueHuA. Untrusted
dopmat mypHana COB
Tuvn nonAa || HasBaHue nonsa OnwucaHue MNpumep 3HauyeHusA
CEF CEF:Version Bepcusa CEF. CEF:0
3aronoBoK
Device Vendor ||[[TponssoaunTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source Tun xypHana. idps
Signature HassaHue cpabotasLueit curHatypsl COB. BlackSun Test
Threat Level YpoBeHb yrpo3bl CUrHATYpbI. MoxeT npuHumaTb 3HadeHus 2, 4, 6, 8, 10 (ycTaHOBNEHHbIN
YPOBEHb Yrpo3bl, YMHOXEHHbIN Ha 2); Unknown, ecnin
KaTeropua He onpeneneHa.




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

CEF
[pacumpeHue]

rt Bpewms, korga 6b1s10 NonyyeHo cobbiTUe: 1652344423822
munnucekyHael ¢ 1 ausapa 1970 roaa.
deviceExternalld|| A, koTopoe 04HO3HAYHO MAEHTUdULMPYET utmcore@ersthetatica
YCTPOMCTBO, rEHepHpytoLLEee 3TO COBbITHE.
act [Lenctere, NPUHATOE YCTPOWCTBOM B accept
COOTBETCTBMU C HACTPOEHHbLIMM NONIUTUKAMMU.
proto Mcnonb3syemblii NPOTOKON 4-r0 ypOBHA. TCP wnu UDP
app [MpoTOoKON NPUKNAAHOrO YPOBHA. HTTP
suser Mma nonb3osarens. user_example (Unknown, ecrnin nonb3oBaTesnib HEN3BECTEH)
src IPv4 uctouHvka Tpaduka. 10.10.10.10
spt MopT “cToUHMKA. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
dst IPv4 anpec HasHauyeHua Tpaduka. 194.226.127.130
dpt MopT Has3HaueHuA. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
in KonuuecTBo nepenaHHbix BXoAALMUX GAWTOB; 231
[aHHble NepeaaroTCcA B HanpaBieHUM UCTOYHUK
— HasHayeHue.
out KonunyecTBo nepeaaHHbix UCXoAALmMX 6anToB; 40
aHHble NepeaaroTCcA B HanpasrieHn
HaszHa4yeHne — UCTOYHMK.
msg YpOBEHb Yrpo3bl CUrHATYPbI U €€ HasBaHue. [2] BlackSun
cs1lLabel Mone ncnonb3yeTca ANA yKkasaHua Rule
cpabaTbiBaHuA npasuna.
cs1 HassaHue npasuna, cpabartbiBaHMe KOTOPOro IDPS Rule Example
BbI3Baso cobbiThe.
cs2Label [Mone ucnonbayeTcA ANA MHAWKALWUKU 30HbI Source Zone
UCTOYHMKA.
cs2 HasBaHue 30HbI UCTOYHMKA. Trusted
cs3Label [Mone ucnonbayeTtcA ANA yKasaHuA CTpaHbl Source Country
UCTOYHMKA.
cs3 HasBaHue cTpaHbl UCTOYHMKA. RU (oTob6paxaeTca AByxOyKBEHHbIN KOA CTpaHbl)
cs4lLabel [Mone ucnonbayeTcA ANA MHAWKALWUKU 30HbI Destination Zone
HasHauYeHuA.
cs4 HasBaHue 30HbI Ha3HaYeHuA. Untrusted




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

cs5Label Mone ncnonb3yetca AnA yKasaHua CTpaHbl Destination Country
Ha3HavyeHunq.
cs5 HassaHwue cTpaHbl HazHayeHuAa. RU (oToBpakaetca AByxOYKBEHHbIM KOA CTPaHbI)

dopmart xypHan

a COB CEF Compact:

AaHHble nepeaaroTcAa B HanpaBneHNnn UCTOYHUK
— HasHa4yeHue.

Tuvn nona HasBsaHue nonsa OnwucaHue Mpumep 3HaveHUn
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||[lpoussoanTtens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source Tun xypHana. idps
Signature HassaHue cpabotasiueit curHatypsl COB. BlackSun Test
Threat Level YpoBeHb yrpo3bl CUrHaTypbl. MoxeT npuHMmMaTh 3HaueHus 2, 4, 6, 8, 10 (yCTaHOBNEHHbIN
YPOBEHb Yrpo3bl, YMHOXEHHBIW Ha 2); Unknown, ecrin
KaTeropua He onpejesneHa.
CEF rt Bpewms, koraa 6bi510 nonyyeHo cobbiTue: 1652344423822
[pacwumpeHune] MunnucekyHasl ¢ 1 auBapa 1970 roaa.
deviceExternalld||Mmsa, koTopoe oAHO3HAYHO MAEHTMDULMPYET utmcore@ersthetatica
YCTPOWMCTBO, reHepupytoLLee 310 coBbITHe.
act [encTBre, NPUHATOE YCTPOWCTBOM B accept
COOTBETCTBUU C HACTPOEHHBIMU NONUTUKAMMU.
proto Mcnonb3yembli NPOTOKON 4-r0 YPOBHS. TCP wnu UDP
app MpoToKON NPUKNaAHOro YPOBHS. HTTP
suser MmA nonb3oBaTend. user_example (Unknown, ecnv nosnb3oBaTenb HEUM3BECTEH)
src IPv4 nctounuka tpaduka. 10.10.10.10
spt [MopT “cTouHMKa. MoxeT npuHumMaTh 3HaveHuna ot 0 Ao 65535.
dst IPv4 aapec HasHayeHuA Tpadmka. 194.226.127.130
dpt [MopT Has3HayeHuA. MoxeT npuHumMaTh 3HaveHuna ot 0 Ao 65535.
in KonnuecTBo nepeaaHHbIx BXoAALWMX 6aiToB; 231




Tvn nonsa

HasBaHue nonsa

OnucaHune Mpumep 3HaueHus

out KonuuecTBo nepeaaHHbIx UcxoaaLwmx 6anTos; 40
[laHHble NepealoTcA B HanpasneHnn
Has3HauYeHne — UCTOYHMK.
msg YpoBeHb yrpo3bl CUrHaTypbl U €€ HassaHue. [2] BlackSun
cs1lLabel Mone ncnonb3yetca AnAa ykasaHua Rule
cpabaTbiBaHuA npasuna.
csi HassaHue npasuna, cpabaTbiBaH1e KOTOPOro IDPS Rule Example

BbI3BasIO COOLITHE.

dopmat mypHana Windows Active Directory

Tun nona HassaHue nonsa OnucaHue Mpumep 3HaueHun
CEF CEF:Version Bepcusa CEF. CEF:0
3aronoBoK
Device Vendor |[[TponssoanTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source HassaHwue xypHana. endpoint_log
Name Tun UCTOYHMKA. log
Threat Level YpoBeHb yrposbl. MoxeT npuHumaTtb 3HadeHus ot 1 4o 10 (yKasaHHbIM ypoBEHb yrpossbl,
YMHOXEHHbIW Ha 2).
CEF rt Bpewms, korga 6b110 nonyyeHo 1701085036026
[pacumpeHue] CcoObITUE: MUNITMCEKYHAbI C 1 AHBapsA
1970 roaa.
deviceExternalld||Mmva, koTopoe oAHO3HAYHO utmcore@ntoorereaeda

naeHTMduULUMpyeT yCTPOMCTBO,
reHepupytoLee 1o cobbiTHe.

suser

MmA nonb3oBatens. useri.dep.local




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

msg Onucanue cobbiTusa B xypHane AD. Group membership information
Subject: Security ID: S-1-0-0 Account Name: — Account Domain: —
Logon ID: 0x0 Logon Type: 3 New Logon: Security ID: S-1-5-21-
3795870133-5220325-2125745684-1103 Account Name: user1 Account
Domain: DEP Logon ID: 0xA57A446 Event in sequence: 1 of 1 Group
Membership: %{S-1-5-21-3795870133-5220325-2125745684-513} %({S-
1-1-0} %{S-1-5-32-544} %{S-1-5-32-555} %(S-1-5-32-545} %{S-1-5-32-
554} %{S-1-5-2} %{S-1-5-11} %{S-1-5-15} %{S-1-5-21-3795870133-
5220325-2125745684-512} %{S-1-5-21-3795870133-5220325-
2125745684-572} %{S-1-5-64-10} %{S-1-16-12288} The subject fields
indicate the account on the local system which requested the logon. This
is most commonly a service such as the Server service, or a local process
such as Winlogon.exe or Services.exe. The logon type field indicates the
kind of logon that occurred. The most common types are 2 (interactive)
and 3 (network). The New Logon fields indicate the account for whom the
new logon was created, i.e. the account that was logged on. This event is
generated when the Audit Group Membership subcategory is configured.
The Logon ID field can be used to correlate this event with the
corresponding user logon event as well as to any other security audit
events generated during this logon session.
cnilabel [Mone ucnonbayeTtcA AnNA yKasaHuA logEventCode
KoZa cobbITuaA U3 xypHana AD.
cni Koa cobbiTus. 4627
cn2Label Mone ucnonb3ayeTtcA AnNA yKasaHuA logEventld
HOMepa naeHTUdMKaTopa coBbITUA U3
pKypHana AD.
cn2 NaeHTUdUKaTOp COBbITHA. 4627
cn3Label [Mone ucnonbayetca ana logEventType
yKasaHus TMna cobbITUA XypHana
Windows
(Cuctema\besonacHocTb\MNpunoxeHne
MT. A4.).
cn3 Tun cobbiTus xypHana Windows. 4
cs1lLabel Mone ncnonb3yetca AnA ykasaHua endpointld
MaeHTUdUKaTopa KOHEeYHOro
YCTPOMCTBA — MCTOUYHMKA COOLITUA.
cs NaeHTudmKaTop KOHEeUHoro 16535060-5a1a-4€92-8331-239406ec34da
yCTpOMCTBa.
cs2Label Mone ncnonb3yetca AnA ykasaHua endpointName
MMEHU KOHEYHOro
YCTPOMCTBa — UCTOYHMKA COBBLITHA
(UserGate rnnenTa, ceHcopa WMI
uTa.).
cs2 Mma KoHeYHoro ycTpoicTBa. dep.local
cs3Label Mone ncnonb3yetca AnA ykasaHua logLevel
YPOBHA BXXHOCTH COObLITUA B
yprane AD.
cs3 YpOoBEHb BaXXHOCTH COOLITUA. Audit Success




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

cs4lLabel Mone ncnonb3yetca AnAa ykasaHua logCategoryString
Koza kaTeropuun cobbitna (12554
Group Membership, 12544 Logon,
14337 Kerberos Service Ticket
Operations v 14)
cs4 Kateropus cobbiTus. Group Membership
cs5Label Mone ncnonb3yetca AnA ykasaHua logFile
¢danna xyprHana Windows.
cs5 daiin xypHana Windows Security
cs6Label Mone ncnonb3yetca AnA ykasaHua sourceName
MCTOYHMKA 13 xypHana AD.
cs6 McTouHuk n3 xypHana AD. Microsoft-Windows-Security-Auditing

flexString1Label

Mone ucnonb3yeTca AnA ykasaHuA
coaepXaHua coBbITUA U3 XypHana
AD.

insertionString

flexString1 MapameTpbl co6biTHA U3 )ypHana AD ||['S-1-0-0', -, ™', '0x0', 'S-1-5-21-3795870133-5220325-2125745684-1103',
nocrne napcuHra CooBLLEHMS. ‘'user1’, 'DEP’, '0x7a25a21', '3', '1', "1, \\\\n\\t\\t%
{S-1-5-21-3795870133-5220325-2125745684-51 3\\r\n\t\t%{S-1-1-
0PN\ %6{S-1-5-32-544 \\r\n\\\t%{S-1-5-32-555\\r\n\Wt\\t%{S-1-5-32-
545 \r\n\WW%({S-1-5-32-554\r\\n\\\\t %{S-1-5-2}\r\n\t\t%{S-1-5-11}
NN Y%6{S-1-5-1 5 \\r\n\W\Wt%{S-1-5-21-3795870133-5220325-
2125745684-512)\\n\n\\\\t%{S-1-5-21-3795870133-5220325-
2125745684-572)\\n\\\\t%{S-1-5-64-101\r\n\t\t%{S-1-16-12288}']
dopmat ypHana Syslog
Tun nonAa || HasBaHue nonsa OnucaHue Mpumep 3HaueHUn
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||[lpou3soanTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source HassaHwue xypHana. syslog
Name Tun UCTOYHMKA. log




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

Threat Level

YpoBeHb yrposbl.

Moxet NPUHUMATb 3HAYEeHUA:

« 0 — emergencies;

o 1 — alerts;
e 2 — critical;
¢ 3 —errors;

« 4 —warnings;
« 5 — notifications;
« 6 — informational;

e 7 — debugging.

CEF
[pacwmpeHune]

rt Bpems, korga 6b110 NonyyeHo 1701085036026
CcOObITUE: MUIINIUCEKYHABI C 1 AHBapA
1970 rona.

deviceExternalld||Mma, koTopoe oAHO3HAYHO utmcore@ntoorereaeda

naeHTMdULMpyeT YCTPOMCTBO,
reHepvpytoLlee 310 cobbiThe.

msg OnucaHnve cobbiTus. [3603:3603:1128/175000.938565:ERROR:CONSOLE(6)]
"console.assert", source: devtools://devtools/bundled/devtools-
frontend/front_end/panels/console/console.js (6)
cnilabel [Mone ucnonb3yeTtca AnA ykasaHua Facility
TUMNa UCTOYHMKA COOLITUI syslog.
Moapo6Hee o 3HaueHunx syslog facility
cmoTpute B REC 5424.
cni Tun ucTouHnka cobbiThi syslog. 1
Hanpwumep, user-level messages.
cs1lLabel Mone ncnonb3yetca AnAa ykasaHua Hostname
MMEHM YCTPOWCTBA, Ha KOTOPOM
Mpou130LLIo CoBbITHE.
csi MmA koMnbloTepa, Ha KOTOPOM node1
npou130LwLIo coBbITHE.
cs2Label [Mone ucnonb3ayeTtcA AnA ykasaHuA Tag
MPUNOXEHMA, BbI3BaBLLETO COObLITHE.
cs2 Mpunoxexue, Bol3BaBLLee cobbiTHe.  |lorg.gnome.Shell.desktop
cs3Label Mone ncnonb3yetca AnA ykasaHua ProcessID
uaeHTUdUKaTopa npoLecca cobbITHA.
cs3 PID npouecca Bbi3BaBLuero cobuitue. (3036
cs4lLabel Mone ncnonb3yetca AnA ykasaHua Rule
cpabaTbiBaHUA npasuna.
cs4 HassaHue npaeuna, cpabatbiBaHune Example — Allow user-level messages

KOTOPOro Bbi3Basro cobbiTHe.

dopmat mypHana RADIUS



https://datatracker.ietf.org/doc/html/rfc5424

Tun nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHunA

reHepvpytoLLee aT1o cobbiTue.

CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||lpon3BoanTens NpoAyKTa. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version ||Bepcua npoaykra. 7
Source HassaHue xypHana. radius
Name Tun UCTOYHMKA. log
CEF rt Bpewms, koraa 6bin10 nonyyeHo cobbiTue: MunncekyHabl ¢ 1 anBaps |[1701085036026
[pacwmpeHune] 1970 ropa.
deviceExternalld||/vA, koTopoe 0AHO3HAYHO MAEHTUDULMPYET YCTPOMCTBO, utmcore@ntoorereaeda

act Cratyc nonb3oBatens (acct_status_type). start, stop, interim update, accounting-on,
accounting-off

suser Mwma nonb3osartens. Unknown, ecnu nonb3osaTesnb
HEeN3BEeCTEH.

src_ip IP-afpec UCTOYHMKA, OTKyAa MPULLIO COOBLLEHME. 192.168.57.4

dst IP-anpec NAS, aBTOpM30BaBLLErO NOMb30BaTENA. 172.16.1.4

dvc IP-aaapec nonb3osatens (framed ip address). 192.168.57.29

cs1Label Mone ncnonb3yeTcA ANA yKasaHWA rpynnbl, B KOTOPOW COCTOUT user groups

nonb3oBaTerb.
cs1 CTpoKa rpynn B KOTOPbIX COCTOWUT NOMb30BaTeNb. test_group

dopmat wypHana UserID

Tuvn nona HassaHue nonsa OnucaHue Mpumep 3HaveHUn
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||[lpoussoanTtens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source HasBaHwue xypHana. userid
Name Tun UCTOYHMKA. log




Tuvn nona HassaHue nonsa OnucaHue Mpumep 3HaveHUn
CEF rt Bpewms, korga 6b1s10 NonyyeHo cobbiTUe: 1701085036026
[pacumpeHue] munnucekyHael ¢ 1 auBaps 1970 roaa.
deviceExternalld||imA, koTopoe oaHO3HAYHO naeHTUdMULUMPYeT |lutmcore@ntoorereaeda
YCTPOMCTBO, reHepHpytoLLee 3TO COBbITHE.
act [lencTBre, NPUHATOE YyCTPOWCTBOM B login
COOTBETCTBMU C HACTPOEHHbLIMM NONIUTUKAMMU.
reason MpuumnHa, No KOTOPoM BbINo co3aaHo {"user_groups_sids"["S-1-5-21-3795870133-5220325-
coObiTHe. 2125745684-513","S-1-5-21-3795870133-5220325-2125745684-
512",
"user_sid":"S-1-5-21-3795870133-5220325-2125745684-
1103","login":"user1","domain":"DEV","event_id":4624}
suser MmA nonb3osatens. user1 (Unknown, ecnu nonb3osatesib HEU3BECTEH)
src IPv4 nctounuka tpaduka. 10.10.0.11
cs1Label [Mone ucnonb3ayeTtcA AnNA yKasaHuA Rule
cpabatbiBaH1A Npasuna.
csi HassaHue npasuna, cpabateiBaHue kotoporo (|dev.local
BbI3BasI0 COObITUE.

Akcnopt wypHanos B ¢popmate JSON

OnucaHuWe ypHana cobbiTUi

HasBaHue nonsa OnucaHue

Mpumep 3HaueHUn

timestamp Bpemsa nonyuexua cobbiTua B popmare: yyyy- ||2022-05-12T08:11:46.15869Z
mm-ddThh:mm:ssZ.
node MmA, koTopoe 0AHO3HAYHO MAEHTUDULMPYET utmcore@ersthetatica
YCTPOWCTBO, reHepupytoLLee 310 coBbiTHe.
ip_address IPv4-anpec UcTouHMKa COBbITHSA. 192.168.174.134
attributes Letanu cobbitna B popmate JSON. {"rule"{"logrotate":12,"attributes":{"timezone":"Asia/Novosibirsk"},"id":"66f9de9f-
d698-4bec-b3b0-ba65b46d3608","name":"Example log export ftp"}
event_type Tun cobbITuA. logexport_rule_updated

event_severity BaxxHOCTb COObITHSA.

info (MHdopMaLMOHHbIE), warning (npeaynpexaeHus), error (owmnbku), critical
(KPUTHUYHBIE).

event_origin Moaynb, B KOTOPOM MPOM30LLIO COBbITHE.

core

event_component||KOMNOHEHT, B KOTOPOM NPOKU3OLLINO COBbITHE.

console_auth

user Mma nonb3oBaTens.

{"guid":"37333739-3733-3734-3635-366400000000","name":"System","groups":
1

OnucaHue wypHana Be6-gocTtyna




HasBaHue nonsa

OnucaHue

MNpumep 3HauveHuA

timestamp Bpemsa nonyueHnus cobuitua B popmarte: yyyy-mm- ||2022-05-12T08:11:46.15869Z
ddThh:mm:ssZ.
ion MaeHTudmrKaTop ceccuu. a7a3cd49-8232-4f1a-962a-3659af89e96f (ecnu
System: 00000000-0000-0000-0000-000000000000)
node MmA, KoTopoe 0HO3HAYHO MAEHTUDULMPYET utmcore@ersthetatica
YCTPOMCTBO, reHepupytoLLee 310 cobbiTHe.
reasons MpuumnHa, No KOTopoi BbINo co3aaHo cobeiTue, "url_cats":[{"id":39,"name":"Social
Hanpumep, Np1yrMHa 6NOKMPOBKKM cainTa. Networking","threat_level":3}]
proto Mcnonb3yemblit NPOTOKON 4-r0 YPOBHS. TCP
host Mma xocTa. www.google.com
action [leicTere, NPMHATOE YCTPOWCTBOM B COOTBETCTBUM |[block
C HACTPOEHHBIMU NOSTUTUKAMM.
bytes_sent KonunyecTso 6aiToB, nepesaHHbIX B HanpaeneHun  ||52
UCTOYHWUK — HasHaueHue.
bytes_recv KonunuecTBo naxkeToBs, nepeaaHHbix B Hanpasnexdun ||100
Has3HauYeHne — UCTOYHMK.
packets_sent KonunyecTso nakeToBs, nepeAaHHbIX B HanpasnexHun |2
MCTOYHMK — Ha3Ha4eHue.
packets_recv KonunyecTBo 6aiToB, NnepedaHHbIX B HanpaeneHun  ||5
Ha3HauYeHne — UCTOYHMK.
request_method MeToa, ncnonssyemeiii ana aoctyna k URL-aapecy ||GET

(POST, GET n 1.n.).

url Mone conepxut URL-aapec 3anpalumMBaemMoro http://www.secure.com
pecypca ¢ ykasaHWeM WUCrosnb3yemMoro NpoToKona.
media_type Tun KOHTEHTA. application/json

status_code

Koa otBeta HTTP.

302

http_referer

URL wucTtouHuka 3anpoca (pedepep HTTP).

https://www.google.com/

decrypted Mone ykasbiBaeT ObINO N1 coaepkMmoe true, false
pacLmndposaHo.
useragent Useragent nonb3sosatenbckoro 6paysepa. Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:96.0)
Gecko/20100101 Firefox/96.0
application id NaeHTudmMKaTop NpunoxeHus. 20
name HassaHue npunoxenus. Youtube
threat_level ||YpoBeHb yrposbl npunoxeHua. 0



http://www.secure.com
https://www.google.com/

HasBaHue n

ONnA

OnucaHue

Mpumep 3HaueHus

app_protocol||[TpoTokon npuKIaaHoro ypoBHA 1 €ro Bepcua. HTTPV1.1"
url_categories||id MaeHTUdMKaATOP KaTeropuu, K KOTopon otHocutea (39
URL.
threat_level YpoBeHb yrposbl kateropun URL. MoxeT npuHuMaTh 3Ha4YEHUA:
o 1 — 0OueHb HU3KKA.
o 2 — HU3KKN.
o 3 — cpenHui.
o 4 — BBICOKMN.
o 5 — 0ueHb BbICOKMIA.
name HassaHwue kateropuu, kK kotopor otHocutcAa URL. Social Networking
source zone |(guid YHWKanbHbIA MAEHTUPUKATOP 30HBI UCTOYHMKA d0038912-0d8a-4583-a525-e63950b1da47
TpapuKa.
name HasBaHue 30HbI UCTOYHMKA. Trusted
country CTpaHa MCTouHMKa TpaduKa. RU (oToBpaxaeTtca ABYyxOYKBEHHbIH KOA CTpaHbI)
ip IPv4-aapec uctouHuka. 10.10.10.10
port MopT uctouHumka. MoxeT npuHumatb 3HayeHuna ot 0 o 65535.
mac MAC-aapec UcToUYHUKA 01:23:45:67:89:AB
destination zone |(guid YHWKanNbHbIA MAEHTUOUKATOP 30HbI HA3HAUYEHUA 3c0b1253-f069-4060-903b-5fec4f465db0
Tpaduka.
name HasBaHue 30Hbl HasHayeHUa Tpaduka. Untrusted
country CtpaHa HazHaueHus. RU (oToBpaxaeTca AByxOyKBEHHbIN KOA CTpaHbI)
ip IPv4-aapec HazHaueHuA. 192.168.174.134
port MopT HasHayeHuA. MoxeT npuHumatb 3HaueHua ot 0 o 65535.
mac MAC-aapec HasHayeHus. 01:23:45:67:89:AB
rule guid YHUKanbHbIA MAEHTUDMKATOP Npasuna, f93da24d-74f9-4f8c-9e9b-8e6d02346fb4
cpabaTbiBaHie KOTOPOro BbI3BASIO CO3AAHNE
coObITHA.
name HassaHwue npasuna. Default allow
type Tun cpaboTasLuero npasuna.
user guid YHUKaNbHLIN MAEHTUDUKATOP Nosb3oBartens. a7a3cd49-8232-4f1a-962a-3659af89e96f

name

Mma nonb3oBatensa

user_name




HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

groups||guid

YHUKanNbHbIN MAEHTUHUKATOP rPYyNMbl, B KOTOPOH
COCTOWT nosib3oBaTesb.

919878b2-e882-49ed-3331-8ec72¢3c79cb

name

HassaHwue rpynnbl, B KOTOPOW COCTOUT
nonb3oBaTtesb.

Default Group

OnucaHue wypHana DNS

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHUn

AaHHbIX.

timestamp Bpems nonyyexus cobbiTva B popmarte: yyyy-mm- 2022-05-12T08:11:46.15869Z

ddThh:mm:ssZ.
n NaeHTudmMKaTop ceccuu. 00000000-0000-0000-0000-000000000000

node MmA, KOTOpoe 0AHO3HAYHO MAEHTUDULMPYET YCTPOWCTBO, |lutmcore@ntoorereaeda
reHepupytoLee 1o cobbiTHe.

reasons MpuunHa, No KOTOPO# BbINO co3aaHo coBbITHE, {"url_cats":[{"id":37,"name":"Search Engines &
Hanpumep, url Kateropus, Ha KOTopbIX cpaboTano Portals","threat_level":1}]}
npasuno.

proto Mcnonb3yembli NPOTOKON 4-r0 YPOBHA. UDP

host Mma xocTa. google.com

data Mone ncnonb3yeTcA AnA yKkasaHuA nepeaaBaeMbixX {"question":

[{"domain":"google.com","type":"A","class":"IN"}],

"answer":
[{"domain":"google.com","type":"TXT","class":

"IN","ttl":5,"data":"Blocked"},
{"domain":"google.com"”,

"type":"A","class":"IN","ttl":5,"data":"10.10.0.1"}]}

url_categories||id NneHTnodukaTop cpadotasweint URL-kaTeropuu. 37
threat_level YpoBeHb yrpossl cpaboTaBLen KaTeropuu. MoxeT npuHuMaTh 3Ha4YEHUA:
o 1 — OuYeHb HU3KKA.
o 2 — HU3KKN.
o 3 — cpenHui.
o 4 — BBICOKMN.
o 5 — 0uyeHb BbICOKMA.
name HassaHue cpaboTaBLLeit KaTeropuu. Search Engines & Portals
action [leiicTBre, NPMHATOE YCTPOMCTBOM B COOTBETCTBUM C block
HaCTPOEHHbBIMM NOUTUKAMM.
application id MAaeHTUdMKATOP NPUNOXEHUA. 5
name HassaHue npunoxeHnua.
threat_level ||YposeHb yrposbl npunoxeHus. 0




HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

app_protocol||[IpoTokon NpuKIaaHoro ypoBsHs. DNS
source zone |(guid YHWKanNbHbIA MAEHTUdUKATOP 30HBI UCTOYHMKA TpaduKa. |[d0038912-0d8a-4583-a525-e63950b1da4d7
name HasBaHue 30Hbl UICTOYHMKA TpaduKa. Trusted
country HassaHue cTpaHbl UCTOYHMKA. RU (oTo6paxaeTtca AByxOyKBEHHbIH KOA
CTpaHbl)
ip IPv4-aapec uctouHvka Tpadumka. 10.10.10.10
port [MopT “cTOUHMKA. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
mac MAC-aapec UCTOYHMKA. 01:23:45:67:89:AB
destination zone |(guid YHWKanbHbIA MAEHTMdUKATOP 30HbI HA3HaUYeHnUA Tpaduka. ([3c0b1253-f069-4060-903b-5fecdf465db0
name HasBaHue 30HbI Ha3HayeHna Tpaduka. Untrusted
country HasBaHue cTpaHbl Ha3HaYEeHHA. RU (oTo6paxaeTtca AByxOYyKBEHHbIH koA
CTpaHbl)
ip IPv4-aapec HazHaueHHA Tpadvka. 104.19.197.151
port MopT HazHaueHuA MoxeT npuHMmaTh 3HadeHua ot 0 1o
65535. [ina DNS 06bl4HO Mcnonb3yeTca
nopt 53.
mac MAC-aapec HasHayeHua 01:23:45:67:89:AB
rule guid YHUKanbHbIM LAEHTUPUKATOP NpaBuna, cpadatbiBaHue 59e38e06-533a-4771-9664-031c3e8b2e1f
KOTOpOro cosaano cobbiThe.
name HassaHue npaeuna, cpabaTtbiBaHne KOTOPOro BbI3BasIO Rule1
coObiTHe.
Type Tun cpaboTaBLuero npaeuna.
user guid YHUKanbHbIA MAeHTUdMKaTOp nonb3osartend. Ecnu a7a3cd49-8232-4f1a-962a-3659af89e96f
none3osartenb Tna Unknown, To naeHTMdUKATOP:
00000000-0000-0000-0000-000000000000.
name Mma nonb3osartens. user1
groups||guid YHWKanbHbIA nAEHTUdUKATOP rpynnbl, B KOTOPbIX cocTonT |[919878b2-€882-49ed-3331-8ec72c3c79ch
none3osarenb.
name HassaHwue rpynnel, B KOTOPOW COCTOUT NONb3oBaTtesb. Default Group

OnucaHue wypHana TpadpuKa

HassaHue nonfa

OnucaHue

Mpumep 3HaUeHUA




HasBaHue nonna

OnucaHue

Mpumep 3HaueHua

timestamp Bpewms nonyyenus cobeitua B popmarte: yyyy-mm-ddThh:mm:ssZ. ||2022-05-12T08:11:46.15869Z
ion MaeHTndvrkaTop ceccum. a7a3cd49-8232-4f1a-962a-3659af89e96f
(ecnn System: 00000000-0000-0000-0000-
000000000000)
node MmA, KoTopoe 0iHO3HAYHO MAEHTUDULUPYET YCTPOMCTBO, utmcore@ersthetatica
reHepupytoLLee aTo cobbiThe.
proto Mcnonb3yemblit NpoTOKoN 4-ro ypoBHA. TCP wnu UDP
action JleficTBKe, NPMHATOE YCTPOWCTBOM B COOTBETCTBUM C accept
HaCTPOEHHBIMW NOSIUTUKAMM.
bytes_sent Konuuecteo 6aiToB, NnepeaaHHbIX B HaNpaBneHnn UCTOYHUK — 100
HasHaueHue.
bytes_recv Konuuectso 6aitToB, nepesiaHHbIX B HaNpaBneHnn HasHaveHne —  ||6
MCTOYHMK.
packets_recv KonnuecTBo nakeToB, nepeaaHHbIX B HanpasneHnn HasHavyerne — |1
MCTOYHMK.
packets_sent KonunyectBo naxkeToB, nepeaaHHbIX B HanpasneHn UCTOYHUK — 1
HasHaueHwue.
json_data JlonoNHUTENBHBIE AaHHbIE. null
applicationl||id MaeHTudmKaTop NpUIoXKeHUa. 195

threat_level

YpoBEHb Yrpo3bl MPUTOXKEHHA.

MoxeT npUHUMaTb 3HAYEHUA:
o 1 — OYEHb HUBKMIA.
o 2 — HU3KKUN.
o 3 — cpeaHuii.
o 4 — BbICOKWH.

« 5 — oueHb BbICOKMH.

app_protocol [poTOKON NPUKNAAHOro YPOBHS. HTTP
name HassaHue npunoxeHuA. Youtube
source zone guid ||YH1KanbHbIA MAEHTUDUKATOP 30HBI UCTOYHUKA TpaduKa. d0038912-0d8a-4583-a525-e63950b1da47

name||Ha3BaHue 30HbI UICTOYHMKA TpadHKa. Trusted

country HassaHue cTpaHbl UCTOYHMKA. RU (oTo6paxaeTca AByxOyKBEHHbIN KOA

CTpaHhbl)
ip IPv4-aapec nctouHuka tpaduka. 10.10.10.10
port [MopT McTOYHMKA. MoxeT npuHumartb 3HadyeHmna ot 0 Ao 65535.

destination||zone

guid

YHUKanbHbIN MAEHTUPUKATOP 30HbI HA3HAYeHMA TpadpuKa.

3c0b1253-f069-4060-903b-5fec4f465db0




Haaﬂauue nonf OnucaHue Mpumep 3HaueHun
name||Ha3BaHue 30HbI HasHaueHua TpaduKa. Untrusted
country HassaHune cTpaHbl HasHa4YeHus. RU (oTo6paxaeTca AByXOyKBEHHbI Koa
CTpaHbl)
ip IPv4-aapec HasHaueHua Tpaduka. 104.19.197.151
port [MopT Ha3HaueHun MoxeT npuHumarts 3Hadyenmna ot 0 ao 65535.
nat source ip Apec UCTOYHMKA NOCe NnepeHasHavyeHus (eCnm HaCcTPOEHbI 192.168.117.85 (ecnu NAT He HacTpoOeH, TO:
npasuna NAT). "nat":null)
port |[[TopT MCTOYHMKA NOCNe NepeHasHayeHna (EC/M HaCTPOEHbI MoxeT npuHumatb 3Hadyenmna ot 0 ao 65535
npasuna NAT). (ecnn NAT He HacTpoeH, To: "nat":null)
destination||ip AZpec HasHayeHusa nocne nepeHasHayeHus (eCnm HaCcTPOEHbI 64.233.164.198 (ecnn NAT He HacTpoeH, To:
npasuna NAT). "nat":null)
port |[[TopT MCTOYHMKA NOCNe NepeHasHayeHna (eC/iM HaCTPOEHbI MoxeT npuHumartb 3Hayenmna ot 0 ao 65535
npasuna NAT). (ecnin NAT He HacTpoeH, To: "nat":null)
rule guid YHWKanbHbI aeHTUdUKaTOp Npasuna, cpadaTtebiBaHMe KOTOPOro 59e38e06-533a-4771-9664-031c3e8b2e1f
co3zaano cobbiTue.
type Tun npasuna. firewall
name HasBanue npaBuna, cpabartbiBaH1e KOTOPOro Bbi3Basio CoObITHE. Allow trusted to untrusted
user guid YHuKanbHbIM nAeHTUdUKaTop nonb3osartend. Ecnv nonb3osatens  ||a7a3cd49-8232-4f1a-962a-3659af89e96f
Tvuna Unknown, To naentudukatop: 00000000-0000-0000-0000-
000000000000.
name Mma nonbsosarens. Admin
groups guid ||YHUKanbHbIA MAEHTUDUKATOP rPyNMbl, B KOTOPbLIX COCTOUT 919878b2-e882-49ed-3331-8ec72c3c79¢ch
nonb3oBaTerib.
name||HasBaHwue rpynnbl, B KOTOPOW COCTOUT NOMb30BaTENMb. Default Group

OnucaHue wypHana COB

HasBaHue nonna

OnucaHue

MNpumep 3HaueHUun

timestamp Bpema nonyueHnus cobbitna B popmarte: yyyy-mm-ddThh:mm:ssZ. 2022-05-12T08:11:46.15869Z
ion MaeHTudurKaTop ceccuv. a7a3cd49-8232-4f1a-962a-3659af89e96f (ecnu
System: 00000000-0000-0000-0000-
000000000000)
node MmeA, KoTopoe 0AHO3HAYHO MAEHTUDULMPYET YCTPOWCTBO, utmcore@ersthetatica
reHepupytoLLiee 310 cobbiTHe.
proto Mcnonb3yembli TPOTOKON 4-r0 YPOBHA. TCP wnu UDP




HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

action [eicTBre, NPMHATOE YCTPOWCTBOM B COOTBETCTBUM C HACTPOEHHbIMK  ||[accept
NONMUTUKAMM.
bytes_sent KonunuecTBo 6aitToB, NnepesaHHbIX B HANPaBNEHUU UCTOUHUK — 100
HasHaueHwue.
bytes_recv KonunuecTBo 6aiToB, NnepesaHHbIX B HANPaBneHUU HasHaueHne — 6
UCTOYHMK.
packets_sent KonnuecTBo nakeToB, NepeaaHHbIX B HANPaBeHUU UCTOUHUK — 1
HasHayeHwue.
packets_recv KonnuecTBo nakeToB, NepeAaHHbIX B HaNpaB/ieHnn HazHayeHne — 1
UCTOYHMK.
json_data LloNoNHUTENbHbIE AAHHbIE. null
applicationl||id NaeHTudMKaTop NpunoxeHus. 195
threat_level ||YpoBeHb yrpo3bl NpUnoxeHus. MoxeT npuHUMaTh 3Ha4YEHUA:
e 1 — OYeHb HU3KKMNA.
e 2 — HU3KKN.
o 3 — cpeaHui.
e 4 — BbICOKUH.
e 5 — OUYEHb BLICOKMN.
name HassaHue npunoxenus. Youtube
app_protocol |[[TpoToKon NPUKNaAHOro YpoBHA. HTTP
user guid YHWKanbHbIi naeHTuduKkaTop none3osatend. Ecnv nonb3osarens a7a3cd49-8232-4f1a-962a-3659af89e96f
Tuna Unknown, To naeHtudmkatop: 00000000-0000-0000-0000-
000000000000.
name Mma nonb3osarens. Admin
groups||guid ||YHMKanbHbIA AEHTMOUKATOP rPYNMbl, B KOTOPbLIX COCTOUT 919878b2-e882-49ed-3331-8ec72c3c79ch
nonb3oBatenb.
name||HasBaHue rpynmnbl, B KOTOPOW COCTOMUT MONb30BaTENb. Default Group
rule guid YHUKanbHbI MAEHTUdMKATOP NpaBuna, cpabdaTbiBaHke KOTOPOro 59e38e06-533a-4771-9664-031c3e8b2e1f
coszano cobbiTue.
name HassaHue npasuna, cpabaTbiBaH1e KOTOPOro BbI3BasO COObITHE. Allow trusted to untrusted
type Tun cpaboTasLuero npasuna idps
signatures ||id NneHTndUKaTop cpadoTaBLUel CUrHaTypbl. 999999




HasBaLMe nonsa OnucaHue MNpumep 3HayeHunA
threat_level ||YpoBeHb yrposbl cpaboTaBLuei CUrHaTypebl. MoxeT npuHuMaTh 3Ha4YEHUA:
o 1 — OuYeHb HU3KKA.
o 2 — HU3KKN.
o 3 — cpenHui.
o 4 — BbICOKMHI.
o 5 — 0uyeHb BbICOKMA.
name HassaHue cpaboTaBLueit curHaTyphl. BlackSun Test
source zone |(guid |[YHWKanbHbIA AEHTUOUKATOP 30HBI MCTOYHMKA TpaduKa. d0038912-0d8a-4583-a525-e63950b1da47
name|[HasBaHune 30HbI UICTOYHUKA TpaduKa. Trusted
country HasBaHue cTpaHbl UCTOYHMKA. RU (oTobpaxaeTca AByxOyKBEHHbIN KoA
CTpaHsbl)
ip IPv4-aapec nctounuka tpaduka. 10.10.10.10
port [MopT ncTouHMKa. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
mac MAC-aapec UCTOYHMKA. 01:23:45:67:89:AB
destination|[zone ||guid ||YHuKanbHbIM nAEHTUOMKATOP 30HBI HA3HAYEHUA TpaduKa. 3c0b1253-f069-4060-903b-5fec4f465db0
name||HasBaHune 30HbI Ha3HauyeHuA Tpaduka. Untrusted
country HassaHwue cTpaHbl HazHaveHua. RU (oTo6paxaeTtca AByxOyKBEHHbIH KOA
cTpaHbl)
ip IPv4-aapec HasHauyeHuna Tpaduka. 104.19.197.151
port [MopT Has3HayeHuA. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
mac MAC-aapec HasHauyeHus. 01:23:45:67:89:AB

OnucaHuve wypHana Windows Active Directory

HasBaHue nonqa

OnucaHue

Mpumep 3HaueHUnA

timestamp

Bpewms nonyyenus cobbiTua B
dopmarte: yyyy-mm-ddThh:mm:ssZ.

2022-05-12T08:11:46.15869Z

node_name

M, KOTOPOE 0AHO3HAUHO
MAEHTUPULMPYET YCTPOMNCTBO
UserGate, reHepupytoLLiee 3To
cobbiTue.

utmcore@ntoorereaeda

endpoint_id

NaeHTUdUKaTOp KOHEYHOTO
YCTPOWCTBA — MCTOYHMKA COBBITHA.

16535060-5a1a-4e92-8331-239406ec34da

endpoint_name

MMA KoHeYHoro ycTponcTea
— ncTouHMKa cobbiTna (UserGate
KnneHTa, ceHcopa WMI uta.).

dep.local




HasBaHue nonfa

OnucaHue

Mpumep 3HaueHun

user_name Mone «MNonb3osartenb» n3 xyprHana ||useri.dep.local
AD.
log_level Mone «Keywords» n3 xypHana AD. Audit Success

log_category_string

Koa Kateropuu cobbiTua 13 xypHana
AD.

Group Membership

log_file

®ain xypHana Windows.

Security

source_name

Mone «MUcTounnk» us xypHana AD.

Microsoft-Windows-Security-Auditing

data

OnucaHue coBbiTva B xypHane AD.

Group membership information.\r\n\r\nSubject:\r\n\tSecurity 1D:\{\tS-1-0-0\r\n\tAccount
Name:\t\t-\r\n\tAccount Domain:\t\t-\r\n\tLogon ID:\t\t0x0\r\n\r\nLogon
Type:\t\t\t3\rin\r\nNew Logon:\r\n\tSecurity ID:\t\tS-1-5-21-3795870133-5220325-
2125745684-1103\r\n\tAccount Name:\t\tuser1\r\n\tAccount Domain:\t\tDEP\r\n\tLogon
ID:\t\t0x7A25A21\r\n\r\nEvent in sequence:\t\t1 of 1\r\n\r\nGroup
Membership:\\\\AN\t\t%{S-1-5-21-3795870133-5220325-2125745684-513)\r\n\t\t%{S-
1-1-0\N\N\t\t%{S-1-5-32-544\"\n\t\t%{S-1-5-32-555)\r\n\t\t%{S-1-5-32-545\r\n\t\t%{S-
1-5-32-554\N\n\t\t%{S-1-5-2\N\n\t\t%{S-1-5-1 1 \Nn\t\t%{S-1-5-15\r\n\t\t%{S-1-5-21-
3795870133-5220325-2125745684-512)\r\n\t\t%{S-1-5-21-3795870133-5220325-
2125745684-572)\r\n\t\t%{S-1-5-64-10}\r\n\t\t%{S-1-16-12288}\r\n\r\nThe subject fields
indicate the account on the local system which requested the logon. This is most
commonly a service such as the Server service, or a local process such as
Winlogon.exe or Services.exe.\nn\r\nThe logon type field indicates the kind of logon
that occurred. The most common types are 2 (interactive) and 3 (network).\r\n\r\nThe
New Logon fields indicate the account for whom the new logon was created, i.e. the
account that was logged on.\r\n\r\nThis event is generated when the Audit Group
Membership subcategory is configured. The Logon ID field can be used to correlate
this event with the corresponding user logon event as well as to any other security audit
events generated during this logon session.

computer_name Y3en Windows u3 xypHana AD, Ha DC1.dep.local
KOTOPOM NPOU30LLIIO COBLITHE.
insertion_string MapameTpbl cobbiTUA U3 xypHana AD ||['S-1-0-0', -, ', '0x0', 'S-1-5-21-3795870133-5220325-2125745684-1103', 'user1’,

nocne napcuHra coobLyeHus.

'DEP', '0x7a25a21", '3", '1", "1", \\n\t\t%

{S-1-5-21-3795870133-5220325-2125745684-513)\r\n\\t%{S-1-1-0\An\W%{S-1-
5-32-544)\A\N\WM%{S-1-5-32-555)\A\n\\\%%{S- 1-5-32-545 M r\n\\\t%{S-1-5-32-
554MANNZ6{S-1-5- 2\ AN\ %({S-1-5-11}

WANWW%6{S-1-5-1 5 ANNEN%{S-1-5-21-3795870133-5220325-2125745684-
512)\r\n\\t%{S-1-5-21-3795870133-5220325-2125745684-572)\r\n\\t\t%{S-1-5-64-
10MA\NN\%{S-1-16-12288}]

error Koa owwn6ku us xypHana AD, kotopas ||0
npousoLUna npu nosly4YeHUn AaHHbIX.
status OnwucaHve ownbku 3 xypHana AD,
KOTOpaA NPOW30LLa NPU NONyYeHUM
NaHHbIX.
counter_id MaoeHtnuowmkatop cuetumka WMI login_logout
ceHcopa.
log_event_code Mone «Koa cobbiTua» u3 xypHana AD.||4627
log_event_id Mone «MaeHTUpUKaTOp coBbITUA» U3 |[4627

xypHana AD.




HassaHue nonsa OnwucaHue

Mpumep 3HaueHun

log_event_type

Tun cobbiTuit )xypHana Windows
(Cucrema\besonacHocTb\MNpunoxexne
MT. 4.).

OnucaHue wypHana Syslog

HasBaHue nonqa

OnucaHuve

Mpumep 3HaueHns

timestamp

Bpems nonyuennsa cobubiTusa B popmarte:
yyyy-mm-ddThh:mm:ssZ.

2022-05-12T08:11:46.15869Z

node

MmA, koTopoe 0AHO3HaYHO
MAEHTUPULMPYET YCTPOMCTBO,
reHepvpytoLyee aTto cobbiTue.

utmcore@ntoorereaeda

syslog_facility

Tun MCcTOUHMKa coBbITHA Syslog. Hanpumep,
user-level messages.

Moapo6Hee o 3HaueHusx syslog facility
cmoTpuTe B REC 5424 .

—

syslog_severity

YpoBeHb BaXHOCTH COObITUA Syslog.
Hanpumep, warning.

MonpoBHee o 3HaueHusAX syslog
severity cmotpuTe B REC 5424.

computer_name

Mwma ycTpoiicTsa, Ha KOTOPOM MPOU3OLLINO
cobBbiTHe.

node1

app_name MpunoxeHue, Bbi3BaBLLEE COOLITHE. org.gnome.Shell.desktop
process_id PID npouecca, Bbl3BaBLLIEMO COObLITHE. 3036
data OnucaHue cobbITus. [3603:3603:1130/125201.838651:ERROR:CONSOLE(6)] \"console.assert\", source:
devtools://devtools/bundled/devtools-frontend/front_end/panels/console/console.js (6)
rule ||guid YHUKanbHbIN MAEHTUPUKATOP NpaBuna, 16535060-5a1a-4€92-8331-239406ec34da
cpabaTbiBaHWe KOTOPOro CO3Aasno coBbITHE.
name HassaHue npaBuna, cpabatbiBaHue Example — Allow user-level messages
KOTOPOro BbI3BaNo cobbITHe.
type Tun cpadoTasLuero npasuna.

Onucanue wypHana RADIUS

HasBanue
nonsa OnucaHue Mpumep 3HaueHuna
timestamp ||Bpems nonyyexus cobbiTva B popmarte: yyyy-mm-ddThh:mm:ssZ. 2022-05-12T08:11:46.15869Z

node MmA, KOTOpOe 0AHO3HAYHO MAEHTUDULMPYET YCTPOMCTBO, FrEHEPUPYIOLLEE 3TO COBLITHE. utmcore@ntoorereaeda



https://datatracker.ietf.org/doc/html/rfc5424
https://datatracker.ietf.org/doc/html/rfc5424

HasBaHue
nona OnucaHuve

Mpumep 3HaueHun

event_type ||CtaTyc nonb3osatens (acct_status_type).

start, stop, interim update,
accounting-on, accounting-off

action [eWcTene, NPUHATOE YCTPOWCTBOM B COOTBETCTBMU C HACTPOEHHBLIMU NOSIUTUKAMMU. login
src_ip IP-anpec UCTOYHMKA, OTKyAa NPULLIO COOBLEHME. 192.168.57.4
nas_ip IP-anpec NAS, aBTOpM30BaBLLErO NONb30BaTENA. 172.16.1.4

framed_ip ||IP-aapec nonb3oBartens.

192.168.57.29

rule ||guid  ||YHUKanbHbBIA MAEHTUOUKATOP NpaBuna, cpabaTbiBaHUe KOTOPOro Co34ano CoObITHE. 16535060-5a1a-4€92-8331-
239406ec34da
user|(guid  ||YHuKanbHbIM MAeHTUOUKATOP nonb3osatend. Ecnu nons3osarens Tvna Unknown, To 745591¢3-9d21-092d-8db4-
naeHtnduxarop: 00000000-0000-0000-0000-000000000000. 5b9b0000044f
name ||Mma nonb3oBartens. user_name
groups|(HassaHue rpynnbl, B KOTOPOW COCTOUT NONb30BaTENb. test_group

OnucaHuve wypHana UserlD

HasBaHue nonsa OnucaHue

Mpumep 3HaueHns

timestamp Bpems nonyuexua cobbiTua B popmaTte: yyyy-mm-
ddThh:mm:ssZ.

2022-05-12T08:11:46.15869Z

node MmA, KOTOpoe 0AHO3HAYHO MAEHTUDULMPYET
YCTPOWCTBO, reHepupyHoLLiee 3TO COBLITHE.

utmcore@ntoorereaeda

KOTOpPOro cosaano cobbiThe.

reasons MpuumnHa, No KoTopoi BbINo co3aaHo cobbITHUeE. {\"user_groups_sids\":[\"S-1-5-21-3795870133-5220325-2125745684-
513\",\"S-1-5-21-3795870133-5220325-2125745684-512\"\"S-1-5-21-
3795870133-5220325-2125745684-572\"],
\"user_sid\":\"S-1-5-21-3795870133-5220325-2125745684-
1103\"\"login\":\"user1\",\"domain\":\"DEV\"\"event_id\":4624}

action [lencTBre, MPUHATOE YCTPOWCTBOM B COOTBETCTBUU C login

HaCTPOEHHbBIMM NOIUTUKAMM.
src_ip IPv4 uctouHuka cobbITua. 10.10.0.11
rule |[guid YHUKanbHbIA MAEHTUdMKATOP NpaBuna, cpabaTtbiBaHue ([16535060-5a1a-4€92-8331-239406ec34da

nonb3osatenb Tvna Unknown, To naeHTudukaTop:
00000000-0000-0000-0000-000000000000.

name HassaHue npasuna, cpabatsiBaH1e KOTOPOro Bisano |(|dev.local
cobbiTue.
type Tun cpaboTasLuero npaeuna. syslog
user|{|guid YHWKanbHbIA naeHTMdUKaTop nonb3osatend. Ecnu 745591¢3-9d21-092d-8db4-5b9b0000044f

name Mma nonb3oBaTens.

useri




Ha;

3BaHWe nonAa

OnucaHue

Mpumep 3HaueHun

groups

guid (|YHuKanbHbIM nAeHTUPUKATOP rpynnel, B aa218609-8716-9252-df20-88c43a0d0bf6
KOTOPOW COCTOUT NOSb30BaTesb.
name||HassaHue rpynnbl, B KOTOPOK cocTounT nonb3osartens.  ||CN=Domain Users,CN=Users,DC=dev,DC=local
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