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O6wume nonoxenus (Onucaxue)

Product: DCFW
Version: 8.x

UserGate DCFW umeeT BO3MOXHOCTb ynpaBneHus yepes uHtepdeic komaHaHon ctpokn — CLI (Command Line Interface). C nomowybto CLI
aAMUHUCTPATOP MOXET BbINOMHATL KOMaHAbl AMArHOCTUKU U MOHUTOPUHIA, MPOM3BOAMTL HACTPOMKY YCTPOWCTBA, a Takke nepesarpyxartb Unu
BbIKNOYATb YCTPOWCTBO.

CLI nonesHo 1cnonb3oBaTth A58 AMArHOCTUKW CETEBLIX NPOBIEM WK B Cyyae, Koraa AoCTyn K BeO-KOHCOMM yTepsaH, HanpuMep, HEKOPPEKTHO yKasaH
IP-aapec uHTepdeiica nnm owMBOYHO YCTaHOBNEHBI NapaMeTpbl KOHTPONA A0OCTyNa AnA 30HbI, 3anpeLuaroLyue NoaKIoYeHne K BeO-uHTepodeicy.

MoaxntoyeHne k CLI MOXHO BbINONMHUTL Yepes cTanaapTHeIe nopTel VGA/KIaBuatypel (Mpy Hanuuum Takux nopToB Ha o6opyaosaHun DCFW), uepes
nocneaoBaTeNbHbLIN NOPT UK ¢ NoMoLLbLI0 SSH no ceTy.

BH1MmaHue Ecnu ycTpoiCTBO HE NPOLUIO NepBOHaYanbHYH MHULManMsaumio, To ana aoctyna Kk CLI Heo6x0AMMO UCMOMb30BaTh B KAYECTBE UMEHU
nonb3oBaTena Admin, B KauecTBe napona — usergate.

CLI umeeT ABa pexuma paBoTbl — PEXUM AUArHOCTUKM U MOHUTOPUHIE, U PEXUM KOHDUIypaLmu.
B pexume AMarHOCTUKM U MOHMTOPUHIA JOCTYMHbLI KOMaHZbl, NO3BONAOLLME NOCMOTPETH CrieaytoLyee:
o JloCTynHOCTb CeTeBbIX PECYPCOB.
« CTatucTHKy M MHPOPMaLMIo 06 UHTepdeiicax.
« MHudopmaumio o 3anucax ARP.
« [Npoun3BecTn oTCnexuBaHWe NAKeToB MO YCTAHOBIIEHHLIM NpaBuiam.
o MoHuTOpUHT TpaduKa.
« MHdopmauuio o mapLupyTax.
o MOHMTOPUHI COCTOAHKA KNacTepa.
« MonuTopuHr 3abnoknpoaHHex COB IP-aapecos.
o OTOBpaXeHWe cUCTEMHON MHpOPMALUH.
« JlnarHoctuky paboTbl NPOTOKOIO0B AMHAMUYECKOH MapLLPyTU3aLMUH.
o MHdopmaymto 06 aBTOpU30BaHHLIX NONb30BATENNX.
MpurnalieHne KOMaHAHOW CTPOKK B PEXUME ANArHOCTMKM U MOHUTOPHHIa UMEET CrieaytoLuin BUA:
Admin@DCFW>
HacTpoika ycTpoicTBa NPOU3BOANUTCA B PEXUME KOHPUrypaLumu.
InA nepexoaa B peMuM KOHPUrypaLmumn Ucnosb3yeTca KomaHAaa:
Admin@DCFW> configure
Mocne nepexoaa B pexuM KOHOUrypauuu npurialleHie KoMaHAHOW CTPOKW ByAeT BbIrMAAeTh CredyowmnmM 00pasom:
Admin@DCFWi#

[N npocMoTpa NOACKA3KM O TEKYLLIMX BOSMOXHbBIX 3HAYEHWUAX UK AN1F aBTOAONOSHEHNUs KOMaHZ B 060omx pexumax padotsl CLI Heo6xoaumo HaxaTtb
knasuwy Tab. B noackaske MoryT cnonb3oBaThbCA CrieaytoLime BcrnomoraTtesibHble CUMBOSbI:

* — obs3aTtensHoe None B KOMaHAax create v paae ApYrux KOMaHz;
+ — HeobAsaTenbHoe/BapuaTMBHOE NONE;

> — BNIOXXEeHHOe nosie, nocne ero BBeAeHUA I'Ipe,ClbILIyLLlVIﬁ CMUCOK Nnonew cTaHoBUTCA HeAOCTYNHbIM, NnoABNAeTCA HOBBbIW CNUCOK NONen, KOTOpble
MOXHO BBECTHU.

Hanpumep:

Admin@nodename# set network virtual-router default
+ interfaces List of network interfaces attached to this virtual router
> routes List of static network routes

Ana noakntoderus K CLI ¢ Mcnonb3oBaHMEM MOHUTOPA U KaBUaTypbl HE0OX0AUMO BhINOSHUTE CriedytoLme Luaru:

HaumeHoBaHuWe OnwucaHue

Ibug;\;\/ MloAKmIO4HTE MOHWTOP v KnasuaTypy K MoaxntounTe MoHKUTOP K pasbemy VGA(HDMI), knasuatypy k pasbemy USB.




HaumeHoBaHue OnucaHue

Bowitv B CLI, ncnonesya nma n napone nons3osartend ¢ npasamu Full administrator (no

LLar 2. Bowtn B CLI. .
ymonyaxuto Admin).

Jna noakntoyeHna K CLI ¢ ncnonb3oBaHvWem nocreaoBaTenbHOro nopTa Heo6X0AMMO BbINOMHUTL cneaywouime waru:

HaumeHoBaHue OnucaHue

LLar 1. o ) -

MoAKMOUNTLCA K Mcnonbaya cneunanbHblid kabenb 4na nocneaoBaTtesibHOro nopra unu nepexoaHuk USB-Serial, noakmounTb CBOM KOMMLIOTEP K
DCFW.

DCFW.

LLar 2.

3anycTutb TepMMUHan, NO3BONAOLLMIA MOAKTIOUYEHME Yepes nocrieaoBarterbHbl MopT, Hanpumep, Putty ana Windows unm minicom

3anyctutb . o
ana Linux. YctaHoBWTb NoakIoueHne yepes nocneaosaTenbHbIM NOPT, yKasas napameTpbl noakmtoueHna 115200 8ni.

TEPMUHAT.

Lar 3. Boritn B

cLI Bovitu B CLI, ncnonesya nma v napone nons3osarend ¢ npasamu Full administrator (no ymonuaruto Admin).

Ina noaxkntouenus K CLI no ceTn ¢ ucnonb3oBaHWeM npoTokona SSH Heo6X0AMMO BbINOMHUTL cneaywuiune waru:

HaumeHoBaHWe OnucaHue

LLar 1. Paspelumtb
noctyn kK CLI (SSH)  ||PaspewuTtb aoctyn ana npotokona CLI no SSH B HacTpoiikax 30HbI, K KOTOPOI Bbl COOMpPaETECh NOAKHOYATLCA A4S
nA BblBpaHHOM ynpasnenua ¢ nomoLybto CLI. Byaet otkpeiT nopt TCP 2200.

30HbI.

3anyctutb y ceba Ha komnbtoTepe SSH-TepmuHan, Hanpumep, SSH ana Linux wnu Putty ana Windows. YkasaTb B KauecTBe
aapeca aapec DCFW, B kauecTBe nopta noawntouennsa — 2200, B kKa4eCTBE MMEHU NOMb30BaTeNa — UMA Nosb3oBaTensa ¢

LLar 2. 3anyctuTb - ) .
npasamu Full administrator (no ymonuyanuto Admin). na Linux komaHAa Ha NOAKMHOYEHUE AOMKHA BbIrAAETh TaK:

SSH-TepmuHan.
ssh Admin@IPDCFW -p 2200

Lar 3. Boitu B CLI. ||Bovit B CLI, Mcnonb3ya naposb Nonb3oBaTtens, ykasaHHOro Ha npeablayLlem wware.

Mocne yCI'IeLIJHOVI aBTopu3aumu B CLI nonb3oBartens nonagaet B pPexnm AMarHoCTMKM U MOHUTOPUHIAa, NOABNAETCA CTPOKA, OXXuaarollana BBoAa
KOMaHAbl.

ﬂ,ﬂﬂ npocMoTpa AOCTYMHbIX KOMaHA, TEeKYLLUNUX BO3SMOXHbIX 3HAaYeHWM KOMaHAbl UM aBTOAOMOSTHEHMUSA H606X0£WIMO MCNOJSIb30BaTh KnasuLly Tab.
ﬂJ‘IF! OTMEeHbl BBOAA TeKyLL[eVI KOMaHZbl UCNonb3yeTcA covyeTaHue Ctrl + C; AnAa npocMoTpa UCTOPUKU KOMaHA — T, l.
Bce komaHabl MHTepdenca KOMaHAHON CTPOKM MMEIOT CEeAyHOLLYIO CTPYKTYPY:
<action> <level> <filter> <configuration_info>
rae:
<action>: AelcTBUE, KOTOPOE HEOBXOANMO BbIMOSTHUTL.
<level>: ypoBeHb KOHdHUrypaLMK; ypOBHU COOTBETCTBYIOT pasaenam Be6-uHtepgpeiica DCFW.
<filter>: naeHTUdHKaTOp 06bEKTA, K KOTOPOMY NPOUCXOANT OBpaLLleHue.
<configuration_info>: 3HaueH1e NapaMeTpoB, KOTOPbIE HEOOXOAUMO NPUMEHUTL K 06 bEKTY <filters.

CLI noaaepxunBaeT BBOA KOMaHAbI B HECKOMBKO CTPOK (MHOTOCTPOYHLIM BBOA). [inA nepexosa Ha HOBYHO CTPOKY HeoBXxoaAuMMO AobaBuTb "\" B KOHLUE
CTPOKW. HaunHas co BTOpoit cTpoku BBoA "\" Heobs3aTeneH; 4ToObl 3aBEPLUNTL BBOA HEOOXOAUMO BBECTHU OAHY NYCTYIO CTPOKY:

Admin@nodename# set users user example \
... name username1

... enabled on

... groups [ "Default Group" ]

Admin@nodenamett
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