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Hactpoika yctporctea B CLI



HacTpoiika o6Lux napameTpoB ycTporcTea

Product: SWG
Version: 7.5.x
Hactpoika napameTpos pa6oTbl CLI
MapameTpbl paboTbl MHTEPEiica komaHaHoW cTpoku UserGate SWG HacTpauBatoTcaA Ha ypoBHe settings cli.
C NoMOLLibI0 KOMaHZ 3TOr0 YPOBHA Bbl MOXeETE:
« HaCTPOWUTb BUA CUCTEMHOrO npurnawienuna konconu CLI;
« YPOBEHb JeTanvsaunu xypHanvposanua gevcTtsun B CLI;
« YPOBEHb JeTannaalum XXypHanupoBaHua onepaumnii 3KcnopTa u umnopra KoHeourypaumu CLI.

Yr06bI NOCMOTPETH TEKYLLME 3HAYEHWUA NapaMeTpoB paboThl MHTepdeca KOMaHAHOW CTPOKM, UCMOMNb3YIHTe KOMaHAY:
Admin@nodename# show settings cli
MpumMep BbINONHEHUA KOMaHAbI:

Admin@mynode1# show settings cli

log-level s info
transfer-log-level : warning
prompt : Admin@mynode1

HachoﬁKa CUCTEeMHOro npurnaiueHua
JnA HacTpoikK BUAA CUCTEMHOrO npurnatleHna koHconu CLI ucnonbayetca komaHaa:
Admin@nodename# set settings cli custom-prompt <new-custom-prompt>

Bbl MOXETEe MOMEHATL CUCTEMHOE NpurnalueHue B koHconu CLI ¢ ycTaHoBneHHoro no ymonyauuto (Buaa Admin@nodename#) Ha yao6Hoe Bam. Hanpumep, 4Tobbl
NOMEHATb BUA cucTemHoro npurnawenna Ha NodeAABBCC, BbINOMHUTE CReayoLLyto KoMaHay:

Admin@nodenamet# set settings cli custom-prompt NodeAABBCC
NodeAABBCC#

BepHyTb CucTemMHoe npurnalieHue B nepsoHavyasnbHOe COCTOAHME MOXHO C MOMOLLbIO KOMaHAbI:
Admin@nodenamet# set settings cli custom-prompt default
Mp1Mep BbINOMHEHUA KOMaHAbI:

NodeAABBCC#
NodeAABBCC# set settings cli custom-prompt default
Admin@nodename#

HacTtpoiKa ypoBHA AeTanusayuu ypHanuposaHua aericteuin B CLI
YTto6bl 3aAaTb ypOBEHb AETANIM3ALMMU XypHaNMpoBaHna AeicTeuii B CLI ucnonbayeTtca koMaHaa:
Admin@nodenamet# set settings cli log-level
Bbl MOXeTe yCTaHOBMTb Criedytolme YPOBHU AeTannsauymu:

« off — oTKNIOUMTL XXypHanMpoBaHue;

o Error — TOMbKO OLWMBKM;

« warning — OLIMOKK W MPeayNPexaAeHNs;

o info — owubku, NpeaynpexaeH1a 1 AOMNONHUTENbHAA MHPOPMALIUA;

« debug — makcumanbHaA aetanusaumsa.

Xypran koHconu CLI sanucbiBaetca B pain cli.log. daitn goctyneH Ans ckaunBaHUA BMECTE C OCTaslbHbIMU CUCTEMHBLIMU XXypHanamu B Be6-KOHCOMU B pasaene
Hactpoiku - KoHconb anmuHucTpaTopa - YnpasneHue yCTPOMCTBOM -> JluarHocTuUKa .

MpumeyaHnedTa KOMaHAa 3aaeT TOMbKO YPOBEHb AeTann3almnmn xypHanuposaHua aeictanii B CLI M He BNMAET Ha 06K YPOBEHb AeTann3alymm AMarHoCTUHECKUX
CO00LLEHNI cucTeMbI. YTOOLI M3MEHUTL YPOBEHb AeTanu3alnmu AMarHoCTUKM CUCTEMBI, UCMOSb3yiTe KoMaHAay set settings loglevel value B CLI unu HacTponTe
COOTBETCTBYHOLMI NapaMeTp B pasaene Be6-KoHCONM: «HacTpoku» = «KoHCoNb aaAMUHUCTpaTopa» = «YnpaBneHWe YyCTPOUCTBOM» = «[luarHoCTuKa».

I'Ipwmep BbINOSIHEHNA KOMaHAbl:

Admin@mynode1# set settings cli log-level debug
Admin@mynode1# show settings cli

log-level : debug
transfer-log-level : warning
prompt : Admin@mynode1

HacTpoiika ypoBHA geTanusauuu ypHanMpoBaHUa onepauuin akcnopTa U UMNopTa KoHgUrypauuu
YT006bI 3aJaTb ypOBeHb AeTanunsauunmn XypHanmposaHa onepau,wﬁ SKcnopTa n nMmnopTta KOHq)MI’ypaLlMM B CLI “cnonb3yetcA KomaHaa:

Admin@nodename# set settings cli transfer-log-level



Bbl MOXeTe yCTaHOBUTL CrieaytoLne ypoBHU AeTanunsaunm:
« off — oTKNIOUMTL XypHanMpoBaHue;
o error — TONbKO OLIMOKMK;
« warning — OLUMOKK 1 NPeaYNPexaeHus;
« info — owmbkK, NpeaynpexaeHUs v AONOMHUTENbHAA MHbOPMALKA;
« debug — makcumanbHaA aetanusauus.
Mp1Mep BbINOSIHEHNA KOMaHAbI:

Admin@mynode1# set settings cli transfer-log-level debug
Admin@mynode1# show settings cli

log-level : debug
transfer-log-level : debug
prompt : Admin@mynode1

HacTpoika 6a30Bbix NnapaMeTpoB YCTPOWUCTBA

Basosble napamveTpel UserGate SWG HacTpamsatoTca Ha yposHe settings general.
CTpyKTypa KOMaHA AnA HacTPoiKkW 6a30BbIX NapaMeTpoB YCTPOUCTBA:
Admin@nodenamet# set settings general <settings-module> <parameters>

Basosble napameTpbl yCTpoOHCTBa CrpynnupoBaHbl B pasaens.

Pasgen OnucaHue

MapameTpbl KOHCONK yNpaBnerua:

« timezone — vacoBoit nosc, COOTBeTCTBytOU.lVIﬁ BalleMy MeCTONOJIOXEHMUIO. Yacosoi nosc MCNnonb3yeTcAa B pacnucaHuAx, npumMmeHAaeMblX B
npasunax, a Takke A4nA KOPPEKTHOro 0T06pa)KEHVIF| BpemMeHU 1 AaTthbl B OTYEeTax, XXypHanax u 1. n.

« language — A3bIk MHTEpdEica:

o U — PYCCKMH;

o €N — aHrUACK1A.
« webaccess — pexum ayTeHTUdUKaLUK BeG-KOHCONK:
admin- o password — ayTeHTUPHUKALMA N0 UMEHU U NAPOIIO;
console
o cert — ayteHTudwmKauma no X.509-ceptudukary.

« uc-profile — BrIGop NpoduNA NoNbL30BATENLCKUX CEPTUDHKATOB.

« web-ssl-profile — BrIGop Nnpoduna SSL anA nocTpoeHus 3alluLLeHHOro KaHana focTtyna K Beb-koHconu. MoapobHee o npodpunax SSL — B

pasaene «Hactpoika npodunei SSL».

« response-pages-ssl-profile — BbiGop npopuna SSL AnA NOCTPOEHUA 3aLLMLLEHHOMO KaHana Ana 0TOOPaXeHUA CTpaHWL BNIOKMPOBKM AOCTYNA K
Be6-pecypcam 1 CTpaHuLbl aBTopuaaumu captive-noprana. MoapobHee o npodpunax SSL — B pasaene «HacTpoika npodunen SSL».

« api-session-lifetime — BpemA oxuaaHuA ceaHca aAMUHUCTpaTopa B MUHyTax. o UCTeUeHnn 3TOro BpEMEeHU Npu BBOAE KOMaHbI
CLI, ncnonbaytolleit API-BbI30BbI (KOMaHALI CO3AAHNA OGTBEKTOB, U3MEHEHUA NapaMeTPOB, MPOCMOTPa NapamMeTpoB, yAaneHUa 06 LEKTOB UK
napameTpoB), ceccus aiMMHUCTpaTopa ByaeT 3aBeplueHa coobLieHnem Authentication session expired. Restart CLI

MapameTpbl yCTaHOBKM TOYHOTO BPEMEHMU:
« ntp-enabled — BrntoyeHWe n oTKNtOUYEHKE ncnonb3osaHna NTP-cepeepos.
. rimary-ntp-server — HosHoro NTP-cepsepa.
server-time « primary-ntp-server — aapec OCHOBHOIO cepsepa
« second-ntp-server — agpec 3anacHoro NTP-cepsepa.

« time — ycTaHoBKa BpemeHu Ha ycTpoiicTee. Bpemsa ykasbiBaetca B yacoBom nosace UTC B popmate yyyy-mm-ddThh:mm:ss (Hanpumep, 2022-
02-15T12:00:00)
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Paspnen

OnucaHue

modules

HacTpoiika paboTbl MoAynewn ycTpoicTBa:
« proxy-port — ykasaHue HeCTaHAapTHOro HoMepa nopTa, KOTopbli ByAeT UCMob30BaTLCA AMNA NOAKIHYEHNA K BCTPOEHHOMY MPOKCU-CEPBEPY.

« auth-captive — ykasaHue cnyxe6Horo JoMeHa, KoTopblit ByaeT ucnonbsosatbca UserGate SWG npu aBTopu3aymy nonb3oBatenei yepes
captive-nopran.

« logout-captive — ykasaHue cnyxe6Horo AoMeHa, KOTopbld ByAeT Ucnonb3oBaTbeA nosbosatenamu UserGate SWG Ana oKOHYaHUA CECCUM.

« cert-captive — ykasaHue cnyxe6Horo JoMeHa, KoTopbli ByaeT ucnonbsoBateea UserGate SWG npu asTopusaumu nons3osatenei yepes
captive-nopTan ¢ NOMOLLbIO CepTUdUKATOB.

« block-page-domain — ykasaHue cnyxe6Horo AoMeHa, KOTopbIA ByAeT UCNoNb30BaTLCA ANA OTOGPaXKEHUA CTPaHHLbl BNIOKMPOBKM.

« ftp-enabled — BrIOUEHWE MK OTKNIOUYEHME MOAYNA, NO3BONAIOLLEro NonyyaTte AOCTYN K coaepxumomy FTP-cepeepoBs 13 Nonb30BaTeNbCKOro
Gpaysepa.

« ftp-domain — ykasaHue cnyxe6Horo AoMeHa, KoTopblit ByAeT UCMOMNb30BATLCA ANfA NPeJoCcTaBneHna nonb3osartenam cepauca FTP nosepx
HTTP.

« snmp-engine-id — HacTpoika naeHtudukatopa SNMP ycTpoiicTsa:

o length <fixed | dynamic> — anuxa naeHTudukatopa. PukcupoBaHHas (He Gonee 8 6aiiT), TONbKO ANA TMNA text unu AMHamuueckan (He
Gonee 27 GauT).

o type <ip4 | ip6 | mac | text | octets> — popmart naeHtndurkatopa SNMP (IPv4, IPv6, MAC-aapec, TEKCT, OKTEThI).
o value — 3HaueHWe naeHTUdUKaTopa.

terminal-sever-agent — HacTpoiika naponsa Ans NOAKMOYEHUS areHTOB aBTOPU3aALMM TEPMUHAIIBHOTO CepBepa.

« lldp — HacTpoiika ncnonb3oBaHWA NPOTOKONa KaHanbHoro yposHsa Link Layer Discovery Protocol (LLDP), koTopblit No3BonAeT ceteBoMy
obopyaoBaHuto, paboTaroLLemy B NIOKabHOM CETH, OMOBELLaThb YCTPOMCTBA O CBOEM CYLLECTBOBaHWU, NepeAaBatbh MM CBOM XapaKTEPUCTUKHU, &
TawKe Nonyyatb OT HUX aHANOMMUHYO MHPOpMaLKio. MK HACTPOWKE HEOBXOANUMO 3aAaTh 3HAUEHUA:

o transmit-delay — 3afepxka nepeaauu. YkasoiBaeTcs BpeMs OXWAaHUA YCTPOWCTBA Nepea OTNpaBKoi 0ObABNEHUI coceaam nocne
n3mMeHeHus TLV B npoTokone LLDP unu cocTosHUA NoKanbHOWM CUCTEMbI, HANPUMEP MOCTE USMEHEHWUS UMEHU y3na Unu aapeca
ynpasnexua. MoxeT npuHumaTth 3HaveHna oT 1 1o 3600. YkasbiBaeTcA B CeKyHAaXx.

o transmit-hold — 3HaueHne MynbTUNNMKaTOpa yaepxaHua. NponsseaeHne 3HaveHui transmit-delay v transmit-hold onpeaenset Bpems
#u3Hu (TTL) naketos LLDP. MoxeT npuHumarthk 3Hauyenusa ot 1 ao 100

cache

MapameTpbl K3LLMPOBAHUA NPOKCH-CEPBEPA:
« caching-mode — BKOUEHWE UMK OTKITIOYEHWUE PEXMMA KILLMPOBAHKA.
« exclusions — cnucok URL, koTopble He ByayT KalLuMpoBaTbCA. [NA yAANEHUA UCKIIOUYEHNI UCNIONb3YHTE KOMaHAY:
Admin@nodename# delete settings general cache exclusions [ <URL> ]
« max-cacheable-size — makcMManbHbIi pasmep 00bEKTOB, KoTopble ByayT kalumposaTbes (MB).

« ram-size: pasmep onepaTMBHON NaMATH, OTBEAEHHbIN NOA KalmuposaHue (MB)

log-analyzer

MapameTpbl Moayna céopa CTaTUCTUKK:

« use-local-stat-server — ucnonb3oBaH1e NOKaNbHOM CNYXGbl XypPHANTMPOBAHUA




Paspnen

OnucaHue

proxy-portal

MapameTpbl NpeaocTaBneHnsa A0CTyna K BHYTPEHHUM pecypcam KOMMaH1u ¢ NoMoLLbio Be6-nopTana:

« enabled — BK/IIOUEHUE WM OTKITIOYEHME UCMONb30BaHMA BeB-nopTana.

« hostname — um#A y3na, KoTopoe Nonb3oBaTENM AOMKHbBI UCMOMNb30BaTh, YTOBLI NOAKMIOYATLCA K CepBUCY Be6-nopTana.
« port— nopt TCP, koTopbIi ByAeT UCNONb30BaThCA CEPBMCOM BEG-NopTana.

« auth-profile — ykasaHve npopuna ayTeHTUdMKaLuK, KOTopbIM ByAeT UCNoNb3oBaThCA ANA ayTeHTUdMKALKUK Nonb3oBaTenen,
noAkoyaroLmxca K Beé-noptany. MNMoapobHee o HACTPoiiKe Npodunei ayTeHTUdPUKaLUK ¢ ucnonb3oBaHnem CLI — B pasaene «Hactpoiika

npodunen ayreHTUuduKaLmumn».
« auth-template — BbIGop WabnoHa cTpaHuLbl ayTEHTUDUKALUK.
« portal-template — BeIGop wabnoHa Be6-nopTana, KoTopkli ByAeT UCTIoNb30BATLCA ANA 0TOOPAXKEHUA PECypcoB, AOCTYMHLIX Yepes BeG-nopTar.
« enable-ldap — BbIGop AomeHa AD unu LDAP Ha cTpaHuue ayTeHTUudUKaymu:
o ON — MOKasbIBaTb;
o off — He nokasbiBaTh.
« use-captcha — nokasbiBaTh Ha CTpaHuue ayTeHTUdUKaLuu Beb-noptana Koa And BBoAa Nofb3oBatenem:
o ON — rNnoKasbliBaTb,
o off — He nokasbiBaTh.

« ssl-profile — BbiGop npoduna SSL anA NocTpoeHus 3alyLLEHHOro kaHana anA oTo6paxeHusa Bed-noptana. Moapo6Hee o HacTpoiike
npodwunen ayteHTuduKauum ¢ ucnono3osannem CLI — B pasaene «Hactpoiika npodunen SSL».

« certificate — BbIGOp cepTUdHUKaTa, KOTopbI ByAeT ucnonb3oBaTbea ANna cosdaaHua HTTPS-coeanHeHus.

« auth-mode — BbIGOp MeToAa ayTEHTUDUKALMUM:
o aaa — ayTeHTMdUKaLMA Yepes NTOrMH 1 Naposib NoKanbHbIX Nob3oBaTtenei unu ayTeHTudukauva nonsaosarenen Ha AAA-cepsepe;
o pki — ayTeHTUdHMKauua nocpeacTsom X.509-cepTuduKaTos.

« user-cert-profile — BbI6Op NPodUNA NOSIL30BATENLCKUX CEPTUPUKATOB NPU Ay TEHTUPUKALIMM MOCPEACTBOM CEPTUPUKATOB

pcap

HacTpoiika 3axsarta nakeTos.
KomaHaa ana HacTpoiku:
Admin@nodename# set settings general pcap packet-capture-mode <parameters>
MapameTpbi:
« no-capture — 6e3 3axsarta;
« one-packet — oAuH nakxer;
¢ previous — npeawecTBYyIOLLME NaKeThl;
« previous-and-following — npeallecTsyoLMe 1 NOCneayoLiMe NakeTbl:
o previous-packets — KonuuecTBo NpeaLlecTBytoLLMX NakeToB (0T 4 Ao 30 nakeToB);

o following-packets — konuuecTBo nocneaytoLnx naketos (ot 2 Ao 15 nakeTos)

change-
tracker

HacTtpofiika yueta u3mMeHeH1in napameTpoB yCTporcTBa:
« enabled — BKITIOYEHME MM OTKIIOYEHWE yyYeTa U3MEHEHUI NapaMeTpoB.

« event-tracker-types — TUMbl U3MEHEHUI (HAaNPUMEP, MPUKa3, pernameHTHble paboTsl U T. A.). [nA yaaneHus TMna u3MeHeH!A UConb3yeTca
KomaHAaa:

Admin@nodename# delete settings general change-tracker event-tracker-types [ typet ... ]

management-
center

Hactpoiika areHta UserGate Management Center.

KomaHpa Ana HacTpoiku:

Admin@nodename# set settings general management-center <parameters>
MapameTpbi:

« enabled — BrItoYeHne unu oTkoueHne areHta UserGate Management Center;
« mc-address — aapec cepepa UserGate Management Center;

« device-code — yHWKasbHbIM KOA YCTPOWCTBA AnA noakntoueHnna yctpoincTea k UserGate Management Center
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Pasnen OnucaHue

HacTpoiika pacnucaHua ckauMBaH1a 0BHOBNEHUI NPorpamMMHoOro obecrneyerna U BUBNMoTek.
PacnucaHnue ans 06HOBNEHUS NPOrpaMMHOro 06eCneyeHna 3a8aeTCa KOMaHIOM:
Admin@nodename# set settings general updates-schedule software schedule <schedule|disabled>
EAvHoe pacnucaHue Ans ckauMBaHWA 0O6HOBIIEHMI BUGNMOTEK 3aaaeTcA KOMaHAOoM:
Admin@nodename# set settings general updates-schedule all-libraries schedule <schedule|disabled>
Pacnucaxuve ANA CKayuBaHUA OéHOBJ‘IeHMVI OTAENbHbIX 6M6ﬂMOTeK 3ajaetcA KOMaH,ClOﬁZ

Admin@nodename## set settings general updates-schedule libraries [ lib-module ... ] schedule <schedule/disabled>

updates-

schedule Bpemna 3apaetca B crontab-¢popmate: <MuHyThI: 0-59> <uackl: 0-23> <aHn mecAua: 1-31> <mecaubl: 1-12> <anu Heaenu: 0-6, rae 0 — BOCKpeceHbe>.

Kaxxaoe 13 nonei MoxeT BbITb 3aAaHO CreayoLLMM 06pasoMm:

« 3Besgouka (*) — AnA BbiGopa Bcex 3HaueHuin. Hanpumvep, B none AnA BBoAa YacoB CUMBOS 03HAYAET, YTO NpoBepKa
06HOBNEHWA NPOrPaMMHOT0 oBecneyeHns LOMKHA BbINOMHATLCA KAXKAbIA Yac.

« Jeodwuc (-) — ana ykasaHvs AvanasoHa 3HauyeHwWi.
« 3ansaTad (,) — B KauecTBe pasaenuTens 3HaueHui.

« Kocas yepra (/) — AnA ykasaHua wara Mmexay 3HauyeHWAMN.

KomaHaa ana npocmoTpa pacnucanns 0GHOBIEHWN:

Admin@nodename# show settings general updates-schedule

HacTpoiika napameTpoBs nepeaayn MeTpuK TeneMeTpuu.

metrics- « enabled — BKIIOYEHUE MK BLIKNKOYEHWE OTNPaBKKM METPUK TenemeTpum. Mo ymonyaHuio oTnpaska MeTPpUK TeneMeTpumn BrIoYeHa.

collection
« masking-sensitive-data — mMackMpoBaHWe YyBCTBUTENbHbLIX AaHHbIX B OTNPaBNAEMbIX MeTpUKax. K 4yBCTBUTENbHBIM AaHHBIM OTHOCATCA |P-

aapeca, MAC-aapeca, URL, aapeca an. nouTsl 1 T. 4. [0 yMon4YaHUio MackupoBaH1e YyBCTBUTENbHBIX AAHHBIX OTKITOYEHO.

YHpaBHEHVIe noaxkno4YaeMmbiMU MoAyNAMU

YnpaBneHue noaxtoyaemMeiMi MoaynamK ycTpoicTsa B CLI BeinonHAeTCA Ha yposHe settings device.
JinA ynpasneHna MOAYNAMKU UCNONb3yeTCA KoMaHAa:

Admin@nodename# set settings device <parameters>

Ykaxute napamMeTpbl KOMaHAbl.

Mapametp OnucaHue

BruitoueHre unu oTrtoueHue 3arpysku Moayna SIP; Moaynb Heo6x0AMMO BKOYATh AMA COMOCTABIEHUA CUrHANIbHOrO COEAMHEHUA U COEAMHEHMA
nepeAayu AaHHbIX B ciyyae ucnonbsosanua NAT:

Admin@nodenamet# set settings device sip enabled

. on;
« off.
sip Mo ymonyaHuio Moay b BbIrPYXeEH.
JinA paspelueHna nepesayn Meana-Tpapuka HanpaMyro Mexay KOHeUYHbIMKU yHacTHUKamK pasrosopa:
Admin@nodename# set settings device sip direct-media
. on;
o off
BawHo!lNocne BrtoueHnsa Ana KOPPEKTHOW paboTbl MOAYA HeoBX0AMMO nepesarpy3uTb TabnuLy NpaBKUi MEXCETEBOro 3KpaHa (HaxaTtb
«[IpMHYAMTENbHO NPUMEHNUTL>» B pasaene «[onnTukn cetn» = «MexceTeBon aKpaH»).
BkntoyeHne unu oTkitoueHne 3arpysku Moayna h323; moaynb HeO6XOAUMO BKItOYATb AS1A COMNOCTaBIIEHNUA CUrHANIbHOrO COEAMHEHNA U COEAUHEHUA
nepeaayn AaHHbIX B cnyyae ucnonbsosanua NAT:
h323 © o
« off.

Mo ymonuaHuio Moy b BbIrPYXeH




Mapametp OnucaHue

BrntoueHne unu oTkntoueHue 3arpysku moayna SunRPC:

e On;
sunrpc
o off.

Mo ymonuaHuio Moaynb BbIrPYXeH

BkntoueHne unum oTkitoueHne 3arpysku Moayna FTP; Moaynb Heo6X0AMMO BrtoYaTh AS1A CONOCTaBIIEHNA CUrHAIbHOrO COEAMHEHUA U COEAUHEHUS
nepeaayun AaHHbIX B cyyae ucnonb3osaHuna NAT:

. on;
ftp-alg . off
BamHo!Moaynb Hy)XHO BKtOYaTh AN1A NacCUMBHOTO pexuma padoTtsl FTP.

Mo ymonuaHuio Moaynb BbIrPYXeH

Mcnonbaosanue noanucy IPsec Authentication Header ana cnyxe6Hbix naketoB VRRP B knactepe 0Tka3oycToiuMBOCTH:
auth-type « ah — BKtOYEHME NoANUCH;

« pass — OTK/HOUEHHUE NPOBEPKM

BrutoueHne unu oTknoueHne 6HOKMPOBKVI NakeToB C HEKOPPEKTHbIM HaéOpOM napamMeTpoB B NONAX 3aroyfioBKa:

e On;
fw-drop-
invalid o Off.

Mo ymonuaHu1io HacTpoika HaxoAUTCA B BLIK/TIOUYEHHOM COCTOAHMU. BrtoueHWe AaHHOM OnuMK CyLLIECTBEHHO NOHWXaeT NPOU3BOANTENBHOCTL
MEXCEeTEBOro 3KpaHa; PEKOMEHAYeTCA OCTaBUTb AaHHYHO HACTPOMKY BbIKITIOUEHHOM

BrtoueHne unu oTKNoUYEeHUe co3aaHnsa 04HOro 06Luero npaBuna MexceTeBoro 3kpaHa anAa OépaTHbIX naKkeToB:

fw- . Oon;

established . off

Mo ymMmon4yaHuo HaCTpOI7IKa BbIK/THO4EeHa

Brntouerue nnum oTkoueHne onTUMU3aL MM MHCNeKTMpoBaHua SSL:
. on;

bypass- « off.

optimization||mp grniouéHHOM napameTpe bypass-optimization AnA CHIKEHMA HArPy3KK Ha NPOKCH-CEpBEp MHCNEKUMA SSL He ByAeT NPOUCXOANTb, €CIIU Ha y3ne
HET 3anpeLuatoLmx npasun MHenekTuposaHua SSL. Mpu 3ToM B xypHane Be6-A0CTyna Npu BKIOYEHHON OMLMM XypHaNMpoBaHus ByaeT
NpWCYTCTBOBATL TOMBKO UHBOPMaLMA ypoBHen L3/L4.

Mo YMO4aHuo HaCTpOﬁKa BbIK/lO4EeHa

KomaHaa aAna npocmMoTpa TekyLMxX napameTpos:

Admin@nodename# show settings device

HacTtpoiika ynpaBsieH1A yCTPOMNCTBOM

HacTpouKka aMarHocTUK1

B 3TOM pasaene Bbl MOXeTe ynpasnaTh NapamMmeTpamMy AMarHOCTUKW YCTPOMCTBA, HEOOXOAUMBIMU CITY)KOE TEXHUUECKON MOAACPIKKM AMA PELUEHUS BOSMOXKHbIX
npo6nem.

MNapameTpbl AMarHOCTMKK 3aat0TCA Ha ypoBHe settings loglevel.
C nomoLLbto crieaytoLLei KoMaH/bl Bbl MOXETE YCTaHOBUTb HEOBXOAMMBIV YPOBEHb AeTann3aln XypHanMpoBaHWA COBbITHI:
Admin@nodename# set settings loglevel value <off | error | warning | info | debug>

« off — BeaeHne xypHanoB AMArHOCTMKN OTKIHOYEHO;

o EITOr — XypPHaNMPOBATh TOMBKO OLIMOKM;

« Wwarning — XypHanupoBaTb TOSTbKO OLUMOKK 1 NPeaynpexaeHUs;

« info — xypHanupoBaTb TOMbLKO OLUIMOKM, MPEAYNPEXAEHUA U [OMOMHUTENBHYIO MH(OPMALIMIO;

« debug — xypHanupoBaTb BCE BO3MOXHble COObITUA.

Mpw XypHanMpoBaHuu Ha ypoBHAX warning, info n debug mMoxeT cHuxaTbcA nponssBoanTenbHocTb UserGate SWG, noatoMy pexoMeHAyeTcA ycTaHaBnvMBaTb YPOBHU
error unu off, ecnu TexHuyeckon noaaepxkoi UserGate He 6bino NPeanoxeHo WHoe.



JInA npocmoTpa COCTOAHMA YPOBHA AeTannsali AMarHoCTUKM UCMOMb3yeTCA KoMaHaa:
Admin@nodename# show settings loglevel

JInA BKAOYEHUA UM OTKIIOYEHMA yAaNIeHHOro NOMOLLHKMKA (radmin) UCMonb3yeTcA KoMaHaa:
Admin@nodename# set settings radmin enabled <on | off>

Jina npocmoTpa COCTOAHNUA yAaNeHHOro NOMOLLHMKA MCNOMNb3yeTca KoMaHaa:

Admin@nodename# show settings radmin

Pexum emergency
Ecnv npousoLuen c6oii B paboTte Aapa UserGate SWG, MoxeT nponacTb BO3MOXHOCTb aBTopuaauuu B CLI. [nsa aktvBauuu yaaneHHoro noMOLLHUKA B TaKUX Criyyanx
aAMUHUCTpaTop MoxeT 3aiTi B CLI B pexxvme emergency nosl yHeTHOM 3an1cbio KOPHEBOrO aAMMHUCTPaTOpa, KoTopas Bbina codaaHa npu uHuumanusauumn UserGate

SWG. O6bluHO 3T0 yyeTHas 3anuck Admin. ina Bxoaa Heo6xoauMo ykasate uMa B Buae Admin@emergency, B Ka4eCTBe Naposns — Naposib KOPHEBOTO
aAMUHWCTpaTopa.

KomaHnaa Bxoaa B pexxum emergency CLI BeIraanT cneaytolum obpasom:
ssh Admin@emergency@<SWG_IP> -p 2200
KomaHaa BKIHOYEeHUA 1 OTKIIOYEHMA YAaneHHoro A0cTyna K cepeepy ANA TeXHUYECKOW NOAAEPKKM B PEXUMeE emergency:
Admin@emergency@SWG# set radmin-emergency enabled <on | off> <parameters>
B KomaHAe yKasblBatoTCA CrieaytoLime ceTeBble napameTpsbl:
« interface — HasBaHuWe UHTEPPENCa;
« ip-addr — IP-afapec nHTepdenca;
« gateway-address — IP-aapec wnto3a.
B pexxMme emergency AoCTynHa KoMaHAa Bo3Bparta yCTPOWCTBa B NepBOHaYanbHOE COCTOAHME:!
Admin@emergency@SWG# execute factory-reset

Bce AaHHble 1 napameTpbl OyAyT yTepsaHbl. Bepcua MO He M3MEHWUTCA: COXPaHUTCA BEPCHA, akTyarnbHaa Ha MOMEHT 3anycka KOMaHAbI.

HacTpoika nonyueHua o6HOBREHUNH

B aTOM pasaene Bbl MOXeTe YCTaHOBUTb KaHas NonyyeHns 0GHOBNEHWI Ana yCTpoicTBa (CTabunbHble Bepcuu unu Geta-Bepcui).
KaHan o6HoBeHui yCTaHaBnMBaeTCcA C NOMOLLbIHO KOMaHAbI:

Admin@nodename# set settings device-mgmt updates-channel <stable | beta>

Jins npocmoTpa Hanuuusa 06HOBNEHHI 1 BbIGPaHHOTO KaHana 0GHOBNEHUA UCMOMNb3YeTCA KoMaHAa:

Admin@nodename# show settings device-mgmt updates-channel

anaBneHMe pe3epBHbIM KONMUpOBaHUEM

Mpasuna pe3epBHOro KONMPOBaHMA CO3AAtOTCA Ha ypoBHe settings device-mgmt.

Jina cozpaHuA npasuna pe3epBHOro KOMMPOBAHWA U BbIrPY3KkK daiinos Ha BHelwHWe cepsepbl (FTP/SSH) ucnonbsyetca komanaa:
Admin@nodename## create settings device-mgmt settings-backup <parameters>

MapameTpbl NpaBun pe3epBHOMO KOMUPOBAHHUA.

MapameTtp OnucaHune

enabled |[BkntoueHue unu OTKIIOUYEHWE NpaBuna Co3AaHNA pe3epBHOM KOMMK YCTPOCTBA

name HassaHune npasunia pe3epBHOro KONMpoBaHUA

description||OnucaHne npasnna pe3epBHOro KONMpPoBaHKa

Bri6op TMna yaaneHHoro cepeepa A aKcrnopTa Gpaisnos:
type e ssh;
. ftp

address |||IP-aapec ynaneHHoro cepsepa

port MopT cepsepa

login YueTHas 3anncb Ha yaaneHHOM cepBepe




MapameTp OnucaHue

password |([[Taponb y4yeTHon 3anucu

path lMyTb Ha cepBepe, Kyaa ByayT BbIrPYXeHb! pannbl

PacnucaHune akcnopta ¢annos pe3epBHbIX KOMWMA.
Bpewma 3anaetca B crontab-¢popmarte: <MuHyThI: 0-59> <yackl: 0-23> <aHn mecAua: 1-31> <mecaubl: 1-12> <ann Heaenu: 0-6, rae 0 — BoCKpeceHbe>.
Kaxxzoe 13 noneit MoxeT BbITb 3a4aHO CreayoLM 06pasom:

« 3Be3fouka (*) — ana Buibopa BCex 3HadeHuin. Hanpumep, B none Ans BBOAA YaCOB CMMBOM 03HAYAET, YTO PE3EPBHOE KOMUPOBAHME AOMMKHO
BbINOSTHATLCA KaXAbIW Yac.

schedule
o Jlepuc (-) — Ana ykasaHua amanasoHa 3HaYeHWn.
« 3anAaTan (,) — B KauyecTBe pasaenuTens 3HauYeHun.

« Kocan uepra (/) — AnA ykasaHua wara Mexay 3HavyeHnAMM

JInA M3MEeHEHNA CyLLECTBYIOLLEro Npasuia pPe3epBHOro KOMMPOBAHMA UCMOMb3YeTCA KoMaHaa:

Admin@nodename# set settings device-mgmt settings-backup <rule-name>

Cru1coK napameTpoB, AOCTYMHbIX ANA UBMEHEHUA, aHANOrMYEH CMUCKY NapamMmeTpoB, AOCTYMHbLIX NPW CO3AaHUK Npasuna.
,D.I'IH yAaneHua npaesuna pe3epBHOro KoNMpoBaHWA UCMNOJSIb3yeTCA KoMaHaa:

Admin@nodename# delete settings device-mgmt settings-backup <rule-name>

Jna npocmoTpa napameTpoB npasuniia pe3epBHOro KONMPOBAHUA UCMOMb3yeTCA KoMaHAaa:

Admin@nodename# show settings device-mgmt settings-backup <rule-name>

JinA KomaHA M3MeHeHUa, yAaneHua nnu 0T06pa)KeHVIF| npaBu/ B KaYecTBe naeHTUdUKaTopa npasuia MOXHO MCNOMb30BaTh HE TONBKO Ha3BaHWe, HO U Apyrue
3aJaHHble B npaBuie napamMmeTpbl (CM. CMUCOK NapamMeTpoB B Taénnge BbllLg).

3KcnopT napameTpos

Co3saaHune 1 HacTpoViKa NpaBun 3KcnopTa napaMeTpoB YCTPOMCTBA NPOMCXOAMNT Ha ypoBHe settings device-mgmt settings-export.
JinAa cozpaHuA npasuna SKcnopTa napameTpoB UCMOMb3yeTCA KOMaHAa:

Admin@nodename# create settings device-mgmt settings-export ( <parameters> )

MapameTpbl npaeuna aKkcnopra.

MapameTtp OnucaHue

enabled ||BkntoueHne unu OTKIIOYEHWE NpaBuma 9KCnopTa napameTpoB yCTPOMCTBa

name HasBaHue npasuna axkcnoprta

description||Onncanne npasuna akcnoprta

Tun ynaneHHoro cepeepa AnA 3KCNopTa napameTpos:
type s ssh;
. ftp

address ||IP-anpec yaaneHHoro cepsepa

port MopT cepeepa

login YueTHas 3anucb Ha yaarieHHOM CepBepe

password |([[Taponb y4eTHOI 3an1cu Ha yaaneHHoM cepeepe

path MyTb Ha cepBepe, Kyaa ByAyT BbIFPYXeHbl NapameTpbl




MapameTp OnucaHue

Pacnucanune akcnopTa napameTpos.
Bpewma 3anaetca B crontab-¢popmarte: <MuHyThI: 0-59> <yacel: 0-23> <aHn mecAua: 1-31> <mecaubl: 1-12> <anu Heaenu: 0-6, rae 0 — BoCKpeceHbe>.
Kaxaoe 13 nonei Moxet ObITb 3a4aHO CreAyHoLLUM 06pasom:

schedule » 3Besfouka (*) — and Buibopa Bcex 3HaueHuit. Hanpumvep, B none AnA BBoAA YAaCOB CUMBOM 03HAYAET, YTO Pe3ePBHOE KOMMPOBAHUE AOSKHO
BbINOMHATLCA KaXAbIA Yac.

o Jledpuc (-) — Ana ykasaHua AnanasoHa 3HaYeHu.
« 3anAaTan (,) — B KauyecTBe pasaenuTens 3Ha4yeHun.

« Kocan uepra (/) — AnA ykasaHua wara Mexay 3HaveH1aAMM

JinA n3MeHeHUA CyLLecTBYIOLLEro NpaBunia 3KCnopTa napamMeTpoB YCTPOMCTBA UCMOMNb3yeTcA KoMaHaa:
Admin@nodename# set settings device-mgmt settings-export <rule-name>

Cny1coK napameTpoB, AOCTYMHbIX ANA U3BMEHEHWA, aHAaNOrMYeH CNUCKy napameTpoB, AOCTYMHbLIX NPKU CO3AaHUM NpaBuna.
Jna ynanexua npasuna dKCnopTa napameTpoB UCMOSb3yeTCA KoMaHaa:

Admin@nodename# delete settings device-mgmt settings-export <rule-name>

ﬂ]‘lﬂ npocMoTpa napameTpoB npasusia dKCNoOpPTa UCNONb3yeTCcA KoMaHaa:

Admin@nodename# show settings device-mgmt settings-export <rule-name>

JinA KomaHA N3MeHeHuA, yAaneHua nnu 0T06pa)KeHVIF| npaBui B Ka4ecTBe naeHTUudUKaTopa npasuia MOXHO MCNOMb3oBaTh HE TONBKO Ha3BaHWe, HO U Apyrue
3aJaHHble B CylleCTBYyHOLeM npasusie napamMmeTpbl (CM. CNUCOK NapamMeTpoB B TﬁéJ‘IMI:Ie BbllLE).

HacTpoiKa 3awuTbl KOHPUTypayum oT U3SMEHEHUH

JInA HacTPOWKKU NapameTpoB 3aLLUTbl KOHDUrypaLmMK YCTPOHCTBA OT M3BMEHEHUA UCMOSMb3YETCA KOMaHAa:
Admin@nodename# set settings change-control config <off | log | block>

MpoBepka LeNI0CTHOCTH KOHMUIypaL MU NPOMCXOANT Kaable HECKONbKO MUHYT nocne 3arpy3kn UserGate SWG.

» log — aKkTMBaLMA pexuMa OTCNeXnBaHNA U3MEHEHUI KoHdUrypaumu. Mpu obHapyxeHun nameHenuin UserGate SWG sanucbiBaeT MHdOpMAaLMio 0 daxTe
M3MEHEHMA B XypHan cobbiTuit. HeobxoanMmo 3asath naposib, KOTOPLIK NOTPEBYeTCA B Criyyae N3MEHEHUA PEXMMA OTCIIEXMUBAHUA.

« off — oTK/IIOUEHHE peXrMa OTCIIEXMBAHUA U3MEHEHUI KOHPUrypaLmMn. Heo6xoaumo yKasaTb naposib, KOTOpbIi Bbinl 3a4aH NpU akTUBaLMK Pexuva
OTCNEeXMBaHNA KOHPUrypaLum.

« block — axkTMBaLMA pexuma oTCrexBaHNA U3MEHeHUI koHdurypaumn. HeoBxoanmo 3aaatb naposb, KOTOpbIi NoTpedyeTcA B Cryyae U3MEHEHUA pexuma
oTcnexuBanua. MNpu obHapyxeHn nameHennin UserGate SWG 3anuceiBaeT MHdOPMaLMIO 0 GpaKTe 3MEHEHUA B )KypHan coBbITUI 1 co3aaeT BrokupytoLLee
MpaBKII0 MEXCETEBOro dKpaHa, 3anpeLyatoLlee no6oi TPaH3UTHBIA TpapuK.

Mepen akTMBaLMei 3awmThl KOHPUrypaLuum aAMUHUCTPATOP NPOU3BOAMUT HACTPOMKY YCTPOWCTBA B COOTBETCTBUM C TPEBOBaHWAMM OpraHusaLluu, nocne Yero
3aluLlaeT napameTpbl OT U3MEHEHMI (pexim log unu block). Joboe nameHeHne napameTpos yepes Be6-uHTepdeic, CLI unu apyrumu cnoco6amu ByaeT npuBoanTb
K )KypHaNMpOoBaHHio U BNOKUPOBKE TPAH3UTHOMO TpaduKa, B 3aBUCUMOCTH OT BbIOPAHHOTO peXxuma.
JinA npocmoTpa TeKyLLero pexumMa 3aluTbl KOHOUrypaumu oT USMEHEHWIA MCNONb3yeTCcA KoMaHAaa:

Admin@nodename# show settings change-control config
HacTpo#Ka 3almTbl McnonHAeMbIX pannos OT U3MEeHeHUs
,D,J'IH HaCTpOVIKM 3alMTbl UCNOHAEMOro Koga yCTpOﬁCTBa OT NoTeHuuanbHOro HeCaHKUMOHUMPOBAHHOIO U3MeHeHUA UCNob3yeTCcA KoMaHaa:

Admin@nodename# set settings change-control code <off | log | block>

MpoBepKa LienocTHOCTH UCMONMHAEMOro KoAa NPOUCXOANT Kaxabli pas nocne 3arpysku UserGate SWG.

» |0g — aKkTMBaLMA pexvMa OTCIeXNBaHNA HECaHKLMOHUPOBaHHbLIX M3MEHEHWI UCMOMHAEMOro Koaa. Mpn o6HapyxeHun nameHeHunin UserGate SWG sanuceiBaet

MHdOpPMaLMo 0 haKTe MBMEHEHHUA B XypHan cobbiTuit. HeobxoanMmo 3asaTh Naporb, KOTOPLIA NOTPeByeTCcA B Criyyae M3MEHEHWA pPeXMMa OTCIEXUBAHUA.

« off — oTK/IIOUeHWE pexmrMa OTCIEXMBAHUA HECAHKLIMOHMPOBAHHBIX M3MEHEHUI UCMOMHAEMOro Koaa. Heo6xoanMMO ykasaTk Naposib, KOTOPbLIKA Obin 3aAaH npw
aKTUBALMK PeXMUMA OTCIIEXUBAHMA UCTIONTHAEMOrO Koaa.

« block — axkTMBaLMA pexuma OTCHEeXUBAHNA HECAHKLMOHUPOBAHHbLIX M3MEHEHUI MCMONHAEMOro koda. Heobxoanmo 3anaThb Naposib, KOTOPLIK NoTpebyeTca B
criyyae M3MEHeH!A pexxrma oTcrnexusaHus. MNpu obHapyxeHnn nsmereruit UserGate SWG 3anucbiBaeT MHPOPMALMIO O paKTe U3MEHEHUA B XXypHan coObiTuit
1 coznaeT GroKUpytoLLLee MPaBUIT0 MEXCETEBOro 3KpaHa, 3anpeLyatoLlee no6oi TPaH3UTHbIA TpapuK. YToObI OTKITIOUMTL CO3AAHHOE NPaBUIIO MEXCETEBOMO
aKpaHa HeoBX0ANMO OTKITIOUYUTL OTCIIEXUBAHWE HECAHKLMOHUPOBAHHBIX U3MEHEHMUIA.

JinA npocMoTpa TeKyLLEero pexmuma 3aLyuTbl MCNoNHAEMbIX $ainos UCNonb3yeTcA KoMaHaa:

Admin@nodename# show settings change-control code

HaCTpOﬁKa pexuma VCKopeHHOﬁ 06p860TKM ceTeBoOro Tpaqua
JInf BKIKOYEHUS UM OTKITIOYEHUA PEXUMA YCKOPEHHOW 06paboTku Tpaduka UCronb3yeTcA KomaHaa:
Admin@nodenamet# set settings fastpath enabled <on/off>

Jinf npocmoTpa napameTpoB pexumMa yCKopeHHoW 06paboTku Tpaduka UCToNb3yeTcA KoMaHAa:



Admin@nodename# show settings fastpath



HacTtpoiika knactepos

Version: 7.5.x

Product: SWG

HacTpoiKa knactepa KoH$Urypaumm

KnacTep KoHpUrypauum HacTpamMBaeTca Ha ypoBHe settings device-mgmt configuration-cluster.
JIna u3MeHeH1A napameTpoB CyLLECTBYIOLLEro y3na Kactepa MCnonb3yeTca kKomaHaa:
Admin@nodenamet# set settings device-mgmt configuration-cluster <node-name>

JloCTYrMHO M3MEHEHWe CresyroLmMx napaMeTpos:

MapameTp OnucaHune

name M3meHeHne nmeHn y3na Knacrtepa

description||M3ameHeHne onuncanune yana knactepa

ip YcraHoBka IP-aapeca uHtepdeica, BXOAALLEro B 30HY, BbIAENEHHYHO AnA Knactepa

KomaHnzabl Ans yaaneHua u oToOpaxeHns napameTpoB y3na Kiacrepa:
Admin@nodenamet# delete settings device-mgmt configuration-cluster <node-name>
Admin@nodename# show settings device-mgmt configuration-cluster <node-name>

KomaHnza Ana reHepauuu CeKpeTHoro Koaa AnA A06aBneHna HOBOro y3na B KNacTep KOHOUrypaLmum:

Admin@nodename# execute configurate-cluster generate-secret-key

HacTpouka knactepa 0TKa3oyCTOMUYUBOCTHU

KnacTep oTKa3oycToMuMBOCTM HacTpansaeTca Ha yposHe settings device-mgmt ha-clusters.
[ins co3aaHuA KnacTepa 0TKasoyCTONYMBOCTH UCNOMNb3YEeTCA KoMaHAaa:
Admin@nodename# create settings device-mgmt ha-clusters

JNanee Heo6xoanMMO 3aAaTh CrieaytoLyme napameTpbi:

Mapametp OnucaHue

BrrtoueHune/oTKIIo4eHMe Knactepa 0TKasoyCTOMYNBOCTH:

enabled « On,
o off
name HassaHue knactepa 0TKa3oyCTOMYUBOCTH

description |[On1caHne knacTepa 0TKa3oyCTONYUBOCTH

nodes BuiGop y3noB Knactepa KoHdHUrypauuu ana o6beanHEHUA X B KnacTep 0TKasoyCTOMYMBOCTH

Bri6op pexuvma oTnpaeku cnyxe6Horo Tpaduka:

« Multicast — MHoroaapecHan nepefaya coobLyeHnin CUHXpoHU3auun ceccuit 1 VRRP-06bABNeHni.

delivery-
mode « Unicast — oaHoaapecHan nepeaada cooBLUEHNI CUHXPOHM3aLmMK ceccuit 1 VRRP-06bABNEHHH  Mexay MacTep-y3noM 1 pesepsHbIM y3rom. Mpu
Bbiope aToro cnocoba nepesayn cneayeT ykasatb IP-aapeca 1 MHTEpdENCHI, N0 KOTOPLIM ByAET NPOUCXOANUTL OBLLEHME MEXAY Y3Namu.
JoCTynHO TOMBKO B pexume paboTbl KnacTepa «akTUBHbIA — NacCHBHbIA» Nocne BuiGopa y3noBs knactepa
3aaaHve obLero BupTyansHoro IP-agpeca uHTepgencam y3nos KnacTepa, HaxoAALMUMCH B OAHOM 30He:
virtual-ips « ip — 3anaHve IP-aapeca anA knacTtepa 0TKa3oyCTONYMBOCTH (yKasbiBaeTcA B popmate IP/mask);

« ha-interfaces — 3anaHue nHTepdeincos AnA y3nos knactepa (ykasbiatotca B popmarte node-name/interface)




Mapametp OnucaHue
BbiGop pexuma paboThl knactepa:
mode « active-passive: pexum paboThl «aKTUBHbBIA — NACCUBHLIA» (TpaduK 0BpadaTbiBaeTCa TOMbKO MaCcTep-y3/oM U NEPEBOANUTCH Ha PE3EPBHbIN y3en
B Cnyyae, eCrim OCHOBHOW HeAOCTYMNeH);
« active-active: pexum padoTbl «aKTUBHbLIA — aKTUBHbIN» (Harpy3ka pacnpeaenaeTca MacTep-y3nom Ha OCTasbHbIE y3bl KnacTepa)
advertise- ||Bbibop nHTepBana B cekyHaax mexay VRRP-06bABNEeHNAMM, B KOTOPbIX MacTep-y3en coobliyaeT ocTasbHbIM y3/iam O CBOeM COCTOAHUK. OfuH 13
time napameTpoB NEPEKTIOYEHUA POSTM MacTep-y3na Ha pe3epBHbif y3en. MoxHo ykasbiBaTb 3HayeHua ot 0 1o 120
master- BbiGop KONMMUYECTBa MHTEPBANOB, B TEUEHME KOTOPLIX PE3EPBHLIN Y3EN HE NonyyaeT NOATBEPKAEHUS TOTO, YTO MAcTep-y3en HaxoauTcs B ceT. OAnH 13
down-timer |[T2PAMETPOB NEPEeKITIoUeHns PN MacTep-yana Ha pesepBHbIii y3en. 1o JOCTWKEHWM 3TOrO 3HAYEHWA HAYHETCA NEePEKTIIoUeHne Ponu MacTep-ysna Ha
pe3epBHbIi y3en. MoxHO ykasbiBaTb 3HadeHua ot 0 go 100
preemption-||YkasaHue BpemMeHu, Ha KoTopoe ByAeT 3aZepaHo NEPEKOYEHUE PONK NOCIEe TOro, Kak NPUOPUTET MacTep-yana noHusutcs. OauH U3 napameTpoB
delay nepexioueHna ponu MmacTep-ysna Ha pesepsHbli y3en. MoxHo ykasbiBaTb 3HaueHus ot 0 4o 900
allow-non- |[BritoueHne/oTkIo4EHE 00paboTku TPaH3UTHOTO TpaduKa pe3epBHLIM y3roM. OTKIOYEHUE TpaH3uTa TpaduKa A0CTYNHO TONBKO B pexume paboThl
vip-traffic  |[knacTepa «akTUBHbIA — NacCUBHbIN
USE-VMac HasHaueHvne/oTrntoueHne BupTyansHoro MAC-aapeca knactepa y3sy ¢ posibio MacTep-y3na. MoxeT HasHauaTbCA, eCrn HasHayeHbl BUPTyanbHbie IP-
anpeca v BblBpaH pexumM paboThl Knactepa «akTUBHbIA — MacCHUBHBbIN»
allow-non-  ||BritoueHne/oTkIIoueHne 06paboTKM TPaH3UTHOMO TpaduKa pe3epBHbIM y3rioM. OTKIOUYEHME TpaHauTa Tpaduka A0CTYMHO TOMLKO B pexume padoThb
vip-traffic  |[knactepa «aKTUBHbI — NaCCUBHbIN
no-preemot YnpasneH1e NeperitoYeHMEM MacTepP-pPOu Ha Pe3epBHbIi y3en. Ecnu BritoueHo, NOHWXEHWE NpUopUTETa MacTep-y3na yunTbiBaTbCcA He ByaeT, a
p P nepextoYeHne MacTep-pon Ha pesepBHbIit y3en ByAeT NPOUCXOAUTB TOSbKO B Crlyyae, eCriv OCHOBHOM y3en BblAET U3 CTPOA
heartbeat YkasaHue MHTEpdEnCcoB KnacTepa, No KOTopkIM ByAET MPOXOANTL MHOTroaZpecHan nepefaya CooBLLEeHNH CUHXPOHU3aUnK ceccuit i VRRP-o06bABNEHN
(MynbTUKACTOBLIW pexum). Mo ymonuaHuto ana otnpaskn VRRP-06bABNEHW HagHaueHbl MHTepderchl knactepa KoHdUrypauuu
ha-cluster- ||<num> — MynbTUKaCT naeHTUUKATOP KNacTepa (MOXeT NPUHUMATL 3HaYeHna oT 0 A0 8). CUHXPOHKU3ALMA NOSIb30BATENLCKUX CECCUIA (KPOME CeccHi,
multicast-id |[ucnonbayroLmx NPoKcKu-cepsep, Hanpumep, Tpadvk HTTP/S) BrItoUMTCA aBTOMATUYECKH
session- .
sync BrtoueHMe/0TKIIOUEHUE CUHXPOHM3aLMK NOMb30BATENBCKUX CECCUI Mexay y3namu knactepa no npotokonam TCP, SCTP, DCCP
session- o
sync-all BrtoueHne/0TKIIoUEHNE peXMMa CUHXPOHM3aL MK BCEX NOSb30BaTENbCKUX ceccui, Bkntoyaa UDP/ICMP ceccun
vrid MaenTtndukartop BupTyansHoro mapiupytusatopa (VRID)
node-svnc Bui6op MHTepdeiicos, Yepes koTopble ByAeT BbINOMHATLCA CUHXPOHM3ALMA NOMb30BATENBLCKUX CECCUIA B MYTIbTUKACTOBOM pexume. B cBoiicTBax
y 30HbI, B KOTOPOW HaxoAATCA BblOPaHHbIE MHTEPPENChI, HEOBXOAMMO PasPELLNTb CUHXPOHM3ALIMIO CECCUI.
excluded- .
sync-ips YkasaHue |P-aapecos, C KOTOPbIMW OTKOUEHa CUHXPOHW3aLMUA BCEX NOSb30BaTENbCKUX CECCUIt. JIOCTYNHO ANA MYSbTUKACTOBOIO pexuma
unicast- YkasaHue IP-aapecoB, no KoTopbiM ByAeT NPOMCX0aNUTb OAHOAAPECHAA Nepesaya COOBLLEHUI Mexay MacTep-y3noM U Pe3epPBHbLIM y3/10M
sync-ip (FOHMKACTOBBIH pexuM). JIOCTYMHO TOJIBKO B PeXuMe padoThl KiacTepa «akTUBHbIA — NacCUBHLIM» nocne BeIGopa y3noB knactepa
unicast- YkasaHue UHTepdencoB, No KOTOpbIM ByeT NPOMCXOANTL OAHOAAPECHAA Nepesaya CoOBLLEHUI Mexay MacTep-y3foM U Pe3ePBHbLIM Y3/10M
sync-port  |[(FoHMKacTOBbIM pexuM). JoCTyNHO TONMBbKO B pexume paboThl KnacTepa «akTUBHbLIA — NacCUBHbIM» nocne Belbopa y3ros knactepa
unicast- YkasaHue IP-agpecos, no KoTopbiM ByaeT npoucxoants 00MeH VRRP-06bABNeHWAMU Mexay y3namu Knactepa (FOHUKAcTOBbIA pexum). JoCTynHO
vrrp-ip TONMBKO B pexuMe paboTbl KnacTepa «aKTUBHbBIA — NaccuBHbLIA» Nocne BiGopa y3noBs Knactepa
unicast- YkasaHue MHTepdencoB, No KOoTopbiM ByAeT NpoucxoanTs 06meH VRRP-06bABNeHUAMM Mexay y3namu Knactepa (FOHMKACTOBbIM pexum). JocTynHo
vrrp-port TONBKO B PeX1Me paboThl KnacTepa «akTMBHbIA — MacCHBHLIM» nocne BeiGopa y3noB knactepa
track-
interfaces-

enabled

BrutoueHune/oTrIO4EHUE NPOBEPKM MHTEpdEncoB




Mapametp OnucaHue

Bbi6op AedcTBUA B Crydae HeAOCTYNHOCTH MHTepdeica (A0CTYMHO, ECNN BKTIOYEHA NPOBEPKa MHTEPHEICOB):

track-

X change-priority — NnoHW31TbL NpMOPUTET y3na Knacrtepa.
interfaces : ge-priority propuTeTy P

« fault — cuntatb y3en HeaoCTynHbIM

Mp1mep KomMaHAbl CO3AaHNA KnacTepa 0TKa3oyCTONYMBOCTH:

Admin@nodename# create settings device-mgmt ha-clusters name ExampleCluster nodes [ node_1 node_2 ] mode active-passive delivery- mode
multicast heartbeat [ node_1/port0 node_2/port0 ] node-sync [ node_1/port1 node_2/port1 ]

Komaraa anA peaakTMpoBaHWA napameTpoB Knactepa:

Admin@nodenamet# set settings device-mgmt ha-clusters <cluster-name>

KomaHnaa Ana HaCTpOMKK KnacTepa 0TKasoycToiumnsocTH B o6nayHom cpeae Yandex Cloud

Admin@nodename# set settings device-mgmt ha-clusters ExampleCluster cloud service-provider yandex-cloud yandex-cloud-settings routes new

MapameTpbl ANA peaakTMpoBaHKA:

Mapametp OnucaHue
heartbeat YkasaHue MHTEpdEnCcoB KnacTepa, No KOTopkIM ByAeT MPOXOANUTL MHOTroaZpecHan nepefaya CooBLLeHNH CUHXPOHU3aUnK ceccuit i VRRP-o6bABNeHNi
(MynbTUKACTOBbIW pexum). Mo ymonuaHuto ana otnpaskin VRRP-06bABNEHWI HadHaueHbl MHTepdeChl knactepa KoHdUrypauuu
BbiGop pexuma paboThl knactepa:
mode « active-passive: pexum paboTbl «aKTUBHBIA — NacCUBHbLIA» (Tpaduk 0bpadaTbiBaeTCA TOMLKO MacTep-y3/1oM 1 NEPEBOANUTCA HA Pe3EPBHbIN y3en
B Cny4ae, eCnu OCHOBHO He0CTYNeH).
« active-active: peXum paBoTbl «aKTUBHbI — aKTUBHBIA» (Harpyaka pacnpeaenseTca MacTep-y3/oM Ha OCTaslbHbIE Y3kl KacTepa)
name HasBaHue knactepa 0TKas3oyCTOMYUBOCTH
nodes Bri6op y3roB knactepa KoHdUrypauun ana o6 beAMHEHUA WX B KNacTEP 0TKA30yCTOMYMBOCTH
Bri6op pexuma oTnpaskiu cnyxe6Horo Tpaduka:
delivery- « Multicast — MHoroagpecHas nepeaada CooOLLEHNH CUHXPOHK3aLWK ceccunit v VRRP-06bABNeHUI.
mode « Unicast — oaHoazpecHan nepesaya coobLueHNi CUHXPOHM3aLMKM ceccuit i VRRP-06bABNEHMI Mexay MacTep-y3noMm 1 pesepsHLIM y3iom. Mpu
BblBope aToro crnocoba nepeaauu cneayet ykasatb |P-aapeca u uHTEpdEnChl, Mo KOTOPLIM ByAET MPOUCXOANTL OBLLEHWE MEXAY y3namu.
JlocTynHO TONbKO B pexu1Me paboThl KnacTepa «aKTUBHbIA — MaCCUBHBIM» Nocne BbiGopa y3noB Knactepa
BxntoueHne/oTKNIOYEeHWe KnacTepa 0TKa30yCTOMUYMBOCTH:
enabled e On,

« off

description |[On1caHne knactepa 0TKa3oyCTOMYUBOCTH

3aaanve obuero BupTyansHoro IP-aapeca uHTepgencam y3nos KiacTepa, HaxoAALMUMCH B OAHOM 30He:
virtual-ips « ip — 3anaHve IP-aapeca AnA KnacTepa 0TKa3oyCTOWYMBOCTH (yKasbiBaeTcA B popmate IP/mask);

« ha-interfaces — 3aaaHne nHTepdeiicos ana y3nos knactepa (ykasbiBatotca B popmate node-namef/interface)

advertise- ||Bbibop MHTepBana B cekyHaax mexay VRRP-o6bABNeHNAMM, B KOTOPbIX MacTep-y3en coobLyaeT oCTasbHbIM y3/1am 0 CBOeM COCTOAHWU. OauH 13
time napamMeTpoB NepeKItoYeHna poin MacTep-y3na Ha pesepBHbli y3en. MoxHo ykasbiBath 3HayeHusa ot 0 o 120

master- BbiGop KONMYecTBa MHTEPBAOB, B TEYEHUE KOTOPLIX PE3EPBHLINM y3en He nofnyyaeT NoATBePKAEHUA TOro, YTO MacTep-y3en HaxoauTcs B ceTh. OAuH 13
down-timer |[T@pPamMeTpoB NepexiloYeHUsa porin MacTep-ysna Ha pesepBHbli y3er. 1o A0CTUKEHUN STOro 3HaUEHUA HaUHETCA NePEeKoYeHne PoNu MacTep-ysna Ha
pe3epBHbIi y3en. MoxHO ykasbiBaTb 3HadeHus ot 0 2o 100

preemption-||YkaszaHue BpemeHu, Ha KoTopoe ByAeT 3aAepxaHo NePEKNoYeHne Ponu Nocre Toro, Kak NPMOpUTET MacTep-yana noHusutcsa. OauH U3 napameTpoB
delay nepeKtoYeHNUA POnK MacTep-y3na Ha pesepsHbli y3en. MoxHO ykasblBaTb 3HaveHus ot 0 Ao 900

allow-non-  ||BkitoueHne/oTKIoueHne 06paboTKu TpaH3UTHOMO Tpaduka pesepBHbIM y3nom. OTKIYeHUe TpaHauTa Tpaduka A0CTYMHO TOMLKO B pexume padoTh
vip-traffic  |[knacTepa «axkTUBHbIA — NaccuBHbIN




Mapametp OnucaHue
USE-VMaGc Hasnauenue/oTknoueHmne suptyansHoro MAC-aapeca knactepa y3ny ¢ ponbto MacTep-y3na. MoxeT HasHavaTbCA, eCM HadHaueHbl BUPTyasbHble |P-
anpeca v BblbpaH pexum paboTbl knactepa «akTUBHbBIA — NacCUBHbIN»
allow-non-  ||BkitoueHne/oTKIIoueHne 06paboTKM TPaH3UTHOMO Tpaduka pesepBHBIM y3riom. OTKIOUYEHME TpaHauTa Tpaduka A0CTYMHO TOMLKO B pexume padoThi
vip-traffic  |[knacTepa «axkTUBHbBIA — NaccMBHbIN
no-preemot YnpasneHue nepexitoieHMeM MacTep-posnu Ha pe3epBHbIit y3en. Ecnu BKIOYEHO, MOHWKXEHWe NpUopUTeTa MacTep-y3na yunteiBaTbeA He Byaert, a
P P nepextoyeHne MacTep-pon Ha pesepBHbIit y3en 6yAeT NPOUCXOAUTL TOSbKO B Crlyyae, eCriv OCHOBHOM y3en BblAET U3 CTPOSA
master- o
node HasHaueHne macTep-y3na Knactepa 0TKasoyCTONUNBOCTH
ha-cluster- ||<num> — MynbTUKacT naeHTUdMKATOP KNacTepa (MOXeT NpuHuMaTh 3HadeHna ot 0 Ao 8). CMHXPOHM3aLMA NOMb30BATENLCKMX CECCUI (KpOMe Ceccui,
multicast-id |[ucnonb3ayroLmx NPoKcKH-cepsep, Hanpumep, Tpaduk HTTP/S) BrItouMTCA aBTOMATUYECKH
session- o
sync BrsitoueHne/oTKIIo4eHE CUHXPOHW3ALMK NOMb30BaTENIbCKUX CECCUI MexAay y3namu knactepa no npotokonam TCP, SCTP, DCCP
session- o
sync-all BrtoueHune/oTrIO4eHNE pexMMa CMHXPOHM3aL MK BCeX Nosb3oBaTtenbCkux ceccuit, Brtovaa UDP/ICMP ceccun
vrid Hl/luequ)MKaTop BUpTYyansLHoro mapuupytusatopa (VRID)
node-sync Bri6op MHTepdeiicos, Yepes koTopble ByAeT BbIMOMHATLCA CUHXPOHU3ALMA NOSb30BaTENIbCKUX CECCHIA B MyNbTUKACTOBOM pexume. B ceoiicTBax
Y 30HbI, B KOTOPOW HAXoAATCA BbIGPaHHbLIE MHTEPENChI, HEOOXOAMMO Pa3PELLNTb CUHXPOHM3ALIMIO CECCUI.
excluded- o
sync-ips YkasaHue |P-aapecos, C KOTOPbIMK OTKOUEHA CUHXPOHM3aLMUA BCEX NOSb30BaTENbCKUX CeCCUit. JJOCTYNHO ANA MYfbTUKACTOBOIO pexuma
unicast- YkasaHue IP-aapecoB, no KoTopbiM ByAeT NPOMCXOANUTL OAHOAAPECHAA Nepeaya COOBLLEHNI MexXay MacTep-y3rnoM U PE3EPBHLIM Y3/I0M
sync-ip (FOHMKACTOBBIM PexuM). JIOCTYMHO TOJIBKO B PeXuMe paboThl KacTepa «akTUBHbIA — NacCUBHLIM» nocne BeiGopa y3noB knactepa
unicast- YKasaHue UHTepdencoB, No KOTopbIM ByAeT NPOMCXOANTL OAHOAAPECHAA Nepeaya COOBLLEHUI MeXay MacTep-y3noM U Pe3epBHbLIM Y3/10M
sync-port ||(toHUKACTOBbLIN pexmm). [IOCTYMHO TOMLKO B pexuvMe paboThl KiacTepa «aKTUBHbIA — NAaCCUBHbIN» Nocne Buibopa y3noB kiacTepa
unicast- YkasaHue |P-aapecos, no koTopeiM ByaeT npoucxoants o6meH VRRP-06bABNEHUAMM MeXAy y3namu Kriactepa (FOHUKACTOBbI pexum). JocTynHo
vrrp-ip TONMbKO B PeXm1Me paboThl KnacTepa «aKTUBHbIA — NacCHBHbIM» nocne BoiBopa y3nos Knactepa
unicast- YkasaHue MHTEpdEnCcoB, Mo KoTopsIM ByAeT npoucxoanTs 06MeH VRRP-06bABNEHUAMM MEXAY Y3namu KnacTepa (FOHUKaCTOBbIA pexum). [locTynHO
vrrp-port TONBKO B PeX1Me paboThl KnacTepa «aKTUBHbIA — NacCHBHbIM» nocne BeiGopa y3noBs Knactepa
track-
interfaces- ||BrtoueHne/oTKIIO4EHWE NPOBEPKM MHTEPPENCoB
enabled
Bri6op aeicTBUA B Cnyyae HeAOCTYMHOCTU MHTepdeiica (A0CTYMHO, €ClM BKIOYEHA NPOBEpKa MHTEPPercoB):
track- change-priorit MOHWU3WTb NPUOPUTET y3na Knactepa
. . - - .
interfaces 9e-p y prop y P

« fault — cuntath y3en HeAOCTYNHbIM




Mapametp OnucaHue

HacTpofiika AnarHocTukM y3noB Knacrepa.
[MpoBepka AOCTYNHOCTY L0308
« gateway-availability — npoBepka A0OCTYNHOCTH LUMIO30B:

o enabled — BK/IIOUEHWUE/BKITIOUEHUE/OTKITIOYEHWE MPOBEPKM AOCTYMHOCTM LLMO30B. YT0OLI MOMUMO MPOBEPKM CaMMX LLITHO30B TaKKe
BbINOJIHANACH MPOBEPKa AOCTYNa B MHTEPHET, HEOBXOAMMO BKITIOUYUTL MPOBEPKY CETU.

o action — BbIGOP AEHCTBMA B Cyyae HeyA0BNEeTBOPUTENbHBLIX Pe3ynbTaToB NPoBepku ( change-priority — NOHW3WTL NpUOpPUTET y3na
Knactepa, fault — cuutaTth y3en HeaoCTynHbIM).

°

fall-count — KonMuecTBO NocneaoBaTeNbHbIX Hey0BNeTBOPUTESIbHbIX Pe3yfibTaToB NPOBEPKU, NOCIe KOTOPLIX LWIH03 NPU3HaeTcAa
HeAOCTYNMHbIM UKW NPUOPUTET y3/1a NOHUXKaeTCA. MoxHo yKasbiBaTtb 3HayeHua ot 0 o 10.

interval-time — perynApHaa npoBepKa LUM030B Yepes yKasaHHbIM NPOMEXYTOK BpeMeHWU. MoxHO ykasbiBaTb 3HaueHuda ot 0 ao 300.

°

rise-count — KOSIM4eCTBO NocneoBaTesbHbIX NOMOXUTESbHBIX PE3YNbTaTOB MPOBEPKM, MOATBEPX)AtOLLEee, YTO paBoToCnocoBHOCTh

o

checkars LUSIH03a BOCCTAHOBIIEHA U Y3€ MOXHO NPU3HaTh AOCTYMHBIM UK NOBLICUTL ero npuoputeT. MoXHO ykasbiBath 3Ha4yeHus ot 0 Ao 10.
« resource-availability — npoBepka A0OCTYNHOCTH pecypcoB:
o enabled — BK/TIOYEHME/BKITIOYEHNE/OTKITFOYEHWE NPOBEPKM AOCTYMHOCTU PECYPCOB.
o action — BbIGOP AEUCTBUA B Cryyae HEYAOBNETBOPUTENBHLIX Pe3yNbTaToB NPOBEPKHU ( change-priority — NOHW3WUTL NPUOPUTET y3na
Knactepa, fault — cuutarth y3en HeaocTynHbIM).
o fall-count — konnuecTBO NocneaoBaTenbHbIX HEYAOBNETBOPUTENBbHBIX PE3YNbTaTOB NPOBEPKM, MOCIE KOTOPbLIX Y3eN NpU3HaeTca
HeJOCTYMHBIM UK NPUOPUTET y3na noHwxaetca. MoxHO ykasbiBaTb 3HaveHua ot 0 go 10.
o interval-time — perynapHaA npoBepKa pecypcoB Yepes yKasaHHbI NPOMEXYTOK BpeMeHW. MoXHO ykasbiBaTb 3HadeHua ot 0 o 300.
o rise-count — KOMIMYECTBO NOCNEAOBATENbHbBIX MONOXUTESNbHLIX PE3YNbTaTOB NPOBEPKHU, NOATBEPXKAAIOLLEE, YTO AOCTYN K pecypcy
BOCCTaHOB/EH U Y3€ MOXHO NPU3HaThb AOCTYMHLIM UMK MOBLICUTL ero npuoputeT. MoXHO ykasbiBath 3Ha4eHus ot 0 Ao 10.
o resources — ykasaHue IP-aapecos unv FQDN Tex pecypcoB, AOCTYN K KOTOpbIM ByAeT NpoBepATLCA
MapameTpebl KnacTepa:
oud « destination-prefix — ykaxuTe npedukc MapLupyTa no ymonyaHuio Ana Tabnuubl ctatueckon mapupyTtmsauymum Yandex Cloud.
clou

« next-hops — IP-aapeca nHTepdencos y3nos knacTtepa.

« route-table-id — naeHTMPUKATOP CO3AaHHON paHee TabnuLbl cTaTuyeckoi Maplupytusaunmu Yandex Cloud

MpuMepbl pefakTMpoBaHUA HACTPOEK KnacTepa:
Admin@nodename# set settings device-mgmt ha-clusters ExampleCluster nodes [ node_1 node_2 ] virtual-ips 192.168.1.5/24 ha-interfaces [ node_1/port3 node_2/port3 ]
dein@nodename# set settings device-mgmt ha-clusters ExampleCluster master-node utmcore@iononsteswer
JinA ynanexus knactepa:
Admin@nodename# delete settings device-mgmt ha-clusters <cluster-name>
Takke AOCTYNHO yAaneHue oTAeSbHbIX NapamMeTpoB:
« nodes,
« virtual-ips.
JinA oToBpaxkeHns MHGOPMALMK O BCEX KnacTepax 0TKa30yCTOMUMBOCTU:
Admin@nodename# show settings device-mgmt ha-cluster
Jins oToBpaxeHus MHPopmaLmm 06 onpeaenéHHOM KnacTepe:

Admin@nodename# show settings device-mgmt ha-cluster <cluster-name>



HacTpoika ynpasneHua goctynom K koHconu UserGate SWG

Version: 7.5.x
Product: SWG

Hactpoiika ynpaenenua aoctynom k koHconun UserGate SWG BbinonHAeTcA Ha ypoBHe settings administrators. B pasaene onucaHbl HACTporKa napamMeTpoB 3aLluTbl
YYETHBIX 3an1cew, HacTPOWKa aAMUHUCTPATOPOB U UX NPOpUNEen.

O6wuMe HacTpo¥KkKu gocTyna

HacTpoiika o6Lmnx napameTpoB AOCTyna BbINOMHAETCA Ha ypoBHe settings administrators general.
ﬂ]‘lﬂ M3MEHeHUA napamMmeTpoB UCMNOSb3yeTCA KoMaHaa:

Admin@nodename# set settings administrators general <parameters>

MapameTpel, AOCTYNHbIE ANA PEAAKTUPOBAHUS.

MapameTtp OnucaHue

password M3MeHUTb Napona TexyLwero aaM1MHUCTpaTopa

unblock Pas6nokupoBaTb aaMUHUCTPATOPa

Mcnonb3oBath CNOXHbIA NAposib:

strong- .
e ON;
password
o off
num-auth-
attempts YCTaHOBWUTb MaKCHMaribHOE KONIMYECTBO HEBEPHbIX NOMbITOK ayTeHTUdPUKaL UK
block-time YkasaTb Bpema GNIOKMPOBKM YYETHOM 3an1CH B Criyyae A0CTUXEHUA aAMUHUCTPATOPOM MaKCUMarIbHOrO KOIMYECTBa MOMbITOK ayTEHTUhUKALMK;

yKasbiBaeTcA B CeKyHAax (MakcumasibHoe 3HaveHune: 3600 cexkyHa)

min-length  ||OnpeaenuTb MUHUManNBHYIO ANUHY NaponA (MakcumanbHoe 3HaveHue: 100 cumsonos)

min-
uppercase OnpenenuTb MMHAMaNbHOE KOIMYECTBO CUMBOJIOB B BEPXHEM perncTpe (MakcumarnbsHoe 3HadveHve: 100 cumBonos)
min-
lowercase OnpeaenuTe MUHUMarbHOE KONMYECTBO CUMBOSIOB B HKHEM peructpe (MakcumansHoe 3HaveHue: 100 cumBornos)

min-digits OnpeaennTe MUHUMasbHOE KONMYECTBO LMPpP (MakcumanbHoe 3HaveHue: 100 cumsosnos)

spec-

Cﬁaracters OnpeaenuTb MUHUMaNbHOE KOSTMYECTBO creluanbHbIX CUMBOSIOB (MaKcuMasibHoe 3Haderue: 100 cuMBosoB)
char-

repetition YKasaTtb MakcMMarbHYto AsTMHy 610Kka U3 OHOTO M TOrO XXe CUMBONa (Makc1mansHoe 3HaveHne: 100 CMMBOIIOB)

Mprmep peaakTMpoBaHMA NapamMeTpPoB yYETHbIX 3anucei:

Admin@nodename# set settings administrators general block-time 400

JinA npocmoTpa TEKyLLMX NapaMeTpoB 3aLyuThbl y4ETHLIX 3anucei aAMUHUCTPATOPOB UCMONb3YeTCA Crieaytowan KoMmaHaa:
Admin@nodename# show settings administrators general

strong-password  : off

block-time 1400
min-length 17
min-uppercase 1
min-lowercase 1
min-digits 1
spec-characters  : 1

char-repetition  :2
num-auth-attempts  : 10
HacTpoiKa yuéTHbIX 3anMcel aaMMHUCTPaToOpPOB

YUéTHble 3an1cK aiMUHUCTPATOPOB HacTpauBaloTCA Ha ypoBHe settings administrators administrators .

JnAa cospanuA yl-léTHoﬁ 3anucun aaMUHUCTpaTopa UCnonb3yeTcAa KoMmaHaa:



Admin@nodename## create settings administrators administrators <parameters>

Jlanee Heo6X0AMMO yKasaTb TUN yYETHOW 3annc aaMUHUCTPaTopa (oKanbHbIi, nonb3osatens LDAP, rpynna LDAP, ¢ npodunem ayTeHTUdUKALUK) U YCTAHOBUTL
COOTBETCTBYIOLME NapamMeTpsl.

MNapameTtp

OnucaHue

local

ﬂoéaBMTb JIOKaNIbHOro agMUHUCTPaTopa:
« enabled: BKIOUEHUE/OTKIIIOUEHHWE YUETHOM 3anvUch aaMUHUCTpaTopa:
o on;
o Off.
« login: noruH aammHucTpaTopa;
« description: onucaHve y4éTHoi 3anucu aAMMHACTPAToPa,;
« admin-profile: npodunb aammHucTpaTopa. CozaaHue npodunen aAMMHUCTPATOPOB PACCMOTPEHO Aaree;

« password: naponb aaMuHUCTpaTopa

Idap-user

[lo62aB1Tb NONb30BATENA U3 CYLLECTBYHOLLErO AOMEHA (HEOOXO0AMM KOPPEKTHO HACTPOEHHbI LDAP-KOHHEKTOP; NoApoGHee unTaiTe B pasaene

Hactpoiika LDAP-koHHekTopa):

« enabled: BKIOUEHNE/OTKIIOYEHNWE YUETHOM 3anUch aaMuHUCTparTopa:
o On;
o off.
« login: nornH aamuHncTpatopa B popmare domain\user;
« connector: Ha3BaHMe CKOHUrypupoBaHHOro paHee LDAP-koHHEKTOpa;
« description: onucaHve y4éTHoi 3anucu aAMMHACTPATopa;
« admin-profile: npodunb aammHnucTpaTopa. CosaaHve npodunein aAMMHUCTPATOPOB PACCMOTPEHO Aarnee.

Admin@nodename# create settings administrators administrators Idap-user admin-profile "test profile 1" connector "LDAP connector" description
"Admin as domain user" login testd.local\user1 enabled on

Idap-group

[lo6aBuTb rpynny nosnb3oBaTtenen U3 CyLLecTBYOLLero AoMeHa (HE0OX0AUM KOPPEKTHO HACTPOEHHLIN LDAP-KOHHEKTOP; noapobHee unTanTte B
pasaene Hactpoiika LDAP-KoHHeKTopa):

« enabled: BKIOUEHUE/OTKIIOYEHUE YUETHOM 3anucu aaMuHUcTparopa:
o On;
o off.
« login: nornH aaMuHKCTpaTopa;
« connector: HasBaHne ncnonb3yemoro LDAP-KoHHeKTOpa;
« description: onucaHue y4éTHOM 3anncu aaMMHUCTPaTOPA;
« admin-profile: npodunb aamuHnctpartopa. CosaaHve npopunen aAMMHACTPATOPOB PACCMOTPEHO Aanee.

Admin@nodenamet create settings administrators administrators Idap-group admin-profile "test profile 1" connector "LDAP connector" description
"Domain admin group" login testd.local\users enabled on

admin-auth-
profile

[o6aBuTb aaMUHACTpaTOpa C NPOdHUIIEM ayTEHTUDUKALMK (HEOOXOAMMBI KOPPEKTHO HACTPOEHHLIE CEPBEPLI ayTEHTUdUKALWH; NoApOBHee YMTanTe B

pasaene Hactpoiika cepBepoB ayTEHTUdUKALNM):

« enabled: BKNOUEHWE/OTKIOUYEHWE YYETHOM 3anuch aaMMHUCTpaTopa:
o on;
o off.

« login: nornH aammHucTpaTopa;

« description: onucaHu1e y4éTHOM 3anncu aaAMMHUCTPaTOPa;

« admin-profile: npodune aammHucTpaTopa. CosaaHune npodunen aAMMHUCTPATOPOB PACCMOTPEHO Aanee;

npodunen ayreHTudukaumm

« auth-profile: BbiGop npodunsa ayTeHTUPUKALMM U3 CO3AaHHBIX paHee; Noapo6Hee 0 NpodunAx ayTeHTUdUKaLUK unTaiTe B pasaene HaCTQOHKT

Ana peaakTMpoBaH1A napameTpos NPopuia UCNOb3yeTcA KoMaHAaa:

Admin@nodename# set settings administrators administrators <admin-type> <admin-login>

I'Iapameprl ANA pefakTMpoBaHMA aHanornyHbl napamMeTpam cosaaHna npoduna aaMuHUcTpaTopa.

KomaHnza ans oToBpaxeHUsA MHPOPMALIMK O BCEX YYETHBIX 3annUcAX aAMUHUCTPATOPOB:

Admin@nodename# show settings administrators administrators


https://docs.usergate.com/nastrojka-serverov-autentifikacii_2671.html#%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0%20LDAP-%D0%BA%D0%BE%D0%BD%D0%BD%D0%B5%D0%BA%D1%82%D0%BE%D1%80%D0%B0
file:///var/www/kb_cache/export_3f36aa8ee6118d90373124752a26c6b9/output/docs.usergate.com/nastrojka-serverov-autentifikacii_2671.html#%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0%20LDAP-%D0%BA%D0%BE%D0%BD%D0%BD%D0%B5%D0%BA%D1%82%D0%BE%D1%80%D0%B0
file:///var/www/kb_cache/export_3f36aa8ee6118d90373124752a26c6b9/output/docs.usergate.com/nastrojka-serverov-autentifikacii_2671.html
https://docs.usergate.com/nastrojka-profilej-autentifikacii_2672.html

KomaHrga ans otobpaxeHnsa MHPopMaLmMK 06 onpesenéHHON yYETHOM 3anuck aAMUHUCTpaTopa:

Admin@nodename# show settings administrators administrators <admin-type> <admin-login>

I'IpMMep BbIMNOSIHEHNA KOMaHAbl:

Admin@nodename# show settings administrators administrators Idap-user testd.local\user1

login : testd.local\user1
enabled ron

type :ldap_user
locked : off

admin-profile : test profile 1

KomaHza Ans yaaneHua yuéTHOM 3anucu:

Admin@nodename# delete settings administrators administrators <admin-type> <admin-login>

Mpumep KomaHAbI:

Admin@nodename# delete settings administrators administrators Idap-user testd.local\user1

HacTtpoiika npaBs gocTtyna npodunein agMMHUCTPATOPOB

MpaBsa aoctyna npodunen aaMMHUCTPATOPOB HacTpanMBaloTCA Ha ypoBHe settings administrators profiles.

[na cosaanus Npoduna aAMUHUCTPATOPa UCMONb3YeTCs CeAytoLasn KoMaHaa:

Admin@nodename# create settings administrators profiles <parameters>

Jlanee Heo6XoAMMO yKasaTb CresyioLne napaMmeTpbi.

Mapametp OnucaHue
name HassaHune npopuna aamuHucTpaTopa.
description Onucaxve npoduna aaMuHucTpaTopa.

api-permissions

Mpaga noctyna k API:
« No-access: HET AOCTyna;
« read: TOMbKO YTEHHE;
« Write: YTeHve 1 3anuce.
B03MOXHO HasHaueHne Npae cpasy Ha BCE UK Ha OTAEsbHblE 0OBEKTI:
Admin@nodename# create settings administrators profiles ... api-permissions <permission> all
nnm

Admin@nodename# create settings administrators profiles ... api-permissions <permission> [ object ... ]

webui-permissions

MNpaga foctyna k Be6-uHTEpdEicy UserGate SWG:
« NO-access: HET AOCTYNa;
« read: TONbKO YTEHUE;
o Write: YTE€HWe 1 3anuchb.
B03MOXHO HasHaueH1e NpaB cpasy Ha BCe WM Ha OTAesbHble 0OBEKTbI:
Admin@nodename# create settings administrators profiles ... webui-permissions <permission> all
unn

Admin@nodename# create settings administrators profiles ... webui-permissions <permission> [ object ... ]

cli-permissions

MpaBa focTtyna k MHTepdeiicy komaHaHoM cTpoku (CLI):

« NO-access: HeT AocTyna;

« read: TONbKO YTEHMUE;

o Write: YTeHHe 1 3anuch.
Bo3MOXHO HasHaueHue npae cpasy Ha BCe UMW Ha OTAeSbHbIE 0OBEKThI:
Admin@nodename# create settings administrators profiles ... cli-permissions <permission> all
nnm

Admin@nodename# create settings administrators profiles ... cli-permissions <permission> [ object ... |

KomaHpa ana peaaktuposaHua npoduna:

Admin@nodename# set settings administrators profiles <profile-name> <parameter>




MapameTpbl ANA PEAAKTMPOBaHWA aHanorMyHbl NapameTpam co3aaH1A Npoduna agMUMHUCTpaTopa.
KomaHaa ana npocmoTpa nHdopmMaLum o Bcex Npopunax aaAMMHUCTPATOPOB:

Admin@nodename# show settings administrators profiles

Komanza ans otoBpaxeHnsa MHPopMaLn 06 onpeaenéHHom npodune:

Admin@nodename# show settings administrators profiles <profile-name>

KomaHnaa anAa yaanewus npoduna aaMuHucTparTopa:

Admin@nodename# delete settings administrators profiles <profile-name>

YnpaBneHue ceCCUAMU aAMUHUCTPaATOPOB

MpOCMOTP aKTUBHbBIX CECCUI aIMWHUCTPATOPOB, NPOLLEALLNX aBTopHu3aumto B Be6-koHconu unu CLI, 1 3aKpbITUE ceccuii BEINOMHAETCA Ha ypoBHE settings
administrators admin-sessions.

KomaHgza Ans npocMoTpa ceccuit aAMUHACTPaTOPOoB TekyLero yana UserGate (BO3MOXeH NPOCMOTP CECCUM OTAENBHOIO aaAMUHUCTpaTopa: HeoBXoAUMO 13
npeAnoxeHHoro cnucka BeiGpathb IP-agpec, ¢ KoToporo Gbina NpousseaeHa aBTopU3aLus):

Admin@nodename# show settings administrators admin-sessions
JinA oTOBPaXKEHWUA CECCHIA AOCTYNHO UCNONb3oBaHUe GpUnbTpa:

« ip: IP-agpec, ¢ KOTOpOro aBTOPM30BaH aAMUHUCTPATOP.

« source: rae 6bina npoussesaeHa astopusauus: CLI ( cli), Be6-koHconb (web) unu noakntoueHne no SSH (ssh).

« admin-login: uma aammHucTpaTopa.

« node: y3en knactepa UserGate.
Admin@nodename# show settings administrators admin-sessions ( node <node-name> ip <session-ip> source <cli | web | ssh> admin-login <administrator-login> )
KomaHza AnA 3aKpbITUA CECCUM aAMUHUCTPATOpPa; HE0OXOAMMO M3 MPEANOXKEHHOrO crincka Beibpath IP-aapec, ¢ KoToporo Gbina npousseseHa aBTopu3auua:
Admin@nodename# execute termination admin-sessions <IP-address/connection type>
Mpumep BbINOMHEHUA KOMaHA:

Admin@nodename# show settings administrators admin-sessions

admin-login : Admin

source :ssh

session_start_date :2023-08-10T11:33:47Z
ip 1127.0.0.1

node : utmcore@dineanoulwer
admin-login : Admin

source 1 web

session_start_date :2023-08-10T11:33:10Z
ip :10.0.2.2

node : utmcore@dineanoulwer

Admin@nodename# execute termination admin-sessions 10.0.2.2/web

Admin@nodename# show settings administrators admin-sessions

admin-login : Admin

source :ssh

session_start_date :2023-08-10T11:33:47Z
ip 1127.0.0.1

node : utmcore@dineanoulwer

Mpy 3aKpbITUM CECCUM aAMMHUCTPATOPOB BO3MOXHO MUCTONb3oBaHue dpunbTpa ( <filters ). MapameTpbl puUAbTPaLmMK aHanorMyHbl napameTpam Komanasl  show.

Admin@nodename# execute termination admin-sessions ( node <node-name> ip <session-ip> source <cli | web | ssh> admin-login <administrator-login> )



HacTpoika ceptuduxkaTos

Version: 7.5.x
Product: SWG

YnpaBneHue cepTuduratamu BbINONHAETCA Ha YpoBHe settings certificates.

Jina ymnopTa cepTMPHUKATOB UCNONb3yeTcA KoMaHaa:

Admin@nodename# import settings certificates <parameters>

Jlanee Heo6x0AMMO yKa3aTb NapameTpsbl.

Mapametp OnucaHue
name HassaHue cepTudukara, kotopoe ByaeT 0TOOPaKEHO B CrIUCKE.
description ||Onucanue cepTudpuxara.
certificate-
CepTudpukat B popmate PEM.
data
certificate-
chain Llenouka ceptudukaTos B popmate PEM.
private-key |[lpuBaTtHbIi Koy B popmate PEM.
passphrase||laponb Ans npuBaTHOro KNtoua unu koHTeiHepa PKCS12 (HeobasaTensHoe 3HauYeHHe).
user JToKanbHbIM NONb30BaTENb, KOTOPOMY OyAeT Ha3HaYeH NONb30BATENBCKUIA CEPTUDMKAT.
MonbsoBatens LDAP-koHHeKTOpa, KoTopoMy ByAeT HazHaueH Nonb3oBaTenbCKUit cepTudmKar.
Idap-user « user: uMa nonb3osatena B popmare domainiuser.
« connector: Bsi6op LDAP cepsepa.
Tun cepTuduKata:
» web-cert-chain: uenouka cepTudnKaToB BEG-KOHCONM.
« ssl-intermediate: npomexyTouHbIn cepTUdHKaT B Lienoyke ya0CTOBEPAIOLLMX LeHTPOB, KOTopaa Mcnonb3oBanack AnA BblAauyu ceptuduxkara anq
MHCNeKTMpoBaHua SSL.
« ssl-root: KopHeBOI cepTUPMKAT B LENOYKE YAOCTOBEPAIOLLMX LLEHTPOB, KOTOpPanA MCNonb3oBanack AnA BelAaun ceptuduxara ans
MHCNeKTMpoBaHua SSL.
« USer: Nofb30BaTeNbCKUI CEPTUDUKAT, KOTOPHIA MOXET BbiTh UCNONBL30BAH ANA aBTOPU3aLUM NOMb30BaTENEN NPY UX AOCTYNE K
role ony6IMKOBaHHBIM PECYPCam C MOMOLLLIO MPABUI reVEerse-NpoKCu.
« ssl-cert: cepTudurar SSL nHCneKTMpOBaHMA Knacca yAOCTOBEPAIOLLErO LEeHTPA, UCMOMb3YOLWMIACA ANA reHepaunn SSL-cepTudukaTos anq
MHTEPHET-XOCTOB, ANA KOTOPbLIX NpoussoanTcA nepexsat HTTPS, SMTPS, POP3S Tpaduka.
« captive-portal: ceptudukart, ucnonbayrowyuics ana cosgaHua 6ezonacHoro HTTPS-noakntoueHusa nonb3osarternen K CTpaHuue asTopusalmu
Captive-noprana, AnA 0TOBPaXeHNA CTPaHHLbl BIOKMPOBKM, AN 0ToBpaxeHuA cTpaHuubl Logout Captive-noptana u ana pabortsl ftp-npokcu.
» web-ssl: cepTudHUKaT, UCnonb3yloLwmMnca AnA cosaanua GesonacHoro HTTPS-noakntoueHns aaMuHucTpaTopa k Bed-koHconu UserGate.
« saml: cepTudukar, koTopelit Oyaet ucnonsbaosaH B SAML-kueHTe.
« hone.

[ins aKcnopTa A0CTYMHbLI CepTUdHMKATLI, BCA Lienouka ceptudukatos u CSR:

Admin@nodename# export settings certificates <certificate-name>
Admin@nodename# export settings certificates <certificate-name> with-chain on

C 1cnonb3oBaHMeM KOMaHAHOW CTPOKKU BOSMOXHO cosfaHue cepTudukarta n CSR:

Admin@nodename# create settings certificates type <certificate | csr> <parameters>

Jlanee HeoBXoANUMO yKasaHWe cresyloLne napameTpi.

MapameTtp OnucaHue

name

HasBaHue cepTuoukara.




MapameTp

OnucaHue

description OnvcaHue cepTuduKara.

country CrpaHa, B KOTOPOM BbINUCLIBaeTCA cepTudumKar.

state O6nacTb/LUTaT, B KOTOPOM BbINUCLIBAETCA CEPTUDUKAT.
locality ['opoa, B KOTOPOM BbINUCLIBAETCA CEPTUDUKAT.

organization

HaseaHune opraHusauuu, ana KOTOpOVI BbINUCbIBAETCA cepTuduKar.

common-name

MmnA cepTudmkata. PekoMeHayeTcs UCMOnb30BaTh TONbKO CUMBOJTbI JIATUHCKOTO asnidpasuTa AnfA COBMECTUMOCTH C BOJIbLUMHCTBOM Bpay3epoB.

email

Email komnanum.

KomaHpa ans ynpasneHua cepTupuKaTom:

Admin@nodename# set settings certificates <certificate-name> <parameters>

JocTynHble napameTpbl.

MapameTp

OnucaHue

name HasBaHue cepTuoukara.

description||OnucaHue ceptudukara.

Tun cepTudukara:

« web-cert-chain: Lenouka cepTudukaToB BeG-KOHCOSU.

ssl-intermediate: npomexyToOUHbI cepTUdHUKAT B LENOYKE YAOCTOBEPAIOLMX LLIEHTPOB, KOTOPaA UCMosb3oBanack ANA BblAauM cepTudukaTa Ana
MHCNeKTUpoBaHuA SSL.

« ssl-root: KOpHEeBOI cepTUPUKAT B LENOYKE yAOCTOBEPAIOLLMX LEHTPOB, KOTOPasA MCMonb3oBanack AnA BblAaun ceptudurara ans
MHCNeKTMpoBaHua SSL.

« USer: Nosib30BaTeNbCKUIA CEPTURUKAT, KOTOPLIM MOXET ObITb UCMOML30BaH AMA aBTOPU3ALIMM MONb30BATENeN NPX UX AOCTYME K ONyGMKOBaAHHBLIM
pecypcam ¢ MoMOLLbO MPaBUIT reverse-NpoKcH.

role
« ssl-cert: cepTudurat SSL nHCNeKTUpPOBaHMA Knacca yAOCTOBEPAIOLLErO LEHTPA, UCMOMb3YOLWMIACA ANA reHepaunn SSL-cepTudukaTos anq
MHTEPHET-XOCTOB, ANA KOTOPbIX Npou3soanTca nepexsat HTTPS, SMTPS, POP3S tpaduka.
« captive-portal: cepTudpukart, ucnonbaytouica ana cosnanua esonacHoro HTTPS-noakntodeHna nonb3oBaTenei K CTpaHuue aBTopusanmnm
Captive-noprana, aAna 0ToBpaxeH!A CTpaH Lbl BIOKMPOBKK, AnaA o0ToBpaxeHua cTpaHuubl Logout Captive-noptana u ans pabortsl ftp-npokeu.
» web-ssl: cepTudHMKaT, Ucronb3ylowminca AnA cosaanua GesonacHoro HTTPS-noakntoueHus aaMuHucTpaTopa k Bed-koHconu UserGate.
« saml: cepTudukart, koTopelit ByaeTt ucrnonsaosaH B SAML-kneHTe.
« none.
user JTokanbHbIM NONb30BaTENb, KOTOPOMY ByAET HAa3HAYEH NONb30BATENLCKUIA CEPTUDMKAT.
Monb3oBatens LDAP-koHHeKTOpa, KoTopoMy GyAeT HazHauyeH Nonb3oBaTEeNbCKUA CepTUdUKaT.
Idap-user « user: uvA nonb3osarena B popmate domain\user.
« connector: Bbi6op LDAP cepsepa.
certificate-
CepTtudpukat B popmate PEM.
data
certificate-
chain Llenouka ceptudukaros B popmarte PEM.

Komanaa anA ynanenus ceptudukara:

Admin@nodenamet# delete settings certificates <certificate-name>

KomaHrgabl AnA npocMoTpa MHdopMaLMn 06 onpeaenéHHOM cepTUdUKaTE UK O BCeX cepTUdUKaTax:

Admin@nodename# show settings certificates
Admin@nodename# show settings certificates <certificate-name>




YT006bI yAanuTb cepTuduKaTt U3 Kalla Ucrnonb3yeTcA komaHaa:

Admin@nodename# delete settings certificates-cache <common-name>



HacTtpoika npokcu-cepsepa

Version: 7.5.x

Product: SWG

KomaHabl AnfA npocMoTpa M HaCTPOWKK NapamMeTpoB NPOKCHU-CepBePa AOCTYMHbI HA YPOBHE settings proxy.

Bbl MOXeTe HacTpoWUTb Tak1e napameTpsl, Kak AoGasneHue 3aronoekoB HTTP — via 1 forwarded, a Tawke HacTpoiKu TaiM-ayTOB Ha NMOAKIOUYEHUE K CaiTam U Ha
3arpysKy KOHTEHTa.

JInA U3MeHeH1A napameTpoB NPOKCU-CepBepa UCMomnb3yeTca KoMaHaa:

Admin@nodename# set settings proxy <parameters>

MapameTtp OnucaHue
Jlo6aBneHne HTTP 3aronoskos Via:
e ON.
via
« off.
Mo ymonuaHuio OTKIIOYEHO
No6asneHne HTTP 3aronoskos Forwarded:
e ON.
forwarded
o off.
Mo ymonuyaHuto oTKIIOUYEHO
Llo6asneHne HTTP 3aronoekos X-Forwarded-For:
e ON.
xforwarded
« off.
Mo ymonyaHuio oTKIO4EHO
connection-
timeout Bpemsa oxunaaHusa, BolaenseMoe Ha noaxntodenne HTTP. Mo ymonuanuio — 20 cekyHa
loading-
timeout Bpewmsa oxunaanua, BelaenaemMoe Ha 3arpysky KoHtenta HTTP. Mo ymonyanuio — 60 cekyHA
Pexum SYN Proxy:
e ON.
smode
« off.
Mo ymonuaHuio pexum BKITHOUYEH
icap-wait- .
timeout Bpewms, koTopoe cepsep UserGate waet oteeTa ot ICAP-cepBepa; ykasbiBaeTca B CeKyHAaxX. 3HayeHne no ymonyaHuto — 10 cekyHa
JocTynHo:
roxy host rfc « relaxed — vcnonb3oBaHue npotokona HTTP PROXY 1.1 6e3 ykasaHusa napametpa host. [JaHHbIi pexum npotuBopeunt RFC, Ho Heo6xoanm
proxy_host | ANA COBMECTUMOCTU C HEKOTOPbLIMU MporpaMmamy.
« strict — cobntopats RFC. [JaHHbIA pexuM UCTONb3yeTcs Mo YMOJYaHHIo.

KomaHza Ans npocMoTpa TEKyLMX NapameTpoB:

Admin@nodename# show settings proxy



HacTtpoiika paBoTbl C BbILIECTOALMMM NPOKCU-CEPBEPAMM

Version: 7.5.x
Product: SWG

B nHTepdeiice KOMaHAHOW CTPOKM HACTPOVKa CLieHapuA nepeHanpasneHna Tpaduxa AOCTyNHa Ha ypoBHe upstream-proxy.
HacTpoiika cocToMT M3 crieaytoLmUX OCHOBHbIX LLAroB:

1. HacTtpoika noaKItoyYeHna K BbILIECTOALLEMY NPOKCH-CepBeEpY.

2. Cosnanune npoduna NOAKIYEHNS.

3. CoszaHnue npasua BbILLIECTOALLErO MPOKCH.

HaCTpoFu(a NOoAKJTIIOYEeHUA K BbllleCTOALWEeMY NPOKCU-CepBepy
JinA cozaaHnA NOAKMIOYEHNA K BbILLECTOALLEMY NMPOKCU-CEPBEPY UCMONb3yeTCA KoMaHaa:
Admin@nodename# create upstream-proxy servers <parameters>

MapameTpbl ANA HACTPOMKKU NOAKTHOYEHHA.

MapameTtp OnucaHue

MoaxntoyeHne K BbILLECTOALLEMY MPOKCHU-CEPBEPY:
enabled e ON — BK/HOYEHO;

« off — oTkntoueHo

name HasBaHne noakmtoyeH1s K BblLLeCTOoALEeMYy NPOKCU-CepBepy

description||OnucaH1e noakntoyYeHun

TN BbILLECTOALLErO NPOKCH-CepBepa:

mode « https;

« socks5
ip |P-aapec BbILLECTOALLEro NPOKCU-cepaepa
port MopT BbILLECTOALLEr0 NPOKCHU-cepBepa

AyTeHTUdMKaLMA HA BbILLECTOALLEM NPOKCH-CEpBepe:
auth « on — TpebyerTcs;

« off — He Tpebyetca

user JTorMH ANA NOAKMIOYEHNA K BbILLECTOALLEMY MPOKCH-CEpBEPY

password ||Maposnb AnA NOAKIYEHUS K BBILLECTOALLEMY MPOKCU-CepBepy

KomaHnaa ansa peaakTMpoBaHnA NapamMeTpoB paHee CO34aHHOro NOAKHYEHNA K BbllLeCToALLEeMY NPOKCU-CepBepy:
Admin@nodename# set upstream-proxy servers <server-name> <parameters>

B komaHae PeAaKTMpoBaHUA MOXHO UCMOMb30BaTh T Xe NapamMeTpbl, KOTOPble UCMOJSIb3YHOTCA B KOMaHAe CO3AaHUA NOAKIHOYEHUA.
KomaHnaa anA npocmoTpa HacTpoeK paHee CO3AaHHOTO NMOAKIIOUEHHA:

Admin@nodename# show upstream-proxy servers <server-name>

KomaHpa ana yaaneHua paHee cozaaHHOe NOAKIIOYEHUA K BbILLECTOALLEMY NPOKCH-CEepBEpY:

Admin@nodename# delete upstream-proxy servers <server-name>

Co3naHue I1pO¢Ml1F| noAaxKnwyYeHUsA
Jna cozaaHna npodpuna NOAKIIOYEHUA K BbILLECTOALLIEMY NPOKCH-CepBEPY MCMOMb3yeTcA KomaHAaa:
Admin@nodenamet# create upstream-proxy profiles <parameters>

MapameTpbl AnA HACTPOKK NpoPUnA.



MNapametp OnucaHue

Brntouenue/oTroueHne npodpuna:
enabled « ON — BK/OYEH;

« off — oTkntoueH

name HassaHnve npoduna

description ||OnucaHne npogpuna

used-

servers YkazaHue BbILLECTOALYMX NPOKCU-CepBEepOB U3 CNUCKa paHee HAaCTPOEHHbIX B CUCTEMEe

Bri6op MeTona HTTP-3anpoca Ans NpoBEPKM COCTOAHWA NMOAKIIOUEHUS C MOMOLLIbIO KOHTPOSLHOTO o6palleHns K ykasaHHomy URL-

hitp-method || - ocy: GET, HEAD, OPTIONS

url-host Ykasanue URL-pecypca Ana NpoBepki COCTOAHUA NOAKNIOYEHNA Yepes BhILLECTOALLMI NPOKCU-CEpPBEp
check- MHTepBan npoBepKu NOAKMIOYEHUA B CEKyHAaX

interval P posep! Y

check-

imeout BpemaA oxuaaHua oTBeTa NPOBEPKM NOAKTIOYEHUA B CEKyHAaX

KomaHnaa ana peaakTMposaHua napameTpoB paHee Co3AaHHOro NPoduA NOAKIHOYEHMA K BbILLECTOALLIEMY NPOKCH-CepBepy:
Admin@nodenamet# set upstream-proxy profiles <profile-name>

B komanze peaakTMpoBaHUA MOXHO MCMOMNb30BaTh TE Xe NapameTpbl, KOTOPbLIE UCMOMbL3YIOTCA B KOMaHAe Co3AaHUA NpodunAa.
KomaHnaa anA npocmoTpa HacTPOiKK paHee Co3aHHOro Npoduna:

Admin@nodename# show upstream-proxy profiles <profile-name>

KomaHnaa ana yaanexsusa paHee co3aaHHoOro npopuna:

Admin@nodename## delete upstream-proxy profiles <profile-name>

Co3naHue npaBeuna BblllecToALLEero NnpoKkcu

MpaBuna co3aatoTcs ¢ NOMOLLbHO A3bIKa onucanua npasun UPL. Moapo6Hee o cuHTakcuce A3bika UPL — B pasaene « UserGate Policy Language ».
KomaHpa ana cozaanna npasuna NoAKIOYEHUA K BbILLECTOALLEMY NPOKCH-CepBepy:

Admin@nodename## create upstream-proxy rules <position> upl-rule <parameters>

KomaHpa aAna peaakTMpoBaHuA paHee Co3AaHHbIX Npasui:

Admin@nodename# set upstream-proxy rules <position> upl-rule <parameters>

KomaHaa aAna npocMoTpa paHee Co3aaHHbIX NpaBul:

Admin@nodename# show upstream-proxy rules <position>

KomaHua ANA yaaneHuAa paHee Co3AaHHbIX npaBusi:

Admin@nodename# delete upstream-proxy rules <position>

MapameTpbl AnA HACTPOIKK NpaBui.

MapameTtp OnucaHue

PASS

[leficTBue ana cosaaHua npasuna ¢ nomoLysio UPL
OK

BrntoueHune/oTkIIO4EHWE NpaBuna:
enabled » enabled(yes) unu enabled(true) — BrtoueHWe Npasuna;

« enabled(no) unu enabled(false) — oTkntouenne npasuna

HassaHue npasuna.

name

Hanpumep, name("Rule 1")
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MapameTp

OnucaHue

desc

Onwvcanune npasuna.

Hanpumep, desc("Rule example set via CLI")

proxy_profile

Mpodub NOAKMOYEHHSA K BhILLIECTOALLEMY NPOKCU-CEPBEPY.

Hanpumep, proxy_profile(Profile1")

fallback_action

PesepsHoe aeiicTBME NPY HEAOCTYNHOCTM BLILLECTOALLEro NPOKCU-cepaepa:
« npamoe noakntoueHne — fallback_action(direct);

« cTpanuua 6noknposku — fallback_action(blockpage)

rule_log

3anucb B xypHan uHdopMauumu o Tpaduke Npu cpabatsiBaHuu npaeuna. BoaMoXHbl BapUaHThbI:

« rule_log(no) unu rule_log(false) — oTkntounts xypHanuposanue. Ecniv npu cozaanumn npasuna rule_log He ykasaHo, GyHKuuA
XXYPHANMPOBaHWA OTKITIOYEHA;

« rule_log(session) — xypHanupoBaTb Hayano ceccuu

Src.zone

30Ha UCTOYHMKa TpaduKa.
Hanpvmep, ana ykasaHus 30Hbl Trusted: src.zone = Trusted.

MoapobHee 0 HACTPOWKe 30H C UCMONb30BaHMEM UHTEPdEica KOMaHAHOM CTPOKN — B pasaene « 30Hbl»

src.ip

.[loéaaneﬂwe CNACKOB IP-aapecos U A0OMEHOB UCTOYHUKA.

[nA ykasaHus cnvcka IP-aapecos: src.ip = lib.network(); B ckobkax Heobxoanmo ykasaTb HasBaHWe cnucka. MoapobHee 0 CO3AaHMM U HACTPOMKE
cnuckoB IP-aapecoB ¢ ucnonb3oBaHMeM HTeEpdENCca KOMaHAHOW CTPOKM — B pasaene «HacTpouka |IP-agpecos».

[1nA ykaszaHus cnvcka AOMeHOB UcTouHMKa: Sre.ip = lib.url(); B ckobkax Heo6xoanMo ykasaTb HaseaHue cnucka URL, B koTopblit Bbinu AoGaBneHs
HeobxoauMble ZomeHbl. [oapo6Hee o cosaaHuu u HacTpoiike cnuckos URL ¢ ucnonb3oBaHuem nHTepdeica KoMaHaHON CTPOKM — B pasaene

«Hactpoitka cnuckos URL »

src.geoip

YkazaHne GeolP ucTouHMKa; HeOBXOANMO yKasaTb KOA CTpaHbl (Hanpumep, src.geoip = RU).

KoAbl Ha3BaHM cTpaH AOCTYMHbI N0 CChIIKe

user

Monb3oBaTenu unu rpynnel Nonb3oBaTenew (NoKanbHble UK JOMEHHbIE), ANA KOTOPLIX MPUMEHAETCA NpaBuo.
MoryT 6bITb MCnoNb3oBaHLl Nonbaosatenu Tuna Any, Unknown, Known.

[na nobasnenus LDAP-rpynn 1 nonb3osatesniei He0OX0ANM KOPPEKTHO HAcTpoeHHbIM LDAP-KoHHeKTop Ha ycTpoiicTse. Moapo6Hee o HacTpoitke
LDAP-KOHHEKTOpa C UCMoNb3oBaHMeM UHTepdenca KoMaHAHON CTPOKM — B pasaene «Hactponka LDAP-koHHeKTopa ».

Mpumepsl Ao6aBrneHns nonb3oBaTenei B Npasuo:
» user = known;
e user =userl;
» user = "testd.local\\user2";

» user = (useri, "testd.local\\user2")

time

Hactpoiika pacnucanus pa6oTel npasuna.

JnA yctaHoBku pacnucanua: time = lib.time(); B ckobkax Heo6xoanMo ykasaTtb HasBaHKe rpynnel kaneHaapeit. MoapobHee o0 HACTPOKe KaneHaapei
— B pasaene «Hactpoika kaneHgapem»

HacTpo#ika akTMBayuu nuueHsuu u obHoeneHus MO

JInA HaCTPOWKK aKTUBaLMK nuLeH3un 1 obHoBnexus MO yana UserGate Yepes BHELLHWI NPOKCU-CEepBep UCNONb3yeTca KoMaHaa:

Admin@nodenamet# set settings device-mgmt licensing-upstream-proxy <parameters>

JlononHutensHble napamMeTpbl KOMaHAbl.

MapameTp

OnucaHue
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MapameTtp OnucaHune

BrtoyeHWe Wi OTKNYEeHUE PeXMMa akTMBaLnUK uLeHsun u obHoBneHus MO yepes BHELLHUIA NPOKCHU-CepBep:
enabled e ON — BKJTOYEH;

« off — oTkntoueH

ip IP-aapec BHeLLHero Npokcu-cepeepa

port MopT BHELLHETO NPOKCH-CepBepa

AyTEHTUDUKALMA HA BHELLHEM NPOKCHU-CepBepe:
auth » On — TpebyeTcs;

« off — He Tpebyetca

name JTorvH Ha BHELLHeM NPOKCH-cepBepe

password ||Maposnb Ha BHELLHEM NPOKCU-cepBepe

KomaHnaa ana npocmoTpa co3aaHHbIX HACTPOEK aKTBaLmu nuueHann u obHoenenus MO yana UserGate Yepes BHELLHWI NPOKCH-CepBep:
Admin@nodename# show settings device-mgmt licensing-upstream-proxy

I'Io.qpof)Hee 0 PYHKLMOHANBLHOCTH Upstream Proxy, cueHapuax Ucnonb3oBaHUAa U HaCTpOﬁKaX B BE6-KOHCONMN aAMUHUCTPATOpa — B pasaene « Hacmoﬁka QaéOTbI C
BbILECTOALLWMU NPOKCU-CepBEPaAMU>».
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HacTpoika napameTpoB MOHUTOPHHIa yCTPOWCTBA

Version: 7.5.x
Product: SWG

HacTpoitka napameTpoB MOHUTOPUHIa YCTPOMCTBA B MHTEphEce KOMaHAHOW CTPOKM BbIMOSTHAETCA B PEXUME KOHPHUIypaLum Ha ypoBHe monitoring.

KomaHzbl 3Toro ypoBHA NMO3BONAIOT yNpaBnATb HACTPOIKoM napameTpoB SNMP ycTtpoitcTsa, npasun MoHuTopuHra no SNMP, npoduneit 6esonacHocT ans
ayTeHTMdHKau SNMP-meHekepoB, Npasunamm onoseLleHuit. Moapo6Hee 0 NpaBunax MOHUTOPUHIA U ONOBELLEHN — B pasaene «OnoBeLLleHNs».

Hactpouka napametpoB SNMP ycTpoucTBa

Mapametpbl SNMP ycTpoiicTBa HacTpauBaroTCA Ha YPOBHe monitoring snmp-parameter.

Ona HaCTpOﬁKVI napamMmeTpoB UCNONb3yeTCcA KoMmaHaa:

Admin@nodename# set monitoring snmp-parameter <parameters>

[lanee Heo6XoAMMO yKasaTb CriesyloLue napameTpbi.

MapameTtp OnucaHune

agent- o

name HassaHue cuctemsl, ucnonbayemoe noacuctemon ynpasnexnua SNMP

location MHdpopmauusa o pusmueckom pacrnonoxennn SNMP-areHTa

description||OnucaHune cuctemsl
Kaxaoe yctpoitcteo UserGate umeeT yHukanbHbli naentudukatop SNMPv3 Engine ID. Mo ymonuanuio Engine ID renepupyeTtca Ha OCHOBaHUM UMEHU
y3na UserGate. Mpu peaaxktuposaHumn Engine ID Heobxoanmo ykasatb AnuHy (length), Tun u 3HaueHue naeHTugukatopa. JnmHa MoxeT ObiTb
onpezeneHa Kak puKcpoBaHHas (He 6onee 8 6anT) nu aMHamuueckas (He Bonee 27 6aiT). PUKCMpOBaHHAA ANMHA MAEHTUdMKATOPA NPUMEHNUMA
TONbKO ANA TMna text.
Engine ID MoxeT 6biTb chpopMUpoBaH B popmare:

Engine ID o ip4d—IPv4.

e ipv6 — IPV6.

+ mac — MAC-aapec.
o text — TekcrT.

« octets — OkTeThbl

Moapo6Hee o napametpax SNMP ycTpoiictea UserGate — B pasaene « SNMP ».

HacTpouka npaBun moHuTtopuHra no SNMP

Mpasuna MouuTopuHra yctpoictea no SNMP HacTpamsatotca Ha yposHe monitoring snmp.

JnAa coszpanua npasuna Ucnonb3yeTcA KomaHaa:

Admin@nodename# create monitoring snmp <parameters>

Janee Heo6xoaMMO yKasaTb CriesytoLme napaMmeTpbi.

MapameTtp OnucaHue

name Hassanue npasuna

enabled ||BkntouyeHne/oTKIOUEHNE NpaBuia

communit SNMP community — cTpoka ana naeHtudukauyumn cepsepa UserGate u cepsepa ynpasnenna SNMP ana sepcun SNMP v2c. Mcnonb3yitTe Tonbko

Yllnaturcrne GyKBbI M LUDPEI

Heob6ssatensHblit napametp, onpeaenstowmin SNMP context. MoXHO MCMOMb30BaTh TOMBKO NaTUHCKWE BYKBbI U UMPBI.
Ha HeKoTOpbIX YCTPOACTBax MOXeET ObITb HECKOMBKO Konuit nonHoro noaaepesa MIB. Hanpumep, Ha ycTporcTBE MOXET ObITb CO3AaHO

context HECKOJBbKO BUPTYasibHbIX MapLUpyT3aTopoB. Kaxxabli Takoi BUPTYanbHbli MapLupyTusaTop Oyaet umeTb nonHoe noaaepeso MIB. B aTom cniyyae
Ka)kAbl BUPTYarnbHbIM MapLUpyTM3aTOp MOXET OblThb YKasaH Kak KOHTEKCT Ha cepeepe SNMP. KoHTekcT onpeaenseTcs no umenun. Koraa KimeHTt
OTNPaBNAET 3anpoc, OH MOXET yKasaTb UMA KOHTEKCTA. ECnM MMA KOHTEKCTa He yKasaHo, OyAeT 3anpoLUEH KOHTEKCT N0 YyMOMYaHWo

version VkasbiBaeT Bepcuto npotokona SNMP, koTopana 6yaeT ucnonb3oBaTtbcA B AaHHOM npasuse. BoamoxHbl BapuaHTel SNMP v2¢ u SNMP v3
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MapameTp OnucaHue

query Mpw BrNtOYeHUM paspeLuaeT nonydexue n 06pabotky SNMP-3anpocos oT SNMP-meHemxepa

trap Mpu BrNtoueHnn paspeluaet otnpasky SNMP-Tpanos Ha cepBep, HACTPOEHHbIA ANA NpMema onoBeLLeHi

trap-host ||IP-aApec cepsepa anA Tpanos. laHHaA HacTpoiika Heo6xoaruma TONbKO B Crlyyae, ecnim He06XoAMMO OTNPaBNATL TPanbl Ha CepBep OnoBeLLeHN

rap-port MopT, Ha KOTOpOM CepBep cnyLiaeT OI'IOBeI:LleHVIFl. O6b1yHO 310 nopT UDP 162. [laHHaA HacTporka Heo6XoAWMa TOMBKO B Cryyae, ecn Heo6X0AUMO
0TNPaBnATh Tpansl Ha cepeep OrnoBeLLeHni

security-

profile Tonbko ana SNMP v3. NMoapobHee — B pasaene « [podunu 6esonacHoct SNMP »

events BriGop TMNOB NapamMeTpoB, AOCTYMHbIX A71F MOHUTOPUHIA MO NpaBusy.

KomaHaa ana uameHeHus napameTpoB paHee Co34aHHOoro npasuna:

Admin@nodename# set monitoring snmp <rule-name>

JIns pa6otel SNMP-meHeaxepa ¢ UserGate SWG Heo6xoanMMo B CBOMCTBaX 30HbI MHTEpdeica, K KoTopoMy ByAeT OCyLLecTBAATLCA NOAKTHUYEHUE NO NPOTOKONY
SNMP, paspetumnts cepeuc SNMP B HacTpoiikax KoHTpona aoctyna. Moapo6Hee o HacTpoiike 30H B CLI — B pasaene «HacTpoiiku cetu».

Hactpo#nka npodunen 6esonacHoctu SNMP

Mpodunu 6esonacHocTn Ana ayTeHTUdMKaumm SNMP-MeHe)xepoB HAacTpauBaroTCA Ha ypoBHe monitoring snmp-security-profile.

JnAa coszpanuA npouna ncnonb3yeTca KomaHAaa:

Admin@nodename# create monitoring snmp-security-profile <parameters>

JHanee Heo6xo0aMMO yKasaTtb creayrolune napameTpbl.

NapameTtp OnucaHue

name

HassaHnue npopuna 6esonacHoctn SNMP

description

Onucanwue npoduna GesonacHoct SNMP

username

Mma nonb3osatena ana aytentudukaummn SNMP-menenxepa

auth-type

Bbi6op pexuma ayTeHTupukaumnn SNMP-meHepxepa. Bo3aMoXHbI BapUaHThI:
« none — 6e3 ayTeHTUdUKaLmum, 6e3 LWdpoBaHus.

« no-encrypt — ¢ ayTeHTUdUKaUne, 6e3 WnppoBaHua.

« encrypt — c ayTeHTUdUKaumnen, ¢ mdpoBaHUem.

Haunbonee 6e3onacHbiM cunTaeTca pexum paboTsl encrypt

auth-alg

AﬂFOpVITM, VICI'IOJ'II:.SyeMbIVI ana ayTeHTVIQ)VIKaLlVIVI. B0o3MOXHO 1cnonb3oBaThb:
« sha

« md5;

« sha224;

« sha256;

« sha384;

« shab512

auth-password  ||[Taposnb, ucnonb3yemblit AnA ayTeHTUPUKaLMm

encrypt-alg

AnropuTM, Mcnosnb3yemblit AnA WwidposaHua. BoamoxHo ncnonb3osate DES n AES

encrypt-password||[Taposb, ucnonbayemblit Ana WKdpoBaHUa

Komanaa ana nameHeHus napameTpoB paHee co3aaHHOro npodunAa:

Admin@nodename# set monitoring snmp-security-profile <profile-name>
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HacTtporka npaBun onoBeLeHUN

Mpasuna onoBeLLeHnit HacTpauMBaroTCA Ha ypoBHe monitoring alert-rules.

JnAa cospanuA npasuia onoBeleHnAa UCNonb3yeTcA KoMaHaa:

Admin@nodename# create monitoring alert-rules <parameters>

JHanee Heo6xo0aAMMO yKasaTtb crneayroline napameTpbl.

Napametp OnucaHue

enabled Bxntouaet/oTkntouaeT AaHHOE NpaBuiio

name HassaHue npasuna

description ||Onucanve npasuna

notification- .

profile Co3saaHHbIN paHee Npodunb OnoBeLLeHNna

sender OT koro ByAeT NpUXoANUTbL OMOBELLEHUE

subject Tema onoseLleHns

imeout Taiim-ayT, B TeYUEHUE KOTOPOro cepeep He éerT 0TNpaBnATL COOBLLEHME NPU NOBTOPHOM cpadaThiBaHWK AAHHOrO npasuna. JlaHHan HacTpoika
no3BonAeT NPeAoTBPATUTL LITOPM COOBLLEHUI NPK YacTOM cpadaTbiBaHWW NpaBuUna oOnoBeLieHUs

events CoObITHA, ANA KOTOPbIX HE0BX0AMMO NONyYaTh ONOBELLEHHA

phones Jna SMPP-npoduna. pynnbl HomMepoBs TenedoHoB, Kyaa oTnpasnate SMS-onoseLleHna

emails [ina SMTP-npoduna. Mpynnsl aapecos email, Ha KoTopble ByAyT OTNPaBNAATLCA NOYTOBLIE ONOBELLEHHA

Komanaa ansa nameHeHusa napamMmeTpoB paHee CO34aHHOoro npasuna:

Admin@nodename# set monitoring alert-rules <rule-name>

HacTtpoika 3axBaTa nakeToB

3axBaT nakeToB NO3BONAET 3anucatb TpadUK, yﬂOBJ‘IeTBOpﬂK)U.lMﬂ 3aZaHHbIM yCnoBuam, B pcap-cpaﬁn ANA AanbHeRLWero aHanmaa ¢ NoMOLLbIo CTOPOHHUX CPeACTB,
Hanpumep wireshark. 310 6biBaeT HeobxoaUMo npuv AMarHoCTMpoBaHUU CceTeBbIX npoéneM.

Pcap-q>wanpb| onpeaenarT yCrnoBuA, No KOTOPbIM 6y£|eT 3anucblBatbca TpapuK. B kauectBe ycnoswﬁ MOryT BbICTYNaTb aaApec NCTOYHUKA, MOPT UCTOYHUKA, aapec

HasHayeHud,

nopT HasHayeHud, NnpoTokon IPv4.

Pcap-¢$unbTpbl HacTpausatoTca Ha ypoBHe monitoring pcap-filter.

Jna cospanusa pcap-punbTpa Ucnonb3yeTca KomaHaa:

Admin@nodename# create monitoring pcap-filter <parameters>

KomaHaa ana uameHeHus napamMmeTpoB paHee Co3faHHOro punbTpa:

Admin@nodename# set monitoring pcap-filter <parameters>

B pcap-npaBunax ykaseiBarotca uHTepdeiickl UserGate, Ha KOTopbIX HE06X0AMMO 3anuckiBaTh TpaduK, PUNIbTPLI, CO3AaHHbLIE paHee, UMA 1 pasvep ¢aiina, B
KOTOPBbIN 3anucbiBaeTCA NepexsayeHHbI TpaduK.

Pcap-npasuna HacTpavBaroTca Ha ypoBHe monitoring pcap-rule.

JnAa cospanuA npasuna ucnosnb3dyeTcA KoMaHaa:

Admin@nodename# create monitoring pcap-rule <parameters>

Komaraa anA nameHeHuA napamMeTpoB paHee Co34aHHOro npasuna:

Admin@nodename# set monitoring pcap-rule <parameters>




HacTtpoika npodunen KMMeHTCKUx ceptudukaTos

Version: 7.5.x
Product: SWG

Mpodunu KNMeHTCKUX CepTUDMKATOB HacTpanBatoTCA Ha ypoBHe settings certificate-profiles.

Jina cozpanna NpoduUNA KITMEHTCKOro cepTudUKaTa MCNonb3yeTca KoMmaHaa:

Admin@nodenamet# create settings certificate-profiles <parameters>

Jlanee Heo6XoAMMO yKasaTb CriesyloLne napameTpbi.

MapameTp OnucaHune
name HassaHune npoduna KIMeHTCKoro cepTuduxkata
description||Onucanne npopuna
Bribop nona B cepTudmKaTe, No KOTOPOMy ONpeaenaeTca UMA Nonb3oBaTess, UCNOMNb3YeMOe NpU ayTEHTUDUKALUK:
« COMMoON — AOMEHHOe UMA UK UM XxocTa B none Subject, AnA KOTOPLIX NpeAHas3HaveH cepTudumkar.
username- « email — anA onpeaeneHnA UMeHU NonNb3oBaTeNA UCNoNb3yeTcA napameTp ¢ npedukcom email B pacumperun SAN (Subject Alternative Name) .
field « principal — anAa onpeaeneHna uMeHK nonb3osaTtena ucnonbayetca napametp Universal Principal Name (UPN), coaepxatyumitca B none otherName
B pactumpeHun SAN.
Ecnu B nonsx paclumpenna SAN cepTuduMKaTa ykasaHo Heckonbko uveH UPN unn Heckonbko aapecos email, 6epetca nepBblit, yKasaHHbIA B
cepTudukaTe
certificates||CepTudpukatsl YL, HasHauyaemMble Npopuso
B cniuckax oT3biBa cepTudukatos (CRL) coaepxatca cepTUdUKaThl, KOTOpble BbiM 0TO3BaHbI M GOMbLLE HE MOTYT UCMONb30BaTLCA. B 3TOT ciMcok
BXOAAT CEPTUDUKATEI, CPOK AEHCTBUA KOTOPbIX UCTEK UMM OHK OblNI CKOMMPOMETUPOBAHbI.
MapameTp AnA NPOBEPKM COCTOAHUA 0T3bIBA CEPTUPUKATOB:
« off — He NnpoBepATb HX OANH cepTUdUMKaT.
crl
« ON— MPOBEPATL BCE CEPTUDMKATHI B Lienoyke 1 TpeboBaTb, YToObl OHM BCe Obinu BaMAHBIMM.
s peer — NpPoBepATb TONbKO CEPTUPUKAT KNMUEHTA.
» best-effort — ecnn npoeeputb CRL He yAanock no Kakoi-To NpuynHe, To cepTUdUKaT cuMTaeTca BasMAHLIM (MPU 3TOM OH BCE paBHO
npoBepAeTCA U MOXET BepHYTb cTatyc invalid, ecnu cepTuduMKaT ecTb B CMUCKE OTO3BaHHbIX)
receive-
imeout MHTepBan BpemeHu, No ucteueHnn kotoporo UserGate SWG nepecraeT oxuaaTtb 0TBETa OT CNy)Obl 0T3bIBA CEPTUDHUKATOB

KomaHzbl AnA npocMoTpa paHee co3AaHHbIX NPOdHUIEH KITMEHTCKUX CEPTUPHKATOB:

Admin@nodename# show settings certificate-profiles
Admin@nodename# show settings certificate-profiles <certificate-profile-name>

KomaHaa ana uameHeHus napameTpoB paHee co3faHHOro npodunAa:

Admin@nodenamet# set settings certificate-profiles <certificate-profile-name> <parameters>

MapameTpbl, AOCTYNHbIE ANA peAakTMpoBaHUa NPodUNA, aHanorMuHbLl napamMeTpam cos3aaHna NPpoduna, PaCCMOTPEHHBIM paHee.

Komanaa anq yAaneHuA paHee co3aaHHOro npopuna:

Admin@nodename# delete settings certificate-profiles <certificate-profile-name>




HacTtpoika napameTpoBs ynpasneHua TenemeTpuen

Version: 7.5.x
Product: SWG

MapameTpbl ynpaBneHusa TENEMeTPUER yCTPONCTBA HAaCcTpauBatoTCA Ha YpoBHe Settings telementry.
JInA pefakTMpoBaHUA NapamMeTpoB UCMOSb3YETCA KoMaHaa:
Admin@nodename# set settings telemetry <parameters>

JHanee Heo6xo0aMMO yKasaTtb crneayroline napameTpbl.

Mapametp OnucaHue

BkntoueHne unu oTkrouYeHne cbopa TenemMeTpumn Ha yCTpoincTBe:
e ON,

enabled

o Off.

Mo ymonuyaHu1io cOop TENEMETPUM BKITOUYEH

BkrtoueHne unu oTkIroUYeHUe PYHKLKUU COKPLITUA NEPCOHANBHBIX AaHHbLIX B TENEMETPUM:
e ON,

hide-sensitive-data

« Off.

Mo ymonuaHuio GyHKLMA OTKIOYeHa

Komanaa anA npocmoTpa TeKyLMx napameTpoB:

Admin@nodename# show settings telemetry
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