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UserGate Application and Security Language (UASL)



O6Lwme cBeaeHuna

Product: DCFW
Version: 8.x

UserGate Application and Security Language (UASL) - A3blK, paspaboTaHHbli Ans BO3MOXHOCTH HanucaHuA Nonb30BaTeNbCKUX CUrHaTyp U
NPUNOXEHU.

Mocne co3naHMA Nonb3oBaTENbCKUE CUrHATYPhI U MPUMOXEHUA MOXHO A06aBnaTb B npodunu COB 1 NpunoxeHuin Ana AanbHeilero
MCNoNb30BaHWA B MPaBMIax MEXCETEBOro 3KpaHUPOBaHUA.

CprKTypa CUTrHaTypbl BbIMAANT Crieayrolwnm oépasoM:

UASL (.parameteri=<valuei>; .parameter2=<value2>; ...)

I'Iapamerpbl CUrHaTypbl 3anUCbiBarOTCA B KPYMbIX CKOéKaX; ANA pasaeneHna napameTpoB UCNOMb3yeTCA TOYKa C 3anaToun (,)
Takke AonyckaeTcA MCNosnb30BaHWe MHOFOCTPOYHOro BBOAA:

UASL (.parameteri=<valuels;
.parameter2=<value2>;

)
MpumeuaHneMakcvmanbHan AnvHa Nonb3oBaTeNbCKOM cUrHaTtypsl coctasndet 1024 Gaira.
Bce ycnoBua oiHoM curHaTypbl 6€3 UcKioueHHit ByayT o6benHeHbl ornyeckum onepatopom M.

Cosnanve, peAakTupoBaHue UK yaaneHue curHatyp MOXHO OTC/1eXXUBaTb NO 3anUCAM XypHana cobbITUI.



MeTanHdopmauumn

Version: 8.x
Product: DCFW

[Mone .rev npeAHasHa4YeHo AnA yKasaHuA ZOMOSNHUTENBHON MHpOpMaLUnn: Nnonb3oBaTesnb, KOTOprﬁ cosaan curHatypy, Aata cosaaHuda, Tun U Bepcua
CUrHaTtypbl. Mone ABnAeTCA ONUMOHANBHLIM U HE BIUAET Ha paéoTy COB; moxeT ObITb MCNOMNBL30BAHO ANA OTCNEXMBAHUA UBMEHEHWN.

dopmat nona cneayoLmi:

.rev = <date>,<version>,<status>,<author>;

rae napameTpbl UMEIKOT CreayoLMi TUM AaHHbIX:
« <date>: Ueno4YnCneHHbIN;
o <VErsion>: LeNoYUCIIEHHbIN;
« <status>: CTPOKOBBI;

o <author>: CTPOKOBBbIW.



NaeHTndunkaTop

Version: 8.x
Product: DCFW

[ns 3afaHuA MaeHTUdUKATOpa CUrHaTypbl MM NPUITOXKEHUA UCMoNbayeTca none .id:
.id=<id_value>
YkasaHue AaHHOro nons ABMAETCA ONuUOHaNbHEIM. MaeHTUdUKATOP Takke MOXET ObiTb 3aZlaH B CBOMCTBAaX CUrHATYpPbI/MPUIOKEHHS.

MpumeuaHne3HaueHue, 3aiaHHOe B CBOCTBAX CUrHaTyphl Ha Brnaake OO6LyMe, UMEEeT NPUMOPUTET HaA 3HAYEHUEM, 3aAaHHbIM C UCTONb30BaHUEM
UASL.

NaeHTUPUKATOP CUrHATYPLI MOXET NpUHUMaTh 3HadeHna ot 1000000 ao 1049999 ; uaeHTuduxkaTop npunoxeHna — ot 1050000 o 1099999.
Mpu 3anaHnn naeHTUdUKaTOpa BPYUHYIO €ro 3HaueHWe He ABASTCA YHUKAIbHBIM U MOXET NOBTOPATLCA.

Ecnu naeHTudmKatop He Bbin 3aaaH aaMUHUCTPaATOpPoM, To UserGate HasHauuT ero aBToMaTUUECKH; NPK HasHaYeHW B aBTOMaTUYECKOM pex1me
3HaueHus naeHTudmKaTopa He nosTopstoTca. Mpu UcuepnaHum nyna MAEHTUPHUKATOPOB ByaeT oToBpaxeHa OLLMBKa.



®uneTpauma no IP-aapecam

Version: 8.x
Product: DCFW

ﬂaHHbIe napamMeTpbl NO3BOMAKT HACTPOUTL NPOBEPKY 3adaHHbIX IP-aapecos:
.src_addr[!]=<IP_address/subnet>;
.dst_addr[!]=<IP_address/subnet>;
Jonyctumel cneaytowme dopmatel ykasanusa IP-agpecos:
« AB.C.D;
« AB.C.D/E;

« AB.CDE.

Mpu 3apaHuy IP-aapeca ykazaHue Macky NoACETH HeoBRA3aTenbHO; YTOGbI 3a8aTh HECKOMBKO |P-aapecoB UCMONb3yiHTe KBaapaTHbIe CKOOKM,
Hanpumep:

.src_addr=[<IP_address1>, <IP_address2>];



®dunsTpaumna No noptam

Version: 8.x
Product: DCFW

Ina 3apanua nposepkn TCP/UDP-nopToB Mcnonb3yiTe napameTpei:
e .SFC_port — Ana NpoBepKk1 NOPTOB UCTOYHMKA:
« .dst_port — ana npoBepk1 NOPTOB HA3HAYEHUA:

JlocTynHO “Crnonb3oBaHUe CreAyoLLMX BbIPXKEHUNA:

HaunmeHoBaHue OnucaHue

.src_port=<port_number>;
YKasaHWe KOHKPETHOro NopTa UCTOYHWKA U/MNK Has3HaYEeHus.
.dst_port=<port_number>;

.src_port!=<port_numbers;

[MpoBepka BCcex NOPTOB KPOME YKa3aHHOTO.
.dst_port!=<port_number>;

.src_port=:<port_number>;

MpoBepKa Bcex NOpToB, HOMEP KOTOPbIX MEHbLLIE UMK PABEH HOMEpPY yKasaHHOro nopra.
.dst_port=:<port_numbers;

.src_port!=:<port_numbers;

MpoBepKa Bcex NOPTOB, HOMEP KOTOPbIX G0NbLLE YKazaHHOro.
.dst_port!=:<port_number>;

.src_port=<port_number>:;

MpoBepKa BCcex NOpToB, HOMEpP KOTOPbIX 6OsbLLE UMK paBeH HOMEPY yKasaHHOro nopTa.
.dst_port=<port_number>:;

.src_port!=<port_number>:;

ﬂposepKa BCEX NOpPTOB, HOMEP KOTOPbIX MEHbLLE YKa3aHHOro.
.dst_port!=<port_number>:;

.src_port=<port_numberi>:
<port_number2>;

[MpoBepka NopTOB, HAXOAALYMXCA B YKa3aHHOM AnanasoHe (port_number1 v port_number2 BKIOUMTENBHO).
.dst_port=<port_number1>:

<port_number2>;

.src_portl=<port_number1>:
<port_number2>;
MpoBepKa BCcex NOPTOB, He BXOAALLMX B yKasaHHbIA AManasoH (T.e. NPOBEPAIOTCA NOPThl C HOMEPaMU MEHee
.dst_port!=<port_numberi>: port_number1 1 6onee port_number2).

<port_number2>;




CkaHupoBaHWe nakeToB 6€3 Nones3Hon Harpysku

Version: 8.x
Product: DCFW

Mone .nopayload npeaHasHayeHo AnNA BO3MOXHOCTM CKAHMPOBaHUA NaKeToB, B KOTOPbIX OTCYTCTBYET MOMEe3HaA HarpysKka.
MpumeuaHunellone HENPUMEHUMO ANA CUTHATYP C MOUCKOM LLAGOHOB U NPOBEPKON METKM.

Hanpumep, AaHHOE nosie MOXeT BbiTb UCMONB30BAHO ANA 0OHAPYKEHWA CKaHMPOBaHUA NOPTOB NaketTamu 6e3 nonesHoi Harpysku. fanee
npeAcTasneHa curHatypa ans obHapyxeHus SYN-ckaHUpoBaHuA:

UASL(.protocol=tcp; .tcp.flags=S; .rate=1000,2; .track=src_ip; .nopayload;)

npumeanMeVKasaHme nona .nopayload He UCKN4YaeT CKaHMpOoBaHWA NakeToB C HarpySKon.



Mowuck wabnoHos

Version: 8.x
Product: DCFW

CneayroLmit napameTp No3BonAeT 3aaathb LWabnoH, Ha HarmMyme KOTOPOro cuctemMa oBHapyXeHWUs U NPefoTBPaLLEHNUs BTOPXKEHWH ByaeT NpoBepaATh
coaepxumoe naxetos (packet payload):

.pattern[!]="string";
npumeanMeCneuyeT MNOMHUTb, YTO NPU NOUCKE YyYNTbIBAETCA PErMCTp CUMBOJIOB.

JaHHble, NpeAcTaBneHHbIe B LECTHaALaTepuuHoi cucteme cuncnerns (HEX), A0MmKHbI ObIThb YKasaHbl C MCMONb30BaHMEM CUMBOSIA BEPTUKANTbHOM
yepTol "|", Hanpumep, |05 00 27|.

Ona yKasaHuA cneyunanbHbIX CUMBOJ1I0B VICI'IOJ'IbSyVITe COOTBETCTBMUA, NpeAcTaBfeHHble B Taénuue:

Cumson||3anuch B WecTHaguaTepuuyHom dopmare

" [22].

; |3B| vnu |3b|.

\ |5C| nnu |5¢].

|7C| wnm |7c|.

|3A| vnu |3al.

MomurMo onepaTopa =, MOXeT ObiTb MCMonb3oBaH 1 onepatop !=. Toraa GyAeT NPOM3BOAMTCA MOUCK NAKETOB, HE COAEPKALLMX 3aAaHHbIN LLABOH.
O6wuit popmart 3afaHus napameTpa:

.pattern[!]="string"; [.where=<MODE>;] [.no_case;] [.distance=<RANGE>[,<MODE>];] [.within=<RANGE>[,<MODE>];] [.service=<MODE>;]
MoaundpwkaTopbl o6nactu noucka (.where, .no_case, .distance, .within, .service) 6yayT paccmoTpeHbl aanee.

Mpy HanUcaHUKM cUrHaTypbl JOCTYMHO UCMOJIb30BAHWUE HECKOMbKUX NapameTpoB .pattern ¢ Lesibio CHUXKEHUA YPOBHSA NTOXHBLIX cpadaTbiBaHUi.



MoaundvkaTopbl 06nacTv novucka

Product: DCFW
Version: 8.x

.no_case

MoandukaTop no_case no3BonfeT OCYLLEeCTBNATb NOUCK, 3aZaHHbIi napamMeTpoM .pattern, 6e3 yueTa peructpa CMMBOSIOB.

.where

Moawndukatop .where ucnonbayeTtca AnA ykasaHua 0611acTi nomcka curHatypbi:
.where=<MODE>;

rae <MODE> MOXeT NpuHUMAaTb CreaytoLLme 3HaueHuUs:

HaumeHoBaHue OnucaHue

packet_origin ||O6nacTbto novcka ABNAETCA BeCb NakeT 6€3 NPOTOKOMBLHOIO AeKoaepa.

uri O6nacTb noucka — none URI saronoska HTTP.

host O6nacTbto noucka ana HTTP-ceccuun ABnsAeTca none Host (40 nepeHoca CTPoKK).

header ObnacTbto noucka ana HTTP-ceccum aABnstoTcA http 3aronosku, smtp 1 pop3 KoMaHAbI, 3aronoBKK NPOTOKONOB tls U ssh.
body O6nacTblo Noucka ABnAeTcA coaepiknmoe naketos HTTP.

file O6nacTblo Noucka ABNAIOTCA: AekoAnpoBaHHoe hitp conepxumoe, BnoxeHnus B eml, ftp-data ceccum.
.service

JaHHbli MoaudmKaTop 061acTi noucka npeaHasHayeH Ans Bolbopa AUCCeKTopa:
.service=<MODE>;

rae <MODE> mMoxeT npuHuMaTh CneayroLlme 3HayeHus:

HaunmeHoBaHue OnucaHue

http Pa3sbop npotokona HTTP.

.distance, .within, .at, .startin

JlaHHble MOAMDUKATOPLI NO3BOSAIOT:

HanmeHoBaHHne OnwucaHue




HaumeHoBaHue

OnucaHue

.distance

MponycTuTh 3anaHHoe konuuecTBo 6aiToB (RANGE) oT Hauana unu nocneaHero HanaeHHoro 6roka.
3apaértca B popmare:

.distance=<RANGE> [,<MODE>];

raoe <RANGE> — aT0 uenoe uncno, HaumHas ¢ 0.

OnunoHanbHble napameTpsl (<MODE>) 6yayT paccMoTpeHbl Aanee.

Hanpumep, cneaytowan sanuce 3aaaét nponyck 10 6aiToB ¢ Hayana Ans NepBoro WadnoHa UM oT NocneiHero HanAeHHoro Ansa
BTOPOro ¥ NocneAytoLero WabsioHoB:

.distance=10;
Mpumep MCnonb30BaHKA OMLMOHANBHbLIX NapameTpoB:
« nponycTuts 10 6aiTOB OT Hayana:
.distance=10, start;
« nponycTut 10 6aiTOB OT NOCNEAHero HanaeHHoro WwadnoHa:

.distance=10, match;

.within

CraHupoBaTb B 3aaaHHoM uHTepsane (RANGE) ot Hauana unv nocnesHero HanaeHHoro 6noka (LwabnoH NosiHoCThbio nonasaet B
3a/jaHHbli MHTepBan).

3apaértca B popmare:

.within=<RANGE> [,<MODE>];

raoe <RANGE> — 3710 uyenoe uucno, HauvHas ¢ 1.

OnunoHanbHble napameTpsl (<MODE>) 6yayT paccMoTpeHbl Aanee.

Hanpumep, cneaytowan sanuck 3aaaét nouck ¢ 1-ro no 10-# 6aiT ¢ Hayana anA nepsoro WabsioH WK OT NocrieAHero HanaeHHoro
A9 BTOPOro ¥ nocneaytoLlero wabnoxHa:

.within=10;
I'Ipmmep MCNoNb30BaHMWA ONUMOHANbHbIX NapamMeTpoB:
« nowck ¢ 1-ro (c Hauana) no 10-i 6aiT:
.within=10, start;
« nowck B AnanasoHe 10 6aiiToB nocne nocnenHero HaAeHHoro WwabsoHa:

.within=10, match;

.startin

CkaHupoBaTth B 3agaHHoM uHTepsane (RANGE) ot Hayana unu nocrneaHero HaiaeHHoro 61oKa (4ns coBnageHvs B 3aaHHbIv
MHTepBan MOXeT nonagatb TOSbKO Hauyano wabnoxa).

3anaérca B popmare:
.startin=<RANGE> [,<MODE>];
rae <RANGE> — 3710 uyenoe uncno, HauvHas ¢ 1.

OnuuoHanbHele napameTpsl (<MODE>) ByayT paccMoTpeHb! Aaree.

at

MpoBepsTb Hanuuue WabnoHa B 3aAaHHOW NO3ULMUH.

BamHo! [laHHbI MoandukaTop He coBmecTuM ¢ Moandukatopamm .distance un .within.
3anaétca B popmare:

.at=<RANGE> [,<MODE>];

rae <RANGE> — aT0 uyenoe uncno, HaumHas ¢ 0.

OnuunoHanbHble napameTpsl (<MODE>) 6yayT paccMOTpeHbl Aanee.

B cneaytoweit Tabnuue npeacTaBneHbl ONyMoHabHblE NapameTpb:

HaumeHoBaHue

OnucaHue




HanmeHoBaHue OnucaHue
Mownck ¢ Hayana NoToKa AaHHbIX.
start
BawHo! ABnaeTcA 3Ha4YeHWeM No YMOUaHWIO AnA NepBoro LwabnoHa.
packet CkaHupoBaHMe C Hayana naketa.
reverse Mowck ¢ KoHua nakeTa (yaobHo aAnA nposepku Next Protocol B ESP).
MouckK OT nocneaHero HanAeHHoro waobnoxa.
match
BawHo! ABnaeTcA sHaueHWem No ymMonyaHuio Ans BTOPOro M nocneaytolero wabnoHa.
lastmark CkaHupoBaHve OT NMocneHei MeTKM, BbICTaBIEHHOM € MOMOLLb0 .mark pset.

MpumeyaHueEcnu onumoHaneHbIM NapameTp Ana moandukaropos .distance v .within coBnaaarot, To oTCUET 3HaueHna moandukaropa .within
npon3BoAMTCA OT 3HayeHua .distance.

Hanpumep, 3anuce:
.distance=10,match; .within=5,match

3a4aéT nouck B AvanasoHe ¢ 10-ro no 15-i 6anT OT nocneaHero HaaeHHoro wabnoHa.

.protocol
JaHHbI MoAUdHMKaTOp NO3BOJIAET YKasaTh NMPOTOKON TPAHCMOPTHOIO YPOBHS, K KOTOPOMY ByZAeT NPUMEHEHA CHUrHaTypa:
.protocol=<MODE>;
rae <MODE> MOXeT NpMHMMAaTh cneayroLlime 3HaueHus:
« icmp: aHanu3 Tpaduka npotokona ICMP.
« udp: aHanu3 Tpadumka npotokona UDP.
« tcp: aHanus Tpagpumka npotokona TCP.

MpumeyaHneMoxHO 3a4aTb TOMLKO OAUH NPOTOKON. ECnin NnpoToKon He ykasaH, To curHatypa npuMeHAaeTca Tonbko K Tpadpuky TCP u UDP.



YacToTa cpabartbiBaHuA

Version: 8.x
Product: DCFW

Mpu 3anaHum yacToThl cpabatbiBaHue curHatypbl COB GyaeT npoucxoanTb He NP KXKAOM COBMAAEHUH, a TOMBbKO Nocre 0OHapYXeHUs 3aAaHHOro
KOSIMYecTBa COBMaAEHWH 3a yKasaHHbIA NPOMEXYTOK BpeMeHU. [laHHbIi napameTp MoXeT OblTb NOMEe3eH NpU HanWcaHuu curHatyp ans
ZeTEKTUPOBaHUA, Hanpumep, atak Tuna épyTdopc.
[ns ykasaHuA yacToTbl cpabaTbiBaHua:
.rate=<count>, <period>;
rae <count> — KoMYecTBO cpadaThiBaHui;
<period> — WHTepBan BpeMeHU (B CEKyHAAX), 3a KOTOPbIW AOMKHO NPOM30MTH 3aZlaHHOE KONMYECTBO cpadaTbiBaHu.
CreayoLwmii napameTp fBnaeTca HeobasaTenbHbIM U 334aéT napameTp, Mo KOTOPOMY CoBnaaeHus OyayT crpynnuMpoBaHb:
.track=<MODE>;
rae <MODE> — cBOKICTBO, MO KOTOPOMY NPOUCXOANUT OTCIIEXMBAHUE NAKETOB.
<MODE> moxeT npuHUMaTh Crieaytolue 3HaueHus:
« Src_ip — otcnexvBanue no IP-aapecy MCTOYHMKA;
« dst_ip — oTtcnexusanue no IP-agpecy HasHaveHus.
Ecnu .track He ykasaH, To CHETUMK YUMTHIBAET BCE COBMAAEHMA, U NPU JOCTUXEHWMU 3a[aHHOTO TMMUTA NPOUCXOANUT cpabaTbiBaHue CUrHaTypsbl.
Hanpumep:
UASL(.name="pop3.brute.force"; .protocol=tcp; .pattern="USER"; .flow=from_server; .rate=3,60; .track=src_ip;)

CpabartbiBaHue curHatypbl Npou3oinaéT nocne obHapyxerua wabnoHa USER (.pattern="USER";) B naketax, oTnpasneHHbIX ¢ oaHoro IP-aapeca
(.track=src_ip;), 6onee 3-x pa3 3a 60 cekyHa (.rate=3, 60;).



Hanpasnexve aHanusa

Version: 8.x
Product: DCFW

ﬂaHHbIVI napamMeTp ABnAeTcA onynuoHanbHbIM U NO3BONAET NPUMEHATL CUTHATYPY K OI'IpeLleJ'IéHHbIM noToxkam Tpaduka. B pesynbtate MOXHO
co3aaBaTb CUrHaTypbl, KOTOPbLIE 6yﬂyT aHanusuposaTb TpaduK OT KNMEHTa, OT cepBepa Unu B oboux HanpaBneHuax.

.flow=<MODE>;

rae <MODE> MoXeT NpuHUMAaTh CreaytoLme 3HaueHun:

HaumeHoBaHue OnucaHue

from_client AHanu3 TpaduKa oT KIMeHTa.

from_server AHanu3 Tpaduka oT cepsepa.

bi_directional ||AHanus Tpagpuka B 060Mx HanpaBneHUsX.




Mouck BUHAPHBIX AaHHbBIX

Version: 8.x
Product: DCFW

MapameTp .byte_test nossonaeT cpaBHUTL GaWT C 3aAaHHBIM 3HAYEHUEM W NPUMEHUM K AAHHBIM, NPEACTABNEHHBIM B BOUYHOM MITM CUMBOJIBHOM
dopmarax.

O6wui popmar sanucu:
.byte_test = <bytes>,<operator>,<value>,<offset>,[,<multiplier>][,<modifiers>];

JocTynHble napameTpbl 0TOOPaxeHbl B Tabnuue:

HaunmeHoBaHue OnucaHue

<bviess KonnuecTBo 6aiToB B TEKyLLeHh NO3nLMK C 3alaHHbIM CMELLeHUEM, CUMThIBAaEMbIX 3 NakeTa. MoXeT NpuHUMaTh 3HayeHus 1, 2 unu
y 4.

<size> LlnuHa CTPOKK; yKa3biBaeTCA AA CTPOKOBbIX AaHHbIX.

Mcnonb3oBaHWe BCEX CUMBOIIOB A0 nepBoro He4YMcCnoBoro cMmmBeona.

OnepaTop, VICI'IOJ'Ibsy}OLLWIFICH AnA cpaBHEHKA 6aiiTa ¢ 3afaHHbIM 3HaUEHUEM:
e < — MeHblle,

o > — Bonblue;

e = — PaBHoO;
e !=— He paBHo;
<operator> « & — pesynbTaT BbINOMHEHWA onepaluu noryeckoro M ana <bytes> u <MASK> (uncno, sagaroLiee nHTepecytoLne 6uThbl)
He paBseH 0;
e ~ — pesynbTaT BbINOMHEHUA onepauumn nornyeckoro M ana <bytes> n <MASK> paseH 0;
o A — pesynbTat BeiNONHeHua onepauunn XOR ana <bytes> n <MASK> He paBeH 0.
Hanpumep:
.byte_test=1,&,0x80,0;
npoBepseT, YT CTapLUKit paspas nepsoro GarTa nona AaHHLIX NakeTa yCTaHoBMEeH B 1.
3HaueHwue, C KOTOPbIM BbINOSIHAETCA CPaBHEHME, UMK pasMep naketa.
<value> 3HaueHne MoxeT ObiTb 3aZlaHO € UCNoNb3oBaHeM npedukca 0X; AOCTYNHO UCMONb3oBaHKe apudPMeTUUYEeCKUX onepaTopos (+, -, *,
/).
CwmeLleHune B Mone AaHHbIX nakeTa:
<offset> « relative: ot nocneaHe Toukn cosnaaeHus.

Ecnu napameTp cMelleHna He yKasaH, TO aHasins, no ymonyaHuo, NponM3BOANTCA C Ha4ana naxkeTa.

Yuncno 6aiToB, Ha KOTopoe HEOBXOAMMO CMECTUTL TOUKY HaYana CKaHUPOBaHUS.
<post_offset>
BamHo! Mpumenum ana .byte_jump.

Yucnoeoe 3HaueHue, Ha KOTOpoe Heo6Xx0AMMO YMHOXMUTb U3BSIEYEHHOE YUCIO Nepea CpaBHEHUEM UM MEPEHOCOM TOUKM Havana

<multiplier> .
CKaHWMPOBaHMA; NapameTp ABMACTCA ONLUOHASTbHBIM.




HaumeHoBaHue OnucaHue

MoaundukaTopbl (ONUMOHaNLHO):

« big — o6paboTka AaHHbIX CO CTapLuero paspaaa;

« little — 06paboTka faHHbIX C MafLwero paspaaa;

. string — AaHHble B NaxkeTe ABNAKTCA CTPOKOBbLIMW;
<modiflers> « hex — npeobpasoBaHue CTPOKM AaHHbIX B LUECTHAALATEPUYHOE YNCHIO;
« dec — npeobpasoBaHue CTPOKK AaHHbIX B AECATUYHOE YMUCIIO;

« oct— npeo6pasoBaHne CTPOKK AaHHbIX B BOCbMEPUYHOE YKUCIIO;

« align — oKpyrneHve uncna KoHBEPTUPYEeMbIX 6ainToB A0 cneaytoLein 32-6UTHOW rpaHULbl; UCNONBb3YEeTCA TOMbKO ANA
.byte_jump (ranpumep, 0 » 0;1,2,3,4 > 4;56 > 8urt.4a.).

Mpumep cpaBHEHUA NepBbiX 4 GaWTOB KAXAOro U3 NaKeToB CO 3HaueHeM 1234; naHHble B NakeTe NpeACcTaBeHbl B CUMBOSIbLHOM popMarte B
[ECATUYHOW CUCTEME CUUCTIEHMA:

.byte_test=4,=,1234,0,string,dec;

MapameTp .byte_jump nepeHoCHT TOUKy Hauana ckaHMPOBaHWUA Ha yKasaHHoe uncro GaiTos. O6LwKit popmaT 3anucu Npu 0bpaboTke AaHHbLIX CO
cTapLuero unu mnagwiero paspaaa (T.e. ana moanduxkatopos big u little):

.byte_jump = <bytes>,<offset>,<post_offset>[,<multiplier>][,<modifiers>];
[InAa cTPOKOBbIX AaHHBIX (MoAndukatop string):

.byte_jump = (<size> | *),<offset>,<post_offset>[,<multiplier>][,<modifiers>];



Pa6ota ¢ meTkamu

Version: 8.x
Product: DCFW

LA Kaxaoro NOToKa AaHHbIX MOXET ObiTb yKasaHa MMeHoBaHHas MeTKa. [nA ee yKasaHWa UCnonb3yeTcs:
.mark <parameter>=<value>;
rae <value> - Ha3BaHWe MeTKU (yKasbiBaeTcA C UCMOSIb30BaHWEM KaBblyeK "");

<parameter> MOXeT NPUHMMATb 3HAYEHUA, MPEACTaBNEHHbIE B TABMIMLE HUXE.

ConocTaBneHue wabnoHos OCHOBaHo, B 6onblUMHCTBE Cny4aes, Ha paéoTe C naxkeTamu AaHHbIX. MeTku MCNONb3YHTCA B CNnyyanAx, ecnu wabnoH atak
NPUCYTCTBYET B HECKOJTbKUX NaKkeTax. CMrHaTypa, cpa60TaBu.|aﬂ AnAa npeabiayuiero naketa, MoOXeT NoOCTaBUTb METKY; HallMYne MeTOK nNpoBepAeTCA
npn oTNpaBKe NakeToB B pamMKax OZlHOW ceccuu.

HaumeHoBaHue OnucaHue

set YcTaHoBUTb MMEHOBaHHY0 METKY ANA TeKyLlero noToka AaHHbIX.

YCTaHOBUTb M 3aNOMHUTb MOCNEAHIO BbICTAB/EHHYIO METKY A/19 BO3MOXXHOCTH €é “cnonb3oBaHuA ¢ mMoanduKaTopamm obnactu

pset nowucka .distance v .within.

clear YAanuTb UMEHOBaHHYIO METKy.
toggle MN3MeHUTb cTaTyc MeTKH.

test MpoBepuTb, CyLECTBYET N METKA.

reset C6pocHTb BCE METKM.




npOTOKOJ'IbeIe aHanumsartopebl

Version: 8.x
Product: DCFW

B naHHoM pasaene 6yayT paccMoTpeHbl nons npotokonos ICMP, TCP, UDP, HTTP.

T.k. AnA oaHOM CUTHaTypbl MOXHO 3a4aTb TONTbKO OAMH NPOTOKOJ1, TO UCNOJSIb30BaHWE HWXEe NpeacTaB/ieHHbIX NapamMeTpoB aBTOMaTU4YECKHU

onpeaenseT ero, T.e PaBHOCHJTLHO UCTMOSL30BaHMIO NapameTpa .protocol.

npumeanMeYKasaHMe napameTpoB pasHbIX NPOTOKOS10B I'IpVIBeLléT K oLwmnOKe.

ICMP

Jna nposepku ceoicTts 3aronoska ICMP focTynHo ncnonb3oBaHue crneayroLmx napaMmeTpos:

HaumeHoBaHue OnucaHue

Mposepka Tuna ICMP.

.icmp.type
JlocTynHO MCMonb3oBaHMe CeayroLwMUX oneparopos: =, !=.
Mposepka 3HayeHna koga ICMP.

.icmp.code
JloCTynHO Mcnosb3oBaHWe CreaytoLux oneparopos: =, !=.
MpoBsepka 3HaueHu naeHTudukatopos ICMP.

.icmp.id

JlocTynHO MCnonb3oBaHMe CleayroLux onepaTopos: =, !=.

I'IpoaepKa KOHTpOJ‘IbHOVI CyYMMbI, KOTOpaA UCNOoNb3yeTcAa npu OﬁHapy)KeHVIM OLLIMOOK.
.icmp.checksum
JloCTynHO UCnonb3oBaHUe CreayoLwux onepaTopos: <, >, <=, >=, =, 1=

3a4acTyto UCMONb3YOLMUXCA AnA nepenonHeHua Bydpepa.
.icmp.data_size

JIOrM4yecKnum onepaTtopom nu.

MpoBepka pasvepa nona AaHHbIX naxkeTa. MNapameTp ucnonbayeTca AnA 06HapyXXeHUs NaKeTOB aHOMasIbHbIX Pa3MeposB,

LloCTYMHO MCMOsb30BaHWE CreaytoLUX OnepaTopoB: <, >, <=, >=, =, !=. ECNu 3a4aHbl HECKOSLKO YCIIOBWI, TO OHW 00beaUHAOTCH

TCP

Jna nposepku ceoicTs 3aronoska TCP foCcTynHO Mcnonb3oBaHue cneayroLwmx napameTpos:

HanmeHoBaHue OnucaHue

MpoBepka HoMepa nopTa U1 AuanasoHa NopPToB UCTOUHMKAL.
.tep.sport
JloCTyNHO MCMONb30BaHWE CreayHoLmMX OnepaTopos: =, !=.

Mposepka HOMepa nopTa 1K AuanasoHa NopToB HasHAYEeHUA.
.tcp.dport
JloCTYNHO MUCMONb3oBaHKe CreaytoLLMx onepaTopos: =, !=.

Mpoeepka pa3vepa okHa TCP.
.tcp.window_size
MoaaepxuBatoTca cneayroLme oneparopsl: <, >, <=, >=, =, !=.

tcp checksum OTNpaBNeHHOro naxketa.

JloCTYMHO MCMonb3oBaHKe CreaytoLmux onepaTopos: <, >, <=, >=, =, !=.

MpoBepKa KOHTPOSIbHOM CyMMbI, UCTIOMNb3YHOLLENCA ANA NMPOBEPKW Ha Hanuuue OLIMOOK Npu nepeaade u/munu npueme




HaumeHoBaHue OnucaHue

.tep.seq

lposepka 3HayeHna NopAAaKoBbIX Homepos TCP.

MoaaepxusatoTca cneayroLyme oneparopsl: <, >, <=, >=, =, !=.

JlocTynHo ncnonb3osaHne moandukartopa relative — nposepka 0THOCUTENBHO HAYaIbHOrO HOMepa NocsieA0BaTENbHOCTH.
[MpnumeHeHune:

.tcp.seg=<value>,relative;

roe <value> - nopAakosbIi Homep TCP.

.tcp.flags

Mposepka TCP-dnaros:
.tep.flags=[<mod>]<tcp_flags>;
roe <mods> — moanduxartop.

<tcp_flags> — ¢nar TCP, KOTOpbIi MOXET ObIThb YKasaH Kak B OyKBEHHOM, Tak U B UUCTTIOBOM (OECATEPUYHON UK
LecTHaALaTepMyHon cuctemax) popmarax.

®naru:
« 0— dnarv He ycTaHOBNEHBI;
« F, 1,0X001 — FIN;
« S, 2,0X002 — SYN;
« R, 4,0X004 — RST;
« P, 8,0X008 — PSH;
« A 16, 0X010 — ACK;
« U, 32, 0X020 — URG;
« E, 64, 0X040 — ECE;
. C, 128, 0X080 — CWR;
« N, 256, 0X100 — NS.
MoaundwkaTopbi:
o *— [OSKEH BbIThb YCTAHOBMEH XOTA Bbl OAWH M3 3aAaHHbLIX Graros, OCTaslbHble HE NPOBEPAIOTCH;
o + — JI0/KHbI ObITb YCTAHOBNEHEI BCE 3aZaHHble ¢riark, ocTasnbHble He NPOBEPATCA;
o ! — Bce 3afaaHHble dnaru AoMkHbI BbITb COPOLLIEHDI, OCTalbHLIE HE MPOBEPAIOTCS;
« 10 — ponxeH 6bITb ycTaHOBNEH X0TA Obl 0AUH dnar (nodon).

BamHo! Ecnu HY 04MH M3 MOAMPUKATOPOB HE yKasaH, TO AO/MKHbI ObITb YCTAHOBMEHbI BCe 3aaaHHble daru (CTporoe
COOTBETCTBUE), OCTasbHbIE - COPOLUEHbI.

.tcp.data_size

Pasmep nonesHoii Harpysku naketa TCP (6e3 yueTa 3arosioBKoB).
Moanepxu1BatoTcA creaytoLue onepaTopsl: <, >, <=, >=, =, !=.

Bo3MoXHO yKasaHue Kak .data_size, Toraa napameTp GyaeTt oTHocuTeA K npoTkonam TCP v UDP.

UDP

[ins npoBepku cBoicTB 3aronoeka UDP AocTynHO MCMONb30BaHUE CriedyoLLnX napamMeTpoB:

HaumeHoBaHue

OnucaHuve

.udp.sport

MpoBepKa HOMEpa nopTa MK AvanasoHa NoPTOB UCTOUHMKA.

ﬂ,OCTyI’IHO “Ccnosib3oBaHMe cneayroLumx onepaTopos: =, I=.

.udp.dport

MpoBepka HOMEpPa NopTa UK AuanasoHa NopPToB HA3HAYEHUS.

JlocTynHO “Cnonb3oBaHWe CeaAyroLwMUX oneparopos: =, !=.




HaumeHoBaHue OnucaHuve

Mposepka KOHTPOLHO! CYyMMbI.
.udp.checksum

JloCTYMHO MCMOMNb3oBaHWe CReayoLIMX onepaTopos: <, >, <=, >=, =, !=

Pasmep nonesHoit Harpysku naketa UDP (6e3 yyeTa 3arofioBKoB).
.udp.data_size |[[NoaaepxuBatoTca cnegytolme oneparopsl: <, >, <=, >=, =, I=

Bo3moxHO yKkasaHue kak .data_size, Toraa napametp 6yaeTt otHocutcA K npotkonam TCP u UDP.

HTTP

Jna nposepku csoicTs 3aronoska HTTP focTynHO Mcnonb3oBaHue CreayroLwmx napaMmeTpos:

HanmeHoBaHue OnucaHue
.uri MpoBepka nona naeHTudukatopa pecypca (URI).
.body lMpoBepka Tena coaepxumoro 3anpoca unu otseta HTTP.

.host MpoBepKa AOMEHHOro UMeHH yana.




Mpumepsl

Version: 8.x
Product: DCFW

B aaHHOM pasaene npueeAeHbl NpuMepbl, HanUCaHHbIe C UCMOJTb30BaHNA UASL.

Mpumep 1
'starnn'
41142 43 01 02 03 58 59 5A
L pattern="aB¢" - 1 pattem="xyz"
I'Iepexop, B 3-H No3numuK
OTHOCUTENBHO TEKYLLErD NONOKEHWA
UASL(
id=1;

.pattern = "ABC"; .startin = 1;
.pattern = "XYZ"; .at = 3, match;
)

B aaHHOM npumMepe BbINOMHAETCA NOCNeA0BaTesbHbIA NOUCK 2-X LIABOHOB:
« Mouck Havyana wabnoHa ABC B saaaHHOM AvanasoHe, T.e. nepBbiit 6aiT 3agaHHoro wabnoHa 06sa3aTensHO A0MKEH HAXOAUTCA B AManasoHe.
3HaueHue moandmKaTopa .startin paBHo 1 (ananasoH = 1, nouck WwabnoHa ¢ Hauyana ceccuu, T.K. NepPBbii MOAUDUKATOP MO YMOMYaHuio - start) -
6aiT, BXOAALMIA B 3TOT AManasoH AoSkeH ObiTb paBeH Havyany wabnoHa ABC;

« nouck WwabnoHa XYZ HaunHas ¢ nosuumu 4 (.at=3;) ot nocneaHero HanaeHHoro wabnoHa ABC.

Mpumep 2
,&1 42 43;01 02 03: §8 59 5@

.pattern = "ABC"; .at =0
.pattern = "XYZ"; .distance = 3, match; .startin = 1, match;

)
BbinonHAeTca nocneaoBaTesnbHbIi MOUCK 2-X LaGIOHOB:
« MoOWCK Hayana wabnoHa ABC c Hayana naketa ( .at=0;);

« nponycTuB 3 6aiiTa oT nocneaHero HaiaeHHoro wabnoHa ABC (.distance=3,match;) nponssoanTca nouck Hayana wabnoxa XYZ; ana
cpabaTtbiBaHusa Hauano wabnoHa XYZ AomkHo ObITb paBHO NEPBOMY GaiTy, C KOTOPOrO HAYMHAETCA MOMCK, T.K. .startin=1,match;.

Mpumep 3
41 42 43.01 02 03 EB 59 5@
UA%LiS;

.pattern = "ABC";
.pattern = "XYZ"; .distance = 3, match; .within = 3, match;

)
MpounssoanTCA NocneaoBaTesbHbIA MOUCK 2-X LWaBoHOB:
o nowck wabnoHa ABC;

« yepes 3 6aiTa OT nocneaHero HaiaeHHoro wabnoHa ABC (.distance=3,match;) nponssoautca novck wabnona XYZ: wabnox XYZ gomkeH
NOMHOCTBIO NonaaaThb B nocneaytowue 3 6aiTa, T.K. .within=3.
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