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block_invalid_cert bnokMpoBaH1e canToB C HEKOPPEKTHLIMU cepTUdUKaTaMK. [JeNCTBUTENBHO
TONbLKO ANA npaBun nHcnekTuposaHua SSL. CuHTakeuc: InvalidCertificate ::=

block _invalid_cert '(' boolean ') boolean ::= yes | no | true | false check revoc_cert Nposepka
MO CMMCKY OTO3BaHHbIX CEPTUPUKATOB. JleNCTBUTENBHO TONBLKO ANA NPaBui MHCNEKTUPOBAHKA
SSL. Cuntakeuc: ChekRevocation ::= check_revoc_cert (' boolean ')’ boolean ::= yes | no

| true | false block expired_cert BnoknpoBka cepTMdUKATOB C UCTEKLLMM CPOKOM AEUCTBUA.
JencTBuTenbHO TOMBKO Ana npasui MHenektupoBaHua SSL. CuHtakcuc: ExpiredCertificate ::=
block expired_cert '(' boolean ') boolean ::= yes | no | true | false block _self signed_cert
BrokupoBka camonoanucaHHblix cepTudUuKkaToB. IeNCTBUTENbHO TOSLKO ASA

npasun nHcnektuposarHma SSL. CuHTakcuc: SelfSignedCertificate ::=

block_self_signed_cert '(' boolean ')' boolean ::= yes | no | true | false ssl_profile Npo¢punb
SSL. [eWcTBMTENBHO TONBKO ANA NPaBu MHCNEKTUPOBaHUA SSL, reverse-npokcu, Be6-
noptana. CuHtaxkcuc: SslProfile ::= ssl_profile (' string | word )" ssl_forward_profile Mpodpwunb
nepecbinkv SSL. [lencTBUTENbHO TOMLKO AnA Npasun MHcnekTuposaHua SSL. CuHTakcuc:
SslForwardProfile ::= ssl_forward_profile ‘(' string | word ')" profile_id ::= integer CsoicTBa
npaBWn NPonyckHon cnocobHocTn bandwidth_pool Monoca nponyckaxus. [JencTBUTENBbHO
TONbKO ANA NpaBui NPonycKkHow cnocoBHocTu. CuHTakeuc: BandwidthPool ::=
bandwidth_pool ‘(' bandwidth )" bandwidth ::= "100 Kbps" | "512 kbps" | "1 Mbps" | "2

Mbps" | "5 Mbps" | "10 Mbps" | "20 Mbps" | "50 Mbps" | "100 Mbps" Npumep: scenario =
"CueHapuit 06HapyxeHus torrent" bandwidth_pool("1 Mbps") enable(true) name("MponyckHasn
cnocobHocTb torrent”) CoiicTBa NpaBmn 3aLuThl NOYTOBOro Tpaduka mark Mapkuposka.
TeKcT Tera, KOTOPbIK MapKMpyeT NMCbMO. [leNCTBUTENbHO TONBLKO ANA NpaBu 3aLuThl
noutoBoro Tpaduka. Cuntaxkcuc: Mark ::= mark '(* string | word ')’ mark_hdr 3aronosok. one,
KyAa nomeLlaeTca Ter MapKMpoBKU. [leNCTBUTENbHO TONBLKO ANA NpaBui 3aLluTbl NOYTOBOMO
Tpaduka. CuHTtaxkcuc: MarkHeader ::= mark_hdr '(' word ')' antispam_kav lNpoBepka
aHTMcnamom. [1encTBUTENbHO TOSMBKO ANA NpasBun 3alimTbl MOYTOBOro Tpadmra. CUHTaKCUC:
AntispamKav ::= antispam_kav (' boolean ')’ boolean ::= yes | no | true | false
antispam_usergate lNposepka aHTucnamom UserGate. [IenCTBUTENBHO TONBKO ANA Npasun
3awmTbl noytoBoro Tpaduka. CuHTakcuc: AntispamUsergate ::=

antispam_usergate (' boolean ') boolean ::= yes | no | true | false lNpumep: DENY ("with error")
envelop_to = UserGate antispam_usergate(yes) dnsbl DNSBL-nposepka (Tonbko SMTP).
JeicTBUTENBHO TONBKO ANA NpaBu 3awWwuTbl NOYTOBOro Tpaduka. CUHTaKCHC:
DNSBLacklistCheck ::= dnsbl '(" boolean ') boolean ::= yes | no | true | false lNpumep: DENY
service = SMTP dnsbl(yes) Csonctea npasun NAT n maplpyTtusauuu target_ip Aapec
HasHauyeHnAa DNAT, ecnu 3agaHo gencteue dnat unu port_mapping. Hosasa IP-ceTb/Macka,
ecnu 3aaaHo aenctsune netmap. HdencteutenbHO TOMbKO Ana npasun NAT 1 MapLupyTusaumu.
CuHtakcuc: Targetlp ::=target_ip '(' ipv4 | ipv4_with_mask ')' MNpumep: PASS
target_ip("192.168.1.20") dnat target_snat Bxkntouenne SNAT. Npu BKNOYEHMM AaHHOW ONLUMK
UserGate 6yaeTt MameHATb aApec MCTOYHMKA B NakeTax M3 BHELLHEN ceTu Ha cBoW IP-aapec.
HencteutensHo Tonbko ana npasun NAT u mapwpyTtusauun. CuHtakcuc: TargetSnat ::=
target_snat '(' boolean ')’ boolean ::= yes | no | true | false snat_target_ip SNAT IP (BHeLwHuWH
aapec). ABHo ykasbiBaeT IP-aapec, Ha KOTopbIM ByAeT 3aMeHEH aapec UCTOYHUKA MpU
noaAmMeHe aapecos naxkeTtos. [encTeuTensHO Tonbko And npasun NAT 1 maplipyTusauuu.
CuHTtakecuc: SnatTargetlp ::= snat_target_ip '(' ip_address ')’ port_map lNopT-dopBapanHr.
MNepeonpeaenexHve NopToB Ny6MKyemMblx cepBUcoB. JdencTBUTENbHO TONbKO AnA npasun NAT



n mapLupyTusaumn. CuHTakeuc: PortMap ::= port_map '(' protocol, port_from, port_to ')’
protocol ::=tcp | udp | smtp | smpts port_from ::= integer port_to ::= integer port_from —
Homep TCP/UDP-nopTa, Ha KOTOpbIK NOfb30BaTENM LUAKOT 3anpochl; port_to — Homep
TCP/UDP-nopTta, Ha KoTopbIi ByayT nepeckinatbca 3anpochl Nofb3oBaTeniei Ha BHYTPEHHUM
nybnukyembli cepeep. direction HanpasneHvue noameHbl ceten. [leMcTBUTENbHO TOMBKO ANA
npasun NAT n mapwpyTtusauymun. CuHtaxkcuc: Direction ::= direction '(' input | ouput ')" input —
BXoAAWMK, noamMeHAeTcA IP-ceTb HasHaueHunA. byayT nameHensl IP-agpeca HasHayeHus B
TpaduKke; ouput — ncxoaawmm, noameHsetca IP-cetb nctouHmka. byayTt nameHeHol IP-agpeca
ncToyHuka B Tpadpuke. Ceorctea npasnn DNS-npoken dns_server Cnucok IP-agpecos DNS-
cepsepoB. lenctButenbHo Tonbko AnAa npasun DNS-npoken. CuHTakeuc: DnsServer =
dns_server '("ip_address | ip_address_list ')’ CBoncTBa NnpaBun reverse-npoKcu
cert_auth_enabled AyteHTudukauma no ceptupukarty. JJencTBUTENbHO TOMBKO ASA

npasun Reverse-npoken. CuHTtakeuc: CertAuthEnabled ::= cert_auth_enabled '(' boolean ')’
boolean ::= yes | no | true | false is_https Bkntouenne nogaepxkn HTTPS. [encTBuUTENbHO
TonbKo AnA npasun Reverse-npokcn. CuHTakcuc: IsHtitps ::= is_https (' boolean ')’ boolean ::=
yes | no | true | false rewrite_path lNoameHa nyTen. [lencTtBUTENBLHO TOMBKO ANA

npasun Reverse-npokeu. CuHTakecuc: RewritePath ::= rewrite_path '(' path_from, path_to ')’
path_from — nameHuTb ¢ (AomeH u/unu nytb URL, KoTopble TpebyeTca uaMeHuTb); path_to —
M3MeHWUTb Ha (aomeH u/wnu nyTb URL, Ha koTopble TpebyeTca 3ameHuTb cTapele). waf_profile
MNpodune WAF. JencteutensHo Tonbko anda npasun Reverse-npoken. Cuntakcuc: WafProfile
::= waf_profile '(" string | word | list ')' CBoiicTBa npasun Beb-nopTana icon MkoHKa, koTopas
6yaneT oToBpaxaTbca Ha Beb-nopTane AnA AaHHOW 3aKknaaku. [JencTBUTENbHO TOMBKO AN
npasun Beb-noptana. CuHTakcuc: Icon = icon '(" string | word ') additional_url
BcnomoratensHele URL, Heobxoanmble ansa pabotbl ocHoBHoro URL, HO kKoTopble HeT
Heob6xoaAMMOCTH NybnuKoBaTb And nonb3oBatene. JJencTBUTENbHO TOMbKO ANa npasusn Beb-
noptana. CuHTtakcuc: AdditionalUrl ::= additional_url '(' string | word | list ')’
rdp_check_session_alive Nposepka asTopusaunv ana RDP-ceccuin. [lencTBUTENBHO TOMBKO
ana npaeun Be6-noptana. Cuntakcuc: RdpCheckSessionAlive ::=

rdp_check_session_alive (" boolean ') boolean ::= yes | no | true | false transparent_auth
BrntoueHve npo3payHon ayteHTudukauum nonos3osatena. JencTBuTenbHO TONbKO ANA
npasun Beb-noptana. CuHTakcuc: TansparentAuth ::= transparent_auth '(' boolean ')’

boolean ::= yes | no | true | false CBoicTBa npasun Be6-6esonacHocTu (Safe browsing)
enable_adblock Brnokuposka peknambl. CuHTakcuc: EnableAdblock ::=

enable_adblock ‘(' boolean ')’ boolean ::= yes | no | true | false url_list_exclusions URL-crnnvcok
CaMTOB UCKITKOYEHMI, ANA KOTOPbIX ONOKMpPOBaTh peknamy He TpedyeTtcA. CUHTaKCHC:
UrlListExclusions ::= url_list_exclusions '(' list_libs )" list_libs :: = lib_name '," list_libs lib_name
::= word | string enable_injector lMNo3BonAeT BCTaBUTb NPOM3BOJIbHLIN KOA BO BCe BEO-
ctpaHuubl. CuHTakcuc: Enablelnjector ::= enable_injector (' boolean ')’ boolean ::= yes | no

| true | false custom_injector Koa nrxexktopa. CuHTtakcuc: Custominjector ::=

custom_injector '(* string ')’ safe_search ®yHkyua 6esonacHoro noucka. CUHTaKCHC:
SafeSearch ::= safe_search (" boolean ') boolean ::= yes | no | true | false
search_history_logging 3anuck B XypHan NOMCKOBbLIX 3anpoCcoB nosib3oBatenien. CUHTaKCUC:
SearchHistoryLogging ::= search_history logging '(' boolean ') boolean ::= yes | no

| true | false social_sites_block Brnokuposka npunoxeHua B NONynNApHbIX COLManbHbIX CETAX.
CuHTtakcuc: SocialSitesBlock ::= social_sites_block (" boolean ')’ boolean ::= yes | no

| true | false CeoictBa BYOD max_device_number MaxkcumanbHOe KONMYeCcTBO YCTPOMUCTB, C
KOTOPbIX NOMb30BaTeNb MOXET NofyyaTh 4OCTYN B CeTb. JIeNCTBUTENBHO TONBKO ANA

npasun BYOD. Cuntakcuc: MaxDeviceNumber ::= max_device_number '(' integer ')’
max_active_device_number MakcMmanbHOe KOTMYeCcTBO YCTPOUCTB, C KOTOPbLIX MNOfb30BaTe b
OAHOBPEMEHHO MOXET Nosy4Yatb AOCTYN B ceTb. [leNcTBUTENBbHO TOMLKO AnA npasun BYOD.
CuHTtakeuc: MaxActiveDeviceNumber ::= max_active_device_number '(" integer ')’ device_type
Tun ycTpoMCTB, ANA KOTOPbIX NPUMEHAETCA AaHHOe nNpasuno nonutuku BYOD.
HencteutenbHo Tonbko ana npasun BYOD. CuHtakcuc: DeviceType ::= device_type '(' word |
string | list ") approving_required NoateepxaeHne aamuHucTpatopa. encTBUTENbHO TONBKO



Ana npasun BYOD. CuHtakcuc: ApprovingRequired ::= approving_required '(' boolean ')’
boolean ::= yes | no | true | false Ceoncta nHcnekTnposaHma SSH block _ssh_shell
Brnokuposka yaanénHoro 3anycka shell. lenctBuTenbHO TONBKO ANA

npasun nHcnektuposaHua SSH. CunHtakcuc: BlockSshShell ::= block_ssh_shell ‘(' boolean ')’
boolean ::= yes | no | true | false block_ssh_exec bnokupoBka yaanéHHOro BbINoHEHUS
KoMaHAa no SSH. [leicTBUTENLHO TOMBKO ANA NpaBun nHcnektupoaHua SSH. CuHTakcuc:
BlockSshExec ::= block_ssh_exec '(' boolean ')’ boolean ::= yes | no | true | false block_sftp
Brnokuposka coeanHenna SFTP (Secure File Transfer Protocol). [lenctBUTENBHO TONBKO ANA
npasun nHcnexktuposaHua SSH. CuHTaxkcuc: BlockSftp ::= block_sftp (' boolean ')’ boolean ::=
yes | no | true | false ssh_command KomaHaa linux, koTopyto TpebyeTcs nepeaaTtb, B popmaTte
ssh user@host 'command'. lencTBUMTENBHO TOMBKO ANA NpaBui MHCNEKTMpoBaHMA SSH.
CuHTtakenc: SshCommand ::= ssh_command '(" string ')’ Ceonctea npasun VPN-cepsepa
auth_profile NMpopune ayteHTuduxkaumnu. lenctenutenoHo Tonbko anA npasun VPN-cepsepa.
CuHtakcuc: AuthProfile ::= auth_profile '(' string | word ") vpn_network CeTb VPN.
HencteutenbHo Tonbko ana npasun VPN-cepeepa. CuHtakcuc: VpnNetwork ::=

vpn_network '(' string ') interface UHTepdenc VPN. [lencteutensHo Tonbko ana npasun VPN-
cepsepa u VPN-knueHTta. CuHtakcuc: Interface ::= interface '(' word ')’ Ceonctea npasun VPN-
KnueHTa server_address IP-aapec cepsepa. enctButenoHo Tonbko anA npasun VPN-
knuneHTa. CuHTakcuc: ServerAddress ::= server_address (" ip_address ')’ password Napornb.
HencteutenbHo Tonbko ana npasun VPN-knueHTa. CuHtaxkecuc: Password ::=

password '(' word ')’ last_error MocneaHas owunbka VPN. MHpopmaLloHHoe none,
HeAOoCTYyrnHoe AnA peAakTupoBaHuaA. [encTBuTeNnbHO TONbKo Ana npasun VPN-knveHTa.
CuHrakcuc: LastError = last_error '(' string ')’ connection_time Bpema coeanHeHuA.
UHpopmayMoHHOe none, HeAOCTyNnHOe ANA peAakTupoBaHua. IenCTBUTENbHO TOSMbKO ASA
npasun VPN-knueHnTa. CuHtakcuc: ConnectionTime ::= connection_time '(' word ')' status
Crartyc. UHdpopmaLoHHOe nosne, HeAOCTYNHoe ANA peAakTupoBaHua. [lencTBUTENbHO TOMBKO
ana npasun VPN-knuneHTa. CuHTakcuc: Status ::= status (' string ')’ CeoncTBa npasun
cueHapues trigger Tun cpabatbiBaHuaA cueHapua. JJeNCTBUTENBHO TOMBKO ANA NpaBui
cueHapues. CuHTtaxcuc: Trigger ::= trigger '(' trigger_type ')' trigger_type ::= all_users |
one_user duration lNpoaomkuTensHoCcTb. Bpema B MUHYTax, B TE4EHUE KOTOPOro CLueHapum
OyZaeT aKTUBHbLIM NOCE ero akTuBaymun. JlencTBUTENbHO TOMBKO ANA NpaBui CLeHapUeB.
CuHTakcuc: Duration ::= duration '(' integer ')' operation_mode CueHapuii cpabaTbiBaeT npu
coBnaaeHnun oaHoro unu ecex ycrnosun. CuHTakcuc: OperationMode ::=

operation_mode (" mode ')' mode ::= all | any CBoncTtBa ycnosui cueHapua scond_type Tun
ycnosum cueHapua. [lenctBUTeNbHO TONLKO AnA ycrnosuin cueHapua. CuHtakcuc: SCondType
;= scond_type (" type )’ SCondType ::= scond_type '(' type ')’ count_interval Konnuectso
cpabaTbiBaHui. leNCTBUTENBHO TOMBKO ANfA ycnosuii cueHapuna "Kateropua URL"
(url_category), "lMpunoxexue" (app), "Tun koHTeHTA" (Mime_type) v "lpoBepka cocToaHMA"
(health_check). CuHtakcuc: Countlnterval ::= count_interval (" integer ')' max_event_count
NHTepBan BpemMeHM B MUHYTaXx, 3a KOTOPLIA Bbino oBHapyxeHo count_interval cpabaTeiBaHWi.
JencteutenbHo TONbKO Anda ycnosumn cueHapua "Kateropua URL" (url_category),
"Mpunoxexune" (app), "Tun koHTeHTA" (Mime_type) n "lMposepka coctoanua" (health_check).
CuHTtakecuc: MaxEventCount ::= max_event_count '(' integer ')’ packet_size Pasmep naketa.
Pasmvep naketa B Tpadurke nonb3oBaTena NpeBbICU yKazaHHOEe 3HavyeHue. [1eUCTBUTENBHO
TOMbKO ANA ycnosuh cueHapua "Pasmep naketa" (net_packet_size). CuHtakcuc: PacketSize
::= packet_size '(' size ')’ size ::= integer | integer KB | integer MB | integer GB 64 — pasmep B
6anTax; 2MB — pa3amep B merabawtax. traffic_limit O6bem Tpadpuka. [eicTBUTENBHO TOMBKO
Ana ycnosun cueHapua "OrpaHnyenune Tpaduka” (traffic). Cuntakcuc: TrafficLimit ::=
traffic_limit '(" size ')’ size ::= integer | integer KB | integer MB | integer GB period Nepnoa
BpemMeHu. [1enCTBUTENBHO TOMBKO And ycnosum cueHapua "OrpaHuyeHue Tpadura” (traffic).
CwuHTakcuc: Period ::= period '(' time_period ')' time_period ::= minute | hour | day | week |
month ips_tl YposeHb yrpo3el COB. [lencTBUTENBbHO TONBKO AnA ycnosui cueHapua "COB"
(ips). CuHtaxcuc: IpsTl ::=ips_tl '(' level )" level ::= integer | very_low | low | medium | high |
very_high ips_tl(2) scond_type(ips); ips_tl(low) scond_type(ips). health_check_method MeTtoa



npoBepku. [lencTBUTENBLHO TOMBKO ANA YCnoBui cueHapua "lNpoBepka cocToAHUA"
(health_check). Cuntakcuc: CheckMethod ::= health_check_method '(' method ')’ method ::=
ping | dns | get health_result PesynbTtar. [lencTBMTENBLHO TONBKO AF YCNOBUMK CLeHapuA
"MpoBepka coctoAaHuna" (health_check). CuHTakcuc: esult ::= health_result '(' result ')’ result ::=
positive | negative health_request_timeout Tanm-ayT noaxkntoveHna (cek). JencTBuTenbHO
TONbKO ANnA ycnosum cueHapua "MNpoeepka coctoaHuna" (health_check). CuHTakcuc:
RequestTimeout ::= health_request_timeout ‘(' integer )" health_answer_timeout Tanm-ayt
oTBeTa (ceK). [lencTBUTENBHO TONLKO ANA ycrnoBun cueHapua "lNposepka cocToAHMA"
(health_check), "MeToa nposepkn HTTP GET" (get). CuHTakcuc: ut ::=
health_answer_timeout '(" integer ')’ health_type_request Tun DNS-3anpoca. [lenctButenbHo
TONBLKO ANA ycrnosuit cueHapua "MNposepka coctoAaHua" (health_check), "MeToa nposepku
DNS" (dns). Cuntakcuc: TypeRequest ::= health_type request '(' type_name ') type_name ::=
word | string CBoicTBa npasui 6anaHcMpoBku Harpysku scheduler Metoa 6anaHcHMpoBKy.
HencTBUTENBHO TOMBKO ANnA NpaBun 6anaHcuposku Harpysku TCP/UDP. CuHTakcuc:
Scheduler ::= scheduler '(' balancing_type ')' balancing_type ::= wrr | rr | Ic | wlc wrr —
Weighted round robin; rr — Round robin; Ic — Least connections; wic — Weighted least
connections. real_server PeanbHble cepBepbl. [leNCTBUTENbHO TOMBKO ASA

npasun 6anaHcupoBku Harpysku TCP/UDP. CuHTakcuc: RealServer ::= real_server '(' mode,
ipv4[:port], weight ')' mode ::= gate | masq | masq_snat port ::= integer weight ::= integer

gate — ww03; Masq — MacKapaauHr; masq_snat — mackapaavHr ¢ noameHou |IP-aapeca
nctouHuka (SNAT). Mpumep: OK \ url.address = 172.168.13.100 \ url.port = 10000 \ service =
tcp \ scheduler(wic) \ real_server(masq_snat, 172.168.13.11:10000, 50) \ ipvs_fallback(gate,
172.168.13.12) monitor_kind(ping) \ monitor_interval(60) \ monitor_timeout(60) \
monitor_failurecount(10) \ enabled(true) \ name("TCP/UPD load balancing") ipvs_fallback
ABapuiiHbli pexxum cepaepa. [JeNnCTBUTENBHO TONMBKO AnA Npasun 6anaHCMPOBKKU HarpysKu
TCP/UDP. CunTtakcuc: IpvsFallback ::= ipvs_fallback (' mode, ipv4[:port] ')’ mode ::= gate |
masq | masq_snat port ::= integer monitor_kind Pexum. lenctButenbHO TOMbKO Anf

npasun 6anaHcupoBku Harpysku TCP/UDP. CuHtakcuc: MonitorKind ::= monitor_kind '(' kind ')’
kind ::= ping | connect | negotiate monitor_service Cepsuc. IeNncTBUTENBbHO TOMLKO ANA
npaeun 6anaHcupoBku Harpysku TCP/UDP. CuHTakcuc: MonitorService ::=

monitor_service (' service ')’ service ::= http | dns monitor_request 3anpoc. [lencteutensHo
TONbKO ANnsa npaeun 6anaHcuposky Harpyaku TCP/UDP. CuHTakcuc: MonitorRequest ::=
monitor_request '(' string ')’ monitor_response Oxunaaembin oTBET. EeUCTBUTENBHO TOMNBKO ANA
npasun 6anaHcuposku Harpyskn TCP/UDP. CuHTtakcuc: MonitorResponse ::=
monitor_response ‘(" string ')’ monitor_interval MHTepsan nposepku. 1eCTBUTENBHO TONBKO
AnA npasun 6anaHcupoBku Harpysku TCP/UDP. CunHtakcuc: Monitorinterval ::=
monitor_interval ‘(' integer ') monitor_timeout Bpema oxunaganuna. [JencTBMTENbHO TOMBKO ANA
npaeun 6anaHcuposku Harpysku TCP/UDP. CuHtakcuc: MonitorTimeout ::=

monitor_timeout '(' integer ')' monitor_failurecount Yucno HeyaauHblx NONbITOK. [leNCTBUTENBHO
TONbKO AnA npasun 6anaHcupoBku Harpysku TCP/UDP. CunHtakcuc: MonitorFailurecount ::=
monitor_failurecount '(' integer ')’ 26
max_device_number MaxkcumanbHoe KONMYeCcTBO YCTPOUCTB, C KOTOPbIX MNOSfib30BaTeslb MOXeT
nony4yaTb AOCTYN B ceTb. [lenctButenbHO Tonbko AnA npasun BYOD. CuHtakcuc:
MaxDeviceNumber ::= max_device_number ‘(' integer ')’ max_active_device _number
MaxcumanbHOe KOfMYeCcTBO YCTPOMCTB, C KOTOPbIX NOMb30BaTelb 0AHOBPEMEHHO MOXET
nony4yaTb AOCTYN B ceTb. [lenctButenbHO Tonbko AnA npasun BYOD. CuHtakcuc:
MaxActiveDeviceNumber ::= max_active_device_number '(' integer ')' device_type Tun
YCTPOWCTB, ANF KOTOPbIX NPUMEHAETCA AaHHOe npasuio nonutuku BYOD. [leicTBuTENBHO
Tonbko anA npasun BYOD. CuHtakcuc: DeviceType ::= device_type '(" word | string | list ")’
approving_required NoateepxaeHne aamMmuHucTparopa. lencTBuTensHo TOMbKO And

npasun BYOD. CunTakcuc: ApprovingRequired ::= approving_required '(' boolean ')’

boolean ::= yes | no | true | false CeoncTBa nHcnekTuposaHnMa SSH block_ssh_shell
Brnokuposka yaanéHHoro 3anycka shell. [lenctBuTensHO TONbKO AnA

npasun nHcnektuposaHua SSH. CuHtakcuc: BlockSshShell ::= block_ssh_shell '(" boolean ')’



boolean ::= yes | no | true | false block_ssh_exec bnokupoBka yaanéHHOro BbIMOHEHUA
KomaHa no SSH. [lenctBUTENbHO TOMLKO AnA Npasun MHenektuposaHua SSH. CuHTakcuc:
BlockSshExec ::= block_ssh_exec '(' boolean ')’ boolean ::= yes | no | true | false block_sftp
Brnokuposka coeanHenna SFTP (Secure File Transfer Protocol). [lenctBuTENbHO TONBLKO ANA
npasun nHcnektuposaHua SSH. CuHTaxkeuc: BlockSftp ::= block_sftp (' boolean ')’ boolean ::=
yes | no | true | false ssh_command KomaHaa linux, koTopyto TpebyeTcs nepeaaTtb, B popmaTte
ssh user@host 'command'. lencTBUMTENBHO TOMBKO ANA NpaBui MHCNEKTMpoBaHMA SSH.
CuHtakeuc: SshCommand ::= ssh_command ‘(' string ')’ Ceorctea npasun VPN-cepsepa
auth_profile Mpodpune ayteHTndUKaumm. enctentenbHo Tonbko AnA npasun VPN-cepsepa.
CuHTtakcuc: AuthProfile ::= auth_profile '(" string | word ')’ vpn_network CeTb VPN.
HencteutenbHo Tonbko ana npasun VPN-cepeepa. Cuntaxkcuc: VpnNetwork ::=

vpn_network '(' string ') interface UHTepdenc VPN. [lencteutensHo Tonbko ana npasun VPN-
cepsepa u VPN-knueHTta. CuHtakcuc: Interface ::= interface '(' word ')’ Ceonctea npasun VPN-
KnueHTa server_address IP-aapec cepsepa. enctButenoHo Tonbko anA npasun VPN-
knueHTa. CuHTakcuc: ServerAddress ::= server_address '(' ip_address ')’ password Naponb.
HenctBntenoHo Tonbko ana npasun VPN-knneHta. CuHTakcuc: Password ::=

password '(' word )" last_error MNMocneaxana ownbka VPN. UHdPopmaLMoHHOe none,
HeAOoCTyrnHoe AnA peAakTupoBaHuaA. encTBuUTeNbHO TONbKo And npasun VPN-kiveHTa.
CwuHtakcuc: LastError ::= last_error '(' string ')’ connection_time Bpema coeanHeHuA.
NHpopmaLmoHHoe none, HeAoCTynHoe ANdA peAakTupoBaHua. [leMcTBUTENbHO TOMbKO ANA
npasun VPN-knuenTa. CuHTakcuc: ConnectionTime ::= connection_time '(" word )" status
Crartyc. UHdpopmaLoHHOe nose, HeAOoCTYNHoe ANA peAakTupoBaHua. JleNcTBUTENbHO TOMBKO
ana npasun VPN-knuneHTa. CuHTakcuc: Status ::= status (' string ')’ CeoncTBa npasun
cueHapues trigger Tun cpabatbiBaHua cueHapua. JJeNCTBUTENBHO TOMBKO ANA NpaBuI
cuyeHapues. CuHtaxcuc: Trigger ::= trigger '(' trigger_type ')' trigger_type ::= all_users |
one_user duration lNpoaomkuTensHoCcTb. Bpema B MUHYTax, B Te4EHUE KOTOPOro CLeHapum
OyZneT aKTUBHbLIM MOCE ero akTuBaymun. JlencTBUTENBHO TOMBKO ANA NpaBui CLEeHapUEB.
CuHTakcuc: Duration ::= duration '(' integer ')' operation_mode CueHapuii cpabaTbiBaeT npu
coBnaaeHnun oaHoro unu ecex ycrnosun. CuHTakcuc: OperationMode ::=

operation_mode (" mode ')' mode ::= all | any CBouncTBa ycnosui cueHapua scond_type Tun
ycnosun cueHapua. [lenctBuTenbHO TONLKO ANA ycrnosuin cueHapua. CuHTakcuc: SCondType
;= scond_type (" type ') SCondType ::= scond_type '(' type ')’ count_interval Konnuectso
cpabaTbiBaHWi. IeNCTBUTENBHO TOMBKO ANA ycnosuii cueHapuna "Kateropua URL"
(url_category), "MpunoxeHue" (app), "Tun koHTeHTA" (Mime_type) v "lpoBepka cocToaHMA"
(health_check). CuHTakcuc: Countlnterval ::= count_interval '(* integer ')' max_event_count
NHTepBan BpemMeHM B MUHYTaXx, 3a KOTOPLIA Bbino oOHapyxeHo count_interval cpabaTeiBaHWi.
JencteutenbHo TONbKO Anda ycnosun cueHapusa "Kateropua URL" (url_category),
"Mpunoxenune" (app), "Tun koHTeHTA" (Mime_type) n "Mposepka coctoanua" (health_check).
CuHTtakeuc: MaxEventCount ::= max_event_count '(' integer ')’ packet_size Pasmep naketa.
Pasmvep naketa B Tpad ke nonb3oBaTena NnpeBbICU yKazaHHOEe 3HavyeHue. [1eUCTBUTENBHO
TOSMBKO ANA ycnosumn cueHapua "Pasmep naketa" (net_packet_size). CuHtakcuc: PacketSize
::= packet_size '(' size ')’ size ::= integer | integer KB | integer MB | integer GB 64 — pasmep B
6anTax; 2MB — pasmep B merabawtax. traffic_limit O6bem Tpadpuka. [JeicTBUTENBHO TOMBKO
Ana ycnosun cueHapua "OrpaHuyenune Tpaduka” (traffic). Cuntakcuc: TrafficLimit ::=
traffic_limit '(" size ')’ size ::= integer | integer KB | integer MB | integer GB period Nepnoa
BpemMeHu. [1encTBUMTENBHO TOMBKO ANnd ycnosum cueHapua "OrpaHuyeHue Tpadura” (traffic).
CuHtakcuc: Period ::= period '(' time_period )" time_period ::= minute | hour | day | week |
month ips_tl YposeHb yrpo3el COB. [lencTBuUTENBbHO TOMNBKO AnA ycnosui cueHapua "COB"
(ips). CuHtaxcuc: IpsTl ::=ips_tl '(" level )" level ::= integer | very_low | low | medium | high |
very_high ips_tl(2) scond_type(ips); ips_tl(low) scond_type(ips). health_check_method MeTtoa
npoBepKu. [leNCTBUTENBHO TOMNBLKO ANA yCrnoBui cueHapua "lNposepka cocToAHUA"
(health_check). Cuntakcuc: CheckMethod ::= health_check_method '(' method ')’ method ::=
ping | dns | get health_result Pe3aynbtaTt. lencTBUTENBHO TOMBKO ANA YCNOBUM cLueHapua
"MpoBepka coctoAHuna" (health_check). CuHTakcuc: esult ::= health_result '(' result ')’ result ::=



positive | negative health_request_timeout Tanm-ayT noaxkntoyeHuna (cek). [lencTsutensHoO
TONMbKO ANnA ycnosum cueHapua "MNposepka coctoaHuna" (health_check). CuHTakcuc:
RequestTimeout ::= health_request_timeout '(' integer ') health_answer_timeout Tanm-ayT
oTBeTa (ceK). lencTBuTENbHO TONBLKO ANA yCrnoBuKn cueHapua "lpoBepka coctoAaHMA"
(health_check), "MeToa nposepkn HTTP GET" (get). CuHTakcuc: ut ::=
health_answer_timeout '(" integer ')’ health_type_request Tun DNS-3anpoca. [lenctButenbHo
TONBLKO ANA ycrnosuit cueHapua "MNposepka coctoAaHua" (health_check), "MeToa nposepku
DNS" (dns). Cuntakcuc: TypeRequest ::= health_type request '(' type_name ') type_name ::
word | string CBoicTBa npasun 6anaHcMpoBku Harpysku scheduler Metoa 6anaHcHMpoBKy.
HencTBUTENbHO TONBLKO AnA npaBun 6anaHcuposku Harpyskun TCP/UDP. CuHTaKcuc:
Scheduler ::= scheduler '(" balancing_type ')' balancing_type ::= wrr | rr | Ic | wic wrr —
Weighted round robin; rr — Round robin; Ic — Least connections; wic — Weighted least
connections. real_server PeanbHble cepBepbl. JJleNCTBUTENBbHO TOMBKO AA

npaeun 6anaHcupoBku Harpysku TCP/UDP. CuHTakcuc: RealServer ::= real_server '(' mode,
ipv4[:port], weight ')’ mode ::= gate | masq | masq_snat port ::= integer weight ::= integer
gate — wiT03; Masq — MacKapaauHr; masq_snat — mackapaavHr ¢ noameHou |IP-aapeca
nctouHuka (SNAT). Mpumep: OK \ url.address = 172.168.13.100 \ url.port = 10000 \ service =
tcp \ scheduler(wic) \ real_server(masqg_snat, 172.168.13.11:10000, 50) \ ipvs_fallback(gate,
172.168.13.12) monitor_kind(ping) \ monitor_interval(60) \ monitor_timeout(60) \
monitor_failurecount(10) \ enabled(true) \ name("TCP/UPD load balancing") ipvs_fallback
ABapuiiHbIi pexxum cepaepa. JJenCTBUTENBHO TONMBKO ANA NpaBun 6anaHCMPOBKKU HArpysKu
TCP/UDP. Cuntakcuc: IpvsFallback ::= ipvs_fallback '(' mode, ipv4[:port] ')’ mode ::= gate |
masq | masqg_snat port ::= integer monitor_kind Pexum. lenctButenbHO TOMbKO And

npasun 6anaHcupoBku Harpysku TCP/UDP. CuHTakcuc: MonitorKind ::= monitor_kind '(' kind ')’
kind ::= ping | connect | negotiate monitor_service Cepsuc. IenCcTBUTENBbHO TOSLKO ANA
npasun 6anaHcupoBku Harpysku TCP/UDP. CuHTakcuc: MonitorService ::=

monitor_service (' service ')’ service ::= http | dns monitor_request 3anpoc. [lencteutensHo
TONbKO ANna npaeun 6anaHcuposky Harpysku TCP/UDP. CuHTakcuc: MonitorRequest ::=
monitor_request '(' string ')’ monitor_response Oxunaaembin oTBET. EeUCTBUTENBHO TOMNBKO ANA
npaeun 6anaHcupoBku Harpysku TCP/UDP. CuHTakcuc: MonitorResponse ::=
monitor_response '(' string ')’ monitor_interval UHTepBan nposepku. [leNCTBUTENLHO TOMBLKO
ana npasun 6anaHcuposky Harpysku TCP/UDP. CunTtakeuc: Monitorinterval ::=
monitor_interval ‘(" integer ') monitor_timeout Bpema oxunaanua. [JenctBuTENbHO TOMBKO ANA
npaeun 6anaHcupoBku Harpysku TCP/UDP. CuHtakcuc: MonitorTimeout ::=

monitor_timeout '(" integer ')’ monitor_failurecount Yucno HeyaauHbIX NONbITOK. JleNCTBUTENBHO
TONbKO AnA npasun 6anaHcupoBku Harpysku TCP/UDP. CuHtakcuc: MonitorFailurecount ::=

monitor_failurecount '(' integer ')’ 28
Lencteua 33
Tunbl npasun 38
Cnucok noaaepxusaembix HTTP-3aronoskos 51

Cnncok Kateropwum 53
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O6buwue ceeaeHuna

Product: DCFW
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UPL (UserGate Policy Language) — A3blk onucanua nonutuk UserGate. TepMuH «NonuTUKa» ynoTpeBnAeTCA 34eCh B KOHTEKCTE KOHPHUrypaLnn Npasus, NPUMEHAEMbIX ANA
NPUHATUA PELLEHNI No TpeBoBaHMAM ayTEHTUdMKALMK, NpaBam AOCTyNa U1 NpeoBpasoBaH1A KOHTEHTA.

O6LwmMe nonoxeHuna Aasbika UPL
I'IpaEmna HacTpauBaroTCA C UCNOIb30BaHUEM ﬂeﬁCTBMﬁ, ycnoamﬁ 1 CBOWCTB.

JIns KaXkaoro Npasuna HacTpauMBaeTcA OAHO U3 ASUCTBUN. [ledcTBMA — HACTPOMKK, KOTOpble ynpaenaT oBpabdoTkoit TpaHsakumn (OK, WARNING, PASS, DENY,
FORCE_PASS, FORCE_DENY). lNpu HacTpo/ike npasun, B KOTOPLIX HE NPeAyCMOTPEHO yKasaHue Aencteua (Hanpumep, npasuna DNS, NAT v mapipyTtvsauuu,
NPOMYCKHOW CNOCOBHOCTY 1 T.M.), He0BX0AMMO yKasatb aAecTeua PASS unu OK.

YcnosuA 3aaaroTcA 3Hakamm paBHO (=) Wnu He paBHO (!=), HanpumMep, 30HbI, agpeca, GeolP UCTOYHMKOB M Ha3HaueHus, CepBUCHI, NPUNOXEeHNA U T.4.; BCe yCNnoBuA B
npasuiie NpoBepATCA NO NOrM4eckomMmy U te. npasuno cpaéoTaeT, ecnu GyﬂyT BbINOJ/THEHbI BCE YCNOBUA.

CsoiicTBa NpaBus 3aAal0TCA B KPYITIbIX CKOOKaX M MCMONb3YIOTCA ANA YKasaHUA AOMNOMHUTENbHON MHGOPMALWK, HanpUMep, HasBaHKe NpaBui, UX onucaHue, GyHKLUA
KYPHAMPOBAHHA U T.A.

MpumeyvaHuellpy HacTpoOViKe NpaBun cHavyana ykasolBaeTcA AenCTBME, NOTOM YCIOBUA U 3aTEM CBOWCTBA.
UPL ucnonbayetca ansa nomowysto UPL B uHTepdeiice CLI cozaatoTcs npaeuna NommTUK ceti 1 6e30nacHoCcTv Ans CneayroLmx pasaenos:
« Hactpoitku DNS-npokeu (yposeHb: network dns dns-proxy dns-rules).
« Captive-noptan (ypoBeHb: users captive-portal).
« MexceTeBoit akpaHa (yposeHb: network-policy firewall).
« NAT u mappyTusauymsa (yposeHb: hetwork-policy nat-routing).
« [ponyckHana cnocobHocTb (ypoBeHb: network-policy traffic-shaping).
« OunbTpauusa KoHTEHTa (ypoBeHb: security-policy content-filtering).
« Be6-6e3onacHocTb (ypoBeHb: security-policy safe-browsing).
« MHcnekTupoBaHue TyHHenei (yposeHb: security-policy tunnel-inspection).
« MHcnektuposanue SSL (yposeHb: security-policy ssl-inspection).
« MHcnektupoBaHue SSH (ypoBeHb: security-policy ssh-inspection).
« COB (ypoBeHb: security-policy intrusion-prevention).
« 3awmra noytosoro Tpaduka (yposeHb: security-policy mail-security).
« ICAP-npaBsuna (yposeHb: security-policy icap-rules).
« [pasuna sawmtel DoS (ypoBeHb: security-policy dos-rules).
« Be6-nopran (yposeHb: global-portal web-portal).
« [lpasuna reverse-npokcu (yposeHb: global-portal reverse-proxy-rules).
« CepsepHble npasuna VPN (ypoBeHb: vpn server-rules).
« Knuentckue npasuna VPN (yposeHb: vpn client-rules).
CTpyKTypa KoMaHAbl ANA CO3AaHWA Npasuna:
Admin@nodename# create <level> <position> upl-rule <str-upl-syntax>
rae <level> — ypoBeHb, Ha KOTOPOM HEOBXOAUMO CO3AaTb NPAaBUIIO.
<position> — noauuus, Ha KOTopyto ByAeT NOMELLEHO NPaBKIIO.
<str-upl-syntax> cTpoka, B KoTopoi onucaHo npasuno B UPL cuHTakcuce.
CTpyKTypa KoMaHAbl AN1F 06HOBNEHUA CYLLECTBYIOLENO NpaBuna:
Admin@nodename# set <level> <position> upl-rule <str-upl-syntax>
rae <level> — ypoBeHb, Ha KOTOPOM HEOGXOAUMO OBHOBUTL NPABUIIO.
<position> — HOMep npasusna, KoTopoe HeOBXOAUMO 0BHOBUTD.
<str-upl-syntax> cTpoka, B KoTopoi onucaHo npasuno B UPL cuHTakcuce.
CTpyKTypa KoMaHabl ANA yAaneHus npasuna:
Admin@nodenamet# delete <level> <position | all>
rae <level> — ypoBeHb, Ha KOTOPOM HEOGXOAUMO YANUTL NPABUIIO.
<position> — HoMep npaBsusa, KoTOPoe HEOBXOAUMO YAANUTb.
<all> — ynanutb Bce npasuna.
CTpyKTypa KoMaHAbl ANA 0ToOpaxeHHA npasuna:
Admin@nodename# show <level> <position | all>
rae <level> — pasaen, npaBuna KOTOPOro HYXHO 0TOBPa3UTb.

<position> — HoMep Npaeusna, KoTOpPoe HEOBXOAMMO OTOBPA3NT.



<all> — oTo6pasnTb BCe npasuna.
Mpumep cosnaHnaA npaeuna MeXceTeBoro aKkpaHa ¢ ucnosnb3osaHnem UPL (Mcnonb3oBaH MHOrOCTPOYHbIA BBOA):

Admin@nodename# create network-policy firewall 1 upl-rule \
...DENY\

...src.zone = Trusted \

...dst.zone = Untrusted \

...user = known \

...service = HTTPS\

...time = lib.time("Working hours") \

...rule_log(session)\

...name("Example of firewall rule created in CLI") \
...enabled(true)

Mocne cosnaHusa npasuio 0ToBPasnTLCH B HaUarne Cnucka NpaBui MeXCeTeBoro akpaHa (Ha nosuuuu 1). JanHoe npasuno sanpetlaet HTTPS-Tpadvk 13 3oHbl "Trusted" B
30Hy "Untrusted" nonb3osatenam, uaeHTdUUMPOBaHHLIM cucTemoi. Mpaeuno paboTaeT B COOTBETCTBUM C pacnucaHvem "Working hours". Mpu cpabatsiBaHuv npasuna B
XypHan 6yaet sanucaHa MHdOpMaLKa 0 Havyane Ceccum.

KommeHTapuu

Jio6as cTpoKa, HauMHaLancsa ¢ cuMBona " %", ABNAETCA KOMMEHTapHUEM.
CumBon npoueHTa " %" nocne npotena unu TabynauumM BBOAUT KOMMEHTapPUI, KOTOPbIA NPOAOIKAETCA A0 KOHLA CTPOKHM (KPOME Cryyaes, Koraa CUMBOS NpoLeHTa
oToBpaxaeTcA BHYTPU KaBbluek ("), Kak 4acTb BbIPKEHHA).

Mpumep:

% OTO KOMMEHTapKit
DENY("Too many Host headers") request.header.Host.count = 2.. % u 370 TOXe

KOMMeHTapMM MoryT 6bITb B Nto6OM MecTe q>a171na C onucaHueM NoJINTUK.

MpaBuna

MpaBuno NoNUTHUKK (rule) COCTOMT U3 YCIIOBUIA M HEKOTOPOIO KONTMYECTBA AEHCTBUIA, 3anucaHHbIX B Nto6oM nopaake. EcTb Tawke cBoicTBa (properties), KoTopble
CMHTAKCUYECKM BLITMAAAT Kak AeCTBME, HO NMPU 3TOM aKTUBHbIX AEHCTBUI He NPoM3BOAAT. Hanpumep, CBOMCTBO name npocTo AoGaBnaeT aTpubyT "uma" B Npasusio.

Mpasuna 06bIYHO NULLYTCA B OAHON CTPOKE, HO MOrYT ObITb PAa3BUTLI HA CTPOKK C MOMOLLbIO CreluansHOro cuvBona — obpatHoro cnewa " 1"

Korza npaeuno BbINONHAETCA, yCrOBME NPOBEPAETCA ANA TEKYLLEN KOHKPETHON TpaH3akumu. Ecnu ycnosue oueHnBaeTcA Kak True (MCTUHA), BBIMOSHAOTCA BCE
nepeyncneHHble AeMCTBUA U TEKYLLMIA CNOW 3aKaHuMBaeTcs Npu Hanuunm npedurcos PASS / FORCE_PASS /DENY / FORCE_DENY / WARNING / OK . Ecnu cpaboTasluee
npasuno He umeeT npepukcos PASS / FORCE_PASS /DENY / FORCE_DENY / WARNING / OK , To BbINOMNHAKOTCA AeACTBUA U Aarnblue obpabaTteiBaeTca yxe creaymollee
npaeuno. Ecnu ycnosue oueHUBaEeTCA Kak False AnfA 9Toi TpaH3akuuu, To Aanblue obpabaTbiBaeTca yxe creaytoLiee npasuro.

Bce ycnosuA B npaBuie NnpoBepArTCA No JIOrMYeCKoMy "U'. ﬂperMM crnosamu, npaesuno cpaéoTaeT, Koraa éyﬂyT BbINO/THEHbI BCE YCNOBUA.

B csoto o4yepeab, ycnosue ABNAETCA I0rMyecKomn KOMéMHauMeﬁ Tpurrepos. TpMI’Fepr — 9TO OTAEeNbHble TeCTbl, KOTOPbIE MOXHO BbINOSTHUTL C KOMMOHEHTaMU 3anpoca,
0TBeTa, CBA3aHHbIMK NoSib3oBaTenAMMU UM COCTOAHUEM CUCTEMBI.

JlefcTBUA — 3TO HACTPOMKM, KOTOpLIE yNpaBnaoT 00pabdoTKoi TpaH3akyuu. Hanpumep, 3anpeTtuTs ( deny) unu o6paboTats 0OBEKT (M3MEHUTL 3aroNOBOK — rewrite).
CuHTaKcHC:
Rule ::= (PASS | FORCE_PASS | DENY] ( DENY ‘(' string ')') | FORCE_DENY | FORCE_DENY'(' string ') || WARNING | OK)? Conditions \'? Actions
Conditions ::= condition '\'? Conditions
Actions ::= action '\'? Actions
Mpumep:
3anpoc ByAeT 3anpeLyeH, koraa cpaboTatoT oba Tpurrepa:
« nomeH 6yaet example.com
« Bpemsa Gyaet mexay 9 1 17 yacamu

DENY url.domain = "example.com" time=09:00..17:00

Cnou

Cnoi (layer)— aTo koHcTpyKumna UPL, ncnonb3yeman Ana rpynnupoBKY NPaBui U NPUHATUA OAHOIO pelleHnA. PazaenbHble NPUHATAA PeLLeHWA NOMOratoT KOHTPOIMpoBaTb
CMOXHOCTb NOMUTUKM. ODTO AenaeTCA NyTeM HanuCaHWA KXKAOrO PeLLeHWUA B OTAEIbHOM Crloe.

Y no6oro npasuna B crioe MoxeT BbiTb Npedpurc PASS / FORCE_PASS / DENY / FORCE_DENY / OK | WARNING, koraa cpabatbiBaeT npasuo ¢ Takum npeduKcoMm, Bce
ocTanbHble Npasuna B CHoe NPOoNyCcKatoTCA.

B cnyuae ecnu cpatotano npaeuno ¢ npedukcom FORCE_PASS wnu FORCE_DENY, To 3T0 ABNAETCA OKOHYaTEeNbHbIM pesynbTatoM 00paboTkv, B NPOTUBHOM Criydyae
obpaboTka nepexoauT Ha cneayromii cnoi. Mocne o6paboTki BCex cnoes 3anpoc ByaeT 3a6nOKMPOBaH MM NPOMNYLLEH B 3aBUCUMOCTH OT TOr0, YTO BbiNo NocneaHnM —
PASS / FORCE_PASS wnv DENY / FORCE_DENY. Ecnu npoueccuHr octaHoBuTca Ha WARNING, 6yaeT nobasneHo npeaynpexaeHue B Teno oTeeTa.

Mpedrke OK noapasymeBaeT 0CTaHOBKY 00paBoTKu NpaBusl B TEKYLLEM CNOe NPy BbINMOSHEHWW YCIOBUI U [EMCTBUIA (ECNM TakoBble yKkasaHbl). Ecnu npedukc otcyTcTByeT
NPV BbINOTHEHUW YCNOBWIA M AGACTBHIA, TO OCTAHOBKA HE NoApasymeBaeTce.

JHeitctBua FORCE_PASS u FORCE_DENY noxoxu Ha PASS n DENY, 3a UCKOYEHWEM TOTO, Y4TO OHWU MOTYT ObIThb NepeonpeAeneHbl Ha NocneAyoLLnX

cnoax. FORCE_DENY w FORCE_PASS HemeAneHHO npeKpaLLaioT NoBEepKy NPaBui Kak Ha TEKyLLeM, TaK 1 Ha NocneaytoLmx Cronx, 1 3ToT pesynbTar ABnAeTcA
OKOHYaTesbHbIM.

CuHTakcuc:

Layer ::= T layer_type layer_name '

layer_type ::= ssl | ssh| captive| content | shaper | firewall | safebrowsing | dns | icap | mailsecurity | dos | webportal | reverseproxy | nat_routing | byod | vpn_server |



vpn_clientlidps | tunnel | scenarios | ipvs_server | icap_balancing | reverseproxy_balancing
layer_name ::= string

atom ::= [a-Z][0-9a-zA-Z ]+

string ::= "" npon3BonbHas ctpoka "

Mpumep 1:

[content "L1"]
DENY enabled(true) % no ymonuaHuio Bce 3anpeLyeHo

[content "Devs"]
DENY group != Developers enabled(true)
%... AanbLUe MAyT npaeuna, Kotopble ByAyT NPUMEHATLCA TONBKO ANA rpynnbl Developers

Mpumep 2:

[content "Admin"]
FORCE_PASS group = Admins enabled(true)

[content "L2"]
DENY enabled(true) % no ymonuanuio Bce 3anpeLyeHo

JuHamuuecKue 3HaUEeHUA

3Hauenua "aapec 3anpoca" (url, url.host, url.path), "IP-aapec uctouHnka/HasHaueHna" (src.ip, dst.ip), "uma nonb3osatena” (user), "3Ha4yeHUA 3aronoBKoB" (request n
response) 1 "napameTpbl 3anpoca” (gparam) MoryT CpaBHUBaTLCA Mexay COBOM, a Takke UCMONb30BaTLCA B KAYECTBE apryMeHTa B AeMCTBHAX (actions), rae aTo
npeaycMOoTPeHo.



Ycnosua

Version: 8.x

Product: DCFW

Ycnosue (condition) B A3bike UPL ABNAETCA NOrMyeckon komGuHaumei Tpurrepos. TpUrrepbl — 3T0 OTAENbHbBIE TECTbI, KOTOPLIE MOXHO BbIMOMHUTL C KOMMOHEHTaMK

3anpoca, 0TBeTa, CBA3AHHbIMW NOMb30BATENAMMU MW COCTOAHWMEM CUCTEMBI. BCe Tpurrepbl yCnoBua cpaBHUBAOTCA CO 3HAYEHWAMM C NOMOLLbIO onepartopos "="un "I=". B
PO 3HAYEHMA MOTYT BbICTYNATb KOHCTAHTHBIE 3HAYEHWA, TaKMe KaK CTPOKM, LieNIOYUCTIEHHbIE 3HAYEHWA, AanasoHbl 3HAYEHNI, AMHAMUYECKME 3HAUYEHNUA.

CHUHTaKcHC:

condition ::= condition_name ('='|'l=") condition_value

condition_value ::= pattern | list

list ::= (" ((pattern ,')* pattern)? ')’

pattern ::= word | string | integer | float | boolean| range | condition_name
string ::= "' nponsBonbHas ctpoka "

word ::= [a-zA-Z][0-9a-zA-Z_\-]*

boolean ::= yes|no|true|false

range ::= integer .. [integer] | [integer] .. integer | float .. [float] | [float] .. float

numeric :: = integer | range

http.connect
Mposepka Hannuna HTTP CONNECT.
CHHTaKcHC:

http.connect = yes | no | true [ false

http.method
MpoBepka ucnonbayemoro HTTP-MeToaa. MeTos MOXHO yKasbiBaTh KaK B KaBblukax, Tak 1 6es.
CHHTaKcuC:

http.method = GET | CONNECT | DELETE | HEAD | POST | PUT | TRACE | OPTIONS | TUNNEL | LINK | UNLINK | PATCH | PROPFIND | PROPPATCH | MKCOL | COPY
| MOVE | LOCK | UNLOCK | MKDIR | INDEX | RMDIR | COPY | MOVE

http.request.version
Mposepka Bepcun HTTP-3anpoca.
CuHTakcuc:

http.request.version =0.9[ 1.0 1.1

http.response.version
Mposepka Bepcun HTTP-oTBETA.
CHHTaKCcHC:

http.response.version = 0.9 1.0/ 1.1

http.response.code
Mposepka HTTP-koaa oteeta. BanuaHble sHaueHna: 100 - 999.
CuHTakcHc:

http.response.code = NNN % (rae NNN yucno or 100 Ao 999)

http.request.body, http.request.body.nocase, http.response.body u http.response.body.nocase
Mpoeepka Tena sanpoca/oteeta HTTP Ha conepxaHue onpeeneHHon curHatypebi.
Mpumep:

DENY http.response.body.nocase = "<title>index of" http.response.body = ">"

category
MpoBepKa foMeHa Ha NPUHAANEXHOCTb K ONPeAeneHHOW KaTeropun canToB (CMOTpUTe B MNPUNOXEeHUM CNUCOK KaTeropui )
KaTeropuio MOXHO yKasaTb Kak Mo UMeHW, TaK 1 Mo ee uaeHTudMKaTopy. Ecnu uma kateropuv coaepxuT npobenbl Uu CneLcUMMBOIbl, e He0OX0AUMO yKasbiBaTb B

KaBblYKax.

CHHTaKcuC:

category = word | string | integer | list | lib
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lib ::= lib.category '(" list_libs ')’

list_libs :: = lib_name "," list_libs

lib_name ::= word | string

Mpumep:

3anpeTtutb kateropumn Job Search v Gambling:

DENY category = ("Job Search", Gambling)

3anpeTuTb BCe Kateropuu u3 6ubnuoteku Restricted cats:

DENY category = lib.category("Restricted cats")

morphology

MpoBepka Tena oTBeTa MOPGONOrUYECKUMI CIIOBAPAMM.

CuHTaKcHC:

morphology = word | string | list | lib

lib ::= lib.morphology (" list_libs ')’

list_libs :: = lib_name "," list_libs

lib_name ::= word | string

Mpumep:

3anpeTuTb KOHTEHT, ecnn cpaboTaeT Kateropua Mopdonoriu us cnosapa BadWords:
DENY morphology = BadWords

3anpeTuTb MopdonorMyeckue kateropum ua uénuotex Special Words, BadWords

DENY morphology = ("Special Words", BadWords)
DENY morphology = lib.morphology("Special Words", BadWords) % ananornuHo npeabiayLyemy npasuny

request.header.<h_name> u response.header.<h_name>

Mposepka HTTP-3aronoeka 3anpoca/otBeta. h_name MOXeT NPUHAMATb OAHO U3 NOAAEPKMBAEMbIX 3HAYEHUI (CMOTPUTE CMUCOK NoaaepxmnBaembix HTTP-3aronoskos B

[punoxeHuu).

CuHTaKcHC:

request.header.<h_name>[.base64][.nocase] = string

Mpumep:

DENY url="http://usergate.com" request.header.Pragma="no-cache"
PASS request.header.User-Agent = lib.useragent("Browsers")

PASS request.header.Content-Type = lib.mime("Applications")
DENY request.header.Connection.substring = "Upgrade”

request.header.<h_names.substring u response.header.<h_names.substring

Mposepka HTTP-3aronoska 3anpoca/oTBeTa Ha BXOXXAEHWE NOACTPOKU. h_name MOXeT NPUHUMAaTb OAHO U3 NOAAEPKMUBAEMBIX 3HAYEHWH (CMOTPUTE CMUCOK
noaaepxvsaemblx HTTP-3aronoskos B [TpunoxeHuu).

CHHTaKCcHC:
request.header.<h_names>[.base64]substring[.nocase] = string
Mpumep:

DENY request.header.User-Agent.substring = "curl/"

request.header.<h_names.regex u response.header.<h_names.regex

MpoBepka HTTP-3aronoeka 3anpoca/otBeTa Ha perynapHoe BbipaxeHne PCRE. h_name MoXeT npuMHAMaTh OAHO U3 NOAAEPKMBAEMbIX 3HAYEHWI (CMOTPUTE CMUCOK
noaaepxusaembix HTTP-3aronoskos B [1punoxeHuu).

CuHTaKkcHc:
request.header.<h_name>[.base64].regex = string
Mpumep:

DENY("Accept only digits in content length") request.header.Content-Length.regex != "[0-9]*"

request.header.<h_names.re2 u response.header.<h_names.re2

Mposepka HTTP-3aronoeka 3anpoca/oTBeTa Ha perynapHoe BelpaxeHne RE2. h_name moxeT npuHMMaTb OAHO M3 NOAAEPKMBAEMbIX 3HAYEHUI (CMOTPUTE CMIUCOK
noaaepxveaemblx HTTP-3aronoskos B [TpunoxeHuu).

CHHTaKcuC:

request.header.<h_name>[.base64].re2 = string
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Mpumep:

*n

DENY ("Accept only digits in content length") request.header.Content-Length.re3 = "[0-9]

request.header.<h_names.count u response.header.<h_name>.count

[MpoBepKa KonuyecTsa 3aronoekos < h_name> B HTTP-3anpoce/oteeTte. h_name MOXeT NpuHUMaTb OAHO U3 NOAAEPKUBAEMBIX 3HAYEHWUI (CMOTPUTE CMIUCOK
noaaepxveaemblx HTTP-3aronoskos B [IpunoxeHuu).

CHHTaKCcHC:
request.header.<h_names.count = integer | range
Mpumep:

DENY("Too many Host headers") request.header.Host.count = 2..

request.header.<h_names.length u response.header.<h_names.length

[MpoBepKa AnuHbI 3HAYEHW BCEX 3aronoBkoB < h_name> B HTTP-3anpoce/oTBeTe. h_name MOXET NPUHUMATb OAHO U3 NOAAEPKMBAEMbIX 3HAYEHWH (CMOTPUTE CNUCOK
noaaepxmsaembix HTTP-3aronoskos B [punoxenun).

CHHTaKCcHC:
request.header.<h_name>.length = integer | range
Mpumep:

DENY("Too much Cookie data") request.header.Cookie.length = 2048..

request.header_names, request.header_values, response.header_values u response.header_values
MpoBepka meHW/3HaveHna Bcex HTTP-3aronoBkoB 3anpoca/oTBeTa Ha 3HauyeHKe.

CuHTaKkcuc:

request.header_values[.base64].regex = string

request.header_values[.base64].re2 = string

request.header_values[.base64].substring[.nocase] = string

request.header_values.count = integer | range

request.header_values.length = integer | range

request.x_header.<xh_name> u response.x_header.<xh_name>
Mposepka HTTP-3aronoeka 3anpoca/oTBeTa Ha 3HauyeHne. xh_name — nponssonbHbin HTTP-3aronosok.
CHHTaKcHC:

request.x_header.<xh_name>[.base64][.nocase] = string
request.x_header.<xh_name>[.base64].regex = string
request.x_header.<xh_name>[.base64].re2 = string
request.x_header.<xh_name>[.base64].substring[.nocase] = string
request.x_header.<xh_namex>.count = integer | range

request.x_header.<xh_names>.length = integer | range

Mpumep:

DENY url="http://usergate.com" request.x_header.Test="test1"

BoamoxHebl Takke cyddurcel length, count, regex, re2 kak 1 B cnyyae ¢ < h_name>.
DENY("Too much X-Test data") request.x_header.X-Test.length = 2048..

DENY("Too much X-Test2 headers data") request.x_header.X-Test2.count = 2..
PASS request.x_header.Test.regex = "[0-9]*"

request.header.Cookie.<cookie_name>

Mposepka 3aronoska 3anpoca Cookie Ha 3HaYeHue.

CuHTaKcHC:

request.header.Cookie.<cookie _name>[.base64][.(nocase | substring | substring.nocase | regex | re2)] = string
Mpumep:

DENY http.method = POST request.header.Cookie.csrf_token != gparam.CSRF_TOKEN enabled(true) name("Check CSRF")

time, day, hour, minute

MpoBepKa COOTBETCTBUA TEKYLLEro BPEMEHH 3alaHHOMY ycrnoButo. Ecnu He ykasaH cydduke utc, Bpema BepeTca NokanbHoe, nHade — no MpuHBMYY.

CHHTaKcuC:
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dayl[.utc] = monday | tuesday | wednesday | thursday | friday | saturday | sunday | DD | list
time[.utc] = HH:MM | range | lib.time(<name>)
hourl.utc] = HH | range

minute[.utc] = MM | range

HH ::= 00 - 23
MM ::= 00 - 59
DD ::=1-31
Mpumep:

PASS time = 12:00..13:00 % paspelunTb kaxabli AeHb ¢ 12 fo 13 yacos

PASS time = lib.time("MpasaHukn") % ucnonbaosatb 6uGnuoTeky "MpasaHuKK"

DENY day = (sunday, saturday) % 3anpeTuTb Ha BbIXOAHbIX

DENY day = (monday, 15) hour = 9..18 % 3anpeTuTb KaxAblit NOHeAeNbHUK K Kaxxaoe 15 uncno mecaua ¢ 9 ao 18 uacos
OTKpbITbIe MHTEpBasIbl YYUTLIBAIOTCA NO rPaHULEe CyToK/4aca.

PASS hour = 18.. % 03HauyaeT, 4T0 paspeLueHo ¢ 18 yacoB A0 MONTYHOUM

minute = ..10 % nepsble 10 MUHYT KaXXAOrO Yaca

url, url.host u url.address

MpoBepka url unu ero yactu Ha 3HaueHue. MpoBepka ucnonba3yet HopManusoBaHHbii URI ¢ AekoanMpoBaHHbIMK * %*.
CHHTaKcHC:

urll.(prefix | substring | suffix | regex | re2)] = string

url.host[. (prefix | substring | suffix | regex | re2)] = string

url.domain[.(prefix | substring | suffix | regex | re2)] = string

url.address = ip_address | subnet | subnet_label

url.port = [low_port]..[high_port] | port

url.path[.base64][.(prefix | substring | suffix | regex | re2)] = string

url.is_absolute = yes [no % nonHwii nnn Het URL

prefix ::= string % Hayaso CTpOK1

substring ::= string % MoAcTpoKa

suffix ::= string % OKOHYaH1e CTPOKU

regex ::= string % perynapHoe BoipaxxeHne PCRE
re2 ::= string % perynapHoe BbipaxeHne RE2

url.address — 310, NO CyTU, CUHOHUM dSt.ip.
Mpumep:

DENY url.path.base64.re2 = "(?i)\bondisconnecting\W*=" enabled(true) name("ondisconnecting (URI)")

qparam.<name>, qparam.values U gqparam.names

MpoBepKa 3HaueH1sA NnapameTpo. 3anpoca. MpoBepka UCMoMb3yeT UMEHa U 3HaUEH!s NapaMeTpoB C AEKOAUPOBaHHBIMM * %*.

CuHTaKkcHc:
gparam.length = numeric % rpoBepUTL 0OLLYIO ASIMHY quUery-napameTpoB
gparam.count = numeric % MPpoBEepUTL KOJIMYECTBO query-napametpoB gparam.<names|.(length | count)] = numeric

qparam.<name>[.base64][.(nocase | substring | substring.nocase | regex | re2)] = string
gparam.values[.base64].substring[.nocase] = string % NpoBepuTb BCE 3HAYEHNA Ha BXOXAEHNE MOACTPOKM

gparam.names[.base64].substring[.nocase] = string % npoBepuTL BCE MMEHa Ha BXOXAEHWUE MOACTPOKH

qparam.values[.base64].regex = string % MPOBEPHUTL BCE 3HAYEHUA Ha PEryNAPHOE BblpaXeHne
gparam.names|.base64].regex = string % MPOBEPUTbL BCE UMEHA Ha PerysAapHbIe BblpaXXeHUs
gparam.values[.base64].re2 = string % MPOBEPUTL BCE 3HAYEHUSA Ha PEryNAPHOE BblpaeHne
gparam.names[.base64].re2 = string % MpoBEepPUTL BCE MMEHA Ha PeryfapHbIe BbIPAKEHUA numeric = integer | range
regex := string % perynsapHoe BbipaxeHne PCRE

re2 ::= string % perynapHoe BbipaxeHne RE2

Mpumep:

DENY("limit arguments total length") gparam.length = 1024.. % total

% umncsio mbo AnanasoH



DENY("Limit argument value length") gparam.values.length = 1024.. % for each
DENY/("Limit argument name length") gparam.names.length = 1024.. % for each
DENY("Maximum number of arguments in request limited") gparam.count = 12.. % total
DENY(""PHP injection attempt") gparam.values.base64.substring.nocase = "${@print"

user v group

MpoBepka TeKyLLero nob3oBaTena Uiu ero rpynbl.
CuHTaKcHC:

user = word [ string | known | unknown

group = word | string

user.guid = string

group.guid = string

known — vcnonb3yeTca AnA yKazaHMA aBTOPU30BAHHOIO (M3BECTHOrO) MoNb3oBaTens;
unknown — “cnosnb3yeTca ANA yKaszaHWA HeaBTOPU30BaHHOMO (HEU3BECTHOrO) Nonb3oBaTens.

Mpumep:

PASS user = known % paspeLunTb U3BECTHbIX NOMb3oBaTeNen

DENY group = "Otaen npoaax" category = "Pornography/Sexually Explicit" % 3anpeTuTb KaTeroputo nopHo ana rpynnel "Otaen nposax”
src u dst

Mposepka ycnosusa Ha IP-aapec, 3oHy unu GeolP nCTOYHMKa/Ha3HaYeHHs.
CHHTaKcHC:

src.ip = ip_address | subnet | subnet_label | list | lib

dst.ip = ip_address | subnet | subnet_label | list | lib

src.zone = integer | zone_name

dst.zone = integer | zone_name

src.geoip = iso3166 | list

dst.geoip = is03166 | list

src.mac = mac_address | list

dst.mac = mac_address | list

lib ::= lib.(network | url) ‘(' list_libs )"

list_libs :: = lib_name "," list_libs

lib_name ::= word | string

is03166 ::= [A-ZJJA-Z]

url.address — 310, N0 CyTU, CUHOHUM dSt.ip.

scenario

MpoBepKa aKTMBHOCTM ONpeAesieHHOro CLeHapus.
CHHTaKcHC:

scenario = string | word |[ list

Mpumep:

DENY scenario = Torrents desc("3anpeTutb, ecnv akTuseH cueHapui Torrents")

virus_heuristic u virus_usergate

MpoBepka Tena oTseTa Ha BUPYChI.

CHHTaKcHC:

virus_heuristic = yes | no | true | false % (no ymonyanwto false)
virus_usergate = yes | no | true | false % (no ymon4aruio false)

heuristic — 3BpUCTUYECKUI aHaANM3aTop (MeANeHHbIN);
usergate — npoBepka no xaLam (6bICTpbIi).

bridge_vlan_filter
DdunbTpaymna tpaduka no VLAN-Teram ana uHtepdeiica B pexume mocta (bridge).

CHHTaKcuC:

bridge_vlan _filter '=|'!="list | number | number..number



Mpumep:

DENY bridge_vlan_filter = (10, 100..200) desc("3anpetutb Tpaduk no VLAN-Teram")

service

JleTekTpoBaHue Tpadpuka onpeaeseHHOro CepBrca Anf MEeXCeTeBoro aKpaHa.
CHHTaKcHC:

service = string [ word | list

Mpumep:

DENY service = POP3 desc("3anpetuts cepsuc POP3")

application

JeTekTupoBaHu1e TpaduKa onpeaeneHHOro NpUNoXeHnsa Ha yposHe L7 AnA mexceTeBoro akpaHa.
CHHTaKcHC:

application = string | word [ list

Mpumep:

DENY application = Tor desc("3anpetutb Tor")

envelope_from u envelope_to

Mposepka email-agpeca oTnpasuTens/agpecara coobLeHus.
CHHTaKcHC:

envelope_from '=['l="string | list

envelope_to '='['l="string [ list

Mpumep:

PASS envelope_from = "Email froup from" envelope_to = "Email froup to" service = SMTP mark_hdr(Subject) enabled(true) name("Mail Pass Rule")

response_time
I'IpoaepKa BpemMeHU oTBeTa B MUIIJTTUCEKyHAaX.
CHHTaKcuC:

response_time = integer

hip_profile
H|P-I‘IpO¢W‘IM ANA NPOBEPKKU COOTBETCTBUA KOHEYHOro yCTpoﬁcma TpeéOBaHMﬂM 6e30nacHoOCTY. ,ﬂ,eﬁCTBMTeJ'IbHO TONbKO ANA NPaBu MeXCeTeBOoro akpaHa.
CHHTaKcuC:

hip_profile = string | word | list



BcTpoeHHble GubnmoTeku

Version: 8.x
Product: DCFW

Bubnuoteky (lib) — a10 anemeHTbl A3bika UPL, KOTOpbIe criyxaT AnA A0CTyna K BCTPOEHHbLIM U Mosib30BaTenbCkuM Bubnuotexkam. Kak npasumo, 370 A0CTaTouHO Bosbluve
CMUCKK, KOTOPbIE HEYAOBHO onuckiBaTh Yepes onpeaenexus def. O6patueHue K BUGNMOTEKAM NPOUCXOANT MO UX UMEHAM.

CuHTaKcHC:

library ::= lib.<url | morphology | category | useragent | mime | network | time | applicationgroup | servicegroup>(list_names)
list_names ::= name list_names

name ::= word | string

url— cnucok URL;

morphology — cnucok Mopdonornyeckux crnosapen;
category — rpynna KaTeropui;

useragent — CMMUCOK t03epareHToB;

mime — CMUCOK TUMOB KOHTEHTA;

network — cnucok ceTtei/IP-aapecos;

time — 616nMoTEKa C NPOMEXYTKAMU BPEMEHU.

Mpumep:

DENY src.ip = lib.network("Bad ips", "Test ips")
DENY dst.ip = lib.network("Bad ips")
DENY dst.ip = lib.url("Bad urls") % B AaHHOM cny4ae AoMeHbl ByayT pe3onBuUTbCA B ip-aapeca

DENY morphology = lib.morphology("Porno words", "Bad words")
DENY category = lib.category("Restricted categories") category = lib.category(Productivity)

PASS request.header.User-Agent = lib.useragent("Browsers")
PASS request.header.Content-Type = lib.mime(Applications)
DENY time = lib.time(Weekends)



Onpeaenexusa

Version: 8.x

Product: DCFW

B ¢avnax nonutuk onpeaenenun (def) cnyxar ana o6beanHeHs HaBopoB YCoBMIA UNK AeicTBWiA. Kaxxaoe onpeaeneHue A0MKHO MMETb YHUKANbHOE Momb30BaTesbCKoe

nMA, N0 KOTOPOMY K HEMY MOXHO OépaTMTbC'Fl M3 npasun.

def condition

Habopsl ycnosuid. Bce ycnosua B 0AHOM CTPOKE NPOBEPAIOTCA MO NOrMyeckomMy M. MNepeBoa CTPOKM 03HavaeT noruyeckoe /1M, CUMBON aKpaHMPOBaHUA — 0BpaTHbIM CnaLu
("1") B KOHLie CTPOKM NO3BONAET NEPeHeCcT ycnosne no U Ha cneayroLLyto CTPOKY.

CHHTaKcuc:
def condition label_name

conditions
end
conditions ::= condition '\'? [conditions]
condition ::= name '=" value
label_name ::= atom

atom ::= [a-z][0-9a-zA-Z_]+

def scenario_cond

Cnucok ycnoBuit cueHapua. Kaxaoe ycnosue cueHapusa 00bIYHO MULLETCA B OAHOM CTPOKE, HO NP HEOBXOAMMOCTH YCNOBUE MOXET ObiTb Pa3dMUTO HA CTPOKM C MOMOLLIbHO
crneyumanbHoro cumeona — obpatHoro cretwa ("1").

CHHTaKcuC:

def scenario_cond label_name
scenario_conditions

end

scenario_conditions ::= Conditions '\'? Properties

Conditions ::= condition '\'? Conditions

Properties ::= property '\'? Properties

scenario_cond ::= name '='value

label_name ::= atom

atom ::= [a-Z][0-9a-zA-Z_]+

def var

OnpezneneHue nepeMeHHbIX. CyxuT AnA noAcyeTa HEKOTOPLIX COObITHIA 3a ONpPeAeneHHbI MHTepBan BpemMeHW. [na UsMeHeHUA 3HaueHWs npeaHasHaueHsb!
nevicTeuA inc v dec.

CHHTaKcHC:
def var label_name
init ::= integer
window ::= time
key ::= condition_name | condition_list
end
label_name ::= atom
atom ::= [a-z][0-9a-zA-Z_]+
condition_list ::= '(" condition_name , condition_list ')’
init — 3T0 HavanbHoe 3HaYeHne NepeMeHHoOW, K KOTOPOMY OHa BEPHETCA MO UCTEYEHUU BpeMeHn window;

key — none unu Cnucok none, No KOTOPbLIM rPYNMMUPYIOTCA 3HAYEHUA NEPEMEHHON (HeoBA3aTeNbHbIM napameTp).



CaoiicTBa
Version: 8.x
Product: DCFW

CaoiicTBa (properties) — a10 Hekue aTpubyThl Npasuna, Hanpumep, name wnu enabled. OHW UCMOL3YIOTCA ANA NPEAOCTABEHWA AOMNOSTHUTENbHOM MHdOPMaLWK B
npouecce 06paboTku npasus. CUHTAKCUC CBOMCTB TOYHO TaKOM Xe, Kak y AeMCTBUM.

CuHTaKcHC:
property = prop_name | prop_name ‘(' list_params ')’
prop_name ::= name | desc | id | rule_log | enabled | scenario

list_params ::= value ', list_params

hame u desc

ATpUOYTHI UMSA W onMcaHne ANS Npasuna.
CHHTaKcHC:

Name ::= name '(' string/word ')’
Description ::= desc (' string ')’

Mpumep:

DENY hour = 9..18 category = News name("3anpetntb News") desc("3anpetutb kateroputo News B paboyee Bpema")

enabled

ATp1OYT, KOTOPbLIA BKIIOYAET UMK BbIKo4aeT paboTy npasuna.

CHHTaKcuC:
Enable ::= enabled '(" boolean )’

boolean ::= yes | no | true | false % (no ymonyaruio false)

rule_log

YcTaHaBnuBaeT aTpubyT )KypHanMpoBaHusa npasuna. 3HaueHue session AeNCTBUTENbHO TOMBKO ANA NPaBUi MEXCETEBOTO 3KpaHa, 3aluThl 0T dos-aTak U NPonyCKHOM
CnocoBHoCTH.

CuHTaKkcHc:

Logging ::= rule_log '(' boolean | session ')’

LoggingFwRule ::= rule_log (" boolean , interval, burst))'
boolean ::= yes | no | true | false % (Mo ymon4aHuio no)
interval ::= "integer/[s,m,h,d]"

burst ::= integer

interval — cpeHee YMCNO NakeToB, NonasatoLux noa ycnosue limit B eanHuuy spemenu (1/s, 1/m, 1/h, 1/d) , default = 3/h;
burst — MakcMmarnbHOe YMACO NakeToB, NonaaatoLMx B Noa ycnosue limit 3a oavH pas (default = 5).

profile
YcranaenusaeT npodunb npasuna.
CHHTaKcuC:

Profile ::= profile (" string | word | list ')’

certificate

CepTudukat, ncnonbsyemblin ana noaaepukn HTTPS-coeanHenma. JIeNCTBUTENLHO TOMBKO ANA NpaBun reverse-npoKcy.

CHHTaKcHC:
CertAuthEnabled ::= cert_auth_enabled (' boolean ')’
Certificate ::= certificate (' certificate_name ')’

certificate_name ::= string | word

gateway

LLinto3. MmA oaHOro K3 cyLlecTByrOLMX LWMt030B. JleicTBuTenbHO Tonbko AnA npasun NAT 1 mapLupyT1saumu, 1 AnA ycnoBui cLueHapua "MpoBepka cocToAHMA".

CHHTaKcHC:

Gateway ::= gateway (' string | word ')’



CBoiicTBa npaBuin MexceTeBoro aKkpaHa

reject_with
YcTaHaBnuBaet CI'IOCOé, C NOMOLL{bHO KOTOPOro 6y,ue'r 6J‘|OKVIpOBaTbCF| Tpa(pMK. ,ﬂeﬁcTBMTeJ‘IbHO TONbKO ANA NpaBu/il MeXCceTeBOoro aKkpaHa.
CHHTaKcuC:

Reject ::= reject_with '(" "tcp-reset-both" | "tcp-rst" | "host-unreach" ')’

fragmented

MpoBepka Ha GparMeHTUPOBAHHOCTb NaKeToB. [leHCTBUTENBbHO TOMBKO ANA NPaBU MEXCETEBOTO 3KpaHa.
CHHTaKCcHC:

Fragmented ::= fragmented '(' boolean ')’

boolean ::= yes | no | true | false

yes — NpoBepAIOTCA TONbKO GparMeHTUPOBaHHbIE MaKeTh;
No — NPOBEPAIOTCA TONBbKO HEPPArMEHTMPOBAHHbIE NaKeThI;
—, €Cn1 CBOWCTBO fragmented He ykasaHo, To GyAyT NPOBEPSATLCH BCE NaKeTbl.

ips_profile
Ycranaenusaet npoduns IPS. lecTBUTENbHO TONBKO ANA NPaBul MEXCETEBOro 3KpaHa.
CHHTaKcHC:

IPS_Profile ::= ips_profile ‘(' string [ word )’

I7_profile
YcranaenusaeT npodunb npunoxeHua. JencTBuTeNbHO TOMNBKO ANA NpaBui MEXCETEBOro aKpaHa.
CHHTaKcuC:

L7 _Profile ::=17_profile (' string | word ')’

CBoHcTBa NnpaBun UHCNEKTUpoBaHUA SSL

block _invalid_cert

EIIOKMpOBaHMe cauToB C HEKOPPEKTHbIMHU cepTM¢MKaTaMM. ﬂeﬁCTBMTenhHO TOJIbKO ANA npaBUJ1 UHCNEKTUpOBaHUA SSL.
CHHTaKcHC:

InvalidCertificate ::= block_invalid_cert (' boolean ')’

boolean ::= yes | no | true | false

check_revoc_cert
I'Ipoaepua MO CMNUCKY OTO3BaHHbIX cepTM¢MKaTOB. ﬂeﬁCTBMTeanO TOJIbKO ANA npaBuJ1 UHCNEKTUpOBaHUA SSL.

CHHTaKcHC:
ChekRevocation ::= check_revoc_cert ‘(' boolean ')’

boolean ::= yes | no | true | false

block_expired_cert
BnokupoBKa cepTUPUKATOB C UCTEKLIMM CPOKOM AeNCTBUA. [leNCTBUTENbHO TONbKO ANA NpaBUn MHCNEKTUpoBaHUA SSL.

CHHTaKcHC:
ExpiredCertificate ::= block_expired_cert '(' boolean ')’

boolean ::= yes | no | true | false

block_self_signed_cert
BnokuMpoBKa camonoanvMcaHHbiX cepTUPHUKaTOB. JIeNCTBUTENbHO TOJIbKO ANA NpaBUN MHCNEKTUpoBaHUA SSL.
CHHTaKcHC:

SelfSignedCertificate ::= block_self_signed_cert ‘(' boolean ')’



boolean ::= yes | no | true | false

ssl_profile
Mpodunb SSL. [leNcTBUTENbLHO TONbLKO ANA NpaBUN UHCNEKTUpoBaHUA SSL, reverse-npokcu, Be6-noprana.

CuHTaKcuC:

SslProfile ::= ssl_profile '(’ string | word ')’

ssl_forward_profile

Mpodunb nepecbinku SSL. [leNCTBUTENbHO TONBKO ANA NPaBUN UHCNEKTUpoBaHUA SSL.
CuHTaKcHC:

SslIForwardProfile ::= ssl_forward_profile (" string | word ')’

profile_id ::= integer

CsoicTBa NnpaBuA NpONycKHOM cnoco6HocTH

bandwidth_pool

Monoca nponyckaHuA. JIeCTBUTENbHO TONbKO ANA NPaBUi NPONYCKHOW CMOCOBHOCTH.

CuHHTaKcHC:

BandwidthPool ::= bandwidth_pool '(' bandwidth ')’

bandwidth ::= "100 Kbps" | "512 kbps" | "1 Mbps" | "2 Mbps" | "5 Mbps" | "10 Mbps" | 20 Mbps" | "50 Mbps" | 100 Mbps"
Mpumep:

scenario = "CueHapuit o6HapymeHus torrent” bandwidth_pool("1 Mbps") enable(true) name("MponyckHasa cnoco6HocTb torrent')

CBoncTBa NpaBui 3alMUTbl NOUTOBOro TpadHka

mark
MapKupoBKa. TEKCT Tera, KOTOPbl MapKUpyeT NMCbMO. JIeNCTBUTENbHO TONbKO ANA NpaBUA 3alUTbl NOYTOBOro TpadUKa.
CHHTaKcHC:

Mark ::= mark (" string | word ')’

mark_hdr
3aronosok. None, Kyaa nomelaeTca Ter MapKUPOBKHK. JleNCTBUMTENbHO TONbKO ANA NpaBUA 3aliUTbl NOYTOBOro TpaduKa.
CHUHTaKcHC:

MarkHeader ::= mark_hdr '(' word ')’

antispam_kav
I'IposepKa aHTUCnaMoM. ,ﬂeﬁCTBMTeanO TOJIbKO ANnA npaBui 3alWjuTbl NOYTOBOIroO Tpaq:m(a.

CuHTaKcuC:
AntispamKav ::= antispam_kav (' boolean ')’

boolean ::= yes | no | true | false

antispam_usergate

Mposepka aHTUcnamom UserGate. JleicTBUTENbHO TONBKO ANA NPaBUA 3aliMTbl NOYTOBOro TpadHuKa.
CUHTaKcuC:

AntispamUsergate ::= antispam_usergate ‘(' boolean ')’

boolean ::= yes | no | true | false

Mpumep:



DENY("with error"”) envelop_to = UserGate antispam_usergate(yes)

dnsbl

DNSBL-npoBepka (Tonbko SMTP). leicTBUTENbHO TONBKO ANA NPaBWA 3alMThl MOYTOBOro TpaduKa.
CuHTaKcHC:

DNSBLacklistCheck ::= dnsbl (" boolean ')’

boolean ::= yes | no | true | false

Mpumep:

DENY service = SMTP dnsbl(yes)

CeonctBa npasun NAT 1 mapLupyTusayuu

target_ip

Anpec HasHaueHusa DNAT, ecnu 3apgaHo gercteue dnat unu port_mapping.
Hosas IP-ceTb/Macka, ecnuv 3apaHo AevicTBue netmap.

JencTBuUTenbHO ToNbKo AnA npasun NAT 1 maplipyT1sauuu.

CuHHTaKcHC:

Targetlp ::= target_ip ‘(' ipv4 | ipv4_with_mask ')’

Mpumep:

PASS target_ip("192.168.1.20") dnat

target_snat

BrntoueHue SNAT. Mpu BKAOUEHUU AaHHOW onuyuun UserGate 6yaeT USMeHATb aapec UCTOUHUKA B NaKeTax U3 BHELUHEN CeTHU Ha
cso# IP-agpec.

JenctBuTenbHo TonbKo AnA npasun NAT U mapLipyT13aLuu.
CuHTaKcuc:
TargetSnat ::= target_snat '( boolean ')’

boolean ::= yes [ no | true | false

snat_target_ip

SNAT IP (BHewHui agpec). IBHO yKasbiBaeT IP-agpec, Ha KOTOpbI 6yaeT 3ameHeH aapec UCTOYHMKA NpY NoAMEHe aapecos
naKeToB.

JenctBuTenbHo Tonbko AnA npasun NAT U mapLupyTU3aLuu.

CHHTaKcHC:

SnatTargetlp ::= snat_target_ip '(' ip_address ')’

port_map

MopT-¢popeapanHr. NepeonpegeneHve NOpToB NyGNMKyeMbIX CEPBUCOB. JIeHCTBUTENbHO ToNbKO anA npasun NAT u
MapLUpyTU3aLUH.

CuHTaKcuc:

PortMap ::= port_map ‘(' protocol, port_from, port_to ')’
protocol ::= tcp [ udp | smip | smpts

port_from ::= integer

port_to ::= integer

port_from — Homep TCP/UDP-nopTa, Ha KOTOpPbI NONIb30BaTENy WAKOT 3anpochl;
port_to — Homep TCP/UDP-nopTa, Ha KoTopbii 6yayT nepecbinaTtbCA 3anpochl NoNb3oBaTenei Ha BHYTPEHHWI Ny6nukyembli
cepsep.



direction

HanpasneHue noameHbl ceTen. JlencTBUTENbHO ToNbKO AnA npasun NAT U mapLupyT1sauuu.

CuHTaKcuc:

Direction ::= direction ‘(' input | ouput ')’

input — BxoaAwmn, nogmeHaertca IP-ceTb HasHaueHUA. ByayT nsmeHeHbl IP-agpeca HazHaueHUA B TpadpuKe;

ouput — ncxoaawmnn, noameHsaetca IP-ceTb uctouHuka. ByayT nsmeHenbl IP-aapeca nctouHuka B Tpaduke.

CeonctBa npasun DNS-npokcu

dns_server
Cnucok IP-agpecos DNS-cepsepoB. lecTBUTENBbHO TONbKO AnA npasvun DNS-npokcu.

CHHTaKcHC:

DnsServer ::= dns_server (' ip_address | ip_address_list ')’

CBoiicTBa NpaBuUn reverse-npoKcu

cert_auth_enabled

AyTeHTdUKaumua no ceptuduKkarty. JleicTBUTENbHO TONbKO ANA npaBun Reverse-npoKcu.
CuHTaKcuc:

CertAuthEnabled ::= cert_auth_enabled '(' boolean ')’

boolean ::= yes | no | true | false

is_https
Bxntouenue nopaepmku HTTPS. [leicTBMTENnbHO TONbKO ANA npaBun Reverse-npoKcw.

CHHTaKcHC:
IsHitps ::= is_https (' boolean ')’

boolean ::= yes | no | true | false

rewrite_path
MoameHa nyten. leWCTBMTENbHO TONbKO ANA npaBun Reverse-npokcu.

CuHTaKcHC:

RewritePath ::= rewrite_path '(' path_from, path_to ')’

path_from — uameHuTsb ¢ (aomeH w/munu nyts URL, KoTopbie TpebyeTca M3MEHUTD);
path_to — n3ameHnTb Ha (AomeH n/unu nyTb URL, Ha KoTopble TpebyeTcA 3aMeHUTb CTapbie).
waf_profile

MNpodunb WAF. JleiicTBUTENbHO TONbKO ANA npaBun Reverse-npoKcu.

CHUHTaKcHC:

WafProfile ::= waf_profile (" string | word | list ')’

CsoucTBa npaBun Be6-noprana
icon
UKoHKa, KoTopana 6yneTt oTobpamaTbca Ha Beb-nopTane AnA AaHHON 3aKknagKu. JleNCcTBUTENbHO TONbLKO ANA npaBun Be6-noprana.

CuHTaKcucC:

Icon ::=icon ‘(" string [ word ')’

additional_url



BcnomoratenbHble URL, Heo6xoaumbie anfa pa6oTtbl ocHoBHOro URL, HO KoTopbie HeT Heo6xoaMmocTh ny6nukoBaTh AnA
nonb3oBaresieu.

JlencTBUTENBbHO TONBKO ANA npaeun Be6-nopTana.

CHUHTaKcUC:

AdditionalUrl ::= additional_url '(’ string | word | list ')’

rdp_check_session_alive
Mposepka aBTopnsauynu ana RDP-ceccuit. JledCTBMTENbHO TONBKO ANA npaBun Be6-noprana.

CUHTaKcuc:
RdpCheckSessionAlive ::= rdp_check_session_alive ‘(' boolean ')’

boolean ::= yes | no | true | false

transparent_auth
BknioueHue npospal-moﬁ ayTeHTMd)MKaLWIM nosfib3oBaTtenA. ﬂeﬁCTBMTeanO TOJNIBKO AnA npasun Be6-nopTana.

CuHTaKcuc:
TansparentAuth ::= transparent_auth (" boolean ')’

boolean ::= yes | no | true | false

CsoiicTBa npaeun Be6-6esonacHocTu (Safe browsing)

enable_adblock

BnoK1poBKa peknambl.

CuHTaKcuc:

EnableAdblock ::= enable_adblock (" boolean ')’

boolean ::= yes | no | true | false

url_list_exclusions

URL-CNMCOK caiiTOB UCKIIOUEHWI, ANfA KOTOPbIX GIOKMpoBaTh peknamy He TpebyeTca.
CUHTaKcuc:

UrlListExclusions ::= url_list_exclusions ‘(' list_libs ')’

list_libs :: = lib_name '," list_libs

lib_name ::= word | string

enable_injector
MNo3BonaeT BCTaBUTb I1pOVI3BOl1beIl7I KoA4 BO BCe Beé-CTpaHMI.IbI.

CUHTaKcuc:
Enablelnjector ::= enable_injector (" boolean ')’

boolean ::= yes | no | true | false

custom_injector
Koa nHxeKTopa.

CuHTaKcHC:

Custominjector ::= custom_injector '(' string ')’

safe_search
dyHKYMUA 6e30nacHOro noucka.

CuHTaKcuC:



SafeSearch ::= safe_search '(' boolean ')’

boolean ::= yes | no | true | false

search_history_logging
3anucb B KypHaJ NOUCKOBbLIX 3anpocosB nonb3oBaTtenen.

CuHTaKcuc:
SearchHistoryLogging ::= search_history_logging ‘(' boolean ')’

boolean ::= yes | no | true | false

social_sites_block
Enoxupom(a NPUINOXKEeHUA B NONYJNAPHbIX COlUalibHbIX CeTAX.

CHHTaKcHC:
SocialSitesBlock ::= social_sites_block (" boolean ')’

boolean ::= yes | no | true | false

Ceounctea BYOD

max_device_number

MaKcrMmanbHOe KONMYeCcTBO YCTPOWCTB, C KOTOPbIX NOJIb30oBaTelb MOMET NosyyaTb AOCTYN B CEThb.
JencTBuTenbHO TOoNbKO Ana npasun BYOD.

CuUHTaKcucC:

MaxDeviceNumber ::= max_device_number (' integer ')’

max_active_device_number

MaKkcMmanbHOe KONUYEeCTBO YCTPOMUCTB, C KOTOPbIX NOJNiIb30BaTesNlb OAHOBPEMEHHO MOXET nonyyaTb JOCTYMN B CeTb.
JencTBuTenbHO TONbKO AnA npasun BYOD.

CuHTaKcuc:

MaxActiveDeviceNumber ::= max_active_device_number '(' integer ')’

device_type

Tun ycTporCTB, ANA KOTOPbIX NPUMEHAETCA AaHHOe NpaBuno nonutuku BYOD.
JencTBuTenbHO TONbKO AnA npasun BYOD.

CuHTaKcuc:

DeviceType ::= device _type (' word | string | list")’

approving_required

NMonTeepxaeHne agMUHUCTpaToOpa.
JencTBUTENBHO TONBLKO ANA npasun BYOD.

CuHTaKcuc:
ApprovingRequired ::= approving_required ‘(' boolean ')’

boolean ::= yes | no [ true | false

CeoicTBa MHCNEKTUpoBaHMA SSH

block_ssh_shell



BnokupoBKka yaanéHHoro 3anycka shell. leicTBUTENbHO TONIbKO ANA NpaBUN UHCNEKTUpoBaHUA SSH.

CuHTaKcHc:
BlockSshShell ::= block_ssh_shell '(' boolean ')’

boolean ::= yes | no | true | false

block_ssh_exec

BrnokupoBKa ynanéHHoro BbinonHeHUA KomaHa no SSH. JlencTBUTENbHO TONBLKO ANA NpaBUN MHCNEKTUPOBaHUA
SSH.

CHHTaKcHC:
BlockSshExec ::= block_ssh_exec ‘(' boolean ')’

boolean ::= yes | no | true | false

block_sftp

Bnokuposka coeauHeHua SFTP (Secure File Transfer Protocol). leicTBUTENbHO TONIbKO ANA
npaBuUn UHCNEKTUpoBaHUA SSH.

CuHTaKcHc:
BlockSftp ::= block_sfitp (' boolean ')’

boolean ::= yes | no | true | false

ssh_command
Komanpga linux, KoTopyto TpebyeTca nepenarb, B popmare ssh user@host 'command'.
JencTBUTENbHO TONBKO ANA NPaBUi UHCNEKTUpoBaHUA SSH.

CuHTaKcuc:

SshCommand ::= ssh_command ‘(' string ')’

CsoiictBa npasun VPN-cepBepa

auth_profile
Mpodunb ayteHTUdUKauuu. lencTBUTENbHO TONbKO ANA npasun VPN-cepsepa.

CHHTaKcucC:

AuthProfile ::= auth_profile ‘(' string | word ')’

vpn_network
Cetb VPN. QeiicTBUTENbHO TONbLKO AnA npasun VPN-cepBepa.
CHHTaKCcHC:

VpnNetwork ::= vpn_network (' string ')’

interface
UuTtepdeiic VPN. deincTBUTENBHO TONbKO ANnA npasun VPN-cepeepa u VPN-knueHTa.

CuUHTaKcuC:

Interface ::= interface (' word ')’



Ceonctea npasun VPN-knueHTta

server_address

IP-agpec cepBepa. edCTBUTENbHO TONbLKO AnA npasun VPN-knueHTa.
CuHTaKcuc:

ServerAddress ::= server_address ‘(' ip_address ')’

password
Maponb. lencTBUTENBHO TONbKO ANA npasun VPN-knueHTa.

CuHTaKcuc:

Password ::= password (' word ')’

last_error

MocnenHasa ownbka VPN. UHPOpMaLMOHHOE none, HeAOCTYNHOE ANA pefakTUPOBaHUA. JIeiCTBUTENbHO TONbKO
ana npasun VPN-knueHTa.

CHUHTaKcuc:

LastError ::= last_error (' string ')’

connection_time

Bpema coeanHeHuAa. UHpopmaLMOHHOe nosne, HeJOCTYNHOe ANA peAaKTUPOBaHUA. JIeNCTBUTENbHO TONbKO ANA
npasun VPN-KknueHTa.

CuHTaKcucC:

ConnectionTime ::= connection_time '(' word ')’

status

Craryc. UHdopmaLuMoHHOe none, HeAOCTYNHOe AN peAaKTUpPOBaHUA. JleUCTBUTENbHO TONbKO Anda npasun VPN-
KNueHTa.

CHUHTaKcuc:

Status ::= status '(’ string ')’

CeoncTBa npaBun cueHapues

trigger

Tun cpabaTbiBaHUA cueHapuA. JIeHCTBUTENbHO TONbLKO ANA NPaBUI CLEHapHeB.
CHHTaKcHC:

Trigger ::= trigger (" trigger_type ')’

trigger_type ::= all_users [ one_user

duration

I'IpononmuTen bHOCTb. BpeMﬂ B MUHYTaX, B Te4UeHUe KOTOporo cueHapm'i 6y£|.ET AKTUBHbIM NOCJie ero akTuBalyuu.
JleMCTBUTENbHO TONbKO ANA npasun cyeHapuves.

CHUHTaKcuc:

Duration ::= duration '(’ integer ')’



operation_mode
CueHapuii cpabaTbiBaeT npu coBNageHMn 04HOro UMK BCEX YCIOBHUM.

CHHTaKcHC:
OperationMode ::= operation_mode ‘(' mode ')’

mode ::= all [ any

CBo#icTBa YCNOBUM cueHapua

scond_type

Tun ycnoeui cueHapusa. leNCTBUTENbHO TOJNbKO ANA YCOBUM CLEHapHA.
CHHTaKcHC:

SCondType ::= scond_type '(' type ')’

SCondType ::= scond_type '(' type ')’

count_interval

KonuuecTtBo cpabartbiBaHuit. leiCTBUTENbHO TONBLKO ANA YCNoBUK cueHapua "Kateropua URL" (url_category),
"MpunomeHue" (app), "Tun koHTeHTa" (mime_type) u "Mposepka coctoaHuUA" (health_check).

CHUHTaKcuc:

Countinterval ::= count_interval '(' integer ')’

max_event_count

UHTepBan BpemeHU B MUHYTaX, 3a KOTOpbIi 6610 06HapymeHo count_interval cpabaTbiBaHUiA. JJleICTBUTENBHO
TonbKo AnAa ycnosuu cueHapua "Kateropua URL" (url_category), "lMpunomeHune” (app), "Tun koHTeHTa" (mime_type)
u "lMposepka coctoaHUAa" (health_check).

CuHTaKcuc:

MaxEventCount ::= max_event_count '(' integer ')’

packet_size

Pa3mep naketa. Pa3smep nakera B TpadpuKe nonb3oBaTenf NpeBbiCUN YKa3aHHOe 3HadeHUe. JJeMCTBUTENIbHO TOJIbKO
AnA ycnoBuwu cueHapusa "Pasmep naketa"” (net_packet_size).

CHHTaKcHC:

PacketSize ::= packet_size (' size ')’

size ::= integer | integer KB | integer MB | integer GB

64 — pasmep B 6anTax;

2MB — pasmep B merabainTtax.

traffic_limit

O6bem TpaduKa. [leNicTBMTENbHO TONbLKO ANA YCNOBUIM clieHapua "OrpaHuueHne Tpaduka" (traffic).

CuHTaKcHc:
TrafficLimit ::= traffic_limit (' size ')’

size ::= integer | integer KB | integer MB | integer GB



period

MNMepron BpemeHU. [leNCTBUTENBLHO TONBbKO ANA YCNOBUK cLleHapua "OrpaHuyeHune Tpaduka" (traffic).
CuHTaKcuc:

Period ::= period (' time_period ')’

time_period ::= minute | hour | day | week | month

ips_tl

YpoBeHb yrpo3bl COB. JleicTBUTENbHO TONLKO ANA ycnoBuK cueHapua "COB" (ips).
CuHTaKcuC:

IpsTI ::= ips_tl '(' level ')’

level ::= integer [ very _low | low | medium | high | very_high

ips_tl(2) scond_type(ips);

ips_tl(low) scond_type(ips).

health_check_method

MeToa npoBepku. [leMCTBUTENBLHO TONBKO ANA ycnosui cueHapusa "Tiposepka coctoaHua" (health_check).
CuHTaKcuc:

CheckMethod ::= health_check_method '(' method ')’

method ::= ping | dns | get

health_result

PesynbTat. leMCTBUTENbHO TONbLKO ANA ycnosuu cueHapua "Mpoeepka coctoanuna” (health_check).
CuHTaKcHC:

esult ::= health_result (' result ')’

result ::= positive | negative

health_request_timeout

Taim-ayT noaknioveHua (ceK). leMCTBUTENBHO TONMbKO ANA ycnoBuK cueHapua "lMposepka coctoaHua"
(health_check).

CuHTaKcuc:

RequestTimeout ::= health_request_timeout '(' integer ')’

health_answer_timeout

Tanm-ayT oTBeTa (ceK). ledcTBUMTENbHO TONbLKO ANA ycnosui cueHapun "Mpoeepka coctoaHua" (health_check),
"Metoa nposepku HTTP GET" (get).

CuHHTaKcuc:

ut ::= health_answer_timeout (' integer ')’

health_type_request

Tun DNS-3anpoca. JlencTBUTENbHO TONBKO ANA ycnosui cueHapua "lMpoeepka coctoAaHua" (health_check), "meton
nposepku DNS" (dns).



CuHTaKcuc:
TypeRequest ::= health_type_request ‘(' type_name ')’

type_name ::= word | string

CBoKcTBa NnpaBun 6anaHCUPOBKU Harpy3Ku

scheduler

MeTtoa 6anaHcUpOBKU. [leiCTBUTENbHO TONbLKO ANA Nnpasun 6anaHcMpoBKK Harpy3ku TCP/UDP.
CuHTaKcuc:

Scheduler ::= scheduler '(' balancing_type ')’

balancing_type ::= wrr [ rr [ Ic | wic

wrr — Weighted round robin;

rr— Round robin;

Ic — Least connections;

wlc — Weighted least connections.

real_server
PeanbHble cepBepbl. JleNCTBUTENLHO TONBKO ANA NpaBun 6anaHcMpoBKK Harpyaku TCP/UDP.

CuHTaKcuc:

RealServer ::= real_server ‘(' mode, ipv4[:port], weight ')’

mode ::= gate | masq | masq_snat

port ::= integer

weight ::= integer

gate — Luno3;

masq — MmacKapaauHr;

masq_shat — macKkapaauHr ¢ noameHow IP-agpeca uctouHuka (SNAT).
Mpumep:

OK\
url.address = 172.168.13.100 \
url.port = 10000 \
service =tcp \
scheduler(wlic) \
real_server(masq_snat, 172.168.13.11:10000, 50) \
ipvs_fallback(gate, 172.168.13.12)
monitor_kind(ping) \
monitor_interval(60) \
monitor_timeout(60) \
monitor_failurecount(10) \
enabled(true) \
name("TCP/UPD load balancing")

ipvs_fallback
ABapHiHbIN pexuM cepBepa. JledCTBUTeNbHO TONBbKO ANA npaBun 6anaHcMpoBKU Harpyaku TCP/UDP.

CuHTaKcuc:



v

IpvsFallback ::= ipvs_fallback ‘(' mode, ipv4[:port] ‘)
mode ::= gate [ masq | masq_snat

port ::= integer

monitor_kind
Pemum. [leiCTBMTENbHO TONbLKO ANA NpaBun 6anaHcMpoBKu Harpyaku TCP/UDP.

CHHTaKcHC:
MonitorKind ::= monitor_kind (' kind ')’

kind ::= ping [ connect | negotiate

monitor_service
Cepsuc. lencTBUTENBbHO TONLKO ANA npasun 6anaHcupoBKU Harpysku TCP/UDP.

CuHTaKcHc:
MonitorService ::= monitor_service '(' service ')’

service ::= http | dns

monitor_request
3anpoc. [leicTBUTENbHO TONbLKO ANA Nnpasun 6anaHcMpoBKK Harpysku TCP/UDP.

CHHTaKcucC:

MonitorRequest ::= monitor_request (' string ')’

monitor_response
Omuaaembiii oTBeT. JleNCTBUTENbHO TONbKO ANA NpaBun 6anaHcMpoBKK Harpyaku TCP/UDP.
CuHTaKcuc:

MonitorResponse ::= monitor_response ‘(' string ')’

monitor_interval
UHTepBan npoBepku. JleNCTBUTENbHO TONBbKO ANnA npaBun 6anaHcMpoBku Harpysku TCP/UDP.

CuHTaKcuc:

Monitorinterval ::= monitor_interval '(' integer ')’

monitor_timeout
Bpema oxuaaHua. JleicTBUTENBHO TONBLKO ANA npaBun 6GanaHCUPOBKKU Harpy3ku TCP/UDP.

CHUHTaKcuc:

MonitorTimeout ::= monitor_timeout '(’ integer ')’

monitor_failurecount
Uuncno HeyaauHbIX NONbITOK. JledCTBUMTENbLHO TONbLKO ANA NpaBun 6anaHcMpoBKKu Harpysku TCP/UDP.

CuHTaKcuc:

MonitorFailurecount ::= monitor_failurecount ‘(' integer ‘)’






Hencteua
Version: 8.x

Product: DCFW

JencTeune (action) — 3T0 TO, 4YTO 6yqu BbINO/IHEHO, €C/K yCnoBKUA B NpaBunsie UCTUHHbI. B kauectBe napameTpoB MOryT MCNONb30BATbLCA KOHCTAHTHbIE 3HA4YeHUA, Unu
ANHaMU4YeCKne 3HayvyeHne 1am, rae aTto npeayCcMoTpeHo.

CHHTaKcuC:
action = action_name [ action_name (' list_params ')’

action_name ::= warning | log_message | append | delete | set | replace | encrypt | inc|dec | reset | redirect | encrypt_body url | decrypt_path | body_inject | set_cookie_token |
body _replace | lookup_and_auth | encode_cookie | decode_cookie | sma | nat | dnat | route | port_mapping | netmap | forward | ignore | action_label

action_label ::= ‘action'.<action label_name>
action_label_name ::= atom

list_params ::= value ', list_params

warning

ﬂeﬁCTBHH, KOTOpble paspeLlaroTca 6e3 BbIxoAa U3 06paéOTKM npasus Ha TeKyLlem croe. Waming CTaBUT OTMETKY O TOM, 4YTO Heo6Xx0aMMO BCTaBUTb KO C
npeaynpexaeHuem B Tesi0 oTBeTa.

Mpumep:

[L1]

category = lib.category(Productivity) warning
DENY user = user1

log_message

3anucartb COOBLEHUA B XypHar.

Mpumep:

DENY category = lib.category(Productivity) log_message("Deny porno")

append

Jlo6asnTb 3aronoBok k HTTP-3anpocy/oTBeTy. CNUCOK NoAAEpXHUBaAEMbIX 3aronoBKOB NPMBEAEH B [1pUI0XEHUU.
MepBbIi NapaMeTp MOXeT ObITb OMyLLEH, eCNK 3arofloBOK OTHOCUTCA K OAHOM rpynne request unu response.
CHHTaKcHc:

append([request | response,] <headername>, value)

headername — cm. B [1punoxeHuu.
value ::= string | numeric | condition_name.

set

MepenucaTtb 3HaueHWe KoHkpeTHoMy HTTP-3aronosky. CnMCOK NoaAepKMBAEMbIX 3arofoBKOB CM. B [1punoxeHuy.
MepBbIit NapaMeTp MOXeT ObiTb ONYLLEH, ECI1 3arofioBOK OTHOCKUTCH K OAHOM rPynne request unv response.

CHHTaKcHC:
set([request | response,] <headername>, value)

headername — cm. B [1punoxeHuu.
value ::= string | numeric | condition_name.

delete

Yaoanute HTT- 3aronosok. Cnncok NoaAepX1BaeMblx 3arofloBKOB CM. B [IpunoxeHuu.

MepBbiii napameTp MOXET ObITb ONYLUEH, ECNK 3aro/I0BOK OTHOCUTCA K OAHOM rpynne  request unu response.
CHHTaKCcHC:

delete([request | response,] <headername>)

headername — cm. B [IpunoxeHuu.

replace
Moauduumposats 3HaueHne HTTP-3aronoska. CnUcoK NoAAEpXMBaEMbIX 3arosioBKOB CM. B [1punoxeHuu.

I'IepBbM napamMeTp MoxeTt 6bITb OonyLleH, ecniv 3aro1oBOK OTHOCUTCA K oAaHoM rpynne requestwunu response.

CHHTaKcHC:
replace([request | response,] <headername>, regex, value)

regex ::= string % perynfapHoe BblpaxeHne
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value ::= string | condition_name

headername — cm. B [IpunoxeHuu.

Mpumep 1:

Jlo6aBuThb 3aronosok Referer:

PASS append(Referer, "http://example.com”) enabled(true)
YnanuTb 3aronoBoK:

PASS delete(Referer)

Mepenucatb 3aronoBoK:

PASS set(request, Cache-Control, no-cache)
Moanduumnposatb 3aronosok Location:

PASS response.header.Location.count = 1.. replace(response, Location, "http://example.com", url.host) enabled(true)
Mpumep 2:

define action delete_referer
log_message("Referer header deleted")
delete(request, Referer)

end

encrypt

LLndposatb yacTb nytv B HTTP-3aronoBke. CNMCOK NOAAEPKMBAEMbIX 3ar0fI0BKOB CM. B [1pUNOXEHWU.
MepBbiii napameTp MOXET ObITb OMyLUEH, ECIIN 3aroNOBOK OTHOCUTCA K OIHOM rpynne request unu response.
Kntou wngposaxua 1 pnar "Mcnonbsosats IP kak yacTb kntova WndpoBaHua" — HeoBA3aTeNbHbIE NapaMeTpsl.

CHHTaKcuC:

encrypt([request | response,] <headernames, <url>[, <user_key>[, <add_ip>]])

url ::= string % 4actb url ana ounbipaymn
user_key ::= string % M0/1b30BaTENLCKMI KITIOY LM @ PpoBaHUA (HeobA3aTesbHbIi napameTp)
add_ip ::= boolean % [06aBnATL 1 IP K Ktody LK@ poBaHUA (TOrMyeckoe 3HayeHne, Heoba3atesbHbIi napameTp)

boolean ::= yes | no [ true | false

headername — cm. B [TpunoxeHuu.

encrypt_body_url

LLndppoBaTh YacTb NyTH B CChINKax Tena oTeeta.
Kntou lwngposarua u ¢pnar "Mcnonbaosath IP Kak YacTb Kntoya WwrdposBaHua" — HeobAsaTenbHble napaMeTpb.

CHHTaKcHC:

encrypt_body_url(<url>[, <user_key>[, <add_ip>]])

url ::= string % yacrtb url ana punsTpaymn
user_key ::= string % M0/Ib30BaTEIbCKMIA KITIOY LM GPOBaHNA (HeO0BA3aTebHbIN napameTp)
add _ip ::= boolean % [06aBnATL i IP K KoYy LLM@PpOoBaHHA (T0rM4ecKoe 3HayeHne, Heobsa3atesbHbIi napamerp)

boolean ::= yes | no | true | false

decrypt_path

JewmndpposaTb yacTb nyTH 3anpoca.

MepBbIi napameTp MOXeT ObITb OMyLLEH, eCN 3arofloBOK OTHOCUTCA K OAHON rpynne request unu response.
Kntou lwngposarua u ¢nar "Mcnonbaosarth IP Kak YacTb Ktoya WwrudposaHusa" — HeobasaTenbHble napaMeTpb.
CHHTaKCHC:

decrypt_path(<path>[, <user_key>[, <add _ip>]])

path ::= string % 4actb nyTi And Gunbipayum
user_key ::= string % M0/1b30BaTENLCKMI KITIOY LM @ PpoBaHUA (HeobA3aTesbHbIiA napameTp)
add_ip ::= boolean % £06aBnATe u IP K KoYy LM@poBaHUa (TOrM4eckoe 3HayeHne, Heoba3atesbHbli napameTp)

boolean ::= yes | no [ true | false

Mpumep:

LLInpposaTb BCe OTHOCUTENBHLIE MYTH B 3aronioBke Location v Tene oTeeTa, v AeuMdppoBaThb NyTb 3anpoca:
decrypt_path("/", "User_Key", true) enabled(true) name("Path decode")

http.response.code = 302 encrypt(Location, "/, "User_Key", true) enabled(true) name("Encrypt Location header")
encrypt_body_url("/", "User_Key", true) enabled(true) name("Encrypt all relative URL")
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body_inject

BcTaBuTb CKpUNT B TENO OTBETA.
CuHTaKcHC:
body_inject(inject_text)

inject_text ::= string

set_cookie_token

Jlo6aBuTb B 0TBET 3aronoBok 'Set-Cookie' co creHeprpoBaHHLIM TOKEHOM.

CHHTaKcHC:

set_cookie_token(cookie_name, parameter, expires_date)

cookie_name ::= string

parameter ::= string

expires_date ::= [DD_JHH:MM % Bpems kotopoe 6yAeT npubasBneHo K TeKyLYeMy BPpeMeHH

Mpumep:

Peanusauusa CSRF 3awmThb:

DENY http.method = POST request.header.Referer.substring = "/login.php" gparam.UCSRF_TOKEN != request.header.Cookie.ucsrf_token enabled(true) name("Check CSRF")

url.path.prefix = "/login.php" set_cookie_token(ucsrf_token, "path=/", 01_00:00) body_inject("<script language="JavaScript'>
var tokenName = 'UCSRF_TOKEN;

document.addEventListener('DOMContentLoaded', function()

{
var t_res = document.cookie.match(/ucsrf_token=(.+?)(;|$)/);
var tokenValue =t_res ?t_res[1]:";

var forms = document.getElementsByTagName('form’);
for(i=0; i<forms.length; i++)

{

var html = forms[i].innerHTML;
html +="<input type=hidden name="+ tokenName + ' value=' + tokenValue + ' />,
forms[il.innerHTML = html;
}
D

</script>") enabled(true) name("Inject")

encode_cookie

LLndposaTb 3HaueHua Cookie B 3aronoeke Set-Cookie ¢ 3aAaHHLIM UMEHEM.
CHHTaKcHC:
encode_cookie(cookie_name[, condition_namej[, user_kry_string][, f_encrypt])

cookie_name ::= string

condition_name % ycnoBue MUCrosb3yemoe A8 KOAMPOBaHUA (M0 yMOJIHaHMIO SIC.ip)
user_Kry_string ::= string % 0/1b30BaTe/IbCKUI KITOY LUMGPOBaHKUA (Mo ymondaHuo ")
f_encrypt := true % HEobxoAnMMo Lun@poBaHue (ro ymonyaruio false)

decode_cookie

JHewwndposatb TokeH B 3aronoske Cookie ¢ 3aaaHHbIM UMEHEM.
CuHTaKcHC:

decode_cookie(cookie_name], condition_key][, user_kry_stringj[, f_decript])

cookie_name ::= string

condition_name % ycrnoBue UCrosb3yemoe A4 AeK0ANPOBaHHUA (M0 yMOYaHmo Src.ip)
user_kry_string ::= string % 10J1b30BaTe/IbCKUI KITOY LUK PPOBaHKUA (Mo yMondaHuo ")
f_encrypt := true % HeobxoAMMo wugposaHue (o ymondaruio false)

Mpumep:

LLindpposanue u aewmopposaHue Cookie ¢ umeHem security:

response.header.Set-Cookie.count != 0 encode_cookie("security”, src.ip, true) enabled(true) name("encode_cookie")
request.header.Cookie.count = 0 decode_cookie("security", src.ip, true) enabled(true) name("decode_cookie")
body_replace

Moaunduumposatk Teno oteeTa. BuinonHaeTca He 6onee ABYX (NepBbix) MOAMMUKALMIA ANA KXXAOTO OTBETA.

CHHTaKcuC:



body_replace(<regex>, <value>)

regex ::= string % perynapHoe BblpaXxeHne

value ::= string

Mpumep:

PASS\

body_replace("(\+7|8)[\s(]?(\d\{3})[\s)]?(\d\{3})[\s-1?(Wd\{2}) [\\s-]?(\d\{2})", "+\ 1 (\2) W3-XX-XX") \
body_replace("(\W{1})[\WA.J*(\Ww{1}H@(\W]+)\. (N\w]+)", "\ \2@\\3.\\4") \

enabled(true) \
name("Replace mail and phone")

lookup_and_auth

AyTeHTudHMUMpoBaTh nonb3osatend. B cnyyae ecnu IP He ykasaH, 3anpoc MapKupyeTca UMeHUeM nonb3oBatens.
CuHTaKcHC:

lookup_and_auth(<user_login>[, <ip_address>[, <session_timeout>]])

user_login ::= string [ condition_name % JlornH ayteHtu@uxkaymm

ip_address ::= string | condition_name % IP aapec

session_timeout ::= integer % Tavim-ayT ceccum, rno ymondarmio 0.

Mpumep:

lookup_and_auth(request.x_header.X-Authenticated-User, request.x_header.X-Forwarded-For, 300) enabled(true) name("User authentication")
lookup_and_auth(request.x_header.X-Authenticated-User) enabled(true) name("Mark request")

redirect

Mpu 6nokMpoBKe NepeHanpaBuTb NObL30OBATENA Ha aApPEC, KOTOPLIA yKasaH B PEAUPEKTE.
CHUHTaKcHC:

Redirect ::= redirect(RespCode[, RedirectText], Url)

RespCode ::= 301 | 302 | 305 | 307

RedirectText ::= string

Url ::= string

Mpumep:

DENY src.zone = Trusted redirect(302, "Custom test (Moved)", "https://block.captive/block")
DENY src.zone = Untrusted redirect(302, "https://block.captive/block")

inc n dec

McnonbaytoTca AnA U3MEHEHUS 3HAYEHUA NEPEMEHHBIX, 0GBABNEHHBIX Kak def var.
CHHTaKcHC:

inc(var.<var_name>, integer)

dec(var.<var_name>, integer)

Mpumep:

Ha kaxabiii http.response.code = 500 yBenuuusaeTcs sHaueHue rps Ha 1. Ecnu npesbicunu 10 Takux 3anpocoB 3a 5 MUHYT, 610kMpyem AanbHeilune oteeThl. Hepes 5
MWHYT NepemeHHan rps Gyaet copoluera B 0:

def var rps
init =0
window = 00:05
key = src.ip
end
http.response.code = 500 var.rps=..10 inc(var.rps, 1) enabled(true)
PASS var.rps = 5 log_message("Warning!") enabled(true)

DENY var.rps=11.. log_message("Too many 500 errors!") enabled(true)

reset

C6pocuTb 3HaUYEHUA NepeMeHHbIX, 0OBABNEHHBIX KaK init B def var, B HauanbHoe 3HaueHve.
CHHTaKcuC:

reset(var.<var_name>)

sma

MCI'IOJ'IbSyPOTCﬂ AnA noacyeTta cpeAHero 3HayeHUA B OKHE BPeMeHU, KOTopoe onpeaenAeTcA B nepemeHHoﬁ KaK window B def var.



CHHTaKcHC:

sma(var.<var_name>, integer)

Mpumep:

BnokupytoTca 3anpocsl, koraa cpeaHee Bpema 3anpoca 3a 30-CeKyHAHbIN MHTepBas NPEBbLICUT 2 CEKYHAbI:

def var avg_time

init=0
window = 00:00:30
key = src.ip

end

src.zone = Untrusted sma(var.avg_time, response_time) enabled(true) name("sma")
DENY src.zone = Untrusted var.avg_time = 2000.. enabled(true) name("sma res")

nat
NAT — noameHa cetesbix |IP-aapecos.
Mpumep:

PASS src.zone = Trusted dst.zone = Untrusted nat

dnat

DNAT — noameHra IP-anpeca HazHaueHus.
Mpumep:

PASS dnat target_ip("192.168.1.20")

port_mapping

MopT-dpopBapanHr — nepeHanpaeneHune Tpadurka Ha ykasaHHbIi IP-agpec ¢ nameHeHnem Homepa noprta ny6GnuKkyemoro cepsuca.
Mpumep:

PASS port_mapping target_ip("192.168.1.20") port_map(tcp, 2000, 2001)

netmap
Network mapping — nossonaeT npoussecTk 3ameHy IP-aipecoB UCTOYHWKA MK HAa3HAYeHNA OAHOW CeTU Ha ApYryto.
Mpumep:

PASS netmap target_ip("192.168.32.0/24") direction(output)

route

Policy-based routing — nossonaeT mapLupyTM3unposaTth |IP-nakeTbl Ha OCHOBE pacLUMPEeHHON MHdOopMaLmMK, Hanpumep, cepaucos, MAC-aapecos nnu cepsepos (IP-
azpecos).

SNAT IP — Anpec, Ha KoTopblit ByAeT 3amMeHeH aZipec UCTouHMKa Ana Tpaduka NAT.

Mpumep:

PASS service = HTTP route getway(LLnto31)

ignhore
UrHopuposatsk oteet oT ICAP-cepsepa. B atom cnyuae, BHe 3aBucumocTy ot otBeta ICAP-cepBepa, AaHHbIe K N0Ib30BaTento yXoaaT 6e3 MoanduKaLmu.
Mpumep:

OK profile("Example ICAP server") enabled(true) name("ICAP rule") ignore

forward
Mepecnartb. B cnyyae ycneluHoi paclungposku Tpadpuka SSL/TLS konua Tpaduka Byaet nepecnaHa B COOTBETCTBUM C NPABUIOM U NPOPHUIIEM UHCMIEKTUPOBaHNA SSL.
Mpumep:

OK url = lib.url(ZAPRET_INFO_BLACK_LIST_DOMAIN)ss|_profile("Default SSL profile") ssl_forward_profile("Forward SSL profile") enabled(false) name("Decrypt rule") forward



Tvnbl Nnpasun

Version: 8.x
Product: DCFW

MpaBuna KOHTEHTHOW PUNbTPaLUn

MpeduKchl
Uma Onwucanue
PASS PaspeLueHve noceLyeHus.
DENY Brokuposka Be6-CTpaHuLbI.
WARNING||MpeaynpexaeHue nonb3osatena 0 TOM, YTO CTpaH1LUa HexenartenbHa AnA NoceLleHuA.

Ycnosusa

src.zone, src.geoip, src.ip.
dst.zone, dst.geoip, dst.ip.
category, scenario, time, url, user.

request.header.Referer — Cnucok URL, B KoTOpoM ykasaHbl pedepepbl ANA TeKyLei CTpaHuLbl.
request.header.User-Agent — Useragent nonb3oBatesnibckux 6pay3epos.
response.header.Content-Type — Cnucku TUNOB KOHTEHTA.

http.method — MeToa, ucnons3yemslit 8 HTTP-3anpocax.

CBoMcTtBa

name, desc, enabled, rule log, virus heuristic.

Mpumep

[content "Content Rules"]

Yo =mmmmmmmmmmmmmaan 1 --- "Content Rules" --------------
PASS\

url = lib.url("Education institutions") \

src.zone = Trusted \

desc("Content filtering rule which allows access to the list of URLs. This is an example rule which can be changed or deleted if necessary.") \

rule_log(yes) \

enabled(true) \

name("Example white list")
Yo -----mn-mmnmmne- 2 --- "Content Rules" --------------
DENY("Blockpage (EN)") \

url = lib.url("Education institutions") \

dst.zone = Untrusted \

rule_log(yes) \

enabled(false) \

name("Example block RU RKN by URL list")
Yo ---n=mnnmmnmmne- 3 --- "Content Rules" --------------
DENY\

url = lib.network("Private IPs") \

morphology = lib.morphology(Drugs) \

src.zone = Trusted \

time = lib.time(Weekdays) \

rule_log(yes) \

redirect(302, "https://bing.com"”) \

enabled(false) \

name("Example redirect to safesearch engines")

MpaBuna mexceTeBoOro aKpaHa

MpeduKchl

Uma OnucaHue

PASS ||Paspeluerne Tpaduka.

DENY/||Bnok1poBka Tpadpuka.

YcnoBuna

src.zone, src.geoip, src.ip.
dst.zone, dst.geoip, dst.ip.

service, scenario, time, url, user, hip_profile.
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CeoucrtBa

name, desc, enabled, rule_log, reject_with, ips_profile, I7_profile.

Mpumep

[firewall "Firewall rules"]
% 1
DENY\
scenario = "Example torrent detection scenario" \
dst.zone = Untrusted \
dst.ip = lib.network("Botnets IP list") \
rule_log(session) \
reject_with("host-unreach") \
enabled(true) \
name("Example block RU RKN by IP list")
% 2
PASS\
scenario = "Example torrent detection scenario" \
src.zone = Trusted \
dst.zone = Untrusted \
hip_profile = "HIP profile" \
ips_profile("Default IDPS profile") \
|7_profile("Pass all applications") \
rule_log(yes, "3/h", 5) \
enabled(true) \
name("Allow trusted to untrusted")

Mpaeuna NAT 1 mapLupyTu3auumn

MpeduKchl

OnucaHue
Bceraa OK.

Tun npaBuna onpeaenaetca AeicTenem (Action):

« nat — npasuno NAT;

« dnat — npasuno DNAT;

« port_mapping — npasuo NopT-popBapanHra;
« netmap — npasuno Network mapping;

« route — npasuno policy-based.

YcnoBunA

src.zone, src.geoip, Src.ip, src.mac.

dst.zone, dst.geoip, dst.ip.

service, scenario, time, url, user.

CeouncTtBa

name, desc, enabled, rule_log, direction, target_ip, target_snat, snat_target_ip,

port map, gateway.

Mpumep

[nat_routing "NAT and Routing Rules"]
% 1

OK\

src.zone = Trusted \
service = (HTTP, HTTPS) \
snat_target_ip("192.168.13.210") \
rule_log(session) \
enabled(true) \
name("NAT Rule")\
nat

% 2

OK\
src.zone = Management \
dst.ip = (lib.network("Private IPs"), lib.url("Microsoft Windows Internet checker")) \
target_ip("171.168.1.1") \
target_snat(yes) \
snat_target_ip("192.168.1.1") \
enabled(true) \
name("DNAY Rule")\
dnat

% 3

OK\
target_ip("172.168.1.1") \
snat_target_ip("192.168.1.1") \
port_map(tcp, 2000, 2000) \
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enabled(true) \
name("Port-forwarding Rule")\
port_mapping
% 4
OK\
user = example \
scenario = "Example torrent detection scenario” \
gateway(My) \
enabled(true) \
name("Policy-base Rule")\
route
% 5
OK\
dst.geoip = (RW, SO) \
target_ip("172.168.1.1") \
direction(input) \
enabled(true) \
name("Network mapping Rule")\
netmap

MpaBuna Captive-noprana

MpeduKchl
Nma OnucaHue
PASS|[He ncnonb3osatb ayTeHTUdMKaLMIO.

OK ‘ Mcnonbsosatk Captive-npoduns.

Ycnosusa

src.zone, src.geoip, src.ip.
dst.zone, dst.geoip, dst.ip.
time, url, category.

CBoMcTtBa

name, desc, enabled, rule log, profile.

Mpumep

[captive "Captive Rules"]
% 1
PASS\
category = lib.category(Threats) \
url = lib.url("Microsoft Windows Internet checker") \
time = lib.time(Weekends) \
rule_log(yes) \
enabled(true) \
name("Skip auth for Microsoft Internet checker")
2

0/0
OK\
src.zone = Trusted \
profile("Example Captive profile") \
enabled(true) \
name("Example Captive portal")

MNpaBuna nHcnekTuposaHua SSL

MpeduKchl
Uma OnucaHune
PASS||He pacwmndposbiBaTh NnepeAaBaemMble AaHHbIE.

OK ‘ Pacwmndposatb nepeaasaemble AaHHbIE.

Mepecbinka onpeaensetca aeicTeuem (Action):
« forward — B cnyyae ycnewHoi paclumdposku Tpaduka SSL/TLS konua Tpaduka GyaeT nepecnaHa B COOTBETCTBUW C MPABUIOM W NMPOdUIeM MHCNeKTUpoBaHua SSL
(ssl_forward_profile).
YcnoBuA

src.zone, src.geoip, sre.ip,
dst.geoip, dst.ip,
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time, service, user, category.

CBoucTtBa

name, desc, enabled, rule_log, ssl_profile, ssl_forward_profile.
block invalid cert, check revoc cert, block expired cert, block self signed cert.

Mpumep

[ssl "Decrypt Rules"]
% 1
PASS\
category = (Finance, "Information Security") \
rule_log(yes) \
ssl_profile("Default SSL profile") \
enabled(false) \
name("Example DO NOT Decrypt rule for Finance and Security sites")
% 2
OK\
category = lib.category(Threats) \
rule_log(yes) \
block_invalid_cert(yes) \
check_revoc_cert(yes) \
block_expired_cert(yes) \
block_self_signed_cert(yes) \
ssl_profile("Default SSL profile") \
enabled(false) \
name("Example decrypt rule for parental control")
% 3
OK\
url = lib.url("Default SSL profile") \
rule_log(yes) \
ssl_profile("Default SSL profile") \
ssl_forward_profile("SSL forward profile") \
enabled(false) \
name("Example decrypt RU RKN")\
forward

MNpaBuna nHcnekTuposaHua SSH

MpeduKchl
Uma OnucaHue
PASS||He pacwmndposbiBaTh NepeAaBaemMble AaHHbIE.

OK ‘ Pacwmndpposatb nepeaaBaemble AaHHbIE.

Ycnosusa

src.zone, src.geoip, src.ip,
dst.geoip, dst.ip,

time, service, user.

CBoMcTtBa

name, desc, enabled, rule_log,

block ssh_shell, block_ssh_exec, block_sftp, ssh_command.

Mpumep

[ssh "SSH inspection Rules"]
% 1
PASS\
service = "Any UDP" \
rule_log(yes) \
enabled(true) \
name("Bypass Rule")

2

O/O
OK\
service = IMAP \
block_ssh_shell(yes) \
block_ssh_exec(yes) \
block_sftp(yes) \
ssh_command("command") \
rule_log(yes) \
enabled(true) \
name("Decrypy Rule")

DNS-npasuna
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MpeduKchl

OnucaHue
Bceraa OK.

YcnoBuna

url.domain.

CeouncrtBa

name, desc, enabled, dns_server.

Mpumep
[dns "DNS Rules"]
% 1
OK\
url.domain = "*.example.com" \

dns_server(1.2.3.4) \
enabled(true) \
name("Dns rule")

DoS-npasuna

MpeduKchl

Umna OnucaHue

PASS PaspelueHve Tpaduka.

DENY BesycnoBHan 6110Kk1poBKa TpagpuKa.

WARNING | [MpumeHeHne npopuna 3awmutel o1 DoS-arak.

YcnoBunA

src.zone, Src.geoip, src.ip,
dst.zone, dst.geoip, dst.ip.

time, service, user, scenario,

CeouncrtBa

name, desc, enabled, rule_log, profile.

Mpumep
[dos "DoS Rules"]
% 1
PASS\

scenario = "Example torrent detection scenario” \
user = example \
src.ip = lib.url("Microsoft Windows Internet checker") \
dst.geoip = RW\
service = FTP\
rule_log(session) \
enabled(true) \
name("DoS Allow Rule")
% 2
DENY\
desc(api_dos_rule) \
rule_log(yes, "3/h", 5) \
enabled(true) \
name("DoS Deny Rule")
O/O 3
WARNING \
user = "CN=VPN users,DC=LOCAL" \
time = lib.time("Working hours") \
profile("DoS Profile") \
enabled(false) \
name("DoS Protect Rule")

ICAP-npaBuna
MpeduKchbl
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Umna OnucaHue

PASS|[Mponyck. He nockinate AaHHble Ha ICAP-cepsep.

OK ‘ Mepecebinka aaHHbIx Ha ICAP-cepsep.

JHewictue (Action):

« ignore — urHopupoBsatb oTBeT oT ICAP-cepBsepa.

YcnoBunA

src.zone, src.geoip, Sre.ip.
dst.zone, dst.geoip, dst.ip.

url, category, user, service, http.method, response.header.Content-Type.

CBoMcTtBa

name, desc, enabled, rule_log, profile.

Mpumep
[dos "DoS Rules"]
% 1
PASS\

scenario = "Example torrent detection scenario" \
user = example \
src.ip = lib.url("Microsoft Windows Internet checker") \
dst.geoip = RW\
service = FTP\
rule_log(session) \
enabled(true) \
name("DoS Allow Rule")
% 2
DENY\
desc(api_dos_rule) \
rule_log(yes, "3/h", 5) \
enabled(true) \
name("DoS Deny Rule")
% 3
WARNING \
user = "CN=VPN users,DC=LOCAL" \
time = lib.time("Working hours") \
profile("DoS Profile") \
enabled(false) \
name("DoS Protect Rule")

MpaBuna sawuTbl NOUTOBOro TpaduKa

MpeduKchl

Umna OnucaHue

PASS Mponyck Tpaduka 6e3 naMeHeHU.

DENY ("with error")||[Bnok1poBka nucema, npu aTom cooblyaetca 06 olnbre AOCTaBKM MUCbMa Ha CepBEp.

DENY BrokupoBka nuceMa 6e3 yBeAOMMIEH!A 0 GNOKUPOBKeE.
WARNING MapK1poBKa NOYTOBBIX COOBLLEHMA.
YcnosuA

src.zone, src.geoip, src.ip.
dst.zone, dst.geoip, dst.ip.

user, service, envelope from, envelope to.

CBoMcTtBa

name, desc, enabled, rule _log, mark hdr, mark, antispam_usergate, dnsbl.

Mpumep

[mailsecurity "Mail Security Rules"]
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% 1

PASS\
user = (example, "CN=VPN users,DC=LOCAL") \
envelope_from = "Email froup from" \
envelope_to = "Email froup to" \
service = SMTP \
rule_log(yes) \
mark_hdr(Subject) \
enabled(true) \
name("Mail Pass Rule")

% 2

DENY/("with error") \
service = (SMTPS, SMTP) \
rule_log(yes) \
mark_hdr(Subject) \
antispam_usergate(yes) \
enabled(true) \
name("Mail Drop Rule")

% 3

DENY\

src.zone = Untrusted \

service = SMTP \

mark_hdr(Subject) \

dnsbl(yes) \

enabled(false) \

name("DNSBL spam drop rule")

4

O/O
WARNING \

src.zone = Untrusted \

service = (SMTP, POP3, SMTPS, POP3S) \

mark_hdr(Subject) \

mark("[SPAM]") \

antispam_usergate(yes) \

enabled(false) \

name("SMTP and POP3 filtering")

MNpaBuna reverse-npoKcH

MpeduKchl

OnucaHue
Bceraa OK.

YcnoBunA

src.zone, src.geoip, Src.ip, src.mac.

dst.zone, dst.geoip, dst.ip.

user, request.header.User-Agent, url.port.

CeoucrtBa

name, desc, enabled, rule_log, profile, certificate, cert_auth_enabled, is_https, ssl_profile,

waf profile, rewrite path.

Mpumep

[reverseproxy "Reverse proxy Rules"]

% 1

OK\
url.port = 80 \
src.zone = Untrusted \
desc("Example reverse proxy rule. This is an example rule which can be changed or deleted if necessary. ") \
profile("Example reverse proxy server") \
rewrite_path("example.com/path1", "example.local/path1") \
waf_profile("Example WAF profile") \
enabled(true) \
name("Example reverse proxy rule")

Mpaeuna Be6-6ezonacHocTH

MpeduKchl

OnucaHue

OK ||Bceraa OK.

YcnoBunA

src.zone, src.geoip, Src.ip, src.mac.
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dst.zone, dst.geoip, dst.ip.

ime, user,

CBoMcTtBa

name, desc, enabled, rule_log.

enable_adblock, safe_search, search_history_logging, social_sites_block, enable_injector,

custom _injector, url_list exclusions.

Mpumep

[safebrowsing "Safe browsing Rules"]
% 1

OK\

rule_log(yes) \

enable_adblock(yes) \

safe_search(yes) \
search_history_logging(yes) \
social_sites_block(yes) \
enable_injector(yes) \

custom_injector(code) \
url_list_exclusions(FISHING_BLACK_LIST)\
desc("Safebrowsing rule for all users. This is an example rule which can be changed or deleted if necessary.") \
enabled(false) \

name("Example safebrowsing")

MpaBuna nponyckHO# cnoco6HOCTH

MpeduKchl

OnucaHue
Bcerna OK.

YcnoBuna

src.zone, src.geoip, src.ip, src.mac.

dst.zone, dst.geoip, dst.ip.

ime, user application, service, scenario,

CBoMcTBa

name, desc, enabled, rule_log, bandwidth pool.

Mpumep

[shaper "Shaper Rules"]
% 1
OK\
scenario = "Example torrent detection scenario" \
service = "HTTP Proxy" \
rule_log(session) \
bandwidth_pool("1 Mbps") \
enabled(true) \
name("Example Bandwidth rule")
% 2
OK\
scenario = "Example torrent detection scenario" \
src.zone = Trusted \
application = lib.category("Coin Miners", Business) \
rule_log(yes, "3/h", 5) \
bandwidth_pool("100 Kbps") \
enabled(true) \
name("Example torrent shaper")

MpaBuna MHCNEKTUpPOBaHUA TyHHeﬂeﬁ

MpeduKchl

OnucaHue
Bceraa OK.

YcnoBuna

src.zone, src.geoip, sre.ip, src.mac.
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dst.zone, dst.geoip, dst.ip.

service.

CBoMcTtBa

name, desc, enabled.

Mpumep

[tunnel "Tunnel inspection Rules"]
% 1

PASS\

src.zone = Trusted \

dst.zone = Untrusted \

service = gre \

enabled(true) \

name("Example Tonnel Incpection Bypass rule")
2

OK\
dst.geoip = YE\
service = gtpu \
enabled(true) \
name("Example Tonnel Incpection Rule")

Mpaeuna Be6-noprtana

MpeduKcbl

OnucaHue
Bceraa OK.

YcnoBuna

url, user, url.domain.

CeouncrtBa

name, desc, enabled.

icon, ssl_profile, certificate, additional url, rdp_check session_alive, transparent auth.

Mpumep

[webportal "Web portal Rules"]

% 1

OK\
user = "CN=Default Group,DC=LOCAL" \
url = "http://www.intranet.loc" \
icon("default.svg") \
rdp_check_session_alive(yes) \
transparent_auth(yes) \
certificate("CA (Default)") \
ssl_profile("Default SSL profile") \
enabled(false) \
name("Example http application published via web portal")

Mpasuna VPN-cepBepa
MpeduKchl

OnucaHue
Bceraa OK.

YcnoBuna

src.zone, src.geoip, sre.ip, src.mac.
dst.geoip, dst.ip.

user,

CBoMcTBa

name, desc, enabled.

profile, auth_profile, vpn_network, interface.
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Mpumep

[vpn_server "VPN server Rules"]

% 1

OK\
user = "CN=VPN users,DC=LOCAL" \
src.zone = Untrusted \
profile("Remote access VPN profile") \
auth_profile("Example user auth profile") \
vpn_network("Remote access VPN network") \
interface(tunnel1) \
enabled(false) \
name("Remote access VPN rule")

MNpasuna VPN-knueHTa

MpeduKchl

OnucaHue
Bceraa OK.

CBoMcTtBa

name, desc, enabled.

profile, interface, server address.

last_error, status, connection_time — nHdopmaunoHHbIE NONA, HEAOCTYMNHbIE ANA PEAAKTUPOBAHUA.

Mpumep

[vpn_client "VPN client Rules"]
% 1

OK\

server_address("10.10.10.10") \
last_error(Disabled) \
status(disconnected) \
connection_time(0) \
profile("Client VPN profile") \
interface(tunnel3) \
enabled(true) \

name("Client VPN rule")

MNpaBuna cueHapues

MpeduKchl

OnucaHue
Bceraa OK.

YcnoBuA

scenario_cond.

CBoMcTtBa

name, desc, enabled.

operation_mode, trigger, duration.

YcnoBuA cueHapua
Kateropua URL (url_category)

YcnoBunA

category

CeoucTtBa

count_interval, max_event _count, scond_type

O6HapymeHune Bupyca (virus_detection)

CeouncrtBa


https://docs.usergate.com/usloviya_1741.html#name%20%D0%B8%20desc
https://docs.usergate.com/usloviya_1741.html#name%20%D0%B8%20desc
https://docs.usergate.com/usloviya_1741.html#enabled
https://docs.usergate.com/usloviya_1741.html#profile
https://docs.usergate.com/usloviya_1741.html#interface
https://docs.usergate.com/usloviya_1741.html#server_address
https://docs.usergate.com/usloviya_1741.html#last_error
https://docs.usergate.com/usloviya_1741.html#status
https://docs.usergate.com/usloviya_1741.html#connection_time
https://docs.usergate.com/usloviya_1741.html#scenario
https://docs.usergate.com/usloviya_1741.html#name%20%D0%B8%20desc
https://docs.usergate.com/usloviya_1741.html#name%20%D0%B8%20desc
https://docs.usergate.com/usloviya_1741.html#enabled
https://docs.usergate.com/usloviya_1741.html#operation_mode
https://docs.usergate.com/usloviya_1741.html#trigger
https://docs.usergate.com/usloviya_1741.html#duration
https://docs.usergate.com/usloviya_1741.html#category
https://docs.usergate.com/usloviya_1741.html#count_interval
https://docs.usergate.com/usloviya_1741.html#max_event_count
https://docs.usergate.com/usloviya_1741.html#second_type

scond type

MpunomeHue (app)

YcnoBunA

application

CeoucrtBa

count_interval, max_event_count, scond_type

COB (ips)
CeownctBa

ips_tl, scond_type

Tun KoTeHTa (Mmime_type)

YcnoBuna

response.header.Content-Type

CeoucTtBa

count_interval, max_event_count, scond_type

Pasmep naketa (net_packet_size)

CeouncrtBa

packet_size, scond_type

Ceccuu c ogHoro IP (sessions_per_ip)

CeoucrtBa

sessions_limit, scond_type

O6bem TpaduKa (traffic)

CeouncrtBa

traffic limit, period, scond type

Mpoeepka coctoaHunA (health_check)

Ycnosusa

url.address, url.domain

CBoMcTBa

health check method, health result, health request timeout, health type request,

health_answer_timeout, count_interval, max_event _count, scond_type
Mpumep

[scenarios "Scenario Rules"]
% 1
def scenario_cond example_scenario_define
category = (lib.category(Threats), "Advertisements & Pop-Ups") count_interval(10) max_event_count(3) scond_type(url_category)
scond_type(virus_detection)
application = lib.category(Threats) count_interval(2) max_event_count(1) scond_type(app)
ips_tl(medium) scond_type(ips)
response.header.Content-Type = lib.mime("Java script") count_interval(0) max_event_count(0) scond_type(mime_type)
packet_size(200MB) scond_type(net_packet_size)
sessions_limit(50) scond_type(sessions_per_ip)
traffic_limit(2GB) period(hour) scond_type(traffic)
url.address = "192.168.100.100" url.domain = "example.com" health_check_method(dns) \
health_result(negative) health_request_timeout(4) health_type_request(a) \
count_interval(5) max_event_count(3) scond_type(health_check)
url.domain = "example.com" health_check_method(get) \
health_result(negative) health_request_timeout(5) health_answer_timeout(10) \
count_interval(0) max_event_count(0) scond_type(health_check)
end
OK\
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scenario_cond = example_scenario_define \
operation_mode(all) \

trigger(one_user) \

duration(5) \

enabled(false) \

name("Example torrent detection scenario")

Mpaeuna 6anaHcupoBKku Harpysku TCP/UDP

MpeduKchl

OnucaHue
Bceraa OK.

YcnoBuna

src.zone, src.geoip, src.ip, src.mac.

service, url.address, url.port.

CBoucTtBa

name, desc, enabled.

scheduler, real server, ipvs_fallback
monitor_kind, monitor_service, monitor_request, monitor_response, monitor_interval,

monitor_timeout, monitor_failurecount

Mpumep

[ipvs_server "TCP/UDP load balancing Rules"]
% 1

OK\

src.geoip = RW\

url.address = 192.168.1.100 \
url.port = 80 \

service = tcp \

scheduler(rr) \

real_server(gate, 1.1.1.1:80, 50) \
ipvs_fallback(masq_snat, 8.8.8.8:10000) \
monitor_kind(negotiate) \
monitor_service(http) \
monitor_request("example.com”) \
monitor_interval(60) \
monitor_timeout(60) \
monitor_failurecount(10) \
enabled(true) \

name("TCP load balancing”)

Mpaeuna 6anaHcuposku ICAP

MpeduKchl

OnucaHue
Bcerna OK.

CeouncrtBa

name, desc, enabled, profile.

Mpumep

[icap_balancing "ICAP load balancing Rules"]
% 1
OK\
profile("Example ICAP server") \
enabled(true) \
name("ICAP load balancing”)

MpaBuna 6anaHCUMPOBKK reverse-NPoKCH

MpeduKchl

Onucanue
Bceraa OK.
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CeoucrtBa

name, desc, enabled, profile.
Mpumep

[reverseproxy_balancing "Reverse proxy load balancing Rules"]
% 1
OK\

profile("Example reverse proxy server") \

enabled(true) \

name("Reverse-proxy load balancing")
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Cnncok noaaepxusaembix HTTP-3aronoskoB

Version: 8.x
Product: DCFW

HTTP Header |[Request/Response||SET/REPLACE/ENCRYPT|APPEND|DELETE
Accept Request + + +
Accept-Charset Request + + +
Accept-Encoding  ||[Request + + +
Accept-Language |[Request + + +
Accept-Ranges Response + + +
Age Response
Allow Request/Response + + +
Authorization Request
Cache-Control Request/Response + + +
Client-1P Request + +
Connection Request/Response +
Content-Encoding |[Request/Response +
Content-Language |[Request/Response +
Content-Length Request/Response
Content-Location ||[Request/Response + +
Content-Range Request/Response
Content-Type Request/Response
Cookie Request + + +
Date Request/Response
ETag Response + +
Expect Request +
Expires Request/Response + +
From Request + +
Host Request
If-Match Request +
If-Modified-Since  ||Request
If-None-Match Request +
If-Range Request




HTTP Header |[Request/Response||SET/REPLACE/ENCRYPT|APPEND|DELETE
If-Unmodified-Since||[Request
Last-Modified Request/Response
Location Response + +
Max-Forwards Request
Meter Request/Response + +
Pragma Request/Response + +
Proxy-Authenticate ||Response +
Proxy-Authorization||Request +
Proxy-Connection ||[Request +
Range Request + +
Referer Request + +
Retry-After Response + +
Server Response + +
Set-Cookie Response + + +
TE Request +
Trailer Request/Response +
Transfer-Encoding ||Request/Response +
Upgrade Request/Response +
User-Agent Request + +
Vary Response + + +
Via Request/Response + + +
Warning Request/Response + + +
WWW-Authenticate||Response




Cnucok KaTeropui

Version: 8.x
Product: DCFW

ID HassaHue Description OnucaHue
0 |[Unknown Not categorized CaiiTbl 6€3 NPUHAANENKHOCTH K KaKoH-NMO0 KaTeropuu.
Advertisements and ||Sites that provide advertising graphics or other ad o
1 ) CailTbl, coaepxalime rpaduyeckyto peknamy (6aHHepbl, BCMIbIBAIOLLME OKHA U NPoYee).
Pop-Ups content files that appear on Web pages.
5 ||Alcohol and Tobacco Sites that promote or sell alcohol- or tobacco-related ||CaiiTbl, NOCPEACTBOM KOTOPLIX peanu3yeTca NPOABUXEHUE UK NPOAAXKA aNKOrosibHOM 1
products or services. TabayHoM NPOAYKLUH
Sites that act as an intermediary for surfing to other ||Ca¥iTbl, npeaocTaBnAOLLME BO3MOXHOCTb aHOHMMHOTO NOCELLEHUA APYrMX CakToB U
3 ||Anonymizers websites in an anonymous fashion, whether to pecypcoB UHTepHeTa. AHOHUMAaN3EPbl TAKKEe MOTYT NPUMEHATLCA ANA 0OXOKAeHUs
circumvent web filtering or for other reasons. cpeacTs BEG-pUnbTPaLmMU 1 T.4.
Sites with artistic content or relating to artistic
4 ||Arts institutions such as theaters, museums, galleries, CaiTbl, NOCBALLEHHbIE UCKYCCTBY, B TOM YMACIE PasnnyHbIM Teatpam, My3eam, ranepenm,
dance companies, photography, and digital graphic ||®oTorpaduu, TaHLEeBaIbHBIM KONNEKTMBAM U T.A.
resources.
Sites that provide business related information such - -
. ) . K naHHO# KaTeropuun OTHOCATCA KopropaTUBHble BEB-CalThl, @ TaKKe MHTEPHET-PECYPChI,
5 |[Business as corporate web sites. Information, services, or conepxalyue nHpopmaumio 06 ycnyrax u npoAyKrax, HeO6XOAUMBIX MPEANPUATUAM
products that help businesses of all sizes to do their M ’
) . nto6oro pasvepa AnA yCrewHon AeATeNbHOCTH.
day-to-day commercial activities.
Sites that include information about motor vehicles
such as cars, motorcycles, boats, trucks, RVs and CaifTbl, NOCBALLEHHbLIE aBTOTPAHCMOPTY W ero nokynke. Kareropua BritovaeT B ceba
6 ||Transportation the like, including online purchase sites. Includes MHTEepHET-pecypchbl NPOU3BOANTENEN, ANNEPOB, CaiThl ¢ 0630pamMu, cooBLLecTBa, KyObl
manufacturer sites, dealerships, review sites, pricing, |[aBTonto6uteneii u T.4.
enthusiasts clubs, etc.
Sites that enable web-based exchange of real-time o
7 ||Chat . CalTbl, N03BONAOLLME OCYLLECTBNATL OOLUEHUE B PEXXUME PEaTIbHOMO BPEMEHHU.
messages through chat services or chat rooms
8 ||Kids sites Websites that are family and children oriented. CaiTbl, OpUEHTUPOBAHHBIE HA AETCKYO ayAMTOPUIO
Sites for sharing information in the form of o o
Forums and . JTeHTbl HOBOCTEM, HOPYMbI, AOCKM 00bABNEHUI. KaTeropua He BrIoyaeT B ceba
9 newsgroups, forums, bulletin boards. Does not
Newsgroups ) nepcoHanbHble 6noru.
include personal blogs.
Sites that have been compromised by someone
other than the site owner in order to install malicious |[CaiTbl, KOHTPONb HaA KOTOPLIMK BbiN 3axBaYEH 3I0YMbILLIEHHUKAMM ANF
10||Compromised programs without the user's knowledge. Includes pacnpocTpaHeHns Bpe4OHOCHbIX NporpaMv 6e3 BeaoMa Bragernbues. B kateropuio Tawke
sites that may be vulnerable to a particular highrisk ||BxoaAaT pecypcbl 13 rpynmnbl BLICOKOrO PUCKA 3apaKeHus.
attack.
Sites that contain information such as product o
; : ) CaiiTbl, coaepxatime 0630pbl NPOAYKTOB, HOBOCTH U MHPOPMALUA O KOMNbOTepax,
Computers and reviews, discussions, and news about computers, " .
11 . nporpamMMHOM o6ecneyeHnmn, 060pyAoBaHNM, NepUdEepHitHbIX YCTPORCTBAX, TEXHONOTUAX
Technology software, hardware, peripheral and computers
) 1 ycnyrax.
services.
Sites that offer advice on how to commit illegal or CaiiTbl, NpeanaratoLme coBeTbl M PEKOMEeHAALWUK N0 COBEPLUEHUIO NPOTUBOMPABHBIX UMK
criminal activities, or to avoid detection. These can  |[npecTynHbIX AEACTBMIA, @ Takke coaepxalime MHGOPMaLMIO O TOM, KaK CKPbITb criebl
12l|Criminal Activit include how to commit murder, build bombs, pick npectynnexus. Ha noaoBHbIX pecypcax MOXHO y3HaTb O TOM, Kak COBEpPLLNTL YOUHCTBO,
Y locks, etc. Also includes sites with information about |[cosaats 6omBy, B3nomaTh 3aMKu1 U T.4. B AaHHYHO KaTeropuio Takke BKIIOYEHbI CaiThbl O
illegal manipulation of electronic devices, hacking, HEe3aKOHHOM MCMOSb30BAHWM NEKTPOHHbLIX YCTPOMCTB, XakepcTBe, MOLLEHHUYECTBE U
fraud and illegal distribution of software. HE3aKOHHOM PacnpPOCTPaHEHNU NPOrPaMMHOr0 0BecneyeHus.
Sites that promote networking for interpersonal . .
) h ) ) CaiiTbl, CNOCOBCTBYIOLLME HATKMBAHWIO MEXSTUYHOCTHBIX OTHOLLEHUM, TaKUX Kak
. relationships such as dating and marriage. Includes M
13||Dating and Personals || ) > ) 3HaKoMCTBa 1 Bpak. Kateropua BritouaeT B cebA caiTbl AnA CBATOBCTBA, 3HAKOMCTB,
sites for match-making, online dating, spousal eCyPCbl, MPEANAralolLe SCKOPT-yCAyrH
introduction, escort services. pecypeel. np pT-yenyra.
Sites that contain downloadable software, whether o
. CailTbl, KOTOpblE CoAePKaT AOCTYMHOE ANA CKaYMBaHWA NPOrpaMMHOE oBecneyeHme.
14|[Download Sites shareware, freeware, or for a charge. Includes some .
peer-to-peer sites [laHHanA KaTeropus Tawkke BKIouaeT B cebs HekoTopble Peer-to-Peer caiThbl.




ID HassaHue Description OnwucaHue
Sites sponsored by educational institutions and o
. " . . CaliiTbl, Noafep1BaemMble yyebHbIMU 3aBEAEHUAMM 1 LLKONAMKU BCEX TUMOB, BKIOYas
schools of all types including distance education.
. ) .__|lancTaHumonHoe obyyenne. BrntoyaeT B cebn obLieobpasoBatesibHble U CNpaBoyHbIe
15||[Education Includes general educational and reference materials
. . " ) MaTepuanbl, Tak1e Kak crnoBapi, SHUMKIONEANU, MHTEPaKTUBHbIE KypChl, yyebHble
such as dictionaries, encyclopedias, online courses,
. ) ’ ) . noco6ua u MeToAMYECKUE MaTepuabi.
teaching aids and discussion guides
Sites containing programming guides to television, ||Ca¥iTbl, npeanaratoLy1e Nonb30BaTENO TeNeKaHasbl, KWHO, My3bIKy U BUAEO (B TOM YuCne
16|[Entertainment movies, music and video (including video on BMAEO Mo 3anpocy). Kateropua Tawke BrIto4aeT B ce6n canTbl 3HAMEHUTOCTEN U
demand), celebrity sites, and entertainment news. pasBriekatesibHble HOBOCTH.
Sites related to banking, finance, payment or o
: ] " I CaiiTbl, cBA3aHHbIE C 6aHKaMK, pUHAHCaMK, NNaTeXamMu MU MHBECTULMAMU. B kaTeropuio
investment, including banks, brokerages, online o .
) h BXOAAT MHTEPHET-pecypchl 6aHKOB, BPOKEPCKUX KOMMaHWA, NopTasbl ANA OHNaiH-
17||Finance stock trading, stock quotes, fund management, o
) ) T f TOproBnu Ha Bupxe. Ha AaHHbIX pecypcax Takke MOXHO y3HaTb KOTUPOBKM aKLi,
insurance companies, credit unions, credit card
: MHPopmauuo 06 ynpasneHnn GpoHAaMMU, CTPAXOBbIX KOMMAHWAX, KPeAUTHbIX Coto3ax U T.A.
companies, and so on.
Sites that offer or are related to online gambling, .
' ) ) co : CaliTbl, CBA3aHHbIE C a3aPTHLIMU UrPaMu, NOTEPEAMM, KA3UHO U BYKMEKEePCKUMU
18||Gambling lottery, casinos and betting agencies involving
areHTCTBaMM.
chance.
Sites relating to computer or other games, .
. . . ||CaiTel, cBA3AHHBLIE C KOMMLIOTEPHLIMK UK APYrMMK BUAAMK Urp. Pecypcel coaepxat
19||Games information about game producers, or how to obtain MHGOPMALMIO O PA3PABOTHNKAX WP, KOAAX H UMTAX
cheat codes. Game-related publication sites. ’
Sites run by governmental or military organizations, . .
L ) ; CaiiTbl, HAXOAALMECA B BEAEHWUW NPaBUTENbCTBEHHBIX UM BOEHHbIX OpraH13auui,
departments, or agencies, including police ~ o o
f BEJIOMCTB WU YUPEXAEHUIA, B TOM YMCSIE OTAENEHUI NONULMM, MOXAPHO! OXpaHbl,
20||Government departments, fire departments, customs bureaus, o o
- " ; TaMOXEHHbIX GHOPO, aBapuiiHbIX CYXO, rpaxaaHcKon 060poHLI, Cryx6 6opbObI ¢
emergency services, civil defense, counterterrorism
o ) TEPPOPU3MOM 1 BOMbHUL,.
organizations and hospitals.
Sites that promote a supremacist political agenda, o
. . MHTepHeT-pecypchl, NOCBALLEHHbIE BONPOCY NOOLLPEHUA YLLEMEHUA Npas NtioAen B
encouraging oppression of people or groups of M
21||Hate and Intolerance 3aBMCUMOCTM OT packl, penuruun, nona, BospacTa, UHBaSIMAHOCTU, CEKCyaribHOM

people based on their race, religion, gender, age,
disability, sexual orientation or nationality.

opueHTaumMun unmM HaunmoHanbHOCTH.

Sites containing information pertaining to health,

healthcare services, fitness and wellbeing, including

CailTbl, coaepxalime MHPOPMaLMIO, OTHOCALLYHOCA K NOAAEPXAHMIO 3[0POBbA,
MeANLMHCKUM yeryram, GUTHeCy 1 Bnarononyuunio. B AaHHYto KaTeropuio Takxe

22||Health and Medicine |[information about medical equipment, hospitals,
. - BK/HOUYEHbI MIHTEPHET-PECYPChI, CBA3aHHbIE C MeANLMHCKUM 000pyAoBaHUEM, BONbHULAMM,
drugstores, nursing, medicine, procedures, 2
- L anTekamu, CECTPMHCKUM AenoM, MEAULMHON, peLuenTaMu NekapcTs, 1 T.4.
prescription medications, etc
Sites with information on the purchase, manufacture, . .
) ) - CaiiTbl ¢ MHdOpMAaLWeit 0 NPUOOPETEHNH, MPOU3BOACTBE U UCMOSIb30BAHWUM HE3AKOHHBIX

and use of illegal or recreational drugs and their

23||lllegal Drug . : " UMK peKpeaLMoHHbLIX HAPKOTUKOB, a Takke 3MoynoTpedneHnn oTnyckaeMsIMK Mo pelenTy
paraphernalia, and misuse of prescription drugs and

nexkapcTBamu.
other compounds.
Sites containing job listings, career information, o o
. L CaliiTbl, COAepXaLlme CNUCKW BakaHCHI, OKasblBatoLLMe NMOMOLLb B MOUCKe paboTsl. B

assistance with job searches (such as resume 9

24(|Job Search N Lo . ||kaTeroputo BXOAAT MHTEPHET-PECYPChI areHTCTB NO TPYAOYCTPOWCTBY M PEKPYTUHIOBbIX
writing, interviewing tips, etc.), employment agencies o

KOMMaHWA.
or head hunters.
- Information on military branches, armed services, -

25|[Military L ) MHdopmMaLma 0 BOEHHbIX OpraHn3aLmax, BOEHHON UCTOPUM.

and military history.
Streaming Medla and Sites that deliver streaming content, such as Internet ||Gajirei, conepatime NOTOKOBBIA KOHTEHT, HAMPUMEP, MHTEPHET-PAZMO, UHTEPHET-

26 Downloags radio, Internet TV or MP3 and live or archived media | renesugenve unu MP3-live. KaTeropua Britouaet B ce6a pan- uiv opuuMansHeIe canTl
downlogq sites. Includes fan sites, or official sites run|yyswikanTos, rpynn nu sBykosanucLIBAIOLLMX KOMMAHMIA.
by musicians, bands, or record labels.
Sites covering news and current events such as

27|(News newspapers, newswire services, personalized news ||HoBOCTHble CaiiTbl: OHNARH-XypHasbl, HOBOCTHbIE JIEHTbI U T.A.
services, broadcasting sites, and magazines.

Non-profits and Sites devoted to clubs, communities, unions, and CaiTbl, NocBALLEHHbIE KyHam, CooBLLECTBaM, COHO3aM U HEKOMMEPUECKUM

28 NGOs non-profit organizations. Many of these groups exist |jopraHusaynam. 3HaunTeNnbHOE YACNO AaHHBIX CTPYKTYP CO3AaHbl B 06pasoBaTenbHbIX UK
for educational or charitable purposes. 61aroTBOPUTESbHBIX LiensX.
Sites that contain full or partial nudity that are not . .

) L . Pecypcbl, conepxatyme n3o6paxeHue YacTUUHOM UK NOMNHOW HaroTkl. Kateropua
. necessarily overtly sexual in intent. Includes sites M
29||Nudity BK/OYAET B cebn caiTbl, peknamupytoLLMe U NpoAaroLyue HikHee 6enbe, UHTUMHYH

that advertise or sell lingerie, intimate apparel, or
swimwear.

oAexAay UK KynanbHble KOCTHOMbI.




ID HassaHue Description OnwucaHue
Sites about or hosted by personal individuals,
30||Personal Sites including those hosted on commercial sites such as ||lepcoHanbHble caiTbl, CO3AaHHbIE OTAENbHBIMU MOABMMU UMK rpynnamMu nuL, 6roru.

Blogger, AOL, etc.

Sites that are used for deceptive or fraudulent
purposes (e.g. phishing), such as stealing financial or

CaliiTbl, KOTOpbIE UCMOSL3YIOTCA ANA 0OMaHa UK B MOLLEHHUYECKUX Lienax (Hanpumep,
ULLMHT), Tak1e Kak Kpaxu GUHAHCOBOW UNK APYroi MHdOPMaLUKM NOCPEACTBOM YYETHOM

31||Phishing and Fraud ||other user account information. These sites are most o o
. - L 3anncu nonb3osartena. OTW canThbl Yalle BCEro ABAITCA UCKYCHO BbIMOSHEHHOM
often designed to appear as legitimate sites in order NOAAENKOW NONYMAPHBLIX 3aKOHHBLIX PECYPCOB, YTO BBOAUT B 3abnyxaeHue nonb3oBatenen
to mislead users into entering their credentials ynAp Pecypcos, Y ’
Sites that promote political parties or political o o
. . . CaiTbl, NOCBALLEHHbIE MNOSIMTUYECKUM NapTUAM MM 3aHUMAIOLLMECA NMONUTUYECKON
advocacy, or provide information about political o
" I . o nponaraHAoi, a Tawkke nNpeaocTaBnAloLmMe MHPOpMaLMIo O rpynnax MHTepecos, BelBopax,
32||Politics parties, interest groups, elections, legislation or -
: ) ; 3aKoHOAaTeNbCTBe UK Bonpoce nob6uposaxusa. Kateropua BritouaeT B ce6n caiThbl,
lobbying. Also includes sites that offer legal
) / : KOTOpble NpeanaratoT CBeAeHUA O MpaBax M UX 3aluTe.
information and advice.
Sites that contain explicit sexual content. Includes CaliTbl, KOTOpble COAEPXAT KOHTEHT CeKcyarnbHOro coaepxaHua. Kateropus Brnovaet B
Pornogranhy/Sexuall adult products such as sex toys, CD-ROMs, and ce6n NPoAYKUMIO ANA B3POCTbIX, TAKYH KaK CEKC-UIPYLLIKW, KOMNAaKT-AUCKKU U BuAeo. CaiTbl
33 Epricﬁ pny 4 videos, adult services such as videoconferencing, 13 aHHOM rpynnbl NO3BONAIOT 3aKasblBaTb ACKOPT-YCYru, NOSTyYnTb CBEAEHUA O
escort services, and strip clubs, erotic stories and CTPUNTU3-KNyBax, NoYUTaTh IPOTUYECKUE pacCKadbl U TEKCTOBbIE OMUCAHWA NOMOBbLIX
textual descriptions of sexual acts. aKTOB.
Sites relating to commercial or residential real estate ||UHdpopmauus 06 apeHAae, NOKyNKe UNK NpoAaxe HEABMKUMOCTU UK 3eMESTbHbBIX
34||Real Estate services, including renting, purchasing, selling or yyacTkoB. PekoMeHaaumu no NoKymnKke unu Npoaaxe Xusbix NoMeLLeHnin. AreHTcTea
financing homes, offices, etc. HEeZBWKMMOCTH, YCIYTW N0 apenae, nepeesay, ynyULEHWO XUMALLHBIX YCITOBHA.
Sites that deal with faith, human spirituality or CaiTbl, NOCBALLEHHbIE BOMPOCY BEPbl, YENOBEUYECKOH AYXOBHOCTH U PESIUTMO3HLIM
35||Religion religious beliefs, including sites of churches, y6exaeHUAM, B TOM UMCIe CaiTbl LEePKBE, CUHAror, MeyeTen 1 Apyrx MOSIMTBEHHbIX
synagogues, mosques and other houses of worship. ||[nomoB.
Sites that list, review, promote or advertise food, o o
. ) - ; . CaitTbl, conepxallme Crucku, 0630pbl 3aBeAeH!it 06LIeCTBEHHOro nuTaHuA. Kateropus
Restaurants and dining or catering services. Includes sites for recipes M
36|~ . ) S . ) BK/OYaeT B ce6A CaiThl C peLenTamm, MHCTPYKUMAMM U COBETaMM, NPOAYKTaMU MUTaHWUA 1
Dining sites, cooking instruction and tips, food products, and
h ; coBeTamu no BbIGOpY BUHA.
wine advisors.
Sites enabling the searching of the Web, o
. : : - . CaliTbl, NO3BONAOLLME OCYLLECTBNATH MOUCK B UHTEPHETE MO HOBOCTAM, M306PaXKEHUAM,
Search Engines and |[newsgroups, images, directories, and other online M
37 ) . KaTtanoram v Apyrum BUAAM OHNaiH-KoHTeHTa. KaTteropus BritoyaeT B cebs noptansi 1
Portals content. Includes portal and directory sites such as .
. KaTanorv camToB, Tak1e Kak Besble/)KenTble CTpaHuLbl.
white/yellow pages.
Sites for online shopping, catalogs, online ordering,
- o ) MHTepHeT-MarasuHbl, Katanoru, ayKUMoHsl, peknamHble o6bABreHun. Kateropus He
. auctions, classified ads. Excludes shopping for o
38|[Shopping : : BK/OYaeT B cebn pecypchl, NOCBALLEHHbIE TOBapaM U ycnyram u3 Goree y3Kkux Kateropui,
products and services exclusively covered by
. TaKMX KaK 34paBooXpaHeHne u MeanLmnHa.
another category such as health & medecine.
Sites that enable social networking for online o o
. ) . . ) . . . CaliiTbl counarnbHbIX CeTei, Nonb3oBaTeny KOTOpbIX MOTyT o6LyaThbea,
39|[Social Networking communities of various topics, for friendship, dating, M .
) B3aWMOAeNCTBOBaTh, 0OMeHWBaTbCA COOBLLEHUAMM, darnnamm.
or professional reasons.
i Sites that have been promoted through spam .
40| Spam Sites techniques P gh sp CaiThbl, NPOABUXEHNE KOTOPBIX OCHOBAHO Ha MCMONb30BaHMM CNamM-PaCcChISIOK.
Sites relating to sports teams, fan clubs, scores and ||Ca¥Tbl KOMaHA KU CNOPTUBHBIX ACCOLMAaLMMA, MEXAYHAPOAHbIE U HALMOHANbHbIE,
41||Sports sports news. Relates to all sports, whether CrnopTuBHbIE KoNnemxu. Pecypcel, coaepxaliyue pesynbtaTbl U pacnucaHua urp,
professional or recreational. CNOPTMBHbIE XXypHAasbl U raseTbl, BAPTYasibHbIA CNOPT U CMOPTUBHbLIE JIUTH.
Sites that install unwanted software on a user's CaiiTbl, coAepxallme HexenaTenbHble NPorpamMmbl, aBTOMaTUUECKMU 3arpyaroLuecs 1
42| [Malware computer with the intent to make system changes or |lyctaHasnusatowymeca Ha MK nonb3osatene. Bupycbl BHOCAT U3MEHEHWUA B CUCTEMY W
enable third-party monitoring without the user's NO3BONAOT 3MOYMbILLIIEHHMKAM MONYYKUTb AaHHLIE C KOMMbIOTEpa 6e3 BeAoMa 1 cornacus
consent. ero snagenbua.
Promotion and facilitation of securities trading and .
- . CaiiTbl N0 TOpPro.re LeHHbIMKA Bymaramu 1 ynpasrneHua MHBECTULIMOHHBIMU aKTUBaMM.
I management of investment assets. Also includes o
43|[Stock trading ) ) ) L ) Tarke BKIOYAET MHGOPMALMIO O PUHAHCOBO-MHBECTULIMOHHON CTPATErnun, KOTUPOBKAaM U
information on financial investment strategies,
HOBOCTAM.
quotes, and news.
Sites that translate Web pages or phrases from one - o
. CaliTbl, Ha KOTOPbLIX BO3MOXEH OHMaNH-NepeBoa Be6-cTpaHuL Ha Apyrue A3biki. JaHHble
language to another. These sites bypass the proxy .
44||Translators pecypcbl MOTYT UCMOJIb30BATLCH ANA 06X0Aa 3aAaHHbIX OrPaHUYEHH, TaK Kak NpoCMoTP

server, presenting the risk that unauthorized content
may be accessed, similar to using an anonymizer

caiToB ocyulectenAetcA ¢ URL caiita oHnaiH-nepeBoaumka.




ID HassaHue Description OnwucaHue
Sites that provide travel and tourism information or
- . . - ABWaKOMMNaHWK, areHTcTBa No GPOHMPOBAHUIO aBUAGUNETOB, NNAHUPOBAHWE NOE3AOK,
online booking or travel services such as airlines,
45|[Travel : . npeABapuTesibHble 3aKkasbl, apeHAa TPaHCMOPTHBLIX CPEACTB, ONUCAHNA MECT HasHaYEeHuA,
accommodations, car rentals. Includes regional or
o - . peknama rocTUHMIL, U KasuHo.
city information sites.
Sites that contain images or text depicting or CaliiTbl, CoAepXaLlme M300paKeH!nA, TEKCTOBbIE ONUCaHKA 1 nponaraHay GU3nMyecKoro
46||Violence advocating physical assault against humans, HacHIMA NPOTMB NIOAEN, XKMBOTHBLIX UK opraHu3aumi\coobLyects. Kateropus BroyaeT B
animals, or institutions. Sites of a particularly ce6n pecypchl C UAMOCTPALMUAMM Y)KACOB NMPUPOAbI, @ TaKKe CalThl, CoaepKaLle
gruesome nature. Sites that contain profanity. HEHOPMAaTUBHYHO NTEKCHKY.
47|lWeapons Sites that depict, sell, review or describe guns and  ||CaiiTbl, coaepxalume n3o6paxeHns, 0630pbl M onucaHUs opyxua. B kateropum Tawke
P weapons, including for sport. BXOAAT UHTEPHET-MarasuHbl Opyaui 1 OPYXWA, B TOM YACTE ANA 3aHATMA CMOPTOM.
. Sites that enables users to send and receive email MopTasnsl, N03BONAOLME 3aBECTH COOBCTBEHHBIE MOYTOBLIE aKKAYHTbI ASIA HANUCaHWS,
48||Web-based Email

through a web-accessible email account.

YTEeHWA, OTNPaBKN U NOSTyYEeHUA BNIEKTPOHHbIX NUCEeM.

Sites that do not clearly fall into other categories, for

49||General CaiTbl, KOTOPbIE He NonaaaroT B TWe KaTeropuu, Hanpumep, nycTole Be6-CTpaHuLbl.
example, blank web pages ’ P A Apy pun. pumEp. ny parny
Sites relating to recreational activities and hobbies . -
. ) ) - CaiiTbl, CBA3AHHbIE C PEKPEaLMOHHOM AEATENbHOCTLIO U YBMEYEHUAMM, BKIOYAA Pecypchl,
. including zoos, public recreation centers, pools, -
Leisure and . . NOCBALLEHHbIE 300Mapkam, LieHTpamM OBLLEeCTBEHHOMO OTAbIXa, BacceiHam, napkam
50 ) amusement parks, and hobbies such as gardening,
Recreation . ; pasBneyeHnaM 1 xo60u, TakMM Kak CaA0BOACTBO, IUTEPATYPA, UCKYCCTBA U pemMecna,
literature, arts & crafts, home improvement, home o
. . [IOMaLLH1IA AEKop U T.A4.
décor, family, etc.
51 Online training and  ||Distance education, online courses, vocational JIcTaHUMOHHOE 0OpasoBaHue, OHNanH-Kypcbl, NPodpeccroHanbHoe obyyeHne,

tools

training, software training, skills training.

nporpamMmbl o()yquwﬂ, NOBbILLEHWUA KBaTMPUKALUK.

Legal websites, law firms, discussions and analysis

52||Legal ) CaiTbl topUANYECKUX PUPM, 0OCYKAEHUE U aHANTU3 FOPUANYECKUX BOMPOCOB.
9 of legal issues. pua PupM, yxa pua P
City guides and tourist information, including MyTeBoAUTENM W MHDOPMALUA ANA TYPUCTOB, B TOM YACIIE O PECTOPaHax U MECTHbIe
53||Local Information restaurants, area information and local points of ’

interest.

AOCTONPUMeEeYaTesibHOCTH.

Reference and
Research

Personal, professional, or educational reference
material, including online dictionaries, maps, library
catalogues and scientific information.

MpodeccroHanbHble MK 06pasoBaTenbHble CNPABOYHLIE MaTepUasbl, B TOM YUCTE
OHManH-CNoBapH, KapTbl, NEPEMUCH, anbMaHaxu, Katanoru 6UGIMOTeK, reHeanoruu, 1
Hay4HOW MHbOPMaL UK.

Technical or business
55|/forums and news
groups

Websites with discussions of user-generated content
related to business or technical development.

CaiTbl ¢ 06CYXAEHUAMM, OTHOCALLMMCA K AEMOBOM UM TEXHUYECKON TeMaThKam.

Technical information
and documentation

Websites that provide information on technical
information and documentation.

CaiiTbl, KOTOpble NPEAOCTaBNAT MHAOPMALMIO K TEXUYECKON AOKYMEHTaLWHN 1
MHpOopMaL K.

57||Personal Storage

Websites that allow the uploading of files for remote
data storage.

CailTbl, KOTOPble NO3BOMAIOT 3arpyxatb Gaisibl U pe3epBHble KOMUKU ANA yAANEHHOTO
XPaHeH!A AaHHbIX.

CDNs

Content distribution networks

Cetn npeaoctaBfieHUA KOHTeHTa

5!

©

Profanity

Websites which contain excessive use of profanity or
obscenities.

CaiTbl, coaepxallme HeLeH3yPHYHO NEKCHUKY

Professional social

The subset of social networking websites which

MoaMHOXeCTBO BeG-CaliTOB CoLManbHbIX CETEN, KOTOPOe BKIoUaeT B ce6n KOHTEHT,

60 includes content intended exclusively for businesses M
networks . npeaHasHauYeHHbIM UCKITIOUUTENBHO Anst BuaHeca 1 NPogpeCccMoHarnoB.

or professionals.
Sites that manage networks of bots through o

61||Botnets CaliiTbl, KOTOpbIE YNPaBAAOT CeTAMU BOTOB Yepes KOMaHAHO-KOHTPOSbHbIE LeHTPbI.
command-and-control centers.
Sites relating to non-traditional religious practice o . o . .

- - ) CailTbl, CBA3aHHLIE C HETPAANLUOHHON PENUIMO3HON MPaKTUKOM, 0BBIYHO Ha3biBaeMow

typically known as cults, that is, considered to be KynbTamu. MoA06HbIE ABUXEHWUA CUMTAOTCH JTOKHBIMU, HEOPTOAOKCANbHBIMU

62|(Cults false, unorthodox, extremist, or coercive, with y ) ’ ’

members often living under the direction of a
charismatic leader.

OKCTPEMUCTCKUMU. UneHbl KyNbTOB 3a4aCTyHO XXMBYT NOA PYKOBOACTBOM XapH3maTU4ECKOro
nuaepa.




ID HassaHue Description OnwucaHue
Sites concerning fashion, jewelry, glamour, beauty, o
; ) : CaliiTbl 0 MOAE, IOBENMUPHBIX U3AENUAX, rMamype, KpacoTe, MoAenbHOM BusHece,
. modeling, cosmetics or related products or services.
63||Fashion and Beauty ; - KOCMETHKE UMK CBA3AHHbLIX CO BCEM NEePeUnCieHHbIM ToBapax uiu ycnyrax. Briovaet
Includes product reviews, comparisons, and general
; : 0T3bIBbI, CPABHEHUS, a TaKke 006LLYI0 MHDOPMAaLMIO, NoNesHyto NnoTpeduTento.
consumer information.
. Sites that allow people to send and receive greeting o
64|(|Greeting cards CaliiTbl, KOTOpbIe NO3BONAOT NOAAM MONYYaTh U OTNPABATL NO3APABUTENbHBLIE OTKPBITKU.
cards and postcards.
Sites that promote or give advice about how to gain o

. . CaliTbl, KOTOpbIe CNOCOBCTBYIOT UMM COAEPXKAT PEKOMEHAALIMU O TOM, KaK Mony4uTb

unauthorized access to proprietary computer ~
. T . HECaHKLIMOHUPOBAHHbIH JOCTYN K KOMMbIOTEPHBLIM CUCTEMAM C LIeNbto Kpaku MHOpMAaLnK,
65||Hacking systems, for the purpose of stealing information, o -

. ; ) o COBepLLEHNA MOLLEHHUYECKUX AENCTBUI, COBEThI N0 CO3AaHUI0 BUPYCOB UMK COBEPLLEHUIO
perpetrating fraud, creating viruses, or committing IPYr1X BUAOB HE3aKOHHOW AEATENbHOCTH, CBA3AHHON C Kpaxkei LdpoBoit MHdopMaLMn
other illegal activity related to theft of digital inform Py ’ P unep pMaLHA.

56 Cryptocurrency Sites that use cryptocurrency mining technology CaliTbl, KOTOPbIE UCMOSL3YIOT TEXHOMIOTMKM MaiHUHIa KpUNTOBaNOT 6e3 paspeLueHns
Mining without user permission. nonb3oBaTens.
Sites that illegally distribute software or copyrighted ||CaiTbl, KOTOpble HE3aKOHHO PACMPOCTPAHAIT NPOrpaMMHoe obecneyeHne unu
67||lllegal Software materials such as movies or music, software cracks, ||3aLuLiEHHbIE aBTOPCKUM NPaBOM MaTepuasbl, Takne Kak GUnbMbl, My3blka, He3aKoHHbIe
illicit serial numbers, illegal license key generators. ||cepuitHble HOMepa, reHepaTophbl KITHOYEeN.
s8llimage Sharin Sites that host digital photographs and images, MopTansl AnA pasMeLleHna LndpoBbIx GpoTorpadmii U n300paxeHni, GoToanb6oMbl 1
9 9 online photo albums and digital photo exchanges. HOTOOBMEHHUKM.
Sites that provide legitimate information about data o -
) . o f . e CaiThbl, KOTOPbIE NPEAOCTaBNAT MHPOPMALMIO O 3aKOHHOM 3aLuTe AaHHbIX, B TOM YKCHe
69|(Information Security |[protection, including newly discovered vulnerabilities
0 HOBbIX yrpo3ax v cnocobax 6opbObl C HUMK.
and how to block them
Sites that enable logging in to instant messaging CaliTbl, KOTOpble NO3BONAIOT CO3AaBaTh U UCMOMNb30BaTh akkayHT B cryx6ax obmeHa
70|[Instant Messaging services such as ICQ, AOL Instant Messenger, IRC, |[MrHoBeHHbIMM cooBLyeHnAMK, Takux kak ICQ, AOL Instant Messenger, IRC, MSN, Jabber,
MSN, Jabber, Yahoo Messenger, and the like 'Yahoo Messenger, v T.n.
71||Network Errors Sites that do not resolve to any IP address. CaliTbl, KOTOPEIM He NpuceoeH IP-aapec.
. . . ) K napkoBaHHbIM AomeHam oTHocATcA URL-aapeca ¢ orpaHMYeHHBIM KOHTEHTOM, KOHEYHblIe
Sites that are inactive, typically reserved for later o
. ; TOUKM NepexoAa C pPeKnnamHbix 06bABEHN. MoA0BHbIE pecypChbl MOTYT NPUHOCHUTL
. use. They most often do not contain their own -
72||Parked Domains . N o Npu1BbInb, HO, KaK NPaBuo, He HecyT B cebe NosesHo AN nonb3osartens UHdopMaLnK.
content, may simply say "under construction, .
N ’ - : . KaTeropwus Takke BritoyaeT B ceds canThl, HAXOAALIMECH Ha PEKOHCTPYKL UM, Narku 1
purchase this domain," or display advertisements. 6
a30Bble CTpaHULbl BeG-cepBepos.
73lPeer-to-Peer Sites that enable direct exchange of files between CalTbl, KOTOpbIE NMO3BOMNAKOT OCYLLECTBNATL NPAMOi 0OMeH dainamu Mexay
users without dependence on a central server. nonb3oBaTenAaMU BHE 3aBUCUMOCTH OT LEHTPanbHOro cepeepa.
Sites that are private IP addresses as defined in RFC
1918, that is, hosts that do not require access to
. hosts in other enterprises (or require just limited
74||Private IP Addresses P ( q ! X BrkntouaeT Habopbl IP-aapecos, onpeaenerHblie B RFC 1918.
access) and whose |IP address may be ambiguous
between enterprises but are well defined within a
certain enterprise.
Sites that promote unethical practices such as o
' . o L CaliiTbl C OTBETaMM Ha PasSIMyHbIE LLKOSIbHBLIE TECTBI, HAMUCAHHLIMK 3cce, pedepaTamu,
75|[School Cheating cheating or plagiarism by providing test answers,
) MCCEeA0BaTENLCKAMM I KypCOBLIMU padoTamu.
written essays, research papers, or term papers.
Sites relating to sex education, including subjects o
: . ||CaitTbl, cBA3AHHBIE C CEKCyasibHBIM 0Bpa3oBaHWeM, BKIOUaA Takue TeMbl, KaK YBaKEHUE K
. such as respect for partner, abortion, gay and lesbian .
76/|Sex Education . . d naptHepy, abopThl, GUCEKcyasnbHbIi 06pas }U3HW, NPOTUBO3aYATOUHbIE CPEACTBA,
lifestyle, contraceptives, sexually transmitted
) 3aboneBaHvn, nepeaasaemble NosioBbIM NyTeM U 6epeMEHHOCTb.
diseases, and pregnancy.
Sites with offensive or tasteless content such as . " " -
. ) CailTbl C OCKOPGUTENBHBLIM KOHTEHTOM, TAKOro POAA Kak FoMOp "HWxe noAca”, YKacHbIi
bathroom humor, or gruesome or even frightening °
77||Tasteless . - . UK f@xe NyratoLuin KOHTEHT, LOKUPYHIOLLME M30BPaKEHUS KPOBU, PaH UK XKECTOKOMO
content such as shocking depictions of blood or
A 06paLLeHns C KUBOTHBLIMU.
wounds, or cruel animal treatment.
) Sites that portray or discuss children in sexual or CaiiTbl, coaepxatume poTorpaduu, UNMOCTPUPYIOLLME Crydam XECTOKOro obpalleHus ¢
78||Child Abuse Images P y Aspraume ¢ pag pupytow Y pau
other abusive acts NEeTbMU.
Gay, Lesbian or Web pages that cater to or discuss the gay, lesbian, o
79 CaliiTbl, coAepxalyme maTepuansl o resx, necouaHKax, TpaHcreHaepax.

Bisexual

bisexual or transgender lifestyle.




HasBaHue

Description

OnucaHue

Literature and Books

Web pages for published writings including fiction
and non-fiction novels, poems and biographies.

CaiiTbl, cofepxalime ony6IMKoBaHHble KHUMM, HOBENIbI, PACCKasbl, BKItoYaa haHTacTuky,
6uorpadpum.

81|[Nutrition and Diet

Web pages on losing weight and eating healthy, diet
plans, weight loss programs and food allergies.

Caiitbl, noceALeHHble NpaBUNbHOMY NUTaHUIO, CHUXEHUIO Beca, AneTam.

Web pages with information or products and services

82||Pets and Animals for pets and other animals including birds, fish, and |[CaiiTbl, nocBALEHHbIE NPOAYKTaM 1 cepBucaM ANA AOMALLHUX U APYTUX XKUBOTHbIX.
insects.
s4llUpdates All sites with software updates, OS updates, security |[CaiTbl 06HOBEHMI NPOrpaMMHOro o6ecrneyeHus, 0GHOBIEHWI ONepaLMOHHbLIX CUCTEM,
P updates. 06HOBNEHWI
Sites with low reputational risk. Web sites with no CanTbl C HU3KUM pernyTauUOHHBIM PUCKOM. Kak npaBuio aTo caiThl, He UMetoLLue
97||Reputation: Low risk ||known security risks, but belonging to categories of |[3BeCTHbIX yA3BUMOCTEN, HO OTHOCALLMECA K KATErOPUAM, FAe PUCK HapyLUeHNA
sites that may be a risk. 6e30MacHOCTH BO3MOXEH.
Reputation: Medium Sites with medium reputational risk. Web sites that  ||CaitTbl co cpeaHUM penyTaLUOHHLIM PUCKOM. Kak NpaBuso 3To caiTbl, KOTOpble MOryT
98| riskp ’ may be harmless, but belong to categories of sites  ||coaepxatb yA3BUMOCTH M OTHOCALLMECA K KATErOPUAM, rAe PUCK HapyLUEHWA
that could harm your computer. 6e30MacHOCTH BO3MOXEH.
Sites with high reputational risk. Web sites that are

99||Reputation: High risk

confirmed to be a security risk.

CaiTbl C BLICOKMM penyTauMoHHbIM PUCKOM. CaiTbl C M3BECTHBIMU YA3BUMOCTAMM.
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	block_invalid_cert Блокирование сайтов с некорректными сертификатами. Действительно только для правил инспектирования SSL.  Синтаксис:  InvalidCertificate ::= block_invalid_cert '(' boolean ')'  boolean ::= yes | no | true | false   check_revoc_cert Проверка по списку отозванных сертификатов. Действительно только для правил инспектирования SSL.  Синтаксис:  ChekRevocation ::= check_revoc_cert '(' boolean ')'  boolean ::= yes | no | true | false   block_expired_cert Блокировка сертификатов с истекшим сроком действия. Действительно только для правил инспектирования SSL.  Синтаксис:  ExpiredCertificate ::= block_expired_cert '(' boolean ')'  boolean ::= yes | no | true | false   block_self_signed_cert Блокировка самоподписанных сертификатов. Действительно только для правил инспектирования SSL.  Синтаксис:  SelfSignedCertificate ::= block_self_signed_cert '(' boolean ')'  boolean ::= yes | no | true | false   ssl_profile Профиль SSL. Действительно только для правил инспектирования SSL, reverse-прокси, веб-портала.  Синтаксис:  SslProfile ::= ssl_profile '(' string | word ')'   ssl_forward_profile Профиль пересылки SSL. Действительно только для правил инспектирования SSL.  Синтаксис:  SslForwardProfile ::= ssl_forward_profile '(' string | word ')'  profile_id ::= integer   Свойства правил пропускной способности  bandwidth_pool Полоса пропускания. Действительно только для правил пропускной способности.  Синтаксис:  BandwidthPool ::= bandwidth_pool '(' bandwidth ')'  bandwidth ::= "100 Kbps" | "512 kbps" | "1 Mbps" | "2 Mbps" | "5 Mbps" | "10 Mbps" | "20 Mbps" | "50 Mbps" | "100 Mbps"  Пример:  scenario = "Сценарий обнаружения torrent" bandwidth_pool("1 Mbps") enable(true) name("Пропускная способность torrent")  Свойства правил защиты почтового трафика  mark Маркировка. Текст тега, который маркирует письмо. Действительно только для правил защиты почтового трафика.  Синтаксис:  Mark ::= mark '(' string | word ')'   mark_hdr Заголовок. Поле, куда помещается тег маркировки. Действительно только для правил защиты почтового трафика.  Синтаксис:  MarkHeader ::= mark_hdr '(' word ')'   antispam_kav Проверка антиспамом. Действительно только для правил защиты почтового трафика.  Синтаксис:  AntispamKav ::= antispam_kav '(' boolean ')'  boolean ::= yes | no | true | false   antispam_usergate Проверка антиспамом UserGate. Действительно только для правил защиты почтового трафика.  Синтаксис:  AntispamUsergate ::= antispam_usergate '(' boolean ')'  boolean ::= yes | no | true | false  Пример:  DENY("with error") envelop_to = UserGate antispam_usergate(yes)  dnsbl DNSBL-проверка (только SMTP). Действительно только для правил защиты почтового трафика.  Синтаксис:  DNSBLacklistCheck ::= dnsbl '(' boolean ')'  boolean ::= yes | no | true | false  Пример:  DENY service = SMTP dnsbl(yes)  Свойства правил NAT и маршрутизации  target_ip Адрес назначения DNAT, если задано действие dnat или port_mapping.  Новая IP-сеть/маска, если задано действие netmap.   Действительно только для правил NAT и маршрутизации.  Синтаксис:  TargetIp ::= target_ip '(' ipv4 | ipv4_with_mask ')'  Пример:  PASS target_ip("192.168.1.20") dnat  target_snat Включение SNAT. При включении данной опции UserGate будет изменять адрес источника в пакетах из внешней сети на свой IP-адрес.  Действительно только для правил NAT и маршрутизации.  Синтаксис:  TargetSnat ::= target_snat '(' boolean ')'  boolean ::= yes | no | true | false   snat_target_ip SNAT IP (внешний адрес). Явно указывает IP-адрес, на который будет заменен адрес источника при подмене адресов пакетов.  Действительно только для правил NAT и маршрутизации.  Синтаксис:  SnatTargetIp ::= snat_target_ip '(' ip_address ')'   port_map Порт-форвардинг. Переопределение портов публикуемых сервисов. Действительно только для правил NAT и маршрутизации.  Синтаксис:  PortMap ::= port_map '(' protocol, port_from, port_to ')'  protocol ::= tcp | udp | smtp | smpts  port_from ::= integer  port_to ::= integer  port_from — номер TCP/UDP-порта, на который пользователи шлют запросы; port_to — номер TCP/UDP-порта, на который будут пересылаться запросы пользователей на внутренний публикуемый сервер.   direction Направление подмены сетей. Действительно только для правил NAT и маршрутизации.  Синтаксис:  Direction ::= direction '(' input | ouput ')'  input — входящий, подменяется IP-сеть назначения. Будут изменены IP-адреса назначения в трафике; ouput — исходящий, подменяется IP-сеть источника. Будут изменены IP-адреса источника в трафике.   Свойства правил DNS-прокси  dns_server Список IP-адресов DNS-серверов. Действительно только для правил DNS-прокси.  Синтаксис:  DnsServer ::= dns_server '(' ip_address | ip_address_list ')'   Свойства правил reverse-прокси  cert_auth_enabled Аутентификация по сертификату. Действительно только для правил Reverse-прокси.  Синтаксис:  CertAuthEnabled ::= cert_auth_enabled '(' boolean ')'  boolean ::= yes | no | true | false   is_https Включение поддержки HTTPS. Действительно только для правил Reverse-прокси.  Синтаксис:  IsHttps ::= is_https '(' boolean ')'  boolean ::= yes | no | true | false   rewrite_path Подмена путей. Действительно только для правил Reverse-прокси.  Синтаксис:  RewritePath ::= rewrite_path '(' path_from, path_to ')'  path_from — изменить с (домен и/или путь URL, которые требуется изменить); path_to — изменить на (домен и/или путь URL, на которые требуется заменить старые).   waf_profile Профиль WAF. Действительно только для правил Reverse-прокси.  Синтаксис:  WafProfile ::= waf_profile '(' string | word | list ')'   Свойства правил веб-портала  icon Иконка, которая будет отображаться на веб-портале для данной закладки. Действительно только для правил веб-портала.  Синтаксис:  Icon ::= icon '(' string | word ')'   additional_url Вспомогательные URL, необходимые для работы основного URL, но которые нет необходимости публиковать для пользователей.  Действительно только для правил веб-портала.  Синтаксис:  AdditionalUrl ::= additional_url '(' string | word | list ')'   rdp_check_session_alive Проверка авторизации для RDP-сессий. Действительно только для правил веб-портала.  Синтаксис:  RdpCheckSessionAlive ::= rdp_check_session_alive '(' boolean ')'  boolean ::= yes | no | true | false   transparent_auth Включение прозрачной аутентификации пользователя. Действительно только для правил веб-портала.  Синтаксис:  TansparentAuth ::= transparent_auth '(' boolean ')'  boolean ::= yes | no | true | false   Свойства правил веб-безопасности (Safe browsing)  enable_adblock Блокировка рекламы.  Синтаксис:  EnableAdblock ::= enable_adblock '(' boolean ')'  boolean ::= yes | no | true | false   url_list_exclusions URL-список сайтов исключений, для которых блокировать рекламу не требуется.  Синтаксис:  UrlListExclusions ::= url_list_exclusions '(' list_libs ')'  list_libs :: = lib_name ','' list_libs  lib_name ::= word | string   enable_injector Позволяет вставить произвольный код во все веб-страницы.  Синтаксис:  EnableInjector ::= enable_injector '(' boolean ')'  boolean ::= yes | no | true | false   custom_injector Код инжектора.  Синтаксис:  СustomInjector ::= custom_injector '(' string ')'   safe_search Функция безопасного поиска.  Синтаксис:  SafeSearch ::= safe_search '(' boolean ')'  boolean ::= yes | no | true | false   search_history_logging Запись в журнал поисковых запросов пользователей.  Синтаксис:  SearchHistoryLogging ::= search_history_logging '(' boolean ')'  boolean ::= yes | no | true | false   social_sites_block Блокировка приложения в популярных социальных сетях.  Синтаксис:  SocialSitesBlock ::= social_sites_block '(' boolean ')'  boolean ::= yes | no | true | false   Свойства BYOD  max_device_number Максимальное количество устройств, с которых пользователь может получать доступ в сеть. Действительно только для правил BYOD.  Синтаксис:  MaxDeviceNumber ::= max_device_number '(' integer ')'   max_active_device_number Максимальное количество устройств, с которых пользователь одновременно может получать доступ в сеть. Действительно только для правил BYOD.  Синтаксис:  MaxActiveDeviceNumber ::= max_active_device_number '(' integer ')'   device_type Тип устройств, для которых применяется данное правило политики BYOD. Действительно только для правил BYOD.  Синтаксис:  DeviceType ::= device_type '(' word | string |  list ')'   approving_required Подтверждение администратора. Действительно только для правил BYOD.  Синтаксис:  ApprovingRequired ::= approving_required '(' boolean ')'  boolean ::= yes | no | true | false   Свойства инспектирования SSH  block_ssh_shell Блокировка удалённого запуска shell. Действительно только для правил инспектирования SSH.  Синтаксис:  BlockSshShell ::= block_ssh_shell '(' boolean ')'  boolean ::= yes | no | true | false   block_ssh_exec Блокировка удалённого выполнения команд по SSH. Действительно только для правил инспектирования SSH.  Синтаксис:  BlockSshExec ::= block_ssh_exec '(' boolean ')'  boolean ::= yes | no | true | false   block_sftp Блокировка соединения SFTP (Secure File Transfer Protocol). Действительно только для правил инспектирования SSH.  Синтаксис:  BlockSftp ::= block_sftp '(' boolean ')'  boolean ::= yes | no | true | false   ssh_command Команда linux, которую требуется передать, в формате ssh user@host 'command'.  Действительно только для правил инспектирования SSH.  Синтаксис:  SshCommand ::= ssh_command '(' string ')'   Свойства правил VPN-сервера  auth_profile Профиль аутентификации. Действительно только для правил VPN-сервера.  Синтаксис:  AuthProfile ::= auth_profile '(' string | word ')'   vpn_network Сеть VPN. Действительно только для правил VPN-сервера.  Синтаксис:  VpnNetwork ::= vpn_network '(' string ')'   interface Интерфейс VPN. Действительно только для правил VPN-сервера и VPN-клиента.  Синтаксис:  Interface ::= interface '(' word ')'   Свойства правил VPN-клиента  server_address IP-адрес сервера. Действительно только для правил VPN-клиента.  Синтаксис:  ServerAddress ::= server_address '(' ip_address ')'   password Пароль. Действительно только для правил VPN-клиента.  Синтаксис:  Password ::= password '(' word ')'   last_error Последняя ошибка VPN. Информационное поле, недоступное для редактирования. Действительно только для правил VPN-клиента.  Синтаксис:  LastError ::= last_error '(' string ')'   connection_time Время соединения. Информационное поле, недоступное для редактирования. Действительно только для правил VPN-клиента.  Синтаксис:  ConnectionTime ::= connection_time '(' word ')'   status Статус. Информационное поле, недоступное для редактирования. Действительно только для правил VPN-клиента.  Синтаксис:  Status ::= status '(' string ')'   Свойства правил сценариев  trigger Тип срабатывания сценария. Действительно только для правил сценариев.  Синтаксис:  Trigger ::= trigger '(' trigger_type ')'  trigger_type ::= all_users | one_user   duration Продолжительность. Время в минутах, в течение которого сценарий будет активным после его активации. Действительно только для правил сценариев.  Синтаксис:  Duration ::= duration '(' integer ')'   operation_mode Сценарий срабатывает при совпадении одного или всех условий.  Синтаксис:  OperationMode ::= operation_mode '(' mode ')'  mode ::= all | any   Свойства условий сценария  scond_type Тип условий сценария. Действительно только для условий сценария.  Синтаксис:  SCondType ::= scond_type '(' type ')'  SCondType ::= scond_type '(' type ')'   count_interval Количество срабатываний. Действительно только для условий сценария "Категория URL" (url_category), "Приложение" (app), "Тип контента" (mime_type) и "Проверка состояния" (health_check).  Синтаксис:  CountInterval ::= count_interval '(' integer ')'   max_event_count Интервал времени в минутах, за который было обнаружено count_interval срабатываний. Действительно только для условий сценария "Категория URL" (url_category), "Приложение" (app), "Тип контента" (mime_type) и "Проверка состояния" (health_check).  Синтаксис:  MaxEventCount ::= max_event_count '(' integer ')'   packet_size Размер пакета. Размер пакета в трафике пользователя превысил указанное значение. Действительно только для условий сценария "Размер пакета" (net_packet_size).  Синтаксис:  PacketSize ::= packet_size '(' size ')'  size ::= integer | integer KB | integer MB | integer GB  64 — размер в байтах; 2MB — размер в мегабайтах.   traffic_limit Объем трафика. Действительно только для условий сценария "Ограничение трафика" (traffic).  Синтаксис:  TrafficLimit ::= traffic_limit '(' size ')'  size ::= integer | integer KB | integer MB | integer GB   period Период времени. Действительно только для условий сценария "Ограничение трафика" (traffic).  Синтаксис:  Period ::= period '(' time_period ')'  time_period ::= minute | hour | day | week | month   ips_tl Уровень угрозы СОВ. Действительно только для условий сценария "СОВ" (ips).  Синтаксис:  IpsTl ::= ips_tl '(' level ')'  level ::= integer | very_low | low | medium | high | very_high  ips_tl(2) scond_type(ips); ips_tl(low) scond_type(ips).   health_check_method Метод проверки. Действительно только для условий сценария "Проверка состояния" (health_check).  Синтаксис:  CheckMethod ::= health_check_method '(' method ')'  method ::= ping | dns | get   health_result Результат. Действительно только для условий сценария "Проверка состояния" (health_check).  Синтаксис:  esult ::= health_result '(' result ')'  result ::= positive | negative   health_request_timeout Тайм-аут подключения (сек). Действительно только для условий сценария "Проверка состояния" (health_check).  Синтаксис:  RequestTimeout ::= health_request_timeout '(' integer ')'   health_answer_timeout Тайм-аут ответа (сек). Действительно только для условий сценария "Проверка состояния" (health_check), "Метод проверки HTTP GET" (get).  Синтаксис:  ut ::= health_answer_timeout '(' integer ')'   health_type_request Тип DNS-запроса. Действительно только для условий сценария "Проверка состояния" (health_check), "метод проверки DNS" (dns).  Синтаксис:  TypeRequest ::= health_type_request '(' type_name ')'  type_name ::= word | string   Свойства правил балансировки нагрузки  scheduler Метод балансировки. Действительно только для правил балансировки нагрузки TCP/UDP.  Синтаксис:  Scheduler ::= scheduler '(' balancing_type ')'  balancing_type ::= wrr | rr | lc | wlc  wrr — Weighted round robin;  rr — Round robin;  lc — Least connections;  wlc — Weighted least connections.   real_server Реальные серверы. Действительно только для правил балансировки нагрузки TCP/UDP.  Синтаксис:  RealServer ::= real_server '(' mode, ipv4[:port], weight ')'  mode ::= gate | masq | masq_snat  port ::= integer  weight ::= integer  gate — шлюз;  masq — маскарадинг;  masq_snat — маскарадинг с подменой IP-адреса источника (SNAT).  Пример:  OK \         url.address = 172.168.13.100 \         url.port = 10000 \         service = tcp \         scheduler(wlc) \         real_server(masq_snat, 172.168.13.11:10000, 50) \         ipvs_fallback(gate, 172.168.13.12)         monitor_kind(ping) \         monitor_interval(60) \         monitor_timeout(60) \         monitor_failurecount(10) \         enabled(true) \         name("TCP/UPD load balancing")  ipvs_fallback Аварийный режим сервера. Действительно только для правил балансировки нагрузки TCP/UDP.  Синтаксис:  IpvsFallback ::= ipvs_fallback '(' mode, ipv4[:port] ')'  mode ::= gate | masq | masq_snat  port ::= integer   monitor_kind Режим. Действительно только для правил балансировки нагрузки TCP/UDP.  Синтаксис:  MonitorKind ::= monitor_kind '(' kind ')'  kind ::= ping | connect | negotiate   monitor_service Сервис. Действительно только для правил балансировки нагрузки TCP/UDP.  Синтаксис:  MonitorService ::= monitor_service '(' service ')'  service ::= http | dns   monitor_request Запрос. Действительно только для правил балансировки нагрузки TCP/UDP.  Синтаксис:  MonitorRequest ::= monitor_request '(' string ')'   monitor_response Ожидаемый ответ. Действительно только для правил балансировки нагрузки TCP/UDP.  Синтаксис:  MonitorResponse ::= monitor_response '(' string ')'   monitor_interval Интервал проверки. Действительно только для правил балансировки нагрузки TCP/UDP.  Синтаксис:  MonitorInterval ::= monitor_interval '(' integer ')'   monitor_timeout Время ожидания. Действительно только для правил балансировки нагрузки TCP/UDP.  Синтаксис:  MonitorTimeout ::= monitor_timeout '(' integer ')'   monitor_failurecount Число неудачных попыток. Действительно только для правил балансировки нагрузки TCP/UDP.  Синтаксис:  MonitorFailurecount ::= monitor_failurecount '(' integer ')'
	max_device_number Максимальное количество устройств, с которых пользователь может получать доступ в сеть. Действительно только для правил BYOD.  Синтаксис:  MaxDeviceNumber ::= max_device_number '(' integer ')'   max_active_device_number Максимальное количество устройств, с которых пользователь одновременно может получать доступ в сеть. Действительно только для правил BYOD.  Синтаксис:  MaxActiveDeviceNumber ::= max_active_device_number '(' integer ')'   device_type Тип устройств, для которых применяется данное правило политики BYOD. Действительно только для правил BYOD.  Синтаксис:  DeviceType ::= device_type '(' word | string |  list ')'   approving_required Подтверждение администратора. Действительно только для правил BYOD.  Синтаксис:  ApprovingRequired ::= approving_required '(' boolean ')'  boolean ::= yes | no | true | false   Свойства инспектирования SSH  block_ssh_shell Блокировка удалённого запуска shell. Действительно только для правил инспектирования SSH.  Синтаксис:  BlockSshShell ::= block_ssh_shell '(' boolean ')'  boolean ::= yes | no | true | false   block_ssh_exec Блокировка удалённого выполнения команд по SSH. Действительно только для правил инспектирования SSH.  Синтаксис:  BlockSshExec ::= block_ssh_exec '(' boolean ')'  boolean ::= yes | no | true | false   block_sftp Блокировка соединения SFTP (Secure File Transfer Protocol). Действительно только для правил инспектирования SSH.  Синтаксис:  BlockSftp ::= block_sftp '(' boolean ')'  boolean ::= yes | no | true | false   ssh_command Команда linux, которую требуется передать, в формате ssh user@host 'command'.  Действительно только для правил инспектирования SSH.  Синтаксис:  SshCommand ::= ssh_command '(' string ')'   Свойства правил VPN-сервера  auth_profile Профиль аутентификации. Действительно только для правил VPN-сервера.  Синтаксис:  AuthProfile ::= auth_profile '(' string | word ')'   vpn_network Сеть VPN. Действительно только для правил VPN-сервера.  Синтаксис:  VpnNetwork ::= vpn_network '(' string ')'   interface Интерфейс VPN. Действительно только для правил VPN-сервера и VPN-клиента.  Синтаксис:  Interface ::= interface '(' word ')'   Свойства правил VPN-клиента  server_address IP-адрес сервера. Действительно только для правил VPN-клиента.  Синтаксис:  ServerAddress ::= server_address '(' ip_address ')'   password Пароль. Действительно только для правил VPN-клиента.  Синтаксис:  Password ::= password '(' word ')'   last_error Последняя ошибка VPN. Информационное поле, недоступное для редактирования. Действительно только для правил VPN-клиента.  Синтаксис:  LastError ::= last_error '(' string ')'   connection_time Время соединения. Информационное поле, недоступное для редактирования. Действительно только для правил VPN-клиента.  Синтаксис:  ConnectionTime ::= connection_time '(' word ')'   status Статус. Информационное поле, недоступное для редактирования. Действительно только для правил VPN-клиента.  Синтаксис:  Status ::= status '(' string ')'   Свойства правил сценариев  trigger Тип срабатывания сценария. Действительно только для правил сценариев.  Синтаксис:  Trigger ::= trigger '(' trigger_type ')'  trigger_type ::= all_users | one_user   duration Продолжительность. Время в минутах, в течение которого сценарий будет активным после его активации. Действительно только для правил сценариев.  Синтаксис:  Duration ::= duration '(' integer ')'   operation_mode Сценарий срабатывает при совпадении одного или всех условий.  Синтаксис:  OperationMode ::= operation_mode '(' mode ')'  mode ::= all | any   Свойства условий сценария  scond_type Тип условий сценария. Действительно только для условий сценария.  Синтаксис:  SCondType ::= scond_type '(' type ')'  SCondType ::= scond_type '(' type ')'   count_interval Количество срабатываний. Действительно только для условий сценария "Категория URL" (url_category), "Приложение" (app), "Тип контента" (mime_type) и "Проверка состояния" (health_check).  Синтаксис:  CountInterval ::= count_interval '(' integer ')'   max_event_count Интервал времени в минутах, за который было обнаружено count_interval срабатываний. Действительно только для условий сценария "Категория URL" (url_category), "Приложение" (app), "Тип контента" (mime_type) и "Проверка состояния" (health_check).  Синтаксис:  MaxEventCount ::= max_event_count '(' integer ')'   packet_size Размер пакета. Размер пакета в трафике пользователя превысил указанное значение. Действительно только для условий сценария "Размер пакета" (net_packet_size).  Синтаксис:  PacketSize ::= packet_size '(' size ')'  size ::= integer | integer KB | integer MB | integer GB  64 — размер в байтах; 2MB — размер в мегабайтах.   traffic_limit Объем трафика. Действительно только для условий сценария "Ограничение трафика" (traffic).  Синтаксис:  TrafficLimit ::= traffic_limit '(' size ')'  size ::= integer | integer KB | integer MB | integer GB   period Период времени. Действительно только для условий сценария "Ограничение трафика" (traffic).  Синтаксис:  Period ::= period '(' time_period ')'  time_period ::= minute | hour | day | week | month   ips_tl Уровень угрозы СОВ. Действительно только для условий сценария "СОВ" (ips).  Синтаксис:  IpsTl ::= ips_tl '(' level ')'  level ::= integer | very_low | low | medium | high | very_high  ips_tl(2) scond_type(ips); ips_tl(low) scond_type(ips).   health_check_method Метод проверки. Действительно только для условий сценария "Проверка состояния" (health_check).  Синтаксис:  CheckMethod ::= health_check_method '(' method ')'  method ::= ping | dns | get   health_result Результат. Действительно только для условий сценария "Проверка состояния" (health_check).  Синтаксис:  esult ::= health_result '(' result ')'  result ::= positive | negative   health_request_timeout Тайм-аут подключения (сек). Действительно только для условий сценария "Проверка состояния" (health_check).  Синтаксис:  RequestTimeout ::= health_request_timeout '(' integer ')'   health_answer_timeout Тайм-аут ответа (сек). Действительно только для условий сценария "Проверка состояния" (health_check), "Метод проверки HTTP GET" (get).  Синтаксис:  ut ::= health_answer_timeout '(' integer ')'   health_type_request Тип DNS-запроса. Действительно только для условий сценария "Проверка состояния" (health_check), "метод проверки DNS" (dns).  Синтаксис:  TypeRequest ::= health_type_request '(' type_name ')'  type_name ::= word | string   Свойства правил балансировки нагрузки  scheduler Метод балансировки. Действительно только для правил балансировки нагрузки TCP/UDP.  Синтаксис:  Scheduler ::= scheduler '(' balancing_type ')'  balancing_type ::= wrr | rr | lc | wlc  wrr — Weighted round robin;  rr — Round robin;  lc — Least connections;  wlc — Weighted least connections.   real_server Реальные серверы. Действительно только для правил балансировки нагрузки TCP/UDP.  Синтаксис:  RealServer ::= real_server '(' mode, ipv4[:port], weight ')'  mode ::= gate | masq | masq_snat  port ::= integer  weight ::= integer  gate — шлюз;  masq — маскарадинг;  masq_snat — маскарадинг с подменой IP-адреса источника (SNAT).  Пример:  OK \         url.address = 172.168.13.100 \         url.port = 10000 \         service = tcp \         scheduler(wlc) \         real_server(masq_snat, 172.168.13.11:10000, 50) \         ipvs_fallback(gate, 172.168.13.12)         monitor_kind(ping) \         monitor_interval(60) \         monitor_timeout(60) \         monitor_failurecount(10) \         enabled(true) \         name("TCP/UPD load balancing")  ipvs_fallback Аварийный режим сервера. Действительно только для правил балансировки нагрузки TCP/UDP.  Синтаксис:  IpvsFallback ::= ipvs_fallback '(' mode, ipv4[:port] ')'  mode ::= gate | masq | masq_snat  port ::= integer   monitor_kind Режим. Действительно только для правил балансировки нагрузки TCP/UDP.  Синтаксис:  MonitorKind ::= monitor_kind '(' kind ')'  kind ::= ping | connect | negotiate   monitor_service Сервис. Действительно только для правил балансировки нагрузки TCP/UDP.  Синтаксис:  MonitorService ::= monitor_service '(' service ')'  service ::= http | dns   monitor_request Запрос. Действительно только для правил балансировки нагрузки TCP/UDP.  Синтаксис:  MonitorRequest ::= monitor_request '(' string ')'   monitor_response Ожидаемый ответ. Действительно только для правил балансировки нагрузки TCP/UDP.  Синтаксис:  MonitorResponse ::= monitor_response '(' string ')'   monitor_interval Интервал проверки. Действительно только для правил балансировки нагрузки TCP/UDP.  Синтаксис:  MonitorInterval ::= monitor_interval '(' integer ')'   monitor_timeout Время ожидания. Действительно только для правил балансировки нагрузки TCP/UDP.  Синтаксис:  MonitorTimeout ::= monitor_timeout '(' integer ')'   monitor_failurecount Число неудачных попыток. Действительно только для правил балансировки нагрузки TCP/UDP.  Синтаксис:  MonitorFailurecount ::= monitor_failurecount '(' integer ')'
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