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UHTepderic UserGate NGFW

Product: UserGate NGFW
Version: 7.x

Bce AeficTBIMA Bbl MOXeTE BbINOMHATL B BeG-MHTepdeiice, AoCTynHOM nocne Bxoaa B UserGate NGFW.

BoKoBas NaHenb FMaBHOE MEHKO Pa6Go4an o6nacTe
UserGate NGFWl | Nawsopgst  [IMArHOCTHKE M MOHUTOPWHT  MypHanbl M oTuéTel  HacTpoiiku  locTesoil nopran Admin * Py » [ R
L J
Bce M36paHHbie « | | 3oHbI
Q, searc [+] b / Pepax © Ypanuts (o]
- e UserGate 3oHa 3awpra ot DoS ana Mex 3awmTa o1 criydwmra Koutpone goctyna
O HacTpoiku Cluster Hiyero OTKnEOYEHD Ping, KnacTep, KOHCONE 3AMHHACTP.,
BB Ynpaenexwe yCTpoRCTBOM -~
DMZ SYN, UDP, ICMP OTKnIOYeHo Ping, DNS, SMTP(S}-npoxcu, POP3(S...
o AAMWHWCTPATOPbI
E® Ceprudukarsi LAN SYN, UDR ICMP OTKNroYeHo Ping, KnacTep, VRRP, Konconb agmm.
c b
5 MpOGHAN KNEHTCKIK CEPTHHIK Management SYN, UDF, ICMP OTKnroyeHo Ping, SNMF, Captive-nopTan u cTpaH.
- % CeTe MGMT SYN, UDP ICMP OTKNHOMEHD Ping, SNMP, Captive-nopTan W CTpaH.
‘=
L)) 3oel Trusted SYN, UDP ICMP OTKNIOYEHO Ping, Captive-nopran u cTpaHWLa 6/...
h WuTeppeicsl -
Tunnel inspection zone Hirwero OTknioyeHo Bcé oTkmoyeHo
A LLinto3ol
@ DHCP Untrusted SYN, UDB ICMP OTeNOYEHD Ping, SMTP(S)}npoxcu, POP3(S)-npo...
= DNS VPN for remote access SYN, UDF, ICMP OTknroyeHo Ping, Captive-nopran w cTpaxmuua 6.
=
Y* BupTyanbHbie MapLUpyTH3aTopb VPN for Site-to-Site SYN, UDP. ICMP OTKNIOYEHD Ping, Captive-nopran u cTpaHvua 6.
a5 weee WAN SYN, UDP ICMP OTKnIoueHD Ping, VRRP, KOHCONb BAMUHICTDHDO...

» Yo Nonbsosarenu u ycTpoiicTsa
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» @ VPN

» ) BuGnuoTexn

FnaBHOe MeHIo

B BepxHeit 4acTyi noBoi CTpaHuLibl PACTIONOXKEHO rMaBHOe MeHI0, KOTOPOe COAEPKUT pasaenbl AnA nepexoaa K CTpaHuuam Be6-uHTepdeiica:

.

JNaw6opAbl — CTpaH1La co CTATUCTUUECKUMI AaHHBIMM O COCTORHWM YCTPOINCTBA W pesynbTatax ero paboTsl, NPeACTaBNeHHbIMY B BUAE TaBnuL, CrIMCKOB 1 rpadukos. Mpu Bxoae B
UserGate NGFW ata cTpaHuLa oTKpbIBaeTcA no ymonuanuto. MoapobHee o fawbopaax — B pasaene «Padota ¢ aawibopaamu 1 BUIKETaMU ».

JnarHocTHKa 1 MOHUTOPUHT — CTPaH1La ANA OTCNEXMBAHUA CEeTEBOro Tpaduka, NPOCMOTPa CETEBOM KOHPUrypaLm, BhINOSTHEHWUA 3axBaTa NakeTos, 3anycKka 6a30BbIX CETEBbLIX
YTUNUT, a TakKe AnA ynpasneHna onoBeLleHUAMU.

.

.

MypHanbl U OTUeTbl — CTpaH1La And NPOCMOTPA XyPHANOB U HACTPOMKM reHepaLn OTYETOB.

HacTpoiiku — cTpaHuua Ana HaCTPOWKW YCTPOWCTBA U NONUTUK 6e30NacHoCTy.

.

locTeBOM NopTan — cTpaHuLa ANA CO3AAHUA CMUCKOB roCTEBbIX NOMb3oBaTenen. ATa BOIMOXHOCTb Nosie3Ha, Koraa Heo6xoanMo naeHTMOULUMPOBaTL Nonb3oBatenei n
npefocTaBuUTb UM AOCTYN Ha orpaHUYeHHOe BpemMsd, HanpumMmep Koraa nonb3oBatesniv 3anpalmnsaroT A0CTYN UCNONb3yaA ﬂyéﬂM‘-lele cetn Wi-Fi.

.

Mouck

B BepxHe# naHenu no6oi CTpaHuLbl cripasa oT rMaBHOTO MEHIO PACNONOXeEHO None noucka (HaunHas ¢ sepcum 7.5.0 1 Boilwe). MoUCK BbiNoNHAETCA B pasaenax MpunomeHua, CUrHatypbl
COB, ®unbTpauua KoHTeHTa 1 MeceTeBOM 3KpaH.

Bbl MOXeTe uckatb:

MprnoXeHna No NX Ha3BaHWIO U OMUCaHUIO.

.

.

CurHatypel COB no ux Ha3saHuio M ONUcaHuio.

MpaBuna MexceTeBoro akpaHa no Ux HasBaHMIo, ONUCaHHUIO, NPOPUIIO NPUNOXEHUA UnKn curHaTypbl COB, cueHapuio, a Takke No 30He, UMEHH, aApecy UCTOYHMKA UK HaszHaueHus. Mpu
nowucKe No afpecy UCTOYHMKA UMM Ha3HAYeHUA Tarke AoCTyneH nouck no IP-aapecy B noacetax. Hanpumep, ecnu B npasuie B Ka4eCcTBe aapeca HasHayeHUs yrkasaHa noacetb
192.168.1.0/24, npasuno 6yaet HaiaeHo no IP-aapecy 192.168.1.5.

.

PesynbTathl noncka o‘roépa)«aroTcn noA nosem B pacKpbiBaOLLEMCH OKHe.


https://docs.usergate.com/rabota-s-dashbordami-i-vidzhetami_1125.html

Mogpo6Hee - CurHatypel COB .
Apo TP Haiigero 170 pesynetaT(0B) B 1 KaTeropum(ax) DUNLTp »
¥rpo3a cCUrHaTypel: a .
@ [MC] DNS Query Dangerous Domain i — [plcstenones
la: 20082112 Ha3saHue 5y MewceTeBoR akpaH
Cratyc: Management Center ° [MC] BIND DNSSEC KeyTrap Vulnerability 5 OUNETPALMA KOHTEHTA
. MpunoxeHua
HypHanWpoBaHue: E} Hypranupyerca Haasanve 0 fie
) @ [MC] DNS Query Dangerous Domain | § Curnatypsi COB
HasBaHWe CHrHaTYpbl: & [MC] DNS Query Dangerous Hasgamme MNeokasats
Domain
B @ Trojan Sinkhole DNS Reply CnC Beacon
OeicTeme: © nponyctuts Hassasme
OnepaunoHKan cucTema BsD @ Trojan Sinkhole DNS Reply CnC Beacon
CHIHATYpbI: Linux M EEREE
MacOs
Windows @ Microsoft Windows DNS server spoofing atte...
Ha3sBauue l
MpoTokon: udp
v Win.Trojan.Helminth outbound DNS tunnel
Knace: bad-unknown M EEREE
References: [object Object] @ Dnsmasq Long Filename Heap Buffer Overflow
) P Ha3BsaHue
Kateropue: ans ‘Y OBHOBWTB pesynLTaThi
@ Trojan Sinkhole DNS Reply CnC Beacon
PCAP BrnroyeH: OTknroveHo
3aKpbITh
Bnaneneyy: Management Center

B OKHe HaliAeHHbIX 9M1EMEHTOB Bbl MOXeTE:
« OunbTpoBaTh pesynbTaTkl, BbIOUPan HyxHbIe pasaesbl Ha naHen ®UAbTP. MpK U3MEHEHUH PULTPA HYKHO OGHOBUTL Pe3yrnbTaThl NMOUCKA, HAKAB Ha COOTBETCTBYHOLLYHO KHOMKY.
« Mpocmatpusath NoAPOGHYIO MHPOPMALMIO MO HANAEHHOMY AIEMEHTY, HaBEAA Ha Hero Kypcop.
« [epeiiT Ha CTpaHWLy pasaena ¢ HanaeHHbLIM d11eMeHTOM, Haxas MoKa3aTk B CTPOKe BbIOPaHHOTO afleMeHTa.

« M3meHnTb NnapameTpsl HalAEHHOro anemMeHTa. Ecnu usmeHeHve napameTpoB AOCTYMHO, MO HAXATUIO HA HAa3BaHWE dNemMeHTa OTKPOETCHA OKHO C ero napameTpamu.

I1p0l-me 3NIeMeHTbl ynpaBJieHUA
Tawke B BEpPXHeW NaHenn HaxoAATCA CeAytoLMe NeMeHTbl ynpaBneHns:
« JloruH BalLieit y4eTHO 3anucK — pacKpbIBAeT MEHIO ANA CMeHbI NaposiA YYETHOM 3anucK, Bolbopa TeMbl 0POPMIEHUS MHTEPdENCa, HACTPOMKK YUCna OToBpaxKaeMblx 3anucei Ha
cTpaHuuax ¢ TabnuMyHbIMK AaHHLIMK, U3MEHEHUA NOMNb30BaTeNbCKUX GULTPOB XypHANOoB. Takke Bbl MOXETE 3aBEPLUMTL PABOTY C TEKYLUEH YHETHOM 3an1chio, HAXKaB B 3TOM MEHIO
Bbixon.

« FA3blk — BLIGOP fA3bIKA MHTEpdeica.

« 3HauoK BOMpPOCa — PACcKPbIBAET MEHIO, B KOTOPOM MOXHO E!blépaTb NPOCMOTP AOKyMEHTaLuun unu oéyqarou.(ero BUZEO, a TaKKe NepeiTi Ha NopTan TEXHUYECKOW NOAAEPHKN
https://www.usergate.com/ru/support, rae Bbl MOXeTe NOAY4UTb AOMNOSHUTENBbHYIO MHPOPMAaLMio No HacTpoike UserGate unu ocTaBuTh 3afABKy Ha peLLeHne BO3HUKLLEH I'IpOﬁJ'IeMbI.

CTtpaHuubl UHTEpdenca

Bce cTpaHnubl, KpoMe cTpanuusl Jaw6opasl, cocToaT us pabouei o6nactu u 6okosoit naHenu. CoaepkUMoe 1 Bua padoueit 0611acTv 3aBUCAT OT BLIOPAHHOM CTPaHULbI, HHdOPMaums
MOXeT 0ToBpaxaTbca B BUAe TabnuLibl, BAXKETOB 1N GIIOKOB NapameTpoB. BokoBan naHesb CoAepXUT CUCOK Pasaeros, NPeAoCTaBNAIOLMX AOCTYN K pasfnyHbIM BO3MoXHocTAM UserGate
NGFW, Hanp1mep K HacTpoiKke KOHMUrypaunu, Co3aaHuio NoMMTUKK 6e30MacHOCTH, MPOCMOTPY XYPHAMOB U AWArHOCTUYECKOM MHbOpMaL UK.

Brnaaka U36paHHble Ha GOKOBO NaHenu npeaHasHayeHa Ans GOpMUpOBaHUe CrUCKa Pasaeros, C KOTOPLIMK Bbl paBoTaeTe Jalle Bcero. Utobel pasaen oto6pasusca B U3bpaHHoM, Ha
BKNazike Bce ero Hy)XXHO 0TMETUTb 3BE3A0UKON.
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