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[MepBoHayanbHaa HacTpomKka



O6bLwmne cBeaeHun

Product: WAF
Version: 7.x

UserGate WAF nocTaenseTca B BUAe nNporpaMmHo-annapaTHoro komnnekca (MAK) nu6o B Buae obpasa BUpTyanbHOM MaluHel (virtual appliance),
npeaHasHauYeHHOro A pasBepThiBaHWA B BUPTyanbHOW cpeae. B cnyyae BUpTyanbHoM MalumMHbl MexceTeBoi akpaH UserGate WAF nocTtaBnaeTca ¢ AeCATHIO
Ethernet-uHtepdeiicamu. B cnyuae noctasku B Buae MNMAK — moxeT coaepxatb oT 2 Ao 64 Ethernet-nopToB.



PasBepTbiBaHWe BUPTyanbHOro obpasa

Documentation: ¥
Product: WAF
Version: 7.x

UserGate WAF Virtual Appliance nossosnseT 6bicTpo pasBepHyTb BUPTYabHYIO MaLLUMHY C Y)Ke HAaCTPOEHHLIMKU KoMMoHeHTamu. OBpas npeJocTaBnsaeTcs B
dopmarte OVF (Open Virtualization Format), koTopbli noaaepxusatoT cuctemsl BupTyanusaumn VMware, Oracle VirtualBox, v B popmate Qcow2 anda cuctem
BupTyanusaymm QEMU-KVM. ina Microsoft Hyper-V noctasnsaetcsa 06pas Ancka BUPTyanbHOW MalLUHbI.

MpumeyaHune[lna KOPPEKTHON paBoThl BUPTYasIbHOWM MaLLMHLI PEKOMEHAYETCA UCMOMb30BaTh MUHUMYM 12 ['B onepaTMBHOM NamATH 1 4-AAEpHbIA BUPTYasTbHbIN
npoueccop. Mnepe13op AOMKEH NoAAepPKuBaTb padoTy 64-6UTHBIX ONEPALIMOHHBIX CUCTEM.

MpumeuyaHune[lnsa KoppeKTHOM paboThl BHYTPeHHe 6a3bl AaHHbLIX TpebyeTcA noaaepxka Habopa M1kpokoMaHa SSE4.2 apxuTekTypbl x86 npoLeccopamu
BUPTYyasibHOW cpedbl. Jo6oii npoueccop Ha 6ase apxMTeKTypbl x86, BbinyLLeHHbIW nocne 2008 roaa, AomkeH noaaepxusats SSE4.2.

Pa6ota c BupTyanbHbim 06pasom
ﬂﬂﬂ Ha4vyana paéOTbI C BUpTYalbHbIM oépasoM, BbINONMHUTE cneayrouine waru:
1. CkauaiTe NOCMeAHIOn BEPCHIO BUPTYasibHOro obpasa ¢ oduumansHoro canta UserGate .

2. mnopTupy#Te 06pas B CBOO CUCTeMy BUPTYyanusauuu. MHCTpyKLMO No MMNopTy oBpasa Bbl MOXEeTe NOCMOTPeTh Ha canTax CUCTEM BUPTyanu3aLmu,
Hanpumep VirtualBox nnu VMware. ina Microsoft Hyper-V Heo6xoanmo cosznaTb BUPTyarnbHYH MaLlMHY W YKasdaTb B KAYECTBE AMUCKA CKayaHHbIM o6pas, nocne
4ero OTKIHOUMTL CNYXOBbl MHTErpaLMn B HACTPOMKaX CO3AaHHON BUPTYasIbHOM MaLLMWHbI.

3. Hactpoiite napameTpbl BUPTyaribHOM MalluHbl. B 3aBUCUMOCTH OT OXXMAAEMOW Harpysku yBennMubTe pasmep onepaTtuBHOM NamATh BUPTyanbHON MaLUWHBbI.
PexkomeHaoBaHHOE MMHMManNbHoe 3HaveHne — 12 I'b.

4. [lo6aBbTe AONOMHUTENbBHbIA AUCK HYXXHOTO pasmMepa.

Pasmep avcka no ymonuanuto coctasnseT 100 B, yero 06b14HO HEAOCTATOYHO ANA XpaHEHUs BCEX XYPHAOB 1 napameTpoB. Mcnonbaya cBoicTBa
BMPTYyarnbHOM MalLMHbI, yCTaHOBUTE pasmMep Aucka He MeHblue 200 6. PekomenzosaHHbIN pasmep — 300 'B unu 6onee.

na cuctem BupTyanusauyun QEMU-KVM pasmep cuctemHoit 06nact no ymonyanutio, coctaensaet 8 . Cuctema, npu nepBoM 3anycke, cama onpeaenuT
Hanyne AOMOMHUTENBHOrO AMCKA M PACLUMPUT CBOM CUCTEMHbIE pasaerbl.

KomaHaa ana nobasnenuna ancka pasmepom 100 I'b ana cuctem QEMU-KVM:
gemu-img create -f qcow2 -o preallocation=metadata,refcount_bits=16,lazy_refcounts=on,cluster_size=4K nwva-sawero-amcka.qcow2 100G

5. 3anycTtuTe BUpTyanbHyto MawmnHy UserGate. Bo Bpems 3arpysku BoinonHaeTcA Factory reset. Cuctema UserGate HacTpanBaeT ceTeBble agantepsl U
yBEnuuMBaeT pasmep pasaena Ha )XeCTKOM AUCKE A0 NMOMHOro pasMepa AWCKa, YBENIMYEHHOrO B YETBEPTOM NYHKTE.

UserGate noctaBnseTca ¢ YeTblpbMA MHTEpdencamMu, HadHaYeHHbIMU B 30HbI:
« Management — nepBblit MHTEPdENC BUPTYasIbHON MaLLMWHbI;
« Trusted — BTOpOV MHTEPDENC BUPTYaNTbHOM MaLLIMHbI;
« Untrusted — tpeTtuit MHTepdenc BUpTyanbHOM MaLLUHbI;

o« DMZ — ueTBepThiit UHTEPDENC BUPTYaAIbHON MaLLMHbI.

Mopanok Hymepauuu nHTepdpencoB B BUpTyanbHOW cpeae

B Be6-KOHCOMM aAMUMHUCTPATOpa CeTEBLIE MHTEPdENCH 0TOBPaXatoTCA No CBOMM HasBaHUAM. ConocTaBrneHne HasBaHusa UHTepdeiica 1 ero aapeca (H/W path
nnn MAC) HasbiBaeTca MannuHromM. JaHHele 0 MannuHre MHTePGENCcoB XpaHATCA B cneynanbHOM CUCTEMHOM daiine. MocmoTpeTb coaepxumoe danna
MannuHra MHTepdencoB MoOXHO ¢ nomoLLbto CLI-komaHabl:

Admin@nodename> show network interface-mapping

Mpu nepeoHauyansHOM cTapTe, nocne copoca B NepBoHauanbHoe coctosHue (factory reset) npu M3MeHeHUM KonMyecTBa CeTeBbIX afanTepos B cUcTeMe (Npu
06aBeHWN UK yaaneHuu afanTepos CPeACTBaMM rMNepB130pa) NPOUCXOAUT COPTUPOBKA MHTEPQENCOB U UX MAMTUHT.

Buibop MeToza copTuposku (no H/W path unu no MAC-aapecam) 3aBUCHUT OT TNa runepBr3opa v UCNosb3yemMoro amMynaTopa annaparHoro obecneyeHus. B
HekoTopsbix cnyyasax (VirtualBox, QEMU, Bochs) coptupoBka nHTepdeincos npomssoantca no napametpy H/W path, B octanbHeix — no MAC-aapecam
UHTEPdENCoB.

Mpu copTpoBke MHTepPencos no napametpy H/W path:

« Bce nmetowmnecs Ha yctpoitcTBe MHTEPdENCH Npu NH0BOM USMEHEHWUU MX KONTMYecTBa (yAaneHue, AoBaBneHne) ByayT nepecopTMpoBaHbl B NOpAAKE
BO3pacTaHvsa annapatHbix aapecos (H/W path). CucTemHbii ¢aiin ¢ AaHHbIMKU MannuHra 6yaeT NofHOCTLIO NepesanucaH.

o YnanéHHble uHTepdeichl 0ToBpakaroTCA Kak Hencnosb3yemMble, NOMeYaroTCA COOTBETCTBYHOLLMM 3HAUYKOM M MOMELLAKTCA B KOHEL Crucka MHTeppencoB
B BEO-KOHCONM.


https://my.usergate.com

Mpu copTupoBke nHTepdpericoB no MAC-aapecam :
o UHTepdeiickl, e fo6aBNeHHbIe B CUCTEMY, OCTAOTCA HA CBOMX MECTax.
« Yaoansemble MHTEp@ENCH 0TMeUatoTcs B BEG-KOHCOMM Kak HEMCMOMb3yeMble U MOMeYatoTCs creluanbHbIMU 3HaUKamu.

« HoBble no6aBreHHble MHTEPdECH 40OABNAOTCA B KOHEL Crivcka B nopsake BodpactaHua MAC-aapecos.

Ecnu ncnonb3osatb KOHCOMbHYIO KOMaHZy clear network interface-mapping, pain cylyecTsytoLlero MannuHra HTepdeiicos 6yaeT yaaneH 1 BCe MMEOLUECH
MHTEpdeEiiCck Nocne pecTapta MatnHbl By AyT NepecopTUPOBaHbLI 3aHOBO NO MPUHLMMY BO3PACTaHWA afipecoB.

BamHo!BupTyanbHelii 06pas ycTpoictea UserGate, AOCTYNHbIM ANA ckauMBaHua B JIMuHOM KabuHeTe, He uMeeT daina mannuHra uHTepdeincos. CopTMpoBka
MHTEPPENCOB M MX MaMMUHI MPOUCXOAAT MPU NEPBOM 3anycKe B BUPTYyasibHOM cpele nonb3osBatens. Mpu NOAroToBKe Nonb3oBaTenamMn COBCTBEHHOTO
BUpTyasibHoro o6pasa yctpoictea UserGate ans passopaynBaH1a ero BNocneacTBuu Ha o6rnayHoi nnatdopme He0OX0AMMO TaKKe yaanuTb AaHHbIe MannuHra
ceTeBbIX aAanTepoB nepesl coxpaHeHnem obpasa. dain mannuHra MoXHO yAaNIUTb KOHCOMbHOW KoMaHAoM clear network interface-mapping.

MNMpumeuanneEcnu BupTyansHaa mawmia UserGate kioHupyeTca yepes vSphere, 1o B VMX-¢aitnie HaCTpoeK CKITOHMPOBaHHOM BUPTYanbHOM MalLMHbI
Heobxoanmo yaanute MAC-aapeca, npuHaanexatime vm UCTOUHMUKA.

onTumusayma npou3BoAUTEJIbHOCTU CeTeBbIX MHTep¢e|7|c03 Ha OocHoBe virtio

[nAa onTummM3saLmmn NpoM3BOAMTESNILHOCTH CeTeBbIX MHTEPPENCOB Ha OCHOBE Virtio B cpeaax supTyanusauun KVM, oVirt, zVirt pekomeHayeTca Ha runepsusope
BroYaTb pexxum Multi Queues 1 yctaHaenueath 8 ouepeaen Ha ceTeBov MHTepdeic.

Hanpumep, B cniyuae nnatdopmsl OVirt (cM.: gokymeHTaumto oVirt), 4na Toro 4to6bl BeicTaBuTb 8 ouepeseit ans vNIC, Heo6xoanMMo noakmtounTbes K CLI
rnepeu3opa 1 BBECTU KOMaHAy:

engine-config -s "CustomDeviceProperties={type=interface;prop={other-nic-properties;queues=[1-9][0-9]*}}"

BmecTo napameTpa other-nic-properties HyXXHO BCTaBUTb CMIUCOK CYLLECTBYHOLLMX KACTOMU3UPOBAHHbLIX NpaBus (ecnn ecTb). [MOCMOTPETh, CYLLECTBYIOT NM Takue
npasuna, MOXHO KOMaHAOWM:

engine-config -g "CustomDeviceProperties"”

Mocne BBOAA KOMaHALI HEOGXOAMMO Ha NopTane aAMUHUCTpaTopa 3aiTh B npodunm vNIC.


https://www.ovirt.org/documentation/virtual_machine_management_guide/

BbibpaTh peaakTMpoBaHue Npodua ceTeBbix KapT, HasHaueHHoro Ana WAF, B Beinagatowiem cnucke Custom Properties BoiGpaTh queues, nocrne Yyero BBeCTH
HY)XHO€ KOSTMYECTBO ouepesen.



TpeboBaHMA K CETEBOMY OKPYXXEHMIO

Product: WAF
Version: 7.x

[nAa koppekTHoit paboTbl UserGate WAF fomkeH MMeTb AOCTYN K CreaytoLuM cepBepam B MHTEepHETe:
« Cepsep pernctpauunn — reg2.usergate.com, noptsl TCP 80, 443;
« CepBep o6HoBneHua cnuckos 1 MO UserGate — updates.usergate.com, noptsl TCP 80, 443.

Mpy cozaaHum knacTepa KOHPUrypaLmm Heo6xoanmo obecneynTb NPOXOXAEHWE CEAYHOLLUX MPOTOKOM0B MeXay y3namu:
« Obecneuenne pennukayumn HacTpoek — nopTsl TCP 4369, TCP 9000-9100;

« Cepsuc Be6-koHconn — TCP 8001.

MoapobHee o TpeboBaHUAX CETEBOM AOCTYMHOCTU — B NPUNOXKEHUN «TpeboBaHUA K CETEBOMY OKDYXXEHUIO» .


https://docs.usergate.com/trebovaniya-k-setevomu-okruzheniyu_1790.html

Moakntouenune k UserGate WAF

Product: WAF
Version: 7.x

MuTepdeiic port0 HacTpoeH Ha nonyyexune IP-aapeca B asTomatuyeckom pexume (DHCP) u HasHaueH B 3oHy Management. MNepsorHayanbHaa HacTponka
OCYLLECTBIIAETCA Yepe3 NOAKTIOUEHUE aAMUHUCTPaTOpa K BEG-KOHCOMNM Yepes uHTepgeiic port0.

Ecnu HeT BO3MOXHOCTH HasHauuTb aapec ana Management-uHTepdeiica B aBToMaTu4eCKoMm pexume ¢ nomollbio DHCP, ero MoxHo ABHO 3aaaTb, UCNONb3yA
CLI (Command Line Interface). Moapo6Hee 06 ncnonb3oBaHuu CLI — B pasaene «UHTepdenc KOMaHAHOW CTPOKU> .

MNpumeyaHune Ecnu ycTpoicTBO He MPOLLMO NepBOHaYasibHYO MHULManM3auuio, To ana goctyna k CLI Heo6xoanMmo MCnonb3oBaTh B KAYECTBE UMEHU
none3osatensa Admin, B kauecTBe napona — usergate.

OcTanbHble MHTepdEchl OTKIIOUEHE! U TPEBYIOT NOCNeAYHoLLEeH HACTPOMKH.

JnA nepBoHaYanbHOM HACTPOWKK BbINOMHUTE CreaytoLme Lwaru:

Lar

OnucaHue

1. MNMoAaknounTeck K MHTEpdency ynpasneHua

MoaknounTeck K MHTEpdency yeTpoincTea:

« Mpu Hanuumm DHCP-cepBepa. Moaxntounte nHTepdeic portd K ceTm npeanpuaTus ¢ padoTaromum
DHCP-cepBepom. Brntounte WAF. Mocne 3arpysku B koHconu WAF ByaeT ykasaH
nonyyeHHbln MHTepdeicom IP-aapec. MoaknounTech K BEO-KOHCOMM YCTPOWCTBA N0 aAapecy:
https://<WAF_IP_address>:8001 anfa AanbHenLLen akTuBaLum npoayKTa.

« Cratnueckuii IP-agpec. Brniounte UserGate WAF. Ucnonbays CLI, HasHaubTe Heobxoanmblii |P-
aapec Ha uHTepdeic port0. NpounsseanTe NepBoHaYanbHyO MHULMANU3aLumo B MHTepdence
KOMaHZHOW CTPOKU MK noakntounTech K Be6-koHconu UserGate WAF no ykaszaHHoMy agpecy (oH
NOMmKeH umeTb BuA: https://<WAF_IP_address>:8001).

MoapobHee 06 “cnonb3osanua CLI — B pasaene «MHTepdeic KOMaHAHON CTPOKU» .

2. BbibepuTe A3bIK

3. 3apaiTe naponb

4. Hactpoiite 30Hbl, IP-aapeca nHtepdencos,
noawntounte UserGate WAF B ceTb
npeanpuATHa

B paszene Hactpoiiku -» CeTb - UHTepdenchl BrIoUMTE HE0OX0AMMbIE MHTEPDENCHI,
yCTaHOBHUTE KOPPeKTHbIE IP-aapeca, COOTBETCTBYHOLLME BaLlLMM CETAM, U HadHaubTe MHTepdENCHI
COOTBETCTBYHOLMM 30Ham. MNMoapobHee 06 ynpaBneHun uHTepdeicamm — B pasaene «Hactpoinka

UHTEPDENCOB».

Cuctema noctasnaeTca ¢ NnpeaonpeaeneHHbIMU 30HaMu:
« Management (ceTb ynpasneHus), uitepdeic port0;
« Trusted (LAN);
« Untrusted (Internet);

« DMZ.

5. Hactpoiite wnto3 B UHTEPHET

B pasnene HacTtpouku - Cetb - LLUnto3bl ykaxuTe IP-aapec wnio3a B UHTEPHET Ha MHTepdeice,
NOAKIOYEHHOM B MHTEpHeT (30Ha Untrusted). MoapobHee o HacTpoiike LWM030B — B pasaene «Hactpoiika
LUSTHO30B».

6. YkaxuTe cuctemHele DNS-cepBepel

B pasanene Hactpoinku - CeTb - DNS ykaxuTe IP-anpeca cepsepos DNS Batuero nposaiaepa nnu
CcepBepoB, MCMOJIb3yeMbIX B BalLei OpraHM3aLni.

MoapobHee 06 ynpasneHun DNS — B pasnene «OO6LiMe HACTPONKK» .

7. Hactpoiite Bpema cepsepa

B pasznene Hactpoinku - UserGate -» Hactpoinku - Hactpoika BpemeHu cepBepa
HacTpoWTe CUHXPOHU3ALMIO BpeMeHH ¢ cepsepamu NTP.

8. 3apeructpupyite WAF

B pasaene Haw6opabl B BuakeTe JiyeHsua Haxvute HeT nuueHsum v seeante MNMWH-koa ang
perucTpayuu npoaykta. [na aktueauuu cucTeMbl HEOOXOAMM AOCTYM B MHTEPHET.

Monpo6Hee o nuULeH3WpoBaHUKM NPOAYKTa — B pasaene «JIMueH3MpoBaHue».

9. Cospaiite npasuna MexceTeBoro skpaHa

B pasnene HacTtpoitku - Monutuku cetu - MewceTeBow aKpaH co3aaite HeobxoAnMble Npasuna
MEeXCeTeBOro akpaHa. [ina HeorpaHWYeHHOro A0CTyna B MHTEPHET nonb3osartenei cetu Trusted yxe cozaaHo
npasuno Allow trusted to untrusted, Heo6x0aMMO TONMBKO BKIOUUTL €ro.

Moapo6Hee 0 NpaBMax MEXCETEBOro 3KpaHa — B pasaene «MexceTeBo aKpaH».



https://docs.usergate.com/obshie-polozheniya-(opisanie)_1792.html
https://docs.usergate.com/obshie-polozheniya-(opisanie)_1792.html
https://docs.usergate.com/nastrojka-interfejsov_1803.html
https://docs.usergate.com/nastrojka-shlyuzov_1804.html
https://docs.usergate.com/obshie-nastrojki_1794.html
https://docs.usergate.com/licenzirovanie-(opisanie)_1786.html
https://docs.usergate.com/mezhsetevoj-ekran_1808.html

Lar OnucaHue

10. N .

o B pasznene HacTtpoiku - UserGate -» AamuHuctpatopbl UserGate cosaaite A0NONHUTENBHBIX
Cosuame AONONHUTENbHbIX aAMWUHUCTPATOPOB!
(ONUMOHaNBHO) aAMUHUCTPATOPOB CUCTEMBI, HAAENNTE UX HEOOXOAWMBLIMMU NMOSTHOMOYMAMM (DONAMM).

Mocne BeinonHeHus atux waros UserGate WAF roTos k pabote. [ina 6onee aeTtanbHOW HAacTpPOKK oBpaTuTech K HeobxoanMbIM rnasam PykosBoacTea
aAMWMHUCTpaTopa.




Astomartusauua passepteiBaHva UserGate WAF ¢ nomowbto Cloud-init

Product: WAF
Version: 7.x

Cloud-init — MHAYyCTpUanbHbIA cTaHAapT ANf KPOCC-nnaTdOopMEHHON MHULMaNU3aLMK BUPTYaribHLIX MalUMH (MHCTaHCOB) B 00nayHbIX cepercax NpoBanaepos.
UserGate WAF noaaepxu1BaeT BOSMOXHOCTb NMEPBOHAYaNIbHOM HACTPOWKKM C NOMOLLbIO MexaHuama Cloud-init. HacTpoitka MexceTeBoro akpaHa ocyLLecTBAeTCA
C MOMOLLbIO ABYX MOAYNEN:

« C nomoulbto komana CLI (pain ¢ 3aronoskom #utm-config). BoamoxHo ucnonb3osath Bce CLI-KoMaHAbl Ans NOSIHOW HACTPOMKU BUPTYanbHOW MaLLUHbI.
« lMocpeactsom akTMBaLMmn nuUeH3umn (daiin ¢ 3aronoskom #utm-license).

Opyrne moaynu Cloud-init He noaaepxuBaroTCA.

Mpumep daiina koHpurypauumn ¢ CLI komaHaamu (user-data):

#utm-config

#set password for initial Administrator (Admin). Obligatory comand.
password 123

#Set addresses and settings for network interfaces:
set network interface adapter port1 \

ip-addresses [ 172.16.6.9/24 ]\

enabled on \

zone "Trusted"

set network interface adapter port2 \

ip-addresses [ 172.16.8.9/24 ]\

enabled on \

zone "Untrusted"

set network interface adapter port3 \

ip-addresses [ 172.16.7.9/24 ]\

enabled on\

zone "DMZ"

#Create network gateway to Internet:

create network gateway \

ip 172.16.8.2\

default on\

interface port2 \

virtual-router default \

enabled on

#Create firewall rule to allow traffic from Trusted to untrusted security zones:
create network-policy firewall \

position 1 upl-rule ALLOW \

src.zone = Trusted \

dst.zone = Untrusted \

enabled(true) \

name("Cloud-Init: Allow from Trusted to Untrusted")

# — 0003HauaeT Ha4asio KOMMEHTaPKSA, 0BPaTHbIN CreL — NEPEXOA Ha CEAYHOLLYH CTPOKY.

B naHHbIf daitn MoxHo A06aBnATb BCE AOCTYMNHbIE ANA aAMUHUCTpaTopa komaHasl CLI. Moapo6Hee o CLI-komanaax — B pasaene  «MHTepdeiic KoMaHaHOM
CTPOKU».

AKTUBMpOBATb CO3AaBaeMblii KHCTAHC MOXHO Yepes ykasaHue napaMeTpoB A8 JIMLEH3UPOBaHUA B OTAeNbHOM daine. CneayeT yunTbiBaTh, YTO aKTBaLMA
BO3MOXHa TOJTbKO MPW HaNIMUYWK Y MHCTaHca AOCTyNa B CETb MHTEPHET. MpuMep coaepxumoro daitna Ana aktusauuu nuueHsun (vendor-data):

#utm-license

pin_code: UGN4-XXXX-YYYY-ZZZZ-AAAA
reg_name: UG-test

email: email@company.com

user_name: Alexander

last_name: Petrov

company: UserGate

country: Russia

region: Novosibirsk

Oba ¢daitna MoXXHO 00 bEANHUTL B OAMH Gain, Ucnonbays gpopmar multipart:

Content-Type: multipart/mixed; boundary="//"
MIME-Version: 1.0

-/

Content-Type: text/utm-config; charset="utf-8"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit
Content-Disposition: attachment; filename="config.txt"
#utm-config

password 123

set network interface adapter port1 \
ip-addresses [ 172.16.6.9/24 ]\

enabled on \

zone "Trusted"

set network interface adapter port2 \
ip-addresses [ 172.16.8.9/24 ]\

enabled on \

zone "Untrusted"

set network interface adapter port3 \
ip-addresses [ 172.16.7.9/24 ]\


https://docs.usergate.com/obshie-polozheniya-(opisanie)_1792.html

enabled on\

zone "DMZ"

create network gateway \

ip 172.16.8.2\

default on \

interface port2 \

virtual-router default \

enabled on

create network-policy firewall \

position 1 upl-rule ALLOW \

src.zone = Trusted \

dst.zone = Untrusted \

enabled(true) \

name("Cloud-Init: Allow from Trusted to Untrusted")
-/l

Content-Type: text/utm-license; charset="utf-8"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit
Content-Disposition: attachment; filename="license.txt"
#utm-license

pin_code: UGN4-XXXX-YYYY-ZZZZ-AAAA
reg_name: UG-test

email: email@company.com

user_name: Alexander

last_name: Petrov

company: UserGate

country: Russia

region: Novosibirsk

-/l

HacTpoitku moryT 6biTb nepeaaHsl 8 WAF:

« Yepes obnauHelii nposaiaep. Hanpumep, y nposaiaepa Digital Ocean npu cosaaHnn BUpTYyanbHo#i MallmHbl (droplet) HacTpoiku HEOBX0AMMO BCTaBUTh
B onuuoHansHoe none User data (Select additional options - User data). AHanornuHbiM 06pasoM HaCTPOMKKU MOXHO NepeaaThb 1 Yepes apyrue
NOCTaBLUMKK 0BMauHbIX yCRyr.

« Yepes noarntovaemsbiit ISO-anck. Juck aonxeH coaepxartb ¢ainnsl meta-data, user-data, vendor-data co cneayroLmMm COAEPKUMBIM:
o meta-data: instance-id: vm1
o user-data — ¢ CLI-komMaHAaaMKu HaCTPOWKM MHCTaHca!

#utm-config

#set password for initial Administrator (Admin). Obligatory comand.
password 123

#Set addresses and settings for network interfaces:

set network interface adapter port1 \

ip-addresses [ 172.16.6.9/24 ]\

enabled on \

zone "Trusted"

o vendor-data — ¢ uHpopmaLmen o NMULEH3MPOBaHUM (OMNLUOHANBHO):

#utm-license

pin_code: UGN4-XXXX-YYYY-ZZZZ-AAAA
reg_name: UG-test

email: email@company.com

Ina cozpanuna ISO-ancka Ha Linux MOXHO MCMONb30BaTh CREeAYOLLYO YyTUANTY:

mkisofs -joliet -rock -volid "cidata" -output nocloud.iso meta-data user-data vendor-data

MornyyeHHbIi ISO-anck Heo6x0AMMO NOAKMIOUNTL K BUPTYasibHoM MalwunHe UserGate. Mocne ycrnewHoi nepsoi 3arpysku BUpTyanbHasa MalluuHa NosnyynT Bce
HaCTPOWKK, YKasaHHbIE ANA Hee B CO3AaHHbIX dannax.
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