Table of Contents

Table of Contents
BrbnuoTexkn anemMeHToB
Onucanue
IP-aapeca
Useragent 6paysepoB
Cnmckn URL
Kanenaapu
LLla6noHbl cTpaHuy (Bepcus 7.5.0 1 Boilue)
MouToBbLIE aapeca
Homepa tenedoHoB
MNpodunu onoseLleHUm
Mpodpunu Netflow
MNpodwunu LLDP
MNpodwunm SSL

oo, wWN —

11

13
15
17
18
19
20



BubnunoTtexku anemMmeHToB



Onuncanue

Product: WAF
Version: 7.x

JaHHbl 6Gonbluoi pasaen coaepxuT B cebe Bce 3anvcu, aapeca canTtos, IP-aapeca, WwabnoHbl U Npoyre 3neMeHThI, KOTOpbIe UCMONb3YTCA NPU
HacTpoiike npasun UserGate WAF.

MepBoHauarnbHbIe AaHHbIE GUONMOTEK MOCTABNATCA BMECTE C NPOAYKTOM. AAMUHUCTPATOP MOXET A00aBNATL HEOOXOAMMbIE EMY SIEMEHTLI B
npouecce paboTsl. HekoTopble anemMeHThl GUONMOTEK ABNAOTCA HEPEAAKTMPYEMBLIMM, MOTOMY YTO MOCTABMATCA U NOAAEPKMBAtOTCA
paspabotunkamu UserGate. Bubnuoteku anemeHToB, noctaensaemble UserGate, MEIOT MeXaHW3M aBTOMaTU4ecKoro 0OHoBneHNs. ABToMaTUYecKoe
06HOBIIEHWE 3MIEMEHTOB TPEBYET HaNMUMa CneumanbHOM NMUeH3K. Bonee NoApo6OHO O NULEH3UKM HA NPOAYKT Bbl MOXETE NPOYUTATL B rnaBe

JlnueHsnmpoBaHue.


https://docs.usergate.com/licenzirovanie-(opisanie)_1786.html

IP-anpeca

Version: 7.x
Product: WAF
Pasgen IP-aapeca coaepXWT CNMCOK aAnanasoHoB |IP-aapecoB, KoTopblie MOTYT ObITb UCMOMb30BaHbI Npu NocTpoeHuu npasvn WAF. NepBoHayanbHbIi

CMUCOK aZapecoB noctaBnAeTcA BMeCcTe C NPOAYKTOM. A,ClMVIHVICTpaTOp MOXeT A06aBNATbL HeoOXoAUMbIEe eMy 3JIeMeHTbl B npouecce paﬁOTbI. Ana
nobaBneHns HOBOrO CrncKa ajpecosB Heo6X0AUMO BbINOSNHUTL cneaywuiume waru:

HaumeHoBaHue Onucaxue
LLlar 1. CosaaTtb CNMCOK. Ha naHenu Fpynnbl HaxaTtk Ha KHOMKy JJo6aBUTb, AaTb HasBaHWe crucky IP-agpecos.
LLlar 2. YkasaTb agpec o6HoBeHuA YkasaTtb agpec cepsepa, rae HaxoauTca oOHOBNAEMbI CMCOK. Bonee noapo6HO 06 06HOBNAEMBIX
cnucka (He o6A3aTesnbHO). CcnucKax CMOTpUTE Jasiee B 3TOW rnase.

Ha naHenv Aapeca u3 Bbi6paHHOM rpynnbl HaxaTk Ha KHoMky Jlo6aBUTL W BBECTH aapeca.

War 3. [lo6asu IP-anpeca. IP-anpeca seoaaTcA B BuAe IP-aapec, IP-aapec/macka cetn unu ananasoH IP-aapecos, Hanpumep:

192.168.1.5, 192.168.1.0/24 nnn 192.168.1.5-192.168.2.100.

AAMUHMCTPATOP MMEET BO3MOXHOCTb CO3ZiaBaTb CBOM crncku IP-aapecoB v LeHTpanu3oBaHHO pacnpocTpaHATe ux Ha Bee y3nbl WAF UserGate. [ina
CO3/1aHNA TaKOro Crucka HeoBX0AMMO BbINOSMHUTL Creaytolwme AeNCTBUA:

HanmeHoBaHue OnucaHue

Cospatb ¢ain list.txt co cnuckom aapecos.

Cnucok aZpecoB 3anucbiBaeTcAa B 00bIYHbIW TEKCTOBbIN cpaﬁn, rae agpeca nponucblBaroTCA B cTon6vK 6e3 3HaKoB

LWar 1. Cosnatb pann .
npenuHanua. Hanpumep:

¢ HeobxoauMbIMK |P-

aapecamu. XXX

Y-y.y.y
z.2.2.2

War 2. Cosnatb
apxus, cogepxawun |([Momectutb dpann B apxus zip ¢ umeHem list.zip.
9TOT ann.

LLar 3. Cosaatb ¢dain||Cosaath dain version.txt, BHyTpW Hero ykasaTb HOMep BEPCUM CriUCKa, Hanpumep, 3. Heo6xoaMMo MHKpeMeHTUpOBaTbL
C Bepcuei cnucka. flaHHOe 3HayYeHWe Npu KaAoM 0BHOBMNEHMM CrUCKa.

LLlar 4. Pasvectutb
¢daiinbl Ha Be6- PasmectuTb y cebs Ha caiTe list.zip v version.txt, 4ToObl OHM BbINW AOCTYMHbI ANA CKAYMBAHMA.
cepBepe.




HaumeHoBaHue

OnucaHue

Lar 5. Co3natb
cnucok IP-aapecos u
ykasatb URL ana
0BOHOBNEHMA.

Ha kaxxaom WAF cosaats cnucok IP-aapecos. Mpu cosaaquu ykasats Tun cnvcka O6HOBRAEMbIN W agpec, oTkyaa
Heobxoanmo sarpyxats 06HoBneHnsa. WAF GyaeT npoBepATb Hanvuue HOBOW BEPCUM HA BalLem canTe B COOTBETCTBUM C
HaCTPOEHHbBIM pacnucaHWeM CkauMBaHUA OBHOBNEHUI.

MpumeuvaHneURL cnucka 3apaetca B popmarte: http://x.x.x.x/ unu ftp://x.x.x.x/.

PacnucaHnne MoxHo HaCTpOUTL B CBOMCTBax CNUCKa; BO3MOXHO yKasaTtb cneayrouje sapuaHThbl:

OrtkntoueHo. MpoBepka Hannuma 0OHOBNEHWM Ans BbIOPaHHOro 3rieMeHTa NPOU3BOAUTLCA He Byaer.
ExxeaHeBHO.

ExxeHeaenbHo.

ExxemecauHo.

Kaxaple ... 4yacos.

Kaxable ... MUHYT.

3azatb BpyuYHyto.

Mpwu 3aAaHWK BPYYHYIO HEOBXOAMMO MCMONb30BaTh crontab-noAoBHbIA GopmMaT, MPU KOTOPOM CTPOKA BbIMMAAMT KaK LLEeCTb
nonew, pasaenexHblx npobenamu. Mona 3aaatoT Bpems B credytolem Buae: (MuHyThl: 0-59) (yackl: 0-23) (aHu mecAua: 1-
31) (Mecauy: 1-12) (aeHb Heaenu: 0-6, 0-BockpeceHbe). Kaxaoe M3 nepBbIx NATH Nosied MOXeT ObiTb 3a4aH0 CrieyoWwmumM
obpasom:

3Beszouka (*) — obo3HauaeT BeCb AManasoH (0T NepBoro A0 NOCNeAHEero).
Heodwvc (-) — obo3HauaeT aAnanasoH yvcen. Hanpumep, "5-7" 6yaeT o3Hauatb 5,6 1 7.
Cnucku. 310 uncna (Mnu AManasoHbl), pasaeneHHole 3andateiMi. Hanpumep, "1,5,10,11" unun "1-11,19-23".

3Be3a0uKa MM avanasoH ¢ warom. McnonbayeTtca AnA NponycKoB B AManasoHax. LLar ykaseiBaeTca nocne Kocom
yepThl. Hanpumep, "2-10/2" 6ynet 3HauunTs "2,4,6,8,10", a BolpaxeHue "*/2" B none "uacbl" OyaeT o3Hayath "Kakable
ABa vaca".

UserGate MoxeT npoBepsTb YeKk-cymmy ¢daitnos o6HoBNAeMbIX cnvckos. [na npuseaeHHoro npumepa WAF 6yaet sanpawwusate ¢pain list.zip.md>5,
cozepxalmnit yek-cymmy daina list.zip. Ero Hanuume He 06a3atenbHO, HO €CIU OH eCThb, YeK-CyMMa A0SKHA ObITb KOPPEKTHOW.
Monyuntb Yek-cymmy B linux MOXHO KOMaHZOW:

md5sum list.zip

Eé BbiBOA f0GaBnaeTcA B ¢aiin Kak xaw list.zip, nocne yero coxpaHaetca B ¢popmarte md5. Hanpumep, coaepxumoe daiina list.zip.md>5:

04d7d1223ba8ff02396355a2bc3b3d52 list.zip




Useragent 6paysepoB

Version: 7.x
Product: WAF

C nomoLybto punbTpaumum no Useragent 6paysepoB aAMUHUCTPATOP MOXET 3anpeTuTb UK paspellTb paboTy nosb3oBaTerniei TONbKo ¢
onpezeneHHbIM TUNoM Gpay3epoB.

MepBoHauanbHbIi cnncok Useragent noctasnaeTca BMecTe ¢ npoayktom. [na ¢unbTpauuun no tuny Useragent HE06X0AMMO BbINOSHUTL Criedytowme
aevcTeunA:

HaunmeHoBaHue OnucaHue

B navenu Kateropuu Haxarts Ha kHonky Jlo6aBUTb v 3aaaTh Ha3BaHWe HOBOro cnucka Useragent,

LLlar 1. Co3aatb cnucok Useragent.
onyuoHanebHo, onucaxue cnucka v URL o6HoBNeHus.

LWar 2. lo6aBnTb HEOOX0AUMbIE B naHenv La6noHbl useragent 4o6asnTs Heo6xoanMblit Useragent. McueprbiBatoLymit CIMCOK CTPOK
Useragent 6pay3epoB B HOBbI CMIUCOK. Useragent npeactasneH TyT: http://www.useragentstring.com/pages/useragentstring.php

Lar 3. Co3aatb UPL-npaBuno,
coAepxallee 0MH U HECKOSbKO YuTaiite noapoBHee 0 NepcoHanbHbIX CNofx B pasaene WAF.
CMUCKOB.

AAMUHMCTPATOP MMEET BO3MOXHOCTb CO3ZiaBaTb CBOM crniucku Useragent v LieHTpann3oBaHHO pacnpocTpaHATk ux Ha Bce y3nel WAF UserGate. [inAa
CO3/1aHNUA TaKOro Crucka He0BX0AMMO BbINOSMHUTL Creaytolwue AeNCTBUA:

HanmeHoBaHue OnucaHue

LWar 1. Cosaatb
dannc
Heo6XxoaAnMbIMU
Useragent.

Cosaatb dann list.txt co cnuckom Useragent.

War 2. Cospnatb
apxus, cogepxalyun |[lMomectutb ¢pann B apxus zip ¢ umerem list.zip.
oTOT ann.

War 3. Cosnatb
¢ann ¢ sepcuei
crnucka.

Cosnatb ¢dain version.txt, BHyTpH HEro ykasatb HOMep BEPCUM CMIUCKa, Hanpumep, 3. Heo6x0ANMO MHKPEMEHTUPOBATL
[laHHOe 3HauYeHWe MPU KaXAOM OBHOBMEHUM CMIUCKA.

LLlar 4. Pasmectutb
¢daiinbl Ha Be6- PasmectuTb y cebs Ha caite list.zip 1 version.txt, 4ToObl OHK BbINM AOCTYMHBI ANA CKAYMBAHHUA.
cepBepe.



http://www.useragentstring.com/pages/useragentstring.php
https://docs.usergate.com/waf-(opisanie)_1811.html#%D0%9F%D0%B5%D1%80%D1%81%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D1%8B%D0%B5%20%D1%81%D0%BB%D0%BE%D0%B8

HaumeHoBaHue OnucaHue

Ha kaxxaom WAF cosgats crivcok Useragent. Mpu cosaaHnu ykasatb Tvn cnucka OB6HOBAAEMBIN v aapec, oTkyAa
Heobxoaumo sarpyxate o6HosneHusa. WAF GyzeT npoBepATb Hanuume HOBOM BEPCUM HA BalLeM CaiTe B COOTBETCTBUM C
HaCTPOEHHbIM pacnucaHWeM ckaunBaHua OBHOBNEHMI. PacnucaHne MOXHO HAaCTPOUTL B CBOMCTBAX CMUCKA; BO3MOXHO
yKasaTb crieaytoLne BapuaHThbl:

« OrtkntoyeHo. MNpoBepKa Hanuuma oOHOBNEHUI AN BbIOpaHHOro aneMeHTa Npou3BOAUTLCA He ByaerT.
« BExenHesHo.

« BExeHenenbHo.

« ExemecauHo.

« Kaxable ... yacos.

Lar 5. Cosnarb o Kaxable ... MUHyT.
cnucok Useragent un

ykasatb URL ans « 3apatb Bpy4Hyto.
06HOBIEHMA.

Mpu 3aaaHUK BPYUHYIO HEOBXOAMMO UCMOSb30BaTH Crontab-noAoGHbIM hopmaTt, MPU KOTOPOM CTPOKA BIMMIAAMT KaK LLECTb
none, pasaeneHHbix npoGenamu. Mona 3afatoT BpemaA B cneaytolleM Buge: (MUHyThI: 0-59) (yackl: 0-23) (aHu mMecaua: 1-31)
(mecau: 1-12) (neHb Hezenu: 0-6, 0-BockpeceHbe). Kaxzaoe 13 NepBbix NATH NOMER MOXET ObiThb 3a4aHO CreAyHLUM
obpaszom:

« 3Be3aouka (*) — obosHayaeT BECb AManasoH (OT NepBoro A0 NOCNEAHEro).
« Jeduc (-) — obosHauyaeT avanasoH uncen. Hanpumep, "5-7" 6yaet osHavyaTb 5,6 1 7.
o Cnucku. 310 uncna (Mnu avanasoHsbl), pasaeneHHsle 3anaTeiMu. Hanpumep, "1,5,10,11" unu "1-11,19-23".

« 3Be3J0uKa UM AvanasoH C warom. Mcnonb3yeTtca Ana NnponycKkoB B AnanasoHax. Lar ykassiBaeTca nocne Kocom
uepTbl. Hanpumep, "2-10/2" 6yneT sHaunTb "2,4,6,8,10", a BolpaxeHue "*/2" B none "yacbl" ByaeT o3HauyaTh "Kaxkable
ABa vaca".

UserGate MoxeT npoBepATb YeKk-cyMmmy ¢daitnos o6HoBNAEMbIX cnvckos. [na npueeaeHHoro npumepa WAF 6yaet sanpawwusate ¢ann list.zip.md5,
cozepxalmnit yek-cymmy daina list.zip. Ero Hanuume He 06a3atenbHO, HO CIU OH eCThb, YeK-CyMMa A0SKHA ObITb KOPPEKTHOW.
MonyunTb yek-cymmy B linux MOXHO KOMaHZOW:

md5sum list.zip
Eé BbiBOA f0GaBnaeTcA B ¢aiin Kak xaw list.zip, nocne yero coxpaHaetca B ¢popmarte md5. Hanpumep, coaepxumoe daiina list.zip.md5:

04d7d1223ba8ff02396355a2bc3b3d52 list.zip



Cnuckun URL

Version: 7.x
Product: WAF

CTpaHVILI,a npeAHasHa4yeHa AnA 3sagaHWA CMUCKOB yKasaTeneﬁ URL, KOTOpble MOoryT 6bITb MCMOMNb30BaHbI B npasunax KOHTEHTHOM dunbTpalmm B
KayecTBe YepHbIX U 6enbix CUCKOB.

HaumeHoBaHue

OnucaHue

6esonacHoro noucka

CnMCOK NOUCKOBbLIX cucTem 6e3

CMMCOK M3BECTHBIX MOUCKOBBIX CUCTEM, HA KOTOPbIX OTCYTCTBYET BO3MOXHOCTb GITOKMPOBKM MOMCKOBLIX
3anpocoB B3POCIOro coaepxaHua. PekomeHayeTcs 6110KMpoBaTh Takue NOUCKOBUKK ANA Luenen
POAUTENBCKOrO KOHTPOIA.

CooTBeTCTBUE CIIUCKY

Octuyuun PP

sanpetyeHHbix URL MuHucTepctea

[HanHbii cnncok coaepxut URL, 3anpeLierHsie Munnctepctsom KOctuunmn Poccuiickon denepauum.

CooTBeTCTBUE CIIUCKY

KasaxcTtaH

sanpeweHHbix URL Pecny6nuku

EnunHbI peecTp AOMEHHBIX MMEH, yKkasaTenemn CTpaHuL, CanToB B CETU MHTEPHET M CETEBbLIX aApPecos,
coAepXaLLux MHdOopMaLMio, pacnpocTpaHeH e KOTOPOK 3anpelleHo B Pecry6nvke KasaxcTaH.

Cnucok o6pasoBaTenbHbIX
yupemaeHun

CrU1COK OMEHHBIX MMeH 0BpasoBaTenbHbIX yupexaeHuin PO.

CnUCOK PULLIMHIOBBIX CauToB

JarHbli cnncok coaepxuTt URL duULLMHIOBBIX caiToB.

CooTBeTCcTBUE peecTpy
3anpeLeHHbIX CauToB
PockomHansopa (URL)

EnunHbI peecTp ykasatenen cTpaHuL CanToB B CETU MHTEPHET, COAepXaLlmMx HbopMaumio,
pacnpocTpaHeHue KoTopoi B Poccuiickon deaepauum sanpeLyeHo. JaHHbIA CMMCOK AOCTYNEH Ha cante
http://eais.rkn.gov.ru.

CooTBeTCcTBUE peecTpy
3anpeLeHHbIX CanToB
PockomHansopa (AomeHbl)

EZWHbBIN peecTp AOMEHHbBIX UMEH, COAepXaLLMX MHhOpMaLUI, PacnpocTpaHeHe KoTopoi B Poccuiickom
Ddenepauuv 3anpeLyeHo. JlaHHbIi CNMCOK AOCTYNEeH Ha cainTe http://eais.rkn.gov.ru.

Ina ¢unbTpaumm ¢ nomoLbto cnnckoB URL Heobx0anMO BLINOMHWTL criesytoune AeicTBuA:

HaunmeHoBaHue

OnucaHue

Lar 1. Cosaatb cnucok URL.

B pasnene BubnuoTtekn -» Cnucku URL HaxaTb Ha KHOMKY Jo6aBuTb, 3a8aTb Ha3BaHME HOBOMO CMMCKA.

Bui6pats Tun cnvcka — JokanbHbIi v O6HoBAAREMBIN. [na 06HOBNAEMOro crucka ykasats URL o6HOBReHUA
1 HacTpouTb PacnucaHue ckaunBaHua 06HOBREHW.

YCTaHOBUTb KaTeropuio co3AaBaemMoro cnucka B nonie YyBCTBUTENBHOCTb K PETUCTPY:
o YyBcTBUTENbHbIN K perucTpy — cnucok URL aapecos, 4yBCTBUTENbHBIX K PErucTpy OyKs B aapece.

« HeuyBcTBUTENBHBLIV K perucTpy — cnincok URL aapecos, HeuyBCTBUTENbHBIX K perucTpy Oyks B aapece.
Mcnonb3oBaHWe Cnucka aToi KaTeropumn UckodaeT HeoBxoanMMocTs nepedopa BapMaHTOB HaNUCaHUA OAHOMO
1 TOrO Xe BblpaxeHna ¢ BykBamMu B pasfiMyHbIX PErucTpax.

« JlomeH — cnucoKk aapecoB AOMEHOB AnA UCNonb3oBaHWA B npasunax DNS-¢unstpayum.

KaTeI’OpMH CNUCKa 3aZdaeTcA Npu ero cosaaHuu. N3meHnTb KaTteropuio nocne cosgaHnA CnucKka Henb3A.

Lar 2. lo6asutb
Heo6XxoAuMble 3anucv B
HOBbIW CMUCOK.

No6asuTk 3anmuck URL B HOBbIH CNIUCOK. B cnvckax MOXXHO UCMOMb30BaTh CrieluaribHble CUMBOSbI « », «$» U «*»:
«*» — mob0oe KONMUYeCcTBO NMoBLIX CUMBOOB

«\» — Hayano CTPOKM

«$» — KOHeLl CTPOKM

CUMBOSbI «?» U «#» HE MOTYT OblTb UCMONBL30BaHbI.



http://eais.rkn.gov.ru
http://eais.rkn.gov.ru

HaumeHoBaHue OnucaHue

Lar 3. Cosaatb UPL-
npaBwuro, coaepxalyee oanH |[YuTaiite noapo6Hee o nepcoHanbHbIX cnonx B pasaene WAF.
WUITU HECKOJ1bKO CMUCKOB.

Ecnv URL-3anucb HaunHaetcs ¢ http://, «https://», «ftp://» unu conepxut oanH unu Gonee cMMBONOB «/», To 310 cuntaetcA URL 1 npumeHseTca
Tonbko ana HTTP(S) ¢punbtpaunn, k DNS-dunbTpaumm Takaa saanicb He npumMeHaeTca. B npoTMBHOM Cnyyae cTpoka paccMaTpuBaeTCcA Kak MMaA
nomeHa u npumenaetca ana DNS-ounbtpaunn n HTTP(S)-dunetpaumu.

BHumaHue! CneucrmBonsl He paﬁOTaPOT B CMUCKax-UCKKOYeHUAxX ana 6I'IOKVIDOBKM peKnamobl. B atux cnuckax npMmMmeHeHne cneucmMmMmBOosSiOB HE
pexkomMeHayeTcAa.

Ecnv Bbl X0TUTE 3a6M0KMpPOBATL TOUHbIM aAPEC, UCMOMb3YNTE CUMBOSLI « » U «$»:
Mhttp://domain.com/exacturl$

[Insa 6nokuposaHus TouHoro URL Bcex AoYepHMX Nanok UCMosb3ynTe CUMBOS «/»:
Ahttp://domain.com/exacturl/

Jna 6nokMpoBaHnA JoMeHa Co BceMu BoaMoxHbIMM URL Mcnonb3ayiiTe 3anucb Takoro Buaa:
domain.com

Mpumep nHtepnpetaymn URL-3anucen:

Mpumep 3anncu O6pabotka DNS- sanpocos O6pabotka HTTP-3anpocos

BrokupyeTca Becbk AomeH u Bce URL aTOro AomeHa, a Takke
Brokupyetca BeCb AOMEH W foMeHbl 6onee  |lnomeHbl Bonee BLICOKMX (3,4 W T.4.) ypOBHE#A, HanpuMep:
BbICOKMX (3,4 ¥ T.A.) YypOBHEWH, Hanpumep:
yahoo.com http://sport.yahoo.com
sport.yahoo.com
Uim ) http://mail.yahoo.com
mail.yahoo.com
*yahoo.com* https://mail.yahoo.com
a TaKke:
http://sport.yahoo.com/123
qweryahoo.com

http://qwertyahoo.com/

3a610KMpOBaHbI TONBKO:
"mail.yahoo.com$ 3abnokvpoBaH TonbKo mail.yahoo.com http://mail.yahoo.com

https://mail.yahoo.com

Huuero He 3aBnoKMpoBaHO, TaK KaK NoCneaHNi CUMBOS CNaLL

.
mail.yahoo.com/$ Huuero He saGrokuposao onpeaenseT URL, HO He ykasaHbl «https» unu «http»

“http://finance.yahoo.com/personal- 3a0noKuposaH ToNeKo:
Huuero He 3abnokuposaHo

finance/$ http://finance.yahoo.com/personal-finance/
3a6noK1poBaHsbI:
Ayahoo.com/12345/ Huuero He 3a6nokMpoBaHo http://yahoo.com/12345/whatever/

https://yahoo.com/12345/whatever/

ALMUHUACTPATOP UMEET BOSMOXHOCTb CO3/1aBaTh COOCTBEHHBIE CMIUCKM U LIEHTPANIM30BAHHO PaCcnpoCTPaHATh Ux Ha Bee yanbl WAF UserGate. [nq
€03JaH1A TaK1X CMIUCKOB HEOOXOAMMO BbIMOSHWTL CriedytoLue AeHCTBUSA:

HanmeHoBaHue OnwucaHue



https://docs.usergate.com/waf-(opisanie)_1811.html#%25D0%259F%25D0%25B5%25D1%2580%25D1%2581%25D0%25BE%25D0%25BD%25D0%25B0%25D0%25BB%25D1%258C%25D0%25BD%25D1%258B%25D0%25B5%20%25D1%2581%25D0%25BB%25D0%25BE%25D0%25B8

HaumeHoBaHue

OnucaHue

LWar 1. Co3aatb
dainc
HeoBXoAUMBIM
cnuckom URL.

Cospatb TekctoBblv dpann list.txt co cnuckom URL B cneaytowiem ¢popmare:
www.site1.com/url1

www.site2.com/url2

www.siteend.com/urIN

Lar 2. Cosanatb
apxuB.,
coaepxallui atoT
dawn.

MomectuTb pain B apxus zip ¢ meHem list.zip.

Lar 3. Co3aaTb
dain c Bepcuent
crnucka.

Cosaatb daiin version.txt, BHyTp1 HEro yKasatb HOMEpP BEPCUM CNIUCKA, Hanpumep, 3. Heo6XxoAMMO MHKpEMEHTUPOBAaTL AaHHOe
3HaueHMe NpM KXKAOM 0BHOBNEHNUM CriUCKA.

Lar 4.
PasmecTtutb
dainbl Ha Beb-
cepeepe.

PasmectuTb y cebs Ha caite list.zip v version.txt, 4To6bl OHW ObINIM AOCTYNHbI ANA CKAYMBAHMSA.

Lar 5. Co3patb
CMNUCOK U yKasaTb
URL ana
oBHOBMEHUA.

Ha kaxxgom WAF cosaatb cnncok URL. Mpy cosaaquu ykasatb Tun criucka OGHOBRAEMbIN 1 agpec, 0Tkyaa Heo6XxoaMMo
3arpyxaTb o6HoBneHusa. WAF 6yaeT npoBepsATh HanMuve HOBOW BEPCUU Ha BalleM caiTe B COOTBETCTBUM C HACTPOEHHLIM
pacnucaH1emM ckaunBaHWsa 0OHOBNEHU.

MpumeuanneURL cnucka 3apaetca B dopmare: http:/x.x.x.x/ unu ftp://x.x.x.x/.
PacnucaHnne MOXHO HacTPOUTL B CBOMCTBAX CMUCKA; BOSMOXHO yKasaTb CreaytoliMe BapuaHThbl:
« OTktoyeHo. MpoBepka Hanuuua oBHOBNEHMWI ANA BEIOPAHHOIO 3NEeMeHTa NPoM3BOAUTLCA He ByneT.
« ExeaHesHo.
« ExenenensHo.
« ExemecauHo.
« Kaxgble ... yacos.
o Kaxable ... MUHYT.
« 3apatb Bpy4HyHO.

Mpwv 3aAaHWK BPYYHYIO HEOBXOAMMO MCMoNb3oBaTh crontab-noAoBHbIA dopmMaTt, NpU KOTOPOM CTPOKA BIMMAAMT KaK LLEeCTb
nonew, pasaenexHbix npobenamu. MNona 3aaatoT Bpems B criedytoweM Buae: (MuHyThl: 0-59) (yackl: 0-23) (aHu mecAua: 1-31)
(Mecau: 1-12) (aeHb Heaenu: 0-6, 0-BockpeceHbe). Kaxaoe 13 nepBbixX NATH Nosei MOXET ObiTb 3a4aH0 CreayoLMM 06pasom:

« 3Besnouka (*) — o6o3HavaeT BeCb AManasoH (0T NepBoro A0 NOCNEAHErO).
o Jeduc (-) — obo3HauaeT AmanasoH uncen. Hanpumep, "5-7" GyaeT osHauaTb 5,6 1 7.
« Cnucku. 310 uncna (Mnu AnanasoHsl), pasaeneHHsle 3anaTeivu. Hanpumep, "1,5,10,11" unun "1-11,19-23".

« 3BEe340uKa MM AvanasoH ¢ warom. McnonbsyeTca Ana NponyckoBs B AnanasoHax. LLlar ykasbiBaeTca nocne Kocon yepThbl.
Hanpumep, "2-10/2" 6yneTt 3HauuThb "2,4,6,8,10", a BolpaxkeHue "*/2" B none "yacbl" ByaeT 03HauaTb "Kaxable ABa yaca".

UserGate MoxeT npoBepATb Yek-cyMmmMy daitnos o6HoBnAeMbIX cnvckos. [na npueeaeHHoro npumepa WAF 6yaet sanpawwusate ¢ann list.zip.md5,
coaepxalymni yek-cymmy daina list.zip. Ero Hanuume He 06a3atenbHO, HO €CIIU OH €CThb, YEK-CyMMa A0SKHA ObITb KOPPEKTHOW.
MonyunTb yek-cymmy B linux MOXHO KOMaHZOW:

md5sum list.zip

Eé BbiBOA f0BGaBnaeTcA B ¢aiin kak xaw list.zip, nocne yero coxpaHaetca B popmarte md5. Hanpumep, coaepxumoe ¢aiina list.zip.md>5:

04d7d1223ba8ff02396355a2bc3b3d52 list.zip




Kanenaapu

Version: 7.x
Product: WAF

KanquapM NOo3BONIAKOT COo34aTb BpeMeHHble NHTepBasbl, KOTOPble 3aTeéM MOXHO UCNOMb30BaTh B PA3/IMYHbIX NpaBunax WAF. nepBOHal-IaJ'lebIVI
CMUCOK NnocTaBnAeTcA BMeCTe C NPOAYKTOM. A,ClMVIHMCTpaTOp MOXeT 100aBNATbL HeoBXoaAuMble eMy drieMeHTbl B npouecce paéOTbI. Ona nobaeneHun
HOBOro KaneHaapA Heo6X0AUMO BbINOSNHUTL cneaywuime waru:

HaumeHoBaHue OnucaHue

LLar 1. Cosaatb KaneHaapsb. B navenu F'pynnbl Haxatb Ha kHOMKy Jlo6aBUTb, ykasaTb HasBaHWe KareHaaps v ero onucaHque.

Lar 2. [lo6aB1TL BpEMEHHLIE MHTepBasbl B ||B naHenv AnemeHThl HaxaTb Ha KHonky Jlo6aBuTb v 1o6asuTs uHTepsas. [aTtb HassaHue
KaneHaapsb. MHTepBany 1 ykasaTtb Bpems.




LLla6noHel cTpaHuy (Bepcus 7.5.0 1 BoiLwe)

Version: 7.x
Product: WAF

C NOMOLLbO wabnoHoB CTpaHuUL Bbl MOXXeTe HacTpauBaTb BUA CTpaHULbI GHOKMDOBKM WNn CTpaHuubl ceTeBblX OLLUMOOK.

LLla6noH cTpaHuLbl 6NIOKMPOBKM NPEAHA3HAYEH ANA HACTPOWKK 0TBETA, KOTOPLINA BO3BpAaLLaeTCa KIUEHTY, Yel 3anpoc Gbin 3abnokuposaH WAF-
npasunom. MoapobHee 06 aTom — B pasaerne «[1poduaun oTBeTa.

LLlaBrnoH cTpaHuLbl CeTeBbIX OLIMOOK NpeAHasHaueH Ana oTobpaxeHns HdopmaLnm 06 owmbkax B paboTe cepeepa reverse-npoKcu.
YUrtobbl co3aaTh WabnoH cTpaHuubl:

1. Ha ctpaHu1ue HacTpoiku B pasgene Bubnuoteku - LabnoHbl cTpaHuy HaxmuTe Jlo6aBUTb 1 BbibepuTe, WabioH Kakoi CTpaHULbI Bbl
XOTUTE Cco3AaTb.

2. B okHe CBo#cTBa WwabnoHa cTpaHULbl YKaXMTE ero HassaHue, BoibepuTe CTaHAAPTHLIN LLAGOH Ha HY)XXHOM A3LIKE U, ECIIM HEOOXOAMMO,
HasHaubTe ero Wa6noHOM No YMOMYaHHIO.

MpumeuaHne4ToObl NPUMEHUTE CO3AaHHbINM LWABNOH CTPaHULBl CETEBBIX OLLMOOK, €ro HY)XXHO HA3HAYMTL LIABIOHOM NO YMOMYaHUIO.
3. CoxpaHuTe U3MeHeHuA.

Mo yMon4yaHuo LWabnoHbI CTpaHUL HacTpoeHbl Ha 0T06pa>+(eHMe MWHUMabHOM MH$popmMaL MK B cTaHAapTHOM 0POPMITEHUMN. Bbl MoxeTe
UCNONb30BaThb UX B KAYECTBE OCHOBLI ANA CO34aHWA NOMb30BaTENbCKUX LWAGIOHOB B PUPMEHHOM CTUIE KOMMNAHWUK, Ha APYrOM A3bIKE UK C
LIONONHUTENbHLIMK BrI0KaMu MHPOopmMaLun.

Yto6bl co3aaTh NONb30BATENLCKUI LIABMOH CTPaHMULbI:
1. [lo6aBbTe HOBLIM LLUAGMOH CTPaHULbl HY)XXHOIO TUNa.
2. BbiBepuTe U3 cnncka cosaaHHbIi wabnoH u Haxvute kenopt. Ha MK 3arpysutca wabnox B popmate HTML-cTpanuubl.
3. Ucnonb3ya TeKCTOBbIN peaaKTop, OTKPOUTE CTPaHWULY U BHECUTE HYXHble U3MEHEHUA.

MpumeyaHueHe pekomeHayeTCA MCMOMb30BaTh CrelynarnbHble PeAaKTopbl, NpeaHasHavyeHHble Ana peaaktuposanna HTML-daiinos,
MOCKOSbKY OHU MOTYT U3MEHUTb BHYTPEHHIO CTPYKTYPY wabnoHa.

4. UMnopTHpyiTe M3MEHEHHYIO CTPaHULy B CO3AaHHbIM WabnoH.

Tenepb, 4TOObI UCNONBL30BATL NONb30BATENLCKUM LLIABMOH CTPaHULbl 6rIOKMPOBKM, HE0BX0AMMO co3AaTh NPOPUNL 0TBETA C ITUM LWABNOHOM U 3aTeM
3T0T NPod b BeIBpaTh B napameTpax 6nokupytowmx WAF-npaeun. Yto6bl Mcnonb3oBaTh Nonb30BaTebCKUI LIABMOH CTPaHuUL, CeTEBbIX OLUMBOK, ero
[0CTaTOYHO Ha3HAYNUTb LLUAGOHOM MO YMOSTYAHHIO.


https://docs.usergate.com/index.php?View=entry&EntryID=2459

MouToBbIE aapeca

Version: 7.x
Product: WAF

OnemeHT 6ubnuoTekn MoutoBbie ajpeca rno3sonAeT co3aaTthb rpynnbl NOYTOBLIX aApecoB, KOTOPbIe BNOCNEeACTBMU MOXHO UCMOSb30BaTh B

onoBeLlleHnax.

[na no6asrneHns HOBOW rPynMbl NOYTOBLIX a4PECOB HEOOXOANMO BbIMOSTHUTL CEAYHOLME Liaru:

HaunmeHoBaHue OnucaHue

anpecos.

LWar 1. Cosnatb rpynny nouToBbIX

B naHenu rpyﬂl‘lbl NOYTOBbIX afpecoB HaXXaTb Ha KHOMKY ﬂOGaBMTb, AaTb HasBaHue rpynne.

B rpynny.

LLar 2. [lo6aBuTb NouToBble aapeca ||Boiaenuts codaaHHyto rpynny, B naHenu MouToBble agpeca Haxarb Ha kHorky Jo6aBuTb 1 406aBUTL

HeobxoAnMbIe NOYTOBLIE ajpeca.

UserGate. ina cosnaHua

AAMUHMCTPATOP UMEET BO3MOXHOCTb CO3Z1aBaTb CMIUCKM NMOYTOBbLIX aAPECOB U LIEHTPaIM30BaHHO PacnpoCcTpaHATb Ux Ha Bce ycTpoictea WAF

TaKoro cnucka HeoBxoanMo BhINOSHUTL cneaywouine AenCTBuUA:

HaumeHoBaHue

OnucaHue

Lar 1. Co3aatb dain ¢
HeobxoanMbIMK
CMUCKOM MOYTOBbIX
anpecos.

Cosgatb ¢ainn list.txt co cnuckom nouToBbLIX aApecos.

LUar 2. Co3patb apxus,
coaepxallmi atoT
dann.

MomecTutb dain B apxms zip ¢ umeHem list.zip.

Lar 3. Cosaatb ¢pann ¢
BEpCcHew cnucka.

Cosnatb dain version.txt, BHyTpY Hero ykasaTtb HomMep Bepcuu 6asbl, Hanpumep, 3. Heo6XxoaAMMO MHKPEMEHTUPOBATL
[laHHOe 3HauYeHUe NPU KaXAoM 0BHOBEHUM MOPOSTIOTMYECKOrO CroBaps.

LUar 4. PasvecTtuTb
daiinbl Ha Be6-
cepsepe.

PasmecTtuTb y cebs Ha caiiTte list.zip 1 version.txt, 4To6bl OHM GbIIM AOCTYNHbI ANA CKAYMBAHWA.




HaumeHoBaHue OnucaHue

Ha kaxxaom WAF cosgaTts crvcok aapecos. Mpu co3aaHny ykasarb Tvn crivcka OBHOBRAEMbIN U afpec, OTKyAa
Heobxoaumo sarpyxats o6HosneHusa. WAF GyzeT npoBepATb Hanuume HOBOM BEPCUM HA BalLeM CaiTe B COOTBETCTBUM C
HaCTPOEHHbIM pacnucaHUeM ckaunBaH1a OBHOBNEHMIA. PacnucaHne MOXHO HAaCTPOUTL B CBOMCTBAX CMUCKA; BO3MOXHO
yKasaTb crieaytoLne BapuaHThbl:

« OrtkntoyeHo. MNpoBepKka Hanuuma oOHOBNEHUI AN BbIOpaHHOro aneMeHTa Npou3BoOANTLCA He ByaerT.
« BExenHesHo.

« BExeHenenbHo.

« ExemecauHo.

« Kaxable ... yacos.
Lar 5. Co3aatb CnmMcok
NoYTOBbLIX aAPECOB M

ykasatb URL ana « 3apatb BpyuyHylo.
0BHOBIIEHHA.

« Kaxable ... MUHYT.

Mpu 3aaaHUK BPYYHYIO HEOBXOAMMO UCMOSb30BaTH crontab-noAoGHbIM hopmaTt, MPU KOTOPOM CTPOKA BIMMIAAMT KaK LLECTb
none, pasaeneHHbix npoGenamu. Mona 3agatoT Bpema B credytowweM Buge: (MUHyThbI: 0-59) (uackl: 0-23) (aHu MecAua: 1-
31) (mecay: 1-12) (aeHb Heaenwu: 0-6, 0-BocKkpeceHbe). Kaxkaoe 13 nepsbIx NATH NoMei MoXeT ObiTh 3a4aHO Creaytowmum
obpaszom:

« 3Be3gouka (*) — o6o3HayaeT BECb AManasoH (0T NepBoro A0 NOCNEAHErO).
« Jeduc (-) — obosHauaeT avanasoH uncen. Hanpumep, "5-7" 6yaet osHavyaTb 5,6 1 7.
o Cnncku. 310 uncna (unu avanasoHsbl), pasaeneHHsle 3anaTeiMu. Hanpumep, "1,5,10,11" unu "1-11,19-23".

« 3Be3J0uKa UM AvanasoH c warom. Mcnonb3yeTtca Ana NponycKkoB B AnanasoHax. Lar ykassiBaeTca nocne Kocom
yepTbl. Hanpumep, "2-10/2" 6yneT 3HaunThb "2,4,6,8,10", a BolpaxeHue "*/2" B none "yacbl" ByaeT o3HauyaTh "Kaxkable
ABa vaca".

UserGate MoxeT npoBepATb YeKk-cyMmmy ¢daitnos o6HoBNAEMbIX cnvckoB. [na npueeaeHHoro npumepa WAF 6yaet sanpawwusate ¢ann list.zip.md5,
cozepxalymnit yek-cymmy daina list.zip. Ero Hanuume He 06a3aTenbHO, HO €CIU OH eCThb, YeK-CyMMa A0SKHA ObITb KOPPEKTHOW.
MonyunTb yek-cymmy B linux MOXHO KOMaHZOW:

md5sum list.zip
Eé BbiBOA f0GaBnaeTcA B ¢aiin Kak xaw list.zip, nocne yero coxpaHaetca B ¢popmarte md5. Hanpumep, coaepxumoe daina list.zip.md5:

04d7d1223ba8ff02396355a2bc3b3d52 list.zip



Homepa tenedoHoB

Product: WAF
Version: 7.x

OnemeHT 6UBNUOTEKN Homepa Teﬂe¢OHOB no3BOIAET co3AaTh rpynnbl HOMEpPOB, KOTOPbIe BNOCNeACTBUN MOXHO UCNONb30BATh B NpaBuiax

onoseLyeHna SMPP.

Ina no6asrneHns HOBOW rpynnbl TeNnedOHHbLIX HOMEPOB HEOGXOANMO BbIMOJSTHUTL CIEAYHOLME Laru:

HaunmeHoBaHue

OnucaHue

HOMepoB.

LWar 1. Cosnatb rpynny TenedoHHbIX

B naHenu rpyl‘lﬂbl Teﬂe¢0HHle HOMEepOB HaXXaTb Ha KHOMKY ,ﬂO6aBMTb, AaTb HasBaHuWe rpynne.

TenedOoHOB B rpynny.

LWar 2. Jo6aBuTb HoMepa

BblaenuTb cosaanHyto rpynny, B naHeny Fpynna TenedoHHbIX HOMEPOB HaXaTb Ha KHOMKy Jlo6aBUTb 1
n06aBUTL HE0BX0AUMbIE HOMEPA.

AOMUHUCTPATOP UMEET BO3MOXHOCTb CO3aBaTh CMUCKU TeNlePOHHbIX HOMEPOB M LIEeHTPasIM30BaHHO pacnpocTpaHATh ux Ha Bce y3nbl WAF UserGate.
[nA co3aaHus TaKoro CNUcKa He0GXOANMMO BhIMOJSTHUTL CreaytoLine AeUCTBuUA:

HaumeHoBaHue

OnucaHue

Lar 1. Co3aatb dain ¢
HE0BX0AMMBIMU CMIMCKOM
HOMepOB.

Cospatb ¢ainn list.txt co cnuckom HomepoB.

LLlar 2. Co3aatb apxuB,
coaepxalymin atoT dpann.

MomecTutb dain B apxms zip ¢ umeHem list.zip.

Lar 3. Cospatb dain c
BEpcHei crnucka.

Cospatb ¢aiin version.txt, BHyTpu Hero ykasaTb HoMep Bepcuu 6asbl, Hanpumep, 3. Heobxoanmo MHKpeMeHTUpoBaTh
[laHHOe 3HauYeHWe MPU KaXAoM 06HOBNEHUM MOPOSTIOrMYECKOrO CroBaps.

LLlar 4. Pasmectutb
¢daiinsl Ha Beb-cepaepe.

PaamecTtuTb y cebs Ha caiiTe list.zip 1 version.txt, UTo6bl OHM GbIIM AOCTYNHbI ANA CKAYMBAHWA.

LLlar 5. CosaaTb cnmcok
TenedOoHHbIX HOMEPOB U
ykasatb URL ana
0BOHOBEHHS.

Ha kaxxaom WAF cosgaTts crnvcok agpecos. Mpu cozaaHny ykasatb Tvn crivcka OBHOBRAEMbIN U afpec, OTKyAa
Heobxoaumo sarpyxats o6HoBnenusa. WAF GyzeT npoBepATb Hanuume HOBOM BEPCUM HA BalLeM CaiTe B COOTBETCTBUM C
HaCTPOEHHbLIM pacnucaHWeM ckaunBaH1a OBHOBNEHMIA. PacnucaHne MOXHO HACTPOUTL B CBOMCTBAX CMUCKA; BO3MOXHO
yKasaTtb crieaytoLne BapuaHThbi:

« OtkntoueHo. MpoBepka Hanuuusa 06HOBNEHUI ANA BbIOPAHHOTO 3nemMeHTa NPoM3BOANUTLCA He ByaeT.
« ExeaHesHo.

« ExeHepenbHo.

« ExewmecaAuHo.

« Kaxable ... yacos.

« Kaxable ... MuHYT.

« 3apatb Bpy4Hyto.

Mpu 3aaaHUK BPYYHYIO HEOBXOAMMO UCMOSb30BaTL Crontab-noAoGHbIM hopmaTt, MPU KOTOPOM CTPOKA BLIMMIAAMT KaK LLECTb
none, pasaeneHHbix npoGenamu. Mona 3anatoT Bpema B credytoweM Buge: (MUHyThbI: 0-59) (yackl: 0-23) (aHu MecAua: 1-
31) (mecay: 1-12) (aeHb Heaenwu: 0-6, 0-BocKkpeceHbe). Kaxkaoe 13 nepsbIx NATH Nosei MoXeT ObiTh 3a4aHO0 Creaytowmum
obpaszom:

« 3Besaouka (*) — o6o3HayaeT BECb AManasoH (OT NepBoro A0 NOCNEAHErO).
« Jeduc (-) — obosHauaeT aranasoH unucen. Hanpumep, "5-7" Gyaet osHavatb 5,6 v 7.
o Cnucku. 310 uncna (unu avanasoHsbl), pasaeneHHsle 3anaTeiMu. Hanpumep, "1,5,10,11" unu "1-11,19-23".

« 3Besaouka unv avanasoH c warom. McrnonbdyeTca Ana nponyckos B AnanasoHax. LLlar ykaseiBaeTca nocne kocow
uepThbl. Hanpumep, "2-10/2" 6yaet 3HaunTb "2,4,6,8,10", a BbipaxeHue "*/2" B none "uackl" 6yaeT o3Havatb
"Kaxable ABa vaca'".

UserGate MoxeT npoBepATb Yek-cymmy dainos o6HoBAeMbIX cnvckoB. [na npueeaeHHoro npumepa WAF 6yaet sanpawwueate dann list.zip.md5,




coaepxalmnit yek-cymmy daina list.zip. Ero Hanuume He 06a3aTtenbHO, HO €CIU OH eCThb, YeK-CyMMa A0SHKHA ObiTb KOPPEKTHOW.
Monyuntb yek-cymmy B linux MOXHO KOMaHZOW:

md5sum list.zip

Eé BbiBOA f0GaBnaeTcA B ¢aiin Kak xaw list.zip, nocne yero coxpaHsaetca B ¢popmarte md5. Hanpumep, coaepxumoe daiina list.zip.md5:

04d7d1223ba8ff02396355a2bc3b3d52 list.zip



Mpodunu onoseLLeHnm

Version: 7.x
Product: WAF

Mpodunb onoBeLLeHUs yKasbliBaeT TPAHCMOPT, C NMOMOLLbH0 KOTOPOro onoBeLLeHWa MoryT ObiTe JocTaBneHbl nonyyatenam. MNoaaepxveaeTca 2 Tuna
TpaHcnopTa:

« SMTP, nocTaBka coobLieHuit ¢ nomoLLbto e-mail.

« SMPP, gocrtaeka coobLeHuit ¢ NoMoLLbto SMS npakTyecku yepes nGoro oneparopa CoTOBOM CBA3K UMK Yepes BonbLuoe KonnyecTso SMS-
LEHTPOB PaCCHLISIKM.

[na cosaanus npoduna coobiyeHnin SMTP Heo6xoanMo HaxaTk Ha kHorky Jlo6aBuTb B pasaene Buénuotekn - Mpodunu onoselyeHmit
BbIGpaTh BapuaHT Jlo6aBuTb Npodunb onoseweHUa SMTP v 3anonHUTL HEOBXOAUMBIE NONA:

HanmeHoBaHue OnucaHue

HassaHue HassaHue npoduna.

OnucaHue OnucaHve npoduns.

XocTt IP-aapec unn FQDN cepsepa SMTP, koTopblit 6yAeT UCronb3oBaThCA ANA OTChIKM NOUTOBLIX COOBLLUEHH.
Mopr MopT TCP, ncnonbsyemslit cepsepoMm SMTP. O6biuHo ana npoTokona SMTP ucnonbayetca nopt 25, ana SMTP ¢

ucnonb3oBaHWeM SSL - 465. YTouHUTE AaHHOE 3HAYEHWE Y aAMUHUCTPaTOpa NOYTOBOrO cepeepa.

BesonacHocTb |[BapuaHTbl 6€30MacHOCTH OTNPaBKK NOYThI, BO3MOXHbI BapuaHTel: Het, STARTTLS, SSL.

ABTOpM3auua |[BxkntouaeT aBTopusaymio Npu noaxntoueHun k SMTP-cepsepy.

INoruuH MmA yyeTHoM 3anucun anAa noaxntouenna K SMTP-cepsepy.

Naponk Maponb y4eTHOM 3anucK Ans NoakntodeHua Kk SMTP-cepsepy.

Lns cosaaHna npoduna coobiyernii SMPP HeobxoanMMo HaxaTs Ha kHorKky Jlo6aBuTb B pasaene Bubnuoteku - MNpodunu onoseweHui,
BbI6paTs BapuaHT Jlob6aBuTb npodunb onoseweHua SMPP 1 3anofH1TL HeoBXoAUMbIE MONA:

HanmeHoBaHue Onucanue

HasBaHue Hassanne npoduna.

OnucaHue OnucaHnne npoduna.

Xoct IP-aanpec unu FQDN cepsepa SMPP, koTopbli OyAeT UCnonb3oBaTheA AnA 0TChIMKM SMS cooBLUeHw.

Mopr MopT TCP, ncnonbsyemsiit cepsepom SMPP. O6bluHo ana npotokona SMPP ucnonbayertcs nopt 2775, ans SMPP ¢

ncnonb3oBaHnem SSL -- 3550.

SSL Mcnonb3oBaTtb 1K HeT Lwndpaymio ¢ NoMoLLbio SSL.

IoruH Mma yueTHOM 3anucu ana noawnouerna k SMPP-cepsepy.

MNaponb Maponk yyeTHOM 3anucu ana noaxmoueHna k SMPP-cepsepy.

Mpasuna B HekoTopbix crniyyaax SMPP-nposaiaep oxvaaeTt Homep TenedoHa B onpeaeneHHoM popmare, Hanpumep, B Buae

TpaHcnAuuu 89123456789. [ins cooTBeTCTBUA TpeboBaHMAM NpoBanaepa MOXHO yKasaTb 3aMeHy NepBbiX CUMBO/IOB HOMEPOB C OAHUX Ha
HOoMmepoB apyrve. Hanpumep, 3ameHuTb BCce HOMepa, HauMHaroLmueca Ha +7, Ha 8.




Mpo¢unu Netflow

Version: 7.x
Product: WAF

Netflow — ceTeBol NpoToKoN, NpeHasHauYeHHbIM Ana y4éTa ceTeBoro Tpaduka, paspaboTaHHbli KomnaHuel Cisco Systems, noaaepxveaemblii B
HacToALlee BpeMA MHOrMMU BeHZopamMu. [na c6opa nHdopmauun o Tpaduke no npotokony Netflow TpebyroTca cneaytoLne KOMMOHEHTbI:

o CeHcop — cobupaeT CTaTUCTHKY MO NPOXOAALLEMY Yepes Hero TpaduKy U NepesaeT ee Ha KOMMEKTOP.
« Konnexktop — nomnyyaeT oT ceHcopa AaHHLIE W MOMELLAET WX B XpaHWIuLLe.

o AHanusaTop — aHanuaupyeT cobpaHHble KOMNIEKTOPOM AaHHblE M GOPMUPYET NPUTOAHbBIE AN1A YTEHUA YENIOBEKOM OTUETHI (Y4acTo B BUAE
rpadvKos).

WAF MoxeT BeICTynaTb B kauecTBe ceHcopa. [na céopa 1 oTnpaBKku CTAaTUCTHKK O TpaduKe, NPOXoasLLeM Yepes onpeaeneHHbIi ceTeBon HTepdeic
WAF, Heo6x0AUMO BbINOSHWTbL Criedytolve AencTBuA:

1. Cosgatb npodunb Netflow.
2. HasHaunTb coszaHHbl npodpunb Netflow ceTeBomy uHTEPPECY, HA KOTOPOM HEOBXOAMMO COBMPATEL CTATUCTHKY.

Ona cospanus npodunsa Netflow Heo6xoanmo HaxaTk Ha KHorky Jlo6aBuTb B pasaene Bubnuoteku - Mpodunu Netflow 1 ykasaTsb HeobxoauMble
napameTpsbil:

HaumeHoBaHHne OnucaHue
Hassanue HassaHnue npoouna Netflow.

OnucaHue Onucanue npoduna Netflow.

IP-appec

Netflow IP-anpec cepsepa, Kyaa ceHcop GyaeT OTNPaBnATb CTATUCTUKY.
KonnekTopa

MopT Netflow
UDP nopT, Ha KOTOPOM KOJNeKTop ByAeT NPUHAMATL CTATUCTHKY.

Konnektopa

Bepcusa Bepcua npotokona Netflow, kotopyto cneayeT ucnons3osatb. Bepcua npoTokona AomkHa coBnaaaTb Ha CEHCOpE M Ha
npoTokona KonnexTope.

TanmayT o

AKTUBHOrO Mpn AnnTenbHBIX NOTOKax, HaNpPUMep, nepesavya 6onbLLOro daina yepes ceTb, BpEMS, Yepes KoTopoe ByaeT oTNpaBnATLCA

CTaTUCTMKA Ha KOMNEKTOP, He A0XMAAACh 3aBepLUeHna noToka. 3HaueHune no ymonyanuio — 1800 cekyHA.
NoTOKa (CeK)

TanmayT
HeaKTUBHOro Bpewms, pesepsupyemoe Ha 3aBepLUEHNe HEeaKTMBHOIO NOTOKA. 3HaYeHWe No ymonuyaHuio — 15 cexyHa.
NOTOKa (CeK.)

MakcumanbHoe KonnyecTso Y4YUTbIBAEMbIX MOTOKOB, C KOTOPbIX coéwpaeTcn M OTnpaBfiAeTCcA CTaTUCTUKA. OrpaHquHMe

KonunuectBo

NOTOKOEB Heobxoaumo Ana 3awuTbl oT DoS-atak. Mocne A0CTUXKEHUA AaHHOTO KOMWYECTBa NOTOKOB, BCE NOCNEAYOLLME He ByayT
yunTbiBaTLCA. 3HaYeHne no ymonyanuio — 2000000, yctaHosuTe 0 ANA CHATMA OrpaHUyeHus.

OTnpaBnATb

MHpopmauuio ||OTnpaenaTe MHdopmaumio o NAT npeobpasoBaHusax B cTaTucTUKy Netflow.

NAT

YacrtoTa -

OTNDABKU KonuuecTBo nakeToB, Nocrne KOTopbIX LaBnoH OTNPaBAeTCcA Ha NpUMHUMAarOLLMI XocT (Tonbko aAna Netflow 9/10). La6noH

Luaépj’wua COAEPXKUT MHPOPMALIUIO O HACTPOMKE CaMOro YCTPOMCTBA M PasSIMUHYIO CTAaTUCTUYECKYHO MHPOPMALUIO. 3HAYEHNE NO YMOMYaHUIo
— 20 nakeToB.

(naxkeToB)

MNepuon o -

oTnpasky Bpems, uepes koTopoe cTapblit WabnoH oTnpaBnaeTcA Ha npuHuMatowmii xocT (Tonbko Ana Netflow 9/10). La6noH coaepxut

cTaporo MHMOPMAaLMIO O HACTPOIKE CaMOro YCTPOMCTBA M PasfIMUHYIO CTaTUCTUMYECKYIO MHdOopMaumio. 3HadeHune no ymonuanuio — 1800

CeKyHA.
wabnoHa (cek.) yhA




MNpodwunu LLDP

Version: 7.x
Product: WAF

Link Layer Discovery Protocol (LLDP) — npoToKO/n KaHa/bHOrO YPOBHS, NMO3BONAIOLLMIA CETEBLIM YCTPOMUCTBAM, paboTatoLLM B FIOKaNbHOM CETH,
006BABNATL O CBOEM CyLLECTBOBaHUM M NepeaaBaTb CBOM XapaKTepUCTUKK U MonyyaTb aHanornyHble ceeaeHua. Mudopmauus, cobpaHHan npu
nomotuu onepauumn LLDP, xpaHuTCca B cEeTeBOM YCTPOMCTBE.

Ina cosnaHna npoduna 6e30nacHoOCTH Heobxoanmo HaxaTk Jlo6aBuTb B pasaene Bubnuoreku - Mpodunu LLDP v ykasats creaytoLime
napameTpbl:

HanmeHoBaHue OnucaHue
HassaHue HassaHue npodpuna LLDP.
OnwucaHue Onucanue npoduna LLDP.

Pexunm:

« Mpuém n nepepaya aaHHbix LLDP — NGFW Gyaet nocbinate MHpopmaumto LLDP u ByneT aHanuamposaTtb MHGOPMALUO
LLDP, nonyyeHHyto OT cocenen.

Craryc nopra « TonbKo npuém aaHHbIX LLDP — NGFW He 6yaet noceinate uidopmauumto LLDP, Ho 6yaeT aHanuauposaTb MHGOPMaL U0

LLDP ot coceanei.

- TonbKo nepeaaya AaHHbIX LLDP — NGFW 6yaet nocbinatb Hpopmaumto LLDP, Ho ByaeT oT6packiBath MHbOpMaLMO
LLDP, nonyuyeHHyto oT coceaen.




Mpodwunm SSL

Version: 7.x
Product: WAF

Mpodunb SSL nossonseT ykasaTb NPOTOKosbl SSL UM oTAenbHbIe anropuTMbl LWIMGPOBAHWA U LMDPOBOM NOAMUCH, KOTOPLIE B AasibHEWLLEM MOTyT
6bITb MCMOMb30BaHbLI B HACTPOMKax BeO-KOHCOMW, B HACTPOMKaX NpaBun reverse-npoKcy.

[na cosaanus npoduna SSL HeobxoaMMo HaxaTk Ha kHomnKy Jlo6aBuTb B pasaene Buénuoteku - NMpodbunu SSL 1 ykasats HeobxoanMble
napameTpei:

HanmeHoBaHue OnucaHue
HasBanue Hassanune npodpuna SSL.
OnwucaHue Onucanue npoduna SSL.

MuHumanbHas BepcuA TLS — ycTaHaBnuBaeT MMHUMANbHYHO BepcHio TLS, koTopas MOXeT BbiTb UCMONb30oBaHa B AaHHOM
npodwune.

MpoTokonbl SSL |[MakcumanbHas Bepcuf TLS — ycTaHaBnMBaeT MakcMMarbHyH Bepcuio TLS, KoTopaa MOXeT BbiTb UCNONb3oBaHa B JAHHOM
npogwune.

O6a 311 NnapamMeTpa onpenensoT Auanas3oH Bepcuit TLS, KoTopble ByayT NOAAEPKUBATLCA AaHHBIM MPOdUIEM.

[laHHbIi pasaern no3sonseT BolbpaTb HEOOX0AUMBIE anropUTMbI LM POBaHKA W LdPOBOH noanucu. BoamoxHble sHaueHus
yKasaHbl B BUAE CTPOK, B KOTOPLIX NepeuncrieHbl anroput™M 1 NoAnUch. AIMUHUCTPATOP MOXET YKasaTb TONbKO Te Habopbl
anropuTMOB M MOAMUCEN, KOTOPLIE CHUTAET HYXXHBIM AnA 6e3onacHoi paboTel opraHusayuu. CrMcoK NoALEpPKMBaEMbIX
KOMOWHaL I CreayroLLmnii:

« TLS AES 128 CCM SHA256

« TLS AES 128 GCM SHA256

« TLS AES 256 GCM SHA384

« TLS DHE DSS WITH 3DES EDE CBC SHA

« TLS DHE DSS WITH AES 128 CBC SHA

o TLS DHE DSS WITH AES 128 CBC SHA256

« TLS DHE DSS WITH AES 128 GCM SHA256

« TLS DHE DSS WITH AES 256 CBC SHA

« TLS DHE DSS WITH AES 256 CBC SHA256

o TLS DHE DSS WITH AES 256 GCM SHA384

« TLS DHE RSA WITH 3DES EDE CBC SHA

« TLS DHE RSA WITH AES 128 CBC SHA

« TLS DHE RSA WITH AES 128 CBC SHA256

o TLS DHE RSA WITH AES 128 GCM SHA256

« TLS DHE RSA WITH AES 256 CBC SHA

« TLS DHE RSA WITH AES 256 CBC SHA256

« TLS DHE RSA WITH AES 256 GCM SHA384

« TLS ECDH ECDSA WITH 3DES EDE CBC SHA
« TLS ECDH ECDSA WITH AES 128 CBC SHA

« TLS ECDH ECDSA WITH AES 128 CBC SHA256
« TLS ECDH ECDSA WITH AES 128 GCM SHA256
« TLS ECDH ECDSA WITH AES 256 CBC SHA

« TLS ECDH ECDSA WITH AES 256 CBC SHA384
« TLS ECDH ECDSA WITH AES 256 GCM SHA384
« TLS ECDH RSA WITH 3DES EDE CBC SHA

Ha6opbi




LEpiRRBAIEH e

« LS ECDHRSAWITHAES 128 CBCU SHA

OnucaHue
« TLS ECDH RSA WITH AES 128 CBC SHA256

« TLS ECDH RSA WITH AES 128 GCM SHA256

« TLS ECDH RSA WITH AES 256 CBC SHA

« TLS ECDH RSA WITH AES 256 CBC SHA384

« TLS ECDH RSA WITH AES 256 GCM SHA384

« TLS ECDHE ECDSA WITH 3DES EDE CBC SHA
« TLS ECDHE ECDSA WITH AES 128 CBC SHA

« TLS ECDHE ECDSA WITH AES 128 CBC SHA256
« TLS ECDHE ECDSA WITH AES 128 GCM SHA256
« TLS ECDHE ECDSA WITH AES 256 CBC SHA

« TLS ECDHE ECDSA WITH AES 256 CBC SHA384
« TLS ECDHE ECDSA WITH AES 256 GCM SHA384
« TLS ECDHE RSA WITH 3DES EDE CBC SHA

« TLS ECDHE RSA WITH AES 128 CBC SHA

« TLS ECDHE RSA WITH AES 128 CBC SHA256

« TLS ECDHE RSA WITH AES 128 GCM SHA256

« TLS ECDHE RSA WITH AES 256 CBC SHA

« TLS ECDHE RSA WITH AES 256 CBC SHA384

« TLS ECDHE RSA WITH AES 256 GCM SHA384

o TLS GOST2012256 WITH 28147 CNT IMIT

o TLS GOSTR341001 WITH 28147 CNT IMIT

« TLS RSA WITH 3DES EDE CBC SHA

« TLS RSA WITH AES 128 CBC SHA

« TLS RSA WITH AES 128 CBC SHA256

« TLS RSA WITH AES 128 GCM SHA256

o TLS RSA WITH AES 256 CBC SHA

« TLS RSA WITH AES 256 CBC SHA256

« TLS RSA WITH AES 256 GCM SHA384

YcTaHoBKa
anropuTmMos
wudpposBaHua
ana
CcTaHAapTHbIX
NPOTOKONOB

JlaHHbIi pasaen MOXHO UCnonb3oBaTh Ana o6nerdeHns Bolopa HEOOXOAUMbBIX anropPUTMOB LWMPPOBAHKA U NOANWUCH ANA
CTaHAaPTHLIX NPOTOKOMOB TLS. AAMUHUACTPATOP MOXET yKkasaTh B none BolbepuTe NpoToKon AnNA yCTaHOBKW anropMTMOB
HeobxoauMble BEPCUM NMPOTOKONOB TLS, HaxxaTb Ha KHomnKy MPUMEeHUTb, U anropuTMbl, COOTBETCTBYIOLLME BbIGPaHHOK BEPCHUM
NPOTOKOMa aBToMaTtnyeckn 6yayT oTMeueHbl. MoXHO nocrneaoBaTenbHO 406aBUTL HECKOMBKO Bepcuid npoTokona TLS.

Mo yMonuaHuio B NPoAYyKTE CO34aH0 HECKOMbKO npodunen SSL, KOTopble MOryT GbiTb MCMOML30BaHbl AAMUHUCTPATOPOM KaK eCTb, MO0
“3meHeHbl/yaaneHsl npu Heo6xoauMocTu. CosaaHsl cnedytolme npoduau SSL:

HaumeHoBaHue

OnucaHue

Default SSL CoaepuT anropuTMbl U NOAMKCH, COOTBETCTBYOLLME BepcuaM ¢ TLS v.1.1 ao TLS v.1.2. 3to Haubonee pacnpocTpaHeHHble

(TLSV1.3)

profile BEpPCHM MPOTOKOMOB, UCMOSIb3yeMble B CETU MHTEPHET B JaHHOE BPEMA.
Default SSL
profile CoaepXuT anropuTMbl M NOAMKUCH, COOTBETCTBYIOLME Bepcun TLS v.1.3. o ymonuaHuio He Ucnosnb3yeTca.




HaumeHoBaHue OnucaHue

CoanepxuT anroputmbl  noanucu, cootsetcTtaytowne TLS ¢ FTOCT-anroputmamm (TLS GOST2012256 with 28147 CNT IMIT n TLS
Default SSL GOSTR341001 with 28147 CNT IMIT). MoxeT 6biTb UCMONb30BaH B OpraHu3auuax, rae Tpedyetca UCnosb3oBaHUe AaHHbIX
profile (GOST) |[anroputmoB, Hanpumep, ana Be6-noptana. MNoaaepxka AaHHbLIX NPOTOKOMOB A0MKHA Takke BbiTb 06ecrneyeHa co CTOPOHbI
ucnosnb3yembix 6paysepoB. Mo yMONYaHUIO He UCTIONb3yeTCA.

CoaepXuT anroputmbl M NOAMUCH, COOTBETCTBYIOLME Bepcuam ¢ TLS v.1.0 ao TLS v.1.2. JaHHbIM npodunb NCMonb3yeTca no
Default SSL  ||ymonuanuio ana npenoctasnequna SSL-aoctyna B BeG-KOHCOMb.

profile (web
console) BamHo! M3aveHeHne naHHoro npoduna cneayet NPOU3BOAMTL C OCTOPOXHOCTLIO. YKaszaHue anropMtMoB, He NoAAEPKMBaAEMBIX
BalLMM Bpay3epoM, MOXET NMPUBECTU K MOoTepe A0CTyna B BeO-KOHCONb!
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