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ﬂMaFHOCTMKa U MOHUTOPWUHI



MoHWUTOPKUHI TpadumKa

Product: WAF
Version: 7.x

Pasznen MoHMTOPUHI TpadHrKa No3BONAET MOMYYMTb CIMCOK BCEX MOMb30BaTENbCKUX COEANHEHU, yCTaHOBNEHHbIX Yeped UserGate WAF B
peanbHoMm BpeMeHn. CoeAMHEHMEM CUYMTAETCA YHUKasIbHOe CoYeTaHWe aapeca MCTOYHMKA, aapeca HasHa4yeHuaA 1 nonb3oBartend (ecnv onpeaenex).
JnA Kakaoro coeiMHeHUA 0ToBPaXatoTCA MIHOBEHHBIE 3HaUeHUs ckopocTy nepeaayn (TX) u ckopoctu npuema (RX). UMeeTca BO3MOXHOCTb

COPTMPOBKM BbIBOAMMBIX A@HHBIX MO KXAOMY CTONOLY, a Takke BO3MOXHOCTb C03aTh OMIOKMpPYHOLLEE NPaBUIO MEXCETEBOrO 3KpaHa AnA BblOpaHHoOro
13 cnucka IP-aapeca UCTOYHMKA.

MpumeuaHunellpolecc NOCTpoeHUsa AaHHOMO oTYeTa TpedyeT BONbLUErO KOMMYECTBA BIYMCTIMTENBHBIX pecypcoB WAF v npu 6osnbliom obbeme
nepenasaemoro Tpaduka MOXET NPMBOANTL K BLICOKOW 3arpyske npoueccopa. He pekomeHayeTca AepxaTb AaHHYHO CTPaHuLy OTKPLITOH BO
u3bexaHue U3NULLHENR HarpysKu Ha y3en.



MapLupyThl

Technology: Routing

Version: 7.x

Product: WAF

Paznen MapuwpyTbl N03BONAET NOMY4YUTh CMCOK BCEX MapLUPYTOB, yKasaHHbIX Ha onpeaeneHHom yane UserGate u Ha onpeaeneHHOM BUPTYasibHOM
MapLupyTM3aTope Ha yane knactepa. [Jna npocMoTpa MapLupyToB HEOOX0AUMO HaxaTb Ha KHOMKY ®UAbTP W yKasaTb TUMbl MapLLPYTOB, KOTOpbIe
Heobxoanmo oToBpasuTb. BoamMoxHO ykasaTb crnesytolme Tunbl MapLLpyTOB:

« lMoakntoueHHble K MHTepdencam — MapLUPYThl K CETAM, KOTOPbIE NOAKIIOYEHbI HENOCPEACTBEHHO K uHTepdeicam UserGate. JaHHble
MapLupyTbl 6yayT nomedeHbl cMMBOMOM C B CNiMCKe MapLUpYTOB.

« 3apaHHble CTaTMYECKW — MapLUPYThl, 3aaHHble cTaThuecku B pasaene Cetb - MapwpyTbl. [laHHbIe MapLpyThl ByayT nomMeyeHs
cumBosiomM K B criMcke mMapLUpyToB.

OT06paxkaemblit CIMCOK MapLLPYTOB MOXHO CKayaTb B BUAE TEKCTOBOrO daina c NOMOLLbI KHOMKM CKadyaTb BCe MapLUpyThl.



3axBaT nakeToB

Version: 7.x
Product: WAF

Pasaen 3axBaT nakeToB No3BONAET 3anucaTth TpauK, yAOBNETBOPAOLWMIA 3a4aHHBIM YCNOBUAM, B pcap-dain Ana fanbHenLWwero aHanumsa ¢
MOMOLLbIO CTOPOHHUX CPEACTB, Hanpumep, wireshark. 310 6biBaeT HEO6X0AMMO ANA AMArHOCTUPOBAaHUA CETEBBIX NPOBIEM.

Pasaen cocTouT 13 Tpex vacteu:

o DUNLTPbLI — 3/€Chb ONPEAENAOTCA YCIIOBMUA, N0 KOTOPLIM ByAeT 3anucbiBaTbCA TpaduK. B kauecTse ycrioBuii MOryT BeICTynaTb aapec
MCTOYHMKA, MOPT UCTOYHUKA, aApPeC Ha3HaveHuaA, NopT HasHaveHua, npoTtokon Ethernet, npotokon IPv4. Cnucok npoTokonos IPv4 moxHO
nocMoTpeTb No cebinke http://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml.

« MpaBuna — B npasunax ykasoiBatotca UHTepodeicsl UserGate, Ha KOTOpbIX HE0OX0AMMO 3anuUchIBaTh TPADUK, GUNLTPLI, CO3AAHHbIE PaHee,
“mMA 1 pasvep danna, B KOTOPbIA 3anucbiBaeTCA NepexBayeHHbIn TpadyK.

« Gannbl — ctoaa nomMeLlatoTca ¢aI7IJ'IbI C 3anucaHHbIM TpagpUKOM. MX MOXHO cKkavaTtb AnA aHanusa unu yaanutb.

Urto6bl 3anucath Tpadpuk, HE0OXOAUMO BbINOMHUTL CreaytoLme Wwaru:

HanmeHoBaHue OnucaHue

OnuuoHanbHo. MoXHo Bocnonb3oBaThbCsa npeaycTaHOBIEHHbIMU GUNbTpamMu UK NucaTb BeCb TpaduK,

LWar 1. Co3aate Heo6XoANMbIH GUNLTP. HE PUITBTPYA ero.

Cosaatb NpasuIio, B KOTOPOM YKasaTb UMA NpaBuna, MMa daina, MakcumanbHbli pasvep

LLlar 2. Co3aaTb npaBuno. ~
3anucbiBaemoro daina u Heobxoanmble GUNLTPBI.

LLar 3. Bui6paTb Heobxoanmoe npasuno |[BbibpaTb Heo6xoaAUMOE NpaBuo U HaxaTk Ha KHomnKy HauaTb 3anuck. [0 OKoHYaHWK NpekpaTUTb
¥ HayaTb 3anuch. 3anucb, HaXaB Ha KHOMKy OCTaHOBUTDb 3anuChb.

LLar 4. B pasnene ®aunnbl, ckayatb

P Ckauatb pcap-pann ana aHanusa.
nosly4YeHHbIn pann. peap-¢ A



http://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml

Ping

Version: 7.x
Product: WAF

C NOMOLLBbIO YTUAUTBI Ping MOXHO AMarHOCTUPOBaTb AOCTYNHOCTb CETEBLIX PecypcoB. MapameTpbl KoMaHAbl ping:

HaumeHoBaHue OnucaHune
Ping host XocT, KOTOopbI HE0OX0AMMO NPOBEPUTD.
TTL MakcumanbHoe KONMUYeCcTBO MPOMEXKYTOUHBIX XOCTOB, KOTOPOE paspeLleHO NPOMTH Ha MyTH K MPOBEPAEMOMY XOCTY.

Aapec BbiGpaHHOro MHTepdeica GyaeT UCMonNb30BaTLCA B KAUeCTBe aapeca UCTOUHWKA ANf BbINOMHEHUs ping, a uHTepdenc

UHTepdenc
oTnpaBku nakeTa GyaeT BoiGpaH COrnacHo Tabnuue MapLupyTM3aLmu.

CueTumk KonnuecTBo NoBTOPOB.

Moka3biBaTb

. obasnaeT timestamp B BbIBOA KOMaHbI.
timestamp A P A A

He pesonsutb

UMeHa OnepvpoBarthb |IP-aapecamu, He Npeobpa3soBbIiBan UX B JOMEHHbIE UMEHa.




Traceroute

Version: 7.x
Product: WAF

C NOMOLLIbIO YTUNUThI traceroute MOXXHO NPOBEPUTL NYTb CNeAoBaHUA CETEBbLIX MAaKeTOB K OnpeAesieHHOMY XOCTY. I'Iapameprl KoMaHAbl traceroute:

HaumeHoBaHWe OnucaHuve

Traceroute host XocT, KOTOpbI HE0OX0AMMO NPOBEPUTD.

Ucnonb3oBatb ICMP ||Mcnonb3osatb npotokon ICMP ana BeinonHeHWA KomaHAb! traceroute. Ecnu He ykasaHo, To ncnonb3syetca npotokon UDP.

UHTepdenc C Kakoro ceTeBoro nHTepdeica BbINoHATL KOMaHAy.

He pesonButb UMeHa ||Onepuposarts IP-aapecamu, He NpeobpasoBLIBan UX B AOMEHHBIE UMEHA.




3anpoc DNS

Version: 7.x
Product: WAF

MUcnonbaya 3anpoc DNS, aamuHucTpatop MoxeT npoBepuTs paboty DNS-cepeepoB.

HaumeHoBaHue OnucaHue

DNS-3anpoc (xocT) DNS vma ana npoBepky.

IP nctounuka s3anpoca||OannH n3 IP-aapecos, HasHayeHHbIx UserGate.

DNS cepBep DNS cepeep, Kyaa nocbinatb 3anpoc.

MopTt UDP nopt, ucnone3yembii And 3anpoca.

Tun DNS-3anpoca Twn 3anpoca.




LLDP cocean

Version: 7.x
Product: WAF

JaHHbli pasaen otobpaxaeT cnucok LLDP-coBMeCTUMbIX YCTPOMCTB, HA KOTOPLIX BKIKOYEHa noaaepika obbasneHus LLDP.

HanmeHoBaHue Onucanue
UneHTuduKaTop waccw; aenaetca o6asaTtensHoi TLV-3anuceto LLDP-kaapa.
Chassis ID Y kaxaoro yctporctea UserGate ectb Tonbko oanH Chassis ID. B kauecTte Chassis ID ncnonbsyetca MAC-aapec uHtepdeiica
ynpassieHus.
SysName MmA cuctemsl.
SysDescr OnucaHKne cucTeMbl, COAEPXUT HdOPMaLnio 06 06opyaoBaHUM 1 ONepaLMOHHON CUCTEME YCTPOIiCTBa.
Aapec cocenHero yctporctaa. CoaepxuT MHdopmMaLmio:
Management « |IP-aapeca nHtepdeiica ynpasnenus (IPv4 un IPv6).
« Homep nHTepdeiica ykasaHHoro aapeca ynpasnerus.
Capability DyHKL MK YCTPOWUCTBA (Hanpumep, MapLIpyTM3aTop, KOMMYTaTop 1 T.M.).
Port ID UaeHTudukaTop nopta, ¢ kotoporo 6bin nepeaaH LLDPDU (Link Layer Discovery Protocol Data Unit); ABnAaeTca obasaTtenbHoi
TLV-3anucbto LLDP-kaapa. B kauectBe naeHtudukatopa ucnonbsyetca MAC-aapec nHtepdeiica.
PortDescr OnwucaHuve nopta.
Bpems xun3Hu nepenasaembix naketos LLDP; aBnaetca o6azatensHoi TLV-3anuckio LLDP-kaapa.
TTL
TTL 3anaétca B pasaene UserGate -» Hactpowku - Moaynu B none Hactpowka LLDP.




Cratnctuka LLDP

Version: 7.x
Product: WAF

JaHHas BraaKa oToOpaxaeT CTaTUCTUKY MHTepgEeicoB, B HACTPOMKax KOTopbIX Bbin ykasaH npoduns LLDP. Oto6paxaeTca cneaytowan
MHdOopMaymn:

HaumeHoBaHue OnucaHue

Interface HasBaHwue nHTepodeinca.

Transmitted O6uiee KonuyecTso Kaapos LLDP, nepeaaHHbIx uepes uHTepdeice.

Received O6uyee KonnyecTBo kaapos LLDP, nonyyeHHbIX Ha UHTepdeiice.

Discarded Yuncno nonyyeHHbIX Ha 3TOM UHTepdeice kaapos LLDP, koTopble Gbiniv 0TOPOLLEHI.

Unrecognized |[Konunuectso kaapos LLDP ¢ HenoATBEpXAEHHBIM COAEPXKUMBIM, MOTYUYEHHBIX HA 3TOM UHTepdence.

B kaxxaom kaape LLDP coaepxutca nHdopmauma o ToM, HACKONBbKO AOMTO ABNAETCA NpaBuibHON MHPopmauua LLDP (cpok

Ageout
cTapeHua). Ecnu B TeueHne cpoKa CTapeHnA HOBbIX KaApOB He NPUHATO, nHdopmauna LLDP yaanaetca.

Inserted KonnuecTBo no6asnexuit 3anucei ¢ nHpopmaumei o coceasx LLDP.

Deleted KonwnuecTBo yaanenuin 3anucen o coceasx LLDP.




OnoBelyeHUuna



MpaBuna onoBeLyeHUN

Product: WAF
Version: 7.x

JaHHbIi pasaen No3BonsAeT onpesenuTh NpaBuia OnoBeLLEeHUI, KOTopble B AanbHeRLLIEeM MOXHO MCMONb30BaTh AN OTChIIKMA ONOBELLEHUi 0
pasnuuHbIX TUNax cobbITHiA, HaNnpUMep, BbicoKow 3arpyske CPU unu oTnpaske napons nonb3osatento no SMS. [1na cozaaHna npasusia onoseLleHui
Heo6X0AMMO BbINOMHUTL CrieaytoLue Luaru:

HaumeHoBaHue OnucaHue

onoseLleHunA.

Lar 1. Co3aatb 0AWH UM HECKONBKO Npodunen

CmoTpuTe pasaen [Npodwunn onoBeLLeHwi.

OMNOBELLEHUN.

Llar 2. Cosaatb rpynnel nonyvarenei

CmoTpuTe pasaensl [TouToBble aapeca u Homepa TenedoHoB.

Llar 3. Co3natb NpaBuUsiio ONOBELLEHUS.

Bo Brnazaxe JUarHOCTUKa U MOHWUTOPUHT B pasaene OnoBelyeHus - Mpaeuna
onoseleHU 100aBNTb NPaBKIo.

Mpu no6aBnexnn Npasuna HEOGXOAMMO yKasaTb CrieAytoLmMe napameTphb!:

HaumeHoBaHHe OnucaHue
BkntoueHo Brtovaet unu oTkntoyaeT JaHHOE NpasBuio.
HasBaHue HassaHnwue npasuna.
OnucaHue OnucaHnve npasuna.
MNpodunnb CosaaHHbIn paHee npodunb onoselyenna. [ina npodunen SMPP nossutcAa 3aknaaka AnA ykasaHuA aapecaTos B BUAE
onoBeLeHnA TenedoHHbIX HoMepoB, AnA SMTP noABuTCA 3aKnaaka AnA yKkasaHua aapecatos B BUAe email-aapecos.
or OT Koro ByAeT NPUXO0AMTh OMOBELLEHHE.
Tema Tema onoseLleHus.

TanmayT nepen
NOBTOPHOM
OTNpPaBKOW, CEKYHA

YKaxuTe TamMayT, B TeueHne KoToporo cepeep He ByaeT oTnpaBnsaTh COOBLLEHWE NPy NOBTOPHOM cpadaTbiBaHUKM AaHHOIO
npasuna. [lJaHHaA HacTpoiKa No3BonAeT NPeaoTBPaTUTb LITOPM COOOLLEHHI Npu YacToM cpabaTtbiBaHWW Npasuia
onoBeLLeHUs.

CobbiTuA YkakuTe coBblTUA, ANA KOTOPLIX HEOBXOAUMO MOSyYaTh ONOBELLEHHA.
TenedgoHbl [na SMPP-npoduna. YkaxuTe rpynnsl HOMepoB TenedoHoB, Kyaa oTnpasnate SMS-onoseLyeHuA.
Emails Ina SMTP-npopuna. YkaxuTe rpynnsl aapecos email, Ha KoTopble 6yayT 0TNPaBnATECA NOYTOBLIE OMNOBELLEHHA.



https://docs.usergate.com/profili-opoveshenij_1819.html
https://docs.usergate.com/pochtovye-adresa_1817.html
https://docs.usergate.com/nomera-telefonov_1818.html

SNMP

Product: WAF
Version: 7.x

UserGate noaaepxusaeT MOHUTOPHHT ¢ nomoLLbto npotokonos SNMP v2c u SNMP v3. MNoaaepxvBaeTca ynpaBneHne Kak ¢ MOMOLLbIO 3anpocoB
(SNMP queries), Tak 1 ¢ nomoLLbto oTChINKK onoBelleHnit (SNMP traps). 3To no3sonaeT HabnoaaTb 3a KpUTUYeckumK napameTtpamu UserGate ¢
NoMoLLbI0 NporpammHoro obecneueHns SMNP-ynpasnerus, UCNonb3yemMoro B KOMMaHWu.

[nsa HacTpoiKKM MOHUTOPHHIa ¢ nomMoLybto SNMP Heo6xoanmo:

1. B cBoiCTBax 30HLI MHTEPdECA, K KOTOPOMY ByZeT OCYyLECTBNATLCA NOAKMOYeHUe no npoTokony SNMP, Bo Bknaake KoHTponb
aocTtyna paspelwmnTs cepsuc SNMP.

2. Cospatb npasuno SNMP

[na cosaanua npasuna SNMP Heo6xoaumo B pasaene SNMP Haxatb Ha KHOMKy Jlo6aBUTb 1 ykasaThb cregylowue napaMmeTpbi:

HaumeHoBaHue Onucaxue

HasBanue
HassaHnue npasuna.

npaevna

IP-appec o

cepBepa ans IP-anpec cepBepa Ans Tpanos v MOPT, HA KOTOPOM CepBep crywwaeT onoselleHus. O6biuHO 310 nopT UDP 162. [laHHaA HacTpoika

rpanos HeobxoAnMa TOMbKO B CNyvae, ecnu HeoOXOANMO OTNPaBNATL Tpanbl Ha CEPBEP OMOBELLEHUI.

KoMbIOHUTH SNMP community — cTpoka ana naeHtudurkauum cepeepa UserGate v cepsepa ynpasnenna SNMP ana sepcun SNMP v2c.
Mcnonb3yiiTe ToNbKo naTuHck1e ByKBbl U LUPBI.
Heob6n3atenbHblit napameTp, onpeaenstownit SNMP context. MoxHO MCnonb3oBaTh TONMLKO NaTUHCKUE BYKBbI U LMPEI.
Ha HeKkoTopbIX ycTporcTBax MOXeT ObiTb HECKOSBbKO KoMui NonHoro noaaepesa MIB. Hanpumep, Ha ycTporicTBe MOXET ObiTb

KoHTexeT C034aHO HECKOMBKO BUPTYarnbHbIX MapLLpyTH3aTopoB. Kaxablit Takoi BUPTyarnbHbli MapLupyTuaaTop 6yaeT UMeTb NonHoe
noazepeso MIB. B aTom cnyuae Kaxablii BUPTyasibHbIA MapLUpyTU3aTop MOXET BbITb yKasaH Kak KoHTeKCT Ha cepBepe SNMP.
KoHTeKkcT onpeaenaeTca no umeHu. Koraa KNMeHT oTnpasnAaeT 3anpoc, OH MOXET yKasaTb MMA KOHTEKCTa. Ecnn nma KoHTekcTa He
yKkasaHo, 6yAeT 3anpoLLEH KOHTEKCT MO YMOSTYaHHIO.

Bepcus YkasbiBaeT Bepcuto npoTokona SNMP, koTopas 6yaeT ucnonb3oBathes B AaHHOM npasune. BoamoxHbl BapuaHTsl SNMP v2¢ 1

P SNMP v3.

Paspewutb

SNMP- Mpw BrtOUEHUM paspeLuaeT nonyyexue n 06pabotky SNMP-3anpocos o1 SNMP-meHemxepa.

3anpochbl

PaspewuTtb - o

SNMP-Tpansi Mpu BrtoueHnmn paspetaet otnpasky SNMP-Tpanos Ha cepsep, HACTPOEHHbIM ANA NpUemMa OMoBELLEHNHN.

HasBaHue

npogunsa
Tonbko ana SNMP v3. NMoapobHee — B pasaene MNpocdunun GesonacHoct SNMP.

6esonacHocTH A Ap pasa

SNMP

CobbiTua BbiGop TMNOB NapameTpoB, AOCTYMHBIX AN MOHUTOPUHIA NO NpaBuIy.

MpumeuyanueHactpovikn aytenTndukaummn ana SNMP v2c (community) n ana SNMP v3 (nonbsosatenb, TMN ayTeHTUdMKALMK, anrOpUTM
ayTEHTUDHUKALMM, NapOonb ayTEHTUDHUKALMM, aNTOpUTM LM POBAHMUA, Naposb WKppoBaHus — B npodune BesonacHoct SNMP) Ha SNMP-
MeHe kepe AOMKHbI coBnaaaTb ¢ HacTpovikamu SNMP B UserGate.

MHdopmaLmio No HACTPOiKe NapaMeTpoB ayTeHTUdKKaLmuu Ana sawero SNMP-MeHexepa CMOTpUTe B PyKOBOACTBE N0 HACTPOWKe BbIOpaHHOMo
Bamu nporpammMHoro obecneyeHus ans ynpasneHua SNMP.

UserGate BbiaeneH yHukanbHblt naeHTudukatop SNMP PEN (Private Enterprise Number) 45741.

AkTyaneHble mib-painnbl UserGate ¢ napameTpamu MOHUTOPUHIA MOXHO CKadyaTb 13 KOHCOMW aAMUHUCTpaTopa ycTponcTea. [na 3Toro Heo6xoaAMMOo
nepewTH Ha BrIaaKy JiInarHOCTUKa U MOHUTOPMHT, Aarnee B pasaene OnoeeweHua - SNMP Haxats Ckauatb MIB.

Ina ckaumBaruA JocTynHbl cneaytowmne MIB-dpannebi:

« UTM-TRAPS-MIB.



https://docs.usergate.com/profili-bezopasnosti-snmp_1833.html

« UTM-TRAPS-BINDINGS-MIB.

« UTM-MIB.

« UTM-INTERFACES-MIB.

« UTM-TEMPERATURE-MIB.

UTM-TRAPS-MIB

HaumeHoBaHue OnucaHue
trapCoreCrush C6oit aapa.
trapStatDown Cepsuc cratucTtukn (UserGate Log Analyzer) HeaocTtyneH.
trapCoreBootstrapEnd 3arpyska cepBepa 3aBepLUeHa YCneLHo.

trapDefaultGatewayChanged

M3ameHeHue wno3a no YMOJT4aHHUIO.

trapHighSessionsCounter

Tabnuua ceccwit 3anonHeHa Ha 90%.

trapHighUsersCounter

KonuyectBo aKkTvBHbIX Nonb3osaTenei Aocturno 90% OoT nopora IMUEH3NH.

trapDataPartitionFSStatus

Cratyc ¢annoBoi cuctembl. CocToAHME (anIoBOR CUCTEMBI UBMEHMITOCH Ha "not_clean”.

trapStatusChanged MameHeHue cTaTyca y3na 0TKa3oyCTOMUYMBOrO KnacTepa.

trapMemberUp CraTyc y3na 0TKa3oyCTOMUMBOro Knactepa M3aMeHunca Ha «[oaKnoUeH».
trapMemberDown Y3en 0TKa3oyCTOMUYUBOrO KrnacTepa OTKITHOUEH.

trapAttackDetected O6HapyxeHue ataku cuctemoin COB.

trapChecksumFailed

HapyLueHune LenocTHocTn BUHapHbIX dainos.

trapHighCPUUsage Bbicokan 3arpyska LeHTpanbHoro npoueccopa (95%).
trapLowMemory Bbicokan 3arpyska namatu (95%).
trapLowLogdiskSpace HenoctatoyHo mMecTa Ha AWUCKe ANA XpaHEHWA XypHasoB.
trapRaidStatus MameHenue ctaTtyca RAID.

trapPowerSupply [MepBbI UCTOUHWUK MUTAHUA OTKITHOYEH.

trapCableStatus Kabenb 6bin NOAKOUEH UK OTKIIOYEH OT MHTEPdECa.

trapHighDisklOUtilization

Bbicokas 3arpyska aucka. OnoBeLyeHre OTNPaBnaeTcs Npu 3arpyXXeHHOCTH >=95% 3a 5 MUHYT X0TA Obl HA OAHOM W3
INCKOBbIX YCTPOMUCTB.

trapTrafficDrop

CpabartbiBaH1e 3anpeLyaroLLero npasmia MexceTeBoro aKpaHa.

trapLDAPServerDown

Cepsep LDAP HeaocTyneH.

trapCriticalTemperature

Kputnueckaa Temnepartypa Ha oAHOM M3 ceHcopoB. OnoBeLLeHne 0TnpasnAeTCcA Npu nepeceyeHn 0AHOro 13
npeaenos pabouei TemnepaTypbl (HWKHETO UK BepxHero). HWxHuii npeaen padoyei TemMnepatypbl 06bIUHO paBeH
0°C (ana yctponcTts cepun X -40°C), BepxHuit npeaen paseH 85°C.




UTM-TRAPS-BINDINGS-MIB

Tun
HaumeHoBaHue AaHHbIX OnucaHue
utmSessions integer ||TekyLyee KONMYECTBO aKTUBHbLIX CECCUM.
utmSessionsMax integer ||MakcuMmanbHoe KONMYeCTBO aKTUBHbBIX CECCUM.
utmUsers integer ||KonuuyectBo akTUBHbLIX NOMb30BATENEN HA AAHHbLIA MOMEHT.
utmUsersMax integer ||MakcumarnbHOE KONMYEeCTBO aKTUBHbIX NOJSIb30BaTeNEN.
CocTofHne $hannoBoi CUCTEMbI.
utmDataPartionFSStatus ||integer +« 0—clean.
« 1—notclean.
TekyLLuWii cTaTyc y3na Knactepa 0TKa3oyCTOWYMBOCTH:
« 0 — master-ysen.
utmHAStatus integer
« 1—slave-ysen.
o« 3—fault.
lMprunHa n3meHeHna cTartyca yana 0TKazoyCTOMUYMBOro Kractepa:
« 1—cBA3b C y310M noTepaHa.
« 2— HTTP npokcu-cepeep HeAOCTYMNEH.
utmHAStatusReason integer
¢ 3 — HY OAMH W3 LLMO30B HEAOCTYMEH.
« 4 — DNS-cepsep He[OCTYMEH.
« 5— y3en UserGate Management Center HegocTyneH.
utmCPUUsage integer ||3arpyxeHHOCTb LieHTpanbHoro npoueccopa (%).
utmMemory integer ||Wcnonb3osaHue onepatueHon namaT (%).
utmLogdiskSpace integer ||MpocTpaHcTBO Ha ANUCKE, MCNONb3yemoe noa XypHanbl (%).
Texywwmit ctatyc RAID (Redundant Array of Independent Disks), noctpoerHoro Ha koHTponsepe Adaptec:
« no_raid.
utmAdaplecRaidStatus finteger « 0 — optimal — maccuB B ONTUMAanbHOM COCTOAHWMU.
« 1—degraded — MOMHLIA UM YACTUYHBIN BLIXOA U3 CTPOA OAHOMO U3 AWUCKOB.
¢ 2 — rebuild — BoccTaHoBNEeHWe Maccusa.
Texywui ctatyc RAID (Redundant Array of Independent Disks), noctpoeHHoro Ha KoHTponnepe Broadcom:
« no_raid
« 0 — optimal — maccus B onTUMaribHOM COCTOAHUH.
. . 1 — degraded — MOMHbIA UM YACTUYHBIH BLIXOA U3 CTPOA OAHOrO M3 AWUCKOB. [epexoa B AaHHbI
utmBroadcomRaidStatus||integer ¢ 9 A poA oa A pexoa s A

cTaTyc NpoM30MAET NPY BbIXOAE M3 CTPOSA 2-X AUCKOB.
« 2 — partialDegraded — NOMHLIN UM YACTUYHBIN BLIXOA U3 CTPOA OAHOMO U3 AUCKOB.
« 3 — failed — He paboTaeT n3-3a HanUums OLLUMOKK.

« 4 — offline — anck He aocTtynex ana RAID-koHTponnepa.




Tuvn
HaumeHoBaHue AaHHbIX OnucaHue
KonunyecTBo NCTOYHMKOB NUTaHKA:
utmPowerSupply integer « 1— 0aunH BroK NUTaHusA.
o 2 — pBa 6roka nuUTaHus.
COCTOAHME UCTOYHMKA NUTaHKA:
« no_power_supplies.
utmPowerSupplyStatus ||integer
« 0—off.
« 1—on.
utmCSClfName string HaseaHue nHTepdeica.
CraTyc ceTeBOro aaantepa:
utmCSCStatus integer + 1—«xaberb NOAKIIOYEH.
o 2 — kabenb He NOAKITOYEH.
utmDisklOUtilization integer ||Texkywan ytunusayua ancka (%).
utmLDAPServerName string Haseanue LDAP-cepsepa.
utmLDAPServerAddress |[string IP-aapec LDAP-cepsepa.
utmThermSensor string HasaHue TemnepartypHoro ceHcopa.
utmThermValue integer ||3HauyeHne TemnepaTypbl, K3MEPEHHOE CEHCOPOM.
UTM-MIB
Tun
HaumeHoBaHue AaHHbIX OnucaHue
vcpuCount integer KonnuecTso BMPTyanbHbIX NPOLECCOPOB B CUCTEME.
. 3arpyXeHHOCTb BUPTYabHbIX MPOLIECCOPOB CUCTEMBI; 0TOOPaXaeTcA PaKTMYECKOE YMCTIO 3arpy)XeHHbIX
vcpuUsage integer Py pTY pou P P ® Py
BMPTYasbHbIX NPOLECCOPOB.
usersCounter integer KonunyecTBo aKTWBHbIX NOMb30BaTeNEeN Ha TEKYLLUIA MOMEHT BpEMEHH. (*)
ionsCounter integer KonunyecTBo aKTUBHbIX CECCUI Ha TEKYLLMA MOMEHT BPeMeHHu. (*)
tcpsessionsCounter integer KonuyectBo aktvBHbIX TCP ceccuit Ha TekyLLMin MOMEHT BpEMEHH. (*)
udpsessionsCounter integer KonunuectBo aktuBHbIX UPD ceccui Ha TeKyLLui MOMEHT BPeMeHH. (*)
icmpsessionsCounter integer KonuyectBo aktvBHbIX ICMP ceccuii Ha TeKyLLMA MOMEHT BpemeHHu. (*)
ionsRate10 integer KonuyectBo HOBLIX ceccuii B cekyHay. CpeaHee 3HaueHue 3a nocneaxune 10 cekyHA. (*)
ionsRate60 integer KonnuecTBo HOBbIX ceccuii B cekyHay. CpeaHee 3HayeHue 3a nocneaHve 60 cexkyHa. ( *)




Tun

HaumeHoBaHue AaHHbIX Onucaxue
sessionsRate300 integer KonuyectBo HOBbIX ceccuit B cekyHay. CpeaHee 3HayeHune 3a nocneaxune 300 cekyHa. ( *)
tcpsessionsRate10 integer Konuyectso HoBbix TCP ceccuii B cekyHay. CpeaHee 3HayeHune 3a nocneanune 10 cekyHA. (*)
tcpsessionsRate60 integer Konuyectso HoBbix TCP ceccuii B cekyHay. CpenHee 3HayeHune 3a nocneanune 60 cexyHA. ( *)
tcpsessionsRate300 integer Konuyectso HoBbix TCP ceccuii B cekyHay. CpeaHee 3Hayenune 3a nocneanune 300 cekyHa. ( *)
udpsessionsRate10 integer Konuyectso HoBbix UPD ceccuii B cekyHay. CpeaHee 3HayeHune 3a nocneanune 10 cekyHA. (*)
udpsessionsRate60 integer Konunyectso HoBbix UPD ceccuii B cekyHay. CpeaHee 3HayeHue 3a nocneanune 60 cekyHA. (*)
udpsessionsRate300 integer Konuyectso HoBbix UPD ceccuii B cekyHay. CpeaHee 3HayeHune 3a nocneanune 300 cexkyHa. ( )
icmpsessionsRate10 integer Konuyectso HoBbix ICMP ceccuii B cekyHay. CpenHee 3HayeHune 3a nocneanune 10 cekyHA. (*)
icmpsessionsRate60 integer KonuyectBo HoBbix ICMP ceccuii B cekyHay. CpeniHee 3HauyeHune 3a nocneaxune 60 cekyHA. (*)
icmpsessionsRate300 integer KonuyectBo HoBbix ICMP ceccuii B cekyray. CpenHee 3HavyeHune 3a nocneanune 300 cekyra. ( *)
dnsRequestCounter integer ObLee konuyectso DNS 3anpocos. (*)
dnsBlockedRequestCounter |integer Konunuecteo 3abnokuposaHHeix DNS 3anpocos. (*)
dnsRequestRate integer KonunyectBo DNS 3anpocos B cekyHay. (*)
httpRequestCounter integer ObLee konnyecteo HTTP 3anpocos. (*)
httpBlockedRequestCounter||integer KonuyectBo 3ab6nokupoBaHHbix HTTP 3anpocos. (*)
httpRequestRate integer Konunuectso HTTP 3anpocos B cekyHay. (*)
dataPartitionFSStatus string CocTofAH1e QainnoBo cMCTEMbI.
haStatus integer TekyLee cocToAHME y3na KnacTepa.
cpuLoad integer  ||3arpyxeHHOCTb LeHTpanbHOro NPoLEccopa CUCTEMbI; oToGpaxaeTcs B %.
memoryUsed integer Mcnonb3oBaHue onepatUBHOW NamATh; oTobpaxaeTca B %.
logDiskSpace integer MpocTpaHCTBO Ha AUCKe, UCNONb3yeMoe NOZ XypHasbl; oToBpaxaeTca B %.
CoCTOfIHWE NepBOro UCTOUHMKA MUTAHUS:
« no_power_supplies.
powerSupply1Status string

e ON.

« off.




Tun
HaumeHoBaHue AaHHbIX Onucaxue
CocTofHMe BTOPOro UCTOYHMKA NMUTaHUA:
« no_power_supplies.
powerSupply2Status string
¢ ON.
« off.
raidType string Tun RAID maccuBa.
Tekywmii ctatyc RAID (Redundant Array of Independent Disks):
« no_raid.
raidStatus string « 0 — optimal — maccuB B onTUMaribHOM COCTOAHUH.
¢ 1 —degraded — noOMHbIN MM YACTUYHBIW BBIXOA U3 CTPOA OAHOIO U3 AUCKOB.
¢ 2 — rebuild — BoccTaHoBNEHWE MaccuBa.
disklOUtilization integer Tekywjan ytunusayuma aucka (%).
disklOUtilization60 integer Ytunusaumna ancka (%). CpeaHee sHaueHve 3a nocneanune 60 cexyHa.
disklOUtilization300 integer Ytunusauma ancka (%). Cpearee sHaueHve 3a nocneanune 300 cekyHA.

MNpumeyaHueMeTpuKK, OTMEUEHHBIE B ONUCaHWKU CUMBOIIOM (*) He akTyanbHbl AnA UGMC v LogAn. 3HaueHus METPHK ANA 9TUX YCTPOMCTB ByayT

BCErAa pasHbl HyJHO.

UTM-INTERFACES-MIB

Tun
HaumeHoBaHue AaHHbIX Onucanue
ifNumber integer  |[KonnuectBo ceTeBbIX HTEPHENCOB.
ifindex integer 3HaueHne YHWKanbHO ANA KaXaoro MHTepdeica n MoXeT NpuHuMarTh 3Haveruna ot 1 ao ifNumber.
ifDescr string OnucaHue uHTepdenca.




Tun

HaumeHoBaHue AaHHbIX Onucaxue
Tun nHtepdenca, onpeaenéHHbli B COOTBETCTBUM C MPOTOKONIOM PU3NYECKOro/KaHanbHOro ypoBHEN:

« 1 — other — Hen3BeCTHbIW THM.

« 2 —regular1822 — onpeaenén 8 BBN Report 1822.

« 3—hdh1822 — onpenenéH B BBN Report 1822.

¢ 4 —ddn-x25 — onpeaenéx B BBN Report 1822.

« 5 — onpenenéH B ctaHaapTe kaHanbHOro yposHA ceTeBon moaenu OSI X.25.

« 6 — ethernet-csmacd — ceteBo nHTepdeiic Tuna Ethernet, HesasncmMmo oT ckopocTH (onpeaenéx
B RFC 3635).

« 7 —is088023-csmacd — onpenenéH B IEEE 802.3.

« 8 —is088024-tokenBus — onpenenéH B ctaHaapte IEEE 8802.4.

« 9 — is088025-tokenRing — ceTeBon nHTepdenc ncnoneyet noaroueHmwe Token Ring;
onpeaensaetcA B ctaHaapte |IEEE 802.5.

« 10 —is088026-man — onpeaenéH B ctaHgapte 1ISO 88026 "MAN".

« 11 —starLan — onpeaenéx B ctanaapte |IEEE 802.3e.

« 12 — proteon-10Mbit — Proteon 10 Mbit

« 13 — proteon-80Mbit — Proteon 80 Mbit.

« 14 — hyperchannel — BbICOKOCKOPOCTHO KaHarn, ucnonb3yemsl B cetn ISDN.

« 15— fddi — ceteBoW uHTepdeic ncnonbayet noaxkntoveHne FDDI (Fiber Distributed Data Interface).
FDDI — aT0 Habop cTaHAapTOB Nepeaayu AaHHbIX N0 ONTOBOSIOKOHHEIM IMHUAM B NOKaNbHOW CETH.

« 16 — lapb — npoTokon kaHanNbHOro YPOBHA, UCNONb3YEMbIM ANA NepeAayy NakeTos cTaHaapTa
X.25.

¢ 17 — sdlc — nNpoTOKO KaHabHOro YPOBHA AS1A CUCTEMHOMN CETEBON apXuTeKTypbl IBM.

ifType integer

18 — ds1 — cnocobeH obpabatbiBaTh 24 0AHOBPEMEHHbBIX COEAMHEHNA Ha 0bLen ckopocTu 1,544
M6uT/c; Takke HasbiBaeTcA T1

19 — e1 — eBponeiickuit aHanor T1.
20 — basiclSDN — ans ceasu annapatypbl aboHeHTa 1 ISDN-cTaHuuu.

21 — primarylSDN — ncnonb3yeTca Ana NOAKTHOYEHNUA K LUIMPOKONOSTOCHLIM MarucTpanam,
CBA3bIBAIOLLMM MECTHbIE U LeHTpanbHble ATC nnm ceTesble KOMMYTaTOpbI.

22 — propPointToPointSerial — onpeaenéH B ctaHaapte RFC1213.
23 — ppp — ceTeBoW UHTepdenc ucnonbayet noaxkntoveHne PPP (Point-To-Point Protocol).

24 — softwareLoopback — ceTeBoi MHTepdeiC ABNAETCA NeTnesbiM agantepoM. Takue
MHTEepdENCHl YacTO UCMOMb3YITCA ANA TECTUPOBAHMUA; OHU HEe OTNPaBNAT TPaduK B CETb.

25 — eon — ConnectionLess Network Protocol (CLNP) over Internet Protocol (IP); onpeaenéx s
ISO/IEC 8473-1.

26 — ethernet-3Mbit — ceTeBol UHTepdenc ncnonbayet noaknodeHne Ethernet co ckopocteio 3
M6uT/c. Ota Bepcun Ethernet onpeaennaetcs B ctaHaapTe IETF RFC 895.

27 — nsip — XNS over IP — npeaHasHaueH Ana UCMOMb30BaHWA B pasHoo6pasHbIX cpeaax
nepenayu AaHHbIX.

28 — slip — ceTeBoW UHTEPdENC Mconb3yeT noakntoueHue SLIP (Serial Line Internet Protocol).
SLIP onpeaensetca B ctaHaapTe IETF RFC 1055.

29 — ultra — ULTRA Technologies.

30 — ds3 — BbICOKOCKOPOCTHOM MHTEpdENC Nnepeaayn AaHHbIX, CHOOPMUPOBAHHbBIN
MynbTunnekcupoBaHuem curHanos DS1 n DS2; Tawke HasbiBaeTca T3.

31 — sip — ceTeBoW uHTepdeWc ucnonbayet noaxntodeHune SLIP (Serial Line Internet Protocol).
SLIP onpeaensaetca B ctaHaapte IETF RFC 1055.

32 — frame-relay — obecneunBaeT BOSMOXHOCTb Nepesiayn AaHHbIX C KOMMYTaLWeil NakeTos Yepes
WHTEphENC Mexay yCTpoicTBaMM Nonb3oBaTtens U 060pyA0BaHUEM CETHU.

ifMtu

integer

MakcumarnbHbIi pas3mMep naketTa ceTeBoro ypoBHA, KOTOprI7I MOXXHO nocnartb 4Yepes 3ToT VIHTep(DeVIC.




Tun

HaumeHoBaHue AaHHbIX Onucaxue
ifSpeed gauge32 ||MponyckHasa cnocobHOCTb MHTepdeica B GUTax B CEKyHAY.
ifPhysAddress string dusnuecknit agpec nHtepdeiica (MAC-aapec).
CocTtoaHune uHtepdenca, HasHayaemoe aaAMUHUCTPATOPOM:
o 1— up — roToB ANA Nepeaayn NakeTos.
ifAdminStatus integer
« 2— down — He paborTaer.
« 3 — testing — B pexume TecTUpoBaHUA; paBoune nakeTbl He MOryT ObiTb NepeaaHsbl.
Tekywuit ctatyc paboTbl UHTEPPECa:
¢ 1 —up — nHTepdeiic roTos AnA nepeaayn NakeTos.
« 2— down — “HTepdenC He MOXET NnepeaasBaTb NaKeThbl AAHHbIX.
« 3 — testing — BbINONHAETCA TECTUPOBaHME CETEBOro MHTepdeica; paboune nakeTsl He MOTyT ObliTh
nepefaHbl.
. ) « 4 — unknown — nHTepdenc HaxoAMTCA B HEU3BECTHOM COCTOAHMM.
ifOperStatus integer
« 5 —dormant — ceTeBoi MHTepdEeC He MOXET NepeaasaTth NakeThl JaHHbIX, OH OXMAAeT BHELLUHee
cobbiTHe.
« 6 — notPresente — ceteBon MHTepdENC HE MOXET NepeaasaTtb NakeThl AaHHbIX M3-3a
OTCYTCTBYIOLLIEro KOMMNOHEHTA, 0OLIYHO annapaTHoro.
« 7 — lowerLayerDown — ceTeBo MHTepdeC He MOXET NnepeaaBath NakeTbl JAHHbIX, TOTOMY YTO
OH paboTaeT NoOBEPX OAHOrO UMM HECKOMBbKUX APYrUX MHTEPdENCOB, U HE MEHEE OLHOMO U3 3TUX
MHTEPENCcOoB "HUKHEro ypoBHA" He paboTaer.
ifLastChange timeticks 3HaueHne SysUpTime, koraa MHTepQenc okasanca B JaHHOM COCTOAHUMU.
ifinOctets counter32||KonnyecTBo 6aiToB, NPUHATOE AaHHBIM UHTEPdENCOM, BKITHOUYAA CIyXeOHbIe.
ifinUcastPkts counter32||KonnyecTBo AOCTaBIEHHbIX NaKeTOB OAHOAAPECHOW PACCHINKY.
flInNUcastPkts counter32|[KonnuyecTBo AOCTaBNEHHbLIX MHOFOAAPECHbIX U LUMPOKOBELLATEebHbIX NaKeToB.
KonnuyecTBo BXOAALLMX NAKETOB, KOTOPbIe Oblnn 0TOPOLUEHbI, Aaxe ecnu He BbiNo 06HapPYKeHO OLLMBOK,
ifinDiscards counter32|(|npenaTcTBytoLmMxX Mx gocTaBke. OaHa M3 BO3MOXHbLIX NPUUYKMH OTOpackIBaHWsA: ocBoOOXaeHWe Oy depHoro
npocTpaHcTea.
ifinErrors counter32||KonnuecTBo BXOAALLMX NAKETOB, KOTOPLIE COAEPXKAT OLLMOKM, NPENATCTBYOLME UX AOCTABKE.
. KonnuectBo nakeToB, KOTOpbIE ObINK NONyYeHbl Yepes 3TOT UHTEPPENC M OTOPOLLEHbI U3-3a
ifinUnknownProtos counter32 P y P P P
MCMOMb30BaHWA HEM3BECTHOrO UM HEMOAAEPXKMBAEMOro NPOTOKoNA.
ifOutOctets counter32||KonnuecTBo 6aiToB, NepeaaHHoe AaHHbIM MHTEP)ERCOM, BKIOUYas CryXeOHbIe.
. KonnuecTBo 0TNpaBneHHbIX NakeToB 04HOAAPECHOM PACCHINKK, BKITHOYAA NaKeThl, KOTOpble Obinu
ifOutUcastPkts counter32 P AHoaAp P P
OTOPOLLEHBI UK HE OTNPABMEHDI.
. KonnuecTBo oTnpasneHHbIX MHOroaApECHbIX M LLUMPOKOBELLATENbHBIX MAaKeToB, BKIOYAA NaKeTbl, KOTOPbIe
ifOutNUcastPkts counter32 P Ap P th P
ObInn OTOPOLLEHb! UMW He OTMNpaBreHbl.
KonnuyecTBo MCXoAALLMX NaKeToB, KOTopkle Obln OTOPOLUEHbI, AaXe ecnu He OblNo 06HaPYKEHO OLUMGOK,
ifOutDiscards counter32||npenaTcTaytowmx Ux nepeaadn. OaHa U3 BOSMOXHbIX MPUUKMH OTOpackiBaHWA: ocBoboxaeHue By pepHoro

npoCTpaHCTBa.




Tun

HaumeHoBaHue AaHHbIX Onucaxue
ifOutErrors counter32||KonnuecTBo UCXOAALLMX NAKETOB, Nepesaya KOTOPLIX HEBO3MOXHA BCIEACTBUE HANTMUMA OLUMOOK.
ifOutQLen gauge32 ||[inuHa BLIXOAHO Ouepeau (B nakeTax).
ifinMulticastPkts counter32||Konuyectso AOCTaBMNEHHbIX MAKeTOB MHOrOaAPECHOW PaCChINKK.
ifinBroadcastPkts counter32||Konnuyectso AOCTaBMNEHHbIX LUMPOKOBELaTEeNbHbIX NaKeToB.
ifoutMulticastPkts counter32 KonunuecTBo oTnpaBneHHbIX NakeToB MHOrOAAPECHOW PACCHINKK, BKIOYAA NaKeTkl, KOTopble Bbinu

OT6p0LLIeHbI MUK He oTnpaBfieHbl.

Konunuectso OTNpaBneHHbIX LWMPOKoBeLaTeibHbIX NAKeTOB, BKKOYaA NaxkeTbl, KOTOpble 6binn 0T6pOLLIeHbI
WK He oTnpasieHbl.

ifOutBroadcastPkts counter32

CMbICN 0AMHAKOB CO cMbIcrioMm o6bekTa iflnOctets — konuuecTBo 6aiTos, NPUHATOE AaHHbIM

ifHCInOctets counter64 . ) h -
MHTEpdEeRcoM, BKIoYas CryeOHble; UCMNOMNb3yeTCA CYHETUMK BoNbLIEN EMKOCTH.

CMbIC/ 0AMHaKOB co cMbicriom ofbekTa iflnUcastPkts — KonnuecTBo A0CTaBNEHHbIX NAKeToB

ifHCInUcastPkts counter64 o . .. o
0IHOaAPECHOW PACCHINKK; UCMONb3YETCA CHETUMK BonbLUer EMKOCTH.

CMbIC 0AMHaKOB co cMbicriom obbekTa iflnMulticastPkts — KonMuecTBO AOCTaBfIEHHbIX NaKeToB

ifHCInMulticastPkts counter64 N - .
MHOroaZpPeCcHoH PacChlfiKK; UCNONb3yeTCA CYETUMUK BONbLUEH EMKOCTU.

CMbIC/ 0AMHaKOB co cMbicriom obbekTa iflInBroadcastPkts — KonvMuecTBO A0CTaBEHHbIX

ifHCInBroadcastPkts counter64 . o
LUIMPOKOBELLATESbHbBIX NMAKeTOB; UCMONb3YETCA CUETUMK BOoNbLUeih EMKOCTU.

CMbICIT 0AMHAKOB €O cMbiciiom obbekTa ifOutOctets — KonnuecTso 6aiiToB, NnepeaaHHoe AaHHLIM

ifHCOutOctets counter64 ~ ) . o
MHTepdeiicom, BKIoYan CryXeOHble; UCMOMb3YeTCA CYETUMK BosbLIEN EMKOCTH.

CMbICST 0AMHAKOB €O cMbiciom obbekTa ifOutUcastPkis — KonMyecTBo OTNPaBEHHbIX NAaKETOB
ifHCOutUcastPkts counter64||oAHOaAPECHOM PACCHINKK, BKITHOYAA NaKeThI, KOTOpble BbinK 0TOPOLLEHLI UMK HE OTNPABNEHbI;
MCMONb3yeTcsA CYETUMK BorbLUel EMKOCTMU.

CMbICIT 0AMHaKOB COo cMbiciiom obbekTa ifOutMulticastPkts — konvMyecTBo OTNPaBIIEHHLIX NAKETOB
ifHCOutMulticastPkts counterb4|imHoroaapecHoit pacchinku, BKIKOUaA NaKkeTbl, KOTOPLIE BbINN OTOPOLLEHE! MK HE OTNPaBMEHbI;
MCMOnb3yeTcA CYETUMK BOrbLUei EMKOCTMU.

CMbICN 0AMHaKOB €O cMbiciom obbekTa ifOutBroadcastPkts — konnyecTBo OTNPaBIIEHHbIX
ifHCOutBroadcastPkts counter64||LuMpoKoBeLaTenbHbIX NaKeToB, BKOUAA NaKeTbl, KOTOpble OblfiM OTOPOLLEHbI UMW He OTNPaBeHb;
MCMONb3yeTcA CYETUMK BOrbLUei EMKOCTMU.

YKkasblBaeT, AOSDKEH 1M CO3AaBaTbCA Tpan Npu M3MEHEHWU cTaTyca COeANHEHUA:
ifLinkUpDownTrapEnable |linteger « 1— enabled — BrOYEHO.

« 2 — disabled — oTkO4EHO.

ifHighSpeed gauge32 ||OueHKa TeKyLlen Nonockl NponyckaHusa UHTepgenca; ykaseiBaetca B OUT/c, kbut/c, Méut/c, Féut/c.

"HepasbopumBblin" pexxum. MoxeT NnpuHuMaTh 3HaUeHUsA:

o 1— true — cTaHUuA NPMHUMAET BCE NaKeTbl/KaApbl HE3aBUCUMO OT TOrO, KOMY OHW aApPEeCcOBaHbI.
ifPromiscuousMode integer
o 2 —false — MHTepdeWc NPMHMMAET TOMBbKO NaKeTbl/Kaapbl, aAPecoBaHHbIE 3TOW CTaHLUK.

3HaueHne o6bekTa He BNUAET Ha NPUEM LUMPOKOBELLATENbHBIX U MHOrOaAPECHbLIX NaKeTOB/KaAPOB.

ifAlias string HassaHue nHTepdenca, 3aaaHHoe aAMUHUCTPATOPOM.




Tun
HaumeHoBaHue AaHHbIX OnucaHue

3Hauenune SysUpTime, koraa npousoLuno cobbiTve, cTaBllee NpuunHoi c6os paboTsl oaHoro unu Gonee

ifCounterDiscontinuityTime||timeticks N -
CUYETUMKOB UHTEpdeNca.

UTM-TEMPERATURE-MIB

HaumeHoBaHue Tun AaHHbIX OnucaHue
termNumber integer KonuyectBo TemnepartypHbIX CEHCOPOB Ha AaHHOW nnatdopme.
thermLowerThreshold||integer HwxkHWiA Npenen paboueit TemnepaTtypel.
thermUpperThreshold |integer BepxHuit npesen pabouei TemnepaTypbi.
thermTable sequence Tabnuua TemnepaTypHbIX CEHCOPOB C NoKasaHWaAMM (thermEntry).

MHdopmMaumna 0 KOHKPETHOM CEeHCOope:

« thermName (string) — Ha3BaHue ceHcopa.
thermEntry sequence
« thermValue (integer) — nokasaHve ceHcopa.

« thermUnit (string) — eanMHnua namepeHna nokasaHum ceHcopa.

MpumeuaHune [JaHHble TemMnepaTypHbIX CEHCOPOB ByayT 0TOOpaKaTLCA TOSILKO ANA NOAAEPKMUBAEMBIX annapaTHbIX nnatdopm. B HacToALwMiA MOMEHT
noaaepxwuearotca yctpoiictea UserGate C150, C151, FG, X10. ina HenoazaepxuBaemblx NnatdopM UK BUPTYanbHbIX pelleHunid Tabnuua ceHcopoB
6yAneT nycToM, a 3HaYEeHUs KOSIMYEeCTBa CEHCOPOB W NpeAensl pabounx TeMnepatyp OyAyT paBHbl HYHO.

MpumeuaHue Ecnu ¢ ceHcopa He yaanoch CHATb NoKasaHue TemnepaTypbl, oH He ByaeT nepeaaH B Tabnuue, npy aToM napameTp thermNumber
noAcYMTHIBaET 0bLLee KONTMUYECTBO TEMMNEPATYPHLIX CEHCOPOB, AaXeE C Y4ETOM HepaboTatoLmx. B Takom cryyae KonmMyecTBo CEHCOPOB B Tabnuue v
3HayeHune thermNumber moryT He coBnagartb.




MNapametpbl SNMP

Product: WAF
Version: 7.x

JaHHbI pazaen ucnonb3yeTcA And 3aAaHuA HACTPOeK Mo BblAadve nHoopmaymum SNMP-arenTom no npotokony SNMP. MapameTtpsl SNMP 3apatotca
ANA KOKAOro y3na MHAMBKAyasnbHo.

HaumeHoBaHue Onucanue
NMP uma .
S HassaHue cuctemsbl, ncnonb3yemoe noacuctemoin ynpasnedna SNMP.
cUCTeMbI
NMP nokauus
S oxay UHdopmauua o pusnueckom pacnonoxernn SNMP-arenTa.
CUCTEMBbI
SNMP
onucaHue OnucaHne cucTembl.
CUCTEMBbI
Kaxpoe yctpoicteo UserGate nmeeT yHukanbHblt naeHTudukatop SNMPv3 Engine ID. Mo ymonuanuio Engine ID reHepupyetca
Ha ocHoBaHuW umenn yana UserGate. Mpu peaaktupoBanun Engine ID Heo6X0AMMO yKkasaTb ANMHY, TUM U 3HAYEHWE
naeHtTuduKatopa. nuHa MoxeT 6bITb onpeaeneHa Kak pUKcUpoBaHHaA (He 6onee 8 6aiT) MNM AMHamu4yeckas (He 6onee 27
6aiiT). duKcupoBaHHan AnMHa MAEHTUdUKATOPa NPUMEHMMA TONbKO AnA Tvuna text.
Engine ID moxeT 6biTb chopMHUpOBaH B popmare:
Engine 1D . IPv4 (Ip4)
o IPV6 (ipv6).
« MAC-agpec (mac).
o TeKcT (text).
« OkreThbl (octets).




Mpodunu 6esonacHocT SNMP

Product: WAF
Version: 7.x

B aaHHOM paszene npou3BoAMTLCA HAaCTpoWKa npodunei 6esonacHocTu Ana ayTeHTudukaumm SNMPv3-meHemxepa.

MpumevaHne Hactpovikn ayteHTudukaummn ana SNMP v3 (uma nonb3osatena, naporsb, TUM U anropuTM ayTeHTUPUKaLumM, anropuTM 1 naponb
wndposaHua) Ha SNMP-meHeaxepe AomkHbI coBnagats ¢ HacTporkamm SNMP B UserGate

HanmeHoBaHue OnucaHue
HasBaHue HaseaHnue npopuna 6esonacHocTn SNMP
OnucaHue Onucanve npoduna 6esonacHoct SNMP
Monb3oBartensb Mma nonb3osatena ana ayteHtTudukaunn SNMP-meHeaxepa.

Buibop pexuma ayTeHTudUkaumm SNMP-meHemxepa. Bo3MOXHbI BApUaHTI:
« bes ayteHTMdHMKauuK, 6e3 wudposanua (noAuthNoPriv).

Tun ayTeHTMdUKaLUK « C ayteHTudMKauuen, 6e3 wnopoanua (authNoPriv).

o C ayTeHTUdUKauued, ¢ undpposaHrem (authPriv).

Haunbonee 6esonacHbiM cunTaeTca pexum padoTel authPriv.

ANropuTM™, UCMONb3YeMbIA ANA ayTeHTUdUKaLMK. Bo3MOXHO ucnonb3oBath:
o SHAT1;
« MD5;

Anroputm ayTeHTUdHUKaLUU « SHA224;

« SHA256;

« SHA384;

o« SHA512.

Naponb ayteHTUdUKaymmn ||[Maponb, UCNONb3yeMblit AN ayTEHTUDUKALUH.

Anroputm WKUppoBaHUAa AnropuTtm, ucnonbayemblin Ana wudposaHua. BoamoxHo ucnonssosats DES u AES.

MNaponb wngpposaHua Maponb, ncnonbsyembli AnA WKMpPOBaHKUA.







	Table of Contents
	Диагностика и мониторинг
	Мониторинг трафика
	Маршруты
	Захват пакетов
	Ping
	Traceroute
	Запрос DNS
	LLDP соседи
	Статистика LLDP
	Оповещения
	Правила оповещений
	SNMP
	Параметры SNMP
	Профили безопасности SNMP



