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[Mpasmna onoseLleHui

Product: WAF
Version: 7.x

JaHHbIi paszaen No3BonsAeT onpesenuTb NpaBuia OnoBeLLeHUI, KOTopble B AanbHeRLLIEM MOXHO MCMOMNb30BaTh AN OTCHIIKMA ONOBELLEHUi 0
pasnuuHbIX TUNax coBbITHiA, HanpUMep, BbicoKow 3arpyske CPU unu oTnpaske napons nonb3osatento no SMS. [1na cozaaHua npasuia onoseLleHui
Heo06X0AMMO BbINOMHUTL CreayroLLue Laru:

HaumeHoBaHue OnucaHue

onoseLleHunA.

Llar 1. Co3aatb 0AMH MM HECKONBKO Npodunen

CmoTpuTe pasaen [Npodwunin onoBeLLeHwi.

OMNOBELLEHWUN.

LLar 2. Cos3aatb rpynnel nonyyarenei

CwmoTpuTe pasaensl [louToBble agpeca u Homepa TenedoHoB.

Llar 3. Co3nartb NpaBuUsiio ONOBELLEHUS.

Bo Brnazaxe JUarHOCTUKa U MOHUTOPUHT B pasaene OnoBelyeHun - Mpaeuna
onoseLleHU 100aBnTb NPaBuIo.

Mpu Ao6aBnexnn Npasuna HEOGXOAMMO yKasaTb CreAytoLmMe napameTphb!:

HaumeHoBaHHe OnucaHue
BkntoyeHo Brtovaet unu otkntoyaeT JaHHOE NpasBuio.
HasBaHue Hassanue npasuna.
OnucaHue OnucaHnve npasuna.
MNpodunsb CospaaHHbIn paHee npodunb onoselyenna. [ina npodpunen SMPP nossutcA 3aknaaka AnA ykasaHua aapecaTos B BUAE
onoBeLleHUa TenedOoHHbIX HoMepoB, AnA SMTP noasBuTCcA 3aknaaka AnA ykasanua aapecatos B BUAe email-aapecos.
or OT Koro ByAeT NPUX0AUTh OMOBELLEHHE.
Tema Tema onoseLleHus.

TanmayT nepen
NOBTOPHOW
OTNPaBKOW, CEKYHA

YKaxuTe TamMayT, B TeueHne KoToporo cepeep He ByaeT oTnpaBnsaTe COOBLEHWE NPy NOBTOPHOM cpadaTbiBaHUKM AaHHOIO
npasuna. [lJaHHaA HacTpoiKa No3BonAeT NPeAoTBPaTHUTb LLITOPM COOOLLEHUI NpU YacToM cpabaTtbiBaHWW Npasuia
onoBeLLeHUs.

CobbiTuA YkakuTe coBblTUA, ANA KOTOPLIX HEOBXOAUMO MOyYaTh OMOBELLEHHA.
TenedgoHbl [na SMPP-npoduna. YkaxuTe rpynnsl HOMepoB TenedoHoB, Kyaa oTnpasnate SMS-onoseLyeHuA.
Emails Ina SMTP-npogpuna. YkaxuTe rpynnsl aapecos email, Ha KoTopble 6yayT 0TNPaBnATECA NOYTOBLIE OMNOBELLEHHA.
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SNMP

Product: WAF
Version: 7.x

UserGate noaaepxusaeT MOHUTOPHHT ¢ nomoLLbto npotokonos SNMP v2c u SNMP v3. MNoaaepxvBaeTca ynpaeneHne Kak ¢ MoMOLLbO 3anpocoB
(SNMP queries), Tak 1 ¢ nomoLLbio OTChINKK onoBelleHnit (SNMP traps). 3To no3eBonaeT HabnoaaTb 3a KpUTUUeckumK napameTtpamu UserGate ¢
NoMoLLbIO0 NporpamMmMHoro obecneueHns SMNP-ynpaBnerus, UCNonb3yemMoro B KOMMaHWu.

nA HacTpPOMKKU MOHUTOPHHTa ¢ nomoLybo SNMP Heo6xoanMo:

1. B cBoicTBax 30HLI MHTEPdECA, K KOTOPOMY ByZeT OCYyLECTBNATLCA NOAKMOYeHKUe no npoTokony SNMP, Bo Bknaake KoHTponb
aocTtyna paspelwwmnTs cepsuc SNMP.

2. Cospatb npasuno SNMP

Lna cosaanuna npasuna SNMP Heobxoanmo B pasaene SNMP Haxatb Ha KHorky Jlo06aBUTb 1 yKasaTk criedytowmue napameTpb:

HaumeHoBaHue OnucaHue

HassaHue
HassaHnue npasuna.

npaeuna

IP-apgpec o

cepeepa anA IP-anpec cepBepa Ans Tpanos v NMOPT, HA KOTOPOM CepBep crywwaeT onoselleHus. O6biuHO 310 nopT UDP 162. laHHaA HacTpoika

rpanos Heo6xoAuMa TOMbKO B Crlyyae, eCii He00X0AMMO OTMPAaBMATL TParbl HA CEePBEP OMOBELLEHMIA.

KoMbIOHUTH SNMP community — cTpoka ana naeHtudukauum cepeepa UserGate v cepsepa ynpasnenna SNMP ana sepcun SNMP v2c.
McnonbayiiTe TonbKo naTuHck1e ByKBbl U LMPBLI.
Heob6n3atenbHblit napameTp, onpeaenstownit SNMP context. MoxHO MCnonb3oBaTh TONMLKO NaTUHCKUE BYKBbI U LMPEI.
Ha HeKkoTopbIX ycTporcTBax MOXeT ObiTb HECKOSBbKO KoMUi NonHoro noaaepesa MIB. Hanpumep, Ha ycTporicTBe MOXET ObiTb

KoHTexeT C03aHO HECKOBKO BUPTYarbHbIX MapLLpyTH3aTopoB. Kaxablit Takoi BUPTyarbHbIi MapLupyTuaatop 6yaeT UMeTb NonHoe
noaaepeso MIB. B aTom criyuae Kaxkablih BUPTYarnbHbIi MapLUpyTM3aTop MOXET ObiTh YKasaH Kak KOHTEeKCT Ha cepeepe SNMP.
KoHTeKkcT onpeaenaeTca no uMeHu. Koraa KNMeHT oTnpasndaeT 3anpoc, OH MOXET yKasaTb MMA KOHTEKCTa. Ecnn uma KoHTeKkecTa He
yKkasaHo, 6yAeT 3anpoLLEH KOHTEKCT MO YMOSTYaHHIO.

Bepcus YkasbiBaeT Bepcuto npoTtokona SNMP, koTopas 6yaeT ucnonb3oBaThecs B AaHHOM npasune. BoamoxHbl BapuaHTsl SNMP v2¢ 1

P SNMP v3.

PaspewiTtb

SNMP- Mpw BrtOYEHUM paspeLuaeT nonyyexue n 06pabotky SNMP-3anpocos o1 SNMP-meHeaxepa.

3anpochbl

Paspewutb - o

SNMP-pansi Mpm BrtoueHnmn paspetaet otnpasky SNMP-Tpanos Ha cepsep, HACTPOEHHbIM ANA NpYemMa OMoBELLEHNHN.

HassaHue

npogunsa

pod Tonbko ana SNMP v3. MoapobHee — B pasaene [Npodunu 6esonacHoct SNMP.

6esonacHocTH

SNMP

CobbiTua BbiGop TMNOB NapameTpoB, AOCTYMHBIX A8 MOHUTOPUHIA NO NpaBuIly.

MpumeyaHueHactpovikn aytenTndukaummn ana SNMP v2c (community) n ana SNMP v3 (nonbsosatenb, TMn ayTeHTMdMKALMK, anNrOpUTM
ayTEHTUDHUKALMM, NApOonb ayTEHTUDHUKALMM, aNrOpUTM LM POBAHMA, Naposb WKppoBaHua — B npodune BesonacHoct SNMP) Ha SNMP-
MeHe[kepe AOMKHbI coBnaaaThb ¢ HacTpovikamu SNMP B UserGate.

MHdopmaLmio No HacTpoiiKe napaMeTpoB ayTeHTUdKKaLmMu Ana sawero SNMP-MeHexepa CMOTpUTe B PyKOBOACTBE N0 HACTPOWKe BblIOpaHHOMo
Bamu nporpammMHoro obecneueHus ans ynpasneHua SNMP.

UserGate BbiaeneH yHukanbHblt naeHTudukatop SNMP PEN (Private Enterprise Number) 45741.

AkTyanbHble mib-dainel UserGate ¢ napameTpamu MOHUTOPUHIA MOXHO CKayaTb U3 KOHCOSTM aAMMHUCTPaTopa yCcTpoicTaa. [4na aToro Heo6xoAUMO
nepewTH Ha BKIaaKy JiInarHOCTUKa U MOHUTOPMUHT, Aarnee B pasaene OnoeeweHua - SNMP Haxats Ckauatb MIB.

JnAa ckaunsanua aoctynHel cneaytowme MIB-gpaiinsi:

« UTM-TRAPS-MIB.

« UTM-TRAPS-BINDINGS-MIB.
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« UTM-MIB.

« UTM-INTERFACES-MIB.

« UTM-TEMPERATURE-MIB.

UTM-TRAPS-MIB

HanmeHoBaHue OnucaHue
trapCoreCrush C6oit aapa.
trapStatDown Cepsuc ctatucTukn (UserGate Log Analyzer) HenocTtyneH.
trapCoreBootstrapEnd 3arpyska cepsepa 3aBepLUeHa yCheLHo.

trapDefaultGatewayChanged

M3meHeHue wnosa no yMOn4aHuio.

trapHighSessionsCounter

Tabnuua ceccuit 3anonHeHa Ha 90%.

trapHighUsersCounter

KonnuecTBo akTMBHbIX nonb3oBatenen aocturno 90% ot nopora AULEeH3nK.

trapDataPartitionFSStatus

Cratyc ¢ainoBoi cuctembl. CoctosHne dainoBoi cucTeMbl U3MEHUTOCH Ha "not_clean".

trapStatusChanged M3meHeHue cTaTyca y3na 0TKa3oyCTOMUYMBOro KacTepa.

trapMemberUp Cratyc y3na 0TKka3oyCcTOMYMBOro KnacTepa UMeHUNCA Ha «loaknoueH».
trapMemberDown Y3en 0TKazoyCTOMUYMBOrO KrnacTepa OTKIIHOYEH.

trapAttackDetected O6HapyxeHue ataku cuctemoi COB.

trapChecksumFailed

HapyLieHue LenocTHOCTM BUHApPHBIX daitnos.

trapHighCPUUsage

Beicokan 3arpyska ueHTpanbHoro npoueccopa (95%).

trapLowMemory

Beicokan 3arpyska namatu (95%).

trapLowLogdiskSpace

HezocratoyHo MecTa Ha AMCKE AN1F XPaHEHUS XKypPHasoB.

trapRaidStatus M3amenenue ctatyca RAID.
trapPowerSupply [MepBbI UCTOUHWUK MUTAHMA OTKITHOYEH.
trapCableStatus Kabenb 6bin NOAKOUEH UM OTKIIOYEH OT MHTEPdEiCa.

trapHighDisklOUtilization

Bbicokas 3arpyska aucka. OnoBeLyeHre 0TNPaBnaeTcs Npu 3arpyXXeHHOCTH >=95% 3a 5 MUHYT X0TA Obl HA OAHOM W3
INCKOBbIX YCTPOMUCTB.

trapTrafficDrop

CpabartbiBaHue 3anpeLyaroLLero npasmia MeXceTeBoro aKpaHa.

trapLDAPServerDown

Cepsep LDAP HeaocTyneH.

trapCriticalTemperature

Kputnueckaa Temnepartypa Ha oAHOM M3 ceHcopoB. OnoBeLleHne 0TnpasnAeTCcA Npu NepeceyeHn 0AHOro 13
npeaenos paboyer TeMnepaTypbl (HUWKHENO UK BepxHero). HuxHuiA npenen paboyei Temnepatypbl 06bI4HO paBeH
0°C (ana yctponcTts cepun X -40°C), BepxHuit npeaen paseH 85°C.

UTM-TRAPS-BINDINGS-MIB




HaunmeHoBaHue

Tun
AaHHbIX

OnucaHue

utmSessions

integer

TeKyu.|ee KOJTMYECTBO aKTUBHbIX CECCUM.

utmSessionsMax integer ||MakcuMmanbHOe KONMYECTBO aKTUBHbBIX CECCUM.
utmUsers integer ||KonuuyectBo aKTUBHbLIX NOMb30BATENEN HA AAHHbLIA MOMEHT.
utmUsersMax integer ||MakcumarnbHOE KONMYEeCTBO aKTUBHbIX NOJSIb30BaTeNEN.
CocTtofHne $pannoBon CUCTEMbI.
utmDataPartionFSStatus ||integer +« 0—clean.
« 1—notclean.
TeKyLUmMii cTaTyc y3na Knactepa 0TKasoyCTOWYMBOCTH:
« 0 — master-ysen.
utmHAStatus integer
« 1—slave-ysen.
« 3—fault.
lMprunHa n3meHeHna cTartyca yana 0TKazoyCTOMUYMBOro Kractepa:
« 1—cBA3b C y310M noTepaHa.
« 2— HTTP npokcu-cepeep HeAOCTYMNEH.
utmHAStatusReason integer
o 3 — HM OAMH M3 LUMO30B HELOCTYMEH.
« 4 — DNS-cepBep He[OCTYMEH.
« 5— y3en UserGate Management Center HegocTyneH.
utmCPUUsage integer ||3arpyxeHHOCTb LieHTpanbHoro npoueccopa (%).
utmMemory integer ||Wcnonb3osaHue onepatusHon namaTu (%).
utmLogdiskSpace integer ||MpocTpaHcTBO Ha ANUCKE, MCNONb3yemoe nNoa XypHanbl (%).
Texywwmit ctatyc RAID (Redundant Array of Independent Disks), noctpoerHoro Ha koHTponsepe Adaptec:
« no_raid.
utmAdaptecRaidStatus ||integer « 0 — optimal — maccuB B ONTUManIbHOM COCTOAHUH.
« 1—degraded — MOAHLIA UM YACTUYHBIN BLIXOA U3 CTPOA OAHOMO U3 AWUCKOB.
¢ 2 — rebuild — BoccTaHoBNEHWe MaccuBa.
Texywuit ctatyc RAID (Redundant Array of Independent Disks), nocTpoeHHOro Ha KoHTponnepe Broadcom:
« ho_raid
« 0 — optimal — maccuB B ONTUManIbHOM COCTOAHUH.
. . 1 — degraded — NOSIHbLIN UM YACTUYHBIN BLIXOA U3 CTPOA OAHOrO U3 AMCKOB. [epexoa B AaHHbIN
utmBroadcomRaidStatus||integer ¢ 9 A P A A pexoas A

cTaTyc Npou3oiaET Npyv BbIXOAE U3 CTPOA 2-X [AMCKOB.
« 2 — partialDegraded — MOMHbIA UK YACTUYHBIW BLIXOA U3 CTPOA OAHOIO M3 AWUCKOB.
« 3 — failed — He paboTaeT n3-3a HanUuuaA OLLIMOBKH.

« 4 — offline — auck He aoctynex ana RAID-koHTponnepa.




Tun
HaumeHoBaHue AaHHbIX Onucaxue
KonnyecTBo MCTOUHUKOB NUTaHUA:
utmPowerSupply integer o 1— 0aunH BroK NUTaHusA.
o 2 — pBa 6roka nuTaHus.
COCTOAHME UCTOYHUKA MUTAHUA:
« no_power_supplies.
utmPowerSupplyStatus ||integer
o 0—off.
« 1—on.
utmCSClfName string HaseaHue nHTepdeiica.
CraTtyc ceTeBoOro aaantepa:
utmCSCStatus integer « 1—kabenb NoAKMOYEH.
o 2 —kabenb He NOAKIHOYEH.
utmDisklOUtilization integer ||Tekywan ytunusayua aucka (%).
utmLDAPServerName string HassaHune LDAP-cepsepa.
utmLDAPServerAddress ||string IP-anpec LDAP-cepsepa.
utmThermSensor string HassaHue TemnepaTypHOro ceHcopa.
utmThermValue integer ||3HayeHne TemnepaTypbl, 13MEPEHHOE CEHCOPOM.
UTM-MIB
Tun
HaumeHoBaHue AaHHbIX Onucaxue
vcpuCount integer KonunyecTBo BUPTyanbHbIX NPOLECCOPOB B CUCTEME.
. 3arpyXeHHOCTb BUPTyasbHbIX MPOLIECCOPOB CUCTEMBI; OTOOpaKaeTcA PaKTMUECKOE UMCTIO 3arpyKeHHbIX
vcpuUsage integer Py PTy pou P ’ P ® Py
BMPTyasnbHbIX NPOLECCOPOB.
usersCounter integer KonunyecTBo aKkTVBHbIX NONb30BaTENEN Ha TEKYLLUIA MOMEHT BPEMEHH. (*)
ionsCounter integer KonunyecTBo aKTUBHbIX CECCUIA HA TEKYLLMI MOMEHT BPeMeHHu. (*)
tcpsessionsCounter integer KonunyectBo axktvBHbIX TCP ceccuit Ha TekyLMin MOMEHT BpeMEHH. (*)
udpsessionsCounter integer KonuyectBo axktvBHbIX UPD ceccuit Ha TekyLLuit MOMEHT BpeMeHH. (*)
icmpsessionsCounter integer KonuyectBo aktvBHbIX ICMP ceccuii Ha TeKyLUMi MOMEHT BpemeHHu. (*)
ionsRate10 integer KonunyectBo HoBbIX ceccuii B cekyray. CpeaHee 3HauyeHune 3a nocneanune 10 cexyHA. (*)
ionsRate60 integer KonunyectBo HOBbIX ceccuii B cekyray. CpeaHee 3HauyeHune 3a nocneaxune 60 cexyHA. ()




Tun

HaumeHoBaHue AaHHbIX Onucaxue
sessionsRate300 integer KonunyectBo HoBbIX ceccuit B cekyHay. CpeaHee 3HayeHune 3a nocneanune 300 cekyHa. ( *)
tcpsessionsRate10 integer Konuyectso HoBbix TCP ceccuii B cekyHay. CpeaHee 3Hayenune 3a nocneanune 10 cekyHA. (*)
tcpsessionsRate60 integer Konuyectso HoBbix TCP ceccuii B cekyHay. CpenHee 3HayeHune 3a nocneanune 60 cexyHA. ( *)
tcpsessionsRate300 integer Konuyectso HoBbix TCP ceccuii B cekyHay. CpenHee 3Hayenune 3a nocneanune 300 cekyHa. ( *)
udpsessionsRate10 integer Konuyectso HoBbix UPD ceccuii B cekyHay. CpeaHee 3HayeHune 3a nocneanune 10 cekyHA. (*)
udpsessionsRate60 integer Konuyectso HoBbix UPD ceccuii B cekyHay. CpeaHee 3HayeHue 3a nocneanune 60 cekyHA. (*)
udpsessionsRate300 integer Konuyectso HoBbix UPD ceccuii B cekyHay. CpeaHee 3HayeHune 3a nocneanune 300 cexkyHa. ( )
icmpsessionsRate10 integer KonuyectBo HoBbix ICMP ceccuii B cekyHay. CpenHee 3HayeHune 3a nocneanune 10 cekyHA. (*)
icmpsessionsRate60 integer KonuyectBo HoBbix ICMP ceccuii B cekyHay. CpenHee 3HauyeHune 3a nocneaxune 60 cekyHA. (*)
icmpsessionsRate300 integer Konuyectso HoBbix ICMP ceccuii B cekyray. CpenHee 3HayeHune 3a nocneanune 300 cekyra. ( *)
dnsRequestCounter integer ObLee konuyectso DNS 3anpocos. (*)
dnsBlockedRequestCounter |integer Konunuecteo 3abnokuposaHHbix DNS 3anpocos. (*)
dnsRequestRate integer Konunyectso DNS 3anpocos B cekyHay. (*)
httpRequestCounter integer ObLee konnyecteo HTTP 3anpocos. (*)
httpBlockedRequestCounter||integer KonuyectBo 3ab6nokupoBaHHbix HTTP 3anpocos. (*)
httpRequestRate integer Konunuectso HTTP 3anpocos B cekyHay. (*)
dataPartitionFSStatus string CocToAH1e GannoBoi cMCTEMBI.
haStatus integer TekyLyee cocToAHMe y3na KiacTepa.
cpuLoad integer  ||3arpyxeHHOCTb LeHTpanbHOro NPOLEccopa CUCTEMbI; 0ToGpaxaeTcs B %.
memoryUsed integer Mcnonb3oBaHue onepatUBHOW NamATh; oTobpaxaeTca B %.
logDiskSpace integer MpocTpaHCTBO Ha AUCKe, UCMIONb3yeMoe NOJ XypHasbl; oToBpaxaeTca B %.
CoCTOfIHWE NepBOro UCTOUHMKA MUTAHUS:
« no_power_supplies.
powerSupply1Status string

e ON.

« off.




Twvn
HaumeHoBaHue AaHHbIX Onucaxue
CocTofAHMe BTOPOro UCTOYHMKA NMUTaHUA:
« no_power_supplies.
powerSupply2Status string
¢ ON.
« off.
raidType string Tun RAID maccuBa.
Tekywmii ctatyc RAID (Redundant Array of Independent Disks):
« no_raid.
raidStatus string « 0 — optimal — maccus B onTUMaribHOM COCTOAHUH.
¢ 1 —degraded — NoOMHbIM MK YACTUYHBIV BBIXOA U3 CTPOA OAHOIO U3 AUCKOB.
¢ 2 — rebuild — BoccTaHoBNEHWE MaccuBa.
disklOUtilization integer Tekywjan ytunusayuma ancka (%).
disklOUtilization60 integer Ytunusauma ancka (%). CpeaHee sHaueHve 3a nocneaxune 60 cexyHa.
disklOUtilization300 integer Ytunusauma ancka (%). Cpearee sHaueHve 3a nocneanune 300 cekyHA.

MpumeyaHueMeTprKK, OTMEUEHHBIE B ONUCaHWKU CUMBOIIOM (*) He aKTyanbHbl AnA UGMC v LogAn. 3HaueHUs METPHK ANA 9TUX YCTPOMCTB ByayT

BCErAa pasHbl HyJHO.

UTM-INTERFACES-MIB

Tvn
HaumeHoBaHue AaHHbIX Onucanue
ifNumber integer  |[KonnuectBo ceTeBbIX HTEPHENCOB.
ifindex integer 3HaueHne YHWKanbHO ANA Kaxaoro MHTepdeica n MoXeT npuHuMarth 3HadeHuna ot 1 ao ifNumber.
ifDescr string OnucaHue uHTepdenca.




Tun

HanmeHoBaHue AaHHbIX Onucaxue
Tun nHtepdenca, onpeaenéHHbli B COOTBETCTBUM C MPOTOKONIOM PU3NYECKOro/KaHanbHOro ypoBHEN:

« 1 — other — Hen3BeCTHbIW THM.

« 2 —regular1822 — onpeaenén 8 BBN Report 1822.

« 3—hdh1822 — onpenenéH B BBN Report 1822.

¢ 4 —ddn-x25 — onpeaenéx s BBN Report 1822.

« 5 — onpenenéH B ctaHaapTe kaHanbHOro yposHA ceTeson moaenu OSI X.25.

« 6 — ethernet-csmacd — ceteBoi nHTepdeiic Tuna Ethernet, HesasncnMmo oT ckopocTH (onpeaenéx
B RFC 3635).

« 7 —is088023-csmacd — onpenenéH B IEEE 802.3.

« 8 —is088024-tokenBus — onpenenéH B ctaHaapte IEEE 8802.4.

« 9 — is088025-tokenRing — ceTteBon nHTepdenc ncnonedyet noaroueHme Token Ring;
onpeaenaetcA B ctaHaapte |IEEE 802.5.

« 10 —is088026-man — onpeaenéH B ctaHgapte 1ISO 88026 "MAN".

« 11 —starLan — onpeaenéx B ctanaapte |IEEE 802.3e.

« 12 — proteon-10Mbit — Proteon 10 Mbit

« 13 — proteon-80Mbit — Proteon 80 Mbit.

« 14 — hyperchannel — BbICOKOCKOPOCTHO KaHarn, ucnonb3yemsl B cetn ISDN.

« 15— fddi — ceteBoW nHTepdeic ncnonbayet noaxkntoveHne FDDI (Fiber Distributed Data Interface).
FDDI — aT0 Habop cTaHAapTOB Nepeaayu AaHHbIX N0 ONTOBOSIOKOHHEIM IMHUAM B NOKaNbHOW CETH.

« 16 — lapb — npoTokon kKaHanNbHOro YPOBHA, UCNONb3YEMBIM ANA NepeAayy NakeTos cTaHaapTa
X.25.

« 17 — sdic — NPOTOKON KaHanNbHOro YPOBHA ANA CUCTEMHOM CeTeBOM apxuTeKTypbl IBM.

ifType integer

18 — ds1 — cnocobeH obpabatbiBaTh 24 0AHOBPEMEHHbIX COEAMHEHNA Ha 0bLen ckopocTH 1,544
M6uT/c; Takke HasbiBaeTcA T1

19 — e1 — eBponeiickuin aHanor T1.
20 — basiclSDN — ans ceasu annapatypbl aboHeHTa 1 ISDN-cTaHuuu.

21 — primarylSDN — ncnonb3yeTca Ana NOAKTHOYEHNUA K LUIMPOKONOSTOCHLIM MarucTpanam,
CBA3bIBAIOLLMM MECTHbIE U LeHTpanbHble ATC nim ceTesble KOMMYTaTOpbI.

22 — propPointToPointSerial — onpeaenéx B ctaHaapte RFC1213.
23 — ppp — ceTeBoW UHTepdenc ucnonbayet noaxkntoveHne PPP (Point-To-Point Protocol).

24 — softwareLoopback — ceTeBoi MHTEpdEeiC ABNAETCA NeTnesbiM agantepoM. Takue
MHTEepdENCHl YacTO UCMOMb3YIOTCA ANA TECTUPOBAHMUA; OHU HEe OTNPaBNAT TPadUK B CETb.

25 — eon — ConnectionLess Network Protocol (CLNP) over Internet Protocol (IP); onpeaenéx s
ISO/IEC 8473-1.

26 — ethernet-3Mbit — ceTeBol UHTepdenc ncnonbayet noaknodeHne Ethernet co ckopocteio 3
M6uT/c. 3ta Bepcun Ethernet onpeaennaetcs B ctaHaapTe IETF RFC 895.

27 — nsip — XNS over IP — npeaHasHaueH Ana UCMOMb30BaHWA B pasHoo6pasHbIX cpeaax
nepeaayu AaHHbIX.

28 — slip — ceTeBoW UHTEPdENC UcTonb3yeT noakntoueHne SLIP (Serial Line Internet Protocol).
SLIP onpeaensetca B ctaHaapte IETF RFC 1055.

29 — ultra — ULTRA Technologies.

30 — ds3 — BbICOKOCKOPOCTHOM MHTEpdENC Nnepeaayn AaHHbIX, CHOOPMUPOBAHHbBIN
MynbTUnnekcupoBaHuem curHanos DS1 n DS2; Tawke HasbiBaeTca T3.

31 — sip — ceTeBoW uHTepdeNc ucnonbayet noaxkntodeHune SLIP (Serial Line Internet Protocol).
SLIP onpeaensaetca B ctaHaapte IETF RFC 1055.

32 — frame-relay — obecneunBaeT BOSMOXHOCTb Nepesiayn AaHHbIX C KOMMYTaLWeil NakeTos Yepes
UHTEphENC Mexay yCTpoicTBaMM nonbaoBaTtens U 060pyA0BaHUEM CETH.

ifMtu

integer

MakcumarnbHbIi pasmMep naketa ceTeBoro ypoBHA, KOTOprI7I MOXXHO nocnartb 4Yepes 3ToT VIHTep(DeVIC.




Tun

HaumeHoBaHue AaHHbIX Onucaxue
ifSpeed gauge32 ||MponyckHasa cnocobHOCTb MHTepdeica B GUTax B CEKyHAY.
ifPhysAddress string Ddusnuecknin agpec nHtepdeiica (MAC-aapec).
CocTtoaHune uHtepdenca, HasHayaemoe aaAMUHUCTPATOPOM:
o 1— up — roToB ANA Nepeaayn NakeTos.
ifAdminStatus integer
« 2— down — He paborTaer.
« 3 — testing — B pexume TecTUpoBaHuA; paboune nakeTbl He MOryT ObITb NepeaaHsbl.
Tekywuit ctatyc paboTbl UHTEPPECa:
¢ 1 —up — nHTepdeiic roTos AnA Nepeaayn NaKkeTos.
« 2— down — uHTepdenC He MOXET NnepedasBaTb NaKeThbl AAHHbIX.
« 3 — testing — BbINONHAETCA TECTUPOBaHME CETEBOro MHTepdeica; paboune nakeTsl He MOTyT ObliTh
nepefaHbl.
. ) « 4 — unknown — nHTepdenc HaxoAMTCA B HEU3BECTHOM COCTOAHMM.
ifOperStatus integer
« 5 —dormant — ceTeBoi MHTepdEeC He MOXET NepeaasaTth NakeThl JaHHbIX, OH OXMAAeT BHELLUHee
cobBbiTHe.
« 6 — notPresente — ceteBon MHTepdENC HE MOXET NepeaasaTtb NakeThl AaHHbIX M3-3a
OTCYTCTBYIOLLIEro KOMMNOHEHTA, 0OLIYHO annapaTHoro.
« 7 — lowerLayerDown — ceTeBo MHTepdeNC He MOXET NnepeaaBaTh NakeTbl JaHHbIX, TOTOMY YTO
OH paboTaeT NoOBEPX OAHOrO UMM HECKOMBKUX APYrUX MHTEPdENCOB, U HE MEHEE OLHOMO U3 3TUX
MHTEPENCcOoB "HUKHEro ypoBHA" He paboTaer.
ifLastChange timeticks 3HaueHne SysUpTime, koraa MHTepQenc okasanca B JaHHOM COCTOAHUMU.
ifinOctets counter32||KonnuecTBo 6aiToB, NPUHATOE AaHHBIM UHTEPdENCOM, BKITHOUYAA CIyXeOHbIe.
ifinUcastPkts counter32||KonnyecTBo AOCTaBIEHHbIX NaKeTOB OAHOAAPECHOW PACCHINKY.
flInNUcastPkts counter32|[KonnuyecTBo AOCTaBNEHHbLIX MHOTOAAPECHLIX U LUMPOKOBELLATEbHbIX NaKeToB.
KonnuyecTBo BXOAALLMX NAKETOB, KOTOPbIe Oblnn 0TOPOLUEHbI, Aaxe ecnu He BbiNo 06HapPYKeHO OLLMBOK,
ifinDiscards counter32|(|npenaTcTBytoLmMxX Mx gocTaBke. OaHa M3 BO3MOXHbLIX NPUUYKMH OTOpackIBaHWsA: ocBoOOXaeHWe Oy depHoro
npocTpaHcTea.
ifinErrors counter32||KonnuecTBo BXOAALLMX NAKETOB, KOTOPLIE COAEPXaT OLLMOKM, NPENATCTBYOLME UX AOCTABKE.
. KonnuectBo nakeToB, KOTOpbIE ObINK NONyYeHbl Yepes 3TOT UHTEPPENC M OTOPOLLEHbI U3-3a
ifinUnknownProtos counter32 P y P P P
MCMOMb30BaHWA HEM3BECTHOrO UM HEMOAAEPKMBAEMOro NPOTOKoNA.
ifOutOctets counter32||KonnuecTBo 6aiToB, NepeaaHHoe AaHHbIM MHTEPHERCOM, BKIOYas CryKeOHbIe.
. KonnuecTBo 0TNpaBneHHbIX NakeToB 04HOAAPECHOM PACCHINKK, BKITHOYAA NaKeThl, KOTOpble Obinu
ifOutUcastPkts counter32 P AHoaAp P P
OTOPOLLEHBI UK HE OTNPABMEHDI.
. KonnuecTBo oTnpasneHHbIX MHOroaApECHbIX M LLUMPOKOBELLATEeNbHBIX MaKeToB, BKIOYAA NaKeThl, KOTOPbIe
ifOutNUcastPkts counter32 P Ap P th P
ObInn OTOPOLLEHb! UMW He OTMNpaBreHbl.
KonnuyecTBo MCxoanLLmMx NakeTos, KOTopble Obln 0TOPOLLEHbI, AaXe ecnu He OblNo 06HAPYKEHO OLUMOOK,
ifOutDiscards counter32||npenaTcTBytowmx ux nepeaadn. OaHa M3 BOSMOXHbIX MPUUKMH OTOpackiBaHWA: ocBoboxaeHue By pepHoro

npoCTpaHCTBa.




Tun

HaumeHoBaHue AaHHbIX Onucaxue
ifOutErrors counter32||KonnuecTBo UCXOAALLMX NAKETOB, Nepesaya KOTOPLIX HEBO3MOXHA BCIEACTBUE HANTMUMA OLUMOOK.
ifOutQLen gauge32 ||[inuHa BLIXOAHON Ouepeau (B nakeTax).
ifinMulticastPkts counter32||Konnyectso AOCTaBNEHHbIX MAKeTOB MHOrOaAPECHOW PaCChINKK.
ifinBroadcastPkts counter32||Konuuyectso AOCTaBNEHHbIX LUMPOKOBELLaTeNbHbIX MaKkeToB.
ifOutMulticastPkts counter32 KonunuecTBo oTnpaBneHHbIX NakeToB MHOrOAAPECHOW PACCHINKY, BKIOYAA NaKeTkl, KOTopble Bbinu

OT6p0LLIeHbI MUK He oTnpaBfieHbl.

Konunuectso OTnpaBneHHbIX LWMPOKoBeLaTeibHbIX NAKeToB, BKkOYaA NaxkeTbl, KOTOpble 6binn 0T6pOLLIeHbI
WK He oTnpas/ieHbl.

ifOutBroadcastPkts counter32

CMbICN 0AMHAKOB CO cMbicrioMm o6bekTa iflnOctets — konuuecTBo 6aiTos, NPUHATOE AaHHbIM

ifHCInOctets counter64 ~ ) . -
MHTEpERcoM, BKIoYas Cry)eOHble; UCMOoNb3yeTcA CYETUMK BonbLIEN EMKOCTH.

CMbIC 0AMHaKOB co cMbicriom ofbekTa iflnUcastPkts — KonnuecTBo A0CTaBNEHHbIX NAKeToB

ifHCInUcastPkts counter64 o .. o
0ZIHOAAPECHOW PACCHINKK; UCMONb3YETCA CHETUMK BOnbLUEr EMKOCTH.

CMbIC 0AMHaKOB co cMbicriom obbekTa iflnMulticastPkts — KonMuecTBO AOCTaBfIEHHbIX NaKeToB

ifHCInMulticastPkts counter64 o .. .
MHOroaZIPeCcHOM PacChlfIKK; UCNONb3YeTCA CYETUMUK BOMbLUEH EMKOCTU.

CMbIC/ 0AMHaKOB co cMbicriom obbekTa iflnBroadcastPkts — KonnMuecTBO A0CTaBEHHbIX

ifHCInBroadcastPkts counter64 . o
LUIMPOKOBELLATESbHbBIX NMAKeTOB; UCMONb3YETCA CYUETUUK BOoNbLUeid EMKOCTU.

CMbIC/T 0AMHAKOB €O cMbiciiom obbekTa ifOutOctets — KonnuecTBo 6aiiToB, NnepeaaHHOe AaHHLIM

ifHCOutOctets counter64 ~ ) . o
MHTepdeicom, BKIoYan CryXeBHble; UCMOMb3YETCA CYETUMK BOsbLIEN EMKOCTH.

CMbICST 0AMHAKOB €O cMbiciiom obbekTa ifOutUcastPkis — KonMUYecTBO OTNPaBEHHbIX NAaKETOB
ifHCOutUcastPkts counter64||oAHOaAPECHOM PACCHINKK, BKITHOYAA NaKEeThI, KOTOpblE BbinK 0TOPOLLEHLI UMK HE OTNPABNEHbI;
MCMOnb3yeTcsA CYETUMK BorbLUei EMKOCTMU.

CMbICIT 0AMHaKOB cOo cMbiciiom obbekTa ifOutMulticastPkts — konvMyecTBo OTNPaBIIEHHLIX NAKETOB
ifHCOutMulticastPkts counterb4|imHoroaapecHoit pacchinku, BKIKOUAA NaKkeTbl, KOTOPLIE BbINM OTOPOLLEHE! MK HE OTNPaBMEHbI;
MCMONb3yeTcA CYETUMK BOrbLUei EMKOCTMU.

CMbICN 0AMHAKOB COo cMbiciiom obbekTa ifOutBroadcastPkts — konnMyecTBo OTNpPaBIEHHbIX
ifHCOutBroadcastPkts counter64||LuMpoKoBeLaTenbHbIX NaKeToB, BKOYAA NaKeTbl, KOTOpble OblfiM OTOPOLLEHbI UMW He OTNPaBEHb;
MCMONb3yeTcA CYETUMK BOrbLUei EMKOCTMU.

YKkasblBaeT, AOHKEH 1M CO3AaBaTbCA Tpan Npu M3MEHEHWKU cTaTyca COeANHEHUA:
ifLinkUpDownTrapEnable |linteger « 1— enabled — BrOYEHO.

« 2 — disabled — oTknO4YEHO.

ifHighSpeed gauge32 ||OueHKa TeKyLlen Nonockl NponyckaHusa UHTepdenca; ykaseiBaetca B OUT/c, kbut/c, Méut/c, ITéut/c.

"HepasbopumBblin" pexxum. MoxeT NnpuHuMaTh 3HaueHUs:

o 1— true — cTaHUuA NPMHUMAET BCE NaKeTbl/KaApbl HE3aBUCUMO OT TOrO, KOMY OHW aApPeCcOBaHbI.
ifPromiscuousMode integer
« 2 —false — MHTepdec NPMHMMAET TONBbKO NaKeTbl/Kaapbl, aAPecoBaHHbIE 3TOW CTAHLUU.

3HaueHune o6bekTa He BNMUAET Ha NPUEM LUMPOKOBELLATENbHBIX U MHOrOaAPECHbLIX NaKeTOB/KaAPOB.

ifAlias string HassaHue nHTepdeinca, 3aaaHHoe aAMUHUCTPATOPOM.




Tun
HaumeHoBaHue AaHHbIX OnucaHue

3Hauenune SysUpTime, koraa npousoLuno cobbiTve, cTaBluee NpuunHoi c6os paboTsl oaHoro unu Gonee

ifCounterDiscontinuityTime||timeticks N -
CUYETUMKOB UHTEpdeNca.

UTM-TEMPERATURE-MIB

HaumeHoBaHue Tun AaHHbIX OnucaHue
termNumber integer KonunyectBo TemnepartypHbIX CEHCOPOB Ha AaHHOW nnatdopme.
thermLowerThreshold||integer HwxkHWi Nnpenen paboueit TemnepaTtypel.
thermUpperThreshold |integer BepxHuit npesen pabouei TemnepaTypbi.
thermTable sequence Tabnuua TemnepaTypHbIX CEHCOPOB C NoKasaHWaAMM (thermEntry).

MHdopmauma 0 KOHKPETHOM CEHCOope:

« thermName (string) — Ha3BaHue ceHcopa.
thermEntry sequence
« thermValue (integer) — nokasaHve ceHcopa.

« thermUnit (string) — eanMHnua namepeHua nokasaHum ceHcopa.

MpumeyaHue JlaHHble TEMNEPaTYPHbLIX CEHCOPOB ByAyT 0TOBpaxaTbCs TOMLKO ANA NOAAEPKMBAEMBIX annapaTtHbIX naathopM. B HacToALWMi MOMEHT
noaaepxwuearotca yctpoiictea UserGate C150, C151, FG, X10. ina HenoazaepxuBaemblx NnatdopM UK BUPTYanbHbIX pelleHunid Tabnuua ceHcopoB
6yAneT nycToM, a 3HaYEeHUs KOSIMYEeCTBa CEHCOPOB W NpeAensl pabounx TeMnepatyp OyAyT paBHbl HYHO.

Mpumeuanue Ecnu ¢ ceHcopa He yaanoch CHATb NoKasaHWe Temneparypbl, OH He ByaeT nepeaaH B Tabnuue, npu aTom napameTp thermNumber
NoAcYMTHIBAET 06LLee KONTMYECTBO TEMMNEPATYPHLIX CEHCOPOB, AaXeE C Y4ETOM HepaboTatoLmx. B Takom cryyae KonmMyecTBo CEHCOPOB B Tabnuue v
3HayeHune thermNumber moryT He coBnagatb.



MapameTpsl SNMP

Product: WAF
Version: 7.x

JaHHbI pazaen ncnonb3yeTca And 3aAaHuA HACTPOeEK Mo BblAadve nHoopmauymm SNMP-arenTom no npotokony SNMP. MapamveTtpsl SNMP 3apatotca
ANA KOKAOro y3na MHAMBKAyasnbHo.

HanmeHoBaHue Onucanue
NMP uma -
S HassaHwue cuctemsbl, ncnonb3yemoe noacuctemoin ynpasnedna SNMP.
cUCTeMbl
NMP nokauus
S oxay UHdopmauua o pusnueckom pacnonoxernn SNMP-arenTa.
CUCTEMBbI
SNMP
onucaHue OnuncaHne cucTembl.
CUCTEMBbI
Kaxpoe yctpoicteo UserGate nmeet yHukanbHblt naeHTudukatop SNMPv3 Engine ID. Mo ymonuanumio Engine ID reHepupyetca
Ha ocHoBaHuW Umenn yana UserGate. Mpu peaaktupoBanun Engine ID Heo6X0AMMO yKkasaTb ANMHY, TUM U 3HAYEHWE
naeHTuodukatopa. AnuHa MoxeT 6bITb onpeaeneHa Kak pUKcUpoBaHHaA (He 6onee 8 6aiT) MnNM AMHamuuyeckas (He 6onee 27
6aiiT). dukcupoBaHHan AnvHa MAeHTUdUKATOpa NpUMeEHMMA ToNbKO AnA Tvuna text.
Engine ID moxeT 6biTb chopMUpPOBaH B popmarte:
Engine 1D o IPv4 (Ip4)
o IPV6 (ipv6).
« MAC-agpec (mac).
o TekcT (text).
« Okrethbl (octets).




Mpogunu 6esonacHoctn SNMP

Product: WAF
Version: 7.x

B naHHOM pasaene npou3BoAMTLCA HACTpoWKa npodunen 6esonacHocTu Ana ayTeHTudukaumm SNMPv3-meHemxepa.

MpumevaHne Hactpoiikn ayteHTudurkaummn ana SNMP v3 (uma nonb3osatena, naposb, TUM U anropuTM ayTeHTUPUKaLUK, anropuTM 1 naponb
wndposaHua) Ha SNMP-meHeaxepe AomkHbI coBnaaats ¢ HacTporkamm SNMP B UserGate

HanmeHoBaHue OnucaHue
HasBaHue HaseaHnue npopuna 6ezonacHocTn SNMP
OnucaHue Onucanve npoduna 6esonacHoct SNMP
MNonb3oBartensb Mwma nonb3osatena ana ayteHtTudukaunm SNMP-meHeaxepa.

Buibop pexuma ayteHTudukaumm SNMP-meHemxepa. Bo3MOXHbI BApUAHTI:
« bes ayteHTMdHMKaLum, 6e3 wudposanua (noAuthNoPriv).

Tun ayTeHTUdUKaLUK « C ayteHTudMKauuen, 6e3 wuoposanua (authNoPriv).

o C ayTeHTUdUKaLuedt, ¢ undpposaHuem (authPriv).

Haunbonee 6e3onacHbiM cunTaeTca pexum padoTsl authPriv.

ANropuTM™, UCMONb3YeMbIi AnA ayTeHTUdUKaL UK. Bo3mMOXHO ucnonb3oBath:
o SHAT1;
- MD5;

Anroputm ayTeHTUPHUKaLUKN « SHA224;

« SHA256;

« SHA384;

o« SHA512.

Naponb ayteHTUdUKaymmn ||[Maponb, UCNONb3yeMbli AN ayTEHTUDUKALUH.

Anroputm WKUppoBaHUa AnropuTtm, ucnonbayemblit Ana wudposaHua. BoamoxHo ncnonssosats DES u AES.

MNaponb wudppoBaHua Maposb, Ucnonb3yembli AnA LK@ pPoBaHus.
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