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MHTEepdenc komaHaAHON CTPOKM



O6wme nonomeHuns



O6wue nonomeHnA (OnucaHue)

Product: WAF
Version: 7.x

UserGate WAF no3BonseT NpousBoA1TbL HACTPOKN YCTPOCTBA C NMOMOLLbIO MHTEpdeiica KoMaHAHO cTpoku, unu CLI (Command Line Interface). C nomotbto CLI aAMMHUCTPATOP MOXET BbINOMTHUTL PAA AMArHOCTUYECKMX KOMaHA, TakuXx,
Kak ping, nslookup, traceroute, NPOM3BECTH CETEBLIE HACTPOMKX YCTPOICTBA, HACTPOMKN NONUTUK 6E30MACHOCTH, a TakKe Nepesarpy3nTh UK BIKKOYUTL YCTPOMCTBO.

CLI nonesHo 1cnone30BaTh ANA AKArHOCTHUKM CETEBbIX NPOBNEM MNM B Crlyyae, Koraa A0CTYN K BEO-KOHCONM YTEPAH, HaNpUMep, HEKOPPEKTHO ykasaH IP-aapec uHTepdeica Unm OWMBOYHO YCTaHOBNEHLI NapaMeTpLl KOHTPONA AOCTYNa ANA
30HBI, 3anpeLuatoLme NoAKTIoUeHe K BeO-MHTepdency.

MoakmioueHne K CLI MOXHO BLINOMHUTL Yepes cTaHAapTHeIE NopTel VGA/KNaBuaTypsl (Mp1 Hanu4muM Takux nopTos Ha o6opyaosanuu WAF), yuepes nocnenosatenbHbIi NopT Uiu ¢ nomoLysio SSH no cetu.
BHUMaHuWe Ecnu ycTpoicTBO He NPOLLIIO NepBOHAYaNbHYH MHALMANU3aumio, To Ansa aoctyna k CLI Heo6xoanMMO MCnonb3oBaTh B KAYECTBE UMEeHH norb3osatens Admin, B kayecTse napons — usergate.

[na noakntoueHuna k CLI ¢ MCnonb3oBaHMEM MOHUTOPA W KNaBuaTypbl HEOGXOAMMO BbIMOMHUTL CeAyHOLLME Laru:

HanmenoBanve Onwucanvne

LLlar 1. MoaxnounTe MOHKTOP M Knasuatypy k WAF. |[Moakniounte MoHuTOp K pasbemy VGA(HDMI), knasuaTtypy k pasbemy USB.

LLlar 2. Boitn B CLI. Boiitn B CLI, ucnonbaya uma u napons nonb3osatena ¢ npasamu Full administrator (no ymonuaxuto Admin).

[na noaxmouenus K CLI ¢ Mcrionb3oBaHUeM NocrenoBaTesnbHOro NopTa He06XoAMMO BLINMONHUTL CreAytoLMe Wark:

HaumeHoBaHue Onucaxve

LLiar 1. MoaKtounTLEA K - . M
MCI‘IOI‘IBG)/H cneynanbHbin kabenb AnA nocneAosatenbHOro nopta U NepexoaHnK USB—SerlaI, MNOAKNIOYMTE CBOW KOMNBIKOTEP K WAF.

WAF.

Lar 2. 3anyctutb 3anycTuTL TEpMUHan, NO3BONALLMIA NOAKIIOYEHNE Yepes NocneAoBaTenkLHbIi NopT, Hanpuvep, Putty ana Windows unu minicom ans Linux. YcTaHOBUTL NOAKIOYEHHWe Yepes NocneaoBaTeNbHeIi NopT, ykasas
TepMuHan. napameTpbl noakodenna 115200 8nt.

Lar 3. Boiitn B CLI. Boiitn B CLI, ucnonb3ays uma n naponb nonb3osarens ¢ npasamu Full administrator (no ymonuaxuto Admin).

[na noakmioueHus K CLI No ceT ¢ Ucnonb3oBaHnem npotokona SSH Heo6X0AMMO BLINONHUTL CREAYIOLLME Wark:

HanmeHoBaHue Onucanve

LLar 1. PagpewwnTs aoctyn k CLI

(SSH) 4R BLIGpaHHOM 20HL) PaspeLuntb goctyn Ana npotokona CLI no SSH B HacTpoikax 30Hbl, K KOTOPOIt Bbl COGMPAETECH MOAKIIOHATLCA ANA yrpasneHus ¢ nomowsio CLI. Byaet oTkpbIT nopt TCP 2200.

3anycTuTs y ceba Ha komnbloTepe SSH-TepmmHan, Hanpumep, SSH ana Linux nnu Putty ana Windows. YkasaTb B kauecTse aapeca aapec WAF, B kauecTse nopta noaxnouenna — 2200, B kauecTse
LLlar 2. 3anyctutb SSH- MMeHU nonb3oBaTens — UMA nonb3osaTtena ¢ npasamu Full administrator (no ymonyaxuio Admin). [inA Linux komaHaa Ha NOAKMOYEHUE AOMKHA BbIrNAAETb TaK:

TepmuHan.
ssh Admin@IPWAF -p 2200

Lar 3. Boiitn B CLI. Boiitn B CLI, ucnonbays naponb Nofnb3oBaTtens, ykasaHHOro Ha npeAblayLlem ware.

Mocne ycnewwHoi asTopu3sauuu B CLI NoABUTCA CTPOKa, OXMAatOLIas BBOAA KOMaHALI (DEXUM AMArHOCTUKMA U MOHWUTOPMHIA). [InA NPOCMOTPa TEKYLLMX BOSMOXHBIX 3HAYEHM UM aBTOAOMONHEHNA HeoOX0AMMO ucnonb3osaTe  Tab unu 2.
JlocTynHbi:

traceroute — TpaccvpoBKa CoeaMHeHUA A0 ONpeAen&HHOro xocTa.

shutdown — sbikntoueHne WAF.

show — npocMoTp ceTeBbIx HACTPOEK, MOHUTOPUHI TpaduKa, LLDP.

clear — o6HoBneHue nHdpopmauun OSPF u BGP.

check-geoip — nposepka npuHaanexHoctv |P-aapeca no TekyLein 6asze GeolP.

« ping — BbINONHeHe ping onpeaenéHHoro xocTa.

reboot — nepesarpysxa WAF.

date — NPOCMOTP TeKyLux AaTbl M BPEMEHM Ha cepeepe.

exit — BbIXOA U3 KOMAH/IHO CTPOKM.

netcheck — npoBepka AocTynHocTH cTopoHHero HTTP/HTTPS-cepsepa.

configure — nepexoa B pex1m KOHPHUrypaumu.

dig — nposepka 3anucu DNS-aomeHa.

[laHHble KOMaHAb! 0CTYMHEI B PEXMME KOHUrypaLum; noapobHee unTaliTe B pasaenax Komanael execute M KoMakabl AMArHOCTUKA U MOHWTODHHIA.
[InA 0TMeHs! BBOAA TekyLLie! KOMaHab! UcnonbayeTcs coueTanne Ctrl + C; AnA npocMoTpa UCTopuu KomaHa — 1, .

Bce KomaHabl MHTepdeica KOMaHAHOM CTPOKM UMEIOT CrieAyHOLLYIO CTPYKTYpY:

<action> <level> <filter> <configuration_info>

rae:

<action>: aeiicTBre, KOTOPOE HEOGXOAMMO BbIMOMHUTL.

<level>: ypoBeHb KOHUIypaLuu; ypoBHW COOTBETCTBYIOT pasaenam Be6-uHtepdeica WAF.

<filter>: nneHTUPUKATOP 0B BEKTA, K KOTOPOMY MPOUCXOANT OBpALLEHHE.

<configuration_info>: 3HaueHne napameTpoB, KOTOPLIE HEOOXOAUMO NPUMEHNTL K 06bEKTY <filter.

CLI noanepx1BaeT BBOA KOMaHAbI B HECKOSBKO CTPOK (MHOTOCTPOUHbIA BBOA). [lNA nepexoaa Ha HOBYO CTPOKY HE0BX0AMMO A00aBHTL "\" B KOHLIE CTPOKM. HauuHan co BTOpOit CTPOKM BBOA "\" Heo6A3aTeneH; YToBk! 3aBepLUMTL BBOA
Heo6X0AMMO BBECTH OAHY MyCTYtO CTPOKY:

Admin@nodename# set users user example \
name username1

... enabled on

... groups [ "Default Group" ]

;\.dmin@nodename#


https://docs.usergate.com/rezhim-konfiguracii-(opisanie)_1844.html#%D0%9A%D0%BE%D0%BC%D0%B0%D0%BD%D0%B4%D1%8B%20execute
https://docs.usergate.com/komandy-diagnostiki-i-monitoringa-(opisanie)_1843.html

Komanpabl, AOCTYynHbIe A0 ﬂepBM‘-lHOﬁ WHUUHanu3ayuu ysna



Komanpael, focTynHble A0 NepBMYHOW MHULManu3auuu y3na (OnucaHue)

Product: WAF
Version: 7.x

Ecnu ycTpoicTBO He NpoLno nepeoHajabHyIo MHULManusaumio, To 8 CLI AOCTYNHbI KOMaHAbI AMArHOCTUKM U MOHWUTODUHIA, a B Pexmme KoHdurypauun CLI — TONbKO KOMaHAbI HACTPOWKM CETH, T.€. HACTPOWKA 30H, MHTEP(ENCOB, L0308
1 BUPTYyarbHbIX MapLUPYTU3aTOPOB, & TaKke BKIIOYEHUE/OTKIIIOYEHME YAaNEHHOro A0CTyna K cepeepy radmin-emergency.

ﬂOCTyl‘IHbIe KoMaHAbl B peXuMme AUarHoCTUKH
KomaHabl AMarHocTMKM No3BONAKOT NPOCMOTPETL CReAytolee:

« JocTynHOCTL CeTeBbIX PECcypPCoB.

CTaTUCTMKy U MHdOpMaLmo 06 uHTepdecax.

WHdpopmauuio o 3anucax ARP.

MoHHTOPHHT Tpaduka.

MHdopmaLmio 0 MapLupyTax.

OTo6paxeHue CUCTEMHO MHpOPMALIMA.

JInarHocTUKy padoTkl MPOTOKONOB AUHAMUUECKOH MapLLPyTU3aLuK.

MoapoBHee 0 CHHTAKCHCe W MPUMEpax UCMONb30BaHMA KOMAHA AMArHOCTUKM YMTaiTe B pasaene Komak/bl AMArHOCTUKN U MOHWTODHHIA.

JlocTynHble KOMaHAbl B peXume KoHguUrypauum

Jina nepexoaa B peX1M KOHUrypaumm UCMoNb3yeTcH KoMaHaa:

Admin@WAF> configure

lMocne nepexosa B PEXMM KOHPUrypaLMu NPUrnaLleHue KOMaHAHOM CTPOKK ByAeT BeIrMAAETL CreayioLLMM 06pasom:
Admin@WAF#

B pexume KoHpUrypaummu A0CTYMHbI KOMaHAbLl execute (KoMaHAbl, KOTopble He OTHOCATCA K HACTPOiiKe KOHdUrypauun ycTpoiicTea — ping, date, traceroute v T.n.), KOMaHAbI HACTPOMKKM CETHU (HACTPOMKA 30H, MHTEPdECOB, LLNIO30B 1
BUPTYaslbHbIX MapLLPYTU3ATOPOB), @ TaKKe KOMaH/bl BKIOUEHUA/OTKIIOYEHNA YAanEHHOro 0CTyna K cepsepy radmin-emergency.

MoapoBHee o CHHTaKCHUCe W NpUMEPaXx UCMOMb30BaHUA KOMaHA execute uuTaiiTe B pasaene Pexum KoHpurypaumu.
MoapoBHee o CUHTaKCUCe U NPpUMEPaXx UCMOMb30BAHUA KOMaH/ HaCTPOMKU CeTU YuTaliTe B CeAyIoLWMX pasaenax:

« KomaHabl HACTPOVIKM 30H.

« KomaHabl HacTponKM MHTEPDENCOB .

« KomaHabl HaCTPOWKM LWAK30B .

« KomaHabl HACTPOVKM BUPTYabHbIX MapLUPYTH3aTOPOB.

MoapoBHee 0 cUHTAKCUCe W MPUMEpax UCMONb30BaHUA KOMaHA BKITIOYEHUA/OTKITIOHEHUA YAANEHHOMO A0CTyNa K cepeepy radmin-emergency uuTaiiTe B pasaene Hactpoiika ynpasnexus yCTPOHCTBOM.

MoapoBHee o nepBoHaYANBLHON MHULMANW3ALMK YCTPOHCTBA C NomMoLybio CLI unTaiiTe B pasaene [lepsol MHUL


https://docs.usergate.com/komandy-diagnostiki-i-monitoringa-(opisanie)_1843.html
https://docs.usergate.com/rezhim-konfiguracii-(opisanie)_1844.html
https://docs.usergate.com/zony_1852.html
https://docs.usergate.com/interfejsy_1853.html
https://docs.usergate.com/shlyuzy_1854.html
https://docs.usergate.com/nastrojka-virtual6nyh-marshrutizatorov_1855.html
https://docs.usergate.com/nastrojka-ustrojstva-(opisanie)_1845.html#%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0%20%D1%83%D0%BF%D1%80%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%B8%D1%8F%20%D1%83%D1%81%D1%82%D1%80%D0%BE%D0%B9%D1%81%D1%82%D0%B2%D0%BE%D0%BC
https://docs.usergate.com/pervonachal6naya-inicializaciya-(opisanie)_1842.html

nepBOHaqan bHaA UHUQHUanNu3auuAa



MNepBoHayanbHana UHMUManusayna (Onucaxue)

Product: WAF
Version: 7.x

MepsoHayaneHan uHuumanmsaumo WAF ¢ MConb3oBaHWeM MHTEP(eAca KOMaHAHON CTPOKK MOXHO MPOU3BECTH HECKONBKUM CMIOCOBamM.

YcTaHOBKa KaKk rnaBHOro y3na.
[na HacTpoiiku WAF B kauecTse rnaBHOro yana UcnonbayeTca KomaHaa:
Admin@nodename# execute install master

Heobxoanmo ykasaTk napameTpel:

MapameTp OnucaHue

login 3anathb NOrMH aaMUHUCTPaTopa.

3anatk Naposb YYETHOW 3aNUCH aAMUHKCTPATOPA.

YkasaHue napona Takke A0CTYMHO Npu HaxaTuu Enter nocne ykasaHus noruHa aAMMHUCTpaTopa; HEOOXOAMMO ABaX/bl BBECTU Napofb YUETHON 3anncH.




KomaHnabl AMarHoCTUKM 1 MOHUTOPUHra



KomaHabl AMarHocTMKM M MOHMTOPHHra (OnucaHue)

Product: WAF

Version: 7.x

KomaHAbl AMarHoCTMKKM NO3BONAKT NPOCMOTPETH CrieaytoLlee:

J:lOCTyI'IHOCTb CeTeBbIX pecypcos.

CTaTMCTMKy 1 MHDOPMALMIO 06 MHTEpdEiicaX.

WHdpopmauuio o 3anucax ARP.

I'Ipomasecm OTCNeXvBaHWe NakeToB NO YCTAHOBEHHbIM NpaBuiam.
MoHuTOpUHr Tpadmka.

MHdopmaumio o mapLupyTax.

OT06paXEHNE CUCTEMHOM MHDOPMALHUA.

JnarHocTuky padoThl NPOTOKOMOB MapLUPYTU3ALNH.

BasoBble KOMaHAbl ynpaBneH1a

[InA NnpocMOoTpa TeKyLUMX AaThl U BPEMEHH Ha y3ne UCnonb3yeTca KoMaHaa:

Admin@nodename> date

[Inf nepesarpy3ku yana UCnonb3yeTca KoMaHaa:

Admin@nodename> reboot

[InA BLIKTIOYEHMA Y3na UCMOoNb3yeTcA KoMaHaa:

Admin@nodename> shutdown

[nA nepexosa B PeXMM KOHDUrypaLum yana Ucronb3yeTcA KomaHaa:

Admin@nodename> configure

[ina Beixoaa u3 nHTepdeitca CLI ncnons3yeTcA komaHaa:

Admin@nodename> exit

KomaHnabi npoBepKU AOCTYNHOCTU CeTeBbIX peCypcoB

[InfA NPOBEPKX AOCTYNHOCTH ONPEAENEHHOMO XOCTa YTUNMTOM PiNg UCMOMbL3yeTCA KoMaHaa:

Admin@nodename> ping <parameters>

C KOMaHZOM MOryT UCMONb30BaTLCA CNeAytoLLMe NapameTphbi:

MapameTp OnucaHue
host IP-aapec unu AoMeHHoe UMA XocTa.
count Konuuectso oTnpaenAaemsix echo-3anpocos. Ecnu napameTp He 3aaaH, To OTNpaBKa NakeTos OyAeT NPOUCXOAMTb, NMOKa CoeaMHeHNe He OyneT npepsaHo nonk3osaTenem (4ToOsl npepsats oTnpasky: Ctrl+C).
interface Anpec BbIGpaHHOro HTepdeica ByaeT UCMONb30BaTLCA B KAaUeCTBe apeca UCTOUHMKA ANA BbINOSHEHUA ping.
interval MHTepBan BpeMeHH, 4epes KoTopbii ByAeT NPOM3BOANTLCA OTNPaBKa NAKEeTOB; yKa3bIBAETCA B CEKyHAAX.
mtu Pasmep mtu oTnpasnAeMbIX NakeTos.
numeric He pesoneuTs MeHa.
ttl Bpems Xu13HK1 naxkeTa.

p ||OTobp B! METOK.

virtual-router||Mva BUpTyanbHOro mMapLupyTusaTopa.

JInA TpaccupoBKM COEAMHEHUA A0 ONPEAENEHHOM0 XOCTa UCMONb3yeTCA KomaHaa:

Admin@nodename> traceroute <parameters>

C KOMaHAO# MOryT UCMONb30BATLCA CMEAYIOLLME NapameTphbi:

Napametp Onucanue

host

IP-anpec unu JomMeHHOe UMA XocTa, ANA KOTOPOro NPOU3BOANTCA TPACCMPOBKA.

interface

MHTepgeiic, ¢ KoToporo ByayT OTNPABNATLCA NaKeTbl.

min-interval MuHUManbHbIA MHTEpBaN MEXly NakeTamu.

not-map-ip

He uckate hostname ana IP-aapeca npu 0To6paxeHnu.

port

Ykasatb nopT BMECTO nopTa no ymonyaxuto (1 — 65535).

icnonksosats ICMP echo.

JIns npoBepku AoCTynHOCTH cTopoHHero HTTP/HTTPS-cepsepa UcnonbayeTca KomaHaa:

Admin@nodename> netcheck <parameters>

C KOMaHAOM MOryT UCMONb30BaTLCA CNEAYIOLLME NapameTpbi:

MNapametp

Onwucanue

address

JloMeHHoe umA XocTa AnA npoBepkyu AocTynHoctv no TCP unu URL ana HTTP.




MNapametp Onucanune

MpoBepKa AOCTYNHOCTH Mo:
type « http.

« tcp (ecnu nopT He ykasaH, To ucnonb3ayetca nopt 80).

check-cert ||lMposepka SSL-ceptudukara.

dns-ip IP-anpec cepsepa DNS.

dns-tcp Wcnonbsosanne TCP Bmecto UDP ana DNS-3anpoca.

data 3anpoc coaepxumoro caiita. Mo ymMonyaH1io 3anpaluuBaioTCA TOMBKO 3arofoBKM.

M NbHbIA TakMayT OXuAaHUA OTBETa OT Be6-cepBepa.

user-agent||MapameTp ans ykasaH1a Tuna 6paysepa (useragent). Ha HeKOTOpbIX caitTax MOXET BbiTb paspeLleH A0CTYM TOMLKO C ONpeaesnieHHbIX Opay3epoB. 3HaueH1e napameTpa yKasbiBaeTcs B BOMHbIX KaBbIUKaX.

[na nposepky 3an1cu DNS fomeHa ucnonb3yeTca Komanaa:
Admin@nodename> dig <parameters>

C KOMaHAO# MOryT UCMOMb30BaTLCA CNEAytoLLMe NapamMeTphb:

MapameTp Onucanune
host JlomeHHoe uma xocTa unu IP-aapec AnA pesepcuBHOIO noucka.
dns YrkasaHnue IP-agpeca DNS-cepsepa.
reverse-lookup||Monyuerune umenn xocta no IP-aapecy.
tcp Wcnonbsosaxue npotokona TCP emecto UDP.

JInA npoBepky npuHaanexHocTn IP-aapeca no Tekyuen 6ase GeolP 1cnonb3yeTca KomaHaa:

Admin@nodename> check-geoip ip <IP-address>

CratucTuKa U MHdpopmauma 06 uHTepdercax

[inA oToBpaxeHnA HHPOpMaLMM 06 MHTepdeNcax UCnonbayeTcA creaytoLan KoMaHaa:

Admin@nodename> show network interface

LA 0TOOpaXeH!s CTAaTUCTUKKM ONpeaeneHHOro MHTepdeica 1 MHGOPMaUMM O HEM UCTIONb3YeTCA Creaylolan KoMaHaa:
Admin@nodename> show network interface <interface-name>

TakKe A0CTYMHO OTOOPAKEHUE TOMLKO MHGOPMALIMKU UM TOMBKO CTATUCTUKK MHTEpdEiica:

Admin@nodename> show network interface <interface-name> type info
Admin@nodename> show network interface <interface-name> type statistics

,Ell'lﬂ 0T06pa)KeHWF| Cnucka ynopAaoYeHHbIX WMEH ceTeBbIX MHTepq)eﬁCDB ¥ COOTBETCTBYHOLIUX UM q)MSMNeCKMX aApecos nNpeaHasHavyeHa komaHaa:
Admin@nodename> show network interfac-mapping

Ynopsazaou1BaH1e MHTEpPHEHCOB NPOU3BOANTCA B COOTBETCTBMM C HOMEPOM nopTa B WwikHe PCI.

[nA ynanewua cn1cka ©cnonb3yeTca Cneayrollan KoMaHaa:

Admin@nodename> clear network interfac-mapping

Mocne nepesarpyskn yctpoiictea UserGate Cnucok 0GHOBUTCA M CTAHET AOCTYMHbIM ANIA 0TOBpa)eHUA. DTy onepauyio HeOBXOANMO BLINONHATL NOCNE A06aBNEHNA CETEBbIX MOPTOB B HACTPOEHHOE yCTPoitcTBO UserGate.

ARP-3anucu
Jna npocmoTpa MHpopmMauum o 3anucax ARP:
Admin@nodename> show network arp

Mpu NpocMoTpe 3anucei A0CTYMHO UCMONb3oBaHUe GpUNbTPOB. MapameTpsl GubTPaLMUu:

MapameTp Onwucanue

HasBaHue yana knactepa, ARP-3anucu KoToporo Heo6xoAMMo 0TOBPa3NUTh.

Jlanee HeoBxoanMO ykasaTb MHTEPENC unu IP-aapec xocTa:

/Admin@nodename> show network arp node-name <node-name> interface <iface-name>

/Admin@nodename> show network arp node-name <node-name> host <ip>

interface ||Hassanwue nHTepdeiica WAF.

host IP-aapec ycTpoiicTsa.

mac MAC-aapec ycTpoiicTsa.

Admin@nodename> show network arp host <IP-address>

Admin@nodename> show network arp interface <interface-name>

Admin@nodename> show network arp mac <MAC-address>

MpocmoTp 3anuceit ARP Takke A0CTyNeH B pexnme KOHPUrypaLumumu; KOMaHabl MAEHTUYHLI KOMaHAaM B PeXUMe AMarHOCTUKN U MOHWTOPMHIa.

I'IpuMeuaHueB pexume AnarHoCTUKU U MOHUTOPUHIa AeicTuA MPOU3BOAATCA C CUCTEMHBIMU 3aNUCAMU; B PEXUME KOHq)MI'ypaLlMM - CO cTaTuyeckumu 3anucamu ARP.
[Jobasnenue ctatuyeckux ARP-3anuceil JOCTYNHO B PEXUME KOHDUIypaLMu C MCONb30BaHWEM CNEAYIOLLEN KOMaHAbI:

Admin@nodename# set network arp host <IP-address> interface <interface-name> mac <MAC-address>

MapameTpkl KoMaHab :

MapawmeTp Onucanue




MapameTp Onwucanue

d L yana knacrepa, Ha koTopom 6yaeT cosaaHa 3anuce ARP. [lanee HeoBXoAnMO ykasaTk HasBaHue uHTepdeiica, IP u MAC-aapeca ycTpoicTea.

interface ||Hassanue unTepgeiica WAF.

host IP-anpec ycTpoiicTsa.

mac MAC-aapec ycTpoiicTea.

KomaHabl yaaneH1a CUCTEMHBIX U cTaThueckux ARP-3anuceit MMEIOT aHanorMuHyo CTPYKTYpy, OTIMYaeTCA AeiCTBIUE, KOTOPOE HEOBGXOANMO BbINOMHUTL:
- clear: yianeHue cUCTEMHbIX 3anMCe B PEXXMME ANArHOCTUKM U MOHUTOPHHIA;
« delete: ynanenue ctatuyeckux sanucei B pexume KOHOUrypaLum.

JIlanee 6YIJST npeacrasneH d)OpMaT KOMaHA yaaneHva Ha npumepe KomaHa pexuma AMarHoCTUKKM U MOHWUTOPKUHIa.

[nA yaaneHua cMCTEMHOM 3anucu:

Admin@nodename> clear network arp interface <iface-name> host <ip>

YT06bl ynanuTe 3anuck Ha Apyrom ysne knactepa:

Admin@nodename> clear network arp interface <iface-name> node-name <node-name> host <ip>

Crneayrowan KoMaHAa NO3BONAET YAANUTL BCE CUCTEMHbIE 3aNMCH Ha 3aAaHHOM MHTEP(dENCE (MOXHO yKa3aTb HECKONBKO MHTEPdECOB):

Admin@nodename> clear network arp interfaces [ <iface-name1> <iface-name2> ... |

[nA ynaneHua BCEX CUCTEMHbIX 3anuceit uHTepdeiica apyroro ysna:

Admin@nodename> clear network arp interfaces [ <iface-name1> <iface-name2> ... ] node-name <node-name>
OTcnexuBaHue NakeToB

qTOGH MPOU3BECTH OTCNEXMUBaAHWE NAKeToB, UCNOMb3yeTCA Crieayrollan KomaHaa:
Admin@nodename> show network trace

Byaet oTo6paxeHa cneaytoiian MHdopmayua: IP-aapeca MCTOUHMKA U HA3HAYEeHWA, MPOTOKOM, Ha3BaHWUA NOPTOB UCTOUHMKA U HasHaueHna UserGate, Homepa TCP/UDP nopToB UCTOUHMKA W HasHaueHuA. KomaHaa Tawke A0CTynHa B
peXuMe KOHPUrypaLuu.

UT0O6k! BLIATH M3 PEXUMA OTCRIeXMBaHUA NnakeTos - Ctrl+C.
Mpasuna oTcnexuBaHUA NaKeTOB CO3AAKOTCA U HACTPAUBAIOTCA B PEXMUME KOHUrypaLm Ha yposHe network. [ina cosaaHua npasuna UCnonb3yeTca creaytoljas KomaHaa:
Admin@nodename# create network trace-rules

[Jlanee yKasblBatoTCA CeayoLme napameTpsi:

MNapametp Onucanue

BKnloueH1e/0TKIoYEHWe NpaBua OTCIEKUBAHNA NaKeToB:

enabled . on.
« off.
name HasBaHnue npasuna. Ecnu HasBaHue npasuna He Gbino 3aaaHo, To OHO 3aAaéTcs aBTomatudecku B popmare: trace_rule_N (rae N — nopAaaKoBbI HOMEP CO3AaBAEMOro NpaBuna OTCNEXUBAHNA NaKeToB).
zones-in (CNUCOK 30H UCTOUHUKOB TpaduKa.
'source-ip-lists (Cnicok rpynn IP-aapecoB ucTouHuka naketa. MoapoGHee o cosaaHuu rpynn IP-aapecos ¢ Ucronb3oBaHUEM UHTepdETica KOMaHAHON CTPOKM UMTaitTe B pasaene Hactpoitka IP-aapecos.
ip nucok IP-apecoB MCTOYHMKA NakeTa.
dest-ip-lists Cnincok rpynn IP-aapecoB HasHaueHus nakeTa. MoapobHee o cosaaHuu rpynn IP-aapecos ¢ UCMOMNb3oBaHUEM MHTEPETica KOMAHAHOW CTPOKM UKTaitTe B pasaene Hactpoiika IP-aapecos.

dest-ip-addresses ||Cniucok |P-aapecos HasHaueHMA nakeTa.

services Tun cepauca. MoapoGHee unTaiTe B pasaene HacTpoiika cepB1COB.

Mpumep KomaHAbI cO3AaHNA NpaBuna:

Admin@nodename# create network trace-rules enabled on name "Test trace" source-ip-addresses [ 192.168.0.100 ]
[nA peaakTMpoBaHuA npaswna:

Admin@nodename# set network trace-rules <trace-rule-name>

Admin@nodename# set network trace-rules "Test trace" services [ "[SYSTEM] Any ICMP" |

J:ll'lﬂ U3MEeHeHWA NO0CTYMNHbI NnapamMeTpsbl, NpeAcTaBneHHbie B TaﬁJ‘IMLIe Bbllwe.

Y106bI NPOCMOTPETL CyLeCTBYOLUe npasuna oOTCNexnsaHna nakeTos:

Admin@nodename# show network trace-rules

JILERY: npasuna otc NakeToB UCNONb3yeTcA cneaytoLlan KomaHaa:

Admin@nodename# delete network trace-rules <trace-rule-name>
Tarxe AOCTYNHO yaaneHue 3HaYEHUN OTAENbHBIX napamMeTpos npasuin. J:ll'lﬂ yAaneHua A0CTYynHbI:

« zones-in.

source-ip-lists.

source-ip-addresses.

dest-ip-lists.

dest-ip-addresses.

services.

MoHHUTOPHHT TpadHKa
CneaytoLyan KOMaHAa UCMOmNb3YeTCA AR MOHUTOPUHIA TpaduKa:

Admin@nodename> show traffic

MapameTp Onucanune
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Mapametp Onwucanue

(OToGpaxeHne MHPOPMALMKM O BXOAALLEM M UCXOAALLEM NOTOKax. JlocTynHa ¢puneTpauua no:

source-ip — IP-aapec MCTOYHMKA.

source-port — nopT UCTOUHMKA.

dest-ip — IP-aapec HasHaueHuA.

flows

dest-port — nopT HasHauYeHuA.

vlan-tag — ter VLAN.

interface-name — HasBaHue uHTepgeiica.

« node-name — HasBaHue y3na.

protocol — npoTokon.

OTOﬁpa)KeH”e HH¢OpMaLlMI4 0 COeanHEeHUAxX (I'IpDTDKOI'I W ero Homep; BPeMA XXU3HU 3arnucu; IP—aﬂpeca MUCTOYHMKA U HAa3HaYeHUA, NOPTbl UCTOYHMUKA U HABHAYeHUA; IP—anpeca MCTOYHMKA M Ha3Ha4YeHuA, NopTbl UCTOYHMKA U
HasHaueHus, KoTopble oxuaatoTcs B oteeTe; cratyc ceccun (UNREPLIED unu ASSURED); Konn4ecTBo nepesaHHbIX U NPUHATBLIX NAKeTOB W GaNTOB; 30HA MCTOYHWKA; ABMAETCA /W 3Ta CECCUA CECCUEeN M3BECTHOMO

\WAF nonb3osatena u 1.n.).

OunbTpauma AOCTYNHA NO:

protocol — npoTokon.

source-ip — IP-anpec ucTouHmKa.

dest-ip — IP-aapec HasHauyeHuA.

« node-name — Ha3BaHue y3na.

expect — 0TOBpaXKeHUe HeyCTaHOBEHHbIX COEAMHEHUA:
. on.

o off.

OTo6paxeHue 3axBaTa NakeToB.

[locTynHa GpunbTpauma no CeaytoLLIMM napameTpam:

. ination — IP-anpec

. ination-port — nopt

ipv4-protocol — Homep npoTokona IPv4 (0-255).
capture

interfaces — HasBaHue uHTepdeiica.

protocol — Bbi6op npoTokona.

rule — BLIBOP MMEIOLLIErOCA NPaBMNa A 3axsBata NakeTos.

source — IP-aapec UCTOUHMKA.

source-port — nopT UCTOUHMKA.

TMp1Mep KoMaH bl MOHUTOPUHra TpadHKa:

Admin@nodename> show traffic connections node-name utmcore@dineanoulwer dest-ip 192.168.0.100 expect on

LLDP

MpocmoTp MHpopmauuu, nonyyeHHow no LLDP (Link Layer Discovery Protocol), A0CTyneH ¢ MCNonb30BaHWEM KOMaHA:
Admin@nodename> show lidp

Admin@nodename> show lldp neighbors

Admin@nodename> show lldp statistics

MapameTpbl KOMaHALI:

MapameTp Onwucanue

(Cnucok LLDP-COBMECTUMBIX YCTPOWCTB, Ha KOTOPLIX BKOYEHA NOAAEPKKA 06bABneHnA LLDP.

« Chassis ID — naeHTUdHKaTOp Waccu.

SysName — uma cuctemsbl.
- SysDescr — onucaHue CUCTEMbI, COAEPXKHUT MHGOPMAaLMIO 06 060pPyAOBAHNM 1 ONEPALMOHHO CHCTEME YCTPOHCTBA.

S| . — aZpec coceziHero ycTponcTea (coaepxut aapeca IPv4 v IPv6, Homep uHTepdeiica ykasaHHOro aapeca ynpaseHus).

« Capability — dyHKUMKM ycTpoicTBa (Hanpumep, MapLUpyTM3aTop, KOMMYTATOoP U T.M.).

« Port ID — naentuduratop nopra ¢ kotoporo 6in nepesar LLDPDU (Link Layer Discovery Protocol Data Unit).

PortDescr — onucanue nopra.

« TTL — BpemnA Xun3Hu nepeaasaemslx naxketos LLDP.

CTaTUCTMKa MHTePdEicoB, B HACTPOMKaxX KOTOPLIX Okl yKasaH Npodus LLDP:
« Interface — HasBaHue nHTepdeiica.

Transmitted — o6wee konnuyecTso kaapos LLDP, nepeaaHHbix yepes uHTepdeic.

« Received — o6Lyee konnuecTso kaapos LLDP, nosyueHHbIx Ha MHTEpdence.

statistics « Discarded — uncno nonyyeHHbIX Ha 3TOM UHTepdeiice kaapos LLDP, koTopbie Obinu 0TOPOLLEHHI.

Unrecognized — konuuecTso kaapos LLDP ¢ HenoATBepXAEHHLIM COAPKMMBIM, MONYUEHHbIX Ha 3TOM UHTepdeiice.

« Ageout — B kaxaom kaape LLDP coaepxuTca HdopMauma 0 TOM, HACKONLKO A0NTO ABNAETCA NpasuibHOM HdopMaumua LLDP (cpok cTapenus). ECiv B Te4eHWe CpOKa CTapeHUA HOBbIX KaZApoB He NPUHATO,
nHpopmauusa LLDP yaanaetca.

« Inserted — konuuecTso A0GaBNeHuit 3anucei ¢ MHdopmaumei o coceaax LLDP.

« Deleted — konuuecTBo ynanexuit 3anuceit o coceanax LLDP.

Mpumeyanue [na npocMoTtpa uHdopmaymu, nonyyeHHon no LLDP, cepsuc LLDP aomxeH BbiTb aktueuposar Ha WAF (npogunu LLDP HacTpoeHbl B 6uBIMoTeKe SNeMEHTOB M aKTUBMPOBAHbI B HACTPOWKAX UHTEPDENCOB).
MapuwpyTbl

[aHHbli pasaen Heo6X0ANUM ANA NPOBEAEHUA ANArHOCTUKM U MOHUTOPHHIA MapLIPYTHOW MHdopMaumun Ha WAF.

JInA npocMoTpa BCex MapLUpPYTOB, COAEPXALLMXCA B MapLUPYTU3aTOPe MO YMONYaHHIO, UCTONb3yeTCA KoMaHaa:

Admin@nodename> show network route

MapameTp Onucanue
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Mapametp Onucanue

ip |P-anpec, MapLupyT A0 KOTOPOrO HEOBXOANUMO OTOOPa3UTh.

node-name |[BeiGop y3na knactepa.

d |M yThl K CETAM, KOTOPbIE NOAKMOYEHbI HEMOCPEACTBEHHO K MHTepdeiicam WAF. [laHHble MapLupyTsl NOMEYeHbl CUMBONOM C B CMIMCKe MapLUpyTOB.

kernel OToGpaXkeH1e MapLUpPYTOB, A00aBMEHHLIX aAMUHUCTPATOPOM; MapLUPYThI MoMeueHbl cuMBorioM K B cricke MapLupyTos.

'summary KonnuecTso aKkTuBHbIX NoAknouenuii u sanucent FIB (Forwarding Information Base).

ospf (OToGpaXkeH1e MapLLIPYTOB, NOYYEHHBIX C NOMOLLIbIO MPOTOKONA AMHAMUYECKOo! MaplupyTusaumn OSPF. [laHHble MapLupy Tl NOMeyeHbl CUMBONIOM O B CIUCKE MapLIpPYTOB.
bgp (OTOGpaKeH1e MapLIPYTOB, MOJYYEHHBIX C MOMOLLbIO MPOTOKONA AMHAMUYECKO! MapLUpyTU3auun BGP; MapLupyTsl nome4eHsl cumBosiom B B crivcke mapLupyTos.
rip OToGpakeH1e MapLUPYTOB, NOMYYEHHBIX C NOMOLLIbIO NPOTOKONA AMHAMUYECKO! MapLupyTU3aumu RIP; MapLupy Tl nOMeuYeHbl CUMBOMIOM R B Citcke MapLIpyTOB.

virtual-router||BupTyasnbHbiit MapLUPyTM3ATOP, MapLUPY Tl KOTOPOro HEOBX0ANMO oTo6pasuTL (<vrf-name> | all).

OTo6pameHne cucTeMHON UHdOpMaLUn

[na npocmoTpa Bepcun MO cucTembl UCroNb3yeTca KomaHaa:

Admin@nodename> show system version

JnA oto6paxeHna HdopMaumum o KonudecTse akTusHbx TCP/UDP/ICMP ceccuit Ha cUCTeMe UCMOsb3yeTcA KomaHAaa:

Admin@nodename> show system sessions

Ona oToﬁpa)Keva WMHGOPMALIUK O KOSTMYECTBE aKTUBHbIX CeccHit no oTAeNbHbIM NPOTOKOMaM UM BpeMeHHbIM UHTepBanam UCnonb3yeTcA KomaHaa:
Admin@nodename> show system sessions counters [ parameters |

QuuUCTUTL CTaTUCTUKY:

Admin@nodename> clear system sessions

JuarHocTuka pa6oTbl NPOTOKONOB MapLIPYTU3aLUM

C NOMOLLIbIO KOMaHA 3TOro paszena MOXHO NPocMaTpMBaTh CoOLITUA debug-noros NPOTOKONOB AMHAMUYECKO! MapLUpPyTU3aumMK. BriloueHue B debug-nor coBbITHi KOHKPETHOTO NPOTOKOMA NPOHU3BOANUTCA KOMaHAo# debug B pexume
KOHMrypauuu (noapobHee uuTaiiTe B pasaene Pexum KoHburypauuu).

Jina npocmoTpa 3anucei debug-nora MCNonb3yeTcA KoMaHaa:

Admin@nodename> show log routing
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Pexum KoHpuUrypauyuu



Pemum KoHduUrypauum (onucanue)

Product: WAF
Version: 7.x

JInA nepexona B PexuM KOH(Urypauuu MHTepQenca KOMaHAHON CTPOKU MCMOMb3yeTCA KOMaHAa:

Admin@nodename> configure

B pexume KOHOHUrypaumu npurnalieH1e KOMaHaHON CTPOKM BbIMMAANT CEAYOLLMM 06pasom:

Admin@nodename#

O6wwan CTPYKTypa KOMaHA B pem1mMe KOHbUrypaumu

KomaHabl uHTepgelica KoMaHAHOM CTPOKM UMEIOT CReayIoLLYIO CTRYKTYpY:

<action> <level> <filter> <configuration_info>

Tne:

<action> — AeicTBu1e, KOTOPOE HEOBXOANMO BbINONHMUTD;

<level> — ypoBeHb KOHGUIypaLun, KOTOpbIK COOTBETCTBYET pasaenam Bed-uHtepdpeica WAF;

<filter> — aeHTUGUKATOP 0BBEKTA, K KOTOPOMY MPOUCXOANT OBPALLEHNE;

<configuration_info> — 3HaueHne napameTpoB, KOTOPbIE HEOOXOAMMO NPUMEHUTE K OB TBEKTY.

HanmeHoBaHne OnucaHnue
B pexume KOH UrypaLum AOCTYMHb CrieAyIoLLMe ASHCTBUA:
« create — co3ziaHue HOBbIX 06 LEKTOB.
« set— U3MeHeHWe NapameTpOB OB BEKTOB, BKIKOYEHHE Pa3IUUHBIX NapaMeTPOB.
- show — oToBpaxeHue TeKyLMX 3HaueHUH. MOXHO MCNIONb30BaTh Ha NOBOM YPOBHE KOHdUrypawuu — GyeT 0TOBPAXKEHO BCE, UTO HAXOAMTCA FyOXe TEKYLLEro ypoBHA.
« delete — ynaneHue o6bekTa unu napameTpa U3 CiMcKa napameTpos.
« edit — nepexoa Ha Kako#-NMBO ypOoBEHbL KOHpHUIyPaLMK. YPOBEHb KOHPHrypaLmn GyAeT OTOBPaXeH N0A KOMaHAHOM CTPOKOW.
« end — nepexoa Ha OAMH YPOBEHb KOHMUIypaLuK BhILLe.
« top — BO3BpAT Ha CaMblit BEPXHMI YPOBEHb KOHMUIypaLnM.
» execute — BbINOJIHEHME KOMAHA, KOTOPbIE HEe OTHOCATCA K TEKYLLEe# KOHUrypaumu ycTpoiicTea (ping, date, traceroute u T. n.) Komaxaa A0CTynHa HE3aBMCHUMO OT YPOBHA KOHHUrypaumu. MoapobHee — B
pasnene «KomaHabl execute».
« export — aKkcnopT ceptudmkatos. MoapobHee — B paszene « KomaHzabl export».
« import — umnopT KoHdUrypayuu. MoapobHee — B pasaene « Komawas import».
« exit — BbIXOA U3 pexnma KOHdUrypaumum.
Hanpumep, ana npocMoTpa UHGOPMALUM O BCeX MHTEPECax HEOBXOAMMO BLINOMHUTE KOMAHAY:
Admin@nodename# show network interface
C ucnonb3oBaHUeM cneaytoLLei KoMaHabl NPOM3BOAUTCA Nepexoa Ha ypoBeHb network interface. Tekylumit ypoBeHb GyaeT OTOOPaXKEH NOA KOMaHAHOM CTPOKOM:
Admin@nodename# edit network interface
. Admin@nodename#
<action> Level: network interface
Mocne nepexosa Ha yposeHb network interface ana ot BCeX UHTepdeil MCnonb3yeTcA KomaHaa show 6e3 ykasaHUA ypoBHA:
Admin@nodename# show
adapter:
port0
interface-name  : port0
node-name : utmcore@dineanoulwer
zone : Management
enabled H
ip-addresses :192.168.56.3/24
iface-mode : dhep
A Bo3BpaLLeHA C ypoBHA network interface 06patHo Ha 06LYuit ypOBEHb PeXxuma KOHPUrypaL i Heobxoaumo HadpaTb komaHay end ABa pasa:
Admin@nodename# end
Level: network interface
Admin@nodename# end
Level: network
Admin@nodename#
[InA Bo3BpaTA Ha CaMblit BEPXHHIA YPOBEHbL KOH(UIYpaLMK C MOMOLLBIO OAIHOM KOMAH/LI MOXHO MCMOMNb30BaTL KOMaHAy top:
Admin@nodename# top
Level: network interface
Admin@nodename#
'YpOBHM B KOMaHAHOW CTPOKE NOBTOPAIOT BeG-HTepdeiic UserGate WAF:
- settings — cooTBeTCTBYET pasaeny Beb-unTepdeiica «UserGate» ;
« USers — COOTBETCTBYET paszeny Be-uHTepdeica «Monb3osatent n ycTpoicTsar;
« network — cooTBeTCTBYeT pasaeny seb-untepdeiica «CeTb»;
« network-policy — cooTseTcTBYyeT pasaeny se6-uHtepoeiica «IONUTHKN CeTh»;
<level>
« security-policy — cooTseTcTByeT pasaeny Be6-uHTepdeiica «Monutuku 6esonacHocTn»;
- waf — cootsetcTByeT pasaeny sed-uxtepdeiica «WAF»;
« global-portal — cooTeeTcTBYyeT pasaeny BeG-uHTepdeica «InobanbHbIi nopran»;
« libraries — cootBeTCTBYET pasaeny seb-uHTepdeiica «bubnuoTeKM»;
« logs — cooTBeTCTBYET pasaeny BeG-uHTepdeiica «uarHocTika u MOHUTOPHUHI»




HaumeHoBaHue

Onucanve

MﬂeHTMq}MKﬂTOp oé'bema, K KOTOPOMY NMPOMCXOANT oépau.leHMe. MﬂeHTM¢MKaLlMF| npoucxoauT No UMeHu o6bekTa. Ecnu metotca 06bekTbl ¢ OAUHAKOBLIMU UMEHAMU UNKU yﬂOéHee MﬂeHTM¢MLlMpOBaTh 06bEKT Mo
pyromy napameTpy, To UCTIOMb3YKOTCA KDYTTIble CKOGKA, B KOTOPbIX HEOBX0AMMO yKasaTh napameTpsl (<configuration_info>). B pesynbTate GyaeT HaitAeH 0B BEKT, ANA KOTOPOrO COBMNANM BCE MONA, yKasaHHbIe B

KDYrTbIX CKOGKAX.
Hanpumep, Heo6x0ANMO BbIBECTH MHGOPMaLMIo 00 MHTepdeiice portd Ha Apyrom yane knactepa. ECriv ucnonb3osath KomaHAay:

<filter> Admin@nodename# show network interface adapter port0

ABHO yKasaTb UM yana:

/Admin@nodename# show network interface adapter ( node-name another_nodename interface port0 )
BamHo! Kpyrribie coBKiM JOMKHBI BbITb OTAEMEHb! MpoGenamm ¢ 06enx CTOPOH

ByaeT oTobpaxeHa nHdopmaums 06 uHTepdeiice portd Tekylyero yana WAF. Uto6bl oTo6pasuTb nHpopmaLmio 06 uHTepdeiice portd apyroro yana (Hanpumep, ¢ MMeHem  another_node), HeO6XOAMMO B CKOBKax

YkasaHue napameTpa ¢ apryMeHToM. MapamMeTp — UMA NOMA, ANA KOTOPOrO HYXHO YCTAHOBHTL apryMEHT. APryMEHT MOXET ObiTb OIMHOUHBIM MM MHOXECTBEHHBIM.
(OAMHOYHBIN apryMEHT — 3HaueHue, COOTBETCTBYIoLIee napameTpy. Ecnu cTpoka coaepxmT NpoBeskl, To HEOGXOAMMO UCMONL30BATE KaBbIUKM.

Hanpumep, Heobxoanmo cozaatk IP-nuct B 6ubnuoteke ¢ HaseaHnem New list:

" P Admin@nodenam r libraries ip-list name "New list"

<configuration_infos. dmin@nodename# create libraries ip-list name "New list

MHOXECTBEHHbIE apryMeHTbl UCMIOMb3YIOTCA ANA YCTAHOBKM MHOXECTBA 3HaUeHMH Kakoro-M6o napameTpa; 3anuckiBatoTCA B KBaAPaTHbIX CKOGKaX M pasaenaoTcA npodenamu.

Hanpumep, Heobxoanmo B crincok «New list» no6asuTs IP-agpeca: 10.10.0.2 1 10.10.0.3. MapameTpy ips Heobxoanmo 3aaatb aprymeHT [ 10.10.0.2 10.10.0.3]:

Admin@nodename# set libraries ip-list "New list" ips [ 10.10.0.2 10.10.0.3 ]

BamHo! KBaapartHble CKOOKM A0MkKHbI GbiTb OTAENEHbI Npodenamu ¢ 06enx CTOPoH

KomaHab! execute
KomaHzbl MMeeT cneayioLuyto CTPYKTYpy:
Admin@nodename# execute <command-name>

Cnmcok KomaHa pasaena execute.

Mapametp Onucanue

(OuncTka Kawa LDAP-3anuceit:
cache
/Admin@nodename# execute cache Idap-clear

MpoBepka reorpaduueckoit NpuHaanexHocTu IP-aapeca no Tekylyen 6ase GeolP:
check-geoip
/Admin@nodename# execute check-geoip ip <ip-address>

Yaanexue uctopuu KomaHa uHtepdeiica CLI. MoXHO yaanuTh MCTOPHIO BCeX BBEAS KOMaHA UHT
peXume AMarHOCTHKM):

clear-cli-history
/Admin@nodename# execute clear-cli-history

/Admin@nodename# execute clear-cli-history modes [ <configure | diagnostic> ]

podeiica CLI unm TONLKO KOMaHA B OIHOM M3 PEXUMOB PabdoTkl UHTEPQETCa (B PEXUME KOHPUTYPaLIMK UMK B

eHepaliuA CeKPeTHOo Koaa, Heo6X0AMMOro ANA A0GaBNEHMA HOBOTO Y3N1a B KNAcTep KOHPHUrypaLmu:
/Admin@nodename# execute configurate-cluster generate-secret-key <parameter>

ne:

configurate-
cluster « secret — KoY ANA reHepauuu cekpeTHoro Kona B popmare [0-9a-zA-Z]+#[0-9a-zA-Z]+ (Hanpumep, examplettkey);
« expiration-time — cpok AefCTBUA KOAA B CeKyHAaX;

« request-limit — cpok AefcTBMA 3anpoca Ha reHepauuio Koaa.

BaHo! [l MCOMb30BaHMA AaHHON KOMaHAbI HEOBXOAMMO HanumMe NLEeH3nn Ha Moayb Cluster

MPOCMOTP TeKyLMX AaTel U BDEMEHM Ha yane:

date
Admin@nodename# execute date
Mposepka 3anvucu DNS nomera:
/Admin@nodename# execute dig host <hostname> <parameters>
/Admin@nodename# execute dig host <IP-address> <parameters>
dig « host — nomeHHoe umA y3na unu IP-aapec Ana peBepcMBHOMO NOMUCKa;

- reverse-lookup — nonyuexue umenu yana no IP-aapecy;
« dns — ykasanue IP-anpeca DNS-cepsepa;

« tcp — ucnonb3osaHue npotokona TCP Bmecto UDP

Bosspar ycTpoACTBa B NEPBOHAaYasbHOE COCTORHHE:
/Admin@nodename# execute factory-reset

factory-reset
Bce naHHble 1 napamMeTpbl 6ynyT yTepaHbl. Bepcmn MO He navenuTcs: COXpaHWUTCA BEPCUA, akTyanbHaA Ha MOMEHT 3anycKa KoMmaHabl.

Komanaa aocTynHa B Bepcuu 7.4.1 v Bhiwe

MpuMeHeH e BCeX NPaBUI MEXCETEBOrO 3KPaHa 3aHOBO C 0OPLIBOM TEKYLLIMX CECCHA:

firewall

/Admin@nodename# execute firewall force-changes

Komanaa peructpayun npoaykra:
license /Admin@nodename# execute license activate <pin-code>

B kayecTBe <pin-code> yKaxuTe KoA aKTMBaLuu NPoAyKTa

Komanaa pasoaoﬁ 0TNPaBKK XypHANoB No UMeoLLIeMYCA NpaBusly SKCMopTa XXypHanos:
logs

/Admin@nodename# execute logs send-once <export-log-name>




Napametp Onucanue

Mposepka AocTynHocTH cTopoHHero HTTP u HTTPS-cepeepa. MoxHO 3aaaTh Cneaytolyme napaMmeTpsi:

address — AomMeHHOe MMA y3na ana NpoBepku AocTynHocTh no TCP uan URL — ana HTTP;

dns-ip — IP-aapec cepsepa DNS;

dns-tcp — ucnonbsosarue TCP Bvecto UDP ana DNS-3anpoca;

check-cert — nposepka SSL-cepTudukara;

type — npoBepka AOCTYNHOCTH No:

o http;

o tcp (ecnu nopT He ykasaH, To ucnonb3yetca nopt 80).

data — 3anpoc coaepxumoro caiita. Mo ymonuaHuio 3anpalumuBaoTCA TObKO 3aronoBKM;

timeout — MaKcuMarnbHbIf TaiM-ayT OXMAAHUA OTBETa OT Be6-cepaepa;

user-agent — napameTp ANs ykasaHua Tuna 6paysepa. Ha HeKOTOpLIX cailTax MOXET BbiTb paspelleH A0CTyM TOMbKO C OnpeaeneHHsIx 6paysepos. 3i napameTpa

/Admin@nodename# execute netcheck type tcp address <host-domain-name> data on
Admin@nodename# execute netcheck address <host-domain-name>

CA B ABOVHbIX

MpoBepka AOCTYNHOCTH y3na. MoXHO 3aaaTh Cneaytolime napameTpbl:

« host — IP-aapec unu nomeHHoe umA yana.

HaxaTb koM6uHauuto knasuw Ctrl + C).

numeric — He onpesenATb UMeHa.

timestamp — oTo6paxeHne BPEMEHHbIX METOK.
ping

interval — UHTEpPBan BpPEMEHM, Yepes KOTOPBLIK ByAeT NPOU3BOAUTLCA OTMPABKA NAKETOB. YKA3LIBAETCA B CEKyHAAX.

ttl — Bpems Xu3Hu nakeTa;

interface — anpec BbiGpaHHOro MHTEpdeica ByaeT UCMONL30BATLCA B KAUECTBE aApeca UCTOUHUKA ANA BLINOMHEHUs ping;

mtu — MaKcMarbHbI pasmep 6110Ka AaHHbIX OTNPABIAEMbIX NaKETOB;

« virtual-router — uma BUPTyansHOro MapLupyT1aaTopa.

/Admin@nodename# execute ping host <hostname> count <number>

count — KOnMYeCTBO oTNpaBnAeMbIX echo-3anpocos. ECnv napameTp He 3azaH, To OTNpaBKa NakeTos GyAeT NPOMCXOANTS, NOKa CoeanHeHWe He ByAeT NpepsaHo nonb3osarenem (AnA npepbisaHuA HEOGXOANMO

Mepesarpy3ka ycTpoiicTaa:
reboot
IAdmin@nodename# execute reboot

BoccTaHoBneHne mac-aapeca uHtepgeica:
restore-mac
/Admin@nodename# execute restore-mac interface <interface-name>

BbIkntoyeHne ycTpoiicTea:
shutdown
/Admin@nodename# execute shutdown

3aKpbITUE CECCHIt aAMMHUCTPATOPOB MU NONb3oBaTeNen:
termination /Admin@nodename# execute termination <admin-sessions | user-sessions>

Moapo6Hee — B pasaene « HacTpoiika ceccuit aAMMHUCTPATOPOB »

TpaccupoBKa COeANHEHHA 0 ONPEAENEHHOrO yana. MapameTpbl KOMaHab:

host <ip-or-domain> — IP-aapec unu uma aomeHa, ANA KOTOPOro NPOM3BOAMTCA TPACCUPOBKA;

interface <iface-name> — uHTepaeiic, ¢ KoToporo ByAyT OTNPABNATLCA NaKeTbI;

not-map-ip — He uckaTb hostname ana IP-aapeca npu 0ToBpaxeHnu;
traceroute

use-icmp-echo — ucnone3osath ICMP echo;

« port— ykasaTb NopT BMeCTO nopTa no ymonuaxuto (1—65535);

min-interval — MUHUMaTbHBIA MHTEPBaN MEXAY NakeTamu.

/Admin@nodename# execute traceroute host <hostname>

(O6HoBnEHME:
update « software-updates — o6HoOBREHWE NPOrPaMMHOro oBecnedyeHun.

« libraries-updates — o6HoBneHne 6ubnuoTek. locTynHo o6HOBNEHNe cpady Bcex GMOMOTEK UK OTAENbHbIX OUGNMOTEeK

YacTb NpesCTaBNeHHbIX BbILIE KOMAHA, KDOME KOMaH/ OBHOBINEHWA, PErUCTPaLM NPOAYKTA, YNPaBNEeHUA CECCUAMM aIMMHUCTPATOPOB W OYUCTKM KALLIA, TAKKE AOCTYMHbI B PEXMME  IMArHOCTUKM U MOHUTOPUHTA. JNA UX BEINONHEHUA

MCNonb3yeTcA KoMaHaa:

Admin@nodename> <command-name>

KomaHnabl import

Mmnopt aoctyneH B pasaenax «HacTpoiku», «MonuTuk1 ceTn», «nobanbHeli noptan».

B pasaenax «[MonuTuku ceTu» (network-policy), «Fno6ansHeiit noptan» (global-portal) Bel MOXeTe MMMOPTMPOBATL NPaBKNa, HanucaHHele Ha UPL. Mpu UCMonb3oBaHuM MMNOPTa, BCe CyLIECTBYtOLLME NpaBuna ByayT 3aMeHeHb! Ha

yKasaHHble.

B pasnene «HacTpoiiku» (settings) Bbl MOXeTe MMNOPTUPOBaTL cepTUdMKaThl. MoapobHee — B pasaene « HacTpoika cepTuduUKaToB.

B pasaene «Monutuku ceTu» (network-policy) Bbl MOXETe MMMOPTUPOBATL NpaBKIa MEXCETEBOro aKpaHa 1 6anaHcUpoBKM Harpyaku. MoapobHee — B pasaenax: « HacTpoiika npaBun MexceTeBoro akpaHa» U «HacTpoitka 6anaHcupoBKm

HarpysKu».

B pasaene «nobanbHbiit noptan» (global-portal) Bsl MOXETE MMNOPTMPOBATHL NpaBua reverse-npokcy. Moapo6Hee 0 co3naHnmM Npasun — B pasaene « HacTpoika Npasun reverse-npokeu ».

KomaHnabl export
Komanna ana akcnopTa cepTduKaTos.

Admin@nodename# export settings certificates <certificate-name>
Admin@nodename# export settings certificates <certificate-name> with-chain on

Bbl MOXETE 3KCMOPTUPOBATL CEPTUPHKATEI, BCIO LIENOUKy cepTudukatos u CSR:

MoapobHee 06 ynpasneHun ceptuduratamm — B paszene « Hactpoiika ceptudukaTos».



https://docs.usergate.com/nastrojka-upravleniya-dostupom-k-konsoli-usergate-waf_1846.html
https://docs.usergate.com/komandy-diagnostiki-i-monitoringa-(opisanie)_1843.html
https://docs.usergate.com/nastrojka-sertifikatov_1847.html
https://docs.usergate.com/nastrojka-pravil-mezhsetevogo-ekrana_1858.html
https://docs.usergate.com/nastrojka-balansirovki-nagruzki_1859.html
https://docs.usergate.com/nastrojka-pravil-reverse-proksi_1861.html
https://docs.usergate.com/nastrojka-sertifikatov_1847.html

Hactpoika ycTtpoincTBa



BazoBble HacTPOMKK

Product: WAF
Version: 7.x

Hacrpoiika napametpoB pa6otbi CLI

Ha ypoeHe settings cli HacTpaunsaioTca cneayioLme napameTpel PadoTel UHTEPERca KOMAHAHOM CTPOKN:

« BMA CUCTEMHOro Npurnaenuns (prompt) koHconu CLI;

« YPOBEHb IeTaNnU3aLm1u ANarHOCTUKM.

JINA HacTPOWKK CUCTEMHOrO NpurnalleHus koHconu CLI ucnonb3yetca komaHaa:

Admin@nodename# set settings cli custom-prompt <new-custom-prompt>

Bbi MOXETE NOMEHATL CUCTEMHOE NpUralleHue B koHconu CLI ¢ ycTaHoBneHHoro no ymonuauuio (Buaa: Admin@nodename#) Ha yaoGHoe Bam.

Hanpumep, uto6bl noMeHATL BMA cUCTeMHOro npurnaieHna Ha NodeAABBCC, BLINONHUTE CeAyHoLLYHO KOMaHAy:

Admin@nodename# set settings cli custom-prompt NodeAABBCC

NodeAABBCC#

BepHyTb cUCTeMHOe NpurnalleH1e B NepBoHayanbHoe COCTOAHUE MOXHO C MOMOLLBIO KOMaHAbI:

Admin@nodename# set settings cli custom-prompt default

MpuMep MCNoNb30BaHNA KOMaHAI:

NodeAABBCC#
NodeAABBCC#

set settings cli custom-prompt default

Admin@nodename#

Uro06kl 3aaaTb ypOBEHb AETaNU3aLMM AMArHOCTUKN UCNOMb3YeTCA Creayrolian KomaHaa:

Admin@nodenamef# set settings cli log-level <off | error | debug | warning | info>

Bbl MOXeTe yCTaHOBMTb CrieAytoLuMe YPOBHW AeTanuaauuu:

off — oTKNIOUNTL XKypHaNupoBaHue;

error — TONbKO OLLMGKM;

warning — OLWKOKK 1 NpeaynpexAeHus;

info — owwmOKK, NpeAynpexaeHUA U AONONHUTENbHAA HHPOPMALNA;

debug — mMakcuManbHasa aeTanusayua.

MocMOTpeTh Tekylie 3HaYeHUA NapaMeTpos PaBdoTkl UHTEPECa KOMAHAHOM CTPOKM MOXHO C MOMOLLbI0 KOMaHAbI:

Admin@nodename# show settings cli

HacTtpoiika 6a3oBbix napamMeTpoB YCTPOWCTBa

HacTpoiika 6a3oBeix napameTpos UserGate WAF BbinonHaeTcs Ha ypoBHe settings general.

CTpyKTypa KOMaHA Ans HACTPOMKK 6a30BbiX NapameTpoB YCTPOUCTBA:

Admin@nodename# set settings general <settings-module> <parameters>

BagoBble napameTphl YCTPOACTBA CrpyNnMpoBaHs! B pasaensl.

Pasnen

Onucaxue

admin-
console

MapameTpbl KOHCONM ynpaBneHuA:

timezone — 4acoBo# NOAC, COOTBETCTBYIOLMI BaLLEMY MECTONOSOKEHHIO. YaCcoBO# MOAC UCMONL3YETCA B PACMUCAHUAX, MPUMEHSEMbIX B NPaBMUIIaX, a TakkKe ANA KOPPEKTHOO OTOBPKEHNUA BPEMEHN U AaTbl B
oTyeTax, XypHanax u T. f.

language — A3bIk MHTEPGEiica:
o IU — PYCCKHii;

o €N — aHrUACKUIA.

webaccess — pexum ayTeHTUpHKaL UM BEG-KOHCONM:
o password — ayTeHTUdUKALNA MO UMEHN U NApPONHO.
o cert — ayTeHTUdHUKaunA no X.509-cepTuduKary.

web-ssl-profile — BbiGop npoduna SSL AnA NOCTPOEHHS 3aLLUMLIEHHOTO KaHana AoCTyna K Be6-koHconu. MoapobHee o npodunsx SSL — B pasaene « Hactpoitka npodunen SSL».

api-session-lifetime — Bpema oxuaaHuA ceaHca aaMMHUCTPaTOpPa B CeKyHAax

http-connection-timeout — Bpema oxuaaxua yctaHosnenna HTTP-coeanHenuns B cekyHaax. 3HaueHne no ymonyaxuio — 20 cekyHA. (JocTynHo B Bepcuu MO 7.5.0 1 Beiwwe).

http-loading-timeout — Bpema, BblaeneHHoe Ha 3arpy3ky HTTP-koHTeHTa B cekyHaax. 3HaueHue no ymonyanuio — 60 cekyHa. (JocTynHo B Bepcuu MO 7.5.0 u Bbiwe)

server-time

MapameTpbl YCTaHOBKM TOUHOTO BPEMEHH:
« ntp-enabled — BrO4EHNE MKW OTKMIOUEHWE Mcnonb3osaHuA NTP-cepsepos.
« primary-ntp-server — aapec octosHoro NTP-cepsepa.
« second-ntp-server — anpec 3anactoro NTP-cepsepa.

« time — ycTaHoBKa BpeMeHu Ha ycTpoiicTee. Bpemn ykassiBaeTtca B yacoBom nosice UTC B ¢popmarte  yyyy-mm-ddThh:mm:ss (Hanpumep, 2022-02-15T12:00:00)

modules

HacTpoiika moaynen ycTpoicTea:

« lldp — HacTpoiika Ucronb3oBaHUA NPOTOKoNa kaHanbHoro yposHA Link Layer Discovery Protocol (LLDP), koTopbiit no3sonseT ceTeBoMy 060pyA0BaHHio, padoTaroLemMy B NIOKanbHOM CeTH, OMoBeLyaTh yCTpoincTsa o
CBOEeM CyLLieCTBOBaH1K, nepeaasartb UM CBOM XapakTepUCTUKK, a Takke nony4yaTtb OT HUX aHanornyHyto MH@ODMEL[MKJ. an HachoHKe HEOﬁXOﬂMMO 3a4aTtb 3HAYEHUA:

o transmit-delay — 3aaepxxa nepeaauu, ykasbiBaeTca BPEMA OXMAAHNA YCTPOUCTBA NEpPeA OTNPaBKoi 06 bABNEHMI coceaam nocne u3meHeHna TLV B npoTokone LLDP unu cocToAHMA NoKanbHOM CUCTEMbI,
Hanpumep, U3MeHeHWe MMeHW yana unu agpeca ynpasneHna. MoxeT npuHumath sHadeHua o1 1 ao 3600. YkassiBaeTca B CekyHAax.

o transmit-hold — 3HaueHne MynbTUnnMKaTopa yaepxaxua. MoxeT npuHumarts sHauenua ot 1 4o 100. MNponsseaeHue sHauennit transmit delay u transmit hold onpenenset Bpema xwsHu (TTL) naketos LLDP

cache

MapameTps! KILIMPOBaHUA NPOKCK-CEpBEpa:

« caching-mode — BK/IIOYEHUE UK OTKIIKOYEHNE PeXMUMA KILLIMPOBAHUA.

exclusions — cnucok URL, koTopble He ByayT KalumpoBsaThes. [nA yAaneHua UCKNOUEHU UCNIoNb3yTe KoMaHay:

Admin@nodename# delete settings general cache exclusions [ <URL> ]

max-cacheable-size — MakcMarbHbI pasmep 06LeKToB, koTopble GyayT KalwnposaTteea (MB).

ram-size — pa3smep onepaTMBHON NamMATH, OTBEAEGHHBIN NOA KaluMposaHue (MB)

log-analyzer

MapameTpsl MoAynA c60pa CTaTUCTUKN:

« use-local-stat-server — ucnonb3oBaHue NOKanbHOM CRYXObI XypHaNMPoOBaHUS



https://docs.usergate.com/nastrojka-bibliotek-(opisanie)_1862.html#%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0%20%D0%BF%D1%80%D0%BE%D1%84%D0%B8%D0%BB%D0%B5%D0%B9%20SSL

Paspen Onucanue

HacTpoiika arenta UserGate Management Center.
Komanaa AnA HaCTpOiku:

/Admin@nodename# set settings general management-center <parameters>

center MapamveTpsl:
« enabled — BktoyeHne unu oTktouerune areHta UserGate Management Center;
« mc-address — aapec cepsepa UserGate Management Center;
« device-code — yHuKanbHbI KOA YCTPOiiCTBa ANA NoAKNtoueHUA ycTpoiictea k UserGate Management Center
HacTpoiika pacnucaHua ckaumsaHua 0GHOBNEHNH NPOrpaMMHOro obecneyeHns n GUBNMOTEK.
/ZINA 3anaHUA pacncaHnsa OGHOBEHNA NPOTPAMMHOTO 0BeCNeyeHHA:
/Admin@nodename## set settings general updates-schedule software schedule <schedule/disabled>
PacnucaHue ckaunBaHuA 0GHOBNEHH GUONUOTEK MOXET BbiTh €ANHBIM:
IAdmin@nodename# set settings general updates-schedule all-libraries schedule <schedule/disabled>
Tawke pacnucaH1e MOXeT ObiTb HACTPOSHO OTAESBHO /A KXOTO AMeMeHTa:
" /Admin@nodename# set settings general updates-schedule libraries [ lib-module ... ] schedule <schedule/disabled>
:Eh::‘sl; Bpewma 3asaeTca B crontab-gpopmare: <MuHyTbI: 0-59> <uachl: 0-23> <aHu Mecaua: 1-31> <mecaubl: 1-12> <anu Hepenu: 0-6, rae 0 — BOCKpeCceHbe>.

Kaxaoe u3 nonei MoxeT GbiTb 3a1aHO CReAyHoLMM 00pa3om:
- 3Be3nouKa (*) — AnA BLIBOPa BCEX 3HaueHHit. Hanpumep, B none AnA BBOAA YaCOB CUMBON 03HAYAET, YTO PE3EPBHOE KOMMPOBAHME AOMKHO BLINOMHATECA KaXkKALIMA Yac.
« Jleduc (-) — AnA ykasaHuA AuanasoHa 3HaYeHui.
« 3andaTas (,) — B KauecTBe pasenuTens 3HauYeH!i.

« Kocan ueprta (/) — ana wara Mexay sHa

Komakaa ans npocMoTpa pacnmcaHua 0GHOBNEHHIA:

/Admin@nodename# show settings general updates-schedule

HacTtpoika ynpaBneH1a ycTpoucTBOM

HacTtpoiika anarHocTuku
B aT0M 6/10Ke BbI MOXETE yNpasnATh NapameTpaMu ANarHOCTMKM YCTPOHCTBA, HEOBXOAUMBIMM CIYXOE TEXHUYECKOH NOAAEPKKN ANA PELLEHUA BO3MOXHbIX NPOBEM.
MapameTpbl AMArHOCTMKM CepBepa, HEOBX0ANMBIE CIyX6e TeXHUUECKOM NOAAEPXKM NPU peLleHun Npobnem, 3aaatoTca Ha ypoBHe  settings loglevel.
C MOMOLLbIO CrieayioLLel KOMaHAbI Bbl MOXKETE YCTaHOBUTL HEOBXOAMMBIY YPOBEHb AETaNU3aLmMu XKypHaNUPOBaHUA COObITHI:
Admin@nodename# set settings loglevel value <off | error | warning | info | debug>
« off — BeAeHMe XypHaNIOB ANArHOCTHUKM OTKIIOYEHO;

€eITor — XypHanMpoBaTh TOMbLKO OLWMEKK B pabote NGFW;

warning — ypHanupoBaTb TOMLKO OLUMOKM U NpeaynpexaeHHs;

info — ypHanupoBaTk TONLKO OLUMBKK, NPEAYNPEKAEHHA W AOMONHUTENbHYIO MHpOPMaLKIO;

debug — xypHanuposaTb BCE BO3MOXKHbIE COBLITHUA.

Tpy XKypHANUPOBaHUK C YPOBHAMM warning, info n debug MOXeT CHWUKaTLCA NPOM3BOANTENBHOCTL YCTPOWCTBA, NO3TOMY PEKOMEHAYETCA YCTaHABNMBATL YPOBHM error unu off, ecnu TexHuueckown noaaepxkxoin UserGate He 6bino
NpeanoXeHo Hoe.

[InA NpocMOTpa COCTOAHWA YPOBHA A€Tann3alui AMarHOCTMKM CNOMb3yeTCA KoMaHaa:
Admin@nodename# show settings loglevel

JIna BKIOYEHUA UMW OTKIIOYEHUA yaneHHoro nomoLlHuka (Radmin) ucnonb3yetca komaHaa:
Admin@nodename# set settings radmin enabled <on | off>

[InA NpocMoTpa COCTOAHMA YAANEHHOTO MOMOLLIHMKA MCMIOMNb3YEeTCA KOMaHAa:

Admin@nodename# show settings radmin

Hacrtpoiika Radmin-emergency

Ecnu nponsownu Henonaakyu ¢ aapom WAF, MoxeT nponacT BOSMOXHOCTL aBTopu3aumv B CLI. [ina akTuBauumu yaaneHHoro NOMOLLHMKa B TaKuX Cyyanx aAMUHUCTpaTop MoxeT 3ainTi B CLI B pexume emergency noa y4eTHoON 3anuckio
KOPHEBOro aAMUHUCTpaTopa, KoTopas Bbina cosaana npu uhuymuanusaym WAF. OBbiuHo 910 yyeTHas sanuce Admin. [ina Bxoaa Heo6xoaumo ykasatb uma B Buae Admin@emergency, B KauecTse naposia — naposib KOPHEBOTO
aamMMHUCTpaTopa.

Komanaa Bxoaa B pexum emergency CLI BLIFAAMT cneayioLumm o6pasom:
ssh Admin@emergency@<WAF_IP> -p 2200
KomaHnaa BKIOYEHNA 1 OTKIIOYEeHNA yAaneHHoro AoCTyna K cepsepy AnA TeXHUYECKOM NOAAEPXKK B peXxume emergency:
Admin@emergency@WAF# set radmin-emergency enabled <on | off> <parameters>
B komaHze ykasbiBatoTcA creaytolue ceTeBble napameTpb:
« interface — HasBaHu1e uHTepdeiica;
« ip-addr — IP-aapec uHTepeiica;

» gateway-address — IP-aapec wnto3a.

HacTtpoiika onepauui ¢ cepsepom

B 9TOM paszaene Bbl MOXETe YCTAHOBUTL KaHan nosyyeHrA OBHOBIIEHUA ANA YCTPOIACTBA (CTabunbHble Unu GeTa-Bepcun).
KaHan 06HOBNeHuit ycTaHaBNMBAETCA C NOMOLLbIO KOMaHAbI:

Admin@nodename# set settings device-mgmt updates-channel <stable | beta>

JinA NpocMoTpa HannuMA 0BHOBNEHMI U BEIGPAHHOTO KaHana OGHOBNEHUA UCTONL3YETCA KOMaHAA:

Admin@nodename# show settings device-mgmt updates-channel

YHpaBneHMe pe3epBHbIM KONMUpPOBaHUEM

YnpasneHne pe3epsHLIM KONMPOBAHWEM NPOMCXOANT Ha YpoBHe setting device-mgmt.

Jina cospanma npasuna pe3epBHOro KOMMPOBAaHWA U BLIFPY3KM paitnos Ha BHelwHWe cepaepsl (FTP/SSH) ucnonsayetca cneaytoljan komaHaa:
Admin@nodename# create settings device-mgmt settings-backup <parameters>

MapameTpel Npasun pe3epBHOro KONUPOBaHKA.

MNapametp Onucanune




MNapameTp Onucanune

enabled BitoueHMe unu OTKKYEHWe NpaBuia Co3AaHNA PE3EePBHOM KonuM YCTpoiicTBa

name HassaHue npasuna pe3epBHOrO KONMpOBaHWA

description|(Onucanye npaBuna pe3epBHOro KONMPOBaHUA

BLIGOp TUNa yAaneHHoro cepeepa Ana aKcnopTa painos:
type - ssh;
. ftp

address  ||IP-aapec yaaneHHoro cepepa

port MopT cepeepa

login YueTHan 3anuck Ha yaaneHHOM cepsepe

password |[Maponk y4eTHoM 3anucu

path MyTb Ha cepaepe, Kyaa OyayT BEIrpyXeHbl annb!

PacnucaHue akcnopTta ¢annos pe3epBHbIX KOMUA.

Bpema 3anaetca B crontab-popmate: <MuHyThI: 0-59> <uack: 0-23> <ann mecaua: 1-31> <mecaubl: 1-12> <aHu Heaenu: 0-6, rae 0 — BOCKpeCeHbe>.

Kaxaoe 13 noneit MoxeT GbiTb 3a4aHO CreayoLuM 06pasom:

schedule « 3Besaouka (*) — anA Beibopa Beex 3HaYeHW. Hanpumep, B none AnA BBOAA 4aCOB CUMBOI 03HAYAET, YTO PE3EPBHOE KOMMPOBAHNE AO/KHO BbIMOMHATLCA KAXAbIA Yac.
« Jleduc (-) — AnA ykaszaHuA AanasoHa 3HaueHun.

« 3anATan (,) — B KaYecTBe pasAenuTensa 3HaueH!N.

« Kocas ueprta (/) — anAa ykasal wara Mexay

MameHeHue CyllecTByoLIero npasmna pesepsHOro KoNMpoBaHUs ycTpoiicTea UserGate Npou3soaMTCA C NOMOLLLIO CrieAytoLen KoMaHAI:
Admin@nodename# set settings device-mgmt settings-backup <rule-name>

CnMCOK NapameTpoB, AOCTYMHbIX ANA U3MEHEHMA, aHanoruyeH CrucKy NnapameTpos, AOCTYMHbIX MPH CO3AaHUM npasuna.

KomaHaa aAnsa yaanexus npasuna pe3epsHOro KONMPOBaHMA:

Admin@nodename# delete settings device-mgmt settings-backup <rule-name>

Komanaa ans OTOGPB)KSHMR npasuna pe3epBHOro KONUPoBaHUA:

Admin@nodename# show settings device-mgmt settings-backup <rule-name>

[InA KOMaHA U3MEHEHHSA, yAaneHua unu DTDGpa)KeHMH npasun B kauyectee napameTpa <filter> MOXHO MCMONL30BaTL HE TOMLKO HAa3BaHWA NpasKna, HO W Apyr1e 3aaaHHble B Npasuie napaMeTpbl (CM. CIMCOK NapaMeTpoB B Tabnuue Bhille).

3KcnopT HacTpoek

YnpasneHHe 3KCNOPTOM HaCTPOEK MPOMCXOAMT Ha ypoBHe settings device-mgmt.
Mpasurna aKcnopTa HaCTPOEK CO3AAIOTCA C NOMOLLLIO KOMaH/bI :
Admin@nodename# create settings device-mgmt settings-export ( <parameters> )

MapameTpbl 3KCNOpTa HACTPOEK.

MapameTp Onucanune

Br/llOUEHWE UK OTKIIOYEHWE NPpaBUna SKCNOpTa HACTPOEK YCTPOHCTBa

name HassaHue npasuna akcropta

(OnucaHWe npasuna skcnopTa

Tvn yAaneHHoro cepsepa AnA 3KCMOpTa HaCTPOeK:
type e ssh;

. ftp

IP-anpec ynanenHoro cepsepa

port MopT cepeepa

login YueTHan 3anuck Ha yaaneHHoM cepsepe

password |[Maponb yueTHOM 3an1cK Ha yaaneHHoM cepeepe

path MyTb Ha cepBepe, kyaa OyayT BLIrPYXEHBI HACTPOMKM

PacnucaHue aKcnopTa HacTpoek.

Bpema 3anaetca B crontab-popmate: <MuHyThI: 0-59> <yackl: 0-23> <aHn mecaua: 1-31> <mecaubl: 1-12> <aHu Heaenu: 0-6, rae 0 — BOCKpeceHbe>.

Kaxkaoe u3 noneit MoxeT GbiTb 3a1aHO CredytoLnm 06pasom:

schedule » 3Besgouka (*) — AnA BbIGOpa BCEX 3HaueHni. Hanpuvep, B none AnA BBOAA YACOB CUMBO/ O3HAYAET, YTO PE3EPBHOE KOMMPOBAHMUE A0SIKHO BLINOSHATLCA KAXKAbIA Yac.
« Jleduc (-) — AnA ykaszaHua AvanasoHa 3HaueHWn.

« 3andaTas (,) — B KauecTBe pasfenuTena 3HauYeH!N.

« Kocas uepta (/) —anay wara mexay

M3MeHeH1e CyLLecTBYIOLLEro npasuna aKCropTa HacTPOEK YCTPOUCTBA BbIMOMHAETCA C MOMOLLbIO CIEAYIOLLEN KOMaHAbI:
Admin@nodename# set settings device-mgmt settings-export <rule-name>
Cnucok napameTpoB, AOCTYNHbIX ANA UBMEHEHUA aHanorMyeH CNMUCKy napameTpos, AOCTYMNHbIX NPU CO3AaHUK npasuna.

Komanaa ana yaaneHua npasuia 3KCnopTa HaCTPoeK:



Admin@nodename# delete settings device-mgmt settings-export <rule-name>
KomaHaa ans oToBpaxeH1a Npasuia SKCnopTa HacTPOeK:
Admin@nodename# show settings device-mgmt settings-export <rule-name>

JInA KoMaHA M3MEHEHHA, yAaneHuA UK oToBpaxeHUA NpaBun B kauecTse napameTtpa <filter> MOXHO MCNONb30BaTh He TONLKO HasBaHWe NPaBKUna, HO U Apyrve 3aAaHHble B NpaBune NapameTpbl (CM. CMIUCOK NapaMeTpoB B Tabnuue Bhbilue).

HacTtpo#ka 3awuTbl KOH$Urypaymm ot MU3MeHeHUH

JInA HacTporKK NapamMeTpoB 3aLyuThl KOHPUrypaL MK YCTPOUCTBA OT U3MEHEHUA UCTIONb3YHTE CREAYIOLLYIO KOMaHAY:
Admin@nodename# set settings change-control config <off | log | block>

MpoBepKa LenocTHOCTH KOHPUIypaLnK NPOUCXOANT KaX/ble HECKOMBLKO MUHYT nocne 3arpysku WAF.

log — aKTMBaUMA peXMMa OTCNIEXMBAHNA U3MEHEHMI KoHpUrypauuu. Mpn o6HapyxeHnu usmeHennii WAF 3anucbisaeT MH(OPMALMIO O GpaKTe M3MEHEHUs B XXypHas cobbiTuii. HeobxoaumMo 3anats naponb, KOTopsli noTpedyeTca B
cnyyae pexuma otc

off — oTKIoYEHME peXMMa OTCNIEXUBAHUA MBMEHEHNI KOHMUrypaLi. HeoOX0ANUMO yKasaT Naporb, KOTOPBIY Bkl 3aaH NPU aKTUBALWUM PEXMMA OTCIEXNBAHUA KOHGUrypaLuK.

block — aKTBaLMA pexuMa OTCNEXMBAHUA M3MEHEHWUH KOHdUrypauui. Heobxoanmo 3aaath Naporb, KOTOpsIi NoTpedyeTca B cryyae pexuma oTcr . Mpu 0BHapyxeHun nameHeHuint WAF sanuceiaeT
MHGbOPMaLMIO O paKTe U3MEHEHUA B XKypHan CoBLITHI U CO3AaeT BNOKMPYIoLLEe NPaBMO MEXCETEBOrO 3KpaHa, sanpeLuatoLiee o6oi TPaH3UTHBIA TpadHUK.

Mepen aKkTMBaumeit 3aWmUTbI KOHGUrypaLuMu aAMUHUCTPATOP NPOU3BOANUT HACTPOMKY NPOAYKTA B COOTBETCTBUM C TPEBOBAHMAMM OpraHU3aumm, NoC/e Yero 3alymiLaeT HaCTPOMKKM OT M3MEHeHHN (pexum  log unu block). Nilo6oe nameHeHne
HacTpoex yepes Be6-uHTepdeiic, CLI unu apyrumu cnocobamm GyaeT NPUBOAUTE K XKYPHANMPOBAHUIO U BNOKMPOBKE TPAH3UTHOTO TpaduKa, B 3aBUCUMOCTH OT BLIOPAHHOTO PeXMMa.

JInA NpocMOTpa TeKyLLEero pexvma 3aluTel KOHPUrypaumumn OT MMEHEHWI UCMOMb3yeTCA KoMaHaa:

Admin@nodename# show settings change-control config

HachoﬁKa 3alWUuTbl UICNOJTHAEMbIX ¢av“|noa OT U3BMEeHeHUA

,Ell'lﬂ HachOHKM 3alMTbl UICNOSTHAEMOro Koaa yCTpOﬁCTBa OT NOTeHUUanbHOro HeCaHKUMOHUPOBAHHOIO U3MEHEHUA UCNOoNb3yeTCA KomaHaa:
Admin@nodename# set settings change-control code <off | log | block>

MpoBepka LenoCTHOCTM UCMONHAEMOro KoZla MPOMUCXOANT KaxkabIi pa3 nocne sarpyakn WAF.

« log — aKTUBaLMA pexMUMa OTCTIEMBAHNA HECAHKLIMOHMPOBAHHBIX M3MEHEHM UCTONHAEMOrO koAa. Mpu oGHapyxeHUn nameHeHnin WAF sanuceiBaeT MHPOPMAaLUIO O GaKTe M3MEHEHHA B XypHan cobeiTui. Heobxoammo saaate
naposib, KOTOPLI NOTPeGyeTCA B Cryyae M3MEHEHNS PEXAMA OTCNIEKUBAHHS.

- off — oTKIloUeHHE pexurMa OTCEXMUBaAHUA HECAHKLIMOHMPOBAHHBIX M3MEHEHWH UCMONHAEMOrO Koaa. Heo6xoanmo ykasaTk naposb, KOTOPLIA Gbif 3a4aH NPy aKTUBALMKU PEXUMA OTCIEXMBAHWA UCMIONMHAEMOro Koaa.

« block — aKTBaUMA pexMMa OTCNEKMBAHNA HECAHKUMOHUPOBAHHBIX UAMEHEHMI MCOMNHAEMOro Koaa. Heo6xoanmo 3agatb naposib, KOTOpLIM noTpebyeTca B cryyae pexuma oTc Mpy o6HapyxeHnn
u3meHeHnit WAF 3anucbiBaeT MHPOPMALIMIO O GaKTe M3MEHEHUS B XXypHan CoObITUI 1 CO3AaeT BNoKMpytoLLee NPaBUIIO MEXCETEBOrO 3KpaHa, 3anpeLuaioLlee N0 TPaH3UTHLIN TpaduK. UToObl OTKMIOUMTL CO3AaHHOE NPaBuno
MEXCETEBOro 3KpaHa HeoBX0AMMO OTHITIOUNTL OTCNEXMUBAHUE HECAHKLIMOHUPOBAHHBIX U3MEHEHWH.

JInA NpocMOTpa TeKyLLEro Pexuma 3alLmuTel UCTIONHAEMBIX (aitfoB MCNOMb3yeTCA KOMaHAA:

Admin@nodename# show settings change-control code

HacTpoiika pemunma yckopeHHon o6paboTku ceTeBoro Tpaduka

[INA BKIIIOYEHNA UM OTKIIIOYEHUA PEXMMA YCKOPEHHOM 06PabdoTKM TpaduKka UCNONb3YETCA KoMaHAa:
Admin@nodename# set settings fastpath enabled <on/off>

[nA NpocMoTpa HacTPOIiKK peXuMa YCKOPEHHOM 06paBoTKM TpaduKa UCNONb3yeTCA KoMaHaa:

Admin@nodename# show settings fastpath



HacTpovika ynpaBneHua goctynom k konconu UserGate WAF

Product: WAF
Version: 7.x

HacTpoiika aaHHOro paszaena npoussoanuTCA Ha ypoBHe settings administrators. B pasaene onucaHbl HacTpoiika napaMeTpoB 3aluThl yYETHBIX 3anuUceit, HaCTPOKa aAMWHWUCTPATOPOB U UX NPpodUnei.

O6wme HaCcTPOMKK gocTyna

JlaHHbIi pasaen No3BonAeT HaCTPOUTL AONOMHUTENbHbIE NapamMeTpbl 3aLUMThLI YHETHBIX 3anuceil aAMUMHUCTPaToOpoB. HacTpoiika nponssoanTcA Ha yposHe settings administrators general.
[InA M3MeHeHnA NapameTpoB MCMOMb3YETCA CeayloLian KomaHaa:

Admin@nodename# set settings administrators general

MapameTpel, A0CTYNHbIE ANA PEAaKTUPOBAHMA:

Mapametp OnucaHue
password M3MeHNTL Napona TeKyLLero aaMmHucTparTopa.
unblock Pa36nokuposaTth aAMMHUCTPATOpa.

Mcnonb3oBaTh CROXHBIA Naponb:

strong-password . on.
o off.
th, CTaHOBUTb MaKCUMaJIbHOE KOMIMYECTBO HEBEPHbIX NOMbITOK ayTEHTUdMKALIMK.
block-time YkasaTb BpemA GIIOKMPOBKM YUETHOM 3aNUCH B Cryyae JOCTUXEHNUA aAMMHACTPATOPOM MaKCUMasIbHOrO KOMMYECTBA NOMbITOK ay TEHTU(HUKALIUHK; YKa3biBAETCA B CEKyHAAX (MakcMmarnbHoe 3HaueHune: 3600 cekyHa).
min-length OnpenenuTs MUHMMAanbLHYO ANWHY Napona (MakcumaneHoe 3Hayerue: 100 cumBonos).
pp! OnpeenuTs MUHAMANBHOE KOMIMUECTBO CUMBOSIOB B BEPXHEM PErUCTpe (MakcumarnsHoe sHaueHue: 100 CMMBOSOB).
min-lowercase OnpeaenuTb MUHUMaNbHOE KONMYECTBO CUMBOIOB B HUKHEM perucTpe (MakcumansHoe sHauenme: 100 cumBsonos).

OnpeaennTs MUHAMAnbHOE KONMYECTBO LMPP (MaKcumanbHoe 3HaueHue: 100 cuvBonos).

spec-characters  ||OnpesenTb MUHUMANbHOE KONMYECTBO CneuuanbHLIX CUMBONOB (MakcumanbHoe sHaderue: 100 cuMBONoB).

char-repetition YkazaTb MakcuMarnbHyto AnuHy 6110Ka M3 OAHOTO M TOrO e CUMBONA (MakcumManbHoe 3HaueHne: 100 cuMBOIOB).

Mpumep peaakTMpoBaHMA NapamMeTpPOB yYeTHbIX 3anncei:

Admin@nodename# set settings administrators general block-time 400

,Ell'lﬂ npocMoTpa TeKyLUX napameTpoB 3awuTbl yHéTHbIX 3anucen AAMUHACTPATOPOB MCMNOMb3yeTcA crneaytolian komaHaa:
Admin@nodename# show settings administrators general

strong-password  : off

block-time 400
min-length 07
min-uppercase 1
min-lowercase Hl
min-digits 1

spec-characters
char-repetiton  :2
num-auth-attempts  : 10

HacTtpoiika yuéTHbIX 3anMcei aAMMHUCTPATOPOB

HacTpofika yuéTHbIX 3an1ceit aiMUHUCTPATOPOB NPOM3BOAUTCA Ha YPOBHE i ini: S
[ina cospaHnA yu&THOM 3anucu aAMMHUCTPaTOpa UCMoNb3yeTcA CreaytoLan kKomaHaa:
Admin@nodename# create settings administrators administrators

[Janee Heo6X0AMMO yKasaTb TUM y4ETHON 3aNUCH aAMUHUCTPATOPA (NOKaNbHbIA, nonbaosatens LDAP, rpynna LDAP, ¢ npodunem ayTeHTUdHUKALUK) U YCTAHOBUTL COOTBETCTBYIOLME NapaMeTpbi:

Mapametp Onucanue

lo6aBuTb NOKANLHOTO aAMMHMCTPATOPA:
- enabled: BrtOYEHWE/OTKNIOUEHME YYETHO 3anNKCH aAMUHUCTPaTOopa:
o on.
o off.
local
« login: noruH agmuHucTpaTopa.
« description: on1canne y4éTHOM 3anMcH aAMMHUCTPaTOpa.

- admin-profile: npodune aamuHucTpaTopa. Cosnaque npodunen aiMMHUCTPATOPOB PACCMOTPEHO Aanee.

« password: naponb aAMUHUCTPATOpa.

[[lo6aBuTb NONb30BATENA U3 CYLLECTBYIOLIErO AOMEHa (HEOBXOAMM KOPPEKTHO HAcTpoeHHbIM LDAP-KoHHeKTOp; noapoGHee uuTaiiTe B pasaene Hactpoitka LDAP-koHHeKTopa):
- enabled: BrtOYEHWE/OTKNIOUEHME YUETHO 3anKCH aAMUHUCTPaTOopa:
o on.
o off.
Idap-user « login: noruH aamuHucTpatopa B popmate domain\user. CTpyKTypa KOMaHAbI NpU yKasaHM AaHHOro napameTpa:
« connector: HazBaHWe CKOHUrypupoBaHHoro paHee LDAP-koHHeKTopa.
- description: on1canne y4éTHOM 3anMcH aAMUHUCTPaTOpa.
« admin-profile: npodune aamuHucTpaTopa. CosaaHue npodunen aiMUHUCTPATOPOB PAaCCMOTPEHO Aanee.

Admin@nodenamet# create settings administrators administrators Idap-user admin-profile "test profile 1" connector "LDAP connector" description "Admin as domain user" login testd.local\user1 enabled on
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Mapametp Onucanue
[[o6aBuTb rpynny nonb3oBaTenei U3 CyLLeCTByoLWEro JoMeHa (He0OX0AUM KOPPEKTHO HacTpoeHHbI LDAP-KkoHHeKTOp; noapobHee uuTaiTe B pasaene Hactpoiika LDAP-koHHeKTOpa):
« enabled: BrtoueHME/OTKNIOUEHME YUETHO 3anuCH aaMUHUCTPaTopa:
o on.
- off.
Idap-group « login: nornH agmmuHmcTpaTopa

« connector: HasBaH1e ucnonbayemoro LDAP-koHHeKTOpa.
« description: on1canne y4éTHOM 3anMcH aaMMHKCTpaTopa.
« admin-profile: npodune aamuHucTpaTopa. Cosnaque npodunen aiMMHUCTPATOPOB PAaCCMOTPEHO Aanee.

Admin@nodename# create settings administrators administrators Idap-group admin-profile "test profile 1" connector "LDAP connector" description "Domain admin group” login testd.local\users enabled on

ladmin-auth-profile’

Mlo6aBuTe aAMMHMCTpaTOpa C NPOGHUEM ayTeHTUdUKALMM (HEOOXOANMBI KOPPEKTHO HACTPOEHHBIE CEPBEPHI ayTEHTM(MKALMK; NOAPOGHEe UuTaiiTe B pasaene HacTpoiika cepeepoB ayTeHTUdUKALMK):
« enabled: BxoueHne/oTKIOYEHME YUETHOM 3anucy aaMUHUCTpaTopa:
o on.
o off.
« login: noruH aamuHucTpatopa.
« description: on1canne y4éTHOM 3anucH aAMUHUCTPATOpa.
« admin-profile: npopunb aamuHucTpatopa. CosaaHne npodunei aAMUHUCTPATOPOB PACCMOTPEHO Aasnee.

« auth-profile: BbiGop Npodpuna ayTeHTUPHUKAL UM U3 CO3AAHHBIX PaHee; NoAPoGHee 0 NPOdUNAX ayTEHTUHUKALUK Y1TaiTe B pasaene HacTpoiika npoduneit ayTeHt

[nA peaakTMpOBaHKA NapameTpoB NPOpHUNA UCMONL3YeTCA KoMaHaa:

Admin@nodenamef# set settings administrators administrators <admin-type> <admin-login>

MapameTpbl ANA peAaKTUPOBAHUA aHANOMMYHbLI NapamMeTpam Co3AaH!A NPOGUNA aAMUHKCTPATOPA.

[InA 0ToBpaxeHnA HHPOPMALMM O BCEX YHETHBIX 3aNUCAX aIMMHMCTPATOPOB:

Admin@nodename# show settings administrators administrators

[na oToBpaxeHns MHdOpMaLmMm 06 onpeaenéHHOM YUETHOM 3anMcyu aaMMHMCTpaTopa:

Admin@nodename# show settings administrators administrators <admin-type> <admin-login>

TMp1Mep BLINONHEHMA KOMaHALI:

Admin@nodename# show settings administrators administrators Idap-user testd.local\user1

login : testd.local\user1
enabled zon

type : ldap_user
locked < off

admin-profile : test profile 1

Iina ynaneuua yuéTHO 3anMcK UCNOMb3yeTca KoMaHaa:

Admin@nodename# delete settings administrators administrators <admin-type> <admin-login>

Mpumep komaHabI:

Admin@nodename# delete settings administrators administrators Idap-user testd.local\user1

HacTpoiika npaB goctyna npodgpunei aAMMHUCTPATOPOB

HacTtpoiika npas aoctyna npodunei aiMMHUCTPaTOPOB NPOU3BOANTCA Ha ypoBHe settings administrators profiles.

[nA cosnanua NpodunA aAMMHMCTPaTOpa UCMONb3YeTCA CReaytolan KoMaHaa:

Admin@nodename# create settings administrators profiles

[Janee Heo6X0AMMO yKasaThk CreaytoLine napameTpbl:

MapameTp OnucaHue
name HasBaHue NpouUnsA aamMuHUCTpaTopa.
description (Onucanne NpopunA aaMMHACTpaTopa.

api-permissions

Mpasa noctyna k API:
« no-access: HeT A0CTyNa.
« read: TONbKO YTEHME.
« Write: uTeHue ¥ 3anuchb.
B03MOXHO HasHaueHne npas Cpasy Ha BCe WK Ha OTAeNbHble 06beKTbI:
Admin@nodename## create settings administrators profiles ... api-permissions <permission> all
“wnu

Admin@nodename# create settings administrators profiles ... api-permissions <permission> [ object ... ]

Mpasa AocTyna k Be6-uHTepdeiicy UserGate:
« no-access: HeT A0CTyna.
« read: TOMbKO YTEHME.

« write: yTeHue W 3anuchb.

B03MOXHO HasHaueHune npae cpasy Ha BCe WK Ha OTAeNbHbIe 06BbEKTHI:
IAdmin@nodename# create settings administrators profiles ... webui-permissions <permission> all

nnm

Admin@nodename# create settings administrators profiles ... webui-permissions <permission> [ object ... ]
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MapameTp Onucanue

Mpaea aocTyna Kk uHTEpdeicy komaHaHomn ctpoku (CLI):
« no-access: HeT A0CTyna.
« read: TOMbKO YTEHME.
. i « write: yTeHue W 3anuchb.
cli-permissions
BO3MOXHO HasHaueHWe Npas Cpasy Ha BCE MM Ha OTAEMbHbIE 0B BEKThI:
IAdmin@nodename# create settings administrators profiles ... cli-permissions <permission> all

nnm

Admin@nodename# create settings administrators profiles ... cli-permissions <permission> [ object ... ]

[InA penakTMpoBaHuA NPOMUAA UCNONb3YETCA KOMaHAa:

Admin@nodename# set settings administrators profiles <profile-name> <parameter>

MapameTpbl ANA peAaKTUPOBaHWUA aHANOrMuHLI NapaMeTpam Co3AaHua Npoduna aaMUHUCTpaTopa.
[na npocMoTpa MHPOPMALIMKM O BCEX NPOPUNAX aAMUHACTPATOPOB:

Admin@nodename# show settings administrators profiles

JinA oto6paxeHns nHdopMaumumu 06 onpeaenéHHom npodune:

Admin@nodename# show settings administrators profiles <profile-name>

Yr06bI yAanuTh Npodubs aamMuHUCTpaTopa:

Admin@nodename# delete settings administrators profiles <profile-name>

anaBneHMe cecCUAMU aAMUHUCTpPaTOpOB

C 1CroNb3oBaHUeM CreayHoLMX KOMaHA BO3MOXEH NPOCMOTP aKTUBHbIX CECCHUIA aAMUHUCTPATOPOB, NPOLLEALLNX aBTOpU3aLmio B BeG-koHconu unu CLI, 1 3akpbiThe ceccuit (ypoBeHb: i ini: dmil i ).
MpocMoTp ceccuit aaMUHUCTPATOPOB Tekyllero yana UserGate (BO3MOXEH NPOCMOTP CECCUM OTAEMBHOTO aAMUHACTPATOPa: HEOBXOAMMO U3 MPEANOXKEHHOrO CCKa BbIOPaTL IP-aapec, ¢ KOTOPOro Gbina NpousseaeHa aBTopU3aLnA):
Admin@nodename# show settings administrators admin-sessions

JInA 0TOOPaXKEHNs CEeCcCHit IOCTYNHO MCMONb3oBaHKe GpunbTpa:

ip: IP-aapec, ¢ KOTOPOro aBTOpU30BaH aAMMHUCTPATOP.

source: rae 6bina npousseaeHa astopusauus: CLI ( cli), Be6-koHcons (web) unu noaknoueHune no SSH (ssh).

admin-login: uma aamuHucTpaTopa.

node: ysen knacTepa UserGate.

Admin@nodename# show settings administrators admin-sessions ( node <node-name> ip <session-ip> source <cli | web | ssh> admin-login <administrator-login> )
KomaHaa Ans 3akpeITUA CECCUU aAMMHUCTPATOPA; HEOBXOAMMO M3 NPEANIOXEHHOTO Ciucka BbiGpaTk IP-aapec, ¢ KoToporo Geina NpousseaeHa aBTopU3aLmA:
Admin@nodename# execute termination admin-sessions <IP-address/connection type>

anMep BbINOSTHEHUA KOMaHA:

Admin@nodename# show settings administrators admin-sessions

admin-login : Admin

source . ssl

session_start_date :2023-08-10T11:33:47Z
ip :127.0.0.1

node : utmcore@dineanoulwer
admin-login : Admin

source :web

session_start_date :2023-08-10T11:33:10Z
ip 110.0.2.2

node : utmcore@dineanoulwer

Admin@nodename# execute termination admin-sessions 10.0.2.2/web

Admin@nodename# show settings administrators admin-sessions

admin-login : Admin

source . ssl

session_start_date :2023-08-10T11:33:47Z
ip :127.0.0.1

node : utmcore@dineanoulwer

Mpw 3aKpLITUM CECCUM aAMUHUCTPATOPOB BO3MOXHO UCnonb3oBaHue dpunbtpa ( <filters ). MapameTpbl GpunbTpayMu aHanoruyHel napaMmeTpam komaHasl show.

Admin@nodename# execute termination admin-sessions ( node <node-name> ip <session-ip> source <cli | web | ssh> admin-login <administrator-login> )



HactpoWka ceptudpmrkatos

Product: WAF

Version: 7.x

Pasznen CepTudukaTthl HaxoanTcs Ha yposHe settings certificates.

Jna umnopta

cepTudUKaTOB NpeaHasHaveHa KoMaHaa:

Admin@nodename# import settings certificates

[lanee Heo6x0AMMO yKasaTk napameTpl:

Napametp Onucanue
name HassaHue cepTuduKarta, KoTopoe ByAeT OTOBPaXEHO B CNMCKE.
description Onucanue cepTudukara.
rtifi -
certificate Ceptudurat B popmare PEM.
data
certificate-
N Llenouxa ceptudpukatos B popmarte PEM.
chain
private-key MpuBaTHbIA Ktou B popmate PEM.
passphrase |[[aponb Ana npusaTHOroO KNto4a MK KoHTeiHepa PKCS12 (HeobssaTenbHoe 3HaueHue).
user MokanbHbI nonb3oBaTesb, KOTOPOMY OyAeT HasHaueH NoMb30BaTeNbCKUIA CepTUdMKaT.
Monb3osatens LDAP-KOHHEKTOPA, KOTOPOMY ByAeT HasHauYeH Mosb30BATENLCKNI CEPTUDUKAT.
Idap-user « user: uvA nonb3oearens B popmate domain\user.
« connector: Boi6op LDAP cepsepa.
Tun cepTdukara:
« web-cert-chain: yenouka ceptuduKaToB Be6-KOHCONM.
« ssl-intermediate: npoMexyTOuHBI CEpTUPMKAT B LeNoUKe YAOCTOBEPAIOLMX LEHTPOB, KOTOpas MCMonb30Banack AN BbiAauu cepTudUKaTa AnA MHCNeKTUpoBaHua SSL.
role « ssl-root: KopHeBoW cepTUdUKAT B LIEMNOUKE YAOCTOBEPAIOLMX LIEHTPOB, KOTOPaA UCMoMb30Banack AnA BblAauu cepTudUKaTa Ana MHCNeKTUpoBaHua SSL.
« ssl-cert: cepTudurat SSL MHCNEKTUPOBaHWA Kacca yAOCTOBEPAIOLLErO LEHTPA, UCMOoNb3YtoLLMicA AnA reHepauun SSL-cepTUdHUKaTOB ANA MHTEPHET-XOCTOB, ANA KOTOPbLIX NpoussoanTca nepexsat HTTPS,
SMTPS, POP3S Tpaduka.
« saml: cepTuduKar, koTopblit 6yaeT ucnonb3osaH B SAML-kineHTe.
« none.

[ina akcnopTa

[OCTYNHBI CEpTUdUKATHI, BCA Lienouka cepTudukaTos 1 CSR:

Admin@nodename# export settings certificates <certificate-name>
Admin@nodename# export settings certificates <certificate-name> with-chain on

C 1cnonb3oBaHUeM KOMaHAHOM CTPOKM BO3MOXHO cosaaHue ceptudukata n CSR:

Admin@nodename# create settings certificates type <certificate | csr>

[Jlanee He06X0AMMO yKaszaHwe CeAyILUX NapameTpoB:

Napametp OnucaHue
name HassaHue cepTudukara.
description lOnucanue ceptTudukara.
country ICTpaHa, B KOTOPO BbINMCHIBAETCA CEPTUPUKAT.
state (O6nacTb/LTaT, B KOTOPOM BbINUCHIBAETCA CepTUdMKAT.
locality CopoA, B KOTOPOM BbINUCLIBAETCA CEPTUDUKAT.
or H opr: ZNA KOTOPOW BbINMCLIBAETCA CEPTUMMKAT.

cepTuduKaTa. PeKOMEHAYETCA UCMOML30BATL TOMBLKO CUMBOSILI ATUHCKOTO andasuTa Anf COBMECTUMOCTH C GOMbLUKHCTBOM Bpay3epos.

email Email komMnaHuu.

Komanaa Ana ynpasneHua ceptudukaTom:

Admin@noden

ame# set settings certificates <certificate-name>

[ocTynHel napameTpsi:

Mapametp

OnucaHue

name

HassaHue ceptudukara.

description

Onucanme ceptudukata.




Mapametp Onucanue
Tun ceptdurara:
« web-cert-chain: uenouxka cepTupuKaToB BE6-KOHCONM.
« ssl-intermediate: npoMeXxyTouHbI CepTUPHUKAT B LIENOYKe yA0CTOBEPAIOLLUMX LIEHTPOB, KOTOpaA UCMoNb3oBanack ANA BblAauu cepTudmKaTa Ana MHcnekTuposanua SSL.
« ssl-root: KOpHEBOW CepTUdUKAT B LIENOYKE YAOCTOBEPAIOLMX LIEHTPOB, KOTOPaA UCMoNbL30Banack ANA BelAaYM CepTUdUKaTa ANA MHCNEKTUpoBaHUA SSL.
« USer: N0Nb30BaTEsNbCKUIA CEPTUPUKAT, KOTOPEIN MOXET GbiTb HCTONL30BAH ANA aBTOPU3ALMM NOMb30BATENEH NPK UX AOCTYNE K ONyBIMKOBaHHLIM PECYPCaM C MOMOLLBIO NPaBHIT reverse-npoKCH.
role « ssl-cert: cepTudurat SSL MHCNEKTMPOBaHWA Knacca yAOCTOBEPAIOLWEro UeHTPa, NCMonbayloLmuiica Ana reHepauunn SSL-cepTUdHUKaToB ANA MHTEPHET-XOCTOB, ANA KOTOPLIX NpoussoanTca nepexsat HTTPS, SMTPS,
POP3S tpaduka.
« captive-portal: ceptuduKart, UcronbaytoLMiAcA Ana cosaanmua 6esonacHoro HTTPS-noakmtoueHns nonb3osatenen K CTpaHuLe astopusauun Captive-noprana, Ans 0TOOPaKeHNs CTPaHNLbl GIIOKMPOBKM, AnA
oToBpaxeH1A CTpaHuLbl Logout Captive-nopTtana u ana padoTsi ftp-npokcu.
« web-ssl: cepTudmKar, ucnonb3ytoLuiica ans cosaanns GesonacHoro HTTPS-noaknioueHnA aaMuHUCTpaTopa K Be6-koHconu UserGate.
- saml: cepTuduKar, KoTopeii GyaeT ucnons3osaH B SAML-kueHTe.
« none.
user MokankHeI# Nonk30BaTesb, KOTOPOMY OyAET HasHaUeH NoNL30BATENLCKUA CePTUdUKAT.
Monb3osatens LDAP-KOHHEKTOPA, KOTOPOMy ByAeT HasHaueH NoNb30BaTeNbCKUit CepTUdUKAT.
Idap-user « user: umA nonk3osatensa B popmate domain\user.
« connector: Bbi6op LDAP cepsepa.
rtifi -
certificate CepTudukar B popmare PEM.
data
certificate-
chain Llenouka ceptudukatos B popmarte PEM.

[nA ynanenua cepTudukara:
Admin@nodename# delete settings certificates <certificate-name>
KomaHabl Ans npocMoTpa MHdpopmaLni 06 onpeaenéHHOM cepTUdUKaTe U 0 BCeX cepTudUKaTax:

Admin@nodename# show settings certificates
Admin@nodename# show settings certificates <certificate-name>

Y706k ynanuTe cepTUUKAT U3 KaLLA UCMOMB3YETCA KOMaHA]:

Admin@nodename# delete settings certificates-cache <common-name>



HacTpovika npodpunein KnMeHTCKUX cepTUdUKaTOB

Product: WAF
Version: 7.x

Pasnen Mpodunu KNMeHTCKUX cepTUdHUKaTOB HaxoauTCA Ha ypoBHe settings certificate-profiles.

[na cosnanma Npoduna KIMEHTCKOro CepTUdUKaTa npeHasHaueHa KomaHaa:

Admin@nodename# create settings certificate-profiles <parameters>

Jlanee MoryT ucnonb3oBatbCs CreaytoLue napameTpsl:

MNapametp Onucanue
name Hassanve I'Iqu)W'IFl K/TMEHTCKOro CepTMq)MKaTa.
description  ||Onucanune npoduna.
BeIGop nona B cepTUdUKaTe, Mo KOTOPOMY ONpeAenAeTCcA UMA NONb30BaTENA, UCMONbL3YeMOe NPH ayTeHTUUKaLMA:
« cOmMMON — AOMEHHOe MMA WM UMA XOCTa B None Subject, AnA KOTOPLIX NpeaHasHayeH cepTudUKaT.
username- . . . "
field - email — aAnA onpesenexuA UMeHU NONL30BATENA UCMONb3YeTCA NapameTp ¢ npedukcom email B pactumpernn SAN (Subject Alternative Name) .
« principal — anA onpeaenex1s uMeHu nonb3oBarens ucnonsayetcsa napameTp Universal Principal Name (UPN), coaepxatyuiics B none otherName B pactumpernn SAN.
Ecnu B nonax paclumnpenna SAN cepTudmraTa ykasaHo Heckornbko umer UPN nnu Heckonbko aapecos email, 6epeTca nep.blil, ykasaHHbIN B cepTudUKaTe.
certificates  ||CepTudpukathl YL, HasHauYaemble Npodunto.
B cnuckax oT3biBa CepTMq}MKaTOE (CRL) coaepxarca CepTMq)MKaTbI, KOTOpbIe 6bInK 0TO3BaHbI U BonbLue He MOryT UCNoNbL30BaTLCA. B 9T0T cnucok BXoAAT CepTM@MKaTbl, CPOK AeicTeuA KOTOPbIX UCTEK UM OHK
GbiNv CKOMNPOMETUPOBAHI.
MapameTp ANA NPOBEPKN COCTOAHMA OT3bIBA CEPTUPUKATOB:
« off — He NpoBepATL HK 0ANH cepTUdMKaT.
crl
« ON — NpoBepATb BCE CepTMq)MKaTbI B Uenoyke u TpeﬁOEaTb, 4TO6bI OHU BCE GbINK BanUAHbIMU.
« peer — NpPOBEpPATb TONBKO CepTMq)MKaT KueHTa.
« best-effort — ecnu nposeputs CRL He yaanock no Kakon-To NPUYMHE, TO CEPTUPHKAT CYMTAETCA BaNWAHBIM (MPU 3TOM OH BCE PaBHO NPOBEPAETCA M MOXeT BEPHYThL cTaTyc invalid, ecnu cepTudUKaT ecTb B CriMcke
0TO3BaHHbIX).
receive-
timeout MHTepBaJ'I BpPEeMeHH, N0 UCTEYEHUIO KOTOPOoro WAF nepecrtaeT oxuaaTtb oTeeTa oT CJ'Iy)KGbI CMUACKOB OT3blBa CepTMq)MKaTOB..

[na npocMoTpa paHee Co3AaHHbIX NPOGHEN KITMEHTCKUX CEPTU(UKATOB UCMONL3YIOTCA KOMaHAbI:

Admin@nodename# show settings certificate-profiles
Admin@nodename# show settings certificate-profiles <certificate-profile-name>

[InA peaakTMpoBaHuA paHee Co3AaHHOro MPodUNA UCNONb3yeTCcA KoMaHAaa:

Admin@nodename# set settings certificate-profiles <certificate-profile-name> <parameters>

MapameTpel, AOCTYNHbLIE ANA PeAaKTUPOBaHKA NPOMUAA, aHaNOrMyHbLI NapameTpam co3aaHUA NPOGUNA, PACCMOTPEHHLIM paHee.

[nA yaanexua paHee CO3AaHHOTO NPOdUA UCNONL3YeTCA KOMaHAa:

Admin@nodename# delete settings certificate-profiles <certificate-profile-name>




HacTtpoWka knactepos

Documentation: ¥

Product: WAF

Version: 7.x

Technology: Clustering and HA

HacTpoiika knactepa KoHGUrypayum

JoctynHo B Bepcuu MO 7.4.0 u Bbilwe.

JlaHHbIi pasaen HaxoaMTCA Ha YpoBHE i devit gmt
Komaraa o6HoBneHus cyliecTaytoLiero yana knacTepa:
Admin@nodename# set settings device-mgmt configuration-cluster <node-name>

JloCTynHO M3MeHeHWe cneaytoLnx napameTpos:

MapameTp Onucanune
name M3MeHUTL UMA yana KnacTepa.
description||O6HoBMTL OnKcaHKe yana knacTepa.

ip 3anartk IP-anpec uHTepdeica, BXOAALLEro B 30HY, BblAGNEHHYIO ANA KnacTepa.

KomaHabl Anf yaanexua u oToBpaXeHna HaCTPOEK y3na knactepa:

Admin@nodename# delete settings device-mgmt configuration-cluster <node-name>
;\.dmin@nodename# show settings device-mgmt configuration-cluster <node-name>

KomaHaa AnA reHepaumu CeKpeTHOro Koaa AnA A06aBNIeHNA HOBOTO y3na B KNacTep KOHUrypaumu:

Admin@nodename# execute configurate-cluster generate-secret-key



HacTtponku pasnena MNonb3oBaTtenu U ycTporMcTea



HacTpoiika cepBepoB ayTeHTUdHUKaLUU

Product: WAF
Version: 7.x

Pasnen Cepsepbl ayTeHTUHKALMM MO3BOMAET NPOU3BECTH HAcTPOitKy LDAP-koHHexTopa, cepsepos RADIUS, TACACS+, NTLM, SAML IDP. HacTpoiika cepeepoB ayTeHTUpHKaLMM NPOMBOANTCA HA YpoBHE users auth-server u Gyaet
paccMoTpeHa anee B COOTBETCTBYIOWNX pasaenax.

Hactpoiika LDAP-koHHeKTOpa

Hactpovika LDAP-koHHeKTOpa npousBoanTCA Ha ypoBHe users auth-server Idap .

Jna cospanma LDAP-KOHHEKTOpa UCNONb3yeTcA KoMaHaa:

Admin@nodename# create users auth-server Idap <parameter>

[Jlanee Heo6x0AMMO yKasaTh CriedytoLiMe napameTpsi:

NapameTp Onucanue

name Wma LDAP-KoHHeKTOpa.

enabled BrtoueHWe/oTKIoYEHUE cepBepa ayTEHTUdUKALUM.

description||Onucanne LDAP-koHHekTOpa.

Onpegenser:
ssl| « on — ucrnonb3osaHue SSL-coeanHenna ana noakntouerns k LDAP-cepsepy.

« off — noakntouenue k LDAP-cepBepy 6e3 ncnonbaoBaHusa SSL-coeAMHEHUA.

address IP-afpec koHTponnepa unu HaseaHue aomeHa LDAP.

bind-dn Mma nonb3osatens, KoTopoe 6yAeT UCMONb30BaTLCA ANA MOAKIIOUEHNS K cepBepy; ykassiBaeTca B popmate DOMAIN\username unu username @domain. Monb3osatens AOMKeH ObiTb 3aBeAEH B IOMEHe.

password |[Maposnb nonb3osatens AnA NOAKIHOYEHNA K IOMEHY.

cache-ttl ||Bpems xu3Hu sanuceit LDAP-kawa. (Onuma goctynHa HauuHaa ¢ penusa UGOS 7.1.3).

domains (CNNUCOK IOMEHOB, KOTOPbIE oécnymwaamca YyKasaHHbIM KOHTPO/1epoM AOMeHa.

search- Cncok nyTel B cepeepe LDAP, HaunHas ¢ KOTOPLIX CUCTeMa GyaeT OCYLLIECTBAATL NOMCK Nonb3oBateneit 1 rpynn. HeobxoauMo ykaselsaTk NonHoe uma, Hanpumep,  ou=Office,dc=example,dc=com. Ecnu nyTu noucka He
roots yKa3aHsl, TO MOWCK NPOU3BOANTCA MO BCEMY KATanory, HauuHan OT KOPHA.

JInA peaakTMpoBaHna MHpopMaLum o cylecTaytoliem LDAP-KOHHEKTOpe UCNoNb3yeTcA KoMaHaa:
Admin@nodename# set users auth-server Idap <ldap-server-name> <parameter>

MapameTpbl, AOCTYMHbIE ANA 0OHOBNEHWA, aHANOrMUHbI NapameTpam coaaHua LDAP-KOHHeKTopa.
Komanaa ana otoBpaxerna uHpopmaumum o LDAP-koHHeKTope:

Admin@nodename# show users auth-server Idap <ldap-server-name>

Mpumepbl KOMaHA cosaanua U peaaxkTuposaHua LDAP-koHHekTopa:

Admin@nodenamef# create users auth-server Idap name "New LDAP connector” ssl on address 10.10.0.10 bind-dn ug@testd.local password 12345 domains [ testd.local | search-roots [ dc=testd,dc=local ] enabled on
Admin@nodename# show users auth-server Idap "New LDAP connector"

name : New LDAP connector
enabled :on

ssl ton

address :10.10.0.10

bind-dn : ug@testd.local
domains - testd.local

search-roots  : dc=testd,dc=local

keytab_exists : off

Admin@nodename# set users auth-server Idap "New LDAP connector" description "New LDAP connector description”
Admin@nodename# show users auth-server Idap "New LDAP connector"

name : New LDAP connector

description  : New LDAP connector description
enabled ron

ssl ton

address :10.10.0.10

bind-dn : ug@testd.local

domains : testd.local

search-roots  : dc=testd,dc=local
keytab_exists : off

[na ynanexna LDAP-KOHHEKTOpa MCNonb3yeTca KoMaHAaa:

Admin@nodename# delete users auth-server Idap <ldap-server-name> <parameter>

Tarke BOIMOXHO yAaneHua oTAenbHbIx napameTpos LDAP-koHHekTopa. [nA yaaneHua AOCTYNHbI Cneaytolme napameTphbl:
« domains.

« search-roots.

Hactpoiika RADIUS-cepBepa

Hacrpoiika RADIUS-cepsepa npoussoanTca Ha yposHe users auth-server radius.

Jina cospanna cepeepa ayTeHTudukaunn RADIUS ucnonbayeTtca komaHaa Co CneaytoLein CTpyKTypoil:
Admin@nodename# create users auth-server radius <parameter>

[Janee Heo6xoAnMO yKasarTh criedytoLue napameTpbi:

MNapametp Onucanvne

name Wva RADIUS-cepsepa.

enabled BrntoueHne/0TKNIoueHWe cepeepa ayTeHTUdUKaLmMm.

description||Onucanve cepeepa ayTeHTUDUKALUHM.




MNapameTp Onucanue

secret OB mit KoY, Ucnonbayembli npoTokonom RADIUS ana ayTeHTUdUKaLmMu.

addresses |[IP-anpec v UDP-nopT, Ha koTopom cepsep RADIUS cnywaet 3anpocel (no ymonyauio nopt 1812); ykasbisaetca B popmare <ip:port>.

Komanaa ana o6HosneHns uHdopmaumu o cepsepe RADIUS:

Admin@nodename# set users auth-server radius <radius-server-name> <parameter>

MapameTpel, KOTOPbIE MOTYT GbITb OGHOBMEHBI, COOTBETCTBYIOT NapameTpaMm, yKasaHue KOTOPLIX BO3MOXHO NMpu CO3AaHUK CepBepa ayTeHTUdUKALNM.
Komanaa ana otobpaxeHna nHpopmauum o RADIUS-cepsepe:

Admin@nodename# show users auth-server radius <radius-server-name>

Mpumvepbl KOMaHA co3aanua v peaakTuposanua RADIUS-cepsepa:

Admin@nodename# create users auth-server radius name "New RADIUS server" addresses [ 10.10.0.9:1812 ] secret 12345 enabled on
Admin@nodename# show users auth-server radius "New RADIUS server"

name : New RADIUS server
enabled ton
addresses

host :10.10.0.9

port :1812

Admin@nodename# set users auth-server radius "New RADIUS server" description "New RADIUS server description”
Admin@nodename# show users auth-server radius "New RADIUS server"

name : New RADIUS server
description : New RADIUS server description
enabled zon
addresses
host :10.10.0.9
port :1812

[na ynanexus cepsepa:
Admin@nodename# delete users auth-server radius <radius-server-name> <parameter>
Tarke BO3MOXHO yAaneHus oTAenbHex napametpos RADIUS-cepaepa. [inA yaaneHna A0CTYMHbI CreaytoLme napameTpbl:

« addresses.

Hactpoiika cepsepa TACACS+

Hacrpoiika cepeepa TACACS+ npousBoAUTCA Ha ypoBHe users auth-server tacacs.

Iina cospanna cepeepa ayTeHTudpuKaumum TACACS+ UcnonbayeTca KoMaHaa co creayloLLei CTPYKTYpoi:
Admin@nodename# create users auth-server tacacs <parameter>

[Janee Heo6x0AMMO yKasaTh CrieaytoLIMe napameTpsi:

‘ MNapametp H OnucaHue

name Wvia cepsepa TACACS+.

enabled BrntoueHne/oTKO4EHUE cepBepa.

description OnucaHvre cepsepa ayTeHTUdUKaLnK.

secret O6LUMit KNtOY, UCMONb3YeMbli NpoTokonoM TACACS+ ans ayTeHTUdUKaLWK.

address IP-anpec cepsepa TACACS+.

port UDP-nopT, Ha koTopom cepeep TACACS+ cnywiaeT 3anpockl Ha ayTeHTduKauuio. Mo ymonuaxuto ato nopt UDP 1812.
ingll i lcnonb3osath oaHo TCP-coeanHeHue ana paboTsl ¢ cepepom TACACS+.

timeout Bpema oxuaanus cepsepa TACACS+ ana nonyyeHun ayTeHTMdUKaumm. Mo ymMonyaHuio 4 cekyHaebl.

Komanna ana peaaxktuposaHua uHdopmaumm o cepeepe TACACS+:

Admin@nodename# set users auth-server tacacs <tacacs-server-name> <parameter>

MapameTpsl, KOTOPLIE MOTYT ObITb OGHOBMEHEI, COOTBETCTBYIOT NapaMeTpam, ykasaHue KOTOPbIX BO3MOXHO NP CO3AaHUK CepBepa ayTeHTUdUKALUM.
Komanaa ana otobpaxenua uHpopmauum o cepsepe TACACS+:

Admin@nodename# show users auth-server tacacs <tacacs-server-name>

Mpumepsl KOMaHA ANA co3AaHUA W peaaxkTuposanua cepsepa TACACS+:

Admin@nodename# create users auth-server tacacs address 10.10.0.11 name "New TACACS+ server" port 1812 secret 12345 enabled on
Admin@nodename# show users auth-server tacacs "New TACACS+ server"

name :New TACACS+ server
enabled 1on

address :10.10.0.11

port 11812

single-connection  : off

timeout :

Admin@nodenamef# set users auth-server tacacs "New TACACS+ server" description "New TACACS+ server description”
Admin@nodename# show users auth-server tacacs "New TACACS+ server"

name : New TACACS+ server

description : New TACACS+ server description
enabled zon

address :10.10.0.11

port 11812

single-connection  : off

timeout :

[nA ynanexus cepsepa:

Admin@nodename# delete users auth-server tacacs <tacacs-server-name>

Hactpoiika cepsepa NTLM

HacTtpoiika cepsepa NTLM npoussoautca Ha yposHe users auth-server ntim.

[na cosnaHua cepeepa ayTeHTududuKaummn NTLM ncnonbayeTca komaHaa co CrneaytoLe CTpyKTypoii:
Admin@nodename# create users auth-server ntim <parameter>

[Jlanee Heo6x0AMMO yKasaTh CrieaytoLIMe napameTpsi:



Napametp OnucaHnue

name Wma NTLM-cepBsepa.

enabled BrntoueHne/oTKNIoueH e cepeepa ayTeHTUdUKaLmMK.

description|(Onucanue cepeepa ayTeHTUdUKALMK.

domain IP-anpec unn nomerHoe umsa cepsepa NLM.

Komanna ana o6Hosnenns uHdopmaumum o NTLM-cepsepe:

Admin@nodename# set users auth-server ntim <ntim-server-name> <parameter>

Komanaa ana otobpaxenns nHdopmaymm o cepsepe NTLM:

Admin@nodename# show users auth-server ntim <ntim-server-name>

MapameTpel, KOTOPLIE MOrYT GbiTb OGHOBMEHbI, aHANOTMYHLI C NapamMeTpaM1 KOMaHALI CO3/IaHnA cepeepa ayTeHTUdUKaLUA.
Mpumvepsl KOMaHA ANA CO3AaHuA U peaakTupoBaHua cepsepa NTLM:

Admin@nodename# create users auth-server ntim name "New NTLM server" domain 10.10.0.12 enabled on
Admin@nodename# show users auth-server ntim "New NTLM server"

name : New NTLM server
enabled zon
domain :10.10.0.12

Admin@nodename# set users auth-server ntim "New NTLM server" description "New NTLM server description
Admin@nodename# show users auth-server ntim "New NTLM server"

name : New NTLM server

description : New NTLM server description
enabled ton

domain :10.10.0.12

[AnAa ynanexua cepeepa:

Admin@nodename# delete users auth-servers ntim <ntim-server-name>

Hactpoiika cepsepa SAML IDP

HacTtpoiika cepsepa SAML IDP npoussoauTca Ha yposHe users auth-server saml-idp.
[na cosnanua cepeepa ayTeHTudukaumu SAML IDP ucnonssyetca cneaytolian KoMaHaa:
Admin@nodename# create users auth-server saml-idp <parameter>

[Jlanee Heo6x0AMMO yKasaTh CriedytoLIMe napameTpsi:

Napametp Onucanune
name HassaHue cepsepa SAML IDP.
enabled BrntoueHne/oTkIIOUYEHMe cepBepa ayTeHTUPUKALMK.

description ||Onucaxue cepsepa ayTeHTUdUKaLNM.

metadata-url|[URL Ha cepsepe SAML IDP, rae MoxHo ckauatb xml-daiin ¢ KOPPEKTHOW KOHdUrypauuein Ana cepeuc-nposanaepa (knenta) SAML.

certificate  ||CepTudukart, koTopblit ByaeT ucnonb3osaH B SAML-kueHTe.

sso-url URL, ucnonbayeman B cepeepe SAML IDP B kauecTBe eanHon Touku Bxoaa. CMOTPUTE AOKyMEHTAUMIO Ha UCMonb3yeMbii y Bac cepsep SAML IDP ana Gonee aetanbHoM MHbOpMALUA.

sso-binding ||MeToa, ucnonbayembiit Ana paboTsl ¢ eAnHOM Toukoi Bxoaa SSO. BoamoxHbl BapuaHTel POST 1 Redirect. CMOTpUTe AOKyMEHTaLMIO Ha UcToNb3yeMblit y Bac cepaep SAML IDP ana 6onee AeTanbHOR HHpOPMALMK.

slo-url URL, ucnonbayemsiit B cepsepe SAML IDP B kauecTBe €ANHOM TOUKM Bbixoaa. CMOTPUTE AOKYMEHTALMIO HA UCMoNb3yemblit y Bac cepsep SAML IDP ana 6onee aeTansHoi MHOPMALUK.

slo-binding ||MeToa, ucnonbayembiit Ang paboThl ¢ €AnHOM TOUKOM Bbixoaa SSO. BosmoxHbl BapuaHTel POST 1 Redirect. CMOTpUTe AOKyMEHTaLMIO Ha UcToNb3yeMbilit y Bac cepep SAML IDP ana 6onee AeTanbHON HHpOPMALUK.

Komanaa ana o6Hosnenus uHdopmaumu o cepsepe SAML IDP:

Admin@nodename# set users auth-server saml-idp <saml-idp-server-name> <parameter>

MapameTpel, KOTOPLIE MOryT GbiTb OGHOBMEHbI, aHANOMMUHLI C NapameTPaM1 KOMaHZLI CO3/laHnA cepeepa ayTeHTUdUKaLMUK.

Komanaa ans otobpaxenus nHdopmaumm o cepsepe SAML IDP:

Admin@nodename# show users auth-server saml-idp <saml-idp-server-name>

Mpumepbl KOMaHA ANA CO3AaHNA W peaaxkTUposaHuA cepsepa SAML IDP:

Admin@nodename# create users auth-server saml-idp name "New SAML IDP server" slo-url http://logout.example.org sso-url http://login.example.o

rg enabled on
Admin@nodename# show users auth-server saml-idp "New SAML IDP server"

name :New SAML IDP server
enabled ron

certificate  : Unused

sso-url : http:/login.example.org
sso-binding  : post

slo-url : http://logout.example.org

slo-binding  : post
Admin@nodename# set users auth-server saml-idp "New SAML IDP server" description "New SAML IDP server description
Admin@nodename# show users auth-server saml-idp "New SAML IDP server"

name :New SAML IDP server

description  : New SAML IDP server description
enabled ron

certificate  : Unused

sso-url < http://login.example.org
sso-binding  : post

slo-url : http:/logout.example.org

slo-binding  : post
[na ynanexua cepeepa:

Admin@nodename# delete users auth-servers saml-idp <saml-idp-server-name>



HacTpovika npodpunen ayreHTuduKraumum

Product: WAF

Version: 7.x
Technology: |

dentification and Authentication

Hactpoiika npodunei ayTeHTMdUKaLMM NPOM3BOAMTCA Ha ypoBHe users auth-profile.

[na cosnaHua npoduna ayTeHTMdUKaLUMM MCNoNb3yeTca Crneaytowan komaHaa:

Admin@nodename# create users auth-profile <parameter>

Janee Heobx

0AWMO yKasaTb creayoujue napameTpbl:

Napametp

Onucanve

name

Hassanue npoduna MFA.

description

Onucanue npopuna MFA.

idle-time  |[Bpema Ge3aeicTBMA 0 OTKIIOUEHMA; YKA3LIBAETCA B CEKyHAAX. Yepes yKasaHHbI NPOMEXYTOK BPEMEHHU Mpu OTCYTCTBUM aKTMBHOCTH NoMb3oBaTesb nepeiaét s ctatyc Unknown user.
expiration- |[Bpems M3HW aBTOPHU30BAHHOIO NOML30BATENA; YKa3bIBAETCA B CEKyHAAX. Yepes ykasaHHbIi NPOMEXyTOK BpeMeHu nonb3osatenk nepeiaét B ctatyc Unknown user; Heo6xoauma noBTOpHasA aBToOpM3aLmMA Nonb3oBaTens Ha
time Captive-noprane.
max- " -
attempts UMCo HeyAaUHbIX NONLITOK aBTopU3aLMm Yepes Captive-nopTan Ao 6/I0KMPOBKM YUETHOM 3anuc nonb3osaTens.
lockout- .
time Bpema, Ha KOTOPoe BOKUPYETCA yUeTHadA 3anMch NONL30BATENA NPU AOCTUKEHUN YKA3AHHOTO YMCNa HeyAauHbIX MOMLITOK aBToP CA B CeKyHA
MeTon ayTeHTUdMKaLMK:
« local th: ayTeHTU G no 6ase AaHHbIX NIOKANLHO 3aBEAEHHbIX NOMb3oBaTeNeH.
« policy-accept: He TpeGyeTcA ayTeHTUDHMKALIMA, HO, NPEX/E YEM NOMYYUTL 1OCTYMN B UHTEPHET, MOJL30BATENb IOSHKEH COMMACHTLCA C NOMMTUKOM CMOMb30BaHNA CETH; MPUMEHABTCA COBMECTHO C Npodunem Captive-
noprana, B KOTOPOM UCMONb3yeTcA cTpaHuua asTopusalum Captive portal policy.

auth- - http-basic: ayTenTudurayua c nomowysbto metoaa HTTP Basic.
methods

Idap: ayteHTuduKauma ¢ ucnonb3osaHmem LDAP-koHHeKTOpa.

radius: ayteHTuduKauma ¢ ucnonszosavnem RADIUS-cepsepa.

ntlm: ayTeHTUdHKauua ¢ ucnonbaosaHnem NTLM-cepsepa.

saml-idp: ayTeHTMdUKauma ¢ ucnonb3osaHuem cepsepa SAML IDP.

Komataa ansa
Admin@node
Lna o6Hosnel

Mpumep cosn

PeAaKTMPOBaHMA HACTPOEK NPOGHNe ayTeHTUDUKALNK:
name# set users auth-profile <auth-profile-name> <parameter>
HWA AOCTYNEH CMMCOK NapameTpoB, aHANOrMYHbIA CMIMCKY NapaMeTpoB KOMaHAbl create.

aHWA U PeAaKTUPOBaHUA NPOdUIA ayTEHTUdHUKALMM NONb3oBaTENSA:

Admin@nodename# create users auth-profile name "New LDAP auth profile" auth-methods Idap [ "New LDAP connector" ]
Admin@nodename# show users auth-profile "New LDAP auth profile"
name : New LDAP auth profile
max-attempts :5
idle-time 1900
expiration-time  : 86400
lockout-time 1300
mfa :none
auth-methods
http-basic :off
local-user-auth  : off
policy-accept  : off
Idap : New LDAP connector
Admin@nodenamef# set users auth-profile "New LDAP auth profile" description "New LDAP auth profile description”
Admin@nodename# show users auth-profile "New LDAP auth profile"
name : New LDAP auth profile
description : New LDAP auth profile description
max-attempts ~ : 5
idle-time 1900
expiration-time  : 86400
lockout-time 1300
mfa :none
auth-methods
http-basic : off
local-user-auth  : off
policy-accept  : off
Idap : New LDAP connector

Yepes MHTEPHENC KOMAHAHO CTPOKM BOBMOXHO YANEHUA BCEro NPOGHNS UK OTAEIbHBIX CNOCOBOB ayTEHTUdUKALMM, 3aAaHHLIX B Npodune. [INA 3TOro MCMONb3YIOTCA CRedyHoLLME KOMaHAbI.

[nA yananerua npoduna ayTeHTUdUKaLUK:

Admin@nodename# delete users auth-profile <auth-profile-name>

[InA yaaneHus MeTOA0B ayTeHTUDHUKALMM, 3aiaHHBIX B NIPOGUNE, HEOBXOAUMO yKasaTk METOA ayTEHTUdUKALMK (AOCTYMHbIE METOALI aBTOPU3ALIMK NEPEUYMCIIEHbl B TABNMLE BLILLE):

Admin@nodename# delete users auth-profile <auth-profile-name> auth-methods <auth-metod>




HacTpoiku cetu



30HbI

Product: WAF
Version: 7.x

JlaHHbli pasaen HaxoauTca Ha yposHe network zone. KomaHaa anA cosaaHuA HOBOW 30HbI:

Admin@nodename# create network zone

[anee Heo6x0AMMO yKasaThb napameTphl 30HbI:

Napametp Onwucanue
name HassaHue 30HbI.
description OnuncaHue 30HbI.

dos-protection-syn

3awuTa 30HbI OT ceTeBoro pnyaa Ana npotokona TCP (SYN-flood):
« enabled: BrloYEHNE/OTHIIOUEHME 3aLUNTLI.
o on.
o off.
« aggregate:
© ON — CUMTAIOTCA BCE NaKeTbl, BXOAALIME B MHTEPdENCH AAHHOM 30HbI.

o off — nakeTbl cunTatotca otaensHo Ana Kaxaoro IP-anpeca.

« alert-threshold: nopor yBeioMneHus; Civ KONMYECTBO 3aNPOCOB NPEBLILLAET AaHHbIMA NOPOT, TO NPOMCXOANT 3aNMCh COBLITUA B CUCTEMHBIA XypHanN.

« drop-threshold: nopor oTBpacsiBaH1A NakeToB; €CK KONMUECTBO 3aMpPOCOB NPEBbILLAET yKasaHHoe 3HaueHue, To UserGate oTOpackiBaeT nakeThl U 3anuChIBaeT AaHHOE COOLITUE B CUCTEMHBIM XypHaU.

« excluded-ip:

: cnucok IP-aapecos cepBepoB, KOTOPbIE HEOOXOANUMO MCKITIOUYUTh U3 3aLLMUTHI.

dos-protection-udp

3aluTa 30HLI OT CETeBOro pryaa AnA npotokona UDP:
« enabled: BKIOYEHUE/OTKIHOYEHUE 3aLUMUTHI.
o on.
o off.
« aggregate:
e ON — CYUTAIOTCA BCE NaKeThbl, BXOAALIMUE B MHTepq)eﬁCl:l NaHHOM 30HbI.

o off — nakeTkl cunTaloTcA otaenLHO AnA Kaxaoro IP-aapeca.

« alert-threshold: nopor yseaoMneH1a; ecnu KOMUECTBO 3aNpOCOB MNPEBbILLAET AaHHBIA NOPOT, TO NPOUCXOANT 3aMUCh COBLITUA B CUCTEMHBIA KypHAIT.

« drop-threshold: nopor oT6packiBaH1sA NaKeToB; ECAKM KOMMUYECTBO 3aNPOCOB NPEBLILLAET yKadaHHOe 3HaueHue, To UserGate oT6packiBaeT NakeThl U 3anuCcbiBaeT AaHHOE COBLITUE B CUCTEMHbI XypHA.

« excluded-ips: cn1cok IP-anpecos cepsepoB, KOTOPLIE HEOOXOANMO MCKIIOYUTL M3 3aLUMTSI.

dos-protection-
icmp

3alLuTa 30HbI OT ceTeBoro Gpnyaa Ana npotokona ICMP:
« enabled: BKNoYeHUE/OTHIIOUEHHE 3aLLUUTLI.
o on.
- off.
« aggregate:
© ON — CUUTAIOTCA BCE NaKeTbl, BXOAALLME B MHTEP(ENCH AaHHOM 30HbI.

o off — nakeTbl cunTatoTcA 0TAENBHO ANA Kaxkaoro IP-aapeca.

« alert-threshold: nopor yseioMneHus; eciu KONMYECTBO 3aNPOCOB NPEBbILLAET AaHHBIMA NOPOT, TO NPOMCXOANT 3aNMCh COBLITUA B CUCTEMHBIM XypHan.

« drop- : nopor oTép

NaKeToB; eCIN KONIMUECTBO 3aNpOCOB NPEBbILLAET yKasaHHOe 3HaueHue, To UserGate oTOpackiBaeT NakeTsl v 3anuCLIBaeT AaHHOE COBLITUE B CUCTEMHBIN XypHan.

: cnucok |P-aapecos CepeepoB, KOTOPbIE HEOGXOAMMO MCKIKONUTE U3 3aLLMTHI.

vices

MapameTpbl KOHTPONA AOCTYNA 30HbI:

"Any ICMP": paspelleH1e ucnonb3osaH1A koMaHabl ping aapeca UserGate.

SNMP: noctyn k UserGate no npotokony SNMP (UDP 161).

"Admin Console": noctyn k Be6-koHconu ynpasnexus (TCP 8001).

MHPPACTPYKTYPb).

NTP: 40CTYN K CepeHCy TOYHOrO BPEeMeHH, 3anyLyeHHoMy Ha cepeepe UserGate.

"CLI over SSH": nocTyn k cepsepy Anga ynpasneHna um ¢ nomolbio CLI (command line interface), nopt TCP 2200.
"REVERSE PROXY": cepBuC, He06X0ANMBIF AANA NyOnuKaLmMn BHYTPEHHUX PECYPCOB C MOMOLLbIO Reverse-npoKcy.
"Log Analyzer": cepsuc aHanu3saTopa xypHanos Log analyzer. Heo6xoAnMo BKIIO4MTE €ro, €CAIM NNaHMPYeTCA UCMoNb3oBaTh AaHHbIM cepeep UserGate B kauecTse Log analyzer (TCP 2023 u 9713).

"SNMP Proxy": cepB1C UCMONb3YeTCA ANA NOCTPOEHNA Pacnpeaen&HHOM CUCTEMbI MOHUTOPHHIa (NMO3BONAET PErysIMpoBaTh HArpy3Ky W OPraHU3oBLIBATL MOHWUTOPUHI pacnpeienéHHoON CeTeBon

'YkasaHue paspeluéHHbix |P-aapecos ana cepeucos:

« service: BLIGOp CEPBMCOB (CMUCOK cooTBeTCTBYET enabled-services).

1l d

. : pasy

IP-appeca:

- geoip — koa GeolP.

o ip-list — 3apatee coaaaHHbIi B GUGIMOTEKE BNIEMEHTOB CMIMCOK |P-aapecos.

antispoof-enabled

BrntoueHre/oTKNoueHne 3awunThl ot IP-cnydunra:
« on.

« off.

antispoof-negate

BO3MOXHbIe 3HaueHuA:
. on.

- off.

Mpu antispoof-negate on anpeca UCTOYHMKOB, Y B ip-sp g
OT6POL|J5HBI naxkeTbl C yKa3aHHbIMKU |P'aﬂPECaMM UCTOYHUKOB.

ks, GynyT ABNATLCA afpecamy, KOTOPbIE He MOTYT BbITb MONYYeHb! Ha UHTEpGETiCax AaHHON 30HbI. B aTom cnyuyae GyayT




MNapameTp Onwucanue

BrntoueHune orpaHuyeHuA KonuyecTsa 0AHOBPEMEHHbIX ceccHit ¢ 0AHOro IF‘-al:lpeca:
sessions-limit-

. n.
enabled °
« off.
limit ) )
exclusions ZlodaaneHMe cnucka |P'aﬂpECOB, ANA KOTOPbIX OrpaHUyeHne Ha KonM4ecTso OAHOBPEMEHHbLIX CECCUU He 6yﬂeT AencteoBaTtb.

sessions-limit- M
MaKcUMansHO BO3MOXHOE KOMIMYECTBO OAHOBPEMEHHBIX CECCHiA ¢ oaHoro IP-aapeca.

threshold
geoip Koabl GeolP, koTopble UCnonb3yloTcA B 3alyuTe oT IP-cnyduHra.
ip-list Cnncok IP-aapecoB, KOTopble MCMONbL3YIOTCA B 3alyuTe oT IP-cnyduHra.

Mpumep co3aaHna HOBOV 30HbI:

Admin@nodename# create network zone name Test_zone description "Test_zone description" antispoof-enable on enabled-services [ "Any ICMP" DNS ] dos-protection-icmp enabled on
JInA peaakTMpoBaHUA NapaMeTpoB 30HbI:

Admin@nodename# set network zone <zone-name>

Mpumep peaakTMpoBaHMA NapamMeTpOB 30HbI:

Admin@nodename# set network zone Test_zone dos-protection-syn enabled on

Komaraa yaaneHus 30Hel Unu €& napameTpos:

Admin@nodename# delete network zone <zone-name>

MapameTpsbl, AOCTYMHbIE ANA yAaneHua:

Napametp OnucaHue

3alyuTa 30Hel OT ceTeBoro dpnyaa ans npotoxkona TCP (SYN-flood):
dos-protection-syn
« excluded-ips: cnucok IP-aapecos cepBepoB, KOTOPbIE HEOOXOAMMO UCKIKOUUTB M3 3ALLUTHI.

3aluTa 30HLI OT CeTeBOro Pryaa Ana npotokona UDP:
dos-protection-udp
- excluded-ips: cnucok IP-afpecoB cepBepoB, KOTOPbIE HEOOXOAMMO UCKIIOUUTE U3 3aLLUTHI.

3alyuTa 30HbI OT ceTeBoro pyaa Ans npotokona ICMP:

" « excluded-ips: cnucok IP-aapecoB cepBepoB, KOTOPbIE HEOOXOAUMO UCKIIOUYUTL U3 3aLLUTEI.
vices YcTaHol paHee napameTpbl KOHTPONA A0CTYNa B AAHHOM 30He
geoip Koabl GeolP, koTopele UcnonbayoTea B 3awuTe ot IP-cnyduHra.
ip-list (Cnincok IP-aapecos, KoTopele MCNONb3yHOTCA B 3alyuTe ot IP-cnyduHra.

CneaytoLjan komaHaa 0TOGPasHUT HACTPOWKM 30HbI:

Admin@nodename# show network zone <zone-name>



UnTtepdencoi

Product: WAF

Version: 7.x

Cnucok YNOPAAOYEHHbIX MMEH ceTeBbIX MHTepd)el‘;ICOB ¥ COOTBETCTBYHOWHUE UM d)MSW{eCKMe aapeca aoctyneH anAa OTOﬁpa)KeHMR NPy BbINOSTHEHUW KOMaHAbI (KOMaH,Cla AO0CTyNHa 1 B peXUme ANarHOCTUKU U MOHUTOPKUHIA U B pexume
KOHUrypaumu):

Admin@nodename> show network interface-mapping

Admin@nodename# show network interface-mapping

YnopAaouMBaHm1e MHTEPEACOB NPOU3BOAUTCA B COOTBETCTBMM C HOMEPOM nopTa B wiHe PCI.

[nA yaaneHua cnucka UCnonbayiTe Cneayoline KoMaHabl B PEXMME AMarHOCTUKA U MOHWUTOPHHIA W B PEXUME KOHDUIypaLni COOTBETCTBEHHO:

Admin@nodename> clear network interface-mapping

Admin@nodename# delete network interface-mapping

Mocne nepesarpy3ku cepaepa UserGate Crincok 0BHOBMTCA 1 CTaHET AOCTYMHbIM ANA OTOGPakKeHUA. DTy onepaLuio HEOBXOAMMO BHINOMHATL NOCNE A00ABNIEHNA CETEBLIX NOPTOB B HACTPOEHHBIA annaeHc UserGate.

[anee Gynet paccMoTpeHa HacTpoiika MHTePdEcoB, KOTOpanA NPOM3BOAUTCA Ha ypoBHe network interface.

HacTpoiika adapter

CeTeBble anantepbl HacTpavBatoTca Ha yposHe network interface adapter.

Cosnatb ceTeBoit anantep Henbaa. Ana o6HoBNEHUA CylLyecTByroLero ceTesoro agantepa ucnonb3yeTcA KomaHaa:

Admin@nodename# set network interface adapter <adapter_name>

[Janee Heo6x0aMMO yKasaTb napameTpsl CETEBOrO agantepa:

Mapametp

Onucanue

BrslloueHWe/0TKIIoUeHWe CeTeBoro uHTepdeiica:
. on.

« off.

description

OnucaHue ceTeBoro HTepdeiica.

alias /Anvac/ncesaoHUM MHTepdeiica.
Tun uHTepdenca:
itace-type « 13: uHTepdeiic, paboTatoLuit B pexume Layer 3 (MOXHO HasHaunTb IP-aapec u MCnonb3oBaTh €ro B NpaBUiax MEXCETEBOro 3KPaHa, KOHTEHTHON GUNLTPALWK U APYTX NPpaBUnax, 3To CTaHAAPTHBIA PEXUM paboTs!
vp uHTepdetica).
« mirror: uHTepdeitc, padoTaioLyuii B pexume Mirror (MoxeT nonyuats Tpaduk co SPAN-nopta ceteBoro 06opyaoBaH1A ANA €ro aHanuaa).
Pexvm HasHauenus |P-aapeca:
« dhcp: nonyyenne auHamuyeckoro IP-aapeca no DHCP.
iface-mode
« manual: 6e3 aapeca.
CTaTMUECKNI PEeXMM YCTaHaBNMBAETCA aBTOMATHUYECKU NPU HasHaueHun uHTepdeicy IP-aapeca.
zone 30Ha, KoTopo#t ByZeT NpuHaAnexaTb UHTEPdEiC.
HacTpoiika napameTpoB ceTeBoro UHTepgeiica:
« bc_forwarding: ynpasnenue nepeceinkoi naxketos directed broadcast, npuxoaslLmx Ha ykasaHHbIi MHTEpEiC.
« proxy_arp, proxy_arp_vlan: mexanuam Proxy ARP. Mapamvetp proxy_arp — UserGate Gynet otseuars Ha ARP-3anpochl aipecos, He OTHOCALLMXCA K ceTu uHTepdeiica; proxy_arp_vlan — UserGate Gynet
oTBeuatb Ha ARP-3anpockl aapecoB, OTHOCALYMXCA K CETU UHTepdeiica.
YkasblBatoTcA B cneaytoluem dopmare:
link-info Admin@nodename# create network interface <iface-type> ... link-info [ key/value ]
roe key — napamertpa. H MOXET COCTOATh U3 CTPOUHBIX BYKB NaTUHCKOro andasunTa (a — z) U 3HaKa NoAYepKUBaHMA ().
value — 3HaueHue napametpa. I'IapaMe'rpbl MOryT NPUHUMATL TOJBbKO Lenble YAC/IOBbIe 3Ha4YeHUA.
Hanpumep, utoBbl BKNKOUMTE MCNONb30BaHKe MexaHuama Proxy ARP ucnonb3yiiTe cneaytolue key/value — proxy_arp/1; ansa oTkitoueHns — proxy_arp/0.
Mone link-info 6yaeT oTo6paxeHo ToNbKO B Cryyae 406aBNEHUA NapamMeTpos.
BamHo! YaneHue 3anaHHbIX NapaMeTpoB HEAOCTYMHO.
netflow- - o o o o
profile Mpoduns NetFlow Ana oTnpaskyu cTaTUCTUUeCKNX AaHHbIX Ha NetFlow konnekTop. MoapoGHee o HacTpoiike npoduneii NetFlow unTaiite B pasaene Hactpoiika npoduneit NetFlow.
Ildp-profile |Mpodunb Ana oTnpasku AaHHbIX Mo npoTokony Link Layer Discovery Protocol (LLDP). MoapoGHee o HacTpoiike Nnpoduneit uutaiTe B pasaene Hactpoitka npoduneit LLDP.
HasHaueHne uHtepodeiicy IP-agpeca.
ip- Anpec 3anaétca B cneayrowem suae: [ <ip_: k> ] unu [ <ip_z <ip_: k> ], ecnn Heo0BX0AMMO Ha3HaUMUTb HECKONbKO IP-anpecoB (aapeca nepeuncnaAloTCA Yepes Npoben); Macka noaceT!
addresses |3anaétcA B ACATUYHOM BUAE.
BaHo! KBagpartHble ckoGKi 06A3aTenbHO A0MkHbI BbiTb OTAENEHb! Mpo6enamu ¢ 06emnx CTOPOH.
mac MAC-aapec uHTepdeiica.
mtu Ykasanue pasviepa MTU.
mss Ykasanue pasvepa MSS (noctynHo HauuHas ¢ penusa MO 7.3.x): 0, unu oT 4 1o BBeAEHHOrO 3HaueHna MTU muHyc 40.
rx-ring Paswvep 6ydepa RX ring uHTepdeiica Tuna adapter.
tx-ring Paswvep 6ydpepa TX ring uHTepdeiica Tuna adapter.
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MNapameTp Onucanue

Hacrpoiika pa6otsl DHCP-penes Ha nHTepgeiice. Heobxoanmo ykasars:
« enabled: BrioueHne/oTKNIOUEHMA penen:
o on.

dhcp-relay
- off.

. ut : IP-anpec unTepdeiica UserGate, Ha KoTOpbIi Ao6aBnfaeTcA GyHKUNA penes (np <ip | none>).

« server-address: anpeca cepsepos DHCP, kyaa Heo6xoaumo nepecbinats DHCP-3anpock! KMEeHTOB.

KomaHnaa yAaneHua aaanTtepa unu ero napameTpos:
Admin@nodename# delete network interface adapter <adapter-name>

MapameTpel, A0CTYMHbIE ANA YAANEHUA:

Mapametp Onucanue

ip-addresses 3anaHHbIi IP-apec.

dhcp-relay server-address|(IP-aapec cepsepa DHCP.

KomaHnaa ans OTOGpa}KeHMﬂ MHq)OpMaL[MM 0 BCeX CeTeBbIX ajantepax:
Admin@nodename# show network interface adapter

JinA otobpaxerunsa nHdopmauum 06 agantepe:

Admin@nodename# show network interface adapter <adapter-name>
Hactponka VLAN

Wutepdeiickl VLAN HacTpausatoTca Ha ypoeHe network interface vlan.
Komanaa ana no6aenewus Hoeoro VLAN-uHTepdeiica:
Admin@nodename# create network interface vian

[lanee Heo6XxoAnMO yKasaTh napameTphi:

MNapameTp Onucanue

Brntouenne/oTrtoueHne VLAN-uHTepdeiica:
enabled « on.

« off.

description||Onucanme nuTepgeiica.

alias /Anuac/nceBaoHUM UHTEpGeiica.

Tun nHTepdeica:
iface-type « 13: Layer 3 (MOXHO HasHauuTb IP-aapec 1 UCMonb3oBaTh €ro B NpaBMnax MEXCETEBOro KpaHa, KOHTEHTHOM GUAbTPALUK U APYTUX NpaBunax, 3TO CTAHAAPTHbIA PeXUM paboTkl UHTEPdeiica).

« mirror: uHTepdeitc, padoTaioLyuit B pexume Mirror (MoxeT nonyyats Tpaduk co SPAN-nopta ceteBoro 06opyAoBaH1A ANA €ro aHanuaa).

Pexvm HasHauenus |P-aapeca:

« dhcp: nonyyenne auHamuyeckoro IP-aapeca no DHCP.
iface-mode
« manual: 6e3 aapeca.

CTaTUUECKHit PEXMM yCTaHABNMBAETCA aBTOMATUYECKH NP HagHaueHun MHTepdeiicy IP-aapeca.

tag Ter VLAN. Jlonyckaetca cosnanne Ao 4094 nHtepdeicos.

d Wma yana knactepa, Ha KoTopom cosnaérca VLAN.

interface || ®uanueckuit nHTEpPeitc, Ha koTopom cosaaetca VLAN.

zone 30Ha, KoTOpoi ByAeT npuHaAnexaTb UHTEpdeiC.

HacTpoiika napameTpoB ceTeBoro uHTepgeiica:

« bc_forwarding: ynpasnexue nepeceinkoi naketos directed broadcast, npuxoaaiyux Ha ykasaHHbIN MHTEp@Eic.

oTteeyatb Ha ARP-3anpockl aapecos, OTHOCALLMXCA K CETU UHTepdeiica.
YkasbiBaloTCA B crieaytoliem popmare:

Admin@nodename# create network interface <iface-type> ... link-info [ key/value ]

« proxy_arp, proxy_arp_vlan: mexaHusm Proxy ARP. MapameTp proxy_arp — UserGate 6ynet oteeuats Ha ARP-3anpockl aApecos, He OTHOCALLMXCA K ceTh MHTepdeiica; proxy_arp_vlan — UserGate Gyaet

link-info
rae key — napamerpa. H MOXeT COCTOATL M3 CTPOUHbIX BYKB 1aTMHCKOTO andasuTa (a — z) M 3HaKa noaYepKUBaHHA ().
value — 3HayeH1e napameTpa. MapameTpbl MOryT NPUHAMATE TOMBKO LEMbIE YHCTIOBbIE 3HAYEHHUA.
Hanpumep, 4ToObI BKIIOUMTL MCTIONb30BaHNe MexaHuama Proxy ARP ucnonbayiite cneaytowme key/value — proxy_arp/1; ans oTknoueHua — proxy_arp/0.
Mone link-info 6yaeT oToBpaxeHo TONLKO B cryyae A06aBNEHMA NapameTpos.
BamHo! YnaneHue sanaHHbIx napaMeTpoB HEAOCTYMNHO.
netflow- o - M M M
profile Mpodunb NetFlow Ana oTnpaskyu cTatUcTUYecknx AaHHbIX Ha NetFlow konnekTop. MoapoGHee o HacTpoiike npoduneit NetFlow unTaiite B pasaene Hactpoiika npoduneir NetFlow.
HasHaueHne nHtepodeiicy IP-agpeca.
ip- /Anpec 3apaérca B cneaytoliem suae: [ <ip_s k> ] unu [ <ip_z <ip_: k> ], ecnit He0BX0AMMO Ha3HaUMUTb HECKOMbKO IP-anpecoB (aapeca nepeuncnaAlTCA Yepes Npoben); Macka noAceT!

addresses |3anaétcA B ACATUYHOM BUAE.

BaHo! KBagpartHble ckoGKi 06A3aTenbHO AoMkHbI BbiTb OTAENEHb! Mpo6enamu ¢ 06emnx CTOPOH.

mac MAC-aapec uHTepdeiica.
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MNapametp

Onucanve

mtu Ykasanue pasvepa MTU.
mss Ykasanue pasvepa MSS (aoctynHo HauuHas ¢ penusa MO 7.3.x): 0, unu oT 4 o BBeAEHHOrO 3HaveHna MTU muHyc 40.
Hacrpoiika pa6otsl DHCP-penes Ha nHTepgeiice. Heobxoanmo ykasars:
« enabled: BrloueHne/oTKNIOUEHMA penen:
o on.
dhcp-relay
- off.
o utl : IP-aapec nHTepdeiica UserGate, Ha KOTOpbIi A06aBnaeTcs GyHKUWA penen.

« server-address: anpeca cepsepos DHCP, kyaa Heo6xoanmo nepecsinars DHCP-3anpocs! KMeHToB.

Penaxtuposanve cyuwectsytoujero VLAN:

Admin@nodenamef# set network interface vlan <vlan-name>

MapameTpbl, AOCTYMHbIE ANA 0OHOBNEHUA, aHaNOrUyHbLI NapameTpam cosaaqua VLAN, kpome tag, nod , interface ( a # 3TMX NapaMeTpoB HEAOCTYMHO).

Komanna yaanenua VLAN-uHTepdeiica unu ero napameTpos:

Admin@nodename# delete network interface vlan <vlan-name>

MapameTpel, A0CTYNHbIE ANA yAANEHUA:

MapawmeTp Onucanue

ip-addresses BanaHHblit IP-aapec.

dhcp-relay server-address||IP-aapec cepsepa DHCP.

Yr06b1 0TOBpasnTL MHPOPMALHIO O BCEX MHTepdeiicax VLAN:

Admin@nodename# show network interface vian

unu 06 onpeaenéHHoM uHTepdeiice:

Admin@nodename# show network interface vlan <vlan-name>

Hactpoiika bond-untepdeiica

Hactpoiika 6oHA-uHTEpElica Npou3BoAMTCA Ha ypoBHe network interface bond.

Komanaa ana cosaanua BoHa-uHTepdeiica:

Admin@nodename# create network interface bond

MapameTpel, KOTOpLIE HEOOXOAMMO YKa3aTb:

Mapametp

Onucaxue

BrtoueHne/oTKIoYEHUE UHTEpdeica:

enabled . on.
« off.
interface- o 5 o M
name Heo6xoA1Mo BBECTH HOMEP, KOTOPLIK ByAeT OTOBPaXEH B MMeHU MHTepdeiica (HanpumMep 1, Toraa HasBaHKe CO3AaHHOTO MHTepdeiica GyaeT bond1).

description

Onucakue unTepdeiica.

alias

/Anunac/ncesaoHnMM uHTEpQeiica.

Y3en knacTepa, Ha KOTopom GyAeT cozaaH GoHA-UHTepdeicC.

zone

30Ha, KoTOpo# ByaeT npuHaanexarb 6oHA.

link-info

HacTpoiika napameTpoB ceTeBoro UHTepdeiica:
« bc_forwarding: ynpasnenue nepeceinkoi naxketos directed broadcast, npuxoasLLmMx Ha ykasaHHbI# MHTEpdEC.

« proxy_arp, proxy_arp_vlan: mexaHusm Proxy ARP. MapameTp proxy_arp — UserGate GyneT otBeuats Ha ARP-3anpockl aApecos, He OTHOCALLMXCA K CETH MHTepdeiica; proxy_arp_vlan — UserGate 6yaet
oTteeyaTb Ha ARP-3anpockl anpecos, OTHOCALLMXCA K CeTU MHTepdeiica.

VKaswlBaloTCA B Criedytolem popmare:

Admin@nodename# create network interface <iface-type> ... link-info [ key/value ]

roe key — napamertpa. H MOXET COCTOATb M3 CTPOUHBIX BYKB NaTUHCKOrO andasuTa (a — z) ¥ 3HaKa noAuepkusaHua ().

value — 3HaueHue napametpa. I'IapaMeprl MOryT NPUHUMATL TOJBbKO LieNble YAC/IOBbIE 3Ha4YeHUA.
Hanpumep, utoBbl BKNKOUMTE MCTONb30BaHKe MexaHuama Proxy ARP ucnonb3yiiTe cneaytowue key/value — proxy_arp/1; ans oTktoueHns — proxy_arp/0.
Mone link-info 6yaeT oTo6paxeHo ToNbKO B cryyae 406aBNEeHUA NapamMeTpos.

BaxHo! YianeHue 3afaHHbIX NapaMeTpoB HeAOCTYMHO.

netflow-
profile

Mpodune NetFlow Ana oTnpaskyu cTaTUCTUUECKNX AaHHBIX Ha NetFlow konnekTop. MoapoGHee o HacTpoiike npoduneit NetFlow untaiite B pasaene Hactpoiika npoguneit NetFlow.
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Napametp

OnucaHue

mii-moni

[lononH1TenbHeIe NapameTpsl 6oHA-MHTEpdeica:

« aggr-mode — pexwm pa6oTsl GoHaa:

round-robin: pexvm Round robin (nakeTkl 0TNPaBAAOTCA NOCNEA0BATENLHO, HAYMHAA C NEPBOrO AOCTYNHOTO UHTepdeica 1 3aKaHuMBasA NoCNeAHUM. JTa NONUTUKA NPUMEHASTCA ANA GanaHCUPOBKM Harpysky u!
OTKa30yCTOMYMBOCTH).

active-backup: pexum Active backup (TonbKO 0AMH CETeBOW UHTEPdENC U3 0O beAMHEHHBIX OyneT akTUBHBLIM. [pyroi MHTepdEenc MOXeT CTaTb aKTUBHLIM TONLKO B TOM Cyuyae, KOraa ynaaeT TeKyLui akTUBHBI
uHTepdeic. Mpu Takoi nonutuke MAC-aapec 6oHA-UHTEPdETiCa BUAEH CHAPYXHW TOMBKO YePe3 OAMH CETEBO NMOPT, BO M3BexaHne NoABneHuA Npo6iem ¢ KOMMYTaTopoM. JlaHHan NONUTUKa NPUMEHAETCA ANs
obecneyeHna 0TKa30yCTOMUMBOCTH).

xor: pexum XOR (nepenaya pacnpeaenaeTcs Mexay ceTeBbiMU kapTamu ucnonbaya dopmyny: [(«<MAC-aapec uctounnka» XOR «MAC-aapec HasHaueHMa») N0 MOAYIO «4UCNO MHTepdeicos»]. MonyyaeTcs,
O/1Ha ¥ Ta e CeTeBan KapTa NepeiaeT NakeTkl OAHNM W TeM e nonydartenam. OnuMoHanbHO pacnpeaesneHm1e nepeaayn MoXeT BbiTe OCHOBAHO U Ha nonuTHke «xmit_hash». Monutuka XOR npumerseTca ana
6anaHcUpOoBKM Harpy3K1 U 0BECNEUeHNs 0TKA30yCTORUNBOCTH).

broadcast: pexum Broadcast (nepenaet Bce Ha BCe ceTeBble MHTEpdelickl. OTa NONUTUKA NPUMEHAETCA ANA 0TKA30YCTONYMBOCTH).

802.3ad: pexwm IEEE 802.3ad (pexum paboTel, yCTaHOBMEHHbIA N0 yMOMYaHHIO, NOAAEPKUBAETCA BOMBLUMHCTBOM CETEBbIX KOMMYTATOPOB. CO34ATCA arperMpoBaHHLIE rPYMMbl CETEBbIX KAPT C OANHAKOBON
CKOPOCTBLIO U Aynnekcom. Mpu Takom o6beanHeHUM Nepeaaya 3aaeiicTByeT BCe KaHanbl B aKTUBHOM arperauuu cornacHo ctanaapty IEEE 802.3ad. Beibop, Yepes Kakoii MHTepdenc oTnpasnaTh nakeT,
onpeaenaeTCcA NOIMTUKOM; MO yMonuaHuio ucnonbayetca XOR-NONUTUKE, MOXHO Taloke UCMoNb3oBaTk «xmit_hash» nonutuky).

transmit: pexwvm Adaptive transmit load balancing (cxoanwyuit Tpaduk pacnpesenseTcs B 3aBUCHMOCTH OT 3arpyXeHHOCTH KaXKAOK CEeTEBOM KapThl (ONpeAenaeTca CKOPOCThLIo 3arpyaku). He Tpebyet
JIONOMHUTENBHOM HACTPOMKN Ha KOMMYTaTOpe. BxoaALui Tpadm K NPUXOAUT Ha TEKYLLYIO CeTeByIo KapTy. ECnu oHa BBIXOANT U3 CTPOA, TO Apyran ceTeBad kapTa 6epeT ceb6e MAC-aapec Bbileawei U3 cTpos
KapTbl).

o load: pexum Adaptive load balancing. BrtouaeT B ce6a npeablayLuyto NONMTUKY NAKOC OCYLIECTBAAET 6anaHcupoBKy BxoAALLero Tpaduka. He TpebyeT NONOMHUTENLHO HACTPOVKK Ha KOMMYTaTOpe.
BanaHcuposka BxoadLLero Tpaduka gocturaetca nyrem ARP-neperosopos. [ipaiisep nepexsatsisaet ARP-0TBEThI, 0TNPaBNAEMLIE C NOKasbHbIX CETEBBIX KapT Hapyxy, 1 nepenuckiBaeT MAC-aapec
MCTOUHMKA Ha OAMH U3 YHUKamNbHbIX MAC-aApecos CeTeBO KapTkl, yuacTsyioLlel B 0GbeAnHeHUN. Takum 06pasom, pasnuuHbie N1psl UCOMb3yIoT pasniuuHsle MAC-aapeca cepsepa. banaHcupoBKa BXOAALLEro
Tpaduka pacnpesenaeTca nocnenosatesnbHo (round-robin) Mexay nHTeppencamm.

ing: neproanyHoCcTs MIl-MOHUTOPHHIA B MMNNMCEKyHAAX. ONpeAenaeT, Kak yacTo GyAeT NPOBEPATLCA COCTORHUE NIMHMK HA HASIMUME OTKA30B.

down-delay: Bpema (8 MUANUCEKyHAAX) 3aA€PXKM NEPeA OTKIIOUYEHUeM UHTepdeiica, ecnv NpousoLuen c6oi coeanHeHUA. OTa onuma AeiicTBUTENbHA TOMBKO ANA MoHUTOpUHra Ml (miimon). 3HaueH1e napameTpa

bonding ZIOMKHO BbiTb KPATHBIM 3HAYEHWAM miimon.
« up-delay: BpemA 3a4€pXKM B MUIIMCEKYHAAX, NEPeA TEM Kak NOAHATH KaHasn npu 06HapyKeHU ero BOCCTaHOBNEHUA. OTOT napameTp BO3MOXKEH TOMbKO npu MII-MoHUTOpHHre (miimon). 3HaueHue napameTpa A0/KHO
ObITb KpaTHLIM 3HaYEHWAM miimon.
« lacp-rate: uHTepsan, ¢ kotopsiM GyayT nepeaasatbea napTHepom LACPDU-naxeTsl B pexume 802.3ad. BoamoxHble 3HaueHunA:
o slow: 3anpoc napTHepa Ha nepeaadvy LACPDU-naxeTos Kaxable 30 cekyHA.
o fast: sanpoc napTHepa Ha nepeaayy LACPDU-NaKeToB Kaayto CexyHay.
« failo * onp cnocoba MAGC-azpecos Ha 06beanHeHHbIe HHTepdelickl B pexume Active backup npu nepexntoueHun HTepdeicos. BosMOXHbIe 3HaueHHA:

o disabled: yctaHaBnuBaet oanHakoselii MAC-aapec Ha Bcex MHTepdeiicax BO BPeMA NepertoyeHus.

- active: MAC-aapec Ha BoHA-UHTEpdEeNCe OyAeT BCeraa Takum XKe, Kak Ha TeKyLeM akTUBHOM uHTepdeice. MAC-aapeca Ha pe3epBHbIX UHTepdeiicax He namernatotca. MAC-aapec Ha 6oHA-uHTepdeiice
MeHseTCA Bo Bpema 06paboTku oTKasa.

o follow: MAC-aapec Ha 6oHA-uHTepdeiice ByaeT TakM XKe, Kak Ha NepBoM WHTepdeice, AodaBneHHOM B 06beanHeHne. Ha BTopom v nocneaytolem uHtepgeiice ator MAC He ycTaHaBnuBaeTCA, NoKa OHU B
pesepeHOM pexme. MAC-aapec nponucsIBaeTcs BO BpemA 00padoTki 0TKasa, Koraa pe3epBHbIi MHTEPQENAC CTAHOBMTCA aKTUBHBIM, OH MPUHMMAET HoBbIM MAC (TOT, 4To Ha BoHA-UHTEpdEice), a cTapomy
aKTMBHOMY MHTepdeiicy nponucbiBaeTca MAC, KOTOpbIi Gbin Ha TEKyLLEM aKTUBHOM.

- xmit-hash: onpeaeneHne Xalw-NONUTUKK Nepeayn NakeToB Yepes 06 beAMHEHHbIE MHTepdelck B pexime XOR unu IEEE 802.3ad. BoaMoXHbIe 3HaYeHMA:

o 12: ucnonsayet Tonsko MAC-aapeca ans reHepauum xaiwa. Mpu 3Tom anroputMe TpaduK AN KOHKPETHOrO CETEBOro XocTa GyAeT OTNPaBATLCA BCEraa Yepes OAUH U TOT e UHTEPdENC. ANropUTM COBMECTUM
¢ |EEE 802.3ad.

o 12-3: ucnoneayet kak MAC-anpeca, Tak v IP-anpeca ana reHepauuu xaiwa. Anroputm cosmectum ¢ IEEE 802.3ad.

= 13-4: ucnoneaytorca IP-aapeca v NpoToKosel TpaHcnopTHoro yposHa (TCP unu UDP) ana reHepaumu xawa. Anroputm He Bceraa cosmecTum ¢ |[EEE 802.3ad, Tak kak B npesenax oaHoro 1 toro xe TCP- unn
UDP-B3auMo/eiCTBMA MOTYT NepesaBaThCa Kak GpparMeHTUPOBaHHbIE, TaK U HepparMeHTMPOBaHHbIE NakeTkl. Bo (pparMeHTUpoBaHHbIX NakeTax NopT MCTOUHMKA M NOPT Ha3HaueHWs OTCYTCTBYIOT. B pesynbtate
B paMKax O/IHOW CECCHM NaKETkl MOryT 0MTH A0 NOMyYaTensa He B TOM NOPAAKE, TaK Kak OTMPABAIOTCA Yepes PasHble MHTEPhECH!.

« interface: nHtepoeiicsl, KoTopble 6yayT oGbeanHeHs! B 60HA.
Pexwm HasHaueHus IP-aapeca:
« dhcp: nonyyenne auHamuyeckoro IP-anpeca no DHCP.
iface-mode
» manual: 6e3 agpeca.
CTaTMUECKNi PEeXMM YCTaHaBNMBAETCA aBTOMATUYECKH NPU HasHaYeHUH MHTepdeicy IP-aapeca.
Tun cosnasaemoro uHTepdeica:
iface-type « 13 — Layer 3 untepdeic.
» Mmirror — uHTEppEC 3epranupoBaHna Tpaduka.
HasnayeHune uHtepdeiicy IP-aapeca.
ip- Anpec 3anaétca B cneayrouiem suae: [ <ip_z k> ] nunu [ <ip_: k> <ip_: k> ], ecnv HeoBX0AMMO Ha3HauNUTL HecKonbKo IP-aapecos (aapeca nepeuncnatoTcA Yepes Npoben); Macka noAceT!

addresses |[3sanaéTca B AGCATUYHOM BUAE.

BamHo! KsaapartHbie ckoGku 06A3aTenbHO A0MKHBI GbiTb OTAENEHb! NPOBenamm ¢ 06enx CTOPOH.

mac MAC-aapec uHTepdeiica.
mtu YkasaHue pasvep MTU.
mss Ykasanue pasviepa MSS (aoctynHo HauuHas ¢ penuaa MO 7.3.x): 0, unu o1 4 fo BBeAEHHOrO 3HaveHna MTU muHyc 40.

dhcp-relay

HacTpoiika pa6oTel DHCP-penes Ha uHTepgeiice. Heobxoanmo ykasate:

- enabled: BrnioyeHne/oTKNIOUEHMA penen:

o on.

o off.

« utm-address: IP-aapec untepdeiica UserGate, Ha KOTOpbIi A00aBnseTcA GyHKUUA penes.

« server-address: aapeca cepsepos DHCP, kyaa Heo6xoanumo nepecbinats DHCP-3anpoch! KUeHToB.

OGHOBNEHHE CyLLECTBYIOWEro GoHA-UHTEepdeiica:

Admin@nodenamef# set network interface bond <bond-name>

MapameTpel, AOCTYNHbIE ANA 0BHOBNEHMA, aHANOrMYHbI NapamMeTpam co3aaHua BoHA-UHTepdeNc, Kpome interf: , nod ( # 9TUX NapameTpoB HeOCTYMHO).

KomaHaa yaanexus 60HA-uHTEpdEliCa UK ero napameTpos:

Admin@nodename# delete network interface bond <bond-name>

MapameTpbl, A0CTYMHbIE ANA YAANEHUA:

Mapametp

Onucanue




MapameTp Onucanue

ip-addresses 3anaHHbIi IP-aapec.

dhcp-relay server-address|(IP-aapec cepsepa DHCP.

bonding inte

rface UHTepdeickl, 06beaAnHEHHbIE B GOHA.

Y1066l 0TO6pasHTL MHPOPMALMIO 0 BCeX BOHA-UHTEpheRcax:

Admin@nodename# show network interface bond

unu 06 onpeaenéHHoM uHTepdeiice:

Admin@nodename# show network interface bond <bond-name>

Hactpotiika bridge-uHtepderica

Hactpoiika MocTa npoussoanTca Ha yposHe network interface bridge.

Yro6bl A06aBUTL HOBBIN bridge-uHTepdeiic:

Admin@nodename# create network interface bridge

MapameTpsl, KOTOPbIE HEOGXOANMO yKasarTb:

Mapametp OnucaHue
BrloueHue/oTKIIoYeHWe MocTa:
enabled . on.
« off.
interface- o . . M .
name Heo6x0A1MO BBECTH HOMEP, KOTOPLIF GyAeT OTOOPaXKEH B MMeHU MHTepdeiica (Hanpumep 1, Toraa HasBaHWe Co3aaHHOro UHTepdeiica Gyaer bridge1).
description||Onucarue bridge-untepdeiica.
alias /Anvac/ncesaoHUM MHTepdeiica.
d Wma yana knacTepa, Ha KOTOPOM co34aéTCA MOCT.
zone 30Ha, KoTopoM ByaeT npuHaanexaTb MOCT.
HacTpoiika napameTpoB ceTeBoro UHTepgeiica:
« bc_forwarding: ynpasnenue nepeceinkoi naxketos directed broadcast, npuxoaslLmx Ha ykasaHHbI# MHTEpEiC.
« proxy_arp, proxy_arp_vlan: mexanuam Proxy ARP. Mapamvetp proxy_arp — UserGate 6ynet otseuars Ha ARP-3anpocl aipecoB, He OTHOCALLMXCA K ceTn uHTepdeiica; proxy_arp_vlan — UserGate Gynet
oTBevatb Ha ARP-3anpockl aapecoB, OTHOCALYMXCA K CETU MHTepdeiica.
YkasblBatoTCA B creaytollem dopmare:
link-info Admin@nodename# create network interface <iface-type> ... link-info [ key/value ]
roe key — napamertpa. H MOXET COCTOATh U3 CTPOUHBIX BYKB NaTUHCKOro andasunTa (a — z) U 3HaKa NoAYepKUBaHMUA ().
value — 3HaueHue napametpa. I'IapaMeprl MOryT NPUHUMATL TOJBbKO Lienble YAC/IOBbIe 3Ha4YeHUA.
Hanpumep, utoBkl BKKOUMTE CMONb30BaHKe MexaHuama Proxy ARP ucnonb3yiiTe cneaytowue key/value — proxy_arp/1; ansa oTkmtoueHns — proxy_arp/0.
Mone link-info 6yaeT oTo6paxeHo ToNbKo B Cryyae A06aBNeHUA NapamMeTpos.
BamHo! YaneHue 3aaaHHbIX NapaMeTpoB HEAOCTYMHO.
netflow- - o o o .
profile Mpoduns NetFlow Ana oTnpaskyu cTaTUCTUUecKNX AaHHbIX Ha NetFlow konnekTop. MoapoGHee o HacTpoiike npoduneii NetFlow unTaiite B pasaene Hactpoiika npoduneit NetFlow.
,qOI'IOJ'IHMTeJ'II:HbIe napameTpbl MocTa:
« iface-type: pexum paoTbl uHTEpdENCa:
o 12: Layer 2 (cosnaBaemMoMy MOCTY He HY)XHO HasHauaTb IP-aapec u NponuchiBaTh MapLLPyThl U LUNKO3bI ANA €70 KOPPEKTHON paboTsl. B aaHHOM pexime MocT padoTaet Ha yposHe MAC-aapecos, TpaHCMpys
naxkeT U3 0AHOro cermMeHTa B l:lpyI'Ol:i. B atom Cny4ae HeBO3MOXHO UCNOMb3oBaTh Npasuna Mail SeCUTity; KOHTEHTHaA Q)W'IpraL[MH B 3TOM pexume paGOTaeT).
o 13: Layer 3 (MOXHO HasHauuTb IP-aapec u UCronb3oBaTh €ro B NpaBuiax MEXCETEBOrO 3KpaHa, KOHTEHTHOM GUAbTPALMUK U APYrMX NpaBunax, 3T0 CTaHAAPTHbI PEXMUM paBoTel HTEPdEiica).
- interface: uHtepoeiicsl, KoTopbie ByAyT UCMONb3OBaHbI A7 CO3AAHUS MOCTA.
bridging | . X
« stp: BKIOYEHKe/oTKIIOYEHKE cnonb3oBanue STP (Spanning Tree Protocol) AnA 3awuTel T netens:
o on.
o off.
- forward-delay: 3anepx«a nepea nepexsoyeHMeM MoCTa B aKTUBHBIA pexxum (Forwarding), B cnyyae ecnu BritoueH STP (ykasbiBaeTca B CekyHAax).
« Mmax-age: Bpems, No UCTeYeHNn KoToporo STP-coeaAnHeHMe cunTaeTCA NOTEPAHHBIM (YKa3blBaeTCA B CEKYHAAX).
« bypass-pair: napa uHTepgeiicos, kotopas GyneT UCnoNb3oBaHa ANA NOCTpoeHUA Gaiinac mocTa. TpebyeTca noaaepxkka obopyaosanus MAK UserGate.
Pexum HasHauenus IP-aapeca:
« dhcp: nonyyenne auHamuyeckoro IP-aapeca no DHCP.
iface-mode
» manual: 6e3 agpeca.
(CTaTUUecKnit pexuM ycTaHaBnNMBaeTCA aBTOMAaTUYECKMU MPU HasHaueHH nHTepdeiicy IP-aapeca.
HasHaueHue uHtepdeicy IP-aapeca.
Ip- Anpec 3anaétca B cneayrouiem suae: [ <ip_s k> ] wnu [ <ip_add k> <ip_: k> ], ecnv HeoBX0ANMO Ha3HAUNTL HECKONBKO IP-afpecos (aapeca nepedmncnAtoTCA Yepes Npoben); Macka noaceT!
addresses |;ana51ch B nECATUYHOM BHAE.
BamHo! KsaapaTtHble ckoGku 06A3aTeNbHO A0MKHEI GbiTb OTAENEHb! NPOBenamm ¢ 06enx CTOPOH.
mac MAC-aapec uHTepdeiica.
mtu Ykasanue pasviepa MTU.
mss YkazaHue pasdvepa MSS (nocTynHo HaunHas ¢ penuaa M0 7.3.x): 0, unu oT 4 10 BBeAEHHOTO 3HaueHna MTU muHyc 40.
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MNapameTp

Onucanve

dhcp-relay

Hacrpoiika pa6otsl DHCP-penes Ha nHTepgeiice. Heobxoanmo ykasars:
« enabled: BrioueHne/oTKNIOUEHMA penen:
o on.

o off.

o utl : IP-aapec nHTepdeiica UserGate, Ha KOTopbii Ao6aBnaeTcs GyHKUWA penen.

« server-address: anpeca cepsepos DHCP, kyaa Heo6xoaumo nepecbinats DHCP-3anpock! KMEeHTOB.

O6HoBneHue cylecTeytowero bridge-uHTepdeiica:

Admin@nodename# set network interface bridge <bridge-name>

MapameTpbl, AOCTYMHbIE ANA 0OHOBNEHMA, aHANOrMUHbLI NapameTpam Co3AaHuA MoCTa, Kpome inter , nodi ( 7 3TMX NapaMeTPOB HEAOCTYNHO).

Komanna yaanenus bridge-uHtepdeiica unum ero napameTpos:

Admin@nodename# delete network interface bridge <bridge-name>

MapameTpsbl, AOCTYNHbIE ANA yAaneHua:

MapawmeTp Onucanue

ip-addresses BanaHHbli IP-aapec.

dhcp-relay server-address||IP-anpec cepsepa DHCP.

Y106kl 0TOGPA3NTE MHPOPMALUIO O Beex bridge-uHTepdeiicax:

Admin@nodename# show network interface bridge

“nu 06 onpeaenéHHoM uHTepdeice:

Admin@nodename# show network interface bridge <bridge-name>

Hactpoiika loopback-uHtepdenca

Cosnanue n HacTpoiika loopback-uHTepgeiica npoussoantca Ha yposHe network interface loopback.

[na cosnanua HTepdenca UCnonb3ayeTca koMmaHaa:

Admin@nodename# create network interface loopback

[Jlanee Heo6x0AMMO yKasaTk napameTpel:

Mapametp Onucanue
BrtoueHne/oTkOYEHUE MHTEpdeiica:
enabled - on.
« off.
interface- |- :nanve unre) deiica
name P }
OnucaHue ceTeBOro MHTepdeiica.
alias Anuac/nceBAOHUM UHTEpdeitca.
HasnaueHue uHtepdeiicy IP-aapeca.
ip- N . N
a% dresses Anpec 3aznaétca B cneaytoliem Buae: [ <ip_address/masks ], macka noacetv 3anaétca B A€CATUHHOM BUAE.
BaxHo! KBaapartHble ckoGKi 06A3aTenbHO A0MKHBI BbiTh OTAENEHb! MpoGenamu ¢ 06emx CTOPOH.
Pexwm HasHaueHua IP-aapeca:
« dhcp: nonyyenue anHamuyeckoro IP-aapeca no DHCP.
iface-mode
- manual: 6e3 agpeca.
ICTaTUUECKUI PeXUM yCTaHaBNWUBAETCA aBTOMATUYECKU NPU HasHayeHun nHtepdeicy IP-aapeca.
lldp-profile |Mpodunb AnA oTnpaBku AaHHbIX No npoTokony Link Layer Discovery Protocol (LLDP). MoapoGHee o HacTpoiike npoduneit uutaiTe B pasaene Hactpoitka npoduneit LLDP.
zone 30Ha, KoTopoK ByaeT npuHaanexars UHTepdeic.
HacTpoika napameTpoB nHTEpdeica:
« bc_forwarding: ynpasnenue nepeceinkoi naxketos directed broadcast, npuxoaslLmx Ha ykasaHHbI# MHTEpGEiiC.
« proxy_arp, proxy_arp_vlan: mexanuam Proxy ARP. Mapamvetp proxy_arp — UserGate 6ynet otseuars Ha ARP-3anpocsl aipecos, He OTHOCALLMXCA K ceTu uHTepdeiica; proxy_arp_vlan — UserGate Gynet
oTBeyaTb Ha ARP-3anpockl aapecos, OTHOCALLMXCA K CeTH uHTepdeiica.
YkasblBatoTcA B creayrollem dopmare:
link-info Admin@nodename# create network interface <iface-type> ... link-info [ key/value ]
roe key — napameTtpa. H: MOXET COCTOATh U3 CTPOUHBIX BYKB NaTUHCKOro andasuTa (a — z) U 3HaKa noaYepkuBanus ().
value — 3HaueHue napametpa. I'IapaMeprl MOryT NPUHUMATL TOJTBbKO Lienble YAC/IOBbIE 3Ha4YeHUA.
Hanpumep, 4ToBbl BKIKOYKTL MCMIONb30BaHNe MexaHuama Proxy ARP ucnonbayiiTe cneaytowyme key/value — proxy_arp/1; ans oTkntoueHua — proxy_arp/0.
Mone link-info 6yaeT oTo6paxeHo TonbKo B cryyae A06aBNeHUA NapamMeTpos.
BamHo! YnaneHue 3anaHHbIX NapaMeTpoB HEAOCTYMHO.
netflow- - o o o .
profile Mpogune NetFlow ana oTnpasku cTaTMCTUUYECKUX AaHHBIX HA NetFlow konnextop. Moapo6Hee o HacTpoitke npoduneit NetFlow uuTaiite B pasaene Hactpoiika npodunei NetFlow.
d Y3en knactepa, Ha KOTopom ByAeT cosaaH MHTepdeic.
mac MAC-aapec uHTepdeiica.
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MNapameTp Onucanue
mtu YkasaHue pasvepa MTU.
mss Ykasanue pasvepa MSS (aoctynHo HauuHas ¢ penusa MO 7.3.x): 0, unu oT 4 0 BBeAEHHOrO 3HaveHna MTU muHyc 40.
Hacrpoiika pa6otsl DHCP-penes Ha nHTepgeiice. Heobxoanmo ykasars:
« enabled: BrloueHne/oTKNIOUEHMA penen:
o on.
dhcp-relay
- off.
. ut : IP-anpec untepdeiica UserGate, Ha KoTOpbiit Ao6aBnfaeTcs GyHKUNA penes (np <ip | none>).
« server-address: anpeca cepsepos DHCP, kyaa Heo6xoanmo nepecsinars DHCP-3anpocs! KMeHToB.

PepakTupoBaHue cyljecTayioLero uHtepdeiica:

Admin@nodename# set network interface loopback <interface-name>

# 3TMX NapamMeTpoB HeAOCTYMHO).

MapameTpel, AOCTYNHbIE ANA 0OHOBNEHMA, aHANOrMyYHbLI NapameTpam cosaaHua loopback-uHtepdeica, kpome nod , interface (i

Komanna yaanenus loopback-untepdeiica unu ero napameTpos:
Admin@nodename# delete network interface loopback <interface-name>

MapameTpsbl, AOCTYMHbIE ANA yAaneHua:

Mapametp Onucanne

3apanHbii IP-agpec.

dhcp-relay ||IP-aapec cepsepa DHCP.

Y106kl 0TOGPa3NTL MHPOPMaLUIo 0 Beex loopback-uHTepdeicax:
Admin@nodename# show network interface loopback
unu 06 onpeaenéHHoM uHTepdeiice:

Admin@nodename# show network interface loopback <interface-name>




LLinto3bl

Product: WAF
Version: 7.x

[anHbiii pasaen HaxoauTca Ha yposHe network gateway.
[ina no6aBneHnA HOBOrO LLNKO3a MCMONb3YETCA KOMaHAa:
Admin@nodename# create network gateway

JlocTynHble napameTpbi:

MNapameTp Onwucanue

BrntoueHne/oTkoueHe Wwniosa:

enabled « on.
« off.
name HassaHue wniosa.

description ||OnucaHue wniosa.

interface MHTepdeiic, CnonbayroWnica AnA Beixoaa B UHTepHeT.

virtual-router|[BsiGop BUPTYanbHOro MapLUpyTH3aTopa, AnA KOTOPOro HaCTPaMBaeTCA LS.

ip IP-anpec wioza.

node-name ||BuiGop y3na knactepa, AnA KOTOPOro HacTpauBaeTCA LWko3.

weight Bec Lwnio3a (Yem Gonblue Bec, Tem Gonbluas AoNA Tpapuka MAET Yepes LUMioa).

Pexum 6anaHcupoBKY - BECb TPaQUK B MHTEPHET GyAeT pacnpeaeneH Mexay LUnto3ami B COOTBETCTBUM C yKa3aHHLIMM BEcamu:
balancing . on.

« off.

Mcnonb3oBaH1e AaHHOTO LNK3a B KAYECTBE LMK3a N0 YMOMYaHHUIO:
default « on.

« off.

O6HoBrEHWe NapaMeTpoB LWo3a:

Admin@nodenamet# set network gateway <gateway-name>

Cnucok napameTpoB, AOCTYMNHbIX ANA U3MEHEHUA, aHaslorM4yeH CrucKy, A0CTYMHOMY NPU CO3AaHUK LWNto3a.
Komaraa ans yaanenua wniosa:

Admin@nodename# delete network gateway <gateway-name>

Y106b1 0TO6PaA3MTE MHPOPMALMIO O BCEX LLITHO3AX:

Admin@nodename# show network gateway

“nu 06 onpenenéHHoM Lnkose:

Admin@nodename# show network gateway <gateway-name>



HacTpoika BUPTyanbHbIX MapLIpyTU3aTOPOB

Product: WAF
Version: 7.x
Technology: Routing

B nanHoM pasaene onucaHa HacTpoiKa MapLUpyTM3aLmum ¢ MCMonb3oBaHUeM MHTepdenca KOMaHAHOW CTPOKK (HacTPOiKa paccMOTpeHa B COOTBETCTBYHOLLMX padaenax). HacTpoiika npoussoanTca Ha ypoeHe network virtual-router.
[anee npescTasneHbl KOMaHAbI, MCNIOMb3YIOLIMECA AN 06LLEeH HACTPOVKM BUPTYarbHbIX MapLLIPYTU3aTOPOB.

Komanaa ana no6asneHns HOBOrO BUPTYasnbHOMO MapLIpyTU3aTopa:

Admin@nodename# create network virtual-router <parameters>

[lanee yKasblBatoTca napameTpbi:

Mapametp Onucanue

name 'YHUKanbHOE UMA BUPTYarnbHOro MapLupyTHUsaTopa.

description||Onucanue BUpTYyanLHOro mapLupyTusatopa

d BuiGop ysna UserGate, Ha koTopom ByzieT co3iaH BUPTyasbHbIi MapLUpyTU3aTop (NP1 Hanuuum Knactepa).

MHTepdeiickl, KOTOpbIe ByAyT UCMONL30BAHLI B JAHHOM BMPTyaslbHOM MapLupyTusatope. MHTepdeicel, 106aBneHHbIe B ApyrMe BUPTyarbHbIe MapLUIPYTU3aTOPL!, A06aBNeHs! GbiTb HE MOTYT; I0GOM M3 HTEPHEHCOB MOXET

interf: o -
terfaces npuHaAnexaTs TOMLKO 0AHOMY BUPTYanbHOMY MapLLPYTM3aTOpy. B BUPTyanbHbIi MapLIpyTU3aTOp paspeLuaeTca A06aBNATL MHTEP(ENCH BCEX TUMOB — (U3UUYECKUE, BUPTYanbHBIE, GOHAUHT, U Apyr1e.

KomaHnaa ans OToﬁpa)KeHMﬂ MH¢0pMaLlMl4 0 BMpPTyasibHOM MapLupyTusaTope:
Admin@nodename# show network virtual-router <virtual-router-name>
Mpumep cospanmna BUPTYasbHOro MapLIpyTHU3aTopa:

Admin@nodename# create network virtual-router name test_router description "Test virtual router" interfaces [ port2 |
Admin@nodename# show network virtual-router test_router

name < test_router
description : Test virtual router
node-name :node_1
interfaces : port2

Komanna AnA peaakTMposaHuA napamMeTpoB BUPTYanbHOMO MapLLpyTisaTopa:
Admin@nodename# set network virtual-router <virtual-router-name>
I'IapaMeprl, AOCTynHbIe ANA OGHOEHEHHFL aHanornyHbl NnapamMeTpam KoMaHAabl create, Kpome:
« nName.
« node-name.
Mpumep penaxkTUpoBaHMA NapamMeTpos BUPTYasbHOMO MapLLpyTM3aTopa:

Admin@nodename# set network virtual-router test_router interfaces [ port3 ]
Admin@nodename# show network virtual-router test_router

name < test_router
description : Test virtual router
node-name :node_1
interfaces : port2; port3

YT06b! yNanuTh BUPTYarbHbIA MapLLIpyTU3aTOp MCNONb3yeTcA KoMaHaa:

Admin@nodename# delete network virtual-router <virtual-router-name>

HacTpo¥ika cTaTU4ecKMX MaplupyToB
,Ell'lﬂ ﬂOﬁaBl‘leHMﬂ HOBOro CTaTM4eCcKoro mapLupyTa Ucnonb3yeTca KomaHaa:
Admin@nodename# set network virtual-router <virtual-router-name> routes new

[lanee yKasblBatoTCA napameTpsi:

MNapameTp Onucanue

BrntoueHne/oTKIIoHeHWe UCMOoNb30oBaHMA CTaTMHECKOro MaplLupyTa:

enabled . on.
« off.
name Mma maplipyTa.

description |[Onucanne mappyTa.

'Tun mapLupyTa:

« unicast — cTaHAapTHLIA TMN MapLpyTa. MepeckinaeT TpaduK, anpecoBaHHbI Ha aapeca HasHaueHuA, Yepes 3aAaHHbIN LUNo3.
type « unreachable — Tpaduk oTBpacsiBaetca. UcTounnky oTnpasnsaetca ICMP coobuyeHue host unreachable (type 3 code 1).
« prohibit — Tpacduk oT6packiBaetca. Mctouruky otnpasnserca ICMP coo6ienue host unreachable (type 3 code 13).

« blackhole — Tpadpuk oT6packiBaeTcA (TepAeTcA), He CooBLLan MCTOUHMKY O TOM, YTO AaHHbIe He JOCTUIMYK aapecara.

ip||IP-aapec noaceTH HasHaueHus; ykasbiBaeTca B popmare <ip/mask>.

gateway IP-aapec wnio3a, Yepes KOTOpbIi GyAeT AOCTYNHA yKasaHHaA NoAceTb; aToT IP-aapec AomkeH GbiTb AOCTyneH ¢ cepeepa UserGate.
interface WHTepdeiic, uepes KoTopblit ByaeT Ao6aBneH MapLUpyT.
metric MeTpuka MapLupyTa. Ecnu MapLupyTOB B 1aHHYIO CETb HECKOMBKO: YeM MEeHbLLE METPHUKA, TeM NPUOPUTETHEH MapLUpyT

MpnMep A0BaBNEHHA CTATUYECKOrO MapLLPyTa:

Admin@nodename# set network virtual-router test_router routes new name "Test static route” description "Test static route description” destination-ip 192.168.200.0/24 gateway 192.168.100.100 interface port3 type unicast metric 1 enabled on
Admin@nodename#
Admin@nodename# show network virtual-router test_router

name < test_router
description : Test virtual router



node-name :node_1

interfaces : port2; port3
routes :
Test static route

name : Test static route
enabled zon
description : Test static route description
destination-ip  : 192.168.200.0/24
gateway :192.168.100.100
interface : port3
metric 1

Y106l U3MEHNUTL napameTpbl CO3AaHHOro paHee CTaTtu4eckoro mMapLupyTa, MCHDHbByﬂTe KomaHay:
Admin@nodename# set network virtual-router <virtual-router-name> routes <static-route-name>
I'IapaMeprl, AOCTYNHble ANA U3MEHEHWUA, NpeACTaBeHbl B TaéﬂML{e BblWwe.

Mpumep penaxkTMpoBaHMA CTATUYECKOro MapLUpyTa:

Admin@nodename# set network virtual-router test_router routes "Test static route" metric 10
Admin@nodename# show network virtual-router test_router

name < test_router

description : Test virtual router

node-name :node_1

interfaces : port2; port3

routes :

Test static route

name : Test static route
enabled :on
description : Test static route description
destination-ip  : 192.168.200.0/24
gateway :192.168.100.100
interface : port3
metric :10

McnonbayiiTe cneaytoLlyio KOMaHay AnA yAaneHna CTaTUUecKoro MapipyTa:
Admin@nodename# delete network virtual-router <virtual-router-name> routes <static-route-name>
Mpumep yaaneHus cTaTMyeckoro MapLupyTa:

Admin@nodename# delete network virtual-router test_router routes "Test static route"
Admin@nodename# show network virtual-router test_router

name : test_router
description : Test virtual router
node-name :node_1
interfaces : port2; port3

routes Hil

[InA 0TOBPaXKEHHA CTATUYECKUX MaPLLPYTOB:

Admin@nodename# show network virtual-router <virtual-router-name> routes



HacTpoiku pasgena MonuTuku cetu



HacTpoiika npasun mexceTeBoro aKpaHa

Product: WAF

Version: 7.x

Technology: Firewall

HacTpoiika MexceTeBoro akpaHa npoucxoauT Ha yposHe network-policy firewall. MoapoBHee o cTpykType KomaHA unTaiTe B pasaene UserGate Policy Language.

Admin@nodename# create network-policy firewall

MapameTpbl NPaBMN MEXCETEBOrO 3KpaHa:

Mapametp

OnucaHue

PASS
DENY

ﬂeﬁCTBMe npasuna MexceTeBoro aKkpaHa:
« PASS — paspelmTtb Tpaduk.

« DENY — 3anpeTutb TpaduK.

BrntoyeHne/oTkIOuEHMe npasuna:

. yes) unn ue).

. unn

name

HasBaHme npasusa MeXCETEBOro SKpaHa.

Hanpumep: name(""Rule example”).

desc

Onucanve npasuna.

Hanpumep: desc("Firewall rule example configured in CLI"

reject_with

HacTpoiika A0CTyNHa ANA NpaBun ¢ AeACTBUEM 3anpeTuThb:

reject_with(no).

reject_with(""host_unreach") — noceinats ICMP host unreachable — 6nokuposka Tpaduka ¢ otnpaskoi ICMP-coobLyeHus.

reject_with("'tcp_rst") — nocsinatb TCP reset: 6noknposka Tpaduka ¢ oTnpaskoi coobLyeHns o paspeise TCP-coeanHeHuns.

BaxmHo! Mpw BriGope aeiicteun Mocbinate TCP reset He06X0AMMO yKasaHWe cepeuca, ucnonbaytolero npotokon TCP (noapo6Hee o A06aBNEHUN U HACTPOMKE CEPBMCOB YUTalTE B pasaene oB).

reject_with("tcp_reset-both™) — nocbinate TCP reset B 06e cTOPOHLI — GOKMPOBKa TpadHKa C 0TNPaBKOA CooBLieHNs 0 paspbise TCP-coeaMHEHNS KIUEHTY U CepBepy.

rule_log

3anuce B xypHan MHpopMaLuu 0 Tpaduke Npu cpadaTbisaHnm npasuna. BoamoxHb! BapuaHThI:

rule_log(no) unu rule_log(false) — oTkntoumnTs XypHanuposaxue. Ecnu npu cosnannm npasuna rule_log He ykasaHo, GpyHKLWA XypHANMpOBaHWA OTKTOYEHa.

rule_log(yes) unu rule_log(true) — xypHanupoBaTh BCe CeTeBble NaKkeTkl 6€3 yCTaHOBKN NMUMUTOB. [Nf YCTAHOBKM TUMMTOB HEOOXOAUMO YKa3aTh YMCHO COObITHIA, 3aNMCLIBAEMBIX B XyPHan 3a eAUHULY BPEMEHH (S
— CeKyHAa; min — MuHyTa; h — yac; d — AeHb, HeMb3A YCTAHOBUTL SIMMUT KyPHANMPOBAHMA MeHee 5-Ti NakeToB B AIeHb) U MaKCUMasIbHOE KOSIMYECTBO NaKeToB, XyPHanMpyeMsIx Ha coBeiTue. Hanpumep,
rule_log(yes, "3/h", 5) — BK/llOUEHWE XyPHANUPOBAHMA C YCTAHOBKOW JIMMMTOB: B XypHan 3anucbiBaeTcaA 3 COOLITUA B Uac; MakCUMarnbHOE KONMUECTBO NaKeToB, XyPHANMPyeMbIx Ha COBLITHE paBHO 5.

rule_log(session) — xypHanupoBaTb Ha4ano ceccuu.

YKazaHu1e NakeToB, K KOTOPLIM NPUMEHAETCA NPaBUIO MEXCETEBOrO 3KpaHa:

. yes) nnu true) — npUMeHNTL NPaBUNO K TONLKO (PParMEeHTMPOBaHHbLIM NakeTam.

. no) unm fr — MPUMEHWTb NPABMIIO K TONBKO HEPArMEHTUPOBAHHbLIM NaKeTam.
« fragmented(all) — npumeHnTL NPaBUO KO BCEM NakeTam.

Ecnv He ykasats fragmented npy cosaaxumM npasuna, To NPaBUII0 MEXCETEBOrO SKpaHa MPUMEHAETCA KO BCEM naKkeTam.

src.zone

BoHa UCTOUHMKA TpadHKa.
[InA yKasaHMA 30HbI UCTOUHMKA, Hanpumep, Trusted: src.zone = Trusted.

MoapoBHee 0 HACTPOMKE 30H C UCMOMb30BAHUEM UHTEPdEIICA KOMAHAHON CTPOKK YMTalTe B pasaene 30HbI.

src.ip

\Ho6aBneHue cnuckos IP-aapecos Unu JOMEHOB UCTOUHMKA.

[[lnA ykasaHuA cnucka IP-aapecos: src.ip = lib.network() ; B ckobkax Heo6X0AMMO ykasaTb HasBaHWe cnucka. Moapo6Hee 0 CO3AaHUM U HACcTPOVIKe CrMCKOB IP-aapecos ¢ ucnonb3osaHuem CLI uuTaiiTe B pasaene Hactpoiikd
|P-agpecos.

[INA yKasaHMA CnucKa IOMEHOB UCTOYHMKA: SFC.ip = lib.url(); B ckoBkax HeoOxoanmo ykasaTb HassaHue URL, B koTopblit 6binn J06aBneHbl HeoOxoAuMbie oMeHsl. Moapo6Hee o cosaaHum 1 HacTpoiike cnckos URL ¢
MCnonb30BaHUeM WHTepdenca KOMaHAHOM CTPOKX YuTaiTe B pasaene Hactpoiika cnuckos URL.

src.geoip

YkazaHue GeolP ucTouHMKa; HeOBXOAMMO yKasaTh KoA CTpaHbl (Hanpumep, src.geoip = RU).
Kozbl HasBaHuit CTpaH A0CTYNHbI Mo cobinike 1ISO 3166-1.

BaxHo! CylecTByeT orpaHuieHue Ha konuuecTo GeolP, koTopoe MoxeT GbiTh yKasaHo: He Gonee 15.

dst.zone

30Ha HasHaueHuA TpaduKa.
[AnA ykasaHMA 30HbI UCTOUHMKA, Hanpumep, Untrusted: dst.zone = Untrusted.

MoapoBHee 0 HaCTPOMKE 30H C UCMOMNb30BAHUEM UHTEPdETICA KOMAHAHOW CTPOKK YMTalTE B pasaene 30HbI.

dst.ip

[lobasnenue cnuckos IP-aapecos MM AOMEHOB Ha3HAYEHUA.

[[InA ykasaHuA cnucka IP-aapecos: dst.ip = lib.network() ; B ckobkax Heo6X0AMMO ykasaTb HasBaHue criucka. MoapoGHee 0 CO3AaHUM U HAcTpOViKe CrMcKkoB IP-aapecos ¢ ucnonb3osaHuem CLI uuTaiite B pasaene Hactpoiikd
IP-aapecos.

[lnA ykasaHuA cnucka AOMeHoB HaHauerus: dst.ip = lib.url(); B ckoBkax Heobxoanmo ykasaTb HassaHue URL-cnicka, B KOTOpbIN Bbinn AobaBneHs Heo6xoammble AoMeHbI. [oapoBHee 0 co3aaHUM 1 HACTPOMKE CIUCKOB
URL ¢ ucnonb3osaHueM nHTepdenca KoMaHaHOM CTPOKK unTaiiTe B pasaene Hacrpoiika cnuckos URL.

dst.geoip

YkasaHne GeolP HasHaueHus; He0BX0ANMO yKasaTh KoA CTpaHbl (Hanpumep, dst.geoip = RU).
Kozbl HasBaHuit CTpaH A0CTYNHbI Mo cobinike 1ISO 3166-1.

BamHo! CylecTsyeT orpaHuueHue Ha konuuecTso GeolP, koTopoe MoxeT GbiTb yKasaHo: He Gonee 15.

time

HacTpoiika pacnucannsa paboTsl npasuna.

[[lnA ycTaHoBkM pacnucanua: time = lib.time() ; B ckobkax Heo6XoAMMO yKasaTb HasBaHWe rpynnel kanenaapei. MoapobHee o HACTPOVIKe KaneHaapei YuTaiTe B pasaene HacTpoika kanexnaapen.

Mpumep cosaanna NpaBuna MeXceTeBoro akpaHa ¢ ucnonbsosaHmem UPL:

Admin@nodename# create network-policy firewall 1 upl-rule PASS \
...src.zone = Trusted \
...dst.zone = Untrusted \
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...service = HTTP \
...rule_log(session) \
...name("Test firewall rule”) \
...enabled(true)

Admin@nodename# show network-policy firewall 1

PASS\
src.zone = Trusted \
dst.zone = Untrusted \
service = HTTP\
rule_log(session) \
enabled(true) \
id("1505d309-621b-4{88-a2e4-98667c477535") \
name("Test firewall rule")



Hactpoitka 6anaHcUpOBKM Harpysku

Product: WAF
Version: 7.x
Technology: Firewall

HacTpoiika npasun 6anaHcHpOBKY Harpyskn NPOMCXOAMT Ha ypoBHe network-policy load
[na otobpaxeHns MHdOpMaLMM 0 Beex 6anaHcMpOBLUMKAX MCTIONL3YEeTCA KOMaHaa:

Admin@nodename# show network-policy load-balancing

HacTtpoiika 6anaHcupoBLy1Ka reverse-npoKcu

C UCMONb:

v A3bIka onucaHua nonutuk UPL. Moapo6Hee o cTpyKType koMaHA untaiTe B pasaene UserGate Policy Language .

Hacrpoiika npasusn 6anaHcupoBKy reverse-npoKcH NPOU3BOANTCA HA YPOBHE policy |
JnA cosaanua npasvna GaJ'IaHCMpOEKM reverse-npoKcu:
Admin@nodename# create network-policy load-balancing reverse-proxy <position> upl-rule

MapameTpbl NpaBun GanaHCMPOBKKM HarpysKu reverse-proxy:

MapameTp!

Onucanune

PASS
\leicTBure ans cosaanna npasuna ¢ nomotysio UPL.
OK

BrrtoueHne/oTKIIoUeH1e NpaBuna:

. yes) unu true).

. unu false).

HassaHue npasuna 6anaHcMpoBKy.
name
Hanpumep: name("RP balancer").

Onucanve npasuna.
desc
Hanpumep: desc("Test reverse-proxy balancing rule").

profile inoKe.

Hanpumep, profile("Reverse proxy server1”, "Reverse proxy server2").

YkazaHue npoduneil CepBepoB reverse-proxy, Ha KoTopble OyAeT pacnpeAenaTbca Harpyska. Moapo6Hee 0 CO3AAHNM U HACTPOVIKE CEPBEPOB reverse-proxy ¢ ucnonbaosaHnem CLI B pasnene Hactpoiika cepBepoB reverse-

Komanaa Ana peaakTupoBaHuA napameTpos Npasuna 6anaHCUPOBKM reVerse-MpoKcu:

Admin@nodename# set network-policy load-balancing reverse-proxy <position> upl-rule

MapameTpbl, AOCTYMHLIE ANA 0OHOBNEHWA, aHANOTUUHbI NapameTpam, JOCTYNHLIM NPY CO3aHNM Npasuna 6anaHCMPOBKM CEPBEPOB reverse-MpoKCH.

KomaHab! AnA 0ToBpaxeHna HHPOPMALUM O BCEX NpaBuUnax 6anaHcpOBKH reverse-proxy:
Admin@nodename# show network-policy load-balancing reverse-proxy

[na oToBpaxeHus MHdopMaLmMm 06 onpeaenéHHoOM npasune GanaHCMPOBKM reverse-proxy:
Admin@nodename# show network-policy load-balancing reverse-proxy <position>

Mpumep coznanua npasuna 6anaHcMpoBLLMKA HArPY3KK reverse-proxy ¢ ucrnonsaosaHmem UPL:
Admin@nodename# create network-policy load-balancing reverse-proxy 1 upl-rule OK\
...profile("Reverse proxy server1", "Reverse proxy server2") \

...desc("Test reverse proxy balancing rule") \

...name(test_reversep1) \
...enabled(true)

Admin@nodename# show network-policy load-balancing reverse-proxy

profile("Reverse proxy server1", "Reverse proxy server2") \
desc("Test reverse proxy balancing rule”) \

enabled(true) \
id("1ed892bb-26ee-4ab1-8a55-2f412ce8b55a") \
name(test_reversep1)

[nA ynanexus cylecTaytolero npasuna 6anaHcpoBKY Harpy3Kku reverse-proxy UCnonbayeTcA cneaytolan KoMaHaa:

Admin@nodename# delete network-policy load-balancing reverse-proxy <position>
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HacTpoiiku rno6ansHoro noprana



HacTpoiika cepBepoB reverse-npoKcu

Product: WAF
Version: 7.x

Hacrpovika cepeepos reverse-npokcu npoussoanTca Ha yposHe global-portal reverse-proxy-servers.
[inA cosaaHusa cepeepa reverse-NpoKCH UCMONb3yeTcA criedylolan KomaHaa:
Admin@nodename# create global-portal reverse-proxy-servers <parameter>

JlocTynHo yrasaHue crieayiolux napameTpos:

MNapametp Onucanue

name HassaHue cepsepa reverse-npoxcy.

description||Onu1canne cepeepa reverse-npoKcu.

address /Anpec Wnn NOMEeH cepBepa reverse-npoKcH.

port 'TCP-nopT cepsepa reverse-npoKcy.

Wcnonb3osarue npotokona HTTPS ao ny6nukyemoro cepeepa:
https s ON: UCMONMbL30BaTh.

« off: He ucnonbsoBatk.

Mcnonb3osaHne opuriHansHoro IP-aapeca MCTOUHMKA B NakeTax, nepeckinaemsix Ha ny6nukyembii cepaep:

« ON:0CTaBMTbL OpUrMHanbHbIi IP-aapec McTouHMKa.
keep-
source-ip « off: 3amennTs IP-aapec uctounuka Ha IP-aapec UserGate.

BaHo!ECnu B nakeTax COXpaHAETCA OPUTrMHaNbHbIN IP-aapec MCTOUHMKA, ANA KOPPEKTHOM PadoTbl HEOBGXOAUMO HACTPOUTL MapPLLPYTM3ALMIO TakiMM 06pasoM, 4TOBL! BeB-cepBep OTBEYA Yepes TOT e CEeTeBOM MHTEPdENC
UserGate WAF, ¢ KOTOPOro NpuxoAAT 3anpockl KMEHTOB. [lnA aToro Ha Be6-cepeepe B KaYecTae LW03a No YMONUYaHHio MOXHO ykasaTb UserGate WAF i MOXHO HaCTpOUTL CTaTUueckue MapLupyTsl Yepes UserGate WAF
AnA «6enbix» IP-apecos UCTOYHMKOB.

KomaHaa ana peaakTMposaHua napamMeTpoB Cepeepa reverse-npoKeu:

Admin@nodename# set global-portal reverse-proxy-servers <server-name> <parameter>

I'IapaMeprl, KOTOpble MoryT BbITb DéHOBI‘IeHbI, aHanorMyHel C napameTpamy KomMaHAabl Ana uoéaenewﬂ HOBOro cepBeepa.
CTpyKTypa KOMaHAb! ANA 0TOGPaXEHUA MHDOPMAaLIMK O CepBepe reverse-NpoKeH:

Admin@nodename# show global-portal reverse-proxy-servers <server-name>

CTpyKTypa KOMaHAbl AnA yAaneHus cepeepa:

Admin@nodename# delete global-portal reverse-proxy-servers <server-name>



HacTpoiika npaBun reverse-npokcu

Product: WAF
Version: 7.x

Mpasuna reverse-nNpoKcH B MHTEPEACE KOMAHAHOM CTPOKX HACTPaUBAIOTCA Ha ypoBsHe global-portal reverse-proxy-rules . Moapo6Hee o CTpyKType KomaHa — B pasaene UserGate Policy Language .

CTpyKTypa KOMaHAbl ANA CO3AaHNA NpaBuNa reverse-npoKcu:

Admin@nodename# create global-portal reverse-proxy-rules <position> upl-rule <parameters>

MapameTpbl HACTPONKN

npasun reverse-NpoKCK:

Napametp Onucanue
OK [leictBue ana cosnaxna npasuna ¢ nomolysto UPL
BKO4EHKE/OTKIOYEHUE NpaBuna;
enabled « enabled(yes) unu enabled(true) — BrntoueHue;
« enabled(no) unu enabled(false) — otknouenne
HasBaHue npasuna reverse-npokcu.
name
Hanpumep, name("Reverse proxy rule example”)
Onucanve npasuna.
desc
Hanpumep, desc("Reverse proxy rule example set via CLI")
Cepaep reverse-npokcu, kyaa WAF 6yaeT nepecsinars 3anpoch!.
profile
\ns ykasanua cepsepa: profile("Reverse proxy server example”)
MopT, Ha koTopom WAF ByaeT crywaTb BXOAALLME 3anpochl.
url.port
Hanpuwmep, url.port = 80
Monnepxxa HTTPS:
is_https « is_https(yes) unu is_https(true) — ucnonssosars HTTPS;
« is_https(no) unu is_https(false) — He ucnonesosars HTTPS.
Mpodunb SSL; ykasbiBaeTcs npu ucrionsaosaqn HTTPS: ssl_profile("Default SSL profile”).
ssl_profile
MoapobHee o pabote ¢ npopunsamu SSL uepes CLI — B pasaene « Hactpoiika npoduneir SSL»
CepTuduKart, ucnonbayemsli Ana noaaepxxn HTTPS-coeanHerus.
certificate

YkasbiBaeTcs npu ucnonb3osanun HTTPS: certificate("Certificate example”)

cert_auth_enabled

AyTeHTUdUKaLMA NO cepTUdUKaTy:
« cert_auth_enabled(yes) unu cert_auth_enabled(true) — BritounTs aBTOpU3aLMto No cepTUdUKaTY;

« cert_auth_enabled(no) unu cert_auth_enabled(false) — otkniounts aBTOpU3aLMIO NO CepTUdUKATY

src.zone

30Ha UCTOYHMKA TpadHKa.
[[lnA ykasaHuA 30HbI UCTOYHKKA, Hanpumep Untrusted: src.zone = Untrusted.

MoapoBHee 0 HACTPOWMKE 30H C UCMOMb30BAHUEM UHTEPdENCA KOMaHAHON CTPOKM — B pasaene « 30Hbl»

src.ip

[lo6aBneHue cnuckos IP-afpecoB Unu JOMEHOB UCTOYHMKA.

[ns ykasaHua cnucka IP-aapecos: src.ip = lib.network(); B ckobkax HeobxoanMo ykasaTb HaseaHue cnicka. Moapo6Hee 0 co3aaHnm U HacTpoike cnckos IP-aapecos ¢ ucnonb3osaHuem CLI — B pasaene
«Hactpolixa |P-anpecos ».

InA yKasaHuA cnucka OMEeHOB UcTouHMKa: SIC.ip = lib.url(); B ckobkax Heo6xoanmo ykasaTk HassaHue URL, B KOTOpbIi 6binu A06aBNeHbl HEOOX0AMMbIE AOMEHbI. [10APOBHEE O CO3AaHUN U HACTPOIKE CIUCKOB
URL ¢ ucnonb3osaHunem nHTepdeiica kKomaHaHo# CTPOkn — B pasaene «Hactpoiika cnuckos URL »

src.geoip

YkasaHue GeolP McTouHMKa; HEOOXOAMMO yKa3aTh KOA CTpaHkl (Hanpumep, src.geoip = RU).
Koabl HasBaHuii CTpaH AOCTYNHbI NO cebinke: 1SO 3166-1.

BamHo! CylecTByeT orpaHuueHue Ha konuuecTso GeolP, koTopoe MoxeT GbiTh yKasaHo: He Gonee 15

user

Monb3oBatenu u rpynnbl I'IOJ'II:SOEaTeﬂel:i, ANA KOTOPbIX NPUMEHAETCA NPaBKNO reverse-npoKCu. ﬂOGaEI‘IeHME nonb3oBarenei AOCTYNHO TOMBKO NPU UCNO/b30BaHWK aBTopu3alyuu no CepTMQ)MKaTy.

na nobasnenna LDAP rpynn v nonb3osateneit HEOOX0AMM KOPPEKTHO HacTPOeHHbIH LDAP-koHHeKTOp (noapoBHee o HacTpoiike LDAP-koHHekTopa Yepe3 CLI — B pasaene « Hactpoika LDAP-koHHeKTopa»).
Mpumep aobasneHns nokanbHbix nonbaosarens (local_user) u rpynnsi (Local Group), nonb3osatens (example.localAD_user) u rpynnisi LDAP (AD group):

user = (local_user, "CN=Local Group, DC=LOCAL", "example.loc\AD_user", "CN=AD group, OU=Example, DC= example, DC=loc")

3apaHee Gbin HacTpoeH AomeH Active Directory example.loc. Mpu ao6asnexuu nonb3osateneit 1 rpynn LDAP MOXHO yKasaTb CTIMCOK NyTeW Ha cepeepe, HaunHas C KOTOpbLIX CUcTeMa GyAeT OCYLLECTBATL MOUCK
nonk3osartenei u rpynn

dst.ip

(OaunH 13 BHewwHux IP-aapecos WAF, A0CTYNHbIN U3 CETH MHTEPHET, KyAa aapecoBaH TpadyK BHELUHWUX KITUEHTOB.

s ykasanus cnucka IP-aapecos: dst.ip = lib.network(); B ckobkax HeobxoanmMo ykasaTb HasBaHue cricka. Moapo6Hee 0 co3aaHnm 1 HaCTpoiKe criMckos IP-aapecos ¢ ucnons3osaxuem CLI — B pasaene
«Hactpolika |P-anpecos ».

InA yKasaHKa cnucka oOMeHOB HasHaueHua: dst.ip = lib.url(); B ckobkax Heo6xoaumo ykasaTk HassaHue URL-cnucka, B KOTOpHIN Gbinu Ao6aBneHs HeoOxoaMMble A0MeHbI. MoApoOHee 0 CO3AaHMM U HACTPOTIKE
cnuckos URL ¢ Mcnonb3osaHueM MHTepdenca KoMaHAHOM CTPok — B pasaene «HacTpoitka cnuckos URL »

dst.geoip

VkasaHue GeolP; Heo6XxoAnMO ykasaTtb Koa CTpaHbl (Hanpumep, dst.geoip = RU).

Koabl HasBaHuii CTpaH AOCTYNHbI NO cebinke 1SO 3166-1.

request.header.User-
Agent

Bamrok-CyueeTayeT-orp = - KOTOP! ¥
Useragent nonb3osaTensckux 6pay3epos, AnA KOTOPLIX GyAeT NPUMEHEHO AaHHOE NPaBHo.

/[InA ykasaHua Useragent nonb3osatenbckux Gpaysepos: request.header.User-Agent = lib.useragent(); B cko6kax Heo6xoaumo ykasaTb HasBaHue kateropun Useragent Opaysepos.

MoapoBHee 0 CO3AaHNUM U HACTPOIKE COOCTBEHHbIX CTIUCKOB C UCMOMb30BaHUEM MHTepdETica KOMaHAHOM CTPOKM — B pasaene « Hactpoika Useragent 6paysepos»
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Mapametp Onucanue

Moavena aomena n/wnu nytn 8 URL-3anpoce nonb3osartens.

rewrite_path Hanpumep, ans npeoBpasoBaHus 3anpocoB, NpUxoAnLmMx Ha http://www.example.com/path1 B http:/www.example.loc/path2 HyxHo ykasats: rewrite_path("http://www.example.com/path1”,
"http://www.example.loc/path2")

BrntoueHue 3aWKTbl BeﬁrﬂpMﬂO)KeHMH B npasune reverse-npoKcu.
HeobxoanMo ykasaTb 3apaHee cosganHslit WAF-npodusb.

waf_profile
Hanpumep, waf_profile("Example WAF profile").

MoapoBHee o cosaaHmuu u HacTpoiike WAF-npodunei ¢ ucnonb3oBaH1em UHTEpdETica KOMaHAHOM CTPOKK — B pasaene « Hactpoitku 6esonacHoctn WAF B CLI »

BrntoueHune 06paboTku websocket-coeanHennit (noctynHo B Bepcuu MO 7.4.1 1 Bbiwwe).
Heo6xoanMO yKasaTh 3apaHee Co3aaHHbIi websocket-npopunb.

websocket_profile
Hanpumep, websocket_profile("Example websocket profile")

MoapoBHee o cosaaHmuu u HacTpoiike WAF-npodunei ¢ ucronb3osaH1em MHTEpdEiica KOMaHAHOM CTPOKM — B pasaene « Hactpoitka WebSocket-npoduneit 8 CLI»

[InA penakTMpOBaHUA NpaBuna reverse-NpoKCH UCMOMb3yEeTCA KOMaHAa:
Admin@nodename# set global-portal reverse-proxy-rules <position> upl-rule <parameters>
[na npocMoTpa napaMeTpoB NpaBMa reverse-NpoKCH UCMONb3yeTcA KoMaHaa:
Admin@nodename# show global-portal reverse-proxy-rules <position>

Mp1Mep co3nanuA Npasuna reverse-npoKcu:

Admin@nodename# create global-portal reverse-proxy-rules 1 upl-rule OK \
...url.port =80\

...src.zone = Untrusted \

...profile("Reverse proxy server1”) \

...rewrite_path("example.com/path1", "example.local/path2") \
...waf_profile("Example WAF profile") \

...name("Test reverse proxy rule") \

...desc("Test reverse proxy rule description”) \

...enabled(true)

OK\
url.port = 80\
src.zone = Untrusted \
desc("Test reverse proxy rule description") \
profile("Reverse proxy server1"”) \
rewrite_path("example.com/path1", "example.local/path2") \
waf_profile("Example WAF profile") \
enabled(true) \
id("7dc7041a-6538-400b-8f1e-9b18287218ac") \
name("Test reverse proxy rule")

[nA yaanexua npasuna reverse-npoKCcH MCnosnb3yeTca KomaHaa:

Admin@nodename# delete global-portal reverse-proxy-rules <position>


https://docs.usergate.com/nastrojki-bezopasnosti-waf-v-cli_2053.html#%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0%20%D0%BF%D1%80%D0%BE%D1%84%D0%B8%D0%BB%D0%B5%D0%B9
https://docs.usergate.com/index.php?View=entry&EntryID=2351

HacTpoiiku 6e3onacHocTu



HacTtpoitka napametpos 6esonacHoct WAF B CLI

Product: WAF
Version: 7.x
Technology: WAF

HacTpoiika nepcoHanbHbIX cnoes

MepconansHble cnon WAF HacTpaunBatoTca Ha yposHe waf custom-layers ¢ ucnosnb3oBaHuem aabika onucaqua nonutuk UPL. Moapo6Hee o cTpykType komana — B pasaene UserGate Policy Language .

[InA co3aaHNsA NEePCOHaNLHONO COA UCMOML3YETCA KOMaHAa:

Admin@nodename# create waf custom-layers name <custom_layer_name> description <description> upl-rule
Komaaa Ans U3MeHeHuA napameTpoB NepCOHanbHOro Croa:

Admin@nodename# set waf custom-layers <custom_layer_name> upl-rule
KomaHaa ans oTo6paxeHra MHGOPMALMM O BCEX NEPCOHATBHBIX CIIOAX:
Admin@nodename# show waf custom-layers

KomaHaa Ans oTo6paxenra MHdOopMaLmMi 06 onpeaeneHHOM NepcoHanbHOM Croe:
Admin@nodename# show waf custom-layers <custom_layer_name>

Mpumep cossannA TECTOBOTO NEPCOHANBLHOTO COA ¢ Ucnonb3oBaHnem UPL:
Admin@nodename# create waf custom-layers name "Layer 2" upl-rule DENY src.ip = lib.network("Bad ips", "Test ips")
DENY dst.ip = lib.network("Bad ips")

PASS request.header.User-Agent = lib.useragent(Browsers)

DENY time = lib.time(Weekends)

Admin@nodename#

Admin@nodename# show waf custom-layers "Layer 2"

name :Layer 2

upl-rule : DENY src.ip = lib.network("Bad ips", "Test ips")

DENY dst.ip = lib.network("Bad ips")

PASS request.header.User-Agent = lib.useragent(Browsers)

DENY time = lib.time(Weekends)

Admin@nodename#

KomaHaa AnA yaaneHus CylLecTBYHoLLEro NepCoHanbHOro Cros:

Admin@nodename# delete waf custom-layers <custom_layer_name>

HacTpoiika WAF-npodunen

WAF-npo¢unu HacTpausatotca Ha yposHe waf profiles.

[na cospanna WAF-npoduna UcnonbayeTca KomaHaa:

Admin@nodename# create waf profiles name <profile_name> description <description> enable-layers [ layer_1 layer_2 layer_n]

Komanaa ans namerenusa napametpos WAF-npogpuna:

Admin@nodename# set waf profiles <profile_name> name <new_name> description <new_description> enable-layers [ list of layers to enable ] system <change_system_layer>
Komanna ana uamenenua npoduna oteeta 8 WAF-npodune (aoctynHo ¢ sepcum 7.5.0):

Admin@nodename# set waf profiles system overridden-rules rules-names [ "#RefRef DoS tool (1)" "#RefRef DoS tool (2)" ] response-profile <tab>
IMo ymonuaxmio BeIGpaHo 3Hauerre Do not use. [ipyrie 3HaueHMA CTaHyT AOCTYNHLI NOCAE TOro, Kak OyAyT CO3AaHs! NPOdUIN OTBETOB.
Komanna ana otobpaxerua uHdpopmauum o scex WAF-npopunax:

Admin@nodename# show waf profiles

Komanaa ana otoBpaxerna uHdopmauum o6 onpeaeneHHom WAF-npopune:

Admin@nodename# show waf profiles <profile_name>

Mpumep cosaanna WAF-npoduna:

Admin@nodename# create waf profiles name "Test profile 1" description "Test profile #1" enable-layers [ "Layer 4 (custom)" "HTTP Constraint" |
Admin@nodename#

Admin@nodename# show waf profiles "Test profile 1"

name : Test profile 1

description  : Test profile #1

enable-layers : Layer 4 (custom); HTTP Constraint

Admin@nodename#

Komanna ana yaanenus cyujectsyroujero WAF-npopuna:

Admin@nodename# delete waf profiles <profile_name>

HacTtpoiika napameTpoB CUCTEMHbIX NpaBuUn
MapameTpbl CUCTEMHBIX NPaBKUN HacTpanBaroTCA Ha yposHe waf system-rules (aoctynHo ¢ Bepcuu 7.4.0).

Y CUCTEMHBIX NPaBU MOTYT ObiTb U3MEHEHBI CreAyIoLLMe NapameTphi:

cocTosaHue (enabled) — on/off;

XKypHanuposaHue (enable-logging) — on/off;

neiicTeue (action) — pass, deny, force-pass, force-deny;

npo¢unk oteeTa (response-profile) — do not use, <response-profile name> (aoctynto B Bepcuu MO 7.5.0 u Bbiwwe).
anMep KOMaHAabl HaCTpOﬁKM CUCTEeMHOro npasuna:

Admin@nodename# set waf system-rules rules ["#RefRef DoS tool (1)"] enabled on enable-logging on action deny response-profile "<response-profile name>"

B KBaapaTtHbIX cKoBKax yKasblBaeTCA HazBaHWe OAHOMO UM HECKONBbKUX CUCTEMHbIX NPaBui, K KOTOPbIM NPUMEHAKOTCA U3MEHEHMA NapameTpoB. H npasun HOTCA B
anMep KOMaHAbl UBMEHEHUA NAPAMETPOB HECKONBKUX CUCTEMHbIX NpaBun:

Admin@oulineeladin# set waf system-rules rules ["#RefRef DoS tool (1)" "#RefRef DoS tool (2)"] enabled off

Komanaa ans OTO&D&)KQHWF! MHQOpMaLMM 0 BCEX CUCTEeMHbIX npasuiax:

Admin@nodename# show waf system-rules

Mpumep oToBpaxerns nHpopmaLmuu 06 onpeaesneHHoM CUCTEMHOM Npasuse:

Admin@oulineeladin# show waf system-rules "#RefRef DoS tool (1)"

name : #RefRef DoS tool (1)

enabled ron

action :deny

description : This event is trigerred when a malicious/suspicious user-agent is detected in the request.
reference : https://www.owasp.org/index.php/Denial_of_Service

threat-level  : medium

technology : All systems

layer : Denial of Service

enable-logging :on

oTCA NpoBenamu.


https://docs.usergate.com/obshie-polozheniya_1865.html

last-update :2016-03-17T00:00Z
response-profile : Do not use

MpocMoTp cUCTEMHbIX cnoes

KomaHaa ans oTo6paxeHra MHGOPMALMM 00 UMEIOLLIMXCA CUCTEMHBIX CTIOAX:
Admin@nodename# show waf system-layers

KomaHaa ana oToOpaxeHna MHGOPMAaLMK O KOHKDETHOM CUCTEMHOM Croe:

Admin@minhanhicont# show waf system-layers <system_layer_name>



HacTpovika npodpunsa oreeta B CLI (Bepcua 7.5.0 1 Bbiwe)

Product: WAF
Version: 7.x

Technology: WAF

HacTpoiika npodpuna oTBeTa BLINOMHAETCA HA YPOBHE response-profiles.

Jna cospanma npopuna oTBeTa UCMONb3yeTcA Creaytoljan KomaHaa:

Admin@nodename# create security-policy response-profiles <parameter>

[Jlanee Heo6xoanMO 3aaaTh cneayloLyme napameTpsl.

MapameTp Onucanue
name Hassanue npoduna oteeta
BLIGOp NONUTHKM, ONPeaensoLLeN, Kakoi 0TBET ByeT Bo3BpaLLEeH KIMeHTy npu cpabartbiBaHum Bnokupytowlero WAF-npasuna:
« redirect — nepenanpasnexue 3anpoca Ha CTPaHULY yKasaHHOro pecypca. JoCTynHel cneaytolime napameTpel:
o custom-redirect — ccbinka Ha pecypc AnA nepeHanpasneHua sanpoca.
o response-code — TpexaHauHbli Koa cocToaHnA HTTP (aomkeH HaunHaThea ¢ uMdpsl 3).
o response-text — TekcT oTBeTa. ECiM none TekcTa oTBETA HE 3anosnHeHo, GyAeT UCMONL30BaH TEKCT MO YMOMYaHHIO, COOTBETCTBYIOLLMIA yKasaHHOMY Koay.
"
yp
« tcp-rst— coobLyeHune 0 paspbiBe COeAMHEHMA.
« response-page — cTpaH1ua 6OKMPOBKY C ykasaHWeM koaa cocToanuA HTTP. [JocTynHbl cneaytolume napameTpel:
o template — ykasaHue LabnoHa CTpaHuLbI.
o response-code — Tpex3HauHbli koa cocToAHuA HTTP (nomxeH HauuHaTbea ¢ uudpsbl 1, 2, 4 unu 5).
- response-text — TekcT oTeeTa. ECnu none TexcTa 0TBETa He 3anofiHeHo, GyAeT UCNoMb30BaH TEKCT MO YMONYaHHIO, COOTBETCTBYIOLLMA YKa3aHHOMY Koay
description 'Onucanue npoduna oteeta

KomaHaa Ans peakTMpoBaHuA napameTpos Npopuna oTeeTa:

Admin@nodename# set security-policy response-profiles <response-profile_name> <parameter>

MapameTpbl, AOCTYMHbIE ANA 0OHOBNEHUA, NPeACTaBNeHb! B TabnuLe Bbille.

Komanaa ansa yaanenus npopuna oteeta:

Admin@nodename# delete security-policy response-profiles <response-profile_name>

KomaHaa ans oTo6paxeH1a MHdOpMAaLMM O BCeX NPOdUAAX oTBeTa:

Admin@nodename# show security-policy response-profiles

Komanaa ana otoBpaxeHna nHdopmauum o6 onpeaeneHHom npodpune oteeTa:

Admin@nodename# show security-policy response-profiles <response-profile_name>




HacTpovika WebSocket-npodunen B CLI (Bepcusa 7.4.1 1 Bbiwe)

Product: WAF
Version: 7.x
Technology: WAF

Hactpoiika WebSocket-npoguneit npoucxoant Ha yposHe websocket-profiles.

Jna cosnanua WebSocket-npoduneit ucnonb3yeTca crneaytollan KoMaHaa:

Admin@nodename# create security-policy websocket-profiles <parameter>

[Janee Heo6xoanMO 3aaaTh CreayioLLMe NapameTpsi.

Napametp Onucanune
name Hassanne WebSocket-npopuna
description Onucanne WebSocket-npopuna
BrrloueHue/oTKIoueHue 6riokuposanua noboro WebSocket-Tpaduka, KoTopelid npuxoaut B UserGate WAF:
block + On;
- Off

check-request

Mposepka uenocTHocTh handshake-3anpoca:
s On;
« Off

BK/TH04EHNE/OTHIIOYEHHNE XKYPHANMPOBAHNA COOLITHN:

log + On;
. Off
MpoBepka Hanuuus B 3anpoce 3aronoeka Origin:
check-origin « On;
. Off
origin Nlo6asnenue cnucka URL MCTOUHMKOB, C KOTOPbIMM paspeluaeTca ycTaHasnueatb WebSocket-coeanHenue. MoapobHee o cosaanmuu cnuckos URL B pasnene — « Hactpoitka cnckos URL »

origin-negate

[Nobasnenue cnucka URL HexenaTenbHbIx MCTOUHMKOB. WebSocket-coeanHeHns ¢ HUMK GyayT UrHopupoBaTbca

check-extension

BrtoueHWe/oTKIIOYEHUE NPOBEPKYU pacluMpeHuii B 3aronoske Sec-WebSocket-Extensions:
« On;
. Off

J06: cnucka pasy p peruit. WebSocket-coeanHenns GyayT ycTaHaBnMBaTbCA TOMBLKO MO TEM 3anpocam, B 3arofoBKax KOTOPbIX yKasaHsl Pa3peLleHHbIe PacLUnpeHus

MHBepTaLms NpoBEPKM MO CMUCKY, yKa3aHHOMY B napameTpe extension:

+ On;

- Off.

WebSocket-coeanHerus no 3anpocam, B 3arofioBKax KOTOPbIX YKadaHbl PACLUMPEHHS U3 CIUCKa, ByAyT UTHOPUPOBATLCA

check-protocol

BrloueHUe/oTKIIOUEHMe NPOBEpPKX CyONPOTOKONOB B 3aronoske Sec-WebSocket-Protocols:
- On;
« Off

protocol

[lobaBneHue cnucka paspelleHHbIx cybnpoTokonos. WebSocket-coeanHenmna ByayT ycTaHaBnNMBaTLCA TONBKO MO TEM 3anpocam, B 3arofoBKax KOTOPLIX yKasaHbl paspeLleHHble CyOnpOTOKOmMbI

protocol-negate

MHBEpTALMA NPOBEPKY MO CTIUCKY, YKasaHHOMY B napameTpe protocol:
« On;
« Off.

WebSocket-coeanHeH1a no 3anpocam, B 3arofioBKax KOTOPbIX yKazaHbl CyONPOTOKONbLI U3 Criucka, OyAyT UrHOPUPOBATLCA

Komanna ana peaaxktuposaqua napametpos WebSocket-npogpuna:

Admin@nodename# set security-policy websocket-profiles <websocket-profile_name> <parameter>

Komanaa ana otoBpaxerun nHdopmaumm o scex WebSocket-npodunsx:

Admin@nodename# show security-policy websocket-profiles

KomaHaa ans otoBpaxenua uHdopmaumm 06 onpeaenexHom WebSocket-npogune:

Admin@nodename# show security-policy websocket-profiles <profile_name>

Komanaa ansa yaanenus cyljectsytowero WebSocket-npopuna ucnonsayetca cneaytolan komarnaa:

Admin@nodename# delete security-policy websocket-profiles <profile_name>



https://docs.usergate.com/nastrojka-bibliotek-(opisanie)_1862.html#%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0_%D1%81%D0%BF%D0%B8%D1%81%D0%BA%D0%BE%D0%B2_URL

HacTtpoiku 6ubnuorek



HacTtpoitka 6u6nunotek (OnucaHue)

Product: WAF

Version: 7.x

Hactpoiika IP-anpecos

[pynnei IP-aapecos cosaatoTca v HacTpausatoTCA Ha yposHe libraries ip-list.
Jina cospanma rpynnel IP-aapecos ucnonbayeTca koMaHaa:
Admin@nodename# create libraries ip-list <parameter>

[Janee Heo6xoanMO 3aaaTh CneayioLme napameTpsi.

MapameTp Onwucanue
name HasBaHue rpynnel anpecos
description|(Onucanue rpynnbi
YpoBeHb yrposbi:
« very-low — o4eHb HU3KHI YpOBEHb Yrposbl.
o |0W — HWU3KWIA YPOBEHb Yrpo3bl.
threat-Ivl
« medium — cpeaHuit ypoBEHb Yrpo3bi.
« high — BbICOKMIt ypOBEHb YrPO3HI.
« very-high — BbICOKMIt ypOBEHb yrpo3bl
Tvn cnucka:
« local — nokanbHbIn.
« updatable — ecnu cnucok ABNAETCA 06HOBNAEMbIM, TO HEOOXOAUMO YKasaTb aZpec, C KOTOPOro 3arpyXatotca o6HoBneHuA ( url). MepuoAMYHOCTL OBHOBNEHUA CIUCKA YKa3biBaeTcA napameTpoM shedule B cron-
dopmarte: <MuHYThI: 0-59> <yackl: 0-23> <aHn Mecaua: 1-31> <mecaupl: 1-12> <anm Henenu: 0-6, rae 0 — BockpeceHbe>. [py PyYHOM BBOAE TaKke MOXHO UCMOMb30BaTh CeaytoLLMe CUMBONbI:
ype o 3Beszouka (*) — AnsA BbiBopa BCEX 3HaueHW. Hanpumep, B none And BBOAA YACOB CUMBOJ 03HAYAET, YTO PE3EPBHOE KOMMPOBAHNE AOSDKHO BLIMOMHATLCA KXKAbIA Yac.
o [edwuc (-) — AnA ykasaHWA AnanasoHa HaueHui.
o 3anATan (,) — B KayecTBe pasaenuTena 3HaueH!N.
» Kocas uepta (/) — AnA ykasaHua wara Mexay 3HauyeHusamd. Hanpumep, «2-10/2» Byaet osHauath «2,4,6,8,10», a BblpaxeHue «*/2» B none «4acbl» GyAeT 03HauaTb «Kaxable ABa Yaca»
lists BbiGOp CyLECTBYIOLUX rpynn AnA A06aBNeHUA B CO3AaBaemyto rpynmny
ips IP-aapeca unu ananasoH IP-aapecos, KOTOpble HEOBXOANMO BKMIOUNTL B rpynny. YkasbiBaetca B popmare: <ip>, <ip/mask> unu <ip_range_start-ip_range_end>

JInA peAakTMPOBaHWA PYNMbI (CIMCOK NapamMeTpoB, AOCTYMHbIX ANA OBHOBMEHUS, aHANOMMUYEH CMIUCKY NapaMeTpOB KOMaHAb! CO3AaHUA rPyMNbl) UCMIOMb3yEeTCA KOMaHAA:
Admin@nodename# set libraries ip-list <ip-list-name> <parameter>

Yro6bl f06aBUTL B CIMCOK HoBbIE |P-aapeca:

Admin@nodename# set libraries ip-list <ip-list-name> [ <ip1> <ip2> ... ]

Cneanytolme KoMaHAbl UCMONL3YIOTCA ANA yAaneHua Bcei rpynnbl IP-anpecos unu IP-aapecos, conepXalynxca B Hew:

Admin@nodename# delete libraries ip-list <ip-list-name>
Admin@nodename# delete libraries ip-list <ip-list-name> ips [ <ip1> <ip2>.

KomaHna oTo6paxeHus MHPOPMALIMM O BCEX UMEIOLMXCA rpynnax:

Admin@nodename# show libraries ip-list

Y1066l 0TOGPa3MTL MHPOPMALMIO 06 ONPeaeneHHoi rpynne, HEOBXOAMMO YKasaTb HasBaHWe MHTEpECytoLLeH rpynnbl IP-aapecos:
Admin@nodename# show libraries ip-list <ip-list-name>

Tarke A0CTyNeH NPOCMOTP coaepXuMoro rpynnel IP-aapecos:

Admin@nodename# show libraries ip-list <ip-list-name> items

HacTpoiika user agent 6paysepos

Crnincku user agent 6pay3epoB CO3AAOTCA M HAacTpauBaeTCA Ha yposHe libraries useragents.
[na no6asneHna HOBOTO CNUcKa use ragent 6pay3epoB MCNONb3yeTCA koMaHaa:
Admin@nodename# create libraries useragents <parameter>

[Janee Heo6xoanMO 3aaath CeayioLMe NapameTpsi.

MapameTp Onucanue

name HassaHue cnucka user agent

description|{Onucanue cnucka

Tun cnucka:
« local — nokanbHeI#.

« updatable — ecnu cnucok aBnAeTCA 06HOBNAEMbIM, TO HEOBXOANMO YKas3aTb afpec, C KOTOPOro 3arpyxatotca o6HosneHun ( url). MepuoAnYHOCTL 0BHOBNEHHUA CNUCKa yKasbiBaeTcA napameTpom shedule B cron-
dopmate: <MuHyTbI: 0-59> <uack!: 0-23> <aHn mecaua: 1-31> <mecaupi: 1-12> <anu Heaenu: 0-6, rae 0 — BockpeceHbe>. Mpu pyYHOM BBOAE TaKKe MOXHO UCMONb30BaThL CNeayroLmMe CUMBOSIbI:

type o 3Be3aouka (‘) —ana Bbléopa BCEX 3HAYEHUA. Hal'lpMMep, B none And BBOAA YacoB CUMBOJT O3HAYaET, YTO pe3epBHOE KONUPOBaHUE A0/MKHO BbINONHATLCA Kaabli yac.
o Jleduc (-) — AnA ykasaHWA AuanasoHa 3Ha4eHUM.
o 3anATan (,) — B KaYecTBe pasAeNUTENs 3HaYEHNN.

o Kocas yepra (/) — AnA ykasaHus wara Mexay 3HaueHusamu. Hanpumep, «2-10/2» Byaet osHauats «2,4,6,8,10», a BblpakeHue «*/2» B none «yackl» GyAeT 03HauaTh «KaKable ABa Yaca»

patterns  ||LUabnoHel Useragent. Cnucok Useragent Bpay3sepoBs A0OCTyMeH No cebinke: http://www.useragentstring.com/pages/useragentstring.php

KOMaHAa ANA peAaKTUpoBaHUA CyLLeCTBYHOLLEro CnucKa:
Admin@nodename# set libraries useragents <useragent-list-name> <parameter>
[Jlanee yKasblBaloTCA NapameTpbl, KOTOPbIE HEOBXOAMMO 0BHOBMTL. MapameTpsl NPeACTaBneHs! B TabnMue BbilLe.

Komanna ana noGasnenus HoBbIX user agent Gpaysepos:


http://www.useragentstring.com/pages/useragentstring.php

Admin@nodenamef# set libraries useragents <useragent-list-name> [ <useragent1> <useragent2> ... |
KomaHab!l AnA yaaneHus BCEro CucKa U OTAeMbHbIX User agent 6pay3epos, COAEPKALMXCA B HEM:

Admin@nodename# delete libraries useragents <useragent-list-name>
Admin@nodename# delete libraries useragents <useragent-list-name> patterns [ <useragent> ... ]

Komanaa ana oto6paxeHns UHdOpMaLMM O BCEX UMEIOLLMXCA CIUCKAX:
Admin@nodename# show libraries useragents
Yro6bl 0TO6pasMTL MHpOPMALMO 06 ONpeaeneHHOM CrMcKe, He0OX0AMMO yKasaTb HasBaHME CnMcka user agent 6paysepos. KomaHaa AnA NpocMoTpa coaepkaHuA Cnucka user agent 6pay3sepos:

Admin@nodename# show libraries useragents <useragent-list-name> patterns

HacTtpowka cnuckos URL

Cnucku URL HacTpausatotea Ha yposHe libraries url-list.

[nA no6asnenua Hosoro cnucka URL ucnoneayeTca komaHaa:
Admin@nodename# create libraries url-list <parameter>

[Janee Heo6xoanMO 3aaath CneayioLme napameTpsl.

MapameTp Onwucanue

name Hassanue cnucka URL

description|(Onucanue cnucka URL

Tun cnncka:
« local — nokanbHbIN.

« updatable — ecnu cnucok ABNAETCA 0GHOBNAEMBIM, TO HEOOXOAMMO YKa3aTb aApPec, C KOTOPOrO 3arpyxaroTcA 0OHoBneHuA ( url). MepuoaMYHOCTL OBHOBNEHNA CNUCKA yKasbiBaeTcA napameTpom shedule B cron-
dopmare: <MuHyTbI: 0-59> <uacel: 0-23> <aHn mecaua: 1-31> <mecaubl: 1-12> <axn Hepenu: 0-6, rae 0 — BockpeceHbe>. MNpu pyyHOM BBOAE TaKKe MOXHO UCMONb30BaTh CreayHLIMe CUMBOSIbI:

type " o o
VP o 3Beszouka (*) — AnA BeiGopa BCeX 3HaueHui. Hanpuvep, B none AnA BBOAA 4aCOB CUMBOJ 03HAYAET, YTO PE3EPBHOE KOMMPOBAHUE AOMKHO BHINONHATLCA KAXKALIA Yac.
o [Jedwuc (-) — AnA ykasaHWA AnanasoHa 3HaueHui.
o 3anATan (,) — B Ka4YecTBe pasaenuTena 3HaueH!N.

- Kocan uepta (/) — AnA ykasaHua wara Mexay 3HaueHuaAmK. Hanpumep, «2-10/2» Byaet osHauats «2,4,6,8,10», a BblpakeHue «*/2» B nofie «yackl» GyAeT 03HauaTh «Kakable ABa Yaca»

urls URL, koTopble He06x0anuMO A06aBUTb B CMIUCOK

UyBCTBMTENBHOCTL K pericTpy B Hanucawuu aapeca URL:

case- « sensitive — 4yBCTBUTENLHO K perucTpy Gyks B aapece.
sensitivity « insensitive — HeYyBCTBUTENbLHO K PerucTpy Oyks B aapece.

« domain — CnMCOK aApPecos AOMEHOB

Komanaa ana peaaktuposaHua cnucka URL:

Admin@nodename# set libraries url-list <url-list-name> <parameter>

MapameTpel, 3Ha4EHUA KOTOPLIX MOXHO OBHOBHTb, NPEACTaBNEHbI B TaBNUL LI BhlLLE.
Komanae! ana yaanenue seero cnucka URL unu otaenbHbix aapecos URL:

Admin@nodename# delete libraries url-list <url-list-name>
Admin@nodename# delete libraries url-list <url-list-name> urls [ <url> ... ]

Komanab! ans npocmoTpa uHpopmauum o scex cnuckax URL, 06 onpeaenérHom crivcke URL nnu 06 aapecax, BXOAALMX B ONPEAENEHHbIR CIMCOK:
Admin@nodename# show libraries url-list

Admin@nodename# show libraries url-list <url-list-name>
Admin@nodename# show libraries url-list <url-list-name> urls

HacTpoiika kanenaape#n

Kanennapu HacTpauBatoTca Ha yposHe libraries time-sets.
[InA co3aaxuA rpynel UCNOMb3yeTCA KOMaHAA:
Admin@nodename# create libraries time-sets <parameter>

[Janee Heo6xoanMO 3aaathb cneayloLme napameTpsi.

MNapametp Onucaxue

name HassaHnue rpynnel

description||OnucaHue rpynnbi




MapameTp Onwucanue

« interval-name — Ha3BaH1e UHTEPBaNa NOBTOPEHMA.
« type — TUN MHTepBana NoBTOpeHUA:
o daily — exeaHesHo:
= time-from — Bpema Hauana (ykasbiBaetca B popmare HH:MM).
= time-to — BpemA okoHuyaHWA (yKasbiBaeTca B popmare HH:MM).
= all-day on — Becb AeHb.
o weekly — Kaxayio Heaeno:
= time-from — Bpema Hayana (ykaseiBaeTca B popmate HH:MM).
= time-to — BpemA okoHuYaHuA (ykasbiBaeTca B popmate HH:MM).
= all-day on — Becb AeHb.
= days[Mon | Tue | Wed | Thu | Fri | Sat | Sun] — axu Heaenw.
o monthly — Kaxablit mecal:
= time-from — BpemaA Hauana (ykasbiBaetcs B popmare HH:MM).
= time-to — BpemA okoHyaHWA (yKasbiBaeTcA B popmare HH:MM).
= all-day on — Becb AieHb.
= days — uucna mecaua (ot 1 no 31).
time-set o fixed — eanHoBpemeHHo:
= time-from — Bpema Hauana (ykasbiBaetca B popmare HH:MM).
= time-to — BpemA okoHuyaHWA (yKasbiBaeTca B popmare HH:MM).
= all-day on — Becb AeHb.
= fixed-date — HyxHan nata (ykasbiBaetca B popmate YYYY-MM-DD).
= span — NOBTOPAIOLIMECH COOLITUA:
= time-from — BpemaA Hauana (ykassiBaetca B popmare HH:MM).
= time-to — BpemA okoHuyaHWA (yKasbiBaeTcA B popmare HH:MM).
= all-day on — Becb AeHb.
= fixed-date-from — nara Hauana (ykaswisaetca B popmarte YYYY-MM-DD).
= fixed-date-to — nara okoHuanunA (ykaswisaetca B popmare YYYY-MM-DD).
o range — AWanasoH Aat:
= time-from-enabled <on/off> — akTMBauusa/AeakTMBaLUUA NapameTpa ANA yKasaHUA AaTbl HAYana MHTepBeana.
= fixed-date-from — nara Hauana (ykaswisaetca B popmarte YYYY-MM-DD).
= time-from — Bpema Hauana (ykaseiBaeTca B popmate HH:MM).
= time-to-enabled <on/off> — axkTuBaunA/AeaKkTMBaLnA NnapaMeTpa AN yKadaHWA AaTbl OKOHYAHUA MHTEpBana.
= fixed-date-to — nara okoHuanuA (yKaswisaetca B popmare YYYY-MM-DD).

= time-to — BpemA oKoHuaHua (yKastiBaeTca B popmate HH:MM)

KomaHaa ana peaakTMpoBaHuA KaneHaapa:

Admin@nodename# set libraries time-sets <time-sets-name> <parameter>
MapameTpel, A0CTYNHbIE ANA 0GHOBNEHUA, NPEACTaBNEHb! B Tabnuue Bhile.
KomaHaa AnA pefakTMpoBaHMA UHTepBana, 3aaHHoro B KaneHaape:

Admin@nodenamef# set libraries time-sets <time-sets-name> ... time-set <time-set-type> ( <time-set-filter> )

Janee OTCA HOBbIE 5 <time t-filter> — GUNLTP NO TeKyLMM 3HAYEHUAM UHTepBana.
KomaHaa ana 1o6aBneHnA HOBOMO 3/IeMEHTa B CyLLECTBYIOLLYIO rpynny:

Admin@nodename# create libraries time-sets <time-sets-names ... time-set <time-set-type> new
Komanaa ans yAaneHusa rpynnbl 3NemMeHTOoB!:

Admin@nodename# delete libraries time-sets <time-sets-name>

KomaHaa ansa yaanexus anemenTa kanenaapa:

Admin@nodename# delete libraries time-sets <ti ts-name> <tim t-type> ( <ti t-filter> )

KomaHaa Ans Ans 0To6paxeHra MHGOPMAaLMK O BCEX KaneHAapsx:

Admin@nodename# show libraries time-sets

Komanaa ana oto6paxeHns uHdopMaummu 06 onpeaenéHHOM KaneHaape:

Admin@nodename# show libraries time-sets <time-sets-name>

KomaHaa ans oTo6paxeHra MHGOPMaLMM 06 dneMeHTax rpynMibi C OAMHAKOBLIM TUMOM MOBTOPEHHA:

Admin@nodename# show libraries time-sets <time-sets-name> <time-set-type>

Hacrpoiika wa6noHoB cTpaHuLy

LLla6noHbl CTpaHWL HacTpauBatoTCA Ha ypoBHe libraries response-pages (#ocTynHo ¢ sepcuu 7.5.0).
Ona Ao6asnexns HOBOro wadnoHa CTpaHuUbl UICNOMb3YEeTCA KoMaHaa:

Admin@nodename# create libraries response-pages <parameter>

[Jlanee Heo6xoAnMO 3aaath CneayioLme napameTpsl.

MNapametp Onucanue

name HassaHue LabnoHa cTpaHuLibl

description Onucanue wabnoHa cTpaHuLbl




MNapametp Onucanue

Boifop TMNa wabnoHa cTpaHuLbl:
« blockpage — wa6noH cTpaHuLbl 67I0KUPOBKM.
o original-template — BbIGOP A3bIKa WabnoHa:
= blockpage-en — wa6noH cTpaHuLbl Ha aHTIACKOM.
type » blockpage-ru — WabnoH CTpaHuLbl Ha PyCCKOM.
« network-error-page — LWaBnoH CTPaHMLbI CETEBbIX OLLMGOK.

o original-template — BbIGOP A3bIKa WabnoHa:

= network-error-page-ru — WaenoH CTPaHMLbI Ha PyCCKOM

= network-error-page-en — WaBOoH CTPaHMLbI Ha AHITTUIACKOM.

use-by-default||HasHaueHue wabnoHa cTpaHmLbl LAGNOHOM MO yMOMYaHUIO

KomaHnaa ana uameHeHus napameTpos wabnoHa CTpaHuubl:

Admin@nodename# set libraries response-pages <response-page-name> <parameter>
MapameTpbl, AOCTYNHbIE ANA 0BHOBNEHUA, NPEACTaBNEHb! B TAGNULE BbiLUe.

Komanaa ana yaanexua wabnoxa cTpaHuLbl:

Admin@nodename# delete libraries response-pages <response-page-name>
anMeHaHMeLUaGﬂOH CTpaHuubl, HasHauyeHHbI LaBnoHOM no YMONYaHWIO, yaanuTb Henb3a.
Komanaa ana oto6paxeHna nHdopMaLmuu 06 onpeAeneHHOM LadnoHe CTpaHuLbi:

Admin@nodename# show libraries response-pages <response-page-name>

HacTtpoiika noutoBbiX aapecos

[pynnbl NOYTOBLIX aAPECOB HacTpauBatoTCA Ha yposHe libraries email-list.
JinA A06aBneH1A HOBOM MPyNMbl MOYTOBLIX 8APECOB UCMOMb3YETCA KOMaHAA:
Admin@nodename# create libraries email-list <parameter>

[Janee Heo6xoanMO 3aaaTh CreayioLme NapameTpsi.

MapameTp!

Onucanune

name HassaHue rpynnbi NoYTOBLIX aAPecos

description|{Onucanue rpynnbi No4TOBbLIX aapecos

Tun cnucka:

« local — nokanbHeIi.

« updatable — ecnu cnucok ABnAeTcA 06HOBNAEMbIM, TO HEOBXOAUMO YKas3aTb afpec, C KOTOPOro 3arpyxatotca o6HoBneHun ( url). MepuoAnYHOCTL 0BHOBEHHA CNUCKa yKasbiBaeTcA napameTpom shedule B cron-
dopmare: <MuHYTbI: 0-59> <uacki: 0-23> <ann mecaua: 1-31> <mecaupl: 1-12> <anm Heaenu: 0-6, rae 0 — BockpeceHbe>. MNpu pyyHOM BBOAE TaKKe MOXHO MCMOMb30BaTh CeaytoLMe CUMBObI:

type - - -

VP o 3Be3aouka ( ) —AanAa Bbléopa BCEX 3Ha4YeHuu. Hal‘lpMMep, B nosne AnA BBoAa 4acoB CUMBOS O3HAYaeT, YTO pe3epBHOE KOMMpoBaHWe A0MKHO BbINMOSTHATLCA KaXAbIK Yac.
o Jleduc (-) — AnA ykasaHWA AuanasoHa 3HaYeHUM.
o 3anATan (,) — B KaYecTBe pasAeNUTENs 3HaYEHNN.

o Kocas uepta (/) — AnA ykasaHuA Wwara Mexay 3HauyeHuaMn. Hanpumep, «2-10/2» ByzeT osHauath «2,4,6,8,10», a BelpaxeHue «*/2» B none «yackl» GyAeT 03HauaTh «Kaxable ABa Yaca»

lemails MouToBbLIE aapeca, KOTOpble HE0BXOAMMO A0BaBUTL B AaHHYIO rpynny

Komanaa ana peaaktuposaHua MHGOPMaUmMm O rpynne NoYToBbIX aApecos:

Admin@nodename# set libraries email-list <email-list-name> <parameter>

MapameTpel, A0CTYNHbIE ANIA 0OHOBNEHUA, aHANOMMYHEI NapaMeTpam, A0CTYMHLIM MPU CO3/aHWM MPYNMbI NOYTOBLIX aAPECOB.

KomaHAabl Anf yaaneHns rpynnbl Min NOYTOBbLIX aAPECOB M3 Hee:

Admin@nodename# delete libraries email-list <email-list-name>
Admin@nodename# delete libraries email-list <email-list-name> emails [ <email> ... ]

KomaHak! AnA NpocMoTpa MHGOPMALMK O BCEX CO3AaHHBIX rpynnax, 06 onpeaeneHHLIX rpynnax uiu Ans npocMoTpa MoYTOBbIX aAPECOB, BXOAALLMX B rpynny:

Admin@nodename# show libraries email-list
Admin@nodename# show libraries email-list <email-list-name>
Admin@nodename# show libraries email-list <email-list-name> emails

Hactpoika TenepoHHbIX HOMepoB

pynnbl TenedoHHbIX HOMEPOB HACTPauBatOTCA Ha ypoBHe libraries phone-list.
JnAa cosaanua rpynnbl TenegpoHHbIX HOMEPOB UCNOMb3yeTCA KOMaHAa:
Admin@nodename# create libraries phone-list <parameter>

[Jlanee Heo6xoanMO 3aaath cneayloLyme napameTpsl.

MapameTp!

Onucanvne

name HasBaHue rpynnel TenedoHHbIX HOMEepoB

description||Onucanue rpynnbl TenegpoHHLIX HOMEpPoB

Twn cnncka:

« local — nokanbHbIi.

« updatable — ecnu cnucok ABNAETCA 0GHOBNAEMBIM, TO HEOOXOAMMO YKa3aTb aApec, C KOTOPOro 3arpyxaroTcA oOHoBneHuA ( url). MeproanyHOCTL OBHOBNEHNA CNUCKa yKasbiBaeTcA napameTpom shedule B cron-
dopmare: <MuHyTbI: 0-59> <uacel: 0-23> <aHu mecaua: 1-31> <mecaubl: 1-12> <axn Hepenu: 0-6, rae 0 — BockpeceHbe>. Npyu pyyHOM BBOAE TaKKe MOXHO UCMONb30BaTh CreAyHLIME CUMBOIbI:

type " o o

VP o 3Be3aouka ( ) —AanAa Eblﬁopa BCEX 3Ha4YeHuu. Hal‘lpMMep, B nosne AnA BBoAa 4acoB CUMBOS O3HAYaeT, YTO pe3epBHOE KOonMpoBaHue A0MKHO BbINMO/THATLCA KaXAbIW Yac.
o [edwuc (-) — AnA ykasaHWA AnanasoHa HaueHui.
- 3anATan (,) — B KaYecTBe pasAeNUTenNs 3HaueHNN.

o Kocan uepta (/) — AnA ykasaHus wara Mexay 3HaueHuaAmK. Hanpumep, «2-10/2» Byaet osHauars «2,4,6,8,10», a BblpakeHue «*/2» B nofie «yackl» GyAeT 03HauaTh «Kakable ABa Yaca»




MapameTp Onwucanue

phones  ||Homepa TenedoHOB, KOTOPbIE HEOBX0AMMO A0GABUTL B AAHHYIO rpynny

KomaHaa AnA peaakTMpoBaHuA MHGOPMaLmMK O rpynne TenepoHHbIX HOMEPOB:
Admin@nodename# set libraries phone-list <phone-list-name> <parameter>
MapameTpbl, AOCTYNHbIE ANA 0OHOBNEHUA, NPeACTaBNe bl B TABNULE BbilUe.
KomaHabl Ans yaaneHua BCew rpynnbl U1 HOMEPOB TENe(OHOB U3 Hee:

Admin@nodename# delete libraries phone-list <phone-list-name>
Admin@nodename# delete libraries phone-list <phone-list-name> phones [ <phones ... ]

Komanaa Ana npocmoTpa MHpOpMaLK 0 BCEX CO3AaHHbIX rpynnax:

Admin@nodename# show libraries phone-list

Komanaa ana npocMoTpa MHGOpMaLUmu 06 onpeseneHHbIX rpynnax TenedoHHbIX HOMEpOB:

Admin@nodename# show libraries phone-list <phone-list-name>

KomaHaa AnA npocmoTpa HOMEepOB, COAEPXALLNXCA B rpynne:

Admin@nodename# show libraries phone-list <phone-list-name> phones

HacTpoiika cnucka Websocket-paclumpenui

Cnuckn Websocket-paclumperuii HactpansatoTca Ha yposHe libraries ws-extensions-list (aoctynHo ¢ Bepcun 7.4.1).
[InA co3nanuA cnvcka pacLUMPeHmit UCMOoNb3yeTcA KoMaHaa:

Admin@nodename# create libraries ws-extensions-list <parameter>

[Janee Heo6x0aMMO 3aAaTk CReayioLMe napameTpsl.

MapameTp OnucaHue
name HassaHnue cnucka Websocket-pactumnpernit
description|(C cnucka

extensions||PacLumMpeHus, koTopble HEOBX0AMMO BKITIOUNTL B CMIMCOK

Tvwn cnncka:
« local — nokanbHbIi.

« updatable — ecnu cnucok ABNAETCA 0GHOBNAEMBIM, TO HEO6XOAMMO yKasaTb aapec, C KOTOPOro 3arpyxaroTca o6Hosnenwa ( url). MepuoanYHOCTL 0BHOBNEHUA CriMCKa ykasblBaeTcA napameTpom shedule B cron-
dopmare: <MuHYTbI: 0-59> <uacki: 0-23> <ann mecaua: 1-31> <mecaupl: 1-12> <anm Heaenu: 0-6, rae 0 — BockpeceHbe>. [Npu pyyHOM BBOAE TaKKe MOXKHO MCMOMb30BaTh CeaytoLe CUMBObI:

ype o 3Besnouka (*) — anA BeiGopa BCex 3HaueHuit. Hanpumep, B none AnA BBOAA YacOB CMMBOJT 03HAYAET, YTO PE3EPBHOE KOMMPOBAHWE AOMKHO BLINOMHATLCA KKABIA Yac.
o [edwuc (-) — AnA ykasaHWA AnanasoHa 3HaueHui.
- 3anATan (,) — B KaYecTBe pasAenUTenNs 3HaueHNN.

o Kocan uepra (/) — AnA ykasaHua wara Mexay 3HaueHuamK. Hanpumep, «2-10/2» Byaet osHauats «2,4,6,8,10», a BblpakeHue «*/2» B nofie «yackl» GyAeT 03HauaTh «Kakable ABa Yaca»

KomaHaa AnA peaakTMpoBaHUA CUCKa PacLUMPeHuit:

Admin@nodenamef# set libraries ws-extensions-list <ws-extensions-list name> <parameter>

MapameTpbl, 3HaUeHUA KOTOPbIX MOXHO OOHOBMTb, NPEACTaBNEHbI B TaONULLI BblLUe.

KomaHzel, ¢ Ucnonb3osaH1em KOTOPbIX AOCTYNHO yAaneHue BCero CriMcka PacLUMPEHUi Ui OTAEMbHbIX PACLIMPEHNi:

Admin@nodename# delete libraries ws-extensions-list <ws-extensions-list name>
Admin@nodename# delete libraries ws-extensions-list <ws-extensions-list name> extensions [ <extension> ... ]

KomaHabl ana npocmoTpa MHq)OpMaLlMM 0 BCeX CnucKax paCLLIMpeHMFi, 06 onpeaeneHHoM CNUcKe Uu O pacluMpeHuax, BXOAALLUX B OﬂpeﬂeﬂeHHblﬁ CMUCOK:
Admin@nodename# show libraries ws-extensions-list

Admin@nodename# show libraries ws-extensions-list <ws-extensions-list name>
Admin@nodename# show libraries ws-extensions-list <ws-extensions-list name> extensions

HacTpoiika cnucka Websocket-cy6npoTokonos

Cnickn Websocket-cy6npoTokonoB HacTpauBatoTCA Ha ypoBHe libraries ws-protocols-list (aocTynHo ¢ Bepcuu 7.4.1).
Jna cosnanua cnucka Websocket-cy6npoToKosioB UCMONb3yeTcA KomaHaa:

Admin@nodename# create libraries ws-protocols-list <parameter>

[Janee Heo6xoanMO 3aaaTh CreayioLMe NapameTpsi.

MapameTp Onucanue

name Hassanue cnivcka Websocket-cy6npoTokonos

description|{Onucanue cnucka

protocols  ||Websocket-cy6npoTokonel, KOTOpble HE0OXOAUMO BKIKOUNTL B CMIMCOK

Tun cnucka:

« local — nokanbHsli.

« updatable — ecnu cnucok ABNAETCA 0GHOBNAEMbIM, TO HEOOXOAUMO YKasaTb aZIpec, C KOTOPOro 3arpyXxatoTca o6HoBneHuaA ( url). MepuoAnYHOCTL OBHOBNEHUA CIUCKA YKa3biBaeTcA napameTpoM shedule B cron-
dopmarte: <MuHYThI: 0-59> <yackl: 0-23> <aHn Mecaua: 1-31> <mecaupl: 1-12> <anm Heaenu: 0-6, rae 0 — BockpeceHbe>. [py pyYHOM BBOAE TaKke MOXHO UCMOMb30BaTh CeaytoLLMe CUMBONbI:

type
o 3Beszouka (*) — anA BbiBopa BCEX 3HaueHUn. Hanpumvep, B none And BBOAA YACOB CUMBO 03HAYAET, YTO PE3EPBHOE KOMMPOBAHWE AOSDKHO BLIMOMHATLCA KAXKAbIA Yac.
o Jleduc (-) — AnA ykasaHWa AuanasoHa 3HaueHui.
o 3anATan (,) — B KayecTBe pasaenuTena 3HaueH!N.

o Kocas uepta (/) — AnA ykasaHuA Wwara Mexay 3HauyeHusamd. Hanpumep, «2-10/2» Byaet osHauath «2,4,6,8,10», a BblpaxeHue «*/2» B none «4acbl» GyAeT 03HauaTb «Kaxable ABa Yaca»

KomaHna ana peaaxkTuposanua cnvcka Websocket-cy6npoTokonos:

Admin@nodename# set libraries ws-protocols-list <parameter>

MapameTpsl, 3HAYEHUA KOTOPbIX MOXHO OBHOBHTb, MPEACTABINEHb! B TAGMHLbI BbILLE.

Komanabl ans yaanexus scero cnucka Websocket-cy6npoTokonos unm otaenbHbix Websocket-cy6npoTokonos:

Admin@nodename# delete libraries ws-protocols-list <ws-protocols-list name>



Admin@nodename# delete libraries ws-protocols-list <ws-protocols-list name> protocols [ <protocol> ... ]

KomaHae! Ana npocmMoTpa uHdopmMaumu o Bcex cnuckax Websocket-cy6npoTokonos, 06 onpeaeneHHoM cniucke unn o Websocket-cy6npoTokonax, BXOAALIMX B ONPeAeeHHBIA CrIMCOK:

Admin@nodename# show libraries ws-protocols-list
Admin@nodename# show libraries ws-protocols-list <ws-protocols-list name>
Admin@nodename# show libraries ws-protocols-list <ws-protocols-list name> protocols

Hactpo#ika npodpunen onoseleHnin

Mpodunu onosetyenuit SMTP (no an. noute) U SMPP (no SMS) HacTpausatotca Ha yposHe libraries notification-profiles.
Ans no6aenexus HOBOro Npoguns onoseLyeHns SMTP ucnonbayeTcs KomaHaa:

Admin@nodename# create libraries notification-profiles smtp <parameter>

[Janee Heo6xoanMO 3aaath cneayloLme napameTpsl.

Mapametp Onucanue
name HassaHue npogpuna
description Onucanue npopuna
host IP-anpec unn FQDN SMTP-cepBepa, KOTOpeIit GyAeT UCNOMNb30BATECA ANA OTCHIIKK NOYTOBBIX COOBLUEHH
port Mopt TCP, ucnonbayembiit SMTP-cepsepom. OBbluHO ang npotokona SMTP ucnonbayetcs nopt 25, Ana SMTP ¢ ucnonbaosaHuem SSL — 465. YTOuHUTe AaHHOE 3HAYEHUE Y aAMUHUCTPATOpa NOYTOBOrO Cepeepa

ICnoco6 6esonacHoi OTNPaBKK MUCEM MO 3J1. NoYTe:
« none;

connection-security

o starttls;

- ssl

BrrlloUeHUe/OTKITIOUEHME aBTOPU3aLMM NPU NOAKTIOYEHMN K cepsepy SMTP:

authentication . on;

« off
login MmA yueTHO 3anucyu Ana noakoueHns K SMTP-cepsepy
password Maponk yyeTHoW 3anucy Ans noakodeHna k SMTP-cepsepy

Jna no6asneHua HoBoro npoguna onoseLueHna SMPP (no SMS) ucnonbayertca komaHaa:
Admin@nodename# create libraries notification-profiles smpp <parameter>

[Jlanee Heo6xoanMO 3aaathb CreayioLme napameTpsi.

Napametp OnucaHue
name Hassarue npopuns
description (Onucanue npopuns
host IP-anpec unu FQDN SMPP-cepaepa, KoTopbii 6yAeT UCMoNb30BaThcA ANA OTChINkM SMS
port Mopt TCP, KoTOpbIi MCNONb3yeTcs ANA noaktouerus k SMPP-cepeepy. O6bluHo ans npotokona SMPP ucnonbayetcs nopt 2775; npu ucronsaosaxun SSL — 3550
BrnioueHune/oTkoueHe wndposaHua SSL:
ssl - on;
o off
login Wma yueTHoM 3anucy ana noaxkniouenna K SMPP-cepeepy
password Maponk yyeTHoW 3anucu Ans noaknoyeHna k SMPP-cepsepy

Mpasuna TpaHcnALUK TenedoHHbIX HoMepos. Mpasuna UCMoNbL3YITCA ANA COOTBETCTBUA TpeBoBaHNAM NpoBaiAepa.

phone-translation-rules |, 12 vep, ecnu HEOBX0UMO B HAUATNE BCEX HOMEPOB 3AMEHHTS «+7» Ha «8», HCONb3YETCA KoMaHAa

Admin@nodename# set libraries notification-profiles smpp <profile-name> phone-translation-rules + [ +78 ]

Tun Homepa (type of number) AnA UCTOUHUKA COOBLEHNA:
« 0 — unknown (Hen3BeCTHbI).

1 — international (MexayHapoaHbIN).

2 — national (rocyAapcTBeHHI).

source-ton
« 3 — network specific (ceTeBoi cneunanbHbIn).
« 4 — subscriber number (Homep aboHeHTa).
« 5— alphanumeric (andaBuTHO-LMPPOBOIA).
« 6 — abbreviated (CoxpalLeHHbI)
Tun Homepa (type of number) ana aapecara:
« 0 — unknown (Hen3BeCTHbI).
« 1 —international (MexayHapoaHbii).
« 2— national (rocyAapCTBEHHI).
dest-ton

3 — network specific (ceTesoit CneunanbHbii).

4 — subscriber number (Homep aboHeHTa).

5 — alphanumeric (andasuTHO-41dPOBON).

6 — abbreviated (cokpalLeHHbIi)




MNapameTp Onucanue

WHavkaTop cxembl NpucBoeHMA Homepos (numbering plan indicator) Ana ucTouHuka:
« 0 — unknown.

« 1 —ISDN/telephone numbering plan (E.163/E.164).

3 — data numbering plan (X.121).

4 — telex numbering plan (F.69).

source-npi « 6 — land mobile (E.212).
« 8 — national numbering plan.
« 9 — private numbering plan.
« 10 — ERMES numbering plan (ETSI DE/PS 3 01-3).
. 13— internet (IP).
« 18 — WAP client Id (to be defined by WAP Forum)

WhankaTop cxembl npucsoeHna Homepos (Numbering Plan Indicator) ans aapecata:

o 0— unknown.
« 1—ISDN/telephone numbering plan (E.163/E.164).
« 3 — data numbering plan (X.121).
« 4 — telex numbering plan (F.69).

dest-npi « 6— land mobile (E.212).

8 — national numbering plan.

9 — private numbering plan.

10 — ERMES numbering plan (ETSI DE/PS 3 01-3).
13 — internet (IP).

18 — WAP client Id (to be defined by WAP Forum)

Komaraa ans peaakTMposaHua NPOGHIA ONOBELLEHHA:

Admin@nodename# set libraries notification-profiles <smtp | smpp> <profile-name> <parameter>

MapameTpel npopuneit SMTP u SMPP, AocTynHble ANA U3MEHEHHA, NPeACTaBNeHbl B COOTBETCTBYIOLMX Tabnuuax BbilLe.

KomaHaa ans yaanexus npopuna:

Admin@nodename# delete libraries notification-profiles <smtp | smpp> <profile-name>

Tawke anA npoduneit onosetyeHnit SMPP focTynHo yaaneH1e npasun TpaHCNAL MM HOMEPOB:

Admin@nodenamet# delete libraries notification-profiles smpp <profile-name> phone-translation-rules [ phone1|phone2 ]

KomaHna ana otoOpaxeHna MHPOPMALMK O BCEX MMEOLLMXCA NPOdUNAX ONOBELLEHMIA:

Admin@nodename# show libraries notification-profiles
Komaraa ans otobpaxenra MHGOPMALMK O BCeX NPOdUIAX OAHOMO TUNa:

Admin@nodename# show libraries notification-profiles <smtp | smpp>

KomaHaa ans oTo6paxeHra MHGOpMAaLMM 06 Onpeaen&HHOM Npodune ONoBELLEHNS:

Admin@nodename# show libraries notification-profiles <smtp | smpp> <profile-name>

Hactpoiika npopunen NetFlow

Mpogpunu NetFlow HacTpanBsaroTca Ha yposHe libraries netflow-profiles.
[na cosnanua npopuna NetFlow ucnonssyetca komanaa:
Admin@nodename# create libraries netflow-profiles <parameter>

[Janee Heo6x0anMO 3aaath CeayioLme NapameTpsi.

MapameTp Onucanue
name Hassanue npoguna NetFlow
description|{Onucatue npoguna
ip IP-anpec NetFlow Konnextopa, Ha KOTOpbIi CeHCop ByAeT OTNPaBnATL CTaTUCTUKY
port UDP-nopT, Ha koTopom NetFlow-konnekrop GyaeT npuHMMATL CTATUCTUKY
Bepcua npotokona NetFlow, koTopyto HE06X0AUMO UCMONb30BATL (AOMKHA COBMAAATh HA CEHCOPE U KOMMEKTOPE):
« 5— NetFlow Bepcuu 5.
protocol
« 9 — NetFlow Bepcuu 9.
« 10— NetFlow Bepcun 10
active- TaiiM-ayT OTNPaBKM CTATUCTUKN Ha KOMMIEKTOP /10 3aBEPLUEHHA NOTOKa (Hanpumep, Npu nepeaaye 60nbLIOTo daiina Yepes CeTb); yKasblBaeTcA B CeKyHaax. 3HaueHue no ymonyaHuio — 1800 cexkyHA; MaKcUManbHoe 3HaueH e
timeout I— 3600 cexkyHA
inactive- o . 3 :
timeout Taiim-ayT 3aBepLUEHNA HEAKTUBHOTO MOTOKA; Y TCA B CeKyHAax. no ymonyaxuio — 15 cekyHa; MakcumanbsHoe 3HaueHne — 3600 cexyHa
max-flows MakcumarnbHOe KOTMYECTBO YUUTLIBAEMbIX MOTOKOB, C KOTOPLIX COBMPAETCA U OTNPABNAETCA CTATUCTUKA. 10 JOCTUXEHUM YKA3AHHOrO KONMYECTBA BCe NOCNeAyoLIMe NOTOKU He ByayT yunMTbIBaTLCA (OrpaHUyeHHe HeoBXxoaMMo
anA 3awmTel or DoS-arak). 3HaueHne no ymonuaxuio — 2 000 000; 4nA CHATUA OrpaHMYeHUA HEOBXOANMO YCTaHOBUTL 3HaueHne 0
BrloueHWe/oTKIIoYeHUe 0Tnpasku Hpopmauun o NAT-npeobpasosaHusax B cTaTucTuky NetFlow:
nat-events . on;
o off
refresh- KonuuyecTBo NakeToB, Nocrne nony4eH1s KOTOPOro LWaBoH OTNPaBAETCA Ha NPUHUMAOLLMIA XOCT (TONbKO AnA Bepcuii npoTokona NetFlow 9 1 10). LLla6noH coaepx1T HdOpMALMIO O HACTPOIIKe CamMoro yCTpoiCTBa
rate Pa3NNUHYIO CTATUCTMUECKYIO MHpOPMAaLIMIO. 3HauYeHHE MO yMonuaHuio — 20 NaKeTos




MapameTp Onwucanue
timeout-  |[Tarv-ayT oTnpasku cTaporo wabnoHa Ha MPUHAMALOLLMIA XOCT (TOMbKO Ans Bepcuit npotokona NetFlow 9/10). LLia6noH coaepuT MHGOPMALMIO O HACTPOIRKE CAMOTO YCTPOMCTBA 1 PA3ITMUHYH CTATUCTUYECKYIO MHDOPMALIMIO.
rate [BHaueHne no ymonyaxuio — 1800 cekyHA

Komanaa ana peaaktuposaHua cyllecTsytolyero npopuna NetFlow:

Admin@nodename# set libraries netflow-profiles <profile-name>

MapameTpsl,

3HAUYEHUA KOTOPbIX MOXHO U3MEHHTb, NPeACTaB/EeH ! B Tabnuue Bbille.

Komanaa ana yaanenua npoguna NetFlow:

Admin@nodename# delete libraries netflow-profiles <profile-name>

Komanas an:

A 0ToGpaxeHnA MHpopmaLum o Bcex npodunax NetFlow unu o6 otaensHom npodune:

Admin@nodename# show libraries netflow-profiles
Admin@nodename# show libraries netflow-profiles <profile-name>

HacTpoiika LLDP-npodunen

LLDP-npogunu (Link Layer Discovery Protocol) cosaatotca v HacTpausatotca Ha yposHe libraries lldp-profiles.

Jina cospanna LLDP-npoduna ucnonbayeTca koMaHaa:

Admin@nodenamef# create libraries lldp-profiles <parameter>

[Janee Heo6xoauMo 3anathb cneayloLme napameTpsl.

MapameTp Onucanue
name Hassanue LLDP-npodpuna
description||Onucaxue LLDP-npoguna

port-status

PeXxuMbl:
« IX — TONbKO Npuém aanHbix LLDP: UserGate He Gyaet nocsinats nHpopmauuto LLDP, Ho ByaeT aHanusuposarts uHpopmauuto LLDP ot coceaent
« tx — TonbKO Nepenaya AanHHLIX LLDP: UserGate 6yaeT noceinate MHdopmaumio LLDP, Ho 6yaet otépacsiBaTh MHpopmalmio LLDP, nonyuyeHHyto ot coceaen

« rx-tx — npuem u nepesada AaHHbix LLDP: UserGate 6yaet nocbinatk uHpopmaumto LLDP 1 6yaeT aHanusuposatb WHdpopmaumio LLDP, nonyuyenHyto ot cocenen

KomaHnaa an:

Admin@nod:

A peAaKTMpoBaHna uHdopmauum o LLDP-npogune:

lename# set libraries lldp-profiles <profile-name> <parameter>

MapameTpel, AOCTYNHbIE ANA 0BHOBNEHUA, aHANOrMYHbLI NapamMeTpam, ykasbiBaeMbiM npu cosaaqun LLDP-npoduns.

Komanaa an

A ynanenua LLDP-npoduna:

Admin@nodename# delete libraries lidp-profiles <profile-name>

KomaHael ana oTobpaxeHns uHdopmaumm o scex LLDP-npogpunax unu 06o oaHom LLDP-npodune:

Admin@nodename# show libraries lldp-profiles
Admin@nodename# show libraries lldp-profiles <profile-name>

HacTpoiika SSL-npodunen

SSL-npodunu cosanatotca U HacTpausaroTcA Ha yposHe libraries ssl-profiles.

Jina cospanna SSL-npoduna MCnonbayeTca KomaHaa:

Admin@nodenamef# create libraries ssl-profiles <parameter>

Janee He06X0AMMO 3a4aTh CreayloLne napameTpsl.
Mapametp Onucanue
name Hassanue SSL-npopuna
description Onucanne SSL-npodunsa.

min-tls-version

Camasn Huskas Bepcus TLS, koTopas MOXeT ObITb UCMOMb30oBaHa B AaHHOM SSL-npodune:
o tls1;
o tis1.1;

o tis1.2

Camas Bbicokas Bepcua TLS, koTopan MoxeT GbiTb MCnonb3oBaHa B JaHHOM SSL-npodurne:

o tist;
max-tis- . tist.1;
version
. tls1.2;
o ts1.3
ssl-ciphers BLI60op HE0OXOAMMBIX aNrOPUTMOB LIM(POBAHUA U UMPPOBOA NoANUCH
YcTaHOBKa anropuTMOB LMPOBAHKA ANA CTAHAAPTHBIX NPOTOKONOB. MapameTp npeaHasHaueH AnA obneryeHns BbIGopa HEOGXOANMBIX anropUTMOB LUIMPPOBAHMA W NOAMKUCH ANf CTAHAAPTHBLIX NMPOTOKONOB TLS;
Heo6X0AMMO YKasaTb BEPCHIO:
. o tlst;
ssl-ciphers-
suite - tis1.1;
o tls1.2;
o tIs1.3

KomaHaa ans peaaktposaHua nHpopmauumu o SSL-npodune:

Admin@nodename# set libraries ssl-profiles <profile-name> <parameter>

MapameTpel, AOCTYNHbIE ANA OGHOBNEHUSA, aHANOrMUHbLI NapaMeTpam, ykasbiBaeMbIM Npu CozaaHuu SSL-npopunsa.

Komanael ans yaanexna SSL-npoduns nomHOCTLIO UK OTAENBHBIX anfOPUTMOB LWMGPOBAHUA U LUDPOBOM MOANMCH, 3aAaHHBIX B HEM:

Admin@nodename# delete libraries ssl-profiles <profile-name>
Admin@nodename# delete libraries ssl-profiles <profile-name> ssl-ciphers [ cipher ... ]




KomaHaa ana otoBpaxeHna MHdopmaumum o SSL-npopunax:

Admin@nodenamef# show libraries ssl-profiles
Admin@nodename# show libraries ssl-profiles <profile-name>



HacTpoiku pasaena KypHanbl U OTHYEThI



HacTtpoWka akcnopTta )ypHanos

Product: WAF

Version: 7.x

DyHKUMA SKCTIOPTUPOBAHMA XKyPHANOB NO3BOMAET BINPYXaTh MH(OPMALIMIO HA BHELLHME CEPBEPLI ANA NOCNEAYIOLIEro aHanusa unu AnA 06paboTku B cuctemax SIEM.

[nA cosznaHuA HOBOrO NpaBwa 3KCMopTa XypHaNOB MCNONbL3yeTCA KoMaHAa:

Admin@nodename# create logs logs-export <parameters>

JlocTynHble napameTpbi:

MNapametp

Onucanve

BrntoueHne/oTKoueHne npasumna:

enabled . on.
« off.
name Hassanve npasuna.

(Onucanve npasuna.

server-type

Tun cepsepa:
« ssh;
. ftp;
« syslog.
Mpyu BEIGOpe THNa cepBepa AOCTYNHLI CrIeAyIoLLME AOMONHUTENbHbIE HACTPONKN:
« port — lNopT cepBepa, Ha KOTOPHIN CrieyeT OTNPaBNATL AaHHbIE.
« login — WA yyeTHON 3an1cyu AnA NOAKIOYEHNA K yAaneHHOMy cepeepy (He MPUMMEHSAETCA K MeToay OTnpasku syslog).
« password — Maponk y4eTHON 3an1cu AnA NOAKMIOYEHNUA K yAaNeHHOMY cepBepy (He MPUMEHAETCA K MeToay OTnpasku syslog).
« path — Kartanor Ha cepsepe Ana KonMpoBaHWA (ainos XypHanoB (He NPUMEHAETCA K MeToAy OTnpasky syslog).
« passive — MNaccusHbIi pexum ftp.
« transport — Tonbko ana TMna cepsepos syslog. TCP unu UDP.
« protocol — Tonbko ana Tuna cepsepos syslog. RFC5424 unu BSD syslog RFC 3164. BuiGepuTe NpoToKOs, COBMECTUMBIN C UCMOMNb3yeMoit Y Bac cuctemoi SIEM.
« severity — Tonbko AnA Tuna cepeepos syslog. KputuuHocTs. BosmoxHel cneaytolme sHadenua: alert, critical, error, warning, notice, info.

« facility — Toneko anA Tuna cepsepos syslog. O6bekT. BoamoxHbI cneayioLne N level, syst security-auth, log-audit, log-alert, local- (0-7).

« hostname — Tonbko Ana TMna cepeepos syslog. YHUKanbHOE UMA XOCTa, MAeHTUhUUMPYOLee cepBep, OTNPaBNAWKA AaHHbIe Ha cepsep syslog, B popmate Fully Qualified Domain Name (FQDN).

« app-name — ToNbKO ANA TUNa cepBepoB Syslog. YHUKaNbHOEe UMA NPUNOXKEHWA, KOTOPOE OTNPaBNAET AaHHbIE Ha cepaep syslog.

target IP-anpec unu nomeHHoe umA cepeepa.
DKypHarbl Ans akcriopta:
« events — XXypHan coBbITuii.
» webaccess — )KypHan Be6-aoctyna.
«» traffic — XXypHan Tpaduka.
« waf — XypHan cpa6aTbisaHuit npasun WAF.
logs JINA KaXKAOTO XKypHANA MOXHO BbIOPaTb CUHTAKCHUC BLIFPY3KH:
- cef;
« cef-compact;
« json;
« cee-json;
- off.
BbiGop pacnucaHua AnA oTnpaskK 110ros. He NpuMeHAETCA K MeToay oTnpasku Syslog.
rontab-noAoGHeIi GpopmaT, Npu KOTOPOM CTPOKA BLIFMAAMT KaK LWECTb Moneit, pasaeneHHbix npobenamu. Mona 3aaaloT Bpema B creaytolem suae: (MuHyTbI: 0-59) (yackl: 0-23) (aHn mecaua: 1-31) (vecau: 1-12) (aeHb
Hesnenu: 0-6, 0-BockpeceHbe). Kaxaoe 13 nepsbIX NATH NOMe MOXeT ObiTb 3a4aHO CreAyoLuM 06pasom:
» 3Besnouka (*) — 06o3HauaeT BeCb AManasoH (OT NepBOro A0 NOC/EAHEro).
schedule

« Jleduc (-) — oBosHauaeT AnanasoH uucen. Hanpumep, "5-7" OyaeT osHauaTtb 5,6 1 7.
« Cncku. 310 uucna (Mnu ananasoHsl), pasaenerHsle sanateiMi. Hanpumep, "1,5,10,11" unu "1-11,19-23".

« 3Be3404Ka UNKM AuanasoH c warom. McnonbayeTcsa Ana Npornyckos B AuanasoHax. Lar ykassbisaeTtca nocne Kocoi yepTsl. Hanpumep, "2-10/2" Byaet sHauuts "2,4,6,8,10", a BeipaxeHue "*/2" B none "yacsl" Byaet
03HavaTh "Kaxable ABa yaca.

[InA peaakTMpoBaHuA paHee CosAaHHbIX NPaBu UCMONb3yeTCA KoMaHaa:

Admin@nodename# set logs logs-export <log-export-rule-name>

MapameTtpebl,

AOCTYNHbIE ANA PeAaKTUPOBAHWA, aHaNorMyHLI NapameTpam co3aaHusa Npasun aKkcnopTa.

[nfA NpocmoTpa napameTpoB Co3AaHHbIX PaHee Npasui SKCMopTa MCMoNb3yeTCA KoMaHAa:

Admin@nodename# show logs logs-export
Admin@nodename# show logs logs-export <log-export-rule-name>

[nA yaanexuA co3faHHbIX paHee NpaBsui SKCNopTa UCMOoMb3yeTcA KoMaHaa:

Admin@nodename# delete logs logs-export <log-export-rule-name>

[InA HacTPOKM NapameTPOB PasoBOrO AKCTIOPTA XyPHAOB UCMONL3YETCA KOMaHAA:

Admin@nodename# execute logs send-once <log-export-rule-name> <parameters>

MapameTp!

Onucanve

fresh

OKCMOpTHPOBATE CBEXME NOTH.




MapameTp Onwucanue

YkasaTb AnanasoH akcnopra:
range « start-export-range — Hauyano avanasona B popmate: 2022-12-31723:59:59

« end-export-range — KoHel| AnanasoHa B popmate: 2022-12-31T723:59:59
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