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HacTtpouka yctponctea



BasoBble HacTpoMnku

Product: WAF
Version: 7.x
HacTtpoika napameTpoB pa6oTtbi CLI
Ha ypoBHe settings cli HacTpavBatoTca cneaytowime napaMmeTpbl paboTbl UHTepdenca KoMaHAHOW CTPOKK:
« BMA CUCTEMHOro npurnawueHua (prompt) koHconwm CLI;
o YPOBEHb eTanu3aynn AMarHOCTUKK.
[na HacTpoWiKkM cucTemHoro npurnawenuns koHconu CLI ucnonbsyerca komaHaa:
Admin@nodename# set settings cli custom-prompt <new-custom-prompt>
Bbl MOXeTe NoMeHsTb CUCTEMHOe NpurnalleHne B koHconu CLI ¢ ycTaHoBRNEHHOro no ymonyanuto (Buaa: Admin@nodename#) Ha yao6Hoe Bam.
Hanpumep, utobbl NoMeHATs BUA cuctemHoro npurnawenna Ha NodeAABBCC, BbINOMHUTE CrEAyHOLLYHO KOMaHAy:

Admin@nodename# set settings cli custom-prompt NodeAABBCC
NodeAABBCC#

BepHyTb cucCTEMHOE NpUrnalleH1e B NepBoHaYanbsHOe COCTOAHUE MOXHO C MOMOLLbHO KOMaHAbI:
Admin@nodename# set settings cli custom-prompt default
MpuMep MCnonb3oBaHUA KOMaHAbI:

NodeAABBCC#
NodeAABBCC# set settings cli custom-prompt default
Admin@nodename#

Urtobbl 3a4aTh ypOBEHb AeTanu3auum AMarHOCTUKM UCTIONb3YeTCA CrieaytoLas KomaHaa:
Admin@nodename# set settings cli log-level <off | error | debug | warning | info>
Bbl MOXeTe yCcTaHOBUTL CreayroLime ypoBHU AeTanmn3alnu:
« Off — OTKIOUNTL XypHanupoBaHue;
o €rror — TOJbKO OLLIMOKH;
« warning — oLw1OKK 1 NpeaynpexaeHus;
« info — owmMBKK, NpeaynpexaeHns 1 JONONHUTENbHAA MHOOPMALXS;
« debug — makcumanbHaa feTanusauus.
MocMOTpeTh TEKyLUUE 3HAUYEHUA NapameTpoB padoTbl MHTepdEenca KOMaHAHOW CTPOKWA MOXHO C NMOMOLLbIO KOMaHAbI:

Admin@nodename# show settings cli

HacTpoika 6a3oBbIX NnapamMeTpoB YCTPOWUCTBA

HacTpoiika 6a3oBbix napametpos UserGate WAF BbinonHAeTcs Ha ypoBHe settings general.
CTpyKTypa KoMaHZ AnA HAacTPOWKK 6a30BLIX NapamMeTpOoB YyCTPOWCTBA:

Admin@nodename# set settings general <settings-module> <parameters>

BasoBble napameTpbl yCTPOMCTBa CrpynnMpoBaHsl B pasaers.

Pazpen OnucaHue




Pasnen

OnucaHue

MapameTpbl KOHCONK yNpaBneHua:

« timezone — vacoBoii nosic, COOTBGTCTByIOLLlVIVI BallemMy MeCTOMNOJIOXKEHHUIO. Yacoso#t nosc UCnonb3yeTcA B pacnmUcaHuUAx,
npuMeHAeMblX B NpaBunax, a Takke ANnA KOPPEKTHOro OTO6pa)KeHVIF| BPeMeHU U AaTbl B OTHETAX, XypHanax u 1. n.

« language — A3blk nHTEpdenca:
o FU — PYCCKHA;
o €n— aHrUMCKUM.

« webaccess — pexuM ayTeEHTUPUKALUK BEO-KOHCONU:

admin-
o password — ayTeHTMdMKaLMA MO UMEHKU M Naporsio.
console
o cert — ayteHTuduKauma no X.509-ceptudukary.
« web-ssl-profile — BeiGop npoduna SSL ansa nocTpoeHUa 3aLLMLLEHHOrO KaHana AocTyna K Be6-koHconu. MoapobHee o
npodunax SSL — B pasaene «HacTtpoiika npodunen SSL ».
« api-session-lifetime — BpemA oxunaaHWA ceaHca aaAMUHUCTPATOPA B CEKyHAAX
« http-connection-timeout — Bpemsa oxunaaHua yctaHoBneHuna HTTP-coeanHeHus B cekyHaax. 3HayeHue no ymonyaxiuio — 20
cekyHa. (JocTynHo B Bepcuu MO 7.5.0 v Bbiwe).
« http-loading-timeout — Bpewms, BblaeneHHoe Ha 3arpy3ky HTTP-koHTeHTa B cekyHaax. 3HauyeHue no ymonyaHuo — 60
cekyHA. (JoctynHo B Bepcuu MO 7.5.0 v BoiLwe)
[MapameTpbl yCTaHOBKM TOYHOTO BPEMEHMU:
« ntp-enabled — BrOUeHWe unu oTkoueHne ucnosb3osanna NTP-cepsepos.
. rimary-ntp-server — aapec ocHosHoro NTP-cepsepa.
server-time * primary-nip Ap paep
« second-ntp-server — agpec 3anacHoro NTP-cepsepa.
« time — ycTaHoBKka BpemeHu Ha ycTpoiicTee. Bpemsa ykaseiBaetcA B yacosoMm nosce UTC B popmate yyyy-mm-ddThh:mm:ss
(Hanpumep, 2022-02-15T12:00:00)
HacTtpoiika moaynen yctponcTea:
« lldp — HacTpoiika ncnonb3osaHWA NPOTOKONA KaHanbHOro yposHsa Link Layer Discovery Protocol (LLDP), koTopbiit nossonaet
ceTeBoMy 06opynoBaHuio, padoTatoLemMy B SIOKasIbHOM CeTH, OnoBeLLaTh YCTPOICTBA O CBOEM CYLLECTBOBaHWHU, NepesaBatb
MM CBOM XapaKTEPUCTUKH, a TakKe NosyyaTtb OT HUX aHanorMyHyto MHdopmaumio. MNpu HacTpoiike HeobxoanMo 3aaaThb
3HaYeHuA:
modules
o transmit-delay — 3azep)ka nepefauv, ykasoiBaeTcs BpeMA OXWAaHWA YyCTPOWCTBA Nepes OTNpaBKoi 00 bABNEHNN
coceasam nocne uamerenna TLV B npoTtokone LLDP nnu cocToaHWA NoKanbHOM CMCTEMBI, HANPUMEP, UBMEHEHWE
MMEHH y3na unu aapeca ynpasnexuna. MoxeTt npuHumate 3HadeHna ot 1 Ao 3600. YKkasbiBaeTcA B CeKyHAax.
o transmit-hold — 3Hauyenne mynbTUnAMKaTopa yaepxanua. MoxeT npuHumath 3HaveHna ot 1 go 100. MNMpounsseaexune
3HaueHuni transmit delay u transmit hold onpeaenset sBpemsa xwu3uu (TTL) naketos LLDP
[MapameTpbl K3LIMpPOBaHMA NPOKCH-CepBepa:
« caching-mode — BKtOUYEHME UMK OTKITIOUYEHME PEXMMA KIALLMPOBAHHA.
« exclusions — cnucok URL, KoTopble He ByayT KaluMpoBaTbea. [na yaaneH1a UCKITHOUYEHU UCTIONb3YHTE KOMaHAY:
cache
Admin@nodename# delete settings general cache exclusions [ <URL> ]
« max-cacheable-size — MakcuMarnbHbIi pasmep 00BEKTOB, KoTopble ByayT KalumMposaTses (MB).
« ram-size — pasmep onepatuBHOM NaMATH, OTBEAEHHbIN NoA kawmposaHue (MB)
MapameTpbl MoAyNA cOopa CTaTUCTUKK:
log-analyzer

« use-local-stat-server — ucnonb3oBaH1e NoKanbHOM CyXObl XypHanMpoBaHua
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Pasnen

OnucaHue

management-
center

HacTtpovika areHta UserGate Management Center.
KomaHza aAna HacTporKu:
Admin@nodename# set settings general management-center <parameters>
MapameTpbl:
« enabled — BrnoueHue unu oTktouermne areHta UserGate Management Center;
« mc-address — aapec cepsepa UserGate Management Center;

« device-code — yHuKanbHbIM KOA YCTPOMCTBA ANA NOAKMHoYeHMa ycTpoicTtea K UserGate Management Center

updates-
schedule

HacTpoiika pacnucanua ckauMBaHusa 0GHOBNEHMI NPOrpamMMHOro obecnedeHus U GUBIMOTEK.

lnA 3aaaHuA pacnucaHua 0OHOBNEHWUS NPOrpaMMHOro obecneyeHun:

Admin@nodename# set settings general updates-schedule software schedule <schedule/disabled>

PacnucaHue ckaumBaHua 0OHOBNEHNH BUONMOTEK MOXET OblTb €ANHbBIM:

Admin@nodename# set settings general updates-schedule all-libraries schedule <schedule/disabled>

Takke pacnucaHue MOXeT OblTb HACTPOEHO OTAENbHO ANA KaXAOro 31eMeHTa:

Admin@nodename# set settings general updates-schedule libraries [ lib-module ... ] schedule <schedule/disabled>

Bpewms 3aaaetca B crontab-dopmare: <muHyThl: 0-59> <uachkl: 0-23> <aHun mecaua: 1-31> <mecaubl: 1-12> <ann Heaenu: 0-6, rae 0
— BOCKpECEHbEe>.

Kaxxaoe 13 nonei MoxeT BbiTb 3a4aHO Crieaytowmm 06pasom:

« 3Besnouka (*) — ans Boibopa Bcex 3HadeHuin. Hanpumep, B none Ana BBOAA Y4acoB CUMBOJ 03HAUYAET, YTO pesepBHoe
KOMMpOBaHWe AOMKHO BbINOSTHATLCA KaX bl Yac.

« Jedwuc (-) — anAa ykaszaHua ananasoHa 3HaYeHUm.
« 3anATan (,) — B KauecTBe pasaenuTena 3Ha4YeHuin.
« Kocas yeprta (/) — AnA ykasaHua wara mMexay 3Ha4eHUAMM.

KomaHaa ans npocmoTpa pacnucaHns 00HOBNEHHI:

Admin@nodename# show settings general updates-schedule

HacTtpo#ka ynpaBneHUs yCTPOUCTBOM

HacTpoiika AMarHocTHKM

B aTOM 6110Ke Bbl MOXETE YNPaBnATb NapameTpamu AUarHoCTUKU YCTPOMUCTBA, HEOOXOAUMBIMM CIYGe TEXHUYECKOW NOAAEPXKKM ANA PELLEHUs
BO3MOXHbIX Npo6riem.

MapameTpbl AMArHOCTHUKK cepBepa, HeoOXxoanMbIe CryxOe TEXHUUECKON NOAAEPXKKM NPKU peLleHnn Npobnem, 3ajatoTca Ha ypoBHe settings loglevel.

C nomoLLbto creayroLei KoMaHabl Bbl MOXETE YCTaHOBUTL HEOOXOAUMBIN YPOBEHb AeTann3almnm XypHanupoBaH1a COObITUN:

Admin@nodename# set settings loglevel value <off | error | warning | info | debug>

« off — BeaeHue xypHanoB AWarHOCTUKKN OTKITIOYEHO;

o Error — XypHanupoBaTb TONMbKO ownOkM B pabote NGFW;

o warning — ypHasMpoBaTb TONbKO OLMOKK W NpesynpexaeHNs;

« info — ypHanupoBaTb TONbKO OLUMOKH, NPesynpexaeHus U A0ONOMHUTENbHYO MHbOPMAaLUIO;

« debug — XypHanupoBaTb BCe BO3MOXHbIE COObITUSA.

IMpu ypHaNMpoBaHUM C ypoBHAMM warning, info u debug MOXeT CHWXaTbCA NPONU3BOAUTENBHOCTL YCTPOMUCTBA, NOSTOMY PEKOMEHAYEeTCH
ycTaHaBnuBaTh YPOBHK error unu off, ecnu TexHuueckon noaaepxroi UserGate He 6bino NpeanoxeHo MHoe.

ﬂ,ﬂﬂ npocMOoTpa COCTOAHUA YPOBHA AeTanin3aumMn ANarHoOCTUKM UCNONb3yeTcA KoMaHAaa:

Admin@nodename# show settings loglevel

InA BKIOYEHWUA UNKU OTKIIOYEHMA YAaneHHOro noMoLyHvka (Radmin) ucnonb3yeTtca komaHaa:

Admin@nodename# set settings radmin enabled <on | off>

ﬂﬂﬂ npocMoTpa CoOCTOAHUA yaalleHHOro NOMOLLHUKA UCNoNb3yeTCcA KoMaHaa:




Admin@nodename# show settings radmin

Hactponka Radmin-emergency

Ecnu npounsownu Henonaaku ¢ aapom WAF, MoXeT nponactb BO3MOXHOCTb aBTopuaauuu B CLI. [inAa aktueaymu yaaneHHoro NoOMoLLHUKa B TaK1X
cnyvasx aaMUHUCTPATOP MOXeET 3aiTh B CLI B pexxume emergency nNoa yYeTHOM 3anuchbio KOPHEBOrO aAMUHUCTPaTopa, KoTopas Obina cosaaHa npu
uHuumanusauun WAF. O6bluHo 3T0 yueTHan 3anuck Admin. [na Bxona Heobxoanmo ykasaTte MMA B Buae Admin@emergency, B KayecTse napona —
naporsb KOPHEBOro aAMUHUCTPaTOpPa.

KomaHnaa Bxoaa B pexxum emergency CLI BbIrnaauT cneaytowum o6pasom:
ssh Admin@emergency@<WAF_IP> -p 2200
KomaHnaa BrIoueHUA 1 OTKITIOYEHWA YAaNeHHOro A0CTyNa K CepBepy AnA TEXHUYECKON NOAAEPXKKM B PeXMME emergency:
Admin@emergency@WAF# set radmin-emergency enabled <on | off> <parameters>
B komaHze ykasbiBatoTCA Crieaytolime ceTesble napameTpsi:
« interface — HasBaHue uHTEpdeiica;
« ip-addr — IP-agpec uHTepdeiica;

« gateway-address — IP-agpec wntosa.

HacTtpouka onepauui c cepsepom

B aTOM pasaerie Bbl MOXETE YCTAHOBUTL KaHan nonyyeHns oOHOBNEHUI AnA yCTpoicTBa (cTabunbHble unu eta-Bepcum).
Kanan o6HOBNEHMI ycTaHaBNMBAETCA C MOMOLLbIO KOMaHAbI:

Admin@nodename# set settings device-mgmt updates-channel <stable | beta>

JIna npocmoTpa Hanmuma 0OHOBMIEHN U BbIBPaHHOTO KaHana 06HOBNEHMA UCMOSb3yeTCA KoMaHaa:

Admin@nodename# show settings device-mgmt updates-channel

anaBneHue pe3epBHbIM KONUpOBaHUeEM

YnpasneHue pesepBHbIM KONMMpoBaHWeM NPOUCXOAMUT Ha ypoBHe setting device-mgmt.

JnAa cosaaHna npasuia pe3epBHOro KOMMPOBaHUA U BIFPY3KK $aios Ha BHelwHWe cepaepbl (FTP/SSH) ncnonbsyetca cneaytollana komaHaa:
Admin@nodename# create settings device-mgmt settings-backup <parameters>

I'Iapameprl npaBun pe3epBHOro KONMpPoBaHKUA.

MapameTtp OnucaHue

enabled BrstoueHne nnum oTkoueHe npasuna co3aaHna pe3epBHON KonuKn yCcTporcTea

name HassaHve npasuna pesepBHOro KONMMpPOBaHUs

description||On1caHne npasuna pe3epsHOro KONMPoBaHWA

Bbifop TMNa yaaneHHoro cepeepa Ana aKkecnopta ¢hansios:
type « ssh;
. ftp

address IP-aapec yaaneHHoro cepsepa

port MopT cepeepa

login YueTHaA 3anucb Ha yAaneHHOM cepBepe

password |(|[laposnb y4eTHOW 3anucu

path MyTb Ha cepsepe, Kyaa ByayT BIrPYXeHbl Gansbl




MapameTtp OnucaHue

Pacnucanue akcnopta ¢ainos pe3epBHbIX KOMU.

Bpewms 3apaetca B crontab-dopmare: <mMuHyThl: 0-59> <uachkl: 0-23> <AHn mecaua: 1-31> <mecaubl: 1-12> <aHn Hepenu: 0-6, rae 0 —
BOCKpECeHbe>.

Kaxxpoe 13 nonei MoxeT BbITb 3aaHO CreayHoLUM 06pasom:

schedule « 3Besnouka (*) — AnA Beibopa BCex 3HayYeHwui. Hanpumep, B nose Anf BBoAA YacoB CHMBOM 03HAYaET, YTO pe3epBHOe
KOMMpOBaHWe I0/MKHO BbINOSHATLCA KKAbLIW Yac.

« Jleduc (-) — anA ykaszaHua ananasoHa 3HaueHUN.
« 3anATtan (,) — B KAYeCTBE pasAenuTens 3Ha4eHun.

« Kocas yepra (/) — anAa ykasaHua wara mexay 3HauyeHuamm

MameHeHwe cyLecTByloLLEero npasuna pe3epBHOro KonuposaHua yctpoiictea UserGate nponsBoAnTCA C NOMOLLLIO CieAyoLLen KOMaHAbI:
Admin@nodename# set settings device-mgmt settings-backup <rule-name>

Cnu1cok napameTpoB, AOCTYMHbIX ANA U3MEHEHWUA, aHaNorMyeH CNMCKyY napameTpoB, AOCTYMHLIX NPY CO3AaHMM Npasuna.

Komanaa anAa yaaneHva npasuna pe3epBHOro KOMMpoBaHWA:

Admin@nodename# delete settings device-mgmt settings-backup <rule-name>

KomaHaa ana otobpaxeHua npasunia pe3epBHOr0 KOMMPOBaHMA:

Admin@nodename# show settings device-mgmt settings-backup <rule-name>

ﬂ,ﬂﬂ KOMaHA U3MEHEeHUA, yaaneHua nnu OTOGpa}KeHMH npasui1 B Ka4eCTBe napamMeTpa <filter> MOXXHO UCNONb30BaTh HE TOMBKO Ha3BaHMA npasuna, HO
1 apyrue 3ajaHHble B npaBuUre napamMeTpbl (CM. CMUCOK napameTpoB B Taénwge BblLLIE).

3KCI‘IOpT HacCTpPoOeK

YnpaBrneHWe 3KCNopTOM HACTPOEK NMPOUCXOAUT Ha ypoBHE settings device-mgmt.
lMpasuna sxkcnopTa HaCTPOEK CO3AaoTCA C NOMOLLbIO KOMaHAb!
Admin@nodename# create settings device-mgmt settings-export ( <parameters> )

MapameTpbl 3KCMoOpTa HACTPOEK.

MapameTp OnucaHue

enabled BrritoueHne Mnu OTKIIOUYEHWE NpaBKna 3KCnopTa HAaCTPOeK yCTPoMCTBa

name HasBaHue npaBuna akcnopta

description||On1caHve npasuna akcnopta

Tun yaaneHHoro cepeepa Ans SKCnopTa HacTPoeK:

type « ssh;
« ftp
address IP-aapec yaaneHHoro cepeepa
port MopT cepeepa
login YueTHaA 3anucb Ha yAaneHHOM cepsepe

password |[[Taponb y4eTHo# 3anucu Ha yaaneHHoM cepsepe

path MyTb Ha cepBepe, Kyaa OyayT BbIrPyXEHbI HACTPOMKK




MapameTtp OnucaHue

PacnucaHue aKcropTa HacTpoex.

Bpewms 3apaetca B crontab-dopmare: <mMuHyThl: 0-59> <uachkl: 0-23> <AHn mecaua: 1-31> <mecaubl: 1-12> <aHn Hepenu: 0-6, rae 0 —
BOCKpECeHbe>.

Kaxxaoe 13 nonei MoxeT BbITb 3aaHO CreayHoLUM 06pasom:

schedule « 3Besaouka (*) — ana Bolbopa Bcex 3HaveHun. Hanpumep, B none Ansa BBOAA YacoB CUMBOS 03HAYAET, YTO pe3epBHOe
KONMUPOBaHWE AOMKHO BbINOMHATLCA KaXabIM Yac.

« Jleduc (-) — anA ykaszaHua ananasoHa 3HaueHUN.
« 3anATtan (,) — B KAYeCTBE pasAenuTens 3Ha4eHun.

« Kocas yepra (/) — anAa ykasaHua wara mexay 3HauyeHuamm

M3ameHeHwWe cyLLecTByHOLLEero npasuna aKcnopTa HaCTPOEK YCTPOMCTBA BbIMOSIHAETCA C MOMOLLLIO CrIeAyHoLLen KOMaHAbI:
Admin@nodename# set settings device-mgmt settings-export <rule-name>

Cnu1cok napaMeTpoB, AOCTYMHbIX ANA U3MEHEHUA aHaNorMYeH CNMCKy napameTpoB, AOCTYMHLIX NPKU CO3AaHMM Npasuna.
Komaraa anAa yaaneHwa npaeuia 3KkcnopTa HaCcTPOekK:

Admin@nodename# delete settings device-mgmt settings-export <rule-name>

KomaHaa ana oto6paxeHua npaBuna SKCnopTa HacTPOeK:

Admin@nodename# show settings device-mgmt settings-export <rule-name>

ﬂﬂﬂ KOMaHA U3MEHEeHUA, yaaneHua nnu OTOGpa}KeHVIFl npasui1 B Ka4eCTBe napamMeTpa <filter> MOXHO UCNONb30BaTh HE TOMBKO Ha3BaHue npasuna, HO
1 apyrue 3ajaHHble B npaBuUre napamMeTpbl (CM. CMUCOK napameTpoB B Taénwge Bblllie).

HacTtpouka 3awuTbl KOHPUrypayum oT U3MEeHEeHUH

[nAa HacTpOViKM NapamMeTpoB 3aLMThl KOHPUrypaLnmu yCTPOICTBA OT U3MEHEHWUA UCMONb3YNTE CNEAyOLLYIO KOMaHAay:
Admin@nodename# set settings change-control config <off | log | block>

I'IposepKa LIeJTOCTHOCTH KOH(DVIpraLWIVI NPOUCXOANT KaXKAble HECKOSTbKO MUHYT MOcC/e 3arpysku WAF.

o log — aKkTMBauMa pex1MmMa OTCIEXHBaHUA U3BMEHEHUI KOHDUTypauuu. Mpu oBHapyxeHnn usmeHeHnin WAF 3anuceiBaeT nHdopmaumio o dpaxte
U3MEHEHUA B XXypHan cobbiTuit. Heo6xoaumo 3azatb naponb, KOTOPbIM NOTPeByeTca B Criyyae U3MEHEHWA PeXuMa OTCIEXMBAHMA.

« off — oTKNIOUEHKE pexrmMa OTCNeXMBaHUA U3MEHEHHW KOHGUrypauun. Heo6xoanMMO ykasaTb naposib, KOTOpbIK Bbin 3aaaH NpU akTUBaLum
pexumMa OTCNEeXMBaHUA KOHPUrypaLmu.

« block — aKkTMBaumMa pexxuma oTCrnexuBaHusa naMeHeHuin KoHdurypaumu. Heobxoanmo sanatb Naposb, KOTOPbLIKA NoTpebyeTcsa B cryyae
U3MEHEHUA pexuma oTcrexvsaHus. Mpu o6HapyxeHnn usmeHeHnin WAF 3anuceiBaeT MHdOpMaLnio 0 GakTe USMEHEHMA B )KypHas CoObITUI 1
cosfaeT 6NoKMpytoLLiee NPaBKUII0 MEXCETEBOTO 3KpaHa, 3anpeLlaroLee 6o TpaH3UTHBIA TpadyK.

Mepea akTMBaLMen 3auThl KOHPUIYPaLUU aAMUHUCTPATOP NPOU3BOAMUT HACTPOMKY NPOAYKTA B COOTBETCTBMM C TpeBOBaHWUAMM OpraHusalum, nocne
4ero 3aluLiaeT HaCTPOWKK OT U3MeHeHUI (pexum log unu block). Jloboe nameHeHne HacTpoek Yepes Beb-uHTepdeiic, CLI unu apyrmmn cnocobamm
6yneT NpUBOAMTBL K XYPHANWUPOBAHUIO 1 BIOKMPOBKE TPAH3UTHOrO TpaduKa, B 3aBUCMMOCTH OT BLIGPAHHOTO peXxuma.

JnA npocmoTpa TeKyLero pexumMa 3atmTbl KOHPUrypaLmumu oT MBMEHEHWI UCMONb3yeTCA KOMaHaa:

Admin@nodename# show settings change-control config

HacTpo#nka 3awmTbl UCNOoNHAEMbIX PpannoB OT UBMEHEHUA

[INA HaCTPOWKM 3aLLUMTHI UCNIONHAEMOrO KoZa YCTPOWCTBA OT NOTEHLUANbHOTO HECAHKLMOHUPOBAHHOTO M3MEHEHUA UCMONb3YEeTCA KoMaHaa!
Admin@nodename# set settings change-control code <off | log | block>

MpoBepKa LEenoCTHOCTH UCTIONTHAEMOTO KoAa NPOMCXOANT Kaxkabli pas nocne 3arpyaku WAF.

« log — aKkTMBauMA peXMMa OTCEXWBaHUA HECAHKLMOHUPOBAHHbLIX U3MEHEeHUI UcronHAemMoro Koaa. Mpu o6HapyxeHun usmeHeHuin WAF
3anvcbiBaeT MHPOPMALMIO 0 (aKTe U3MEHEHUS B XXypHan coObiTuit. Heo6xoaumo 3afaTb naporb, KOTOPLIM NOTpedyeTca B cryyae U3MEHEHHS
pexuma OTCeXMBaHUA.

« off — oTktOUEHNE pexunma oTcnexxmsaHnAa HeCaHKLMOHNPOBAHHbIX M3MEHeHUI ucnonHaemMoro koaa. Heobxoanmo yKkasaTtb naposnb, KOTOprﬂ
6bin 3aaaH npn akTuBaLunn pexnmmMa oTcriexmBaHMAa UCNOJSTHAEMOro Koaa.

« block — akTMBauUmMA pexurma 0TCNeXUBaHUA HECAHKLMOHMPOBAHHbLIX M3MEHEHMUI CMONHAEMOro koaa. Heobxoanmo 3aaaTh naposib, KOTOPbI
notpebyeTcs B Cryyae U3MEHEHUs pexuma oTcnexusaHua. MNpu o6HapyxeHun nuameHennin WAF 3anucbiBaeT MHGOPMaLMIo 0 pakTe
M3MEHEHMA B XypHasn cobbITUi 1 co3aaeT BrIoKMpyoLLEee NpaBMIo MEXCETEBOrO 3KpaHa, sanpeLlatoLlee 110001 TpaH3UTHLIN Tpadpuk. YTobbl
OTK/IIOUYNUTL CO3AaHHOE MPAaBKII0 MEXCETEBOIO 3KpaHa HE0OXOAUMO OTKIOUUTL OTCNEXMBAHWE HECAHKLIMOHUMPOBAHHBIX M3MEHEHUI.



ﬂJ‘IH NpPoCMOTpPa TeKyLlero pexmma 3aliutbl ICNONTHAEMbIX cpaﬁnoa ncnonb3yetcA KomaHaa:

Admin@nodename# show settings change-control code

HacTpoika pexuma yckopeHHon 06paboTku ceTeBoro TpaduKa

JInA BKIIOYEHUA MK OTKITIOYEHMA PEXMMA YCKOPEHHOM 06paBoTki TpadmKa MCMoNb3yeTcA KoMaHaa:
Admin@nodename# set settings fastpath enabled <on/off>

[N NpocMoTpa HaCTPOWKK PEXMMA YCKOPEHHOH 06paboTkM Tpaduka UCNOoNb3yeTca KoMaHaa:

Admin@nodename# show settings fastpath



HacTpoika ynpasneHua aoctynom Kk koHconu UserGate WAF

Product: WAF
Version: 7.x

HacTtpoiika aaHHOro pasaena npovssoanTcA Ha ypoBHe settings administrators. B pasaene onvcaHbl HacTpovika napamMeTpoB 3aLUThl YHETHBIX
3anuncen, HacTporKa aAMUHUCTPATOPOB M UX MPODHUNEN.

O6Lwm1e HacTpoWKKu gocTtyna

JaHHbli pazaen No3BONAET HACTPOWUTL AOMONHUTENbHBIE NapaMeTpbl 3aLuThl YH4ETHBIX 3anucen aaAMMHUCTPaTOPOoB. HacTpolika nponssoanTCcA Ha
ypoBHe settings administrators general.

Jna nameHeHna napameTpoB UCMOMb3yeTcA CrneayoLlan koMaHaa:
Admin@nodename# set settings administrators general

MapameTpbl, AOCTYNHbIE ANA PEAAKTUPOBaHUA:

Mapametp Onucaxune

password ||M3MeHUTb Napons TekyLero aaMUHUCTpaTopa.

unblock Pas6nokupoBaTte aAMUHUCTpaATOpA.

Mcnonb3oBaTh CAOXHbIA Naponb:

strong-

e ON.
password

« Off.
num-auth-

YCTaHOBUTb MakCUMaribHOE KOSTMYECTBO HEBEPHbIX NOMbLITOK ayTEHTUDUKALUU.

attempts
block-time YkasaTb Bpema G1I0OKMPOBKM YUETHOM 3anucH B Criyyae AOCTMKEHUA aAMUHUCTPATOPOM MaKCMMAarbHOMO KONIMYeCcTBa NomnbIToK

ayTeHTMdUKaLMK; yKasbiBaeTCA B CEKyHAax (MakcumanbHoe 3HaveHune: 3600 cexyHa).

min-length ||Onpeaenute MMHUMaNbLHYIO ANWHY Napona (MaxkcumanbHoe 3HadveHue: 100 cumsonos).

min-

uppercase OnpeaennTb MUHUMabHOE KOSTMYECTBO CUMBOJIOB B BEPXHEM PErncTpe (MakcumansHoe 3HadyeHve: 100 cumBonos).
min-

lowercase OnpeaennTb MUHUMabHOE KOSTMYECTBO CUMBOJIOB B HUXHEM perucTpe (MakcumanbsHoe 3HaveHune: 100 cumBonos).

min-digits ||OnpeaenuTe MMHUMaNLHOE KONMYECTBO LUPP (MakcumansHoe sHadenune: 100 cuvsBonos).

spec-

cEaracters OnpeaennTb MUHUMAabHOE KOMTMYECTBO CrnelnarnbHbIX CUMBOJI0B (MakcumarbHoe 3HadeHune: 100 cumBonos).
char-

repetition YKasaTtb MakcUMasbHyo AnvHY 6r1oKa M3 OAHOrO M TOrO e CUMBOMA (MakcmansHoe 3HaueHue: 100 CMMBOMOB).

MpumMep pesakTMpoBaHWA NapaMeTpoB YYETHLIX 3anuUCei:
Admin@nodename# set settings administrators general block-time 400
[na npocMoTpa TeKyLLUX NapaMeTpoB 3alluThl YUETHBIX 3anucer aAMUHUCTPATOPOB UCMOSb3yeTcA creaytollas KoMmaHAaa:

Admin@nodename# show settings administrators general

strong-password  : off

block-time 1400
min-length 17
min-uppercase 1
min-lowercase 1
min-digits 1

spec-characters  : 1



char-repetition  :2
num-auth-attempts : 10

HacTtponKa y4éTHbIX 3anMcen aAMUHUCTPaATOPOB

HacTtpoiika y4éTHbIX 3anMcelt adMUHUCTPATOPOB NPOM3BOAMTCA Ha ypoBHe settings administrators administrators.
[Ina coznanna yuéTHOM 3anucK aaMMHUCTPaTopa UCMONb3yeTcA cneayoLlan komaHaa:

Admin@nodename# create settings administrators administrators

Janee HeoBX0AMMO yKasaTb TUM yYETHOW 3anuch aaAMUHUCTPaTopa (NoKanbHbIN, nonb3osatens LDAP, rpynna LDAP, ¢ npodunem ayTeHTUhUKaLUK)
1 YCTaHOBWUTbL COOTBETCTBYIOLLME NapameTphbi:

MapameTtp OnucaHue
Jlo6aBnTb NOKanbLHOrO aAMUHUCTPATOPA:
« enabled: BxtoueHne/oTNIOUEHNE YYETHOM 3anNUcKU aAMUHUCTpaTopa:
o on.
o off.
local

« login: norvH aamuHucTpaTopa.

« description: onicaHue yuétHoi 3anucv aamMuMHUCTpaTopa.

« admin-profile: npodunb aammHucTpaTopa. Co3aaHue npodunei aAMUHUCTPATOPOB PACCMOTPEHO Aarnee.

« password: naponb aaAMUHUCTPaTopa.

Llo6aBuUTb NONb30BATENA U3 CYLLECTBYHOLLEro AoMeHa (HE0HX0AMM KOPPEKTHO HACTPoeHHbI LDAP-koHHeKTOp; noapobHee unTtainTe B
pasaene Hactpoika LDAP-koHHeKTOpA):

« enabled: BkntoueHUe/OTKNIOYEHUE YYUETHON 3an1CKU aAMUHUCTpaTopa:

o on.
o off.
Idap-user « login: nornt aamuHucTpaTopa B dpopmate domain\user. CTpyKTypa KOMaHAbl NpH yKazaHUM JaHHOro napameTpa:

« connector: HasBaHue CKOHdUrypuposaHHoro paHee LDAP-koHHekTOpa.

« description: onvicaHue yu4éTHo 3anucu aamMuMHUCTpaTopa.

« admin-profile: npodune aammuuctpatopa. CosaaHue npodpunen aaMUHUCTPaTOPOB PACCMOTPEHO Aanee.
Admin@nodename# create settings administrators administrators Idap-user admin-profile "test profile 1" connector "LDAP connector"
description "Admin as domain user" login testd.local\user1 enabled on
Lo6aBuTh rpynny nonb3oBaTtenen U3 CyLlecTBytoLwero JoMeHa (Heo6X0AMM KOPPEKTHO HACTPOEeHHbIN LDAP-koHHeKTOp; noapobHee
yuTanTe B pasaene Hactponka LDAP-koHHeKTOpa):

« enabled: BxtoueHne/oTrNOUEHNE YYETHOM 3anvUcKu aaMUHUCTpaTopa:

o on.
o off.
Idap-group « login: norvH aamuHKUCTpaTopa

« connector: HasBaHue ucnons3yemoro LDAP-koHHekTOpa.

« description: onvicaHne yyéTHOM 3anMcu aaMmUHUCTPaTopa.

« admin-profile: npopune anmuuucTparopa. CosaaHve npodpunen aaMMHUCTPATOPOB PACCMOTPEHO Aanee.
Admin@nodename# create settings administrators administrators Idap-group admin-profile "test profile 1" connector "LDAP connector"
description "Domain admin group” login testd.local\users enabled on



https://docs.usergate.com/nastrojka-serverov-autentifikacii_1856.html#%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0%20LDAP-%D0%BA%D0%BE%D0%BD%D0%BD%D0%B5%D0%BA%D1%82%D0%BE%D1%80%D0%B0
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MapameTp

OnucaHue

admin-
auth-profile

Jo6aBuTb agMUHUCTPaTOpa C NpodUIeM ayTEHTUDHUKALMK (HEOOXOAUMBI KOPPEKTHO HACTPOEHHbIE CEPBEPLI ayTEHTUDUKALUM;

noapobHee uuTanTe B pasaene Hactpoirka cepBepoB ayTEHTUDUKALWHM):

enabled: BIOUEHWE/OTKIIIOYEHWE YUETHOW 3anUCK aAMUHUCTpaTopa:
o on.
o off.
login: norvH aamuHucTparopa.
description: onucaH1e y4€THOM 3anucu aaMUHUCTpaTopa.
admin-profile: npopune aamuuucTparopa. CosaaHue npodpunen aaMMHUCTPATOPOB PACCMOTPEHO Aanee.

auth-profile: Bbiop npoduna ayTeHTUdUKALWK U3 CO3LaHHBIX paHee; noApoGHee 0 NPOdUNAX ayTEHTUdHKALUM YUTalTe B

pasaene Hactponka npoduaen ayTeHTudrKaumu.

InA peaakTMpoBaHWA napameTpoB Npodua UCNosb3yeTcA KoMaHAaa:

Admin@nodename# set settings administrators administrators <admin-type> <admin-login>

MapameTpbl ANA peAaKTMPOBaHWA aHanoryHbLl napameTpamM co3aaHua npoduna aaMUHUCTpaTopa.

[na oToBpaxkeHUsA MHPOPMALIMK O BCEX YUETHLIX 3aNUCAX aAMUHUCTPATOPOB:

Admin@nodename# show settings administrators administrators

Ina oto6paxeHna nHpopmaLmm 06 onpeaenéHHon yuéTHOM 3anuMcu aaMMHUcTpaTopa:

Admin@nodename# show settings administrators administrators <admin-type> <admin-login>

MpuMep BbINOSHEHNA KOMaHAbI:

Admin@nodename# show settings administrators administrators Idap-user testd.local\user1

login : testd.local\user1
enabled :on

type : ldap_user
locked : off

admin-profile  : test profile 1

[na yaanexuua y4€THOM 3anvucu MCNonb3yeTca KoMaHAaa:

Admin@nodename# delete settings administrators administrators <admin-type> <admin-login>

Mprmep KomaHAab:

Admin@nodename# delete settings administrators administrators Idap-user testd.local\user1

HacTtpoiika npaB goctyna npoduner agMMHUCTPATOPOB

HacTtpoika npaB goctyna npodwunein aaMMHUCTPaATOPOB NPOM3BOAMTCA Ha ypoBHe settings administrators profiles.

[na coszaanusa npopuna aaMMHACTPATOPa UCMOSb3yeTCA CriedyroLlan KomaHaa:

Admin@nodename# create settings administrators profiles

Janee HeoOX0AMMO yKasaTb CrielytoLne napameTpbi:

MapameTtp

OnucaHue

name

HasBaHve npoduns aaMuHUCTpaTopa.

description

OnucaHue npoduna aamMUMHUCTpaTopa.



file:///var/www/kb_cache/export_b18dce6327714eeb98fa2a800e3a06a6/output/docs.usergate.com/nastrojka-serverov-autentifikacii_1856.html
https://docs.usergate.com/nastrojka-profilej-autentifikacii_1857.html

MapameTtp OnucaHue

Mpasa aoctyna k API:
« no-access: HeT JocTyna.
o read: TONbKO YTEHUE.
. L « Wwrite: uTeHve v 3anuchb.
api-permissions
Bo3MOXHO HasHaueH1e npas cpasdy Ha BCE UM Ha OTAEMbHbLIE 0O BbEKTbI:
Admin@nodename# create settings administrators profiles ... api-permissions <permission> all

uwnu

Admin@nodename# create settings administrators profiles ... api-permissions <permission> [ object ... ]

MpaBa focTyna k Be6-uHTepdeiicy UserGate:
« No-access: HeT JocTyna.
« read: TONbKO YTEHHME.
. i « Write: uTeHne u 3anuceb.
webui-permissions
B03MOXHO HasHaueH1e npae cpasy Ha BCE WK Ha OTAeSbHblE 0O BEKTI:
Admin@nodename# create settings administrators profiles ... webui-permissions <permission> all

nun

Admin@nodename# create settings administrators profiles ... webui-permissions <permission> [ object ... ]

lMpaBa aoctyna k uHTepdency komaHaHon cTpoku (CLI):
« No-access: HeT JocTyna.
« read: TONbKO YTEHME.
. . « write: yTeHve ¥ 3anuchb.
cli-permissions
B03MOXHO HasHaueH1e NpaB cpasy Ha BCE WM Ha OTAESbHbIE OOBEKTI:
Admin@nodename# create settings administrators profiles ... cli-permissions <permission> all

nwnun

Admin@nodename# create settings administrators profiles ... cli-permissions <permission> [ object ... ]

[na peaakTMpoBaHUA NPpoPUIA UCMOMb3yeTCA KoMaHaa:

Admin@nodename# set settings administrators profiles <profile-name> <parameter>

MapameTpbl ANA peAaKTUPOBaHMA aHasorMyHbl NapamMeTpam co3AaHna Npoduna aaMUMHUCTpaTopa.
Ina npocmoTpa nHdopmaymm o Bcex NpoPpunax aAMUHUCTPATOPOB:

Admin@nodename# show settings administrators profiles

Ans oToBpaxeHna MHpopmaumn 06 onpeaenéHHoM npodune:

Admin@nodename# show settings administrators profiles <profile-name>

Yrtobbl yaanuTb npodurb aAMUHUCTPATOpPA:

Admin@nodename# delete settings administrators profiles <profile-name>

YnpaBneHue cecCUAMU aAMUHUCTPATOPOB

C 1crnonb3oBaHMeM CneAytoLMX KOMaHA BO3SMOXEH MPOCMOTP aKTUBHBIX CECCHI aAMUHUCTPATOPOB, NPOLUEALLIMX aBTOPU3aLMIO B BEO-KOHCONN Uk
CLI, n 3akpbIThe ceccuit (ypoBeHb: settings administrators admin-sessions).

MpocMoTp ceccuit aaMMHUCTPaTOPOB TekyLero yana UserGate (BO3MOXeH MPOCMOTP CECCHM OTAENbHOro aAMMHUCTpaTopa: Heo6XoAMMO 13
npeAnoXeHHoro crnucka Buibpathb IP-aapec, ¢ koToporo 6bina npousseseHa asTopusayma):

Admin@nodename# show settings administrators admin-sessions
Ina oToBpaxeHnA ceccuit A0CTYNHO MCNONb3oBaHWe GunbTpa:
« ip: IP-agpec, c KOTOPOro aBTOPM30BaH aAMUHUCTPATOP.

« source: rae 6bina npousseaeHa astopusauus: CLI ( cli), Be6-koHconb (web) nnu noakntouenne no SSH (ssh).



« admin-login: umAa aamuHucTparopa.
« node: y3en knactepa UserGate.

Admin@nodename# show settings administrators admin-sessions ( node <node-name> ip <session-ip> source <cli | web | ssh> admin-login
<administrator-login> )

KomaHza 4nf 3aKpbITUA CECCUM aAMUHUCTPATOPa; HEOGX0AMMO 13 NPEArOKEHHOro cnucka Belbpathb IP-aapec, ¢ KoToporo Bbina npousseaeHa
aBToOpu3auun:

Admin@nodename# execute termination admin-sessions <IP-address/connection type>
Mprmep BLINONHEHUA KOMaHA:

Admin@nodename# show settings administrators admin-sessions

admin-login : Admin

source :ssh

session_start_date :2023-08-10T11:33:47Z
ip :127.0.0.1

node : utmcore@dineanoulwer
admin-login : Admin

source :web

session_start_date :2023-08-10T11:33:10Z
ip :10.0.2.2

node : utmcore@dineanoulwer

Admin@nodename# execute termination admin-sessions 10.0.2.2/web

Admin@nodename# show settings administrators admin-sessions

admin-login : Admin

source :ssh

session_start_date :2023-08-10T11:33:47Z
ip :127.0.0.1

node : utmcore@dineanoulwer

Mpwu 3aKpbITUK CECCUM aAMUHUCTPATOPOB BO3MOXHO Ucnonb3oBaHue dpunbtpa ( <filter> ). MNapameTpbl GunbTpauuu aHanorMyHbI napamMmeTpam
komaHabl show.

Admin@nodename# execute termination admin-sessions ( node <node-name> ip <session-ip> source <cli | web | ssh> admin-login <administrator-
login>)



HacTtpoiika cepTudukaros

Product: WAF
Version: 7.x

Pasnen CepTudpuKkaTbl HaxoauTca Ha ypoBHe settings certificates.
Jna umnopta cepTudMKaToB NpeaHasHayeHa KomaHaa:
Admin@nodename# import settings certificates

Jlanee HeoBX0AMMO ykasaTb napameTpsi:

MapameTtp OnwucaHue

name HasBaHve cepTudmkata, koTopoe ByaeT 0TOBOPaXKEHO B CMIUCKE.

description ||Onucanue ceptudukara.

certificate-
data CepTtudukar B popmate PEM.
z;e‘:il:cate- Llenouxa ceptudpmkaTos B dpopmate PEM.

private-key |[[MpuBatHbIv Ktoy B dopmate PEM.

passphrase||[Taponb ansa npuBaTHOro Kitoua Mnu koHTeiHepa PKCS12 (Heo6asaTensHoe 3HaueHue).

user JlokarnbHbIi nonb3oBaTtesb, KOTOPOMYy ByAeT Ha3HaUEH NOMb30BaTENLCKUIA CEPTUDUKAT.

Monb3oBatenb LDAP-KOHHeKTOpa, KOTOpoMy ByAeT HasHauYeH Nonb30BaTENbCKUIA CEPTUDUKAT.
Idap-user « user: uma nonb3oearena B popmate domain\user.

« connector: Boi6op LDAP cepsepa.

Tun cepTudukaTa:
« web-cert-chain: uenouka cepTudpukaToB Be6-KOHCOM.

« ssl-intermediate: npomexyTouHbI cepTUdMKAT B LIeNouKe yA0CTOBEPAIOLLMX LIEHTPOB, KOTOpan UCMoNb3oBanack AnA BblAaum
ceptuduKarta aAnfa MHcnekTuposaHma SSL.

« ssl-root: KOpHEBO CepTUdHMKAT B LieNoYKe YAOCTOBEPAIOLLMX LLEHTPOB, KOTOPAA MCNosb3oBanack AnA BblAauu ceptudumkata

role
ANA MHCNEKTMpoBaHuA SSL.

« ssl-cert: ceptudpukar SSL nHcnektposaHmua Knacca yaoCTOBEPAOLLEro LeHTpa, MCMOoMb3yoWwuica ana reHepaymm SSL-
cepTudUKaTOB ANA MHTEPHET-XOCTOB, ANA KOTOpbIX npon3soanTca nepexsat HTTPS, SMTPS, POP3S tpaduka.

« saml: cepTuduKart, koTopblit ByaeT ucnonb3osaH B SAML-KueHTe.

« hone.

[ns akcnopTa A0oCTYMHBI CepTUdUKATHI, BCA Lenodka cepTudukartos 1 CSR:

Admin@nodename# export settings certificates <certificate-name>
Admin@nodename# export settings certificates <certificate-name> with-chain on

C vcnonb3oBaHKeM KOMaHAHOM CTPOKM BO3MOXHO cofiaHue cepTudmkata v CSR:
Admin@nodename# create settings certificates type <certificate | csr>

JHanee Heobxoanmo yKasaHue cneayroumMx napameTpoBs:

MapameTp OnucaHue

name HasBaHwue cepTudukarta.




Mapametp

OnucaHue

description Onwucanune ceptudukara.

country CtpaHa, B KOTOPOM BLINUCLIBAETCA CEPTUDMKAT.

state O6nacTb/WTaT, B KOTOPOM BbINUCHIBAETCA CEPTUDUKAT.
locality ["'opoa, B KOTOPOM BbINMCHIBAETCA CEPTUDMKAT.

organization

HassaHue opraHusaumu, AnA KOTOPOW BbiNUCLIBAETCA cepTUdHMKaT.

common- (ZIVE] cepmq)MKaTa. PeKomeH,qyeTcn UCcnosib3oBaTb TOJIbKO CUMBOJ1bl TATUHCKOIo aJ'I(DaBVITa And COBMECTUMOCTHU C GOJ'IbLIJVIHCTBOM
name Gpay3epos.
email Email komnanuu.

Komanza ans ynpasneHus cepTuduKkaTom:

Admin@nodename# set settings certificates <certificate-name>

LocTynHbl napameTpsi:

MNapameTp

OnucaHuve

name HasBaHue cepTudukara.

description||OnucaHune ceptudukara.

role

Tun cepTudukara:

« web-cert-chain: uenouka ceptTudrKaToB BEG-KOHCOMM.

« ssl-intermediate: npomMexyToUHbI cepTUhUKAT B LIeNouKe YA0CTOBEPAIOLLMX LLEHTPOB, KOTOpanA MCMonb3oBanach ANnA Bblaauu
cepTudukaTa ana uHenekTuposaHusa SSL.

« ssl-root: kopHeBoi cepTuduKaT B LiIenoyke YAOCTOBEPAIOLLMX LEHTPOB, KOTOpaA MCNoNb3oBanach AnA BblAauun ceptudumrara
AnA MHcnekTuposaHua SSL.

« USEer: Nonb30BaTenbCKui cepTuoumKkar, KOTOprﬁ MOXeT ObITb MCMONb30BaH AnA aBTopu3ayunm nonb3oBaTenew npu Ux AocTtyne K
OI'IyéJ'IVIKOBaHHbIM pecypcam C NOMOLLbHO NpaBui reverse-npoKCcHu.

« ssl-cert: ceptudpukar SSL nHcnektpoBaHua Knacca yaoCTOBEPAOLLEro LeHTpa, MCMonb3yoWwuinca ana reHepaymm SSL-
cepTMdUKaTOB ANA UHTEPHET-XOCTOB, ANA KOTOPbIX Nponssoantca nepexsat HTTPS, SMTPS, POP3S tpadwuka.

« captive-portal: ceptudukar, ucnonbayrouiica ana cosaanua 6esonacHoro HTTPS-noakntoyeHna nonb3osBaTenei K cTpanuue
aBTopu3auumn Captive-noprtana, ana otobpaxeHns cTpaHuLbl GITOKMPOBKH, AnA oToBpaxeHus cTpaHuubl Logout Captive-
noptana u ana paboThbl ftp-npokcu.

« web-ssl: cepTudurar, ucnonbayrowmiica ana cosaanua 6esonacHoro HTTPS-noakntodeHna aamMHucTpaTopa K BeG-KoHComm
UserGate.

« saml: cepTuduKart, koTopblit ByaeT ucnonb3osaH B SAML-KMeHTe.

o hone.

user JlokarnbHbIi Nonb3oBaTesb, KOTOPOMY GyAeT HazHAUEH NOMNb30BaTENbCKUIA CEPTUDUKAT.

Idap-user

Monb3oBatenb LDAP-KOHHEKTOpa, KOTOPOMy OyAeT HasHaueH Nonb30BaTENbCKUIA CEPTUDUKAT.

« user: umA nonb3osatena B dopmate domain\user.

« connector: Bbibop LDAP cepsepa.

certificate-
data

CepTtudukar B popmarte PEM.




MapameTtp OnucaHue

certificate-

chain Llenouka ceptudpmkaros B popmarte PEM.

JnAa yaanenua ceptudukara:
Admin@nodename# delete settings certificates <certificate-name>
KOMaHleI AnAa npocmMoTpa MHCDOpMaL[MM 06 OI'IpeLleJ'IéHHOM CepTM(])MKaTe Unn o Bcex CepTM(DVIKaTaXZ

Admin@nodename# show settings certificates
Admin@nodename# show settings certificates <certificate-name>

YT006bI yaanutb cepTuduKaTt U3 Kalla UCMonb3yeTca KoMmaHaa:

Admin@nodename# delete settings certificates-cache <common-name>



HacTpovika npodurnen KIMeHTCKUX cepTudurKaTon

Product: WAF

Version: 7.x

Pasnen Npogunu KNUeHTCKUX cepTUPUKATOB HaxoanTCcA Ha ypoBHe settings certificate-profiles.

JnA cosaaHuna npoduna KIMEHTCKOro ceptTudumkata npeaHasHayeHa KomaHaa:

Admin@nodename# create settings certificate-profiles <parameters>

[anee MOryT UCMOMb30BATLCA CleaytoLyue napaMeTpbi:

MapameTp

OnucaHue

name

HassaHue npoduUNA KITMEHTCKOro ceptTuduKaTta.

description

Onucanue npodpuns.

username-
field

Bribop nonsa B cepTduUKaTe, No KOTOPOMY ONPeAenAeTCA UMA NOSb30BaTeNf, UCMONb3YeMOe NPU ayTEHTUDUKALMK:
« cOMMON — JOMEHHOE UMA UM MMA XOcTa B none Subject, AnA KOTOPbIX NpeAHa3Ha4YeH cepTudmKar.

« email — andA onpezeneHns UMEHW NONb30BaTeNA UCMONb3YeTCA NapameTp ¢ npedukcom email B paclumpenun SAN (Subject
Alternative Name).

« principal — ana onpenenexnna nmeHn nonb3osartena ucnoneayetcA napameTtp Universal Principal Name (UPN), coaepxatymiica
B none otherName B pacwumpeHun SAN.

Ecnu B nonax paclumpenna SAN cepTudukata ykasaHo Heckosnbko uveH UPN nnu Heckonbko aapecos email, 6epeTtcs nepsbli,
yKasaHHbIW B cepTudukare.

certificates

Ceptudukatsl YL, HazHayaemble npodunto.

B cnuckax oT3biBa cepTudukatos (CRL) coaepxartca cepTudukaTthl, KoTopble OblM 0TO3BaHbl M BonbLUe He MOTyT Uchonb3oBaTheA. B
3TOT CMUCOK BXOAAT CEPTUdHMKATLI, CPOK AEUCTBUA KOTOPBIX UCTEK UIIM OHU BbINK CKOMMNPOMETHUPOBAHI.

MapameTp AnA NPOBEPKU COCTOAHUA 0T3bIBA CEPTUDUKATOB:

« off — He nposepATb HM 0AWH cepTudMKaT.

crl
e ON — NpoBepATb BCE CepTVI(DVIKaTbI B Leno4vke n TpeGOBaTb, l~IT06I:I OHU BCe 6bIJ'IVI BarTMAHbIMMU.
e peer — NpoBepATb TONbKO CEPTUPUKAT KMeHTa.
« best-effort — ecnu nposeputb CRL He yAanock No Kakon-To NPUUKHE, TO CEPTUDMUKAT CHMTAETCA BaSIMAHBIM (NPU 3TOM OH BCE
paBHO NPOBEPAETCA U MOXET BEPHYTb cTaTyC invalid, ecnv cepTuduKaT ecTb B CIUCKE OTO3BAHHbIX).
receive-
timeout MHTepBaJ‘I BpeMeHU, N0 UCTEYEeHMNHO KOTOPOro WAF nepecrtaeTt oxuvaatb oTBeTa oT CJ'Iy)K6bI CMUCKOB OT3blBa CepTVIquKaTOB..

JinA npocmoTpa paHee co3AaHHbIX NPOdPUNENR KITMEHTCKUX CEPTUDUKATOB UCMONb3YIOTCA KOMaHAbI:

Admin@nodename# show settings certificate-profiles
Admin@nodename# show settings certificate-profiles <certificate-profile-name>

[Ina penakTMpoBaHUA paHee CO3AaHHOro NPOPUA UCNONb3yeTcA KoMaHaa:

Admin@nodename# set settings certificate-profiles <certificate-profile-name> <parameters>

MapameTpbl, AOCTYNHbIE ANA PeAaKTUPOBaHWA NPOd U, aHaNorMyYHLl NapaMeTpam co3aaHusa NPOdUIIA, PACCMOTPEHHBIM paHee.

Ana yaaneHua paHee cos3fiaHHoro npodunia Mcnonb3yertca komaHaa:

Admin@nodename# delete settings certificate-profiles <certificate-profile-name>




HacTtpoi#ka knactepos

Documentation: ¥

Product: WAF

Version: 7.x

Technology: Clustering and HA

HacTpownka knactepa KoHUrypauuu

HoctynHo B Bepcuu MO 7.4.0 v BhIWwe.

JanHbn pasaen Haxoautca Ha yposHe settings device-mgmt configuration-cluster.
Komanza o6HOBREeHWA CyLLECTBYIOLLErO y3na Kiactepa:

Admin@nodename# set settings device-mgmt configuration-cluster <node-name>

JocTynHO M3MeHeHWe CrieayoLmx napaMeTpos:

Mapametp OnucaHune

name M3meHnTb umA y3na knacrtepa.

description||O6HOBUTbL ONMcaHue y3na knacTtepa.

ip 3agnatb IP-aapec uHtepdeiica, BXOAALLErO B 30HY, BblAESIEHHYIO ANd KnacTepa.

KomaHnael ana yaanenua n oToBpaxeHWA HACTPOeK y3na Knacrepa:

Admin@nodename# delete settings device-mgmt configuration-cluster <node-name>
dein@nodename# show settings device-mgmt configuration-cluster <node-name>

KomaHnaa anA reHepalmu CeKpeTHOro Koaa AnA Ao0aBrieHnA HOBOrO y3na B KacTep KOHPUrypauuu:

Admin@nodename# execute configurate-cluster generate-secret-key
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