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TpeboBaHWA K CETEBOMY OKPYXXEHMIO

Documentation: ¥

Product: LogAn

Version: 7.0.1
CepBuc MpoTokon MopT Ucxoaawmin/Bxoaawmn DyHKUUA
Be6-oucons [TCP 8010 Bxoaswumit (k Be6-koHconm ,[lOCTyvl'I K BEO-MHTEpdENCy ynpaBneHus
LogAn) YCTPOMCTBOM.
o JlocTyn K uHTepdency KOMaHAHOW CTPOKU
CLInoSSH ||TCP 2200 Bxoaawwn (k CLI no SSH) (CLI) UserGate o npoTokony SSH.
XML-RPC TCP 4041 ;B\;c:iuﬂmwm (k UserGate no Ynpasnexue yctpoiictBom UserGate no API.
YAaanéHHblM AOCTYN K cepBepy TEXHUUYECKOM
NOAAEPKKH.
JlocTyn Kk cepepam:
YnanéHHbIn TCP 55 Mcxoaswmii (Ao cepsepos
MOMOLLHUK TEXHUYECKOW NOAAEPMKKM) « 93.91.171.46;
» 178.154.221.222;
» ra.entensys.com.
NTP UDP 123 Woxonawmi (o cepsepa CUHHXPOHU3aLMA BPEMEHMU.
TOYHOrO BPEMEHM)
DNS UDP 53 Mcxoaawmin (ao DNS- Cepsuc nonyyenna nHdopmauuu (IP-aapec) o
cepsepos) ZloMeHax.
Peructpauusa o
Mcxoaawmii (ao cepsepa [locTyn Ao cepeepa perucrpaynm npoayKTos
cepBepa TCP 443
UserGate peructpauum) UserGate reg2.usergate.com.
O6HoBnEHHE Mexoasuwnii (40 cepeepos O6HOBMNEHWE NPOrPaMMHOr0 06ecneyeHun 1
NOou TCP 443 OﬁHO;‘I::—MH)ﬂ peep anemMeHToB BubnMoTeK: JOCTYN A0
6ubnuotek cepeepa updates.usergate.com.
9712 Mcxoaawmii (ot LogAn k MepBoHauanbHas yCTaHOBKa CBA3KU U 0OMeH
UGMC) Kouamu wndposaHua ¢ cepsepom UGMC.
CeAsb C
UGMC TOP
Mcxoaawmii (ot LogAn k MoctpoeHne SSH-TyHHens ana obmeHa
2022 .
UGMC) aHHBIMKW C MOMOLLbIO MOSTYYEHHBIX KITOYen.
9713 Mcxoaawmii (ot LogAn k MepBoHauanbHas yCTaHOBKa CBA3KU U 0OMeH
NGFW) Ktoyamu wrudposanua ¢ cepsepom NGFW.
TCP
Cepauc 5023 Mcxoaawmii (ot LogAn k MocTpoeHue SSH-TyHHens ana obmeHa 5
NGFW) aHHLIMW C MOMOLLbIO NOJTYYEHHbIX KITHOYEN.
LogAn
22699 (npném aanHbix oT NGFW 6.x.x), Bxoaawmii (o1 NGEW k
TCP 22711 (npuém aanHeix ot NGFW 7.x.x, Login;u ( Cepsuc c6opa xypHanos LogAn.
ucnonbaytowmx SSL)
SNMP UDP 161 Bxoaswuit (a0 LogAn) 'gm};” K cepsepy UserGate no npotokony
Coopuymk TcP/UDP |l514 Bxoasumit (20 LogAn) Cevalc c6opa MHpopMaLnK € yaanéHHbIX
noros yCTPOWCTB no npoTokony Syslog.




Cepsuc MpoTtokon MopTt Ucxonawmin/Bxoaawmim DYHKLMA
SMTP TCP o5 McxoaAawmi (Ao noctosoro OTnpaska yBeAOMIEHUI Ha 3SIEKTPOHHYHO
cepBepa) nouTy.
Mcxoaawmii (3anpoc Ha
DHCP UDP 67, 68 nonyyexHue agpeca ot Cepsuc cnyxdul DHCP.
UserGate Ha cepep DHCP)
Mcxoaawmii (Ha LDAP- Beinonnexune 3anpocos LDAP (389 - ana
LDAP TcP 389, 636 KOHHEKTOP) LDAP 1 636 - ana LDAP over SSL).
Mcxoaawmii (Ha cepsep AyTeHTUdUKaLmua nonb3osartenemn no
RADIUS ubP 1812 ayTeHTudukaumn RADIUS) npotoxkony RADIUS.
Mcxoaawmii (Ha cepsep AyTeHTUdUKaLmua nonb3osarenemn no
TACACS+ TCcP 49 ayTteHTudukaumn TACACS+) ||[npotokony TACACS+.
FTP (aknopt TCP 21 Mcxoaawmi (ao cepsepa FTP)|[Okenopt xypHanos Ha cepsep FTP.
KypHanosB)
SSH (aknopt Mcxoaawmi (ao cepsepa
JKypHANoB) TCP 22 SSH) OKCNopT »ypHaNoB Ha cepsep SSH.
Syslog Mcxoaawmi (ao cepsepa
(aKknopTt TCP/UDP |514 OKCNOPT XXypHanoB Ha cepaep Syslog.

ypHanosB)

Syslog)




OnucaHue popmaToB KypHanoB



3KcnopT wypHanoB B ¢opmarte CEF

Documentation: ¥

Product: LogAn
Version: 7.0.1

dopmart wypHana cobbiTui

Tun nona Hassanue nonsa OnwucaHune Mpumep 3HaueHun
CEF CEF:Version Bepcusa CEF. CEF:0
3aronoBoK
Device Vendor ||[TponssoanTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source Tun xypHana. events
Origin Moaysb, B KOTOPOM NPOMU3OLLSIO COBLITHE. admin_console
Severity BaxxHoCTb COBbITHS. MoxeT npuHUMaTh 3HaYeHHA:
e 1 — MHdOpPMaLMOHHBIE;
o 4 — npenynpexaexus;
o 7 — OLUUOKM;
e 10 — KpUTHUUHbIE.
CEF rt Bpewms, korga 6bis10 NonyyeHo cobbiTUe: 1652344423822
[pacumpeHue] munnucekyHael ¢ 1 auBaps 1970 roaa.
deviceExternalld||ivA, koTopoe oAHO3HAYHO naeHTMdUUMpyeT ([utmcore@ersthetatica
YCTPOMCTBO, reHepHpytoLLee 3TO CobbITHE.
suser Mma nonb3osarens. Admin
cat KomnoHeHT, B KOTOpOM Npou3oLwno cobbiTue.  ||console_auth
act Tun cobbiTus. login_successful
src IPv4-aapec uctouHuka. 192.168.117.254
csiLabel [Mone ucnonbayeTtca AnA ykasaHua getanemn Attributes
coObITHA.
csi Jetanu coBbiTva B popmate JSON. {"name":"MIME_BUILTIN_COMPOSITE","module":"nlist_import"}

dopmart KypHana Be6-gocTtyna

Twvn nonAa HassaHue nonsa Onucaxue Mpumep 3HaveHUn
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoOK
Device Vendor MpounssoanTens Npoaykra. UserGate




Tuvn nona HasBaHue nonsa Onucaxue Mpumep 3HaveHun
Device Product Tun npoaykra. NGFW
Device Version Bepcua npoaykra. 7
Source HassaHue xypHana. webaccess
Name Tun UCTOYHMKA. log

Threat Level

YposeHb yrposbl kateropun URL.

MoxeT npuHumaTh 3Havenuda 2, 4, 6, 8, 10
(ycTaHOBIEHHbIW YpOBEHb YrpO3bl, YMHOXEHHbIN Ha 2);
Unknown, ecnin kaTeropua He onpeaeneHa.

CEF
[pacwmpeHue]

rt Bpewms, koraa 6b110 NonyyeHo cobbiThe: 1652344423822
mMunnucekyHabl ¢ 1 Aaneapa 1970 roaa.
deviceExternalld MmA, KoTopoe 0AHO3HaYHO naeHTudULmMpyeT |[utmcore@ersthetatica
YCTPOICTBO, reHepH1pytoLLee 3TO CoBbITHE.
act [lencTBre, NPUHATOE YCTPOMCTBOM B captive
COOTBETCTBMW C HACTPOEHHBIMMU NMONIUTUKAMM.
reason MpuumnHa, no koTopoi Bbino cosaaHo cobuiThe, ([{"id":39,"name":"Social Networking","threat_level":3}
HanpumMep, NpuunHa BrIOKUPOBKM caiTa.
suser Mma nonb3osartens. user_example (Unknown, ecnu nonb3osarenb
HEN3BECTEH)
cs1lLabel [Mone ncnonb3yeTcA AnA ykasaHua Rule
cpabatbiBaHMA Npasuna.
cs1 HassaHnue npasuna, cpabatbiBaHue kotoporo  ||Default Allow
BbI3Bas10 COOLITHE.
src IPv4 nctouHuka tpadpuka. 10.10.10.10
spt [MopT McToYHMKa. MoxeT npuHumartb 3Ha4yeHmna ot 0 ao 65535.
cs2Label [Mone ncnonb3yeTcA ANA UHAMKALMUKW 30HbI Source Zone
MCTOYHMKA.
cs2 HasBaHKe 30HbI UCTOYHMKA. Trusted
cs3Label [Mone ncnonb3yeTcA ANA yKasaHUA CTpaHbl Source Country
MCTOYHMKA.
cs3 HassaHue cTpaHbl UCTOYHMKA. RU (oTo6paxaeTca AByxOyKBEHHbIM KOA CTpaHbl)
dst IPv4 appec HasHaueHua Tpadmka. 194.226.127.130
dpt [MopT HasHaueHwus. MoxeT npuHumMaTh 3HaveHuns ot 0 Ao 65535.
csd4Label [Mone ncnonb3yeTcA ANA MHAMKALWUKW 30HbI Destination Zone

Has3Ha4yeHuA.

cs4

HassaHue 30Hbl Ha3Ha4YeHuA.

Untrusted




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

cs5Label [Mone ncnonb3yeTca Ana ykasaHua cTpaHbl Destination Country
Ha3Ha4yeHuA.

cs5 HassaHue cTpaHbl HasHauYeHus. RU (oTo6paxaeTca AByXOyKBEHHbI KOA CTPaHbl)

cs6Label More ykasbiBaeT BbI0 NM COAEPKUMOE Decrypted
pacLmppoBaHo.

cs6 PaclmndpoBaHo nim Her. true, false

app [poTokon npuknaaHoro yposHa u ero sepcuda.  ||HTTP/1.1

requestMethod MeToa, ncnonbsyemeiit ana goctyna k URL- GET
anpecy (POST, GET u t.n.).

request B cnyuyae HTTP-3anpoca none coaepxut URL- ||http://www.secure.com
azipec 3anpaluMBaemMoro pecypca ¢ ykasaHuem
MCMNONb3yeMOro nNpoToKona.

requestContext URL vcTouHuKka 3anpoca (pedepep HTTP). https://www.google.com/

requestClientApplication

Useragent nonb3osaterbckoro 6paysepa.

Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:96.0)
Gecko/20100101 Firefox/96.0

cn3Label Mone ykasbiBaeT UCXOAHbIN OTBET CcepBepa. Response

cn3 Koa otBeta HTTP. 302
flexString1Label Mone ykasbiBaeT Ha TUM KOHTEHTA. Media type
flexString1 Twn KOHTEHTA. text/html
flexString2Label [Mone ykasbiBaeT Ha KaTeroputo URL Categories

3anpawusaemoro URL-aapeca.

flexString2 Kateropua URL. Computers & Technology
in KonuuecTBo nepeaaHHbIx BXoAALUMX GaNTOB; 231
laHHble NepeAatoTCA B HAaNPaBIEHUM UCTOUHUK
— HasHaueHwue.
out KonunuecTBo nepeaaHHbIx ucxoaawmx 6aiTos; (|40
laHHble NepeAatoTCA B HanpaBeHUK
HasHayYeH1e — UCTOYHMK.
cnilabel [Mone ncnonb3yetcA AnA ykasaHua konuyecTea ||Packets sent
nepeAaHHbIX NaKeToB B HANPaB/IEHUM UCTOYHMK
— HasHaueHwue.
cni KonnuecTBo nepeaaHHbIX NakeTos B 3
HanpaBneHWU UCTOYHWUK — Ha3HauYeHue.
cn2Label [Mone ncnonb3yetca ana ykasaHua konuyectsa ||Packets received

nepeaaHHbIX NaKeToB B HanpasneHnu
Ha3Ha4YeHne — UCTOYHMUK.



http://www.secure.com/
https://www.google.com/

Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

ch2

Konunyectso nepeaaHHbIX NakeTos B 1
HanpasneHWn HasHayeHne — UCTOUHMK.

dopmaTt MypHana Tpadpuka

YCTPOMCTBO, rEeHEepUPYHOLLEe 3TO COBbITHE.

Tuvn nona HassaHue nonsa Onucaxue MNpumep 3HayeHUnA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor [MpoussoanTens npoaykra. UserGate
Device Product Twn npoaykTa. NGFW
Device Version Bepcua npoaykra. 7
Source Tun xypHana. traffic
Rule Type Tun npaeuna, cpadatbiBaHWe KOTOPOro firewall
BbI3BasIO COObITHE.
Threat Level YpoBeHb Yrpo3bl MPUNOXEHUA. MoxeT npuHMmaTh 3HayeHua ot 1 (ecnu
npunoxenua HeT) A0 10 (ykasaHHbIN ypoBEHb
Yrpo3bl, YMHOXEHHBIW Ha 2).
CEF rt Bpems, korga Bb1s10 NonyyeHo cobbiTue: 1652344423822
[pacwumpeHune] MunnucekyHabl ¢ 1 anBapa 1970 roga.
deviceExternalld MmsA, KOTOpoe 0AHO3HAYHO naeHTUdULMpyeT utmcore@ersthetatica

suser Mma nonb3osarens. user_example (Unknown, ecnu nonb3oBarens
HEN3BECTEH)
act [leficTBME, MPUHATOE YCTPOWCTBOM B accept
COOTBETCTBMW C HACTPOEHHBIMM MOSTMTUKAMM.
cs1lLabel Mone ncnonb3yetca ANA ykasaHua Rule
cpabaTbiBaHusA npasuna.
csi HassaHue npasuna, cpabateiBaHue kotoporo  ||Allow trusted to untrusted
BbI3Baso cobbiTHe.
src IPv4 nctounuka tpaduka. 10.10.10.10
spt MopT ncTouHuKa. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
cs2Label [Mone ucnonbayetcA ANA MHAWKALWUM 30HbI Source Zone
UCTOYHMKA.
cs2 HasBaHue 30Hbl UCTOYHMKA. Trusted
cs3Label Mone ncnonb3yetca AnA yKasaHua cTpaHbl Source Country
MCTOYHMKA.
cs3 HassaHue cTpaHbl UCTOUHMKA. RU (oToBpaxaetca AByxOYKBEHHbIH KOA CTpaHbI)




Twvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

proto Mcnonbsyemblit NPOTOKON 4-r0 ypOBHS. TCP wnu UDP
dst IPv4 anpec HasHayeHua Tpaduka. 194.226.127.130
dpt [MopT Has3HaueHwA. MoxeT npuHumatb 3HaueHua ot 0 o 65535.
cs4lLabel Mone ncnonb3yetca AnNA MHAMKALWUKM 30HbI Destination Zone
Ha3HavyeHuq.
cs4 HasBaHue 30HbI HasHayYeHuA. Untrusted
cs5Label [Mone ucnonb3ayeTtcaA AnNA yKkasaHuA CTpaHbl Destination Country
Ha3HavyeHuq.
cs5 HasBaHue cTpaHbl Ha3HayeHuA. RU (oTo6paxaeTtca AByxOYKBEHHbIH KOA CTPaHbI)

sourceTranslatedAddress

AZLpeC UCTOYHUKA MOCse NepeHasHaveHun
(ecnn HacTpoeHbl npasuia NAT).

192.168.174.134 (0.0.0.0 — ecnu HerT)

sourceTranslatedPort

MopT ucToYHMKa nocne nepeHasHayveHna (ecnm
HacTpoeHbl npasuna NAT).

MoxeT npuHumaTthb 3HaveHua ot 0 o 65535 (0 —
ecnu Her)

destinationTranslatedAddress

AZpec HasHaueHuA nocne nepeHasHayeHus
(ecnn HacTpoeHbl npasunia NAT).

192.226.127.130 (0.0.0.0 — ecnu Her)

destinationTranslatedPort

MopT HazHaueHUA nocne nepeHasHa4yeHua
(ecnn HacTpoeHbl npasunia NAT).

MoxeT npuHumaThb 3HadveHua ot 0 o 65535 (0 —
ecnu HeT)

in KonunuecTBo nepenaHHbix BXoAALMUX 6aiTOB; 231
aHHble NepeAaroTCcA B HanpaB/ieHUM UCTOYHUK
— HasHayeHue.

out KonnuecTBo nepeaaHHbix ucxoaawmx 6aiTos; |40
aHHble NepeaaroTcA B HanpasrieHnn
Has3Ha4yeHMe — UCTOYHMK.

cniLabel Mone ncnonb3yetca AnA ykasaHua konuyecTsa |[Packets sent
nepeaaHHbIX NaKeToB B HAaNPaB/IEHUN UCTOYHUK
— HasHaueHue.

cni KonunyecTBo nepeaaHHbIX NakeTos B 3
HanpaBneHUN UCTOYHUK — Ha3HaYeHwe.

cn2Label [Mone ucnonb3syetcaA AnA yKkasaHuA konuyectsa ||Packets received
naxkeToB, NepeAaHHbIX B HanpasneHun
Ha3Ha4YeHUe — MUCTOUHMK.

cn2 KonunyecTBo nakeToBs, nepeaaHHbIX B 1
HanpaBneHWn HasHauYeHne — UCTOYHMK.

dopmat KypHana COB
Tun nona HassaHue nonsa OnucaHue Mpumep 3HaueHun

CEF
3aronoBoK

CEF:Version

Bepcua CEF.

CEF:0




Tvn nonsa

HasBaHue nonsa

OnucaHuve

Mpumep 3HaueHua

Device Vendor ||[lpoussoantens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7

Source Twun xypHana. idps
Signature HassaHue cpaboTasLueit curHatypsl COB. BlackSun Test

Threat Level

YpOBEHb Yrpo3bl CUrHATYPbI.

MoxeT npuHumaTb 3HadyeHus ot 2 o 10
(yKasaHHbIM ypoBEHb Yrpo3bl, YMHOXEHHbIN Ha 2).

CEF
[pacwmpeHune]

rt Bpems, korga 6b110 nonyyeHo cobbiTe: MUNUceKkyHabl ¢ 1 (|1652344423822
AnBapa 1970 ropa.
deviceExternalld||ma, koTOpoe 0AHO3HAYHO MAEHTUDULMPYET YCTPOMCTBO, utmcore@ersthetatica

reHepupytoLee 1o cobbiTHe.

suser Wma nonb3osarens. user_example (Unknown, ecnu nonb3osarenb
HEN3BECTEH)
act LleicTBre, NPUHATOE YCTPOMCTBOM B COOTBETCTBUM C accept
HaCTPOEHHbLIMU MOIUTUKAMM.
cs1lLabel Mone vcnonb3yeTcs AnA ykasaHusa cpabaTbiBaHua npasuna. ||Rule
csi HassaHue npasuna, cpabatbiBaHMe KOTOPOro BbI3BaNO IDPS Rule Example
cobbiThe.
msg YpoBEHb Yrpo3bl CUrHATYPbI U €€ HasBaHue. [2] BlackSun
app MpoToKON NPUKNaAHOro YPOBHS. HTTP
proto Mcnonb3yembli NPOTOKON 4-r0 YPOBHS. TCP nnu UDP
src IPv4 uctouHvka Tpadwka. 10.10.10.10
spt [MopT ncTouHuKa. MoxeT npuHumMaTh 3HaveHuns ot 0 Ao 65535.
cs2Label [Mone ucnonbayeTcA ANA MHAWKALWUM 30HbI UCTOYHMKA. Source Zone
cs2 HasBaHue 30Hbl UCTOYHMKA. Trusted
cs3Label [Mone ucnonbayeTcA ANA yKasaHUA CTpaHbl UCTOYHMKA. Source Country
cs3 HasBaHue cTpaHbl UCTOYHMKA. RU (oToBpaxaeTca AByxOyKBEHHbIM KOA CTpaHbl)
dst IPv4 aapec HasHauyeHuA Tpadmka. 194.226.127.130
dpt [MopT Has3HayeHuA. MoxeT npuHumaTh 3HaveHuna ot 0 Ao 65535.
cs4Label [Mone ucnonbayeTcA ANA MHAMKALWM 30HbI HA3HAYEeHUS. Destination Zone




Tuvn nona HassaHue nonsa OnucaHue Mpumep 3HayeHunA
cs4 HassaHue 30HbI HasHayYeHuA. Untrusted
cs5Label Mone ncnonb3yetca ANA yKasaHua CTpaHbl Ha3HaYeHus. Destination Country
cs5 HassaHue cTpaHbl HasHaveHuA. RU (oTo6paxaeTca ABYXOyKBEHHbIW KOA CTPaHbl)
in KonunuecTBo nepesaHHbix BXOAALMX 6aiTOB; AaHHbIE 231

nepenarTCcA B HanpaBfieHUN NCTOYHUK — Ha3Ha4YeHue.
out KonuuecTBo nepeaaHHbIX UcxoaaLwmx 6aiToB; AaHHbIe 40
nepenarTCcA B HanpaBfieHUN Ha3dHa4eHne — UCTOYHMUK.
dopmat MypHana ACY TN
Tuvn nonsa HassaHue nonsa Onucaxue MNpumep 3HayeHunA
CEF CEF:Version Bepcusa CEF. CEF:0
3aronoBoK
Device Vendor ||[lpoussoanTtens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source HasBaHwue xypHana. scada
Name Tun UCTOYHMKA. log
PDU Severity Kputnunocts ACY Tr1. MoxeT npuHuMaTh 3HaueHuA:
e 1 — OueHb HU3KKN.
e 2 — HU3KKN.
o 3 — cpeaHui.
o 4 — BbICOKMA.
o 5 — OuYeHb BBICOKMA.
CEF rt Bpewms, korga 6b110 nonyyeHo 1652344423822
[pacwmpeHue] CcoObITUE: MUNITMCEKYHALI C 1 AHBapsA
1970 rona.
deviceExternalld||Mma, koTopoe oAHO3HAYHO utmcore@ersthetatica
naeHTMdULMpyeT YCTPOMCTBO,
reHepupytoLee 1o cobbiTHe.
act LlecTBre, NPUHATOE YCTPOWCTBOM B ||accept
COOTBETCTBMU C HACTPOEHHbIMU
NONMUTUKaAMMU.
cs1lLabel Mone ncnonb3yetca AnA ykasaHua Rule
cpabaTbiBaHUA Npasuna.
csi HassaHue npasuna, cpabateiBaHme ||Scada Rule Example
KOTOPOrO BbI3Bano cobbiTue.




Twvn nona HasBaHue nonsa Onucanue MNpumep 3HayeHunA
src IPv4 uctouHvka tpaduka. 10.10.10.10
spt [MopT ncToYHMKA. MoxeT npuHumaTb 3HaueHua ot 0 o 65535.
cs2Label Mone ncnonb3yetca ana uHankaumun ||Source Zone
30Hbl UCTOYHMKA.
cs2 HasBaHue 30HbI UICTOYHMKA. Trusted
cs3Label Mone ncnonb3yetca AnA ykasaHua Source Country
CTpaHbl UCTOYHHMKA.
cs3 HassaHue cTpaHbl UCTOYHMKA. RU (oTo6paxaeTtca AByxOyKBEHHbIH KOA CTPaHbI)
dst IPv4 anpec HasHauyeHua Tpaduka. 194.226.127.130
dpt [MopT HazHaueHuA. MoxeT npuHumaTb 3HaueHus ot 0 o 65535.
cs4lLabel Mone ncnone3yetca ana unankaumun ||Destination Zone
30Hbl HA3HAYEHHA.
cs4 HassaHue 30HbI HasHaueHus. Untrusted
cs5Label Mone ncnonb3yetcA AnA ykasaHua Destination Country
CTpaHbl Ha3HauYeHUs.
cs5 HasBaHwue cTpaHbl Ha3HaYeHuA. RU (oTo6paxaeTca AByxOyKBEHHbIN KOA CTpaHbI)
app MpoToKon NpUKNaaHOro ypoBHS. Modbus
cs6Label Mone ykasbiBaeT Ha nHdopmaumto 06 ||PDU Details
YCTPOWCTBE.
cs6 NHdopmauus 06 ycTporcTee B {"protocol":"modbus","pdu_severity":0,"pdu_func":"3","pdu_address":0,
dopmate JSON. "mb_value":0,"mb_quantity":0,"mb_payload":"AAIAAA==",
"mb_message":"response"”,"mb_addr":0}
dopmart KypHana uHcnekTuposaHua SSH
Tun nona Hassanue nonsa OnucaHue Mpumep 3HaueHunA
CEF CEF:Version Bepcusa CEF. CEF:0
3aronoBoK
Device Vendor ||[[TponssoanTens npoaykra. UserGate
Device Product |[Tun npoaykra. NGFW
Device Version |[Bepcua npoaykra. 7
Source HassaHwue xypHana. ssh
Name Tun UCTOYHMKA. log




Tuvn nona HassaHue nonsa OnucaHue Mpumep 3HauyeHunA

Threat Level YpoBeHb yrpo3bl MPUIOXKEHHUA. MoxeT npuHMMaTh 3HayeHua oT 1 (ecnv NPUIoXeHUa HeT) Ao
10 (yKa3aHHbli ypoBeHb Yrpo3bl, YMHOXEHHbIN Ha 2).

CEF rt Bpewms, korga 6bis10 NonyyeHo codbiTue: 1652344423822
[pacwumpeHue] munnucekyHael ¢ 1 auBaps 1970 roaa.

deviceExternalld||vA, koTopoe 04HO3HAYHO MAEHTUdULMPYET utmcore@ersthetatica
YCTPOMCTBO, reHepHpytoLLee 3TO CoBbITHE.

act [encTere, NPUHATOE YyCTPOWCTBOM B accept
COOTBETCTBMU C HACTPOEHHbLIMU NONMUTUKAMM.

app MpoTokon NpMKNaaHoro ypoBHS. SSH nnn SFTP
suser Wma nonb3osarens. user_example (Unknown, ecrniu nonb3oBaTesnb HEU3BECTEH)
cs1lLabel Mone ncnonb3yetca AnA ykasaHua Rule

cpabaTbiBaHuA npasuna.

csi HassaHue npasuna, cpadartbiBaHMe KOTOPOro SSH inspection rule
BbI3BasIo COObITUE.

src IPv4 uctouHvka Tpaduka. 10.10.10.10
spt MopT “cTOUHMKA. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
smac MAC-aapec UCToYHMKa. FA:16:3E:65:1C:B4
cs2Label [Mone ucnonb3yeTca ANA MHAWKALWUKW 30HbI Source Zone
UCTOYHMKA.
cs2 HasBaHue 30Hbl UICTOYHMKA. Trusted
cs3Label Mone ucnonb3yeTcA ANA yKasaHWA CTpaHb Source Country
UCTOYHMKA.
cs3 HassaHue cTpaHbl UCTOYHMKA. RU (oToBpakaetca AByxOYKBEHHbIM KOA CTPaHbI)
dst IPv4 anpec HasHayeHua Tpaduka. 194.226.127.130
dpt [MopT Has3HaueHuA. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
cs4lLabel Mone ncnonb3yetca AnNA MHAMKALUKM 30HbI Destination Zone
HasHayeHwus.
cs4 HasBaHue 30HbI Ha3HayYeHuA. Untrusted
cs5Label [Mone ucnonb3yeTtcA AnNA yKkasaHua CTpaHbl Destination Country
HasHauyeHwus.
cs5 HassaHue cTpaHbl Ha3HayeHuA. RU (oToBpakaetca AByxOYKBEHHbIM KOA CTPaHbI)

cs6Label YkasaHue Ha Komanay, nepeanasaemyto no SSH. |[Command




Twvn nonsa

HasBaHue nonsa

OnucaHuve

Mpumep 3HaueHun

cs6

KomaHaa, nepeaasaemasn no SSH, B popmare

JSON.

whoami




AKcnopT wypHanos B ¢opmaTte JSON

Documentation: ¥
Product: LogAn
Version: 6.1.9, 7.0.1

OnucaHuWe wypHana cobbiTui

HasBaHue nonna

OnucaHue

Mpumep 3HaueHun

user MmA nonb3oBaTend. Admin
timestamp Bpema nonyueHus cobuitua B popmarte: yyyy- ||2022-05-12T08:11:46.15869Z
mm-ddThh:mm:ssZ.
ip_address IPv4-afnpec UCTOYHMKA COBLITUSA. 192.168.174.134
node MmA, KoTopoe 0AHO3HAYHO naeHTudULMpyeT utmcore@ersthetatica
YCTPOMCTBO, reHepHpytoLLee 3T0 CobbITHE.
attributes LeTanu cobbitna B popmate JSON. {"rule"{"logrotate":12,"attributes":{"timezone":"Asia/Novosibirsk"},"id":"66f9de9f-
d698-4bec-b3b0-bab5b46d3608","name":"Example log export ftp"}
event_type Tun cobbITuA. logexport_rule_updated

event_severity

BaxkHOCTb coBbITHA.

info (MHdopMaLMOHHLIe), warning (NpeaynpexaeHus), error (owmnbkK), critical
(KPUTHUYHBIE).

event_origin

Moaysb, B KOTOPOM NPOMU3OLLSIO COBLITHE.

core

event_component

KOMMOHEHT, B KOTOPOM NPOM30LLIO COBbITHE.

console_auth

OnucaHue wypHana se6-goctyna

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

timestamp

Bpemsa nonyuyeHua cobuiTva B popmarte: yyyy-mm-
ddThh:mm:ssZ.

2022-05-12T08:11:46.15869Z

url_categories||id

MaeHTudukatop kateropuu, k kotopon otHocutca URL.

39

threat_level

YposeHb yrpo3bl kateropun URL.

MoxeT npuHuMaTh 3HaYEHUA:
e 1 — 0OYeHb HU3KWH;
o 2 — HWU3KUW;
e 3 — cpeaHun;
o 4 — BbICOKMH;

o 5 — 0YEHb BbICOKUN.

name

HassaHwue kateropuu, kK kotopon otHocutcA URL.

Social Networking

YCTPOWCTBO, reHepupytoLLiee 3aT0 CoBbITHE.

bytes_sent KonnuecTBo 6aiiToB, NnepeaaHHbIX B HanpasneHuu 52
UCTOYHWUK — HasHayeHue.
node MmA, KoTopoe 0AHO3HAYHO naeHTudULMpyeT utmcore@ersthetatica




HasBaHue nonsa

OnucaHue

Mpumep 3HaueHna

packets_recv KonunyecTBo 6aitToB, nepesaHHbIX B HANpaBneHuu 5
Ha3Ha4YyeHne — UCTOYHMUK.
request_method MeTtoa, ncnons3yemsiit Ana aoctyna k URL-aapecy GET

(POST, GET n 1.n.).

url

Mone conepxut URL-aapec 3anpalumMsaemMoro pecypca ¢
yKasaHWeM UCMosIb3yemMoro NpoToKona.

http://www.secure.com

packets_sent KonunuecTBo nakeToBs, nepeAaHHbIX B HanpasneHuu 2
UCTOYHUK — Ha3Ha4yeHue.
action [leiicTBME, MPUHATOE YCTPOWCTBOM B COOTBETCTBUMU C block
HACTPOEHHbIMU NOJIMTUKAMMU.
media_type Twn KOHTEHTa. application/json
host Mma xocTa. www.google.com

MaeHTndmkatop ceccun.

a7a3cd49-8232-4f1a-962a-3659af89e96f (ecrn System:
00000000-0000-0000-0000-000000000000)

app_protocol [MpOTOKON NPUKNAZHOro YPOBHA M €ro Bepcus. HTTP/1.1
status_code Koa otBeta HTTP. 302
bytes_recv KonunyecTBo nakeToB, nepeAaHHbIX B HANpaeneHuu 100

Ha3Ha4yeHne — UCTOYHMUK.

http_referer

URL ucTouHuka 3anpoca (pedepep HTTP).

https://www.google.com/

decrypted Mone ykasbiBaeT ObINO NK coaepxMMoe paclumpposaHo. ([true, false
reasons MpuumnHa, No KoTopoi BbINo cosaaHo cobiTue, "url_cats":[{"id":39,"name":"Social
Hanpumep, Np1yrMHa 6NOKMPOBKKM camnTa. Networking","threat_level":3}]
useragent Useragent nonb3osatenbckoro 6paysepa. Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:96.0)
Gecko/20100101 Firefox/96.0
source zone ||guid |[YHWKanbHbIA nAEHTUdUKATOP 30HLI MCTOYHMKA TpaduKa. [[d0038912-0d8a-4583-a525-e63950b1dad7
name||Ha3BaH1e 30HbI UCTOYHMKA. Trusted
country CTpaHa UCTOYHMKa TpaduKa. RU (oToBpaaetca ABYyxOYKBEHHbIH KOA CTpaHbl)
ip IPv4-aapec UCTOYHMKA. 10.10.10.10
port [MopT ncTouHMKa. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
destination zone |(guid ||YHWKanNbHbIM MAEHTUPUKATOP 30HBI HA3HAYEHUA 3c0b1253-f069-4060-903b-5fec4f465db0
Tpaduka.
name||HasBaHve 30HbI Ha3HayeHnA Tpaduka. Untrusted



http://www.secure.com
https://www.google.com/

HasBaHl‘e nonsa OnucaHue Mpumep 3HayeHunA
country CTpaHa HaszHayeHus. RU (oTo6paxaetca AByxOYyKBEHHbIH KOA CTpaHbI)
ip IPv4-aapec HazHaueHus. 192.168.174.134
port MopT HaszHayeHuA. MosxeT npuHumaTb 3HaueHua ot 0 o 65535.

rule guid YHUKanbHbI naeHTUdMKATOP NpaBuna, cpabatbiBanue |[f93da24d-749-4f8c-9e9b-8e6d02346fb4
KOTOPOrO BbI3BANO co3aaHue CoObITUA.
name Hassanue npasuna. Default allow
user guid YHWKanbHbIA MAEHTMdUKATOP NONb30oBaTeENA. a7a3cd49-8232-4f1a-962a-3659af89e96f
name Mma nonb3oBatens user_name
groups||guid ||YHMKanbHbIA AEHTMdMUKATOP rPyNMbl, B KOTOPO#K 919878b2-e882-49ed-3331-8ec72c3c79ch
COCTOMT nosib3oBatesib.
name||HasBaHue rpynmnbl, B KOTOPOW COCTOMUT MOMb30BaTENb. Default Group

OnucaHuve wypHana Tpadpuka

HasBaHue nonqa

OnucaHue

Mpumep 3HaueHUs

timestamp Bpema nonyuenns cobbiTua B popmarte: yyyy-mm-ddThh:mm:ssZ. ||2022-05-12T08:11:46.15869Z
bytes_sent KonunuectBo 6aiToB, NnepeaaHHbIX B HaNpaBneHnn UCTOYHUK — 100
HasHaueHue.
node MmA, KoTopoe 0IHO3HAYHO MAEHTUDULMPYET YCTPOMCTBO, utmcore@ersthetatica
reHepupytoLlee 310 cobbiThe.
packets_recv KonuuecTBo nakeToB, nepeaaHHbIX B HanpaBneHnn HasHayeHne — |1
MCTOYHMK.
proto Mcnonb3yemblit NpoTOKON 4-ro ypoBHA. TCP wnu UDP
packets_sent KonnuecTso nakeToB, NnepeaaHHbIX B HANPaBneHUn UCTOYHUK — 1
HasHaueHue.
action JleficTBUe, NPMHATOE YCTPOMCTBOM B COOTBETCTBUM C accept
HaCTPOEHHbLIMW NOSIUTUKAMMK.
ion MaoeHTudumKaTop ceccuu. a7a3cd49-8232-4f1a-962a-3659af89e96f
(ecnu System: 00000000-0000-0000-0000-
000000000000)
bytes_recv Konuuectso 6aitToB, nepesiaHHbIX B HaNpaBneHnn HasHaveHne — (|6
MCTOYHMK.
signatures ||id MaeHTupmkaTop cpaboTasLuei curHatypbi. 999999




HasBaHue nonsa OnucaHue Mpumep 3HayeHunA
threat_level YpoBeHb yrpo3bl cpaboTaBLUen CUrHaTypbi. MoxeT npUHUMaTL 3HAYEHUA:
o 1 — ouyeHb HU3KKI;
o 2 — HU3KWK;
« 3 — cpeaHuit;
o 4 — BbICOKMN;
o 5 — 0uYeHb BbICOKMI.
name HassaHue cpaboTaBLuei cUrHaTypbl. BlackSun Test
application||id MaeHTudMKaTOp NPUNOXKEHKUA. 195
threat_level YpoBeHb yrpo3bl MPUNOXEHUA. MoxeT npuHUMAaTL 3HAYEHUA:
o 1 — OYEHb HU3KKN;
o 2 — HU3KUK,
« 3 — cpeaHui;
o 4 — BbICOKMA;
* 5 — 0YeHb BbICOKMHA.
name Hassanue npunoxexus. Youtube
source zone guid ||YHMKaNbHbLIA UOAEHTUDUKATOP 30HLI UCTOUHMKA TPpadUKa. d0038912-0d8a-4583-a525-e63950b1dad7
name||HasBaHK1e 30Hbl UICTOYHUKA TpadUKa. Trusted
country HassaHue cTpaHbl UCTOYHMKA. RU (oTo6paxaeTcs AByxOyKBEHHbIN KOA
CTpaHbl)
ip IPv4-anpec nctouHuka Tpaduka. 10.10.10.10
port [MopT ucTouHwMKa. MoxeT npuHumartb 3Ha4yenmna ot 0 Ao 65535.
destination||zone guid ||YHUKanbHbIN MAEHTUPUKATOP 30HbI HA3HaYeHUA TpaduKa. 3c0b1253-f069-4060-903b-5fec4f465db0
name||Ha3BaHu1e 30HbI HA3HAYEHWA TpaduKa. Untrusted
country HassaHune cTpaHbl Ha3Ha4YeHHA. RU (oToBpaxaeTca ABYXOyKBEHHbI KoA
CTpaHhbl)
ip IPv4-aapec HaszHauyeHuA Tpaduka. 104.19.197.151
port [MopT HasHaueHuA MoxeT npuHumaTh 3HaveHuna ot 0 Ao 65535.
nat source ip AApec UCTOYHMKA Mocne nepeHasHaveHuna (eCnm HacTPOEHbI 192.168.117.85 (ecnu NAT He HacTpoeH, TO:
npasuna NAT). "nat":null)
port |[lMopT “CTOYHMKA NOCNe nepeHasHa4YeHWA (eCnu HaCcTPOEHbI MoxeT npuHumaTb 3HaveHuna ot 0 4o 65535
npasuna NAT). (ecnu NAT He HacTpoeH, To: "nat":null)
destination||ip AApec HasHauyeHuA nocre nepeHasHayeHna (ecnu HacTPOEH:I 64.233.164.198 (ecnu NAT He HacTpoeH, To:
npasuna NAT). "nat":null)




Hasﬂauue nonfa

OnucaHue Mpumep 3HaueHunA
port |[[TopT MCTOYHMKA NOCNE NepeHasHayeHna (eC/M HaCTPOEHbI MoxeT npuHumats 3Hadyenmna ot 0 o 65535
npasuna NAT). (ecnn NAT He HacTpoeH, To: "nat":null)
rule guid YHUKanbHbIA MAEHTUdUKATOP NpaBuna, cpadaTbiBaHUe KOTOPOro 59e38e06-533a-4771-9664-031c3e8b2e1f
cosaarno cobbiTue.
type Tun npasuna. firewall
name HassaHue npasuna, cpadartbiBaHMe KOTOPOro Bbi3Bano cobbiTue. Allow trusted to untrusted
user guid YHuKanbHbIM naeHTUdMKaTop nons3osartena. Ecnv nonb3osatens  ||a7a3cd49-8232-4f1a-962a-3659af89e96f
Tvuna Unknown, To naentudukatop: 00000000-0000-0000-0000-
000000000000.
name Mwma nonbsosartens. Admin
groups guid ||YHUKanbHbIN MAEHTUPUKATOP rPyNMbl, B KOTOPbLIX COCTOUT 919878b2-e882-49ed-3331-8ec72c3c79chb
nonb3oBaTerib.
name||HasBaHwue rpynnbl, B KOTOPOW COCTOMUT NOJb30BaTENb. Default Group

OnucaHue ypHana COB

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

timestamp

Bpemsa nonyueHnus cobuitna B popmarte: yyyy-mm-ddThh:mm:ssZ.

2022-05-12T08:11:46.15869Z

UaeHTudmMKaTop ceccuu.

a7a3cd49-8232-4f1a-962a-3659af89e96f (ecnu
System: 00000000-0000-0000-0000-
000000000000)

packets_sent

KonnuecTBo nakeTos, nepeaaHHbIX B HanpaBfieHUN UCTOYHUK —
Ha3HayeHue.

packets_recv

KonunyecTBo naxkeTos, nepeaaHHbIX B HanpaBfeHUn HasHa4yeHne —
UCTOYHUK.

node MmA, KoTopoe 0AHO3HAYHO MAEHTUDULMPYET YCTPOWCTBO, utmcore@ersthetatica
reHepupytoLLiee 310 cobbiTHe.
proto Mcnonb3yemblii NPOTOKON 4-r0 YPOBHS. TCP wnu UDP
bytes_sent KonnuecTBo 6aiToB, NepeaaHHbIX B HanpaBieHUn UCTOUHUK — 100
HasHaueHwue.
bytes_recv KonunyecTso 6aitToB, nepesiaHHbIX B HaNpaBneHnu HasHaveHne — 6
UCTOYHMK.
action Jenctare, NPUHATOE YCTPOWCTBOM B COOTBETCTBMM C HACTPOEHHLIMK  ||accept
NONMUTUKaMM.
application||id MAaeHTUdMKATOP NPUNOXEHUA. 195




HaSBaLMe nonfa

OnucaHue

Mpumep 3HaueHun

threat_level ||YpoBeHb yrpo3bl npUnoXeHus. MoxeT npuHuMaTh 3Ha4YeHUA:
o 1 — OueHb HU3KNK;
o 2 — HWU3KWW;
o 3 — cpenHuit;
o 4 — BbICOKMH;
o 5 — 0uyeHb BbICOKMA.
name HassaHue npunoxexus. Youtube
user guid YHUKanbHbIA MAEHTUOMKATOP nonb3osatend. Ecnu nonb3osaTens a7a3cd49-8232-4f1a-962a-3659af89e96f
Tuna Unknown, To naentudmkatop: 00000000-0000-0000-0000-
000000000000.
name Mma nonb3osartens. Admin
groups||guid ||YHWKanbHbI MAEHTMOUKATOP rPyMMbl, B KOTOPbLIX COCTOUT 919878b2-e882-49ed-3331-8ec72c3c79cb
none3osarenb.
name||HasBaHue rpynmnbl, B KOTOPOW COCTOUT MONb30BATENb. Default Group
rule guid YHUKanbHbIM AEHTUdUKATOP NpaBuna, cpadaTtbiBaHUe KOTOPOro 59e38e06-533a-4771-9664-031c3e8b2e1f
cosaano cobbiTue.
name HassaHue npasuna, cpabaTbiBaH1e KOTOPOro BbI3BaSIO COOLITHE. Allow trusted to untrusted
signatures ||id NaeHTupuKaTop cpaboTaBLuei CUrHaTypebl. 999999
threat_level ||YpoBeHb yrposbl cpaboTaBLuei CUrHaTypebl. MoxeT npuHumaTh 3Ha4YeHUA:
e 1 — OYeHb HU3KKMHA;
o 2 — HWU3KWUW;
o 3 — cpenHuit;
o 4 — BbICOKMH;
o 5 — 0uyeHb BbICOKMA.
name HassaHue cpaboTaBLueit curHaTypbl. BlackSun Test
source zone ||guid |[YHWKanbHbIA AEHTUOUKATOP 30HBI MCTOUHMKA TpadwuKa. d0038912-0d8a-4583-a525-e63950b1da47
name||HasBaH1e 30HbI UICTOYHUKA TpaduKa. Trusted
country HasBaHue cTpaHbl UCTOUHMKA. RU (oToBpaaetca AByxOYyKBEHHbIH KOA
CTpaHsbl)
ip IPv4-aapec nctounuka tpaduka. 10.10.10.10
port MMopT “cTouHMKa. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
destination||zone ||guid |[YHuKanbHbI MASHTUPUKATOP 30HLI HA3HAYeHUA TpaduKa. 3c0b1253-f069-4060-903b-5fec4f465db0
name||HasBaHu1e 30HbI HA3HaYeHUa Tpadpmka. Untrusted




Hassa\{me non% OnucaHue MNpumep 3HayeHunA
country HassaHwue cTpaHbl HasHaveHud. RU (oTo6paxaeTtca AByxOyKBEHHbIH KOA
cTpaHbl)
|ip IPv4-aapec HazHaueHuAa Tpadmka. 104.19.197.151
port [MopT HasHayeHuA MoxeT npuHumatb 3HaueHua ot 0 o 65535.
OnucaHue wypHana ACY TN

HasBaHue nonqa

OnucaHue

Mpumep 3HaueHuA

timestamp

Bpema nonyueHus cobbiTua B popmarte: yyyy-mm-ddThh:mm:ssZ.

2022-05-
12T08:11:46.15869Z

pdu_severity

KputnuHocte ACY TI.

pdu_func KoA dyHKUuK (roBOpUT BEAOMOMY YCTPOWCTBY, Kakne AaHHbIe UK BbINONHEHWE 12
KaKkoro AencTBUA TpebyeT OT Hero BeAyLLee YyCTPOUCTBO).
pdu_address AZpec perucTtpa, ¢ KoTopbiM HE0BX0AMMO NPOBECTH ONepaLuio. 3154
node MmA, KoTopoe 04HO3HAYHO nAeHTUdULMPYET YCTPOMCTBO, reHepupytoLLee 3To utmcore@ersthetatica
coBbIThe.
details pdu_varname MmAa nepemeHHoii. MapameTp, B OCHOBHOM, UCMonb3yeTcsa And o6MeHa AaHHeiMK B ||[VAR
pexume peanbHoro BpemeHu. MNMapameTtp oTHocuTCA K npoTokony MMS.
pdu_device AApec ycTponcTBa, MCnosb3yemblit B npoTokonax MMS n OPCUA. DEV
mb_write_quantity |[Konuuectso sHaueHun ana 3anucu (komaHaa Read Write Register). 998
mb_write_addr HavanbHbi aapec peructpa ana 3anucu (komanaa Read Write Register). 776
mb_value 3anuceiBaemoe 3HayeHune (ana komada Write Single Coil, Write Single Register). 322
mb_unit_id AAapec ycTponcTBea. 186
mb_read_quantity |[KonuuectBo 3HaueHun ana uteHua (komaHaa Read Write Register). 658
mb_read_addr HauanbHbi aapec pernctpa anq utenus (komanaa Read Write Register). 122
mb_quantity KonunyectBo 3HaueHU ana uteHus. 875
mb_payload 3Hauenua pernctpos (ana komanHa Read Coil, Read Holding Registers, Read Input  ||75be5ecdc24f9883
Registers, Read/Write Multiple registers, Write Multiple Coil).
mb_or_mask 3HaueHne macku OR komanabl Mask Write Register. 1024
mb_message Coobuenune Modbus. exception
mb_exception_code||Koa owmnbku. AkTyaneH ana tuna cooOLeHns error_response. 255
mb_and_mask 3HaueHne macku AND komanabl Mask Write Register. 121




Ha

sBaHUe nonfa

OnucaHue

Mpumep 3HaueHun

mb_addr

Anpec peructpa.

3154

iec104_msgtype

Tun 3anpoca.

request, response,
error_response

iec104_ioa Anpec o6bekTa MHPOpMaLMK, KOTOPLIM NO3BONAET OAHO3HAYHO MAEHTUPULMPOBATL (23
NPUEMHOMN CTOPOHOW THUM COOBbLITHA.
iec104_cot MpuunHa nepeaayn NPOTOKONLHOrO 6y10Ka AaHHLIX MPUKNaaHoro ypoBHaA (Application (|6
Protocol Data Unit, APDU).
iec104_asdu Anpec ASDU (COA — Common Object Address). lNapameTp oTHocHTCA K NpoTokony (|123
IEC-104.
app_protocol [MpoToKon NpUKNaaHOro ypoBHA. Modbus
action [leficTBME, NPUHATOE YCTPOMCTBOM B COOTBETCTBMM C HACTPOEHHBIMM MONUTUKAMU.  ||pass
source zone guid YHUKaNbHbIA MAEHTUPUKATOP 30HBI UCTOYHMKA TpaduKa. d0038912-0d8a-4583-
a525-e63950b1da47
name HasBaHue 30HbI UICTOYHMKA TpadUKa. Trusted
country HaseaHue cTpaHbl UCTOYHMKA. RU (oTo6paxaetca
1BYXOYKBEHHbIN KOA
CTpaHbl)
ip IPv4-aapec nctouHuka Tpaduka. 10.10.10.10
port [MopT ncTouHuKa. MoxeT npuHumatb
3HayeHunA ot 0 fo 65535.
destination|[zone guid YHWKaNbHbIA MAEHTUPUKATOP 30HbLI HA3HAUeHNA TpaduKa. 3c0b1253-f069-4060-
903b-5fec4f465db0
name HasBaHue 30HbI Ha3HaYeHWA TpaduKa. Untrusted
country HaseaHue cTpaHbl Ha3HaYeHHA. RU (oTo6paxaeTca
BYXOYKBEHHbIN KOA
CTpaHbl)
ip IPv4-aapec HaszHauyeHuA Tpaduka. 104.19.197.151
port MopT HasHaueHuA MoxeT npuHumaTh
3HayeHuna ot 0 go 65535.
rule guid YHWKanbHbI aeHTUdUKATOp NpaBuna, cpabaTteiBaHue KOTOporo cosaano cobeiTue. ||59e38e06-533a-4771-
9664-031c3e8b2e1f
name HassaHue npaBuna, cpadatbiBaHWe KOTOPOro BbI3BanNo cobbiTue. SCADA Sample Rule

OnucaHue wypHana uHcnekTuposaHua SSH

HasBaHue nonsa

OnucaHue

Mpumep 3HaUeHUA

timestamp

Bpewms nonyyenus cobbiTva B popmarte: yyyy-mm-ddThh:mm:ssZ.

2022-05-12T08:11:46.158692




HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

node MmA, KoTopoe 0AHO3HAYHO MAEHTUDULMPYET YCTPOWCTBO, utmcore@ersthetatica
reHepupytoLee aTo cobbiTHe.
command Komanaa, nepeaasaeman no SSH. whoami
app_threat YpoBEHb Yyrpo3bl MPUTOXKEHHA. MoxeT npuHumaTb 3HaueHua ot 2 go 10

(ycTaHOBMEHHbIW YPOBEHb YrpO3bl MPUIOXKEHMA,
YMHOXEHHbIW Ha 2)

app_protocol

MpoToKon NpMKNaaHoro ypoBHs.

SSH unu SFTP

app_id NaeHTudmKaTop npunoxeHus. 195
action LleicTBre, NPUHATOE YCTPOMCTBOM B COOTBETCTBUM C block
HACTPOEHHbBIMM NOUTUKAMM.
source zone |(guid ||YHWKanbHbBIA MAEHTUPUKATOP 30HBI UCTOYHUKA TPadHKa. d0038912-0d8a-4583-a525-e63950b1dad7
name||HasBaHu1e 30HbI UCTOYHMKA TpaduKa. Trusted
country HasBaHue cTpaHbl UCTOYHMKA. RU (oToGpaxaeTca AByXOyKBEHHbIW KOZ CTPaHbl)
ip IPv4-aapec uctouHvka Tpadumka. 10.10.10.10
port MopT “cTOUHMKA. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
mac MAC-aapec UCTOYHMKA. FA:16:3E:65:1C:B4
destination||zone ||guid ||YHWKanbHbI nAeHTUdUKATOP 30HBI HA3HAYEHUA TpaduKa. 3c0b1253-f069-4060-903b-5fec4f465db0
name||HasBaHve 30HbI Ha3HaYeHna Tpaduka. Untrusted
country HassaHue cTpaHbl HasHaueHuA. RU (oToBpaxaeTca ABYXOyKBEHHbI KOA CTPaHb)
ip IPv4-aapec HazHaueHHA Tpaduka. 104.19.197.151
port MopT HazHaueHuA MoxeT npuHumartb 3Ha4yeHuna ot 0 Ao 65535.
rule guid YHUKanbHbIM AEHTUdUKATOP NpaBuna, cpadaTtbiBaHUe KOTOPOro 59e38e06-533a-4771-9664-031c3e8b2e1f
cosfano cobbiThe.
name HassaHue npasuna, cpabatbiBaHMe KOTOPOro BbI3Bao CoObiTHe. SSH Rule Example
user guid YHWKanbHbIi naeHTMduKkaTop none3osatend. Ecnv nonb3osatens ||a7a3cd49-8232-4f1a-962a-3659af89e96f
Tuna Unknown, To naentudmkatop: 00000000-0000-0000-0000-
000000000000.
name Mma nonb3osartens. Admin
groups||guid ||YHWKanbHbI MAEHTMOUKATOP rPynMbl, B KOTOPbLIX COCTOUT 919878b2-e882-49ed-3331-8ec72c3c79¢cb
nonb3osarenb.
name||HasBaHue rpynmnbl, B KOTOPOW COCTOUT MONb30BATENb. Default Group
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