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ﬂMaFHOCTMKa U MOHUTOPWUHI



MapLupyThl

Documentation: [#

Product: SIEM

Version: 7.x

Pasaen MapuwpyTbl N0380NAET NOMY4MTb CIMCOK BCEX MapLUPYTOB, ykasaHHbIX Ha onpeaeneHHom y3ne UserGate SIEM. [lna npocmoTtpa mMapLupyTos
HEOOX0AMMO HaxaTb Ha KHOMKY PUABLTP M yKasaTb TUMbI MapLLPYTOB, KOTOPble He0BX0AMMO 0TOOPa3nTb. BO3MOXHO ykasaTb crneaytoLme TUMbl
MapLLpyTOB:

« MoaknioueHHble K MHTepdEcam — MapLUPYThl K CETAM, KOTOPLIE NMOAKITIOYEHB! HEMOCPEACTBEHHO K MHTepdercam UserGate SIEM. JanHble
MapLupy Tl ByAyT noMeyeHbl cMMBOSIOM C B CIMCKE MapLUpPyTOB.

» 3apaHHble CTaTMYECKW — MapLUpPyThl, 3aaHHble cTaThyecku B pasaene CeTb -> MapwpyThl. [laHHbIEe MapLpyThl ByayT MOMEUeHb
cumBosioM K B cnivcke MapLupyTos.

o OSPF — mapLupyThl, nony4eHHsle no npotokony OSPF. [laHHble MapLupyTel 6yAyT noMeyeHsl cumMBonom O B crivcke MapLUpyTOB.
o BGP — mapLupyTbl, nonyyeHHble no npotokony BGP. JaHHble MapLupyThl OyayT noMeyeHbl CMMBOSIOM B B crivicke MapLupyToB.

OTOépa)KaeMblﬂ CMNUCOK MapLUPyTOB MOXHO CKayaTb B BUAE TEKCTOBOro q>a171r|a C NomoLLbto KHOMKKM - CKavaTb Bce MapLpyThbl.



Ping

Documentation: ¥
Product: SIEM
Version: 7.x

C NoMOLLbIO YTUANTBI Ping MOXHO AMArHOCTUPOBATL AOCTYMHOCTL CETEBLIX PecypcoB. MNapameTpbl kKOMaHAb! ping:

HaumeHoBaHHne OnucaHue
Ping host XOCT, KOTOpbI HE0OXOAUMO NPOBEPHUTD.
TTL MaxcrmManbHOoe KOSMYeCTBO MPOMEXYTOUHBLIX XOCTOB, KOTOPOE paspeLLIeHO NPOITH Ha MYTH K NPOBEPAEMOMY XOCTY.

Anpec BblGpaHHOro MHTepdeiica ByaeT MCMoNb30BaThCA B KAYECTBE aipeca UCTOYHWKA ANA BbINOMHEHWSA ping, a MHTepdeiic

UnTepdenc
oTnpasku nakeTa 6yAaet BbiGpaH cornacHo Tabnuue MapLupyT3aLmu.

CueTumk Konunuectso NOoBTOPOB.

Moka3sbiBaTb

timestamp ﬂ,O6aBJ'IF|eT timestamp B BbIBOA KOMaHAbI.

He pesonsutb

UmeHa OnepupoBartb IP-agpecamu, He NpeoBpasoBbLIBas UX B AOMEHHbIE UMEHA.




Traceroute

Documentation: ¥
Product: SIEM
Version: 7.x

C nomoLLbto YyTUAUTHI traceroute MOXXHO NPOBEPUTL Ny Tb CIeA0BaAHUA CETEBLIX NAKETOB K onpeAesieHHOMy XocTy. [NapameTpbl koMaHabl traceroute:

HaumeHoBaHue OnucaHue

Traceroute host XocT, KOTopbI HE0OXOANUMO NPOBEPHUTD.

Ucnonb3oeatb ICMP ||Mcnonb3osatb npotokon ICMP ana BeinofHEHWA KoMaHAbl traceroute. Ecnu He ykasaHo, To ucnonb3ayetca npotokon UDP.

UnTepdenc C KaKoro ceTeBoro MHTepdeca BbINOSHATL KOMaHAY .

He pe3onButb MmeHa ||OnepuposaTh |P-agpecamu, He npeoBpasoBbiBan UX B AOMEHHbIE MMEHa.




3anpoc DNS

Documentation: ¥
Product: SIEM
Version: 7.x

Mcnonbaya sanpoc DNS, aamuHucTpatop MoxeT npoeepuTb paboty DNS-cepsepoB.

HaunmeHoBaHue OnucaHue

DNS-3anpoc (xocT) DNS vma ana nposepky.

IP ncrtounuka 3anpoca||OaunH n3 IP-aapecos, HasHauyeHHbIx UserGate.

DNS cepBep DNS cepBep, kyaa nocbinatb 3anpoc.

MopTt UDP nopT, ncnone3yemeli AnA 3anpoca.

Tun DNS-3anpoca Twn 3anpoca.




OnoBelyeHUuna



MpaBuna onoBeLyeHUN

Documentation: ¥
Product: SIEM
Version: 7.x

JaHHbIM pasaen no3BonAeT onpeaennTb NpaBua ONoBELLEHNUH, KOTOPbIE B AaNIbHENLLEM MOXHO UCMOMb30BaTh AS1fl OTChISIKMA ONOBELLEHUI O
pasnnuHbIX TUNax cobbIThit, HaNpUMep, BbICOKOW 3arpyske CPU unv oTnpaske napona nosb3osaresnto no SMS. ina cosaaHua npaeunia onoBeLyeHui
Heo6X0AMMO BbINOMHUTL CReaytoLmue Lar:

HaunmeHoBaHue OnucaHue

onoseLyeHuna.

Lar 1. Co3aaTb 0AWH UK HECKOMBKO NpodUnen

CnmoTpuTe pasaen Mpodunm onoBeLLeHUN.

ONOBELLEHWUN.

LLar 2. Co3aatb rpynnbl nonyyarenei

CmoTpuTe pasaentl MoutoBble aapeca n Homepa TenedoHoB.

LLlar 3. Co3aaTb NpaBusio OMNOBELLEHUS.

Bo Bknaake [iInarHocTuKa U MOHUTOPHUHT B pasgene OnoBelyeHUA - I'IpaBMna
onoBeLeHnn no6aButb npasu1no.

Mpu aobasneHnn npasuna He0OXOAMMO yKasaTb creaytoLue napameTpsb:

HanmeHoBaHue OnucaHue
BxknioueHo Brntoyaet unu oTkovaeT AaHHoOe Npasuio.
HassaHue HassaHwue npasuna.
OnucaHue OnucaHve npasuna.
Mpodunsb CosnaHHbIit paHee npodunb onoselyeHna. [ina npodpunen SMPP nossutca 3aknaaka Ana ykasaHua agpecaTos B BUAE
onoselleHnA TenedoHHbIX HoMepos, AnA SMTP noasuTCA 3axknaaka AnA ykasaHuA aapecartos B BuAe email-aapecos.
or OT Koro 6yAeT NPUXOAUTL OMOBELLEHHE.
Tema Tema onoseLleHus.

TanmayT nepen
NOBTOPHOWM
OTNpPaBKOW, CEKYHA

YKaxuTe TaiimayT, B Te4eHWe KOTOpOro cepsep He ByeT oTnpasnATb COOBLLEHWe NPU NOBTOPHOM cpabaTbiBaHUK JaHHOTO
npaeuna. [JaHHas HacTpoiiKa No3BONAET NPEAOTBPATUTL LITOPM COOOBLLEHHI NpK YacToM cpabdaTbiBaHUK NpaBuna
OMOBELLEHMA.

CobbiTna YKaxuTe coObITUA, ANA KOTOPLIX HE0OXOAUMO NOMyYaTh ONOBELLEHHUS.
TenedpoHbl Ina SMPP-npodunsa. YkaxuTe rpynnbsl HOMepoB TenedoHOB, Kyaa oTnpasnATe SMS-onoBeLyeHus.
Emails Ina SMTP-npogpuna. YkaxuTe rpynnsl aapecos email, Ha KoTopble 6yayT 0TNPaBnATECA NOYTOBLIE OMNOBELLEHHA.




SNMP

Documentation: ¥
Product: SIEM
Version: 7.x

UserGate noaaepxuBaeT MOHUTOPMHT ¢ noMoLLbto npoTokonoB SNMP v2c u SNMP v3. MoaaepxveaeTca ynpaBneHne Kak ¢ MOMOLLbHO 3arnpocoB
(SNMP queries), Tak 1 ¢ TOMOLLbIO OTChINKKM onoseLyeHnit (SNMP traps). 310 nossonsaeT HabnoaaTh 3a KpUTUUECKUMU NapameTpamu UserGate ¢
noMoLLbIO nporpammHoro o6ecnederns SMNP-ynpaBneHus, UCNONb3yemMoro B KOMMaHWUMU.

JnA HacTponku MoHUTOPUHra ¢ nomoLLbto SNMP Heo6xoanMo:

1. B cBoOMCTBax 30HbI MHTEPdEICA, K KOTOPOMY ByZeT OCYyLLECTBNATLCA NOAKMOUYeHWe no npoTokony SNMP, Bo Bknaake KoHTponb
noctyna paspewnTs cepsuc SNMP.

2. Cospatb npasuno SNMP

A HacTPOWKKU MOHUTOPUHra ¢ nomoLbo SNMP Heo6xoanmo cosaate npasuna SNMP. Ona cosaanusa npasuna SNMP Heo6xoaumo B pasaene
SNMP Haxartb Ha kHorKy Jlo6aBUTb 1 yKkasaTh criedytoLyue napameTpsi:

HanmeHoBaHue OnucaHue
HasBanue
Hassanue npasuna.
npasuna
IP-appec o
cepeepa anA IP-anpec cepsepa AnA Tpanos 1 NopT, Ha KOTOPOM cepeep crnyLuaeT onoselleHna. O6blYHO 310 nopT UDP 162. laHHaA HacTpowka
TpgnOFB’ Heo6xoAuMa TONbKO B CrlyYae, eCriv HE0OX0AMMO OTMPAaBMATL TParbl HA CEPBEP OMOBELLEHMA.
KoMBIOHUTH SNMP community - cTpoka ana naeHtudukaummn cepsepa UserGate u cepsepa ynpasnenna SNMP ana sepcun SNMP v2c.

Mcnonb3yiTe TONbKO NaTUHCK1e ByKBbI U LMPBbI.

Heob6sa3atencHblit napameTp, onpeaenstowmnii SNMP context. MOXXHO MCNONb30BaTh TONMLKO NaTUHCKUE BYKBLI U LML,

Ha HeKkoTopbIX ycTporcTBax MOXeT ObiTb HECKOSIBKO KoMK nonHoro noaaepesa MIB. Hanpumep, Ha ycTpocTBe MOXET BbiTb
KoHTekeT CO3AaHO HECKOIBKO BUPTYanbHbIX MapLLpyTM3aTopoB. Kaxkabli Takon BUPTYanbHbIM MapLupyTM3aTop OyAeT MMeTb NonHoe
noaaepeso MIB. B atom criyuae kaxabli BUPTYasibHbIi MapLUpyTM3aTop MOXET ObIThb YKasaH Kak KoHTeKcT Ha cepeepe SNMP.
KoHTekcT onpeaenaetca no nmexn. Koraa KIMeHT oTNpaBnAaeT 3anpoc, OH MOXET yKasaTb MMA KOHTEKCTa. Ecnu nma KoHTekcTa He
yKasaHo, 6yZieT 3anpoLLUeH KOHTEKCT MO YyMONYaHuIo.

Bepcus YkasbiBaeT Bepcuto npoTtokona SNMP, koTopas 6yaeT ucnonb3oBatbes B AaHHOM npasune. BoamoxHbl BapuaHTsl SNMP v2¢ 1

SNMP v3.
PaspewuTtb
SNMP- Mpu BKNOUEHUM paspeluaeT nonyyeHve u obpabotky SNMP-3anpocos o1 SNMP-meHekepa.
3anpochbl
Paspewunts Mpwu BKtoYeHUK paspeluaeT otnpasky SNMP-TpanoB Ha cepBep, HACTPOEHHbLIN ANA NpUemMa OnoBeLLeHn
SNMP-Tpanbi P pasp pasKy p pBep, p AnA np m .
HasBaHue
npodgunsa .
6esonacHocTH Tonbko ana SNMP v3. MoapobHee — B pasaene [Npodunu 6esonacHocTv SNMP.
SNMP
CobbiTHa Bbi6op TMNOB NapameTpoB, AOCTYMHLIX AN MOHUTOPUHIA MO Npasuny.

MpumeuanueHacTtpoiiku ayteHTuduKaummn ana SNMP v2c (community) v ana SNMP v3 (nonbsosatesnb, TMN ayTEHTUDMKALUK, aNTOPUTM
ayTeHTUdMKaLUKM, Naposb ayTEeHTUDUKALWUK, anropuTM LUKMdPOBaHUA, Naposb WrdposaHua — B npodune desonacHocth SNMP) Ha SNMP-
MeHeaxepe A0MKHbI coBnaaaThb ¢ HacTpoiikamu SNMP B UserGate.

MHdopmaLntio no HacTpoiike napaMeTpoB ayTeHTudukaumm ana sawero SNMP-meHexepa CMOTpUTE B PYKOBOACTBE MO HACTPOiKe BbIOpaHHOro
BaMu nporpamMmMHoro o6ecneuenus ana ynpasnenna SNMP.

UserGate BbiaeneH yHukanbHblt naeHTupukatop SNMP PEN (Private Enterprise Number) 45741.

AktyanbHble mib-painbl UserGate ¢ napametpamu MOHUTOPUHIA MOXHO CKayaTb U3 KOHCOSM aAMUHUCTpaTopa ycTponcTea. [na 3Toro Heo6xoaAMMO
nepenTy Ha BKIaaky JiMarHoCTUKa U MOHUTOPUHT, Aanee B paszene OnoseweHua -> SNMP Haxatbs CkavaTtb MIB.

JnA ckaunsaHuA AoCTynHbI cneaytowme MIB-dainbi:


https://docs.usergate.com/profili-bezopasnosti-snmp_1951.html

UTM-TRAPS-MIB.

UTM-TRAPS-BINDINGS-MIB.

UTM-MIB.
UTM-INTERFACES-MIB.

UTM-TEMPERATURE-MIB.

UTM-TRAPS-MIB

HanmeHoBaHue OnucaHue
trapCoreCrush Cb6oit Aapa.
trapStatDown Cepsuc ctatucTtukn (UserGate Log Analyzer) HenoctyneH.
trapCoreBootstrapEnd 3arpyska cepsepa 3aBepLUeHa yCneLHo.

trapDefaultGatewayChanged

M3meHeHue wnosa no yMOn4yaHuio.

trapHighSessionsCounter

Tabnuua ceccuit 3anonHeHa Ha 90%.

trapHighUsersCounter

KonnuecTBo akTMBHbLIX nonb3oBatenen aocturno 90% ot nopora NULEeH3NK.

trapDataPartitionFSStatus

Cratyc ¢ainoBoi cuctembl. CoctosHue dainoBoi cucTeMbl U3MEHUIOCH Ha "not_clean".

trapStatusChanged M3meHeHue cTaTyca y3na 0TKa3oyCTOMUYMBOro KacTepa.

trapMemberUp Cratyc y3na 0TKa3oyCTOMUYMBOro Knactepa M3MeHunca Ha «[oaKIoYeH».
trapMemberDown Y3en 0TkaszoyCTOMYMBOro Krnactepa OTKIOYEH.

trapAttackDetected O6HapyxeHue ataku cuctemoi COB.

trapChecksumFailed

HapyLueHue LenocTHocTM BUHApPHBIX daitnos.

trapHighCPUUsage

Beicokan 3arpyska ueHTpanbHoro npoueccopa (95%).

trapLowMemory

Beicokan 3arpyska namAaTtu (95%).

trapLowLogdiskSpace

HezocratoyHo MecTa Ha AMCKE AN1F XPaHEHUS XKypPHasoB.

trapRaidStatus M3menenue ctatyca RAID.
trapPowerSupply [MepBbI UCTOUHWUK MUTAHUA OTKITHOYEH.
trapCableStatus Kabenb 6bin NOAKTOUEH UM OTKIIOYEH OT MHTEPdECa.

trapHighDisklOUtilization

Bbicokas 3arpyska Aucka. OnoBeLyeHre 0TNPaBnaeTcs Npu 3arpyXXeHHOCTH >=95% 3a 5 MUHYT X0TA Obl HA OZAHOM 13
INCKOBbIX YCTPOMUCTB.

trapTrafficDrop

CpabartbiBaH1e 3anpeLyaroLLero npasmia MexceTeBoro aKpaHa.

trapLDAPServerDown

Cepsep LDAP HeaocTyneH.




HaumeHoBaHue

OnucaHue

trapCriticalTemperature

KpuTtnueckaa Temneparypa Ha 0AHOM 13 ceHcopos. OnoBseLleHre 0TnpasnAeTCA NP1 NepeceyeHn 0HOro U3
npeaernos pabouei TemnepaTypbl (HWKHETO UMK BepxHero). HWxHWii npeaen padoyei Temnepatypsl 06bIYHO paBeH
0°C (ana yctponcts cepun X -40°C), BepxHuit npeaen paseH 85°C.

UTM-TRAPS-BINDINGS-MIB

HaumeHoBaHue

Tun
AaHHbIX OnucaHue

utmSessions

integer ||TeKyLLee KONTMYECTBO aKTUBHbBIX CECCUN.

utmSessionsMax

integer ||MaxkcnMmasnbHOE KONMUYECTBO aKTUBHBIX CECCUN.

utmUsers

integer ||KonnuecTBO aKTMBHLIX MOMb30BaTENEN HA AAHHLIA MOMEHT.

utmUsersMax

integer ||MakcumanbHOe KONMYECTBO aKTUBHbIX MOMb30BaTENeN.

utmDataPartionFSStatus

CocTofHne QannoBoi CUCTEMBI.
integer +« 0—clean.

« 1—not clean.

TekyLLuWit cTaTyc y3na knactepa 0TKa3oyCTONYMBOCTH:

« 0 — master-ysen.

utmHAStatus integer

« 1—slave-ysen.

« 3—fault.

lMpnunHa n3meHeHuna ctatyca ysna 0TKazoyCTOMUYMBOro Kactepa:

« 1—cBA3b C y3510M NoTEpAHA.

« 2— HTTP npokcu-cepeep HeAOCTYMNEH.
utmHAStatusReason integer

o 3 — HV OAMH M3 LLNO30B HEJOCTYMEH.

« 4 — DNS-cepsep HedoCTyMeEH.

« 5— y3en UserGate Management Center HefocTyneH.
utmCPUUsage integer ||3arpyxeHHoCTb LieHTpanbHoro npoueccopa (%).
utmMemory integer ||Mcnonb3oBaHue onepaTuBHOW NamATH (%).

MpocTpaHcTBO Ha AMCKE, UCMONb3yeMoe NoA XypHanbl (%).
pocTp: a ) Yy 4 Kyp!

utmLogdiskSpace integer
Texywwmii ctatyc RAID (Redundant Array of Independent Disks), noctpoerHoro Ha koHTponnepe Adaptec:
« ho_raid.
utmAdaptecRaidStatus ||integer « 0 — optimal — maccuB B ONTUMarIbHOM COCTOAHUH.

« 1—degraded — NOMHLIA UM YACTUYHBIWA BLIXOA U3 CTPOA OAHOMO U3 AWUCKOB.

« 2 — rebuild — BoccTaHoBNEHWE MaccuBa.




Tun
HaumeHoBaHue AaHHbIX OnucaHue

Texywuit ctatyc RAID (Redundant Array of Independent Disks), nocTpoeHHOro Ha KoHTponnepe Broadcom:
« no_raid
« 0 — optimal — maccuB B ONTUMarIbHOM COCTOAHUH.

¢ 1 —degraded — NOMHbIA UK YACTUYHBINA BLIXOA U3 CTPOA OAHOIO U3 AUCKOB. Nepexoa B AaHHbIN
cTaTyc NPoM3OMAET NP BbIXOAE M3 CTPOA 2-X AUCKOB.

utmBroadcomRaidStatus||integer
« 2 — partialDegraded — MOMHbIA UK YACTUYHBIW BLIXOA U3 CTPOA OAHOIO M3 AWUCKOB.
« 3 — failed — He paboTaeT 13-3a HanUuUaA OLLUMOKH.

« 4 — offline — auck He aoctynex ana RAID-koHTponnepa.

KonunyecTBo MCTOYHMKOB NUTaHUA:
utmPowerSupply integer « 1— 0aunH BoK NUTaHusA.

« 2 — fiBa 6noKa NuUTaHus.

COCTOAIHME UCTOYHMKA NUTAHUA:

« no_power_supplies.
utmPowerSupplyStatus ||integer

« 0— off.
¢« 1—on.
utmCSClfName string HasBanue nHTepdeiica.

Cratyc ceTeBoro agantepa:
utmCSCStatus integer « 1 —kabenb NOAKMOYEH.

o 2 —kabesb He NOAKITHOUEH.

utmDisklOUtilization integer ||Texywan ytunusauymna aucka (%).

utmLDAPServerName string HassaHune LDAP-cepBepa.

utmLDAPServerAddress ||string IP-aapec LDAP-cepsepa.

utmThermSensor string Hassanue TemnepartypHoro ceHcopa.
utmThermValue integer ||3HauyeHne TemnepaTypbl, 13MEPEHHOE CEHCOPOM.
UTM-MIB
Tun
HaumeHoBaHue AaHHbIX Onucanue
vcpuCount integer KonunyecTBo BUPTyanbHbIX NPOLECCOPOB B CUCTEME.

3arpy)XeHHOCTb BUPTYyasibHbLIX MPOLECCOPOB CUCTEMbI; 0TOOPaXKAETCA PaKTUUECKOE YUCTIO 3arpyXKeHHbIX

vcpuUsage integer
BMPTYyasibHbIX MPOLIECCOPOB.
usersCounter integer KonunyecTBo aKkTBHbIX NONb30BaTENEN Ha TEKYLLUIA MOMEHT BpEMEHH. (*)
ionsCounter integer KonunyecTBo aKTUBHbIX CECCUIA HA TEKYLLMIA MOMEHT BPeMeHHU. (*)

tcpsessionsCounter integer KonuyectBo axktvBHbIX TCP ceccuit Ha TekyLUin MOMEHT BpEMEHH. (*)




Tun

HaumeHoBaHue AaHHbIX Onucaxue
udpsessionsCounter integer Konuyectso aktvsHbIx UPD ceccuit Ha TekyLLuin MOMEHT BpeMeHH. (*)
icmpsessionsCounter integer Konuyectso aktvsHbIX ICMP ceccuii Ha TeKyLLMi MOMEHT BpemeHHu. (*)
sessionsRate10 integer KonunyectBo HoBbIX ceccuii B cekyHay. CpeaHee 3HaueHune 3a nocneanune 10 cexyHA. (*)
ionsRate60 integer KonunyectBo HOBbIX ceccuii B cekyHay. CpeaHee 3HauyeHune 3a nocneaxune 60 cexyHA. ()
ionsRate300 integer KonunuecTBo HOBbIX ceccui B cexyHay. CpeaHee 3HaveHue 3a nocnegHue 300 cekyHa. ( *)
tcpsessionsRate10 integer Konuyectso HoBbix TCP ceccuii B cekyHay. CpenHee 3HayeHune 3a nocneanune 10 cekyHA. ( *)
tcpsessionsRate60 integer Konuyectso HoBbix TCP ceccuii B cekyHay. CpenHee 3HayeHune 3a nocneaxune 60 cekyHA. ( *)
tcpsessionsRate300 integer Konuyectso HoBbix TCP ceccuii B cekyHay. CpenHee 3HayeHune 3a nocneanune 300 cekyHa. ( *)
udpsessionsRate10 integer Konuyectso HoBbix UPD ceccuii B cekyHay. CpenHee 3HayeHue 3a nocneanune 10 cekyHA. (*)
udpsessionsRate60 integer Konuyectso HoBbix UPD ceccuii B cekyHay. CpeniHee 3HayeHue 3a nocneanune 60 cekyHA. (*)
udpsessionsRate300 integer KonuyectBo HoBbix UPD ceccuii B cekyHay. CpeniHee 3HayeHue 3a nocneanune 300 cekyra. ( )
icmpsessionsRate10 integer KonuyectBo HoBbix ICMP ceccuii B cekyHay. CpenHee 3HayeHune 3a nocneanune 10 cekyHA. (*)
icmpsessionsRate60 integer Konuyectso HoBbix ICMP ceccuit B cekyHay. CpeaHee 3HayeHune 3a nocneaxune 60 cexyHA. (*)
icmpsessionsRate300 integer KonuyectBo HoBbix ICMP ceccuii B cekyray. CpenHee 3HadeHune 3a nocneanune 300 cekyra. ( *)
dnsRequestCounter integer ObLwee konnyectBo DNS 3anpocos. (*)
dnsBlockedRequestCounter |integer Konunuecteo 3abnoknposaHHbix DNS 3anpocos. (*)
dnsRequestRate integer KonunyectBo DNS 3anpocos B cekyHay. (*)
httpRequestCounter integer ObLwee konnyecteo HTTP 3anpocos. (*)
httpBlockedRequestCounter||integer KonunuectBo 3abnokupoBaHHbix HTTP 3anpocos. (*)
httpRequestRate integer Konunuectso HTTP 3anpocos B cekyHay. (*)
dataPartitionFSStatus string CocTtofHue $anioBoi CUCTEMBI.
haStatus integer TekyLee cOCTOAHME y3na KiacTepa.
cpuLoad integer 3arpyXeHHOCTb LieHTpanbHOro npoLeccopa cUcTembl; oTobpaxaeTcs B %.
memoryUsed integer Mcnonb3oBaHuWe onepaTtUBHOW NamATh; oTobpaxaeTca B %.
logDiskSpace integer MpocTpaHCTBO Ha AUCKe, UCMONb3YyeMoe NOZ XypHasbl; oToBpaxaeTca B %.




Twvn
HaumeHoBaHue AaHHbIX Onucaxue
CoCTOAHME NEPBOro UCTOYHUKA NUTAHHA:
« ho_power_supplies.
powerSupply1Status string
¢ ON.
« off.
CoCTOAHME BTOPOr0 MCTOYHMKA NUTAHUSA:
« no_power_supplies.
powerSupply2Status string
e ON.
« off.
raidType string Tun RAID maccuBa.
Texywmii ctatyc RAID (Redundant Array of Independent Disks):
« ho_raid.
raidStatus string « 0 — optimal — maccuB B oNnTMManbHOM COCTOAHUM.
« 1—degraded — NONHLIA UM YACTUYHBIWA BLIXOA U3 CTPOA OAHOMO U3 AWUCKOB.
« 2 — rebuild — BoccTaHoBNEHWE MaccuBa.
disklOUtilization integer TekyLjan ytunusaymna aucka (%).
disklOUtilization60 integer Ytunusaumua aucka (%). CpenHee 3HayeHune 3a nocneaxune 60 cexyHA.
disklOUtilization300 integer YTunusaumua amcka (%). CpenHee sHadyenune 3a nocneanune 300 cexkyHa.

MpumMmeyaHneMeTprKM, OTMEYEHHbIE B ONMCaHNUKU CUMBOSOM (*) He akTyanbHbl And UGMC v LogAn/SIEM. 3HaveHna MeTpuK Ana 3TUX YCTPOMCTB

6yAnyT BCeraa paeHbI HyHO.

UTM-INTERFACES-MIB

Tvn
HaumeHoBaHue AaHHbIX Onucaxue
ifNumber integer KonuyectBo ceTeBbIx MHTEPDENCOB.
ifindex integer 3HaueHne yHWKanbHO AnA Kaxaoro nHTepdeica n MoXeT npuHumarth 3Hadenuna ot 1 ao ifNumber.
ifDescr string MHdopmauuns 06 nHTepdeiice, KoTopaa MOXET BKItouaTb B cebA HasBaHWe NPOU3BOAUTENS, UMA
npoAyKTa, annapartHyto Bepcuio nHtepdenca.




Tun

HaumeHoBaHue AaHHbIX Onucaxue
Tun nHtepdenca, onpeaenéHHbli B COOTBETCTBUM C MPOTOKONIOM PU3NYECKOro/KaHanbHOro ypoBHEN:

« 1 — other — Hen3BeCTHbIV THM.

« 2 —regular1822 — onpeaenén 8 BBN Report 1822.

« 3—hdh1822 — onpenenéH B BBN Report 1822.

¢ 4 —ddn-x25 — onpeaenéx s BBN Report 1822.

« 5 — onpenenéH B ctaHaapTe kaHanbHOro yposHA ceTeBon moaenu OSI X.25.

« 6 — ethernet-csmacd — ceteBoi nHTepdeiic Tuna Ethernet, HesasncnMmo oT ckopocTH (onpeaenéx
B RFC 3635).

« 7 —is088023-csmacd — onpenenéH B IEEE 802.3.

« 8 —is088024-tokenBus — onpenenéH B ctaHaapte IEEE 8802.4.

« 9 — is088025-tokenRing — ceTteBon nHTepdenc ncnonedyet noaroueHme Token Ring;
onpeaenaetcA B ctaHaapte |IEEE 802.5.

« 10 —is088026-man — onpeaenéH B ctaHgapte 1ISO 88026 "MAN".

« 11 —starLan — onpeaenéx B ctanaapte |IEEE 802.3e.

« 12 — proteon-10Mbit — Proteon 10 Mbit

« 13 — proteon-80Mbit — Proteon 80 Mbit.

« 14 — hyperchannel — BbICOKOCKOPOCTHO KaHarn, ucnonb3yemsl B cetn ISDN.

« 15— fddi — ceteBoW uHTepdeic ncnonbayet noaxkntoveHne FDDI (Fiber Distributed Data Interface).
FDDI — aT0 Habop cTaHAapTOB Nepeaayu AaHHbIX N0 ONTOBOSIOKOHHEIM IMHUAM B NOKaNbHOW CETH.

« 16 — lapb — npoTokon kaHanbHOro YPOBHA, UCNONb3YEMbIM ANA NepeAayy NakeToB cTaHaapTa
X.25.

« 17 — sdic — NPOTOKON KaHanNbHOro YPOBHA ANA CUCTEMHOM CeTeBOM apxuTeKTypbl IBM.

ifType integer

« 18 — ds1 — cnocobeH obpabatbiBaTh 24 0AHOBPEMEHHbLIX COEAMHEHWA Ha obLei ckopocTu 1,544
M6uT/c; Takke HasbiBaeTcA T1

« 19— el — esponeiickuii aHanor T1.
« 20 — basicISDN — ana ceasv annapatypbl aboHeHTa 1 ISDN-cTaHuuu.

¢ 21 — primarylSDN — ncnonb3syeTca Ana NOAKIHOUYEHUSA K LUIMPOKOMNONOCHLIM MarucTpanam,
CBA3bIBAIOLLMM MECTHbIE U LeHTpanbHble ATC nnm ceTesble KOMMYTaTOpbI.

« 22 — propPointToPointSerial — onpenenét B ctaHaapte RFC1213.
« 23 — ppp — ceTeBoM UHTEpdeIc ucnonbdyet noaknodeHue PPP (Point-To-Point Protocol).

« 24 — softwareLoopback — ceTteBoi uHTEpdENC ABNAETCA NeTNeBbIM aaanTepom. Taxkve
UHTEep@dENChl YacTo UCMOMNb3YIOTCA ANA TECTUPOBAHKUA; OHU HE OTNPAaBNAT TPAPUK B CETb.

« 25— eon — ConnectionLess Network Protocol (CLNP) over Internet Protocol (IP); onpeaenéH s
ISO/IEC 8473-1.

« 26 — ethernet-3Mbit — ceTeBoi MHTepdEC ucnonb3yeT noaxtodeHne Ethernet co ckopocTbio 3
M6uT/c. 3ta Bepcun Ethernet onpeaennaetcs B ctaHaapTe IETF RFC 895.

« 27 — nsip — XNS over |IP — npeaHasHa4eH Ans UCMONb30BaHUA B pasHooOpasHbIX cpedax
nepenayu AaHHbIX.

« 28 — slip — ceTeBoi HTepdeiic ucnonbayet noaxntodeHne SLIP (Serial Line Internet Protocol).
SLIP onpeaensetca B ctaHaapTe IETF RFC 1055.

« 29 — ultra— ULTRA Technologies.

+ 30 — ds3 — BbICOKOCKOPOCTHON MHTEpdENC nepeaayn AaHHbIX, CHOOPMUPOBAHHbIN
MynbTunnekcupoBaHuem curHanos DS1 n DS2; Tawke HasbiBaeTca T3.

« 31— sip — ceTteBoW uHTepdenc ucnonbayet noaknodeHune SLIP (Serial Line Internet Protocol).
SLIP onpenenfetca B ctanaapte IETF RFC 1055.

« 32— frame-relay — obecneunBaeT BOSMOXHOCTb NepeAaqn AaHHbIX C KOMMYyTauuen NakeTos Yepes
UHTEphENC Mexay yCTpoicTBaMM nonbaoBaTtens U 060pyA0BaHUEM CETH.




Tun

HaumeHoBaHue AaHHbIX Onucaxue
ifMtu integer MaxcuMmanbHbIM pasMep naxkeTa CeTeBOro YpoBHA, KOTOPLIM MOXHO NOCNaTb Yepes 3T0T MHTepdeNic.
ifSpeed gauge32 ||MponyckHasa cnocobHOCTL MHTepdeica B GUTax B CEKyHAY.
ifPhysAddress string Ddusnuecknin agpec nHtepdeiica (MAC-aapec).
CocTtoaHne uHtepdenca, HasHayaemoe aAMUHUCTPaTOPOM:
o 1— up — roToB ANA Nepeaayn NakeTos.
ifAdminStatus integer
« 2— down — He paborTaer.
« 3 — testing — B pexume TecTUpoBaHUA; paBoune NakeTbl He MOryT ObITb NepeaaHb!.
TekyLuit ctatyc paboTbl UHTEPPECa:
e 1 —up — nHTepdeiic roToB AnA Nepeaayn NakeToBs.
« 2—down — nHTepdEeNC He MOXET NnepedasBaTb NaKeThbl AaHHbIX.
« 3 — testing — BbINONHAETCA TECTUPOBAHNUE CETEBOIO UHTEPdENCA; paboune nakeTol He MOryT BbITh
nepefaHbl.
. ) « 4 — unknown — nHTepdenc HaxoAMTCA B HEU3BECTHOM COCTOAHMM.
ifOperStatus integer P
« 5 —dormant — ceTeBoi MHTepdeC He MOXET NepeaasBaTthb NaKeThl JaHHbIX, OH OXMAAeT BHELLUHee
cobbiTue.
« 6 — notPresente — ceteBon MHTepdENC HE MOXET NepeAasaTtb NakeThl AaHHbIX M3-3a
OTCYTCTBYIOLLIEro KOMMNOHEHTA, 0ObIYHO annapaTHoro.
« 7 — lowerLayerDown — ceTeBoW MHTepdeC He MOXET NnepeaaBaTh NakeTbl JaHHbIX, TOTOMY YTO
OH paboTaeT NoOBEpPX OAHOrO UMK HECKOMBbKUX APYrUX MHTEPdENCOB, U HE MEHEE OLHOMO U3 3TUX
MHTEPENCcoB "HUKHEro ypoBHA" He paboTaer.
ifLastChange timeticks ||3HaueHne SysUpTime, koraa MHTEpQENC okasanca B JaHHOM COCTOAHUMU.
ifinOctets counter32||KonuyecTBo 6aiToB, NPUHATOE AaHHBIM UHTEPdENCOM, BKITHOUYAA CyXeOHbIe.
iflnUcastPkts counter32||KonuyectBo AOCTaBNEHHbIX MAKETOB OAHOAAPECHOW PACChINKU.
flInNUcastPkts counter32|[KonnyecTBo AOCTaBNEHHbLIX MHOTOAAPECHbIX U LUMPOKOBELLATEMbHbIX NaKeToB.
KonnuecTBo BXOAALLMX NAKETOB, KOTOpbIe Obln 0TOPOLUEHbI, Aaxe ecnu He BbiNo 06HapPYKeHO OLUMBOK,
ifinDiscards counter32||npenaTcTBytoWmMX Ux gocTaske. OaHa U3 BO3MOXHBIX MPUUMH 0TOpackiBaHuA: ocBoOoxaeHWe BydepHoro
npocTpaHcTea.
ifinErrors counter32||KonnuecTBo BXOAALLMX NAKETOB, KOTOPLIE COAEPXKAT OLLMOKM, NPENATCTBYIOLME UX AOCTABKE.
. KonnuectBo nakeToB, KOTOpble ObiNK NoNyYeHbl Yepes 3TOT UHTEPPENC M OTOPOLLEHbI U3-3a
ifinUnknownProtos counter32 P y P P P
MCMOMb30BaHNA HEM3BECTHOrO UM HEMOAAEPKMBAEMOro NPOTOKoNa.
ifOutOctets counter32||KonuuecTBo 6aiToB, NepeaaHHoe AaHHbIM MHTEP)ERCOM, BKIOUYas CryXeOHbIe.
. KonnuecTBo 0TNpaBneHHbIX NakeToB 0AHOAAPECHOM PACCHINKK, BKITHOYAA NaKEeThl, KOTOpblE Obinu
ifOutUcastPkts counter32 P AHoaAp P P
OTOPOLLEHBI UK HE OTNPABMEHDI.
. KonnuyecTBo oTnpasneHHbIX MHOroaApECHbIX M LUMPOKOBELLATEeNbHbIX MaKeToB, BKIKOYAA NaKeTbl, KOTOPbIe
ifOutNUcastPkts counter32 P Ap P th P

Obinu OT6p0LLIeHbI WK He oTnpaBfieHbl.




Tun

HanmeHoBaHue AaHHbIX OnucaHue
KonuuecTBo MCXOAALLMX NMAKeToB, KOTOpbIE BbiNv OTOPOLLIEHDI, AaXe €CnU He BbiNo 06HAPYKEHO OLLMBOK,
ifOutDiscards counter32||npenaTcTBytowmMx Ux nepeaadn. OaHa M3 BOSMOXHbIX MPUUKMH OTOpackiBaHWA: ocBoboxaeHue BypepHoro
npocTpaHcTBaa.
ifOutErrors counter32||KonnuecTBo MCXOAALMX NAKETOB, Nepesaya KOTOPLIX HEBO3MOXHA BCIEACTBUE HANMUMA OLUMOOK.
ifOutQLen gauge32 ||dAnuHa BbIXOAHOW oyepeau (B nakeTax).

ifinMulticastPkts

counter32

KonnuecTBo AOCTaBNEHHbIX NAKETOB MHOTOAAPECHOW PACChINKM.

ifinBroadcastPkts

counter32

KonnuecTBo AoCTaBEHHbIX LIMPOKOBeLaTesibHbIX NakeToB.

ifOutMulticastPkts

counter32

Konuuectso OTNpaBneHHbIX NakeToB MHoroaupeCHoﬁ paccChblfik1, BKNOYaA NakeThbl, KOTOPbIe Obinn
OTépOLueHbI WM He OTnpaBJieHbl.

ifOutBroadcastPkts

counter32

Konuuectso OTnpaBneHHbIX LWMPOKOoBeLLaTelbHbIX NAKeToB, BKIHOYAA NakeTbl, KOTOpPble Obinn OT6pOUJeHbI
WK He oTnpas/ieHbl.

ifHCInOctets

counter64

CMbICn 0AMHAKOB co cMbicrioMm o6bekTa iflnOctets — konuuecTBo 6aiToB, NPUHATOE AAHHBIM
MHTEPhENCOM, BKIOYaA CryXeOHbIE; UCMNOMNb3YeTCA CHETUMK BONbLIEN EMKOCTH.

ifHCInUcastPkts

counter64

CMbIC/1 0AMHAKOB €O cMbicioM o6bekTa iflnUcastPkts — konnMuecTBo A0CTaBEHHbLIX NakeToB
0AHOAAPECHOM PACCHISIKK; UCMONb3YeTCA CYETUMK BONbLUIEH EMKOCTHU.

ifHCInMulticastPkts

counter64

CMbIC/ 0AMHAKOB €O cMbicioM o6bekTa iflnMulticastPkts — KonnuecTBo AOCTaBNEHHBLIX NAaKeToB
MHOroaZpecHOW PacChIfKK; UCMOMb3YeTCA CYUETUMK BONbLUEN EMKOCTH.

ifHCInBroadcastPkts

counter64

CMbIC/T 0AMHAKOB Co cMbicnioM o6bekTa iflnBroadcastPkts — KonMuecTBO AOCTaBNEHHbIX
LUMpPOKOBELLaTesIbHbIX MAaKeTOB; UCMONb3YeTCA CYETUMK OONbLLIEN EMKOCTH.

CMbICN 0AMHAKOB €O cMbicrioMm o6bekTa ifOutOctets — konuuecTBo 6aitToB, NepesaHHoe AaHHBIM

ifHCOutOctets counter64 . . L

MHTepQercoM, BKIYan CryXebHble; UCNONb3yeTCcA CYETUMK OonbLuei EMKOCTH.

CMbICN 0AMHAKOB €O cMbicrioMm o6bekTa ifOutUcastPkts — KonnuecTBo OTnpaBneHHbIX NakeToB
ifHCOutUcastPkts counter64||oaHoaApecHo# pacchinku, BKIOYaA NakeTbl, KOTOpble Obl OTOPOLLIEHbI UMK He OTNPaBIeHbI;

UCMONb3yeTcA CYETUMK BOMbLUER EMKOCTH.

ifHCOutMulticastPkts

counter64

CMbICN 0AMHaKOB cOo cMbiciiom obbekTa ifOutMulticastPkts — konvMyecTBo OTNPaBIIEHHbIX MAKETOB
MHOrOaZpPeCHOM PaCcChINKK, BKIOYAA NakeThbl, KOTOPbIE BblfM OTOPOLLEHbI UK He OTNPABIIEHbI;
MCMONb3yeTcA CYETUMK BOrbLUei EMKOCTMU.

CMbICN 0AMHaKOB CO cMbiciom obbekTa ifOutBroadcastPkis — konnMuyecTBo OTNpPaBIEeHHbIX

ifHCOutBroadcastPkts counter64||LuMpoKoBeLaTenbHbIX NakeToB, BKIOUAA NaKeTbl, KOTopble OblfM 0TOPOLLEHb! UMW He OTNPaBeHb;
MCMONb3yeTcA CYETUMK BOrbLUei EMKOCTMU.
YkasblBaeT, JOMKEH NK CO3AaBaTLCA Tpan Mpu U3MEHEHWUH CTaTyca COEANHEHNS:
ifLinkUpDownTrapEnable |linteger +« 1— enabled — Bro4eHoO.
« 2 — disabled — oTkntoueHo.
ifHighSpeed gauge32 (|OueHKa TeKyLlen Nonockl NponyckaHusa UHTepgeica; ykaseiBaetca B OUT/c, kbut/c, Méut/c, Iéut/c.




Tun
HaumeHoBaHue AaHHbIX OnucaHue

"HepasbopumBblit" pexum. MoxeT NnpuHuMaTh 3HaueHs:

« 1—true — craHuuA NpUHUMaET BCe I'IaKeTbI/Ka,Elpbl He3aBUCUMO OT TOro, KOMy OHW aZpecoBaHbl.

ifPromiscuousMode integer
¢ 2 —false — MHTepdenc NPMHMMAET TONBbKO NaKeTbl/Kaapbl, aAPecoBaHHbIe 3TOW CTAHLUU.
3HaueHune o6beKTa He BIMAET Ha NPUEM LUIMPOKOBEeLLaTENbHbIX U MHOrOAZPECHLIX NakeToB/KazpoB.
ifAlias string HassaHue nHTepdenca, 3agaHHoe aAMUHUCTPATOPOM MNPKU HACTPOMKE HTepdenca.

3HaueHune SysUpTime, koraa npousoLuno cobbiTue, cTasluee NpuynHoi c6os paboTsl oaHoro unu 6onee

ifCounterDiscontinuityTime||timeticks . o
CUETUMKOB MHTEpdeica.

UTM-TEMPERATURE-MIB

HanmeHoBaHue Tvn aaHHbIX OnucaHue
termNumber integer KonnuecTBo TemMnepaTypHbIX CEHCOPOB Ha AaHHOW nnatdopme.
thermLowerThreshold||integer HwkHUi Nnpeaen pabouei Temnepatypbi.
thermUpperThreshold||integer BepxHuit npeaen pabouyei Temnepatypsi.
thermTable sequence Tabnuua TemnepaTypHbIX CEHCOPOB C NokasaHuamM (thermEntry).

MHPopmaLuma 0 KOHKPETHOM CEeHcope:

« thermName (string) — Ha3BaHu1e ceHcopa.
thermEntry sequence
« thermValue (integer) — nokasaHve ceHcopa.

« thermUnit (string) — eanMHMUa n3MepeHna NokasaHui ceHcopa.

MpumeuaHue [JaHHble TemMnepaTypHbIX CEHCOPOB OyayT 0ToOpaxaTbCA TONMLKO ANA NOAAEPXKMBAEMbIX annapaTHbIX nnaTtdopM. B HacToALwmui MOMEHT
noaaepxvearotca yctpoiictea UserGate C150, C151, FG, X10. na HenoaaepxuBaemblx NnatdopM UK BUPTYanbHbIX pelleHnit Tabnuua ceHcopoB
6yneT nycTow, a 3HaueHUs KONMYecTBa CEHCOPOB U npeaentbl padounx Temnepatyp OyayT paBHbl HYfO.

Mpumeuanue Ecnu ¢ ceHcopa He yAanocb CHATb NoKasaHWe Temneparypsl, oH He ByaeT nepeaaH B Tabnuue, npu aTom napameTp thermNumber
noACcYUTLIBaET 06LLee KONMYECTBO TEMNEPATYPHbLIX CEHCOPOB, Aaxe C YYETOM HepaboTatolmx. B Takom criyuyae KonmMyecTBO CEHCOPOB B Tabnuue v
3HauveHune thermNumber moryT He coBnaaatsb.



MNapametpbl SNMP

Documentation: ¥
Product: SIEM
Version: 7.x

JaHHbiv pazaen ncnonb3yeTca And 3aAaHua HacTpoek no Bblaadve nHeopmauymm SNMP-arentom no npotokony SNMP. MNMapamvetpel SNMP 3apatotca
ANA KXAOro y3na UHAWBMAYasbHO.

HanmeHoBaHHue OnwucaHue
SNMP umsa o
HasBaHwue cuctemsbl, ncnonb3yemoe noacucTemoin ynpaenenna SNMP.
cUcTeMbl
SNMP nokauyua UHdopmauua o dpuanueckom pacrnonoxerun SNMP-areHTa.
cUcTembl
SNMP
onucaHue OnuncaHve cucTeml.
cUcTembl
Kaxaoe yctpoitctBo UserGate SIEM umeeT yHuKanbHbii naeHTudukatop SNMPv3 Engine ID. Mo ymonyaxuio Engine ID
reHepupyeTca Ha ocHoBaHuu uMeHu yana UserGate SIEM. Mpu peaaxktupoBanun Engine ID Heo6xoanMmo ykasaTb ANMHY, TUN 1
3HaueHve uaeHTuodumKaTopa. nuHa MoxeT ObiTb onpeaeneHa kak GUKCUpoBaHHaA (He Gonee 8 6aiT) MM AMHaMUUYecKan (He
6onee 27 6anT). PuKCMpoBaHHaA AnMHA WAEHTUdUKATOpa NPUMEHUMAa TONbKO And Tvna text.
Engine ID moxeT 6biTb chopMUpOBaH B popmare:
Engine ID o IPv4 (ip4).
« IPv6 (ipv6).
« MAC-agpec (mac).
o TeKcT (text).
« OkTeThl (jctets).




Mpodunu 6esonacHocT SNMP

Documentation: ¥
Product: SIEM
Version: 7.x

B naHHOM pasaerne npou3BoAMTLCHA HACTPOKKa Npodunei 6esonacHocTy ansa ayTeHTudukauun SNMPv3-meHemxepa.

Mpumeuanue Hactpoiku ayteHTudukaymm ana SNMP v3 (umA nonb3osaTena, Naponb, TUM U anropuTM ayTeHTUdUKaL MK, anropuT™ U Naponb
wndpoBaHua) Ha SNMP-meHeaxepe AomxHbI coBnasath ¢ HacTporkamn SNMP B UserGate SIEM.

HanmeHoBaHue OnucaHue
HassaHue HassaHune npodunsa 6esonacHoct SNMP
OnwucaHue Onwucanve npogpuna 6esonacHocTn SNMP
Monb3oBaTtenb Mma nonb3oBatena ana ayteHTudukauum SNMP-meHeaxepa.

Bbi6op pexuma ayTeHTudukaumm SNMP-meHemkepa. BoaMoxHbI BapuaHThI:
« be3s ayteHTudMKauum, 6e3 wudpposanua (noAuthNoPriv).

Tun ayteHTUPUKaL UK « C ayteHTUdMKauuen, 6e3 wupposanua (authNoPriv).

« C ayTeHTndMUKauuei, ¢ undpposaHmem (authPriv).

Haunbonee 6e3aonacHbiM cunTaeTcs pexum padoTsl authPriv.

ANropuTM™, UCNOMb3YyeMbIn AnA ayTeHTudUKayMu. BosmMoxHO ncnonb3osathb:
« SHAT;
« MD5;

Anroputm ayTeHTUdHUKaLUU « SHA224;

« SHA256;

« SHA384;

o« SHA512.

Maponb ayteHTMdUKauuKn |[laponb, UCNOMb3yemblid AnA ayTEHTUDUKALNK.

Anroputm wnudposaHua AnropuTtm, ucnonb3yembln ana wudposaHuda. BosmoxHo ncnonssosats DES u AES.

Maponb wrdposaHua Maponb, ncnonbsyemeli AnA WKMdpPOBaHMUA.
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