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UHTepdeinc komaHaHON CTPOKK



O6LMre nonomeHua



O6wue nonoxeHUa (onucaHue)

Documentation: ¥
Product: SIEM
Version: 7.x

UserGate SIEM noanepxusaet uHtepdeic komanaHon ctpokn CLI (Command Line Interface), ¢ nOMOLLbIO KOTOPOrO MOXHO NPOU3BOAUTL HACTPOMKY YCTPONCTBA.

CLI nonesHo 1crnonb3oBaTh ANA AWArHOCTUKMA CETEBbLIX NPOGIEM UK B Crlyyae, Koraa A0CTyN K BeG-KOHCOMM yTepsH, HanpuMep HEKOPPEKTHO ykasaH IP-aapec MHTepdeica unu oWMGOUYHO YCTaHOBMEHbI
napameTpbl KOHTPOMA AOCTyNa ANA 30HbI, 3aNPeLLatoLe NOAKTIOYEHUE K BEG-UHTEPdECY.

Moakntouenne k CLI MOXHO BbINOMHUTL C NOMOLLLIO NpoTokona SSH no ceTu.

anMeHaHMe Ecnu yCTpOﬁCTBD He NpoLo nepsoHavanbHy0 nHMyManusayuio, To Ana AocTtyna K CLI HeOéXOﬂMMO Ucnonb3oBaTb B KAYECTBE UMEHU Nonb3oBaTens Admin, B KayecTse napona — USeI’gaTe.

Jna noakntoueHuna K CLI BeInonHUTe cneayoLue waru:

1. B pasnene Hactpoiku - CeTb - 30HbI ANA 30HbI, K KOTOPO Bbl COBMPaeTECh NOAKNIOUATLCA ANA ynpasneHua ¢ nomolybto CLI, paspewwute aoctyn ana npotokona CLI no SSH. Byaet otkpsiT nopt TCP 2200.

2. 3anyctute y ceba Ha komnbtoTepe SSH-TepmuHan, Hanpuvep SSH ans Linux unu Putty ana Windows. Ykaxute aapec yctpoictsa UserGate SIEM, B kauecTse nopta noakntoueHns — 2200, B Ka4eCTse UMeHU
nonb30BaTena — MMA NONb3oBaTeNA C NpaBaMu KOPHEBOrO aAMUHUCTPaTOpa (Mo ymonuyaxuio Admin ¢ naponem usergate). [ina Linux komaHaa Ha NOAKTIOYEHNe A0KHA BbINMAAETh TaK:

ssh Admin@<IP-SIEM> -p 2200

Mocne yCI'IeLIJHOﬁ ayTeHTVIq)VIKaL[MM B CLI nosButcA CTpOKa OXuAaaHuA BBOAA KOMAaHAbI (pe)KMM .ClVIarHOCTMKM). ﬂ]‘lﬂ nPOCMOTPA TEKYLLMX BOSMOXHbIX 3HaueHuit unu aBTOAONOSTHEHUA KOMaHAbI MCI'IOI'IbSyﬁTe
Knasuwy «Tab». B pexxume AMarHOCTUKM AOCTYMNHbI CleaytolMe KOMaHabl:

configure — nepexoa B pexuM KOHPHUrypaumum.

date — npocMOTp TeKyLUX AaTbl U BDEMEHM Ha yCTPOHCTBe.

dig — nposepka 3anucu DNS-gomeHa.

exit — BbIXOA U3 KOMaHAHOM CTPOKY.

netcheck — nposepka aoctynHocTn ctopoHHero HTTP/HTTPS-cepeepa.

show — npocmoTp ceTeBbIX HACTPOEK, Bepcuu MO, CTAaTUCTUKM aKTUBHbLIX CECCHUNA.

clear — ouncTKa A@HHBIX CTATUCTMKW MO aKTUBHLIM CECCUAM W CETEBbLIM MHTequeﬁCaM.

ping — BLINOMHEHWe ping onpeAenéHHoro xocTa.

reboot — nepesarpyska yctpoicTsa.

shutdown — BbIKlO4YeHKe yCTporCTBA.

traceroute — TpaccMpoBKa COEAMHEHNS [0 ONPEeeNEHHOro XocTa.

3T KOMaHZAbI AOCTYMHbI TAKKE B pexvmMe KoHdUrypauuu. MoapobHee — B pasaene «Komanabl execute».

JinAa oTMeHbl BBOAA TeKyLLIE KOMaH/bI UCMONb3yiiTe coueTaHue Knasuw «Gtrl + C»; AnA NpocMoTpa UCTOPUM KOMAHA — KNaBULLIK KNaBuaTypbl «t» U «|».
Bce komaHAabl MHTEpdeiica KOMaHAHOW CTPOKM UMEIOT CReAyHOLLYIO CTPYKTYpPY:

<action> <level> <filter> <configuration_info>

Tne:

<action> — feiicTBUE, KOTOPOE HEOOXOANUMO BbIMOMHUTD.

<level> — ypoBeHb KOHPUIypaLMK; yPOBHKU COOTBETCTBYIOT pasaenam Bed-uHtepgpeica NGFW.

<filter> — naeHTUPHKaTOP 06BEKTA, K KOTOPOMY NPOMCXOAUT OBpaLLeHHe.

<configuration_info> — 3HaueHWe napamMeTpoB, KOTOPLIE HEOOXOAMMO MPUMEHUTL K 0OBEKTY <filters.


https://docs.usergate.com/rezhim-konfiguracii-(opisanie)_1996.html#%D0%9A%D0%BE%D0%BC%D0%B0%D0%BD%D0%B4%D1%8B%20execute

KomaHabl, AOCTYNHbIE A0 NepBMYHON UHULMANU3aLUU y3na



Komanabl, aoctynHblie Ao nepBMquﬁ WHULManusauyuu ysna (onucaHue)
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Product: SIEM
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Ecnu ycTpoicTBO He NpoLuso nepsoHavanbHyto MHULManusauuio, 7o B CLI A0CTYMHBLI KOMaHAb! AMArHOCTUKM M MOHWUTOPUHIA, @ B PEXMME KOHDUrypaLun — TOSbKO KOMaH/bl HACTPOWKM CETH, T.€. HACTPOMKA 30H,
MHTEPdENCoB, LIMO30B U BUPTYasnbHbIX MapLUPyTM3aTOPOB, a TAKKE BKIOYEHNE/OTKIIIOYEHUE YAANEHHOro AOCTYNa K cepepy radmin-emergency.



NMepBoHayanbHaA UHULMANU3aLUA



MNepBoHayanbHaA UHMLManNM3ayua (onucaHue)

Documentation: ¥
Product: SIEM
Version: 7.x

MepBoHayanbHaA MHMLMaNMU3aLmsa yCTpoACTBa C UCMOMNb30BaHUEM UHTepdeica KOMaHAHON CTPOKM.
JInf HaCTPOWKKM yCTPONCTBA UCMOSb3YETCA KOMaHAa:
Admin@nodename# execute install master

Heobxoanmo ykasaTk napameTpel:

MapameTtp OnucaHue

login 3anatb SI0TMH aamMuHUCTpaTopa.

3aaatb Naposb YYETHOI 3an1cK aaMUHUCTpaTopa.
password
YkasaHue naposns Takke AOCTYNHO Npu Haxatuu Enter nocne ykazaHus norvHa aaAMMHUCTPATOpPa; HEOGX0AMMO ABaXAbl BBECTH NapOsb YYETHON 3anucy.




PeXum KoHdpuUrypaumum



Pexum KoHpUrypauum (onucaHue)

Documentation: ¥
Product: SIEM
Version: 7.x

JinAa nepexoaa B pexvmM KOHMUrypaLmm CNonb3yeTca kKomaHaa:

Admin@nodename> configure

Mocne nepexoaa B pexum KDHq}MI’ypaL[MM KOMaHAHaA CTpoKa 6yl:leT BbIMMAAETb Cneayrowum of)pasoM:

Admin@nodename#

JInA NpocMOTpa NOACKA3KN O TEKYLLIMX BO3MOXHBIX 3HAUEHWAX UK ANA aBTOZONOMHEHUA KOMaHA HE0BX0AMMO HaxaTk knasuwy Tab. B noackaske MOryT UCMoNb30BaTLCA ClEAYHOLLME BCOMOraTesbHbIe CUMBOJTbI:
* — obAzaTenkHoe nose B KOMaHaax create M pAAE APYrUX KOMaH;

+ — HeobA3aTensLHoe/BapuaTMBHOE Nosne;

> — BJIOXEHHOE Mofe, Noce ero BBeAEH!S NPeAblAyLLMiA CIUCOK MO CTAaHOBUTCA HENOCTYMHbIM, NOABMAETCA HOBbIA CMIMCOK MOMEH, KOTOPbIE MOXHO BBECTH.
Hanpumep:

Admin/system@nodename# set network zone Trusted

* name Name

+ antispoof-enable Enable/Disable IP spoofing protection
+ antispoof-negate Enable/Disable Negate ip-spoof addresses

+ description Description

+ enabled-services Services list to enable

+ geoip IP spoofing protection by geo IP code
+ ip-list IP spoofing protection by IP list

> dos-protection-icmp  Confugure DoS protection per IP for ICMP packets
> dos-protection-syn ~ Confugure DoS protection per IP for SYN packets
> dos-protection-udp ~ Confugure DoS protection per IP for UDP packets
> service-addresses Access control service addresses

06I.I.|aﬂ CTPYKTYypa KOMaHA B pexXume Koucburypauuu

KomaHael uHTepdenca KoMaHAHON CTPOKW UMEIOT CREAYIOLLYIO CTPYKTYpY:

<action> <level> <filter> <configuration_info>

rae:

<action> — neicTBMe, KOTOPOE HEOGXOANMO BbINONHUT.

<level> — ypoBeHb KOHUrypaLnu; YpoBHW COOTBETCTBYIOT padaenam Bed-koHconu UserGate SIEM.
<filter> — naeHTUdMKaTOP 06BEKTA, K KOTOPOMY MPOMCXOAUT OBpaLLEHHe.

<configuration_info> — 3HaueH1e napamMeTpoB, KOTOPbLIE HEOOXOAUMO NPUMEHUTB K 0OBEKTY <filters.

HaumeHoBaHue Onucanune




HaumeHoBaHue Onucanue
B pexwvme KoHPUrypaunm AOCTYNHbI CNEAYIOLNE AENCTBUA:
« execute — BbINONHEHWE KOMaH/, KOTOPbIe HE OTHOCATCA K KoHdurypauun UserGate (ping, date, traceroute v 1.n.) Komanaa AocTynHa HE3aBUCUMO OT YPOBHA KOHGUrypaLmu
(<level>).
« set — penakTMpoBaHu1e BCEX OOLEKTOB, a TaKKe BKIIIOYEHWE PasNnyHbIX NapameTpoB, HanpuMep, radmin.
« end — nepexoz Ha 0OAMH YPOBEHb BbILLE.
« show — oTo6paxeHHe TeKyLLMX 3HaueHnit. MOXHO UCMONb30BaTh Ha Ito6OM ypoBHE KOHHUrypaLum — GyaeT 0TOBpaxeHo BCE, YTO HAXOAUTCA MMyOXe TEKYLLEro ypoBHS.
« edit — nepexoa Ha KaKkoi-nMbo ypoBeHb KOHdHUrypaumu. YpoBeHb KoHpUrypalmumu Oyaet oTo6paxkEH noa KOMaHAHOM CTPOKOM.
« top — BO3BpaT Ha camblit BEPXHUI ypOBEHb KOHUrypaLmuu.
« exit— BbIXOA M3 pexu1ma KoHPHUrypaLuu.
« export — 3KCropT KOHPUrypauuu.
« import — uvnopT KoHdUrypaumm.
« create — co3/iaH1e HOBbIX OOBEKTOB.
« delete — ynanexue o6beKTa Unu napameTpa 13 CriMcka napamMeTpos.
HaI'IpMMep, And npocMoTpa VIHq)OpMaL[MM 0 BCeX VIHTepq)eFICaX HeOﬁXOﬂMMO BbINOSTHUTL KOMAHAY:
Admin@nodename# show network interface
C 1cnonbaoBaHWeM CrieAytoLei KOMaHAbl MPOU3BOANTCA Nepexoa Ha yposeHb network interface. TexyLuuit ypoBeHb ByAeT 0OTOOPaXEH NOA KOMAHAHOM CTPOKOM:
<action> Admin@nodenamet edit network interface
Admin@nodename#
Level: network interface
Mocne nepexona Ha yposeHb network interface ana oto6paxeHua Bcex MHTEPENRCOB UCToNb3yeTcA komaHaa show 6e3 ykasaHWA ypoBHA:
Admin@nodename# show
adapter:
port0
type : adapter
interface-name  : port0
node-name : node
zone : Management
enabled zon
ip-addresses :192.168.56.3/24
iface-mode :dhep
Level: network interface
ns Bo3BpaLLeHuA ¢ yposHA network interface 06paTHo Ha 0OLMi YpoBEHb pexuma KoHdUrypaLmun Heobxoaumo HabpaTb komaHay end:
Admin@nodename# end
Level: network interface
Admin@nodename# end
Level: network
Admin@nodename#
YPOBHM B KOMaHAHO# CTPOKE MOBTOPAIOT BeG-MHTEPdEC cUCTeMHOM KoHconu UserGate SIEM:
« network — cooTBeTCTBYET pasaesny Be6-uHTepdeiica CeTb.
« settings — cooTBeTcTBYeT pasaeny Beb-untepdeiica UserGate.
« users — cOOTBETCTByeT pasaerny Be6-uHTepdeiica Monb3osBaTenn u ycTporcTea.
<level> « libraries — cooTseTcTByeT pasaeny se6-uHtepdpeiica Bubnuorexu.
« monitoring — cooTBeTCcTByeT pasaeny Be6-uHTepdeiica JiuarHocTUKa U MOHUTOPUHT .
« Sensors — COOTBETCTBYeT pasaesny Be6-uHTepdeiica CeHcopbl.
« analytics — cooTBeTCTBYET pasaeny Be6-uHTepdeiica AHanuTHKa.
« incident — cooTBeTcTBYeT pasaeny Be6-uHtepdeiica MHUMAEHTHI.
NneHTMdMKaTOP 06BEKTA, K KOTOPOMY NPOUCXOAUT obpatleHne. MaeHTUdUKaLMA NPOUCXOAUT NO UMEHN 0BbekTa. ECnn umetoTcA 06Tl C 0MHAKOBLIMU MMEHaMK1 UnK yaoGHee
<filter> MAEHTUPULMPOBATL 0GTBEKT MO APYroMy napameTpy, TO UCIONbL3YKOTCA KPyITble CKOGKM, B KOTOPLIX HeoGX0ANUMO ykasaTb <configuration_info>. B pesynbTtare GyaeT HaiZieH 06bekT, and

KOTOPOrO COBMasM BCE MOMA, yKasaHHbIe B KPYITbIX CKOOKaX.

<configuration_info>

Habop nap: napameTp-aprymeHT. MapameTp — UMA NONA, [NA KOTOPOrO HYXHO YCTaHOBUTL apryMeHT. APryMEHT MOXET GbiTb OAMHOYHBIM UM MHOXECTBEHHBIM.

(OAMHOUHBIN apryMeHT — 3HaueHue, COOTBETCTBYIOLLEE napameTpy. Ecnu cTpoka coaepkuT npobensl, To HE0OXOAUMO MCMOMb30BATbL KaBbIYKK.

Hanpumvep, Heo6xoanmo cosaatb Npodurb ayTeHTUdUKaummu ¢ umeHem New profile:

Admin@nodenamet create users auth-profile name "New profile”

MHOMeCTBEHHbIe apryMeHTbl UCMOMb3YKTCA ANA YCTAHOBKM MHOXECTBa 3HAUEHUM Kakoro-nmbo napameTpa; 3anucbiBatoTCA B KBAAPATHbIX CKoBKax u pasaenaTca I'IpOéeJ'IaMM.
Hanpumep, Heo6xoaMMo co3aaTh CnUcoK |P-aapecos B 6MbnMoTeke anemMeHToB 1 106aBKTh B Hero Asa IP-aapeca 10.10.0.1 1 10.10.0.2:

Admin@nodenamet create libraries ip-list name testlist ips [ 10.10.0.1 10.10.0.2]

BamHo! KBaapaTtHble CKOOKM AOMKHbI GbiTb OTAENEHLI NPpoBenamm ¢ 06enx CTOPOH.

KomaHabl execute

KomaHabl nmeeT crieaytoLLyto CTPYKTYpy:

Admin@nodename# execute <command-name>

ﬂOCTyI’IHbI crneaywouime KomaHabl:

Mapametp

Onucanune




MNapametp OnucaHue

'TpaccupoBKka coeMHEHUA A0 ONPeAenéHHOro XocTa. JoCTynHbl napameTpbi:

hostname <ip-or-domain> — IP-aapc unu uma AomeHa, Ana KOTOPOro NPOU3BOANTCA TPACCHUPOBKA.

interface <iface-name> — uHtepceiic, ¢ koToporo GyayT OTNPaBAATLCA NAKEThI.

not-map-ip — He uckatb hostname ansa IP-aapeca npu oTo6paxeH!u.

traceroute .
use-icmp-echo — ucnonbsosats ICMP echo.

port — ykasaTb nopT BMECTO nopTa no ymonuyauuo (1 — 65535).
« min-interval — MUHUMANbHbIA MHTEPBaN MeXay nakeTamu.

Admin@nodename# execute traceroute hostname <hostname>

termination|(3axpbiThe ceccuit aamuHucTpaTopos. MoapoBHee unTaiTe B pasaene YnpasneHue ceccUamm aMUHUCTPATOPOB.

BbinonHeHue ping onpeaeneHHoro xocta. MoXHo 3aaatb cresytoue napameTpbi:

hostname — IP-aapec unu nomeHHoe uma xocTa.

count — KONMYeCTBO OTNpaBAeMbIX echo-3anpocoB. Ecnn napameTp He 3aaH, To OTNpaBKa NakeToB GyAeT NPOUCXOANTL, NOKa COEAMHEHHUE He ByeT NpepBaHo Nosb3oBaTeniem (YToGbl
npepsaTth oTnpasky: Ctrl+C).

numeric — He Pe30/1BUTbL UMEHa.

timestamp — oToBpaxeH1e BpeMEHHbIX METOK.

in, . .
Ping interval — WHTEepBan BpemMeHu, 4epes KOTOpPbIn éy.l.'leT nPOoU3BOANTLCA OTNPAaBKA NaKeTOoB; YKa3biBAETCA B CeKyHAaXx.

ttl — Bpemn xu3HKM naketa.

interface — aapec BLIBpaHHOTO MHTEPdEiica BYAET UCMOMb30BATLCA B KAYECTBE aApeca MCTOUHUKA ANS BbINOMHEHUA ping.

mtu — pasmep mtu oTnpaBnAemMblX NakeTos.

virtual-router — uma BUPTyanbHOro MapLupyTM3aTopa.

Admin@nodename# execute ping hostname <hostname> count <number>

reboot Mepesarpyska ycTpoicTaa.

date MpocMOTp TeKyLLUxX AaTkl U BPEMEHM Ha cepBepe.

'shutdown ||BeikntoueHue ycTponcTea.

MpoBepka A0CTyNHOCTH cTopoHHero HTTP/HTTPS-cepsepa. MoryT ObiTb UCNONb30BaHLI CreAytoLLME NapaMeTphbi:

« address — nOMeHHOe UMA XOcTa AnA NpoBepku AocTynHocTv no TCP unu URL ana HTTP.

dns-ip — IP-aapec cepsepa DNS.

dns-tcp — ucnons3osanue TCP Bmecto UDP ana DNS-3anpoca.

check-cert — nposepka SSL-cepTudpuxara

type — npoBepka I0CTYNHOCTH NO:
netcheck o http.
o tcp (ecnu nopT He yKkasaH, To ucnonb3yetca nopt 80).

« data— 3anpoc coaepxxumoro caitta. Mo YMON4YaHuIo 3anpalivBaroTCA TONbKO 3aronoBKA.

timeout — mMakcUManbHbI TaiMayT OXUAaHUA OTBETa OT BeG-cepaepa.

user-agent — napameTp AnA ykasaHus Tuna 6paysepa (useragent). Ha HEKOTOpbIX CailTax MOXeT GbiTb paspeLueH AOCTYN TOMLKO C ONPeAerneHHbIX Opay3epos. 3HaueHue napameTpa
YKasbliBaeTcA B ﬂBOﬁHbIX KaBblYyKax.

Admin@nodename# execute netcheck type tcp address <host-domain-name> data on
Admin@nodename# execute netcheck address <host-domain-name>

Mposepka 3anucu DNS aomena.
«+ hostname — fomenHoe uMA xocTa unu IP-aapec ans PeBepCUBHOMO NOMCKa.
« reverse-lookup — nonyuerue xocta no |P-aapecy.

dig » dns — ykasaHve IP-aapeca DNS-cepsepa.

» tcp — ucnonbsosanue npotokona TCP Bmecto UDP.

Admin@nodename# execute dig hostname <host-domain-name>
Admin@nodename# execute dig hostname <IP-address> reverse-lookup on

KomaHaa peructpanum npoaykta UMeeT CreslytoLLyto CTPYKTYpyY:
license Admin@nodename# execute license activate <pin-code>

YKauTe KOA aKTMBaLMK NPOAyKTa BMECTO <pin-codes.

Yactb NpeACTaBNeHHbIX Bbille KOMaHA Takke AOCTYMHbl B PeXUMe AUMarHOCTUKU U MOHUTOPHUHra. ,[lﬂﬁ WUX BbINOSTHEHMA UCNONb3yeTCA KOMaHAa:

Admin@nodename> <command-name>


https://docs.usergate.com/nastrojka-upravleniya-dostupom-k-konsoli-ustrojstva_1998.html#%D0%A3%D0%BF%D1%80%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%B8%D0%B5%20%D1%81%D0%B5%D1%81%D1%81%D0%B8%D1%8F%D0%BC%D0%B8%20%D0%B0%D0%B4%D0%BC%D0%B8%D0%BD%D0%B8%D1%81%D1%82%D1%80%D0%B0%D1%82%D0%BE%D1%80%D0%BE%D0%B2

HacTtpowka yctporcTBa



HacTtpoika ycTpoicTBa (onucaHue)

Documentation: ¥

Version: 7.x

Product: SIEM

O6Lme HaCTPOMKKU YCTPOMCTBa

O6Lume HacTpOiKK YCTPOMCTBA 3aAatoTca Ha ypoBHe settings general. CTpyKTypa KOMaHAbl And HACTPOMKKM OAHOTO M3 paszaenos (<settings-module>):
Admin@nodename# set settings general <settings-module>

JlocTynHa HacTpoika CreaytoLux pasaenos:

Mapametp Onucanune

Hactpoitku uHTepdeiica (ypoeeHb settings general admin-console):

« timezone: yacosoit nosc, COOTBETCTByPOLLlMﬁ BallemMy MeCTONONOXKEHUIO. Yacosoit noAc M“cnonb3yeTcA B pacnucaHuax, NpuMeHaemblX B npasunax, a Takke AnA KOPPeKTHOro
OToﬁpa)KeHMﬂ BpeMeHU U AaTbl B OTYeTax, XXypHanax v 1.n.

admin-console « language: a3bik nHTEpPEica:
o U — PYCCKWA.

o €N — aHIMUACKMIA.

« api-session-lifetime: Bpema oxuaaHua ceaHca aAMMHUCTPATOPA B CEKyHAAX.

HacTpoiika napameTpoBs ycTaHOBKM TOUYHOrO BpeMeHu (yposeHb settings general server-time):
« ntp-enabled: BxntoyeHne/oTkNO4eHMe Ucnonb3osaHuA NTP-cepsepos:
o on.
server-time « off.
« primary-ntp-server: yxazaH1e OCHOBHOrO ntp-cepsepa.

. d-ntp: ver: ykasal 3anacHoro ntp-cepsepa.

« time: ycTaHoBKa BpeMeHH Ha cepBepe; Bpems ykasbiBaeTcs B yacosoMm nosice UTC B popmarte yyyy-mm-ddThh:mm:ss (Hanpumep, 2022-02-15T12:00:00)

HacTpoitka yuéta nameHeHuit (yposeHb settings general change-tracker):
« enabled: BknoueHne/oTKIOYEHUE YUETA MBMEHEHMI.

s on.
change-tracker
o off.

. t-tracker-types: Tvnbl 7 3a4al0TCA aAMUHMCTPATOPOM. [INfA yAaneHua Tuna U3MeHeHUA UCNoNb3yeTcA KoMaHAa:

Admin/system@nodename# delete settings general change-tracker event-tracker-types [ typet ... |

Hactpoitka areHta UserGate Management Center (ypoeeHb settings g | ter):
« enabled: BrnioueHune/oTknoueHune arenta UserGate Management Center.

management- e on.

center . off.

« mc-address: aapec cepepa UserGate Management Center.

« device-code: yHuKanbHbI KOA YCTPOUCTBA ANA NOAKIKOYEHNA ycTpoiicTea k UserGate Management Center.

Hactpoiika pacnucaHna ckauBaH1a 0GHOBEHUI MPOrpamMMHOro obecnedeHna n 6uénuoTek (ypoeeHb settings general updates-schedule).
[inA pacnucaxua oBHOBNeHWA nporpammHoro obecneueHus UserGate:

Admin/system@nodename# set settings general updates-schedule software schedule <schedule/disabled>

PacnucaHne ckaumBaHus 0GHOBMNEHUH GUBIMOTEK MOXET BbiTb eANHBIM:

Admin/system@nodename# set settings general updates-schedule all-libraries schedule <schedule/disabled>

UK MOXeT BbITb HaCTpOeHO OTAEeSTbHO AN1A KKAOro dnemeHTa:

updates- Admin/system@nodename# set settings general updates-schedule libraries [ lib-module ... ] schedule <schedule/disabled>

schedule Bpems 3agaérca B crontab-dpopmare: (MuHyThI: 0-59) (yack!: 0-23) (aHu mecAua: 1-31) (Mecau: 1-12) (aeHb Heaenu: 0-6; 0 — BC). Kaxxaoe 13 none MoxeT GbiTb 3aAaHO CrieayoLwmMM 00pasom:

3Be3zouKa (*) — 0603HauaeT BeCb AUanasoH (0T NepBOro A0 NOCAEAHErO).

JNeduc (-) — obosHauaeT AnanasoH uucen. Hanpumep, "5-7" 6yneT osHauatb 5,6 1 7.

Cnuncku. 310 uncna (Mnu AnanasoHbl), pasaeneHHble 3anAteiMu. Hanpumep, "1,5,10,11" unmn "1-11,19-23".

3Be3/104Ka MK AnanasoH ¢ Wwarom. Mcnonb3yeTca AnA nponycKos B AanasoHax. LLar ykasbisaetca nocne Kocoit Yepthl. Hanpumep, "2-10/2" 6yneT sHaunts "2,4,6,8,10", a BbipaxeHue
"*/2" B none "yackl" ByzeT o3HauaTh "Kakable ABa yaca".

KomaHaa ans npocMoTpa pacnucaHusa 0OHOBNEHHI:

Admin/system@nodename# show settings general updates-schedule

HacTtpouka ynpaBneH1a yCTpOMCTBOM

HacTtpouka Radmin-emergency
JinA aKkTMBaLMK yAaneHHoro NOMOLLHMKA NPY BOSHUKHOBEHWM NPOGeMbl ¢ NPOrpaMMHBLIM AZIPOM YCTPOACTBA aZIMMHUCTPATOP MOXET 3aiTi B CLI nos y4eTHOM 3an1chbio KOPHEBOTO aAMUHUCTPATOpa, KoTopas Bbina
cosaaHa Npu MHULManusalum yana. OB6bIuHO 3To yueTHas 3an1ck Admin, XoTA MOXET ObiTb W Apyroii. [nA Bxoaa Heo6XoAMMO ykasaTb MMA B Buae Admin@emergency, B KayecTee Naposna — Naposib KOPHEBOTO

aamuHucTpatopa. KomaHaa BKIKUYEeHUA/OTKNIOUEeHNA YAANEHHOMO A0CTYNa K CepBepy ANA TeXHUYECKOM NOAACPKKM B TAKUX CIlyyanX:

Adminm@emergency@SIEM# set radmin-emergency enabled <on | off>

MNapameTtp Onucanune




MNapametp Onucanue

interface HassaHue nHTepdeica.

ip-addr IP-anpec v macka uHTepdenca.

gateway-address||IP-aapec wnio3a.

HacTtpoiika onepauui ¢ ceppepom

CnepayioLyas KoMaHaa NO3BOMAET ONpeaesuTb KaHan 0OHOBEHNHA:

Admin@nodename# set settings device-mgmt updates-channel <stable | beta>

ﬂﬂﬂ npocMoTpa Hanu4ua 0BHOBNEHUI 1 BblﬁpaHHOl’O KaHan 06HOBNeHUs UCnonb3yeTcA KomaHaa:

Admin@nodename# show settings device-mgmt updates-channel

JINA HaCTPOWIKK aKTUBaLMM NULIEH3KK U 06HOBNeHUA MO ycTpoiicTBa Yepes BHELLHMI NPOKCH-CepBEp MCMOMb3yeTCA KoMaHaa:
Admin@nodenamet set settings device-mgmt licensing-upstream-proxy <parameters>

B KayecTBe AONONHUTENbHLIX NAPaMETPOB YKa3biBaIOTCA:

MapameTtp Onucanue

BrntoueH1e/BbIKIIOYEHUE PeXUMa aKTUBaLMKM NMLEH3UK 1 06HoBReHUA MO yepes BHELUHUIA NPOKCH-CepBep:

e ON — BK/IOYEHO.

« off — BoIKIOUEHO.

ip IP-anpec BHELLHEro NpoKcu-cepeepa.

port MopT BHELLHETO MPOKCH-CepBepa.

AyTEHTUPMKALMA HA BHELLIHEM NPOKCH-CepBepe:
auth « ON — BK/IOYeHa.

« off — BbikoueHa.

name JlornH Ha BHELUHEeM NPOKCH-CepBepe.

password |[Maporib Ha BHELUHEM MPOKCH-CEpBEpe.

ﬂﬂﬂ MPOCMOTPa CO3AaHHbLIX HACTPOEK aKTUBaLUUu NULEH3NN U o6HoBneHua MNO yCTpOﬁCTBa vepes BHELUHUI MPOKCK-CepBep UCMOsb3yeTcA KomaHaa:

Admin@nodename# show settings device-mgmt licensing-upstream-proxy

anaBneHMe pe3epBHbIM KONMUpOBaHUEM

CosnaHue pe3epBHOi KOMWKM YCTPOHCTBA OcyLLiecTBAAeTCA Ha yposHe settings device-mgmt. [ina cosnaHna npaeuna pe3epsHOro KONMPOBaHKA M BLIrPY3KW (aitnos Ha BHelwHWe cepaepbl (FTP/SSH)
MCMONb3YeTCA CrieAyiollan KoMaHaa:

Admin@nodename# create settings device-mgmt settings-backup <parameters>

JInf HACTPOWMKM AOCTYMHbI CREAYOLLME NapaMeTpbi:

MNapameTtp OnucaHue

enabled BrtoUeHNEe/0TKIIIOYEHMe NPaBuna Co3AaHUA Pe3epBHON KONMK YCTPOHCTBA.

name HassaHue npasuna pe3epBHOrO KOMMPOBaHHA.

description||Onu1canune npasuna pe3epBHOro KONMPOBaHUA.

BbiBop yAan&HHOro cepeepa AnA aKkenopTa Gpainos:
type « ssh.

« ftp.

address IP-anpec yaanéuHoro cepeepa.

port MopT cepsepa.

login YuéTHan 3anuck Ha yaanéHHOM cepeepe.

password |[[aponb yu4éTHoit 3anucu.

path MyTb Ha cepBepe, KyAa GyayT BbIrPyXeHbl pannbi.




MNapametp OnucaHue

Pacnucanue akcnopTa $ainos pes3epsHbIX KOMUN.

Bpemsa 3anaérca B Crontab-dpopmare: (MuHyThi: 0-59) (yacki: 0-23) (aHu mecaua: 1-31) (mecay: 1-12) (aeHb Heaenu: 0-6; 0 — Bc). Kaxaoe 13 none MoXeT ObiTb 3a4aHO CEAYIOLLUM 00pasoM:
« 3Besnouka (*) — obo3HauaeT BeCb AManasoH (0T NepPBOro A0 NOCeAHErD).

schedule « Jedwuc (-) — oBosHauaeT amanasoH uucer. Hanpumep, "5-7" 6yaeT osHavatb 5,6 1 7.

« Cnucku. 310 YnCna (Mnu AnanasoHsbl), pasaeneHHsle sanateivu. Hanpumep, "1,5,10,11" unn "1-11,19-23".

« 3Be3fo0uKa UM AnanasoH C Lwarom. Mcnonb3yeTca AnA NponyckoB B AuanasoHax. LLlar ykassiBaetca nocne kocoi uepTsl. Hanpumep, "2-10/2" 6yaet sHaunts "2,4,6,8,10", a BbpaxeHue "*/2" B
none "yackl" GyAeT 03HauaTh "Kaxable ABa yaca'.

PenakTvpoBaHme CyLLeCTBYIOLLEro npasusia PesepBHOro KOMMPOBaHMA YCTPOMCTBA MPOU3BOAMTCA C UCMOSb30BAHMEM CrieAyIoLen KOMaHAbI:
Admin@nodename# set settings device-mgmt settings-backup <rule-name>

Cnncok napameTpoB, AOCTYMHbIX ANA U3MEHEHUA aHanorMyeH CNUCKy napameTpos, AOCTYMNHbIX NPU CO3AaHKMK npasuna.

KomaHaa AnA yaaneHus npasuna pe3epBHOro KONMpoBaHHs:

Admin@nodename# delete settings device-mgmt settings-backup <rule-name>

KOMaH.ﬂa ana DTOGDE)KGHWFI npasuna pe3epBHOro KONMPOBaHUAL

Admin@nodename# show settings device-mgmt settings-backup <rule-name>

Tawxe, ANA KOMaHAa peaakTMpoBaHuA, yaaneHua unu 0T06pa)KeHl4H npasun B Kayectse <filter> BO3MOXHO MCNONb30BaHME HE TOMLKO Ha3BaHUA npasuna, HO U 3ajaHHble B CyLLIECTBYIOLLIEM Npasuie napameTpbl
(yﬂoGHo, Hanpumep, Npu HanIM4YuKU HECKOMbKUX Npasun C 0ANHaKOBbIM HaSBaHMeM). I'Iapame'rpbl, C UCMNONb30BaHWEM KOTOPbIX MOXXHO NMPOU3BECTU MASHTUDUKALMIO NPpaBuKIa KCNopTa, aHanorvyHel napameTpam
KomaHAab! set.

SKCnopT HacTpoek

CoszaHue 1 HACTPOViKa NPaBH 3KCTIOPTa HACTPOEK MPOUCXOAMT Ha ypoBHe settings device-mgmt settings-export.
[ns cosaaHMA Npasuna SKCMopTa HACTPOeK:

Admin@nodename# create settings device-mgmt settings-export ( <parameters> )

ﬂOCTyI’IHbI napameTpbl:

MNapametp Onucanune

enabled BrritoueHne/0TKIOYEHWE NpaBuna aKkcnopTa HacTpoek cepeepa UserGate.

name HasBsarue npaeuna akcnopra.

description|(On1canxue npasuna akcnopra.

Bei60p yAanéHHOro cepeepa Arf SKCnopTa HaCTPOoeK:
type « ssh.

« ftp.

address IP-aapec ynanérHoro cepsepa.

port MopT cepsepa.

login YuéTHan 3anuck Ha yaanéHHOM cepeepe.

password |[[aponb yu4éTHoit 3anucu.

path MyTb Ha cepeepe, Kyaa GyayT BoIrPYKEHbI HACTPOMKK.

Pacnu1caHm1e aKcnopTa HacTpoekK.

Bpewmn 3anaérca B Crontab-popmarte: (MuHyTsI: 0-59) (yackl: 0-23) (aHn Mecaua: 1-31) (Mecau: 1-12) (aeHb Heaenu: 0-6; 0 — BC). Kaxaoe 13 none MoxeT GbiTb 3aAaHO CNEAYHOLLMM 06pasoMm:
« 3Besnouka (*) — o6o3HayaeT BeCb AManasoH (OT NEPBOro 0 NOCNEAHEro).

schedule o Jleduc (-) — obosHauaeT aanasoH uucer. Hanpumep, "5-7" 6ynet osHavatb 5,6 1 7.

« Cnucku. 310 uncna (Mnu AnanasoHsbl), pasaeneHHble sanaTeiMi. Hanpumep, "1,5,10,11" unmn "1-11,19-23".

« 3Besfouka UnM AanasoH ¢ LwaroM. Mcnonb3yeTtca AnA NPomnyckoB B AnanasoHax. LLlar ykassiBaeTca nocne kocoi YepTbl. Hanpumep, "2-10/2" 6yaet sHauuTtsb "2,4,6,8,10", a BupaxeHue "*/2" B
none "yacsl" GyAeT o3HauaTh "Kaxable ABa Yaca'.

OGHOBMNEHMe CyLLECTBYIOLLEro Npasuia 3KCNopTa HaCTPOEK YCTPOMCTBA MPOU3BOAMTCA C UCMONb30BAHWEM CrieAytoLeN KOMaHAbI:
Admin@nodename# set settings device-mgmt settings-export <rule-name>

Cnu1cok napaMeTpoB, AOCTYMHbIX ANA USMEHEHUA aHANOrMUYeH CNUCKY NapaMeTpoB, AOCTYMHbLIX NPK CO34aHUK Npasuna.

KomaHnaa ansa yaaneHus npasuna aKkcnopTa HacTpoeK:

Admin@nodename# delete settings device-mgmt settings-export <rule-name>

KomaHaa ana oto6paxeHuA npasuna KCrnopTa HacTpoeK:

Admin@nodename# show settings device-mgmt settings-export <rule-name>

Tawke, ANA KOMaHA OGHOBNEHWA, yAANEHUA UK OTOBPaXeHUA Npasus B kayecTse <filter> BO3MOXHO UCMONb3oBaHKWe He TONBKO HAa3BaHUA MPaBMNa, HO M 3afiaHHble B CYLLECTBYIOLLEM Npasuie napameTpbl
(yno6Ho, HanpuUmMep, NPX HANMMYUKU HECKONBKMX NMPaBUI C OANHAKOBLIM HadBaHWeM). [MapameTpsbl, ¢ UCMOMb30BaHUEM KOTOPbIX MOXHO MPOM3BECTH MASHTUdUKALMIO NPaBUIa SKCNOPTA, aHANIOMMYHbI NapamMeTpam
KoMaHAabl set.




HacTpo¥ika ynpaBneHUA AOCTYMOM K KOHCONU YCTPOWCTBA

Version: 7.x
Product: SIEM
Documentation: I

HacTtpoiika aaHHOro pasaena npou3soanTca Ha yposHe settings administrators. B pasaene onucaHbl HacTpoiika NapameTpos 3aluThl YHETHBIX 3annUCeit, HacTPONKa aAMUHUCTPATOPOB M WX NPOpUNEn.

O6wue HacTpoOiKu AocTyna

JlaHHbIA pasaen no3BonAeT HACTPOUTL AOMOSHUTENbHBIE NapaMeTpbl 3aLLUMThI YUETHBIX 3anuUcen aAMUHUCTPATOPOB. HacTpoiika npon3soanTcA Ha ypoBHe settings administrators general.

ﬂ]’lﬂ U3MEHEeHUA napameTpoB UCNOMb3yeTCA cneayroulana kKomaHaa:

Admin@nodename# set settings administrators general

MapameTpel, AOCTYMHbIE ANA PEAaKTUPOBAHMA:

MapameTtp Onucaxue
password UameHUTb naponfA TekyLlero aaMmMHucTpaTopa.
unblock PasbnokupoBaTtb aaMMHUCTPaTOpPA.

Mcnonb3oBaTh CNOXHLIA Naponb:

strong-password « on.
« off.
num-auth-
YCTaHOBUTb MaKCUMasibHOE KONTMYecTBO HEBEePHbIX NOMbITOK ayTequmr(aum.
attempts
block-time YkasaTb Bpema O/TOKMPOBKM YUETHO 3anuCK B Crlyyae AOCTUXKEHUA aMUHUCTPATOPOM MAKCUMAsIbHOTO KOMIMYECTBA MOMbITOK ayTEHTU(UKALIMM; YKa3biBAETCA B CEKYHAAX (MaKCUMasbHOe
3HayeHune: 3600 cexyHn).
min-length OnpesnenuTe MUHUMANbHYIO ANWHY Napons (MaxkcumanbHoe 3HadeHue: 100 cUMBONOB).

min-uppercase

OI'IpELle"IMTb MWHUMarnbHOE KONM4YeCcTBO CUMBONIOB B BEPXHEM peructpe (MaKCMMaJ’IhHOe 3HaueHue: 100 CMMBOJ’IOB).

min-lowercase

OnpenenuTb MUHUMAaNbHOE KOSTMYECTBO CMMBOSIOB B HUKHEM PErncTpe (MaKcumanbHoe sHaueHue: 100 cumsonos).

min-digits

OnpeAenuTb MUHUMAIBHOE KOMTMYECTBO LGP (MakcumanbHoe 3Havenune: 100 cUMBONOB).

spec-characters

OnpenenuTb MUHUMANbHOE KOSTMYECTBO CrneLuanbHbIX CUMBOSOB (MaKcuManbHoe 3HadeHne: 100 cumsonos).

char-repetition

Ykasatb MaKCUMarnbHy0 ANUHY 6n0Ka 13 OAHOTO M TOrO e CUMBONA (MaKcmmaanoe 3Hauenue: 100 CMMBO"IOB).

Mpumep pefakTMpOBaHUA NapaMeTPOB yYeTHbIX 3anuceil:

Admin@nodenamet# set settings administrators general block-time 400

Ana npocMoTpa TeKyLMX napameTpoB 3aluTbl yHéTHbIX 3anucei AAMWHUCTPATOPOB UCNONb3yeTCA crieaytoLan komaHaa:

Admin@nodename# show settings administrators general

strong-password

: off

block-time 1400

min-length 17

min-uppercase
min-lowercase
min-digits 1
spec-characters
char-repetition
num-auth-attempts

1
12

- 10

HacTtpo#iKa y4éTHbIX 3anucen aAMUHUCTPaATOPOB

HacTpoitka yuéTHbIX 3anuMcei aAMUMHUCTPATOPOB NPoM3BOAUTCA Ha ypoBHe settings administrators administrators.

Jina cosnaHuaA yy€THOM 3anucy aaAMUHACTPaTopa UCNonb3yeTca CreaytoLian KomaHaa:

Admin@nodename# create settings administrators administrators

Jlanee Heo6X0AMMO yKasaTb TUM YYETHOM 3anNMCK aAMUHUCTPATOpa (NoKanbHbIiA, nonb3osatens LDAP, rpynna LDAP, ¢ npopunem ayTeHTUpUKaLMM) U YCTaHOBUTL COOTBETCTBYIOLLME NapaMeTpbi:

MNapameTtp OnucaHue
lo6aBuTb NOKaNbLHOTO aAMUHUCTPATOPA:
« enabled: BknoueHne/oTKNIOUEHUE YUETHOM 3anNMCH aAMUHUCTPaTopa:
- on.
o off.
local « login: norns aaMuHKCTpaTopa.

display-name: oToBpaxaemoe UMA aAMUHUCTpaTOPa.

description: onucanu1e yuyéTHoi 3anucu aaMUHUCTpaTopa.

admin-profile: npopunb aamuHucTpatopa. Cosaaxue npodpunein aaMMHACTPATOPOB PACCMOTPEHO Aaree.

password: napork aAMUHUCTPaTOpa.




Mapametp Onwucanune
[lo6aBuTb Nonb3oBaTeNs U3 CyLLECTBYHOLLEro AoMeHa (He0BX0ANM KOPPEKTHO HACTPOEeHHbIM LDAP-KOHHEKTOP; noapobHee uuTaiTe B pasaene Hactpoitka LDAP-KOHHEKTOPA):
« enabled: BrtoueHne/oTKNIOYEHWE YUETHO 3anUCK adMUHUCTpaTopa:
- on.
o off.
« login: norv aamuuucTpaTopa B popmate domain\user. CTpyKTypa KOMaHAbl NpK yKasaHuu AAHHOMO napameTpa:
Idap-user
« display-name: oToGpaxaemoe UMs aIMUHUCTpaTOpa.
« connector: HazBaH1e CKOHdUrypupoBaHHoro paHee LDAP-koHHEKTOpPA.
« description: onvcaHue yuéTHoO# 3anucK aamMuMHUCTpaTopa.
« admin-profile: npodpune aamuHucTpaTopa. CosnaHne npodunen aAMMHUCTPATOPOB PACCMOTPEHO Aarnee.
Admin@nodenamet create settings administrators administrators Idap-user admin-profile "test profile 1" connector "LDAP connector" description "Admin as domain user" login
testd.local\user1 enabled on
lo6asuTb rpynny nonb3oBaTtenen 13 CyLLECTBYIOLLErO AOMEHA (HEOOXOAMM KOPPEKTHO HACTpoeHHbI LDAP-KoHHeKTop; noapobHee unTaiiTe B pasaene Hactpoiika LDAP-koHHeKTopa):
« enabled: BknloueHne/oTKNIOUEHUE YUETHOW 3anMcK aAMUHUCTpaTopa:
o on.
o off.
« login: noruH aamuHMcTpaTopa
Idap-group « display-name: oToBpaxaemoe UMA aAMUHUCTPATOPA.
« connector: HasBaHu1e ucnonbsyemoro LDAP-koHHeKTopa.
« description: onucanue y4éTHoOM 3anucu aamMUHUCTpaTopa.
« admin-profile: npoduns aamuHucTpaTopa. Cosaanue npoduneit aAMMHUCTPATOPOB PACCMOTPEHO Aarnee.
Admin@nodename# create settings administrators administrators Idap-group admin-profile “test profile 1" connector "LDAP connector" description "Domain admin group” login testd.local\users
enabled on
Jlo6aBuTb aaMUHUCTPaTOpa C NPOdUNEM ayTEHTUdHUKALUK (HEOBXOANMBI KOPPEKTHO HACTPOEHHLIE CEPBEPLI ayTEHTUUKALMKM; NoAPoGHee unTaiiTe B pasaene HacTpoiika cepsepos
ayTeHTUdUKaLUK):
« enabled: BxnoueH1e/OTKIIIOYEHNE YUETHO 3aNMCK aaAMMHUCTPaTOpa:
o on.
o off.
admin-auth-
profile « login: norus aaMuUHKUCTpaTopa.
« display : 0TO6p 0e UMA aAMUHKUCTpaTopa.
« description: onucanue yuéTHo# 3anucu aamuHUCTpaTopa.
« admin-profile: npodunb aamuHucTpaTopa. CosaaHue npoduneit aAMMHUCTPATOPOB PACCMOTPEHO Aarnee.
« auth-profile: Bbi6op npoduns ayTeHTUdHUKaLUK U3 CO3AaHHBIX paHee; NoapobHee 0 NPOdHUNAX ayTEHTUdHKALWUK unTalkTe B pasaene HacTpoika npodunei ayreHTuduKaumu.

ﬂ]’lﬂ peaaxkTMpoBaHuA napameTpos NPodUIA UCNONb3yeTCA KoMaHaa:

Admin@nodenamet# set settings administrators administrators <admin-type> <admin-login>

Mapametpsl An

A peAaKkTUpoBaH1A aHanorMyHbl NnapameTpam cosaaHua Npodpuna aamMmuHucTpaTopa.

[ns oToBpaxeHns MHPOPMALMK O BCEX YYETHBIX 3aNMCAX aMUHUCTPATOPOB:

Admin@nodename# show settings administrators administrators

JnA oToGpaxeHns MHPopmaLmMmu 06 onpeaenEHHON yUETHOM 3an1cu agMUHUCTpaTopa:

Admin@nodename# show settings administrators administrators <admin-type> <admin-login>

Mpumep BeINON|

HEHWA KOMaHAbl:

Admin@nodename# show settings administrators administrators Idap-user testd.local\user1

login : testd.local\user1
enabled ron

type : ldap_user
locked : off
admin-profile : test profile 1

Jns yaanenus

yHéTHOﬁ 3anucu ucnonb3yeTcA KomaHAaa:

Admin@nodename# delete settings administrators administrators <admin-type> <admin-login>

Mpumep KoMaHAbI:

Admin@nodename# delete settings administrators administrators Idap-user testd.local\user1

HacTtpoika npas goctyna npogpunen agMUMHUCTPaTOpPOB

Hactpoiika npae aoctyna npoduneit aaMMHUCTPATOPOB NPOM3BOAUTCA Ha ypoBHe settings administrators profiles.

JnA cosaaHuA Npodpuna aAMUHUCTPATOPA UCMOMb3YETCA CreayoLLan KoMaHaa:

Admin@nodename# create settings administrators profiles

[Janee He06X0ANMO yKasaTh CreayHoLIME NapamMeTphbl:

MNapametp

Onucanue

name

HasBaHue npoduna aammHucTparTopa.

description

OnucaHne Npoduna aAMMHUCTpaTopa.
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MNapametp Onucanue

roles BoiGop ponu AnfA Npoduna aaMuH1cTpatopa. MoapobHee 0 ponAx uuTaiTe B pasaene Ponu v ponesble paspelleHns nonb30BaTene .

Mpasa aoctyna:

« NoO-access: HeT JocTyna.

per
« read: TONbKO YTEHHUE.

« write: uTeHue 1 3anuceb.

JinAa penakTMpoBaHuA NPoduA UCMOMb3yeTCA KomaHaa:

Admin@nodename# set settings administrators profiles <profile-name> <parameter>

MapameTpbl ANA peAaKTUPOBaHWA aHaOrMYHbI NapamMeTpam Co3AaHna Npoduna aaMMHUCTPaTopa.
Jna npocmoTpa uHdpopmaLumu o Bcex Npodunax aAMUMHUCTPaTOpPOB:

Admin@nodename# show settings administrators profiles

Jina oToBpaxeHna MHdopmaLun 06 onpeaenéHHom npodune:

Admin@nodename# show settings administrators profiles <profile-name>

Y706kl yAaNuTL NPOPHUIL aAMUHUCTPaTOpa:

Admin@nodename# delete settings administrators profiles <profile-name>

ynpaBneHMe ceccMAMU aAMUHUCTpPaToOpPOB

C 1cnonb3oBaHWUEM CresyHoLUX KOMaH/ BO3MOXEH NPOCMOTP aKTUBHbLIX CECCHUI aZIMMHUCTPATOPOB, NPOLLEALLMX ayTeHTUdHUKaLUo B Be6-koHconu unu CLI, n 3akpbiTe ceccuit (yposeHb: settings administrators
admin-sessions).

MpocMoTp ceccuit aiMUHUCTPATOPOB YCTPOMCTBA (BO3MOXEH MPOCMOTP CECCHU OTAESBHOrO aAMUHUCTPATOPA: HEOOXOANMO M3 MPEASOKEHHOMO CucKa BbiBpaTh |P-aapec, ¢ KoToporo Gbina nponsseaeHa
ayTeHTUdUKaLMA):

Admin@nodename# show settings administrators admin-sessions
Jina oToBpaxeHnA ceccuit I0CTYMHO UCMONb30BaHUE (GuUbTPa:

« ip: IP-aapec, ¢ KOTOpOro BOLEN aAMUHACTPATOP.

«» source: rae 6bina npousseseHa aytentudurauua: CLI ( cli), Be6-koHconb (web) unu noakntouermne no SSH (ssh).

« admin-login: uma aamMuHucTpaTopa.
Admin@nodename# show settings administrators admin-sessions ( node <node-name> ip <session-ip> source <cli | web | ssh> admin-login <administrator-login> )
KomaHaa ana 3akpbITUA CECCMU aAMMHUACTPATOPA; HEOGXOAUMO U3 NPEANOKEHHOTO CriUcKa BbIBpaTh IP-aapec, ¢ koToporo Gbina npouseaeHa ayTeHTUdUKaUUA:
Admin@nodename# execute termination admin-sessions <IP-address/connection type>
Mpumep BbINOMHEHUA KOMaHA:

Admin@nodename# show settings administrators admin-sessions

admin-login : Admin

source :ssh

session_start_date :2023-08-10T11:33:47Z
ip :127.0.0.1

node : <node-name>

admin-login : Admin

source :web

session_start_date :2023-08-10T11:33:10Z
ip

node : <node-name>

Admin@nodename# execute termination admin-sessions 10.0.2.2/web

Admin@nodename# show settings administrators admin-sessions

admin-login : Admin

source :ssh

session_start_date :2023-08-10T11:33:47Z
ip :1127.0.0.1

node : <node-name>

TpH 3aKPLITMK CECCUM AAMUHUCTPATOPOB BOMOXHO UCMONb3oBaHue GpunbTpa ( <filters ). MapameTpbl pUALTPALUM aHANOMMYHLI NapameTpam komaHas! show.

Admin@nodename# execute termination admin-sessions ( node <node-name> ip <session-ip> source <cli | web | ssh> admin-login <administrator-login> )
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HacTtpoika ceptudpuraTtos

Version: 7.x
Product: SIEM
Documentation: I

Pasnen CepTtuduKaThl HaxoanTcA Ha yposHe settings certificates.

JinA umnopTa cepTUdUKaToB NpeaHasHaueHa KomaHaa:

Admin@nodename# import settings certificates

Janee Heo6Xx0AMMO yKa3aTk NapameTpsi:

Mapametp OnucaHue
name HasBaHue cepTuduKaTa, Noa KOTOPbIM OH ByAET OTOBPaXEH B CTIMCKE CEPTUQHKATOB.
description OnucaHue cepTudmKaTa.

certificate-data

JlaHHble cepTudukarta B popmate PEM.

private-key

MpuBaTHbIN KNty cepTuduKaTta B popmate PEM.

passphrase

Maponb AnA NPUBATHOIO KIOYa, ECNW TakoBo TpebyeTcA.

certificate-chain

Llenouka cepTPpHMKaTOB BLILLECTOALLNX LIEHTPOB CEPTUPUKALUM, KOTOPLIE Y4acTBOBaM B CO3AaHNM cepTuduKara, B popmare PEM.

JinA aKcropTa A0CTYMHbLI CepTUdUKATHI, BCA LIEN0oYKa CepTUPUKATOB:

Admin@nodenam
Admin@nodenam

C 1cnonb3oBaHuel

Admin@nodenam

e# export settings certificates <certificate-name>
e# export settings certificates <certificate-name> with-chain on

M KOMaHAHO CTPOKM BO3MOXHO co3aaHue ceptudurata u CSR:

e# create settings certificates type <certificate | csr>

Janee HEO6XOANMO yKasaHWe CreayioLLmMx napameTpos:

MNapameTtp Onucanune
name HasBaHue cepTudukara.
description (OnucaHue cepTudpukara.
country CTpaHa, B KOTOPO# BbINMCLIBAETCA CEPTUDUKAT.
state O6nacTh/LITaT, B KOTOPOM BbINMUCHIBAETCA CEPTUPUKAT.
locality "0poA, B KOTOPOM BbINMCLIBAETCA CEPTUPMKAT.

organization

Hassanve opraHusauuu, ana KOTOpO;i BbINUCLIBAETCA CepTUdUKaT.

WmA cepTudukara. PexomeHayeTcA MCNoMb3oBaTh TOMBKO CUMBOSIbI TATUHCKOTO andasuTa AnA COBMECTUMOCTH C GONbLUMHCTBOM Gpay3epoB.

email

Email Komnanuu.

KomaHrzaa AnA ynpasneHns cepTUdHMKaToM:

Admin@nodename# set settings certificates <certificate-name>

JlocTynHbI NnapaMeTpbi:
MNapametp Onucanune
name HasBaHue cepTudukara.
description Onucanve cepTudmKata.
Tun cepTudmkara:
I « web-cert-chain: Lenouka cepTMdH1KaToB BEG-KOHCOMM.
role

« web-ssl: cepTuduKart, ucnonbayrowmisca ana cosaanna 6esonacHoro HTTPS-noakntoueHusa aaMuHucTpartopa k Be6-koHconu UserGate.

« hone.

certificate-chai

n||Llenouka ceptudukatos B popmate PEM.

[inA ynaneuua ceptudukara:

Admin@nodenamet# delete settings certificates <certificate-name>

KomaHabl AnA npocMoTpa MHGOpMaL UK 06 ONpeaenéHHOM CepTUdUKaTe UK O BCeX CepTUdUKaTax:

Admin@nodename# show settings certificates
Admin@nodename# show settings certificates <certificate-name>




HacTpoika cepBepoB ayTeHTUdUKaL1K

Version: 7.x

Product: SIEM
Documentation: I

Pasnen Cepsepbl ayTeHTUPHUKALMKM NO3BONAET NPoU3BECTH HacTpoiky LDAP-koHHekTopa, cepsepos RADIUS, TACACS+. HacTpoiika cepeepoB ayTeHTUdMKaL MM NPOM3BOAMTCA HA ypoBHe users auth-server u
GyneT paccmMoTpeHa Aanee B COOTBETCTBYIOLWMX pasaenax.

HacTtpoika LDAP-koHHeKkTOpa

Hactpoitka LDAP-KoHHEKTOpa NpoU3BOANTCA Ha ypoBHE users auth-server Idap.

Jna cosnanuna LDAP-koHHeKTOpa ucnonb3yeTca KomaHaa:

Admin@nodename# create users auth-server Idap <parameter>

Jlaree HeOBXOAMMO yKasaTb CreaytoLne napameTphb:

MNapameTtp OnucaHue
name Wma LDAP-KOHHeKTopa.
enabled BrntoueHne/oTKNIOUEHWE cepBepa ayTeHTUGUKaLUK.

description

Onucanue LDAP-koHHeKTOpa.

Onpeaenser:
ssl « on — ucnonb3osanue SSL-coeanHenua ana noaknouenua k LDAP-cepsepy.
« off — noaxnioyenne k LDAP-cepeepy 6e3 ucnonb3oBaHua SSL-coeanHeHnA.
address IP-aapec koHTponnepa unu HassaHue aomeHa LDAP.
bind-dn WA nonb3osatens, KoTopoe ByAeT UCNonb30BaTLCA ANA NOAKIIYEHNA K CepBepy; ykasbiBaetcA B popmate DOMAIN\username unu username @domain. Monb3oBarens AOMKEH ObiTb 3aBEAEH B
nomeHe.
password |([[aponk nonb3osatena AnA NOAKTOYEHNA K JOMEHY.
(CNUCOK IOMEHOB, KOTOPbIE 06CIYXNBAIOTCA yKa3aHHBLIM KOHTPOSINIEPOM IOMeHa.
search- Crivcok nyTeit B cepaepe LDAP, HaunHan C KOTOpbIX cucTema GyAeT ocyLecTBAATL MOMCK NonbaoBatenei v rpynn. Heo6xoanmo ykasbiBaTb nosnHoe ums, Hanpumep, ou=Office,dc=example,dc=com.
roots Ecnu nyTu noucka He yKkasaHbl, TO MOUCK NPOU3BOANTCA MO BCEMY KaTarnory, HaunHaa OT KOpHS.

JinA peaakTMpoBaHka HpopMaLmm o cylecTaytoluem LDAP-KOHHEKTOpE UCMOMb3yeTCA KoMaHAa:

Admin@nodename# set users auth-server Idap <ldap-server-names> <parameter>

MapameTpsl, AOCTYNHbIE ANA OGHOBNEHUA, aHaNOrMYHbI NapameTpam cosaaHna LDAP-koHHeKTopa.

KomaHnaa Ana otobpaxeHuna nHdopmavum o LDAP-koHHeKTope:

Admin@nodename# show users auth-server ldap <ldap-server-name>

MpumMepbl KoMaHa co3aanua u peaakTuposaHua LDAP-koHHeKTopa:

Admin@nodenamet# create users auth-server ldap name "New LDAP connector" ssl on address 10.10.0.10 bind-dn ug@testd.local password 12345 domains [ testd.local ] search-roots [ dc=testd,dc=local ] enabled on

Admin@nodename# show users auth-server Idap "New LDAP connector"

name
enabled
ssl
address
bind-dn
domains
search-roots

keytab_exists

: New LDAP connector
ron

on

:10.10.0.10
: ug@testd.local
: testd.local
: de=testd,dc=local
: off

Admin@nodename# set users auth-server Idap "New LDAP connector" description "New LDAP connector description”
Admin@nodename# show users auth-server Idap "New LDAP connector"

name
description
enabled
ssl
address
bind-dn
domains
search-roots

keytab_exists

: New LDAP connector
: New LDAP connector description
son

on

:10.10.0.10
: ug@testd.local
: testd.local
: de=testd,dc=local
< off

Jina ynanenna LDAP-KOHHEKTOpa MCMOMb3yeTcA KomaHaa:

Admin@nodename# delete users auth-server Idap <ldap-server-name> <parameter>

Takke BO3MOXHO yAaneHua oTaenbHbIX NapamMmeTpos LDAP-KOHHEKTOpa. ﬂ]’lﬂ yAaneHua A0CTYNHbI cCneayrowne napameTpbl:

« domains.

« search-roots.

HacTtpouka RADIUS-cepBepa

Hactpoitka RADIUS-cepBepa npoussoanTcs Ha ypoBHe users auth-server radius.

Jina cospnanua cepsepa ayTeHTudukaumm RADIUS ncnonbsyeTca komaHaa co crneayiolei CTpYKTypoi:

Admin@nodename# create users auth-server radius <parameter>

[Janee He06X0ANMO yKasaTh CrieaytoLIMe napameTphbl:




MNapameTtp Onucanue

name Wwva RADIUS-cepsepa.

enabled BrtoueHne/oTKIIIOUEHWe cepBepa ayTeHTUDUKALUM.

description||Onucanune cepeepa ayTeHTUdUKaLMK.

'secret O6LLmit KtoY, Mcnonbayemblit npoTokoniom RADIUS ana ayTeHTUdUKaLMK.

addresses |||P-aapec u UDP-nopt, Ha koTopom cepsep RADIUS cnywiaet 3anpockl (no ymonyanuio nopt 1812); ykaseisaetca B popmare <ip:port>.

KomaHaa Ana o6HoBneHua nHdopmaluu o cepsepe RADIUS:

Admin@nodename# set users auth-server radius <radius-server-name> <parameter>

I'Iapamerpbl, KOTOpbIE MOryT BbITb OGHOBJ'IE}HI:I, COOTBETCTBYHOT nNapamMeTpam, ykasaHue KOTOpbIX BO3MOXHO Npu co3aaHuu cepeepa ayreumq:m«aum.
Komanaa ansa oto6paxenus uipopmaumn o RADIUS-cepsepe:

Admin@nodename# show users auth-server radius <radius-server-name>

Mpumepbl koMana co3aanua v peaaxkTuposaHua RADIUS-cepsepa:

Admin@nodenamet# create users auth-server radius name "New RADIUS server" addresses [ 10.10.0.9:1812 ] secret 12345 enabled on
Admin@nodename# show users auth-server radius "New RADIUS server"

name : New RADIUS server
enabled zon
addresses

host :10.10.0.9

port :1812

Admin@nodename# set users auth-server radius "New RADIUS server" description "New RADIUS server description”
Admin@nodename# show users auth-server radius "New RADIUS server"

name : New RADIUS server
description : New RADIUS server description
enabled ton
addresses
host :10.10.0.9
port :1812

Jina ynanenua cepsepa:
Admin@nodename# delete users auth-server radius <radius-server-name> <parameter>
Tarke BO3MOXHO yaaneHus otaenbHbIx napametpos RADIUS-cepsepa. [inA yaaneHna A0CTyNHbl Cneaytollme napameTpb:

» addresses.

HacTpoiika cepBepa TACACS+

Hactpoiika cepsepa TACACS+ nponssoanTcs Ha yposHe users auth-server tacacs.

Jinfa cosnanua cepsepa ayTeHTUdUKaumm TACACS+ ucnonb3yeTcA KoMaHa Co CreaytoLei CTPYKTYpOii:
Admin@nodename# create users auth-server tacacs <parameter>

Janee He06X0ANMO yKasaTb CrieaytoLMe napameTphb:

MNapameTtp OnucaHune
name Wwvia cepsepa TACACS+.
enabled BrtoueHne/oTKIIoueHWe cepaepa.
description OnucaHue cepsepa ayTeHTUDUKaL UK.
secret OOt KitoY, MCnonbayeMblit NpoTokoriom TACACS+ Ans ayTeHTUdUKaLMK.
address IP-anpec cepsepa TACACS+.
port UDP-nopt, Ha koTopoMm cepeep TACACS+ cnyLuaeT 3anpochl Ha ayTeHTuduKaumio. Mo ymonuanuto ato nopt UDP 1812,
single-connection || cnonb3oBate 0aHO TCP-coeanHenue ansa padotsl ¢ cepsepom TACACS+.
timeout Bpema oxuaanua cepeepa TACACS+ ana nonyyeHnsa ayTeHTMdMKaLnK. Mo ymonyaHuio 4 cekyHAab!.

Komanaa ana peaaktuposanusa nHpopmaumumn o cepsepe TACACS+:

Admin@nodename# set users auth-server tacacs <tacacs-server-name> <parameter>

MapameTpel, KOTOpble MOTyT GbiTb OBHOB/IEHbI, COOTBETCTBYIOT NapaMeTpam, ykasaHWe KOTOPbIX BO3MOXHO NP CO3AaHUM cepBepa ayTeHTUdUKALIUA.
Komanaa ans otobpaxenna nHpopmaumm o cepsepe TACACS+:

Admin@nodename# show users auth-server tacacs <tacacs-server-name>

Mpumepbl KOMaHA ANd co3AaHUA U peAakTuposaHua cepeepa TACACS+:

Admin@nodename# create users auth-server tacacs address 10.10.0.11 name "New TACACS+ server" port 1812 secret 12345 enabled on
Admin@nodename# show users auth-server tacacs "New TACACS+ server"

name : New TACACS+ server
enabled ron

address :10.10.0.11

port 11812

single-connection  : off
timeout 14



Admin@nodename# set users auth-server tacacs "New TACACS+ server" description "New TACACS+ server description”
Admin@nodename# show users auth-server tacacs "New TACACS+ server"

name : New TACACS+ server

description : New TACACS+ server description
enabled ron

address :10.10.0.11

port 11812

single-connection : off

timeout 14

Jina ynanenua cepsepa:

Admin@nodename# delete users auth-server tacacs <tacacs-server-name>



HacTtpoika npodunei ayteHTUDHUKaLUU
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HacTpoiika npoduneit ayTeHTUdUKaL MM NPOM3BOANTCA Ha ypoBHe users auth-profile.
JinA cosnanua npoduna ayTeHTUdUKALUM UCMONL3YETCA Creaytolan KoMaHaa:
Admi@nodename# create users auth-profile <parameter>

[Janee He06X0ANMO yKasaTb CrieaytoLMe napameTphb:

MapameTp Onucanue

name HassaHue npogpuna.

description |[Onucanue npoguna.

idle-time Bpewma 6e3aeicTBMA 0 OTKIIIOUEHNA; yKasbiBaeTCA B CEKyHAaX. Hepes ykasaHHbIi MPOMEXYTOK BPEMEHM NMpu OTCYTCTBUM aKTUBHOCTM Mofib3oBaTesNb nepeiaét B cratyc Unknown user.

expiration- ||Bpemsa X13HN ayTEeHTUULMPOBAHHOTO NOMbL30BATENA; YKa3blBAETCA B CeKyHAaX. Yepes ykasaHHEI MPOMEXYTOK BpeMeHM Nofb3osatenb nepeiiaét B ctatyc Unknown user; Heo6xoanma
time noBTOpHadA ayTeHTUdUKALMA NONb3oBaTENS.

max- e

attempts UMCIO HeyAauHBIX NOMLITOK ayTEHTUdUKALIMM A0 BNIOKMPOBKN YUETHOIM 3aNMCH Nofb3oBaTENS.

lock ti DpeMH, Ha KoTopoe GHOKMpyeTCﬂ y4yeTHan 3anucb Nonb3oBaTtenAa NpyU A0CTUXXEHUU YKa3aHHOro Yncna HeyaavHblX nonbITOK ayTeHTMq)MKauMM; YyKasblBaeTCA B CEKyHAax.
MeToa ayTeHTudHKaLumu:

auth- « ldap: ayTeHTMdUKauua ¢ ucnonbsosaHnem LDAP-KoHHeKTOpa.

methods « radius: ayTeHTUdUKALUA C UCMONb3OBAl RADIUS-cepsepa.

« tacacs: ayteHTUPMKaLMA ¢ ucnonb3osaHem cepeepa TACACS+.

KomaHaa Ana peaaktMposaHua HacTpoeK Npodunen ayTeHTuduKaumu:

Admin@nodename# set users auth-profile <auth-profile-name> <parameter>

ﬂ]‘lﬂ o6HoBneHUA AOCTyneH CNUCOK napameTpos, aHanorMyHbli CNUCKy napamMmeTpoB KOMaHAb! create.
MpumMep cosnanua M peaakTMpoBaHWA NPoduNA ayTeHTUdHKaLMK NoNb3oBaTeNa:

Admin@nodename# create users auth-profile name "New LDAP auth profile" auth-methods Idap [ "New LDAP connector" ]
Admin@nodename# show users auth-profile "New LDAP auth profile"

name : New LDAP auth profile
max-attempts :5
idle-time 1900

expiration-time  : 86400
lockout-time 1300

mfa :none
auth-methods
http-basic : off

local-user-auth  : off

policy-accept  : off
Admin@nodename# set users auth-profile "New LDAP auth profile" description "New LDAP auth profile description"
Admin@nodename# show users auth-profile "New LDAP auth profile"

name : New LDAP auth profile

description : New LDAP auth profile description
max-attempts :5

idle-time 1900

expiration-time  : 86400
lockout-time 1300

mfa :none
auth-methods
http-basic : off

local-user-auth  : off

policy-accept  : off

Idap : New LDAP connector
l‘lepe(:\ MHTepq)el:iC KOMaHI:lHOﬁ CTPOKK BO3MOXHO yAaneHus Bcero I'Iqu)MJ'IFI WK OTAeNbHbIX cnoco6os ayTeHTMq}MKaL[MM, 3a/aHHbIX B I'Iqu)MJ'Ie. J:l]'lﬂ 3TOro UCNoNb3YKTCA Cneayroune KomaHabl.
Jina ynanenua npopuna ayTeHTMdUKaLmu:
Admin@nodename# delete users auth-profile <auth-profile-name>

ﬂﬂﬂ yAaneHua MeToA0B ayTeHTUdUKaLMK, 3aaHHbIX B npodune, HeDsXOﬂMMD yKasatb MeTol ayTeHTUdpuKaLumm (ﬂOCTyI’IHbIe MeToAbl aBTOpMU3aymMmn nepeyuncrneHsl B Taé]’lMue BI:ILIJe):

Admin@nodename# delete users auth-profile <auth-profile-name> auth-methods <auth-metod>



Ponu nonb3oBatenen
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Ponb nonb3osarena — aTo Habop ponesbix paspelueHuit. Ponesoe paspelleHie — 3T0 BO3MOXHOCTb aIMUHUCTPATOPY COBEpLUATh onpeseneHHble NeHCTBUA, Hanpuvep, A06aBNATL UNKU YAAnATL BIOXEHUE U3
€03AaHHOM0 MHUMAEHTA, CO3AaBaTh NPasuo cpabdaTbiBaHuaA, Co3AaTb UK 3aKPbITb MHUMAEHT W T.A. Ponu HasHauatoTeA NPOpUIAM aAMUHUCTPATOPOB, KOTOPLIE NPUCBAUBAOTCA aAMMHUCTPATOPaM.

CoszaHu1e 1 HacTpoMKa pornei nonb3oBatenei NPOU3BOAUTCA Ha YPOBHE users roles.

Jina cosnanua ponew M HasHauYeHUA PONeBbIX PaspeLLeHnii UCoNb3yeTCA KoMaHaa:

Admin@nodename# create users roles <role-name> description <role-description> permissions [ <permissions> ]

MoapobHee 0 POsIAX U CIUCKE MMEIOLLMXCA PONEBBIX PaspeLLeHNnid unTaiiTe B pasaene Ponu v ponesble paspellueHus nonb3oearenei PykoBoacTsa aamuHucTparopa UserGate SIEM.
JinA penakTMpoBaH1A CO3AaHHbLIX paHee Posen 1 poneBbiX OrpaHUyeHnn MCNoNb3yeTca KoMaHaa:

Admin@nodename# set users roles <role-name> description <role-description> permissions [ <permissions> ]

ﬂ]‘lﬂ yAaneHua paHee CO3AaHHbIX poﬂeﬁ WNu OTAeNbHbIX PONEeBbIX paSpeLLIeHMl:i B paHee COo34aHHbIX POAX UCMONb3yeTCA KoMaHaa:

Admin@nodename# delete users roles <role-name> permissions [ <permissions> ]
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Karanorn nonb3oBartenen

Version: 7.x
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Jng paboTbl ¢ KaTanoramu nosib3oBaresieit HE06XOAMM KOPPEKTHO HACTPOEHHBI LDAP-KOHHEKTOP, KOTOPLIY MO3BOMAET NOy4aTh MHPOPMALMIO O Nonb3oBaTensax 1 rpynnax Active Directory unu apyrux LDAP-
cepBepoB. [onb30BaTeNM 1 rPyNbl MOTYT ObiTh MCMOML30BaHLI MPX HACTPOMKE MOMUTHUK, MPUMEHAEMBIX K YNIpaBiAeMbIM yCTPOHCTBAM.

Co3spnaHue v HacTpoiiKa KaTarnora nonb3oBaTtenei NPOM3BOAMTCA Ha ypoBHe users catalogs Idap .

Jina cosnanua katanora MUCcnonb3yeTcA KomaHaa:

Admin@nodename# create users catalogs ldap <parameter>

[Janee He06X0ANMO yKa3aTh CreAyHOLIME NapamMeTphl:

MNapameTtp OnucaHue
name Wma LDAP-KOHHeKTopa.
enabled BrntoueHue/oTKNIOYEHUE cepBepa ayTeHTUdUKALUHU.

description:

Onucanune LDAP-koHHeKTOpa.

Onpeaenser:
ssl « on — ucnonb3oBaHue SSL-coeanHeHus ana noaxknouenHna k LDAP-cepsepy.
« off — noaxnioyerne k LDAP-cepeepy 6e3 ucnonb3oBanusa SSL-coeanHeHna.
address IP-anpec KoHTponnepa unu HassaHue aomeHa LDAP.
bind-dn WA nonbaosartens, KoTopoe ByAeT UCNonb30BaThCA ANA NOAKIKYEHNUA K cepBepy; ykasbisaeTcA B popmate DOMAIN\username unu username@domain. Monb3oBatenb A0MKEH ObiTb 3aBEAEH B
noMeHe.
password ||Maponb nonb3oBatens AnA NOAKTIOYEHNA K IOMEHY.
CrIMCOK IOMEHOB, KOTOPbLIE 0BCYKUBAIOTCA YKa3aHHbIM KOHTPO/TIEPOM AOMEHa.
'search- Cnucok nyTei B cepsepe LDAP, HauuHan ¢ KOTOpbIX cucTema GyaeT ocyLLecTBNATL NOUCK Nonb3osatenei 1 rpynn. Heo6xoAMMOo ykasbiBaTb nonHoe ums, Hanpumep, ou=Office,dc=example,dc=com.
roots Ecnu nyTu noucka He yKkasaHbl, TO MOMCK NMPOM3BOAMTCA MO BCEMY KaTasnory, HauuHasa OT KOPHA.

Ana penakTupoBaHua MHGOPMaLIMK O CYLLIECTBYIOLLIEM KaTasiore UCnosb3yeTca KoMaHaa:

Admin@nodename# set users catalogs ldap <ldap-server-name> <parameter>

I'IapaMeprl, AOCTynHble AnA 06HOBJ’IGHMH, aHanoruyHbl NapamMeTpam co34aHuA Karanora.

Komanaa ana o‘roﬁpa)KeHwﬂ MHdOpMaLuK o KaTanore nonb3osarenen:

Admin@nodename# show users catalogs ldap <ldap-server-name>

ﬂ]’lﬂ yAaneHua Karanora Ucnonb3yeTca KoMmaHaa:

Admin@nodename# delete users catalogs Idap <ldap-server-name> <parameter>

Tarke BO3MOXHO yaaneHus otaenbHbIx napameTpos LDAP-koHHekTopa. [inA yaaneHua A0CTYMHbI CReAytoLue napameTps!:

« domains.

«» search-roots.




HacTtponka cetu



30HbI

Documentation: ¥
Product: SIEM
Version: 7.x

JaHHbi pasnen HaxoauTcA Ha yposHe network zone. Komanaa ana cosaaHna HOBOM 30HbI:

Admin@nodename# create network zone

[lanee He0BX0AMMO yKasaTb NapameTpbl 30HbI:

MNapameTtp OnucaHue
name HasBaHue 30HbI.
description OnucaHue 30HbI.

dos-protection-
syn

3alumTa 30HbI OT ceTeBoro ¢pnyaa ana npotokona TCP (SYN-flood):
« enabled: BrtoueHUE/OTKIIOYEHWE 3aLLUTDI.
o on.

o off.

aggregate:
o ON — CYMTAKOTCA BCE NaKeThbl, BXoAALME B MHTquDeﬁCbI A@HHOM 30HbI.

o off — nakeTbl cunTaloTCA OTAENBHO ANA Kaxaoro IP-aapeca.

alert-threshold: nopor yBeAoMneHns; ecnu KOIMYecTBO 3anpoCcoB NPEBbILLAET AaHHbIA NMOPOT, TO MPOUCXOANT 3anUCh COOLITUSA B CUCTEMHbIN XKypHasT.

drop-threshold: nopor oT6packiBaHWA NaKeToB; eCr KOIMYECTBO 3anNpOCOB NPEBLILIAET yKasaHHOe 3HayeHne, To UserGate oTOpackiBaeT NakeTbl U 3anuCbIBAET AaHHOe CoObITUE B
CUCTEMHbIN XypHan.

excluded-ips: cnucok IP-aapecos cepBepoB, KOTOPbIE HEOBXOAMMO UCKITHOUNTL U3 3aLUTHI.

dos-protection-
udp

3aluuTa 30HLI 0T ceTesoro ¢pnyaa Ana npotokona UDP:
« enabled: BktOUEHUE/OTKIIOYEHNE 3aLLUTDI.
o on.

o off.

aggregate:
o ON — CYMTAIOTCA BCE NaKeThl, BXOAALLME B MHTEPPEChl AaHHON 30HbI.

o off — nakeTbl cunTatoTcA oTAENbLHO AnA Kaxaoro IP-aapeca.

alert-threshold: nopor yBeJOMNEHUA; eCnn KONM4yecTBo 3anpocoB npesbilaeT AaHHbIA rnopor, To NPOUCXOAUT 3anucb COBbITUA B CUCTEMHbIM XKypHan.

drop-threshold: nopor oT6packiBaHns NakeToB; €CAIN KONIMYECTBO 3aNpPOCOB NPeBbILLAET yKasaHHOE 3HaueHue, To UserGate oTOpackiBaeT NakeTbl U 3aNUCkIBAET AaHHOE COOLITHE B
CUCTEMHBIN XypHa.

excluded-ips: cn1cok IP-aapecos cepBepos, KOTOPbIE HEOGXOAMMO UCKITHOUNTL U3 3aLMUTHI.

dos-protection-
icmp

3aluuTa 30HbI OT ceTeBoro ¢pnyaa ana npotokona ICMP:
« enabled: BKNoyeHME/OTKIIOYEHHWE 3aLLUUTDI.
o on.

o off.

aggregate:
o ON — CYUTAKOTCA BCE NaKeTbl, BXoAALWME B MHTepq}eanl ﬂaHHOﬁ 30HbI.

o off — naxeTel cunTatoTca oTAensHO AnA Kaxaoro IP-aapeca.

alert-threshold: nopor yBeioMeHHA; €CIM KOMMYECTBO 3aMPOCOB MPEBLILLAET AaHHbIN MOPOT, TO MPOUCXOAUT 3aNUCh COBLITUA B CUCTEMHBIN XypHaUL.

drop-threshold: nopor oT6pacbiBaH1A NaKeTOB; ECMN KOMUYECTBO 3aNPOCOB NPEBLILLAET YKasaHHoe 3HaueHne, To UserGate oTOpacsiBaeT NakeTbl U 3an1cLIBaeT AaHHOe COBLITUE B
CUCTEMHBIN XypHan.

excluded-ips: cnucok IP-aapecos cepsepoB, KOTOPbIE HEOOXOAUMO UCKITIOUMTb U3 3aLLUTI.

enabled-services

MapameTpbl KOHTPONA AOCTYNA 30HbI:

« "Any ICMP": paspelueHue UCNONb30BaAHWA KOMaHAbI ping aapeca UserGate.

« SNMP: noctyn k UserGate no npotokony SNMP (UDP 161).

« rpc: XML-RPC ana ynpasnerua - no3sonaeT ynpasnaTe npoayktom no API (TCP 4040).

« VRRP: cepBuc, He0OX0AUMbIi ANA 06beanHeHUA Heckonbkux yanos UserGate B 0TkasoycToiumBblit knactep (IP npotokon 112).
« "CLI over SSH": noctyn k cepsepy Ana ynpasnexua um ¢ nomolbto CLI (command line interface), nopt TCP 2200.

« Cluster: cepsuc, He0OX0AUMbIH ANA 06beANHEHNUA HecKonbkux yanos UserGate B knactep (TCP 4369, TCP 9000-9100).

« "Admin Console": goctyn k Be6-koHconu ynpasnexus (TCP 8001).

service-
addresses

YKkasaHue paspeluéHHblx |P-aapecos AnA cepsucos:
« service: BbIGOp CEPBMCOB (CMMCOK COOTBETCTBYET enabled-services).
« allowed-addresses: paspeliéHHele IP-anpeca:

o geoip — koa GeolP.

o ip-list — 3apaHee co3naHHbIi B 6MGNMOTEKE ANEMEHTOB CMIUCOK IP-aapecos.




NapameTtp

Onwucanune

nable

BrritoueHne/oTkoYeHUe 3aluTbl oT IP-cnyduHra:

e« Oon.

« off.

antispoof-negate

Bo3MOXHbIe 3HaYeHNA:

e« On.

« off.

Mpu antispoof-negate on aapeca MCTOYHMKOB, yKa3al B 3HA' ip-spoofi ks, ByayT ABNATLCA aApecamm, KOTopble He MOryT ObiTb NOMyYeHbl Ha MHTepgEecax AaHHON 30HbI.

B atom cnyyae 6yAyT 0TOPOLLEHbI NaKeTbl C YKadaHHbIMU IP-aapecamm MCTOUHUKOB.

'sessions-limit-
enabled

BrrtoueHune OorpaHu4yeHnA KonnyecTea OAHOBPEMEHHbIX CeccHit ¢ oaHoro IP-al:lpeca:

e« On.

« off.

sessions-limit-
exclusions

ﬂOﬁﬂBJ’IeHMe cnucka |P'3J:lpeCOB, ANA KOTOPbIX OrpaHnYeHne Ha KomM4yecTBo OAHOBPEMEHHbIX CEeccuit He éyﬂe'r AencTeoBarth.

'sessions-limit-

MaxcrmanbHO BO3MOXHOE KOTMYeCTBO OAHOBPEMEHHbIX ceccuit ¢ 0AHOro IP-aﬂpeca.

threshold
geoip Koakl GeolP, koTopble cnonb3ytoTea B 3aiuTe oT IP-cnyduHra.
ip-list Cnucok IP-aapecos, koTopble UCMONb3yOTCA B 3alyuTe oT IP-cnyduHra.

MpumMep cosnaHuA HOBOW 30HbI:

Admin@nodename# create network zone name Test_zone description "Test_zone description” antispoof-enable on enabled-services [ "Any ICMP" DNS ] dos-protection-icmp enabled on

ﬂ]’lﬂ peAaakTMpoBaHuA NnapamMmeTpoB 30HbI:

Admin@nodename# set network zone <zone-name>

Mp1Mep peAaKTUPOBaHNS NapameTPOB 30HbI:

Admin@nodename# set network zone Test_zone dos-protection-syn enabled on

KomaHaa yaaneHua 30Hbl Unu eé napameTpos:

Admin@nodename# delete network zone <zone-name>

MapameTpbl, AOCTYNHbIE ANA yAANEHUA:

Mapametp

Onucanue

dos-protection-syn

3awwmTa 30Hbl 0T ceTesoro ¢pryaa ana npotokona TCP (SYN-flood):

« excluded-ips: cnucok IP-aapecoB cepeepoB, KOTOPLIE HEOOXOAUMO UCKIHOUUTL U3 3ALLMUTHI.

dos-protection-udp

3aluuTa 30HLI OT ceTesoro ¢pyaa ana npotokona UDP:

« excluded-ips: cnucok IP-aapecos cepeepoB, KOTOPLIE HEOOXOAUMO UCKITHOYUTL U3 3ALLMUTHI.

dos-protection-icmp|

3aluuTa 30HbI OT ceTeBoro ¢ryaa Ana npotoxkona ICMP:

« excluded-ips: cnicok |P-aapecos cepBepoB, KOTOPbIE HEOOXOAMMO MCKIHOUUTL 13 3aLLMUTHI.

enabled-services

YcTaHOBNEHHbIE paHee napameTpbl KOHTPONA A0CTYNa B AaHHOM 30He

geoip

Koakl GeolP, koTopble ucnonk3aytoTtea B 3awute ot IP-cnyduHra.

ip-list

Cnncok IP-anpecos, KOTopble UCTONb3ytoTCA B 3aluuTe oT IP-cnyduHra.

Komanaa ana npocMOTpa HaCTPOEK 30HbI:

Admin@nodename# show network zone <zone-name>




UHTepdenchl

Documentation: ¥
Product: SIEM

Version: 7.x

HacTtpoiika nHTepdeiicos nponssoanTca Ha yposHe network interface:

Hactpoiika adapter

CeTeBble afanTepbl HacTpauBatoTcA Ha ypoBHe network interface adapter.

Cospatb ceTeBoit ajanTtep Henb3A. Ana o6HOBREHNA CyLLIeCTBYIOLLIEro CETeBOro aaantepa Ucnosnb3yetca komaHaa:

Admin@nodename# set network interface adapter <adapter_name>

JHanee HeobxoAnMo yKasaTb napamMeTpbl CeTeBoro agantepa:

MNapameTtp OnucaHue
BrrtoueHWe/oTKIIoYEHWe ceTeBoro MHTepdeica:
enabled e on.
« off.
description||Onu1canune ceTeBoro uHTepdeiica.
alias Anuac/ncesaoHUM WHTepdeiica.
Tun nHTepdeiica:
iface-type « 13: unTepdeiic, pabotatowwuii B pexume Layer 3 (MoXHO HasHauuTb IP-aapec 1 UCNONbL30BaThL €70 B NpaBUnax MEXCETEBOTO 3KPaHa, KOHTEHTHOM GUILTPaLWUK U APYrvX NpaBunax, 3To
yp CTaHAapTHbINA PeXUM paboTsl MHTEPdEica).
« mirror: uitepdeiic, paboTarolmii B pexxume Mirror (MoxeT nonydats Tpaduk co SPAN-nopTa ceteBoro 060pyA0BaHUA ANA ero aHanuaa).
Pexxum HasHauenuna IP-aapeca:
« dhcp: nonyyenre amHamuyeckoro IP-aapeca no DHCP.
iface-mode
« manual: 6e3 aapeca.
CTaTMYECKNI PeXUM yCTaHABNMBAETCA aBTOMATUYECKM NPU HasHaueHun nHTepdeiicy IP-anpeca.
zone 30Ha, KoTOpoi GyaeT npuHaanexarb MHTepdEic.
HacTpoiika napameTpoB CEeTeBOro MHTepdeica:
« bc_forwarding: ynpasnenve nepeckinkoi naketos directed broadcast, npuxoaaiiux Ha ykasaHHbli MHTEpdEiic.
« proxy_arp, proxy_arp_vlan: mexauam Proxy ARP. MapameTtp proxy_arp — UserGate Oyzet oteeuatb Ha ARP-3anpochl aipecoB, He OTHOCALLMXCA K CETU MHTepdeiica; proxy_arp_vian
— UserGate 6yaet otBedatb Ha ARP-3anpochl afApecoB, OTHOCALMXCA K CETU MHTepdeiica.
YkasblBaloTCA B cneaytoliem dopmare:
link-info ||Admin@nodename# create network interface <iface-type> ... link-info [ key/value ]
rae key — HasBaH1e napameTpa. HasBaH1e MOXET COCTOATb U3 CTPOUHbIX OYKB TATUHCKOTO andasuTa (2 — z) 1 3HaKa noAYepKUBaHUA ().
value — 3HaueHne napameTpa. MapameTpbl MOryT NPUHUMATD TOMBKO LieSible YACTOBbIE 3HAYEHHA.
Hanpumep, 4To6bl BKIOUNTL UCTONb30BaHNe MexaHuama Proxy ARP ucrnonbayiite cneaytolyme key/value — proxy_arp/1; Ana oTkntoueHna — proxy_arp/0.
Mone link-info 6yaeT oTo6paxeHo ToNbKo B cryyae Ao6GaBneHns napaMmeTpoB.
BamHo! YaaneHue 3aaaHHbIX NapaMeTpos HEAOCTYMHO.
HasHauenune uHTepgeiicy IP-aapeca.
ip- Anpec 3aaaétca B cneaytoliem suae: [ <ip_address/mask> ] nnu [ <ip_add ask> <ip_add k> ], ecnu Heo6xoaMMO Ha3HauMTbL HECKONbKO |P-aapecos (aapeca nepeuncnaTCA
addresses ||uepes npoGen); Macka NoACETH 3aAa8TCA B AECATUYHOM BUAE.
BamHo! KBagpaTtHble CKoOKM 06A3aTenibHO A0MKHbI ObiTh OTAENEHb! npo6enamu ¢ 06enx CTOPOH.
mac MAC-aapec uHtepdeica.
mtu YkasaHue pasvepa MTU.
mss YkasaHue pasmepa MSS (aoctynHo B Bepcuu MO 7.3.0 v Bbiwwe): 0, unu oT 4 Ao BBeAEHHOrO 3HaveHua MTU munyc 40.

Komanaa ynaneHus agantepa unu ero napamMeTpos:

Admin@nodename# delete network interface adapter <adapter-name>

MapameTpbl, AOCTYNHbIE ANA yAANEHUA:

MapameTtp Onucanue

ip-addresses 3anaHHblit IP-aapec.

dhcp-relay server-address|||P-anpec cepsepa DHCP.

Komanaa ana OToépa)KeHWFl MHdOpMaLKK 0 BCEX CeTeBbIX adanTepax:

Admin@nodename# show network interface adapter

Jins oToBpaxeHna uHdopmaunn 06 agantepe:




Admin@nodename# show network interface adapter <adapter-name>

Hactpoiika VLAN

Mutepdeitctl VLAN HacTpausatotca Ha yposHe network interface vian.

KomaHpaa ana no6asnexus Hosoro VLAN-uHTepdeica:

Admin@nodename# create network interface vlan

Janee Heo6Xx0AMMO yKasaTk NapameTpsi:

Mapametp OnucaHue
Brntouenue/oTnouenne VLAN-uHTepdeica:
enabled . on.
« off.
description||Onucanue uHTepgeiica.
alias Anuac/ncesaoHUM MHTepdeiica.
Tun nHTepdeiica:
iface-type « 13: Layer 3 (MoXHO HasHauuThb |P-azpec 1 UCnonb30BaTh €ro B NpaBuiax MeXCeTeBOoro dkpaHa, KOHTEHTHON GULTPaLUK U APYriX NpaBunax, 3T CTaHAaPTHbIA PeXuM padoTel UHTepdeiica).
« mirror: uiTepdeiic, paboTarowmit B pexxume Mirror (MoxeT nonyyats Tpaduk co SPAN-nopTa ceteBoro 060pyA0BaHUA ANA €ro aHanuaa).
Pexum HasHauenus IP-aapeca:
« dhcp: nonyyenne amHamuyeckoro IP-aapeca no DHCP.
iface-mode
« manual: 6e3 agpeca.
CTaTMYECKNI PeXUM yCTaHaBNMBAETCA aBTOMATUUECKM NPU HasHaueHnn uHTepdeiicy IP-anpeca.
tag Ter VLAN. [lonyckaeTca cosaanne no 4094 uHtepdeincos.
de-nal WmA yana knactepa, Ha kotopom cosaaérca VLAN.
interface  ||®uanueckuit MHTepPeiic, Ha koTopom cosaaeTca VLAN.
zone 30Ha, KoTOpOoit ByAeT NpuHaAnexaTb MHTepdenc.
HacTpoiika napameTpoBs ceTeBoro uHTepdeica:
« bc_forwarding: ynpasnenue nepecsinkoi naketos directed broadcast, npuxoaaLmx Ha ykasaHHbIi HTEpPeNc.
« proxy_arp, proxy_arp_vlan: mexaHusm Proxy ARP. MapameTp proxy_arp — UserGate 6yaet otBeuatb Ha ARP-3anpockl aapecoB, He OTHOCALYMXCA K CETU MHTepdeiica; proxy_arp_vlan
— UserGate 6ynet otBeuatb Ha ARP-3anpocs! afpecos, OTHOCALLMXCA K CETH UHTepdeiica.
YkaselBaloTCA B crieAyloliem dopmare:
link-info Admin@nodename create network interface <iface-types ... link-info [ key/value |
rne key — HassaHue napameTpa. HasBaH1e MOXET COCTOATb U3 CTPOUHBIX BYKB NaTUHCKOrO andasuTa (a — z) U 3HaKa noAYepruBaHna ().
value — 3HauyeHue napameTpa. MapameTpbl MOryT MPUHAMATh TOSBKO Liefble YNCTIOBbIE 3HAUEHHS.
Hanpumep, 4To6bl BKIIOUNTBL UCMONb30OBaHKWe MexaHnama Proxy ARP ucnonbayiiTe cneaytolme key/value — proxy_arp/1; ana otkioueHna — proxy_arp/0.
Mone link-info 6yaeT oTo6paxeHo ToMbKO B criydae A06aBneHus napameTpos.
BamHo! YaaneHue 3anaHHbIX NapameTpoB HEAOCTYMHO.
HasHauenue nHtepdeitcy IP-anpeca.
ip- Anpec 3anaétca B cneaytouiem euae: [ <ip_address/mask> ] wnu [ <ip_add k> <ip_add / k> ], ecnu Heo6XxoaMMO HasHauMTb HECKONbKO IP-aapecos (aapeca nepeuncnsoTca
addresses ||uepes npo6en); Macka noAceTH 3aAaéTca B AECATUYHOM BUAE.
BamHo! KeaapaTtHble CKOOKW 06A3aTeNbHO A0MKHBI ObiTh OTAENEHbI NPo6enamu ¢ 06enx CTOPOH.
mac MAC-aapec nHtepdeiica.
mtu Ykasanue pasmepa MTU.
mss Ykasanue pasmepa MSS (aoctynHo B Bepcuu MO 7.3.0 1 Bbilwe): 0, Unu oT 4 A0 BBEAEHHOTO 3HaveHna MTU munyc 40.
Hactpoiika pa6otel DHCP-penes Ha uHTepdeiice. Heobxoanmo ykasatb:
« enabled: BknioueHne/oTKNIOYEHUA penen:
o on.
dhcp-relay
o off.
« utm-address: IP-anpec uHTepdeiica UserGate, Ha KoTopblit Jo6aBnAeTcA GyHKUMA penen.
« server-address: aapeca cepsepos DHCP, kyna Heobxoanmo nepecsinats DHCP-3anpock! KieHToB.

PenaktuposaHue cyujecTsytowiero VLAN:

Admin@nodename# set network interface vlan <vlan-name>

MapameTpel, AOCTYMHbIE ANA 0BHOBMEHMA, aHaNorMuHbI NnapameTpam cosaanus VLAN, kpome tag, node-name, interface (M3veHeHWe 3HaUEHHIt STUX NapaMETPOB HEAOCTYMHO).

Komanaa ynanexua VLAN-uHTepdeiica unm ero napameTpos:

Admin@nodename# delete network interface vlan <vlan-name>

MapameTpsl, 1OCTYNHbIE ANA yAANEHUA:




MNapameTtp Onucanue

ip-addresses 3anaHHbIit IP-aapec.

dhcp-relay server-address|(IP-aapec cepsepa DHCP.

Y1006l 0TOOPa3nTL MHdOpMALMO 0 Beex HTepdeicax VLAN:

Admin@nodename# show network interface vian

1nu 06 onpenenéHHoM uHTepdeice:

Admin@nodename# show network interface vlan <vlan-name>

HacTpouika bond-untepdeiica

HacTpoiika 6oHa-uHTepdeiica npon3soanTCA Ha ypoBHe network interface bond.

KomaHaa ans cozaaxusa GoHa-uHTepdeiica:

Admin@nodename# create network interface bond

MapameTpbl, KOTOPbIE HEOBXOANUMO yKasaThb:

Mapametp

Onucanune

BrrtoueHe/oTKIoueHWe uHTepdeica:

enabled e on.
« off.
interface- - a - -
name Heo6xo0a1mo BBECTH HOMEP, KOTOpbI GyAeT 0ToBpaxéH B UMEHH UHTepdeiica (HanpuMep 1, Toraa HassaHue cosaaHHoro MHTepdeica 6yaet bondl).

description

Onucanue uHTepdeiica.

alias

Anuac/nceBnoHUM MHTepdeiica.

Y3en knacTepa, Ha KOTOPOM ByAeT co3iaH GoHA-MHTEPdENC.

zone

30Ha, KoTopoit ByAeT npuHaanexats GoHA.

link-info

HacTpoiika napameTpoB ceTeBoro uHTepdenca:
« bc_forwarding: ynpasnenue nepecsinkoi naketos directed broadcast, npuxoaawmx Ha ykasaHHbIi HTEpPenc.

« proxy_arp, proxy_arp_vlan: mexaHusm Proxy ARP. MapameTp proxy_arp — UserGate 6yaet otBeuatb Ha ARP-3anpockl aapecoB, He OTHOCALYMXCA K CETU MHTepdeiica; proxy_arp_vlan
— UserGate 6ynet oteuats Ha ARP-3anpocs! anpecos, OTHOCALLMXCA K CETH UHTepdeiica.

YkaselBaloTCA B crieAyloliem dopmare:
Admin@nodename# create network interface <iface-type> ... link-info [ key/value |
rne key — HasBaHue napameTpa. HasBaHWe MOXET COCTOATL U3 CTPOUHLIX OYKB NaTUHCKOO andasuTa (a — z) 4 3HaKka noAYepkuBaHua ().
value — 3HaueHue napameTpa. MapaMeTpbl MOTyT MPUHAMATh TOSEKO Liefble YHCTIOBbIE 3HAUEHHS.
Hanpumep, 4To6bl BKIKOUNTL UCMONb30BaHKE MexaHuama Proxy ARP ucnonb3yitte cneaytowme key/value — proxy_arp/1; ansa oTkntoueHus — proxy_arp/0.

Mone link-info 6yaeT oTo6paxeHo ToMbKo B criydae A06aBneHus napameTpos.

BamHo! YaaneHue 3aaaHHbIX NapamMeTpos HeA0CTYMHO.




MNapametp OnucaHue

lononHuTenbHble NapameTpbl GoHA-UHTEPdEica:

« mode — pexum paboTsl 6oHAa:

round-robin: pexxum Round robin (naxkeTbl 0TNpaBnAOTCA NocneaoBaTenbHO, HauMHanA C NepBOro A0CTYMHOrO MHTepdeiica 1 3aKaHuMBaa nocneaHuM. OT1a NoNuTUKa NpUMEeHAeTCA ANnA
6anaHCMpOBKKM HArPy3KK U OTKA30YCTONYMBOCTH).

active-backup: pexum Active backup (TonbKo 0anH ceTeBon MHTEPDENC U3 0B beAUHEHHbLIX BYAET aKTUBHBIM. [ipyroi MHTEPdENC MOXET CTaTb aKTUBHBIM TOMBKO B TOM Cly4ae, Koraa
ynaaeT TeKyLni aKTUBHbINA MHTepdeic. Mpu Takoi nonutuke MAC-aapec GoOHA-UHTepdEiCa BUAEH CHAPYXKKM TOMBKO Yepe3 OAMH CETEBOW MOPT, BO U30exaHWe nofBneHus Npobnem ¢
KOMMYyTaTOpoM. [laHHaA NonmMTUKa NpUMEHAETCA AnA 06ecneyYeHna 0TKasoyCTONUUBOCTH).

xor: pexxum XOR (nepesava pacnpeaennetca Mexay CeTeBbIMU KapTamu ucnonbaya popmyny: [(«MAC-aapec uctounuka» XOR «MAC-aapec HazHaueH1sA») N0 MOAYIO «4UCNO
MHTepdeiicoB»]. MonyyaeTca, oaHa 1 Ta xe ceTeBad kapTa nepeaaeT NakeTbl OAHUM U TeM xe nonyyarenaM. OnyuoHanbHO pacnpeaeneHne nepeaadn MoxeT ObiTb OCHOBAHO U Ha
nonuTuke «xmit_hash». Monutuka XOR npumeHseTcA AnA 6anaHCMpPOBKKM Harpy3k1 U 0BecneyeHns OTKasoyCTONUMBOCTH).

broadcast: pexxum Broadcast (nepeanaeT Bce Ha Bce ceTeBblE MHTEPDENCHI. 3Ta NOUTUKA NPUMEHAETCA ANA OTKA30YCTOMUYMBOCTH).

802.3ad: pexxum |EEE 802.3ad (pexumM paboTbl, yCTaHOBNEHHbIM N0 YMOM4aHHIO, NOAAEPKUBAETCA BOMbLIMHCTBOM CETEBbIX KOMMYTaTOPOB. CO3al0TCA arperMpoBaHHbIe rpynmbl
CeTeBbIX KapT C 0ANHAKOBOW CKOPOCTLIO W AynneKkcoMm. Mpu TakoM 0ObeArHEHUM Nepeaaya 3aAeiCTByeT BCE KaHasbl B aKTUBHOM arperayuu cornacHo craHaapty |EEE 802.3ad. Buibop,
Yepes Kakoi MHTepdenc oTNpaBnATL NaKeT, onpeAenAeTCcA NOMUTUKON; N0 yMon4aHuio ucrnonbdyetca XOR-NonMTUKA, MOXHO TaKke UCnonb3osaTb «xmit_hash» nonutuky).

transmit: pexxum Adaptive transmit load balancing (Mcxoaawmi Tpaduk pacnpenenaeTca B 3aBUCUMOCTH OT 3arpy)XEHHOCTH KaXAO0M CETEBOM KapThl (ONpeaenfaeTca CKOPOCTLO
3arpysku). He TpeGyeT NONONHUTENLHOM HACTPOWKK Ha KOMMYyTaTope. BxoaALmit Tpad K NPUXOAUT Ha TEKYLLYIO CETEBYIO KapTy. ECnu oHa BbIXOAWT U3 CTPOS, TO Apyras ceTeBan kapTa
6epet cebe MAC-aapec BblleALwER U3 CTPOA KapTbl).

load: pexxum Adaptive load balancing. BkntouaeT B ce6a npeablayLuyto NOAUTHUKY NAKOC OCYLIECTBAET GanaHCUPOBKY BXOAALLEr0 Tpaduka. He TpebyeT A0MONHUTENBHOM HACTPOMKN Ha
KommyTaTope. BanaHcuposka BxoasLLero Tpadpuka aocturaetca nytem ARP-neperosopos. [lpaiisep nepexsatbiBaeT ARP-0TBeThI, 0OTNpaBnAeMble C NIOKasbHbIX CETEBbIX KApT HapYXy,
1 nepenuceiBaeT MAC-aapec MCTOUYHMKA Ha OAMH U3 yHUKanbHbIX MAC-aapecoB ceTeBoit KapTbl, y4acTBytoLLei B 06beAMHEHNU. Takum 00pasoM, pasiuyHbIe NMUpbl UCMOMb3YOT
pasnuuHble MAC-aapeca cepsepa. banaHcupoeka BxoasdLLero Tpapuka pacnpeaenaeTca nocneaosarensHo (round-robin) mexay nHTepgpeincamm.

mii-monitoring: nepuoanyHocTs MIl-MoHUTOpUHra B MUnnucexkyHaax. OnpeaenseT, Kak yacto 6yAeT NPOBEPATLCA COCTOAHNE NIMHUM Ha HASIMYKE OTKA30B.

down-delay: Bpems (B MUNNMCEKYHAAX) 3aAEPXKKM NEPEA OTKIKOUEHUEM MHTEpdEeNca, ECNU NPoU3oLLEN cOOM CoeanHEHHA. DTa ONuMA AEHCTBUTENbHA TOMBKO ANA MoHUTopKHra MIl (miimon).
3HaueH1e napameTpa A0MKHO BbiTb KpATHBIM 3HAYeHUAM miimon.

bonding
« up-delay: BpemA 3aepxK1 B MATITIMCEKYHAAX, NEPea TeM Kak NOAHATb KaHan Npu 0BHapY)XEeHWM ero BOCCTaHOBMEHUA. DTOT napaMeTp BOSMOXEH TOfbKO npyu MII-MoH1TOpuHre (miimon).
3HaueHue napameTpa A0MKHO BbiTb KpATHBIM 3HAYEHWAM miimon.
« lacp-rate: uHTepBan, ¢ koTopeiM 6yayT nepeaasatbea napTHepom LACPDU-naxeTsl B pexumve 802.3ad. Bo3MoXHbIe 3HAUEHHA:
o slow: 3anpoc naptHepa Ha nepeaavy LACPDU-naxeTos kaxable 30 cekyHa.
- fast: 3anpoc naptHepa Ha nepeaady LACPDU-nakeToB Kaxayto CEeKyHAY.
« failover-mac: onpeaenexue cnocoba HasHaueHna MAC-anpecos Ha 06beanHeHHbIe MHTepdeichl B pexume Active backup npu nepexnioueHnn MHTepdeicoB. BosMOXHbIE 3HAYEHHA:
- disabled: yctaHaBnuBaeT oanHakoselit MAC-anpec Ha Bcex MHTep@eiicax BO BpEMA NeperioueHms.
o active: MAC-aapec Ha 6oHA-UHTepdeiice OyaeT BCeraa TakuM Xe, Kak Ha TeKyLeM akTUBHOM WHTepdeiice. MAC-aapeca Ha pe3epBHbIX MHTEpdencax He uameHstotca. MAC-aapec Ha
60oHA-MHTepdelice MeHaeTcA BO BpemA 06padoTku oTkasa.
o follow: MAC-azpec Ha 6oHA-UHTepdelice ByaeT TakvM Xe, Kak Ha NepsoM UHTepdelice, Ao6aBneHHOM B 06beAnHeHe. Ha BTopom 1 nocneaytolem uHTepdelice a1ot MAC He
ycTaHaBnMBaeTCA, Noka OHU B pe3epBHOM pexume. MAC-aapec nponuckiBaeTca BO Bpemsa 06padoTki 0TKasa, Koraa pe3epBHbId MHTEPdEC CTAaHOBUTCA aKTUBHBLIM, OH NPUHAMAET
HOBbI MAC (TOT, uTo Ha GoHA-MHTEPdEliCE), @ CTapoMy aKTUBHOMY WHTEpdeiicy nponuckiBaeTcA MAC, KOTOPbIN Bbin Ha TEKYLLEM aKTUBHOM.
« xmit-hash: onpeaeneHue xaLw-NOMTUKMA NEpeaayn NakeToB Yepe3 0GbEeANHEHHbIE MHTepdelickl B pexume XOR unu IEEE 802.3ad. BoamMoxHble 3HaueH!A:
o 12: ucnonbayet Tonbko MAC-aapeca ana reHepayuu xawa. Mpu 3Tom anroputme TpaduK AnA KOHKPETHOrO CETEBOrO XOCTa OyAeT OTNPaBNATLCA BCErAa Yepes OAUH U TOT xe
uHTEpdeic. Anroputm cosmecTum ¢ IEEE 802.3ad.
o 12-3: ucnonesyet kak MAC-aapeca, Tak 1 IP-aapeca ana reHepaumu xawa. Anroputv cosvectum ¢ IEEE 802.3ad.
o 13-4: ucnoneaytotca IP-aapeca v npoTokonel TpaHcnopTHoro ypoeHa (TCP unu UDP) ana reHepauuu xawa. Anroputm He Bceraa cosmectum ¢ IEEE 802.3ad, Tak kak B npeaenax
OAHOro U TOro Xe TCP- unun UDP-BSBMMOHGHCTBMH MOryT nepeaaBaTbCA Kak q)paI'MeHTMpDBaHHbIe, Tak Heq)pal'MeHTMpOBaHHble naketsl. Bo (Dpal'MeHTMpOBaHHbIX naketax nopt
MCTOYHMKA M NOPT Ha3HaYeHUA OTCYTCTBYIOT. B pesynbTaTe B pamMkax 04HOM CECCMM NaKeTbl MOryT AOWTM A0 NONyYaTena He B TOM NOPAAKE, TaK Kak OTNPaBNAOTCA Yepes pasHble
MHTepdeichl.
« interface: uHtepdeiickl, koTopbie 6yayT 06beanHeHbI B GOHA.
Pexum HasHauenua IP-aapeca:
« dhcp: nonyyenune amHamuyeckoro IP-aapeca no DHCP.
iface-mode
« manual: 6e3 anpeca.
CTaTuyeckuit PeXum ycTaHaBnuMBaeTCA aBTOMATUYECKM NpU Ha3Ha4YeHUn MHTepq}eﬁCy |P-a£lpeCa.
Tun cosnaeaemoro uHTepgenca:
iface-type « I3 — Layer 3 uHtepdeiic.
« mirror — uHTepdeiic 3epkanupoBaHna TpaduKa.
HasHauenue uHtepdeiicy IP-aapeca.
ip- Anpec 3anaéren B cneaytowem uae: [ <ip_address/masks ] unu [ <ip_address/mask> <ip_address/mask> ], ecnv Heo6xoanMMo HasHau1Tb HeCKonbKo |P-aapecos (aapeca nepeuncnstoTea

addresses |[uepes npo6en); Macka noaceTH 3afaéTcA B AECATUYHOM BUAE.

BamHo! KsaapaTtHble cKOOKK 00A3aTeNbHO N0MKHBI ObiTb OTAENEHb! Npobenamu ¢ 06enx CTOpPOH.

mac MAC-aapec uHTepdeiica.
mtu YkasaHue pasmep MTU.
mss Ykasanue pasmepa MSS (aoctynHo B Bepcuu MO 7.3.0 1 Bbilwe): 0, unu oT 4 10 BBEAEHHOTO 3HaveHna MTU munyc 40.

O6HoBnEeHwe cyliecTayloliero 6oHA-MHTepdelica:

Admin@nodename# set network interface bond <bond-name>

MapameTpbl, AOCTYMHbIE ANA 0GHOBEHMA, aHaNOMMYHbI NapaMeTpam cosaaHus GoHA-MHTEpdeEiic, kpome interface-name, node-name (M3MEHeHNE 3HAUYEHMIH ATUX NAPAMETPOB HEAOCTYMHO).
KomaHaa yaanenusa 6oHa-uHTEepdEeica unm ero napaMmeTpos:

Admin@nodename# delete network interface bond <bond-name>

MapameTpbl, A0CTYMHbIE ANA yAaneHns:



MNapameTtp OnucaHue

ip-addresses 3anaHHbIit IP-aapec.

dhcp-relay server-address|(IP-aapec cepsepa DHCP.

bonding interface WHTepdeichl, 00beanHEHHbIE B BOHA.

Yr06b1 0TO6pasnTb MHdOpMaLMio 0 Bcex GoHA-MHTepdelicax:
Admin@nodename# show network interface bond
1nu 06 onpenenéHHoM uHTepdence:

Admin@nodename# show network interface bond <bond-name>




Llinto3bl
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Version: 7.x

JlaHHbI pasaen HaxoauTcA Ha yposHe hetwork gateway.

J:lJ'I‘Fl [A06aBneHun HOBOrO LUM03a ucnonb3yeTcA KomaHaa:

Admin@nodename# create network gateway

JloctynHele napameTpsl:

MNapameTtp

Onucanue

BrtoueHne/oTKIIoUeHHe LWnto3a:

enabled . on.
« off.
name Hassaue Lwiosa.

description

Onucanue Wwntosa.

WHTepdeiic, ncnonbayroLminca ana Beixoaa B UHTepHeT:

interface « BbiBop KoHKpeTHoro nopra (port0, port1, port2 uta.);
« auto — nocne BbiGOpa 3TOr0 NapamMeTpa NopT ONPeaesIUTCA aBTOMATUYECKM.
ip |P-anpec wnio3a.
d BeiBop y3na knacTepa, AnA KOTOPOro HacTpauBaeTCA LHO3.
weight Bec Lwnto3a (Yem Gonblue Bec, Tem Bonbluas Aona Tpaduka MAET Yepes Lto3).
Pesxum 6anaHcMpoBKY - BECb TPadHK B UHTEPHET ByAeT pacnpeaeneH Mexay Lo3amu B COOTBETCTBUU C yKa3aHHEIMU BECaMM:
balancing « on.
« off.
Mcnonb3osaHue AaHHOMO W03 B KAYEeCTBe L3a N0 YMONUaHuio:
default « on.
« off.

OBHOBNEHWE NapameTpos LWn3a:

Admin@nodename# set network gateway <gateway-name>

CrM1COK NapameTpoB, AOCTYMHbIX A/ UBMEHEHHS, aHANOTMUYEH CTIUCKY, AOCTYMHOMY MPY CO3AAHWM LLITIO3a.

Komanaa ana yAaneHua wnitosa:

Admin@nodename# delete network gateway <gateway-name>

Y1066 0TOBPA3NUTL MHGOPMALMIO O BCEX LU03aX:

Admin@nodename# show network gateway

unu o6 OI'IPEIJeﬂéHHDM wnose:

Admin@nodename# show network gateway <gateway-name>




HacTpoika mapwpyTusayuu

Documentation: ¥
Product: SIEM
Version: 7.x
Technology: Routing

B naxHoOM pasziene onucaHa HacTpoiika MapLUpyTHU3aLmMm C UCNONb30BaHNEM HHTepdelica KOMaHAHOM CTPOKM. HacTpoiika npoussoanTca Ha yposHe network routes.
ﬂ]‘lﬂ ﬂOﬁaBneHMﬂ HOBOro CTaTM4eCKoro MapLipyTta ucnonb3yeTca KomaHaa:
Admin@nodenamet# create network routes <parameters>

JHanee YKasbIBaKOTCA NapamMeTpbl:

MapameTp OnucaHune

BritoueHNe/oTKIOYEHWe UCMONb30BaHUA CTAaTUYECKOTO mapuupyra:

enabled . on.
« off.
name Wma mapupyTa.

description ||Onucanve mapuupyTa.

node-name ||Bbi6op y3na knacTepa A HACTPORKM MapLUPYTU3aLMK.

Tun MapLupyTa:

« unicast — ctaHaapTHeIA TMN MapLupyTa. MepeckinaeT TpaduKk, aapecoBaHHbIN Ha anpeca HazHaueHUa, Yepes 3aaHHbI L3,
type « unreachable — Tpaduk oT6pacsiBaeTca. Mctournky otnpasnaetca ICMP coobuexune host unreachable (type 3 code 1).
« prohibit — Tpaduk ot6pacsiBaetca. UctouHuky otnpasnsetca ICMP coobLuenue host unreachable (type 3 code 13).

« blackhole — Tpaduk ot6packiBaeTtca (TepAeTca), He cooBLIanA UCTOYHMKY O TOM, YTO AaHHbIE HE AOCTUIMM azapecata.

ip||{IP-anpec noaceT HasHaueHuA; yKasbiBaeTcA B popmarte <ip/mask>.

gateway IP-azpec wnio3a, yepes KOTOPbIA GyAET AOCTYNHA yKasaHHAA NoACeTb; aTOT IP-aapec A0MKeH ObiTb JOCTYMEH C YCTPOMCTBA.
interface UHTepdeic, yepes KoTopblit GyaeT AobasneH MapLupyT.
metric MeTpMKa mMapuwpyTa. Ecnun MapLpyToB B aHHYHO Ce€Tb HECKO/IbKO: YEM MEHbLUE MEeTpUKa, TeM 6onee NPUOPUTETEH MapLLPYT.

Mpumep AoBaBneHUA CTaTMYECKOro MapLIpyTa:

Admin@nodename# create network routes name test_route description "Test static route" destination-ip 192.168.200.0/2
4 gateway 192.168.100.100 interface port1 type unicast metric 1 enabled on
Admin@nodename#

Admin@nodename# show network routes test_route

name : test_route
description : Test static route
enabled ion

node-name : testnode1
interface : port1

type : unicast
destination-ip  : 192.168.200.0/24
gateway :192.168.100.100
metric 1

YT06bI U3MEHUTL NapameTpbl CO3AaHHOTO PaHee CTAaTUYECKOro MapLUpYTa, UCMoNb3yiTe KoMaHAy:
Admin@nodename# set network routes <route-name>

MapameTpsbl, AOCTYMHbIE ANA U3MEHEHUA, MPEACTaBNeHb! B Tabnuue BbilLe.

McnonbayiiTe cneayroLLyto KOMaHAy ANf yAaneHuA CTaTUYecKoro MapLupyTa:

Admin@nodename# delete network routes <route-name>

Mpumvep yaaneHua CTaTMYecKoro MapLupyTa:

Admin@nodename# delete network routes test_route

JInA oTOBpaxeHns CTaTUUYECKUX MapLLPYTOB:

Admin@nodename# show network routes



DNS-HacTpoiku

Documentation: ¥
Product: SIEM
Version: 7.x

HacTtpoiika cuctemHbix cepsepos DNS npoussoantca Ha yposHe network dns system-dns-servers.

JnA nobaenexun HoBbix DNS-cepBepoB Ui 0OHOBNEHNA CYLLECTBYIOLLIETO CMUCKA UCMONB3YIOTCA CNeAyHoLne KOMaHIbI:
Admin@nodename# set network dns system-dns-servers ip [ <ip> <ip> ... ]

Jina ynanenua Bcero cnucka aapecos cepsepos DNS:

Admin@nodename# delete network dns system-dns-servers

ﬂﬂﬂ yaaneHusa OnpeﬁleﬂéHHbIX cepBepoB:

Admin@nodename# delete network dns system-dns-servers ip [ <ip> <ip> ... ]

Jina oToBGpaxeHus cnucka cuctemHbix DNS-cepBepoB Ucnonb3yeTcs KomaHaa:

Admin@nodename# show network dns



HacTpoika 6ubnuotek



HacTpoika 6uénunotek (OnucaHue)

Documentation: ¥
Product: SIEM
Version: 7.x

Hactpoyiika IP-anpecos

JanHb pasaen HaxoauTca Ha yposHe libraries ip-list.

ﬂ]’lﬂ co34aHuA rpynnbl |P-a£lpeCOB ucnonb3yeTcA crneayowan komaHaa:

Admin@nodenamet# create libraries ip-list <parameters>

Janee He06XOANMO 3azaTh CrieAytoLMe napameTpbl:

Mapametp Onucanue
name HassaHue cnucka anpecos.
description OnucaHue cnucka.
YpoBeHb yrposbl:
« very-low — oueHb HM3KWIA yPOBEHb Yrpo3bl.
« low — HU3KMI1 ypOBEHb YrpO3bI.
threat-lvl
« medium — cpeaHuii ypoBeHb yrposbl.
« high — BbicoKuit ypoBeHb yrposbl.
« very-high — BbICOKHWIA ypOBEHb Yrpo3bl.
Tun cnucka:
« local — noxanbHblit.
«» updatable — ecnu cnucok ABNAeTCA 0O6HOBNAEMbIM, TO HEOGXOANUMO yKasaTb aApeC, C KOTOPOro 3arpyXatotcA o6HoBneHuaA ( url). MeproanYHOCTL 0BHOBNEHNA CNUCKA yKa3biBAETCA
napametpom shedule B popmarte crontab.
Crontab-dopmart: (MuHyThI: 0-59) (uackl: 0-23) (aHK Mecaua: 1-31) (Mecau: 1-12) (aeHb Heaenu: 0-6; 0 — BC). Kaxaoe 13 none MOXeT ObiTb 3aiaHO CREAYHOLMM 06pa3om:
type
» 3Besnouka (*) — o6o3HayaeT BeCb AnanasoH (OT NEPBOrO 10 MOCNEAHErO).
» Jleduc (-) — obosHauaeT AanasoH uucen. Hanpumep, "5-7" ynet osHavyatb 5,6 v 7.
« Cnucku. 310 uncna (Mnu AnanasoHbl), pasaerneHHble sanaTeiMd. Hanpumep, "1,5,10,11" unun "1-11,19-23".
« 3BE3404YKa UMK AnanasoH c warom. Mcnonbayertca AnA NPONyCcKoB B AWanasoHax. LLlar ykasbiBaeTtcs nocrne Kocoit yepTbl. Hanpumep, "2-10/2" 6yaeT sHauuTh "2,4,6,8,10", a BoipaxeH1e
"*/2" B none "uackl" GyaeT o3HauaTh "Kaxable ABa yaca'.
lists BuiGop cyujecTsytowux |P-nucToB ana Ao6aBneHun B CO3AABAEMbIA JTACT.
ips IP-anpeca unu ananasoH IP-aapecos, kOTopble HEOBXOAMMO BKIIOUYUTL B CMIUCOK. YKasbiBaeTcA B popmare: <ip>, <ip/mask> unu <ip_range_start-ip_range_end>.
JlomKeH nn UCNoNb30BaTLCA AaHHbIM CIUCOK B MOUCKOBLIX 3anpocax:
use-in-search- )
. . on;
queries
« off.

Ana peaakTupoBaHUA cnucka (CI'IMCOK napameTpoB, AOCTYMNHbIX ANA 06HOBﬂeHWF|, aHanoruv4yeH crnucky napameTpoB KOMaHAbl CO34aHUA CHMCKB)Z

Admin@nodename# set libraries ip-list <ip-list-name> <parameters>

Yro6bl 106aBUTH B CMIUCOK HOBbIE azpeca:

Admin@nodename# set libraries ip-list <ip-list-name> [ <ip1> <ip2> ... ]

Cﬂeﬂy}OU.lMe KOMaHZbl UCNONb3YHTCA ANA yAaneHuA BCcero Cnucka aapecos Miun |P-aﬂpeCOB, coaepxawmxca B HéM:

Admin@nodename# delete libraries ip-list <ip-list-name>
Admin@nodename# delete libraries ip-list <ip-list-name> ips [ <ip1> <ip2>... ]

KomaHaa oTobpaxeHna MHPOpMALMM O BCEX MMEIOLLIMXCA CMIUCKaX:

Admin@nodename# show libraries ip-list

Yrobbl 0T0BpasmnTb MHdOpMALMIO 06 OnpeaenéHHOM CrIUCKE, HEOBXOANMO yKasaTb HasBaHWe MHTEpeCytoLero cnucka |P-aapecos:

Admin@nodename# show libraries ip-list <ip-list-name>

Tarke 10CTyneH NPoCMOTP CoAePXMMOro cnucka IP-anpecos:

Admin@nodename# show libraries ip-list <ip-list-name> items

Hactpoiika useragent 6paysepos

JaHHbI pasnen HaxoauTca Ha yposHe libraries useragents.

[Inf cosaanmA crncka useragent 6pay3epoB MCNOMb3yeTCA CReAyloLLan KoMaHAa:

Admin@nodename# create libraries useragents <parameters>

Janee He06X0ANUMO 3aaTh CreAyHOLME NapameTpbl:

Mapametp

Onucanue

name

HasBaHue cnucka.

description

Onucanue cnucka.




Onucanue

MapameTp
patterns CTpoka onucanus useragent. McuepnbiBaloLLMii CIMCOK CTPOK aseragent NpeAcTaBeH Ha 3ToM pecypce:  http:/www.useragentstring.com/pages/useragentstring.php.
Tun cnucka:
« local — nokanbHbli.
«» updatable — ecnu cnucok ABnAETCA 0OGHOBNAEMBIM, TO HEOBXOAMMO yKasaTb aApec, C KOTOPOro 3arpyxatotca o6HoBneHuaA ( url). MeproanyHOCTb 0OHOBNEHNA CIUCKA yKa3biBAETCA
napametpom shedule B popmarte crontab.
Crontab-¢popmar: (MuHyThI: 0-59) (4ackl: 0-23) (aHn mecaua: 1-31) (Mecay: 1-12) (aeHb Heaenw: 0-6; 0 — Bc). Kaxaoe 13 nomne MOXeT BbiTb 3a4aH0 CrieAytoLUM 06pasoMm:
type

3BesgouKa (*) — 0603HauaeT BeCb AManasoH (0T NEPBOro A0 NOCNEAHErO).

JNeduc (-) — obosHauaeT AnanasoH uucen. Hanpumep, "5-7" 6ynet osHauatb 5,6 1 7.

Cnucku. 310 yncna (Mnu AnanasoHbl), pasaeneHHsle 3anAateiMu. Hanpumep, "1,5,10,11" unm "1-11,19-23".

3Be304Ka MK AnanasoH ¢ warom. Mcnonb3yeTca AnA NponyckoB B AvanasoHax. LLar ykasbiBaeTca nocne Kocoit 4epthl. Hanpumep, "2-10/2" 6yneT sHaunts "2,4,6,8,10", a BbipaxeHue
"*/2" B none "uackl" 6yAeT 03HauaTh "Kax/ble ABa yaca'.

use-in-search-
queries

ﬂOJ'I)KeH 1M UCMONb30BaTLCA AaHHbIA CMIMCOK B MOMCKOBbIX 3anpocax:
. on;

« off.

HJ'IFI peAaakTMpoBaHuA CnucKa (CI'IHCOK napameTpoB, AOCTYNHbIX ANA OGHOBﬂeHMﬂ, aHanorn4yeH CnUCKy napameTpoB KOMaHAbl CO3AaHUA CI'IMCKa)Z

Admin@nodename# set libraries useragents <list-name> <parameters>

Cneﬂyrou.me KOMaH/bl UCMONb3YOTCA ANA yAaneHua BCero CnucKa Min oTaesbHbIX useragent U3 cnucka no ux natrepHam:

Admin@nodename# delete libraries useragents <list-name>
Admin@nodename# delete libraries useragents <list-name> <patterns>

Komanaa OToépa)KeHWFl MHdOPMAaLMK O BCEX UMEIOLLIMXCA CUCKax:

Admin@nodename# show libraries useragents

Y106kl 0TOOPA3UTL MHPOPMALMIO 06 ONPeAenEHHOM CrCKe, HEOOX0ANMO YKa3aTb Ha3BaHUe UHTEPECYIOLLEro CrucKa:

Admin@nodename# show libraries useragents <list-name>

Tawke JNOCTYNeH NPOCMOTP COAEPKMMOro KOHKPETHOro CNucKa useragents:

Admin@nodename# show libraries useragents <list-name> patterns

HachOﬁKa TUNOB KOHTEHTa

JanHbi pasaen HaxoauTca Ha yposHe libraries content-types.

ﬂﬂﬂ CO34aHUA CNUCKa TUNOB KOHTEHTa UCNOoMb3yeTCcA cneayrowan KomaHaa:

Admin@nodenamet# create libraries content-types <parameters>

Janee He06XOANMO 3aAaTh CrieAytOLME NapameTpbl:

Mapametp Onucanue
name HassaHue cnucka.
description Onucanue cnucka.
mime JaHHble B popmate MIME. PasnuuHble TUNbl KOHTEHTA W MX OnucaHWe A0CTYNHbI Mo cobinke https://www.iana.org/assignments/media-types/media-types.xhtml.
'Tun cnucka:
« local — nokanbHsli.
« updatable — ecnu cnucok ABNAETCA 0GHOBNAEMBIM, TO HEOOXOANUMO yKasaTb apec, C KOTOPOro 3arpyxaroTca 06HoBMeHUA ( url). MlepuoanYHOCTL OBHOBNEHNA CNCKa yKasbiBaeTCA
napameTpom shedule B popmare crontab.
Crontab-dopmart: (MuHyThI: 0-59) (vackl: 0-23) (aHn Mecaua: 1-31) (Mecau: 1-12) (aeHb Heaenu: 0-6; 0 — BC). Kaxzoe U3 none MoXeT ObiTb 3asaHo Cneayrowmum o6pasom:
type

3Besnouka (*) — obo3HauaeT BeCb AManasoH (OT NepBoro A0 NocneaHero).

JLleduc (-) — o6o3HauaeT aAnanasoH unucen. Hanpumep, "5-7" 6yaet o3Hauatb 5,6 1 7.

Cnucku. 310 uncna (Mnu AuanasoHbl), pasaeneHHble 3anateiMu. Hanpumep, "1,5,10,11" unm "1-11,19-23".

3BesaouKa MM AnanasoH ¢ Lwarom. McnonbayeTtca AN NponyckoB B AuanasoHax. LLlar ykasbiBaeTcA nocne kocoi uyepTsl. Hanpumep, "2-10/2" 6ynet sHaunTs "2,4,6,8,10", a BbipaxeHue
"*/2" B none "uackl" GyAeT 03HauaTh "Kaxable ABa yaca'.

use-in-search-
queries

,[l,onmeH 1M UCNONb30BaTLCA AAHHbLIA CMIUCOK B MOUCKOBbIX 3anpocax:
. on;

- off.

JinAa penakTMpoBaHUA crucka (CNMCOK NapaMeTpoB, AOCTYMHbIX ANA 0OHOBNEHWA, aHANOTMUEH CNUCKY NapamMeTpoB KOMaH/bl CO3aHUA CMCKa):

Admin@nodename# set libraries content-types <list-name> <parameters>

Cﬂeﬂy}OU.lMe KOMaHZbl UCNONb3YHTCA ANA yAaneHuAa BCcero Cnucka Unun otaenbHbIX TUMOB KOHTEHTa, coaepXalluxcqa B HéM:

Admin@nodename# delete libraries content-types <list-name>
Admin@nodename# delete libraries content-types <list-name> mime [ <mime1> <mime2>... ]

KomaHaa oTobpaxeHua MHPOpMALUM O BCEX MMEIOLLIMXCA CMIUCKaX:

Admin@nodename# show libraries content-types

Yro6bl 0T0BpasnTb MHGOPMALMIO 06 OMpeaenéHHOM CMUCKE, HEOBXOANMO yKasaTb HasBaHUe MHTEPECYIOLLEro CUCKa:

Admin@nodename# show libraries content-types <list-name>

Takxe A0CTyNeH NPOCMOTP COASPKMMOTO CTIMCKA TUMOB KOHTEHTA:



http://www.useragentstring.com/pages/useragentstring.php
https://www.iana.org/assignments/media-types/media-types.xhtml

Admin@nodename# show libraries content-types <list-name> mime

HacTtpouka cnuckos URL

JlaHHbI pasnen Haxoautca Ha yposHe libraries url-list.

Jna cospanua cnucka URL-anpecoB ucnonbayeTca crieaytolan KoMaHaa:
Admin@nodenamet create libraries url-list <parameters>

Jlanee He0BX0AMMO 3aAaTh CrieaytoLue napameTphb:

Mapametp Onucaxune
name HassaHue cnucka.
description OnucaHue cnucka.

UyBCTBMTENLHOCTL K PErucTpy B HanucaHnn aapeca URL:

« sensitive — 4yBCTBUTENLHO K perucTpy Gyks B aapece.
case-sensitivity
- insensitive — HeuyBCTBUTENBHO K perucTpy GyKkB B aapece.

« domain — cn1cok aapecos AOMEHOB.

urls URL, KoTopble He0BX0AUMO A0OaBUTL B CMIMCOK.

'Tun cnucka:

« local — nokanbHbli.

napameTpom shedule B popmare crontab.

type

"*/2" B none "yacsl" OyaeT 03HauaTh "Kaxable ABa yaca".

3Besnouka (*) — o6o3HauaeT BeCb AManasoH (OT NepBoro A0 NocneAHero).

« updatable — ecnu cnucok ABNAETCA 0BGHOBNAEMBIM, TO HEOOXOANUMO yKasaTb apec, C KOTOPOro 3arpyxaroTcA o6HoBMeHUA ( url). MlepuoanYHOCTL OBHOBNEHNA CNCKa yKasbiBaeTCs
Crontab-popmart: (MuHyTsI: 0-59) (4ackl: 0-23) (aHn mecaua: 1-31) (mecay: 1-12) (aeHb Heaenw: 0-6; 0 — Bc). Kaxaoe 13 none MOXeT ObiTb 3a4aHO CreAyoLLUM 06pasom:
JLledpuc (-) — o6o3HauaeT ananasoH uncen. Hanpumep, "5-7" 6yaet o3Hauatb 5,6 1 7.

Cnucku. JT10 uncna (Mnu AuanasoHbl), pasaeneHHble 3anateiMu. Hanpumep, "1,5,10,11" unm "1-11,19-23".

3Be3aouKa MM AnanasoH ¢ Lwarom. McnonbayeTca AN NponyckoB B AuanasoHax. LLlar ykasbiBaeTcA nocne kocoi uyepTsl. Hanpumep, "2-10/2" 6ynet sHaunts "2,4,6,8,10", a BbpaxeHue

JI0fDKEH N MCNONb30BaTLCA AaHHBIA CUCOK B NOUCKOBbIX 3anpocax:

use-in-search-

- on;
queries :

« off.

JinA penakTMpoBaHUA crucka (CNMCOK NapaMeTpoB, AOCTYMHbIX ANA 0OHOBNEHWA, aHANOTMUEH CNUCKY NapamMeTpoB KOMaH/bl CO3AaHUA CMCKa):

Admin@nodename# set libraries url-list <list-name> <parameters>

CJ'Ie,ClyPOLLlMe KOMaHZbl UCNONb3YHTCA ANA yAaneHuA BCero Cnucka unu otaenbHbIX URL-aﬂpeCOB, coAaepxaiymxca B HéM:

Admin@nodename# delete libraries url-list <list-name>
Admin@nodename# delete libraries url-list <list-name> urls [ <url1> <url2>... ]

KomaHaa oTobpaxeHua MHPOpMALUM O BCEX MMEIOLLIMXCA CMIUCKaX:

Admin@nodename# show libraries url-list

Yrobbl 0T0BpasnTb MHGOPMALMIO 06 OMpeaenéHHOM CMUCKE, HEOBXOANMO yKasaTb HasBaHUe MHTEPECYIOLLEro CiUCKa:

Admin@nodename# show libraries url-list <list-name>
Tarke A0CTYNeH NpocMoTp coaepxumoro cnucka URL-aapecos:

Admin@nodename# show libraries url-list <list-name> urls

HacTtpoiika noutoBbix agpecos

Pasaen HaxoauTca Ha yposHe libraries email-list.

YUro6bl 106aBMTL HOBYIO FPYNNY NOUTOBLIX aAPECOB UCMONb3YETCA CreAytoLlan KomaHaa:

Admin@nodename#& create libraries email-list <parameter>

Janee YKa3blBatOTCA NapamMeTpbl:

Mapametp

Onucanune

name HassaHnve rpynnel NO4YTOBLIX aApPecos.

description||Onu1carue rpynnbl NOYTOBLIX aAPECOB.




NapameTtp

Onwucanune

type

Tun cnucka:
« local — nokanbHsli.

« updatable — ecnu cnucok ABNAETCA 0GHOBNAEMBIM, TO HEOBXOANUMO yKasaTb apec, C KOTOPOro 3arpyxaroTca o6HoBeHA ( url). MleproanYHOCTL OOHOBNEHNA CMIMCKA yKa3biBaeTCs
napameTpom shedule B popmare crontab.

Crontab-dopmart: (MuHyTbI: 0-59) (yackl: 0-23) (aHu mMecaua: 1-31) (Mecau: 1-12) (aeHb Heaenu: 0-6; 0 — BC). Kaxaoe 13 none MoxeT ObiTb 3aaHO CneayroLmum o6pasom:
« 3Besnouka (*) — o6o3HauaeT Becb AManasoH (OT NEPBOro A0 NOCEAHEro).
« Jeduc (-) — o6osHauaeT auanasoH uucen. Hanpumep, "5-7" Oyaet o3Hauatb 5,6 1 7.
« Cnucku. O10 uncna (Mnu avanasoHbl), pasaeneHHsle 3anatoiMy. Hanpumep, “1,5,10,11" unmn "1-11,19-23".

« 3Be3a04Ka UM AnanasoH C Lwarom. McnonbayeTca AnA NponyckoB B AuanasoHax. Llar ykassiBaeTcA nocne kocoi uyepTsl. Hanpumep, "2-10/2" 6yaet sHaunts "2,4,6,8,10", a BbipaxeHue "*/2" B
none "yackl" GyAeT 03HauaTh "Kaxable ABa yaca'.

emails

MouToBble anpeca, KOTopble HeOOX0AMMO A06aBUTL B AaHHYIO rpynny.

KOMaHLla, npeAHasHavyeHHanA AnA peAakTMpoBaHuA MHqDOpMaI.lMM 0 rpynne no4yToBbIX aapecos:

Admin@nodename# set libraries email-list <email-list-name> <parameter>

MapameTpbl, 10CTYNHbIe ANA 0GHOBNEHUA, aHANOMMYHBI NapamMeTpam, AOCTYMHBIM NPU CO31aHWM FPYNMbl NOYTOBLIX aAPECOB.

Ana yAaneHua rpynnbl v NoYToBbIX aapecos U3 Heé MUCNonb3ytoTcA crneayoLme KoMmaHabl:

Admin@nodename# delete libraries email-list <email-list-name>
Admin@nodename# delete libraries email-list <email-list-name> emails [ <email> ... ]

Cne/JyK)que KOMaH/bl UCMNOMb3YTCA ANA NPOCMOTPa MHPOPMaLUK 0 BCeX CO3AaHHbIX rpynnax, 06 Oﬂpeﬂe]’léHHle rpynnax unu ana npocMoTpa novYToBbIX aapecos, BXOAALMUX B rpynny:

Admin@nodename# show libraries email-list
Admin@nodename# show libraries email-list <email-list-name>
Admin@nodename# show libraries email-list <email-list-name> emails

HacTtpoika HomepoB TenedoHoOB

Hactpoiika pasaena Homepa tenedpoHoB nponssoantcs Ha ypoHe libraries phone-list.

JinA cosaaHnA rpynmbl TeneoHHbIX HOMEPOB:

Admin@nodename# create libraries phone-list <parameter>

[Janee HeO6X0ANMO yKasaTb CrieaytoLne AaHHbIE:

Mapametp

Onucanune

name

HasBsaHue rpynnbl TeNedoHHbLIX HOMEPOB.

description

Onucanue rpynnbl TenedOHHbIX HOMEPOB.

type

Tun cnucka:
« local — nokaneHbli.

« updatable — ecnu cnucok ABNAETCA 0BHOBAAEMBIM, TO HEOBXOAMMO yKasaTb aapec, C KOTOPOro 3arpyxatotcA o6HoBneHus ( url). MepMoaNYHOCTL OOHOBNEHNA CMUCKA YKa3biBAETCA
napameTpom shedule B popmare crontab.

Crontab-popmar: (MuHyTbI: 0-59) (Yacsl: 0-23) (aHn mecaya: 1-31) (mecay: 1-12) (aeHb Heaenu: 0-6; 0 — Bc). Kaxaoe 13 none MOXeT ObiTb 3a4aHO CrEAYOLLUM 00pasoM:
« 3Besnouka (*) — obo3HauaeT BeCb AManasoH (0T NepPBOro 210 NOCeAHErD).
« [Jeduc (-) — o6osHauaeT auanasoH uucen. Hanpumep, "5-7" Oyaet osHauatb 5,6 1 7.
« Cnmcku. 310 wnCna (Mnu AnanasoHsbl), pasaeneHHsle sanaTeiMu. Hanpumep, "1,5,10,11" unn "1-11,19-23".

« 3Besnouka unu AvanasoH ¢ Wwarom. Mcnonb3yeTtca AnA Npomnyckos B AnanasoHax. LLlar ykassiBaeTca nocne kocoi YepTel. Hanpumep, "2-10/2" 6ynet sHauntsb "2,4,6,8,10", a BulpaxeHue /2" B
none "uackl" GyAeT 03HauaTh "Kaxable Asa yaca'.

phones

Homepa TenedoHoB, koTopble He06X0AMMO A06aBUTL B IaHHYHO rpynny.

JinA peaakTMpoBaHka HHpOPMaLUK O rpynne TenedOoHHbIX HOMEPOB UCMOMNb3YeTCA KOMaHAa:

Admin@nodename# set libraries phone-list <phone-list-name> <parameter>

MapameTpsl, AOCTYNHbIe ANA OGHOBNEHUA, NPeACTaBneHbl B Tabnuue BbilLe.

Ana yZaneHua rpynnbl UM HOMEepPOoB TenedoHOB U3 Heé MCNONb3yTCA Crieaytolne KomaHabl:

Admin@nodename# delete libraries phone-list <phone-list-name>
Admin@nodename# delete libraries phone-list <phone-list-name> phones [ <phone> ... |

Cneﬂyrou.me KOMaH/bl UCMONb3YOTCA AN1A NPoCMOoTpa MHPOPMAaLIMK O BCeX CO3AaHHbIX rpynnax:

Admin@nodename# show libraries phone-list

1nu 06 onpenenéHHbIX rpynnax TenedOoHHbIX HOMEPOB:

Admin@nodename# show libraries phone-list <phone-list-name>

ﬂ]’lﬂ npocMoTpa HOMEepPOoB, CoOAEepPXallnxXcaA B rpynne, UCNonb3yeTcA KomaHaa:

Admin@nodename# show libraries phone-list <phone-list-name> phones

HacTtpoiika komaHg

JaHHbln pasaen No3BOMAET co3aasaTh rpynnbl KOMaHA, NpeAHa3Ha4YeHHbIX ANA OTNPaBKK HA KOHHEKTOPbI.

J:l]'lﬂ CO34aHnA CNUCKa KOMaHAa UCNosb3yeTcA KomMaHaa:

Admin@nodenamet# create libraries commands-list name <command-list-name> type <local | updatable> commands new <command-string>

Ana peaakTupoBaH1A CO3AaHHOMO paHee CnucKa KoMaHA UCMosb3yeTcA KomaHaa:

Admin@nodename# set libraries commands-list <command-list-name> commands <command-string>




JInA NpocMOTpa CO3AaHHOO paHee CrMcka KOMaHA UCMOsb3yeTCA KoMaHAa:

Admin@nodename# show libraries commands-list <command-list-name>

[N yaaneHus co3naHHoro paHee Cucka KOMaHz Ui OTAESbHbIX KOMaHA U3 CMUCKa UCMOSb3YEeTCA KOMaHAA:
Admin@nodename# delete libraries commands-list <command-list-name>

Admin@nodename# delete libraries commands-list <command-list-name> commands <command-string>

Hactpoiika npo¢gpuner onoseweH1n

Mpogunu onoseLuernin SMTP (no email) ¥ SMPP (no SMS) HacTpawuBsatoTca Ha yposHe libraries notification-profiles.
Jina no6aeneHun HOBOro NPoduna onosetleHns SMTP:

Admin@nodename# create libraries notification-profiles smtp <parameter>

JHanee HeobxoauMo yKasaTtb:

MapameTp OnucaHue
name Hassatue npopuna.
description Onwucanve npodunsa.
host IP-aapec unu FQDN cepaepa SMTP, KoTopbiit GyAeT MCNOMb30BATLCA A/A OTChIIKMA MOYTOBbIX COOBLLEHNH.

Mopt TCP, ucnoneayemsiit cepsepom SMTP. O6biuHo AnA npoTokona SMTP ucnonbayetcs nopt 25, ana SMTP ¢ ucnonb3oBaHuem SSL — 465. YTOUHUTE AaHHOE 3HAYEHHE Y

ort
P aAMUHUCTPATOPa MOYTOBOTO CepBepa.
BapuaHTbl 630MacHOCTHM OTMPaBKM MOYThI; BOIMOXHbI BApUaHTbI:
« none.
security « starttls.
o ssl.
BritoueHne/0TKIO4eHWe aBTOpHU3aLIMM NPKY NOAKTIOYEHUM K cepBepy SMTP:
authentication e on.
« off.
login WmA yuéTHOM 3anucu ana noawtodenna k SMTP-cepsepy.
password Maponb yuéTHoi 3anucu anga noaktoueHna k SMTP-cepsepy.

[na cosnanua npoduna onosetlexua no SMS (SMPP):
Admin@nodenamet# create libraries notification-profiles smpp <parameter>

JHanee HeobxoaUMo yKasaTtb 3Ha4yeHuA cneayoLnx napameTpos:

Napametp OnucaHune
name HasBanue npoduna.
description Onucanue npodpuna.
host IP-aapec unu FQDN cepaepa SMPP, koTopblit ByAeT UCMoNb30BaThCA AMA OTChIIKM SMS.
port Mopt TCP, KoTopbIi UCMoNb3yeTcA ANA NoAKNoUYeHHUs K cepeepy SMPP. O6bluHo ana npoTokona SMPP ucnonb3yeTca nopT 2775; npu ucnonb3osaHuu SSL — 3550.

BrtoueHne/oTroueHHe Wndposarna SSL:

ssl . on.

» off.
login Mmva yuéTHol 3anucu ana noaknoyeHua Kk SMPP-cepsepy.
password Maponb yuéTHoi 3anucu ana noaxtoueHna k SMPP-cepsepy.

Mpasuna TpaHcnALMM TenedOoHHbIX HOMepOB. MpaBuna UCNoNL3YIOTCA ANA COOTBETCTBUA TpeBoBaHNUAM NpoBanaepa.

phone-transiation-rules Hanpumvep, ecnv HeoBXoaMMO 3aMEHUTbL BCE HOMEPA, HAUMHAIOLMECA Ha +7, Ha 8:

Admin@nodenamet# set libraries notification-profiles smpp <profile-name> phone-translation-rules + [ +78 ]

Tun Homepa (Type of Number) ans ucTouHuKa coobLUeHHs:

+ 0— Unknown (HeunsBecTHbIM).

1 — International (MexayHapoAHbIi).

2 — National (FocynapcTeeHHbIR).
source-ton

3 — Network Specific (CeTesoit CneuyuansHbli).

4 — Subscriber Number (Homep a6oHeHTa).

5 — Alphanumeric (An¢$as1THO-UMPPOBON).

6 — Abbreviated (CokpaLLéHHbI#).




MNapameTp Onucaxue
'Tun Homepa (Type of Number) ans aapecara:
¢ 0 — Unknown (Heu3BecTHbIi).
« 1— International (MexayHapoaHbIi).
« 2 — National (FocyaapcTBeHHbIN).
dest-ton
« 3 — Network Specific (CeteBoit CneuunanbHeii).
« 4 — Subscriber Number (Homep aboHeHTa).
« 5 — Alphanumeric (AngaBnTHO-UUPPOBONA).
« 6 — Abbreviated (CokpalL€HHBbIN).
MuankaTop cxembl npucsoeHna Homepos (Numbering Plan Indicator) ana uctounuka:
« 0— Unknown.
« 1— ISDN/telephone numbering plan (E.163/E.164).
« 3 — Data numbering plan (X.121).
» 4 — Telex numbering plan (F.69).
source-npi « 6 — Land Mobile (E.212).
» 8 — National numbering plan.
« 9 — Private numbering plan.
« 10 — ERMES numbering plan (ETSI DE/PS 3 01-3).
« 13— Internet (IP).
« 18 — WAP Client Id (to be defined by WAP Forum).
WHankaTop cxembl npucsoeHna Homepos (Numbering Plan Indicator) ana anpecara:
¢ 0— Unknown.
« 1— ISDN/telephone numbering plan (E.163/E.164).
« 3 — Data numbering plan (X.121).
+ 4 — Telex numbering plan (F.69).
dest-npi « 6 — Land Mobile (E.212).
« 8 — National numbering plan.
« 9 — Private numbering plan.
« 10 — ERMES numbering plan (ETSI DE/PS 3 01-3).
« 13— Internet (IP).
« 18 — WAP Client Id (to be defined by WAP Forum).

JinAa penakTMpoBaHuA NPodunA ONOBELLEHUA UCNONb3YeTCA KOMaHAA:

Admin@nodename# set libraries notification-profiles <smtp | smpp> <profile-name> <parameter>

Mapametpsl npodpunein SMTP u SMPP, gocTynHble AnA U3MEHEHWA, NPeACTaBNEHbl B COOTBETCTBYIOLMX Tabnuuax Bbilue.
Jina ynanenua npopuna:

Admin@nodename# delete libraries notification-profiles <smtp | smpp> <profile-name>

Tawke aAnA npodunei onosellernit SMPP focTynHO yaaneHua npasun TpaHCHALMK HOMEPOB:

Admin@nodename# delete libraries notification-profiles smpp <profile-name> phone-translation-rules [ phone1|phone2 ]
CnepayioLLe KoMaHabl NpeAHasHaueHsl Ans 0TOBPaXeHNA MHPOPMALIMM O BCEX UMEIOLLIMXCA MPOMUIIAX ONOBELLEHMIA:
Admin@nodename# show libraries notification-profiles

0 BCeX NPOPUNAX OAHOrO TUNa:

Admin@nodename# show libraries notification-profiles <smtp | smpp>

06 onpesenéHHoM Npoduse onoBeLLEeHNA:

Admin@nodenamet#show libraries notification-profiles <smtp | smpp> <profile-name>

HacTtpoiika kaTeropui cpabatbiBaHUA

OnemeHT 6ubnmnoTekn KaTeropun cpabaTbiBaHUi NO3BOMAET CO3AATL KATErOPUM, NO KOTOPLIM MOXHO rPYNNMPOBATH ONpeAeneHHbe CpadaTbiBaH1A NPaBM aHANMTUKK, MPUMEHAEMbIE K COBbITUAM. Bonee
NoAPOBHO O NpaBUnax aHanUTUKKM CMOTPUTE B pasaene AHanutuka. Mo ymMonuaHuio cosaatoTca KaTeropum:

« Availability — npaBuna aHanuTuku, onpeaenatoLmMe HUUAEHTbI, NPUBOAALLME K YXYALIEHUIO AOCTYMHOCTU MHPOPMALIMOHHBIX CUCTEM.
« Performance — npasuna aHanuT1K1, onpeaenatoLne UHLNAEHTbI, PUBOAALLNE K YXYALIEHUIO NPOU3BOAUTENBHOCTA MHPOPMALMOHHBIX CUCTEM.
. Security — npasuna aHanuTuku, onpeaenaowme UHUMAeHTbl, NPUBOAALLUNE K YXYALUEHUIO 6esonacHocTH MHq)DpMaL[MOHHbIX cucTem.

ﬂ]‘lﬂ cosaaHuA KaTeI'OpMﬁ CpaéaTblBaHMH u“cnonb3yeTcA KomaHaa:

Admin@nodenamet# create libraries alert-categories name <category-name> key <category-key>

ﬂ]‘lﬂ peAaaxkTupoBaHuAa KaTeI’OpMﬁ CpaéaTblBaHMﬂ ucnonb3yetcA KomaHaa:

Admin@nodename# set libraries alert-categories name <category-name> key <category-key>

JinA npocMoTpa co3aaHHbIX paHee KaTeropuit cpadaTtbiBaHUA UCNOSb3YeTCA KoMaHAa:

Admin@nodename# show libraries alert-categories name <category-name>

J:lJ'IFI yAaneHuA Co3AaHHbIX paHee KaTeI’OpMﬁ CpaﬁaTblBaHMﬂ “cnonb3yeTcA KomaHaa:

Admin@nodename# delete libraries alert-categories name <category-name>

HacTpoiika BHelWHUX cepBUCOB oboraLleHui


https://docs.usergate.com/obshie-svedeniya_1978.html

B naHHOM anemMeHTe BMGIMOTEKN NPeACTaBNeHbl PECYPChI, C NMOMOLLBIO KOTOPbIX MPOUCXOANT ONOHUTENbHBI CO0p MHPOPMALMK 06 yrposax. C AaHHBIX UCTOUHMKOB NPUXOAAT GpUAbI — CTPYKTYPUPOBaHHbIE
npoaHan13MpoBaHHble AaHHble 06 IP-aapecax 1 AoMeHax, ¢ KOTOPbIX MPOMCXOAMT PACnpPOCTPaHEHNE BPENOHOCHBIX GpaitnoB, X CAMMIbI U X3LUM; CIMCKM (PULLMHIOBbLIX CAilTOB, MOYTOBbLIE aApeca OTrpaBuUTenei
DULLMHIOBLIX NMCEM; aApeca, C KOTOPbIX MPOUCXOAUT CKaHUPOBaHMe CETeH C Lierblo 0BHapyXeHuA yassumocTed; IP-aapeca, ¢ KOTOpbIX MPOBOAATCA aTaku Tuna 6pyTdOopC; CUrHaTYpbl ANA 0GHAPYKEHUA
BPEAOHOCHOTO NporpaMmMHoro obecneyenun. Moapo6Hee 0 AOCTYMHBIX CepBUCax unTaiTe B pasaene BHelwHue cepeuckl oBoraulenuit PykoBoacTBa aamuHucTpatopa UserGate SIEM.

YT1006bI UCNONB30BaTHL CEPBUCHI 0OOraLLEHNA X HEOOXOAUMO BKITOUUTL. INA UCNONb30BaHUA HEKOTOPLIX CEPBUCOB 0BOraLleH1s HEOBXOAMMO NPOXOXAEHUE PErucTpaLmm U NpeaocTaBneHue Ktoya AocTyna.
JInA penakTMpOBaHWA CEPBMCOB 06OraLLeHNi UCMONb3yeTCA KOMaHAa:

Admin@nodename# set libraries enrichment-services <service-name>

JinA npocMoTpa cepBUCOB 00OoraLleHuit UCnonbayeTca KoManaa:

Admin@nodename# show libraries enrichment-services <service-name>

HacTpo#ka syslog-¢unbtpos

CoszaHue 1 HacTpomka syslog-dunbTpoB Npou3BoAnTcA Ha ypoBHe libraries syslog-filters.
Komanaa ana cosaanua syslog-duneTpa:

Admin@nodename# create libraries syslog-filters <parameter>

ﬂaﬂee npeAcTaBfeHbl NnapamMmeTpbl, KOTopble HeOéXOﬂMMO yKasatb:

Mapametp OnucaHue
name Hassanue ¢punbtpa.
description (OnucaHue punbTpa.

login-address Crpoka ans novcka IP-aapeca nonb3oeatens B syslog-cooOLeHuu.

login-event CTpoka Ang noucka cobbiTuA BXoAa NoMb3oBaTesna B Syslog-cooBLeHmnu.

Iogin-username CTpOKa ANA NOUCKa UMEeHU nonb3oBaTena B Syleg-COOﬁu.lEHMM.

logout-address ||CTpoka anA noucka IP-aapeca nonb3oBaTtesns B Syslog-cooOLweHnu.

logout-event CTpoka AnA noucka cobbITUA BbIX0AA NOMb30BATENS B Syslog-CooBLLEHMN.

logout-username|(CTpoka AnA noucka MMeHu Nonb3oBaTens B syslog-Coo6LLeHUH.

Cneaytowjan komaHaa npeaHasHadeHa ana peaakTMposaHna nHdopmaumm o syslog-punbTpe:
Admin@nodename# set libraries syslog-filters <filter-name> <parameter>

I'Iapamerpbl, AOCTynHble AnA 06HOBJ'IEHMH, aHanorvyHbel napameTpam, ykasblBaemblM nNpu co3aaHuun q)MJ'II:Tpa.
YT100bI 0TOOPa3UTL MHPOPMALMIO O Syslog-dunbTpax:

Admin@nodename# show libraries syslog-filters <filter-name>

Monb3oBaTens MOXET yAanuThb syslog-punbTp, MCNONb3yA CrIEAYIOLLYIO KOMaHAY:

Admin@nodename# delete libraries syslog-filters <filter-name>

Hactpoiika npunomeHui syslog

CosnaHue 1 HacTpoiika NpunoxeHni syslog npoussoaatca Ha yposHe libraries syslog-application.
Komanaa ans cozaaqusa npunoxexui syslog:

Admin@nodename# create libraries syslog-application <parameter>

Janee npeacTaeneHsl napamMeTpbl, KOTOPbIe HEOOX0AMMO yKasaTb:

MNapametp OnucaHue

name HassaHnve NPUNOXEHUA.

description||Onucanune npunoxeHus.

app-name |[HasBaHue NpunoxeHus, oTobpaxaemMoe B XKypHarnax.
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Jnga c6opa nHdOpMaLMK C pasnuyHbIX YCTPOICTB M nocneaytoLLero ee aHanusa UserGate SIEM ucnonbayet ceHcopsl. CeHcop — aTo coBmecTumMoe ¢ UserGate SIEM ycTpoiCTBO, KOTOPOE MOXeT nepeAasarts

onpenenexHble AaHHble Ha cepeep SIEM. CeHcopamu MoryT BeicTynats yctpoiictea UserGate NGFW, koHeuHble ycTpoiicTea UserGate Client, a Tawke ntoGble Apyrue ceTeBble YCTPOWCTBA, CNOCOGHbIE
nepenasatb AaHHbIe No npoTokony SNMP.

CeHcopbl UserGate

CeHcop UserGate noaxntouaeT 04HO yCTPOMCTBO TUNa MexceTeBoro akpaHa UserGate k UserGate SIEM. [ina noakntoyeHnn ceHcopa UserGate HeO6XOAMMO BLINOMHWTL CeaytoLLme waru:
1. Ha NGFW paspeLumnts cepsuctl Log Analyzer 1 SNMP B HacTpoiikax TpeGyemoii 30HbI:
Admin@ngfw-nodenamei set network zone <zone-name> enabled-services [ SNMP "Log Analyzer" ]
2. Ha NGFW nonyunTb TOKEH yCTporCTBA:

Admin@ngfw-nodename# show settings general log-analyzer

state : ready

logan-server  :127.0.0.1

logan-version :7.1.0.

device-version :7.1.0.

device-code : 9R4FCVET

3. B UserGate SIEM paspelunTs cepeuc Basa AaHHbIX JKYPHaNOB B CBOMCTBAX TpeByeMoit 30HbI:
Admin@nodename# set network zone <zone-name> enabled-services [ "Log Analyzer" |

4. Cospnartb ceHcop UserGate.

Jina cosnanua ceHcopa UserGate ucnonbayerca komaHaa:

Admin@ndefornaledo# create sensors ug-sensors <parameters>

Heobxoanmo A06aBUTL CeaytoLne napameTpsi:

MapameTtp Onucanune

enabled BrntouaeT unu BeIKtouaeT AaHHbIN ceHcop UserGate.

name HassaHnve ceHcopa UserGate.

description||Onu1oHanbHoe onucanue ceHcopa UserGate.

address IP-anpec yana UserGate, ana KOTOpOro co3aaeTca AaHHbIi CEHCop.

SIEM- IP-aapec cepsepa UserGate SIEM, koTopbiit ByseT ucnonb3osathea Ha yane UserGate, B KauecTBe HasHaueHWA AR OTChIKK XypHanoB. [nsa BeiGopa 0ToBpaxatoTca ToNbKO Te aapeca, Ha
address MHTepdeiicax 30H KOTopbIX paspeLleH cepeuc Log Analyzer.

device-

TOKEH, NONYYEHHbIH H; ! I{ 3
code OKEH, nosyyel a yane UserGate

Mocne cosaanua ceHcopa, y3en UserGate HauMHaeT oTcbinath AaHHble B UserGate SIEM.
Jnsa npocmoTpa ceHcopos UserGate ucnonbayeTca Komanaa:

Admin@nodename# show sensors ug-sensors

CeHcopbl SNMP

C nomoLybto ceHcopa SNMP aamuHucTpaTop MOXeT noakntounts SNMP-coBMeCTUMOe ceTeBoe yYCTPORCTBO K cepeepy UserGate SIEM ana c6opa u aHanuaa ero metpuk. UserGate SIEM moxeT oToGpaxars
ntoBble cueTumku, nonyyeHHble no SNMP ¢ nomolybto 3anpocos SNMP. [ins HacTpoiiku ceHcopa SNMP Heobxoanmo meTs 6asbl MIB (Management Information Base) Ha ynpaensemoe ycTpoicTso.

Jins HacTpoiku ceHcopa SNMP Heo6Xx04MMO BINOMHWTL CreayroLme waru:

1. 3arpysutb 6a3y MIB Toro ycTpoiictaa, KoTopoe TpebyeTtcs A00aBUTb ANA MOHUTOPHHTA.
2. Cospnartb ceHcop SNMP:

Admin@nodename# create sensors snmp-sensors <parameters>

Janee ykasatb CriefiyloLue napameTpsi::

HaumeHoBaHne OnucaHue
enabled BrrrouaeT unu BeIKtoYaeT AaHHbIi ceHcop SNMP.
name HassaHnue ceHcopa SNMP.
description OnuyroHanbHoe onucaHue cexcopa SNMP.
ip IP-anpec ceHcopa SNMP.
port Mopt ceHcopa SNMP. O6bIuHO AnA 3anpocoB AaHHbIX no npoTtokony SNMP ucnonbayetcs nopt TCP 161.
version YkasbiBaeT Bepcuto npotokona SNMP, koTopas 6yaeT Ucnonb3oBaTtbea B JaHHOM ceHcope. BoamoxHbl BapuaHTsl SNMP v2 ( 2) n SNMP v3 (3).

SNMP community — cTpoka ana naeHtudukauum cepsepa UserGate SIEM u ceTeBoro ycTtpoiictea ans Bepciin SNMP v2. Ucnonb3yiTe TONbKO NaTuHeKue Byksbl U LMdPbI.




HaumeHoBaHune

Onucanune

interval

WHTepBan B cekyHaax, yepes koTopslit cepeep UserGate SIEM 6yaeT nHMLMMpPOBaTH NONyYeHUe AaHHLIX C CETEBOrO YCTPOMCTBA.

username

Tonebko ana SNMP v3. Mvia nonb3osatena Ana ayTeHTUPUKALMM CETEBOM YCTPOUCTBE.

auth-type

BbiBop pexuma ayTeHTUPpHUKaLM1. Bo3MOXHbI BapuaHTbi:
» Bes ayteHTuduKauuu, 6e3 wudposaHus (none).
« C ayteHTuduKaymei, 6e3 wudposanus (no-encrypt).

« C ayteHTUdMKaLMei, ¢ dposaHuem (encrypt).

auth-alg

ANropuTM, MCMONb3y 7 AnA ayTeHTUdMKaL

+ md5;

« sha;

sha224;

sha256;

sha284;

sha512.

auth-password

Maponb, UCMONb3yeMmblit ANA ayTEHTUDUKALMUN.

encrypt-alg

ANrop1TM™, UCMONb3yeMblit AnA WudposaHua. BosmoxHo ucnonssosate DES u AES.

lencrypt-password

Maponb, MCNonbayemblit ANA WHPPOBaHKA.

counters

YkaxuTe 3aech BCe Tpebyemble AaHHbIe, koTopble UserGate SIEM GyaeTt sanpatuvsarh Ha ceTeBOM yCTpoicTBe. CueTuuku BoibupatoTcs 13 6as MIB, KOTopble 3arpy)eHbl Ha YCTPOMCTBO.

YkaxuTe B ckobkax [ ] SNMP OID cuetuuka.

JinA npocmMoTpa ceHc

Admin@nodename#

CeHcopbl WMI

opos SNMP ucnonb3syeTca komaHaa:

show sensors snmp-sensors

C nomoLwbto ceHcopa WMI aamuHucTpaTop MoxeT noakniounts WMI-coBMecTUMOe ceTeBoe YCTPOUCTBO (KomnbioTep noa ynpasnexnem OC Windows) k UserGate SIEM ansa c6opa v aHanusa ero MeTpuk.

Jna cosnanua ceHcopa WMI ncnonb3yeTcsa komanaa:

Admin@nodename#

create sensors wmi-sensors <parameters>

[anee yxasatb crejytoLme napameTpsi::

H Onucaxne
enabled BrntouaeT unu BbIKNOYaeT AaHHbIA CeHCop.

name HassaHue ceHcopa.

description OnunoHanbHoe onucaHue ceHcopa.

ip |P-anpec ceHcopa.

login Mma nonb3osaTtena AnA NOAKMHOYEHNA K YCTPOUCTBY.
password Maporb nonb3oBaTens AnfA NOAKTIOUEHNS K YCTPOACTBY.

namespace Mpe

0CTPAHCTBO UMEH MAEHTUDUKATOPOB.

polling-interval ||Ux

TepBan onpoca B CekyHAax.

counters

'YkasaTb faHHble, koTopble UserGate SIEM GyneT MOHMTOPUTL HA CETEBOM YCTPOHCTBE:

« Name — Ha3BaHWe CYeTuMKa.
« type — Tun cuetumnka (windows-event-logs).

« filter-query — WQL 3anpoc (Hanpumep, Logfile='Security').

Jina npocmoTpa ceHc:

Admin@nodename#

opos WMI ucnoneksyetca komaHaa:

show sensors wmi-sensors

KoHeuHble ycTponcTBa

KoHeuHoe ycTpoiicTBOo ¢ ycTaHo! nporpal obecr UserGate Client 6yaet otobpaxeHo npu Beibope Ha UGMC aanHoro yctpoicTea UserGate SIEM B kauecTse cepsepa AndA nepeaaqu

MHPOPMALUM O COBbI

TUAX, Npu aTom UserGate SIEM aomkeH ObiTb npeasapuTenbHo 3apeructpuposaH Ha UGMC (noapobHee uuTaiiTe B pasaene Ynpasnenue ycTponctsamu LogAn).

Ana npoCcMOTPa AaHHbBIX KOHEYHbIX yCTpOﬁCTB “cnonb3yeTcA KomMaHAaa:

Admin@nodename#

KoHHeKTOpbI

show sensors endpoint-devices
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KOHHEKTOpBI MCMOMb3YIOTCA ANA BO3MOXHOCTM NOAKTo4eHuA yeTpoiicTea UserGate SIEM k pasnuyHeiM cpeAcTBaM 3alluThl C Liefbio coopa MHdopMaLnu.
Jina no6aBneHua KOHHEKTOPA NpeAHa3HaueHa KomaHa:
Admin@nodename# create sensors connectors <parameters>

Heobxoanmo YyKasaTb cneaytouimMe AaHHble:

[ Napamerp || o
name HassaHue KoHHEKTOpa.
description OnucaHm1e KOHHEKTOpA (ONUMOHANBHO).

Bri6op THna cepsepa:

. SSH;
server-type
« HTTP;

« HTTPS (B TekylLieit Bepcumn peanusosaH TONLKO AnA uHTerpauuu ¢ FocCOTKA) .

Tun

address-format . ip.
« fqdn.

ip IP-aapec cepeepa; ykasbiBaeTcs B cryyae Bbibopa aapeca cepeepa Tvna IP.
port MopT cepBepa; ykasbiBaeTCA B Cryyae Buibopa aapeca cepsepa tuna IP.
fqdn FQDN cepBepa; ykasbiBaeTce B cryyae Bbibopa aapeca cepsepa Tuna FQDN.
url-path Mcnone3yeTcA Npu ynpasnesuu yctporucTsom no API.
login lorvH nonb3osaTena AnA aBTopu3alui Ha KOHHEKTOpE.
password Maponb y4&THOM 3anucu nonb3oBarens, HeOGXOAMMbBINA ANA aBTOPU3ALIMM HA KOHHEKTOPE.

group||YkasaHue rpynnbl KOMaHa AOCTYMHO TONbKO AnA SSH-cepsepa, noapo6Hee uuTaiiTe B pasaene Komauasi.

headers YKasaHue 3aronoBKOB AOCTYNHO TONbKO AnA cepeepoB HTTP u HTTPS.

ﬂ]‘lﬂ peaakTMpoBaHUA CO3AaHHOMO paHee KOHHEKTOpa MCNosib3yeTcA KoMaHAaa:
Admin@nodenamet# create sensors connectors <connector-name> <parameters>
Jina npocMoTpa napamMeTpoB CO3AaHHbLIX PaHEEe KOHHEKTOPOB UCMOMb3YeTCA KomMaHaa:
Admin@nodename# show sensors connectors <connector-name>

JinAa yaaneHua co3aaHHbIX paHee KOHHEKTOPOB UCMOMb3yeTCA KoMaHAa:

Admin@nodename# delete sensors connectors <connector-name>
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HacTtpoiika napameTpos MOHUTOPUHra ycTpoicTea B MHTepdeiice CLI nponssoanTca B pexumMe KOHGUrypauuu Ha yposHe monitoring. KomMaHAbl 3TOro ypoBHA NO3BONAKOT yNpasiATk HACTPONKON napameTpos
SNMP ycTpoiictea, npasun moHutopuHra no SNMP, npoduneit 6esonacHocT and ayteHTudukaunm SNMP-MeHekepoB, npasunamu onoseLleHuit. MoapobHee o npaBUnax MOHUTOPUHIA W OMOBELLEHHI YuTanTe
B paszaene OnoselleHuna.

HacTpoiika napameTpos SNMP ycTtpoictBa
[na nacTpoitkn napameTpos SNMP ycTpoiicTBa MCMonb3ytoTCA KOMaHAbl Ha ypoBHe monitoring smnp-parameter:

Admin@nodename# edit monitoring snmp-parameter <parameters>

JinA penaKTMpOBaHUA OCTYNHbI CieAyolue napameTpbl:

[Mapawmerp || OnucaHue

agent-

name HasBaHue cucTembl, Ucnonbayemoe noacucTemMon ynpasneHus SNMP.

location WHpopmauma o pusnyeckom pacnonoxernnn SNMP-areHTa.

description||Onucanue cuctembl.

Kaxaoe yctpoitcteo UserGate umeeT yHukanbHblit naeHTudukatop SNMPV3 Engine ID. Mo ymonuanuio Engine ID reHepupyetca Ha ocHoBaHuu umeHn yana UserGate. Mpu penaktuposasuu Engine
ID Heo6xoanmo ykasatb AnuHy (length), Tun v 3HaueHne naeHTMdUKaTopa. JnuHa MoXeT ObiTb OnpeAeneHa Kak GpUKCHpoBaHHas (He Gonee 8 6aifT) unu aAuHamuyeckas (He Gonee 27 6ai).
dUKCHMpOBaHHaA ANMHA MAEHTUdMKATOPA NPUMEHUMA TONBKO ANA Tuna text.

Engine ID MoxeT 6biTb cpopMMUpoBaH B popmarte:

ip4 — IPv4.
Engine ID

ipvé — IPv6.

mac — MAC-aapec.

text — Texcr.

octets — OkTeThl.

Moapobree o napametpax SNMP ycrpoiictea UserGate uutaiite B pasaene SNMP.

HacTtpouka npasun moHuTopuHra no SNMP
JInA HacTpoVikM npasun MOHUTOPMHra ycTpoiictea no SNMP ucnonb3ytoTcA KOMaHAabl Ha yposHe monitoring smnp:
Admin@nodename# edit monitoring snmp <parameters>

JinA pefakTMpoBaHKa AOCTYMHbI CREAyoLLMe napameTpsi:

[Mapamerp || Onucanue

name Hassanve npasuna.

enabled BrntoueHne/oTKNOYeHWe Npasuna

NMP community — cTpoka ana naeHTuukauuu yetpoiictea UserGate v cepsepa ynpasnenus SNMP ana sepcun SNMP v2c. Mcnonb3yiTe ToNbKo natuHeKue OykBbl U LUPPbI.

Heo6s3atenbHblit napameTp, onpeaensatolymit SNMP context. MOXHO MCNONb30BaTh TOMbKO NaTUHCKUE BYKBbI U LIUDPLI.

context Ha HeKoTOpbIX YCTPOUCTBAX MOXET ObiTh HECKOMBKO KONUiA nonHoro noaaepesa MIB. Hanpumep, Ha ycTpOACTBE MOXET ObiTh CO3[@HO HECKOMBKO BUPTYasbHbIX MapLLpyTM3aTopoB. Kaxablit Takon
BUPTYasnbHbIA MapLUpyTM3aTop 6yaeT uMeTb nonHoe noaaepeso MIB. B aTom cryuae Kaxablit BUPTyasnbHbli MapLIpyTM3aTOp MOXET ObiTb yKasaH Kak KOHTEKCT Ha cepepe SNMP. KoHTekct
onpeaenAeTcA no umeHu. Koraa KMeHT oTnpaBnAeT 3anpoc, OH MOXeT yKasaTb MMA KOHTEKCTa. Eciin UMA KOHTEKCTa He yKasaHo, GyZIeT 3anpoLLeH KOHTEKCT MO YMOMYaHHIO.

version YkasbiBaeT Bepcuio npotokona SNMP, koTopas 6yaeT Ucnonb3oBaThCA B AaHHOM npasune. BosmoxHbl BapuaHTel SNMP v2c 1 SNMP v3.

query Mpu BKAKOYEHNUW paspeLlaeT nonyyeHue u o6padotky SNMP-3anpocos ot SNMP-meHeaxepa.

trap Mpu BKAtOYEHUM paspeluaeT otnpaeky SNMP-TpanoB Ha cepBep, HACTPOEHHbIM ANA NpUema OrNoBELLEHMUA.

trap-host |[IP-anpec cepsepa Ana Tpanos. [laHHaa HAacTPoiKa He0BXoAMMA TONBKO B Clyyae, €CliM He06X0AMMO OTNPaBNATL TParlbl HA CEPBEP ONOBELLIEHUIA.

trap-port ||[[opT, Ha KoTOpOM cepBep cryLaeT onoseLyeHun. O6biuHO 310 nopT UDP 162. [laHHaA HacTpoiika HeoBxoaumMa TONLKO B Cryyae, ECliM HEOGXOAMMO OTNPABAATL TPanbl HA CEPBEP ONOBELLEHUI.

rity-
:f:::lety Tonbko ans SNMP v3. Moapobree — B pasaene Mpodunu GezonacHoct SNMP.
events BbIGOp TMNOB NapameTpoB, AOCTYNHbIX ANIA MOHUTOPUHIA MO NPaBuIy.

Jnsa pabotel SNMP-meHemxepa ¢ ycTpoicTeom UserGate Heo6xoAMMO B CBOMCTBAX 30HbLI MHTEpPdeiica, K KOTopoMy ByaeT OCYLLECTBATLCA NOAKNOUEHUE No npoTokony SNMP, paspewnTs cepsuc  SNMP B
HacTpoiikax KoHTpons AocTyna. Moapo6Hee o HacTpoiike 30H B CLI unTaiiTe B pasaene HacTpoiiku cetu.

HacTpoiika npoduneit 6esonacHoct SNMP
Jina HacTpoiku npoduneit 6esonacHocTu na ayteHTudukaumm SNMP-MeHekepoB MCMonb3yloTCA KOMaHAbl Ha ypoBHe monitoring smnp-security-profile:

Admin@nodename# edit monitoring snmp-security-profile <parameters>

ﬂﬂﬂ peaaxkTMpoBaHuA AOCTYNHbI cneayowue napameTpbl:

[ napamerp | Onwucanue I
\
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MapameTtp

Onucanune

name Hassanue npopuna 6esonacHoctn SNMP
description OnucaHue npodpunsa 6esonacHocT SNMP
username Wmva nonb3osatena ana ayteHTuduxkaumm SNMP-meremxepa.
BbiBop pexuma ayTeHTudukaumn SNMP-meHemxepa. Bo3MoxXHbI BapuaHTbI:
« none — 6e3 ayTeHTUdUKaLuK, 6e3 LuMdpoBaHmA.
auth-type » no-encrypt — c ayTeHTUdHKaLued, 6e3 WnppoBaHua.
« encrypt — c ayTeHTUdUKaUKeN, C LindpoBaHUEM.
Haunbonee 6esonacHbiM cunTaeTca pexum padoTsl authPriv.
ANropuTM™, MCMOnb3y  AnA ayTeHTUdUKaLmuu. BosmMoXHO Ucnonb3osath:
« sha;
« md5;
auth-alg + sha224;
« sha256;
» sha384;
+ sha512.

auth-password

Maporib, MCMONb3yeMbIit ANA ayTEHTUUKALUM.

encrypt-alg

ANropuTM™, MCMONb3yembli AnA WrdposaHua. BoamoxHo ncnonesosate DES u AES.

encrypt-password||laponb, UCronb3ayembii AnA WHPPOBaAHUA.

HacTtpouka npaBun onoseweHum

JInA HacTpoWKK NpaBuWI OMOBELLEHWH UCMONBb3YIOTCA KOMaHAbl Ha ypoBHe monitoring alert-rules:

Admin@nodename# edit monitoring alert-rules <parameters>

JinA peaakTMpoBaHKa AOCTYMHbI CReayoLL1e napameTpsi:

[ Mapamerp || OnucaHve
bled BrntoyaeT/oTKO4aeT AaHHOe NpaBuio.

name HassaHnue npasuna.

description Onucanve npasuna.

notification- Co3aaHHbIN paHee Npodusb ONoBeLEHNA.

profile

sender OT KOro ByAeT NPUXOANUTL OMOBELLEHNE.

subject 'Tema onoBseLyeHus.

timeout TaimM-ayT, B TeYEHME KOTOPOro cepaep He ByAeT OTNPaBnATbL COOGLLEHWe NpU NOBTOPHOM cpabaTbiBaHWW AaHHOTO npasuna. [JaHHan HacTPoMKa NO3BONAET NPEAOTBPATUTL LUITOPM COOBLLEHHH

npv YacTom cpabaTbiBaHWK NpaBKa OMOBELLEHHS.

events CoObITUA, ANA KOTOPLIX HEOGXOAMMO NOMy4aTh OMOBELLEHHS.

phones [ina SMPP-npogwuna. Mpynnbl HOMepoB TenedoHoB, Kyaa oTnpasnaTe SMS-onoseLyeHus.

lemails Lna SMTP-npoduna. Mpynnsl agpecos email, Ha KoTopble GyAyT OTNPABAATLCA NOYTOBLIE OMOBELLEHHA.
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Pasaen UHUMAEHTLI npesocTaBnaeT GyHKUUOHANBHOCTL BCTpoeHHOM B UserGate SIEM cuctemsl IRP — nnatpopmbl ynpaeneHusa npoueccamu pearupoBaHus Ha MHUMAEHTHI MHPOpMaLUOHHOW 6e30NacHOCTH.
MHUnaeHTOM cunTaeTca cobbiTe Unn Habop coBkITHI MHGOPMALMOHHOM 6e30MacHOCTH, KOTopbIe NoAnexart paccreaosanuio. UserGate SIEM no3sonseT HacTPOMTL NPOLIECC PaccieloBaHNA MHLNAEHTOB
MHAWBMAYALHO MOA HYXAbl KOHKDETHOM KOMMaH!H.
Monpo6Hee 0 dyHKUUOHaNLHOCTH ccTeMbl IRP unTaiiTe B pasnene Uuumaentsl B PykoBoacTee aamutuctpatopa UserGate SIEM.
Hactpoiikn uHuMaeHToB B uHTep@eiice CLI nponssoaaTtca Ha yposHe incident.
Jinf cosnaHua cOBCTBEHHON CXEMbl PACCNeAoBaHUA UHLUUAEHTOB HEOGXOAUMO:
1. Cosnatb HEOOXOAUMbIE PELLEHUA MHLMAEHTOB.
2. COSﬂaTb TUNbl UHUMAEHTOB.
3. Cospartb COCTOAHUA MHLMAEHTOB.
4. Cospatb CXxeMy WHLUMAEHTOB.
5. AKTMBMpOBaTb CXemMy UHUMOEHTOB.
ﬂ]‘lﬂ CO34aHunA peLeHna HUMAEHTOB UCNONb3yeTCA KoMaHaa:
Admin@nodenamet# create incident resolutions name <incident-name> description <incident-description>
JinAa cosaaHnA TUNOB MHLIMAEHTOB MCNONb3YeTCA KoMaHAa:
Admin@nodename# create incident types name <incident-type-name> description <incident-type-description>
,Elﬂﬂ C034aH1A COCTOAHMA MHUMAEHTOB UCMNO/b3YeTCA KoMaHaa:
Admin@nodename# create incident states name <incident-state-name> description <incident-state-description> group <open|closed|progress>
HJ'IFI C034aHnA CXemMbl MHUMAEHTOB UCNONb3YyeTCA KoMaHaa:
Admin@nodenamet# create incident schema <parameters>

Ana peAakTupoBaHUA AOCTYMHbI Crieaytolne napameTpbl CXeMbl UHLUUAEHTOB!:

[ Napametp I OnucaHve
name HasBaHwue cxembl.
description OnucaHue cxembl

. ﬂpeq:.m(c, KOTOprﬁ 6yﬂeT UCNONb30BaH NPy HasHa4YeHuu M,ﬂeHTMq}MKaTOpOB co3aaBaemMbiM UHUMAEHTaM. M,ﬂeHTMq}MKaTOp 6yﬂeT UMEeTb BUA: I'Ipeq)MKC— I'IDpﬂﬂKOBblri HOMep, Hanpumep
prefix INC-99
initial-state HauanbHoe cocTofH1e, KOTOpoe NPUHUMAET UHLUWAEHT NP1 ero Co3AaHUN.
workflow-states CocToAH1A paboyero NpoLecca — ONUCLIBAET BCE COCTOAHNA, KOTOPbIE MOXET NMPUHUMATbL UHLUMAEHT B CBOEM XM3HEHHOM LiMKIIE.
incidents- -

" PelueHus MHUMAEHTOB — yKa3blBaeT CMUCOK BO3MOXHbIX peLleHU UHUNAEHTOB.

resolutions
incidents-types TUMbl MHYMAEHTOB, KOTOPLIE MOTYT GbiTb UCMONL30BAHLI B ATOW CXEME.
transition Bce BO3MOXHbIe Nepexoabl Mex/y COCTORHUAMM.

JinA Bcex aTanoB co3aaHWA CXeMbl MHLMAEGHTOB TakKe AOCTYNHbI KoMaHAbl set (peaaxktuposanue), show (npocmotp) u delete (yaanenue).


https://docs.usergate.com/obshie-svedeniya_1986.html

HacTpoika aHanuTHUKu



HacTtpoika aHanuTHKKM (onucaxue)

Documentation: ¥
Product: SIEM
Version: 7.x

UserGate SIEM nossonfeT NpoBOANTL aHasU3 XypHanoB cobbiTUin 6e30NacHOCTH, NosyYaeMbiX C HACTPOEHHBIX CEHCOPOB. Bce AaHHble XpaHATCA B 0AHOM 6a3e AaHHbIX, 4TO AaET BO3MOXHOCTb OCYLECTBNATL
CIIOXHBIW MOMUCK, KOPPENALMIO MOBTOPSIOLLMXCA COBBITUI, MX arperauuio, cosaasan MHUMAEHTH 6e30MacHOCTH, U YNPOCTUTL NPOLECC U3yYeHUA 0COBEHHOCTEN MHUMAEHTOB. MoapoGHee 06 apxuTeKType n
npuHLMnax paboTbl GyHKLMoHanbHocTH UserGate SIEM — B pasaene Ananutuka Pykosoactsa aamuHucTpatopa UserGate SIEM.

B uHTepdeiice CLI BO3MOXHO CO3AaBaTh M HacTpauBaTh NpaBuna aHaMTUKK W AeiCTBUA pearnpoBaHiA. C NOMOLLbIO NPaBul aHaNIMTUKK UHXEHep 6e30MacHOCTM MOXET aBTOMAaTM3UPOBaTh NPOLIECC KOPPenALnM
co6bITHit U cosnaHne cpabaTbiBaHMii, a TaKe Ha3HAYMTb ONpeeneHHbIe 1efCTBUA pearMpoBaHmA (PeaKLmMio) CUCTEMbI Ha CO: cpabartbiBaHuA. Bce 310 no3BonAeT 06nerynTb NPoLece UayyeHus
perucTpupyembix CoObITUI U COKPATUTL BPEMA Mexay 06HapyxeHUem Npo6remMsl 1 ee pelleHrem.

MpaBuna aHanuTUKK 1 AeiicTeuA pearvpoBanua B CLI cosaatoTea M HacTpavBatoTcA Ha ypoBHe analytics.

I'IpaBuna aHaNUTUKHU

C noMOLLbIO NPaBK aHanMTUKK NPOUCX0anUT 06paboTka CoBbLITUI XKypHaNoB. HacTpoiika npasun aHanuTk1 NO3BOMAET NPOU3BOANTL CIOXKHBIM MOUCK CPpean COBbITHUIA MHPOPMALUOHHOK 6e30NacHOCTH.
CpaéaTblBaHMe npasuna NPpoucxXoauT Npu BbIABNEHWW Koppenaunu coBbITHit ¢ PasHblX UCTOYHMKOB.

ﬂ]‘lﬂ CO34aHunA npas1na aHanuTUK1 npeaHasHavyeHa komaHaa:
Admin@nodenamet# create analytics analytics-rules <parameters>

Janee He06X0ANMO yKasaTb CrieaytoLIMe napameTphb:

[ Napametp || OnucaHue
enabled on/off — BrntoueHne/0TKIIOYEHNE NPaBUa aHANIMTUKKA ANA PadoThbl B PEXUME PeanbHOro BPeMEHH.
name HasBaHue npasuna aHanuTuky.

description  |[Onucaxue npaBuna aHanUTUKK.

YpoBeHb yrposbl, KOTOpbIN ByneT oToBpaxaTbCA Npu cpabarsiBaHuM Npasuna.

« informational: coBbiTusA, chpopmmMpoBaBLLKe cpadaTbiBaHUe NPaBMNa aHaIUTHUKK, NPEACTABNAOT OYEHb HA3KUI YPOBEHB YrPO3bl, U AAMUHUCTPATOP MOXET HE NPEANPUHUMATL HUKAKNX
neicTBui.

threat-level « low: cobbiTHA, cdhopmmrpoBaBLLne cpadaTbiBaH1e NpaBuia aHaNMUTUKK, NPEACTABMAIOT HU3KMUIA YPOBEHb Yrpo3bl, U aAMUHUCTPATOP MOXET HE MPEANPUHAMATH HUKaKUX AEACTBUNA.
« medium: HeOéXO.ﬂHMO OﬁpaTMTb BHUMaHWe Ha COﬁbITMﬂ, nonaswune noa CpaﬁaTblBaHMe npasuna aHanuTUKK.
« high: coBbiTA, TpebytoLne MCCNenoBaHNA U NPUHATUA Mep.

« critical: cobbITua, TpedyroLMe UCCeaoBaHNA U CPOYHOTO NPUHATUS MEp.

MokasbiBaeT NPUOpPUTET, YCTaHOI 7 ana CpaéaT al npasuna aHaMTUKK:

« low: cpabatkiBaHuA faHHbIX NPaBKI 061aAak0T HU3KUM NPUOPUTETOM PearpoBaHua.

« normal: Ha cpabaTbiBaHWs AaHHbIX NPaBUI HEOOXOAUMO 0BPaTUTL BHUMAHUE W, BOIMOXHO, NMPEANPUHATL MepbI.
priority
. important: Ha CpaﬁaTblBaHMﬂ AaHHbIX Npasun HeOﬁXOﬂMMD OépaTMTb BHUMaHWe 1 NpeaAnpuHATbL Mepbl.

« critical: cpabaTtbiBaHUA AaHHbIX NpaBun TPeGYIOT HE3aMeANTUTENBHOMO pearnpoBaHma.

Mpu cpabaTbiBaHUK NpaBuUna yCTaHOBNEHHBIA NpUOpUTET By/AeT yKasbiBaTb Ha BXHOCTL cpadaTbiBaHWA NPaBMa aHanuTUKK.

OToBpaxaeT KaTeroputo, K KOTOPOH OTHOCKTCA cpabaTbiBaHue.
Mo ymonyaHuto Ana BbiGopa AOCTYMHbI CEAYOLLMe KaTeropum:

« security: npaBuna AaHHoOM KaTeropu1 ONPeAENsoT UHLWAEHTLI, MPUBOAALLME K YXyALIEHMO 6e30NaCHOCTH MHPOPMALIMOHHBIX CHCTEM.
alert-category
« availability: npaB1na aaHHo KaTeropun oNPeAENAT UHLUNUAEHTEI, KOTOPbIE MPUBOAAT K YXYALIEHUIO AOCTYNHOCTA UH(POPMALIMOHHBIX CUCTEM.

. performance: npasuna AaHHOM Kateropuu onpeaenaoT MHUMAEHTLI, KOTOPLIE NPUBOAAT K YXYALLEHUIO MPOU3BOAUTENBHOCTU MHPOPMALIMOHHBLIX CUCTEM.

[lonornHuTenbHele Kateropum cpadarbiBaHuit MOryT BbiTb cozaHbl B 6ubnuoteke KaTeropum cpabatbiBanus. MoapobHee uuTaiiTe B pasaene Hactpoiika kateropui cpabatbiBaHus.

timezone 'YKasbiBaeT Ha 4acoBoW MOAC, N0 BPEMEHU KOTOPOro 6y£lyT paﬁOTaTb npasuna aHanuTUKK, T.K. cepeep MOXeT COGMpaTb AaHHble C ICTOYHMKOB, HAX0AALWMXCA B Pa3fI4HbIX YaCOBbIX MOACAX.
response- BbiGop AeNCTBUI pearnpoBaHu1a, KOTopble GyayT BbINOMHEHLI aBTOMATUYECKK NpU cpabaTtsiBaHuK Npasuna aHanuTuku. NMoapobHee 0 CO3AAHMM AEACTBUI pearMpoBaHNA 1 UX HACTPOMKE YuTanTe
actions B passene [edcTsuA pearpoBaHus.

conditions YkazaHue ycnosui cpabatbiBaHuA npasuna.

Ycnosua cpabaTbiBaHUA, KOTOPbIE YKA3bIBAIOTCA NPKU CO3aHWM NpaBuia aHaNIMTUKK, UMEIOT CrieaytoLLmMe napaMeTpbl HACTPOMKM:

MNapamerp || Onwucanve

name Hassanve yCnoBuA npasuna aHannTuKKu.

description |[Onucanu1e ycnosua npasuna aHaMTUKK.

condition- ||Bkt04MTL/OTKIIOUMTE OrPAHUYEHNE BPEMEHM BbIMOMHEHUA YCIIOBMA.
time-
enabled Mpy BKIOYEHNUN OrPAHUUEHUA BPEMEHU NPaBMIo aHanUTUKK cpaboTaeT, TONBKO B TOM Crly4ae, KOrAa 3a yKasaHHbI OTPEe30K BPEMEHU YCIIOBUE BbINOSTHUTCA 3alaHHOE KOMTMYECTBO pas.

condition- ||Y@3bIBAET Ha OTPE30K BPEMEHH, 3a KOTOPbIt YCOBHE AO/KHO BBINONHUTCA 3a/laHHOE KOMMUYECTBO Pas, YToObl NPOM3OLINO cpadarbiBame Npasuia aHanuTHk1. Bpema yKasbiBaeTcA B CeKyHAax.

im . :
time YKasaHue BpeMeHH BbINOSIHEHMA YCNOBUA A0CTYNHO NpU akTBUpoBaHHOM napamveTpe condition-time-enabled.

break-
query- BKOUUTL/OTKITIOUMTD UCMOMNb30BaHUE 3anpoca OCTAHOBKM B NpaBuie aHanUTUKK.



https://docs.usergate.com/obshie-svedeniya_1978.html
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MNapameTp

Onucanue

break-query

SQL-NoA0GHbI NOUCKOBBLIN 3aNpOC OCTAHOBKY BbIMOMHAETCA BMECTe C 3arpocom ycnosuaA. [Ina ¢popMUpOBaHHA 3anpoca UCMoMb3ayloTCA Ha3BaHWA Nomei, 3HaYeH!A Nonei, KyeBble Cosa u
onepatopel (3a4aéTCA aHanorMyHo 3anpocy punbTpa).

ECnv Npu BLINOMHEHNM aHANM3a HAWABTCA XOTA Obl OAHA 3aMMCh, COOTBETCTBYIOLLAA 3aAaHHOMY 3anpoCy OCTAHOBKM, 10 TOrO, KaK ByAET HalAEHO 3aAaHHOE KOMMUECTBO COBLITHIA, COOTBETCTBYHOLLX
YCNOBMIO NPaBMna aHanUTUKK, TO NPaBUIIO aHANMTUKN He CPaBoTaeT, a CYETUMK KOMMYECTBA 3aNUCEN, HAMAEHHBIX A0 BLIMOMHEHWSA 3aNPOCa OCTAHOBKN, OyAeT OBHYNEH.

filter-query

OTOGpa)KaeT SQL-I’IOEOGHbIﬁ MOWUCKOBBIN 3anpoc ycnosus, KOTOpI:IFI nuweTtca no 6ase XKypHanos. ﬂ]’lﬂ q)OpMMpOBaHMﬂ 3anpoca UCnonb3yrTCA Ha3BaHUA I'IOJ'Ieﬁ, 3Ha4yeHua I'IO"Iel:I, Kno4YeBble cnosa
1 onepartopsl.

(CUHTaKCHUC HanucaHua 3anpoca MOXHO NPOCMOTPeTh B pasaene Mouck u dunbTpauna aHHbIX.

3anpoc Takke MOXET BbiTb HanMcaH ¢ UCMonb3oBaHMeM cuHTakcuca Google/RE2 B onepatope MATCH. Moapo6Hee o cuHTakcuce Google/RE2 B onepatope
MATCH: https:/github.com/google/re2/wiki/Syntax.

(OToGpaxaeT CNMUCOK NapameTpoB, Mo KOTOPbLIM MOTYT ObiTb CrPYNMMUPOBaHbLI NpaBuna B pesynbTate cpadatsiBaHuA. Mona OyayT oToOpakeHb NPK MPOCMOTPE KApPTOUKK CpabdaTbiBaHHA.

O napameTpax, no KOTOPbLIM BO3MOXHA rPYNNUPOBKa, YuTaiTe B pasaene [1ouck.

group-by
Mpu ykasaHU1 KaTeropuit ANA rpynnMpOBKY NMPaBuIo aHaNUTUKK CpaBoTaeT TONbKO B TOM Crlyyae, Civ yCIoBMe BbINOTHUTCA MMEHHO ANf BbIOPaHHO KaTeropum 3aaaHHoe KONMYecTBo pas,
ykasaHHoe B nose napametpa pattern-repeats.
pattern- MokasbiBaeT KONIMUECTBO BLINOSIHEHHIA YCIOBUA, HEOBX0AMMOe AnfA cpadaTbiBaHUA Npasuna. JaHHbli napameTp MOXeT ObiTb MCMOMb3oBaH BMeCTe ¢ napameTpom condition-time-enabled nnu 6e3
repeats Hero.

Jina npaBun aHanuTHKKM TaKke AOCTYMHbI KoMaHAb! set (peaaxTuposarue), show (npocmotp) v delete (yaanewue).

JencTBuA pearupoBaHusA

[leicTBUA pearupoBaHka NO3BOMAKOT ONPEAENUTL METOALI PearupoBaHus Npu cpadaTbiBaHi NPaBU aHANMTUKKA HHPOPMALMOHHO BesonacHocTu. UserGate SIEM nossonsieT ruoKko HacTpausath npasuna,
MUCNonb3ysa NepemMeHHble, OTHOCALLMECA K KaTeropuam CpaOaTbIBaHMH npaBuIT aHASTUTUKA.

Jina cosnaHuAa AerCTBMA pearMpoBaHWA NpeaHasHayeHa KomMaHaa:

Admin@nodename# create analytics response-actions <parameters>

Jlaree HEOBXOAMMO yKasaTb CreAytoLMe NapameTpsb:

[ Napamerp || OnucaHue
enabled on/off — BrntoueHue/oTKNOYEHWE NpaBuna pearnpoBaHua.
name HasBaHue npasuna pearmpoBaHuA.
description ||On1caH1e npasuna pearnpoBaHusa.
MokasbiBaeT ﬂeﬁCTBMe, BblﬁpaHHoe ANA UCNOMHEeHUA B Criyyae CpaéaTblBaHMﬂ npasuna aHaMTUKK. ﬂeﬁCTBMe pearvpoBaHu1A BbIMNOHUTCA, €CNTIK OHO YKasaHo B CBOMCTBax npasuna aHanMTUKK.
ns BbiGOpPa AOCTYMHEI CHIEAYHOLLME BUAbI PearnpoBaHHs:
« send-email: oTnpaska nucbMa Ha BeIBpaHHble nouToBble aapeca. HacTpoiika aeicteua OTnpaeuTb email OyaeT paccmoTtpeHa Aanee B paszaene JeiicTeue Tuna send-email.
« send-message: 0Tnpaska COOBLEHNA Ha yKasaHHbIe HOMepa TenedoHoB. HacTpoika AeitcTeua OTnpaBuTL cooblueHne ByaeT paccMoTpeHa Aanee B pasaene [eiicteue Tuna send-
message.
action « webhook: nonyuexue ysenomnenua o cpabatbiBaHu1 Npasuna Ha BeG-CTpaHuLEe, aapec KOTopow Bbin yKkasaH Npu HaCTpoiike AeicTeuA. HacTpoiika AeiicTeua  Webhook GyaeT paccmoTpeHd
nAanee B pasaene Leicteue Tuna webhook.
« create-incident: aBTomMaTuueckoe cosnaHue MHUMAEHTA B pesynbTate cpadaTbiBaHua npasun aHanuTuki. O HacTpoiike AercTeuA Co3AaTh MHUMAGHT YuTainTe B pasaene Hactpoitku
WHUUAEHTOB.
« send-command-to-connector: oTnpaBka KomaHbl Ha BbIGpaHHbIi KOHHEKTOP. HacTpoiika aeiicTeuA MocnaTk koMaHAy Ha KOHHEKTOp GyAeT paccMoTpeHa Aanee B pasaene [eicTBue Tuna
send-command-to-connector.
« send-command-to-endpoint: oTnpaeka KoMaHAbl Ha KOHEYHOE YCTPOMCTBO C ycTaHosneHHsIM MO UserGate Client. Moapo6Hee uuTaiite B pasaen [eicteue tuna send-command-to-
endpoint.
enable- - -
logging BrtouaeT/oTIIoHaET XypHaNMpoBaHHe AaHHbIX 0 cpabaTbiBaHUM AeiCTBUA pearnpoBaHuA. JlaHHble 3anucLIBalOTCA B XypHasn cobbiTuit UserGate SIEM.
Ins yno6cTea Npu HacTpoiike EMCTBUI pearMpoBaHWA BOMOXHO UCTMONb30BaHNE (YHKLUM IPYNMMPOBKK cpabaTbiBaHuii.
prnnmposka BO3MOXHa No cneayrwum napameTpam:
. « never — HuKorga.
grouping
« period — npu HACTPOiKE rPyNMMPOBKY cpadaTbiBaHMit NpaBKa aHanMTUKK 3a NEpUoa BPEMEHH IEACTBUE pearnpoBaH1A BLINOSIHUTCA, ECITU B TEUEHUe YKasaHHOro BPEMEHM Npon3oLIo
x0Tt Obl 0AHO cpabaTbiBaHKE.
« number — npu HacTPO¥iKe rpyNMNUPOBKY MO KONMUEeCTBY cpabaTbiBaHWi NpaBuna aHaNMTUKKA AeACTBUE pearpoBaHUA BbINONHUTCA TONBKO NOCAE YKa3aHHOro KonuyecTsa cpadaTbiBaHmii.
time-period OTOépa)KaeT nepuoa rpynnupoBKK B MUHYTaXx. aaﬂaHMe napameTtpa BO3MOXXHO TOSTbKO Mpu Bblﬁope FPYNNUPOBKK MOXOXKUX CpaéaTblBaHMﬁ 3a nepuoa BpeEMeEHH!.
alerts- . .
humber OToGpaxaeT 3aAaHHOe KONMYECTBO cpabaTbiBaHMit. 3aAaHne napameTpa BO3MOXHO TOMBKO NpK BLIGOPE rPyMNMMPOBKU MOXOXMX CpadaTbiBaHUi N0 UX KOMUYECTBY.

Ana peicTeuii

pearupoBaHu1A Takke A0CTYMHLI KoMaHAbl set (penakTuposaHue), show (npocmoTp) u delete (yaanenue).

Jencreue Tuna send-email

Ecnu B kauecTBe AeMCTBUA pearMpoBaHna Gbina BelbpaHa oTnpaska email, To B CBOWCTBaX npasuna pearupoBaH1a HEOOX0AMMO yKasaTb CrieaytoLme napameTpsl.

HaumeHosal

HUe Onucanue

notification-

profile

Mpodunb onoselleHna SMTP, koTopblit ByAeT Mcnonb3oBaH AN OTNPaeku email.

MoapobHee o HacTpoike npopunen SMTP uuTaiiTe B rnaBe HacTpoika npodunen onoBeLyeHNi.
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HanmeHoBanue

Onucanue
sender [ZYE] oTnpasuTena nucbma.
subject Tema nucbMma.
emails CNMUCOK NOYTOBBIX ajapecos I'IOJ'Iy‘-laTeI'Ieﬁ. ﬂonyanenm LOOJDKHbI BbITb ﬂOﬁaBJ‘IeHbI B CMUCKK B BubnuoTeke anemeHTos. O ,ClOﬁaBJ'IeHMM NO4YTOBbLIX aapecos yuTaiiTe B pasaene HaCTQOﬁKa
NOYTOBbIX aApPecoB.

LLla6noH nucema yBEAOM/IeHUA C BO3MOXHOCTbIO nepeaayu 3HauYeHUn pasnunyHbIX NepemMeHHbIX, OTHOCALLUXCA K CpaﬁaTblBaHmO.
template

MoapoGHee uuTaite B pasaene La6noH ysegomnenuit u MepemerHble AnA yBEAOMIEHWIA U KOMAHL.

JewncTtBue Tuna send-message

Ecnu B kauecTtBe aeicteua pearnpoBaHuA 6bina BblépaHa oTnpasKa COOGLLleHWFl, TO B CBOWCTBAX npasuna pearnposaHuAa Heob6xoauMo yKasaTtb cneayrowime napameTpsbl.

HaumeHoBaHue Onucanue

Mpodunb onoselleHna SMPP, koTopbiit 6yAeT UCMOMb30BaH ANA OTNPaBKK COOBLLEHMA.

MoapoGHee o HacTpoike npopunen SMPP uutaiTe B rase Hactpoika npoduneit OnoBeLeHni.

'sender Wma otnpasuTena nucbma.

phones Cnrcok HoMepoB TenedoHOoB nonyyatenei. Monyyarenu AoMKHb ObiTb AoOaBneHbl B 6u6nMoTeke anemeHToB. O aobaBneHun TenedoHHLIX HOMEPOB Y1TaiTe B pasaene HacTpoika HOMepoB|
TeneoHoB.

LLla6noH cooBLLEeHNA C BOSMOXHOCTbIO NepeAayu 3HaueHUi pasiniHbIX NepeMeHHbIX, OTHOCALLIMXCA K cpadaTbiBaHuo.
template

MoapoGHee uuTaitte B pasaene La6noH ysegomnenuit 1 MepemenHble ANA yBEAOMAEHWIA U KOMAHL.

JHenicteue TMna webhook

Jina HacTpoiku webhook B CBOMCTBax npasuna pearuposaHus HE0BX0AUMO yKasaTb CrieAytoLue napameTpsl.

Onucaxune

url Anpec Be6-caiiTa, Ha KOTopom ByayT 0TOBpaXaThCH OMoBELLEHUA O cpabaTbiBaHu1 Npasuna.

template LLIa6roH yBEAOM/EHUA C BOSMOXHOCTbBIO nepeaayun 3HAYeHUn PasnIMyHbIX NepeMeHHbIX, OTHOCALLMUXCA K CpaﬁaTblBaHMlO.

MoapobHee uutaiite B pasnene LLlabnon ysezomnennit v [lepemerHble A8 yBeJOMAEHUA U KOMaH/.

Jng TecTuposaHna webhook MOXHO BOCnonb30BaThCA CepBMCOM https://webhook.site. [ns aToro Heobxoanmo nepeitTh Ha caitT Webhook.site 1 ckonupoBaTb cosaaHHyto cebinky. [lanee eé Heo6xoAUMO ykasaTb B
CBOMCTBax npasuna pearuposaxusa B none url napavetpa action.

JHewncTtBue Tuna send-command-to-connector
B kauecTBe 04HOro U3 AENCTBUIA pearvpoBaHnAa MoXxeT BbITh HacTpoeHa oTnpaBKa KOMaHAbl Ha KOHHEKTOoP.

Ecnu B kauecTBe AeicTeua pearnpoBaHuA HacTpoeHa nepejaya KoMaHabl AnNA UCNONHEHWA Ha KOHHEKTope, TO HeOéXO,ClMMO yKasaTb cneaytouime napameTpbl:

Onucanue

Bblﬁop yCTpOl:iCTB, Ha KoTopble HeOéXO,ClMMO 0TnpaBsnTb KOMaHAy B cny4yae CpasaTblBaHMﬂ npasuna aHanuTukn. KOHHeKTOp AONXKeH BbITb 3apaHee aoﬁaaneu W HacTpoeH. I'Ioupof;Hee yuTaiiTe
connectors B pasaene KoHHeKTopsbl.

BamHo! MoryT BbIOpaHbl TOMLKO KOHHEKTOPLI C OANHAKOBOW rPyNMoi KOMaHA.

OnpeﬂeneHme KOMaHAbl, KOTOpasa 6yﬂeT nepeaaHa Ha KOHHEKTOp ANfA BbIMNONHEHWUA] NpeACTaBneHbl KOMaHAbI rpynnbl, yKaSaHHOH anfa BblspaHHle KOHHEKTOpOB.

B cnyuyae Hanuuua B KoMaHAe nepemMeHHbIX, 6yyT 0TO6paxeHbl AONONHUTENbHbIE NONA ANA YKa3aHUA UX 3HAUEHMA.

MoapobHee o KOMaHAax uuTaiTe B pasaene HacTpoika KomaHa.

JHencTteure Tuna send-command-to-endpoint
B kayecTBe OAHOTO U3 AECTBUI pearnpoBaHnA MOXET ObiTb HACTPOEHA OTNPaBKa KOMaHAbLI HA KOHEYHOE YCTPOWCTBO C ycTaHoBneHHbIM MO UserGate Client. [JocTynHbl cneaytoLyme KomaHAabl:
« block — 6nokvpoBka aocTyna K cetn MHTepHeT.

« kill — 3aBepLueHne ykaszaHHOro B 3anpoce ¢GpunbTpa npouecca.

LLla6noH yBegomneHnn

B napameTpe template Heo6xoanMMO ykasaTb TEKCT yBeaoMIeHHUA. MOXHO nepeaasaTh HE TOMBKO GUKCMPOBAHHbIHA TEKCT, HO U AaHHbIE, OTHOCALLMECH K CpabaTbiBaHUIO UK ero 3anucAM B XXypHare.

Yro6bl nepeAartb AaHHble, OTHOCALLMECA K cpat’)aTblsaHmo, HeoBxoAnMo B none templa!e BBECTU HasBaHWe 0AHOro U3 napamMeTpos, NPeACTaBfeHHbIX B Taénwue. Hanpwmep, €eCcnu BBeCTn

{ANALYTICS_RULE_NAME}, T0 B TEKCTe yBeAOM/IEHWA, HACTPOEHHOM Kak oTnpaska email, SMS nunu webhook, 6yaeT oTpaxeHo Ha3BaHWe Npasusia aHanMTHKK, KoTopoe cpaboTano. Ecnv 3anonHuTh wabnoH
npy HacTpoiike AeicTeuA create incident, To TekcT GyneT 0TOGpax&H B ONUCAHUM MHLMAEHTA.



https://docs.usergate.com/nastrojka-bibliotek-(opisanie)_2009.html#%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0%20%D0%BF%D0%BE%D1%87%D1%82%D0%BE%D0%B2%D1%8B%D1%85%20%D0%B0%D0%B4%D1%80%D0%B5%D1%81%D0%BE%D0%B2
https://docs.usergate.com/dejstviya-reagirovaniya_1981.html#%D0%9F%D0%B5%D1%80%D0%B5%D0%BC%D0%B5%D0%BD%D0%BD%D1%8B%D0%B5%20%D0%B4%D0%BB%D1%8F%20%D1%83%D0%B2%D0%B5%D0%B4%D0%BE%D0%BC%D0%BB%D0%B5%D0%BD%D0%B8%D0%B9%20%D0%B8%20%D0%BA%D0%BE%D0%BC%D0%B0%D0%BD%D0%B4
https://docs.usergate.com/nastrojka-bibliotek-(opisanie)_2009.html#%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0%20%D0%BF%D1%80%D0%BE%D1%84%D0%B8%D0%BB%D0%B5%D0%B9%20%D0%BE%D0%BF%D0%BE%D0%B2%D0%B5%D1%89%D0%B5%D0%BD%D0%B8%D0%B9
https://docs.usergate.com/nastrojka-bibliotek-(opisanie)_2009.html#%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0%20%D0%BD%D0%BE%D0%BC%D0%B5%D1%80%D0%BE%D0%B2%20%D1%82%D0%B5%D0%BB%D0%B5%D1%84%D0%BE%D0%BD%D0%BE%D0%B2
https://docs.usergate.com/dejstviya-reagirovaniya_1981.html#%D0%9F%D0%B5%D1%80%D0%B5%D0%BC%D0%B5%D0%BD%D0%BD%D1%8B%D0%B5%20%D0%B4%D0%BB%D1%8F%20%D1%83%D0%B2%D0%B5%D0%B4%D0%BE%D0%BC%D0%BB%D0%B5%D0%BD%D0%B8%D0%B9%20%D0%B8%20%D0%BA%D0%BE%D0%BC%D0%B0%D0%BD%D0%B4
https://docs.usergate.com/dejstviya-reagirovaniya_1981.html#%D0%9F%D0%B5%D1%80%D0%B5%D0%BC%D0%B5%D0%BD%D0%BD%D1%8B%D0%B5%20%D0%B4%D0%BB%D1%8F%20%D1%83%D0%B2%D0%B5%D0%B4%D0%BE%D0%BC%D0%BB%D0%B5%D0%BD%D0%B8%D0%B9%20%D0%B8%20%D0%BA%D0%BE%D0%BC%D0%B0%D0%BD%D0%B4
https://webhook.site
https://webhook.site/#!/43b39090-f9a8-451b-b23e-e7b48d29f1ea
https://docs.usergate.com/nastrojka-sensorov-(opisanie)_2012.html#%D0%9A%D0%BE%D0%BD%D0%BD%D0%B5%D0%BA%D1%82%D0%BE%D1%80%D1%8B
https://docs.usergate.com/nastrojka-bibliotek-(opisanie)_2009.html#%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0%20%D0%BA%D0%BE%D0%BC%D0%B0%D0%BD%D0%B4
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