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MNepsoHavansHaa HacTpomnka

Documentation: ¥
Product: UGMC
Version: 7.0.1,7.1.0

UGMC nocTtaBnfaeTca B BUAe nporpamMmmHo-annapartHoro komnnekca (MAK, appliance) nuéo B Buae obpasa BUpTyanbHOW MalumHbl (virtual appliance),
npeaHasHauyeHHoro Ana passepTbiBaHWA B BUPTyanbHon cpeae. B cnyyae suptyansHon mawmnubl UGMC noctasnaetca ¢ yeTbipbma Ethernet-
uHTepdeicamu. B cnyuae noctasku B Buae MAK UGMC moxeT conepxatb 8 unu 6onee Ethernet-noptos.

Pa3BeprI BaHWe nporpaMmMHoO-annapaTHOro KomMmmnJsiiekca

B cnyuae noctaeku pelienuns B Buge MAK, nporpammHoe o6ecrneyeHune yxe 3arpyXeHo 1 roToBo K NepBOHaYasibHOM HAacTpouke. MNepeianTe K rnase
Noaxntoyenne k UGMC ana aanbHenwwen HacTPOMKU.

PasBepTbiBaHUe BUPTYanbHOro obpasa

UserGate Management Center Virtual Appliance no3sonseT 6bICTPO pasBepHyTb BUPTYasibHYH MaLLUMHY C y)Xe HACTPOEHHbIMU KOMNoHeHTamu. Obpas
npeaoctaenaetca B popmate OVF (Open Virtualization Format), koTopbiit noaaepxusatot Takve BeHaopsbl kak VMWare, Oracle VirtualBox. Ona
Microsoft Hyper-v 1 KVM noctaBnatoTcs 06pasbl AMCKOB BUPTYanbHOW MaLLWHBbI.

MpumeyaHuena KOPPEKTHOW PaboTbl BUPTYasbHOW MalLUMHEI PEKOMEHAYETCA UCMONb30BaTb MUHUMYM 8 6 onepaTUBHOM NaMATH U 2-A4EPHbIN
BMPTYyanbHbIA NpoLeccop. MMnepBr3op A0MKEH NOAAEPKMBATL PABOTY 64-OUTHBIX ONEPALMOHHBLIX CUCTEM.

Ina Havana paboTbl ¢ BUPTYyarnbHbIM 06pasoMm, BeINOSIHUTE CreayroLmMe Lwaru:

HanmeHoBaHHue OnucaHue

Lar 1. CkayanTe o6pas

W pacnakyite CkayvaiiTe nocrneaHIor BEPCUIO BUPTYyanbHoro obpasa ¢ opuuuanbHoro caita https:/www.usergate.com/ru.

LLar 2. UmnopTupyiiTe  ||MHCTpyKUMIO No MMMNOPTY obpasa Bbl MOXeTe NocMoTpeTh Ha canTax VirtualBox u VMWare. na Microsoft Hyper-v 1 KVM
06pas B CBOKO CUCTEMY  ||HEOBXOANUMO CO3AaThb BUPTYasbHYHO MaLLMHY W YKasaTb B KAUECTBE AMUCKa CKauyaHHbIM 06pas, nocne Yero oTKAUYUTb
BUPTYanu3aumnu. CnymObl MHTErpayMK B HACTPOMKAX CO3AaHHON BUPTYasibHOW MaLLMHBbI.

Lar 3. Hactponte
napameTpsbl
BUPTYyasibHOW MallWHbI.

YBenunubTe pasmep onepaTtMBHON NaMATh BUPTyasribHOM MallnHbl. Mcnonb3ya CBOWCTBA BUPTYaibHOM MaLLMWHbI,
ycTaHosute MuHUMym 8Gb.

LLlar 4. BaxHo!
YBenuubTe pasvep
1CKa BUPTYasnibHOW
MaLLMWHbI.

Pasmep ancka no ymonuanuto coctasnsaet 100Gb, 4To 06bIYHO HEAOCTATOUHO ANA XPAHEHWA BCEX XXYPHANIOB U HACTPOEK.
Mcnonbaya cBoMCTBa BUPTYasibHOM MallMHbI, yCTaHOBUTE pasmep Ancka B 300Gb nnu 6onee. PekoMeHA0BaHHbI pasmep
- 500Gb unu 6onee.

UserGate Management Center noctaenaeTca ¢ 4eTblpbMA MHTepdencamu, ABa U3 KOTOPbIX HA3HAYEHbI B 30HbI:
LLlar 5. HacTpoiiTe « Management - nepsblit MHTEPDENC BUPTYaSIbHON MaLLWHbI;

BAPTyankHeIE CeTh. o Trusted - BTOpoW nHTEpdENC BUPTYyanbHOW MaLLKUHbI, NPeAHA3HAYEHHbIN ANA CBA3KM C ynpasnaemMbiMn MO

UserGate.
LLlar 6. Buinonuute 3anycTute BUpTyanbHyo MallvHy. Bo Bpemn 3arpysku Boibepute Support Menu v BeinonHuTe Factory reset. 3toT war
cOpocC K 3aBOACKNM KpanHe BameH. Bo Bpemn atoro wara UGMC HacTpavBaeT ceTeBble aaantephbl v yBenMuMBaeT pasmep pasaesna Ha
HacTporKam. )KECTKOM AMUCKE A0 pasMepa, YKasaHHOro B 4-M NyHKTe.

MoaknoueHne Kk UGMC

MHTepdeic cepaepa portd HacTpoeH Ha nonyyenue IP-agpeca B aBTomatuuyeckom pexxume (DHCP) 1 HasHaueH B 3oHy Management.
MepBoHauanbHaA HACTPOMKA OCYLLECTBAETCA Yepes NOAKIUYeHUe aaMMHUCTpaTopa K BeG-KOHCONMM uepes uHtepdeic porto.

Ecnv HeT BO3MOXHOCTW HasHauuTb aapec ana Management-uHTepdeiica B aBToMaTyecKoM pexume ¢ nomoLbto DHCP, To ero MoxHo ABHO 3aaathb,
ucnonbaysa CLI (Command Line Interface). Bonee noapo6Ho 06 ucnonssosarnuu CLI cmoTpuTe B rmaee UHTepdenc komaHaHoh cTpoku (CLI).

OcrtanbHble UHTEPPENCH OTKIHOUEHbBI U TPEBYIOT NOCeAyoLWEN HACTPONKM.

MepBoHauanbHan HacTpoiika TpebyeT BbIMOMHEHUS CEAYIOLLMX LIaroB:

HaumeHoBaHue OnucaHue



https://docs.usergate.com/index.php?View=entry&EntryID=321#%D0%9F%D0%BE%D0%B4%D0%BA%D0%BB%D1%8E%D1%87%D0%B5%D0%BD%D0%B8%D0%B5%20%D0%BA%20UGMC
https://www.usergate.com/ru
http://docs.usergate.com/interfejs-komandnoj-stroki-(cli)-opisanie_339.html

HaumeHoBaHue

OnucaHue

LLar 1. Moaxkntountbea K MHTepdeicy
ynpasneHus.

Mpu Hannumuu DHCP-cepBepa

MoakntounTb MHTepdeiic portd B ceTb NpeanpuaTua ¢ pabdoTatowyum DHCP-cepeepom. Brntounte UGMC.
Mocne 3arpysku koHcons UGMC ykaxeT IP-aapec, Ha KoTopblit He0OX0AUMO NOAKIHUYUTECA ANA AalbHEWLEeN
aKTUBaLuW NpoayKTa.

CraTtnueckuu IP-agpec

Bintounte UGMC. Ucnonbaya CLI (Command Line Interface), HasHaunTb Heobxoanmbli IP-aapec Ha
uHTepdenc port0. letanu ucnonssosanna CLI cmoTtpute B rnase UnTepdeic komanaHon cTpoku (CLI).

MoaxntounTbea K Be6-koHconn UGMC no ykasaHHOMY afpecy, OH JOMDKEH BbIMMIAAETb NPUMEPHO CreayoLwmnmM
obpasom:

https://UGMC IP_address:8010

LLar 2. Bbi6paTb A3bIK.

Bbi6path fA3bIK, Ha KOTOpoM ByAeT NPOAOIKeHa NepBOHaYaNbHasA HacTpoMKa.

LLlar 3. 3apatb naponb KOPHEBOTO
aamuHuctpatopa UserGate
Management Center.

3agatb NorvH v Naposb AN BxoAa B BEG-UHTepdEenc ynpasneHus.

LLlar 4. 3apervcTpupoBaTtb CUCTEMY.

BeecTu MWH-ko4 ANs aKTUBaLMK NPOAYKTA U 3aMONHUTL PerncTpaluoHHyto dopMy. [na akTueaLmm cucTembl
Heo6xoaum aoctyn UGMC B MHTepHeT. Ecnu Ha AaHHOM 3Tane BbINOMHUTL PerdcTpaumio He yaaetcs, To ee
creayeT NOBTOPWUTL NOCIIE HACTPOMKU CeTEBbLIX MHTEPMENCOB Ha Lware 8.

LLlar 5. HactpouTb 30HbI, IP-aapeca
MHTepdencos, noakntounTe UserGate
Management Center B ceTb
npeanpuUaTHA.

B pasaene UHTepdenchl BKIOUNTL HEOOX0AMMbIE MHTEPdENCHI, YCTAaHOBUTL KOPPEKTHLIe IP-aapeca,
COOTBETCTBYIOLME BALLWM CETAM, U HA3HAYUTb MHTEPGDENCH COOTBETCTBYIOLMM 30HaMm. Moapo6Ho 06
ynpasreHuu uHtepdeiicamu untainTe B rnase Hactpoitka uHTepdeicos. Cuctema noctaBnaeTcs ¢
npezonpeAesnieHHbLIMA 30HaMK:

« 3oHa Management (ceTb ynpasnenus), uHtepdenc port0.

« 3oHa Trusted (LAN). MpeanonaraeTtcs, 4to Yepes aty 3oHy UGMC GyaeT noaxntoyatbea K
ynpasnfaemMblM YCTPOMCTBAM, @ TakKe NosyuuT AOCTYN B UHTEPHET.

na pabotel UGMC aocTtatouHo 04HOro HAaCTPOEHHOro HTepdeica. Pasaenerne GyHKUMIA ynpaBneHun
yctporcteoMm UGMC 1 ynpaBnenus ynpasnsaembimMu ycTpoictBamu UserGate Ha pasHble ceTeBble
UHTEpdEenchl pekoMeHaoBaHo Ana obecneyeHna 6e30nacHOCTH, HO He ABnAeTcA 0bA3aTeNbHbIM
TpeboBaHueMm.

LUar 6. HacTpouTb LWM03 B MHTEPHET.

B pasgene LUnto3bl ykasatb IP-aapec wnito3a B UHTEPHET Ha MHTepdENCe, KOTOPbIR MMeeT A0CTyn B
MHTEPHET, KaK NpaBuno, aTo 3oHa Trusted. MoApo6HO 0 HACTPOMKE LUMO30B B MHTEPHET UNTalTE B rMaBe
HacTpovika wno30B.

LLar 7. YkasaTb cucteMHble DNS-
cepsepbl.

B pasnene Hactpouku ykaxuTte IP-aapeca cepepos DNS Baluero nposaiaepa uim cepeepos,
MCMoNb3yemMblX B Ballen opraHusaLuu.

LLlar 8. 3apervcTpupoBaTth NPOAYKT
(ecnu He 6bIN 3apPerucTPUPOBaH Ha
ware 4).

3apeructpupoBatb NpoAyKT ¢ nomoLbto MUH-koaa. [ina ycneLHon percTpaym Heo6xoaAMMO NoAKIYeH1e
K MHTEPHETY W BbINOSIHEHWE NPeablAyLLMX LIAroB.

Bonee noapo6HO 0 NMULEH3UPOBAHWM NPOAYKTa YnTaiTe B rnase JluueHsnposarHve UGMC.

LLlar 9. CosaaTb Kak MUHUMYM OAHY
ynpasnaemyto o6nacTb.

B pasaene Ynpaensaemble o6nacti - O6nacti 106aBuTh ynpasnaemyto o6nacTb.

Lar 10. Co3natb aamuHucTpaTopa
co3aHHOM ynpasnaemon obnactu.

B pasaene AAMUHMCTpaTOpBI CO3AaTh NPOdHUIb aAMUHUCTPATOPA M AaTb EMy NpaBsa Ha ynpasneHne
cosaaHHoM 06nacTbio. Cosaarb aAMUMHUCTPATOPA C AaHHbIM NPOdUIIEM.

Lar 11. Co3aatb AONONHUTENbHBLIX
aamuHuctpatopos UGMC
(onumoHanbHo).

B pasaene AAMUHUCTpaTOPbl CO3AaTh HeobxoauMble Npodunu aAna ynpaenexus cepsucamn UGMC v
cosaatb aammHuctpatopos UGMC ¢ aTummn npodunamu.

Mocne BbINONHeHWA BbllwenepeuncrnerHblx aenctenin UGMC rotos k pabote. [nsa 6onee aeTtanbHOW HACTPOWKM 0BpaTUTech K HEOOXOAUMLIM rnaBam

CNPaBOYHOro PYKOBOACTBA.



http://docs.usergate.com/interfejs-komandnoj-stroki-(cli)-opisanie_339.html
https://xn--usergate_m_ip_address-mjr:8010
http://docs.usergate.com/nastrojka-seti(opisanie)_338.html#%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0_%D0%B8%D0%BD%D1%82%D0%B5%D1%80%D1%84%D0%B5%D0%B9%D1%81%D0%BE%D0%B2
http://docs.usergate.com/nastrojka-seti(opisanie)_338.html#%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0_%D1%88%D0%BB%D1%8E%D0%B7%D0%BE%D0%B2
https://docs.usergate.com/licenzirovanie-ugmc_319.html
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