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TpeboBaHWA K CETEBOMY OKPYXXEHMIO

Documentation:

Product: SIEM

=

Version: 7.x
CepBuc MpoTokon MopT Ucxoaawmn/Bxoaawmmn DyHKLUHA
Be6-koHcons |TCP 8010 Bxoaawwmi (k Be6-koHconm ﬂomyp K BEO-MHTEpENCy ynpaBneHus
UserGate SIEM) YCTPOWCTBOM.
o JlocTyn K UHTepdency KOMaHAHOW CTPOKU
CLIno SSH |[TCP 2200 Bxoasawwmit (k CLI no SSH) (CLI) UserGate o npoTokony SSH.
XML-RPC TCP 4041 Bxoaawwmi (k UserGate no API) |[YnpaBnenue yctpoiictBom UserGate no API.
XML-RPC
nosepx TCP 4443 Bxoaawwmi (k UserGate no API) ||[JocTyn k APl noBepx HTTPS.
HTTPS
YAaanéHHblM AOCTYN K cepBepy TEXHUUYECKOM
NOAAEPKKH.
JlocTyn Kk cepepam:
YnanéHHbIn TCP 20 Mcxoaswmii (ao cepsepos
MOMOLLHUK TEXHUYECKON MOALAEPIKKM) « 93.91.171.46;
« 178.154.221.222;
» ra.entensys.com.
NTP UDP 123 Woxoaswmit (o cepeepa CHHXPOHM3aLNUA BPEMEHH.
TOYHOrO BPEMEHHM)
DNS UDP 53 Wexoaawui (a0 DNS-cepepos) | CPBAC nonydeHmsa urgopumauny (IP-aapec)
0 AOMEeHaXx.
Peructpauusa .
Mcxoaawmi (ao cepsepa [locTyn Ao cepsepa perucrpaynm npoayKTos
cepsepa TcP 443 erucTpaumm) UserGate reg2.usergate.com
UserGate P pay ge. gate. ’
O6HoBREHHE Mexoasiumii (20 cepeepos O6HOBMNEHWE NPOrpaMMHOro 06ecrneyeHun 1
nou TCP 443 ARLLAN (A0 CepBep anemMeHToB BUBnMoTEK: JOCTYN A0
06HOBrIEHHA)
6ubnuotek cepsepa updates.usergate.com.
9712 Ucxoaawmit (ot UserGate SIEM |[MepBoHauanbHas ycTaHOBKa CBA3KM U 0OMEH
k UGMC) Ktovamu Wwrudposaxua ¢ cepsepom UGMC.
CBA3b C
UGMC TCP
Mcxoaawmi (o1 UserGate SIEM ||MocTpoeHne SSH-TyHHens ansa o6meHa
2022 -
k UGMC) aHHBIMM C MOMOLLbIO MOSTYYEHHBIX KITOYen.
9713 Ucxoaawuit (ot UserGate SIEM |[MepBoHauanbHas ycTaHOBKA CBA3KM U 0OMEH
k NGFW) Ktoyamu wrudpposarua ¢ cepsepom NGFW.
TCP
Mcxoanawumi (o1 UserGate SIEM ||MocTpoeHne SSH-TyHHens ansa o6meHa
Cepeuc SIEM 2023 k UserGate NGFW) aHHBIMKW C MOMOLLbIO MOJTYYEHHBIX KITIOYEeN.
22699 (npném paHHbix oT NGFW 6.x.x), o
TCP 22711 (npuém aaHHbix 0T NGFW 7.x.x, Bxonawwii (o1 UserGate NGFW Cepsuc cbopa xypHanos UserGate SIEM.
k UserGate SIEM)
ncnonbayroLnx SSL)
o LocTyn k cepeepy UserGate SIEM no
SNMP UDP 161 Bxoaawwmn (k UserGate SIEM) npoTokony SNMP.




Cepsuc |[[poTokon MopT Ucxonawmin/Bxoaawmim DYHKUHMA
Coopumk  |rop/pp (514 BxoaAwmit (x UserGate SIEM) |[CSPBAC C00Pa MHOpMAUMY OT yaaneHHsix
noros YCTPOMCTB No cTaHaapTy syslog.
SMTP TCP o5 Mcxoaawmi OTnpaska yBeAOMIEHUI Ha 3TIEKTPOHHYHO
(k nouTOBOMY CepBepy) noury.
Mcxoaawmi (3anpoc Ha
DHCP UDP 67, 68 nonydexue agpeca ot UserGate ||Cepsuc cnyx6sl DHCP.
SIEM Ha cepsep DHCP)
Mcxoaawmi (k LDAP- BeinonHenune 3anpocos LDAP (389 — anAa
LDAP TcP 389, 636 KOHHEKTOpY) LDAP 1 636 — ana LDAP over SSL).
Mcxoaawmi (k cepsepy AyTeHTUdUKaLmua nonb3osarenemn no
RADIUS ubP 1812 ayteHTudumkaummn RADIUS) npotokony RADIUS.
Mcxoaawmii (k cepsepy AyTeHTUdUKaLmua nonb3osarenem no
TACACS+ TcP 49 aytenTudukaumn TACACS+) npoTtokony TACACS+.
FTP (aknopt o
KypHanoe) TCP 21 Mcxoaawmi (k cepsepy FTP) OkenopT xypHanos Ha cepsep FTP.
SSH (aknopt o
JypHANOB) TCP 22 Mcxoaawmi (k cepsepy SSH) OKCMopT xypHanoBs Ha cepsep SSH.
Syslog
(aknopTt TCP/UDP ||514 Mcxoanwmit (k syslog-cepsepy) |[OxkcnopT xypHanoB Ha syslog-cepsep.

ypHanoB)




CuHTaKcuC A3bIka 3anpocoB

Product: UserGate SIEM
Version: 7.x

B aTOM NpUnoxeHnn npuBoaUTCA crnpasoyHas MHdopmauna 06 SQL-noaobHoM A3bike 3anpocos UserGate. Bbl MoXeTe UCMONb3oBaTh BbIPXKEHUA Ha
A3bIKE 3aNpPOCOB ANA NOUCKA M GUNbTPALMK AaHHbIX, @ Takke AnA GOPMUPOBaHKUA YCroBUIA cpadaTbliBaHWA NPaBUIT aHaNTMTUKK.

[inA BBOAA BbIPAXXEHWI MCNOMb3YETCA CTPOKA 3anpoCcoB, KoTopan oToBpaxaeTca B creaytowmx pasaenax sebd-koHconu UserGate SIEM:
« B pasaene XypHanbl u oTyeThbl - ypHanbl npu BbiGope COOTBETCTBYHOLLErO XypHana (B pexumMe PacluMpeHHbIN);

e B pasaene )‘KypHaﬂbl 1 oTueThbl - OTueThl - Monb3oBaTenbcKue WabNoHbI npu co3aHnKn Nob30BaATEIbCKUX LI.IaéJ']OHOB;

« Bpasgene AHanuTuka - MpaBuna aHanUTUKKU B CBOMCTBAX yCnoBua cpabaTbiBaHUsA NpaBuna aHaaUTHKK ;

« B pasgene AHanutuka - Mowuck;

« B pasgerne AHanuTHKa - CpabaTtbiBaHUA (B pexume PacluMpeHHbii).

« B pasaene AHanuTuka - lNMpouecchbl KOHeYHbIX YCTPOUCTB - Jlor npoueccoB (B pexume PacluMpeHHbIN);
« B pasaene UHunaeHTobl - XypHan MHUMAEHTOB (B pexume PacluMpeHHbIR).

Mpu cocTaBneHun 3anpocoB UCMOJb3YHOTCH AOCTYMNHbIE NAPaAMETPbI, 3HAYEHUA 3TUX NAPaAMETPOB, a TaKkKe JTOTMUYECKUE ornepaTopbl ¥ onepaTopbl
CpaBHEHWA.

CTpyKTypa 3anpoca
3anpoc COCTOUT U3 OAHOIo U HECKOJTbKKUX yCJ'IOBVIl7|, KaxXaoe U3 KOTOPbIX UMeeT BUA:
<napamMeTp 3anpoca> <oneparop> <3Ha4yeHne napameTpa sanpoca>

MpumeuaHuellpy BBoAE 3aNpPOCOB Bbl MOXETE 3aKIO4aTh 3HAYEHHUA NapameTpoB B KaBblukW. Ecnu 3HaueHne napameTpa coaepkuTt npobensi,
UCNonb3oBaHMe KaBbluek obAsaTtenbHo (Hanpumep, 'sHaveHve 1' unu "sHaveHve 2"). InA rpynnMpoBKU HECKOSbKMX YCIIOBWI B 3anpoce AonycKaeTcs
UCNosIb30BaTh KPYrrible CKOOKH.

OnepaTtopbl B 3anpocax

I'IpM COCTaBlieHMX 3anpoCoB Bbl MOXeETe UCNOIb30BaThb NNOrM4YeckMe onepatopbl U onepaTopbl CpaBHEHUA.

Onepatop 3HaueHue Mpumep 3anpoca MpumeyaHua
Noruueckue onepartopbl
AND “ ipSource = 198.51.100.13 AND action = _
(BBIMONHAIOTCA BCE ycnosua)||deny
OR Wnu (BtlmonHﬂeTCH OAHo M3 severity = info OR severity = warning —
yCNoBwit)
OnepaTtopbl cpaBHEHUA
- PasHo (nonHocteto ipSource = 192.0.2.53 —
cosnajaaer)
1= He paBHo (He coBnanaeT) |lipSource |= 192.0.2.55 —
< MeHbLue statusCode < 404 Onepatop NpUMeHUM K napameTpam, NoAAEePKMBAIOLLUM
cpaBHeHWe 3HaueHui (Hanpumep, date, portSource,
portDest unu statusCode)
> Bonblue statusCode > 200
<= MeHbLue nMbéo paBHO date <= 2019-03-28T20:59:59
>= Bonblue nubo paBHoO date >= 2019-03-13T21:00:00



https://docs.usergate.com/obshie-svedeniya_1952.html
https://docs.usergate.com/sozdanie-pol6zovatel6skih-shablonov-otchetov_1970.html
https://docs.usergate.com/upravlenie-pravilami-analitiki_1979.html

Onepartop 3HaueHue Mpumep 3anpoca MpumeyaHuna
PaBHO oaHOMY 13 category IN (botnets, compromised, 'illegal ||B kauecTse
IN nepeuncnenHsIx B ckobkax  ||software’, 'phishing and fraud','reputation  ||3Hauenuit napameTpos ipSource u ipDest moxHo
3HaAYEeHUH high risk','unknown category') yKasbiBaThb agpeca noaceten B popmate CIDR
NOTIN ||© PaBHO NEPEUMCNeHHEIM B i oot NOT IN (203.0.113.0/24)
CKOOKax 3HaYeHUAM
~ ConepxuT NOACTPOKY ipSource ~ 203.0.113 OnepaTtop NpUMeHUM K napameTpam, MMEHOLLUM
CTPOKOBLIE 3HAYeHHWsA, 6e3 yueTa peructpa
I~ He conepxuT noacTpoky browser !~ Mozilla/5.0
MATCH Cosnapaert ¢ details MATCH NAT OnepaTop MCMoMb3yeT CUHTAKCUC PETYNAPHBIX BbIPKEHUN
perynapHbIM BbIpaXXEHUEM 6ubnunotekn RE2. OnucaHue 6MBnMoTeKn cM. Ha
cawTe github.com B pasaene komnanum Google
NOT He coenaaaer c details NOT MATCH NAT
MATCH |[perynfipHbiM BblpaXXeHUEM
Mpouue onepartopbl
GROUP MpynnupoBKa BLIBOAUMBIX OnepaTop AOCTYMEH TONBKO Af1A 3anpocoB B
BY pesynbTaToB no ykaszaHHomy (GROUP BY ipSource pasaene AHanutuka - Mouck
napameTpy
LIMIT OrpaHuyeHue KonmMyecTsa LIMIT 100
BbIBOAUMBIX PE3YSIbTATOB

MapameTpbl 3anpocos

Bbl MmoxeTe npocMaTpuBaTb CNUCOK BCEX NapamMeTpoB 3anpocoB, A0CTYNHbIX B Bbl6paHHOM pasaene BeO-KoHCONU yCTpOVICTBa, nCcnonb3yA B CTPOKE
3anpoca cumBon , (3anAartas).

Kpome Toro, 451s KaXA0ro napameTpa Bbl MOXETE NPOCMATPUBaTL CMIMCOK AOCTYMHLIX ONepaTopo.. [ins aToro nocne BBoAa napaMeTpa B CTPOKE
3anpoca Heo6X0AMMO HaxarTb Knasuily Space.



https://github.com/google

Tawke Bbl MOXeTe NpocMaTpuBaTh BO3MOXHbIE 3HAYEHUA HEKOTOPLIX NapaMeTpoB 3anpocoB. [inA 3Toro B CTPOKe 3anpoca Heo6X0AUMO BBECTH
napameTp 1 onepaTtop, a 3aTeM HaxaTb KnaBuLLly Space.

Hanee npvBeAeHbl NapaMeTpbl 3anpocoB U NPUMEPLI X UCTOMNb30BaHUA B PasfiMyHbIX pasaenax Be6-KOHCOMM ycTpoiicTaa.

MapameTpbl 3aNpoCOB B ypHanax cobbiTui

B Tabnuue Hwke npvBeAeHbl NapameTpbl 3anpocoB, A0CTYNHbIe BkypHane cobuituin UserGate SIEM , a Takke B ypHarne coOblTUiA NOAKMHOUYEHHbBIX
k UserGate SIEM ycTtpoWcTs.

MapameTp 3HaueHune Mpumep 3anpoca
changeTracker||Tun nameHeHui (pu yyeTe n3MeHeHwW) changeTracker = update
component KomnoHeHT ycTpoiicTea component = vpn
date NaTa cobbiTua date = 2025-04-18
dayOfMonth ||JeHb MecAua (umcrno) dayOfMonth = 16
dayOfWeek [leHb Heaenu dayOfWeek = monday
details Letanu cobbiTua details MATCH NAT



https://docs.usergate.com/zhurnal-sobytij_1953.html
https://docs.usergate.com/nastrojka-obshih-parametrov_1901.html

MapameTtp 3HaueHue Mpumep 3anpoca
event Tun coBbiTns event = 'vpn client connected'
hourOfDay Yac cyTok hourOfDay = 12
ipSource IP-aapec nctounmka ipSource = 203.0.113.14
module Moaynb ycTpoicTaa module = 'vpn server'
monthOfYear ||Mecsay monthOfYear = march
node Mwvs ycTpoiicTea node = utmcore@nodename
severity CTeneHb BaXHOCTH COBbITUA severity = critical
time Bpemsa cobeiTua time > 00:00:00
trackerReason ||[TpnunHa nameHeHui (npu yyete usmenenuit)|itrackerReason = fix
user Mma nonb3osatensa user = Admin
userld ID nonb3oBarens userld = 37333739-3733-3734-3635-366400000000

MapameTpbl 3aNpocoB B ypHane Be6-gocTyna

B Taénuue HWXe npuBedeHbl NnapamMeTpbl 3anpoCcoB, A0CTYNHbIE B XypHane Beé—gocTyna.

Mapametp 3HaueHue Mpumep 3anpoca
action Leictre npu cpabatsiBaHuW npasuna action = 'allow webaccess'
application HasBaHwe npunoxenuna B cucteMHoin 6uénuotexe |[application = 1C

applicationCategory

Kareropua npunoxeHua

applicationCategory = Business

applicationid

ID npunoxenua

applicationld = c93af622-0da7-4133-851d-c0e062772ef3

applicationName

HassaHue npunoxexusn

applicationName MATCH Testapp1

applicationTechnology

TexHonorna NPUNOXeHna

applicationTechnology = Client-server

applicationThreat

ypOBeHb 0OnNacHOCTU NPUIIOXEHHUA

applicationThreat = medium

bytesRecv KonunyecTtBo nonyyeHHbIx 6aiToB bytesRecv > 1000
bytesSent KonnuecTtBo nepesaHHbix 6aiiTos bytesSent > 2000
date Jata cobbiTua date = 2025-04-17
dayOfMonth JeHb MecAua dayOfMonth = 17



https://docs.usergate.com/nastrojka-obshih-parametrov_1901.html
https://docs.usergate.com/zhurnal-veb-dostupa_1954.html

Mapametp 3HaueHue Mpumep 3anpoca
dayOfWeek JleHb Henenu dayOfWeek = thursday
details [eTtanu cobbiTnaA details MATCH error
domain JLloMeHHOe umsA pecypca domain ~ example.com
group HassaHue rpynnsl nonb3osatenei group ~ group1
groupld ID rpynnel nonb3oBarenei groupld = 919878b2-e882-49ed-3331-8ec72c3c79cb
hourOfDay Yac cyTok hourOfDay = 14
httpMethod Metoa HTTP-3anpoca httpMethod = CONNECT
httpProtocol MpPOTOKON MPUKIALHOTO YPOBHSA 1 ero Bepcus httpProtocol = HTTP/1.1
ipDest IP-anpec HazHaueHun ipDest = 198.51.100.201
ipSource IP-aapec uctouHmnka ipSource = 198.51.100.206
mime MIME-Tun 3anpoca mime = text
monthOfYear Mecauy monthOfYear = march

node

Mma ycTpoiicta

node = utmcore@nodename

operatingSystem

Tun OC ucTouHMKa 3anpoca

operatingSystem = Windows

packetsRecv KonnuecTso nosnyyeHHbIX NakeTos packetsRecv > 1000

packetsSent KonunyecTso nepeanaHHbix Naketos packetsSent > 2000

portDest MopT HasHaueHus portDest = 1110

portSource MopT UCTOYHMKA portSource = 1111

referer 3aronosok Referer B 3anpoce referer = https://www.example.com
rule HassaHwue npasuna rule = Rule1

ruleld ID npasuna ruleld = f93da24d-74f9-4f8c-9e9b-8e6d02346fb4
statusCode Koan HTTP-oTBeTa statusCode = 302

time Bpemsa cobbiTua time > 00:00:00

url URL-aapec pecypca url = https://www.example.com
urlCategory Kateropus URL urlCategory = chat




Mapametp 3HaueHue Mpumep 3anpoca
urlCategoryThreat YposeHb onacHocTn kateropun URL urlCategoryThreat = medium
user Wwmna nonb3osarens user = Admin
userAgent User-Agent 6paysepa userAgent MATCH Mozilla/5.0
userld ID nonb3oBatena userld = 37333739-3733-3734-3635-366400000000
zoneDest 3oHa HasHaueHuA zoneDest = Untrusted
zoneSource 30Ha UCTOYHMKA zoneSource = Trusted

MapameTpbl 3anpocos B ypHane DNS

B Tabnuue Hwke NpuBedeHbl napameTpbl 3anpocos, A0CTyNHble B xypHane DNS.

Mapametp 3HaueHue Mpumep 3anpoca
action [enctare npu cpabatsiBaHuW npasuna action = 'allow webaccess'
application HasBaHwe npunoxeruna B cuctemHoit 6uénuotexe |[application = DNS

applicationCategory

Kareropua npunoxeHnua

applicationCategory = 'Web browsing'

applicationld

ID npunoxenua

applicationld = c93af622-0da7-4133-851d-c0e062772ef3

applicationName

HassaHve NPUNOXeHnA

applicationName MATCH Testapp1

applicationTechnology

TexHonorua NPUNOXeHnA

applicationTechnology = Browser-based

applicationThreat

ypOBeHb 0OnacHOCTHU NPUNOXEeHUA

applicationThreat = low

countryDest CtpaHa HazHaueHus countryDest = 'Russian Federation'

countrySource CTpaHa UCTOUHMKA countrySource = 'Russian Federation'

date Jata cobbiTua date = 2025-04-17

dayOfMonth [leHb mecAua dayOfMonth = 17

dayOfWeek [eHb Heaenu dayOfWeek = thursday

details Jetanu coBbiTnA details MATCH error

domain JlomeHHoe umsa pecypca domain ~ example.com

group HasBsaHwe rpynnbl nonb3osarenen group ~ group1

groupld ID rpynnel nonb3osarenei groupld = 919878b2-e882-49ed-3331-8ec72c3c79cb



https://docs.usergate.com/zhurnal-dns_1955.html

Mapametp 3HaueHue Mpumep 3anpoca
hourOfDay Yac cyTok hourOfDay = 17
ipDest IP-anpec HasHaueHnAa ipDest = 192.0.2.11
ipSource IP-aapec uctouHmka ipSource = 192.0.2.12
monthOfYear Mecsy monthOfYear = march
networkProtocol CeTeBoi NPOTOKON networkProtocol = UDP
node Wms ycTpoicTea node = utmcore@nodename
portDest MopT HazHaueHun portDest = 1110
portSource MopT UCTOuYHMKA portSource = 1111
rule HassaHue npasuna rule = Rule1
ruleld ID npasuna ruleld = f93da24d-74f9-4f8c-9e9b-8e6d02346fb4
time Bpemsa coBbiTua time > 00:00:00
urlCategory Kateropus URL urlCategory = chat
urlCategoryThreat YpoBeHb onacHocTu kateropuu URL urlCategoryThreat = low
user MmA nonb3osatena user = Admin
userld ID nonbsosatena userld = 37333739-3733-3734-3635-366400000000
zoneDest 3oHa HasHauyeHnA zoneDest = Untrusted
zoneSource 30Ha UCTOYHMKA zoneSource = Trusted

MapameTpbl 3anpocoB B XypHane Tpaduka

B TaéJ'IVILl,E HWXe NpuBeAeHbl NapameTpbl 3anpocoB, A0CTYNHbIE BXypHane Tpaduka.

Mapametp 3HaueHue Mpumep 3anpoca
action Leinctre npu cpabatsiBaHuu npasuna action = allow
application HasBaHwe npunoxenua B cucteMHoi 6uénuotexe |[application = 1C

applicationCategory

Kareropua npunoxeHnua

applicationCategory = Business

applicationld

ID npunoxexua

applicationld = c93af622-0da7-4133-851d-c0e062772ef3

applicationName

HassaHnue npunoxenua

applicationName MATCH Testapp1



https://docs.usergate.com/zhurnal-trafika_1956.html

Mapametp

3HaueHue

Mpumep 3anpoca

applicationProtocol

MpoTokon npunoxexHua

applicationProtocol = HTTP

applicationTechnology

TexHonorua NPUNOXeHnAa

applicationTechnology = Browser-based

applicationThreat

ypOBeHb 0OnNacHOCTU NPUIIOXKEHHUA

applicationThreat = low

bytesRecv KonnuyecTBo nonyyeHHbIx 6aiToB bytesRecv > 1000000

bytesSent KonnuecTtBo nepesnaHHbix 6aiiTos bytesSent > 100

countryDest CTpaHa HasHaueHuA countryDest = 'Russian Federation'
countrySource CTpaHa UCTouHMKa countrySource = 'Russian Federation'
date Jata cobbiTua date = 2025-04-17

dayOfMonth JeHb MecAua dayOfMonth = 17

dayOfWeek JleHb Heaenu dayOfWeek = thursday

group HasBsaHwe rpynnbl nonb3oBarenen group ~ group1

groupld ID rpynnel nonb3oBarenei groupld = 919878b2-e882-49ed-3331-8ec72c3c79cb
hourOfDay Yac cyTok hourOfDay = 17

ipDest IP-aapec HasHaueHua ipDest = 192.0.2.10

ipSource IP-aapec ucTouHuka ipSource = 192.0.2.12

macDest MAC-aapec HasHauyeHus macDest = 00:00:5E:00:53:11
macSource MAC-aapec UcTouHuKa macSource = 00:00:5E:00:53:2B
monthOfYear Mecsu monthOfYear = march

natlpDest IP-aapec HasHadeHua nocne NAT-TpaHcnauun  |[natlpDest = 198.51.100.10

natlpSource

IP-anpec uctounnka nocne NAT-TpaHcnAumm

natlpSource = 198.51.100.100

natPortDest MopT HasdHaueHwna nocne NAT-TpaHCAALMK natPortDest = 1111
natPortSource MopT ucTouHuka nocne NAT-TpaHcnsayuu natPortSource = 1111
networkProtocol CeTeBoW NpoToKoN networkProtocol = ICMP
node WMmsa ycTpoicTea node = utmcore@nodename
packetsRecv KonnyecTtso nosnyyeHHbIX nakeTos packetsRecv > 1000




Mapametp 3HaueHue Mpumep 3anpoca
packetsSent KonnuecTso nepeaaHHbIX NakeTos packetsSent > 100
portDest MopT HasHaueHus portDest = 1110
portSource MopT UCTOYHMKA portSource = 1111
rule HassaHue npasuna rule = Rulet
ruleld ID npasuna ruleld = f93da24d-74f9-4f8c-9e9b-8e6d02346fb4
time Bpemsa cobbiTua time > 00:00:00
type Tun npasuna type = firewall
user MwmnA nonb3osatens user = Admin
userld ID nonbsosarens userld = 37333739-3733-3734-3635-366400000000
zoneDest 30Ha HasHaueHus zoneDest = Untrusted
zoneSource 30Ha UCTOUHMKA zoneSource = Trusted

MapameTpbl 3anpocos B ypHane COB

B Taénuue HWXe npuBedeHbl NnapamMeTpbl 3anpoCcoB, A0CTYNHbIE B XypHane COB.

MapameTp 3HaueHve Mpumep 3anpoca
action [eicTre npu cpabatsiBaHuW npasuna action = pass
application HasBaHwe npunoxeruna B cucteMHoin 6uénuotexe |[application = 1C

applicationCategory

Kareropua npunoxeHxua

applicationCategory = Business

applicationid

ID npunoxenun

applicationld = c93af622-0da7-4133-851d-c0e062772ef3

applicationName

HassaHnue npunoxexun

applicationName MATCH Testapp1

applicationProtocol

MpOTOKON NPUKNAAHOTO YPOBHS

applicationProtocol = HTTP

applicationTechnology

TexHonorua APUNOXeHnA

applicationTechnology = Client-Server

applicationThreat

ypOBeHb 0nacHOCTHU NPUNOXEeHUA

applicationThreat = high

countryDest = 'Russian Federation'

countryDest CrpaHa HasHaueHuA

countrySource CrpaHa McTouHmuKa countrySource = 'Russian Federation'
date Jata cobbiTua date = 2025-04-18

dayOfMonth JeHb MecAua dayOfMonth = 16



https://docs.usergate.com/zhurnal-sov_1957.html

Mapametp

3HaueHue

Mpumep 3anpoca

dayOfWeek [eHb Heaenu dayOfWeek = monday

group HasBsaHwe rpynnbl nonb3oBarenei group ~ group1

groupld ID rpynnel nonb3osatenei groupld = 919878b2-e882-49ed-3331-8ec72¢c3c79cb
hourOfDay Yac cyTok hourOfDay = 14

ipDest IP-anpec HasHaueHun ipDest = 198.51.100.10

ipSource IP-aapec uctouHmka ipSource = 192.0.2.12

macDest MAC-aapec HasHauyeHus macDest = 00:00:5E:00:53:11

macSource MAC-aapec UcTouHuKa macSource = 00:00:5E:00:53:2B

monthOfYear Mecsu monthOfYear = march

networkProtocol CeTeBoM NPOTOKON networkProtocol = IGMP

node MmA ycTpoicTea node = utmcore@nodename

portDest MopT HasHaueHus portDest = 1110

portSource MopT ucTouHKKa portSource = 1111

rule HassaHue npasuna rule = Rulet

ruleld ID npasuna ruleld = f93da24d-74f9-4f8c-9e9b-8e6d02346fb4

signatureCategory

Kareropwua curHatypsl COB

signatureCategory = exploit

signatureClass

Knacc curnatypel COB

signatureClass = attempted-dos

signatureld

ID curHatypel COB

signatureld = 999999

signatureName

HassaHnwue curHatypsl COB

signatureName = 'BlackSun Test'

signatureOS

OC curHatypel COB

signatureOS = Linux

signatureThreat

YpoBEHb ONACHOCTH CHUrHATYPbI

signatureThreat = high

time Bpemsa coBbiTua time > 00:00:00
user Uwma nonbsosatens user = Admin
userld ID nonb3osaTensa userld = 37333739-3733-3734-3635-366400000000




MNapameTp

3HaueHue

zoneDest

30Ha HasHauyeHuA

zoneDest = Untrusted

zoneSource

30Ha UCTOYHMKA

zoneSource = Trusted

MapameTtpbl 3anpocos B ypHane ACY Tl

B TaéJ‘IMLl,B HWXe npuBeaeHbl NnapamMeTpbl 3anpocoB, A0CTYNHbIE B XypHane ACY TN (aBTOMaTMSMpOBaHHbIX CUcTemM ynpasneHna TeXxHoNnornyeckum

npoLeccom).

MapameTtp 3HaueHue Mpumep 3anpoca
action [leiicTre npu cpabatbiBaHuu npasuna ||action = drop
countryDest CTpaHa HasHaueHuA countryDest = 'Russian Federation'
countrySource ||[CTpaHa UCTOYHMKA countrySource = 'Russian Federation'
date NaTa cobbiTua date = 2025-05-26
dayOfMonth JleHb MecAla dayOfMonth = 26
dayOfWeek JleHb Heaenu dayOfWeek = monday
hourOfDay Yac cyTok hourOfDay = 14
ipDest IP-aapec HasHauyeHna ipDest = 198.51.100.2
ipSource IP-azpec UcTouHuka ipSource = 198.51.100.10
monthOfYear |[Mecau monthOfYear = march
node Mma ycTpoicTea node = utmcore@nodename
portDest MopT HasHaueHna portDest = 1110
portSource MopT UCTOYHMKA portSource = 1111
rule HaseaHue npasuna rule = Rule1
scadaAddress ||Aapec pernctpa ACY Tr1 scadaAddress = 3154
scadaCommand|(Koa ¢yHkummn ACY TIM scadaCommand = 12
scadaProtocol ||[lpoTokon npuknaaxoro yposHa ACY TI||scadaProtocol = modbus
scadaSeverity ||YposeHb onacHocTu coBbitTua ACY TN ||scadaSeverity = 1
time Bpemsa cobeiTua time > 00:00:00
zoneDest 3oHa HasHayeHnA zoneDest = Untrusted

Mpumep 3anpoca
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Mapametp

3HaueHue

Mpumep 3anpoca

zoneSource

30Ha UCTOYHMKA

zoneSource = Trusted

MapameTpbl 3anpoCcoOB B ypHane UHcnekTuposaHua SSH

B Tabnuue HWxe NpuBeAeHbI NapamMeTpbl 3anpoCcoB, AOCTYMHbIE BKypHane WHCNeKTMpoBaHusa SSH.

MapameTtp 3HaueHue Mpumep 3anpoca
action JleiicTane npu cpabaTbisaHuu Npasuna |jaction = drop
command KomaHaa SSH command = whoami
countryDest ||CTpaHa HasHaueHuA countryDest = 'Russian Federation'
countrySource|[CTpaHa UCTOYHMKA countrySource = 'Russian Federation'
date Nata cobbiTua date = 2025-04-17
dayOfMonth ||[leHb mecAua dayOfMonth = 17
dayOfWeek [eHb Heaenu dayOfWeek = thursday
group Hassanue rpynnel nonb3osartenei group ~ group1
groupld ID rpynnel nonb3oBaTenei groupld = 919878b2-e882-49ed-3331-8ec72c3c79cb
hourOfDay Yac cyTok hourOfDay = 17
ipDest IP-anpec HasHaueHna ipDest = 192.0.2.153
ipSource IP-aApec UcTOUHMKA ipSource = 192.0.2.195
macSource MAC-azpec UCTOYHMKA macSource = 00:00:5E:00:53:11
monthOfYear |[MecAy monthOfYear = march
node Mma ycTpoicTea node = utmcore@nodename
portDest MopT HasHaueHus portDest = 1110
portSource MopT UCTOYHMKA portSource = 1111
rule HasBaHue npasuna rule = Rulet
ruleld ID npaBuna ruleld = f93da24d-74f9-4f8c-9e9b-8e6d02346fb4
time Bpemsa cobebiTua time > 00:00:00
user Mma nonb3osartensa user = Admin
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Mapametp

3HaueHne

Mpumep 3anpoca

userld ID nonb3osatens userld = 37333739-3733-3734-3635-366400000000
zoneDest 30Ha HasHaueHua zoneDest = Untrusted
zoneSource 30Ha UCTOYHMKA zoneSource = Trusted

MapameTpbl 3aNPOCOB B ypHane UCTOPUU NOUCKA

B Tabnuue Huxe NpuBeaeHbl NapaMeTpsl 3anpocoB, AOCTYMHLIE B XXYPHAE UCTOPUN MOUCKA .

MapameTtp 3HaueHune Mpumep 3anpoca
countrySource||CTpaHa UCTOYHWKA countrySource = 'Russian Federation’
date [lata cobbiTuA date = 2025-04-17
dayOfMonth ||[leHb mecAua dayOfMonth = 17
dayOfWeek [eHb Heaenu dayOfWeek = thursday
group HassaHue rpynnsl nosnb3osaresnei||group ~ group1
groupld ID rpynnel nonb3oBaTenen groupld = 919878b2-e882-49ed-3331-8ec72c¢3c79cb
hourOfDay Yac cyTok hourOfDay = 17
ipSource IP-azpec UcTouHuka ipSource = 192.0.2.3
monthOfYear |[Mecay monthOfYear = march
node Mma ycTpoicTea node = utmcore@nodename
query MowuckoBebIi 3anpoc query = 'example search’
searchEngine ||l o1ckoBas cuctema searchEngine = Yandex
time Bpemsa cobbiTuaA time > 00:00:00
user Mmna nonb3osatens user = Admin
userld ID nonb3oBatens userld = 37333739-3733-3734-3635-366400000000

MapameTpbl 3aNpoOCOB B ypHane co6bITUIN KOHEUYHbIX YCTPOWUCTB

B Tabnuue Hke NpuBeAeHbl NapameTpbl 3anpocoB, AOCTYMHbLIE BXypHAse COBLITUI KOHEUYHbIX YCTPOUCTB .

MapameTp 3HaueHune Mpumep 3anpoca
computerName ||MmsA nctouHnka cobbiTua computerName = node1
counter Mma cueTumnka counter = login_logout
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MapameTtp 3HaueHue Mpumep 3anpoca
data OnwucaHue cobbITUs data ~ console.example
date [ata cobbiTua date = 2025-04-17
dayOfMonth JeHb MecAua dayOfMonth = 17
dayOfWeek [eHb Heaenu dayOfWeek = thursday
endpoint MmA KoHeyHoro ycTporcTaea endpoint ~ example.local
endpointld ID KoHeuHoro ycTpoircTBa endpointld = 16535060-5a1a-4€92-8331-239406ec34da
error Koa owu6ku npu BoinonHexuu sanpoca k ceHcopy WMI unu SNMP ||error ~ 0
hourOfDay Yac cyTok hourOfDay = 17

insertionString

[NaHHble coObiTva Windows nocne 06paboTku

insertionString MATCH user1

logCategory Kateropus cobbitua Windows logCategory = 'Group Membership'
logEventCode ||Koa cobeitna Windows logEventCode = 4627

logEventld ID cobbiTua Windows logEventld = 4627
logEventSource|[MUcTouHnK cobbiTua Windows logEventSource = Microsoft-Windows-Security-Auditing
logEventType ||Tun cobeitna Windows logEventType = 4

logFile MKypran Windows logFile = Security

logLevel YpoBeHb BaxxHOCTH coBbiTiA Windows logLevel MATCH Audit
monthOfYear ||Mecay monthOfYear = march

node Ums ycTpoiicTBa node = utmcore@nodename
status Crartyc BbinonHeHua 3anpoca k ceHcopy WMI unu SNMP status ~ error

taskCategory Kateropus sagaum Windows taskCategory = Logon

time Bpems cobbiTuA time > 00:00:00

user Wma nonbaosarena user = Admin

ﬂapameprl 3anpocoB B ypHase npaBuil KOHeYHbIX YCTpOFICTB

B Taénuue HWXe npuBedeHbl napamMeTpbl 3anpocoB, A0CTYNMHbIe B XypHane npaBu/l KOHEYHbIX YCTQOVICTB.

Mapametp

3HaueHHne

Mpumep 3anpoca
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MapameTtp 3HaueHue Mpumep 3anpoca
action leiicTBure npu cpabaTbiBaHui npasuna |[action = allow
applicationName||HasBaHve npunoxeHun applicationName MATCH Testapp1
date NaTa cobbiTua date = 2025-04-17
dayOfMonth [leHb mecAla dayOfMonth = 17
dayOfWeek [eHb Heaenu dayOfWeek = thursday
domain JloMeHHoe umA pecypca domain ~ example.com
endpoint s KoHeUHoro ycTpoicTBa endpoint = desktop-0731nfq
endpointld ID KOHeuHoro ycTpoicTBa endpointld = 35fb5820-74db-4eac-b05b-d01bc284c4e8
hourOfDay Yac cyTok hourOfDay = 17
ipDest IP-aapec HasHauyeHna ipDest = 192.0.2.156
ipSource IP-aapec nctouHmnka ipSource = 192.0.2.127
mime MIME-Tun 3anpoca mime ~ text
monthOfYear Mecsy monthOfYear = march
networkProtocol ||CeTteBoit npoTokon networkProtocol = ICMP
node s ycTpoiicTea node = utmcore@nodename
portDest MopT HasHaueHun portDest = 1110
portSource MopT UcTouHMKa portSource = 1111
rule Haseanue npaeuna rule = Rule1
ruleld ID npasuna ruleld = f93da24d-74f9-4f8c-9e9b-8e6d02346fb4
time Bpemsa cobbiTuaA time > 00:00:00
urlCategory Kateropua URL urlCategory = chat

MapameTpbl 3aNpoCOB B ypHarne NPUNOKEHUN KOHEYHbIX YCTPOUCTB

B Taénmue HWXe npuBeaeHbl NnapamMeTpbl 3anpocoB, A0CTYNHble B XypHane I'IQMJ'IO)KeHMﬁ KOHEYHbIX yCTQOVICTB .

Napametp

3HaueHHue

Mpumep 3anpoca

action

[eiicTBue npu cpadaTtsiBaHWK NpaBuna

action = start
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MapameTtp 3HaueHne Mpumep 3anpoca
applicationName||Ha3Banve npunoxerus applicationName MATCH Testapp1
cmdLine KomaHnza 3anycka npunoxeHus cmdLine ~ sc.exe
date Ilata cobbITuA date = 2025-04-17
dayOfMonth [leHb MecAla dayOfMonth = 17
dayOfWeek [eHb Heaenu dayOfWeek = thursday
endpoint s KoHeuHoro ycTpoicTea endpoint = desktop-0731nfq
endpointid ID KOHeuHoro ycTpoicTBa endpointld = 35fb5820-74db-4eac-b05b-d01bc284c4e8
hash XeLu-cymma npuioxeHus hash = B4CE5C3495FEA0A4FDBAC8ABDCD199F7E4CA8C1F
hourOfDay Yac cyTok hourOfDay = 17
issuer Manatens ceptudukara issuer ~ microsoft
monthOfYear Mecsau monthOfYear = march
node Mma ycTpoicTea node = utmcore@nodename
parentPid ID poauTenbckoro npouecca parentPid > 0
processid ID npouecca processld = 3916
sessionld ID nonb3oBatenbCKoi ceccuu sessionld = 1656038456
subject Bnapeney ceptuoukata subject ~ microsoft
time Bpemsa cobbiTuaA time > 00:00:00
version Bepcua npunoxexua version > 6

MapameTpbl 3aNpPOCOB B ypHasne 060pyA0OBaHUA KOHEUHbIX YCTPOUCTB

B Taénmue HWXe npuBeaeHbl NapamMeTpbl 3anpocoB, A0CTYNHble B XypHane 060Q2QOBaHMH KOHEYHbIX YCTQOFICTB .

MapameTtp 3HaueHue Mpumep 3anpoca
action [leicTBue npu cpabaTtbiBaHUK Npaeuna |[action = add_device
date NaTa cobbiTua date = 2025-04-17
dayOfMonth ||[eHb mecAua dayOfMonth = 17
dayOfWeek || eHb Heaernu dayOfWeek = thursday
device s obopyaosaHus device ~ 'USB Hub'



https://docs.usergate.com/zhurnaly-konechnyh-ustrojstv_1961.html

MapameTtp 3HaueHue Mpumep 3anpoca
deviceld ID o6opyaosaHun deviceld ~ USB
endpoint s koHeuHoro ycTpoicTea endpoint = desktop-0731nfq
endpointld ||ID koHeuHoro ycTpoiicTea endpointld = 35fb5820-74db-4eac-b05b-d01bc284c4e8
hourOfDay ||Yac cyTok hourOfDay = 17
monthOfYear||Mecay monthOfYear = march
node Mma ycTpoicTea node = utmcore@nodename
service [pavisep 060pyaoBaHua service ~ USBHUB3
time Bpemsa cobbiTuaA time > 00:00:00

MapameTpbl 3anpocoB B KypHane syslog

B Tabnuue Hwke NpuBeAeHbl NapamMeTpbl 3anpocoB, AOCTYMHbIE B KypHane syslog.

MapameTp 3HaueHue Mpumep 3anpoca
applicationName||Ha3sBaHne npunoxeHrun applicationName = org.gnome.Shell.desktop
computerName |[Mva ncTtouHuka cobeiTus computerName = node1
data OnucaHue cobbiTus data MATCH Authentication
date LaTa cobbiTua date = 2025-04-17
dayOfMonth JleHb MecAla dayOfMonth = 17
dayOfWeek [eHb Heaenu dayOfWeek = thursday
facility KaTeropws cobbiTua syslog facility = authorization
hourOfDay Yac cyTok hourOfDay = 17
monthOfYear Mecsy monthOfYear = march
node Mwvs ycTpoiicTea node = utmcore@nodename
processid ID npouecca processld = 3036
rule HasBaHue npasuna rule = Rulet
ruleld ID npasuna ruleld = f93da24d-74f9-4f8c-9e9b-8e6d02346fb4
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Mapametp

3HaueHue

Mpumep 3anpoca

syslogSeverity

YpoBeHb BaXXHOCTH COOLITUA Syslog

syslogSeverity = critical

time

Bpemsa cobbiTuaA

time > 00:00:00

I'Iapame'rpbl 3anpocoB B ypHane 3awuTbl NTOYTOBOIO Tpaq)m(a

B TaéJ'IVILl,E HWXe NpuBeAeHbl NapameTpbl 3anpocoB, A0CTYMHbIE B XKypHaie 3aluTbl NOYTOBOro TpadpuKka.

Mapametp 3HaueHue Mpumep 3anpoca
action Lenctre npu cpabatsiBaHuW Npasuna action = mark
application HasBaHwe npunoxenuna B cuctemHoit 6uénuotexe |[application = Gmail

applicationCategory

Kareropua npunoxeHnua

applicationCategory = Email

applicationld

ID npunoxexuna

applicationld = c93af622-0da7-4133-851d-c0e062772ef3

applicationName

HassaHnue npunoxenua

applicationName MATCH Testapp1

applicationTechnology

TexHonorna NPUNOXeHnA

applicationTechnology = Browser-based

applicationThreat

ypOBeHb 0nNacHOCTU NPUIOXEHUA

applicationThreat = high

bytesRecv KonnuyecTso nonyueHHbix 6aiiTos bytesRecv > 1000000

bytesSent KonnuecTBo nepeaaHHbIx 6anTos bytesSent > 1000000

countryDest CtpaHa HazHaueHusn countryDest = 'Russian Federation'
countrySource CTpaHa UCTOUHMKA countrySource = 'Russian Federation'
date [ata cobbiTua date = 2025-04-17

dayOfMonth [leHb mecAua dayOfMonth = 17

dayOfWeek [eHb Heaenu dayOfWeek = thursday

from ONEKTPOHHBLI aapec oTnpasuTens from = sender@example.com

group HassaHue rpynnbl nonb3osarenei group = 111

groupld ID rpynnel nonb3osatenei groupld = 919878b2-e882-49ed-3331-8ec72c3c79cb
hourOfDay Yac cyTok hourOfDay = 17

httpProtocol MpoToKON NPUKNaAHOro YPOBHSA httpProtocol = SMTP

ipDest IP-anpec HaszHaueHun ipDest = 192.0.2.10



https://docs.usergate.com/zhurnal-zashity-pochtovogo-trafika_1963.html

Mapametp 3HaueHue Mpumep 3anpoca
ipSource IP-anpec uctouHuka ipSource = 192.0.2.12
monthOfYear Mecsy monthOfYear = march
node UmA ycTpoicTea node = utmcore@nodename
packetsRecv KonnuyecTBo Nony4eHHbIX NakeToB packetsRecv > 1000
packetsSent KonunuecTso nepenaHHbix naketos packetsSent > 100
portDest MopT HasHaueHus portDest = 1110
portSource MopT UCTOYHMKA portSource = 1111
rule HassaHue npasuna rule = Rulet
ruleld ID npaeuna ruleld = f93da24d-74f9-4f8c-9e9b-8e6d02346fb4
time Bpems cobbiTuA time > 00:00:00
to ONeKTPOHHLIM aapec nonyyarens to = receiver@example.com
user MmA nonb3osatena user = Admin
userld ID nonbsosatena userld = 37333739-3733-3734-3635-366400000000
zoneDest 30Ha HasHayeHuA zoneDest = Untrusted
zoneSource 30Ha UCTOYHMKA zoneSource = Trusted

MapameTpbl 3aNpocoB B MypHane cobbiTuit ayteHTMdHUKauuu aredta UserlD

B tabnuue Huxe npuBeAeHbl NapaMeTpbl 3anpocoB, AOCTYNHbIE B XypHane coBblTuit ayTeHTudukauum areHta UserlD .

MapameTtp 3HaueHue Mpumep 3anpoca
action [leicTBMe nonb3oBaTesna action = login
date Ilata cobbITuA date = 2025-04-17
dayOfMonth ||JeHb mecAua dayOfMonth = 17
dayOfWeek ||JeHb Heaenu dayOfWeek = thursday
details Jetanu cobbiTuaA details MATCH error
group HassaHue rpynnsl nonbsosatena||group MATCH users
groupld ID rpynnel nonb3oBaTens groupld = 919878b2-e882-49ed-3331-8ec72¢3c79cb
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MapameTtp 3HaueHue Mpumep 3anpoca
hourOfDay |[Yac cyTtok hourOfDay = 17
ipSource IP-aapec ucTouHuka ipSource = 192.0.2.111
logSource  ||Wmsa nctounmnka UserlD logSource = DCO1
logSourceld |[ID uctouHuka UserlD logSourceld = 123e4567-e89b-12d3-a456-426614174000
monthOfYear||Mecau rona monthOfYear = march
node Mwvs ycTpoiicTea node = utmcore@nodename
time Bpemsa cobbiTua time > 00:00:00
user WmA nonb3oBaTtens user = Admin
userld ID nonk3oBatens userld = 745591¢3-9d21-092d-8db4-5b9b0000044f

MapameTpbl 3anpocos B ypHane RADIUS-cepsepa areHTa UserlD

B Tabnuue HWxe npvBeAeHbl NapaMeTpbl 3aNpocoB, A0CTyNHble B xypHane RADIUS-cepeepa arexta UserlD.

MapameTtp 3HaueHue Mpumep 3anpoca
date Jata cobbiTua date = 2025-04-17
event Cratyc nonb3osaTens ||event = start

ipSource |[IP-aapec uctounuka |lipSource = 192.0.2.12

node Uma ycTpoicTea node = utmcore@nodename

rule HassaHue npaesuna ||rule = Rule1

ruleld ID npasuna ruleld = f93da24d-74f9-4f8c-9e9b-8e6d02346fb4
time Bpemsa cobbiTua time > 00:00:00

user Uma nonb3osartena user = Admin

MapameTpbl 3anpocoB B pasaene «AHanNUTUKa»

B Taénmue HWXe npuBeaeHbl NnapamMeTpbl 3anpocos, A0CTyNHbIe B pasaene AHanuTHKa npu novcke cobbiTuii Ha Brnaake Mouck, a Takke npu
dopMHUPOBaHUK YCNoBKi cpabaTbiBaHUA NPaBUN aHANUTUKA.

B0O3MOXHOCTb MCNONB30BaHWA TOrO MU MHOTO napamMeTpa 3aBUCUT OT XypHasa, U3 KOTOpOro nosy4yeHo cobbiTue.

MapameTtp 3HaueHue MWypHan Mpumep 3anpoca
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MapameTp

3HaueHue

MypHan

Mpumep 3anpoca

action

[evicTeue npu
cpabaTbiBaHUKM npasuna

CoO6bITuid, BEG-AOCTYNA,
DNS, tpaduka, COB, ACY
T, nHcnexTuposaHua
SSH, npaBun KOHEeUHbIX
YCTPOMCTB, NPUIOXEHU
KOHEYHbIX YCTPOMUCTB,
060pynoBaHUA KOHEUHbIX
YCTPOMCTB, 3aLuThbl
noyToBOro Tpaduka,
ayTeHTudukaummn UserlD-
areHTa

action = deny

application

Hassanue npunoxexus B
CUCTEMHOI BubnuoTeke

Be6-aoctyna, DNS,
Tpaduka, COB, 3awuThl
nouToBoro Tpaduxa

application = DNS

applicationCategory

KaTeropwa npunoxeHua

Be6-aoctyna, DNS,
Tpaduka, COB, 3awuThl
noyToBOro Tpaduka

applicationCategory = Email

applicationld

ID npunoxenua

Be6-aoctyna, DNS,
Tpaduka, COB, 3awuThl
noyToBOro Tpaduxa

applicationld = c93af622-0da7-4133-851d-
c0e062772ef3

applicationName

HassaHnue NPUNOXXeHnA

Beb6-noctyna, DNS,
Tpadwmka, COB, npasun
KOHEUHbIX YCTPOUCTB,
NPUSIOXKEHNH KOHEUYHBIX
YCTPOMCTB, 3aLUThbI
noyTOBOro TpadukKa

applicationName MATCH Testapp1

applicationTechnology

TexHonorua NPUNOXXeHNA

Beb6-noctyna, DNS,
Tpaduka, COB, 3awuThl
noyYToBOro Tpaduka

applicationTechnology = Browser-based

applicationThreat

YpoBeHb
0MNacHOCTH NPUIOXKEHNA

Beb6-noctyna, DNS,
Tpaduka, COB, 3awuThl
noyYToBOro Tpaduka

applicationThreat = high

Konuuectso NOJTy4YeHHbIX

Beb6-noctyna, Tpaduka,

bytesRecv 6aiiToB 3aLLMTBl NOYTOBOMO bytesRecv > 1000
TpaduKa
Be6-noctyna, Tpadpuka
Konunuectso ’ ’
bytesSent . 3aLLMUTLI MOYTOBOIO bytesSent > 2000
oTnpasneHHbIx 6anToB
TpadmKa
changeTracker Tvn n3ameHeHu CoBbITuit changeTracker = update
. KomaHnaa 3anycka [pUNoXeHNH KOHEYHBIX .
cmdLine A y puno. cmdLine ~ sc.exe
NPUIOXKEHMA yCTpOMCTB
component KomnoHeHT ycTpoiictBa  ||Co6bITHiA component = vpn
COBbITHIA KOHEYHbIX
computerName MmA McTouHuKa cobbiTun . computerName = node1
yCTpOICTB, syslog
CoBbITHIA KOHEYHbIX .
counter Mma cueTumnka counter = login_logout

yCTPOMCTB




MNapameTp

3HaueHue

MypHan

Mpumep 3anpoca

DNS, tpaduka, COB, ACY
TI, MHCNEKTMPOBaHHKA

countryDest CTpaHa HaszHa4yeHuA countryDest = 'Russian Federation'
SSH, 3awmnTbl NO4TOBOrO
TpadpumKa
DNS, Tpaduka, COB, ACY
TI1, MHCNEKTMPOBaHKA
countrySource CTpaHa UCTOYHMKa SSH, uctopuu noucka, countryDest = 'Russian Federation'
3aLLMTblI NOYTOBOIro
TpadpmKa
data Onucanne cobbiTnA CoBeiTwit KoHeuHbix data ~ powershell
yCTPOMCTB, syslog
date [aTa cobbiTus Bce date = 2025-04-17
dayOfMonth JeHb mMecAla Bce dayOfMonth = 17
dayOfWeek [eHb Heaenu Bce dayOfWeek = thursday
CoBbITnid, BEG-AOCTYNA,
details [eTanu cobbiTua DNS, ayteHTndHMKaLum details MATCH error
UserlD-areHTa
device Wma o6opyaosaHua O60pyAOBAHH KOHEHbIX device ~ 'USB Hub'
YCTPOWCTB
deviceld ID o6opyaosaHua O60pyROBAHH KOHEHbIX deviceld ~ USB
YCTPOWCTB
Be6-aoctyna, DNS,
domain JloMeHHoe UMA pecypca  |[MpaBu KOHEYHbIX domain ~ example.com
yCTPOMCTB
Koa owmnbku
NPV BbINOSTHEHWHM 3anpoca ||CoBbITUIA KOHEUYHbIX N
error K cencopy WMI nnu YCTPOMCTB error ~ 0
SNMP
event Tun coBbiTus CoBeituii, RADIUS- event = 'vpn client connected'
cepsepa areHta UserlD
- Kateropus cobbiTun I .
facility syslog Syslog facility = authorization
from ONEeKTPOHHLIA aapec 3alyuThl NOYTOBOrO from = sender@example.com
oTnpasuTend Tpaduka
Be6-noctyna, DNS,
Tpadwuka, COB,
MHcnekTupoBaHuA SSH,
HassaHue rpynnbl
group MCTOPMM MOMUCKa, 3aLuThl  |[group ~ users

nonb3oBarenemn

NoYTOBOro TPaduKa,
ayTeHTudukaymmn UserlD-
areHTa
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Be6-aoctyna, DNS,
Tpaduka, COB,
MHcnexkTuposaHma SSH,

groupld ID rpynnebl nonb3oBaTenei |[MCTopuu noucka, sawuTsl  ||groupld = 919878b2-e882-49ed-3331-8ec72¢3c79ch
no4yToBOro Tpagduka,
ayTeHTudukaumn UserlD-
areHTa
hash XOLL-CYMMA NDHIOKEHHS MPUNOXEHNI KOHEUHBIX hash =
ymma np YCTPOICTB B4CE5C3495FEAOA4FDBACSABDCD199F7E4CA8C1F
hourOfDay Yac cyTok Bce hourOfDay = 17
httpMethod MeToa HTTP-3anpoca Be6-noctyna httpMethod = CONNECT
httpProtocol MpoTokon npuknaaHoro ||Be6-aocTyna, 3awwuThl httpProtocol = HTTP/1 .1
YPOBHA 1 ero Bepcua noyYToBOro TpaduKa
TyTe K vononHAemomy CoObITUIA KOHEYHBIX
image ¢aiiny npouecca B . image ~ cmd.exe
OC Windows ycTpoueTs
nyTb K 3arpyXeHHOMY COoObITUIA KOHEUYHbIX
imageLoaded MoZynto npoLecca B imagelLoaded = C:\\Windows\\System32\\kernel32.dl|

OC Windows

YCTPOMCTB

insertionString

LaHHble coObITHA
Windows nocne
06paboTku

CoObITUIA KOHEYHBIX
YCTPOMCTB

insertionString MATCH services.exe

ipDest

IP-aapec HasHaueHuA

Be6-noctyna, DNS,
Tpaduka, COB, ACY TI,
MHCNEeKTUpoBaHua SSH,
npaBu KOHEYHBbIX
YCTPOMUCTB, 3aLlUThbl
No4YTOBOro TpadpuKa

ipDest = 203.0.113.10

ipSource

IP-aapec uctouHuka

CobbiTui, Be6-aocTyna,
DNS, tpaguka, COB, ACY
TI1, nHCneKkTupoBaHua
SSH, nctopun noucka,
npaBun KOHEYHBbIX
YCTPOMUCTB, 3aLUThI
no4YTOBOro TpaduKa,
ayTeHTudukauymmn UserlD-
areHTa, RADIUS-cepsepa
areHTa UserlD

ipSource = 192.0.2.12

logCategory

Kateropws cobbiTun
Windows

COBbITHIA KOHEYHbIX
YCTPOMCTB

logCategory = 'Group Membership

logEventCode

Koa cobbitna Windows

CoBbITHIA KOHEYHbIX
yCTPOMCTB

logEventCode = 4625

logEventld

ID cobbiTna Windows

COBbITHIA KOHEYHBIX
yCTPOMCTB

logEventld = 4624

logEventSource

Cnyx6a Windows,
3aperucTpupoBasLLan
cobbiTHe

COBbITHIA KOHEYHbIX
yCTPOMCTB

logEventSource = Microsoft-Windows-Security-Auditing
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CoObITUIA KOHEYHBbIX

logEventType Tun cobbiTna Windows VCTpONCTS logEventType = 4
logFile YKypHan Windows Co{’bltm KOHEHHbIX logFile = Security
YCTPOWCTB
logLevel YpoBeHb BaXXHOCTH COBbITHIA KOHEYHBIX logLevel = Error
9 co6biTua Windows yCTpOoiCTB 9 B
MaeHTudpmkatop Bxoaa B ||CoObITUIA KOHEUHBIX -
logonld OC Windows yCTpOiCTS logonld ~ 0x3E7
macDest MAC-aapec HasHaueHua ||Tpaduka, COB macDest = 00:00:5E:00:53:11
macSource MAC-aapec UcTouHuKa Tpaguka, COB, macSource = 00:00:5E:00:53:2B
MHcnekTupoBaHua SSH
mime MIME-Tun 3anpoca Be6-noctyna mime = text/html
module Moaynb ycTpoiicTBa CobbITui module = 'vpn server'
monthOfYear Mecay Bce monthOfYear = march
IP-anpec HasHaueHuA _
natlpDest nocrie NAT-TpaHonALMA Tpaduka natlpDest = 198.51.100.1
IP-aapec ncTouHnka _
natlpSource nocne NAT-TpaHCRALmA Tpaduka natlpSource = 198.51.100.100
natPortDest ropr HasHaueua nocne Tpaduka natPortDest = 1110
NAT-TpaHcnaumm
natPortSource rlopr uctouruia nocne Tpaduka natPortSource = 1111
NAT-TpaHcnaumm
DNS, tpaduka, COB,
networkProtocol CeTeBoW NPOTOKON npaBun KOHEYHbIX networkProtocol = TCP
YCTPOMCTB
node Mmvs ycTpoiicTea Bce node = utmcore@nodename

operatingSystem

Tun OC MCTOYHMKA
3anpoca

Be6-noctyna, COB

operatingSystem = Windows

originalFilename

McxoanHoe uma daina B
OC Windows

COObITUIA KOHEYHBIX
YCTPOMCTB

originalFilename = malware.exe

Konuuectso NoNy4YeHHbIX

Be6-noctyna, Tpaduka,

packetsRecv NAKETOB 3aLLMTbl NOYTOBOMO packetsRecv > 1000
TpadpmKa
Be6-noctyna, Tpaduka,

packetsSent Konuuectso 3aLLMTbl NOYTOBOMO packetsSent > 100

OTNpaBNeHHbIX NakeToB

Tpadpmka
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parentCommandLine

KomaHnaa 3anycka
pOAMTENbCKOro npouecca
B OC Windows

CoObITUIA KOHEYHBbIX
yCTPOMCTB

parentCommandLine ~ cmd.exe

parentimage

MyTb K

ucnonHAaemomy dawnny
poAWTENbCKOro npoLecca
B8 OC Windows

COoObITUIA KOHEYHBbIX
yCTPOMCTB

parentimage = C:\\Windows\\System32\\cmd.exe

parentPid

ID poauTenbckoro
npouecca B OC Windows

COoObITUIA KOHEYHBIX
YCTPOMCTB

parentPid = 1234

portDest

MopT HasHaueHun

Be6-aoctyna, DNS,
Tpaduka, COB, ACY TTI1,
uHcnekTuposaHma SSH,
npaBun KOHEYHbIX
YCTPOMCTB, 3aLuThbl
no4ToBOro Tpaduxa

portDest = 1110

portSource

[MopT ncTouHuka

Beb6-noctyna, DNS,
Tpadpuka, COB, ACY Tr1,
MHcnekTupoBaHna SSH,
npaBun KOHEYHbIX
YCTPOMCTB, 3aLUThbI
noyTOBOro Tpaduka

portSource = 1111

processld

ID npouecca

MpUNOoXeHNH KOHEYHBIX
YCTPOMICTB, syslog

processld = 3036

queryName

Mma DNS-3anpoca

CoObITUI KOHEYHBIX
YCTPOMCTB

queryName ~ example.com

queryResult

Pesynbtat DNS-3anpoca

CoObITUIA KOHEYHBIX
YCTPOUCTB

queryResult = 192.0.2.1

referer

3aronoBok Referer B
3anpoce

Be6-aoctyna

referer = https://www.example.com

rule

HasBaHue npasuna

Be6-noctyna, DNS,
Tpadwmka, COB, ACY T,
MHCMeKTUpoBaHua SSH,
npaBu KOHEYHbIX
YCTPOMCTB, Syslog, 3aLmTbl
no4YTOBOro TpaduKa,
RADIUS-cepBepa areHta
UserID

rule = Rule1

ruleld

ID npasuna

Be6-noctyna, DNS,
Tpadwka, COB,
MHcnekTupoBaHuA SSH,
npaBu KOHEYHbIX
YCTPOMCTB, Syslog, 3aLuTbl
noYTOBOro TPaduKa,
RADIUS-cepBepa areHTa
UserID

ruleld = f93da24d-74f9-4{8c-9e9b-8e6d02346fb4

ruleType

Tun npasuna

CobbITUi

ruleType = nat

scadaAddress

Anpec pervctpa ACY T

ACY TN

scadaAddress = 3154

scadaCommand

Koa ¢yHkumn ACY TN

ACY TN

scadaCommand = 12
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scadaProtocol

[poTokon npuknaaHoro
yposHa ACY Tl

ACY TN

scadaProtocol = modbus

scriptBlockText

TEKCT BbINOSTHEHHOIO
ckpunta PowerShell

COoObITUIA KOHEYHBbIX
yCTPOMCTB

scriptBlockText ~ DownloadFile

sensor

Mma ceHcopa

COoObITUIA KOHEYHBIX

sensor = DESKTOP-NAME

yCTPOMCTB
sensorld ID cexcopa COéb'T”” KOHEUHBIX sensorld = 12345
YCTPOMCTB
service [paiiBep 060pyaoBaHus OGOPXAOBaH”H KOHEHUHBIX ||service ~ USBHUB3
YCTPOMCTB
MaeHTndmkatop ceccum
n 3anycka npasuna CpabartbiBaHui session = 550e8400-e29b-41d4-a716-446655440000
ananuTuku (GUID)
ionld ID nonb3oBaTenbCKoOM Hpunqmewa KOHEYHbIX sessionld > 1
ceccumn YCTPOMCTB
. CTteneHb BaXHOCTH - . "
severity COBbLITHS CobbiTuid severity = critical
signatureCategory 'éggrowﬂ curHatypel COB signatureCategory = exploit
signatureClass Knacc curHatypsl COB CcOB signatureClass = attempted-dos
signatureld ID curHaTypel COB COB signatureld = 999999
signatureName (I-:lgaésanwe curHarype! COB signatureName = Example
signatureOS OC curHatypsl COB COB signatureOS = Linux
signatureThreat YpoBeHb onacHocTu CcOB signatureThreat = high

cUrHaTypel

CoObITUI KOHEYHBIX

snmpData LaHHble SNMP VCTPOHCTS snmpData = 0

. Maentupukatop SNMP-  [|CoBbITHIM KOHEUHBIX co
snmpObject o6wexta (SNMP OID) yCTpoTicTs snmpObject = 1.3.6.1.2.1.1.3.0
snmpObjectType Tun SNMP-o06bekTa S;%‘:;;'g:;weq“b'x snmpObjectType = counter
source PKypran, us kotoporo Bce source = mailsecurity

nonyyeHo cobbiThe

sourcelmage

MyTb K UcnonHaemMomy
danny

COBbITHIA KOHEYHbIX
yCTPOMCTB

sourcelmage = C:\\Windows\\System32\\cmd.exe
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CTaTtyc BbINOMHEHUA

CoObITUIA KOHEYHBbIX

status 3anpoca k ceHcopy WMI CTDOMCTS status ~ error
unn SNMP yerp
statusCode Koa HTTP-otBeTa Be6-aoctyna statusCode = 302

syslogSeverity

YpoBeHb BaXXHOCTH
cobbITnA syslog

syslog

syslogSeverity = critical

targetFilename

Mma uenesoro danna

CoObITUI KOHEYHBIX
YCTPOMCTB

targetFilename ~ malware.exe

targetimage

MMyTb K LUenesomy
ucnonHAemomy panny

COBbITHIA KOHEYHbIX
YCTPOMCTB

targetimage = C:\\Users\\Admin\\Desktop\\malware.exe

CoObITMIA KOHEYHBIX

targetObject LleneBoi o6bekT . targetObject ~ Run
yCTpOMCTB
taskCategory Ka_Teropvm safaum COéb'T”” KOHEHHLIX taskCategory = 'User Account Management'
Windows YCTPOMCTB
time Bpemsa cobeiTua Bce time > 00:00:00
to SJ'IeKTpOHHbIVI 3aLL|VITbI no4yToBOro to = receiver@example.com
azpec nonydyartensa Tpaduka
triggeredAlert WaerTuourarop CpabartbiBaruit triggeredAlert = AVL-11638

CpaéaTblBaHWﬂ npasuna

triggeredAlertFirstEventDate

J:laTa n BpemMdA nepBoro
CpaéaTblBaHMﬂ npasuna

CpabartbiBaHui

triggeredAlertFirstEventDate >= 2026-06-29

triggeredAlertLastEventDate

Jara v BpeMA nocneaHero
CpaéaTblBaHWFl npasuna

CpabartbiBaHuit

triggeredAlertLastEventDate >= 2026-06-29T00:00:00

url

URL-aapec pecypca

Be6-aoctyna

url = https://www.example.com

urlCategory

Kareropna URL

Be6-aoctyna, DNS,
npaBnJT KOHEYHbIX
yCTPOMCTB

urlCategory = chat

urlCategoryThreat

YpoBeHb onacHoOCTH
kateropun URL

Be6-aoctyna, DNS

urlCategoryThreat = medium

user

Wwmsa nonb3oBatensa

Co6biTuid, BEG-AOCTYNA,
DNS, tpaguka, COB,
MHcnekTuposaHma SSH,
MCTOPMU MOUCKA, 3aLLUThI
noyToBOro TpaduKa,
ayTeHTudukaummn UserlD-
areHTa, RADIUS-cepsepa
areHTa UserlD

user = Admin

userAgent

User-Agent 6paysepa

Be6-noctyna

userAgent MATCH Mozilla
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userld

CoO6bITuid, BEG-AOCTYNA,
DNS, tpaduka, COB,
MHcnexkTuposaHma SSH,
MCTOPUK MOUCKA, 3aLYMUThI
noyToBOro Tpaduka,
ayTeHTudukaumn UserlD-
areHTa

ID nonb3oBatens

userld = 37333739-3733-3734-3635-366400000000

workstationName

CoObITHIA KOHEYHBIX
YCTPOMICTB,
ayTeHTudukaummn UserlD-
areHTa

s paboueit cTaHumm

workstationName ~ 'DESKTOP'

zoneDest

Be6-aocTtyna, DNS,
Tpaduka, COB, ACY T,
uHcnekTuposaHma SSH,
3aLYMTbl NOYTOBOrO
TpadpmKa

30Ha HasHauyeHuA

zoneDest = Untrusted

zoneSource

Be6-aoctyna, DNS,
Tpadwuka, COB, ACY T,
MHcnekTuposaHna SSH,
3aLYMThl MOYTOBOrO
Tpaduka

30Ha UCTOYHMKA

zoneSource = Trusted

MapameTpbl 3aNpoCcCoOB B XMypHane cpabaTbiBaHMI NPaBUIl aHANUTHUKK

B Tabnuue HWxe NpuBeAeHbLI NapamMeTpbl 3anpocoB, AOCTYMHbLIE B KypHasie cpabaTbiBaHWid NpaBua aHanuTukK . XXypHan otobpaxaeTtcs B
pasaene AHanuTuka - CpabaTbiBaHuA.

MapameTtp 3HaueHue Mpumep 3anpoca
countryDest CTpaHa HasHayeHua countryDest = 'Russian Federation'
countrySource CTpaHa UCTOYHMKA countrySource = 'Russian Federation'
date LaTa cobbiTua date = 2025-04-18
dayOfMonth [eHb mecaua dayOfMonth = 16
dayOfWeek [leHb Heaenu dayOfWeek = monday
group HassaHue rpynnel nonb3osartenen group ~ group1
groupld ID rpynnel nonb3oBaTenen groupld = 919878b2-e882-49ed-3331-8ec72¢c3c79cb
hourOfDay Yac cyTok hourOfDay = 14
ipDest IP-aapec HasHayeHuA ipDest = 198.51.100.10
ipSource IP-aapec nctounmnka ipSource = 192.0.2.12
monthOfYear Mecsy monthOfYear = march
node Wwms ycTpoiicTa node = utmcore@nodename



https://docs.usergate.com/srabatyvaniya_1982.html

MapameTtp 3HaueHue Mpumep 3anpoca
portDest MopT Ha3HaueHna portDest = 1110
portSource [MopT McTouHMKa portSource = 1111
rule Haseanue npasuna rule = Rule1
ruleld ID npasuna ruleld = f93da24d-74f9-4f8c-9e9b-8e6d02346fb4

signatureCategory

Kateropua curiatypsl COB

signatureCategory = exploit

signatureClass

Knacc curHatypel COB

signatureClass = attempted-dos

signatureld

ID curHaTypel COB

signatureld = 999999

sighatureName

Haseanue curHatypsl COB

signatureName = 'BlackSun Test'

signatureOS

OC curHatypel COB

signatureOS = Linux

threat YpoBeHb onacHoCTH cpabaTsiBaHuUA threat =5

time Bpemsa cobbiTua time > 00:00:00

triggeredAlert NaeHTndukaTop cpabateiBaHus npasuna triggeredAlert = AVL-11638
triggeredAlertCategory KaTeropws cpabartbiBaHun triggeredAlertCategory = Security

triggeredAlertCategoryld

ID kaTeropuu cpabatsiBaHun

triggeredAlertCategoryld = 1

triggeredAlertFirstEventDate

Jara v BpemMA nepeoro CpaéaTblBaHMﬂ npasuna

triggeredAlertFirstEventDate >= 2026-06-29

triggeredAlertLastEventDate

[laTa v Bpems nocrneaHero cpabaTbiBaHuA NpaBuna

triggeredAlertLastEventDate >= 2026-06-29T00:00:00

user Mma nonbsosarensa user = Admin

userld ID nonb3oBatens userld = 37333739-3733-3734-3635-366400000000
zoneSource 30Ha UCTOUHMKA zoneSource = Trusted

zoneDest 3oHa HasHayeHnA zoneDest = Untrusted

MapameTpbl 3aNPOCOB B XYypHaJie NPoLEecCOB KOHEUYHbIX YCTPONCTB

I'Iapalvleprl 3anpocoB, AOCTYMHbIe BXypHane npoueccoB KOHEYHbIX yCTQOVICTB, coBnajaroT ¢ napamMmeTpamMmu 3anpocoB XypHana I'IQVIJ'IO)KeHVIVI

KOHEUHbIX YCTPOWCTB. YKypHas NpOLeCCOB KOHEUHbIX YCTPOWCTB OToOpaxkaeTcs B pasaene AHanuTuKa = Mpouecchl KOHEYHbIX YCTPOWUCTB - Jlor

npoueccos.

MapameTpbl 3anNpocoB B MypHasne UHLUAEHTOB

B Taénuue HWXe npuBedeHbl NnapamMeTpbl 3anpocoB, A0CTYNHbIEe B XypHale UHUWMAEHTOB, 3aperMCTpMpoBaHHbIX MO CpaéaTblBaHM}O npasun
AHaNTUTUKN. )KypHan 0T06pa>KaeTcs| B pasaene UHUMAEHTbI - )KypHan WHUUOEHTOB.

MapameTtp

3HaueHue

Mpumep 3anpoca



https://docs.usergate.com/processy-konechnyh-ustrojstv_1984.html
https://docs.usergate.com/zhurnal-incidentov_1989.html

MapameTtp 3HaueHne Mpumep 3anpoca
alerts Konuuectso cpabatbiBaHui, CBA3AHHBIX C MHLUAEHTOM alerts = 5
alertsID ID cpabaTbiBaH1i, CBA3AHHBIX C MHLUAEHTOM alertsID = AVL-130
assignee rruﬂwzzg:;osmenﬂ, OTBETCTBEHHOrO 3a paccriejoBaH1e assignee = admin
assigneeld Lﬂ;;’;:ﬁ?:m”“’ OTBETCTBEHHOTO 3a paccneAosane assigneeld = 37333739-3733-3734-3635-366400000000
date [lata pervcTpauun MHUMAEHTa date >= 2025-04-17
incidentld ID nHUMAeHTa incidentld = 1

incidentName

HassaHue nHumaeHTa

incidentName = 'BruteForce Attack'

incidentPrefix

MHAeKe nHunaeHTa

incidentPrefix = INC-1

MmA nonb3osarena, BHECLLEro nocneaHne 3MeHeHus B

lastChangeBy WHLMAGHT lastChangeBy = admin

lastChangeByld||ID nonk3osatens, BHECLIErO NOCNEAHUE N3MEHEHMUA B MHLMAEHT lastChangeByld = 37333739-3733-3734-3635-
366400000000

priority YpoBeHb BaXHOCTH MHLMAEHTA priority = critical

reporter MmA nonb3oBaTtens, 3aperucTpupoBaBLLErO UHUMAEHT reporter = admin

reporterld ID nonb3oBatens, 3aperMCTpUpoBaBLLErO UHLMAEHT reporterld = 37333739-3733-3734-3635-366400000000

resolution PeLueHne no MHUMAEHTY (Npu 3aKPbITUK) resolution = Resolved

resolutionld ID pelueHns No UHUUAEHTY resolutionld = 1

rule HasBaHve npasuna aHanuTHk1, No KOTOPOMY CO3AaH MHUMAEHT ||rule = BruteForce_Detection

ruleld ID npaBuna aHanuTmku ruleld = f93da24d-74f9-4f8c-9e9b-8e6d02346fb4

schema Cxema paccrnefoBaHua MHUMAEHTa schema = Incident

schemald ID cxembl paccneaoBaHWA MHLMAEHTA schemald = 1

status CraTtyc paccneaoBaHusa MHUMAEHTa status = Opened

statuslid ID cTaTyca paccneaoBaHus MHLMAEHTA statusld = 28202bc1-ca44-47d7-918f-f5e6296c0498

type Tvn MHUMAEHTa type = Task

typeld ID TUna uHUMaEeHTa typeld = c14a175f-6513-4545-9b8a-abbeb17a6b67

updateDate JlaTa nocrieaHero 06HOBNEHUA MHLMAEHTA updateDate >= 2025-04-17
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watchers

Konuuectso HabntoaaTeneit 3a paccreaoBaHWeM MHLUMAEHTA

watchers = 2

watchersld

ID nonb3oBartenen-Habnoaatenen

watchersld = 37333739-3733-3734-3635-366400000000

Mpumepbl 3aNpocoB ANnA NoUcka U pUNbTpaLUn AaHHbIX

B Tabnuue Hwke npuBeaeHbl NPUMEPLI BbIpaXXEHUI Ha A3bike 3anpocoB UserGate SIEM ana noucka u ¢punbTpaymm cobeiThit No 3aaaHHbIM

KpUTepHAM.

Kputepun

Mpumep 3anpoca

Pe3ynbTtat

[ara v Bpems coObITHi

date >= 2025-04-17 AND time >
12:00:00 AND time < 18:00:00

3anucu o cobeITUAX, 3aperucTpupoBaHHeix 17 anpena 2025 roaa
B nepuoa ¢ 12:00 ao 18:00

3a6110KMpOBaHHbIN TPAPHK

action = deny AND ipSource =
192.0.2.100

3anucy o Tpadpuke, 3a610KMPOBAHHOM ANA UCTOUHMKA C IP-aapecom
192.0.2.100

Koa HTTP-otBeTa

statusCode >= 400 AND statusCode < 500

3anucu o cobbiTuax Beb-mocTtyna ¢ kogamu HTTP-oTeTa,
YKa3blBarOLLMMKN Ha OLUMOKM KNMeHTa unu cepeepa

HeyaauHble nonbiTku
aBTopU3aumu
aAMUHUCTPATOPOB

event = 'administrator login failed'

3anucu o HeyAayHbIX NonbITKax aBTopusalnmn aAMMHUCTPATOPOB

CoBnazaeHune C NOACTPOKOM

data ~ powershell

3anucy o cobbITUAX, B TENE KOTOPLIX COAEPXHUTCA noacTpoka powershell

IP-
ajapec ¢ ucnonb3osaHnem
noacetu

ipSource IN (192.0.2.0/24,
198.51.100.0/24)

3anucy o cobbITUAX, B KOTOPLIX IP-aapec UCTOYHWKA NPUHAANEXUT
OAHOWN W3 yKasaHHbIX noAceTen

Komb6uHauma
HECKOJTbKMX YCIOBWM

(action = deny OR action = drop) AND
ipSource = 203.0.113.10

3anucy o 3a6510kMPOBAHHOM MM OTOPOLLEHHOM TpaduKe OT
uctouHuka c IP-anpecom 203.0.113.10
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