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EndPoint Client for Windows 7.5.x



O6Lwme cBeaeHuna

Product: UserGate Client
Version: 7.5.x

Mpunoxenne UserGate Client ana Windows aBnsaetca komnoHeHToM akocucteMbl UserGate SUMMA. MNpunoxeHue 3alymuiaeT ycTporucTea
nonb3oBaTtesei oT yrpo3 6e30nacHOCTV U NPeAoTBPaLlaeT UX UCMONb30BaHUE B KAYECTBE UCTOYHMKA aTak Ha CeTeByto MHDPACTPYKTYpPY.

UserGate Client ana Windows noaaepxwusaet cneaytowime GyHKUUK:
« YcrtaHosnenwue 3awuiieHHoro coeanHenna ¢ VPN-cepsepom UserGate NGFW no npotokony IPsec (IKEv2).
o AyTeHTudvKauma nonb3osarenei nocpeacTsom x.509-cepTnduraTos unmn ¢ nomotlbto metoaos EAP, PEAP.
o lNoanepxxa pexuma MHOropakTopHON ayTeHTUdUKALUK NONb3oBaTENen C UCMONb30BaHEM 0AHOPa3oBbIx koaos TOTP.
o Moaaepxka PyHKUMM pasaenbHOro TYHHENMpoBaHua (split tunneling). ®yHKUMA No3sBonaeT MoaAMPUUMPOBaTL TABNULY MapLUpyTU3aLUu
KOMMblOTEpa Nonb3oBaTena npu yctaHosneHnn VPN-coeanHeHna B COOTBETCTBMM C NapamMeTpamu, 3aAaHHbIMKU aaAMUHUCTpaTopom Ha VPN-
cepsepe.

« LleHTpanusoBaHHOe ynpaBneHne ceTeBbIMKU NapaMeTpamm, NoSIMTUKaMK Be30NacHOCTU U KOHTEHTHOM GUNbTpaLmuK Ha
ycTpoiicTBe nonb3osatens Yepes cuctemy UserGate Management Center.

« [poBepka ycTpoicTBa NoNb30BaTENA HA COOTBETCTBUE TpebGoBaHUAM Ge30MacHOCTH, peanusoBaHHaa Ha ocHose HIP-npogunei.

« CoBop TenemeTpuyeckoi MHdopmaLmu, xypHanos OC, Apyrvx AaHHbLIX 0 6e30MacHOCTH YCTPOHCTBA NOMb30BaTENA U Nepesada Ux B CUCTEMY
aHanusa cobbiTuit UserGate SIEM, rae T AaHHbIe MOTYT BbiTb MCNOMb30BaHbI ANA aBTOMAaTUYECKOro pearpoBaH1a Ha yrpo3sl 6e30nacHoCTH.



JlnuensuposaHue

Product: UserGate Client
Version: 7.5.x

UserGate Client He ABnAeTCcA camoCcToATENbHLIM NPOAYKTOM M NpeAHasHaveH ana uHterpaumm ¢ UserGate Management Center (MC) unu UserGate
NGFW, a ero ¢pyHKLMOHaNbHbIE BO3MOXHOCTW 3aBMCAT OT BbIOPAHHOIO BapuaHTa UHTerpaymu u npuoBpeTeHHbIX SIMLEH3UNA.

UserGate NGFW UserGate MC

DYHKUMA BasoBaf nuueHsusa
Noanucka UserGate Client Bagosan nuueHana UserGate Client +
UserGate Client

noanucka Ha moaynb NAC

VPN + N .

JlnanoroBoe OKHO Ha KOHEYHOM

Hacrpowka napametpos VPN LlenTpanusosaHHo Ha MC || LleHTpanusosaHHo Ha MC

ycTpouncTee
Monb3oBaTenu Tonbko VPN-nonb3osarenu Bce Bce
TenemeTpuA COCTOAHUA + + +
TenemeTpua cobbiTumn - + +
Host Information Profile (HIP) + - +

HacTpoiika nokanbHOro MeMceTeBOro aKpaHa
KOHEUYHOro yCTpoicTBa

BNOKMpPOBKa Ha JIOKaNbHOM MeXCEeTeBOM 3KpaHe
KOHEUHOro ycTpoWcTBa

UuTterpauusa c UserGate NGFW
Mpwu nuterpauunn UserGate Client ¢ UserGate NGFW goctynHbl cneayrowime GyHKLUK KNueHTa:

« VPN-noawnoueHne — ycTaHOBMEHME 3aLUMLLEHHOrO TYHHENA MeXAy KOHeYHbIM yCTPOWCTBOM € ycTaHosneHHbiM UserGate Client u VPN-
cepsepom UserGate. Hactpoika napametpos VPN BbinonHAeTcA HenocpeacTBeHHO B npunoxeHnn UserGate Client Ha KOHEYHOM yCTPOMCTBE.

« Cb6op TenemeTpun — nepeaava Ha UserGate NGFW nHdopmMaLum 0 COCTORHUM KOHEYHOTO YCTPOMCTBA.

« KoHTtponb goctyna c ncnonbsosanmem HIP-npodunei — ynpaeneHne AOCTYNOM KOHEUHbBIX YCTPOMCTB K CETEBLIM PeCypcam C NMOMOLLbHO
npasun mexceTesoro akpaHa UserGate NGFW, B koTopbix HIP-npodunb ncnonb3yerca B KauecTse 04HOMO M3 YCI0BMIA MPUMEHEHMA npasuna.

NuueHsupoBaHue

Ina uHterpaunn ¢ UserGate NGFW tpebyetca npuobpecTtu noanucky UserGate Client ana UserGate NGFW. Moanucka npuoGpetaeTtca Ha Cpok oT 1
roga 4o 5 net v onpenenaeT KOIMYECTBO MHTErPUPYEMbIX KOHEUHBIX YCTPOWCTB. MocTaBka nuueHsuit ocylectenaetca Habopamu: 10, 100 unu 1000
YCTPOWCTB.

Mo ncteueHun CpoKa AENCTBUA NOANNUCKHU:

« npaBua MexceTeBoro skpaHa Ha UserGate NGFW, ncnone3sytowme HIP-npodunm B kKauectse ycnoBuin GunbTpaLum, nepectaroT
[encTBOBaTh;

« OcTaeTcA BO3MOXHOCTb ycTaHoBneHnsa VPN-noakntouennit ¢ VPN-cepeepamun UserGate.
InA npoAonxeHus padoTbl GYHKLUU KOHTPONA JOCTyna ¢ Ucnonb3oBaHWem HIP-npoduneit Heo6XoaAMMO NPOANUTL NOAMUCKY.
Moapo6Hee 06 uHTerpaymnn UserGate Client ¢ UserGate NGFW — B pasaene « Pabota UserGate Client B cBaske ¢ UserGate NGFW ».

MoapobHee o nuueHanpoBaHun UserGate NGFW — B pasaene « Jluuensupoanune UserGate NGFW ».

UuTerpauua c UserGate Management Center

Mpw nHterpauymn UserGate Client ¢ UserGate MC aoctynHel cneaytolime GyHKUUM KIMeHTa:


https://docs.usergate.com/rabota-usergate-client-v-svyazke-s-usergate-ngfw_2244.html
https://docs.usergate.com/licenzirovanie-usergate-ngfw_748.html

« LleHTpanusoBaHHoe ynpaBneH1e KOHEYHBIMU YCTPOWCTBAMM (32 UCKITFOYEHUEM KOHTPOMA COOTBETCTBUA TpeboBaHMAM 6e30MacHOCTH Yepes
HIP-npodwunn).

« VPN-noawnoueHne — ycTaHOBMEHME 3aLUMLLEHHOrO TYHHENA MeXAy KOHEUHbIM YyCTPOWCTBOM € ycTaHosneHHbiM UserGate Client u VPN-
cepsepom UserGate. MNapametpbl VPN-noakntoueHni LeHTpann3oBaHHO HacTpavMBatoTeA aaMuHucTpaTopom Ha UserGate MC n
aBTOMAaTMYECKM NepeaaroTca Ha ynpasniaeMble KOHeUHble yCTPOUCTBa.

« COop TenemeTpuu n cobbITHil 6E30MAaCHOCTU C KOHEYHbBIX YCTPOWCTB.
« [poBepka KOHEUHbIX YCTPOWCTB Ha COOTBETCTBUE TpeboBaHWAM Be3onacHocTH ¢ nomoLbio HIP-npoduneit (KOHTPOnb KoMnnaeHca).

. VnpaBneHme AOCTYNOM B CeTb MO pesynibTatamM NPOBEPKN KOMMNaeHca HenocpeACTBEHHO Ha YPOBHE KOHEYHOro yCTpOVICTBa.

JNlnyeHsuposaHue
JInAa nHTerpauyunmn KoHeuHblx ycTpoicTs ¢ UserGate Management Center npeaycMOTpeHbl Cneaytowwme MULEeH3um:
« Gasosan nuuexsua UserGate Client;

« noanwucka Ha moaynb NAC.

BasoBan nuueH3ua UserGate Client
Basosan nuuexaua UserGate Client aBnAaeTca o6AsaTenbHOM Ana MHTErpaLnm KoHeuHblx yeTpoicts ¢ UserGate MC.

C 6a30B0OM NULEH3NEH KOHEUHBIM YCTPOWCTBAaM AOCTYMHbI PYHKLMU LIEHTPANIM30BAHHOO YNPaBIIEHMUA (32 UCKITIOYEHWEM KOHTPOSIA COOTBETCTBUA
TpeboBaHWaAM BesonacHocTu Yeped HIP-npopunu), VPN-noakntoueH1s u cop TenemeTpumu.

JTuueHsus nprobpeTtaetca Ha6opamu no 10, 100, 1000 unm 10 000 ycTpoicTB. CPoK AeHCTBUA NULEH3UW HE OrPaHUYEH.

HdononHutenbHbin moayns NAC

Moanwucka Ha moayns NAC npuoBpeTaeTcsa AoNOnHUTENbHO K 6a30B0i nuueHsuu. MocTaBnaeTca Ha cpok oT 1 Ao 5 net Habopamw no 10, 100, 1000
nnm 10 000 ycTpoWcTs.

Moaynb NAC npeaoctaBnseT A0CTYN K GYHKLUUAM KOHTPOMA KOMNaeHca U ynpaBneHua JOCTYNOM B CETb Ha YPOBHE MEXCETEBOIO 3KpaHa Ha
KOHEYHOM YCTPOUCTBE.

Mo ncteueHun cpoka aevcteua nuueHsnn NAC KOHTPOMb AOCTYNa Ha OCHOBE KOMMaeHca npekpalyaetca. [pasuna MexceTeBoro aKpaHa,
ucnosnb3aytowme HIP-npodunb B kayecTse ycrnosua GunbTpauum, nepectatoT pabotatb. [ns npoaomkeHna paboTbl HEO6XOAUMO NPOAIUTL MOAMMCKY.

Moapo6Hee 06 uHTerpaymnm ¢ UserGate MC — B pasaene « Pabota UserGate Client B ceaske ¢ UserGate MC ».

Moapo6Hee o nuueHsnposaHuu UserGate MC — B pasaene « Jluuenauposanue UserGate MC ».


https://docs.usergate.com/rabota-usergate-client-v-svyazke-s-usergate-mc_2243.html
https://docs.usergate.com/licenzirovanie-usergate-mc_745.html

YcTtaHoBka UserGate Client

Product: UserGate Client
Version: 7.5.x

UserGate Client ana Windows noctasnsetca B dopmarte ycTaHoBo4Horo MSI- unn EXE-daina, no3sonatoLero BeIMOMHATL YCTaHOBKY BPYYHYHO UMK C
MCnonb30BaHUEM MHCTPYMEHTOB aBTOMaTHU3aLun.

MuWHUManbHble CUCTEMHbIE TpGéOBaHMﬂ

MWHUMaNbHbIE CUCTEMHBIE TPEOOBAaHUA ANA YCTAHOBKM MPUIIOKEHHA:
« OnepaunonHas cuctema: Windows 10 (64-bit) unu Windows 11 (64-bit).
« OnepatuBHana namatb (O3Y): He meHee 2 IB.
« [lpoueccop: TakToBana yactorta ot 2 Ty.

« CB060AHOE AMCKOBOE NMPOCTPAHCTBO: MUHUMYM 200 MB.

MopAAOK yCTaHOBKK NPUIIOKEHUA

JnA yCTaHOBKKM NPUIIOXEHWA B PyYHOM PeX1Me 3anyCcTUTe YCTaHOBOYHLIN dain. Bo BpemMA yCTaHOBKM 3anyCTMTCA MacTep HAaCTPOWKK KUEeHTa,
KOTOpbIV NPEASIOXMT 3aaaTb napameTpbl noaktodeHuna kK UserGate Management Center — IP-aapec v KOA KOHEYHOTO YCTPOWCTBA, CO3AAHHLIN B
LeHTpe ynpasnexua. MNpu paboTe 6e3 UserGate Management Center Haxxvute Cancel u BBeanTe napameTpbl noakntoueHns k VPN-cepsepy UserGate

NGFW.
Mpumeuanuellocne yctaHoBku UserGate Client komnbtoTep 6yaeT nepesarpyxeH. 310 Heo6X0AMMO ANA KOPPEKTHOM paBoThl MPUIIOKEHHA.

YcTaHOBKa NPUIOXEHUA B aBTOMaTUUYECKOM PEXMME OCYLLECTBNAETCA C MOMOLLbIO rpynnoBbix NonuTuk Microsoft Active Directory. [ns ny6nukauum
npunoxenus B Active Directory TpebyeTca MSI-daitn ¢ UHCTanaTopoM M aaMUHUCTPaTUBHLIN LwabnoH UserGateClient.adm, KOTopbIM McNonb3yeTca
ans ykasanus IP-aapeca UserGate Management Center 1 koga ycTpoicTBa nosnb3oBaTess, CO3AaHHOIO B LIEHTPe ynpaBneHus.

Mocne 3aBeplueHna yctaHoBku UserGate Client nonyyaet koHpuUrypauumio, HasHaueHHyto emy B UserGate Management Center, v nepenaet
MHpOPMaLMO 06 YCTPOWCTBE NOMb30BATENA B LIEHTP YNpaBneHus.

Mpunoxenne UserGate Client ana Windows nmeeT HECKOMBKO BKIAAOK ANA HACTPOMKM NapameTpoB.

Bknagka OnucaHue

MHdpopmauus 06 ycTpoicTee nonb3osaTens (nonb3osBaTesb, UMA KoMMbloTepa, IP-aapec ana Beixoaa B MHTepHeT, Bepcua Windows) u
VPN-noakntoueHuu (ctatyc noakntodenns; VPN IP-agpec noakntoyeHna KOHEYHOrO YCTPOWCTBA; KONUYECTBO 6anToB, NepelaHHbIX 1
noy4YeHHbIX C MOMeHTa noAksodeHna no VPN; AnutenbHoCTb coeiMHeHus).

MapameTpbl ANA HACTPONKK:

« ®naxok Save login — coxpaHeHue norvHa nons3oBatena ansa VPN-noakntoueHna nocne nepesarpysku KOHEYHOro YyCTPOMCTBA.

General

« Onaxok Reconnect — nepenoaxntoueHne kK VPN-cepsepy B cnyyae obpbiBa cBA3W. B cniyuyae notepu coeavHenus byaet
0TOBPaXEeHO HaYarbHOEe OKHO MHTepdeica NPUNoXeHWs. Ecnu onuusa nepenoakntoyeHna akTuBHa, Npunoxexve yaet
NpOou3BOANTb MOBTOPHbIE NOMNbITKA MOAKIHOYEHUA K CepBepy; eCcnu (DyHKLWIH OTKHOYEHA — 6yueT 0T06pa)KeHO HayalibHOE OKHO C
BbIGOPOM cepBepa.

« ®naxok Popup in center — oToOpaxeHWe HauyanbHOro OkHa UHTepdenca NPUOXKEHWA B LEHTPE SKpaHa B cnyvae obpisa VPN-
coeanHeHuA

HacTpoiika napameTpoB XypHanuposaHus.
« Logging level — yposeHb Aetanusayum:
o Off — oTKIIOUMTL BeAeHKe XypHana AMarHoCTUKK;
o Critical — kpuTHUecKk1e cobbITUS;
o Error — xypHanuposaTb TOMbKO OLUMOKM;
Logs o Warning — xxypHanvMpoBaTb OLUIMOKK U NPeaynpexaeHus;
o Info — xypHanuposatb OLMOKKM, NpeAynpPeXAEHUs U ONONHUTENBHYIO MHPOPMALIHUIO;
o Debug — makcumanbHaa getanusaums.
XypHan Haxoautcsa B pasaene: %ALLUSERSPROFILE%\UserGate\UserGate Client\var\log\usergateclient\ug_client.log.
« Tooltips history — uctopus onoseLleHui.

« Export logs — ckauatb XypHan AMarHOCTWKM (NOCNe CKauMBaHWA OTKPOETCA apxmB C Ppannom XypHana AUarHOCTUKK)



https://static.usergate.com/tools/UsergateClient.adm

Brknaaka OnucaHue

MpocmoTp MHdOPMaLMK O CeTeBbIX NapameTpax 1 napameTpax MapLIpyTU3aLmnu:
« IPCONFIG — nHdpopmauuma o Bcex ceTeBbIxX aaanTtepax v TexyLlei koHdurypauun TCP/IP.
Network « ROUTING — 3anucu nokanbHoi Tabnuubl MapLupyTU3aumi.
o SOCKETS — cn1cok akTMBHbBIX NOAKMIOYEHW (TMN NopTa, aapeca, COCTOAHWE COEANHEHUA, MASHTUdUKATOP NpoLecca).

Utobbl ckonupoBaTb MHdOPMaLUo, HaxMUTe Copy

MpocmoTp MHdOPMaLMK 0 6e30MacHOCTH YCTPONCTBA MOMb30BATENA (CTATYC MEXCETEBOr0 3KpaHa, aHTMBMPYCa, LEHTPOB OGHOBIIEHMUA U
GesonacHocTn Windows).

3HaueHve MHAVKauuu:

Policy o .
o JKENTbl — OTKIIOYEH;
o 3e/eHbli — BKITHOYEH;
« KpacHbIM — He COOTBETCTBYeT NoNMTUKaM 6e30nacHoCTH
Advanced YnpaBneHWe KOHTEHTHON GUnbTpaunen (BOSMOXHOCTb CAMOCTOATENLHOIO OTKTHOYEHUA KOHTEHTHON GUbTPALUK B COOTBETCTBUM C

NoNIMTUKaMK, HACTPOEHHbIMKU Ha cepBepe UserGate Management Center)

MapameTpbl noakntoyeHus k UserGate MC (IP-aapec UserGate MC v ko4 And NOAKOYEHNUA YCTPOMCTBA NOMb30BaTENA) MOXHO NOCMOTPETL B daiine
C:\ProgramData\UserGate\UserGate Client\etc\main.cfg.

BawHo!B cnyyae o6HoBneHuA onepayoHHON cucTeMbl KoHeuHoro ycTpoicta ¢ Windows 10 ao Windows 11 tpefyeTca yaanuTb NpUnoxeHue
UserGate Client cpeactsamu onepaLyvOHHOM CUCTEMbI M BBIMOMHWUTL €ro NOBTOPHYHO ycTaHOoBKY. O NopAAKe KOPPEKTHOTO yAaneH1a NPUIoXKeHA — B
pasfene «YaaneHue NpuaoXeHUs ».

MypHanuposaHue
CobbiTuaA paboTel UserGate Client puKcHpytoTCa BO BHYTPEHHEM XypHane 1 B )XypHane npunoxenui Windows.
B xypHane npunoxennit Windows A0KYMEHTUPYOTCA CreaytoLme TUnbl COObITUM:
« 3anyck 1 octaHoBka cepsuca (cobeitua UG0101 Service started n UG0102 Service stopped).
« MoakntoueHne kK UserGate Management Center u noteps ceasu (cobbitna UG0201 MC connected n UG0202 MC connection lost).

« [MoakmtoueHune no VPN v 3aBepLUeHUe Ceccru, B TOM YMCTIE OLUMOKM MOAKIIOYEHUA — HEAOCTYMHOCTb CepBepa, HenpaBUIbHO YKasaHHbIe
naHHble (cobbitna UG0301 VPN connected 1 UG0302 VPN disconnected).

« [MonyueHue KoHpUrypauum ot UserGate Management Center (cobeitne UG0401 MC rules propagated).

YnaneHue NPUIIOXKEeHUA
Yrtobbl yAanuTb NPUNOXEHUE Ha yCTPOHCTBE nosb3oBatena nepenante B pasaen Myck - MapameTpbl - MpunomeHua - YcTaHOBNEHHbIE
npunoxeHus (MaHenb ynpaesneHua - lNporpammel - Mporpammbl M komnoHeHTbl B Windows 10), HaiauTe B cnincke npunoxennin UserGate

Client v BuiGepute Ynanurb.

BaxHo![lnA KoppeKTHoro yaanenusa u o6HosneHua UserGate Client Ha KOHEUHOM YCTPOICTBE HE JOMKHO OblTh aKTUBHbBIX MPABMUI JTOKANIbHOrO
MEXCETEBOro 3KpaHa, CUHXPOHU3UpoBaHHbIX ¢ UserGate MC.

Mocne yaaneHua NnpunoxeHuna Heob6x0aMMo nepesarpysntb KOMNbOTEP.



Pabota UserGate Client B cBaske ¢ UserGate MC

Product: UserGate Client
Version: 7.5.x

MHTerpayma KoHeuHblx ycTpoicTB ¢ UserGate Management Center (UserGate MC) no3sonfet aAMUMHUCTPATOPY LEeHTPasiM30BaHHO yNpaBnaTh UX
KOHUrypauuei u pexvumamu paboThl.

Yepes nnatdpopmy UserGate MC goctynHbl cneaytowmne GyHKLUK:
« YnpasneHnve napametpamun UserGate Client Ha KOHEUHbIX yCTpOMCTBAX.
« [MbKasa HacTpoiKa NONUTUK 6e30MacHOCTH Yepes NpaBuia MEXCETEBOrO 3KpaHa Ha KOHEUHOM YCTPOICTBE.
« [MpoBepka COOTBETCTBUA KOHEYHBIX YCTPOWCTB TpeboBaHWAM BesonacHocTH ¢ nomoLbto HIP-npodunei.
o LlenTpanusoBaHHoe cosaaHue n pacnpoctpaHeHne napametpos VPN-noakmtouennii ana UserGate Client.

« lMNepenaya aaHHbIX TENEMETPUM U COOBLITUI 6E30MACHOCTM KOHEUHbIX YCTPOWCTB Ha ycTpoicTea UserGate LogAn u UserGate SIEM ann
aHanusa M aBTOMaTMUYECKOro pearmpoBaHmns Ha yrpossl 6e30nacHocTy.

Peructpaums koHeuHbix ycTponcTs Ha UserGate MC npoucxoanT yepes nopt 4045. B npouecce perucTpauunn NpUMEHAETCH NMUH-KOA, CO3AaHHbIA Ha
UserGate MC. KoHeuHOMy yCTpOWCTBY NpUCBanBaeTCA YHUKANbHLIA MAEHTUDUKATOP, KOTOPLIM OyAeT UCMoNb3oBaH B AaNbHerem Anq
B3auMoAencTBMA ¢ nnaTpopmoi ynpasnerus. MNoapobHee o fo6aBNEHWUM KOHEYHBIX YCTPOWCTB noAa ynpasnexue UserGate MC — B pasaene

«JlobaBneHve KoHeYHbIX YCTPOWCTB noa ynpasnenne UGMC ».

[Mocne pervcTpaunm KOHEYHOE YCTPOMCTBO 3anpalumMBaeT napameTpbl koHdUrypauum y UserGate MC kaxablie 10 cekyHa. UserGate MC otnpasnset
Ha KOHEeYHOe YCTPOMCTBO:

o MapameTpbl MEXCETEBOMO 3KPaHa;
« napametpbl VPN-noaxnouerni;
« 06LmMe napameTpbl LWAaBNOHOB;
o OMOIMOTEKN BNIEMEHTOB;
o HIP-06beKTbl U NPOdHUIIN, ECNIU OHU UCMOSIL3YIOTCA B NpaBUIax MEXCETEBOTO KpaHa.
OTnpaBka KOHHUrypaym1 Ha KOHEYHOE YCTPOMCTBO MPOUCXOAUT aBTOMATUUECKU NPU ee U3MEeHeHUU Ha ynpasnatowem UserGate MC.
KoHeuHoe ycTpoicTso nepeaaet Ha UserGate MC cneaytoLwne AaHHbIE:
« TenemeTpuio CUCTEMbI:
o [laHHble 0 3arpyske LeHTpanbHOro npoLeccopa;
o CBEAEHWs O HaKOMUTENAXx;
o BpeMs HeMpepbIBHOM paboThl;
o JPYryto CTaTUCTUKY NPOU3BOANUTENBHOCTH.
« MapameTpbl ana nposepku cooTetcTeuA HIP (noapobHee — B pasaene « [posepka HIP Ha UserGate MC »):
o CcTaTyc cpeacTs 6e30nacHOCTU (COCTOHUE aHTUBMPYCA, MEXCETEBOrO 3KpaHa, aBTOMaTUYECKUX 0BHOBNEHUIA cucTemsl, BitLocker);
o CMMCOK aKTUBHbIX NPOLECCOB U CIyX0;
o MepeyeHb YyCTaHOBEHHOrO NporpaMmHoro obecnedyeHus;
o CMUCOK YCTAHOBIEHHbIX 0OHOBEHWIA.
JaHHble 0 KOHGUIypaLuK oTNPaBNATCA KOHEYHLIM YCTPOWCTBOM TOMBbKO B CllyYae Hanu4yusa U3MeHeHUN.

Mpu BINONHEHUM ONepaymit NoMcka B cooTBeTCTBYtOWeM pasaene UserGate MC, koHeuHoe ycTpoicTBo oTnpasnaeT Ha UserGate MC cneaytowyto
AONONHUTENbHYO VIH(DOpMaLl,VI}OZ

o BpPEMEHHble METKU — TeKyLlee BpemA 1 BpemaA NocrneaHemn 3arpy3ki KOHEUHOro yCTPOMCTBa C ykasaHMeM 4acoBOro nofAca;
« cBeAeHuA o noaxnodeHHbix USB-ycTpoicTeax;
o CBeAeHWs 00 anemeHTax aBTo3arpysKku;

e [J1aHHbl€ O TOYKax BOCCTAHOB/IEHUA CUCTEMbI;


https://docs.usergate.com/dobavlenie-ustrojstv-ugc-pod-upravlenie-ugmc_904.html

e paclUMpeHHble AaHHbIe O MPOU3BOANTENBHOCTH;
o JaHHble 06 0OHOBNEHWAX W KIToUax peecTtpa.

UserGate Log Analyzer nonyyaeT AaHHbIE C KOHEYHbLIX YCTPOMCTB He Hanpamyto, a yepes UserGate Management Center (MC). CoeavHeHune mexay
UserGate LogAn n UserGate MC sawmwieHo SSH-TyHHenem, no KoTopomy nepefaeTca BcA MHPopMauua: TenemeTpusa, xypHans Windows u nHble
ZlaHHble 6e30nacHOCTU. OTW AaHHbIE UCMONbL3YTCA ANA NOCeAYOLWEro aHanusa v aBToMaTUYeCcKoro pearupoBaHns Ha yrpo3bl.

Moapo6Hee 0 LeHTpanM3oBaHHOM yNpaBneHU KOHEUYHBIMKU yeTporcTBamMu ¢ nomoLlbio UserGate MC — B pasaene « LleHTpanvsoBaHHoe ynpasnexue
KOHEYHbIMW YCTPOWNCTBAMM».

Mposepka HIP Ha UserGate MC

B UserGate MC peanu1soBaHa BO3MOXHOCTb NPOBEPKM KOHEYHOrO YCTPOMCTBA Ha COOTBETCTBUE TpeboBaHuAM Be3onacHoCcTH (KoMnnaeHca) ¢
nomotyeto HIP-npodunein.

TexHonorua HIP (Host Information Profile) npeaHasHayeHa ansa cbopa v aHanusa AaHHbIX O COCTOAHWUM 3alLWTbl KOHEYHBIX yeTporcTB. OHa nossonaeT
oLeHUBaTb YPOBEHb COOTBETCTBUA YCTPOMCTB 3aZaHHbLIM TpeBoBaHMAM 6e30NacHOCTH U UCMOb30BaTh 3TU AaHHbIe ANA yNpaBneHua A0CTYNOM K
ceTeBbIM pecypcam.

C nomouypbto HIP npoBepsaeTca HanmMume 1 akTyanbHOCTb aHTUBUPYCHOrO MO, COCTOAHME NOKaNbHOr0 MEeXCETEBOrO 3KpaHa, BepCcHUa onepaLnuoHHOM
CUCTEMBI, YCTAHOBNEHHbIE OBHOBNEHUA U Apyrie napameTpsl 6e30nacHoCTU. AAMUHUCTPATOP CeTU MOXeT HacTpanBaTtb HIP-06beKTbl (Hanpumep,
TpeGoBaHWA K HANTMUUIO aHTUBUPYCA WU YCTaHOBMIEHHEIM OOHOBIIEHHUAM ONEPaLUOHHON CUCTEMBI). DTU 00beKThl 06beanHaATeA B HIP-npodunu,
KOTOpbIE 3aAal0T NpaBuia NPOBEPKM YCTPOMCTB. PesynbTaThl npoBepku HIP MoryT Mcnonb3oBaTbCA Kak ycnoBue AnA NpeaocTaBrieHna AocTyna.
Hanpumep, 20CTyn B KOPMOPATUBHYHO CETb MK K KOUTUUECKU BaXKHBIM MPUITOKEHUAM MOXET ObiTh paspeLLeH TOMBKO YCTPOMCTBAM, COOTBETCTBYHOLLUM
3aaaHHbiM HIP-npodunam.

MpumeyuaHueYcnoeus HIP-o6bekTa Npu NpoBepKe He BLIMOMHAKTCA, CIIM UCMONb3YeTCs KpUTepHii «Kitoun peectpa» Co CTPOKOBLIM 3HaYEHUEeM
Ktoua, COAEPKALLMUM CUMBOILI KUPHUINULbI.

MpoBepKa cOOTBETCTBUA KOHEUHBIX YCTPOWCTB TpeboBaHUAM He30MacHOCTM NPOU3BOAUTCA CriedyroLMM obpasom:

KoHeuHoe ycTpoicTeo otnpasnaeT Ha UserGate MC cneaytowme aaHHble:
« MHdOPMaLMIo 0 NoSb3oBaTeNaAXx;
« JaHHble 0 cucteme (Bepcua, nzaanune, NetBIOS-ums);
o CMUCOK 3anyLyeHHbIX MPOLIECCOB;
o CMUCOK 3anyLUeHHbIX Cryx0;
« CMWCOK YyCTaHOBMEHHOrO NporpaMmHoro obecnedyeHunn (HassaHue, npoussoantens MO, Bepcua);
« K/IO4M peecTtpa;
o CMWUCOK OBHOBNEHUI CUCTEMBI;
o OJIeMEHTbI aBTO3arpys3Ku;
e MHOOPMALMIO O 3aLUMLLEHHOCTU CUCTEMBI (aHTUBUPYC, MEXCETEBOM 3KpaH, BitLocker v 1. n.);
¢ MHMOPMALMIO O TOUKAX BOCCTAHOB/IEHUA CUCTEMBI.

[na npoBepku Ha cooTBeTCTBUE TpeGoBaHWAM 6e30MacHOCTH UCONb3yoTCA ToNbKo HIP-Npodunu, ykasaHHble B NpaBunax MEXCeTeBoro aKpaHa B
KauyecTBe OAHOrO M3 YCroBui GuNbTpayuu. B cnyyae ycneLuHoi NpoBEpKU NPaBKIIo MEXCETEeBOro akpaHa ByaeT oTnpaBneHo Ha KOHeYHoe YCTPOMUCTBO
C YCTaHOBNEHHbIM KITMEHTOM.

MpumeuanuneEcnn HIP-npodwune He ykasaH B napamMeTpax npasusia MexceTeBoro akpaHa Ha UserGate MC, Takoe npaBuno npuMeHAeTca Ha BCEX
KOHEYHbIX YCTPOMCTBAX.


https://docs.usergate.com/obshie-svedeniya_1319.html
https://docs.usergate.com/hip-ob6ekty_749.html
https://docs.usergate.com/hip-profili_905.html

Pabota UserGate Client B cBaske ¢ UserGate NGFW

Product: UserGate Client
Version: 7.5.x

UserGate NGFW npv paboTe B CBA3KE C KOHEYHbIMU YCTPOWCTBaMM C YCTaHOBMEHHbIM NpunoxeHnem UserGate Client MOXeT BbINOMHATL GYHKLUM
VPN-cepBepa, cepBepa KOHTPOsA CETEBOrO AOCTYNa U MEXCETEBOrO AKpaHa.

Mocne yctanosnenuna VPN-coeanMHeHna KOHeUYHbIe YCTPOMCTBa aBToMaTnuecku pernctpupytotca Ha UserGate NGFW. Bsanvoaeictsmne KOHeuUHbIx
yctpoucts ¢ UserGate NGFW npowussoanTca no nopty 4045 ¢ ucnonos3osaHvem npotokona HTTPS.

Mocne peructpauun Ha UserGate NGFW Kaxaomy HOBOMY KOHEUHOMY YCTPOWCTBY NPUCBAUBAETCA YHUKANbHbI MAEHTUPUKATOP, KOTOPLIN XpaHUTCA
B 6ase UserGate NGFW.

KoHeuHoe ycTpoicTBo nepuoanyecku otnpasnaet Ha UserGate NGFW aaHnHble Tenemetpun. UserGate NGFW Ha ocHoBe nonyyeHHbIX AaHHbIX
BbIMOJSIHAET NPOBEPKY COOTBETCTBUA KOHEUHBIX YCTPOWCTB TpeboBaHWAM BesonacHocTH ¢ nomoLbto HIP-npoduneit. MHdopmaums o pesynbraTe
NPOBEPKM NepeaaeTcA Aanee AnA UCMONb30BaHUA B Npasunax mexcetesoro akpaHa UserGate NGFW.

MpumeuaHneEcnun koHeuHoe ycTpoicTBO noawtoueHo k UserGate Management Center, peructpaunn Ha NGFW nocne yctaHosku VPN-coeanHeHus
He npov3soiaeT. PyHKLUUA NPOBEPKM COOTBETCTBUA KOHEYHOIO YCTPOMCTBA NpaBuiam nonuTrku 6esonacHoctn 6yaet npoussoantbea Ha UserGate MC.

Tanm-ayT aKTUBHOCTW KOHEYHbIX YCTPOMCTB COCTaBNAET ABE MUHYTLI, TO €CTb, €C/IU B TedeHne AByX MUHYT Ha UserGate NGFW He noctynaet
MHPOPMALMA OT KOHEYHOTO YCTPOWCTBA, OHO CUMTAETCA HeaKTUBHLIM. 10 UCTEUYEHUM TpeX NeproA0B HEAKTUBHOCTH 3an1Cb O KOHEUHOM YCTPOCTBE
ynanaetca u3 6asbl UserGate NGFW. Mpy NoBTOPHOM NOAKMHOYEHUU KOHEYHOE YCTPOMCTBO ByAeT 3aHOBO 3aperMcTpupoBaHo. Ecnv koHeuHoe
YCTPOWCTBO ByZEeT NOAKOYEHO O MCTEYEHUA 3TOrO0 BPEMEHH, ero 3anuck Oyaet obHoBneHa.

Mocne noaxntoueHus k apyromy VPN-cepBepy KOHeuHoe ycTponcTBo ByaeT 3apernctpupoBaHo Ha HoBom UserGate NGFW.

Mposepka HIP Ha UserGate NGFW

MpoBepka Ha cooTBeTcTBUE TpeboBaHMAM BesonacHoCTH (komnnaeHca) Ha UserGate NGFW npoucxoaut no cneayoulei cxeme.

KoHeuHoe ycTponctso otnpasnaeT Ha UserGate NGFW aaHHble TenemeTtpuu:
« MHGdOPMaLMIo 0 NoSb3oBaTeNAX;
« JaHHble 0 cucTeMe (BepcuA, usaaHue, netbios-ums);
o CMUCOK 3anyLeHHbIX MPOLECCOB;
o CMUCOK 3anyLLUEHHbIX CNyx0;
« CMMCOK YCTAHOBIEHHOrO NPOrpaMMHoro o6ecrneyeHunn (HassaHue, BeHAOP, BepCHA);
o KIOUM peecTpa, KoTopble ucnonbayotca B HIP-o6bekTax;
o CMUCOK OBHOBNEHUI CUCTEMBI;
o OJIEMEHThI aBTO3arpysKku;
o MHOOPMALMIO O 3aLUMLLEHHOCTU CUCTEMBI (aHTUBUPYC, MEXCETEBOM 3KpaH, BitLocker v 1. n.);
e MHMOPMALMIO O TOYKAX BOCCTAHOB/IEHUA CUCTEMBI.

[MonyyeHHbIe OT KOHEYHOrO YCTPOWCTBA AaHHbIE pacluMdpoBLIBAOTCA M NepedatoTcA Ana cpaBHenna ¢ HIP-npodunamun. MHbopmauua o pesynbtate
NPOBEPKM UCMONb3yeTcA B NpaBunax Mexcetesoro akpaHa UserGate NGFW. Ecnu KoHeuHoe yCTpOWCTBO COOTBETCTBYET BCEM YCNOBUAM Npasunia
MexceTeBoro akpaHa Ha UserGate NGFW, 310 npaBuno cTaHOBUTCA aKTUBHBIM AS1A JAHHOMO KOHEYHOro YCTPOMCTBa.

anMeHaHMeyCHOBMH HIP-o6bekTa npu NpoBepKe He BbINOSTHAKOTCA, €C/Tn UCNoSb3yeTCcA KpVITepVIVI «Kntoun peecTpa» CO CTPOKOBbIM 3HA4YEHUEM
Knto4a, coaepxaliumMm CUMBOJ1bl KUPUULbI.


https://docs.usergate.com/hip-profili_754.html

Mpumeuanunelna paboThl ¢ KOHEYHbIMK ycTpoicTBamu UserGate Client Heo6xoanmMo Hanuuue cooTBeTcTByoLer nuueHsun Ha UserGate NGFW.
MoapobHee — B pasaene «JlMueHanMpoBaHve». B crniyyae oTCyTCTBUA COOTBETCTBYIOLLEN NULIEH3UM PETUCTPALMK KOHEYHOTO yCTpoiicTBa Ha UserGate
NGFW He npousoinaet; 6yaet ycraHosrneHo Tonbko VPN-coeanHeHwe.

[na noaxkntoyeHna koHewHoro yctpoiictea k UserGate NGFW:

1. B BbibpaHHoM 30He UserGate NGFW paspelunTe noaktoUYeHe KOHEUYHbIX YCTPOWCTB. 1A 3Toro B napamMeTpax 30Hbl paspeLumTe
cepBUC «[MoaKMOUYEHNE KOHEYHBIX YCTPOMCTB>.

2. YKaxuTe AaHHble 4518 YCTaHOBKM 3aLLMLLEHHOTO COEAMHEHUA MEXAY KOHEeUYHbIM ycTpoicTBoM M UserGate NGFW. na atoro B BEG-KOHCOMM
UserGate NGFW B pasaene HacTponku - KoHconb aamuHucTpaTopa - HacTponku ykaxute ceptudukart u npopusib AnA yCTaHOBKM
3aLUMLLEHHOrO coenHeHuA. MNpu NOAKMYEHUM KOHEUHOE YCTPOICTBO ByAeT NPOBEPATh aKTyanbHOCTL cepTudukaTa UserGate NGFW. B
cnyuyae cMeHbl cepTudukata Ha UserGate NGFW npu Hanuumu yxxe NoAKIHOUEHHBIX KOHEUYHBIX YCTPOWCTB HE0OX0AMMO pacnpocTpaHuThb
KOpHEeBOW cepTudumKat yaocTosepstoLlero LeHTpa (Root CA); cepTudurat Heo6X0AMMO NOMECTUTbL B XpaHUIULLIE NIOKANbHOIO KOMMbloTepa
«JloBepeHHble KOPHEBbIE LIEHTPbI CepTUdUKALUK».

3. Hactpoiite UserGate NGFW B kauectee VPN-cepaepa. MoapobHee o HacTpoike UserGate NGFW B kauectBe VPN-cepBepa aAns cueHapusa

yAaneHHoro NoAKIIOYEHUA KOHEYHbIX YCTpoicTB — B pasaene «VPN aAna yaaneHHoro goctyna knneHtos (Remote access VPN) ».

Mocne yctaHoBku VPN-coeanHeHns perucTpanma KOHEYHOro YCTPOWCTBA NPoU3oiaeT aBTomaTuiecku. MonuTuki 6e30nacHOCTH, HACTPOEHHbIE Ha
UserGate NGFW, Tawke OyayT NpUMeHeHbl K KOHeUYHbIM ycTpoicTBam. s NpoBEepKU Ha COOTBETCTBHUE TpeboBaHUAM 6e30NacHOCTH
(KoMnnaeHca) KoHeYHoe yCTPOMCTBO ByAeT oTnpasnaTh TenemMeTputo Ha UserGate NGFW ¢ neprMoAnyHOCTLIO B 1 MUHYTY.

KoHeuHoe ycTpoiicTBo ByAeT Npou3BOAMTL MOMbLITKY PervcTpaunm Kaxxasli pas nocne noaxntoueHus k Hosomy VPN-cepsepy.


https://docs.usergate.com/licenzirovanie_2423.html
https://docs.usergate.com/vpn-dlya-udalennogo-dostupa-klientov-(remote-access-vpn)_925.html

YctaHoBka VPN-coeanHernuna ¢ nomollbto UserGate Client ana Windows

Product: UserGate Client
Version: 7.5.x

BcTtpoeHHeiii B npunoxenne UserGate Client ana Windows VPN-knueHT ucnonb3yeT cneaytoLue napameTpbl And ycraHoBnenna VPN-coeMHeHnA:
« [lpoTokon AnA ycTaHoBNeHMA 3aluLieHHoro coeanHenua: IPsec (IKEv2).
o AyTeHTUdMKauma ¢ nomoLbio X.509-cepTuduKaToB unmn ¢ nomoLlbio metofos EAP, PEAP.

o ®yHkuna DPD (Dead Peer Detection), pa6oTtatowyas B pexvme On idle (npu oTcyTCTBUM TpaduKa) C MHTepBanoM 15 CekyHA 1 MakcMMasibHbIM
KONMYECTBOM HeyAauHbIX NOMbITOK — 6. [poBepka AOCTYMHOCTH COCEAHEro y3na akTMBUpyeTCA B Clyyae OTCyTCTBMA TpaduKa B TyHHene B
TeyeHne ABOMHOro MHTepsana spemern (30 cexyHa). Ecnn He nonyyeH oTBET OT cepsBepa Ha 3anpoc NPOBEPKM, NaKkeTbl MPOAOKAOT
OTCblN1aTbCA A0 MakCMMasnibHO pa3peLleHHOoro KosinvyecTsa NonbITOK C MHTepBasioM 5 CeKyHAa. Ecnu otBeT nony4yeH, NponcxoanmT BO3BpaT K
nepsoHa4YanbHOMYy UHTepBany. Ecnu otBeT He nonyyeH — coeanHeHue pas3pbiBaeTcA.

o [pynnel Audodun — Xennmana: rpynna 2 Prime 1024, rpynna 14 Prime 2048, rpynna 16 Prime 4096.

o AnropuTmbl ayTeHTUOUMKaumm 1 wrudposanua (dasel 1 1 2): SHA1/AES128, SHA256/AES128, SHA384/AES128, SHA1/AES256,
SHA256/AES256, SHA384/AES256, SHA1/3DES, SHA256/3DES, SHA384/3DES.

« MaxcvmanbHbIM pasmep AaHHbIX, WM PYyeMbIX OAHUM KIOUOM (dasa 2): He orpaHuyeH.

Mpw paboTe B cBAske ¢ UserGate Management Center napameTpsl napaMeTpos VPN-NoAKIHOUEHUI LeHTPpanu3oBaHHO 3a4atTca aAMUHUCTPAToOpOM
cetn Ha UserGate MC 1 nepeaatoTca Ha ynpaBnaeMoe KOHeYHoe YCTPOMCTBO MO ero 3anpocy.

Ecnu koHeuHoe ycTpoiicTBO He MHTerpuposaHo ¢ UserGate MC, BBeanTe napameTpbl COEAMHEHHA B HA4YabHOM OKHE rpadMyecKoro MHTepdeica
npunoxenusa UserGate Client:

« aapec VPN-cepsepa (IP-aapec nnu FQDN);
o napameTpbl ayTEHTUPUKALMM (NTOMMH C NAPONIEM WUIU CEPTUDUKAT).

Mpumeuanuellpu ncnonbsosannun FQDN ana noaxntouenna, ecnn umenn VPN-cepBepa cooTBETCTBYET HECKONBKO |P-aapecos, KMeHT
ycTaHaBn“BaeT COeANHEHWE NO NepBOMy aapecy, KOTOPbIM OTBEYaeT Ha 3anpoch!.

MpumeuanueIna koppextHoro yctaHosneHua VPN-noakmtouenna ¢ UserGate NGFW no npotokony IKEV2 noruH v naponb, UCMOMb3yemMble KITMEHTOM,
He [O/MKHbI coaepXaTtb CUMBOSTbI KUPUITULbI.

Ina yctanosnenua VPN-coeanHeHuWA:

1. B cTpoke cocToAnua HaxmuTe Ha 3Havok UserGate Client.

2. B noaBwBLLemcA okHe BelbepuTe VPN-cepBep Ana noakntoueHus u Haxmute Connect.

3. an Heo6Xxo0AMMOCTH BBEAMTE MMA Nosib3oBaTtena u naponb, 3aTeM HaXXMuTe Next.


https://docs.usergate.com/shablony-upravlyaemyh-ustrojstv-ugc_408.html#%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0%20VPN

|_|pVI ycnewHoM yCTaHOBNEeHUU CoeAMHEHMA B OKHE NPUITOXEeHUA 0T06paSMTCF| cratyc VPN Connected # aaHHble yCTaHOBUBLLErocA coeAMHeHnA.

Ecnv aamuHuctpatopom VPN-cepBepa HacTpoeHa ¢pyHKUWA pasaenbHOro TYHHeIMpoBaHusa, MapLupyThl, nonydeHHble oT VPN-cepsepa, OyayT
nAo6aBneHbl B TaBnuLy MapLLpyTU3aLUu KOHEYHOTO YCTPOMCTBA NPU YCTAHOBIIEHUM COEAUHEHMA.

Yto6bbl paszopeatb VPN-coeanHeHue, HaxmnTe Disconnect B OKHe NpuoXeHus.
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