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XXypHanel 1 oTyeThl



XypHanbl



OnucaHue

Version: 7.5.x
Product: SWG

UserGate SWG pervuctpupyeT cobbiTvs, BO3HUKaOLLMe B MPoLecce ero GyHKUMOHUPOBaHUA, U COXPAHAET UX B CIIeAYHOLLMX XypHanax:

o WypHan cobbIThit — conepxuT coBbITUA, CBA3AHHLIE C M3MeHeHWeM napameTpos UserGate SWG, asTopusauuei nonssosarerne,
o6HOBNEHUAMM Pa3/IMYHbIX CMIUCKOB U T. M.

« MypHan Be6-gocTyna — noapoBHLI XypHan Bcex Be6-3anpocos, o6paboTtaHHbix UserGate SWG.

o XypHan DNS — conepxuT cobbiTus, cBasaHHble ¢ DNS-Tpadukom.

« XypHan Tpaduka — noapoOHbI xypHan cpabaTbiBaHuA Npasun MexceTeBoro akpaHa, NAT, DNAT, npasui noAMeHb! NOPTOB W Npasus
MapLLpyT13aLumu Ha ocHose nonuTuk (PBR). [ina peructpauun aTux coBbiThin HE0BXO0ANMO BKIOUMTL (YHKLIMIO XYPHANMPOBaHUA B
COOTBETCTBYIOLLMX Npasunax.

« HUcTopuna noucka — coaepnT CBeAeHUA O MOMCKOBbLIX 3anpocax Nonb3osBaTenen B NONyIAPHbLIX MOMCKOBLIX CUCTEMAX.

« AreHT UserlD — conepxuT onucaHue cobbiTuid, oTpaxatoLux pesynbtat pabotsl UserlD-areHTa.

YnpasneHue xypHanamu asTOMaTM3MPOBAaHO: XypPHarbl LMKITMUECKK nepesanucsiBatoTcd, obecneunsan HeoGxoamMmoe Ans paboTsl cBo6oaHoe
AMCKOBOE MPOCTPAHCTBO.

PoTauus 3anucei xypHanos (BCeX, KDOMe ypHasia coObITUi1) MPOMCXOANT aBTOMATUYECKH MO KPUTEPUI0 CBOBOAHOrO NPOCTPaHCTBA Ha AaHHOM
paszene. 3anucy o potayun 6asbl AaHHBIX 0TOBPaXatoTCH B XXypHane cobbiTuit. B criyuae, ecnu ysen uHterpuposaH ¢ UserGate Log Analyzer, 3anucu
6ynyT oTobpaxatbea B )ypHane cobeituit UserGate Log Analyzer. PoTauua sanucei xypHana coObliTUiA HUKOraa He Npou3BoaMUTCA.



WypHan cobbiTni

Version: 7.5.x
Product: SWG

XypHan cobbiThit oTo6paxaeT cobbIiTHs, CBA3AHHbIE C U3MeHeHneM HacTpoek UserGate SWG, Hanpumep, AobaBneHne/yaaneHne/MsmMmeHeHne JaHHbIX
YYETHOM 3anucu, npaeuna unu nodoro Apyroro anemMeHTa. 34ech Xe oTobpaxatoTcA Bce cobbiTUA BXxoAa B BEG-KOHCOMb, aBTOpU3aLum
nonb3oBatenen yepes Captive-nopTan, ctapTa, BbIKMNOUEHUA, Nepesarpysku cepeepa v T. M.

Ana yno6cTea noncka Heo6xoAUMbIX COBBLITUI 3annUcK MOryT BbITb OTOUNBTPOBAHBI MO PA3IMUHLIM KPUTEPUAM, HANMPUMEP MO A1anasoHy Aar,
KOMMOHEHTY, BaXXHOCTH, TUMY COBbITHA.

Bbl MmoxeTe BblépaTb ana OTOépa)KeHVIFl TONbKO Te CTOJ16L|bI, KOTOpble Bam Heo6XoAUMbI. Lna atoro HaxMmuTe yKasartenem Mbllln Ha nro6om us
CTOJ'IéL[OB, 1M B NnoABMBLUEMCA KOHTEKCTHOM MEHIO OCTaBbTe raJioukun TOJTIbKO ANA TexX CTOJ'|6L|OB, KOTOpble Heob6Xx0auMo 0T06pa)KaTb.

C nomolLLbto KHOMKM AKecnopTuposaTbh B CSV Bl MOXeTe ckauatb 0OTOUNbTPOBaHHbIE AaHHbIE XypHana B Csv-dpann Ana AanbHenwero aHanmaa.

HaxaTtve Ha KHOMNKY MNMoka3aTb BbiIBEAET OKHO C I'IO.ClpOﬁHbIM onvcaHuem cobbITus.



XypHan Be6-goctyna

Version: 7.5.x
Product: SWG

XypHan Be6-aocTyna oto6paxaeT BCe 3anpockl nonb3oBaTenen B MHTEpHET no npoTokonam HTTP v HTTPS. BeiBoasaTcA cobbiTus cpadaTbiBaHWs
npasun GunNbTPaLMK KOHTEHTa, MHCcNeKkTMpoBaHua SSL, Beb-6esonacHocTy, Captive-nopTana B HACTPOMKax KOTOPLIX BKIOUEHO XypHANUPOBaHHE.
OtobpaxaeTca cneaytowlan MHGopMaLmaA:

o Y3en, Ha KOTOPOM NPOMU3OLLIIO COBLITHE.
« Bpemsa cobbiTus.

« CoaepxaHue cobbITus.

« [lonb3oBatensb.

« [eicTBMe.

« [lpasuno.

« [MprumHbl (Npu 6NOKUPOBKE caiiTa).
« URL HasHaueHus.

o 30Ha UCTOYHMKA.

« |P-agpec ncTouHuka.

o [lopT ucTouHwMKa.

o 30Ha HasHaueHus.

« IP-aapec HazHaueHusA.

« [lopT HasHaueHwus.

« Kateropuu caitos.

o [punoxenue.

« [1poTOKON NPWKNAAHOroO YPOBHA.

e« HTTP meToa.

« Koa otBeta HTTP.

o TuWn KOHTEHTa (ecnu NpucyTCTBYET).
« MHdpopmauma.

« Baiit oTnpaenexo/nonyyexo.

« [NakeToB OTNpPaBneHo/nony4YeHo.

« Pedepep (npu Hannumw).

« OnepaunoHHas cuctema.

« User agent 6paysepa.

MpumeuanmneB ctonbuax Tpaduka (baiT oTnpaBneHo/nonyyeHo, MakeToB 0TNPaBNeHO/NoMy4eHO) yKasbiBaeTcA Tpaduk nocne cpadatbiBaHua

BCEX Npasui Ha 3TOM 3anpoce.

Ecnu npaeuna tTpebytoT aHanuaa oTeBeTa oT BeB-cepsepa, To TpaduK oTBeTa Tawke 6yAeT NOACUMTAH M YUTEH OMHAKOBLIW, B TOM YMCIE Y NepBOro
cpaboTasLLero Ha 3ToM 3anpoce npasuna (bypass captive, decrypt). Takum 06pasom, yunTbIBAETCA BECb NPOLUEALLNHA TPAdUK U YKA3bIBAETCA OHO K
TO e 3HaYeHWe KaxxaoMy npasusly, cpaBoTasLLeMy Ha 3TOM 3anpoce.

Ecnu aHanus otBeTa oT BeB-cepBepa AnA npasBun He TpeByeTcs, TO BECb OCTaNIbHOM TpadUK He YUnUThIBAETCA.

Bbl MmoxeTe BblﬁpaTb TONbKO Te CTOﬂéleI AnAa NoKasa, KoTopblie Bam Heo6X0anMbI. Ona atoro HaxmuTe yKkasatenem mMbllin Ha nto6om 13 CTOJ'I6L|OB, nB
noABuUBLLEMCA KOHTEKCTHOM MEHIO OCTaBbTe raslIovKU TOJIbKO ANnA Tex CTO]'I6L|OB, KOTOpble Heo6xo0auMo 0T06pa)KaTb.

Ona yﬂOﬁCTBa novcka Heo6XxoaUMbIX COOBITUIA 3anucK MoryTt 6bITb OTQUNBLTPOBAaHbLI MO PA3INYHBLIM KPUTEPUAM, HANPUMEpP TakUM, Kak yuyeTHaa 3anuch
nonb3oBarena, npasuso, AencTBMe U T. A.

C nomotLLbto KHoMkM AKenopTuposaTbh B CSV BbIp MOXeTe ckayaTb OTPUILTPOBAHHbIE AaHHbLIE XypHana B Csv-pann AnAa AanbHEWLero aHanusa.

HaxaTtve Ha KHOMNKY MNMoka3saTb BbiIBEAET OKHO C I'IOLI.pOﬁHbIM onvcaHuem cobbITus.



MypHan DNS

Version: 7.5.x
Product: SWG

XypHan DNS oto6paxaeT cobbiTus, ceasaHHble ¢ DNS tTpadukom. [na xypHanuposaHua cobbitnit DNS Ha UserGate SWG aomxkHa 6biTb BKIOUEHA
DNS-dpunbTpayma B HacTpoikax DNS-NpoKCKH 1 paspeLLleHo )XypHanMpoBaHWe B NpaBuiax KOHTEHTHOM GUnbTpaumuu, B kotopble 6yaeT nonaaats DNS

TpapuK.
OtobpaxaeTca crneaytoLasn MHbopmalma:
o Yzen.
« Bpewms.
« [lonb3osarensb.
« [lpasuno.
o [lpnunHbI.
« Mwma gomena.
« 30Ha UCTOYHMKA.
« IP-aapec ncrouHuka.
o [lopT UCTOYHMKA.
o MAC-aapec UCTo4HMKa.
« 30Ha HasHaueHus.
« IP-aapec HazHaueHusA.
« [lopT HasHaueHwus.
« CeTeBoit NpoToKON.
« Karteropua URL.
« MHbopmauusa.

Bbl moxeTe BblépaTb TONbKO Te CTO]'I6L|bI ANA NoKasa, KoTopblie Bam Heo6Xo0anMBbI. [na atoro HaxmuTe yKkasatenem mbllin Ha nto6om 13 CTOJ'I6L|OB, nB
noABUBLLEMCA KOHTEKCTHOM MEHIO OCTaBbTe raslovKu TOJIbKO AnA Tex CTOJ'I6L|OB, KOTOpble Heo6xoanMo 0T06pa)KaTb.

Ons yno6ctBa novcka HeoOX0AUMbIX COObITUI 3amncK MOryT OblTb OTPUILTPOBAHBI N0 Pa3NIMYHBIM KPUTEPUAM, HAaNpUMepP TakUM, Kak MPOTOKOT,
AvanasoH JaT, eicTBue 1 T.4.

C nomolLLbto KHOMKM JKecnopTupoBaTbh B CSV Bl MOXeTe ckauatb 0THUNbTPOBAHHbIE AaHHbIE XypHana B CSv-$pann Ana AanbHenwero aHanumaa.

Haxartune Ha KHOMNKY MokasaTb BbIBEAET OKHO C I'IOLlpOéHbIM onucaHnem cobbITuA.



MypHan Tpaduka

Version: 7.5.x
Product: SWG

XypHan Tpaduka oToBpaxaeT cobbITUA cpabdaTbiBaHUsA NpaBKUn MeXceTeBoro akpaHa v npasun NAT, B HACTPOKaX KOTOPbIX BKITOYEHO
XypHanupoBaHue. OTobpaxaeTca cneayroLlan MHopMaLma:

« Y3en, Ha KOTOPOM NPOMU3OLLIIO COBLITHE.

« Bpemsa cobbiTus.

« CoaepxaHue cobbITus.

« [lonb3oBatens.

o [eicTBMe.

« [lpasuno.

« [lpunoxexue.

« CeTeBoii NpoTOKON.

o 30Ha UCTOYHMKA.

« |P-agpec ncTouHuka.

o [lopT ncTouHwMKa.

« MAC-agpec 1ucTouHuKa

« 30Ha HasHayeHwuA.

« |P-aapec HasHaueHuA.

« [lopT HazHaueHwuA.

« MAC-aapec HasHauyeHus.

« NAT IP-aapec nctoynuka (ecnu ato npasuio NAT).
« NAT nopt nctouHuka (ecnu ato npasuio NAT).
« NAT IP-aapec HasHaueHua (ecnu aTo npasuno NAT).
« NAT noprt HasHaueHua (ecnm ato npasuno NAT).
« baiit oTnpaBnexo/nonyyexo.

« [lakeToB oTMpasneHo/nonyyeHo.

MpumeuanueB cTonbuax Tpaduka (baiT otTnpasneHo/nonyyeHo, MakeToB 0TNPaBNEHO/NONYYEHO) yKasbiBaeTC TpadHK, YUTEHHbIH B MOMEHT
cpabatblBaH1A XXypHANUPYHOLLEro npasuna.

Ecnv B HacTpoikax xypHanupoBaHus B npasune BblibpaHo: "YKypHanupoBaTb KA NakeT", TO 3HAYEHWUA YUTEHHOTO Tpaduka B XypHane OyayT
KyMyfnATUBHO HapacTaTb B TEHEHUE CECCUM.

Ecnv B HacTpoikax xypHanupoBaHusa B npasune BblbpaHo: "YKypHanuposaTb Hayano ceccuun”, OyaeT yuTEH BCEro OAWH UMM HECKOMBKO NaKeToB,
HeobxoauMbIX Ans cpabaTbiBaHWA 3TOr0 NpaBuna.

Bbl moxeTe BblépaTb TONbKO Te CTO]'I6L|bI AnA NoKasa, KoTopblie Bam Heo6X0anMbI. Ona atoro HaxmuTe yKkasartenem Mbllin Ha nto6om 13 CTOJ'I6L|OB, nB
noABMUBLLEMCA KOHTEKCTHOM MEHIO OCTaBbTe raslIovKu TOJIbKO ANnA Tex CTOl'IéL[OB, KOTOpble Heo6xoanMo 0T06pa)KaTb.

Ona yqoécma noucka HeoBXoAMMbIX COObITWI 3anucu MoryT 6bITb OTOUNBLTPOBAaHbLI MO Pa3NTNYHBLIM KPUTEPUAM, HANPUMEpP TaknM, Kak MPOTOKOS,
AvanasoH AaT, AeNCTBUe U T.4.

C nomolLLbto KHOMKM AKenopTuposaTbh B CSV Bl MOXeTe ckauatb OTOUNbTPOBaHHbIE AaHHbIE XypHana B CSv-dpann Ana AanbHenwero aHanumaa.

Haxatve Ha KHOMNKY MNMoka3saTb BbiBEAET OKHO C I'IO.ClpOﬁHbIM onvcaH1em cobbITus.



UcTopua noucka

Version: 7.5.x
Product: SWG

B pasaene UcTopuA noncka otobpaxatoTcs Bce NOUCKOBLIE 3anpoChl NoMb3oBaTenei, Ana KOTOPbIX HACTPOEHO XypHaIMPOBaHWe B NOMMUTUKAaX Bed-
6esonacHoCTH.

Bbl moxeTe BblépaTb TONbKO Te CTO]'I6L|bI AnA NoKasa, KoTopblie Bam Heo6X0anMBbI. Ona atoro HaxmuTe yKkasatenem Mbllin Ha nto6om 13 CTOJ'I6L|OB, nB
noABUBLLEMCA KOHTEKCTHOM MEHIO OCTaBbTe raslIovKu TOJIbKO ANnA Tex CTOH6L|OB, KOTOpble Heo6xo0anMo 0T06pa)KaTb.

InAa ynobcTBa nouncka He06XoAUMBIX COObITHI 3anucK MOryT ObiTb OTOUILTPOBAHEI N0 Pa3NUYHBIM KPUTEPHUAM, HANPUMEP TaKUM, Kak NPOTOKOS,
AvanasoH aat, AeUCcTBUeE U T.4.

C nomolLLbto KHOMKM JKenopTuposaTbh B CSV Bl MOXeTe ckauatb OTOUNbTPOBaHHbIE AaHHbIE XypHana B CSv-dpann Ana AanbHenwero aHanumaa.

Haxatve Ha KHOMNKY MNMoka3saTb BbiIBEAET OKHO C I'IO.ClpOﬁHbIM onvcaHuem cobbITus.



UserlD-areHT

Technology: Identification and Authentication
Version: 7.5.x
Product: SWG

MypHan Windows Active Directory

XypHan Windows Active Directory otoBpaaeT cobbiTus, cobpaHHble UserlD-areHToM ¢ nomoLLbto KoHHeKTopa «Microsoft Active Directory» ¢
cepaepoB AD. B xypHane oto6paxatoTcs coObITUA C yCReLLHbIM BXOAOM B cUCTEMY (MAEHTUUKATOP coObITUA 4624), cobbiTua Kerberos (cobbiTus ¢
HoMepamu: 4768, 4769, 4770) 1 coBbITUA YNeHCTBa B rpynnax (MAaeHTUdUKaTop cobbiTua 4627).

MapameTtp OnucaHue

Y3en Y3en UserGate, KOTOpbIM 3apMKCMPOBaHO CoBbITUE

Bpemsa Bpemsa npowusoLuealuero cobbitus

3anucb sypHana cobbITUI KOHEUHbIX
Ccbinka Ha cobbiTue

YCTPOHUCTB

KoHeuHoe ycTponcTBO\ceHcop KoHHexTop UserlD

YpoBeHb nora Mone «Keywords» n3 xypHana AD
JaHHble CoanepxaHue cobbiTna U3 xypHana AD
MUCTOUHMK )ypHana cobbiTuii Mone «MUcTounuk» 13 xypHana AD

Koa kateropumn nHumnaenta (12554 Group Membership, 12544 Logon, 14337 Kerberos Service Ticket

Kareropus wypHana Operations v T. 2)

KaTteropua uHunaeHta [Mone «Tun 3agaun» us xypHana AD

Uma komnbloTepa Y3en Windows, Ha KOTOPOM NPOM30LLIO CoBbITUE

Monb3oBaTtensb Mone «[Nonb3oBatenb» us xypHana AD

Koa co6biTua nora Mone «Koa cobbitna» u3 xypHana AD (EventCode)

HUneHTudpukatop cobbiTua nora Mone «MaeHTUdUKaTOpP coBbITHA» 13 )ypHana AD (EventID)

Tun cobbiTHA nora Tun cobbiTit xypHana Windows (Cuctema\besonacHocTb\Mpunoxexue v T. A.)
dainn mypHana nora dain xypHana Windows

Syslog (MypHan)

XypHan syslog otobpaxaeT cobbiTus, cobpaHHble UserlD-areHToM ¢ NOMOLLbHO KOHHEKTOpa «OTnpaBuTesb syslog» ¢ CepBepOB-UCTOUHWKOB JaHHbIX
syslog. B xypHane otoBpaxatotcA coObiTUA BXOAA NOSb30BATENEN B CUCTEMY 1 3aBepLUEHUA ceaHca paboTsl.

MapameTtp OnucaHuve

Y3en Y3en UserGate, Ha KOTOPOM 3adUKCMPOBAHO COObITHE

Bpemsa Bpema npousoLueaLuero cobuitma




MapameTtp OnucaHue

3anuckb wypHana syslog ||Ccbinka Ha cobbiTue

Mpasuno MpaBuno, noa KoTopoe nonasno syslog-coobLyeHne

KpuTnuHocTtb YpoBeHb KPUTUUHOCTH COOLITUA Syslog

O6bexT Tun npouecca, Bbi3BaBLwero coobuierue (kernel messages,user-level messages,security/authentication u 7. )
WmA KkomnbloTepa s KoMnbtoTepa, Ha KOTOPOM MPOM30LLIO COBbITUE

Mpunoxexue Mpunoxexue, Bbi3BaBLLEE COOLITUE

WpeHTudukatop npouecca||PID npouecca, BbI3BaBLIErO COObITUE

JlaHHbIe OnucaHne cobbiTus

UserID (MypHan)

XypHan UserlD coaepxuT onucaHua cobbiTuid, oTpaxatoLyne pesynbtat pabotel UserlD-areHTa.

MapameTtp OnucaHue
Y3en Y3en UserGate, Ha KOTOPOM 3apUKCUPOBAHO COObITHE
Bpema Bpems npousoleaiiero cobbitTua

CoaepmaHue cobbIThA||OTKPLITL N0APOBHOE onucaHue cobbiThaA

JMencTteue [eiicTB1E, NPUMEHEHHOE K COBLITUIO

UcTouHHK noros MCTOYHMK Nosty4eHHOro coBbITHA
MNonb3oBatensb Mornb3oBatesb, KOTOPbLIV BbI3Bas COOLITUE
IP-apnpec IP-aapec y3na, Ha KOTOPOM MPOX30LLN0 COObITUE
UHdopmauyua OnucaHue coBbITuA

RADIUS (XypHan)

XypHan RADIUS oTtobpaxaeT cobbiTvsa, cobpaHHble UserlD-areHToM ¢ nomoLLbto KoHHekTopa «RADIUS» 13 aanHbix RADIUS accounting. B xypHane
oToBpaxkatoTca CoObITUA BXOAA NOMb30BATENEN B CUCTEMY U 3aBEPLLEHUS ceaHca paboThbl.

MapameTtp OnucaHue
Y3en Y3en UserGate, Ha KOTOPOM 3adUKCUPOBaHO COBLITHE
Bpemsa Bpemsa npousoLueawero cobbiTua

WnenTudmkaTop npasuna [V/ACHTOHMKATOP Npasusia, cpadaTbiBaHne KOTOPOro CO3AANO CoObITHE

Monb3oBaTtenb Monb3oBaTtenb, KOTOPLIM Bb3Ban cobbITUE




Mapametp

OnucaHue

pynnbl

CTpoKa rpynm, B KOTOPbIX COCTOUT Nosib3oBaTesib

Cratyc

Crartyc nonb3oBarens

IP uctouHuKa

IP-aapec UCTOYHMKA, OTKyAa NPULLNO coobLleHWe

IP anpec NAS

IP-aapec NAS, aBTOpr30BaBLLIEro nosnb3oBarens

IP-appec nonb3oBaTens

IP-aapec nonb3oeatensa (framed ip address)




Mouck u punbTpayua AaHHbIX

Version: 7.5.x
Product: SWG

O6beM AaHHbIX, PErMCTPUPYEMBIX B XKypHanax, Kak npaBuIio, 3HauuTesieH, NodToMy B CTaHAAPTHOM PEXMME NPOCMOTpa 0ToBpaxaeTCs NULLb YacTb
ZOCTYNHbIX nonen. [na 6eicTporo Aoctyna Kk Heo6xoaumon nHdopmaunm B UserGate SWG npeaycMoTpeHbl cpeAcTBa noucka 1 punbTpaymu
KypHasnoB. MNMoucK MOXET BbINOMHATLCA Kak B MPOCTOM, TaK U B PACLUMPEHHOM PEXUME.

B pexume npoctoro novcka GpunbTpayma 3anucen ocyLLecTBNAETCA C MOMOLLbIO rpaduyecKkoro HTepdenca. Hactpovika ycnosui novcka
BbLINONHAETCA B yA0OHOH popMe U He TpebyeT 3HaHMA cneyunarnbHbIX KOMaHA UM CUHTaKeuca.

Ina cozaanuna 6oree CNOXHbBIX YCroBuii 0TOopa NpeaHasHauYeH PeXMM PaclUMpPEHHOro NOUCKA, UCMONb3YIOLWKUI CeLUanu3vpoBaHHbIi A3bIK 3aNpOCOB.
B aTOM pexuvme AOCTYNHbI MO XXypHANoB, KOTOPblE HE 0TOBPaXAKOTCA U HE MOTYT UCMONbL30BaThCA B CTaHAAPTHOM PeXMME noucka. 3anpoch
hOPMUPYHOTCA C UCMONBb30BAHUEM MMEH MOMEN, X 3HAYEHW, KITFOUYEBEIX CMOB U NOTUYECKUX ONepaTopoB. 3HaYeHun, coaepxatlve npobensi,
HeobxoAnMo 3aKntouath B oAnHapHbie (') unu aBoiiHble (" ") kaBbluku. [nA sHaueHui 6e3 npobenos kaBblukk He TpebytoTcaA. [na o6beaAMHEHUA 1
PYNMNUPOBKKA HECKOSTBKMX YCITIOBUIA B 3aMPOCE MOXHO UCMONb30BaTL KPYrible CKOOKM.

KntoueBble criosa otaenaoTeA npobenamu 1 MoryT BbiTb CreayroLLuMu:

KntoueBble nona 3HaueHue

AND unun and JTornueckoe «U», TpebyeT BbINOMHEHME BCEX YCNOBUI, 3alaHHbIX B 3anpoce

OR wnu or

JTornueckoe «UINN», TpebyeT BbINOMHEHUE OAHOMO M3 YCIOBMI 3anpoca

Ol'lepaTOpr onpeaenawrT ycnosua ¢unbTpa u Moryt ObITb cneayrowmmn:

OnepaTtop

3HaueHue

PaBHO — TpebyeT NonHoOro coBnaaeHns 3Ha4eHUaA Nons ¢ ykasaHHbIM 3HaYEHUEM.
Mpumep: ip = 172.16.31.1.

ByayT oToGpaxeHbl BCE 3an1cK XXypHarna, B KOTOpbIX none ip 6yAeT TOYHO COOTBETCTBOBATL 3HaYeHuo 172.16.31.1

He paBHO — 3HauyeHne nNonAa He AOMHKHO COBNaAaThb C yKa3aHHbIM 3HaYEHNEM.
Mpumep: ip 1= 172.16.31.

ByayT oToGpaxeHbl BCe 3an1cu XypHarna, B KOTOpbIX none ip He ByAeT paBHO 3HaueHuto 172.16.31.1

MeHbLue Mo paBHO — 3HAYEHUEe NOMA AOSKHO ObiTb MEHbLUE UMM PABHO YKasaHHOMY B 3anpoce 3HadeHuto. OnepaTop NpUMeEHUM ANs
nonen, NoAAepPUBaKOLLMX cpaBHeHWe. Hanpumep, nona aatsl, portSource, portDest, statusCode v 1. n.

Mpumep: date <= '2019-03-28T20:59:59' AND statusCode = 303

Bonblue nbo paBHO — 3Ha4YeHUe Nonsa A0MKHO ObiTb GOSbLLE UMK PABHO YKazaHHOMY B 3anpoce 3HadeHuto. OnepaTtop NpUMEHUM AN
nonew, NoAAepX1BalOLLMX cpaBHeHWe. Hanpumep, nona aathl, portSource, portDest, statusCode u 1. n.

Mpumep: date >= "2019-03-13T21:00:00" AND statusCode = 200

MeHblLUe — 3HaueH1e Nons JOMKHO OblTb MeHbLLE YKa3aHHOro B 3anpoce 3HadeHusa. OnepaTop NpUMEHUM AN Nonew,
noaaepxuearoLMx cpasHeHne. Hanpumep, nona aatel, portSource, portDest, statusCode 1 1. n.

Mpumep: date < '2019-03-28T20:59:59' AND statusCode = 404

Bonblue — 3HaueHue nosns A0MKHO BbiTb Borblue yKasaHHOro B 3anpoce 3HaueHus. OnepaTtop NpUMeHUM Ana nonew,
NoZAepXMBaOLLYMX cpaBHeHWe. Hanpumep, nona aatsl, portSource, portDest, statusCode u T. .

Mpumep: (statusCode > 200 AND statusCode < 300) OR (statusCode = 404)

Mossonsaet YyKasaTtb B 3anpoce HeCKOJ/1bKO 3HaueHui nonA. Cnucok s3HaueHuit HeoOX0AMMO 3aKouyaTh B Kpyrnble CKOOKM.

Mpumep: category IN (botnets, compromised, 'illegal software’, 'phishing and fraud',' reputation high risk', 'unknown category')




Onepartop 3HaueHue
Mo3BonfAeT ykasaTtb B 3anpoce HECKOMNLKO 3HaYeHui nond. ByayT oTobpaxeHsl 3anucu, B KOTOPLIX 3HAYEHWE MOSIA He COBNaAaeT H1 C
NOT IN OAHWUM U3 yKasaHHbIX. CMUCOK 3HaYEeHUI HE0BXOAMMO 3aKsTouaThb B KpYriible CKOOKM.
Mpumep: category NOT IN (botnets, compromised, 'illegal software', 'phishing and fraud', 'reputation high risk', 'unknown category')
ColepxuT — no3BonAET yKasaTb NOACTPOKY, KOTOpas [O/MKHA NPUCYTCTBOBATb B 3HAYE€HUM BbiOpaHHOro nons. Mouck BeinonHaeTcsA 6e3
yyeTa peructpa.
Mpumep: browser ~ "Mozilla/5.0".
Onepatop NPUMEHAETCA TOMBKO K NOMAM, COAEPXaLLUM CTPOKOBbIE 3HAYEHUA
He copepxu1T — No3BonfeT ykasaTb NOACTPOKY, KOTOPaA He AOMKHA MPUCYTCTBOBATb B 3HaYeHWUH BblBpaHHoro nons. Mouck
BbINOsIHAETCA 6e3 yueTa peructpa.
I~ .
' Mpumep: browser !~ "Mozilla/5.0".
OnepaTop NPUMEHAETCA TOMBKO K NOMAM, COAEPXALLMM CTPOKOBbIE 3HAYeHMA
MoucK Mo Nonto ¢ NOMOLLLIO PErynIAPHOro BeipaxeHuA. byAyT nokasaHbl TOMBLKO Te 3anncH, B KOTOPLIX 3HAYeHUe NOJA COOTBETCTBYET
3afaHHoMy LuabmnoHy.
MATCH
Mpumep: details MATCH NAT — 6yayT oTdunbTpoBaHbI BCE 3anNWCH XXypHana, B KOTOpbIX B npoBepsAemoM nosne details HaiaeTtca cnoso
« NAT»
Mouck 3anucen, B KOTOPbIX 3HAYEHWE NONA He coBnaaeT C 3aAaHHbIM PerynapHbIM BelpaxeHneM. byayT nokasaHbl TONbKO Te 3anucu, B
NOT KOTOpPbIX 3HAYEHWE MOMA HE COOTBETCTBYET 3aZlaHHOMY LLIABMOHY.
MATCH . . )
Mpumep: details NOT MATCH NAT — 6yayT oTpunbTpoBaHbl BCE 3an1cH XypHana, B KOTOpbIX B NpoBepAemMom none details He
Hanaetca cnoso «NAT»

Mpn popmMuUpoBaHKK 3anpoca B pexume paclumpeHHoro novucka UserGate SWG npeanaraet BapuaHTbl Ha3BaHMit Nonei, A0MyCTUMbBIX ONepaTopoB U
BO3MOXHbIX 3HaYeHUI. TO ynpoLlaeT co3aaHne CNOXHbBIX MOUCKOBBIX BLIPQXKEHWH U CHXKAET BEPOATHOCTb OLUIMOOK Npu BBoAE. Habop AOCTYMHbIX
ronem 1 nepeyeHb JONYCTUMbIX 3HAYEHWUI 3aBUCAT OT TUNA NPOCMATPUBAEMOrO XypHana.

lMpv nepexoae U3 pexumMa NPOCTOro NoMcka B PeXMM pacLumMpeHHoro noucka UserGate SWG aBTomatuuecku npeoBpasyeT 3aAaHHble napameTpbl
dunIbTpauumu B CTPOKY 3anpoca, COOTBETCTBYHOLLYIO YCITOBUAM, yKkadaHHbIM B 6230BOM pexunme. Bbl MoxeTe npofomxuTb GOpMUPOBaHHUE CTPOKK
NoucKka ¢ UCMosb30BaHUEM PaCLLMPEHHbIX BOSMOXHOCTEN A3blka 3anpocos 6e3 HeoBX0AMMOCTH NOBTOPHOrO BBOAA KpUTEpHEB 0TOOopA.




3KcnopT MypHanos

Version: 7.5.x
Product: SWG
Documentation: ¥

C noMoLLbo PYHKLMM SKCMOPTA XKyPHATIOB Bbl MOXETE BhIFPYXaTb MHPOpMaLMo 0 paboTe CUCTEMbI HA BHELLHWE CEPBEPLI AMNA NOCeayoLwero
aHanusa unu ana o6paboTku B cuctemax SIEM (Security information and event management).

UserGate SWG noaaepxunsaeT BbIrpy3Ky CrieAyHoLLMX XypHanos:
o XypHan cofbiTuit.
« Xypran Be6-noctyna.
o JKypHan Tpaduka.
« JXypHan DNS.
« XypHan UserID.

MonnepxunBaeTca oTnpaska xypHanos Ha cepsepbl SSH (SFTP), FTP u Syslog. OtnpaBka Ha cepsepbl SSH v FTP BbinonHAeTcA no ykazaHHOMY B
KOHOUrypaumm pacnucanuio. OTnpaeka Ha cepBepbl Syslog NPOMCXOANT cpasy e npu AoBaBNeHUU 3annUcK B XypHan.

Lna oTnpaBKu XypHasioB HE0BX0AMMO CO3AaTh KOHMUIypaLIMK SKCMopTa XKYPHAOB B pasaesie DKCNOPT MypHanos.

MpumeuanueEcnu B napameTtpax UserGate SWG ykasaH Log Analyzer, To 06paboTka 1 3KCnopT XypHarnos, co3aaHne 0TYETOB M 06paboTka Apyrux
CTaTUCTUYECKMX AaHHbIX Npon3BoAnTcA cepeepom UserGate Log Analyzer.

I'IpM CcOo3AaHuK npaBuna ykaxuTe HeobxoauMble napamMeTpbl 4518 3KCNopTa XypHanos.

MapameTtp OnucaHue

HasBaHue

HasBaHue npasuna aKcnopTa xypHarnos
npaeuna

OnucaHue OnuvoHanbHoe none AnA onuMcaHuA npasuna

MapameTpbl
pasoBoro Bei6op avanasoHa aKkcnopTa xypHasos
aKcnopTa
Bribop daiinos xypHanoB, KOTOpble HEOOXOAMMO 3KCMOPTUPOBATL:
« XypHan coBbITuit.
« Xypnan Be6-goctyna.
« XypHan TpadumKa.
« JXypnan DNS.
« UserlD.
MypHanbi
and [InA KaXXA0ro U3 XXypHanoB BO3MOXHO yKasaTb CMHTAKCUC BbIFPY3KK:
aKcnopTa

+« CEF — Common Event Format (ArcSight).
« CEF Compact.
+ JSON — JSON format.
« @CEE: JSON — CEE Log Syntax (CLS) Encoding JSON.
ObpaTtnTech K AOKYMEHTaLWK Ha Ucnonb3yemyto y Bac cuctemy SIEM ana Beibopa HeoBxoanmoro dopmarta Bbirpy3ku XypHanos.

Moapo6Hoe onucaHre GOPMAaTOB XKypHaIoB YuTanTe B NpunoxeHun OnucaHve dopMaToB XypHANoB

Tun cepsepa |[SSH (SFTP), FTP, Syslog

Anpec

IP-aapec unu AoMeHHoe UMA cepeepa
cepBepa AP A peep



https://docs.usergate.com/opisanie-formatov-zhurnalov_2644.html

MapameTp

OnucaHue

TpaHcnopT

Tonbko ana tuna cepsepos Syslog — TCP unn UDP

MopTt

MopT cepBepa, Ha KOTOPbLIX CrneayeT oTNpaBnATh AaHHble

MpoTtokon

Tonbko ansa Tuna cepeepoB Syslog — RFC5424 unu BSD syslog RFC 3164. BribepuTte NpoToKo, COBMECTUMBIN C UCTIONb3YyeMOK y
Bac cuctemon SIEM

KputuuHocTb

Tonbko anA Tuna cepeepoB Syslog. HeobasaTenbHoe none, NPOKOHCYNbTUPYHTECH C A0OKYMEHTauuen Ha UCNonb3yemMyto y Bac
cuctemy SIEM. Bo3moXHbI cneaytoLume 3HauyeHusa:

« TpeBora: cocTosHue, Tpeéyrou.lee He3ameanuTenbHOro BMeLlaTenbcTea.
« KputHueckan: cocTtosHue, Tpe6y|ou.|ee HesamMeAnMTeNbHOro BMeLLaTenbCTea oo npeaynpexaatoilee o c6oe B cucTeme.
« OWHBKHU: B cUCTEME BOSHUKIW OLLMOBKK.

« MpeaynpemaeHun: npeaynpexaeHws 0 BOSMOXHOM BO3HUKHOBEHWM OLUMOOK, ecnu He ByAyT NPeAnpPUHATLI HUKaKue
aencTeumA.

« YBepomutenbHas: cobbiTua, KOTOpPbl€e OTHOCATCA K HeOébIHHOMy NOBEAEHUIO CUCTEMBI, HO HE ABMAOTCA OLLUIMOKaMM.

« UHdopmaTuBHaA: HPOPMALMOHHBIE COOBLLEHNS

Facility

Tonbko anA Tuna cepeepoB Syslog. HeobAsaTenbHoe none, NPOKOHCYNbTUPYHUTECH C AOKYMEHTaLMelh Ha UCNonNb3yemMyto Y Bac
cuctemy SIEM. Bo3moXHbI cnefytoLime 3HauyeHnsa:

« Coo6LieHnn nonb3oBaTenbCKue;
« CUCTEMHbIN CepBUC;

« BesonacHocTb/aBTOpU3aLKA;
« Ayaur;

« TpeBora;

« Local 0;

« Local 1;

« Local 2;

« Local 3;

« Local 4;

« Local 5;

« Local 6;

e Local7

Uma xocTta

Tonbko ana Tvna cepeepoB Syslog. YHMKanbHOe MMA X0CTa, MAEHTUdUUMPYIOLLIEE CepBep, OTNPABMAOLMIA JaHHbIE HA cepBep
syslog, B opmarte Fully Qualified Domain Name (FQDN)

App-Name

Tonbko ana Tuna cepeepoB Syslog. YHUKaNbHOE UMA NPUTOXEHWA, KOTOPOe OTNpaBnAeT AaHHbIe Ha cepsep syslog

Norun

MmA yyeTHOM 3anvcu AnA NOAKIIOUEHNUA K yaaneHHoMy cepsepy. He npumeHaeTca k meToay otnpasku Syslog

MNaponb

Maponk yyeTHOM 3anvcK ANA NOAKIOYEHNUA K yaaneHHOMy cepsepy. He npumeHaeTca k meToay oTnpasku Syslog

MyTb Ha
cepBepe

Karanor Ha cepBepe AnA KonMposaHWa $Gannos XypHanos. He npumeHaeTca k meToay oTnpasku Syslog




MapameTtp OnucaHue

Bribop pacnucanua Ans oTnpaeBku XypHanos. He npumeHsaeTca K meTody oTnpasku Syslog.

Bbl MOXeTe BbiOpaTh 0AHO M3 NPeAyCTAHOBMEHHbIX 3HAUYEHUI pacnMcaHWs UK yKasaTb BpeMsa BPYYHYH B Cron-gopMate: <MUHYThbI:
0-59> <uacbl: 0-23> <aHun mecAua: 1-31> <mecaubl: 1-12> <anun Heaenu: 0-6, rae 0 — BOCKpeceHbe>.

I'Ipm Py4YHOM BBOZE TaKXXe MOXHO UCNOJib30BaTh crneayoume CUMBOSIbI:

PacnucaHuve « 3Be3aouka (*) — AanAa Bbl60pa BCEX 3HAYEHUN. Hanpwmep, B nosie AnA BBoAa 4acoB CUMBOJ1 O3HA4YaeT, YTO IKCMOPT XypHanoB
NOMKEH BbINOMHATLCA KaXAbIW Yac.

o Jleduc (-) — anA ykaszaHua AnanasoHa 3HaYEeHUN.
« 3anATas (,) — B KauecTBe pas3fenuTens 3HaueHui.

« Kocas yepra (/) — ana ykasaHua wara mexay 3HauyeHUaMK

YnpaBneHue BpeMeHHbIMKU dainamu xypHanoB, NOAroTaBNMBaEMbIX AR OTNPABKK Ha yAaneHHble cepsepsbl ssh u fip.

Mpu oTnpaske xypHanos Ha cepsepa ssh u ftp UserGate coxpaHaeT AaHHbIe ANA OTNPAaBKK BO BpeMeHHble dainbl. Mo ykasaHHoMy
YnpaBneHue |[pacnvcaHuto BCe Co3AaHHble Ana OTNpaBku dhaimbl KONUPYHTCA Ha yAANIEHHbIA cepBep, Npy 3TOM haiibl He OUMLLAKTCA U He
ypHanamu ||lyaanstotca. [laHHaa HacTpoika No3BOMAET yKasaTb NEpPUOA POTaLnK BpeMEHHbIX Gannos (B AHAX) UMW yAanuTb Noboi 13
BPEMEHHbIX (hainoBs BpyyHyto. PoTayus dainos NpoUcXoauT OAUH pas B CYTKM.

Bcero xpaHatca N apxvMBOB XypHanos 3a npeablAyLine AHW (N0 KONMYECTBY AHEN poTauumn) U OAMH XypHan 3a TeKyLuiA AeHb




OnucaHue popMaToB KypHanoB

Product: SWG
Version: 7.5.x

AkcnopT wypHanos B popmate CEF

dopmar wypHana cobbiTui

YCTPOMCTBO, reHepupytoLLiee 3T0 COBLITHE.

Twvn nonAa HassaHue nonsa OnucaHue Mpumep 3Ha4eHUn
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||[lpoussoaunTtens npoaykra. UserGate
Device Product |[Tun npoaykra. SWG
Device Version |[Bepcua npoaykra. 7
Source Tun xypHana. events
Origin Mozaysnb, B KOTOPOM NPOU3OLLSO COBbITHE. admin_console
Severity BaxxHOCTb COBbITHSA. MoxeT npuHMMaTh 3HaYeHUA:
o 1 — nHPOPMaALMOHHBIE;
o 4 — npeaynpexaeHus;
o 7 — OLUNOKM;
e 10 — KpUTUYHBIE.
CEF rt Bpewms, koraa 61510 nony4eHo cobbiTue: 1652344423822
[paclmpenue] MunnucekyHabl ¢ 1 AaxBapa 1970 roaa.
deviceExternalld||Mma, koTopoe oAHO3HaYHO naeHTUdMLMPYET  ||lutmcore@ersthetatica

act Tun coBbITHA. login_successful
suser MmA nonb3osatens. Admin
src IPv4-aapec UCTOYHMKA. 192.168.117.254
cat KoMMOoHeHT, B KOTOPOM Npou3oLLsio cobkiThe.  ||console_auth
cs1Label Mone ucnonb3yeTca ANA yKasaHuA aetanewn Attributes
coOBbITHA.
csi Jetanu coBbiTva B popmate JSON. {"name":"MIME_BUILTIN_COMPOSITE","module":"nlist_import"}

dopmart KypHana Be6-gocTtyna

Tuvn nonAa HasBaHue nonsa Onucaxue Mpumep 3HaveHUnA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor MpounssoanTens NpoaykTa. UserGate




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

Device Product Tun npoaykra. SWG
Device Version Bepcua npoaykra. 7

Source HassaHue xypHana. webaccess
Name Tun UCTOYHMKA. log

Threat Level

YposeHb yrposbl kateropun URL.

MoxeT npuHumaTb 3Havenuda 2, 4, 6, 8, 10
(ycTaHOBMEHHBbIW ypOBEHb YrpO3bl, YMHOXEHHbIH Ha 2);
Unknown, ecnin kaTeropua He onpeaeneHa.

CEF
[pacwmpeHue]

rt Bpewms, koraa 6b110 NonyyeHo cobbiThe: 1652344423822
mMunnucekyHabl ¢ 1 Aaneapa 1970 roaa.
deviceExternalld MmA, KoTopoe 0AHO3HAaYHO naeHTudULmMpyeT  |[utmcore@ersthetatica
YCTPOICTBO, reHepH1pytoLLee 3TO CoBbITHE.
act [lencTBre, NPUHATOE YCTPOMCTBOM B captive
COOTBETCTBMW C HACTPOEHHBIMMU NMONIUTUKAMM.
reason MpuumnHa, no koTopoi Bbino cosaaHo cobeiTue, ([{"id":39,"name":"Social Networking","threat_level":3}
HanpumMep, NpuunHa BrIOKUPOBKM caiTa.
proto Mcnonb3yemblit NpoTOKON 4-ro ypoBHA. TCP
app [MpoTokon npuknaaHoro yposHaA v ero Bepcua. |[HTTP/1.1
suser Mma nonb3osartens. user_example (Unknown, ecnu nonb3osarenb
HEU3BECTEH)
src IPv4 nctounuka tpaduka. 10.10.10.10
spt [MopT McToYHMKa. MoxeT npuHumartb 3Ha4eHmna ot 0 Ao 65535.
dst IPv4 anpec HasHauyeHus Tpaduka. 194.226.127.130
dpt MopT HasHaueHus. MoxeT npuHumartb 3Ha4enuna ot 0 Ao 65535.
requestMethod MeToa, ncnonbayemelit ana goctyna k URL- GET
appecy (POST, GET n 1.1.).
request B cnyyae HTTP-3anpoca none coaepxut URL- ||http://www.secure.com
azpec 3anpaluMBaemMoro pecypca ¢ ykasaHuem
MCMNOsb3yemMoro nNpoToKona.
requestContext URL vcTouHmka 3anpoca (pedepep HTTP). https://www.google.com/

requestClientApplication

Useragent nonb3oBatesnbckoro 6paysepa.

Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:96.0)
Gecko/20100101 Firefox/96.0

Konunuectso nepeAaHHbIX BXOAALLNX 6aitTos;
AaHHble NepeaaroTcA B HanpaB/ieHUN NUCTOYHUK
— HasHadeHue.

231




Twvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

out KonuuectBo nepeaaHHbIx ucxoaawmx 6aiTos; (|40
laHHble NepeaaloTCcA B Hanpas/ieHUK
HasHayeH1e — UCTOYHMK.

cs1lLabel [Mone ncnonb3yeTca Ana ykasaHua Rule
cpabaTbiBaHus npasuna.

csi HassaHue npaeuna, cpadartbiBaHue kotoporo  ||Default Allow
BbI3Baro cobbiThe.

cs2Label [Mone ncnonb3yeTca ANA MHAMKALMUKW 30HBbI Source Zone
MCTOYHMKA.

cs2 HasBaHue 30HbI UCTOYHMKA. Trusted

cs3Label [Mone ucnonb3yeTca AnA yKasaHUA CTpaHbl Source Country
MCTOYHMKA.

cs3 HasaHue cTpaHbl UCTOYHMKA. RU (oToGpaxaeTca ABYXOyKBEHHbIW KOZ CTpaHbl)

cs4lLabel [Mone ncnonb3yeTcA ANA UHAMKALMUMW 30HBbI Destination Zone
HasHayeHus.

cs4 HassaHue 30HbI Ha3HaueHuA. Untrusted

cs5Label [Mone ncnonb3yeTcA ANA ykasaHWA CTpaHbl Destination Country
HasHayeHus.

cs5 HaseaHue cTpaHbl Ha3HaYeHHA. RU (oTo6paxaeTca AByxOyKBEHHbIM KOA CTPaHbl)

cs6Label Mone ykasbiBaeT 6bINo M COAEPXKMUMOE Decrypted
paclndpoBaHo.

cs6 PacwmdposaHo unu Hert. true, false

flexString1Label Mone ykasbiBaeT Ha TWUM KOHTEHTA. Media type

flexString1 Twn KOHTEHTA. text/html

flexString2Label [Mone ykasblBaeT Ha KaTteropuio URL Categories

3anpalumsaemoro URL-aapeca.

flexString2 Kateropua URL. Computers & Technology
cnilabel [Mone ncnonb3yetcA AnA ykasaHua konuyecTea ||Packets sent
nepeaaHHbIX NaKeToB B HANPaB/IEHUM UCTOYHMK
— HasHaueHwue.
cni KonuyectBo nepeaaHHbIX NakeTos B 3
HanpaBneHWU UCTOYHWUK — Ha3HaYeHue.
cn2Label [Mone nucnonb3ayetcA AnA ykasaHua konuuecTsa ||Packets received

nepeaaHHbIX NaKkeToB B HanpasneHnu
Ha3Ha4YeHne — UCTOYHMUK.




Twvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

cn2 Konunyectso nepeaaHHbIX NakeTos B 1
HanpaBneHWn HasHa4YeHne — UCTOUHMK.
cn3Label [Mone ykasbiBaeT UCXOAHLIN OTBET cepeepa. Response
cn3 Koa otBeta HTTP. 302
dopmart xypHana Be6-noctyna CEF Compact:
Tuvn nona HasBsaHue nonsa Onucaxue Mpumep 3HayeHUn

CEF:Version Bepcua CEF. CEF:0
Device Vendor MpownssoanTens npoaykra. UserGate
Device Product Tun npoaykra. SWG

CEF Device Version Bepcua npoaykra. 7

3arosioBoOK
Source HassaHue xypHana. webaccess
Name Tun UCTOYHMKA. log

Threat Level

YpoBeHb yrpossbl kateropun URL.

MoxeT npuHumaTh 3Havenuda 2, 4, 6, 8, 10
(ycTaHOBMEHHBIW YPOBEHb Yrpo3bl, YMHOXEHHBIW Ha 2);
Unknown, ecnin kaTeropua He onpeaeneHa.

BpeMﬁ, koraa 6bino nony4yeHo cobbiTHe:

rt 1652344423822
mMunnucekyHael ¢ 1 anBapa 1970 roaa.
deviceExternalld Wwaa, HOTOPOE OAHOSHARHO MAGHTUPULMDYeT utmcore@ersthetatica
YCTPOWCTBO, reHepupytoLLee 310 coBbITUE.
act JleficTBUe, NPUMHATOE YCTPOICTBOM B captive
COOTBETCTBUM C HACTPOEHHbLIMMU MOMUTUKAMM.
reason MpuuuHa, no KoTOpOiA Geino cosAano coGuiThe, {"id":39,"name":"Social Networking","threat_level":3}
Hanpumep, npuumnHa GroKUPOBKKM caiTa.
proto Mcnonb3yemblit NpoTOKoN 4-ro ypoBHA. TCP.
app [MpoTokon npuknaaHoro yposHaA u ero sepcua. |[HTTP/1.1
user_example (Unknown, ecnv nonb3osartesb
suser Mma nonb3osatens.
Hen3BecTeH)
src IPv4 nctouHunka tpaduka. 10.10.10.10
spt [MopT nctouHuka. MoxeT npuHUmMaTh 3HaveHuns ot 0 Ao 65535.
dst IPv4 agpec HasHaueHua Tpadvka. 194.226.127.130

dpt

[MopT HasHaueHwus.

MoxeT npuHumarts 3Hadyenmna ot 0 Ao 65535.




Ur|-KaTeI'OpI/Il7I, url, umA nonb3oBatena, uma npasuna, UMA 30HbI, U T.4.

dopmat KypHana DNS

Tuvn nona HasBaHue nonsa Onucaxue Mpumep 3HaveHun

MeToa, ncnonbsyembiit ana goctyna k URL-

r Meth ’ ET

equestMethod anpecy (POST, GET u1.1v). G

B cnyyae HTTP-3anpoca none coaepxut URL-

request aapec 3anpaluvMBaemMoro pecypca ¢ ykaszanuweMm |(http://www.secure.com
MCMNOMb3yeMoro npoToKona.

CEF
[pacwmpeHune]
requestContext URL vcTouHuka 3anpoca (pedepep HTTP). https://www.google.com/
requestClientApplication||Useragent nonb3oBatenbckoro 6paysepa Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:96.0)
9 PP 9 paysepa. Gecko/20100101 Firefox/96.0

KonuuecTBo nepeaaHHbIX BXOAALLMX GAWTOB;

in laHHble NMepeaaroTcA B HanpasieHWn MCTOYHMK ([231
— HasHaueHwue.
KonuuecTeo nepeaaHHbIX UCXOAALLMX GaNTOB;

out aHHble nepeaatoTcA B HaNpas/eHun 40
HasHayeH1e — UCTOYHMK.
Mone ucnonb3yeTca Ana ykasaHva

cs1Label ONe UCMONb3YETCA ANA yKasa Rule
cpabaTtbiBaHUs npasuna.

csi HaseaHue npasuna, cpabaTbiBaHe KOTOPOro Default Allow
BbI3BasI0 COOLITHE.
Mone ucnonbayeTca Ana WHAMKALUKW 30HbI

cs2Label One Nenore3syeTeA A ANKALIMK 30 SrcZone
UCTOYHMKA.

cs2 HasBaHue 30HbI UCTOYHMKA. Trusted
[Mone ucnonbayeTca ANa WHAMKALWUKW 30HbI

cs3Label O”Ie UCTIONL3YETCA A ANKALIMM 30 DstZone
HasHayeHus.

cs3 HasBaHue 30HbI Ha3HaYeHus. Untrusted

flexString1Label [Mone ykasbiBaeT Ha KaTeroputo URLCats
3anpawusaemoro URL-aapeca.

flexString1 Kateropua URL. Computers & Technology

cnilabel Mone ykasbiBaeT UCXOAHLIN OTBET CepBepa. Response

cni Koa otBeta HTTP. 302

MpumeuanneObLLee NpaBuIo ANA KOMNAKTHOrO popmaTa — 3HAYEHWA HEKOTOPLIX Noneil oBpesatoTca nNo AnvHe Ao 80 cumBonoB. Hanpumep, cnvcok

Tun nona HassaHue nons OnucaHue Mpumep 3HaueHunA
CEF CEF:Version Bepcus CEF. CEF:0
3aronoBoK
Device Vendor ||[lpoussoantens npoaykra. UserGate
Device Product |[Tun npoaykra. SWG




Tuvn nona HassaHue nonsa OnucaHue Mpumep 3HauyeHunA
Device Version |[Bepcua npoaykra. 7
Source HassaHwue xypHana. dns
Name Tun MCTOYHMKA. log
Threat Level YposeHb yrpo3bl kateropun URL. MoxeT npuHumarTh 3HayeHun 2, 4, 6, 8, 10 (ycTaHOBNEHHbLIN YPOBEHD
yrpo3bl, yMHOXeHHbIW Ha 2); Unknown, ecnn kateropva He onpeaeneHa.
CEF rt Bpewms, korga 6b110 nonyyeHo 1701085036026
[pacwmpeHune] CcoObITUE: MUNITMCEKYHALI C 1 AHBapsA
1970 rona.
deviceExternalld||Mmva, koTopoe oAHO3HAYHO utmcore@ntoorereaeda
naeHTMdULMpyeT YCTPOMCTBO,
reHepupytoLee 1o cobbiTHe.
act [encTBre, NPUHATOE YCTPOWCTBOM B block
COOTBETCTBMU C HACTPOEHHbBIMM
NONMUTUKAMM.
reason MpuumnHa, no koTopor Bbino cozaaHo  ||{"url_cats":[{"id":37,"name":"Search Engines & Portals","threat_level":1}]}
coObITWe, Hanpumep, url kaTeropus, Ha
KOTOPbIX cCpaboTano NpaBuIo.
proto Mcnonb3yembli npoTokon 4-ro yposHa. |[UDP
dhost Mma xocTa HasHayeHus, aapec google.com
KOTOPOro onpeAenAeTCcA C MOMOLLbIO
DNS cepsepa.
app MpoTOKON NPUKNAAHOrO YPOBHA. DNS
suser Mma nonb3osarens. user1 (Unknown, ecnn nonb3oBatenb HEU3BECTEH)
src IPv4 uctouHvka Tpadwka. 10.10.0.11
spt MopT ucTouHuKa. MoxeT npuHumartb 3Ha4eHuna ot 0 Ao 65535.
smac MAC-aapec UCTOYHMKA. FA:16:3E:65:1C:B4
dst IPv4 aapec HasHayeHuA Tpaduka. 194.226.127.130
dpt [MopT HasHayeHuA. MoxeT npuHuMaTh 3HaveHus oT 0 Ao 65535. [na DNS 06bluHO
ncnonb3ayetcaA nopt 53.
cs1Label [Mone ucnonbayeTtcA AnNA yKasaHuA Rule
cpaboTasLuero npasuna.
csi HassaHue npasuna, cpabatbiBaHue Rulet
KOTOPOro BbI3BANO COBbLITHE.
cs2Label [Mone ucnonbayeTtcA ANA MHAMKALWK Source Zone

30Hbl UCTOYHMKA.

cs2

HasBaHue 30HbI UICTOYHMKA.

Trusted




Twvn nona HasBaHue nonsa OnucaHue Mpumep 3HauyeHunA
cs3Label [Mone ucnonb3ayeTtcA AnNA yKasaHuA Source Country
CTpaHbl NCTOYHUKA.
cs3 HassaHue cTpaHbl UCTOYHMKA. RU (oToBpakaetca AByxOYKBEHHbIM KOA CTpaHbI)
cs4lLabel Mone ncnonb3yetca AnA MHAUKALWK Destination Zone
30Hbl HA3Ha4YeHunAq.
cs4 HasBaHue 30HbI Ha3HayYeHuA. Untrusted
cs5Label [Mone ucnonb3ayeTtcaA AnA ykasaHua Destination Country
CTpaHbl Ha3Ha4YeHuA.
cs5 HasBaHue cTpaHbl Ha3HaYeHuA. RU (oToBpakaetca AByxOYKBEHHDIM KOA CTpaHbI)
cs6Label [Mone ucnonb3ayeTtca AnA ykasaHua Data
nepeaaBaemMblX AaHHbIX.
cs6 MepenaBaembie AaHHbIE. {"question":[{"domain":"google.com","type":"A","class":"IN"}],
"answer":
[{"domain":"google.com","type":"TXT","class":"IN","tl":5,"data":"Blocked"},
{"domain":"google.com","type":"A","class":"IN","tt|":5,"data":"10.10.0.1"}]}
flexString1Label ||[Tone ykasbiBaeT Ha KaTeropuio URL Categories
3anpawmsaemoro URL-aapeca.
flexString1 Kareropua URL. Search Engines & Portals

dopmar xypHana DNS CEF Compact:

Twvn nonAa HasBaHue nonsa OnucaHue Mpumep 3HauyeHunA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor |[[Tpon3soanTens npoaykra. UserGate
Device Product |[Tun npoaykra. SWG
Device Version |[Bepcua npoaykra. 7
Source HassaHnwue xypHana. dns
Name Tun UCTOYHMKA. log
Threat Level YposeHb yrpo3bl kateropun URL. MoxeT npuHumarTb 3HadeHus 2, 4, 6, 8, 10 (ycTaHOBNEHHbLIN YPOBEHb
yrpo3bl, yMHOXeHHbIH Ha 2); Unknown, ecnn kateropva He onpeaeneHa.
CEF rt Bpewms, korga 6b110 NonyyeHo 1701085036026
[pacwumpeHune] CcoObITHE: MUNITMCEKYHALI C 1 AHBapsA
1970 ropa.
deviceExternalld||Mma, koTopoe oAHO3HAYHO utmcore@ntoorereaeda
naeHTMdULMpyeT YCTPOMCTBO,
reHepupytoLee 1o cobbiTHe.




Tvn nonsa

HasBaHue nonsa

OnucaHuve

Mpumep 3HaueHun

act [ewcTene, NPUHATOE YyCTPOWCTBOM B block
COOTBETCTBMU C HACTPOEHHbLIMM
NONMUTUKAMM.
reason MpuunHa, no KoTopoi Bbino cozaaHo  |[{"url_cats™:[{"id":37,"name":"Search Engines & Portals","threat_level":1}]}
coO6bITWe, Hanpumep, url kateropus, Ha
KOTOPbIX CpaboTano NpaeuIo.
proto Mcnonb3syembli npoTokon 4-ro yposHa. |[UDP
dhost MmA xocTa HasHauyeHua, aapec google.com
KOTOPOro onpeAenAeTcA C MOMOLLbIO
DNS cepsepa.
app MpoTokon NpMKNaaHoro ypoBHs. DNS
suser Wma nonb3osarens. user1 (Unknown, ecrnn nonb3oBartenb HEU3BECTEH)
src IPv4 nctouHvka Tpaduka. 10.10.0.11
spt MopT “cTOUHMKA. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
smac MAC-aapec UcTo4HMKa. FA:16:3E:65:1C:B4
dst IPv4 anpec HasHauyeHua Tpaduka. 194.226.127.130
dpt MopT Ha3HaueHuA. MoxeT npuHumaTb 3HadeHus ot 0 fo 65535. [ina DNS 06bluHO
nmcnonb3yetca nopt 53.
cs1lLabel Mone ncnonb3yetcA ANA ykasaHua Rule
cpaboTasLuero npasuna.
csi HassaHue npasuna, cpabaTbiBaHue Rule1
KOTOPOro BbI3BaN0 COObITHE.
cs2Label Mone ucnonb3yeTca ANA MHAUKALWK SrcZone
30Hbl UCTOYHMKA.
cs2 HasBaHue 30Hbl UICTOYHMKA. Trusted
cs3Label Mone ucnonbsyetcaA ANA MHAMKALWK DstZone
30Hbl Ha3HAYEeHuA.
cs3 HasBaHue 30HbI HasHavyeHus. Untrusted
cs4Label [Mone ucnonbayeTtcA AnNA yKasaHuA Data
nepeaaBaeMblX AaHHbIX.
cs4 lMNepenaBaemble AaHHbIE. {"question":[{"domain":"google.com","type":"A","class":"IN"}],

"answer":
[{"domain":"google.com","type":"TXT","class":"IN","ttl":5,"data":"Blocked"},
{"domain":"google.com","type":"A","class":"IN","tl":5,"data":"10.10.0.1"}]}

flexString1Label

Mone ykasbiBaeT Ha KaTeroputo
3anpawmsaemoro URL-azpeca.

URLCats




Tvn nonsa

HasBaHue nonsa

OnucaHuve

Mpumep 3HaueHun

flexString1 Kareropua URL. Search Engines & Portals
dopmat MypHana Tpadpuka
Tuvn nona HassaHue nonsa OnucaHue Mpumep 3HaYeHUn
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor [MpounssoanTens npoaykra. UserGate
Device Product Twn npoaykTa. SWG
Device Version Bepcua npoaykra. 7
Source Tun xypHana. traffic
Rule Type Tun npaeuna, cpadatbiBaHWe KOTOPOro firewall
BbI3BasIO COObITHE.
Threat Level YpoBeHb yrpo3bl MPUNOXEHUA. MoxeT npuHMmaTh 3HayeHus 2, 4, 6, 8, 10
(ycTaHOBMNEHHbIA YPOBEHb YrPO3bl, YMHOXEHHbI Ha 2);
Unknown, ecnu kateropua He onpeaeneHxa.
CEF rt Bpewms, koraa 6b110 nonyyeHo cobbitne:  ||1652344423822
[pacwumpeHue] MunnucekyHabl ¢ 1 anBapa 1970 roga.
deviceExternalld MmsA, KoTopoe 0AHO3HAYHO utmcore@ersthetatica
naeHTMdULMpyeT YCTPOMCTBO,
reHepupytoLLee aTo cobbiTHe.
act [leficTBME, NPUHATOE YCTPOWCTBOM B accept
COOTBETCTBUU C HACTPOEHHBIMM
NONMUTHUKAMM.
proto Mcnonb3yemblii NPOTOKON 4-r0 YPOBHA. TCP wnu UDP
app M cpaboTasLuero NpMnoXeH1aA my_app
suser Mma nonb3osartens. user_example (Unknown, ecnn nons3osarens
HEWU3BECTEH)
src IPv4 nctounuka tpaduka. 10.10.10.10
spt [MopT ncTouHuKa. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
smac MAC-aapec UCToUHMKA. 00:50:56:80:28:08
dst IPv4 aapec HasHauyeHuA Tpadmka. 194.226.127.130
dpt [MopT HasHayeHuA. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
dmac MAC-aapec HaszHaueHus. 00:50:56:80:7D:21




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHun

in KonnuecTBo nepeaaHHbIX BXOAALLMX 231
6aifToB; AaHHLIe NepeaaroTca B
HanpasfieHUW UCTOYHUK — Ha3HayeHwue.

out KonnuecTBo nepeaaHHbIX UCXOAALLMX 40

6aiToB; AaHHLIe NepeaaroTca B
HanpaBfeHWn Ha3HaYeHe — UCTOYHMK.

sourceTranslatedAddress

AZpec UCTOYHUKA MOCcse NepeHasHaveHun
(ecnn HacTpoeHbl npasuna NAT).

192.168.174.134 (0.0.0.0 — ecnu Her)

sourceTranslatedPort

MopT MCTOYHMKA Nocre nepeHasHayeHun
(ecnn HacTpoeHbl npasunia NAT).

MoxeT npuHumatb 3HayeHua ot 0 o 65535 (0 — ecnu
HeT)

destinationTranslatedAddress

Anpec HasHayeHus nocne
nepeHasHayeHna (€Cr HaCTPOEeHbI
npasuna NAT).

192.226.127.130 (0.0.0.0 — ecnu Her)

destinationTranslatedPort

MopT HasHaueHuA nocne nepeHasHayYeHns
(ecnn HacTpoeHbl npasuia NAT).

MoxeT npuHumatb 3HadeHuna ot 0 o 65535 (0 — ecnu
HeT)

cs1lLabel Mone ncnonb3yetcA AnA ykasaHua Rule
cpabatbiBaH1A npasuna.

csi HassaHue npasuna, cpadartbiBaHue Allow trusted to untrusted
KOTOPOro BbI3Basio cobbiTHe.

cs2Label [Mone ucnonb3ayeTtcA ANA MHAMKALMK 30HbI |[Source Zone
UCTOYHMKA.

cs2 HasBaHue 30Hbl UICTOYHMKA. Trusted

cs3Label Mone ncnonb3yetca anAa ykasauua ctpaHbl [[Source Country
UCTOYHMKA.

cs3 HassaHue cTpaHbl UCTOYHMKA. RU (oTo6paxaetca AByxOYKBEHHbIH KOA CTpaHbI)

cs4lLabel Mone ncnonb3yetca ana MHAMKauMK 30Hbl ||Destination Zone
HasHayeHwus.

cs4 HasBaHue 30HbI Ha3HaYeHuA. Untrusted

cs5Label Mone ncnone3yetca AnAa ykasauua ctpaHbl ||Destination Country
HasHaueHwus.

cs5 HassaHue cTpaHbl Ha3HaYeHuA. RU (oTo6paxaeTtca AByxOYyKBEHHbIH KOA CTPaHbI)

cnilabel [Mone ucnonb3ayeTtcA AnA ykasaHua Packets sent
KOnMyecTBa nepeAaHHbIX NakeTos B
HanpaBneHUN UCTOUYHUK — Ha3HaYeHwe.

cn1i KonunyecTBo nepeaaHHbIX NakeTos B 3
HanpaBneHUN UCTOYHUK — Ha3HaYeHwe.

cn2Label [Mone ucnonb3yeTtca AnA ykasaHua Packets received

KONin4ecTBa NakeToB, NnepedaHHbIX B
HanpaeneHUn HasHa4yeHne — UCTOYHUK.




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHUn

ch2

KonnuecTso nakeTos, nepeaaHHbIX B
Hanpas/ieHMN Ha3Ha4YeHne — UCTOYHUK.

dopmart xypHana Tpacduka CEF Compact:

Tuvn nonAa HassaHue nonsa Onucanue MNpumep 3HayeHunA
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor [MpounssoanTens npoaykra. UserGate
Device Product Twn npoaykTa. SWG
Device Version Bepcua npoaykra. 7
Source Tun xypHana. traffic
Rule Type Tun npaeuna, cpadaTtbiBaHMe KOTOPOro firewall
BbI3BasIo COObITHE.
Threat Level YpoBeHb Yrpo3bl MPUNOXEHUA. MoxeT npuHMmaTh 3HayeHus 2, 4, 6, 8, 10
(ycTaHOBMNEHHbIA YPOBEHb YrPO3bl, YMHOXEHHbI Ha 2);
Unknown, ecnu kateropua He onpefeneHa.
CEF rt Bpems, koraa 6bi10 nonyyeHo cobbitne: (1652344423822
[pacwmpeHune] MunnucekyHabl ¢ 1 anBapa 1970 roga.
deviceExternalld MmsA, KoTopoe 0AHO3HAYHO utmcore@ersthetatica
naeHTMdULMPYeET YCTPOMCTBO,
reHepupytoLLee aTo cobbiTHe.
act [leficTBME, NPUHATOE YCTPOWCTBOM B accept
COOTBETCTBUU C HACTPOEHHBIMM
NONMUTHUKAMM.
proto Mcnonb3yemblii NPOTOKON 4-r0 YPOBHA. TCP wnu UDP
app M cpaboTasLuero NpunoXeH1a my_app
suser MmA nonb3oBatend. user_example (Unknown, ecnv nonb3oBaTenb
HEWU3BECTEH)
src IPv4 uctounvka tpaduka. 10.10.10.10
spt [MopT ncTouHMKA. MoxeT npuHumatb 3HaueHus ot 0 o 65535.
smac MAC-aapec ncTouHMKa. 00:50:56:80:28:08
dst IPv4 anpec HasHauyeHua Tpaduka. 194.226.127.130
dpt [MopT HazHaueHuA. MosxeT npuHumatb 3HaueHus ot 0 o 65535.
dmac MAC-aapec HasHauyeHus. 00:50:56:80:7D:21




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

in KonnuecTBo nepeaaHHbIX BXOAALLMX 231
6aifToB; AaHHLIe NepeaaroTca B
HanpasfieHUU UCTOYHUK — HasHayeHwue.

out KonnuecTBo nepeaaHHbIX UCXOAALLMX 40

6aiToB; AaHHLIe NepeaaroTca B
HanpaBfeHWn Ha3HaYeHe — UCTOYHMK.

sourceTranslatedAddress

AZpec UCTOYHUKA MOCcse NepeHasHaveHun
(ecnn HacTpoeHbl npasuna NAT).

192.168.174.134 (0.0.0.0 — ecnu Her)

sourceTranslatedPort

MopT MCTOYHMKA Nocre nepeHasHaveHun
(ecnn HacTpoeHbl npasunia NAT).

MoxeT npuHumatb 3HadeHua ot 0 o 65535 (0 — ecnu
HeT)

destinationTranslatedAddress

Anpec HasHayeHus nocne
nepeHasHayeHnA (€Cr HaCTPOEeHbI
npasuna NAT).

192.226.127.130 (0.0.0.0 — ecnu Her)

destinationTranslatedPort

MopT HasHaueHuA nocne nepeHasHayeHns
(ecnn HacTpoeHbl npasuia NAT).

MoxeT npuHumatb 3Hadenuna ot 0 o 65535 (0 — ecnu
HeT)

cs1lLabel Mone ncnonb3yetcA AnA ykasaHua Rule
cpabaTbiBaHuA npasuna.
csi HassaHue npasuna, cpadartbiBaHue Allow trusted to untrusted
KOTOPOro BbI3BANO COObITHE.
cs2Label Mone ncnonb3yetcA ANA MHAMKALWK 30HBbI ||SrcZone
UCTOYHMKA.
cs2 HasBaHue 30Hbl UICTOYHMKA. Trusted
cs3Label Mone ncnone3yetcA AnNA MHAMKaLKUKM 30HbI ||DstZone
HasHayeHwus.
cs3 HassaHue 30HbI Ha3HaueHuA. Untrusted

dopmat wypHana Windows Active Directory

Twvn nona HassaHue nonsa Onucaxue MNpumep 3HayeHunA

CEF CEF:Version Bepcua CEF. CEF:0

3aronoBoK
Device Vendor |[[Tpon3BoauTens npoaykra. UserGate
Device Product |[Tun npoaykra. SWG
Device Version |[Bepcua npoaykra. 7
Source HassaHwue xypHana. endpoint_log
Name Tun UCTOYHMKA. log
Threat Level YpoBeHb yrposbl. MoxeT npuHumaThb 3HadeHna ot 1 4o 10 (yKasaHHbIN ypoBEHb Yrpossbl,

YMHOXEHHbIW Ha 2).




Tuvn nona HassaHue nonsa Onucaxue MNpumep 3HayeHunA
CEF rt Bpewms, korga 6b110 nonyyeHo 1701085036026
[pacumpeHue] CcoObITHE: MUNITMCEKYHABI C 1 AHBapsA
1970 roaa.
deviceExternalld||ma, koTopoe oAHO3HAYHO utmcore@ntoorereaeda

naeHTMduULUMpyeT yCTPOMCTBO,
reHepupytoLee 1o cobbiTHe.

suser Mma nonb3osarens. user1.dep.local
msg Onucanue cobbiTusa B xypHane AD. Group membership information
Subject: Security ID: S-1-0-0 Account Name: — Account Domain: —
Logon ID: 0x0 Logon Type: 3 New Logon: Security ID: S-1-5-21-
3795870133-5220325-2125745684-1103 Account Name: user1 Account
Domain: DEP Logon ID: 0xA57A446 Event in sequence: 1 of 1 Group
Membership: %({S-1-5-21-3795870133-5220325-2125745684-513} %{S-
1-1-0} %{S-1-5-32-544} %{S-1-5-32-555} %(S-1-5-32-545} %{S-1-5-32-
554} %{S-1-5-2} %{S-1-5-11} %{S-1-5-15} %{S-1-5-21-3795870133-
5220325-2125745684-512} %{S-1-5-21-3795870133-5220325-
2125745684-572} %{S-1-5-64-10} %{S-1-16-12288} The subject fields
indicate the account on the local system which requested the logon. This
is most commonly a service such as the Server service, or a local process
such as Winlogon.exe or Services.exe. The logon type field indicates the
kind of logon that occurred. The most common types are 2 (interactive)
and 3 (network). The New Logon fields indicate the account for whom the
new logon was created, i.e. the account that was logged on. This event is
generated when the Audit Group Membership subcategory is configured.
The Logon ID field can be used to correlate this event with the
corresponding user logon event as well as to any other security audit
events generated during this logon session.
cnilabel [Mone ucnonbayeTtcA AnNA yKasaHuA logEventCode
Koaa coBbiTnA u3 xypHana AD.
cn1 Koa cobbitus. 4627
cn2Label Mone ncnonb3yetca AnAa ykasaHua logEventld
HOMepa naeHTUdMKaTopa cobbITUA U3
yprana AD.
cn2 NaneHTndUKaTOop cobbiTUS. 4627
cn3Label [Mone ucnonbayetca ana logEventType
yKasaHus TMna cobbITUs XypHana
Windows
(Cuctema\besonacHocTb\lNpunoxeHne
MT. 4.).
cn3 Tun cobbiTua xypHana Windows. 4
cs1lLabel Mone ncnonb3yetca AnA ykasaHua endpointld
naeHTUdUKaTopa KOHEeYHOro
YCTPOMCTBA — MCTOUYHMKA COOLITUA.
cs1 NaeHTudmMKaTop KOHEYHOro 16535060-5a1a-4€92-8331-239406ec34da
yCTpOMCTBA.
cs2Label Mone ncnonb3yetcA AnA ykasaHua endpointName

MMEHMN KOHEYHOrOo
YCTPOWCTBAa — UCTOUYHMKA COObITUA
(UserGate knnenTa, ceHcopa WMI
uTa.).




Twvn nona HasBaHue nonsa Onucaxue MNpumep 3HayeHunA
cs2 MmA KoHeyHoro ycTpoicTBa. dep.local
cs3Label Mone ncnonb3yetca AnA ykasaHua logLevel
YPOBHA BAXHOCTW COOLITUA B
yprane AD.
cs3 YpoBEHb BaXXHOCTH COBLITHA. Audit Success
cs4lLabel Mone ncnonb3yetca AnA ykasaHua logCategoryString
Koza kaTeropuun cobbitua (12554
Group Membership, 12544 Logon,
14337 Kerberos Service Ticket
Operations v 14)
cs4 Kateropus cobbiTus. Group Membership
cs5Label Mone ncnonb3yetcA AnA ykasaHua logFile
daiina xypHana Windows.
cs5 daiin xypHana Windows Security
cs6Label Mone ncnonb3yetca AnA ykasaHua sourceName
MCTOYHMKA M3 xypHana AD.
cs6 McTouHuk n3 xypHana AD. Microsoft-Windows-Security-Auditing
flexString1Label ||[one ncnonbsyetca aAna ykasanua insertionString
coep)aHna coObITUA U3 XKypHana
AD.
flexString1 MapameTpbl cobbiTHA U3 xypHana AD |[['S-1-0-0', -, ', '0x0', 'S-1-5-21-3795870133-5220325-2125745684-1103',
rnocsne napcuHra cooBLeHuA. ‘'user1’, 'DEP', '0x7a25a21", '3', '1', "1', \r\n\t\t%
{S-1-5-21-3795870133-5220325-2125745684-51 3P\r\n\\t\t%{S-1-1-
0P\ %6{S-1-5-32-544 \\r\n\\\Wt%6{S-1-5-32-555\\r\\n\W\W %{S-1-5-32-
545 \N\NWW%{S-1-5-32-554 \r\n\tWt%6{S-1-5-2]\r\n\WW %{S-1-5-11}
NN Y%6{S-1-5-1 5 \\r\n\\W%{S-1-5-21-3795870133-5220325-
2125745684-512)\\r\n\\\\t%{S-1-5-21-3795870133-5220325-
2125745684-572)\"\n\\\\t%{S-1-5-64-10P\r\n\t\t%{S-1-16-12288}']
dopmat ypHana Syslog
Tun nona Hassanue nonsa OnwucaHue Mpumep 3HaueHun
CEF CEF:Version Bepcusa CEF. CEF:0
3aronoBoK
Device Vendor |[[TponssoanTens npoaykra. UserGate
Device Product |[Tun npoaykra. SWG
Device Version |[Bepcua npoaykra. 7
Source HassaHwue xypHana. syslog
Name TWn UCTOYHMKA. log




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHUn

Threat Level

YpoBeHb yrposbl.

Moxet NPUHUMATb 3HAYEeHUA:

« 0 — emergencies;

o 1 — alerts;
o 2 — critical;
¢ 3 —errors;

« 4 —warnings;
« 5 — notifications;
« 6 — informational;

e 7 — debugging.

CEF
[paclumpeHue]

rt Bpems, koraa 661510 nonyyYeHo 1701085036026
COObITUE: MUITIIUCEKYHABI C 1 AHBapA
1970 rona.

deviceExternalld||imA, koTopoe 0AHO3HAYHO utmcore@ntoorereaeda

MAEHTUDULMPYET YCTPOICTBO,
reHepvpytoLLee 310 COBbITHE.

msg OnucaHue coBbITHA. [3603:3603:1128/175000.938565:ERROR:CONSOLE(6)]
"console.assert", source: devtools://devtools/bundled/devtools-
frontend/front_end/panels/console/console.js (6)
cnilabel Mone ucnonb3ayeTtcA AnNA yKasaHuA Facility
TUMa UCTOYHMKA COOBITHI Ssyslog.
MoapobHee o 3HaueHusAXx syslog facility
cmoTpute B REC 5424.
cni Tun UCTOUHMKA coBbITHi syslog. 1
Hanpumep, user-level messages.
cs1lLabel Mone ncnonb3yetcA ANA yKasaHua Hostname
MMEHW YCTPOMCTBA, Ha KOTOPOM
Mpou30LLI0 coBbITHE.
cs1 Mma komnbroTepa, Ha KOTOPOM nodel
Mpou30LLI0 coBbITHe.
cs2Label [Mone ucnonbayeTtca AnNA yKasaHuA Tag
MPUNOXEHMA, BbI3BaBLLETO COBLITHE.
cs2 Mpunoxexue, Boi3BaBLLee cobbiThe.  |[org.gnome.Shell.desktop
cs3Label [Mone ucnonbayeTtcA ANA yKasaHuA ProcessID
uAeHTUdUKaTopa npoLiecca cobbITHA.
cs3 PID npouecca Bbi3BaBLuero cobuitue. (3036
cs4Label [Mone ucnonbayeTtcA ANA yKasaHuA Rule
cpabaTbiBaHus npasuna.
cs4 HassaHue npasuna, cpabatbiBaHue Example — Allow user-level messages

KOTOPOro BbIi3Basio cobbiTue.

dopmat mypHana RADIUS



https://datatracker.ietf.org/doc/html/rfc5424

Tun nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHunA

reHepvpytoLyee aT1o cobbiTue.

CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||lpon3BoanTens NpoAyKTa. UserGate
Device Product |[Tun npoaykra. SWG
Device Version ||Bepcua npoaykra. 7
Source HassaHue xypHana. radius
Name Tun UCTOYHMKA. log
CEF rt Bpewms, koraa 6bin10 nonyyeHo cobbiTue: MunucekyHabl ¢ 1 anBaps |[1701085036026
[pacwmpeHune] 1970 ropa.
deviceExternalld||/ A, koTopoe 0AHO3HAYHO MAEHTUDULMPYET YCTPOMCTBO, utmcore@ntoorereaeda

act Crartyc nonb3oBatens (acct_status_type). start, stop, interim update, accounting-on,
accounting-off

suser Mma nonb3osartens. Unknown, ecnu nonb3osaTesnb
HEeN3BeCTEH.

src_ip IP-afpec UCTOYHMKA, OTKyAa MPULLIO COOBLLEHME. 192.168.57.4

dst IP-anpec NAS, aBTOpM30BaBLLErO NONb30BaTENA. 172.16.1.4

dvc IP-aapec nonb3osartens (framed ip address). 192.168.57.29

cs1Label Mone ncnonb3yeTcA ANA yKasaHWa rpynnbl, B KOTOPOW COCTOUT user groups

nonb3oBaTerib.
cs1 CTpoKa rpynn B KOTOPbIX COCTOUT NOMb30BaTe b. test_group

dopmat wypHana UserID

Tuvn nonAa HassaHue nonsa OnucaHue Mpumep 3HaYeHUn
CEF CEF:Version Bepcua CEF. CEF:0
3aronoBoK
Device Vendor ||[lpoussoanTtens npoaykra. UserGate
Device Product |[Tun npoaykra. SWG
Device Version |[Bepcua npoaykra. 7
Source HasBaHwue xypHana. userid
Name Tun UCTOYHMKA. log




Tvn nonsa

HasBaHue nonsa

OnucaHue

Mpumep 3HaueHUn

CEF
[pacwumpeHue]

rt Bpewms, korga 6b1s10 NosnyyeHo codbiTUe: 1701085036026
munnucekyHael ¢ 1 ausapa 1970 roaa.
deviceExternalld||mA, koTopoe oaHO3HAYHO naeHTUdMULUMpYeT |lutmcore@ntoorereaeda
YCTPOMCTBO, reHepHpytoLLee 3TO CoBbITHE.
act [evicTre, NPUHATOE YyCTPOWCTBOM B login
COOTBETCTBMU C HACTPOEHHbLIMM MONUTUKAMMU.
reason MpuumnHa, No KOTopPoM BbINo co3aaHo {"user_groups_sids"["S-1-5-21-3795870133-5220325-
coObiTue. 2125745684-513","S-1-5-21-3795870133-5220325-2125745684-
512",
"user_sid":"S-1-5-21-3795870133-5220325-2125745684-
1103","login":"user1","domain":"DEV","event_id":4624}
suser MmA nonb3oBaTens. user1 (Unknown, ecnu nonb3oBatesib HEU3BECTEH)
src IPv4 nctounuka tpaduka. 10.10.0.11
cs1Label [Mone ucnonbayeTtcA AnNA yKasaHuA Rule
cpabatbiBaH1A Npasuna.
csi HassaHue npasuna, cpabatsiBaHue kotoporo |(|dev.local

BbI3BasI0 COOLITHE.

AkcnopTt wypHanos B ¢popmate JSON

OnucaHuWe wypHana cobbiTui

HasBaHue nonsa OnucaHue

Mpumep 3HaueHUn

timestamp Bpemsa nonyueHnun cobuitua B popmarte: yyyy- ||2022-05-12T08:11:46.15869Z
mm-ddThh:mm:ssZ.
node MmA, koTopoe 0AHO3HAYHO MAEHTUDULMPYET utmcore@ersthetatica
YCTPOWCTBO, reHepupytoLee 310 coBbiTHe.
ip_address IPv4-aapec ucToUYHMKA COBbITHA. 192.168.174.134
attributes Letanu cobbitna B popmate JSON. {"rule"{"logrotate":12,"attributes":{"timezone":"Asia/Novosibirsk"},"id":"66f9de9f-
d698-4bec-b3b0-ba65b46d3608","name":"Example log export ftp"}
event_type Tun coBbITuA. logexport_rule_updated

event_severity BaxxHOCTb COObITHSA.

info (MHdopMaLMOHHbIE), warning (NpeaynpexaeHus), error (owmnbku), critical
(KPUTHUYHBIE).

event_origin Moaynb, B KOTOPOM MPOW3OLLIO COBbITHE.

core

event_component||KOMNOHEHT, B KOTOPOM NPOMU3OLLINIO COBbITHE.

console_auth

user Mma nonb3oBaTens.

{"guid":"37333739-3733-3734-3635-366400000000","name":"System","groups":
m

OnucaHue wypHana Be6-gocTyna




HasBaHue nonsa

OnucaHue

MNpumep 3HauveHuA

timestamp Bpemsa nonyueHnus cobuitua B popmarte: yyyy-mm- ||2022-05-12T08:11:46.15869Z
ddThh:mm:ssZ.
ion MaeHTudmrKaTop ceccuu. a7a3cd49-8232-4f1a-962a-3659af89e96f (ecnu
System: 00000000-0000-0000-0000-000000000000)
node MmA, KoTopoe 0HO3HAYHO MAEHTUDULMPYET utmcore@ersthetatica
YCTPOMCTBO, reHepupytoLLee 310 cobbiTHe.
reasons MpuumnHa, No KOTopoi BbINo co3aaHo cobeiTue, "url_cats":[{"id":39,"name":"Social
Hanpumep, Np1yrMHa 6NOKMPOBKKM cainTa. Networking","threat_level":3}]
proto Mcnonb3yemblit NPOTOKON 4-r0 YPOBHS. TCP
host Mma xocTa. www.google.com
action [leicTere, NPMHATOE YCTPOWCTBOM B COOTBETCTBUM |[block
C HACTPOEHHBIMU NOSTUTUKAMM.
bytes_sent KonunyecTso 6aiToB, nepesaHHbIX B HanpaeneHun  ||52
UCTOYHWUK — HasHaueHue.
bytes_recv KonunuecTBo naxkeToBs, nepeaaHHbix B Hanpasnexdun ||100
Ha3HauYeHne — UCTOYHMK.
packets_sent KonunyecTso nakeToBs, nepeAaHHbIX B HanpasnexHun |2
MCTOYHMK — Ha3Ha4eHue.
packets_recv KonunyecTBo 6aiToB, NnepefaHHbIX B HanpaeneHun  ||5
Ha3HauYeHne — UCTOYHMK.
request_method MeToa, ncnonssyemeiii ana aoctyna k URL-aapecy ||GET

(POST, GET n 1.n.).

url Mone conepxut URL-aapec 3anpalumMBaemMoro http://www.secure.com
pecypca ¢ ykasaHWeM WUCrosnb3yemMoro NpoToKona.
media_type Tun KOHTEHTA. application/json

status_code

Koa otBeta HTTP.

302

http_referer

URL wucTtouHuka 3anpoca (pedepep HTTP).

https://www.google.com/

decrypted Mone ykasbiBaeT ObINo N1 coaepkMmoe true, false
pacLmndposaHo.
useragent Useragent nonb3sosatenbckoro 6paysepa. Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:96.0)
Gecko/20100101 Firefox/96.0
application id NaeHTudmMKaTop NpunoxeHus. 20
name HassaHue npunoxenus. Youtube
threat_level ||YpoBeHb yrpo3bl npunoxeHua. 0




HasBaHue n

ONnA

OnucaHue

Mpumep 3HaueHus

app_protocol||[TpoTokon npuKIaaHoro ypoBHA 1 €ro Bepcua. HTTPV1.1"
url_categories||id MaeHTUdMKaATOP KaTeropuu, K KOTopon otHocutea (39
URL.
threat_level YpoBeHb yrposbl kateropun URL. MoxeT npuHuMaTh 3Ha4YEHUA:
o 1 — 0OueHb HU3KKK;
o 2 — HWU3KUW;
o 3 — cpenHuit;
o 4 — BbICOKMH;
o 5 — 0ueHb BbICOKMIA.
name HassaHwue kateropuu, kK kotopor otHocutcAa URL. Social Networking
source zone |(guid YHWKanbHbI MAEHTUPUKATOP 30HBI UCTOYHMKA d0038912-0d8a-4583-a525-e63950b1da47
TpapuKa.
name HasBaHue 30HbI UCTOYHMKA. Trusted
country CTpaHa MCTouHMKa TpaduKa. RU (oTo6paxaetca AByxOYKBEHHbIH KOA CTpaHbI)
ip IPv4-aapec uctouHuka. 10.10.10.10
port MopT uctouHumka. MoxeT npuHumatb 3HayeHuna ot 0 o 65535.
mac MAC-aapec UcToUYHUKA 01:23:45:67:89:AB
destination zone |(guid YHWKanNbHbIA MAEHTUOUKATOP 30HbI HA3HAUYEHUA 3c0b1253-f069-4060-903b-5fec4f465db0
Tpaduka.
name HasBaHue 30Hbl HasHayeHUa Tpaduka. Untrusted
country CtpaHa HazHaueHus. RU (oToBpaxaeTca AByxOyKBEHHbIN KOA CTpaHbI)
ip IPv4-aapec HazHaueHuA. 192.168.174.134
port MopT HasHayeHuA. MoxeT npuHumatb 3HaueHua ot 0 o 65535.
mac MAC-aapec HasHayeHus. 01:23:45:67:89:AB
rule guid YHUKanbHbIA MAEHTUDMKATOP Npasuna, f93da24d-74f9-4f8c-9e9b-8e6d02346fb4
cpabaTbiBaHie KOTOPOro BbI3BASIO CO3AAHNE
coObITHA.
name HassaHwue npasuna. Default allow
type Tun cpaboTasLuero npasuna.
user guid YHUKaNbHLIN MAEHTUDUKATOP Nosb3oBartens. a7a3cd49-8232-4f1a-962a-3659af89e96f

name

Mma nonb3oBatensa

user_name




HasBaHue nonsa

OnucaHue

Mpumep 3HaueHus

groups||guid YHUKanbHbIN MAEHTUHMKATOP rPYyNMbl, B KOTOPOH 919878b2-e882-49ed-3331-8ec72c3c79ch
COCTOMT Nonb3oBaTerb.
name HassaHwue rpynnbl, B KOTOPOW COCTOUT Default Group
nonb3oBarerb.
OnucaHue wypHana DNS
HassaHue nonsa OnwucaHue Mpumep 3HauyeHunA

nepeaaBaemMblX AaHHbIX.

timestamp Bpems nonyyexns coBbiTvA B 2022-05-12T08:11:46.15869Z
dopmare: yyyy-mm-
ddThh:mm:ssZ.
n NaeHTudmMKaTop ceccuu. 00000000-0000-0000-0000-000000000000
node MmsA, KOTOopoe 0AHO3HAYHO utmcore@ntoorereaeda
naeHTMdULMpyeT YCTPOMCTBO,
reHepupytoLee 1o cobbiTHe.
reasons MpuunHa, No KOTOpPo# BbINo {"url_cats":[{"id":37,"name":"Search Engines & Portals","threat_level":1}]}
co3zaHo cobbiThe, Hanpumep, url
Kateropusa, Ha KOTOpPbIX
cpaboTano npasuso.
proto Mcnonb3yembli npoTokon 4-ro UDP
YPOBHSA.
host Mma xocTa. google.com
data Mone ncnone3yetca anA ykasaHua||{"question":[{"domain":"google.com","type":"A","class":"IN"}],

"answer":
[{"domain":"google.com","type":"TXT","class":"IN","ttl":5,"data":"Blocked"},
{"domain":"google.com","type":"A","class":"IN","ttl":5,"data":"10.10.0.1"}]}

url_categories||id WaeHTudpukaTop cpaboTaBLue 37
URL-kateropuu.
threat_level YpoBeHb yrpossl cpadoTasLuei MoxeT npuHUMaTL 3HAYEHUA:
KaTeropuu.
o 1 — OuYeHb HU3KUIA;
o 2 — HWU3KWK;
o 3 — cpeaHuit;
o 4 — BbICOKMN;
o 5 — 0uYeHb BbICOKMA.
name HassaHue Search Engines & Portals
cpaboTaBLUEN KATErOPUK.
action [eiicteue, NnpuHATOE block
YCTPOWCTBOM B COOTBETCTBUMU C
HaCTPOEHHBLIMU MOSIUTUKAMM.
application id NaeHTuduMKaTop NpUIoxeHus. 5
name HasBaHue npunoxexus.




HasBsaHue nonsa Onucaxue Mpumep 3HauyeHunA
threat_level ||YposeHb yrpo3bl npunoxeHus. 0
app_protocol||[TpoTokon npuknagHoro yposHa. |[DNS

source zone |(guid YHWKanNbHbIA MAEHTUdUKATOP d0038912-0d8a-4583-a525-e63950b1dad7
30Hbl UCTOYHUKA TpaduKa.
name HasBaHue 30HbI MICTOYHMKA Trusted
TpaduKa.
country HassaHue cTpaHbl UCTOYHMKA. RU (oToBpakaetca AByxOYKBEHHbIM KOA CTPaHbI)
ip IPv4-agpec uctounuka Tpaduka. |((10.10.10.10
port MopT ncToUHMKA. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
mac MAC-aapec UCTOYHMKA. 01:23:45:67:89:AB
destination zone |(guid YHWKanbHbIA MAEHTUdUKATOP 3c0b1253-f069-4060-903b-5fec4f465db0
30HbI Ha3HaveHUA TpaduKa.
name HasBaHue 30HbI HasHavYeHua Untrusted
Tpaduka.
country HasBaHwue cTpaHbl Ha3HaveHuA. RU (oToBpaxkaetca AByxOYKBEHHbIM KOA CTPaHbI)
ip IPv4-aapec HazHaueHuA Tpadwuka. [104.19.197.151
port MopT HazHaueHuA MoxeT npuHumMaTh 3HaveHus ot 0 Ao 65535. Ana DNS 06biuHO
ucnonbayeTtca nopT 53.
mac MAC-aapec HasHayeHua 01:23:45:67:89:AB
rule guid YHUKanbHbIA MAEHTUhMKATOP 59e38e06-533a-4771-9664-031c3e8b2e1f
npaeuna, cpadaTtelBaHWe KOTOPOro
cosfano cobbiThe.
name Hassanwue npasuna, Rule1
cpabaTbiBaH1e KOTOPOro BbI3BaO
coObITHe.
Type Tun cpaboTaBLuero npaeuna.
user guid YHUKanbHbIA MAEHTUDMKATOP a7a3cd49-8232-4f1a-962a-3659af89e96f
none3osatena. Ecnu
nonb3osatenb Tuna Unknown, To
naeHtTuodukarop: 00000000-0000-
0000-0000-000000000000.
name Mma nonb3osartens. useri
groups||guid YHWKanbHbIA nAeHTUdMKaTOP 919878b2-e882-49ed-3331-8ec72c3c79¢cb

rpynnbl, B KOTOPbIX COCTOUT
nonb3oBaTesib.




Has

aHue n

ONnA

OnucaHue

Mpumep 3HaueHUA

name

HassaHwue rpynnel, B KOTOPOK
COCTOWT nosib3oBaTesb.

Default Group

OnucaHue XypHana TpaduKa

HasBaHue nonfa

OnucaHue

Mpumep 3HaueHUA

timestamp Bpewms nonyyenus cobuiTua B popmarte: yyyy-mm-ddThh:mm:ssZ. ||2022-05-12T08:11:46.15869Z
ion MaeHTndumkatop ceccum. a7a3cd49-8232-4f1a-962a-3659af89e96f
(ecnn System: 00000000-0000-0000-0000-
000000000000)
node MmA, KOTOpoe 0AHO3HAYHO MAEHTUDULMPYET YCTPOWCTBO, utmcore@ersthetatica
reHepvpytoLyee a1o cobbiTue.
proto Mcnonb3yemblii NPOTOKON 4-ro YPOBHA. TCP vnu UDP
action [LencTBre, NPUHATOE YCTPOMCTBOM B COOTBETCTBUM C accept
HaCTPOEHHBLIMW NOSIUTUKAMMU.
bytes_sent Konuuecteo 6aiToB, nepesaHHbIX B HAaNpPaBneHnn UCTOUHUK — 100
HasHaueHue.
bytes_recv Konuuecteo 6aiToB, NnepesiaHHbIX B HANpaBneHuu HasHadeHne — (|6
MCTOYHMK.
packets_recv KonunuecTBo nakeToB, nepeaaHHbIX B HanpaBneHnn HasHadyeHne — |1
MCTOYHMK.
packets_sent KonnuecTBo nakeToB, nepeaaHHbIX B HaMpPaBieHnn UCTOUHUK — 1
HasHayeHue.
json_data JlononHuTenbHble AaHHbIE. null
applicationl||id MaeHTndMKaTop NPUNOXEHUA. 195
threat_level YpoBeHb Yrpo3bl MPUIIOXKEHUA. MoxeT npuHMMaTh 3Ha4YeHuA:
o 1 — OYEHb HU3KKN;
o 2 — HWU3KUK;
* 3 — cpeaHui;
o 4 — BbICOKWA;
o 5 — OuYeHb BbICOKMHA.
app_protocol [MpoToKon NpuKNaaHoro ypoBHA. HTTP
name Hassanue npunoxexus. Youtube
source zone guid ||YHMKanbHbLIA MOEHTUDUKATOP 30HLI UCTOUHMKA TpadHKa. d0038912-0d8a-4583-a525-e63950b1dad7
name||HasBaHK1e 30Hbl UICTOYHMKA TpadUKa. Trusted




Haal*auue nonsa OnucaHue Mpumep 3HayeHunA
country HassaHue cTpaHbl UCTOUHMKA. RU (oTo6paxaeTca AByXOyKBEHHbI Koa
CTpaHbl)
ip IPv4-aapec nctouHuka Tpaduka. 10.10.10.10
port MMopT nctouHuka. MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
destination|[zone guid ||YHMKanbHbIN OEHTUOMKATOP 30HbLI HAa3HaueHua Tpaduka. 3c0b1253-f069-4060-903b-5fec4f465db0
name||HasBaHu1e 30HbI HA3HaYeHWA TpaduKa. Untrusted
country Hasanue cTpaHbl Ha3HaueHuA. RU (oTo6paxaeTca AByXOyKBeHHbI Koa
CTpaHbl)
ip IPv4-anpec HasHaueHua Tpaduka. 104.19.197.151
port [MopT HasHaueHun MoxeT npuHumaTb 3HaueHus ot 0 go 65535.
nat source ip AZpec UCTOYHMKA MOCre nepeHasHaveHnsa (eCnM HaCTPOEHBI 192.168.117.85 (ecnu NAT He HaCTpOeH, TO:
npasuna NAT). "nat":null)
port |[[TopT MCTOYHMKA NOCNe NepeHasHayeHna (eC/iM HaCTPOEHbI MoxeT npuHumartb 3Hadyenmna ot 0 ao 65535
npasuna NAT). (ecnu NAT He HacTpoeH, To: "nat":null)
destination||ip AZpec HasHaYeHUnA nocne nepeHasHaveHnna (eCnm HaCTPOEHbI 64.233.164.198 (ecnn NAT He HacTpoeH, To:
npasuna NAT). "nat":null)
port |[[TopT MCTOYHMKA NOCne NepeHasHayeHna (eC/iM HACTPOEHbI MoxeT npuHumartb 3Hayenmna ot 0 ao 65535
npasuna NAT). (ecnu NAT He HacTpoeH, To: "nat":null)
rule guid YHWKanbHbI AeHTUdUKATOp Npasuna, cpabaTteiBaHue KOTOPOro 59e38e06-533a-4771-9664-031c3e8b2e1f
co3aano cobbiTue.
type Tun npasuna. firewall
name HassaHue npaeuna, cpadatbiBaHWe KOTOPOro Bbi3Bano cCobbiTHe. Allow trusted to untrusted
user guid YHuUKanbHbl naeHTMdUKaTop nonb3osarena. Ecnv nonb3osatens ||a7a3cd49-8232-4f1a-962a-3659af89e96f
Tvna Unknown, To naertudukatop: 00000000-0000-0000-0000-
000000000000.
name MmaA nonbsosarens. Admin
groups guid ||YHMKanbHbLIN MASHTUOUKATOP rPYNMbl, B KOTOPbLIX COCTOUT 919878b2-e882-49ed-3331-8ec72c3c79¢ch
nonb3osaTerib.
name||HasBaHwue rpynnbl, B KOTOPOW COCTOUT NOMb30BaTENb. Default Group

OnucaHuve wypHana Windows Active Directory

HasBaHue nonqa

OnucaHue

Mpumep 3HaueHUs

timestamp

Bpemsa nonyyenus cobeiTua B
dopmare:

2022-05-12T08:11:46.15869Z
yyyy-mm-ddThh:mm:ssZ.




HasBaHue nonfa

OnucaHue

Mpumep 3HaueHun

node_name Mwma, koTopoe 04HO3HAYHO utmcore@ntoorereaeda
naeHTMdUUMpyeT yCTpOMCTBO
UserGate, reHepupytoLlee 910
coBbITue.
endpoint_id MaeHTndrKaTop KOHEYHOro 16535060-5a1a-4€92-8331-239406ec34da

YCTPOWCTBA — MUCTOYHUKA COBBITHA.

endpoint_name

MMA KOHEYHOro ycTporcTBa
— ncToyHuKa cobbiTna (UserGate
knneHTa, ceHcopa WMI uta.).

dep.local

user_name Mone «MNonb3osartenb» 3 xyprHana ||userl.dep.local
AD.
log_level Mone «Keywords» 13 xypHana AD. Audit Success

log_category_string

Koa Kateropuu cobbiTva 13 xypHana
AD.

Group Membership

log_file

®ain xypHana Windows.

Security

source_name

Mone «MUcTounnk» n3 xypHana AD.

Microsoft-Windows-Security-Auditing

data

OnwucaHnue cobbiTua B xypHane AD.

Group membership information.\r\n\r\nSubject:\r\n\tSecurity ID:\t\tS-1-0-0\r\n\tAccount
Name:\t\t-\r\n\tAccount Domain:\t\t-\r\n\tLogon ID:\t\t0x0\r\n\r\nLogon
Type:\t\t\t3\r\in\r\nNew Logon:\r\n\tSecurity ID:\t\tS-1-5-21-3795870133-5220325-
2125745684-1103\r\n\tAccount Name:\t\tuser1\r\n\tAccount Domain:\t\tDEP\r\n\tLogon
ID:\t\tOx7A25A21\r\n\r\nEvent in sequence:\t\t1 of 1\r\n\rn\nGroup
Membership\\\\AN\t\t%{S-1-5-21-3795870133-5220325-2125745684-513}\r\n\t\t%{S-
1-1-00\NN\t\t%{S-1-5-32-544\r\n\(\t%{S-1-5-32-555\r\n\t\t%{S-1-5-32-54 5 \r\n\t\t%{S-
1-5-32-554\n\n\t\t%{S-1-5-2\\M\\t%{S-1-5-1 T AN\t %{S-1-5-15\\n\t\t%{S-1-5-21-
3795870133-5220325-2125745684-512\r\n\t\t%{S-1-5-21-3795870133-5220325-
2125745684-572\r\n\t\t%{S-1-5-64-10}\r\n\t\t%{S-1-16-12288}\r\n\r\nThe subject fields
indicate the account on the local system which requested the logon. This is most
commonly a service such as the Server service, or a local process such as
Winlogon.exe or Services.exe.\nn\r\nThe logon type field indicates the kind of logon
that occurred. The most common types are 2 (interactive) and 3 (network).\nnm\r\nThe
New Logon fields indicate the account for whom the new logon was created, i.e. the
account that was logged on.\r\n\r\nThis event is generated when the Audit Group
Membership subcategory is configured. The Logon ID field can be used to correlate
this event with the corresponding user logon event as well as to any other security audit
events generated during this logon session.

computer_name Y3en Windows 13 xypHana AD, Ha DC1.dep.local
KOTOPOM MPOU3OLLIIO COBLITHE.
insertion_string MapameTpbl cobbiTuA U3 xypHana AD |[['S-1-0-0', ', ', '0x0', 'S-1-5-21-3795870133-5220325-2125745684-1103', 'usert’,

nocne napcuHra COOéLLleHI/IFL

'DEP', '0x7a25a21', '3, "1', "1", \r\n\t\t%

{S-1-5-21-3795870133-5220325-2125745684-513)\r\n\\t%{S-1-1-0\ A\ W%{S-1-
5-32-544)\A\N\W%{S-1-5-32-555 \A\n\\\%{S- 1-5-32-545 M r\n\\\t%{S-1-5-32-
554MANNMZ6{S-1-5- 2\ AN\ %({S-1-5-11}

NANNEMZ6{S-1-5-1 5 AN%{S-1-5-21-3795870133-5220325-2125745684-
512\ AN %{S-1-5-21-3795870133-5220325-2125745684-572M\A\n\\\\%{S- 1-5-64-
10MANNEMZ6{S-1-16-12288}]

error Koa owwm6ku us xypHana AD, kotopas ||0
npousoLuna npu nosly4YeHUn AaHHbIX.
status OnwucaHve ownbku u3 xypHana AD,

KoTOpas Mpou3oLLna Npu NomyYeHnu
[@aHHbIX.




HasBaHue nonfa

OnucaHue

Mpumep 3HaueHun

(Cucrema\besonacHocTb\Npunoxexne
MT. 4.).

counter_id MoeHtnowkatop cuetumka WMI login_logout
ceHcopa.

log_event_code Mone «Koa cobbiTus» u3 xypHana AD.||[4627

log_event_id MNone «MaeHTudMKaTop cobbiTua» U3 ||4627
xypHana AD.

log_event_type Tun cobbiTuit xxypHana Windows 4

OnucaHue wypHana Syslog

HasBaHue nonqa

OnucaHuve

Mpumep 3HaueHus

timestamp

Bpems nonyyennsa cobbiTusA B popmarte:
yyyy-mm-ddThh:mm:ssZ.

2022-05-12T08:11:46.15869Z

node

MmA, koTopoe 0AHO3HaYHO
naeHTUPUUMpyeT YCTPOWCTBO,
reHepvpytoLee a1o cobbiTue.

utmcore@ntoorereaeda

syslog_facility

Tun ucTouHMKa coBbITHA Syslog. Hanpumep,
user-level messages.

Moapo6Hee o 3HaueHuax syslog facility
cmoTpute B REC 5424.

—

syslog_severity

YpoBeHb BaXKHOCTH COOLITUA Syslog.
Hanpumep, warning.

MoapoBHee o 3HaueHuAXx syslog
severity cmoTpuTe B REC 5424.

computer_name

Mma ycTpoicTsa, Ha KOTOPOM MPOW3OLLIO
coBbITue.

node1

app_name MpunoxeHue, Bbi3BaBLUee COObITHE. org.gnome.Shell.desktop
process_id PID npouecca, Bbl3BaBLLIETO COOLITHE. 3036
data OnucaHue cobbITus. [3603:3603:1130/125201.838651:ERROR:CONSOLE(6)] \"console.assert\", source:
devtools://devtools/bundled/devtools-frontend/front_end/panels/console/console.js (6)
rule |guid YHUKanbHbIM nAeHTUPUKATOP Npasuna, 16535060-5a1a-4€92-8331-239406ec34da
cpabaTbiBaHWE KOTOPOro CO34as10 COOLITHE.
name HassaHnue npasuna, cpabaTbiBaHue Example — Allow user-level messages
KOTOPOro BbI3Basno cobbiThe.
type Tun cpadoTasLuero npaeuna.

Onucanue wypHana RADIUS

HasBaHue
nonsa

OnucaHuve

Mpumep 3HaueHus



https://datatracker.ietf.org/doc/html/rfc5424
https://datatracker.ietf.org/doc/html/rfc5424

HasBaHue

nonsa OnucaHue Mpumep 3HayeHunA
timestamp ||Bpems nonyyexus cobbiTvs B popmarte: yyyy-mm-ddThh:mm:ssZ. 2022-05-12T08:11:46.15869Z
node MmA, KOTopoe 0AHO3HAYHO MAEHTUDULMPYET YCTPOMCTBO, reHepupytoLiee 3To cobbiThe. utmcore@ntoorereaeda
event_type ||CtaTyc nonb3oBatensa (acct_status_type). start, stop, interim update,
accounting-on, accounting-off
action [encTBre, NPUHATOE YCTPOWCTBOM B COOTBETCTBUM C HACTPOEHHbLIMU MONTUTUKAMM. login
src_ip IP-anpec UCTOYHMKA, OTKyAa MPULLIO COOBLLEHME. 192.168.57.4
nas_ip IP-aapec NAS, aBTOpr30BaBLLEro Nosib3oBaTens. 172.16.1.4
framed_ip ||IP-aapec nonb3oBatens. 192.168.57.29
rule ||guid  ||YHUKanbHbBIA MAEHTUOUKATOP NpaBUna, cpabaTbiBaHUe KOTOPOro CO34ano CoObITHE. 16535060-5a1a-4€92-8331-
239406ec34da
user||guid  ||YHuKanbHbIM MAeHTUOUKATOP nonb3osatend. Ecnu nons3osatens Tvna Unknown, To 745591¢3-9d21-092d-8db4-
uaenTudurarop: 00000000-0000-0000-0000-000000000000. 5b9b0000044f
name ||Mma nonb3osartens. user_name
groups|(HassaHue rpynnbl, B KOTOPOW COCTOUT NONb30BaTeNb. test_group

Onucanuve wypHana UserlD

HasBaHue nonsa OnucaHue

Mpumep 3HaveHUn

timestamp

Bpemsa nonyueHun cobuiTna B popmarte: yyyy-mm-
ddThh:mm:ssZ.

2022-05-12T08:11:46.15869Z

node MmA, KoTopoe 0AHO3HAYHO MAEHTUDULMPYET utmcore@ntoorereaeda
YCTPOMCTBO, reHepupytoLLee 3To cobbiTHe.
reasons MpuumnHa, No KOTOpPoK BbINO co3aaHo CoBbITHUE. {\"user_groups_sids\":[\"S-1-5-21-3795870133-5220325-2125745684-
513\"\"S-1-5-21-3795870133-5220325-2125745684-512\" \"S-1-5-21-
3795870133-5220325-2125745684-572\"],
\"user_sid\":\"S-1-5-21-3795870133-5220325-2125745684-
1103\"\"login\":\"user1\",\"domain\":\"DEV\"\"event_id\":4624}
action [lefcTBre, MPUHATOE YCTPOWCTBOM B COOTBETCTBUMU C login
HACTPOEHHbBIMM NOUTUKAMM.
src_ip IPv4 uctouHuka cobbiTua. 10.10.0.11
rule |[guid YHUKanbHbIA MAEHTUdMKATOP NpaBuna, cpabaTtbiBaHue ([16535060-5a1a-4€92-8331-239406ec34da
KOTOpOro coszano cobbiTue.
name HassaHue npasuna, cpabaTtbiBaHWe KOTOPOro Bei3Bano ||dev.local
coObiTue.
type Tun cpaboTasLuero npaeuna. syslog




Ha;

3BaHWe nonAa

OnucaHue

Mpumep 3HaueHun

user

KOTOPOW COCTOUT MOSb30BaTEb.

guid YHWKanbHbIA naeHTMduKkaTop nons3osatend. Ecnum 745591¢3-9d21-092d-8db4-5b9b0000044f
nonbsosatenb Tvna Unknown, To naeHTudukaTop:
00000000-0000-0000-0000-000000000000.

name Mma nonb3osarens. user1

groups||guid ||YHuKanbHbIA naeHTMdMKATOP rpynmbl, B aa218609-8716-9252-df20-88c43a0d0bf6

name

HasBaHwue rpynnel, B KOTOPOW COCTOWUT MONb30BaTeb.

CN=Domain Users,CN=Users,DC=dev,DC=local




OT1yeThl



OnucaHue

Product: SWG
Version: 7.5.x
OTy4eTbl NpeHasHayeHb! AnA NoSyYeHUs CTPYKTYPUPOBAHHbBIX aHaNIMTUYECKUX JaHHbIX O COObITUAX, CBA3AHHbLIX C 6€30MacHOCTbLI0, MBMEHEHUAMMU B

KOH®UrypaLuum cucTemMbl U aKTUBHOCTbIO nonb3oBatenen. CDopMMposaHMe W pacchblyika 0T4eTOB NPOU3BOAATCA B aBTOMATU4YECKOM peXxnme Ha oCHoBe
npeaBapuTeribHO HAaCTPOEHHbIX NpaBui n LwabnoHos.

Yro6bl co3aaTh OTYET:
1. CospaiTe npaBuno co3aaH1aA oTyeTa.

2. 3anycTute co3aaHue oTyeTa BPYUHYH MU AOXKAMTECH MOMEHT, KOraa co3laHue oTyeTa 3anycTuTca B aBTOMATUUYECKOM PeXume no
yKasaHHOMy B npaBwuIie pacnucaHuo.

3. I'IonquTe oT4eT no SJ'IeKTDOHHOVI noyte, ecnu oTnpaBKa 6bina HacTpoeHa B npasune, unu cKavante I'IOJ'Iy‘-IGHHbII?I oT4yeT B pasaene
Co3naHHble OTYeThlI.

Hpumeqauuel'lpouecc CO34aHunA oT4eTa MOXXET NPoAo/NKaTbCA A0CTATOYHO ANUTENNbHOE BpeMA U MOXeT I'IOTpeﬁﬂ‘r'lTb 3Ha4YnTenbHOE KOJINYeCTBO

BbIYNCIIUTESIbHBIX PECYPCOB.
MpumeuaHneB oTueTax no TpaduKy (KPoOMe OTYETOB BEG-AOCTYNA) UCMOSb3YIOTCA AaHHblE U3 koMmnoHeHTa NetFlow. OTueThl BEG-A0CTyNa No TpapuKy
MCNosnb3yloT AaHHbIEe M3 XypHanos (aomeHbl, URL-kateropuun u 1. n.).



La6noHbl oT4ETOB

Product: SWG
Version: 7.5.x

C nomoLubto WabnoHoB onpeaenaeTca BHELUHMIA BUA U Nons, KoTopble ByayT ucnonb3oBatbes B oTyeTe. LLlabnoHbl 0T4eTOB NpeaocTaBnatoTcA
KomnaHuei-paspadoTtunkom UserGate.

MMOHBIA CMIMCOK WaBIoHOB AOCTYNeH B pasaene ypHanbl U oTueTbl - OTueThl -> LLIa6noHb.

LLla6noHoB oTyeTOB crpynnupoBaHbl MO KaTeropuam:

Monb3oBaTenbcKWit — rpynna LwabnoHoB No 0606LLEHHON CTATUCTUKe cpabaTbiBaHUA NpaBui OTYETOB.
Captive-noptan — rpynna wa6noHoB no cobbITuAM aBTopuUsaLMu nosb3oBartenei ¢ nomoLysto Captive-noprana.
Co6bITHA — rpynna WwabioHOB Mo COBLITUAM, PETUCTPUPYEMBIM B XKypHare COBbITU.

CeTeBaf aKTMBHOCTb — rpynna LwabnoHOB No COBLITUAM, PErUCTPMPYEMBIM B XypHane Tpaduka.

Be6-noptan — rpynna wabnoHos asTopusaumm yepes SSL VPN.

Tpaduk — rpynna wabnoHoB No coBbITUAM, PErMCTPUPYEMBIM B XypHarne Tpaduka 1 OTHOCALLMMCA K 06bemy noTpebneHHoro Tpaduka
nosb30BaTENAMM, NPUITOXKEHUAMM U T. M.

UserlD — rpynna wa6noHoB Ana cosaaHua ot4eTos no padote UserlD-areHTa.

Be6-aKTUBHOCTb — rpynna wabnoHOB No COBLITUAM, PErCTPUPyeMbIM B XypHane Be6-gocTyna.

Kaxabli WwabnoH coaepxut HasBaHUe, ONUcaHue v TUM oTobpaxeHnusa oTueTa (Tabnuua, rmctorpaMma, nupor).



lNMpaBuna oTyeToB

Product: SWG
Version: 7.5.x

MpaBuna oT4eToB coshatoTcs B pasaerne MypHanbl U oTyeTbl - OTueThl - MpaBuna oTYeTOB.

B npasune oTyeTa 3a4at0TCA NapameTpbl CO34aBaEMOro 0THETA, @ TaKKe PaCMUCaHHUe 3amycKa reHepalmumn oT4YeTa u cnocobbl ero JOCTaBKu.

I'Iapameprl npasuna co3aaHnA OTHETOB.

MapameTtp OnucaHue
BxknioueHo BrntoueHune unum oTKIOYEHWE NpaBuna co3gaHua otyeta
HasBaHue Hassanue npasuna
OnucaHue OnuuoHanbHoe nose And onUcaHuA npasuna

A3bIK oTUeTa

BriGop A3biKa, KOTOPbIKA GyAeT UCMoNb30BaH B OTYETE

AuanasoH

[lnanasoH BpeMeHH, 3a KOTOPLIM HEOBX0AMMO NOArOTOBUTL OTUET

dopmart oTyeTa

dopmat (PDF, HTML, XML, CSV), B KoTopom 6yAeT co3aaBaTbCA AaHHbIA OTYeT.

BanHo! Cosaarue otueTa B popmate PDF cosznaeT BbICOKyHO Harpysky Ha npoueccop v namAtb. Yem o6bemHee oT4eT, Tem
Bbille Harpyska. [na wabnoHos «Moapo6HbIi cnvcok Bcex noceleHHblx URL» W «MoapoBHbIA CMCOK BCEX NMOCELLEHHbIX
caiToB» aBTOMAaTUYECKH Ucrnonbayetca dpopmat CSV, HezaBUCMMO OT BbiGpaHHOro popmata

KonuuectBo
3anuceu

OrpaHuyeHune unucna sanucei, Kotopele 6yayT BHIBOAUTLCA B OTUETAX, B KOTOPLIX NPUCYTCTBYET OrpaHUYeHUe Mo KOMUeCcTBy TonN
3anvceit. Hanpumep, Ton-20 nonb3oBaTtenei ¢ oWMO0YHOM aBTopU3aLuei B Be6-KOHCOMM

Konuuecteo B

OrpaHquHMe yucna sanucen, KOTOpbIe 6y,ElyT BbIBOANTBLCA B OTYETaX, B KOTOPbIX MPUCYTCTBYET OrpaHnyeHue no KosindecTsy

rpynnupoBeKe N o °
(ecnm CrpynnupoBaHHbIX 3anucei. Hanpumep, Ton-10 nonb3oBaTenein no kaTeropuam — LA Kaxaon kateropun ByneT ykasaHo He Gonee
NPHMEHNMO) 10 nonb3oBaTenen. 310 orpaHUYEHUE NPUMEHWUMO TOSBKO A Tex LWabroHOB 0TYETOB, KOTOPLIE COAEPXAT rpynnMpoBaHue
MNonb3osaTenu ||Bbi6op nonb3osaTenemn unu rpynnel nonb3oBatene, AnA KoTopbix 6yaeT cosaaBatbea oTYeT. Ecnv octaBuTh None nycTbiM, OTYET
OyneT cospasaTbCA ANA BCEX Nonb3oBaTenem
La6noHbl Cnucok WwabnoHoB, koTopble ByayT MCNoNb30BaTbCA ANA NOCTPOEHUs oTyeTa. Heobxoaumo 1o6aBuTh xoTs Obl 0AWH WabnoH
Pacnucanune ana cosaanua oT4eTOB.
Bbl MOXeTe BbIOpaTh 0AHO U3 NPesyCTaHOBMEHHbIX 3HAYEHWUI UK yKasaTb BPEMSA BPYYHYHO B cron-¢popmMare: <MuHyThl: 0-59>
<yachl: 0-23> <aHu mecAaua: 1-31> <mecaubl: 1-12> <ann Heaenu: 0-6, rae 0 — BOCKpeceHbe>.
pn pyuyHOM BBOAE TakkKe MOXHO MCMONb30BaTb CleaytoLMe CUMBOSbI:
PacnucaHue « 3Besnouka (*) — aAnA Beibopa BCeX 3HauYeHu. Hanpumep, B none Ans BBoAa 4acoB CMMBOM 03HAYAET, YTO CO3AaH1e

oT4yeTa [OMKHO BbINOHATLCA K&XKAbIW Yac.
« Jedwc (-) — anA ykaszaHua ananasoHa 3HaYeHUN.
« 3anATan (,) — B KAYEeCTBE pasaenuTens 3Ha4YeHuN.

« Kocas uepra (/) — anAa ykasaHua wara Mmexay 3HauyeHuamu




OnucaHue

MapameTp
HacTpoiika oTnpasku co3aaHHOro oTyeTa Mo SNEeKTPOHHOM nouTe. [1na oTnpaBku oTyeTa yKaxuTe:
« Mpoduns SMTP, KoTopbi ByaeT Ucnonb30BaH Ans OTNpaBku oT4eToB. MoapobHee o HacTpoiike npodunert SMTP — B
pasaene «[1podunu onoBeLeH ».
Nocraeka ¢ OT — 1mA oTnpasuTena NUcbMa.

« Tema nucbMa — Tema nucbMa (subject).
« Teno nucbma — coaepX1Mmoe nucbma.

« [Monyyatenu — cnucok nonyyatenei nucema u3 6ubnuoteku «loytoBble aapeca»

MpumeuaHunellpoLecc co3aaHnsa oT4eTa MOXET NPOAOIKATLCA AOCTATOUHO ANTUTENBHOE BPEMA U MOXET NOTPe6NATL 3HAUMTENBHOE KOTMUECTBO
BbIYMCITUTENBHBIX PECYPCOB. BaXkHO yUMTHIBATL 3arpy3Ky PeCypCcoB NMpH 3anycke OTYETOB 3a GOMbLLOKH UHTEpPBas BPpeMeHH.

MpumeyuaHune s Toro, 4ToBbl 3aNycTUTL MPABUIIO OTYeTa He 06A3aTeNbHO BKOYATh EM0 U YKasbiBaTb BpeMs 3anycka npasuna. B pyuHom pexume
MOXHO 3anyCcTUTb SIl0BOK, B TOM YMCIIE OTKIOYEHHbIM OTYeT, ANA 3TOro B CMIMCKE NpaBui BolbepuTe TpebyeMoe NpaBumio 1 HaxXMUTE «3anycTuTb
ceituac». [OTOBbIN OTYET Nocne co3aaHnA ByaeT AOCTyneH B pasaene «Co3AaHHbIE OTYETbI».



https://docs.usergate.com/profili-opoveshenij_1113.html

Co3aaHHble oTYeThbl

Product: SWG
Version: 7.5.x

Bce cosaaHHble oTueThl XxpaHaTcA B pasgene XypHanbl U oTyeTbl - OTueTbl - Co3aaHHble oTyeThl . OTueThl coszgatotca B popmaTe PDF unu
CSV. [Ins Kakaoro oTyeTa yKasblBaeTCA HasBaHWe 0TYeTa, KOTOpoe CoBMnajaeT C HasBaHUeM NpaBua oTyeTa, KoTopoe ObISI0 UCMONb30BaHO ANA
€034aHUA AaHHOro OTYETa, BPEMA CO3AaH1A oTYeTa v pasmep otyeTa.

[nAa ckaumMBaHKA oTUeTa HXKMKUTE Ha daiin ¢ Co3AaHHbIM OTUETOM, ANA yAaeHna — YAanuTb.

JnA HacTPOMKKU BPEMEHN XpaHEHWA rOTOBbLIX OTHETOB (poTauun) HaxmuTe HacTpouTb. 3HaueHve no ymonyaHuio — 60 AHen.






	Table of Contents
	Журналы и отчеты
	Журналы
	Описание
	Журнал событий
	Журнал веб-доступа
	Журнал DNS
	Журнал трафика
	История поиска
	UserID-агент
	Поиск и фильтрация данных
	Экспорт журналов
	Описание форматов журналов

	Отчеты
	Описание
	Шаблоны отчетов
	Правила отчетов
	Созданные отчеты



