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KomaHzabl, AOCTYMHbIE 0 NEPBUYHON MHULMANM3aUMK y3na

Product: SWG
Version: 7.5.x

Ecnu ycTpoicTBO elle He NpoLuio nepBoHavanbHy MHuyManusaumto, B CLI focTyneH MMHUManbHbI Habop KoMaHA Ans HACTPOWKK CeTeBbiX
napameTpoB YCTPOMCTBA U 3anycka UHWLUanM3auuu.

MpumeuaHueB cnyyae c6on B paboTte Aapa CLI Takke MOXeT NnepeiTu B COCTOAHME 10 NEPBUYHON MHULMANMU3ALM.

KomaHAb! pexuma QUarHoCTuKu
B pexume AMarHoCTUKM AOCTYNHbI KOMaHZbl, NO3BONAOLLME NPOCMOTPETh!
e JOCTYMHOCTb CETEBLIX PECYPCOB;
o CTaTUCTHKY M MHDOPMaLMIO 06 UHTepdeiicax;
o nHdOopmaumio o 3anucax ARP;
« MHPOPMALMIO O MapLLpyTaXx;
e CUCTEMHYIO0 MHpOPMALHUIO.

Tawke B pexnme AMarHoCTUKM MOXHO BbINOMHATL MOHUTOPUHT CETEBOrO TpaduKka 1 AUArHOCTUKY paBoThl MPOTOKOSIOB AWHAMMUYECKOM
MapLLpyTU3aLuu.

BasoBble KOMaHAb! ynpaBleHuA yCTpOﬁCTBOM

Jns npocMoTpa TeKyLMX AaThbl U BPEMEHM Ha y3rie UCMOsb3yeTcs KoMaHaa:
Admin@SWG> date

s nepesarpysku yana UCrnosib3yeTcs KomaHaa:

Admin@SWG> reboot

s BbIKMOYEHNS y3ra UCMOsb3YETCA KoMaHaa:

Admin@SWG> shutdown

InA nepexoaa B peX1M KOHGUrypauum yana ucrnonbayeTca KoMaHaa:
Admin@SWG> configure

Ina sbixoaa us nHtepdenca CLI ncnonbsyetca komaHaa:

Admin@SWG> exit

KomaHabl NPOBEepPKHU AOCTYNHOCTU CeTeBbIX pecypcoB

Komanpa OnucaHue

MpoBepka 3annucu DNS aomena:

Admin@SWG> dig host <hostname> <parameters>
Admin@SWG> dig host <IP-address> <parameters>

dig B komaHzAe MoXHO Mcrnonb3oBaTth creaytowMe napameTpei:
« reverse-lookup — nonyyeHune umeHu yctporcTea no IP-agpecy;
« dns — ykasaHue IP-agpeca DNS-cepBepa;

« tcp — ucnonb3osaHue npoTtokona TCP Bmecto UDP




Komanpa OnucaHue

Mposepka aocTynHocTH cTopoHHero HTTP unu HTTPS-cepsepa. MoryT 6biTb UCMOMIb30BaHbI CEAYIOLLME NapameTpb:
« address — IP-agpec 1 nopT, AOMEHHOE UMA y3na — Ana NpoBepku gocTynHocTu no TCP; URL — ana HTTP;
« dns-ip — IP-aapec cepsepa DNS;
« dns-tcp — ncnons3osanne TCP Bvecto UDP ana DNS-3anpoca;
« check-cert — npoBepka SSL-cepTudukaTa;
« type — npoBepka AOCTYMHOCTH NO:
netcheck o http;
o tcp (ecnu nopT He yKkasaH, To ucnonbayetca nopT 80);
« data — 3anpoc coaepxvmoro canTta. [1o ymonuaHu1io 3anpallimBatoTCA TONbKO 3arosoBKU;
« timeout — mMaKkcMmanbHbIM TaM-ayT oxuaaHuA oTBeTa OT BeG-cepBepa;

« user-agent — napameTp AnA ykasaHuA Tuna 6paysepa. Ha HeKoTopbix canTax MoxeT ObiTh paspeLleH A0CTYMN TOMLKO C
onpeaeneHHbIx 6paysepoB. 3HauYeHWe NapameTpa yKasbiBaeTcA B ABOMHbLIX KaBblUKaXx.

Admin@SWG> netcheck type tcp address <host-domain-name> data on
Admin@SWG> netcheck address <host-domain-name>

[poBepka AOCTyMHOCTK onpeAenieHHoro yana. MoxHo 3aaate cneayrolme napameTphbi:
« host — IP-agpec unv agomeHHoe UmAa y3na.

« count — KONMYECTBO OTMpaBnAemMblx echo-3anpocos. Ecnu napameTp He 3adaH, oTnpaBka NakeToB OyAeT NPOMCXOAUTb, NokKa
coeaunHeHuWe He ByaeT npepBaHo Nonb3oBaTesieM (Ans npepbliBaHWA HeoOX0AMMO HaxkaTb KomOuHauuio knasuw Ctrl + C).

« numeric — He onpeAenATb UMeHa.

« timestamp — oToBpaxeHne BpeMeHHbIX METOK.
ping « interval — MHTepBan BpemeHu, Yepes KoTopkli OyAeT NPOM3BOANTLCA OTNPAaBKa NakeToB. YKasbiBaeTcA B CEKyHAAX.

« ttl— BpemsA xu3HKn naketa.

« interface — aapec BbIGpaHHOrO MHTEPdEiica ByAeT UCNOMb30BaTLCA B KAYECTBE aApeca UCTOYHWKA ANA BbIMOSHEHWA ping.
« mtu — MakcuManbHbIi pasmep 6110Kka AaHHbIX OTNPaBAeMbIX NaKeToB.

« virtual-router — umMa BMPTyanbHOro MapLupyT1saropa.

Admin@SWG> ping host <hostname> count <number>

TpaccupoBKa coearHeHUA A0 onpeaeneHHoro yana. MNapameTpbl KoMaHAabl:
« host <ip-or-domain> — IP-aapec nnn umA gomeHa, AnA KOTOPOro NPOM3BOAMTCA TPACCUPOBKA;
« interface <iface-name> — uHTepdeic, ¢ KoToporo ByayT OTNPaBNATLCA NAKEThI;
« not-map-ip — He uckatb hostname ans IP-agpeca npu oToGpaxeHuu;
traceroute
« use-icmp-echo — ucnonb3osatb ICMP echo;
« port — ykasatb NOpT BMECTO nopTa no ymonyaHuio (1 — 65535);

« min-interval — MMHUMaNbHBLIM UHTEPBA MEXAY NakeTamu.

Admin@SWG> raceroute host <hostname>

CraTtucTvka U Hdpopmauyua 06 nHTepdeiicax

[na oToBpaxkeHns MHPopmaLlmn 06 uHTEpdeiicax UCToNb3yeTca KoMaHaa:

Admin@SWG> show network interface

[na oToBpaxkeHUs CTATUCTUKM ONpeseneHHoro HTepdeiica 1 nHdopMaLuu 0 HeM UCMoNb3yeTCA Creaytolan KoMaHaa:
Admin@SWG> show network interface <interface-name>

Takke A0CTYNHO OToBpaeHUe TOMbKO MH(OPMALIMK UMK TONBKO CTATUCTUKKU MHTepdeica:

Admin@SWG> show network interface <interface-name> type info
Admin@SWG> show network interface <interface-name> type statistics

s oToBpaxeHnA cnucka yrnopanoYeHHbLIX UMEH CETEBLIX MHTEPGDENCOB U COOTBETCTBYIOLMX UM HUIUUECKUX aAPECOB NpeAHasHaueHa KomaHaa:



Admin@SWG> show network interface-mapping

Mpumeuanuelloa dusnueckumu agpecamu NoapasymMeBaroTca peanbHble annapartHble aapeca cetesbix kapT MNAK unu agpeca nHtepgencos,
HasHauyaemble CUCTEMOM BUpTYyanusaumu. MameHenna MAC-aapecos nHTepdeicos B HacTpoikax SWG aaHHOM KomaHaoi He oToBpaxatotes.
M3meHeHHble HacTporkamn SWG MAC-aapeca MOXHO NOCMOTpeTb KoMaHAaow: show network interface <interface-names.

YnopaaounsaHue HTepderncos NPOUCXOANT B COOTBETCTBMUM C HOMepoM nopTa B wnHe PCI.
[na ynanexna cnucka ncnosib3yeTca KoMaHaa:
Admin@SWG> clear network interface-mapping

Mocne nepesarpysku yCTPOWCTBA CMIUCOK OOHOBUTCA U CTaHET AOCTYMHBLIM AnA oTobpaxeHus. ATy onepaumio He0OX0AMMO BbINOMHATL NOCHe
no6aBneHnsa ceTeBbIX MOPTOB B HACTPOEHHOE YCTPOMCTBO.

ARP-3anucwu
Ina npocmoTtpa nHdpopmauymu o 3anucax ARP ncnonbsyertca komaHaa:

Admin@SWG> show network arp

Ina npocmotpa ARP-3anu1cei Bbl MOXeTe UCNOb3oBaTh GUIIbTPbI.

MapameTtp OnucaHue

interface ||HassaHue uHTepdeiica SWG

host IP-aapec yctpoincTea

mac MAC-agapec ycTpoicTsa

Admin@SWG> show network arp host <IP-address>
Admin@SWG> show network arp interface <interface-name>
Admin@SWG> show network arp mac <MAC-address>

MpumeyaHneB pexvme AMarHoCTUKM AEACTBMA NPOU3BOAATCA C CUCTEMHBIMU 3aMUCAMM; B PEXUME KOHDUrypaLum - co ctatnyeckumn ARP-
3anucamu.

Ona ynanenua cuctemHon ARP-3anucu ucnonb3yetca koMaHaa:
Admin@SWG> clear network arp interface <iface-name> host <ip>
[nA yaaneHua BCeX CUCTEMHbIX 3anucen Ha 3ajlaHHOM HTepdeince (MOXHO yKasaTb HECKONbKO MHTEPdENCOB) MCMONb3yeTCA KoMaHaa:

Admin@SWG> clear network arp interfaces [ <iface-name1> <iface-name2> ... ]
OTcnexuBaHUe NaKeToB

ﬂJ‘IF! BK1KOUEHUA (DyHKLlVIVI oTCnexmBaHUA NaKeToB UCNONb3yeTCcA KoMaHAaa:
Admin@SWG> show network trace

Bynet otoBpaxeHa cneaytowan tHpopmauma: IP-anpeca UCTOUHUKA U HA3HAYEHHWA, MPOTOKOS, HA3BaHMA BXOAALLMX U UCXOAALLUX UHTEpdEercoB,
Homepa TCP/UDP nopToB UCTOYHMKA M Ha3HaYeHUA.

nA BbIxoAa U3 pexumMa OTCNeXMBaHUA NakeToB HaXMUTEe komOuHaumto knaevw Ctrl + C.

MoHUTOPUHT TpadUKa
[nA MOHWTOPHHIa TpaduKa UCMONb3yeTCA KOMaHAa:
Admin@SWG> show traffic <parameters>

MapameTpbl MOHUTOPUHra TpadHKa.

Mapametp OnucaHue




MapameTp OnucaHue

OTo6paxkeH1e MHOPMaLMK 0 BXOASLLEM U UCXOAALLEM NOTOKax. MapameTpbl GunbTpaumu:
« source-ip — IP-agpec UCTOYHMKA;
e sSource-port— nopTt UCTOYHMKA,
o dest-ip — IP-agpec HasHaueHus;

flows « dest-port — nopT HasHaueHus;

« vlan-tag — ter VLAN;

« interface-name — HasBaHue nHTEpdENCa;

« node-name — HasBaHUe y3na;

e protocol — npoTokon

OTo6paxkeH1e MHPOPMaLMK O COeAMHEHUSIX: MPOTOKOS U ero HOMep; BPEMSA XM3HU 3anuck; IP-aapeca UCTOYHWKA M HAa3HAYEHUA, NOPThI
MCTOYHMKA M HasHauyeHuq; IP-aapeca MCTOYHMKA M Ha3HAYeHNA, MOPTbl MCTOYHKUKA M HA3HAYEHWA, KOTOPbIE OXMAAKOTCA B OTBETE; CTaTyC
ceccun (UNREPLIED unu ASSURED); konMuecTBO nepesaHHbIX U MPUHATLIX NakeToB U 6aMTOB; 30HA UCTOYHUKA; ABNAETCA NK aTa
ceccuA ceccueit nssectHoro SWG nonb3osartena u T. M..

BoamoxHa punbTpayma no napameTpam:
connections « protocol — npoTokon;

« source-ip — IP-aapec UCTOYHKKA;
« dest-ip — IP-agpec HasHayeHus;

« node-name — Ha3BaHue ysna;

« expect — oToOpaxeHne HeyCTaHOBNEHHbIX coeanHeHui (on/off)

Mpvmep KOMaHAbI MOHWUTOPUHIa TpaduKa:

Admin@SWG> show traffic connections dest-ip 192.168.0.100 expect on

MpocmoTtp nHpopmavuu LLDP
Jna npocmoTpa nHdopmaumu, nonydenHon no LLDP (Link Layer Discovery Protocol) ncnonesyetca komaHza:
Admin@SWG> show lldp <parameters>

MapameTpbl GUnbTPayum.

MapameTtp OnucaHue

Cnucok LLDP-coBMECTUMBIX YCTPOMCTB, Ha KOTOPLIX BKIKOUYEHA NoAAEpXKKa 0ObaABneHna LLDP.
« Chassis ID — naeHTMdUKaTOp LIACCH.
« SysName — umA cucTembl.
« SysDescr — onucaH1e cUCTEMbI, COAEPKUT MHPOPMaLMio 06 060pyAOBaHUM M ONEPALMOHHOW CUCTEME YCTPOMCTBA.

« Management — aapec coceaHero yctponcTsa (coaepxut aapeca IPv4 u IPv6, Homep nHTepdenca ykasaHHOro aapeca
ynpasneHus).

neighbors
« Capability — ¢pyHKUMM ycTpoiicTBa (HanpUMep, MapLUpyTM3aTop, KOMMYTaTop U T. M.).

o Port ID — naeHTMdUKaTop nopta ¢ Kotoporo 6bin nepeaaH LLDPDU (Link Layer Discovery Protocol Data Unit).
« PortDescr — onucanue nopra.

o TTL — BpemA xu3HKn nepeaasaembix naxketos LLDP




MapameTp

OnucaHue

statistics

CraTtucTvKa MHTEPHENCOB, B HACTPOMKaX KOTOPLIX Obin ykasaH npodusnb LLDP.
« Interface — HasBaHue uHTEPPEiiCa.
« Transmitted — o6Liee konuuecTBo Kaapos LLDP, nepeaaHHbIX yepes UHTEpdENcC.
« Received — o6Lee konuyecTso kaapos LLDP, nonyyeHHbIx Ha UHTepdeice.
« Discarded — 41crno NonyyYeHHbIX Ha 3TOM UHTEpdeice kaapos LLDP, koTopble 6biniv 0TOPOLLEHbI.
« Unrecognized — konnuectso kaapos LLDP ¢ HenoATBepXAeHHbIM COAEPKUMBIM, NMOSTYYEHHbIX Ha 3TOM UHTepdence.

« Ageout — B kaxaom kaape LLDP coaepxutca MHGOpMaLMUA 0 TOM, HACKOJBLKO A0SO ABAAETCA NpaBunbHON MHdopmayua LLDP
(cpok cTapeHnus). Ecnu B TeueHne cpoka cTapeHna HOBbIX KaApoB He NPUHATO, MHPopmauua LLDP yaanaetca.

« Inserted — konuuecTBo foBGaBneHU 3anucen ¢ MHpopmaumei o coceanx LLDP.

« Deleted — konuuecTBo yaanexui 3anucew o coceaax LLDP

MapLupyThl

Ana npocMOTpa BCEeX MapLLpyTOoB, coAepXalluxcAa B MapLupyTmMsaTope no ymondaHuo, MICNonb3yeTca KoMaHaa:

Admin@SWG> show network route <parameters>

MapameTpbl NpocMoTpa MapLLPYTOB.
MapameTtp OnucaHue
ip IP-anpec, MapLupyT A0 KOTOPOro He0BX0ANMO 0TOBPA3UTL
connected MapLupyTbl K CETAM, KOTOPbIE NOAKTIOYEHbI HENOCPEACTBEHHO K MHTepdeicam SWG. [laHHble MapLupyThl NOMeYeHbl CUMBOSOM «C» B
CnucKe MapLLpyTOB
kernel OT0BpaxeHWe MapLUpyToB, A06aBNEHHbIX aAMUHUCTPATOPOM; MapLLUPYThl MOMEYEHbl CUMBONOM «K» B CRIMCKE MapLUpyTOB
summary |[KonuyecTBo akTMBHbIX NoAkntoueHnin u 3anucer FIB (Forwarding Information Base)
osof OTOBpPaXEHWE MAPLUPYTOB, NOYYEHHBIX C MOMOLLbIO NPOTOKOMNA AMHaMUYeckon MapLupyTusauun OSPF. [laHHble MapLupyTbl NOMEYEHbI
P cumBonoM «O» B CNUCKe MapLLPYyTOB
b OTOOpPaXEHWE MAPLUPYTOB, NOYYEHHBIX C MOMOLLbIO NPOTOKOMA AMHAMUYECKOM MapLupyTu3auuu BGP; mapLupyTsl noMeyeHsl CUMBOSIOM
9P «B» B crnuncke mapLupyToB
" OTOBpPaXKEHWUE MAPLUPYTOB, NOMYYEHHBIX C MOMOLLbIO NPOTOKOMA AMHAMUYECKOM MapLupyTu3auuu RIP; MapLupyTbl NOMeYeHbl CUMBOSIOM
P «R» B cnucke mapLupyToB
virtual- o
router BupTyanbHbIi MapLupyTU3aTop, MapLUpyThl KOTOPOro Heo6xoanMmo 0TobpasnThb (<vrf-names | all)
MoHuTopuHr OSPF

JInarHocTuka u MoHMTOpuHT OSPF BLINOMHAETCA C MOMOLLIbIO KOMaHA, NMPeACTaBneHHbIX Huxe. OTobpaxenne nHdopmayun OSPF:

Admin@SWG> show network ospf

Admin@SWG> show network ospf <parameter>

MapameTp

OnucaHue

virtual-
router

BupTyanbHbli MapLupyTUsaTop, Anf KOToporo Heobxoanmo oTobpasutb obLuyto nHdopmaumio 06 OSPF: ( <vrf-names | all)




MapameTp

OnucaHue

route

OTo6pakeH1e MapLUPYTOB, NOSTy4EeHHbIX MO NPOTOKOY AWHAaMUYecKon MapLupyTusaumn OSPF

database

OTo6paxkeHa MHPOpMaLma:

« Router Link States: naketbl LSA (Link State Advertisement) Type 1 (Router LSA) nepenatotca mapLupyTusatopamu B npeaenax
OZIHOM 30Hbl; UCNONbB3YHOTCA ANA Nepedayn MHdOPMaL MK COCEAHWM MapLUpyTU3aTopaMm, HaXOAALLMUXCA B TOW Xe 30He, O
COOCTBEHHbBIX MHTEP(Ecax U CBOMUX COCEAsnX.

« Network Link States: naxketbl LSA Type 2 (Network LSA) reHepupytoTca BblaeneHHsIM MapLupyTu3atopom (Designated Router,
DR) anAa onucaxmna BCex MapLLpyTU3aTOPOB, NOAKTIOUEHHBIX K €r0 CErMEHTY Hanpamylto.

o Summary Link States: naketbl LSA Type 3 (Summary LSA) ¢popmMpytoTCA ¢ NOMOLLbIO NOrpaHuyHbIX MapLupyTusaTopos (Area
Border Routers, ABR). lNakeTbl coaepat cyMmapHoe CooBLLEHWe O HENOCPEACTBEHHO NOAKITIOUYEHHOM K HUM 30He, coolLLaoT
MHMOPMaLMIO B APYr1e 30HbI, K KOTOpLIM noaxntodeH ABR v nepenatotca B HECKOMBLKO 30H MO BCEW CETH.

o ASBR-Summary Link States: naketsl LSA Type 4 (ASBR Summary LSA) coo6LatoT 0 NpUCyTCTBUM aBTOHOMHOTO NOrPaHUyYHOro
MapLupyTusaTtopa (Autonomous System Border Router, ASBR) B apyrux o6nactax

neighbor

OTobpaxkeHne MHpOPMAaLMK O COCeasX:
o MaeHTuduKaTop cocena (MOEHTUdMKATOP MapLLIPyTU3ATOPA).

« [lpropuTeT. MapLupyTM3aTOp C HauBbICLLMM NPUOPUTET CTAHOBUTCA BblAENEHHbIM MapLupyTusatopom - Designated Router, DR.
Ecnu npuoputeThl MapLLpyTU3aTOPOB pasHbl, TO ByAeT BbiOpaH MapLUPYTM3aTop C HaUBOoMbLIMM MAEHTUPUKATOPOM.

« Coctofanue, Hanpumep, Full/DR, Full/BDR, Full/Drother.

« MHTepBan npoctosa — Bpems, Yyepes KoTopoe coeanHenne ¢ OSPF-coceaom ByaeT pasopBaHo, ecriv He ByeT NonydYeH naxket
Hello.

« |P-aapec nHTepdeica, kK KOTOPOMy MOAKIOYEH COCcea.
« WHTepdeiic, Ha KOTOPOM CHOPMMPOBAHO COCEACTBO MapLLPYTM3aTOPOB.
JloCTYyNHO yKkasaHue AOMOMHUTENbHbLIX NapaMeTpoB:
« interface-name — 6yayT oToBpaXkeHbl coceam, C KOTOPbIMU YCTaHOBIIEHA CMEXHOCTb Ha YKasaHHOM UHTepdeiice.
« all — oTo6paxeHue Tabnuubl CO BCEMM COCEasX.

« detail — oTo6paxeHne noapobHoW MHPOPMAL MK O coceanx

interface

OTobpaxeHne MHpopmauumn 06 nHtepdericax OSPF.
LlononHUTENbHO:
« interface-name — oTo6paxeHne MHPopMaLun 06 ykazaHHOM MHTepdeiice.

« traffic — ctatucTuka nepeaaHHbix n npuHATeIX NaketoB OSPF (Hello, Database Description, Link State Request, Link State
Update, Link State Acknowledgment)

border-
routers

OTo6paxkeH1e MHPOPMaLMK O MOTrPaHUYHbIX MapLIpyTU3aTopax

Komanaa ana nepesanycka npouecca OSPF:

Admin@SWGs clear network ospf <parameter>

MapameTtp OnucaHue

interface-name||HasBaHue nHtepdeica

virtual-router ||BUpTyanbHbIi MapLLpyTU3aTOP, Ha KOTOPOM HeoOxoaumo nepesanyctuts OSPF (<vrf-name> | all)

interface

UHTepdeiic, Ha KoTopom HeobxoaumMo nepesanycTutb npouecc OSPF (<interface-name>)

neighbor

Buibop cocenen, B OTHOLLEHWM KOTOPLIX ByAeT nepesanylieH NpoLecc

MoHuTopuHr BGP




Ina otobpaxkenuna Tabnuy BGP-mapLupyTmsatopa:

Admin@SWG> show network bgp

Admin@SWG> show network bgp <parameter>

MapameTp OnucaHue

virtual- o

router BupTyanbHbli MapLupyTU3aTop, MapLUpyThl KOTOpOro Heo6xoanMmo oTobpasnTb (<vrf-names | all)
ip IP-anpec, MapLupyT A0 KOTOPOro HEOBX0ANMO 0TOOPA3UTL

statistics ||OTobpaxeHue ctatucTuku BGP

OTob6paxeHne ntHpopmaumm o BGP-coceanx (aoctynHo otobpaxeHne nHdopmaunmu o6 onpeaesnieHHoM coceaie; He00X0AMMO yKasaHue
|P-anpeca cocena).
neighbors [lononHuTenbHble NapameTphbl, AOCTYMNHbIE NMPK YKasaHUM coceaa:

« received-routes — NpUHATbIE MApPLLPYThLI A0 NPUMEHEHUA K HUM BXoAALen nonuTukm (Routemap n dunbTpsl).

« advertised-routes — MapLUpyTbl, KOTOPblIE @HOHCUPYIOTCA yKasaHHOMY coceay

summary |(|[lpocMOTp KpaTkon MHpOpMaL UK 0 coceanx

ina BbINOMHEHUA NOBTOPHOrO 3anpoca nHpopmauun y BGP-coceaeit (06pbis TCP-ceccum):
Admin@nodename> clear network bgp <parameter>

MapameTpbl KOMaHAbI.

Mapametp OnucaHue

ip IP-anpec coceaa, ¢ KOTOpLIM NPoV3oMAeT 06pbLIB COeAMHEHUA ANA 0OHOBNEHWA MHPOPMALUK

virtual-router||HasBaHue BUPTYyanbHOro MapLUpyTM3aTopa, KoTopomy npuHaanexut BGP-cocen

B cnyuae, ecnu Ha coceaHnx ycTpoiicTeax noaaepxusaetca metoa Route Refresh, To MOXHO n3bexaTtb NOMHOM penHULManusalLmum ceccum ¢
coceZioM, 0TMpaBwB creyunanbHoe coobulerune Tvna ROUTE REFRESH. OTnpaska AaHHOro coobLeHua no3sonsaet 06HOBUTb MHpopMaLuto 6e3
npepbiBaHWA B MapLLpyTU3aLum.

Ina o6HoBneHua nHpopmaumm 6e3 06pbiBa CECCUM C COCELOM UCMONb3YeTCA KoManaa:

Admin@SWG> clear network bgp ip <neighbor-ip> soft in | out
Admin@SWG> clear network bgp virtual-router <vrf-names ip <neighbor-ip> soft in | out

MoHuTopuHr RIP

Ina otobpaxeHns nHdopmaumu RIP M3 Tabnuubl MapLLpyTU3aTopa no yMonyaHuio (aapec cetu, nonyderHslid no RIP; aapec Next Hop; meTpuka
MapLUpyTa; Tar MapLupyTa, MpeAHasHayYeHHbIA AnA pasaesneHnsa BHYTPEHHMX U BHELLHWX MapLLPYTOB; MUHTEPBAs BPEMEHHU, MO UCTEYEHNN KOTOPOro
MapLupyT 6yAeT Npu3HaH HEAEHCTBUTENbHBIM, ECITM MHPOPMAaLMA O HEM He Bbina nonyyeHa) UCnonb3yeTca KoMaHaa:

Admin@SWG> show network rip

Admin@SWG> show network rip <parameter>

MapameTpbl KOMaHAbI.

MapameTp OnucaHue

status Texywum ctaTyc RIP: Bepcua, TamMepsl, GUAbTPLI, pacnpocTpaHAemMble MapLUpyThl 1 T. M.

virtual-router||BMPTYanbHbIA MapLupyTM3aTop, MHdopmaumio o mapLupyTax RIP koToporo Heo6xoaumo oto6pasuts: <vrf-names | all

MOHUTOPUHI MynbTUKaACT-TpadHUKa



Jna npocmoTpa Tabnuubl MapLLpyTU3aLun MynbTUKacT-Tpaduka Ha MapLIpyTU3aTope No yMOM4YaH1Io UCNOosb3yeTca KoMaHAaa:

Admin@SWG> show network mroute

Admin@SWG> show network mroute <parameter>

MapameTpbl KOMaHAbI.

Mapametp

OnucaHue

count

OToGpaXkeH1e CTATUCTUKK O TPymnne U UCTOUYHUKE

virtual-router:

Bribop BUpTYanbHoro MapLupytusatopa: <vrf-names | all

summary CymmapHas MHpOpMaLMA O KKAOW 3anucu B Tabnuue MynbTUKaCT-MapLLpyTU3aLm

" Tabnuua MapLupyTM3aLmn MynbTUKacT-Tpaduka. JoCTynHo ykaszaHue napameTpa:

I « ip — oToBpaxeHue 3anucu AnA onpeaenexHoro IP-aapeca; aanee Heo6xoanmo ykasats IP-aapec
ip OTobpaxeHue 3anucu ana onpeaeneHHoro IP-aapeca; Heobxoaumo ykasats IP-aapec
MoHuTopuHr IGMP

MoHuTopuHr paboTel npoTtokona IGMP (Internet Group Management Protocol) AocTyneH ¢ ucnonb3oBaHMeM creaytoLein KoManabl (ykasaHue
napamMeTpoB ABnAeTcA 06A3aTeNbHbIM):

Admin@SWG> show network igmp <parameters>

MapameTpbl KOMaHAbI.

MapameTtp OnucaHue
virtual-
BriGop BUPTYanbHOMO MapLupyTM3aTopa
router
CraTtucTvKa no cooBLeHNaAM:
« IGMP Membership Query — coobLyeH1e cepeepa KIMEHTY, B KOTOPOM CEPBEP NPOCUT 0OHOBWUTL MOAMMUCKY Ha NonydYaemMble
KIIMEHTOM rpynnbl MHa4e, cepBep NepecTaHeT BeLaTb rpynny/rpynnel B A@HHbIA CETMEHT CETH.
statistics
« IGMP Leave — coobLuyeH1e KnMeHTa cepBepy; KIMEeHT coobLuaeT, uTo xenaeTt ybpartb MynbTUKACT-rpynny U3 cnucka
nonyyaembix.
« IGMP Membership Report — coo6LieHune kneHTa cepBepy; KUEHT XenaeT nonyyate TpaduKk 3Toi rpynnbl
join OTob6paxeHne nHpopmaumm o rpynnax IGMP

sources ||OToBpaxeHre MHopMaLMK 00 UCTOYHUKAX MYSbTUKACT-TpaduKa

groups

OToBpaxeHne MynbTUKaCT-rpynn, Nofny4YeHHbIX No npotokony IGMP. OTobpaxaeTca cneaytowasa WHbopMauua:

« OObLUee KoIMUecTBO rpyn.

« WHTepdeiic, yepes KOTOPbLIN rpynna AOCTYNHA.
« Anpec rpynnbi.

« Pexwvm INCLUDE nnn EXCLUDE.

« Taimep, onpeaenaAoLwmit Bpems, Yepes KOTOpoe MapLUpyTU3aTop NepecTaHeT nepeckinaTte Tpadmk Ha MHTEpdENC, ecrin He
6ynet nonyueH oteeTHbIN IGMP Membership Report.

. BpeMﬂ, B Te4eHMe KOTOPOro rpynna n3eectHa




MapameTtp OnucaHue

OTobpaxeH1e nHpopmauunn 06 nHTepdeice, CBA3AHHON C MyNbTUKACT-MapLUpyTU3aLMe:
« HasBaHue nHTEpdeEiica, ero ctatyc u aapec.
« Bepcua IGMP.
« Onpawwusarens u ero aapec (Querier).
interface
« TaiiMep, KOTOpbI 0GHYNAETCA KaXkAbIA pas, Kak NpMXoanT coobLieHne Query ¢ MeHbLUMM IP-aapecom.
JlocTynHoO ykasaHue:

« interface-name — HasBaHue uHTepdeca.

« detail — noapobHas nHdpopmauusa 06 uHTepodeiice

MoHuTopuHr PIM
MoHuTopuHr padoTel npoTokona PIM (Protocol-Independent Multicast) AocTyneH ¢ ucnonsb3oBaHueM creaytoLlei KoMaHabl:
Admin@SWG> show network pim <parameter>

MapameTpbl KOMaHAbI.

MapameTtp OnucaHue

virtual-router ||Bei6op BUPTYyanbHOro MapLupyTUaaTopa, Anf KOTOPOro HE0BX0ANMO 0TOBPasUTL MHDOPMALMIO

vxlan-groups|[MHdopmauyma o rpynnax VXLAN, MCMONb3YHOWKUXCA B MyfbTUBELLAHUA

statistics CrartucTuka npoTtokona

join OTo6paxkeHre HbopmMaumu o rpynnax PIM npoTokona

UHdopmauua o coceanx:
« WHTepodeiic, yepes koTopblit Bbina nonyyeHa MHpopmaLma o cocene.

o Anapec cocena.

neighbor
« Bpewms, ¢ nocnearero Hauana pa6otsl PIM.
« Bpewms, B TeueHuM KOTOpPOro cocea AOCTYMNEH.
« [lpuoputet DR
next-hop 3anwucu o aapecax next-hop
state MHdopmauua 06 usBecTHbIx S, G MapLupyTax, IIF (Incoming Interface), OIL (Outgoing Interface List)
rp-info OTobpaxeHue nHpopmaunn o Rendezvous Point (RP): aapec, paspelueHHble ASM rpynnbl ¢ AaHHoro RP
MHdopmauua 06 uHTepdeiicax, HacTpoeHHbIx AnA paboTtel PIM: HasBaHue u aapec uHTepdeiica, aapec DR v T.n.
Tarxe A0CTYNHO yKkasaHue napameTpoB:
interface « interface-name — Ha3BaHune nHTepdenca.

« traffic — cTaTucTMKa OTNPaBNEHHbLIX/NOMYYEHHBIX COOBLLEHMNA.

« detail — noapobHas nHdpopmauusa 06 uHTepodeiice

group-type ||Cnucok paspeLueHHbIX rpynnoBbix aapecos aAna SSM (Source Specific Multicast)

secondary ||OTobpaxkeHne uHpopmaumm 06 uHTepdeice ¢ ykasaHuem aononHutenbHoro IP-agpeca




OTOGpa)KEHMe CUCTEMHOM qu)opmaumd

Jna npocmoTpa Bepcuu MO cuctemMbl UCNONb3yeTcA KoMaHaa:

Admin@SWG> show system version

Ina oTobpaxeHns nHdpopmauumn o konuyectse akTueHbIX TCP/UDP/ICMP ceccuii Ha cucTeme UCnonbayeTca KoMaHaa:

Admin@SWG> show system sessions

JIina oToBpaxeHnn MHOPMaLMM O KONMYECTBE aKTUBHbLIX CECCHI MO OTAENbHLIM NPOTOKONAM UK BPEMEHHBIM MHTEPBANIaM UCMOMNb3yeTCA KOManaa:
Admin@SWG> show system sessions counters [ parameters ]

OunCTUTB CTATUCTHKY:

Admin@SWG> clear system sessions

JdunarHocTtuka paGOTbI MPOTOKOJ10B AUHaMUUYECKOM MapuwpyTtusaumu

C nomoLLblo KoMaHA 3TOro pasaena MoOXHO npocMaTpuBaTh coObiTuA debug-noroB NPOTOKOOB AMHAMUYECKOH MapLUpyTU3aLmu. Brntouerune B debug-
nor coBbITUI KOHKPETHOTO NPOTOKOMA BLIMOMHAETCA KOMaHAoH debug B pexume KOHOUrypaumu.

Jna npocmoTpa 3anucen debug-nora ucnoneb3yetcA KomaHAa:
Admin@SWG> show logs log routing <parameters>

JHanee Heobxoanmo yKasatb OAWH U3 napamMmeTpoB:

MapameTtp OnucaHue

all Bce npotokonel

rip Mpotokon RIP

bgp MpoTokon BGP

igmp Mpotokon IGMP

pim MpoTtokon PIM

ospf MpoTokon OSPF

bfd MpoTtokon BFD

msdp MpoTtokon MSDP

mroute Tabnuua MynbTUKacT-MapLupyTM3aLumm mroute
ssmpingd |[MHCTPYMEHT TecTupoBaHuA MynbTUKacT-BelllaHnAa ssmpingd

Ina BbiBoAa coObITUI debug-nora B KOHCOMb B peasibHOM BPpeMEHU UCMOMb3yeTcA KoMaHaa:

I'Ipocmmp CUCTEeMHbIX XypHanoB yCTpoﬁCTBa
A npocMoTpa CoBbITUI CUCTEMHBIX KYPHANOB YCTPOMCTBA UCMOMNb3yeTcA KoMaHaa:
Admin@SWG> show logs log core <static | dynamic>

MapameTpbl KOMaHAbI (static nu dynamic) onpeaenatoT pexum oToBpakeHUA COOBLLEHUI XXyPHANOB B KOHCOMM.

KomaHabl pexuma KoH$puUrypauyuu

B pexvme koHdUrypaymm AOCTYMHBI KOMaHAbl execute (koMaHAbl, KOTOPbIE HE OTHOCATCA K HACTPOWKe KOHdUrypauum ycTponcTea — ping, date,
traceroute u 7.n.), 6a30BbIe KOMaH/bl HACTPOWKKU YCTPOUCTBA M KOMaH/bl HACTPOWKU CETU (HACTPOMKA 30H, MHTEPGDENCOB, LLMHO30B U BUPTYarlbHbIX
MapLUpyTM3aTopoB, cTatuyeckux ARP-3anucen).



KomaHAabl execute

KomaHnabl MMeloT creaytoLLyto CTPYKTYpY:

Admin@nodename# execute <command-name>

Cnucok komaHa pasaena execute.

Komanpa

OnucaHuve

date

[MpocMOTp TeKyLLMX 3HaYEHU AaThl U BPEMEHM Ha y3ne:

Admin@SWG# execute date

dig

Mposepka 3anucu DNS aomena:

AdmMin@SWG# execute dig host <hostname> <parameters>
Admin@SWG# execute dig host <IP-address> <parameters>

B komaHze MOXHO Mcnonb3oBaTh CreayroLiMe napameTpb:
« reverse-lookup — nonyueHune umenu yctporcTea no IP-agpecy;
« dns — ykasaHwe IP-aapeca DNS-cepeepa;

« tcp — ucnonb3osanue npotokona TCP Bmecto UDP

factory-
reset

BosBspart ycTpoiicTBa B nepeoHavanbHoe COCTOAHKE (AOCTYMHO B Bepcum 7.5.0 1 BhiLLE):
Admin@SWG# execute factory-reset

Bce naHHble 1 napameTpbl 6y£lyT yTepAHbl. Bepcwﬂ MO He nameHutca: COXpaHUTCA BepCHUA, aKTyasilbHaA Ha MOMEHT 3anyCKa KOMaHAbl

install

[NepBoOHauanbHaA HaCTPOMKa YCTPOMCTBA.
Admin@SWG# execute install <parameter>
« Mmaster — HacTpoiiKa yCTpo#CTBa B Ka4ecTBe IMaBHOro y3na. 3aaante NorvH M naponb aAMUMHUCTpaTopa.
« slave — HacTpoWKa yCTpoMCcTBa B KauecTBe AOMNOSHMTENBLHOMO y3na Knactepa. YKaxuTe cneaytolme napameTpsbl:
o interface — nHTepdenca aAna NOAKNOUEHNA K KacTepy;
o master-ip — IP-agpec rnasHoro ysna;
o Mmaster-secret — CeKpeTHbI KoA, HeOOXOAUMBIW ANA NOAKIOUYEHHS y3na B KnacTep;

o slave-ip — IP-aapec pesepBHOro yana, KoTopbii 6yaeT HasHauyeH Ha MHTepdeic, UCNoMb3yembli ANA NOAKMOUEHUSA K
knactepy. MoxHo ykasatb B Buae IP-aapeca (Hanpumep, 192.168.0.1) unu B Buae IP-aapeca v macku noaceTu (Hanpumep,
192.168.0.1/24). JoctynHo B Bepcun 7.4.0 1 BbiLwe.

« gateway-address — IP-agpec wntosa. LLnto3 HeobxoanMMO yKasaTb, €Cnu y3ribl KnacTepa HaxoAATCH B pasHbIX NOACETAX.
« MC — HacTpoika ycTpoicTaa Yepes UserGate Management Center. Ykaxute crneayrowme napameTpbl:

o device-code — yHUKanbHbIN KOA YCTPOWCTBA, MCMONb3yeMbli AnA noaktoyveHns yana k UGMC;

o mc-ip — IP-aapec UGMC;

o login — 3anatb norvH aamuHnucTpatopa SWG;

o password — 3agaTb Naposb YY4ETHOM 3anucu aamuHucTparopa SWG




Komanpa

OnucaHuve

netcheck

Mposepka aocTynHocTM cTopoHHero HTTP unu HTTPS-cepsepa. MoryT 6biTb UCMOMIb30BaHbI CEAYIOLLME NapameTpb:
« address — AOMeHHOe UMA y3na Ansa nposepku aoctynHoct no TCP unn URL — ana HTTP;
« dns-ip — IP-aapec cepsepa DNS;
« dns-tcp — ncnons3osanne TCP Bvecto UDP ana DNS-3anpoca;
« check-cert — npoBepka SSL-cepTudukaTa;
« type — npoBepka AOCTYyMHOCTH NO:
o http;
o tcp (ecnu nopT He yKkasaH, To ucnonbayetca nopT 80);
« data — 3anpoc coaepxvmoro canTta. [1o ymonuaHuio 3anpallmBatoTCA TONbKO 3arosoBKHU;
« timeout — MaxkcUmanbHbIM TaiM-ayT OXMAAHUA OTBETa OT BeB-cepsepa;

« user-agent — napameTp AnA ykasaHuA Tuna 6paysepa. Ha HeKoTopbix canTax MoxeT ObiTh paspeLleH A0CTYMN TOMLKO C
onpeaeneHHbIx 6paysepoB. 3HauYeHWe NapameTpa yKasbiBaeTCcA B ABOMHbLIX KaBblUKaXx.

Admin@SWG# execute netcheck type tcp address <host-domain-name> data on
Admin@SWG# execute netcheck address <host-domain-name>

ping

[poBepka AOCTYMHOCTK onpeAenieHHoro yana. MoxHo 3aaath cneayolme napameTphbi:
« host — IP-agpec unv aomeHHoe nmAa y3na.

« count — KONKMYECTBO OTMpaBnAemMblx echo-3anpocoBs. Ecnu napameTp He 3adaH, oTnpaBka NnakeToB OyAeT NPOUMCX0AUTh, NoKa
coeaunHeHuWe He ByaeT npepsBaHo Nonb3oBaTesieM (Ans npepbliBaHWA HeoOX0AMMO HaxkaTb KomMOuHauuo knasuw Ctrl + C).

« numeric — He onpeAenATb UMeHa.

« timestamp — oTo6paxeHne BpeMeHHbIX METOK.

« interval — MHTepBan BpemeHu, Yepes KoTopkli OyAeT NPOM3BOANTLCA OTNPAaBKa NakeToB. YKasbiBaeTcA B CEKyHAAX.

« ttl— BpemsA xu3HKn naketa.

« interface — azpec BbIGpaHHOrO MHTEPdEiica ByAeT UCMOMb30BaTLCA B KAYeCTBe apeca UCTOYHWKA ANA BbINOSHEHWA ping.
« mtu — MakcuManbHbIi pasmep 6110Kka AaHHbIX OTNPaBAeMbIX NaKeToB.

« virtual-router — umA BUPTyanbHOro MapLupyT13aTopa.

Admin@SWG# execute ping host <hostname> count <number>

reboot

Mepesarpyska ycTponcTea:

Admin@SWG# execute reboot

restore-
mac

BoccranosneHne mac-aapeca uHtepdenca:

Admin@SWGH# execute restore-mac interface <interface-name>

shutdown

BoikntoueHune ycTponcTaa:

Admin@SWG# execute shutdown

traceroute

TpaccupoBka coeaMHeHnA A0 onpeaesieHHoro yana. MNapameTpbl KOMaHAbI:
« host <ip-or-domain> — IP-aapec nnn umAa gomeHa, AnA KOTOPOro NPOU3BOAMTCA TPACCUPOBKA;
« interface <iface-name> — uHTepdeic, ¢ KoToporo GyayT OTNPaBNATLCA NAKETLI;
« not-map-ip — He uckatb hostname ans IP-aapeca npu oToBpaxeHuu;
« use-icmp-echo — ucnonb3oatb ICMP echo;
« port — ykasaTb NoOpT BMECTO nopTa no ymonyaHuio (1 — 65535);
« Mmin-interval — MMHUManNbHbBIA MHTEPBaN MeXAy NakeTamu.

Admin@SWG# execute traceroute host <hostname>




KomaHAabl HACTPOMKK YCTPOHUCTBA
Ha ypoBHe settings cli HacTpavBatoTca cneaytolime napaMmeTpbl paboTbl UHTepdenca KOMaHAHOW CTPOKK:
« BMA CUCTeMHOro npurnawuedua (prompt) koHconwu CLI;
o YPOBEHb eTanun3aynn AMarHOCTUKH.
[na HacTpoOWKK cucTemHoro npurnawenuns koHconu CLI ucnonbsyetca komaHaa:
Admin@SWG# set settings cli custom-prompt <new-custom-prompt>
Bbl MOXeTe NoMeHsTb CUCTEMHOEe NpurnatleHne B koHconu CLI ¢ ycTaHoBneHHOro no ymonyanuto (Buaa: Admin@nodename#) Ha yao6Hoe Bam.
Hanpumep, uTo6bl NOMeHATL BUA cucTeMHoro npurnatieHna Ha NodeAABBCC, BbINOMHUTE CrieAytoLLyo KOMaHAay:

Admin@SWG# set settings cli custom-prompt NodeAABBCC
NodeAABBCC#

BepHyTb cucTEMHOE NpUrnalleH1e B NepBoHaYanbHOe COCTOAHUE MOXHO C MOMOLLbHO KOMaHAbI:
Admin@SWG# set settings cli custom-prompt default
MpumMep MCnonb30BaHUA KOMaHAbI:

NodeAABBCC#
NodeAABBCC# set settings cli custom-prompt default
Admin@SWG#

Yrtobbl 3a4aTh ypOBEHL AeTanu3alum AMarHOCTUKM UCTIONb3YeTCA CreayoLas KomaHaa:
Admin@SWGH# set settings cli log-level <off | error | debug | warning | info>
Bbl MOXeTe yCTaHOBMTL CreayroLiMe ypoBHU AeTann3alnu:

« Off — OTKTIOUNTL XypHanupoBaHue;

o €Iror — TOJbKO OLLIMOKH;

« warning — oWw1OKK 1 NpeaynpexaeHus;

« info — owwmMBKK, NpeaynpexaeHUs 1 JONONHUTENbHAA WHdOPMALXS;

« debug — mMakcumanbHana feTtanusauus.
MocMOTpeTh TEKyLUUE 3HAUYEHUA NapameTpoB paboTbl MHTepdEenca KOMaHAHOW CTPOKA MOXHO C NMOMOLLbIO KOMaHAbI:
Admin@SWG# show settings cli
s BKIIKOUEHUA UMW OTKITFOUEHMA PEXMUMA YCKOPEHHON 06padoTkv TpadHKa UCrosb3yeTcs KoManaa:
Admin@SWG# set settings fastpath enabled <on/off>
Jns NpocMoTpa HaCTPOWKK PEXMMA YCKOPEHHOH 06paboTkM Tpaduka UCNoNb3yeTca KoMaHAaa:

Admin@SWG# show settings fastpath

KomaHabl HacCTPOWKK ceTeBbiX NapamMeTPoB YCTPOUCTBA

HacTpo#iku ceTeBbIX NapamMeTpoB BhINOSHATCA HA YPOBHE network.

HacTtpo#nka 30H
,[lJ'IF! CO34aHnA 30HbI UCNONb3YyeTCA KoMaHAaa:
Admin@SWG# create network zone <parameter>

[MapameTpbl HACTPONKKM 30H.

MapameTtp OnucaHue

name HasBaHwue 30HbI




MapameTp

OnucaHue

dos-
protection-
syn

3awuta 30HbI OT ceteBoro ¢pnyaa ana npotokona TCP (SYN-flood):

« enabled — BKNOYEHWE/OTKITOUEHUE 3aALLUMTHI.

« aggregate — cymMmMMpoBaH1e NaKeToBs:
o ON— CYUTAOTCA BCE NaKeTbl, BXOAALIME B MHTEPDENCHl AaHHOM 30HbI;
o off — nakeTbl cunTaroTca oTAenbHO Ana kaxaoro IP-aapeca.

« alert-threshold — nopor yBeaomneHunsa. ECnu KonnMyecTBo 3anpocoB NpeBbILLaeT yKasaHHbIA NOpor, MPOUCXOAMUT 3anuchb CoObITUA
B CMCTEMHbIN XypHaJT.

« drop-threshold — nopor oT6pacbiBaH1A nakeToB. Ecin KonMuecTBo 3anpocoB NpeBbILLAeT yKkazaHHoe 3HadeHne, UserGate
oTOpackiBaeT NakeTbl U 3aNMUCLIBAET 3TO COOLITUE B CUCTEMHbIN XypHAJT.

« excluded-ips — cnucok IP-anpecos, KOTOpble HEOBXOANMO UCKITHOUUTb U3 3aLLUTbI

dos-
protection-
udp

3awmTa 30HbI OT ceTeBoro ¢nyaa ana npotokona UDP:

« enabled — BKNHOYEHME/OTKITHOUYEHME 3ALLUTbI.

« aggregate — cymMMMpOBaHWE NaKeToB:
o ON— CUMTAIOTCA BCE MAKEThI, BXOAALLME B MHTEPPENCh AaHHOM 30HbI;
o off — nakeTbl cuuTatoTcA oTAENbHO AnA kaxaoro IP-aapeca.

« alert-threshold — nopor yBesomnexusa. ECnv KonmMyecTso 3anpocoB NPeBkILAeT AaHHbIA MOPOr, TO MPOUCXOAMUT 3arnucb COOLITUA B
CUCTEMHBIN XXypHar.

« drop-threshold — nopor ot6packiBaHuA nakeToB. Ecnu KONMYECTBO 3aNpoCcoB NPEBLILLAET yKadaHHoe 3HaveHue, To UserGate
oTOpackiBaeT NakeThl U 3anuUCLIBAET AaHHOE COBbITUE B CUCTEMHBIN XypHar.

« excluded-ips — cnucok IP-aapecos cepBepoB, KOTOPbLIE HEOOXOAMMO UCKIHOUYNTbL U3 3alLnTbI

dos-
protection-
icmp

3awyuta 30HbI 0T ceTeBoro dnyaa ana npotokona ICMP:

« enabled — BKNOYEHME/OTKITHOUEHWE 3aALLMUTI.

« aggregate — CyMMMUpPOBaH1e NaKeToB:
o ON— CYUTAIOTCA BCE NaKeTbl, BXOAALIME B MHTEPDENCH! AaHHOW 30HbI;
o off — nakeTbl cunTatoTca oTAenbHO Ana kaxaoro IP-agpeca.

« alert-threshold — nopor yBesomnenus. Ecnv KonMyecTBo 3anpocoB NPeBbILIAET AaHHbIA MOPOr, TO MPOUCXOAUT 3arnucb cOObITUA B
CUCTEMHBIW XXypHar.

« drop-threshold — nopor oT6pacbiBaH1A nakeToB. Ecnin KonMuecTBo 3anpocoB NpeBbILLAET yKkazaHHoe 3HadeHue, To UserGate
oTOpackiBaeT NaKeTbl U 3anNMUCLIBAET AaHHOE COBbITUE B CUCTEMHBIN XXypHaIT.

« excluded-ips — cnu1cok IP-aapecoB cepBepoB, KOTOPbIE HEOOXOAMMO UCKIHOUUTL U3 3aLLMUThI




MapameTp

OnucaHue

enabled-
services

MapameTpbl KOHTPOA AOCTYMA 30HLI:

« "Any ICMP": paspelueHune “cnonb3oBaH1a koMaHAabl ping aapeca UserGate.
« SNMP: goctyn k UserGate no npotokony SNMP (UDP 161).

« response-pages: paspeLleHne Ans nokasa cTpaHuubl aBTopusauun Captive-nopTtana u ctpaHuubl 6nokuposku (TCP 80, 443,
8002).

o rpc: XML-RPC ana ynpasneHus - no3sondAeT ynpasnaTte npoaykrom no APl (TCP 4040).

« ha: cepsuc, Heobxoaumeli Ana obbeanHeHna Heckornbkux yanos UserGate B knactep (TCP 4369, TCP 9000-9100).

o VRRP: cepsuc, HeobxoanMbIi Ansa o6beanHeHUa Heckonbkux y3nos UserGate B oTkasoycToiumBblit knacTep (IP npoTtokon 112).
« "Admin Console": aoctyn k Be6-koHconu ynpasnenua (TCP 8001).

« DNS: noctyn k cepsucy DNS-npokeu (TCP 53, UDP 53).

« "HTTP Proxy": noctyn k cepsucy HTTP(S)-npokecu (TCP 8090).

» "Authorization agent": nocTyn k cepsepy, HeobxoauMbli Ana paboTel areHToB asTopusauun Windows v TepMUHabHbIX CEPBEPOB
(UDP 1813).

« "SMTP Proxy": cepeuc ¢punbtpauun SMTP-Tpaduka oT cnama v BupycoB. Heo6xoanm TONBKO Npu Ny6nvkaumm noyToBoro
cepsepa B MHTepHerT.

« "POP3 Proxy": cepsuc ¢punbTpaummn POP3-Tpaduka ot cnama 1 BupycoB. Heo6xoanm TonbKo npy ny6rvkauui noYToBoro
cepsepa B UHTepHeET.

o "CLI over SSH": noctyn k cepsepy Ana ynpasneHua um ¢ nomotbto CLI (command line interface), nopt TCP 2200.
« VPN: goctyn K cepsepy Ana noAxkntoyeHna k Hemy knventos L2TP VPN (UDP 500, 4500).

« SCADA: cepsuc punbtpauymnm ACY TM-tpadura. Heo6xoamm Tonbko npu koHTpone ACY TM-tTpaduka.

« "REVERSE PROXY": cepBuc, HeoOX0aWMbIW AnA ny6GnukaumMu BHYTPEHHWX PECYPCOB C NOMOLLLIO Reverse-npoKeu.
« "PROXY PORTAL": cepBuc, HeobxoanMbli Ana ny6nukalnmu BHYTPEHHUX pecypcoB ¢ nomoLlbto SSL VPN.

o L7 DNS: petektupoBanue tpadpuka DNS Ha ypoBHE NpUNOXEHHUA.

o L7 NTP: netextuposanue Tpadpuka NTP Ha ypoBHE NpUIOXEHUN.

« "SAML SERVER": Bbibop SAML-cepBepa B Cnucke CepBUCOB 30HbI 1 06LiMx HacTpoikax UserGate.

« "Log Analyzer": cepeuc aHanusaTopa xypHanos Log analyzer. Heo6xoanMMO BKITHOUMTB €70, ECIIU MIIAHAPYETCA UCTONb30BaThb
AaHHbIN cepeep UserGate B kauecTtse Log analyzer (TCP 2023 n 9713).

« "Dynamic routing OSPF": cepsuc anHamuueckoi mapLupytusauum OSPF.
« "Dynamic routing BGP": cepsuc anHamunueckoi mapLupytusauum BGP.

« "SNMP Proxy": cepBuc Ucnonb3yeTca Ana NOCTPOEHUA pacnpeaeneHHON CUCTEMbI MOHUTOPUHIa (MO3BOMAET perynnposaTtb
HarpysKy ¥ opraH1M30BbIBaTb MOHUTOPUHI pacnpeAesieHHON CeTeBO MHPPACTPYKTYPhI).

« "SSH Proxy": cepsuc, ncnonb3ayoLmninca ana nHmummnposaxua tpapurka SSH.

« Multicast: cepsuc MynbTUKacTUHra.

« NTP: goctyn K cepBucy TOUYHOro BpeMeH#, 3anyLeHHomy Ha cepsepe UserGate.
« "Dynamic routing RIP": cepsuc anHamuyeckon mapLupyTmsaumu RIP.

« UserlD agent: cepeuc ana ocyLiecTsrieHna Npo3payHoin ayTeHTudukaummu. B kauecTse UCTOUHMKA AaHHBIX ayTeHTUPUKaL UK
ucnonb3ytotca xypHans! ActiveDirectory u Syslog.

« BFD: cepsuc Bidirectonal Forwarding Detection ana 6eicTporo o6HapyxeHusa ceTeBbIX OLLUMOOK

service-
addresses

YkasaHue paspelueHHbIx |P-aapecoB ans cepBUCOB:

« service — BbIGOP CEPBUCOB (CMMCOK COOTBETCTBYET enabled-services);
« allowed-addresses — paspelLeHHble agpeca:

o allowed-ips — ykasaTb paspeLueHHble IP-aapeca;

o geoip — ykasaTtb koa GeolP;

o ip-list— ykasaTtb 3apaHee cosfaHHbIi B 6MbnnoTeKe anemeHToB cnucok IP-aapecos




MapameTtp OnucaHue
antispoof-
BrtoueHne/oTknoueHmne sawuTel ot IP-cnyduHra

enabled u ye
antispoof- Mpu antispoof-negate on aapeca UCTOUHMKOB, yKa3aHHble B 3HaUYeHWH ip-spoofing-networks, ByayT ABNATLCA aapecamu, KOTopble He
ne a?e MOryT BbITb NOMyYeHbl HAa MHTEpGEcax AaHHOW 30HbIl. B aTom cnyyae GyayT oTOPOLUEHb NakeTsl C ykasaHHbIMK |P-agpecamu

9 MCTOYHMKOB
geoip Koabl GeolP, koTopble ucnonbaytorca B 3awute oT IP-cnyduHra
ip-list Cnucok IP-aapecos, koTopble UCNONb3ytoTCA B 3awute ot IP-cnyduHra

Jna nameHenuna napamMeTpoB 30HbI UCMOMb3yeTCcA KoMaHAda:

Admin@nodename# set network zone <zone-name> <parameters>

MpuMep M3MeHeHWA NapamMeTpPoB 30HbI:

Admin@SWG# set network zone Test_zone dos-protection-syn enabled on

Ana yaaneHua 30HblI UK ee napamMmeTpoB UCNOJIb3yeTCA KoMaH4a:

Admin@nodename# delete network zone <zone-name>

Ana npocMOoTpa napamMeTpoB 30H UCMNONb3yeTCA KoMaHAaa:

Admin@SWG# show network zone

HacTtpouka nHtepdencos

Bbl MOXeTe HacTpouTb creaytoLLme TUMbl MHTepdeincoB:

« bond;

« bridge;

« loopback;

L]
<
I
B e
@

» adapter.

Jna cosaaHna bond-uHtepdenca ncnonbsyeTca komaHaa:

Admin@SWG# create network interface bond <parameters>

MapameTpbl bond-uHTepdeica.

MapameTtp Onucaxue

enabled ||BrkitoueHune/oTkoueHne uHTepdeiica

interface- ||Heo6xoa1MO BBECTM HOMeEp, KOTOPLIM ByAeT 0ToBpaxeH B UMeHU UHTepdeica (Hanpumep 1, Toraa HasBaHWe Co3AaHHOro UHTepdeica
name 6ynet bond1)

zone 3oHa, KoTopoi ByaeT npuHaanexats 6oHA-MHTEPdEiiC

JlononHuTenbHLle napameTpbl 6oHA-UHTepdeica:
« mode — pexum paboTsl BoHaa:

o round-robin — pexum Round robin (naxkeTel 0TNpaBnAlTCA NocnefoBaTesibHO, Ha4UHanA ¢ NepBOro AOCTYMNHOMO
UHTepdeica 1 3akaHuMBan nocneAHUM. 3Ta NOSIMTUKA NPUMeHAETCA A 6anaHCUPOBKK Harpy3sKu U OTKA30YCTOMYMBOCTH).

o active-backup — pexum Active backup (Tonbko oanH ceTeBoi MHTEPPENC U3 0O0BEANHEHHBIX ByAeT aKTUBHbBIM. [pyroi
MHTEpdENC MOXET CTaTb aKTUBHbLIM TOMBKO B TOM Criyyae, Kora ynaaeT TeKyLUMiA aKTUBHbIA nHTepdenc. [Mpu Takon
nonutuke MAC-aapec 60HA-UHTEPPENCA BUAEH CHAPYXM TOSBKO Yepes OZMH CETEBOM NOPT, BO U3BexaHne NnofABeHnus
npo6em ¢ KoMMyTaTopoM. [laHHasa NonuTUKa NPUMEHAETCA AnA 06ecneyeHns 0TKa3oyCTONYUBOCTH).

o xor — pexum XOR (nepenava pacnpenenaeTca Mexay CeTEBbIMU KapTamu ucnonb3ya dopmyny: [(«<MAC-aapec




MapameTp

WCTOUAVKa» XOR «MAC-aApec HagHadennd») Mo MOAYIT0 «UNCIO NHTEPQEVCOB»>]. I 10TyqaeTCA, OAHa Vi Ta )Ke CeTeBan
KapTa nepeaaeT NakeTbl OAHUM M TEM Xe NOyYaCividhNEIMOHaNbHO pacnpeaeneHue nepeaadn MoxeT ObiTb OCHOBAHO
1 Ha nonuTHKe «xmit_hash». Monutuka XOR npumeHseTca ana 6anaHcUpoBKK Harpysku u obecnedeHns

bonding

OTKa30yCTOWYMBOCTH).

o broadcast — pexum Broadcast (nepesaeT Bce Ha Bce ceTeBble MHTEpPdENChI. DTa NONUTHUKA NPUMEHAETCA ANA
0TKA30yCTOWYMBOCTH).

o 802.3ad — pexum IEEE 802.3ad (pexwvm padoThl, yCTAHOBNEHHbIH MO yMONYaHuio, noaaepxueaetca 60MbLWUMHCTBOM
ceTeBbIX KOMMyTaTopos. Co3aaloTCA arperMpoBaHHbIE rPyMnbl CETEBLIX KapT C OAMHAKOBOM CKOPOCTHIO U AynnexkcoMm. MNpu
TakoM o6beAMHEHUM Nepesaya 3aAeicTBYEeT BCe KaHasbl B aKTUBHOM arperauuu cornacHo ctaHaapty IEEE 802.3ad.
Bribop, Yepes Kakoi UHTepderc 0TNpaBnATb NakeT, oNpeaensaeTca NoSMTUKOM; Mo yMonuyaHuio ucnonbayetca XOR-
MOSMTHKA, MOXHO TaKKe UCMonb3oBaTb «xmit_hash» nonnTuky).

o transmit — pexxum Adaptive transmit load balancing (vcxoaawmin Tpadpuk pacnpenenaeTca B 3aBUCUMOCTH OT
3arpy>XeHHOCTU KXXJO0W CeTEBOM KapThl (ONpeaenaeTca CKOPOCThIO 3arpysku). He TpebyeT A0ONONHUTENBHON HACTPOMKK Ha
KoMMmyTaTope. Bxoaalmii Tpad vk NPUXOAUT Ha TEKYLLYHO CeTeByto KapTy. Ecnn oHa BeIXOAMT K3 CTPOA, TO Apyran ceTesas
KapTa 6epeT cebe MAC-aapec BbilleALeN U3 CTPOA KapTbl).

o load — pexum Adaptive load balancing. BkntoyaeT B ce6a npeablayLLyto NOMUTUKY MKOC OCYLLeCcTBNAeT 6anaHCUpPOBKY
BXoAfALLero Tpaduka. He TpebyeT A0NOMHUTENBHOM HACTPOWKK Ha KOMMYTaTope. BanaHcupoBka BxoasALLero Tpaduka
nocturaetca nytem ARP-neperosopos. [paiiBep nepexsatbiBaeT ARP-0TBEThI, OTNpaBnfaemble C NTOKaNbHbIX CETEBbIX
KapT Hapyxy, 4 nepenuceiBaeT MAC-aapec UCTOUHMKA Ha OAMH U3 yYHUKanbHbiXx MAC-aapecoB ceTeBO KapThbl,
yuyacTeymoLlen B 06 beamHeHun. Takum 06pasom, pasnMuHbie M1pbl UCMonb3yoT pasnuuHsle MAC-aapeca cepeepa.
BanaHcupoBka BxoadALlero Tpaduka pacnpeaenaeTca nocneaosarensHo (round-robin) mexay nHtepdencamu.

« mii-monitoring — nepuoanyHocTb MII-MOHUTOpHHIa B MUnnucekyHaax. OnpeaenseT, Kak yacto 6yaeT npoBepATLCA COCTOAHUE
NIMHAW Ha HafMyne OTKa3oB.

« down-delay — Bpemsa (B MUNIIMCEKYHAAX) 3a€PXKM NEpea OTKIIOYEHWEM UHTepdeica, ecnv npousoLuen cboi coeamHeHusa. dta
onuuA AehCTBUTENBHA TONMLKO ANnA MoHUTopKHra MIl (miimon). 3HaueHne napameTpa A0MKHO ObITb KpaTHLIM 3HaYEeHUAM miimon.

o up-delay — Bpems 3a4epXK1 B MUITTUCEKYHAAX, NEPea TEM Kak MOAHATL KaHas npu o6Hapy)XXeHUU ero BOCCTaHOBMEHHA. JTOT
napameTp BO3MOXeEH TONbKo npu MIl-moHuTOpUrHre (miimon). 3HayeHne napameTpa A0MKHO ObiTb KpaTHBIM 3HAYEHUAM miimon.

« lacp-rate — uHTepBarn, ¢ koTopbiM ByayT nepeaaBaTbea napTHepoM LACPDU-nakeTsl B pexxvme 802.3ad. BoaMoxHblE 3HaYeHUs:
o slow — 3anpoc napTHepa Ha nepefadvy LACPDU-naketoB kaxable 30 CekyHA;
o fast — 3anpoc napTHepa Ha nepeaavy LACPDU-nakeToB Kaxayro CekyHay.

« failover-mac — onpeaeneHuve cnocoba HasHaueHua MAC-aapecoB Ha 06beanHEeHHble MHTepdeichl B pexume Active backup npu
nepexntoyeHnn nHTepdencos. BoaMoXxHbIe 3HaUYeHUA:

o disabled — yctaHaBnvBaeT oanHarkosblt MAC-aapec Ha Bcex MHTepdeicax BO BPeMA NEPEKTIOUEHNS.

o active — MAC-aapec Ha 6oHa-uHTepdeiice ByaeT Bceraa TakuMm xe, Kak Ha TEKYLLeM akTUBHOM uHTepdeiice. MAC-
azpeca Ha pesepBHbIX MHTepdeicax He uameHstoTcAa. MAC-aapec Ha 6oHA-MHTepdeirce MeHAeTcs Bo BpemMs 06paboTku
oTKasa.

o follow — MAC-aapec Ha 6oHAa-UHTepdeice ByaeT TakuM Xe, Kak Ha NEPBOM MHTepdelice, A06aBrIeHHOM B 00 beANHEHWE.
Ha BTopom 1 nocneaytowem nHtepdeiice atot MAC He ycTaHaBnuBaeTCA, NoKa OHW B pesepsHOM pexume. MAC-aapec
nponucelBaeTcA BO Bpema 00paboTkv 0TKasa, Koraa pe3epBHbI MHTEpdENC CTAHOBUTCA aKTUBHLIM, OH MPUHUMAET HOBbIM
MAC (ToT, uTO Ha BoHA-UHTEpdelice), a CTapoMy aKTUBHOMY MHTepdeiicy nponucbiBaeTca MAC, KoTopbli Obin Ha
TEKyLLIeM aKTMBHOM.

« xmit-hash — onpeaenexve x3aLW-NOIMTUKKU Nepeaayy NakeToB Yepes 06 beANHEHHbIE MHTepdeichl B pexxume XOR wnu IEEE
802.3ad. BoamoxHble 3HaueHuA:

o 12 — ncnonbayet Tonbko MAC-aapeca ans reHepauum xawa. lNpu atom anroputme Tpaduk AnA KOHKPETHOrO CETEBOIO
xocTa ByZeT 0TNpaBnATLCA BCEraa Yepes OAMH U TOT e UHTepdenc. Anroputm coBmectum ¢ IEEE 802.3ad.

o 12-3 — ucnonbayet kak MAC-aapeca, Tak 1 IP-aapeca ana renepauum xawa. Anroputm coemectum ¢ |IEEE 802.3ad.

o 13-4 — ucnonbaytotea IP-aapeca n npoTokonbl TpaHcnopTHoro ypoBHA (TCP unu UDP) anAa rerepaymnun xawa. Anroputm He
Bceraa coemectuM ¢ |IEEE 802.3ad, Tak kak B npesenax oaHoro u Toro xe TCP- unu UDP-B3aumonencTema MoryT
nepeAaBaTbCA KaK pparMeHTUPOBaHHbIE, Tak U HedparMeHTUpoBaHHbIe NakeTbl. Bo pparMeHTMpoBaHHbIX NakeTax nopt
UCTOYHMKA M NOPT Ha3HauYeHnA OTCYTCTBYIOT. B pesynbTaTe B paMKkax O[IHOW CECCUU NaKeThbl MoryT IOWTK A0 nosnyyarens
He B TOM MOPAZIKE, TaK KaK 0TNPaBATCA Yepes pasHbie MHTepdench.

« interface — nHTEpPQECH, KOTOpbIe ByAyT 06beANHEHBI B GOHA

iface-
mode

Pexum HasHauveHusa IP-agpeca:
« dhcp — nonyyenne amHamuyeckoro IP-agpeca no DHCP;
« manual — 6e3 aapeca.

CTaT1yeckuit pexum ycTaHaBnMBaeTCcA aBToOMaTUYECKU NPU HasHaveHun HTepdeiicy IP-aapeca




MapameTtp OnucaHue
Hasnauenwne IP-aapeca ana uitepdeica.
fc_i dresses Anpec 3aaaetcsa B cneaytowem Buae: [ <ip_address/masks> | unu [ <ip_address/mask> <ip_address/mask> ], ecnu Heo6xoanmo
HasHauMTb Heckonbko IP-aapecos (aapeca nepeuncnatoTca Yepes npoben). Macka noacetv 3afaetca B AECATUYHOM BUAE.
BawHo! KBaagpaTHble ckoBku 0653aTenbHO A0MKHbI ObiTb OTAENEeHb Npobenamu ¢ 06enx CTopoH
mac MAC-aapec nHTepdeiica
mtu YkasaHve pasvep MTU
HacTpoiika pabotel DHCP-peTpaHcnaTopa Ha nHTepdeice. Heo6xoammo ykasaTb:
« enabled — BKIOUYEHME/OTKITIOYEHNA PEeTPaHCATOPa.
dhcp-relay
« utm-address — IP-aapec uHTepdeiica ycTpoicTBa, Ha KoTopkli AoBaBnaeTca GyHKUMA peTpaHcnaTopa.
« server-address — aapeca cepsepoB DHCP, kyaa Heo6xoaumo nepeckinate DHCP-3anpockl KnveHToB

Jna nameHenuna napameTpoB CyLllecTByloLiero 6OH.CI.-VIHTep¢el7lca Mcnonb3dyetca KomaHaa:

Admin@SWGH# set network interface bond <bond-name>

Ana yaaneHuda 60Hn-MHTepcpeF1ca WK ero napamMeTpoB UCNOSb3yeTcA KoMaHaa:

Admin@SWGH# delete network interface bond <bond-name>

MapameTpbl, AOCTYMHbIE ANA yAANEHUS.
MapameTtp OnucaHue
ip-addresses 3azaHHbi IP-agpec

dhcp-relay server-address|||IP-aapec cepsepa DHCP

bonding interface UHTepdeichl, 06beanHeHHble B 60HA

YTto6bl NPOCMOTPETE MHPOPMALIMIO O BCEX BOHA-UHTEPDENCAX, UCTIONb3YHUTE KOMaHAY:

Admin@SWG# show network interface bond

unu 06 onpeaeneHHoM WHTepdeice:

Admin@SWG# show network interface bond <bond-name>

Jna cosaanua bridge-uHTepdeiica ncnonb3yetca kKoMaHaa:

Admin@nodename# create network interface bridge

MapameTpsl bridge-nHTepdeiica.

Napametp OnucaHue

enabled |[BkntoueHue/oTkIIO4EHWE MOCTA

interface- ||Heo6xoauMo BBECTM HOMeEp, KOTOPLIM ByAeT oToOpaxeH B UMeHU UHTepdeica (Hanpumep, 1, Toraa HasBaHue CO34aHHOro UHTepdeica
name 6ynet bridge1)

zone 3oHa, KoTopoi ByaeT NpUHAANEXaTb MOCT




MapameTtp OnucaHue
JlononHuTenbHele napameTpbl MocTa:
« iface-type — pexum paboTbl UHTEPPENCA:
o 12— Layer 2 (cosnaBaemMomMy MOCTY He HY)XXHO HasHauaTb |P-aapec u nponucbiBaTh MapLUPYThl U LWAO3bI ANA €ro
KOPPEKTHO paboTel. B saHHOM pexume MocT paboTaeT Ha ypoBHe MAC-aapecos, TpaHCIMPyA NakeT U3 OAHOMO CermeHTa
B Apyroi. B aTom cnyyae HEBO3MOXHO MCMOnb3oBaTh npasuia Mail security; KOHTEHTHaA GuUnNbTPaLuUa B 3TOM pexume
pabortaer).
o I3 — Layer 3 (MoxHO HasHauuTb IP-aapec 1 ncnonb3oBaTh ero B Npasuiax MeXCeTeBoro akpaHa, KOHTEHTHOM
bridging dUNbTPaUUK U APYrUX NpaBunax, 3T CTaHAAPTHbLIN pexuM paboTbl UHTepdeica).
« interface — nHTEpPENCHI, KOTOpLIE ByAYT UCMONL30BaHbI AN CO34aHUA MOCTa.
« stp — BKtOUYEeHMe/OTKIOUEHNE Ucnonb3oBaHue STP (Spanning Tree Protocol) anA 3awwutsl OT neTensb.
« forward-delay — 3anepxka nepen nepexktoueHneM MOCTa B aKTUBHbIN pexxum (Forwarding), B cnyyae ecnu BritoueH STP
(yKasbiBaeTcA B CEKyHAax).
« max-age — BPEMSH, N0 UCTEYEeHUM KoToporo STP-coeanHeHWe cunTaeTca NOTEPAHHBIM (YKasbiBaeTCA B CEKyHAAX).
« bypass-pair — napa uHTepgpencos, kotopaa 6yaeT Ucnonb3oBaHa Ans NocTpoeHusa Garnac-mocta. Heo6xoauma noaaepxka
o6opyaosanus MNAK UserGate
Pexum HasHauenus IP-agpeca:
iface- « dhcp — nonyyenue anHamuueckoro IP-aapeca no DHCP;
mode . manual — 6es agpeca.
CTaTuyeckuin pexxum ycTaHaBnuBaeTCA aBTOMaTUYECKHU NpY HadHaueHnn uHTepdeiicy IP-aagpeca
HasHaueHwue nHtepodeincy IP-aapeca.
I:c; dresses Anpec 3aaaetcsa B crneaytollem Buae: [ <ip_address/masks> | unu [ <ip_address/mask> <ip_address/mask> ], ecnu Heo6xoanmo
HasHauMTb HecKkonbKo IP-aapecos (aapeca nepeuncnatoTca Yepes npoben). Macka noacetv 3afaetca B AECATUYHOM BUAE.
BaxHo! KBaapaTtHble cKoOKW 00R3aTeNIbHO A0MKHBI ObITb OTAENEHbI Npo6enamu ¢ 06enx CTOPOoH
mac MAC-aapec nHTepdeica
mtu YkasaHve pasmepa MTU
HacTpovika pa6otel DHCP-peTpaHcnaTopa Ha uHTepdeice. Heo6xoanmo ykasarts:
« enabled — BKIOUEHME/OTKIIIOYEHNUA peTpaHcnATopa.
dhcp-relay
« utm-address — |IP-aapec uHTepgeiica ycTpoicTBa, Ha KOTopbIv AobaBnaeTcA GYHKLUKUA peTpaHciATopa.
« server-address — aapeca cepsepoB DHCP, kyaa Heo6xoaumo nepeceinate DHCP-3anpockl KnveHToB

JnAa nameHeHna napameTpoB cyLiecTBytoLlero bridge-uHtepdenca ucnonbayerca kKomaHaa:

Admin@SWG# set network interface bridge <bridge-name>

Jna ynanenua bridge-uHtepgeiica unu ero napameTpoBs UCMONb3yeTca KoMaHaa:

Admin@SWG# delete network interface bridge <bridge-name>

MapameTpebl, AOCTYNHbIE ANA yAaNeHus.

MapameTtp OnucaHue

ip-addresses 3anaHHbi IP-agpec

dhcp-relay server-address|||IP-aapec cepsepa DHCP

Jna npocmoTpa nHdopmauumn o Bcex bridge-uHrepdencax Mcnonb3yeTca kKomaHaa:

Admin@SWG# show network interface bridge

unu 06 onpeaeneHHOM UHTepdEiice:




Admin@SWG# show network interface bridge <bridge-name>

Jna cosaanua loopback-uHtepdenica ncnonbsyerca komaHaa:

Admin@SWG# create network interface loopback <parameters>

MapameTpsl loopback-uHtepdeica.

MapameTtp OnucaHue
enabled BrntoueHue/oTroueHWe nHTepdeinca
interface- -
HassaHue nHTepdenca
name

ip-addresses

HasHaueHue nHTepdeicy IP-aapeca.
Anpec 3aaaetca B crieaytollem suae: [ <ip_address/mask> ], macka noacetu 3agaetcA B AECATUYHOM BUAE.

BamHo! KBagpaTHble CKoBKK1 06A3aTENbHO AOMKHBI ObiTh OTAENEHb Npo6Genammu ¢ 0benx CTopoH

Pexum HasHaueHus IP-agpeca:

« dhcp — nonyyenue avHamuueckoro IP-aapeca no DHCP;

iface-mode
« manual — 6e3 agpeca.
CTaT1yecKkuit pexum ycTaHaBnMBaeTcA aBToOMaTUYeCKU NMPU HasHaveHun HTepdeiicy IP-aapeca
zone 30Ha, KoTopoit ByaeT NpuHaanexaTb UHTeppenc
mac MAC-aapec nHTepdenca
mtu YkasaHve pasmepa MTU
HacTpoiika pabotel DHCP-peTpaHcnaTopa Ha nHTepdeice. Heo6xoammo ykasaTb:
« enabled — BKNOYEHME/OTKITIOYEHNUA PETPaHCNATOPA.
dhcp-relay

« utm-address — IP-aapec uHTepdeiica ycTporcTBa, Ha KOoTopbli Ao6aBnaeTcA GyHKUWA peTpaHcnaTopa (MPUHUMAaET 3HaUeHWs
<ip | none>).

« server-address — aapeca cepsepos DHCP, kyna Heo6xoaumo nepecbinate DHCP-3anpochkl knveHToB

Lnsi M3MeHeHUs NapaMeTpoB CyLLECTBYIOLLEro HTepdeiica UCnosb3yeTcs KoMaHaa:

Admin@SWG# set network interface loopback <interface-name>

Jna yaanenwua loopback-uHtepdeiica nnm ero napameTpos UCMOMb3yeTCA KoMaHaa:

Admin@SWG# delete network interface loopback <interface-name>

MapameTpbl, AOCTYNHbIE ANA YAaNeHWA.

MapameTtp

OnucaHue

ip-addresses

3ananHbii IP-aapec

dhcp-relay

IP-anpec cepsepa DHCP

Jna npocmoTpa nHdopmaumm o Bcex loopback-nHtepdencax ncnonbsyeTca KomaHaa:

Admin@SWG# show network interface loopback

06 onpeaeneHHoM UHTepdeice:

Admin@SWG# show network interface loopback <interface-name>

JIna cospanua nHtepdeiica PPPoE ncnonbsyetca komanaa:

Admin@SWG# create network interface pppoe




MapameTpbl PPPoE-uHTEpdEiica.

MapameTp

OnucaHue

enabled

BrntoueHue/oTrntoueHne nHtepoenca PPPoE

interface-
name

Heobxoanmo BBECTH HOMEP, KOTOpLIK ByaeT oToBpaxeH B UMEHM uHTepdeiica (Hanpumep, 1, Toraa HasBaHWe co3aaHHOro
uHTepoeica Gyaet pppl)

zone

30oHa, KoTopoi ByaeT NpuHaAnNexaTb HTepdec

config

[HononHutenbHele napameTtpbl PPPOE nHtepdeiica:
« interface — uHTepdeiic, Ha koTopom ByaeT cosnasaTbes UHTepdeic PPPOE;
« login — umA nonb3oBatena aAna coeamHenna PPPOE;
« password — naponbk nosb3oBatena Ana coeanHenuna PPPOE;
« persist-connection — aBTOMaTUYECKOE NepenoAKItoueHe Npyu 06pLIBe CBA3K;
« auth-type — T1n aBTopusauum:
o CHAP;
o PAP;
« holdoff — nHTepBan BpemeHu B cexyHaax nocne paspeiBa COeANHEHUA Nepea NOBTOPHLIM 3aMyCKOM;
« default-route — nHtepdeiic PPPoE B KauecTBe mapLupyTa no yMOn4aHuio;
« echo-interval — nHTepBan NPoBEPKM COEANHEHWA;

« echo-failure — konnMuecTBO HeycneLwHbIX NPOBEPOK COeaAnHeHUs, nocne kotoporo SWG cuntaeT, YtTo coeiMHeHne OTCyTCTByeT
1 paspbiBaeT ero;

« providers-dns — ucnons3oBaHne DNS-cepBepoB, BblAaHHbLIX MPOBaAXAEPOM;

« connection-attempts — KOIMYECTBO HEYCNELLHbIX MOMbLITOK MOAKIIOYEHUS, MOCHE KOTOPLIX NOMbLITKM aBTOCOeANHEHUA By ayT
npeKpaLLleHsbl;

- service-name — uma cepsuca Heo6XxoanMo nponucbiBaTth B CrydYae npeaocTtaB/ieHnAa nposaﬁnepom

mtu

Ykasanue pasmepa MTU. Mo ymonuyaHuio ycTaHoBNeHO 3HaueHue 1492 6aiT, noaxoAasllee AN CTaHAAPTHOro pasvepa kaapa
Ethernet

Jna nameHenua cywectsytoLlero uHtepdenca PPPoE ncnonbsyetca komanaa:

Admin@SWG# set network interface pppoe <pppoe-name>

Ina yaanenna uitepdeiica PPPoE ncnonb3yetca komaHaa:

Admin@SWG# delete network interface pppoe <pppoe-name>

Jna npocmoTpa nHdpopmaummn o sBcex nHtepdeicax PPPoE ncnonbsyetca komaHaa:

Admin@SWG# show network interface pppoe

06 onpeaeneHHoM UHTEpdEICe:

Admin@SWG# show network interface pppoe <pppoe-name>

Jna cosaanua Hosoro VLAN-nHTepdeica ncnonbsyeTca komaHaa:

Admin@SWG# create network interface vlan <parameters>

Mapametpbl VLAN-uHTEpdeica.

MapameTtp

OnucaHue

enabled

BrntoueHue/otrntoueHne VLAN-uHTepdeiica




MapameTtp OnucaHue
Tun uHTepdenca:
« I3 — Layer 3 (MoxHO HasHauuTb IP-aapec 1 cnonb3oBaTh €ro B NpasBuiiax MEXCETEBOro 3KpaHa, KOHTEHTHON PunbTpayuu u
iface-type Zpyrvx npasunax, 3To CTaHAAPTHLIA PeXUM paboTel HTEPDENca).
o mirror — uHTepdeiic, pabdoTaroLuii B pexume mirror (MOXeT nonyyatb Tpaduk co SPAN-nopta ceteBoro 06opynoBaH1a Ans ero
aHanusa)
Pexum HasHaueHun IP-agpeca:
iface- « dhcp — nonyyenune anHamuueckoro IP-aapeca no DHCP.
mode « manual — 6e3 aapeca.
CraTnyecknin pexxum ycTaHaBnuBaeTCA aBTOMaTUYECKMU NpY HadHaveHnn nHtepdeiicy IP-aapeca
tag Ter VLAN. Jlonyckaetca cosaaHue ao 4094 nHrepdpencos
interface ||®Pusnueckuin uHTepdenc, Ha kotopom cosaaetca VLAN
zone 30Ha, KoTopoi ByAeT NpuHaanexatb UHTepenc
HasHaueHwue nHTepdeicy IP-aapeca.
|p(; dr Azpec 3apaeTca B cneaytowem Buae: [ <ip_address/mask> ] unu [ <ip_address/masks> <ip_address/mask> ], ecnu Heobxoanmo
adaresses || asHaunTh HECKOMBKO IP-anpecos (aapeca nepeuncnstoTca yepes npoben). Macka noacetv 3afaetca B AECATUYHOM BUAE.
BamHo! KBaapaTHble CkoOKM 06A3aTeNbHO A0MKHbI ObITb OTAENEHbI Npobdenamu ¢ 06enx CTOPOH
mac MAC-aapec nHTepdenca
mtu YkasaHve pasmepa MTU
HacTpoiika pabotel DHCP-peTpaHcnaTopa Ha nHTepdeice. Heo6xoammo ykasaTb:
« enabled — BKNOUYEHME/OTKITIOYEHNUA PETPaHCNATOPA.
dhcp-relay
« utm-address — IP-aapec uHTepdeiica ycTpoicTBa, Ha KoTopbli Ao6aBnaeTcA GyHKUMA peTpaHcnaTopa.
« server-address — aapeca cepsepoB DHCP, kyaa Heobxoaumo nepecbinate DHCP-3anpochk! KnneHToB

Jna nameHenna napamveTpos cyujectsytolero VLAN-uHTepdeiica ncnonb3yerca KomaHaa:

Admin@SWGH# set network interface vlan <vlan-name>

Ina yaanenna VLAN-uHTepdeinca nnm ero napameTpos UCMOSb3yeTcA KomaHaa:

Admin@SWGi#t delete network interface vlan <vlan-name>

MapameTpbl, AOCTYNHbIE ANA YAaNeHWA.
MNapameTp OnucaHue
ip-addresses 3ananHbii IP-aapec

dhcp-relay server-address|||IP-anpec cepeepa DHCP

Jna npocmoTpa nHdpopmaummn o scex VLAN-uHTepdpeiicax ncnonb3yeTca KoMaHAaa :

Admin@SWG# show network interface vlian

06 onpeaeneHHoM UHTepdeice:

Admin@SWG# show network interface vlan <vlan-name>

HacTtpouKa ceTeBbix agantepoB




CeTteBble aflanTepbl co3AaTb HeNb3A, HO Bbl MOXETe HacTpauBaTb NapamMeTpbl CETEBbIX aAanTepoB yCTpOVICTBa C noMoLybio cne.qyrou.leﬁ KOMaHAbI:

Admin@SWG# set network interface adapter <adapter-name>

I'Iapameprl ceTeBbIX aAanTepos.

MapameTtp OnucaHue
enabled ||BrkitoueHune/oTkIOuEHME CETEBOrO MHTEpdenca
Tun uHTepdeinca:
« 13— uHTepodeiic, paboTatoluii B pexxume Layer 3 (MOXHO HasHaunTb IP-aapec v Mcnonb3oBaTh ero B NpaBuiax MeXceTeBoro
iface-type 3KpaHa, KOHTEHTHOW PUNbTPaLMK U APYrMX NpaBunax, 3To CTaHAAPTHEIA PeXUM paboTel HTEpdeiica).
o mirror — uHTepdeiic, paboTaroLLuii B pexume mirror (MOXeT nonyyatb Tpaduk co SPAN-nopta ceteBoro 060pynoBaH1a Ans ero
aHanusa)
Pexum HasHaueHus IP-agpeca:
iface- « dhcp — nonyyenue anHamuueckoro IP-aapeca no DHCP;
mode . manual — 6es agpeca.
CTaT1yecKkuit pexum ycTaHaBnMBaeTCcA aBTOMaTUYECKN NMPU HasHaveHun HTepdeiicy IP-aapeca
zone 3oHa, koTopoi ByaeT NpuHaAnexatb MHTepdeic
HasHaueHwue nHtepodeincy IP-aapeca.
I:c; dresses Anpec 3anaétca B cneaytowem Buae: [ <ip_address/masks> | unu [ <ip_address/mask> <ip_address/mask> ], ecnu Heo6xoanmo
HasHauMTb HeckonbKko IP-aapecos (aapeca nepeuncnatoTca Yepes npoben). Macka noacetv 3afaétca B AECATUYHOM BUAE.
BamHo! KBagpaTHble ckoBkM 0053aTenbHO A0MKHbI ObiTb OTAENEeHbl Npobenamu ¢ 06enx CTopoH
mac MAC-aapec nHTepdenca
mtu YkasaHve pasmepa MTU
rx-ring Pasmvep 6ydepa RX ring uHTepdeiica Tvna adapter
tx-ring Pasmep 6ydepa TX ring uHTepdeiica Tuna adapter
HacTpoiika pabotel DHCP-peTpaHcnaTopa Ha nHTepdeice. Heo6xoanmmo ykasaTb:
« enabled — BrOUYEHWE/OTKIIOUEHNUA peTPpaHCcNATopa.
dhcp-relay - - o .
« utm-address — IP-aapec uHTepdeiica ycTpoicTBa, Ha KOTopbIi Ao6aBnAeTcA GYHKUWUA peTpaHcnATopa (MPUMHUMAET 3HaYeHHs <ip
| none>).
« server-address — aapeca cepsepoB DHCP, kyaa Heo6xoaumo nepecsinate DHCP-3anpockl knveHToB

[Ina ynanenua napameTpoB aaanTepoB UCMOSb3yeTCA KoMaHaa:

Admin@SWG# delete network interface adapter <adapter-name> <parameters>

MapameTpbl, AOCTYMHbIE ANA YAaNeHWA.

Mapametp OnucaHune

ip-addresses 3ananHbii IP-agpec

dhcp-relay server-address|||IP-aapec cepeepa DHCP

ﬂ,ﬂﬂ npocMOoTpa napamMeTpoB CeTeBbIX aAanTepoB UCMNONb3yeTCA KoMaHAaa:

Admin@SWG# show network interface adapter <adapter-name>




HacTpo#nka wnto3os

Jna cosaanuna wnosa UCNonb3yeTcA KoMaHaa:

Admin@SWG# create network gateway <parameters>

MapameTpbl Wnto3a.

MapameTtp OnucaHue
enabled ||BkitoueHne/oTKIOYEHME LWIO3A
UHTepdeirc, ncnonbayemblin ana seixoaa B MHTepHeT:
. ort — BbIGOP KOHKpPeTHOro nopTa (port0, port1, port2 u T. 4.);
interface e p P p pTa (p p p A.)
« auto — nocne BeiGopa 3TOro napaMeTpa nopT onpeAenuTCs aBTOMaTUYeCKu. [na y3nos, He NPOLIEALLMX UHULUANW3aLMIo, Onumua
[0CTynHa HaumHasa ¢ penusa N0 7.3.0
virtual- o
router BupTyanbHbI MapLUpyTM3aTOp, ANA KOTOPOro HacTpansaeTca W03
ip IP-aapec wno3a
weight Bec wntosa (uem Honblue Bec, Tem Honbluas Aona Tpaduka MAET Yepes LUSIH3)
balancin BkntoueHne pexuma 6anaHcMpoBKM — BeCb TpaduK B UHTEPHET ByAeT pacnpeseneH Mexay LUo3amMu B COOTBETCTBUMU C yKadaHHbIMM
9 |lsecamm
default Mcnonb3oBaHMe AaHHOTO LWH03a B KAYECTBE LUIH03a N0 YMOMYaH1io

JnA nameHenuna napamMeTpoB LWo3a UCNosb3yeTcA KoMmaHaa:

Admin@SWG# set network gateway <gateway-name>

Ana yAdaneHua Lwni3a Ucnonb3yeTcd KomaHaa:

Admin@SWG# delete network gateway <gateway-name>

JinAa npocmoTpa MHdOpMaLMmM 0 BCeX LUMK03ax UCMonb3yeTcA KoMaHaa:

Admin@SWG# show network gateway

06 onpeaeneHHOM LUMtO3e:

Admin@SWG# show network gateway <gateway-name>

HacTpo#ka BUpTyanbHbIX MapLIpyTU3aTOpOB

Ina cospaHuna BUPTYanbHOro MapLupytusaropa UcnosibdyeTcAa komaHaa:

Admin@SWG# create network virtual-router <parameters>

MapameTpbl BUPTYyanbHOrO MapLupyTM3aTopa.

MapameTp

OnucaHue

name

YHUKanbHOEe UMA BUPTYaribHOro MapLupyTmsaTopa

interfaces

WUHTepdeiickl, KoTopble ByAyT UCMOMb30BaHbI B BUPTYyalbHOM MapLupyTusaTope. MHTepdeiickl, 400aBneHHbIe B Apyrue BUPTyanbHble
MapLUpyTM3aTopbl, A06aBNEHbl ObITb HE MOTYT; NF0GOW U3 MHTEPPENCOB MOXKET NPUHAANEKATb TOMBKO OAHOMY BUPTYaNIbHOMY
MapLupyTM3aTopy. B BUpTyanbHbIi MapLupyTusaTop paspellaeTca A06aBnaTe MHTEPdENCH BCEX TUNOB — GU3NUYECKUE, BUPTYasibHbIe
(VLAN), 6oHauHr, VPN 1 apyrue




MapameTtp OnucaHue

JobaeneHune cTaTMYeCKUX MapLUpyTOB.
« destination-ip — IP-aapec noacetv HasHauyeHuA. YKasbiBaetcA B dopmate <ip/masks.
o type — tTun mapuupyTa:

o unicast — cTaHaapTHbIA TMN MapLupyTa. MNepecbinaeT Tpaduk, aApecoBaHHbIM HA aapeca HasHaYeHus, Yepes 3a4aHHbIN
LUSIHO3.

o unreachable — Tpagpuk ot6paceiBaeTcA. Mctoununky otnpasnsaetca ICMP-coobuwieHne host unreachable (type 3 code 1).
routes
o prohibit — Tpaduk oT6packiBaeTcA. McTtoumnky otnpaenaetca ICMP-coobuerue host unreachable (type 3 code 13).
o blackhole — Tpaduk oT6packiBaeTca (TepAaeTcs), He coobLyan UCTOUYHMKY O TOM, YTO AaHHbLIE He AOCTUINM aapecaTa.

« enabled — BrOYEHWE/OTKIIOYEHWE UCNONB30BAHUA CTATUYECKOrO MapLipyTa.

« gateway — IP-aapec wnto3a, Yepes KoTopblit ByaeT A0CTynHa ykasaHHaA noaceTb. AToT IP-aapec AomkeH GbiTe AOCTYNEH C
yCTpOMCTBA.

« Metric — MeTpuKa MapLupyTa. MapLupyT ¢ MeHbLUelh MeTp1Koi Gonee NpuopuTeTeH

[nA n3MeHeHWs napameTpoB BUPTYyasibHOTrO MapLUpyTU3aTopa UCcnosib3yeTca KoMaHAaa:
Admin@SWG# set network virtual-router <virtual-router-name>

InA yaaneHusa BUpTyanbHOro MapLupyTU3aTopa uin ero napameTpoB UCMOSb3yeTcA KoMaHAaa:
Admin@SWG# delete network virtual-router <virtual-router-name> <parameters>

Ina npocmoTpa MHGOpMaLMK 0 BCEX BUPTYasibHbIX MapLUpyTU3aTopax UCronb3yeTcA KoMaHaa:
Admin@SWG# show network virtual-router

06 onpeaeneHHOM BUPTYasibHOM MapLLpyTU3aTope:

Admin@SWG# show network virtual-router <virtual-router-name>

CraTtuueckue ARP-3anucu
Ina no6asnexua ctatnueckux ARP-3anuceit ucnonbayeTtca KomaHaa:
Admin@SWG# set network arp host <IP-address> interface <interface-name> mac <MAC-address>

MapameTpbl cTatnyeckux ARP-3anucen.

MapameTp OnucaHue

interface ||HasBaHue uHTepderica SWG

host IP-anpec ycTpoictea

mac MAC-agapec ycTpoicTsa

InA ynanenua ctatuueckux ARP-3anucei ncnonb3yetca komaHaa:

Admin@SWG# delete network arp host <host-ip-address> interfaces [ port1 port2 ]

XypHanupoBaHue coObITUI NPOTOKONOB MapLIPyTU3aLUH

Komanza debug no3BonAeT BKIOUNTL XKYpPHATMPOBAHME COObLITUI MPOTOKOMOB MapLUpyTU3aLmMK B pexume oTnaaxku. CobeiTua sanuceiBaroTca B debug-
XypHan. Mx NpOCMOTP Takke BO3MOXEH B PEXUME AMArHOCTUKM KoHconu CLI.

InA BKIOYEHWA XYPHATMPOBAHWA KOHKPETHOTO NPOTOKOMNA MapLUpyTU3aLmMKU UCMOMNb3yeTCA KOMaHaa:
Admin@SWG# debug <protocol> <parameters>

MoanepX1BaOTCA CreAytoLUe NPOTOKONbI:

MapameTtp OnucaHune




MapameTp

OnucaHue

rip

MpoTokon RIP

bgp Mpotokon BGP

igmp Mpotokon IGMP

pim Mpotokon PIM

ospf Mpotokon OSPF

bfd MpoTokon BFD

msdp Mpotokon MSDP

mroute Tabnuua MynbTUKacT-MapLUpyTM3aLmm mroute

ssmpingd

MHCprMeHT TeCcTMpoBaHMA MylbTUKaCT-BeLlaHnA ssmpingd
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