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BBEJEHME

BBepgeHMme (onmcaHMe)

UserGate Log Analyzer (LogAn) — 3To BCNOMOraTeibHbIM KOMMOHEHT A1
MeXxceTeBoro akpaHa UserGate, € NOMOLLbIO KOTOPOro afMUHMUCTPATOP MOXET
BbIMONHUTb CriefytoLme 3a8a4dm:

* YMEHbLUUTb HarpysKky Ha L3, Nepenoxms 06paboTKy XypHaNnoB, cosgaHue
OTYETOB U MPOLLECCUHT OPYTMX CTaTUCTUYECKMX AaHHbIX Ha BHELLHMM CepBep
LogAn, o6ecrneynB TaknMM 06pas3oM 6oriblLle PecypCcoB AN BbINMONHEHWS
LLFO30M 3334 3aLMThl U GUbTPALMM.

e O6begMHUTD XYPHaIbl C HECKOSTbKMX MEXCETEBbIX aKpaHoB UserGate ons
obLero aHanmsa.

* YBENUYUTb rYyOUHY XXYPHaANMPOBaHMS 3a CHET BObLLIEro pa3Mepa XpaHUIMLLA
Ha cepsepax LogAn.

» CobupaTb No SNMP 1 aHanuampoBaTb MHOOPMALMIO CO CTOPOHHMX YCTPOMCTB.

LogAn nocTaBnseTcs B BUAeE NporpamMmMHo-annapaTHoro komnnekca (MAK, appliance)
nmbo B BMOE obpasza BUPTYyasbHOM MallmMHbI (Virtual appliance), npegHasHa4YeHHOro
LLN9 pa3BepTbIBaHMS B BUPTYanbHOM Cpeae.

JIMUEH3NPOBAHME LOGAN

JimueH3upoBaHue LogAn (onmcaHue)

LogAn nuLeH3npyeTCs Mo KONMYECTBY HAaCTPOEHHbIX CEHCOPOB, C KOTOPbIX OH
cobupaeT MHPopMaumio. B kavecTBe ceHCcopa MOXeET BbiCTynaThb W3 UserGate
nmbo nboe apyroe yCTPOMCTBO, KOTOPOE MOXET OTNPaBNATb MHPOPMALMIO MO
npotokony SNMP Ha cepsep LogAn.

JInueHsus Ha LogAn gaeT npaBo 6eCCpOYHOro nosb3oBaHMs NPOLYKTOM.



Document version 71.0 build 53 ot 2024/07/24

L ONONHUTENBHO NULEH3MPYIOTCS Cefyolme Mooy Nu:

HanmeHoBaHMe OnucaHue

Mogaynb SU faeT npaBo Ha nony4yeHune obHosneHmm MO
UserGate LogAn.

Mopaynb Security Update

(SU) Mopaynb BbIMUCbIBAETCS Ha 1 rof, MO MCTEYEHMM OAHHOIO CPOKa
0015 nony4YeHus obHosneHMM MO HeobxoaMMOo NPUobpecT
npoaneHmne NUUEH3nu.
[aHHbIM MOayNb onpeaenseT KOM4eCTBO CEHCOPOB, C KOTOPbIX
LogAn MoxeT cobupaTb MHbopMaumto. daHHbIM MOoOY/ b

CeHcopbl & P bop Y

BbIMMCHIBAETCSH CPOKOM Ha 1 rof 1 TpebyeT exerogHoro
npoaneHus.

ns permcTpaumnm NnpoayKTa HEOOBXOAMMO BbIMONHUTD cnenyroume waru:

HanmMeHoBaHMe OnucaHue

War 1. Mepentn B Jawbopn = HaxaTb Ha nukTorpammy fawbéopa B NpaBoM BEPXHEM Yry.

B pasgene JiuueHsmusa HaxaTb Ha CCbinky HeT nMueH3snm, BBECTH
MNH-ko4 1 3aNONHUTb PErUCTPALMOHHYO GOPMY.

Mpu HaxoxaeHun yana UserGate B 3aKpblTOM KOHTYpe 6e3

War 2. B paspnene JIMLEH3HM | npgmoro focTyna B MHTEPHET BO3MOXHa akTUBaLMs/

A1 3aPEerncTpPmMpPoBaThb OBHOBNEHME NULLEH3MM Yepes NPOKCH-cepBep. 014 3Toro

npoayKT HeobxoAMMO BbIGpPaThb pexmM Mcnonb3oBaTb NPOKCH CepBep
ONF aKTMBaLUMM M anpenToB. [lanee ykasaTb IP-agpec v nopT
BbILLECTOSALLEro NPoKcK cepiepa. Npn HeO6XOAMMOCTH yKazaTb
JIOTMH U Maponb Ans ayTeHTudmKaumm Ha NpoKCU-CepBepe.

MoCcMOTpETb CTaTyC YCTAaHOBNEHHOM NULLEH3MM MOXHO B pa3gene OJaw6éopa B
BuaxeTe JIueHsua.

MEPBOHAYAJNIbHASl HACTPOUKA

OnucaHMme

LogAn nocTaBnsgeTcs B BUAE NporpamMMHo-annapatHoro komnnekca (MAK, appliance)
nbo B BUAe obpasa BUpPTyanbHOM MaluumHbl (virtual appliance), npegHasHadyeHHOro
L1191 pa3BepTbIBaHMS B BUPTYanbHOM Cpefe. B cny4ae BUpPTyanbHOM MallmHbl LogAN
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nocTasnsgeTcs ¢ YeTbipbMs Ethernet-uHtepdencamu. B cnyyvae noctaeku B Buae MAK
LogAn MoxeT copepxaTb 8 unum 6onee Ethernet-nopTos.

PasBepTbiBaHME NPOrpaMMHO-annapaTHOro
KoMnJieKkca

B cnyyae noctaBku pelerus B Buae NMAK, nporpaMMHoe obecnedeHue yxe
3arpy>KeHo 1 roTOBO K MNepBOHaY4anibHOM HacTpouke. MNepenanTe K rnase
MopkntoyveHune Kk LogAn ans ganbHeunwwen HaCcTPOMKM.

PasBepTbiBaHME BMPTYyanbHOro obpasa

LogAn Virtual Appliance nossonsieT 6bICTPO Pa3BepPHYTb BUPTYasbHYKO MalUMHY, C
y>e HaCTpOeHHbIMKW KOMNoHeHTaMK. Ob6pa3 NnpepocTaensgeTcs B dopmate OVF
(Open Virtualization Format), KoTopbIM NoOgAePXMBAOT TakmMe BeHAopbl kak VMWare,
Oracle VirtualBox. lns Microsoft Hyper-v u KVM noctaenstoTca o6pasbl AMCKOB
BMPTYalbHOM MaLLUMHBbI.

o MpumevaHue
D,nﬂ KoppeKTHOﬁ pa60TbI BMpTya.ﬂbHoﬁ MallMHbl peKoMeHayeTCsa MCNoJs1b30BaTb
MMHUMYM 8 6 onepaTUBHOM NaMSATU U 2-aAePHbIM BUPTYasNbHbIM NpoLeccop.

MnepBM3op AOMKEH NoAAEP)KMBaTb PaboTy 64-6UTHBIX ONEePaLMOHHbIX CUCTEM.

[ns Havana pa6OTbI C BHUPTYyaJIbHbIM o6|oa30M, BbIMOJIHNTE CllieytolmMe Wwaru:

HanmMeHoBaHMe OnucaHune

War 1. Cka4yanTe obpas u CkayamnTe NocnenHo BEPCHIO BUPTYabHOro obpasa
pacnakymTe odbuumanbHoro camTa https://www.usergate.com/ru.

MHCTPYKLMIO MO MMMOPTY 06pasa Bbl MOXETE MOCMOTPETD Ha
camTax VirtualBox n VMWare. [Ins Microsoft Hyper-v u KVM
HeoBXOAMMO CO34aTh BUPTYaSbHYO MalLMHY M yYKa3aTb B
KayecTBe AMcka CkadaHHbIM 06pa3, nocne Yero oTKIIoYUTb
cny>6bl MHTErpaumMm B HaCTPOMKax Co30aHHOM BUPTYaslbHOM
MaLUMHbI.

LWar 2. MiMnopTupymTe
o6pa3 B CBOIO CUCTEMY
BUPTYyanunsaumm


https://www.usergate.com/ru
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HanmMeHoBaHWe OnucaHue

Lar 3. HacTtponTe YBenu4ysTe pasMep onepaTrBHOM NaMATU BUPTYabHOM
napaMeTpbl BUPTYyanbHOM MaLUKHbI. MICNonb3ys CBOMCTBA BUPTYalbHOM MaLUMHbI,
MaLUMHbI yCTaHOBMTE MUMHUMYM 8Gb.

Pasmep gucka no ymondanuto coctasngeT 100Gb, 4To 06bl4HO

LWar 4. BaxHo! YBenm4bTre HEeOOCTaTO4YHO ANA XPpaHeHMS BCeX XYPHaroB M HACTPOEK.
pa3Mep OMcka BUPTYyalbHOM | MCnofb3ys CBOMCTBA BUPTYallbHOM MallKHbI, YCTaHOBUTE
MaLUMHbI pa3mep gucka B 300Gb unu 6onee. PekoMeHOOBaHHbIN pasMep

-1000Gb nnu 6onee.

UserGate LogAn nocTtasngeTcsa c AByMs MHTepdencamy,
Ha3Ha4YeHHbIMM B 30HbI:

LWar 5. Hactponte

e Management — nepsbir MHTEPdENC BUPTYaNbHOM
BMPTYasbHble CETH g P PP PTY

MallMHbI.

e Trusted — BTOpPOM MHTEPDENC BUPTYaNbHOM MalUMHbI.

3anycTtuTte BUPTYarbHYtO MallmHy LogAn.

Bo BpeMs 3arpysku Boibepute Support Menu 1 BoinonHuTte Fact
LLlar 6. BbimosnHMTe C6POCK | ory reset. TOT War KpakiHe BaXKeH. Bo BpeMst 3TOro Lwara
3aBOACKMM HacCTpoMKaM HaCTpawnBaeT CeTeBble afanTepbl U YBEMYMBAET PasMep
pasfena Ha XXeCTKOM AMcke OO MOHOrO pa3Mepa AMCKa,
YBENMMYEHHOTO B 4-M MyHKTE.

NMoaxksnioyeHue K LogAn

NMHTepdenc portO HaCTPOEH Ha Nony4veHue IP-agpeca B aBTOMaTUYECKOM PeEXMME
(DHCP) 1 HasHa4eH B 30HY Management. [lepBoHaYanbHas HacTpowka
OCYLLECTBSIETCS HYepes MOAKIOYEHNE aMUHUCTPaTOPa K BE6-KOHCONM Yepes
nHTepdenc portO.

Ecnu HeT BO3MOXHOCTU HasHauYnTb agpec ons Management-mHtepderica B
aBTOMaTU4ECKOM pexunme ¢ nomolbto DHCP, To ero MoXHO 9BHO 3a4aTb, MCMONb3ys
CLI (Command Line Interface). bonee nogpo6Ho 06 ncnonblosaHuu CLI cMoTpuTE B
rnaee MHTepdenc komaHgHom ctpoku (CLI).

o MpumevaHue
Ecnun yCTpoﬁCTBO He npouwJsio nepeoHa4vYalibHYIO MHHMLUMaNIM3aLUMIO, TO ANnda A0CTyNa K CLI

Heo6X0AMMO MCMONb30BaTh B Ka4ecTBe MMEeHM Nnosib3oBaTtensa Admin, B Ka4ecTee napond

— usergate.
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OcTanbHble MHTEPdENCHI OTKITKOYEHbI M TPEOYIOT MOCIEAYIOLLEN HACTPOMKM.

MepBOHa4YanbHas HaCTpPoOMKa TpebyeT BbIMOHEHMS CNeayOLLMX LLaros:

HanmeHoBaHMe OnucaHue

War 1. lMoakmo4mTbes K
nHTepdency ynpasneHus

LWar 2. Boi6paTb 93biK

War 3. 3apaTb naposnb

LWar 4. 3apernctpmpoBaTb
cucTemy

War 5. HacTpowTb 30HbI, IP-
appeca MHTepdencos,
nogkfoymTh UserGate
LogAn B ceTb npeanpuaTma

Mpwu Hann4um DHCP-cepBepa MNogkntoumnTb MHTepdenc portO B
ceTb NpennpusTus ¢ paboTatowmm DHCP-cepBepoM. BknoumTb
LogAn. Mocne 3arpy3ku LogAn yKkaxeT IP-agpec, Ha KoTopbIM
HeOoOXOAMMO NOAKMOYMUTLCS NS AalbHEMLLEN aKTMBaLMK
npopyKkTa.

CraTtnydeckmm IP-agpec Biknoumtb LogAn. Mcnonbays CLI
(Command Line Interface), HazHauMTb HeOGXxOAMMBIM IP-anpec
Ha MHTepdenc port0. deTanu ucnonbzoBaHua CLI cMoTpuTe B
rnaee VMHTepdenc komaHaHoM cTpoku (CLI). MoakntoYmnTbcs K
Be6-KOHCOMM LOgAN Nno ykaszaHHOMY afpecy, OH AOJIKeEH
BbIFNSAETb MPMMEPHO CnepytommM obpasom: https://
LogAn_IP_address:8010.

BbibpaThb A3bIK, Ha KOTOPOM ByAET NPOJOIKEHA
nepBOHaYanbHas HacTpoMKa.

3amdatb JIOTMH M Naposb A8 BXOAa B Be6-MHTepdenc
yrnpaeneHus.

Beectu MNNH-kog ong akTmBaumm nponyKTa 1 3anofHUTb
perncTpaumoHHyto dopmy. [ng akTmeaumm CUCTEMDI
Heobxoamm focTyn LogAn B MHTepHeT. Ecnu Ha faHHOM 3Tane
BbIMOJIHWUTb PErMCTPALMIO HE YOAETCS, TO ee creayeT
MOBTOPUTb MOCNE HACTPOMKM CETEBbLIX MHTEPDENCOB Ha Liare 8.

B pasnene MHTepdencbl BKITOYMTb HEOOXOAMMblE
MHTepdeNChl, yCTaHOBUTL KOPPEKTHble IP-agpeca,
COOTBETCTBYIOLLME BALLMM CETHAM, U Ha3HaYMUTb MHTepdeMChI
COOTBETCTBYIOLMM 30HaM. [Moapo6HO 06 yrnpasneHum
MHTEepdEencamMmn YMTamTe B rnase HacTporka MHTEPHEMNCOB.
CucTeMa NocCTaBnsgeTcs ¢ NpefonpeneneHHbIMM 30HaMu:

« 30Ha Management (ceTb ynpasnenus), uHtepdenc porto.

e 30Ha Trusted (LAN). MpennonaraeTcs, 4TO Yepes 30HY
Trusted LogAn 6yneT NOAKIOYEH B CETb, YEPE3 KOTOPYHO
wo3bl UserGate 6yayT OTCbiNaTb Ha HErO XypHarsbl, a
Takxe Yyepes KoTopyto LogAn nonyyuT gocTyn B
MHTepHeT.

Ins paboTtbl LOgANn 4OCTAaTOYHO OAHOrO HAaCTPOEHHOIO
nHTepdelca. PazgeneHmne QyHKLMM yNpaBieHUs yCTPOMCTBOM
1 cbopa faHHbIX Ha pa3Hble ceTeBble MHTePdEMChI
PEeKoOMeHO0BaHo afs obecrnevyeHms 6e30MacHOCTH, HO He
SBNAETCS XECTKUM TPeOOBaHMEM.


https://UserGate_LogAn_IP_address:8010
https://UserGate_LogAn_IP_address:8010
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HanmMeHoBaHWe OnucaHue

War 6. HacTtpouTb Wnto3 B
MHTepHeT

LLar 7. YkazaTb CMCTEMHbIE
DNS-cepsepbl

LWar 8. 3apernctpmpoBaTb
NpPoayKT (ecnu He 6bin
3aperncTpUpoBaH Ha wware
4)

War 9. Co3gaTthb
OOMOSTHUTENBbHbBIX
aOMUHUCTPATOPOB
(onumoHanbHo)

B pa3spene Wnto3bl ykasaTb IP-agpec wnito3a B MIHTepHET Ha
MHTepdelce, UMeIoLLMM OOCTYN B MIHTEPHET, Kak NpaBmsIo, 3TO
30Ha Trusted. MNogpo6HO 0 HacTpoMKe LW30B B MHTEpHET
YuTanTe B rNaBe HacTpowka LUMo308.

B pa3nene DNS ykaxuTe IP-agpeca cepsepos DNS, Baluero
npoBsamaepa nm CepPBEPOB, MCMOSb3YEMbIX B BaLLeM
opraHusauuu. MoopobHo 06 ynpasneHun DNS YuTaTe B rnase
Pasgen HaCTPOMKM.

3aperncTpupoBaTb NPOAYKT ¢ nomolbto NMNH-koga. Ing
YCMeLHOM permcTpaLmm HeobXoanMMo NoAKIIOHEHME K
MHTEpPHETY U1 BbINOSIHEHME NpeblayLLmMX Waros. bonee
NOAPOBHO O NULEH3MPOBAHMM MPOAYKTa Y1TaMnTe B rnase Jluue
H3MpoBaHWe LogAn.

B pasmene AOMMHUCTPATOPbI CO30aTb AOMOMHMTENbHbIX
AOMUHUCTPATOPOB CUCTEMbI, HAAEMTb UX HEOBXOAMMbIMMU
MONHOMOYMAMMU (PONAMM).

Mocne BbINOMHEHMS BbILLEMEPEYNCIIEHHbIX AeMCTBMM LOgAN roToBs Kk paboTe. [1n4
6onee geTanbHOM HaCTPOMKM 0BpaTUTECH K HEOOXOAMMBIM F1aBaM CMpPaBOYHOrO
PYKOBOACTBA.

O®JTAUH OMEPALIMM C CEPBEPOM

OdnaiH onepaumm c cepsepom (onmcaHme)

HekoTopble onepaLumm C CEPBEPOM MNPOBOAATCSH, KOrAa CEPBEP HE BbIMOHAET CBOIO
DYHKUMIO M HaxoaMTCa B 0dNamH pexmnme. 119 BbINONHEHMS TaknX onepaLmm
Heob6XOAMMO BO BPEMS 3arpy3ku cepeepa BbibpaTh pa3fgen MeHio Support menu um
3aTeM OfHYy M3 TpebyeMbix onepaLmi. [1ns nony4eHns OCTyna K 3TOMY MeHHo
HeOB6XOAMMO MOJKMOHYMTL MOHMUTOP K paszbeMy VGA(HDMI), knaBmaTypy K pasbemy
USB (npu Hanu4mm COOTBETCTBYIOLLMX PAa3bEMOB Ha YCTPOMCTBE) UM UCMOSb3YS
crneuuanbHbiv Kabenb Ons nocnegoBaTeNbHOro NopTa Mnu nepexogHmk USB-Serial,
NOAKITOYNTb CBOM KOMMbIOTEP K LOgAN. 3anyCTMUTb TEPMMHAS, MO3BOSIOLLMM
NOAKIOYEHME Yepes MOCNefoBaTeNbHbIM NOPT, HanpuMep, Putty ona Windows.
YCTaHOBMTb NOAKITOYEHME Yepes Nnoc/iefoBaTeNbHbIM MOPT, YKa3as napamMeTpsbl

nopgkntodeHmsa 115200 8n1.

10
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Bo BpemMs 3arpy3km agMMHUCTPATOP MOXET BblOpaTb OAMH M3 HECKOSIbKMX MYyHKTOB
3arpy3ku B boot-mMeHto:

HanmeHoBaHMe OnucaHue

3arpyska UserGate ¢ BbIBOJOM OMarHOCTUYECKOM MHDOPMaL MM
UGOS LOGAN Py noMA bopral
O 3arpyske B NocnefoBaTesfbHbIM NOPT.

UGOS LOGAN (failsafe) 3arpy3ka UserGate B yNpoOLLEHHOM BUOEO PEXMUME.

BolTh B pasgen CMCTEMHbBIX YTUIIUT C BbIBOOOM MHMDOPMALIMM B

Support menu pasa y A bopray
KOHCOSb tty1 (MOHMUTOP).

Paszgen nocTyrneH nocne o6GHOBNEHUS UMK CO30aHMUS

Restore previous version .
pe3epPBHOM KOMMM.

Pazgen cUCTeMHbIX yTUAKT (Support menu) NO3BOASIET BbIMONHUTL CedyoLme
0encTBms:

HanmeHoBaHMe OnucaHue

Check filesystems 3anyck NpoBepkM GaroBOM CUCTEMbI YCTPOMCTBA Ha Haln4me
OLWMBOK M UX aBTOMATUHECKOE UCMPaBleHME.

YBenuueHue pasgena s xpaHeHusa 4aHHbIX Ha BECb

BbIAEMEHHbIM OMCK. DTa ornepaumsa 0bblHHO MCMOSb3YeTCs Nocse

Expand data partition YBEMYEHMS OUCKOBOIO NPOCTPaHCTBa, BblAENEeHHOro

rMNepPBM30POM A1 BUPTYalbHOM MallmHbl UserGate. [JaHHble 1

HacTpowmku UserGate He cHpacbiBatoTCs.

Co3pgaTb nNosnHyto Konuto amcka UserGate Ha BHelwHMM USB

Create backu
P HOCKMTeNb. Bce faHHble Ha BHELWHEM HOCKUTene ByayT yaaneHsl.

Restore from backup BoccTaHoBneHme UserGate ¢ BHelwHero USB HocuTens.

Cb6poc cocTosaHmsa UserGate k nepBoHa4anbHOMY COCTOAHMIO

Factory reset .
CMCTeMbI. Bce faHHble M HacTpoMku ByayT yTepsHbl.

Exit Bbixopn 1 nepesarpyska yCcTpomcTea.

HACTPOMKA LOGAN
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Pazpen HacTpoOMKM

Pasgen Hactporkn onpenenseTt 6a3oBble yCTaHOBKKM LOogAN:

HanmeHoBaHMe OnucaHue

HacTporkm nHutepdenca

HacTtpofika BpemMeHH
cepsepa

CucteMHble DNS-cepBepbl

PacnmncaHme ckavymBaHuUA
06HOBIEHUH

CocTosiHme c6oplumKa
noros

AreHT UserGate
Management Center

HacTporkun nHtepdenca LogAn:

* HacoBoM Nosic, COOTBETCTBYIOLLMM BaLLeMy
MECTOMOSIOXEHMIO. HaCOBOM NOSIC MCMOSMb3YyETCH B
pacnmMcaHmsx, MPUMEHSIEMbIX B MpPaBMiax, a Takxe Ans
KOPPEKTHOrO OTOBpaXKeHMs BpeMeHuM 1 4aTbl B OTHETAX,
XYpHanax 1 T.0.

* fA3bIK MHTEepdEMca MO YMOMHAHMIO — A3biK, KOTOPbIM
OyLEeT MCNOMb30BaTLCS MO YMOMYAHUIO B KOHCOSM.

HacTpoiika napaMeTpoB yCTaHOBKM TOYHOIO BPEMEHM:

» UcrnonbzoBaTb NTP — ncnonbsosaTh cepsepa NTP 13
YKa3aHHOIo CMMCKa A9 CUHXPOHM3ALIMM BPEMEHM.

o OcHoBHoOM cepBep NTP — agpec OCHOBHOIO CepBepa
TOYHOrO BpeMeHU. 3Ha4eHMe MO YMOSHAHMIO —
pool.ntp.org

» 3anacHoM cepBep NTP — agpec 3anacHoro cepsepa
TOYHOrO BPEMEHM.

» BpemMsi Ha cepBepe — Mo3BONSET YCTAaHOBUTb BpeMs Ha
cepsepe. BpeMsa 0oSKHO BbiTb YKa3aHO B HaCOBOM rnosce
UTC.

YKaxuTe koppekTHble IP-agpeca cepBepos DNS B HacTpoMKax.

HacTpolika pacnmcanus ckavmpaHma obHoBneHmM MO u
E1bnmoTek. TakKe BO3MOXHO NPOBEPUTL HanMyme 0OHOBNEHMM
BPYYHYIO HaxaTheM Ha MpoBepka 06HOBNEHMH.

OTobpaxaeTcsa Tekylllee COCTOAHME cepBepa LogAnN:
o CocTosiHME — MOKa3blBAET Tekylllee COCTOSHME CepBUca
CTaTUCTUKM.

» Bepcusi ycTporcTea — Bepcus LogAn.

HacTpoMkn ons NoaKNoYeHms yCTPOMCTBA K LLleHTPallbHOM
KOHCOSIM YrpaBeHus, NO3BONSIOLLEN YMPaBATb MaPKOM
YCTPOMCTB LOgAN M3 OQHOM TOYKM.

o Bkto4yeH/BbIkSlo4eH — BKJTIIOYEHME UM OTKITIOHEHME
ynpasfienus ¢ nomotpto UGMC.
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HanmeHoBaHMe OnucaHue

* Agpec UserGate Management Center — afpec cepsepa
B dopmaTe IPv4-agpeca, FQDN (nonyckaetcs
ncrnonb3oeaHue IDN-agpeca).

» Kop ycTponcTBa — TOKeH, TpebyeMbil Ang NogkmodeHms
K UGMC.

YnpaBJsieHMe YCTPOMCTBOM

Pazgen YnpasneHue yCTPOMCTBOM onpefenseT cnegytolime ycTaHoBkn LogAnN:
e [lnarHocTmKa.
* Onepaumnm C cepBepoM.
* Pe3epBHOE KOMMpPOBaHME.

* DKCNOPT M UMMNOPT HACTPOEK.
OuarHocTtmka

B maHHOM pa3pferne 3af4atoTcs NapaMeTpbl AMarHOCTUKM cepBepa, Heobxoaumble
cnyx6e TexHu4Yeckom Noaaepxku LogAn npu peLueHmm BO3MOXHbIX Mpobnem.

HanmeHoBaHMe OnucaHune

o Off — BegeHme XypHanoB oMarHOCTUKM OTKITIIOYEHO.

o Error — xypHanuMpoBaTb TONbKO OLIMOKKU PaboTbl
cepsepa.

» Warning — XypHanmpoBaTb TO/IbKO OLLUMOKHK U
npenynpexneHus.

o Info — XXypHanupoBaTb TOMbKO OLIMBKY,

[leTanmsaLms AMarHoCTMKM npenynpexneHus 1 LonoMHUTENbHYI MHPOPMaLMIO.

o Debug — MakcuMyM geTanmsaumm.

PekomeHpyeTcd yCTaHOBUTb 3Ha4YeHKWe NapameTpa deTtanmsaum
e AMarHoCcTuKK B Error (Tonbko owmnbkm) unu Off (OTko4eHo),
ecnm TexHuyeckas nogaepxka UserGate He nonpocumna Bac
YCTaHOBMUTb MHble 3Ha4YeHus. JTtoOble 3Ha4YeHMs, OTNIMYHbIE OT
Error (Tonbko owmnbkm) unm Off (OTkNoYEeHO), HEraTUBHO
BAMSAIOT Ha MPOU3BOAMTENBHOCTb LOgAN.

13
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HanmMeHoBaHWe OnucaHue

o CKa4aTb XXypHaJibl — CKayaTb AMarHoCTMYeckme
KypHanbl 4ns nepefadm Ux B cnyxx6y nognepskim

XKypHarnbl AMarHoCTHUKH UserGate.

OYUCTUTDb XKYPHaNbl — YAaUTb COLEPXKMMOE Marnku
KP3LLU-NO0roB.

Bknto4yeHo/OTKIOYEHO — BKIIIOYEHWE/OTKITIOYEHME
pPeXnMa yaaneHHoOro NoMOLLHMKa. YoaneHHbIM MOMOLLHMK
NO3BOSIAET MHXEHEPY TEXHUYECKOW NOAAEePXKM
UserGate, 3Haq 3Ha4eHMa naeHTMdMKaTopa M TOKEHa
yAaneHHOro NOMOLLHKMKa, NPOM3BECTH Be3onacHoe
nogkoveHune K cepsepy LogAn oig OUarHOCTUKM M
pelueHus NnpobneMm. [1ns ycnewHom akTMeaLmm
yOaneHHoro noMouHmka LogAn gomxeH MMeTb JOCTYM K
cepBepy yOaneHHoro noMolHmKka komMnaHum UserGate
no NpoToKoNy SSH.

YaaneHHbIM MOMOLLHMK

NpeHTUdUKATOP yAaNEHHOro NOMOLLHMKa

— MOJIlyYeHHOE CllyYalHbiM 06Pa3oM 3Ha4YeHHe.
YHUKaNbHO A5 KaXA0ro BKNOYEHUS YAaNeHHOro
MOMOLLHMKA.

TokeH yaaneHHoro NoMoLLHKKa — nosly4eHHoe
cnyyamHbiM 06pa3oM 3HaYeHne TokeHa. YHUKanbHO Ans
KaXK[oro BKIIOYEHUS yAaneHHOro MOMOLLHMKA.

OnepaumMm ¢ cepBepOM

[aHHbIM pasfen No3BossSeT NPOU3BECTHM Criefytolme onepaumm C CEPBEPOM:

HanmMeHoBaHMe OnucaHue

» MepesarpysnTb — nepesarpyska cepeepa LogAn.
Onepaummn c cepBepom
¢ BbIKSIlOYMTb — BbIKIIOYEHME cepBepa LogAn.

Bbibop kaHana o6HoBneHui MO LogAn:
o CTabunbHble — NMpoBepka Haanymns CTabUIbHbIX
O6HoBNeHMs o6HoBneHu MO.

« beTa — npoBepKa HaNM4YUs IKCNepPUMEHTasbHbIX
OBHOBIEHUM.

MHOMKaLMs MMetolmxcs obHoBneHu cepeepa UserGate.

OG6HOBMNEHUs cepBepa 3anyck npolecca 06HOBMIEHUS CepBepa C BO3MOXHOCTbIO
CO3aHMa TOYKM BOCCTAaHOBIIEHMS.

14
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HanmeHoBaHMe OnucaHue

MpocMoTp crmcka aMeHeHun MO B 0GHOBEHMM.
OdnaltH o6HoBNEHMS 3arpyska ¢panna ana odnarH oOGHOBNEHMS.

HacTporka napameTpos BbiwecToswero HTTP(S) npokcu-
cepBepa A1 OOHOBNEHUS NULLEH3MM M 0OBHOBNEHKs MO

HacTpomku BbilwecTosILLEro cepsepa UserGate.

NPOKCH ANt NPOBEPKHM

AMLEH3M M OBHOBNEHMIA HeobxoauMo ykazaTb IP-agpec 1 MopT BbILLECTOALLENO NPOKCH

cepeepa. [MNpr HeoBXOOMMOCTH YKasaTb IOTMH M Naposb ANs
ayTeHTUPUKALIMK Ha BbILLECTOSALLEM NPOKCH-CEPBEPE.

KoMnaHus UserGate nocTosiHHO paboTaeT Hafg yy4dlleHMeM Ka4yecTBa CBOEro
NporpaMMHoOro obecneyvyeHus 1 npegnaraet o6HoBNeHMa NpoaykTa LogAn B paMkax
NOAMNMCKM Ha MOoLY b NuLeH3un Security Update (mnogpo6HO 0O NULLEH3UPOBaHMM
CMOTpUTE B pasgene JinueHsmnposaHme LogAn). Mpu HanMumm oOHOBNEHMM B
pasgene YnpasieHMe yCTPOMCTBOM OTOOPA3NTCA COOTBETCTBYIOLLEE ONMOBELLEHME.
O6HOoBNEHME MPOAYKTa MOXET 3aHATb JOBOJIbHO OIMTENbHOE BPEMS,
PEKOMEHYETCS NaHMPOBaTb YCTaHOBKY OOHOBMIEHMM C YHETOM BO3MOXHOIO
BpeMeHn NpocTtosa LogAnN.

ns YCTaHOBKMU OBHOBEHMM HEOOXOAUMO BbIMONHUTD cnenywoume O0ENCTBUS:

HanmMeHoBaHWe OnucaHue

CosfaTb PeE3ePBHYIO KOMMIO COCTOAHMSA LOgAN, KaK 3TO
onmcaHo B pasgene CUCTeMHbIE YTUNMTbI. JaHHbIM LWar
LWar 1. Co3gatb damn PEeKOMEHAYeTCs BCerga BbiNOAHATb Nepes NpUMeHeHNEM
PEe3epPBHOro KOMMPOBaHMS OBHOBMIEHWM, MOCKOSbKY OH MO3BOJIMT BOCCTAHOBMTb
npeablaoyliee COCTOSHUE YCTPOMCTBA B CllyYae BO3HUKHOBEHMS
Kakux-nmbo npobnem BO BpeMst MpUMeHEHMs OGHOBNEHMWM.

B pazgene YnpaBneHMe YCTPOMCTBOM MPUW Haiuymm
onoseLleHns JoCTynHbl HOBble

O6HOBNEHMS HaxaTb Ha CCblky YcTaHOBMTb cemyac. Cuctema
YCTAHOBUT CKa4aHHble OBHOBMIEHMS, MO OKOHYaHWM YCTaHOBKM
LogAn ByneT nepesarpy>eH.

LWar 2. YcTaHoBUTb
OBHOBIEHUSA

YnpaBneHue pe3epBHbIM KONMPOBaHMEM

[aHHbIM pa3fen No3BoNSEeT YyNpaBnaTh Pe3epBHbIM KonupoBaHueMm UserGate:
HaCTpoMKa NpaBu aKCNopTa KOHPUrypaLmm, Co3gaHne Pe3epPBHOM KoMK,
BOCCTaHOBJeHMe ycTporcTBa UserGate.

[ns cospaHus |oe3epBH0151 KOMMM HEOOBXOAMMO BbIMONHUTD cnenyroume OENCTBUS:

15
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HanmMeHoBaHWe OnucaHue

B pa3nene YnpaBneHue yCTPOMCTBOM = YpaBrieHue
pe3epBHbIM KONMMpoBaHMEM HaxaTb Co3paaHue pe3epBHOM
Konmu. CCTEMa COXPaHUT TEKYLLME HAaCTPOMKM CepBepa NoA
CNnefyowmM MMEHEM:

backup_PRODUCT_NODE-NAME_DATE.gpg, roe
PRODUCT — tun npogykta: NGFW, LogAn, MC;
NODE-NAME — nmsa yana UserGate;

DATE — paTa v BpeMs Co3aHusi PE3ePBHOM KOMMK B popmaTe
YYYY-MM-DD-HH-MM; Bpems ykasblBaeTCcs B HaCOBOM Mosice
uTC.

MpoLiecc co3faHms Pe3epPBHOM KOMMM MOXET BblTb NpepBaH
HaXkaTueM KHOMKM OCTaHOBMUTb. 3arMcb O CO3[aHMM PE3EPBHOM
KOMMKM OTOBPasUTCA B XKypHane cobblTUM yCTPOMCTBA.

War 1. Co3gatb pe3epBHYtO
KOMMIo

119 BOCCTAHOBIEHUSA COCTOSAAHMS YCTPOMCTBA HEOBXOOMMO BbIMOHUTL CleayoLlme
0EeNCTBUS:

HanmeHoBaHMe OnucaHne

B pasnene YnpaeneHue yCTPOMCTBOM = YripaBneHue
pe3epBHbIM KOMMPOBaHWEM HaxaTb BoccTaHoBNeHMe U3
pe3epBHOM KOMMMK U yKasaTb NMyTb K paHee co3aaHHOMy dainy
HacTpOeK 419 ero 3arpysku Ha cepsep. BocctaHoBneHue 6ynet
NPeLnnoXeHo B KOHCONM tty Npu Nepesarpyske yCTPOMCTBa.

LWar 1. BoccTaHOBUTb
COCTOSIHWE YCTPOMCTBA

[OoNONHUTENBHO aAMUHUCTPATOP MOXET HAaCTPOUTb COXPaHeHue hannos Ha
BHeLWHKMe cepiepbl (FTP, SSH) no pacnucanuto. [1nsg co3gaHms pacnmcaHmns BbIrpy3Ku
HaCTPOeK HeOH6XOAMMO BbIMOMHUTL CedyoLlme OENCTBUS:

HanmeHoBaHMe OnucaHue

B pasnene YnpaBneHue yCTPOMCTBOM = YNpaBneHue
pe3epBHbIM KOMMPOBAHUEM HaxxaTb KHOMKY [,06aBUTb, ykasaTb
MM$S 1 OMMcaHWe npasuna.

War 1. Co3gatb npasmio
aKCnopTa KOHDUrypaLmm

Bo Bknagke npaBuna YaaneHHbIM cepBep ykasaTb NapamMeTpbl
yAaneHHoro cepeepa:

e Tun cepsepa — FTP mnm SSH.

* Aopec cepBepa — |P-agpec cepsepa.
War 2. YkasaTb napameTpbl

yAaneHHoro cepsepa e MopT — nopT cepsepa.

o JIOrMH — y4yeTHad 3anuch Ha yaaneHHOM CepBepe.
 Naponb/MoBTOpUTE NaPOSIb — NAPOSIb YHETHOM 3aMMCH.

« MyTb Ha cepBepe — NyTb Ha cepBepe, Kyaa dyayT
BbIFPY>KEHbl HACTPOMKM.
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HanmeHoBaHMe OnucaHue

War 3. BoibpaTb
pacrnucaHue Bbirpy3km

B cny4ae ncnonb3oBaHme SSH-cepsepa BO3SMOXHO
MCMOMb30BaHKME aBTOPM3aLMM MO KoYy, [nsg uMnopTa nnm
reHepaumm kntoda Heob6xoammo BeibpaTh HacTpouTb SSH-kntoY
1 yKaszaTb CreHepmpoBaTb KitouM 1t MMNOPTUPOBATDb KITIOM.

Ba>kHo! [Mpn MOBTOPHOM CO3[aHMM KITtoHa CYLLLECTBYIOLLLMM
SSH-knto4d 6yaeT yaaneH. My6nuyHbIM KoY goSKeH
HaxoamMTbCsl Ha SSH-cepBepe B OMPEKTOPUM MONb30BATENBCKMX
kntoder /fhome/user/.ssh/ B daine authorized_keys.

Mpw NepBOHa4YanbHOM HACTPOMKE NpaBuMa aKCropTa
[pe3epBHOro KonupoBaHus No SSH oba3aTenbHa nposepka
coefmHeHus (kHomnka MpoBepUTb COeAUHEHHME); MPU NPOBEPKE
coenmHeHus fingerprint nomelaetca B known_hosts, 6e3
npoBepku daksbl He ByayT OTNPaBAATLCS.

BakHo! Ecrivt cMeHuTb cepBep SSH mim ero nepeyctaHoBKUTb,
TO dannbl Pe3epPBHOro KONMPOBaHMS ByAyT HELOCTYMHbI, TaK
kak fingerprint U3MeHUTCH - 3TO 3almTa OT cnyduHra.

Bo Bkflagke npasuna PacnncaHue ykasaTb HEOOXOAMMOE BPeMS
OTMNPaBKKW HacTpoek. B cnyyae 3agaHuns BpeMeHu B crontab-
dopMaTe, 3afamTe ero B cnenyoLlemM Buae:

(MUHYTBI0-59) (Yacbl:0-23) (oHW Mecsaua:1-31) (Mecau,1-12) (oeHb
Hepenu:0-6, 0-BoCKpeceHbe)

Kaaoe 13 nepBbiX NATU MNonem MoXeT 6bITb 3a4aHO
crnenyowmM o6pasom:

e 3Be3goyka (*) — obo3Ha4vaeT BeCb AManasoH (0T nepBoro
0O nocnegHero).

o leduc (-) — obo3HavaeT ananasoH Ymcen. Hanpumep,
"5-7" 6yneT o3Ha4aTb 5,6 1 7.

o Cnincku. DTO Ymcna (Mnm oranasoHbl), pasfeneHHble
3anaTbiMu. Hanpumep, “1,510,11" vnam "1-11,19-23"

» 3Be3[04Ka M TMPE UCMOSb3YIOTCA A1 NPOMYCKOB B
AnanasoHax. LLlar ykasbiBaeTcsa nocne KOCom H4epTbl.
Hanpumep, "2-10/2" 6ygeT 3HaumTh "2,4,6,8,10", a
BblpaxxeHue "*/2" B none "4acol" ByaeT o3Ha4aTb "Kaxkable
OBa 4vaca".

SKCMOPT M UMMOPT HaCcTpoeK

AOMUHUCTPATOP MMeET BO3MOXHOCTb COXPaHUTb TeKYLLME HAaCTPOMKM LogAn B damn
1 BNOCNenCTBUM BOCCTAHOBUTb 3T HACTPOMKM Ha 3TOM Xe UMK OPYrOM cepBepe
LogAn. B oTnun4me oT pe3epBHOIO KOMMPOBaHMS, 3KCMOPT/MMMNOPT HAaCTPOEK He
COXPaHSET TeKyLLlee COCTOSAHME BCEX KOMMOHEHTOB KOMMIEKCA, COXPAHAOTCH TOSIbKO

TekyLMe HaCTPOMKM.
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o MpumMmevaHue

9KCNOpPT/MMMNOPT HAaCTPOEK HE BOCCTaHABIMBAET COCTOSIHME MHTEPdENCOB M
uHPpopMaLMio O NMLEH3MK. ocne okoHYaHUs NpoLeaypbl UMNopTa Heo6xoaMMo
MOBTOPHO 3aperncTtpmpoBatb LogAn ¢ noMmolubio umetowerocs NMUH-kopa u HacTpouTb

uHTepdenchbl.

ns 9KCMOpPTa HaCTpoeK HEOBXOAMMO BbIMNOSHUTD cnegyroume OENCTBUS:

HanmeHoBaHMe OnucaHne

B paszgene YnpaBneHue YyCTPOMCTBOM = DKCMOPT M UMIMOPT
HaCTPOEK HaxXM1Te DKCMOpPT U BbibeprTe DKCNOPTMPOBATb BCE
HaCTPOMKM 1T DKCNOPTUPOBATb CETEBbIE HACTPOMKM.
CuncTeMa COXpPaHUT:

o TEKYLLME HACTPOMKK CepBepa Mo UMeHEM:

logan_core-logan_core@nodename_version_YYYYMMDD
_HHMMSS bin

e CeTeBble HaCTpOPIKI/I nog MMeHeM:

network-logan_core-logan_core@nodename_version_YY

LLar 1. SKcnopT HacTpoek YYMMDD_HHMMSS bin

nodename — m1mq yana LogAn.
version — Bepcus LogAN.

YYYYMMDD_HHMMSS — pata v BpeMms BbIrpy3KkM HaCTPOEK B
Yacosom nosce UTC.

Hanpumep, logan_core-logan_core@ranreahattha_6.2.0.13494R
S-1_20211227_091350.bin unu network-logan_core-
logan_core@ranreahattha_6.2.0.13494RS-1_20211227_091407 bi
n.

19 NpUMeHeHus Co3AaHHbIX paHee HacTpoek HeEO6XOAMMO BbIMONHUTL CeayoLme
0encTBms:

HanmeHoBaHMe OnucaHue

B pa3gene YnpasneHue yCTPOMCTBOM = DKCNOPT M UMMAOPT
HacTpoeK HaxaTb MMNOPT M yKaszaTb NyTb K paHEE CO34aHHOMY
danny HacTpoek. YKkazaHHble HaCTPOMKKU MPUMEHSTCS K
cepBepy, Nochle 4Yero cepeep OyneT nepesarpyxeH

War 1. MMMNopT HacTpoek

HONOMHNUTENBHO aOMUHUCTPATOP MOXET HACTPOUTb COXPaHEHME HAaCTPOEK Ha
BHeLWHKMe cepiepbl (FTP, SSH) no pacnucanuto. [1ng co3gaHms pacnmcaHms Bbirpy3Ku
HaCTpPOeK HeOHXOAMMO BbIMOMHUTL CedyoLme OENCTBUS:
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HanmMeHoBaHWe OnucaHue

War 1. Co3gatb npasmio
aKcrnopTa

Lar 2. YKa3zaTb napamMeTpsbl
yOaneHHoro cepsepa

War 3. BoibpaTb
pacrnucaHue Bbirpy3km

AAMUHHUCTpPATOPDI

B pa3znene YnpaBneHue yCTPOMCTBOM = DKCMNOPT M
MMMOPT HacTPoeK HaxaTb KHOMKY Jo6aBUTb, ykazaTb UMS U
onumcaHue npasuna.

Bo Bknagke npaeuna YaaneHHbIM cepBep ykasaTb NapamMeTpbl
yLoaneHHoOro cepeepa:

e Tun cepeepa — FTP munm SSH.

o Apgpec cepeepa — IP-agpec cepsepa.

e MopT — nopT cepsepa.

e JJorMH — y4eTHas 3anmcb Ha yaaneHHOM CepBepeE.
 MNaponb/MoBTOPUTE NaPOSIb — NAPOSb YHETHOM 3aMMUCH.

« MyTb Ha cepBepe — NyTb Ha cepBepe, Kyaa oyayT
BbIFPY>KEHbl HACTPOMKM.

Bo Bknagke npaeuna PacnucaHue ykasaTb HeobxoaMMoe Bpems
OTMPaBkM HacTpoeK. B cnyyae 3apanusg spemern B CRONTAB-
dopMaTe, 3afamnTe ero B CnenyolemM Buae:

(MUHYTBIO0-59) (Yacbl:0-23) (oHW Mecsaua:1-31) (Mecau1-12) (oeHb
Hepenu:0-6, 0-BoCKpeceHbe)

Kaaoe 13 nepBbiX NATU Nonem MoXeT 6bITb 3a4aHO
crnenyowmM o6pasom:

e 3Be3goyka (*) — obo3Ha4vaeT Becb AManasoH (0T nepBoro
0O nocnegHero).

o leduc (-) — obo3HavaeT ananasoH Ymcen. Hanpumep,
"5-7" 6yneT o3Ha4aTb 5,6 1 7.

o Cnincku. DTO Ymcna (Mnm oranasoHbl), pasfeneHHble
3anaTbiMu. Hanpumep, “1,510,11" mnam "1-11,19-23"

» 3Be3[04Ka M THPE UCMOSb3YIOTCA A1 NPOMYCKOB B
AnanasoHax. LLlar ykasbiBaeTcsa nocne KOCom 4epTbl.
Hanpumep, "2-10/2" 6yneT 3Ha4mTb "2,4,6,8,10", a
BblpaxeHue "*/2" B none "4acol" OyaeT o3Ha4aTb "Kaxkable
[Ba 4aca.

HocTtyn Kk Beb6-koHconun LogAn perynupyeTcs C MOMOLLbIO CO3AaHUS
LOMOJSTHUTENbBHbIX YYETHBIX 3aNMCer agMUHUCTPATOPOB, Ha3HAYeHUS UM Mpoduen
LOCTYMa, CO34aHMUS MOSIUTUKK YNpPaBeHMs NaponsMmM aidMUHUCTPATOPOB U
HaCTPOMKM JOCTYMa K Be6-KOHCOMM Ha YPOBHE pa3peLLeHmMst CEpBUCa B CBOMCTBaX

30HbI CETU.
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o MpumMmevaHue
Mpuv nepBoHavanbHOM HacTporke LogAn cospaeTcs noKasbHbIM Cynepnosib3oBaTenb
Admin.

[ns co3gaHus 0onoNHUTESNbHbIX YHETHbIX 3anmcemn AOMUHNCTPATOPOB yCTpOl;ICTBa
HEOBXOAMMO BbIMONHUTD cnegyrouimne OENCTBUS:

HanmMeHoBaHMe OnucaHue

War 1. Co3gaTb npodunb B pa3znene AgMUHMCTpaTopbl = Mpodunm agMUMHUCTPaTOPOB
LOCTyna agMUHUCTpaTopa HaxaTb KHOMKY JLo6aBMTb U yKazaTb HEOOXOAMMbIE HACTPOMKM.

B pa3nene ABMMHUCTPATOPbI HaxaTb KHOMKY JLo6aBMTb M
BbI6GpaTbh HEOOXOAMMBIV BApPUaHT:

o lo6aBUTb NOKaNbHOro agMMHMUCTPaATOpPa — CO3aaTb
NOKanbHOro nosib3oBaTenNd, 3a4aTh €My Maposib OCTYNa
M Ha3Ha4YMTb CO3OaHHbIM paHee NpPodub 4OCTYyMa.

Ho6aeuTb nonbsoBatens LDAP — no6aBuTb
nonb3oBaTeNs 13 CyLecTByloLLero goMeHa. [1ns aToro
LOMXKeH OblTb KOPPEKTHO HacTpoeH LDAP-KOHHeKTop B
pa3nene CepBepbl ayTeHTUPHMKaumK. [Npu Bxoae B

LWar 2. Co3paThb y4eTHYI0 KOHCOS1b aAMUHUCTPUPOBaHMS HEOBXOAMMO YKa3biBaThb
3aMMchb aMUHUCTPATOPA U MMS Nonb3oBaTens B popMaTe user@domain. HasHauMTb
Ha3HaYUTb €M OOMH M3 CO3[aHHbIN paHee NpodUb.

CO3AaHHBIX PaHEE « lo6aBuTb rpynny LDAP — go6asuTb rpynny

npodunei nonb3oBaTenei 13 CyLecTByIoLLEro JoMeHa. 15 3Toro
agMUHKCTPaTopa

LLOSIXEH BblTb KOPPEKTHO HacTpoeH LDAP-KOHHEKTOP B
pasnene Cepsepbl ayTeHTUdUKaLMK. [1pu BXOAE B
KOHCOb aAMUHUCTPUPOBAHMS HEOOXOANMO YKa3biBaTb
MMs nonb3oBaTens B dopmaTte user@domain. HasHaumTb
Cco3faHHbIM paHee Npodunb.

[06aB1Tb agMMHHMCTpPaTOpa ¢ npodpunem
ayTeHTUPHMKaLMM — CO30aTb NMoNb30OBaTeENSs, Ha3HaYMThb
CO3[aHHbIM paHee NPoPUIIb agMUHUCTPATOPa U NPOdUIIb
ayTeHTUdUKaLnn (HeobxoaMMbl KOPPEKTHO
HaCTpPOEHHble cepBepbl ayTeHTUDMKaLMM).

Mpu cospaHum Nnpoduns LoCTyna agMMHUCTPaToOPa HeOBXOOMMO yKasaTb
crnepyloLmMe napamMeTpbl:

HanmMeHoBaHMe OnucaHue

HasBaHue HaseaHue npoduns.

OnucaHue OnucaHune npoduns.
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HanmMeHoBaHWe OnucaHue

CrnMcok o6bekToB nepesa Be6-KOHCOJ'Il/I, OOCTYMHbIX On4d
genernpoBaHm4. B ka4ecTBe OOCTYyMNa MOXHO yKa3aTb:

Mpasa goctyna e HeT poctyna.
e YTeHue.

e YTeHMe 1 3anmcho.

AOMUHUCTPaTOP LOgAN MOXET HAaCTPOMUTb OOMOSTHUTESbHbIE MapaMeTPbl 3aLMThbI
YHYETHbIX 3anMcen agMUHUCTPATOPOB, TakMe, KakK CIIOXHOCTb Naponsa 1 6NOKUPOBKY
y4eTHOM 3anmcK Ha onpefeneHHoe BpeMs MNpmr NPEeBbILLEHWM KOSIMYECTBa HEYOAa4HbIX
NOMbITOK aBTOPM3aLMM.

[na HaCTPOMKM 3TUX NapaMeTPOB HEOOXOAMMO:

HanmeHoBaHMe OnucaHue

LWar 1. HacTtpouTb nonmTuky | B pasnene AOMMHMCTPATOPbl = AgGMUMHUCTPATOPbI HaXaTb
naponemn KHOMKY HacTpouTb.

YKazaTb 3Ha4YeHUS CedyoLmMX Nonem:

o CNO>KHbIM napoJsib — BKJ/IKOYaET AOMNOJIHUTESIbHbIE
MapaMeTpbl CJIOXKHOCTU Naposid, 3aaBaeMbl€ HMNXKE,
Takne Kak — MMHMMallbHada gJimHa, MMHUMaJibHOE YMCI10
CMMBOJIOB B BEPXHEM pPEerncTpe, MMHMMalibHOE YNCNO
CHMMBOJ10B B HMXKHEM PETMCTPE, MMHUMMallbHOE HYMCIO
LI,l/lde, MMUHMMaJIbHOE HYMCIIO CrieynalsibHbIX CMMBOJIOB,
MaKCMMallbHad OJiMHa 6noka 13 OOHOIro 1 TOro xe
CMMBOJIA.

LWar 2. 3anonHuTb
HeobxoOMMble Mo

* Ycno HeBepHbIX NOMbITOK ayTeHTUdUKaLMKU —
KOJIMHECTBO Heyda4HbIX MOMbITOK ayTEHTUdUKALMM
alMUHUCTPATOPa, MOCe KOTOPbIX y4eTHas 3arnmch
3abnokupyeTcs Ha BpeMsa 6110KMPOBKH.

* BpeMs 61OKMPOBKM — BpeMS, Ha KOTopoe GokmpyeTca
y4eTHas 3anmchb.

0 MpumMmevaHue

JononHuTenbHble NapaMeTpbl 3alMUTbl y4ETHOM 3anMcH agMUMHUCTPaTOPa NPUMEHUMDbI
TOJIbKO K JIOKaJIbHbIM Y4Y€THbIM 3anmcsaM. Ecnu B kKayecTBe agMUMHUCTpPaTOpa YCTPOMCTBA
BblGMpaeTcs y4eTHas 3anmcb M3 BHeLWWHero katanora (Hanpumep, LDAP), To napamMeTpbl

3aLUMTbI 419 TaKOM y‘-IeTHOl‘:i 3anucu1 onpepensdarTca 9TMM BHEWWHUM KaTaJIoroMm.
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B pasgene AgMHUHUCTPaTOopbl = CeccMm agMMHUCTPATOPOB OTOOpaXatoTcs BCe
aOMUHUCTPATOPBI, BbIMOSHMBLLIME BXO[, B BEO-KOHCOSb aAMUHUCTPUPOBaHMS LogAn.
Mpou HeobXoaMMOCTH NOBYIO M3 CECCUM aMUHUCTPATOPOB MOXHO 3aKPbITh
(cObpocuTb).

AIMUHUCTPATOP MOXET YKa3aTb 30Hbl, C KOTOPbIX ByAeT BO3MOXEH OOCTYM K
cepsucy Beb-koHconm (nopt TCP 8010).

o MpumMeyaHue
He pPeKoMeHAyeTCd pa3pewlatb 4OCTyN K Be6-KOHCcoNU And 30H, NoAKTIOYEeHHbIX K

HEKOHTPOJIMPYEMbIM CETAM, HAaNPUMeEP, K CeT MHTEpPHET.

[na paspelueHns cepsrca Beb-KOHCONM AN OnpeneneHHOM 30Hbl He06X0AMMO B
CBOMCTBAX 30HbI B pa3fesie KOHTPOJSb AOCTYMNa pa3peLlnTb JOCTYN K CEPBUCY
KoHconb agMUHUCTpUpOBaHHMA. bonee Nogpo6HO O HAaCTPOMKe KOHTPOSA AOCTYymNa K
30HaM MOXHO MPOYKUTaTb B pasgene HacTporka 30H.

YnpaBneHue cepTudmKaTamm

LogAn ncnonbayeT 3almileHHbi npoTokon HTTPS ang ynpasfieHns yCTPOMCTBOM.
Ins BbINOSHEHMS faHHOM GyHKLMM LogAn ncnonbayeTt cepTudmkaT Tuna SSL Be6-
KOHCOMM.

ns Toro 4To6bl CoO34aTh HOBbIM CePTUDUKAT, HEOOXOOAUMO BbIMOHUTbL CleayoLmMe
0encTBmS:

HanmeHoBaHMe OnucaHune

LWar 1. Co3paTb cepTudumkaT | HaxaTb Ha kHonky Co3paTb B pasgene CepTudurkaTsbl.

YKa3zaTb 3Ha4YeHMS crnenyrowmnx nonewu:

» HazBaHMe — Has3BaHWe cepTuduKaTa, NOL KOTOPbLIM OH
6yneT oTobpaykeH B crimcke cepTUdUKaTOB.

» OnucaHmMe — onucaHue cepTuomkaTa.

LWar 2. 3anofAHuTb o CTpaHa — CTpaHa, B KOTOPOWM BbIMMCbIBAETCS
HeobXxoaMMble NoSs cepTrdmkar.

e O6nacTb MM WTaT — 061aCTb UMM LUTAT, B KOTOPOM
BbIMMCbIBAeTCS cepTudmKaT.

° Fopop. — ropon, B KOTOPOM BbIMMNCbIBAETCA CepTl/Iq)l/IKaT.

« HasBaHMe opraHMsaumm — HasBaHMe OpraHusaLmm, ons
KOTOPOM BbIMMCbIBAETCA cepTUdUKar.
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HanmeHoBaHMe OnucaHue

o« Common name — 1msa cepTudurkaTta. PekoMeHayeTcs
MCMONb30BaTb TOJIbKO CMMBOJIbI TATUHCKOrO andasmTa
LN COBMECTUMOCTHM C 6OMbLUMHCTBOM Gpay3eposB.

e E-mail — email BaLwuer koMnaHuu.

Mocne co3gaHua cepTudmrkaTa HEO6XOQMMO yKasaTb ero posib
B LogAn. [1n9 2Toro Heo6XxoamMMO BblAENUTb HEOBXOOMMbIMA

War 3. YkazaTb, o5 4ero cepTudUKaT B CMMUCKe CEPTUDMKATOB, HaxkaTb Ha KHOMKy PepgakTt

OyOeT MCMOoNb30OBaH AaHHbIM | MPOBATb M yKas3aTb TWM cepTudmkaTa — SSL Be6-KoHCOoNM.

cepTudmkat Mocne aToro LogAn nepesarpysmuT CepBUC BEG-KOHCOSIU M
NPenNOXMT BaM NOAKIIOHYUTBLCH YXKE C MCMONb30BaHMEM HOBOIO
cepTudukaTa.

LogAn No3BOSSET 3KCNOPTMPOBATb CO3AaHHblE CEPTUDUKATBI U UMMOPTUPOBATD
cepTuduKaTbl, CO3OaHHbIE Ha PYruX CUCTEMAX, HaNpuMep, cepTudukar,
BbINMWCAHHbIN LOBEPEHHbBIM YAOCTOBEPSIOLLMM LLEHTPOM Ballen OpraHn3aLmm.

[na akcnopTa cepTudmKkaTa HEOBXOOAUMO:

HanmeHoBaHMe OnucaHue

LWar 1. BoibpaTb

BbloenmTb HeobxoaMMbIM cepTUdMKAT B CMUCKE CEPTUPUKATOB.
cemechKaT 0J14 9KCNopTa A a P ¢ P q)

BbibpaTb TN aKCcnopTa:

o JKCMopT cepTUdMKaTa — SKCMOPTUPYET AaHHbIE
cepTMdukaTa B der-dpopmate 63 3KCNoPTUPOBaAHMUSA
NpPWBaTHOro KtoYa cepTudmkaTa. McnonbsymTe damn,
MONyYEeHHbIM B pe3ynbTaTe akcnopTa cepTdumkaTa ons
WMHCMEeKTUPOBaHMa SSL, Ans yCTaHOBKM ero B Ka4ecTBe
NOKanbHOro yaOCTOBEPSIOLLENO LIeHTPa Ha KOMMbOTepbl
nonb3oBaTenem.

Lar 2. OkcnopTnpoBaTb
cepTMdmkat

o dKkcnopT CSR — akcnopTmpyeT CSR cepTudmkaTa,
HanpuMep, 4N NoANUCKH ero yooCTOBEPSIOLLMM
LLEHTPOM.

o MpumMeyaHue
PeKomeHnyech COXpPaHATb CepTMd)MKaT AN BOBMOXXHOCTU €ro nocneayowiero

BOCCTaHOBJ1€HHMA.
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o MpumMmevaHue
B uensax 6e3onacHocT LogAn He paspeluaeT 3KCropT NPMBATHbLIX KITOYeH

cepTudPHKaToB.

Ina umMnopTa cepTMdmkaTa HeOOX0OMMO MMETbL panbl cepTudmrKaTa U —
OMUMOHANbHO — MPUBATHOIO KIto4a cCepTUdUKaTa 1 BbIMONHMUTL Crieaytolme
0encTBms:

HanmeHoBaHMe OnucaHue

LWar 1. HavaTb nMnopT HaxaTb Ha kHOMKYy MMAOPT.

YKasaTb 3Ha4YeHMs CledyoLLMX Nosem:

« HazBaHMe — Ha3BaHWe cepTHduKaTa, Nog KOTOPbLIM OH
OyneT oTobpaxeH B Crcke cepTUDUKATOB.

o OnucaHMe — onuncaHue cepTudmkaTa.
o Qann cepTudmkaTa: dann, cogepxallimii AaHHble
cepTMdHUKaTa.

LWar 2. 3anonHmTb

o MpurBaTHbIM KNKOY: Gakn, coaep aLlmi NPUBaTHbLIM KITtoY
HeobxogMMble Nons

cepTudukaTa.

e Maponb ong NpMBaTHOrO KItOYa, ECIIM TaKOBOM
TpebyeTcs.

* Llenoyka cepTndmrkaToB — Gakn, coaepxaLlmm
cepTMOUKaTbI BbILLECTOSLMX LLEHTPOB cepTUdMKaLIMK,
KOTOpbIE Y4acTBOBasIM B CO3AaHMK cepTudmkaTa
(Heobda3aTenbHOE none).

CepBepbl ayTeHTUPHMKaL MM

CepBepbl ayTeHTUDUKALMM - 3TO BHELLHWE MCTOYHUKM YHETHbIX 3anmcem
nonb3oBaTenen Ang aBTopusaumm B Beb-KoHCoM ynpasneHus UserGate Log
Analyzer. LogAn nogaepxuBaeT cnefytoLime cepeepbl ayTeHTudmKaumm: LDAP-
KoHHekTOop, RADIUS 1 TACACS+.

LDAP-KoHHeKTOp

LDAP-KOHHEKTOP NMO3BONSET:

e [ony4aTb MHPOPMaLMIO O MoNb3oBaTeNax M rpynnax Active Directory unm
npyrix LDAP-cepBepoB. MNopaepxunpaetcs paboTa ¢ LDAP-cepsepom FreelPA.
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OcyLLecTBNATb aBTOPU3aALUIO aOMUHMUCTPATOPOB LOgAN Yepes oMeHbl Active

* Directory/FreelPA.

Insa cozgaHma LDAP-KOHHekTOpa Heo6X0OMMO HaxaTb Ha KHOMKy J,o6aBuTh,
Bbi6paTh Jo6aBnuTb LDAP-KOHHEKTOP 1 yKa3aTb Cliefytolime napamMeTpbl:

HanmMeHoBaHMe OnucaHue

BkniovyeHo

HasBaHue

SSL

OdomeHHoe nma LDAP 1nu
IP-appec

Bind DN («login»)

Maponb

OomeHbl LDAP

MyTh noncka

BkntovaeT unm oTko4aeT UCMONb30BaHWe OaHHOro cepeepa
ayTeHTUbUKaLMM.

HasBaHue cepBepa ayTeHTUDUKALMM.

OnpepenseT, TpebyeTtcs 1 SSL-coegmHeHMe s
nogkmodeHms K LDAP-cepsepy.

IP-appec koHTponnepa gomMeHa, FQDN koHTponfiepa JOMEHa
mnu FQDN pgomeHa (HanpuMep, test.local). Ecnu ykasaH FQDN,
To UserGate nony4mT agpec KOHTPONNepa JOMeHa C MOMOLLbIO
DNS-3anpoca. Ecnm ykazaH FQDN goMeHa, TO npu OTKITIOYEHUM
OCHOBHOIO KOHTponnepa gomeHa, UserGate bynet
MCMOMb30BaTb PE3EPBHbIN.

M8 nonb3oBaTensl, KOTopoe HeoBXOAMMO MCMOSb30BaTb A4
nogkntoyeHms k cepeepy LDAP. Mg Heobxoommo
ncnonbsosatb B popmate DOMAIN\uUsername mnm
username@domain. JaHHbIM Nob30BaTeNb yXKe AOMXKEH OblTb
3aBefleH B lOMeHe

I'Iaponb nosib3oBaTend ojid nogkKnmto4YeHnd K AJOMEHY.

Cnrcok OMEHOB, KOTOPbIE 0BCYKMBAIOTCA YKa3aHHbIM
KOHTPOM1IEPOM AOMEHA, HaNPUMEP, B Clly4ae AepeBa JOMEHOB
mnm neca gomeHoB Active Directory. 3gech e MOXHO ykasaTb
KopoTkoe netbios MMs foMeHa.

Cnmcok nyten B cepeepe LDAP, HauMHasa ¢ KOTOPbIX CUCTEMa
OyLeT OCyLEeCTBAATb MOUCK NMOSb3oBaTENeM 1 rpynm.
HeobxoanMo yKasbiBaTb MOMHOE MMS, HanpUMep,
ou=0Office,dc=example,dc=com.

Mocne co3pgaHus cepBepa HEOBXOOMMO NPOBEPUTL KOPPEKTHOCTb NapamMeTpoB,
HakaB Ha KHorky MNMpoBepuTb coegmnHeHne. Ecimn napamMeTpbl ykasaHbl BEPHO,
cucTeMa coobLMT 06 3TOM NMOO yKaxXeT Ha MPUYMHY HEBO3MOXHOCTU COEOMHEHMS.

HacTtponka LDAP-kKoHHeKTOpa 3aBepLueHa. [115 BXo4a B KOHCOSb MOSb30BaTENSM
LDAP HeobxoOmMO ykasbiBaTb MMs B dopMaTe:

domain\user/system wnu user@domain/system
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CepBep ayTeHTMPUKaumm RADIUS

Cepsep ayTeHTUdUKaumm RADIUS no3BonseT NpousBoamTbh aBTOPU3ALMIO
nonb3oBaTenemn B Beb-koHconu UserGate, koTopbIM BbiCTynaeT B ponu RADIUS-
KnmeHTa. MNpwu aBTopm3saumm Yepes RADIUS-cepeep UserGate nocbinaeT Ha cepBepbl
RADIUS nHdopMaLmio C UMeHeM 1 naponem nonb3oBaTtens, a RADIUS-cepeep
OTBEYaET, yCMNeLwHO NpoLulfia ayTeHTUDUKALMS UK HeT.

Ina nobaeneHus cepeepa ayTeHTUbMKauMmM RADIUS HeobxogmMMo HaxaTb
Ho6aBuTb, BbibpaTh JJo6aBuTb RADIUS-cepBep 1 ykazaTb crefytolime napaMeTpsi:

HanmeHoBaHMe OnucaHue

BkntoyeHme/oTKtoYEeHWE MCMOMb30BaHMSA JaHHOro cepeepa

BknioyeHo

ayTeHTMduKaumm.
HasBaHue HasBaHwue cepsepa ayTeHTUdMKaumm RADIUS.
OnucaHue OnucaHue cepBepa (onuMoHasbHO).

OBLWMM KoY, MCNoJib3yeMbi npoTokosoM RADIUS ong
Cekpet n y P A

ayTEHTUDUKALUM.

YkazaHue IP-agpeca cepsepa n UDP-nopTa, Ha KOTOPOM
Appeca cepsep RADIUS cnywaeT 3anpochkl Ha ayTeHTudMKaumio (rno
yMonyanuto, 1812).

[nsg aBTOpU3aLMKM Nonb3oBaTenen B Beb-uHTepderce UserGate ¢ MOMOLLbIO
cepBepa RADIUS Heob6x0OMMO HacTPOUTb Npoduinb ayTeHTUdMKaummn. NMoapobHee o
COo30aHuM U HacTpowmke Npodunen YnutanTe B pasgene Npodunu ayTeHTUdUKaLmm.

Cepsep ayTeHTUPHMKaLumm TACACS+

Cepaep TACACS+ No3BONASET NPOMU3BOAUTL aBTOPU3ALMIO MOSb30BATENEM B KOHCONM
agMuHMCTprposaHms UserGate. MNpu ncnonbloBaHmm cepeepa UserGate nepenaer
Ha cepBepbl ayTeEHTUDUKaLMU MHPOPMALMIO C UMEHEM U MAPONIEM MONb30BaTENS,
nocne vyero cepeepbl TACACS+ 0TBeYatoT, yCNELHO NpoLuia ayTeHTUPUKaLMS Un
HeT.

Ins nobasneHus cepeepa ayteHTUbUKauMm TACACS+ HEOOXOAMMO HaxaTb
Ho6aBuTb, BbibpaTh Jo6aBuTb TACACS+ cepBep 1 yKa3aTb CieflyloLLmMe napamMeTpbl:

HanmeHoBaHMe OnucaHne

BkntoyeHne/oTkno4YeHme MCnob3oBaHMsa OaHHOTO cepBepa

BkntoyeHo
ayTEHTUDUKALUM.
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HasBaHue

OnucaHue

CeKpeTHbIM KJoY

Appec

MopT

Mcnonb3oBaTb ogHo TCP-
coegMHeHue

TarmayT (cek)
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HanmMeHoBaHWe OnucaHue

HasBaHue cepepa ayTeHTUDMKaummM TACACS+.
OnwucaHue cepaepa (OnLUMOHaNbHO).

OBLLMI KItoY, Mcrofb3yeMblk NpoTokoioM TACACS+ gns
ayTEHTUDUKALUM.

IP-appec cepsepa TACACS+.

UDP-nopT, Ha koTopom cepeep TACACS+ cnywlaeT 3anpochl Ha
ayTeHTHMdUKaumio.

Mcnonb3oBaTb ogHO TCP-coenuHeHne ons paboTbl C CEPBEPOM
TACACS+.

Bpemsa oxumpaHma cepsepa TACACS+ ons nosyyveHms
ayTeHTUdUKaLUnn. o yMonyaHumio 4 cekyHAbI.

[ns aBTOpU3aLLMKM Nonb3oBaTeNnem B Beb-uHTepdence UserGate ¢ MOMOLLbIO
cepBepa TACACS+ HeOO6XOAMMO HaCTPOUTb NPOPUIb ayTeHTUdGUKaLMK. [TogpobHee
O CO3[aHUM U HacTpoMKke Npodunen YntanTe B pasgene Npodunu ayteHTrudmuKaLmm.

Mpodunm ayteHTMPUKaLMMH

Mpodunb No3BongeT onpenenuTs Habop CNocob60B aBTOPM3aLIMM MOSb3OBATENEN B
KOHCONM aaMUHUCTPUpPOoBaHus UserGate. Mpu cozgaHum nnm HacTporke npoduns

OJOCTaTO4YHO yKa3aTb:

HanmeHoBaHMe OnucaHne

HaszBaHue

OnucaHue

MeTogbl ayTeHTHHMKaLUM

HasBaHue npodunsa ayTeHTUdUKaLMM.
OnucaHme npodunsg (oNUMOHanbHO).

MeToabl ayTeHTudMKaL MM Nonb3oBaTeNlen, HaCTPOEHHbIE
paHee: LDAP-KOHHEKTOP, cepBepbl ayTeHTUIMKaumm RADIUS,
TACACS+.
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KaTanoru nosib3oBaTtesnieM

B pasgene KaTtanoru nonb3oBaTtenen MoxHo 0o06asuTb LDAP-KOHHEKTOP ANs
opraHmsaumm goctyna cepsepo LogAn/SIEM k cepeepy AD. JocTtyn k AD
No3BOISET NPU HEOOBXOAUMOCTU OOHOBUTL MHbOPMaLMIO 06 MMEHM NONb30OBaTENS B
XYpPHanax, UMNOPTUPOBAHHbIX M3 PA3IMYHbIX CEHCOPOB.

Insa cozgaHma LDAP-KOHHekTopa Heo6X0aMMO HaxaTb Ha KHOMKY Jo6aBuTb U
yKasaTb cnefyoLme napameTpsbl:

HanmeHoBaHMe OnucaHne

BkntovyeHo

HasBaHue

OnucaHue

SSL

JomeHHoe ums LDAP unu
IP-appec

Bind DN («login»)

Maponb

OomeHbl LDAP

MyTh noncka

BrritovaeT mnm oTkto4aeT Mcnonb3oBaHme gaHHoro LDAP-
KOHHeKTopa.

Ha3seaHue LDAP-KoHHeKTOpPA.
OnuncaHue LDAP-KoHHeKTOpPA.

OnpepenseT, TpebyeTtcs 1 SSL-coegmHeHMe s
nogkmodeHms K LDAP-cepBsepy.

IP-appec koHTponnepa gomMeHa, FQDN koHTponfiepa JOMeHa
mnu FQDN gomeHa (HanpuMep, test.local). Ecnu ykasaH FQDN,
To UserGate nony4mT agpec KOHTPONNepa JOMeHa C MOMOLLbIO
DNS-3anpoca. Ecnm ykazaH FQDN goMeHa, To Mpu OTKITIOYEHUM
OCHOBHOIO KOHTponnepa gomeHa, UserGate bynet
MCMOMb30BaTb PE3EPBHbIN.

M8 nofb3oBaTensl, KOTopoe HeoBXOAMMO MCMOb30BaTh 414
nogkntoyeHms k cepeepy LDAP. Mma HeobxoOmmo
ncrnonb3osatb B dopmaTe DOMAIN\Username mnu
username@domain. [JaHHbIM MOIb30BaTENb YXKE OOMKEH ObITb
3aBefleH B [lOMEHe.

I'Iaponb nosib3oBaTend ojid nogkKmtoHeHnda K JOMEHY.

CrnMCOK OOMEHOB, KOTOPbIE OBCTYXXMBAKOTCS YKa3aHHbIM
KOHTPOM/IEPOM AOMEHA, HaNpPUMeEpP, B Clly4ae AepeBa JOMEHOB
mnm neca gomeHos Active Directory.

Cnuncok nyTen Ha cepeepe LDAP, HaumHas C KOTOpbIX CUCTEMA
OyOeT OCyLeCTBAATb MOUCK NOMb30BaTENEN 1 rpynmn.
HeobxoOuMo yKasbiBaTb MOJIHOE UMS, HAMPUMeEp,
ou=0Office,dc=example,dc=com.

[Tocne 3anofiHeHud napameTpos LDAP-KOHHeKTOpa MOXHO NPOBEPUTH
KOPPEKTHOCTb KOHPUIrypaLmm, Haxas Ha KHOMKY MpoBeprTb coeamHeHue. Ecnu
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napamMeTpbl YKasaHbl BEPHO, CUCTEMa COOBLLMT 06 3TOM NMOO yKaxeT Ha MPUYMHY
HEBO3MOXHOCTU COEANHEHMS.

PaclumpeHue cucTeMHOro pasgena

[na paclwmpenns CUCTEMHOTO pasfena C COXpPaHeHUeM KOHOUrypaLmm 1 SaHHbIX
y3na UserGate Heo6X04MMO BbIMONHUTbL ClefytoLLme Waru:

HanmeHoBaHMe OnucaHue

War 1. Job6aBuTb CpeacrtsamMu runepsmsopa 4ob6aBmuTb HOBbIM OMCK
OOMONHUTENbHbIN HeoOXOAMMOro pa3Mepa B CBOMCTBAX BUPTYallbHOM MaLLUMHbI
BMPTYarnbHbIM AUCK. UserGate.

B MeHto 3arpy3ku y3na UserGate BoTH B pasgen Support

War 2. PaclumpuTb menu.

pa3mep pasgena B

CUCTEMHbIX YTUAMTaX. B oTkpbiBLLIEMCS pa3nene BbibpaTb Expand data partition 1

3anyCTuUTb MPoLEeCC pacCluMpeHnd pasaena.

Mocne 3aBepLIeHUs NpoLecca paclunpeHms 3arpysnTb y3en 1 B
pa3gene Jaw6oppg - OAUcKM NpoBepUTb PasMep CUCTEMHOIO
pasgena.

War 3. MposepuTb pasmep
CMCTEMHOrO pa3gena.

o MpumMmevaHue
PacumpeHMe CUCTEMHOrO pasgersia nyTeM yBeJiu4eHUs pasmepa yumerLyerocsa a1Mcka
BMpTya.ﬂbHOﬁ MallMHbl BO3MOXXHO TOJIbKO MpuU c6poce y35a o 3aBOACKMX HACTpoOeK, T.e.

npv BbiNosIHeHUKW onepauum factory reset.

HACTPOMKA CETM

HacTpoika 30H

30oHa B LogAn — 370 noruyeckoe ob6begmMHeHMe CETEBbIX MHTePPEMCOB. MNoNUTUKHK
6e3onacHocTu LogAn Mcnonb3ytoT 30HbI MHTEPDENCOB, @ HE HEMOCPEACTBEHHO
MHTEepdEMCHI.
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PekoMeHayeTcs 06begMHATb MHTEPDENMCHI B 30HE Ha OCHOBE MX QYHKLMOHANIbHOIo
Ha3Ha4dYeHus, HanpuMep, 3oHa LAN-UHTepdencoB, 30Ha MHTepHET-UHTepdEeMCOoB,
30Ha MHTEPPEMNCOB YNPaBIEHMS.

Mo ymonyanuto UserGate LogAn nocTaBnseTcs co cneayolmMmn 30HaMM:

HanmMeHoBaHMe OnucaHue

Management

Trusted

30Ha 4N NOAKINOYEHMS AOBEPEHHbIX CETEMN, M3 KOTOPbIX
pa3peLleHo yrnpaeneHue LogAn.

30Ha 419 NOAKMOYEHUS OOBEPEHHbIX CeTeM, Hanpumep, LAN-
ceTen. MNpepnonaraeTcs, 4To Yepes 30HY Trusted LogAn 6yneT
NOLKIIOYEH B CETb, Hepes KOTOPYIO MEXCETEBbIE 3KPaHbI
UserGate 6ygyT OTCbINaTb Ha HEMO XXYypPHasbl, a Takxke Yepes
KoTopyto LogAn nony4mT 4OCTyn B MIHTEPHET.

Ins paboTtbl LOgANn 0OCTaTOYHO OQHOMO HAaCTPOEHHOrO MHTepdelca. Pasgenerue
DYHKUMM ynpaBneHusa yCTPOMCTBOM 1 cOOpa AaHHbIX Ha pPa3Hble CETEBbIE
MHTepdenchl pekOMeHL0BaHO A obecneyeHus 6€30MnacHOCTU, HO HE ABSETCS

KECTKMM Tpe6OBaHMeM.

ALMUHUCTPaTOpPbl LOgAN MOryT U3MEHSTb HACTPOMKM 30H, CO3[aHHbIX MO
YMOJHaHMIO, a TakXKe Co34aBaTb AOMOSHUTENbHbIE 30HbI.

o MpumMmevaHue

Mo)kHO co3aaTb He 6onee 255 30H.

[ns co3gaHus 30HbI HEOOBXOAMMO BbIMOSHUTD cnegyrouimne waru:

HanmMeHoBaHMe OnucaHue

War 1. Co3paTtb 30HY

War 2. HactpouTb
napaMeTpbl 3aLLUMUTbI 30HbI
oT DoS (onumoHanbHO)

30

HaxxaTb Ha kHomnky Jlo6aBUTb 1 [aTb Ha3BaHWE 30HeE.

YKaszaTb napaMeTpbl 3aLllMTbl 30HbI OT ceTeBoro dayna ans
npotokonoB TCP (SYN-flood), UDP, ICMP:

o Mopor yBegoMneHMss — npwm npeBbILLEHMM KONMYECTBA
3anpocoB. ¢ ogHoro IP-agpeca Hag yKasaHHbIM
3HaAYEHMEM MPOUCXOOMT 3aMMChb COOLITUSA B CUCTEMHBIN
XypHan.

« Mopor oT6pacbiBaHUSA MAaKETOB — MPU MPEBbILLEHWUM
KOJIM4YeCTBa 3aMnpoCcoB C OOHOro IP-agpeca Hag
yKa3aHHbIM 3Ha4yeHneM LogAn HadmHaeT oTOpachiBaTb
nakeTbl, NOCTyNuMBLUME C 3TOro IP-agpeca, v 3anmcbiBaeT
JaHHOe COBbITUE B CUCTEMHBIM XYypHarl.
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HanmeHoBaHMe OnucaHue

LWar 3. HacTpouTb
napaMeTpbl KOHTPOSIA
0OCTYynMa 30HbI
(onumoHanbHo)

War 4. HacTtpouTb
napameTpbl 3aLWmMThbl OT IP-
cnyguHr aTak
(onumoHanbHo)

PekoMeHOOBaHHbIE 3Ha4YeHMs g nopora ysegomienms — 300
3anpoCoB B CeKyHAY, A5 Nopora oT6packiBaHWUsS NakeToB
— 600 3anpocoB B cekyHOy.

McknioveHms 3amTbl oT DOS — noseongeT ykasaTb CrmMcok IP-
allpecoB CEPBEPOB, KOTOPblE HEOOXOANMO UCKITIOHUTD M3
3aLWMTbl. DTO MOXET ObITb MONE3HO, HANPMMEP, 15 L30B8
UserGate, koTopble MOryT cnaTtb 60/bLLOM 06bEM AaHHbIX Ha
cepsepa LogAn.

YKasaTb npenocTaensemble LogAn cepBuchl, KOTopble ByoyT
OOCTYMHbI KNIMEHTaM, MOAKTOYEHHbIM K AaHHOM 30He. 115 30H,
MOAKIMOYEHHbIX K HEKOHTPOJIMPYEMbIM CETAM, TakMM, Kak
MHTepHeT, peKOMEHOYETCS OTKIIIOYUTb BCE CEPBUCHI.

CepsBucsbl:

» Ping — nossonseT nMHrosaTb LogAn.
e SNMP — poctyn LogAn no npotokony SNMP (UDP 161).

o XML-RPC pnsa ynpasneH1s — no3BongeT ynpasndThb
npoaykToM no API (TCP 4040).

o KOHCOMb aAMUHMUCTPUPOBAHMA — OOCTY K BE6G-KOHCOMM
ynpaenenumsa (TCP 8010).

e CLI no SSH — pocTyn K cepBepy A4 ynpasieHns UM C
nomoulpto CLI (command line interface), nopt TCP 2200.

e Log Analyzer — cepBuc aHanusaTopa XypHanos Log
Analyzer. Heob6xoaMMo paspeLlmnTb Ha 30HaX, C KOTOPbIX
LogAn 6yneT nofy4aTb AaHHble oT cepBepoB UserGate
(TCP 1269).

o C60pPLUMK IOrOB — CEPBMUC AN PaspeLLeHUs NONyHeHus
MHOOPMaLLMKM C YOaNEHHbBIX YCTPOMCTB MO NPOTOKONY
Syslog (no yMonyaHutio ncnonbayetcs nopT TCP 514).

MonpobHee o TpeboBaHUAX CETEBOM OOCTYMHOCTU YUTAMTE B
NpUNoxeHun TpeboBaHUa K CETEBOMY OKPYXXEHMIO.

ATaku Ha ocHoBe IP-cnyduHra Nno3BonstoT nepenaTb NakeT M3
OLHOM ceTH, Hanpumep, 13 Trusted, B opyryto, Hanpumep, B Ma
nagement. [1n4 3TOro atakyowmi nogmeHseT IP-agpec
MCTOYHMKA Ha NpeanosaraemMbii agpec Heo6xoamMMom ceTu. B
TaKOM Clly4ae OTBETbI Ha 3TOT MakeT ByayT nepechinaTbCs Ha
BHYTPEHHMI agpec.

[n4 3aWmTbl OT NOA06HbLIX aTak aAMUHMCTPATOP MOXET yKasaTb
OManasoHbl IP-agpecos, agpeca MCTOYHUKOB KOTOPbIX
LOMYyCTUMbI B BbIOpaHHOM 30He. CeTeBble NakeTbl C agpecamm
MCTOYHMKOB OT/IMYHbIX OT yKasaHHbIX 6yayT oTOpOLLIEHb!.

C nomoubto dnara MHBepTHMpPOBaTb aAMUHUCTPATOP MOXET
yKasaTb agpeca UCTOYHMKOB, KOTOPbIE HE MOTYT ObITb
nony4yeHbl Ha MHTepdencax JaHHOM 30HbI. B aToM cnyyae 6ynyT
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HanmeHoBaHMe OnucaHue

OTOPOLLEHbI MAaKeTbl C yKa3aHHbIMK AnanasoHamu IP-agpecos
MCTO4YHMKOB. HanpumMep, MOXHO yKasaTb AManasoHbl "cepbix” [P-
appecos 10.0.0.0/8,17216.0.0/12,192.168.0.0./16 1 BKOYUTb
onuuio UHBEpTHMpPOBaTD.

HacTpomka mHTepdpemcos

Paznen MHTepdercbl oTobpaxaeT Bce PU3M4ECKMe U BUPTYaslbHble MHTEPDEMCHI,
MMeIoLLMECS B CUCTEME, MO3BOJISIET MEHSITb MX HACTPOMKK U [,o6aBNsTb VLAN u
OOHA-NMHTEPDENCHI.

KHonka PepakTupoBaTb NO3BOSNISET M3MEHATb NapaMeTPbl CETEBOIo MHTepdeknca:
* BKIIOYNUTb UM OTKITIOYMTb MHTEPPENC.
* YKazaTb TMN MHTepdenca — Layer 3.
* HazHa4uTb 30HY MHTEpPdENMCy.
* M3MeHUTb dmnsmyeckmne napameTpbl MHTepdenca — MAC-agpec 1 pasmep MTU.

* BoibpaTb T1N NpmuceBoeHus IP-agpeca — 6e3 agpeca, ctatnyeckmi IP-agpec nam
OnHaMmnyeckum IP-agpec, nonyyeHHbi no DHCP.

KHonka Jo6aBnTb No3BonseT 0o6aBMTb CNeAYIOLLME TUMbI TIOTMYECKMX
nHTepdencos:

* VLAN.

e boHa,.
O6bepmHeHHe MHTepdecoB B 6OHA

C nomolupbto kKHomnku J,o6aBUTb 6OHA-MHTEPPENC aAMUHMCTPATOP MOXET
06BEAMHUTD HECKOSTbKO PU3NHECKMX MHTEPPEMNCOB B OOMH NTOrMHYECKMM
arpermpoBaHHbIM MHTepPdENC AN NOBbILLIEHUS MPOMYCKHOM CMOCOBHOCTU UK A4
OTKa30yCTOM4YMBOCTHM KaHana. Mpu cospgaHum 6oHaa Heob6XoaMMo yKasaTb
cnefytolme napamMeTpsbl:

HanmMeHoBaHMe OnucaHue

Bkn BkrtovaeT 60HL.

HasBaHue HasBaHue 60HOa.
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HanmMeHoBaHWe OnucaHue

30Ha

UHTepdemchbl

Pe>xum

30Ha, K KOTOPOM NPUHaONEXMT GOHA,

OpauH unu 6onee MHTepdENCOB, KOTopPbIe BYAYT MCMONb30BaHbI
4118 nocTpoeHmsa 6oHAa.

PexumM paboTbl 6oHOa OOKEH COBMaAaTh C PeXMMOM paboThbl
Ha TOM YCTPOMCTBE, Kyda noakodaeTcs 6oHO. MoXeT BbiTb:

« Round robin. MNakeTbl oTNpaBnsaoTCa NocnenoBaTesnbHo,
Ha4MHasa C MepBOro AOCTYMHOro nHTepdenca 1
3aKaH4MBas MOCNenHUM. DTa MOAMTUKA NPUMEHAETCS 015
6anaHCHMPOBKM Harpy3km M OTKa30yCTOMYMBOCTM.

Active backup. Tonbko oguH ceTeBoM MHTEpPdENC 13
ob6beaMHEeHHbIX ByneT akTUBHbIM. Jpyron uHtepdenc
MOXET CTaTb akTMBHbIM TOJSIbKO B TOM Clly4ae, koraa
ynageT TekyLMM akTUBHbIM MHTepderc. Mpu Takom
nonutuke MAC-agpec 60oHa-nHTepdenca BuaeH
CHapy>Mu TONMbKO Yepes OA1H CETEBOM MOPT, BO
nsbexaHue NosBneHuns NpPobeM C KOMMYTaTOPOM. DTa
NOSIUTMKa NPUMEHSETCS AN OTKa30yCTOMYMBOCTM.

XOR. lNepenava pacnpenensaetca Mexay CeTeBbIMU
KapTamMu ucnonbays dopmyny: [(«kMAC-agpec UCTOYHMKa»
XOR «MAC-agpec HazHa4deHUsa») Mo MOAYIO K4YMUCIO
MHTepdenco»]. Mony4vaeTcs, OfHa 1 Ta Xe ceTeBas
KapTa nepenaeT nakeTbl OOHUM U TEM XE NMONyHaTENsM.
OnunoHasnbHO pacnpefeneHMe nepefadm MoxXeT ObiTb
OCHOBAaHO M Ha nonmuTrke «xmit_hash». Monutuka XOR
npuMeHseTcs ons 6anaHCUMPOBKM Harpy3ku u
OTKa30yCTOMHYUBOCTM.

Broadcast. [NepenaeT BCe Ha BCe ceTeBble MHTEPPENCHI.
STa NoNUTUKA MPUMEHSETCS A1 OTKa30yCTOMHYMBOCTM.

IEEE 802.3ad — pexuM paboTbl, yCTaHOBMEHHbIM MO
YMOMYaHUIo, NMOALEPXKMBAETCS GONbLIMHCTBOM CETEBbIX
KOMMyTaTopOB. CO30al0TCs arpermpoBaHHbIe rpynmbl
CeTeBbIX KapT C OQMHAKOBOM CKOPOCTbIO M OYMNEKCOM.
Mpw TakoM 06bedUHEHNM Nepefada 3a4enCTBYeT BCe
KaHanbl B akTUBHOM arperauumm cornacHo ctaHgapTty IEEE
802.3ad. Bbibop, Yepes kakom MHTepdeNC oTNpaBnsTb
nakeT, onpenenseTcs NOMTUKOM; MO YMOIYaHMIO
mcnonb3yetcsd XOR-MOMUTUKE, MOXHO TakXKe
Mcnonb3oBaTb «XxmMit_hash» nonutuky.

Adaptive transmit load balancing. Micxonsuwmi Tpadbumk
pacnpenenseTcs B 3aBUCMMOCTM OT 3arpPy>KeHHOCTU
KaX[oM CeTeBOM KapTbl (ONpenenseTcs CKOPOCTbIO
3arpysku). He TpebyeT [ONONHUTENBHOM HACTPOMKM Ha
KOMMyTaTope. Bxooawmm Tpaduk NPUXOaMT Ha TEKYLLYO
CeTeBYIO KapTy. ECnu OHa BbIXOOMT U3 CTPOS, TO Apyras
ceTeBas kapTa bepeT cebe MAC-agpec BbilleaLwen 1s
CTPOS KapThbl.
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MII monitoring period
(mcek)

Down delay (mMcek)

Up delay (Mcek)

LACP rate

Failover MAC

34

« Adaptive load balancing. BkntovaeT B cebs npenbiayLlyto
NONUTUKY MIOC OCYyLLLeCTBNSET 6anaHCUPOBKY
Bxoaduero Tpaduka. He TpebyeT [ONONHUTENBHOM
HaCTPOMKM Ha KOMMyTaTope. banaHcKpoBKa BXOAALLLErO
TpaduKa pocTuraetcs nytem ARP-neperosopos.
IparBep nepexsaTbiBaeT ARP-OTBETHI, OTNpaBaseMble C
noKasnbHbIX CETEBbLIX KaPT HaPYXy, 1 nepenuncobiBaeT MAC-
afpec UCTOYHMKA Ha OOMH M3 YHMKanbHbIX MAC-agpecos
CEeTEeBOW KapTbl, y4acTBytoLLeN B 06begMHEHMU. TaknM
06pa3oM, pasnnyHble MUPbl UCMOMb3YIOT PasfiMyHbIe
MAC-agpeca cepsepa. banaHcHMpoBKa BXOOALLLErO
TpaduKa pacnpegenseTcs nocnegoaTensHo (round-
robin) Mexay MHTepderncamm.

YcTaHaBAMBaET NEPUOJUYHOCTb MII-MOHUTOPUHIa B
MunnucekyHpax. OnpenenseT, kKak 4acTo ByaeT NpoBepaTbCs
COCTOSIHUE NIMHMM Ha HafTM4YMe OTKa30B. 3HAYEHME MO
yMon4aHumto — O — oTkmtodaeT MII-MOHUTOPUHT.

OnpepenseT Bpems (B MUANUCEKYHAAX) 3aAEPXKN Nepen,
OTKJIOYEeHWeM MHTepdelca, ecnu npousoLlen coom
coefmHeHuns. OTa onumsa AENCTBMTENbHA TONBKO A8
MOHWTOPUMHra MIl (miimon). 3Ha4YeHKe NnapamMeTpa JOMKHO ObiTb
KpaTHbIM 3Ha4eHnsM miimon. ECiiv OHO He KpaTHO, TO
OKPYrAMTCS A0 6AMXKaMLLEro KpaTHOro 3Ha4yeHms. 3HavyeHune no
yMondanuio O.

3afaeT BpeMs 3a4epXkK B MUIIMCEKYHAAX, Mepes TeM Kak
NoaHATb KaHas npu 06HapPYXeHUW ero BOCCTAHOBEHUS. DTOT
napaMeTp BO3MOXEH TObKO Mpu MII-MOHUTOPKHIe (Miimon).
3HayeHue NapaMeTpa JOMKHO BbiTb KPaTHbIM 3HaYEHMSAM
miimon. Ecriv OHO He KpaTHO, TO OKPYTIMTCA 00 BnamxanLiero
KPaTHOrO 3Ha4YeHMs. 3HadeHme no ymondanmio O.

OnpepenserT, C KakiMM MHTepBanoM ByayT nepenasaTbCs
napTHepoM LACPDU-nakeTbl B pexxmme 802.3ad. Bo3aMoxHble
3HaYeHus:

e Slow — 3anpoc napTtHepa Ha nepenadvy LACPDU-nakeToB
Kaxkable 30 cekyHA.

e Fast — 3anpoc napTtHepa Ha nepefa4vy LACPDU-nakeToB
Kaxayto 1 cekyHay.

OnpepenseT, kak 6yayT nponuceiBaTbca MAC-afnpeca Ha
obbeMHEHHbIX MHTepdEeMCax B pexnme active-backup npwm
nepekmoveHn nHTepdencor. O6bl4HbIM MOBEeAEHUEM



Document version 71.0 build 53 ot 2024/07/24

HanmeHoBaHMe OnucaHue

Xmit hash policy

CeTb

aBnsgeTcsa ognHakoBbilt MAC-agpec Ha Bcex MHTepdencax.
Bo3MOXHble 3Ha4eHms:

o OTKNIOYEHO — YyCTaHaBAMBAET oaMHakoBbiM MAC-agpec
Ha BCeX MHTepdencax BO BPEMS MepekTtoHEHMS.

Active — MAC-agpec Ha 6oHa-uHTepderce GyneT
BCerfa TakmM Xe, Kak Ha TekyLLeM akTUBHOM
nHTepdence. MAC-agpeca Ha pe3epBHbIX MHTepdencax
He uamMeHaTca. MAC-agpec Ha 6oHa-MHTepdence
MeHsieTCa BO BpeMs 06paboTku oTkasa.

Follow — MAC-agpec Ha 60HO-uHTepderce GyneT TakMM
e, Kak Ha NepBOM MHTepdelce, LobaBNeHHOM B
obbeanHeHue. Ha BTOpoM 1 nocnenytoem MHTepdemnce
a3ToT MAC He yCcTaHaBnMBaEeTCH, MOKa OHW B PE3EPBHOM
pexunme. MAC-agpec NponmcbiBaeTcs BO BpeMs
06paboTkuM 0TKasa, Koraa pesepBHbIN MHTepderc
CTaHOBMUTCH aKTUBHbIM, OH MPUHUMaET HOBbIM MAC (TOT,
4TO Ha BOHA-UHTepdEeNCE), a CTapOMy akTUBHOMY
nHTepdency nponmcoiBaetca MAC, KOTOPbIM Bbl1 Ha
TeKkyLLeM akTUBHOM.

OnpepenseT XaW-NoamTUKy Nepepadm NakeTos Yepes
ob6beamHeHHble MHTepderchl B pexxmme XOR mnu IEEE 802.3ad.
Bo3MoXHble 3Ha4eHMs:

o Layer 2 — ncnonb3yeT TONBKO MAC-agpeca ans
reHepaumm xawwa. Mpu aTOM anropmT™Me TpaduK Ans
KOHKPETHOro CETEBOrO XOCTa OyAET OTNPABIATLCS
BCerga 4epes o4uH M TOT e MHTepdenc. ANropuT™
coBMecTuM c IEEE 802.3ad.

Layer 2+3 — ncnonb3yeT kak MAC-agpeca, Tak u |P-
afpeca N4 reHepaumm xawa. AIropmT™M COBMECTUM C
IEEE 802.3ad.

Layer 3+4 — pcnonb3ytoTcs IP-agpeca v npoTOKOJIbl
TpaHcnopTHoro yposHa (TCP unu UDP) onda reHepaLmm
X3lla. ANrOPUTM He Bcerga coBMecTuM ¢ |[EEE 802.3ad,
Tak Kak B Npepenax ogHoro 1 Toro xe TCP- ynn UDP-
B3aMMOEMCTBMA MOryT NepefaBaTbCs Kak
dparMeHTUpPOBaHHbIe, Tak U HedbparMeHTUPOBaHHbIE
nakeTbl. Bo dparMeHTUpoBaHHbIX NakeTax NopT
MCTOYHMKA M MOPT Ha3HAaYeHMs OTCYTCTBYIOT. B
pes3ynbTaTe B paMKax 0gHOM CECCUMM MaKeTbl MOTYT AOMUTH
0O nony4aTens He B TOM Nopsiake, Tak Kak OTMpPaBnsioTcs
Yyepes pasHble MHTepdemchl.

Cnocob npuceoeHua IP-agpeca — 6e3 agpeca, cTatuyeckui IP-
agpec 1nm AMHaMmn4ecknm IP-agpec, nonyveHHbi no DHCP.
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MapLpyThbi

[aHHbIM pasfen No3BosseT ykasaTb MapLUPYT B CETb, JOCTYMHYIO 32 ornpeneneHHbIM
MapLpyTU3aToOpOM. Hanpumep, B NOKabHOM CETHU MOXET ObITb MapLLPYTM3aToP,
KOTOpPbIM 06beauHSET HECKOSbKO IP-noaceTen.

Ing pobasneHus MapLupyTa HeOOXOOMMO BbIMONHUTbL ClefytoLme Wwarwu:

HanmeHoBaHMe OnucaHue

Lar 1. 3apaTb HasBaHWe n B pa3nene CeTb BbIGepuTe B MEHIO MapLUpyTbl, HAXXMUTE
onMcaHme faHHoro KHonky [o6aBUTb. YKaxunTe MMs Ang oaHHOro MapLipyTa.
MapLupyTa OnuMoHaNbHO MOXHO 3afaTb ONMCcaHKe MapLUpyTa.

LLar 2. YkasaTtb agpec 3apanTe nofceTb, kyaa 6yaeT ykasblBaTb MapLUPYT, HanpuMmep,
Ha3Ha4yeHms 17216.20.0/24 nnn 172.16.20.5/32.

3apanTe IP-agpec Wwnio3a, Yepes KOToPbIM yKasaHHas NoACeTb
War 3. YkazaTb LWto3 OyneT gocTynHa. 3ToT IP-agpec nofikeH 6biTb AOCTYMNEH C
cepsepa LogAn.

BbibepuTe MHTepdenc, Yepes KoTopbi byaeT nobasneH
MapLpyT. ECiin ocTaBMTb 3Ha4YeHMe ABTOMaTHMYECKH, TO LOgAN
caM onpenenuT nHtepdemnc, Mcxoas 13 HacTpoek IP-
agpecaumm ceTeBbIX MHTEPdENCOB.

LWar 4. YkazaTb MHTepdenc

3apanTe MeTpPUKY MapLlpyTa. HYeM MeHbLue MeTpuKa, TeM
LWar 5. YkasaTb MeTpuKy NPUOPUTETHEN MaPLIPYT B AHHYIO CETb, €CNU
MapLLPYTOB HECKOJIbKO.

HacTpoika wo3oB

Inga nogkntoverHns LogAn Kk MHTepHeTY Heob6XxoaMMo yKasaTb IP-agpec ogHOro nnm
HECKOSbKMX LLUNO30B.

MOXHO yKa3zaTb HECKOMNbKO LUKO30B, €CM AN NOAKMOYEHMS K MHTepHETY
MCMNOJb3yeTCs HECKONbKO NPOBanaepoB. [MpuMep HaCTPOMKKM CETU C ABYMS
npoBanaepamu:

* MHTepdewnc portl c IP-agpecom 192.168.11.2 nogkntodeH K MHTepHeT-
nposanaepy 1. n4a Bbixoga B MHTEpPHET C 3TOro NpoBanaepa HeobxoanMo
0o06aBuUTb W3 ¢ IP-agpecom 192.168.11.1
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MHTepdenc port2 c IP-agpecom 192.168.12.2 nogkntodeH K MHTepHeT-
* nposangepy 2. 1nd BbiIxoda B IHTEPHET ¢ 3TOro nposakaepa HeobxoamMMo
0o06aBUTb W3 ¢ IP-agpecom 192168121

MpW Hanu4KUKM ABYX MK Bonee LWI30B BO3MOXHbI 2 BapuaHTa paboTsbi:

HanmMeHoBaHMe OnucaHue

YcTaHoBUTb dnaxkok banaHcHpoBka 1 ykasaTb Bec kaxaoro
Lmto3a. B aToM cnyyae Bech Tpaduk B MHTepHeT ByneT
pacnpeneneH Mexay LMo3aMM B COOTBETCTBMM C YKa3aHHbIMM
Becamu (4eM Bonblue Bec, TeM 6onbluaa gona Tpaduka naet
Yyepes W3).

BanaHcupoBka Tpaduka
MeXAy LUo3aMu

BbibpaTb OfMH U3 LLMO30B B KA4€CTBE OCHOBHOIO M HAaCTPOMTb
MpoBepKy ceTH, HaXkaB Ha OAHOMMEHHYIO KHOMKY B

OCHOBHOM LLIO3 € uHTepdeiice. MpoBepka ceTu NpoBepseT LOCTYNHOCTb XOCTa B

nepekslo4YeHMEM Ha MHTEpPHET C yKa3aHHOM B HaCTPOMKaxX MePUOANYHOCTBIO, U B

3anacHoM Crnyvae, eCrnv XOCT NepecTaeT 6biTb JOCTYMEH, MEPEBOAUT BECH
TpadmK Ha 3anacHble LLMO3bl B MOPSLKE MX PACTONIOXEHUS B
KOHCOSM.

Mo yMonyaHuio NpoBepka [OCTYMHOCTM CETU HAaCTPOEHa Ha PaboTy C NYBUYHbBIM
DNS-cepBepom Google (8.8.8.8), HO MOXET ObITb M3MEHEHA Ha NtOOOM APYroM XOCT
no XenaHW agMUHUCTPaTopa.

MONIb3OBATEJSIM U YCTPOUCTBA

UseriID areHT

OnumcaHMme

UserlD areHT npefHasHayeH s OCyLeCTBEHNUS MPO3pavyHOM ayTeHTUOMKaUmMmM Ha
BbIGpPaHHbIX ycTponcTBax UserGate. B ka4ecTBe MCTOYHMKA JaHHbIX ayTeHTUdMKaumm
ncnonbayoTcs XypHasbl Microsoft Active Directory (nocpenctsom npotokona WMI)
1 Syslog (nocpencTBOM CTaHAapPTU3MPOBaHHOro npoTokona syslog RFC 3164, RFC
5424, RFC 6587).

Cxema paboTbl

UserlD areHT nepuogmyecku genaet 3anpoc B 6a3y gaHHbIX 719 MoMcKa COObITUM
BXO40B/BbIXO40B MOMb30oBaTeNEN. [TOUCK MPOUCXOAMUT TONbKO Cpeam 3arnmcen,
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NOMYYEHHbIX MPUW MOMOLLM MCTOYHMKOB UserlID, To ecTb apyrue 3anncu (NonyYeHHble
Yyepes WMI ceHcopbl, KOHEYHbIE YCTPOMCTBA, COOPLLMKM NTOrOB) MrHOPUpPYtoTCS. 10
NOJTyYEeHHbIM AaHHbIM MPOUCXOAMT MOUCK NOSIb30BaTENS B KaTanlorax nofib3osarenemn
MCTOYHMKa Noro.. Ecnm nonb3oBaTtesb HaMAEH, TO AaHHble 19 aBTOpU3aLmm
nonb3oBaTens oTNpPaBnsatoTCsa Ha Bce ycTpomcTBa NGFW, ykazaHHble B npodune
PeanNCTPUBYLIMM UCTOYHMKE. TaknMM 0B6pas3oM NPOM3BOAMTCS aBTOPM3aLLMS
NnoNb3oBaTeNs Ha BCeX yKa3aHHbIX YCTPOMCTBax. B cny4ae BbIxofa nosnb3oBaTens
CUTYyaLMs aHanornyHa (3a ncknodeHmemM Microsoft Active Directory, raoe naHHble o
BbIXOE MOJIb30BaTENS Ha AaHHbIM MOMEHT He 0bpabaTbiBatoTca). MHPOopMaums o
BXofe/Bbixoae/olmnbKe coxpaHaeTca B xypHan UserlD.

o MpumMmevaHue
Co6bITHS, NONyYEHHbIE C UICTOYHUKOB, ByayT oTo6paxkeHbl B XXypHanax UserlD Ha

pa6o4yeM cTone XKypHarnbl U OTHETbI.

HacTpomka

B obuieM cnyyae Ang HacTPoMku cb6opa MHGOPMaLIMK C MICTOYHUKOB HEOBXOOUMO
BbINOSIHUTb CliedytoLlee:

HanMeHoBaHMe OnucaHue

War 1. HacTtpouTb HacTpomka ocyliecTenseTcs B pa3gene NonbsoBaTtenm 1
napameTpbl areHTa UserlD. ycTpomrcTBa - UserlD areHT, kHomnka HacTpouTb areHT.

War 2. HacTpouTb B ka4ecTBe MCTOYHMKOB MOTYT BbITb MCMONIb30BaHbl Microsoft
MCTOYHMK COOBbITUM. Active Directory nnm Syslog.

le/I HaCTpOlZKe areHTa HeO6XOﬂ,MMO 3aloJ/IHNTb Clefyrolme non4d:

HanmMeHoBaHMe OnucaHue

Mepuopn onpoca cepaepos Active Directory. 3HadeHme no

MHTepsan onpoca (cex.) yMon4daHuto — 120 cekyHA.

BpeMs KM3HU Mepuon BpeMeHM, Mo UCTEYEHMM KOTOPOro CeCccus
ayTeHTUPHMLMPOBaHHOIO nonb3oBaTens 6yaeT 3aBeplueHa NPUHYAUTENBHO. 3HaYeHue Mo
nonb3osaTens (cek.) yMonyaHuto — 2700 cekyHA (45 MUHYT).

MHTepBan MOHUTOPUHra Mepwuog onpoca 6asbl AaHHbIX A9 MOMcKa COObITUM Havana/
syslog (cek.) 3aBeplUeHUs ceaHca nosb3oBaTtenem syslog-mcToOYHUKOB.

Cnivicku IP-appecoB, COObITUS OT KOTOPbLIX ByayT
npourHopupoBaHbl areHToM User|D. 3anuck 06
Ignore network list MrHOPUPOBaHMM MCTOYHMKA MOSIBUTCS B XypHane AreHT UserlD.
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HanmMeHoBaHMe OnucaHue

Cnrcok MoxeT 6bITb CO3MaH B pa3sfene bubnuoreku - IP-
agpeca UM npu HacTporke areHta (kHornka CosgaTtb M
[06aBUTb HOBbIM 06bEKT). [oapobHee O Co3aaHMM U
HacTpoMKe cnnckos IP-agpecos YMTamTe B pasgene IP-agpeca.

[aHHas HaCTpOﬁKa aBnseTcs rnobanbHoOM M OTHOCUTCS KO BCEM
MCTOHYHMKaM.

MMeHa nofb3oBaTenel, CobbITUS OT KOTOPbIX OyAyT
NPOUrHOPKMPOBaHbl areHToMm UserlD. [omnck npomssogmTcsa no
Common Name (CN) nonb3oBaTtensa AD.

[aHHas HacTpoMka aBnaeTcsa rnobanbHOM M OTHOCKUTCS KO BCEM
MCTOYHMKAM. 3anmcb 06 UrHOPUPOBaHMM NONb30OBaTENS
nosiBUTCS B XXypHane UserlD.

Ignore user list

BaxkHo! Npu 3agaHuM MMEHM 0OMYCTUMO MCMOSIb30BaTh CUMBOJ
acTepuck (*), HO TONbKO B KOHLLE CTPOKM.

o MpumevaHue

Mpu nopkntoveHmm NGFW Kk Log Analyzer Bo3aMOXKHa ogHOBpeMeHHasi paboTa areHToB
UserID, HacTpoeHHbIX Ha 060MX YCTPOMCTBaX. AreHTbl YCTPOMCTB 6yayT paboTaTb
He3aBMCUMO Apyr oT apyra. CobbiTus XypHanoB areHTa UserlD, nonyyeHHble NGFW, kak

U cobbITHA ApPYrMX XKypHanoB, 6yayT nepeaaHbl Ha LogAn.

Microsoft Active Directory

B cny4ae, eciim B Ka4eCTBe MCTOYHMKa MHDOPMaLLMK BbiIcTynaeT Microsoft Active
Directory Heo6xoaMMo:

HanMeHoBaHMe OnucaHue

LWar 1. HacTtpouTb
napameTpbl areHTa UserlD

. MapamMeTpbl areHTa UserlID 6bifin pacCMOTPEHbI paHee.
0718 MOHUTOpPUHIa Microsoft P P P P P

AD.
War 2. HactpouTb HacTpouTtb Microsoft Active Directory B ka4ecTBe MCTOYHMKA.
MCTOYHMK COBBITUM. MofgpobHee 0 NapaMeTpax UCTOYHMKa YUTaMTe fanee.

Mpu ncnonb3oBaHuM cepBepoB AD B Ka4eCTBE MCTOYHMKOB cobbITUM UserGate
BbINONHAET WMI-3anpochl 4N Noncka cobbITUM, CBA3aHHbIX C YCMELIHbIM BXOLOM B
cucteMy (MoeHTUdUKaTop cobbiThs 4624), cobbiTnm Kerberos (cobbiTua ¢ HOMepamu:
4768, 4769, 4770) 1 cOObITUSA YNeHCTBa B rpynnax (MAeHTuduKaTop cobbiTma 4627).
MeproaMHYHOCTb BbIMOSTHEHMS 3aMNPOCOB PErynmpyeTcst HacTpomkamu areHTa UserlD
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(napameTp UHTepBan onpoca). HangeHHble cobbITUA 0OTOBpPaXKatTCs Ha paboyem
cTone XXypHarnbl M OTHETHI, B pa3aese JKypHanbl > KoHe4Hble ycTponcTBa =

JKypHan co6bITHi.

Mpn [o6aBneHUM MCTOYHMKa COObITUIM TUNa Microsoft Active Directory Heob6xoanMo
yKasaTb cliegytolme faHHbIe:

HanMeHoBaHMe OnucaHue

BkrnioyeHo
HasBaHue
OnucaHue
AJpec cepsepa
MpoTokon

nma

Maponb

Mpodunb peancTpmbyumm

KaTanoru nonb3oBaTenem

Syslog

BrtoyeHue/oTKItoHeHWE NOoMyHeHMs XYPHANOB C MCTOYHMKA.
HasBaHWe UCTOYHMKA.

OnucaHue UCTOYHMKa (OMLMOHANbHO).

Appec Microsoft Active Directory.

MpoTtokon goctyna K AD (WMI).

MmMa nonb3oBaTensa ana noaknoyeHmsa Kk AD.
[Naposnb nonb3osaTensa osas nogknodeHns kK AD.

Mpodunb peancTpmbyLmm, KOTOpPbIM ONMUChIBAET KPYT
ycTponcTts UserGate Ha KOTopbIM ByfeT oTnpasnieHa
MHPOPMaLLMA O HalMAeHHbIX Nofib3oBaTensx. MogpobHee
cMoTpuTe pasgen MNpodbunb peaucTpmbyLmm.

MpenHasHadeHa ansa Bbi6opa LDAP-KOHHEKTOPa, KOTOPbIM
Mcnonb3yeTcs Ans nomcka MHGOPMaLLMKM O MOSMb30oBaTENSIX,
HanOeHHbIX B XXypHanax areHTom User|D.

MOXHO BbI6paTb HACTPOEHHbINM paHee KaTanor 1in 4oH6aBmTb
HOBbIM.

o MpumMmevaHue

DoKyMeHTauuto Syslog.

Onsa koppekTHOM paboTbl c6oplumka noros UserlD, He06X0AMMO HAaCTPOUTbL CEPBEP

Syslog pna oTnpaBku )XypHanoB Ha agpec areHTa UserID. Mogpo6Hee cMm.

ns HaCTpOl;IKl/I MCTOYHMKA COOBITUM HEODBXOAMMO BbIMONMHMUTD crnegyroume

0EenCTBUS:
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HamMeHoBaHWe OnucaHue

LWar 1. PaspelwwmnTtb cbop

MHPOPMaLIMM C yOanEHHbIX B pa3zgene CeTb = 30HbI pa3pelnTb cepBuc C60PLLMK NOroB [
YCTPOMCTB MO NPOTOKOSY NSl 30HbI, B KOTOPOM HaxoasTcs cepeepa Syslog.

syslog.

LWar 2. HactpouTb
napameTpbl areHTa UserlD

MapameTpbl areHTa UserlD 6binn pacCMOTPEHbI paHee.
0115 MOHWTOpPWHIa cepeepa

syslog.
War 3. HacTpouTb HacTpouTb cepeep Syslog B ka4yecTBe UCTOYHMKA. [MoapobHee
NCTOYHMK COBBITUM. O NapaMeTpax UCTOYHMKA YMTanTe ganee.

Mpu nob6aBneHUn MCTOYHMKA COBbITUM TUMna Syslog Heo6XxoOAMMO yKasaTb
chnenytolime napamMeTpsbl:

HanmMeHoBaHMe OnucaHue

Bknio4yeHo BrntoyeHue/OTKMIoYEHWE NOMYyHEHMS XY PHANOB C UCTOYHMKA.
HazBaHue HazBaHMe UCTOYHMKA.
OnucaHue OnumcaHne MCTOYHMKA.

AZpec xocTa, ¢ koToporo UserGate 6ygeT nony4yaTtb cobbiTHA
Appec cepBepa

no npoTtokosy syslog.
HazBaHWe foMeHa, KOTOPbIM MCNOSb3yeTcs AN MOMCKa

JloMeH no yMon4yaHuio y .
HalMOeHHbIX B XXypHanax syslog nonbsosaTtenem.

YacoBom nosc YacoBoM nosc, yCTaHOBJ'IeHHbIl;I Ha MCTOYHUMKeE.

Mpodunb peamcTpubyumm KOTOPbIM OMUCHIBAET KPYT
ycTpomncTs UserGate Ha KoTopbiv ByneT oTnpasneHa
MHbOPMaLIMa O HaMOEHHbIX Monb3oBaTensx. MogpobHee
CMOTpUTE pasgen MNpoduns peancTpmudyLmm.

Mpodunb peancTprbyumm

CDI/IJ'IprbI a4 noncka HeO6XO,D,l/IMbIX 3anmcen XypHana.

dunbTpbI DuNbTpbI CO3[aTCA U HAaCTpamBatloTCs B pasfene bubnuorekm
- Syslog ¢unbTpbl UserlD areHTa. lNogpobHee 4nTamTe B
pasgene Syslog dunbTpbl UserlD areHTa.

MpenHasHadeHa ans Bbi6opa LDAP KOHHeKTOpa, KOTOPbIM
ncnonbayeTcsd Ans nomcka MHGopPMaL MM O Mob3oBaTENSX,
KaTanoru nonb3osatenei HanOeHHbIX B XXypHaax areHTom User|D.

MOXHO BbI6paTh HACTPOEHHbINM paHee KaTanor uin 4o6aBmThb
HOBbIN.
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HaroeHHble cobbITUS OToOBpaXatoTca Ha pabodem cTone XKypHanbl M OTHETDI, B
pasgene XXypHanbl - AreHT UserID - Syslog.

Mpodunm pegmucTtpmbyumm

OnucaHume

MpefHa3HadeHbl ons onpegeneHus kpyra yctpomncTts UserGate, Ha KoTopble
oTnpasngeTcs MHPopMaLms O HanaeHHbIX areHToM UserlD nonb3oaTtenax. [Ans
nob6aeneHua Npodunsg HEOOXOAMMO HaxaTb KHOMKY J,o6aBUTb M HACTPOMUTD
npodub.

HanmeHoBaHMe OnwmcaHune

HasBaHue HasBaHue npoduns.
OnucaHue OnuncaHue npoduns (ONUMOHanbHO).

Cnncok ycTpomncTs UserGate, Ha KoTopble BydeT OTrnpaBfieHa

MHDOPMAaLLMA O HAMOEHHbIX MOTb30BaTENSIX.
CeHcopbl UserGate
[obaBneHne ceHCopoB AOCTYMHO pa3fene CeHcopbl =

CeHcopbl UserGate paboyero ctona Hactpomikm.

o MpumMeyaHue
Mo ymon4aHuio cosgaH npodunb Share with all UserGate sensors, npu Bbi6ope KOTOporo

WHdopMaLMsa o Nonb3oBaTeNax 6yaeT oTrnpaBrieHa Ha Bce ceHcopbl LogAn.

CEHCOPDI

O6uwmMe ceegeHHs

Ins c6opa nHOopPMaLMmM C pa3nn4HbIX YCTPOMCTB M MOCEOYIOLLErO ee aHanmaa
LogAn ncnonb3yeTt ceHcopbl. CEHCOP — 3TO COBMECTUMOE ¢ LogAn yCTPOMCTBO,
KOTOpOE MOXET nepefaBaTth onpenefieHHble gaHHble Ha cepep LogAn. CeHcopamu
MOryYT BbICTyNaTb ycTpomcTBa UserGate NGFW, koHe4Hble ycTponcTea UserGate
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Client, a Takxe ntobble gpyrue ceTeBble YCTPOMCTBA, CNOCOOHbIE NepenaBaThb
OaHHble No npoTtokony SNMP.

CeHcopbl UserGate

CeHcop UserGate nogksto4aeT OfHO YCTPOMCTBO THMa MEXCETEBOrO 3KpaHa
UserGate k LogAn. [1ns nogkntoveHusa ceHcopa UserGate He06X0AMMO BbIMOAHUTD

cnenywoume waru:

HanmeHoBaHMe OnucaHune

War 1. Ha y3ne UserGate
pa3peLwnTb cepBuchl Log
Analyzer 11 SNMP Ha
TpebyeMol 30He

LWar 2. Ha y3ne UserGate
CKOMUpPYMTE TOKeH B bydep
obMeHa

War 3. Ha LogAn
paspewnTb cepsuc Log
Analyzer Ha Tpebyemo
30He

LWar 4. CospanTe ceHCOp
UserGate

Ha y3ne UserGate, KOTOpPbIM Bbl XOTUTe fOOaBMTb B Ka4ecTBe
ceHcopa, B pasfene CeTb = 30HbI BbiGepUTE 30HY, Hepes
MHTepdEeNChl KOTOPOM ByOeT MPOUCXOAMUTb CETEBOM OOMEH C
cepsepoM LogAn, 1 paspelimTte cepauchl Log Analyzer 1 SNMP.

Ha y3ne UserGate, KOTOPbIM Bbl XOTUTE [OOABUTL B Ka4eCTBe
CeHcopa, B pa3aene Hactporku = Log Analyzer ckonupyiTe
3HayveHue TokeHa B bydhep obMeHa. OH NoHagobuTCA Ha Lware 4.

Ha LogAn B pasgene CeTb = 30HbI BbiGepuTe 30HY, Yepes
MHTepdEeNChl KOTOPOM ByOeT MPOUCXOAMUTb CETEBOM OOMEH C
y3nom UserGate, 1 paspelunte cepeuc Log Analyzer.

Ha cepsepe LogAn B pa3gene CeHcopbl - CeHcopbl UserGate
HaXXMMTe KHOMKY [o6aBUTb 1 3aNoNHUTE HEOOXOAMMbIE MONS.

le/I CO3aHKM CEHCOPa UserGate Heo6Xx0aMMO 3aNONHUTb cnenyroume nosd:

HanmMeHoBaHMe OnucaHue

BknoveHo
HasBaHue

OnucaHue

AJjpec cepsepa

Log Analyzer appec

BkntoyaeT unm BbIKtOHaEeT faHHbIM ceHcop UserGate.
Ha3BaHue ceHcopa UserGate.
OnumoHanbHOe onmcaHne ceHcopa UserGate.

IP-appec y3na UserGate, ona KOTOPOro cos3faetcs AaHHbIM
ceHcop.

IP-agpec cepeepa LogAn, KOTOPbIM ByaeT MCMOMb30BaTbCs Ha
y3ne UserGate, B Ka4ecTBe HaszHa4YeHUs AN OTCbIIKM XY PHAarO0B.
[ns Boibopa oTobparkatoTcs TONbKO Te afpeca, Ha
MHTepdeNcax 30H KOTOPbIX pa3pelleH cepsuc Log Analyzer.
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HanmMeHoBaHWe OnucaHue

TokeH TokeH, mony4eHHbIM Ha y3ne UserGate.

Mocne co3paHus ceHcopa, y3en UserGate HaumMHaeT oTcbinaTh AaHHble Ha LogAn.

o MpumMmevaHue
Mocne nopgknioyeHus LogAn o6paboTka 1 aKCMOPT XXYPHaNoB, CO3[aHME OTHETOB M
06pa60TKa APYrnx CTaTMCTUHECKMUX OaHHbIX CeHCOpa UserGate npomn3sBoaAaATca

cepBepoM LogAn.

Ha y3ne UserGate npousolwnu cnenytowme naMeHeHus KoHOUrypaumm:

» B pa3nene Hactporkn = Log Analyzer 1ameHuncs agpec cepsepa Log
Analyzer Ha agpec, ykasaHHbIM Mpu co3faHmm ceHcopa UserGate.

* B pazgene AnMarHoctmka M MOHUTOPHHT = OnoBeweHus - SNMP fo6asunoch
npasuno SNMP, paspelatowee LogAn nonyvatb MHPOPMaLMIO MO NPOTOKONY
SNMP.

Ha LogAn no6aBmnmch cnenytolimne a1eMeHTbI:

* B pa3sgene XXypHanbl 1 oT4eTbl = XKypHasbl MOSBUIIMCb 3aMMCKU C CO30aHHOIO
ceHcopa UserGate.

e B Jaw6oppae nossmnacb BOIMOXHOCTb J06aBUTb HOBbIM BUOXET — Mpaduk
ceHcopa UserGate, cogepxalumim MHOOPMaLMIO, MOMYHEHHYIO C CEHCOPA
UserGate.

o MpumMeyaHue
B cny4ae uaMeHeHMs agMUHUCTpPaTOpOM npasmna SNMP Ha y3ne UserGate, LogAn
BEPHET HaCTPOMKM MJIK NEPECO3[aCT MPaBMIIO MPU BKITIOYEHUM/OTKITIOYEHMM CEHCOPA Ha

cepsepe LogAn.

CeHcopbl SNMP

C nomolbto ceHcopa SNMP agMUHUCTPATOP MOXET MOAKOYMTb SNMP-
COBMECTUMOE CETEBOE YCTPOMCTBO K cepBepy LogAn ana cbopa 1 aHanumsa ero

bty



Document version 71.0 build 53 ot 2024/07/24

MeTpPUK. LogAn MoxeT oTobpaxaTb Nobble CHETHUKM, NOyYeHHble Mo SNMP ¢
nomolbto 3anpocos SNMP. [1ng HacTporkh ceHcopa SNMP HeobxoanMo MMeTb Hasbl
MIB (Management Information Base) Ha ynpasnsgemMoe ycTpomncTBo. NoapobHee 06
ynpaeneHun 6azamm MIB cMOTpUTE pa3gen 4aHHOMo PyKOBOACTBaA YrpaBsieHMe
SNMP MIB.

[ns HacTporkn ceHcopa SNMP Heo6X0AMMO BbIMOHUTL ClefytoLLme LWaru:

HanmeHoBaHMe OnucaHne

LWar 1. 3arpysuTe 6asy MIB
TOro YCTPOWMCTBA, KOTOPOEe Ha cepsepe LogAn B pa3gene CeHcopbl = YnpasseHe SNMP

XOTUTE LOOaBUTb ANS MIB zarpysuTte damn c MIB.

MOHUTOPUHrA.

LWar 2. CospanTe ceHcop Ha cepepe LogAn B pasnene CeHcopbl - CeHcopbl SNMP
SNMP HaXXMuTe KHoMky Jlo6aBUTb 1 3aMoSHUTE HEOBXOAMMbIE MOSS.

Mpw cozpaHum ceHcopa SNMP Heo6X0OMMO 3aMOSHUTL CeyoLWMeE NOMS:

HanmeHoBaHMe OnucaHune

BkniovyeHo BkntovaeT unm BbIKItOYaEeT faHHbIM ceHcop SNMP.
HasBaHue Ha3sBaHue ceHcopa SNMP.

OnucaHue OnuuoHanbHoe onMcaHme ceHcopa SNMP.
Apjpec cepsepa IP-appec ceHcopa SNMP.

MopT ceHcopa SNMP. O6bI4HO 4115 3aMpPOCOB AaHHbIX MO
MopT

npotokosly SNMP mucnonbayetcsa nopt TCP 161.
YKasblBaeT Bepcutio npoTokona SNMP, koTopas 6yaeT
Bepcus MCMOSb30BaTbCH B JAHHOM CeHcope. BO3MOXHbI BapUaHTbI
SNMP v2 1 SNMP V3.

SNMP community - cTpoka ans uaeHTudukaumm cepeepa
Community LogAn 1 ceTeBOro yCcTpomcTBa Ans sepcunt SNMP v2,
Mcnonb3ymTe ToNbKo naTuHCkue Bykebl M LUbpPbI.

MHTepBan, Yepes KoTopbin cepeep LogAn byneT MHULMMPOBATL

MHTepBan onpoca (cek) P P P PBep % e AP
MoJly4eHne JaHHbIX C CETEBOro YCTPOMCTBA.

Tonbko gng SNMP v3. Mg nonb3oBaTens ong ayteHTudukaumm

Monb3oBaTesnb .
CeTeBOM YCTPOMCTBE.

Tun ayTeHTHUdHMKaLMH
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HanmeHoBaHMe OnucaHue

ANropuT™
ayTeHTudHMKaLMm

Maponb ayTeHTHUUKaLMH

ANropmt™ wmdposaHUs

Maponb wrdpoBaHus

CYETYMKM

Bbi6op pexuma ayTeHTUudmMKaLmm. Bo3MOXHbI BapUaHTbI:

e bes ayTeHTUDMKaLmK, 6e3 wmndposaHms (NOAUthNoOPriv).
o C ayTeHTUMKaLmewn, 6e3 wudposaHms (authNoPriv).

o C ayTeHTUdMKaLmew, C WndposaHueM (authPriv).

Hanbonee 6e3onacHbIM CHMTAETCA PEXNUM paboTbl authPriv.

ANropuTM, MCNONb3YeMbIM NS ayTEHTUDMKaLMM.

I'Iaponb, I/ICI'IOJ'Ib3yeMbIl;I on4d ayTeHTl/Iq)l/IKaLI,I/II/I‘

ANTOPUTM, UCMOMb3YeMbIN AN WMbpPoBaHMs. BO3MOXHO
mcnosb3osaTb DES 1 AES.

Maponb, UCNonb3yemblM Ans WndpoBaHMs.

YKaxuTe 30ech Bce TpebyeMble faHHble, KoTopble LogAn ByneT
3anpalumBaTh Ha CETEBOM YCTPOMCTBE. CHETYMKM BbIOMpPaOTCS
13 6a3 MIB, KOTopble 3arpy>eHbl Ha YCTPOMCTBO.

BbibepuTe B oepee SNMP HeobxoamMMbIM pasgen 1 gobasbTe
COOTBETCTBYIOLMM CHETUMK NMOO yKaxuTe B cTpoke SNMP OID
CYEeTYMKa M ero TUnM.

Mocne ycnelwHoro gobasneHus ceHcopa B pa3aesne Jawbéopn noasmtcs
BO3MOXHOCTb JOOaBMTb BUAXKET C rpadmkamMm gaHHbix SNMP, nofyyYeHHbIMU C

O0aHHOIro CeHCOpPa.

YnpasneHne SNMP MIB

B oaHHOM pasfgene agMUHUCTPAaTOP MOXET 4o06aBnaTb U yaoansaTe 6asbl MIB
(Management Information Base) Ha LogAn.

Ina nonyyeHus cneunduydeckmnx MIB obpatmuTech K MPOU3BOAMTENIO BALLErO
ycTpowmcTBa. LogAn yxe coaepXuT Hanbonee nonynspHble 6asbl CETEBbIX YCTPOMCTB.
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C nomolubto ceHcopa WMI agMUHUCTPATOP MOXET Noakto4nTb WMI-coBMecTnumoe
CEeTEeBOE YCTPOMCTBO (KoMMbtoTep nof ynpasneHem OC Windows) kK LogAn gnd
cbopa 1 aHanm3a ero METPMUK.

Ins cozpaHua ceHcopa WMI HeobxoomMo nepenT B pasgen CeHcopbl - WMI
CEHCOopbI, HaxaTb KHOMKY Jo6aBUTb 1 3aNONHUTb HEOOXOAMMbIE MONS:

HanmeHoBaHMe OnucaHue

BkJitoveHo
HasBaHue
OnucaHue
Appec cepsepa

Namespace

MHTepBan onpoca (cek)

Monb3oBaTenb

Maponb

CYETYUKM

BktoYaeT unm BbIK/KOYaEeT faHHbIM ceHcop WML

Ha3BaHuWe ceHcopa WML,

OnuMoHalbHOe ONMMcaHne CEHcopa.

IP-agpec ycTponcTtea WMI.

MpOCTPaHCTBO MMEH MOEHTUDUKATOPOB Ha yCTpomcTee WMI.

MHTepBan, Yepes KoTopbIr ceHcop WMI ByaeT MHUMLMMPOBATb
nosy4YeHne faHHbIX C CeTEBOrO YCTPOMCTBA.

VMMsi nonb3oBaTens ons ayTeHTuduKaumm Ha CETEBOM
YCTPOMCTBE.

Maposib, UCNOMb3yeMbIM ANF ay TEHTUDUKALMM.

YkazaTb napameTpbl Windows event log, koTopble LogAn 6ygeT
MOHUTOPWUTb Ha CETEBOM YCTPOMCTBE.

KoHe4Hble ycTpoMmcTBa

HaHHbIM pasfen coaepXmT CMMCOK KOHEYHbIX YCTPOMCTB C YCTaHOBIEHHbIM
nporpamMmHbiM o6ecneveHmnem UserGate Client.

0 MpumMeyaHue

KoHe4Hoe ycTpoMcTBO 6yaeT oTo6parkeHo npu Bbi6ope Ha UGMC paHHOro ycTpoMncTBa
LogAn B Ka4ecTBe cepBepa ANg nepepayqn MHpopmaLmm o co6bITUSAX, COOTBETCTBEHHO,

LogAn pomkeH 6bITb NpeaBapHTENIbHO 3aperucTpmMpoBaH Ha UGMC.
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OTobpaxeHa cnenytolas MHGopMaLms:
* HasBaHMe KOHEYHOro YCTPOMCTBA, 3agaHHoe Ha UGMC.
* Bepcua MO UserGate Client, ycTaHOBNeHHas Ha yCTPOMCTBE.
* Bpemsa nocnegHero NoaKMo4eHMs K yCTPOMCTBY.
* |IP-agpec ycTpomncTsa.
» Netbios nms.
* Bepcua onepaumoHHom cuctemsl (OC) ycTpomcTea.
» TenemeTpmyeckas MHOoOpPMaLMS.

B LogAn peannsoBaHa BO3MOXHOCTb YAANEHHOMO YNpaBieHUs YCTPOMCTBaMM
UserGate Client. [lna atoro HaxxmuTe MocnaTb KoMaHAY W BbibepuTe Heobxoammoe
JencTeume;

e OTKIOYMTD OT CETHU.
* PazpelunTb Nepegady AaHHbIX MO CeTu.

* 3aBepLWMTb NpoLiecc. lNpur Bbibope AaHHOro 4eMCTBMS HeO6X0OMMO yKas3aTb
noeHTudmKaTOop NpoLecca.

* 3anyCTUTb/OCTaHOBUTb CNY>OY. [115 BbINONHEHMS AAHHbIX 4ENCTBMM
Heo6X0aMMO yKasaTb Ha3BaHWe CryXobl.

CBOPLWMK JIOIOB

OnucaHMme

CHopLUMK NOroB NpefHasHaveH of1s LeHTpanmM3oBaHHOro céopa MHbopMaLmm C
CETEBbIX YCTPOMCTB, YTO MOMOraeT 06/1er4ymTb MOHUTOPUHI CETH, BUPTYasIbHbIX
MallMH, CEPBEPOB, MOJIb30BATENbCKMX YCTPOMCTB, MPUITOXKEHUM.
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B naHHOM pasfene HacTpamBatoTCs npaBuia cbopa CobbITUM CUCTEMHbIX XXYPHaI0B
Unix-cucTeM (syslog), koTopble cogepxaTt nHdopMaLuio 0 paboTe CUCTEMDI, e€
COCTOSIHUM M 6e30MNacHOCTU, HanM4Ymm oMboK, cbosx B paboTe. [MNpasmna syslog
MO3BONAOT OCYLLECTBNATb PUABTPALMIO 3anmcen CobbITUM (MO BpeMeHM!,
KPUTUYHOCTM COBbLITUM, OO6beKTaM, Ha3BaHMIO YCTPOMCTB, MPUIIOXEHMSAM), yrpoLLas
NouCK HeoBXxoaMMOM MHbOPMALMM.

nsg paboTbl cOopLLMKa TOrOB HEOHXOAMMO HACTPOUTb CEPBEP, C KOTOPOro dyaeT
npomcxoguTb cbop MHbOPMaLMK, 1 NpaBuna syslog.

HacTpowka cepBepa npomssognTca B pasgene CéopLlumk noroe - Syslog Bo
Bknaake HacTporkm Be6-uHTepdeinca LogAn; Heo6XxoaMMO yKasaTb crefytoLime

JaHHblIE!

HanmMeHoBaHMe OnucaHue

BkntovyeHo

MpoTokon

MopT

MakcuManbHoe
KOJIM4EeCTBO CeCCHM

besonacHoe coegmMHeHne

®darn ceptndmkara LIC

®dann ceptudumkara

PaspeLléHHble cocegm

BkntoveHue/oTkNoHeHne npméma syslog cobbITui.

CeTeBOM NPOTOKON, UCNOSb3YIOLWMMCS ANa cbopa MHPopMaLmm:

o TCP.
« UDP.

Homep nopTa, ucnonbaytolerocs Ana cbopa syslog cobbitui.
1o ymonyaHuio — nopT 514.

MakcuManbHOe KONMMYECTBO YCTPOMCTB, MOAKTIOYEHHDBIX
OfHOBPEMEHHO C LLefIblo OTMPaBKM COOBLLEHUM.

BkntoyeHune/oTkno4eHme LLII/IC]DpOBaHl/IFl MOTOKa AaHHbIX.

MopapobHee 06 ncrnonb3oBaHuu TLS B Syslog umMTanTe B
COOTBETCTBYIOLLEN [OKYMEHTALMM.

CepTudmKaT yoOCTOBEPAIOLLErO LieHTPa (LeHTpa
cepTMdUKaLMn), KOTOPBIM MCMONb3YEeTCs ANF YCTaHOBNEHMS
6e30MacHOro coegnHeHMs.

CepTuduKaT, CreHepUpPOBaHHbIM MOSTb30BaTENEM U
NOANMCaHHbIM LeHTpoM cepTudmkaumm (LIC); Heobxoammo
yKasaTb Npu HacTpokKke 6e30MacHOro CoeamHeHus.

CrNMCOK YCTPOMCTB, C KOTOPbIX LOogAN ByneT nonyyaTb
MHPOPMaLIMIO B CllyHae UCMOosb30BaHMa 6e30MnacHoro
COoefIMHEeHMS.

49



Document version 71.0 build 53 ot 2024/07/24

[nsg HacTpoMKK NpaBua GuUbTPaLLMKM 3anncen cobbiTui syslog HeoBXxoaMMO yKkasaTb

crnenyroume naHHble:

HanmeHoBaHMe OnucaHue
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BkntovyeHo

HaszBaHue

OnucaHue

HdercTtBue

YacoBoM nosic

BcTaBuTb

KpuTHiHoOCTb

BkrtodeHue/oTknto4deHme npaeuna syslog.
HasBaHue npasuna syslog.
OnucaHue npasuna syslog (onumoHanbHo).

Hencrteue:

 PaspelumnTb — paspeLleHme npruéma coobLLeHuH,
NOOXOAALMX NOoA, YCNOBMS NpaBuna.

 3anpeTuTb — 610KMPOBKA MNPUEMA COODLLEHMH,
NOOXOASALLMX MO, YCNOBMS NpaBuna.

HacoBOM MOSIC, HACTPOEHHbIM Ha YOANEHHbIX YCTPOMCTBAX.
MpWémM coobLueHMM ByaeT paspeLléH 1nu 3anpeLLéH ¢
YCTPOMCTB, Y KOTOPbIX COXPaHeHMe 3anmncem npomMcxoamT B
yKa3aHHOM 4aCOBOM MOSCE.

MeCTO BCTaBKM CO3[4,aBaeMOro npasuna B CrMCKe NpaBu:
HaBEPX, BHU3 UMK BblLLE BbIOPaHHOrO CyLLLECTBYIOLLErO
npaeuna.

KpuTniHocTb cobbiThit syslog:

o DKCTPEHHasA: KPMTUYECKOE COCTOSAHME, KOTOpOoe
CKasblBaeTcsa Ha paboTOCNOCOBHOCTH CUCTEMBI.

» TpeBora: cocTosHue, Tpebytolliee He3aMeaIMTENbHOro
BMeLLaTeNnbCTBa.

o KputHyeckas: coctosaHue, Tpebytollee
He3aMenIMTeNbHOro BMeLlaTeNnbCTBa b0
npenynpexgatoliee o cboe B cUCTEME.

e OLMBKMU: COOBLLEHMS O COOAX B CUCTEME.

 MpepynpexaeHus: NpenynpexneHs 0 BO3MOXHOM
BO3HWKHOBEHMM OLLIMOOK, eClin He ByayT NPennpPUHSATDI
HUKaKMe O0eMCTBUS.

« YBepgoMUuTenbHas: CoOObITUS, KOTOPbIE OTHOCATCA K
HeoObIYHOMY MOBEAEHUIO CUCTEMbI, HO HE ABMSIOTCS
oLMbKaMM.

» MHpopMaTUBHaA: MHDOPMALMOHHbIE YBELOMIIEHMS.

« OTnapgo4Has: MHdopMaLMs, nonesHas paspadoTymkam
LN9 OTNagKW NPUIIOKEHUM.
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HanmMeHoBaHWe OnucaHue

O6beKkT

MmMa xocTa

HasBaH1e npunoxxeHus

KaTeropwus cobbiTus:

e CoobLeHus agpa.

» CoobLeHMa nonb3oBaTeNbCckMe.
« [o4ToBas cuctema.

o C1CTEeMHbIM cepBMC.

» besonacHocTb/aBTOPMU3aLMS.

e CoobueHus syslog.

e Cuctema nevyaTtn LPR.

o C1icTeMa ceTeBbIX HOBOCTEM.
 Moacmncrema UUCP.

o CepBUC BpEMEHM.

o besonacHocTb/ayTeHTUMKaLMS.
o FTP cepBuc.

e Cuctema NTP.

o AyamT.

o TpeBora.

o CepBHC BpeEMEHM 2.

e Local 0 — Local 7.

HasBaHue ycTponcTaa.

HasBaHue npunoxeHus, c6op MHGopPMaLLMmM O KOTOPOM
Heob6Xxo4MMO paspeLlnTb/3anpPeTUTb.

MopgpobHee YnTanTe B pasgene MNpunoxeHus syslog.

3anucu cobbITHM BynyT oTo6paxeHsbl B XXypHane Syslog, nogpobHee YntanTte B

pazfnene CUCTEMHbBIN XYypHar.

BUBJIMOTEKMH

IP-appeca

Paspen IP-agpeca cogepXuT CrMCOK AMnana3oHoB IP-agpecos, KoTopble
MCMNONb3YIOTCS B HacTpomkax 30H M1 UserID. [na no6aeneHna HOBOro Crnvcka agpecos
Heobx0oMMO BbINMOMHUTb CNeayoLlme Waru:

51



Document version 71.0 build 53 ot 2024/07/24

HanmMeHoBaHWe OnucaHue

Ha naHenu Fpynnbl HaxaTb Ha KHOMKy [,o6aBuTb, AaTb

War 1. Co3gaTtb cnmcok.
HasBaHMe crnmcky IP-agpecos.

LWar 2. YkazaTb agpec YKazaTb afpec cepBepa, rae HaxoamTcs OOHOBAAEMbIM CMIMCOK.
obHOBEHMS crmcka (He bonee noapo6HO 06 0OOHOBMAAEMbIX CMIMCKaxX CMOTPUTE fanee B
o643aTeNbHO). STOM rnase.

Ha naHenu Appeca 13 BbiI6paHHOM rpynnbl HaxaTb Ha KHOMKY [
06aBMTb 1 BBECTHK afpeca.

LWar 3. o6asuTb IP-agpeca. | |P-apgpeca BBOAsTCS B BMAe IP-agpec, IP-agpec/Macka ceTh nnm
OmnanasoH IP-agpecos, HanpuMep: 192.168.1.5, 192.168.1.0/24 vnu
192.168.1.5-192.168.2.100.

AJ:I,MI/IHI/ICTpaTOp MMEET BO3MOXHOCTb CO3aBaTb CBOM CIMCKM |P-a,£l,peCOB. nnsa
CO3[aHMS TaKoro CrnmMcka HEOH6XOAMMO BbIMOSTHUTD cnegyrowmne OENCTBMUS:

HanmeHoBaHMe OnucaHue
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Cospatb dann list.txt co cnmckom agpecos.

Crnrcok afpecoB 3arnmchiBaeTCs B OObIYHbIM TEKCTOBBIM dal,
rAe agpeca NponucbiBatoTCs B CTONOMK 6€3 3HaKoB
npenuMHanusa. Hanpumep:

LWar 1. Co3paTb dann ¢
HeobxogMMbIMK |P-
agpecamm.
X.X.X.X

y.y.y.y
z.2.2.2

War 2. Co3patb apxus, . . . .

y . MomecTnTb darn B apxmB zip ¢ nMeHeM list.zip.
cogepxalium aToT damn.
CospaTb dann version.txt, BHyTpM Hero ykasaTb HOMep BepCum
cnucka, HanpmMep, 3. HeobXoaMMO MHKPEMEHTUPOBATL faHHOE
3Ha4YeHKe Npu KaxxaoM 0OHOBMEHMM CMCKa.

LWar 3. Co3patb damn
BEPCHEN CrmcKa.

LWar 4. PaamMecTuTb dannbl PazmecTuTb y cebda Ha camTe list.zip v version.txt, 4Tobbl OHM
Ha Beb-cepBepe. OblIM OCTYMHbI AN1F CKaYMBaHMS.

Ha kaxpom UserGate cozpnaTtb cnmcok IP-agpecos. MNpwu
Cco3faHuM ykasaTb TMn cnmncka OBHOBASEMbIN 1 afpec, OTKyLa

LWar 5. Co3patb cnmcok IP- HeobX0AMMO 3arpyaTtb obHoBneHus. UserGate 6ynet

afpecoB u ykasaTtb URL ong | NpoBepsTb HanM4me HOBOM BEPCKUM Ha BalLEM CamTe B

oB6HOBNEHMS. COOTBETCTBUM C HACTPOEHHbIM pPacnmcaHMeM CKaqnBaHMS
OBHOBNEHMM.
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HanmeHoBaHMe OnucaHue

o MpuMmevaHue
URL cnucka 3apaeTtcsa B popmaTe: http://x.x.x.x/ nnm
ftp://x.x.x.x/.

PacnuncaHue MOXHO HaCTpPOUTb B CBOMCTBax Crnmncka, BO3MOXHO
YKa3aTb CfieyroLluime BapuaHThbl:

o OTKItOYEHO. MpoBepKa Hanuyus 0OHOBNEHMIM AN
BbIGPAHHOrO 31EMEeHTa NPOM3BOAMTLCS He ByaeT.

e ExXxeHeBHO.

e ExXxeHeenbHo.

e ExxemecsayHo.

e Kaxable ... HacosB.
o Kaxgble ... MUHYT.

* 3apaTb BPY4HY!O.

Mpu 3agaHUKM BPYHHYIO HEOBXOAMMO MCMOMb30BaTh crontab-
noao6HbI dopMaT, MPM KOTOPOM CTPOKA BbIFSOMT Kak LLECTb
nonew, pasgeneHHblx npobenamu. MNongd 3agatoT Bpems B
cnepytoweM suae: (MUHyThl: 0-59) (Yackl: 0-23) (gHW Mecaua:
1-31) (Mecsu; 1-12) (aeHb Hepenu: 0-6, 0-BockpeceHbe). Kaxaoe
M3 MepPBbIX MATHU MOJIeM MOXET 6biTb 3a4aHO CreayoLLUM
obpaszoM:

« 3Be3poyka (*) — obosHavaeT BeCb Amana3oH (0T NepBoro
00 rnocrenHero).

e [leduc (-) — obo3HavaeT ananasoH Ymcen. Hanpumep,
"5-7" 6yneT o3HavaTb 5,6 1 7.

e Cnincku. DTO Ymcna (Mnm omanasoHbl), pasgeneHHole
3anaTbiMu. Hanpumep, “1,510,11" mnam "1-11,19-23".

e 3Be3404Ka MM AManasoH C WwaroM. MicnonbsyeTtcs ons
MpPOMnycKoB B Anana3oHax. LLlar ykasbiBaeTca nocne Kkocom
YyepTbl. Hanpumep, "2-10/2" 6yaeT 3HaumTh "2,4,6,8,10", a
BblpaxkeHMe "*/2" B none "4acbl" 6ygeT o3HavaTb "Kaxable
[Ba Yaca".

NMouyToBble agpeca

2nemMeHT 61ubnmoTtekn MNMoyToBble appeca rno3poJideT Co30aTb rpynrbl MOYTOBbLIX
apecoB, KOTOPble BNMocneaCcTBM MOXXHO MUCIMOJ1Ib30BaTb B NMpaBMiiax C])VIJ'IpraLI,I/Il/I
MOYTOBOIo Tpacbvn(a M Onga MCrnoJib3oBaHMA B ONoBeELLEHUAX.
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[ns nobaBnieHus HOBOM rPymrbl MOYTOBbIX a4PeCOB HEO6XOAMMO BbIMOHUTD
cnepytolme warm:

HanmeHoBaHMe OnucaHue

War 1. Co3gatb rpynny B naHenu Mpynnbl NOYTOBbIX afPECcoB HaxXaTb Ha KHoMKy Jo6as
MOYTOBbIX ALPECOB MTb, 0aTb Ha3BaHMe rpymnne.

BblaenuTb co3gaHHyto rpynmny, HaxaTtb Ha KHOMKy JJo6aBuTb Ha
naHenu Mo4ToBble apgpeca 1 4O6aBUTb HEOOXOAMMbIE
No4YTOBbIE agpeca.

War 2. Jo6aBnTb NOYTOBbIE
agpeca B rpynny

ALMUHUCTPATOP MMEET BO3MOXHOCTb CO3[aBaTb OOHOBIIEMbIE CMIUCKM MOYTOBbIX
afpecoB U LeHTPanM3oBaHHO PacnpPoOCTPaHsATb MX Ha ycTpomcTea UserGate. [ns
CO3[aH1Aa Takoro crmcka Heo6X0OAMMO BbIMONHUTb CleayoLmMe 0eMCTBUS:

HanmeHoBaHMe OnucaHue

LWar 1. Co3gaTb pamn ¢
HeOoOXOAMMbIMM CMUCKOM Cospatb dann list.txt co cnMckoM NOYTOBbLIX aQPECOB.
MOYTOBbIX a4PECOB.

LWar 2. Co3gaTtb apxuB, . . s

y . MoMecTuTb dharn B apxmB zip ¢ MMeHeM list.zip.
copepXallnin aToT Gpans.
CozpaTtb dann version.txt, BHyTpM Hero ykasaTb HOMep BepCum
crnucka, HanpmMep, 3. HeobXxoaMMo MHKPEMEHTUPOBATL faHHOe
3Ha4YeHMe NP KaxaoM OOHOBNEHMM CrMCKa.

LWar 3. Co3paTb damn
BEPCHEN CMMCKa.

Lar 4. PaamMecTuTb darnbl PasmecTuTb y cebs Ha camTe list.zip 1 version.txt, 4To6bl OHM
Ha Beb-cepBepe. OblIM OOCTYMHbI ANF CKaYMBaHUS.

Ha kaxpom UserGate coznaTb CNMCOK agpecos. [Mpu co3gaHmm
yKasaTb T1n cricka OGHOBNASI®MbINM 1 afpec, OTKYAa
HeoBXO0AMMO 3arpyxaTb 06HoBNeHMd. UserGate byneT
NPOBEPSATb HaNMYMe HOBOM BEPCHM Ha BalLEM CaMTe B
COOTBETCTBMM C HACTPOEHHbBIM pPacrnmMcaHMeM CKkaymBaHMs
o6HOBNEHMM. PacnmMcaHme MOXHO HaCTPOWUTb B CBOMCTBAX
CMMCKa; BO3MOXHO yKaszaTb CneaytoLime BapuaHTbl:

War 5. Co3gaTb CrMcok

NOYTOBbIX AAPECOB U o OTKNtO4eHO. NpoBepKa HanMYMs OOHOBNEHWM 08
yKkasaTb URL ons BbI6GPaHHOrO af1eMeHTa NPOU3BOAMTLCA He ByaeT.
OBHOBNEHMS. o ExxemHeBHO.

o ExxeHepgenbHo.

o ExxemMecd4Ho.

o Kaxkable ... YacosB.
o Kaxgble ... MUHYT.

e 3afaTb BPY4YHYIHO.
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HanmeHoBaHMe OnucaHue

Mpu 3a0aHUKM BPYHHYIO HEOBXOAMMO MCMOMb30BaTh crontab-
nono6HbIM GopMaT, MPM KOTOPOM CTPOKA BbIFSAMT Kak LWeCTb
nonew, pasgeneHHblx npobenamu. MNong 3agatoT Bpems B
cnenytouieM smae: (MUHyTbI: 0-59) (Hackl: 0-23) (oHW Mecsua:
1-31) (Mecsu; 1-12) (aeHb Hepenu: 0-6, 0-BockpeceHbe). Kaxnoe
M3 NMepPBbIX NATH NOJSIeN MOXeT BbiTb 3a4aHO CleayroLmUM
obpasoM:

« 3Be3fo4ka (*¥) — obo3HavaeT Becb AManasoH (0T MepBoro
0O nocrnenHero).

o [leduc (-) — obo3HavaeT amManasoH Ymcen. Hanpumep,
"5-7" 6yneT 03Ha4aTb 5,6 1 7.

o Cnncku. ITO YMcna (MIr granasoHbl), pasgefieHHble
3anaTbiMu. Hanpumep, "1,510,11" unm "1-11,19-23".

e 3Be304Ka UK AManasoH C WwaroM. Mcnonbayetcsa ans
NpPOnycKoB B AxanasoHax. LLlar ykasbiBaeTca nocne Kkocom
4epTbl. Hanpumep, "2-10/2" 6yneT 3Ha4MTh "2,4,6,8,10", a
BblpaxkeHue "*/2" B none "4acol" OyneT o3HavaTb "Kaxable
nBa4daca".

AILMUHUCTPATOP MOXET 3KCMOPTUPOBATL U UMMOPTHMPOBATL CMUCKM MOYTOBbBIX
apeCOB MCMOMb3ys COOTBETCTBYIOLIME KHOMKM DKCNopT/UMMNopT.

Homepa TenedpoHoB

dneMeHT 6ubnumotekn Homepa TenedpoHOB MO3BONASET CO3haTb FPYMMbl HOMEPOB,
KOTOpblEe BMNOCAEACTBUM MOXHO MCMNONb30BaThb B MNpasmiiax onoseLLeHms SMPP.

Ins no6aBneHns HOBOM rpynnbl TeNePOHHbIX HOMEPOB HEOOGXOANMO BbIMOMHUTD
cnepytoLme waru:

HanmeHoBaHMe OnucaHune

War 1. Co3gatb rpynny B naHenu Mpynnbl Tene¢goHHbIX HOMEPOB HaxaTb Ha KHoMky Jo
TenedoHHbIX HOMEPOB 6aBUTb, [laTb Ha3BaHKWe rpynne.

BbloenuTb co3gaHHyto rpynmny, HaxaTtb Ha KHOMKyY Jo6aBuTb Ha
naHenu Mpynna Tene¢poHHbIX HOMEPOB 1 L0OaBMTb
HeobxoAMMble HOMepa.

LWar 2. [lo6aBunTb HOMepa
TenedoHOB B rpynmny

AOMUHUCTPATOP MMeET BO3MOXHOCTb CO34aBaTb OOHOBNSIEMbIE CMUCKM TeNedOHHbIX
HOMEPOB U LLEHTPASIM30BAHHO PACNPOCTPaHATb UX Ha ycTponcTea UserGate. [1ng
CO3[aHUA Takoro Crmcka HeEOBXOOAMMO BbIMOHUTb CNeAYOLME OEMCTBUS:
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War 1. Co3paTb dann ¢
HeobXOAMMbIMM CMUCKOM
HOMepOB.

War 2. Co3gatb apxus,
copepalium aToT Gamn.

LWar 3. Co3patb damn C
BEPCHEN CrmcKa.

LWar 4. PasmecTuTb dambl
Ha Beb-cepBepe.

LWar 5. Co3pgaTb CrMCcok
TenedOHHbIX HOMEPOB U
ykasaTb URL ons
OBHOBNEHMS.

CospaTtb ¢pamn list.txt co cnmckom HoMepoB.

MomMecTuTb dharn B apxmB zip ¢ MMeHeM list.zip.

CospaTtb Gamn version.txt, BHyTpPM Hero ykasaTb HOMep BepCum
crnmcka, Hanpumep, 3. Heo6X0AMMO MHKPEMEHTUPOBATL AaHHOE
3HaYeHMe NpPU KaXk oM OBHOBIIEHMM CIIMCKA.

Pa3MecTuTb y cebs Ha canTe list.zip 1 version.txt, 4ToObI OHM
ObInM SOCTYMHbI A5 CKa4MBaHMS.

Ha kaxpom UserGate cospaTb CnmMCok HOMepoB. [pr cozgaHum
yKasaTb T1n crncka OBHOBRSIEMbIN M afpec, OTKya
Heob6xoaMMO 3arpy>xaTtb obHoBneHMsa. UserGate 6yneT
NpoBepPATb HaNM4YMe HOBOM BEPCUM Ha BalLeM CanTe B
COOTBETCTBUM C HACTPOEHHbIM pPacncaHMeEM CKa4nBaHMS
obHoBNeHMM. PacnmcaHme MOXHO HaCTPOWUTb B CBOMCTBAX
CMMCKa; BO3MOXHO yKa3aTb criefytoLine BapmaHTbI:

o OTKNtOYeHO. NpoBepKa HanMyms OOGHOBNEHWM O1s
BbIGPAHHOrO 31eMeHTa NPOM3BOAMTLCS He ByaeT.

e ExxegHeBHO.

o ExxeHegenbHo.

o ExxeMecqa4yHo.

o Kaxkable ... YacoB.

o Kaxgble ... MUHYT.

e 3a0aTb BPY4YHYIO.
Mpy 3agaHuK BPYYHYO HEOB6X0OMMO MCMONb30oBaTh crontab-
Nooo6HbIM dopMaT, MNP KOTOPOM CTPOKa BbIrMAaMT Kak WeCTb
nonew, pasgeneHHolx npobenamu. MNong 3agatoT Bpems B
cnenytoulemM suae: (MUHyTbI: 0-59) (Yackl: 0-23) (oHU Mecsua:
1-31) (Mecsau; 1-12) (aeHb Hepenu: 0-6, 0-BockpeceHbe). Kaxaoe

M3 NepBbIX MATM Nonen MoXeT 6bITb 3afaHO ClledyoLUM
obpasoM:

« 3Be3poyka (*) — obos3HavaeT Becb Amana3oH (0T NepBoro
0O nocrenHero).

o [leduc (-) — o60o3HavaeT amManasoH Ymcen. Hanpumep,
"5-7" 6yneT o3HavaTb 5,6 1 7.

o CninckuM. DTO Ymcna (Mnm omanasoHbl), pasgeneHHole
3anaTeiMu. Hanpumep, "1,510,11" unam "1-11,19-23".

o 3Be304Ka UK AManasoH C WwaroM. Mcnonbayercsa ans
NpPOMyCKOB B AManasoHax. LLlar ykasbiBaeTcd nocne Kocom
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YepTbl. Hanpumep, "2-10/2" 6yneT 3HaumTh "2,4,6,8,10", a
BblpaxeHue "*/2" B none "yacobl" OyneT o3HavaThb "Kaxable
[OBa 4aca".

ALMUHUCTPATOP MOXET 3KCMOPTUPOBATb U MMMOPTUPOBATbL CMUCKKU TENEPOHHbBIX
HOMEPOB MCMOJIb3ysl COOTBETCTBYIOLLME KHOMKM DKCNOpPT/MMMNOoPT.

Mpodumnm onoseleHMM

I"Ipoqwmb onoeelleHnd yKasblBaeT TPaHCMOPT, C MOMOLLbKO KOTOPOIo ornoBeLlleHNA
MOTryT ObITb 4OCTaBIEHDI nony4artendam. ﬂOﬂ,ﬂ,ep)Kl/IBaeTCﬂ 2 TMna TPaHCMopTa:

e SMTP gocTaBka coobLeHur ¢ noMoLLblo email

* SMPP, gocTaBka coobLeHMM C MOMOLLbIO SMS npakThuyecku Yepes noboro
ornepaTopa COTOBOM CBA3M MM Yepes 60SbLLoE KOIMYECTBO SMS-LIeHTPOoB
PaCCbINKM

[ng cozganma npoduns coodbueHmnn SMTP HeoOX0aMMO HaxXaTb Ha
kHonKy Jo6aBuTb B pasgene Mpodunm onoseweHnn, BbI6paTh BapuaHT JobaBuUTb
npodunb onosBeLeHMss SMTP 1 3aNoNHKUTb HEOOXOAMMbIE MONS:

HanmeHoBaHMe OnucaHune

HaseaHue HasBaHue npoduns.
OnucaHue OnucaHue npodunsa.

IP-agpec cepeepa SMTP, koTopbIM ByAET MCMOSIb30BaTbCS A5

XocT .
OTCbIJIKM MOYTOBbIX COODLLEHMNA.
MopT TCP, ucnonb3yemblit cepsepoM SMTP. Obbl4HO ans
npoTokona SMTP ucnonbayetcsa nopT 25, ong SMTP ¢
MopT
ncnosb3oBaHMeM SSL - 465. YTOYHUTE OaHHOE 3Ha4YeHne y
AAMUHUCTPATOpPa NOYTOBOro CepBepa.
Be3onacHocTh BapuaHTbl 6€30MacHOCTM OTMPaBKKM MOYTbI, BOSMOXHbI
BapuaHTbl: HeT, STARTTLS, SSL.
BkntovaeT ayTeHTUdMKaLMIO Npu nogkmodeHmm K SMTP-
AyTeHTudHMKaums Y buau P A
cepsepy.
JloruH MMS y4eTHOM 3anumcK Ans nogkodeHmns kK SMTP-cepeepy.
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Maponb Mapornb y4eTHOM 3anmcK ANna NogKoYeHns K SMTP-cepsepy.

Ina cospgaHums npodbuna coobueHmnm SMPP HeobXOaAMMO HaXaTb Ha
kHonKy Jo6aBuTb B pasgene Mpodunm onoseweHnH, BbIGpaTh BapuaHT JobaBnUTb
npodunb onoseweHuss SMPP 11 3anofHUTbL HEOOXOAMMbIE NONS:

HanmeHoBaHMe OnucaHue

HaseaHue HaseaHue npoduns.
OnucaHue OnucaHue npodunsa.

IP-appec cepeepa SMPP, koTopbIM BYLET MCMOb30BaTLCS A1

XocT .
OTCbINKM SMS coobLLEeHMN.

MopT TCP, ucnonb3yembln cepepom SMPP. O6bl4HO Ana
MopT npoTokona SMPP ncnoneayetca nopt 2775, ans SMPP ¢
mcnonb3osaHMem SSL - 3550.

SSL Mcnonb3oBaTb UK HET WKdpaLmio C MOMOLLbIO SSL.
JloruH MMe y4eTHOM 3anumcu gns nogknitodeHms K SMPP-cepeepy.
Maponb [Maponb y4eTHOM 3anmcK g NoakmtoveHusa K SMPP-cepeepy.

B HekoTopbIX cnyyvasax SMPP-npoBangep oxXunoaet HoMep
TenedoHa B onpeaeneHHoM dopMaTe, HanpmuMep, B BUOE

MpaBuna TpaHcnauum 89123456789. lns cooTBETCTBMA TPEOOBaHMAM NPOBaMaepa

HOMepoB MOXHO YKa3aTb 3aMeHY NepPBbIX CUMBOJIOB HOMEPOB C OAHMX Ha
apyrue. HanpuMep, 3aMeHnTb BCe HOMEPa, HavMHatoLmecs Ha
+7, Ha 8.

MpunoxxeHus syslog

[aHHbIM paspen coaepXnT MPUNOXEHMS, KOTOPbIE MOTYT 6biTb MCMOb30BaHbI B
npasunax syslog onsg céopa nHGopmMaLmu.

YT106bl 4OBABUTL MPUIIOXKEHWE HEOOXOAMMO BbINOMHUTbL CeayoLme OeNCTBUS:

HanmeHoBaHWe OnucaHue
War 1. Co3gatb HaxxaTb kHoMnky Jlo6aBUTb 1 yKasaTb Ha3BaHME M ONMUCaHKUeE
MNPUNOXEHME. MNPUNOXEHMS.
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War 2. YkazaTb YKazaTb Ha3BaHWe MPUIIOXEHMS, A8 KOTOPOro 6yayT
NPUITOXEHME. NpPWMeHeHbI Npasmna syslog.

Syslog dunbTpbl UserlD areHTa

Mpwu ncnonb3oBaHMK Syslog B Ka4ecTBe MCTOYHUKOB COObITUM UserGate NpomnsBoamT
dunbTpaumio CobbITUM B COOTBETCTBMM C yKasaHHbIMUK Syslog dunbTpamm UserlD
areHTa. ®unbTpbl Syslog NpencTaBnsioT M3 cebs CTaHAAPTHbIE Regexp BblpaxeHus,
KOTOpble MNofb30oBaTeNb MOXET NMUcaTb M CaM. B cTaHOapTHOM NOCTaBke
npencTasneHbl ABa BUAa GUibTPOB:

HamMeHoBaHMe OnucaHue

OunbTp NpenHasHadYeHHbIM 019 OTCNEeXMBaHUSA COObITMI BXoaa/

SSH Authentication .
BbIXO[a NMosb3oBaTenen rno npoTokony SSH B XypHanax syslog.

OunbTp NpefHasHayvyeHHbIM 415 OTCNEXMBaHUS COObITUM BXOAa/
Unix PAM Authentication BbIXO[a NMosb3oBaTeNel NocpencTBOM TexHonorum Pluggable
Authentication Modules (PAM) B xypHanax syslog.

OunbTp NpefHasHadYeHHbIM 418 OTCnexXmBaHusa cobbiTui Bxoga/
Unix PAM Authentication BbIXOZa Nosib3oBaTeNnem NnocpencTsom TexHonormm Pluggable
Authentication Modules (PAM) B xypHanax syslog.

o MpumMeyaHue
Mcnonbsyﬂ npasuna Regexp, BO3MOXXHO HanMCaH1e gonoJIHUTEJIbHbIX NMpaBuIl. Takum
o6paszomM ¢unbTpbl Syslog npencrasnatoT M3 ce6sa yHMBEpPCasbHbIM MHCTPYMEHT,

KOTOprﬁ MO>XHO UCMNOJIb30BaTb NPaKTHM4Ye€CKH B no6bIX cilyHasxX.

HanpeHHble cobbiTia oTobpakatoTca BO Bkafgke XKypHarnbl M OTYETHI, B pasfene
)KypHanbl - AreHT UserID - Syslog.

ANATHOCTHUKA U MOHUTOPHHI
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MapLpyThbi

Pasgen MapLpyTbl MO3BOSAET MOMYYUTb CIMCOK BCEX MAPLLPYTOB, YKa3aHHbIX Ha
onpepeneHHoM y3ne UserGate. [1ns npocMoTpa MapLUpyToB HEOOXOAMMO HaxaTb Ha
KHOMKY @UNbTP U1 yKazaTb TUMbl MapLUPYTOB, KOTOPblE HEOBXOAMMO OTOBPa3UTL.
BO3MOXHO yKasaTb crefytoLlme TrMbl MapLUpyTOB:

* Mopxnto4eHHble K MHTepdencaM — MapLIPYTbl K CETAM, KOTOPbIE MOAKITHOYEHDI
HenocpenCcTBEHHO K MHTepdercam UserGate. [laHHble MapLipyTbl OyoyT
nomeyeHbl cuMBosioM C B CMcke MapLUPYTOB.

 3afaHHble CTaTM4eCKM — MapLIPYThl, 3afaHHble CTaTM4ecku B pasgene CeTb =
MapuwpyTbl. [laHHble MapLpyTbl Oy4yT NOMeYeHbl CUMBOSIOM S B CrMCKe
MapLUpyTOB.

e OSPF — MapwpyThbl, Nofy4eHHble no npoTtokony OSPF. [laHHble MapLUpyThl
OyayT noMeyeHbl CMMBOSTIOM O B CNMCKE MapLUPYTOB.

e BGP — MapLupyTbl, NofAy4eHHble Mo npoTokony BGP. JaHHble MapLupyTbl 6yayT
noMeYyeHbl CMMBOJIOM B B crnincke MapLUpyTOB.

OTobpaxaeMblt CMMCOK MapLLPYTOB MOXHO CKadaTb B BUAE TEKCTOBOrO darna C
MOMOLLIbIO KHOMKKM CKavYaTb BCe MapLUPYThI.

Ping

C NMOMOLLBIO YTUITUTBI PINg MOXHO AMArHOCTUPOBATb AOCTYMHOCTb CETEBbIX
pecypcosB. [NapaMeTpbl KOMaHObI PiNg:

HanmeHoBaHMe OnucaHue

Ping host XOCT, KOTOPbIM HEOBXOAMMO NMPOBEPUTD.

MakCcmMManbHoOe KOIM4YeCTBO MPOMEXYTOHYHbIX XOCTOB, KOTOpPOE

TTL .
pa3peLleHo NPOMUTH Ha MyTH K MPOBEPSEMOMY XOCTY.
ALpec BbIbpaHHOro nHTepderca bygeT MCNoNb30BaTbhCS B
. KayecTBe agpeca MCTOYHMKa OS5 BbIMOSHEHMS Ping, a
MHTepPeric . P ping
MHTepdenc oTnpasku NakeTa OyoeT BbibpaH cornacHo Tabnuue
MapLUpyTM3aLLUM.
CyeTymk Konu4yecTBo NMOBTOPOB.
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MokasbiBaTb timestamp [Job6asngeT timestamp B BbIBOA KOMaHAbI.

OnepwupoBaTh IP-agpecamu, He Npeobpa3oBbIBas UX B

He pe3onBuTb MMEHa
OOMEHHbIE MMeHa.

Traceroute

C NOMOLLbIO YyTUAMTLI traceroute MOXHO NPOBEPUTb My Tb CI€A0BaHMUS CETEBbIX
NaKeToB K onpefeneHHoMy XocTy. [apaMeTpbl KOMaHbl traceroute:

HanmeHoBaHMe OnucaHne

Traceroute host XOCT, KOTOPbI HEOBXOAMMO MPOBEPUTD.

Mcnonb3oBaTb NpoTokon ICMP 0149 BbINOMHEHUS KOMaHObI

McnonbsoBaTb ICMP
traceroute. Ecnum He yKasaHo, TO ucnosbayetcsd npotokosn UDP.

UHTepderic C KaKoro ceTeBoro MHTepdemnca BbIMOIHATL KOMaHAY.

OnepupoBaTb IP-agpecamu, He Npeobpa3oBbiBas UX B

He Pe30sIBUTb MMEHa
OOMEHHblE MMEHa.

3anpoc DNS

Mcnonbays 3anpoc DNS, agMUHUCTPaTOP MOXET NpoBepmTb paboTy DNS-cepBepos.

DNS-3anpoc (xocT) DNS mMa ong npoBepku.

IP cToYHMKa 3anpoca OnouH 13 IP-agpecos, HasHa4veHHbIx UserGate.
DNS cepBep DNS cepsep, kyga nocbiniaTh 3anpoc.

MopT UDP noprT, ucnonbayemblv a4 3anpoca.

Tun DNS-3anpoca Twun 3anpoca.



Document version 71.0 build 53 ot 2024/07/24

OMNOBELWWEHMA

NMpaBuna onoBeLyeHMM

[aHHbIM pasfnen No3BosseT onpenemTb Npasua ONMoBELLEHUM, KOTOPbIE B
OanbHeMweM MOXHO MCMOSIb30BaTb A1 OTChISIKM OMOBELLEHUM O PA3IMYHbBIX TUMaX
COBbITUM, HanpuMep, BbICOKOM 3arpy3ske CPU unu oTnpaske Napossa nofib3oBaTesnto
no SMS. [1ns cosnaHmsa npasuia onoBeLleHnM HeOOXOAMMO BbIMONHUTL CleayoLme
warm:

HanmeHoBaHMe OnucaHue

War 1. Co3gatb oguH Mnu
HeCKonbko npodunem CMoTpuTe pasgen MNpodunu onoBeLleHWM.
OroBeLLeHus.

War 2. Co3patb rpynnbl

y . CMoTpUTe pasgensl [o4ToBble agpeca u HoMepa TenedoHos.
nony4aTtenei onoBeLLeHMM.
War 3. Co3paTb Npasmio Bo Bknagke OlMarHOCTMKa M MOHUTOPMHT B pasfesie OnoBeLyeH
OMOBELLEHMS. us - MNpaBuna onoBeLweHUM L0OaBUTL MPaBUIIO.

Mpu nob6aBneHun NpaBuia HEOH6XOAMMO yKasaTb Crefytolme napamMeTpbl:

HanmeHoBaHMe OnucaHune
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BknioyeHo BkntovaeT mnim oTkIIo4aeT gaHHoe npasmio.
HasBaHue Ha3sBaHue npasmna.
OnucaHue OnucaHue npasmna.

CospaHHbIM paHee Npodunb onoselleHus. [ns npodunen
SMPP noaBuTca 3aknagka oNns ykasaHus agpecaTtos B BUae
TenedOoHHbIX HOMepoB, 19 SMTP noaBMTCS 3aknagka Ans
yKasaHus afpecaToB B BMe email-afpecos.

Mpodunb onoBeLeHUs

oT OT KOro 6ygeT NPMXoanTb OMNOBELLEHME.
TeMa TeMa onoBeLleHUs.

YKaxuTe TaMayT, B TEeHeHMe KOTOPOro cepeep He byaeT
OTNPaBNATb COOBLLEHME NPU MOBTOPHOM CpabaTbiBaHWM
JaHHOro npasuna. [laHHas HacTpoMKa No3BONSET

TarimMayT nepep NoBTOPHOM
OTMNpPaBKOM, CeKYHR,
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NpenoTBPaTUTb LUTOPM COODBLLEHMM NPU HaCTOM CpabaTbiBaHUK
npaBuia ONOBELLEHMS.

YKaxunte CO6bITM9|, 0J19 KOTOPbIX HeO6XOJ:I,l/IMO nosny4aTb

CobbiTus
OMOBELLEHMS.
g SMPP-n nns. YKaxuTe rpynrbl HOM B TEen HOB
TenedoHu Ona S pod axuTe rpy OMepoB TenedoHOB,
Kyfa oTnpasnaTb SMS-onoseLleHus.
Ernails Ona SMTP-npoduna. YkaxuTe rpynnsl agpecos email, Ha

KOTOpPblE 6y,EI,yT OTNPaBIATbCA NMNOYTOBbIE OMNOBELLEHUNA.

SNMP

UserGate nogaoep>XxmBaeT MOHUTOPUHI C MOMOLLLBbIO MPOTOKONO0B SNMP v2¢ 11 SNMP
v3. MNopaepXmnBaeTcs ynpasBieHme Kak ¢ MoMoLLbto 3anpocoB (SNMP queries), Tak u C
MOMOLLbIO OTCbINIKM onoBeLleHu (SNMP traps). 9To no3BonseT Habno4aTh 3a
KpUTH4eCckiMm napameTpamm UserGate ¢ MOMOLLbIO MPOrpaMMHOro obecneyeHus
SMNP-ynpasneHu1s, MCNosib3yeMoro B KOMnaHmu.

[ns HaCTPOMKM MOHUTOPMHIa ¢ NoMoLLbio SNMP HeobxogMMo:

1. B cBOMCTBax 30HbI MHTEPPENCA, K KOTOPOMY ByAeT OCYLLECTBNATHCS
nogktodeHme no npotokony SNMP, Bo Bkragke KoHTposb focTyna paspeLlnTb
cepsuc SNMP.

2. Co3paTtb npasmno SNMP

[ns HACTPOMKM MOHUTOPMUHIa ¢ MoMoLbto SNMP HeobxogMMo co3faTh Npasuna
SNMP. [1nga cosganusa npasmna SNMP Heob6xoammo B pa3genie SNMP HaxaTb Ha
KHoMKy Jo6aBUTb 1 yKasaTb Criefytolme napamMeTpsbl:

HanmeHoBaHMe OnucaHue

HasBaHue npasuia HasBaHue npasuna.

IP-appec cepBepa 4ng TpanoBs U MOPT, Ha KOTOPOM CePBEP
IP-appec cepBeepa ans cnywaet onogelleHus. O6bi4HO 370 nopT UDP 162. [aHHasa
Tpanos HacTpoMKa HeobXxoOnMa TONbKO B Clydae, eCiiv HEOBX0aMMO
OTNPaBAATb TPamnbl Ha CEPBEP OMOBELLEHUM.

SNMP community - cTpoka ans naeHTudukaumm cepeepa
KoMbIOHMTH UserGate 1 cepepa ynpasneHmnsa SNMP ong sepcum SNMP v2c.
Mcnonb3ymTe TONbKO NaTUHCKKWe BYKBbI M LMdPbI.

63



Document version 71.0 build 53 ot 2024/07/24

HanmMeHoBaHWe OnucaHue

KoHTeKkcT

Bepcus

Paspelwumtb SNMP-3anpocsbl

Paspewntb SNMP-Tpansl

HasBaHue npoduns
6e3onacHocTi SNMP

CobbiTHA

Heobsa3aTenbHbIM NapaMeTp, onpegenstowmin SNMP context.
MOXHO MCMOIb30BaTb TOMNbKO NAaTUHCKME BYKBbI M LIUDPbI.

Ha HekoTopbIX YCTPOMCTBAX MOXET ObITb HECKOJIbKO KOMMM
nofaiHoro nogaepesa MIB. HanpuMep, Ha yCTPOMCTBE MOXET
ObITb CO3aHO HECKObKO BMPTYaslbHbIX MapLUPYTHU3aTOPOB.
Kakablt TakoM BUPTYanbHbIM MapLIpyTM3aTop 6yaeT MMeTb
nofiHoe nogaepeso MIB. B aTOM ciydae KaX bl BUPTYasibHbIM
MapLUPYTM3aTOP MOXET OblTb YKa3aH Kak KOHTEKCT Ha cepBepe
SNMP. KoHTekCT onpepensercsa no uMenu. Korga KnmeHT
OTNPaBSeT 3anNpPOC, OH MOXET yKa3aTb MMS KOHTeKCTa. Ecnun
MMS KOHTEKCTa He yKasaHo, byaeT 3anpoLUeH KOHTEKCT Mo
YMOMHAHMIO.

YKasblBaeT Bepcuto npoTokosia SNMP, koTopasa 6yneT
MCNOJb30BaTbCA B JaHHOM Mnpasusie. BO3MOXHbI BApPUaHTbI
SNMP v2¢ 11 SNMP V3.

Mpw BKIKOYEHUM paspeLuaeT nonyveHme n obpabotky SNMP-
3anpocos oT SNMP-mMeHemxepa.

[pu BKIIOYeHUN pa3peluaeT oTrnpaeky SNMP-Tpanos Ha
CepBEP, HACTPOEHHbIM AN MPUEMa ONOBELLEHMM.

Tonbko ons SNMP v3. MNMogpobHee — B pasgene MNpodunm
6e3onacHocTr SNMP.

BbI6Op TMMOB NapaMeTpPOoB, AOCTYMHbIX AN MOHUTOPMHIA Mo
npasmny.

o MpumMeyaHue

UserGate.

HacTporikm ayteHTUdHKaumm gnsa SNMP v2c (community) u gng SNMP v3
(nonb3oBaTtenb, TMN ayTeHTMdHMKaLMUK, anropmuTM ayTeHTMPHMKaL MK, Napob
ayTeHTMdHMKaLUUK, anroprT™M LWMPPOBaHHMS, Naposb WndpoBaHUs — B npodpune

6e3onacHocTi SNMP) Ha SNMP-MeHep)kepe [o/MKHbI COBMagaTb ¢ HacTpokamu SNMP B

MHbOopMaLMIO MO HAaCTPOMKE NapaMeTPOB ayTeEHTUPUKaLMKM 0N Bawero SNMP-
MeHe[)epa CMOTPUTE B PYKOBOLCTBE MO HAaCTPOMKE BbIGPaHHOIro BaMm
nporpaMMHoro obecnevyerHus gna ynpasnexHmsa SNMP.

UserGate BblaeneH yHukanbHbiM naeHTudbukatop SNMP PEN (Private Enterprise

Number) 45741.
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AkTyanbHble mib-dannbl UserGate ¢ napamMeTpamMi MOHUTOPUHIA MOXHO CKayaTb U3
KOHCOMM agMUHUCTPaTOPa YCTPOMCTBA. [1/19 9TOro He06XoAMMO NepemTH Ha
BKnagky JuarHoCTUKa M MOHUTOPMHT, fanee B pasfene OnoseweHus - SNMP
HaxxaTb Cka4aTb MIB.

Ins ckadmBaHMsa 4OCTYMNHbI cnenytouwme MIB-damnbi:
e UTM-TRAPS-MIB.
* UTM-TRAPS-BINDINGS-MIB.
* UTM-MIB.
e UTM-INTERFACES-MIB.
e UTM-TEMPERATURE-MIB.

UTM-TRAPS-MIB

HanmeHoBaHMe OnucaHune

trapCoreCrush Cbor anpa.
trapStatDown CepBuc ctaticTmkm (UserGate Log Analyzer) HegoCTyneH.
trapCoreBootstrapEnd 3arpysKka ceppepa 3aBeplleHa ycrneLuHo.

trapDefaultGatewayChang

ed M3MeHeHMe Wwino3a no YMOJTHaHUIO.

trapHighSessionsCounter Tabnuua ceccui 3anosHeHa Ha 90%.

KonmyecTBO akTMBHbIX MOfb3oBaTeNnen goctmrno 90% ot

trapHighUsersCounter
nopora ULLEH3UM.

CrtyTyc dannoBom cuctembl. CocToaHME GarnIoBOM CUCTEMDI

trapDataPartitionFSStatus ., .\
M3MeHunoch Ha "not_clean".

trapStatusChanged M3MeHeHuMe cTaTyca y3/1a OTKa30yCTOMYMBOrO KfacTepa.

trapMemberUp CTaTyc y3/1a 0TKa3oyCTOMYMBOrO KilacTepa U3MeHMCs Ha
«[MogKkntoyeH».

trapMemberDown Y3en 0TKa3oyCTOMYMBOIO KnacTepa OTKIOHEH.

trapAttackDetected OG6HapyeHue aTtaku cuctemomn COB.

trapChecksumFailed HapyLueHue LenoCTHOCTM BUHapPHbIX Gannos.

65



Document version 71.0 build 53 ot 2024/07/24

HanmMeHoBaHWe OnucaHue

trapHighCPUUsage
trapLowMemory
trapLowLogdiskSpace
trapRaidStatus
trapPowerSupply

trapCableStatus

trapHighDisklOUtilization

trapTrafficDrop

trapLDAPServerDown

trapCriticalTemperature

Bblcokas 3arpy3ka LleHTpasibHOro MpoLeccopa.

Bbicokas 3arpyskKa naMgaTu.

HepocTaTo4HO MecTa Ha AMCKe AN XPaHEHMS XY PHaIoB.

M3meHeHMe cTtatyca RAID.

HepBbIlZ MCTOHYHUK MUTaAHUNA OTKJTKOHEH.

Ka6enb 6bin NoakIHeH nin OTKIOYEH OT MHTepdeica.

Bbicokag 3arpy3ka ancka. OnoBeLLeHre OTNpaBnaeTcs npm
3arpy>XeHHoCTH >=95% 3a 5 MUHYT XOTS Obl Ha OAHOM M3

OMCKOBBIX YCTPOMCTB.

CpabaTbiBaHKWe 3anpeLLaloLLero npasuia MexceTeBoro akpaHa.

Cepgep LDAP HepocTyneH.

KpuTunyeckas TemnepaTypa Ha OLHOM 13 CEHCOPOB.
OnogelLeHne OTNPaBASETCS NPK NepeCedeHmm OGHOIo 13
npenenos paboyen TeMnepaTypbl (HUKHErO UM BEPXHETO).
HukHWIM npepen paboyer TeMnepaTypbl 06bi4HO paBeH 0°C
(ons yctpomrcTs cepun X -40°C), BepxHUM Npeaen paseH 85°C.

UTM-TRAPS-BINDINGS-MIB
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HanmeHoBaHMe

utmSessions

utmSessionsMax

utmUsers

utmUsersMax

integer

integer

integer

integer

Tun gaHHbIX

OnucanHume

Tekyllee KOMYECTBO
AKTUBHbIX CECCUM.

MakcuManbHOEe KOM4ecTBO
AKTUBHbIX CECCUM.

Konm4yecTBO akTUBHbIX
rnoJjib3oBaTenen Ha gaHHbIA
MOMEHT.

MaKkcmrManbHoe KOmM4eCcTBO
aKTMBHbIX MOJfib30BaTENEMN.



HanmMeHoBaHWe

utmDataPartionFSStatus

utmHAStatus

utmHAStatusReason

utmCPUUsage

utmMemory

utmLogdiskSpace

utmAdaptecRaidStatus

integer

integer

integer

integer

integer

integer

integer

Tun gaHHbIX
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OnuncaHmne

CocTodHue darnnosom
CUCTEMBb.

¢ 0 — clean.

« 1— not clean.

TexyLui cTaTyC y3na
Knactepa
OTKa30yCTOMYMBOCTM:

e 0 — master-ysen.
o 1—slave-yzen.
o 3 —fault.

[MpHrYMHa M3MEHEHUS CTaTyCa
y3na OTKazoyCTOM4YMBOro
KnacTepa:

e 1— CBS3b C Y3/IOM
notepsHa.

e 2 —HTTP npokcu-
cepBep HefoCTYMeH.

¢ 3 — HM OOMH M3 LLTKO30B
HEeOOCTYMEH.

o 4 — DNS-cepsep
HefoCTyMeH.

o 5 —y3en UserGate
Management Center
HefoCTyMeH.

3arpy>»eHHoCTb
LIeHTPanbHOro npoueccopa
(%).

Mcnonb3oBaHWe onepaTUBHOM
namaTu (%).

MPOCTPaHCTBO Ha OMUCKE,
Mcnonb3yemoe nog, ypHassbl
(%).

Tekywmm ctatyc RAID
(Redundant Array of
Independent Disks),
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HanmeHoBaHMe

utmBroadcomRaidStatus

integer

Tun paHHbIX
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OnucaHue

NOCTPOEHHOrO Ha
KOoHTponnepe Adaptec:

e No_raid.

o 0 — optimal — maccuB
B OMNTMMaSIbHOM
COCTOSIHUM.

1— degraded

— MOJTHbIN UK
YaCTUYHbIM BbIXOM 13
CTPOS OQHOro M3
OMCKOB.

2 —rebuild
— BOCCTaHOB/EeHME
MaccumBa.

Tekywmm ctatyc RAID
(Redundant Array of
Independent Disks),
MOCTPOEHHOrO Ha
KOHTponnepe Broadcom:

e no_raid

e 0 — optimal — MaccuB
B OMTMMAIIbHOM
COCTOSIHUM.

1— degraded

— MOJSTHbIA MU
YaCTUYHbIM BbIXOM, 13
CTPOS OAHOrO M3
OMCKoB. [Nepexon B
OaHHbIM CcTaTyC
NPOU3OMAET NpK
BbIXOLE M3 CTPOS 2-X
OMCKOB.

2 — partialDegraded
— MOJSTHbIA MU
YaCTUYHbIM BbIXO U3
CTPOS OAHOrO M3
OMCKOB.

3 — failed — He
paboTaeT 13-3a
HaJM4YMSa OLLMOKM.

4 — offline — guck He
poctyneH ong RAID-
KOHTpOEepa.



HanmMeHoBaHWe

utmPowerSupply

utmPowerSupplyStatus

utmCSCIfName

utmCSCStatus

utmDisklOUtilization

utmLDAPServerName

utmLDAPServerAddress

utmThermSensor

utmThermValue

UTM-MIB
HanmeHoBaHMe

vcpuCount

vcpuUsage

integer

integer

string

integer

integer

string

string

string

integer

integer

integer

Tun gaHHbIX

Tun gaHHbIX

OnuncaHmne

Konn4ecTBO MCTOYHMKOB
MUTaHUNSA:

e 1— OOMH BNOK NUTAHUA.

e 2 — Ba 6510Ka NMUTaHUS.

CocTOosiHME UCTOYHMKA
NMUTaHUS:

e no_power_supplies.
« 0 — off.

e1—on.

HazBaHue uHTepdeica.

CTaTyC CETEeBOro aganTtepa:

o 1— kabenb NoOKMOHEH.

e 2 —Kkabernb He
MOOKITHOYEH.

TekyLias yTunnsaumsa gmcka
(%).

HassaHwe LDAP-cepsepa.
IP-agpec LDAP-cepBepa.

HasBaHwe TeMnepaTypHOro
CceHcopa.

3Ha4yeHune TeMnepaTypsb,
M3MEepEeHHOE CEHCOPOM.

OnuncaHme

Konunyectso BUPTYasbHbIX
MpoLeCCOopOB B CMCTEME.

3arpy>XeHHOCTb BMPTYaslbHbIX
NPOLLECCOPOB CUCTEMBI
oTobpaxkaeTcs B %.
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HanmMeHoBaHWe

usersCounter

sessionsCounter

tcpsessionsCounter

udpsessionsCounter

icmpsessionsCounter

sessionsRate10

sessionsRate60

sessionsRate300

tcpsessionsRate10

tcpsessionsRate60

tcpsessionsRate300

udpsessionsRate10
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integer

integer

integer

integer

integer

integer

integer

integer

integer

integer

integer

integer

Tun gaHHbIX
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OnuncaHmne

Konn4ecTBO akTUBHbIX
nofib3oBaTENEN Ha TeKYLMM
MOMEeHT BpemMeHu. (¥)

KonmyecTBO akTMBHbIX CECCUM
Ha TeKyLLMM MOMEHT BPEMEHMW.

*)

Konn4ecTtBO akTMBHbIX TCP
CeCCUM Ha TEKYLLMM MOMEHT
BpemeHu. (*)

KonmyecTtBo akTMBHbIX UPD
CeCCHUM Ha TEKYLLMM MOMEHT
BpeMeHu. (¥)

KonmnyectBo akTMBHbIX ICMP
Ceccum Ha TeKyLLMM MOMEHT
BpemeHu. (*)

Konm4yecTBO HOBbIX CECCUM B
cekyHay. CpeaHee 3HayeHue
3a nocnegHue 10 cexkyHa. (*)

KonnyecTBO HOBbIX CECCUM B
cekyHay. CpeHee 3Ha4YeHmne
3a nocnepgHue 60 cekyHn,. (*)

Konm4yecTBO HOBbIX CECCUM B
cekyHay. CpefHee 3Ha4yeHue
3a nocnegHue 300 cekyHa. (*)

KonuyecTtBo HoBbIx TCP
ceccum B cekyHay. CpegHee
3HavyeHme 3a nocnegHme 10
cekyHa. (¥)

KonmnyecTtBo HoBbix TCP
ceccum B cekyHay. CpegHee
3Ha4eHue 3a nocnegHme 60
cekyHn. (*)

KonmnyecTtBo HoBbix TCP
ceccum B cekyHay. CpegHee
3Ha4eHMe 3a nocnegHue 300
cekyHa,. (*)

Konm4ecTBO HOBbIX
UPD ceccuit B cekyHay.
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HanmeHoBaHMe Tun paHHbIX OnucaHue

CpefHee 3Ha4yeHue 3a
nocnegHue 10 cekyHn, (*)

Konu4ecTBO HOBbIX

UPD ceccuit B cekyHay.
CpepHee 3Ha4yeHue 3a
nocnegHue 60 cekyHm,. (*)

udpsessionsRate60 integer

Konm4ecTBO HOBbIX

UPD ceccuit B cekyHy.
CpepnHee 3Ha4yeHuMe 3a
nocnegHue 300 cekyHa,. (*)

udpsessionsRate300 integer

KonuyecTBO HOBbIX

ICMP ceccui B cekyHay.
CpepnHee 3Ha4eHMe 3a
nocnegHue 10 cekyHn,. (*)

icmpsessionsRate10 integer

Konu4ecTBO HOBbIX

ICMP ceccui B cekyHay.
CpepnHee 3HaveHue 3a
nocnegHue 60 cekyHm,. (*)

icmpsessionsRate60 integer

Konun4ecTBo HOBbIX

ICMP ceccuit B cekyHay.
CpefHee 3Ha4yeHue 3a
nocnegHue 300 cekyHa,. (*)

icmpsessionsRate300 integer

ObLee konmyecTso DNS

dnsRequestCounter integer
a & 3anpocos. (*)

Konuyectso
integer 3ab510KkMpPOBaHHbIX DNS
3anpocos. (*)

dnsBlockedRequestCounte
r

Konuyectso DNS 3anpocos B

dnsRequestRate integer cexyHay. ()
httpRequestCounter integer Obuiee kommecTso
pReq & HTTP 3anpocos. (*)
httpBlockedRequestCount | . Konmiecteo
or integer 3a610KMPOBaHHbIX
HTTP 3anpocos. (*)
. K HTTP
httpRequestRate integer OIMHECTBO 3anpocos

cekyHay. (*)

71



HanmMeHoBaHWe

dataPartitionFSStatus

haStatus

cpulLoad

memoryUsed

logDiskSpace

powerSupply1Status

powerSupply2Status

raidType

raidStatus
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string

integer

integer

integer

integer

string

string

string

string

Tun gaHHbIX
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OnuncaHmne

CocTodHue darnnosom
CUCTEMBb.

Te KylLlee COCTodaHME y3Jla
KnacTepa.

3arpy>eHHoCTb
LleHTpanbHOro npoueccopa
cucTeMbl; oTo6paxkaeTcs B %.

cnonb3oBaHMe onepaTUBHOM
namaTu; oTobpaxkaeTcs B %.

[NMPOCTPaHCTBO Ha OMCKE,
MCrosib3yeMoe nop XypHasbl;
oTobparkaeTcs B %.

CocTosiHMe nepBoro
MCTOYHUKa MUTaHUNSA:

e no_power_supplies.
e 0N
o off.

CocCTOsiHME BTOPOro
MCTOYHUMKA MM TaHUNA:

» no_power_supplies.
e ON.
o off.

Tun RAID maccuBa.

Tekywmm ctatyc RAID
(Redundant Array of
Independent Disks):

e No_raid.

* 0 — optimal — maccus
B OMTMMASIbHOM
COCTOSIHMM.

e 1— degraded
— MOSHbIA UNK
4aCTMYHbIM BbIXOM, U3
CTPOS OOHOro M3
OMCKOB.



HanmeHoBaHMe

disklOUtilization

disklOUtilization60

disklOUtilization300

integer

integer

integer

Tvn gaHHbIX
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OnucaHue

e 2 —rebuild
— BOCCTaHOBJIEHME
MaccumBa.

TekyLlas yTunnsaumsa gucka
(%).

YTunusaumsa amcka
(%). CpeniHee 3Ha4eHMe 3a
nocnegHue 60 cekyHn,.

YTunmsauma gmcka
(%). CpenHee 3HaveHMe 3a
nocnegHue 300 cekyHn,.

0 MpumMmevaHue

MeTpUKM, OTMEYEHHbIE B ONMCaHMK CUMMBONOM (*) He akTyanbHbl pna UGMC u LogAn.

3Ha4YeHHMsa MeTPHK ANA 3TUX YCTPOMCTB 6yAyT BCceraa paBHbl HyJO.

UTM-INTERFACES-MIB

HanmeHoBaHMe

ifNumber

ifindex

ifDescr

ifType

integer

integer

string

integer

Tun gaHHbIX

OnucanHume

Konu4ecTBo ceTeBbIX
MHTepdemncos.

3HavYeHue yHMKaIbHO O
KaXxgoro nHTepdemnca m
MOXET NPUHMMATb 3HA4YEHMS
ot 1 go ifNumber.

OnucaHue HTepdemca.

Tun HTepdeca,
onpenenéHHbIN B
COOTBETCTBUM C MPOTOKOSIOM
du3myeckoro/KaHanbHoOro
YPOBHEM:

¢ 1— other
— HEeW3BECTHbIM TUM.

e 2 —regular1822
— onpepenéH s BBN
Report 1822.
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HanmeHoBaHMe

Tun paHHbIX
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OnucaHue

¢ 3 —hdh1822
— onpepenéH s BBN
Report 1822.

o 4 — ddn-x25
— onpepenéd B BBN
Report 1822.

o5 —onpepenén s
CTaHOapTe KaHanbHOro
YPOBHS CETEBOM
mopenu OSI X.25.

e 6 — ethernet-csmacd
— ceTeBOM MHTepdenC
Thna Ethernet,
HEe3aBMCMMO OT
CKOPOCTU (OnpenenéH B
RFC 3635).

7 — is088023-csmacd
— onpepenéH B IEEE
802.3.

¢ 8 —is088024-tokenBus
— onpenenéH B
cTaHgapTe IEEE 8802.4.

9 —is088025-
tokenRing — ceTeBow
MHTEpPdENC MCMONb3yEeT
noakodeHue Token
Ring; onpepnensercs B
cTaHpapTte [EEE 802.5.

10 — is088026-man
— onpenenéH B
cTaHfapTe ISO 88026
"MAN".

11 —starLan
— onpepnenéH B
cTaHgapTe IEEE 802 .3e.

* 12 — proteon-10Mbit
— Proteon 10 Mbit

13 — proteon-80Mbit
— Proteon 80 Mbit.

e 14 — hyperchannel
— BbICOKOCKOPOCTHOM
KaHan, MCrnosib3yembl B
ceTu ISDN.

e 15 — fddi — ceTeBoM
MHTepdenc ncnonbsyet
nogkntoyeHue FDDI
(Fiber Distributed Data
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HanmeHoBaHMe Tun paHHbIX

OnucaHue

Interface). FDDI — 370
Habop cTaHOapTOB
nepenayv gaHHbIX No
OMNTOBOJIOKOHHbIM
JNIMHUAM B TOKaNlbHOM
ceTu.

16 — lapb — npoTokon
KaHafIbHOro YPOBHS,
MCNONb3yeMbiM A4
nepenayv nakeTos
cTaHpapTa X.25.

17 — sdlc — npoTokon
KaHafIbHOro YpOBHS A4
CUCTEMHOM CETEBOM
apxuTeKkTypbl IBM.

18 — ds1— cnocobeH
obpabaTbiBaTb 24
OOHOBPEMEHHbIX
coeMHeHMs Ha obLLLeM
ckopocTh 1,544 MeUT/C;
Tak>xe Ha3sbiBaeTcs T1

19 — el
— eBPOMEMNCKMM aHanor
T1.

20 — basicISDN — ong
CBSAI3U annapaTypbl
aboHeHTa U ISDN-
CTaHLUMM.

21— primaryISDN

— nucnonb3yeTcs ons
MoAKItOHEHMS K
LLMPOKOMONOCHbIM
MarncTpansm,
CBS13bIBaAOLLMM MECTHbIE
M ueHTpanbHble ATC
WM ceTeBble
KOMMYyTaTOpBbI.

22

— propPointToPointSeri
al —onpepnenéH s
cTaHpapTe RFC1213.

23 — ppp — CeTeBOM
MHTepdenc ncnonbyet
nogkstoyeHme PPP
(Point-To-Point
Protocol).

24

— softwarelLoopback
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HanmeHoBaHMe

Tun paHHbIX
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OnucaHue

— ceTeBOM MHTepdenc
SBNSeTCS NeT/IeRbIM
agantepoM. Takme
MHTepdemchl HacTo
Mcrnonb3ytoTca Ans
TECTUPOBAHMS; OHM He
OTMNpPaBnstoT TPaduK B
ceTb.

25 —eon

— Connectionless
Network Protocol
(CLNP) over Internet
Protocol (IP);
onpepenéH B ISO/IEC
8473-1.

26 — ethernet-3Mbit
— ceTeBOM UHTepdemc
mcnonbsyeT
nogktodeHue Ethernet
CO CKOPOCTbO 3 MBUT/
c. OTa Bepcumsa Ethernet
onpepnensercs B
ctaHgapte IETF RFC
895.

27 — nsip — XNS over
IP — npefHasHadeH ong
MCMONb30BaHMA B
pa3HOO6pazHbIX
cpefax nepenaqm
OaHHbIX.

28 — slip — ceTeBoM
MHTepdenc ncnonblyeT
nopxtovyeHme SLIP
(Serial Line Internet
Protocol). SLIP
onpepenseTcs B
ctaHgapTte IETF RFC
1055.

29 —ultra— ULTRA
Technologies.

30 —ds3

— BbICOKOCKOPOCTHOM
mHTepdenc Nnepepaydm
OaHHbIX,
chOpPMUPOBaHHbIM
MYNBbTUMIEKCUPOBaHME
M curHanos DS1um DS2;
Tak>Xe Ha3sblBaeTcs T3.



HanmeHoBaHMe

ifMtu

ifSpeed

ifPhysAddress

ifAdminStatus

ifOperStatus

integer

gauge3?2

string

integer

integer

Tun paHHbIX
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OnucaHue

e 31— sip — ceTeBOM
nHTEpdENC MCNob3yeT
nogkntoyeHme SLIP
(Serial Line Internet
Protocol). SLIP
onpepenseTcs B
ctaHpapTe IETF RFC
1055.

32 —frame-relay

— obecneumBaeT
BO3MOXHOCTb Nepenaym
OaHHbIX C KOMMyTaumen
nakeToB Yepes
nHTepdenc Mexay
YyCTPOMCTBaMM
nonb3oBaTens u
obopynoBaHMEM CETU.

MaKCHManbHbIM pasMmep
nakeTa CETEeBOro ypoBHS,
KOTOPbIM MOXHO NOcaaTh
4yepes 3ToT MHTepdeNnc.

MponyckHas cnocobHOCTb
nHTepdenca B buUTax B

cekyHay.

dusmyeckmm agpec
mHTepdenca (MAC-agpec).

CocToaHMe nHTepdemnca,
HasHa4Yaemoe
aOMUHUCTPATOPOM:

e1—up—roToB Ons
nepena4m nakeTos.

¢ 2 —down —He
paboTaerT.

e 3 —testing — B pexunme
TECTUPOBaAHMS;
pabo4me nakeTbl He
MOryT ObITb NepenaHsbl.
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HanmeHoBaHMe Tun paHHbIX OnucaHue

TeKkyLmm cTaTyc paboTbl
nHTepdenca:

e 1—up — uHTEPDENC
roTOB AN19 Nepenaym
nakeToB.

e 2 —down
— WHTepdenc He
MOXET nepefasaThb
nakeTbl AaHHbIX.

3 —testing

— BbIMNONHSAETCS
TECTUPOBaHMe
CeTeBOro nHTepdenca;
paboyne nakeTbl He
MOryT ObITb NepefaHbl.

o 4 — unknown
— WHTepdenc
HaxoOMTCs B
HEM3BECTHOM
COCTOSHMM.

e 5— dormant
— ceTeBOM MHTepdenc
He MOXeT nepenasaTb
nakeTbl AaHHbIX, OH
oXuaaeT BHellHee
cobbiTHhe.

¢ 6 — notPresente
— ceTeBOM UHTepdemc
HE MOXET nepenanaTb
rMakeTbl JaHHbIX 13-3a
OTCYTCTBYIOLLENO
KOMMOHEHTa, 06bI4HO
annapaTHoro.

7 — lowerLayerDown
— ceTeBOM MHTepdenc
He MOXeT nepefaBaTb
nakeTbl AaHHbIX, MOTOMY
4TO OH paboTaeT
NMOBEPX O4HOrO UK
HECKOSIbKUX OpY X
MHTEPDENCOB, U HE
MeHee OHOro M3 3TUX
MHTepPdEMCOB "HUXHENO
YPOBHS" He paboTaeT.

ifLastChange timeticks



HanmeHoBaHMe

ifInOctets

iflnUcastPkts

fInNUcastPkts

ifinDiscards

ifiInErrors

iflnUnknownProtos

ifOutOctets

ifOutUcastPkts

Tun paHHbIX

counter3?2

counter3?2

counter3?2

counter3?2

counter3?2

counter3?2

counter3?2

counter3?2
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OnucaHue

3Ha4veHune SysUpTime, korga
nHTepdenc okasancs B
JAHHOM COCTOSHMUM.

KonuyecTtBo 6amnTOB,
NPUHATOE OaHHbIM
MHTepdencoM, Bktoyas
cnyebHble.

Konm4yecTBO OCTaBAEHHbIX
NnakeToB OOHOALPECHOM
[PaCCbISIKM.

Konm4ecTBo AOCTaBNEHHbIX
MHOroagpecHbIX 1
LnpoKoBELLaTENbHbIX
MakKeToB.

KonmMyecTBo BXOAALLMX
NakeToB, KOTOPble Gblnn
OTOPOLLEHDI, faXe ecln He
661110 06HaPYXKEHO OLIMBOK,
NPEensTCTBYIOLLMX UX
pocTtaske. OgHa 13
BO3MOXHbIX MPUYMH
oTbpacbiBaHUS:
ocBoboxaeHue bydepHoro
NPOCTPaHCTBA.

KonmnyecTtBo BXoaaLLMX
MakeToB, KOTOPbIE CopepxaT
OLUMOKM, MPENATCTBYIOLLIME MX
OOCTaBKe.

KonmyecTBo nakeTos,
KOTOpble OblNu NONyYeHbl
Yepes 3TOT UHTepdenc U
OT6pPOLLEHDI 13-3a
MCMONb30BaHMA HEM3BECTHOIO
UK HenoaaepPXXMBaeMoro
npoTokona.

KonmnyecTtso 6amTOB,
nepefaHHoe AaHHbIM
MHTepdEencoM, BKtoYas
cny>ebHble.

KonmyecTBo oTnpaBneHHbIX
NnakeToB OHOaAPECHOM
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HanmeHoBaHMe

ifOutNUcastPkts

ifOutDiscards

ifOutErrors

ifOutQLen

ifInMulticastPkts

ifinBroadcastPkts

ifOutMulticastPkts

ifOutBroadcastPkts
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Tun paHHbIX

counter3?2

counter3?2

counter3?2

gauge3?2

counter3?2

counter3?2

counter3?2

counter3?2
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OnucaHue

PacCbIIKM, BKIIKOHas MakeTbl,
KOTOpble Oblnk OTOPOLLEHDI
MU HE OTMPaBIEHDI.

KonmyecTBo oTnpaBneHHbIX
MHOroagpecHbIX U
LIMpOKOBeLLaTENbHbIX
MakeToB, BK/IKOHas NaKkeThl,
KOTOpble Oblnk OTOPOLLEHDI
MU He OTMPaBIEHDI.

KonmyecTBo Mcxoosimx
MnakeToB, KOTOpPblE BbiNK
OTOPOLLEHDI, faXe eCcln He
6b1510 0BHAPYXKEHO OLIMOOK,
NPEensSTCTBYIOLMX UX
nepepadn. OgHa 13
BO3MOXHbIX MPUYMH
oT6pacbiBaHMS:
ocBoboOXaeHue bydepHoro
NPOCTPaHCTBA.

KonmyecTBo MCXOOALLMX
nakeToB, Nepegada KOToPbIX
HEBO3MOXHa BCeOCTBME
HanM4Msa oLMBOK.

LnvHa BbIxogHoOM ovepenm (B
rnakeTax).

KonuyecTBO AOCTaBNEHHbIX
NakeToB MHOrOaApPEeCHOM
PaCChINKM.

KonmyecTBo AOCTaBMEHHbIX
LLIMPOKOBELLLATESbHbIX
MakeToB.

KonmyecTBo oTnpaBneHHbIX
nakeToB MHOrOaApPECHOM
[pacCbInKM, BKITtOYas NakeThl,
KOTOpble OblI OTOPOLLEHDI
WKW He OTMPaBMEHbI.

KonmyecTBo oTnpaBneHHbIX
LWMPOKOBELLATENbHbIX
nakeToB, BK/ItOYas MakeTbl,
KOTOpble bl OTOPOLLEHDI
WKW He OTMPaBMEHbI.



HanmMeHoBaHWe

ifHCInOctets

ifHCInUcastPkts

ifHCInMulticastPkts

ifHCInBroadcastPkts

ifHCOutOctets

ifHCOutUcastPkts

ifHCOutMulticastPkts

Tun gaHHbIX

counter64

counteré64

counteré4

counteré4

counteré4

counteré4

counteré4
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OnuncaHmne

CMbICT OOMHAKOB CO CMbICITOM
obbekTa ifInOctets

— KOJIM4ecTBO BaMTOB,
NPUHATOE OaHHbIM
MHTepdENCcoM, BKtoYas
cry>ebHble; MCronb3yeTcs
CYETYMK BOMbLLEN EMKOCTM.

CMbIC/T OJMHAKOB CO CMbIC/TOM
obbekTa ifInUcastPkts

— KOJIMYeCTBO O,0CTaBNEHHbIX
NakeToB OfHOAAPECHOM
[PACCbINKM; UCMOSIb3YyeTCs
CYETYMK BOMbLLEN EMKOCTM.

CMbIC/1 OJMHAKOB CO CMbIC/TOM
obbekTa ifInMulticastPkts

— KOJIMYeCTBO O0CTaBNEHHbIX
NakeToB MHOroa4pPeCHOM
[PACCbINKM; UCMOSIb3YyeTCs
CYETYMK BOMbLUEN EMKOCTM.

CMbICN OOMHAKOB CO CMbICITOM
obbekTa ifInBroadcastPkts
— KONIMYECTBO AOCTaBIEHHbIX
LWMPOKOBELLLaTENbHbIX
MakeTOoB; MCMOJIb3yeTCs
CYETYMK BOMbLUEN EMKOCTM.

CMbICT OAMHAKOB CO CMbICITOM
obbekTa ifOutOctets

— KOSIM4ecTBO 6aMTOB,
nepenaHHoe AaHHbIM
MHTEpPdENCOoM, BKItOYas
cry>ebHble; MCronb3yeTcs
CYETYUMK BOMbLLEN EMKOCTM.

CMbICJT OJIMHAKOB CO CMbIC/TOM
obbekTa ifOutUcastPkts

— KOJIMYECTBO OTMPaBieHHbIX
NMakeToOB OAHOa4PECHOM
PacCbInKK, BKOHAs NakeTbl,
KOTOpble bl OTOPOLLEHDI
WKW He OTMPaBEHbI;
MCMOJb3YeTCs CHETUMK
605bLLEN EMKOCTMU.

CMbICIT OAMHAKOB CO CMbICSIOM
obbekTa ifOutMulticastPkts
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HanmeHoBaHMe Tun paHHbIX OnucaHue

— KOJIMYECTBO OTMPABNEHHbIX
nakeToB MHOrOaAPECHOM
[PaCCbINKM, BKITIOHas MakeThl,
KOTOpble bl OTOPOLLEHDI
WINK He OTMpPaBNEHbI;
MCMOJb3YeTCs CHETUMK
6onbLuelt EMKOCTM.

CMbICJT OIMHAKOB CO CMbIC/TOM
obbekTa ifOutBroadcastPkts
— KOJIMYeCTBO OTMPaB/IEHHbIX
LWMPOKOBELLATENbHbIX

ifHCOutBroadcastPkts counteré4 MakeToB, BK/toYasd NaKkeTbl,
KOTOpble OblIM OTOPOLLEHDI
WMNU He OTMNpPaBIeHbl;
MCMOSb3YyeTCH CHETHUMK
605blUen EMKOCTM.

YKa3sblBaeT, LOMKEH NK
Co3faBaTbCs Tpan Npu
M3MEHEHMM CTaTyca
coeaMHeHus:

ifLinkUpDownTrapEnable integer «1— enabled

— BKJTKOHEHO.

e 2 —disabled
— OTKJIIOYEHO.

OueHKa TekyLLeM noaocsl
nponycKaHms MHTepdenca;
yKasblBaeTcs B GUT/c, KOUT/C,
MéuTt/c, reut/c.

ifHighSpeed gauge3?2

"HepaszbopumBbin" pexmm.
MOXET NPUHUMATb 3HAYEHMS:

e 1—true — cTaHum4
MPUHMMAET BCe NakeTbl/
Kagpbl HE3aBMCMMO OT
TOro, KOMY OHM
afpecoBaHbl.

ifPromiscuousMode integer « 2 — false — nHTEpdErc

MPUHUMAET TOJbKO
nakeTbl/Kagpbl,
afpecoBaHHble 3TOM
CTaHLMM.

3HaveHue obbeKkTa He BIMsaeT
Ha NPUEM
LUMPOKOBeLLATENbHbIX U
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HanmeHoBaHMe Tvn gaHHbIX OnucaHue

MHOroafpecHbIX NakeTos/
KaLpoB.

HazBaHue nHTepdenca,

ifAlias strin
& 3aaHHOE agMUHUCTPATOPOM.

3HaveHune SysUpTime, korga
Npom30LWIo cobbITHE,
timeticks CTaBLUee NnpuymHom c6o4
paboTbl of4HOro unu bonee
CYETYMKOB MHTepekca.

ifCounterDiscontinuityTim
e

UTM-TEMPERATURE-MIB

HanmMeHoBaHMe Twmn gaHHbIX OnucaHue

KonunyecTBo TeMnepaTypHbIX
termNumber integer CEHCOPOB Ha AaHHOM
nnatdopme.

HuxxHUM npepen paboyen

thermLowerThreshold integer

TeMnepaTypsbl.
thermUpperThreshold integer Bepxnni npenen paboer

TeMnepaTypsbl.

Tabnuvua TeMnepaTypHbIX
thermTable seqguence CEHCOPOB C NMOKa3aHUSaMM

(thermEntry).

NHdopMaLms O KOHKPETHOM
ceHcope:

o thermName (string) —
Ha3BaHMe ceHcopa.

thermEntry sequence « thermValue (integer) —
nokasaHue ceHcopa.

» thermUnit (string) —
ednHuLLa M3MEPEHUS
moKasaHui ceHcopa.
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o MpumMmevaHue

JaHHble TeMnepaTypHbIX CEHCOPOB 6yAyT oTO6parkaTbCs TONbKO ANS NoAAEP)KMBAEMbIX
annapaTHbIX NnaTdopm. B HacToawmMIM MOMEHT Noaaep)kmBatoTcs ycTporcTea UserGate
C150, C151, FG, X10. Ansa Henopaep>XmMBaemMbiX NAaTHOpPM MM BUPTYasbHbIX PELLEHMMH
Tabnuua ceHcopoB 6yaeT NyCToOM, a 3HaYEHUS KONIMYECTBa CEHCOPOB M NpPeaenbl

pabo4ymnx TemnepaTyp 6yayT paBHbl HyJIO.

o MpumMeyaHue

Ecnm c CeHCoOpa He yaanocCb CHATb NOKasaHMe TeMnepaTypbl, OH He 6y):|.eT nepepaH B
Tabnuue, npu aToM NnapameTp thermNumber noacymThiBaeT obLLEE KOIMHECTBO
TeMnepaTypPHbIX CEHCOPOB, JaXke C y4ETOM HepaboTaloLmx. B TakoM criyHae KONIM4eCcTBO

CEeHCOopoOoB B Tabnuue u 3Ha4YeHne thermNumber MOTyT He CoBnapaThb.

NMapameTpbl SNMP

[aHHbIM pasgen ncnofblyeTcs a9 3afaHusa HacTpoeK No Bbigave MHOopMaLmm
SNMP-areHTOM no npotokony SNMP. NapameTpbl SNMP 3agatoTcs ons Kaxgoro ysna
MHOMBMOYANbHO.

HanmeHoBaHMe OnucaHue

Has3BaHWe cucTeMbl, MCMOb3yeMoe NOACUCTEMOM YNPaBIEHMS
SNMP uMa cuctembl Y A ynp

SNMP.
SNMP nokaums cuctembl MHPopmaums o drUsnHeckoM pacnonoxeHmn SNMP-areHTa.
SNMP onucaHue cuctemsl OnucaHue cnucTembl.

Kaxxpoe yctpomcteo UserGate MMeeT yHMKaNbHbIM
moeHTndmkaTop SNMPV3 Engine ID. Mo ymonyaHuio Engine 1D
reHepupyeTcs Ha OCHOBaHMK MMeHM y3na UserGate. INpw
pepakTupoBaHum Engine ID HeobxoaMMo ykazaTb ASIMHY, TUM K
3HaveHue ngeHTudukaTopa. dnmHa MoxeT BbITb onpefeneHa
Kak ¢prKcHMpoBaHHasa (He 6onee 8 6alT) UnNK AMHaMmMyeckas (He

Engine ID bonee 27 6anT). DUKcHMpoBaHHas AnuHa uaeHTudmnKkaTopa
npUMeHKrMa ToSbKO N4 Thna text.

Engine ID MoxeT 6bITb chopMMpOBaH B popMaTe:

o IPV4 (ip4).
o IPV6 (ipvé).
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HanmeHoBaHMe OnucaHue

« MAC-agpec (mac).
e TekcT (text).

o OkTeThI (jctets).

Mpodunm 6e3onacHocTM SNMP

B LaHHOM pasfene Npomn3BOaMTbCA HAaCTPOMKa Npodunen 6e3onacHOCTH ans
ayTeHTudbmKaumm SNMPvV3-MeHemxepa.

o MpumMmevaHue
HacTtporkm ayteHTUPMKaumm gnsa SNMP v3 (umsa nonb3oBaTens, Naposb, TUM M anropuTM
ayTeHTudHKaLMK, anropuT™M M Naporb WmndpoBaHma) Ha SNMP-MeHepkepe JOMKHbI

coBnapaTb ¢ HacTporkamMm SNMP B UserGate

HanmeHoBaHMe OnucaHune

HasBaHue HazeaHue npoduns 6ezonacHocT SNMP
OnucaHue OnwucaHwue npoduns 6esonacHocTM SNMP
Monb3oBaTtenb MMs nonb3oBaTens ons ayteHTudmkaumm SNMP-MeHexepa.

Bbibop pexunma ayTeHTubmkaumm SNMP-MeHeaxepa.
BO3MOXHbI BapraHThbI:

e bes ayTeHTUdUKaLmK, 6e3 WwndposaHma (NoOAUthNoPriv).
Tun ayTeHTHU UKALMM o C ayTeHTUdMKaLmen, 6e3 wndpoBaHmsa (authNoPriv).

o C ayTeHTUdUKaLMeN, C LndbpoBaHmeM (authPriv).

Hanbonee 6e30MnacHbIM CHMTaAETCS peXxiM paboTbl authPriv.
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HanmMeHoBaHWe OnucaHue

AJITOPUTM
ayTeHTudHKaL MM

Maponb ayTeHTMdMKaL MM

Anroput™m W poBaHus

Maponb WrdppoBaHus

ANropUTM, MCNONb3yeMbliM AN ayTeHTUdMKaLMK. BO3ZMOXHO
MCMONb30BaTb:

* SHAT,

« MD5;

o SHA224,

* SHA25¢6;

o SHA384;

e SHAS512.

Mapornb, UCMOAb3yeMbIM ANs ayTEHTUPUKaLMM.

ANropUTM, MCMOSb3YEMbIN ANs WMdPOoBaHMS. BOZMOXHO
mcnonb3osaTb DES 1 AES.

Mapornb, UCNoAb3yeMbIM AN WPPOBaHMS.

JXYPHAIJIbl U OTHETDI

JXYPHAIJIbI

OnucaHume

LogAn XypHanupyeT Bce cobblTUS, KOTOPbIE MPOUCXOAAT BO BPeMs ero paboTbl U
PaboTbl MOOKIHOYEHHbIX K HEMY CEPBEPOB, M 3aMMCbIBAET UX B CliedytoLLMe XypHarsbl:

* D)KypHan cobbIT1iM — COLEPXKMUT COObITUS, CBA3AHHbIE C UBMEHEHUEM HACTPOEK
cepBepa LogAn, aBTopu3aLmelt Nonb3oBaTenem, agMMHUCTPaTOPOB,
OBHOBNEHUSAMU PA3IIUYHBIX CMIUCKOB M T.M.

» XXypHan Be6-gocTyna — nofapobHbiit XXypHasn Bcex Beb-3amnpocos,

obpaboTaHHbIX LogAn.

* XXypHan DNS — conepXmT cobbiThs, cB3aHHble ¢ DNS TpadukoM.

* XXypHan Tpadmka — nogpoOHbIM XypHan cpabaTbiBaHMM NPaBMIT MEXCETEBOTO
akpaHa, NAT, DNAT, Port forwarding, Policy-based routing. ns perncrpaumm
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LaHHbIX COBbITUM HEOBXOAMMO BKIIIOYUTL XYPHANMPOBAHWE B HEOOXOOMMbIX
npasunax mexceteoro akpaHa, NAT, DNAT, Port forwarding, Policy-based
routing.

 XKypHan COB — cofepXuT cobbITUSI, PErMCTPUPYEMbIE CUCTEMOM
OBHapy>XeHUs U NPefoTBPAaLLEHUS BTOPXKEHUM.

* XXypHan ACY TN — conepXnT cobbITUS, PErMCTPUPYEMbIE NPaBMIaMu
KoHTpona ACY TI1.

¢ )KypHan uHcnekTupoBaHusa SSH — xypHan cpabaTtbiBaHWs Npasun
MHCNEeKTUPOBaHusa SSH. [lns peructpaumm gaHHbIX COObITUM HEOBX0OMMO
BKJTIOYMTb XXYPHaNMpPOBaHMe.

° MCTOpMFI MOUCKa — COAEPXUT NMOUCKOBbIE 3aMpOChl Mosb30OBaTENEN B
MonynAapHbIX MOUCKOBbIX CUCTEMaAX.

* )KypHan cob6bITHIM KOHEYHbIX YCTPOMCTB — OTOGpaXaeT cobbITUS, MoSlyHaeMble
OT KOHTPOSIMPYEMBIX C MOMOLLbIO NPOrpaMMHoro obecnevyeHus UserGate
Endpoint KOHEYHbIX YCTPOMCTB.

* )KypHan npaBm KOHEYHbIX YCTPOMCTB — CObbITUS CpabaTbiBaHUS NpaBu
MEXCETEBOrO 3KpaHa KOHEYHbIX YCTPOMCTB, B HACTPOMKaX KOTOPbIX BKIIKOYEHO
XYPHanMpoBaHue.

¢ MpUNOXKEHUSA KOHEYHbIX YCTPOMCTB — OTOOPaXKaET NPUIOXEHMS, KOTOPbIE
Korga-nMbo 3anycKanmcb Ha KOHEYHbIX YCTPOMCTBAX.

* AnnapaTtypa KOHeYHbIX YCTPOMCTB — COAEPXMT MHDOPMaLMIO 06
YCTPOMCTBaX, MOAKIIIOYEHHbIX K KOHEYHbBIM YCTPOMCTBAM.

* C1CTEMHDbIM XXypHan (Syslog) — oTob6paxkeHbl 3anMmMcK COOBLLEHMM O COBBITUAX
yoanénHbix Unix-cucTeM, nonydeHHble No npoTokony Syslog.

* )KypHan 3awmTbl NOY4TOBOro Tpadmka — COOEPXMT COObITUS CpabaTbiBaHMS
npaBun 3aLMTbl MOYTOBOMO TpadmKa, B HACTPOMKaX KOTOPbIX BKIIOYEHO
XYPHanupoBaHue.

 XXypHan UserID — conep>XmT onucaHmne cobbITUM OTpaxatoLme pesynbraTt
paboTbl UserlD areHTa.

YnpaBneHue xypHanaMm aBTOMaTU3UPOBAHO: XY PHaIbl LUKIMYECKH
nepesanucbiBatoTcs, obecneympas Heobxoammoe Ana paboTbl cBO6OAHOE AMCKOBOE
MPOCTPaHCTBO.
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PoTauus 3anumced XXypHanoB (BCex, KpOMe XypHara COObITUM) MPOUCXOAUT
aBTOMaTMYECKM MO KPUTEPUIO CBOBOAHOIrO NPOCTPaHCTBa Ha AaHHOM

pasgene. 3anucu o poTauumm 6asbl AaHHbIX OyAyT OTOBpaXeHbl B XypHane cobbITuiM
LogAn.

PoTaums 3anmcemn xypHana cobbiTuUM He NPOU3BOOMTCS.

)XypHan co6biTui

XKypHan cobbiTuit oTobpaxaeT cobbITHS, CBA3aHHbIE C MUBMEHEHMEM HACTPOEK
cepBepa LogAn, HanpuMep, fLobaeneHue/yoaneHme/MaMeHeHMe JaHHbIX YHETHOM
3anmcu, Npasmna Mnmn Noboro Apyroro anemMeHTa. 34ech Xe oTobpaxatTcs BCe
cobbITHS BXOAa B BeO-KOHCOSb, aBTOpM3aL MM Nonb3oBaTenen Yepes Captive-nopTtan

W opyrue.

Insg ynob6cTBa nomcka HEOBXOAMMbIX COObITUM 3aMMCK MOTYT OblTb OTPUILTPOBAHDI
MO PasfIM4YHbIM KPUTEPUAM, HAaNPUMEpP TaknM, Kak AManasoH AaT, KOMMOHEHTE,
BaXXHOCTM, TNy COObITUSI.

AILMUHUCTPATOP MOXET BbIGPaTb TOSbKO T€ CTON6LbI A1 MOKa3a, KOTopble eMy
Heob6xoAuMbl. [119 3TOro cnenyeT KNMKHYTb yKasaTeneM Mbllin Ha 1060 13
CTONOLOB, U B MOSABMBLLUEMCSH KOHTEKCTHOM MEHIO OCTABUTb FasioyKM TOMbKO 419 Tex
CTON6LOB, KOTOPbIE HEOOXOAMMO OTOBpPaXKaTb.

C NoMOLLbIO KHOMKKM dKecnopTHpoBaTb B CSV agMUHUCTPATOP MOXET CKa4vaTb
OTPUNBTPOBaHHbIE AaHHbIE XYPHaNa B csv-dann Ana ganbHeENLWero aHanmsa.

)XypHan Be6-gocTyna

XKypHan Beb-gocTyna otobpaxaeT BCe 3anpoChl Mofb3oBaTenei B MHTepHeT Nno
npotokonamM HTTP n HTTPS. OTtobpaxaeTcs cnegytoLlas MHGopMaums:

* Y3en UserGate, Ha KOTOPOM NPOM30LLIO COBbITHE.
* BpeMmsa cobbiTus.

e [lofib3oBaTENb.

e [lencTBums.

* [pasurio.
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MpuyrHbl (MK 6GNOKMPOBKE CamTa).
e URL Ha3Ha4eHwus.
* 30Ha UCTOYHMKA.
* IP-agpec UCTOYHMKA.
* [TopT UCTOYHMKA.
* |P HazHa4eHwus.
* [lopT HazHa4yeHus.
» Kateropuum.
* [MpoTokon (HTTP).
e MeTop (HTTP).
» Kog otBeTa (HTTP).
e MIME (ecnu npucyTCTBYET).
* baT nepegaHo/nony4eHo.
e [TakeTOB OTMPaBIEHO.
* Pedepep (Npu Hanuumm).
» OnepaumoHHas cucTema.
* Useragent bpay3zepa.

ALMWUHUCTPATOP MOXET BbIGPaTb TOMbKO Te CTONBLbI A5 MOKa3a, KOTopble eMy
Heobxo4nMbl. [1ng 3Toro cnefyeT KNWMKHYTb YKasaTeneM Mbillin Ha Nobo 13
CTONGLO0B, U B MOSIBUBLLEMCS KOHTEKCTHOM MEHIO OCTaBUTb rafnoykm TOMbKO A8 TeX
CTON6L0B, KOTOPbIE HEOOXOAMMO OTObpPaxaTb.

Ins yno6cTBa nomcka HeoBxoaMMbIX COBLITUM 3aMMCK MOTYT OblTb OTPUILTPOBAHDI
MO PasNUYHbIM KPUTEPUAM, HAMPUMEP TaKMM, Kak y4eTHas 3anmncb Nosib3oBaTens,
npaBuno, AENCTBUE U T.04.

C NMoMoLLbio KHOMKKM DKErnopTupoBaTb B CSV afMUHUCTPATOP MOXET CKa4yaTb
OTOUNLTPOBaHHbIE AaHHbIE XYPHana B csv-dann ans ganbHemLwero aHanmaa.
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)XypHan DNS

XKypHan DNS oTtobpaxaeT cobbiTha, cBa3aHHble ¢ DNS Tpadukom. [ins
XypHanupoBaHusa cobbiTnit DNS Ha NGFW ponxHa 6biTb BKtoYeHa DNS-
dunbTpaums B HacTpomkax DNS-NpoKkcK 1 paspeLleHo XypHanmMpoBaHMe B NpaBmiax
KOHTEHTHOM PUnbTPaLmK, B KOTopble byaeT nonagatb DNS Tpaduk.

OTobpaxaeTcs cnenytollas MHGopMaLms:
e V3en.
* Bpems4.
e [lonb3oBaTesb.
e [1paBusio.
e [TPUYMHDI.
e IMg oOMeHa.
* 30Ha UCTOYHMKA.
* |P-agpec UCTOYHMKA.
* [TopT UCTOYHMKA.
* MAC-agpec UCTOYHMKA.
e 30Ha Ha3Ha4YeHwus.
* |P-appec HazHa4yeHus.
* [TopT Ha3Ha4eHus.
e CeTeBOM NMPOTOKO.
» Kateropusa URL.
* MHdopmMaums.

AILMUHUCTPATOP MOXET BbI6PaTb TOSIbKO T€ CTONBLbI A1 MOKa3a, KOTopble eMy
Heob6xoauMbl. [1519 3TOro crneyeT KNMKHYTb yKasaTeeM MblllK Ha 1060 13
CTONOLOB, U B MOABMBLLUEMCSH KOHTEKCTHOM MEHIO OCTaBUTb FaslodYKM TOMbKO AN Tex
CTON6LOB, KOTOPblE HEOOXOAMMO OTOBpPaXKaTb.
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Insg yno6cTBa momcka HEOHBXOANMbIX COObITUM 3aMMCK MOTYT OblTb OTPUILTPOBAHDI
MO PasfIMYHbIM KPUTEPUAM, HAaNPUMEpP TaknM, Kak NPOTOKOS, AMana3oH AaT, AEUCTBUE
W T.AO.

C NOMOLLbIO KHOMKM JKecnopTHpoBaTb B CSV agMUMHUCTPATOP MOXET CKa4vaTb
OTPUNBTPOBaHHbIE AaHHbIE XYPHaa B csv-dann Ana ganbHeENLWero aHanmsa.

HaxaTue Ha kHonky MokasaTb BbIBEAET OKHO C NOAPO6HbIM OMMCaHUEM CODbITUS.

)XypHan Tpaduka

XKypHan Tpaduka oTobparkaeT cobbiTUs cpabaTbiBaHMS MPaBMI MEXCETEBOIO
aKkpaHa nnm npasmn NAT, B HAaCTPOMKax KOTOPbIX BKIIKOYEHO XYpPHaANMPOBaHMe.
OTobpaxaeTcs cnenytollas MHOoOpPMaLMS:

¢ V3en UserGate, Ha KOTOPOM NPOM30LLIO COBbITHE.
* Bpems cobbiTus.

* [lonb3oBaTenNs.

e [lencTBME.

* [1pasusio.

* [TpunoxeHue.

e [lpoTokof.

* 30Ha MCTOYHMKA.

* ALpecC UCTOYHMKA.

* [TopT UCTOYHMKA.

¢ [P-Ha3Ha4eHus.

* [TopT Ha3Ha4eHus.

e NAT IP-ncto4Humka (ecnm ato npasmno NAT).

* NAT nopT nUCToYHMKa (ecnm aTo NpaBumio NAT).
e NAT IP HasHa4veHus (ecnu 310 npasmno NAT).

e NAT nopT HasHadeHua (ecnn 3To Npasmao NAT).
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BarT oTnpaeneHo/nony4eHo.
o

e [lakeToB.

AOMUHUCTPATOP MOXET BbiGpaTb TONbKO Te CTON6LbI /19 MOKa3a, KOTopble eMy
HeobxoOuMbl. [119 3Toro cnenyeT KIMKHYTb YKasaTeneM Mbillin Ha tio6oi 13
CTOJI6LIOB, 1 B MOABMBLLEMCS KOHTEKCTHOM MEHIO OCTaBMTb rasioykh TOMbKO A5 TeX
CTON6LOB, KOTOPbIE HEOOXOAMMO OTOBPaXaTb.

ns yno6cTBa nomcka HEOOXOAMMbIX COObITUM 3aMMCK MOTYT OblTb OTOUNBTPOBAHDI
MO Pa3NMYHbIM KPUTEPMUSM, HANPUMEP TakMM, KaK y4eTHas 3arnmcb Nosib3oBaTenNs,
npaBuIo, OENCTBME U T.4.

C NoMoLLbiO KHOMKKM SKEnopTupoBaTb B CSV afMUHUCTPATOP MOXET CKa4aTb
OTOUNBTPOBaHHbIE AaHHbIE XYPHana B csv-dann ans ganbHemLwero aHanmaa.

XXypHan COB

XKypHan cucTeMbl 0OOHaPYKEHMS BTOPXEHMM OTOBpaXxaeT cpaboTaBLUMe CUrHATYPb
COB, o151 KOTOPbIX YCTaHOBNEHO AENCTBME XYPHAIUPOBATb MM BIIOKMPOBATD.
OTob6parkaeTcsa cnepytollas MHbopMaums:

e ®arnbl Pcap.

* Y3en NGFW, Ha KOTOpOM MPOm30LLIO COObITHE.
* Bpems.

e CopeprkaHume cobbITuS.
* [lonb3oBaTens.

e lencTeume.

e [1pasusio.

e CUrHaTypbl.

* [TpnnoxeHue.

e CeTeBOW NPOTOKO.

* 30Ha UCTOYHMKA.

* |P-agpec UCTOYHMKA.
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[MOPT UCTOYHMKA.
.
* MAC MUCTOYHMKA.
* 30Ha Ha3Ha4eHus.
* |P-agpec HasHa4veHus.
* [1opT Ha3Ha4yeHus.

e MAC HasHa4yeHus.

AOMUHUCTPATOP MOXET BbiGpaTb TONbKO Te CTON6LbI OJ19 MOKa3a, KOTopble eMy
HeobxoOuMbl. [119 3Toro cnenyeT KIWMKHYTb YKasaTeneM Mbillin Ha ool 13
CTOJI6LIOB, 1 B MOABMBLLEMCS KOHTEKCTHOM MEHIO OCTaBMTb rasioykh TOMbKO A5 TeX
CTON6LOB, KOTOPbIE HEOOXOAMMO OTOBPaXKaTb.

[na ynobcTBa noMcka HEOH6XOAMMbIX COObITUM 3aMMCK MOTYT ObITb OTOUNBTPOBAHDI
Mo PasnnYHbIM KPUTEPUSAM, HAMPUMEP TaK1M, Kak MPOTOKON, AManasoH AaT, 4encTBMe
UMT.A.

C NoMoLLbiO KHOMKK DKEnopTupoBaTb B CSV afMUHUCTPATOP MOXET CKa4aTb
OTOUNBTPOBaHHbIE AaHHbIE XYPHana B csv-dann ans ganbHemLwero aHanmaa.

Ha>xaTme Ha KHOMKY NokasaTb BbiBEOET OKHO C I'IO,EI,pO6HbIM OnMcaHWeM cobbITUS.

XypHan ACY TN

XKypHan ACY Tl oTtobpakaeT cpabaTbiBaHMS NPaBuM aBTOMaTU3MPOBAHHOM
CUCTEMbI YTPaBJIEHMS TEXHONTOMMYECKMM MPOLLECCOM, AJ15 KOTOPbIX BK/THOYEHa
DYHKUMS XypPHanmpoBaHua. OTobpaxkaeTcs cneaytoLllas MHGopMaLms:

* Y3en NGFW, Ha KOTOpOM MPOom30LLI0 COObITHE.
* Bpems.

e [lencTBME.

* [1pasusio.

* 30Ha UCTOYHMKA.

* |P-agpec UCTOYHMUKA.

* |P-agpec HasHa4veHus.
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[MOPT Ha3Ha4YeHus.
e [lpoTokon ACY TT1.
e KoMaHga ACY TT1.
* Apec permncrpa.

AIMUHUCTPATOP MOXET BblOpaTh TOMbKO Te CTOMOLbI A1 MOKas3a, KOTopble eMy
Heob6xoauMbl. [119 3TOro cnenyeT KNMKHYTb yKasaTeneM Mbllin Ha 1to6on 13
CTONBLOB, M B MOABUBLLEMCA KOHTEKCTHOM MEHIO OCTaBMUTb raJloykM TONbKO O TEX
CTON6UOB, KOTOPbIE HEOOXOAMMO OTOOpPaxKaTb.

Insg yno6cTBa nomcka HEOBXOAMMbIX COObITUM 3aMMCKU MOTYT OblTb OTPUILTPOBAHDI
MO PasfIM4YHbIM KPUTEPUAM, HANPUMEP TaknM, Kak NPOTOKOS, AMana3oH AaT, AENCTBUE
W T.AO.

C NOMOLLbIO KHOMKM KecnopTHpoBaTb B CSV agMUHUCTPATOP MOXET CKa4vaTb
OTPUNBTPOBaHHbIE AaHHbIE XYPHaa B csv-dann Ana ganbHeNLWero aHanmsa.

HaxaTtue Ha KHOMKY MokasaTb BbiBEOET OKHO C I'IOJJ,pO6HbIM onucaHueM cobbiTUS.

JXypHan mHcnekTupoBaHma SSH

XKypHan nHcnekT1poBaHua SSH oTobpaxkaeT cpaboTaBLuMe NpaBua
MHCNeKTUpoBaHusa SSH. OTobpaxaeTcs cnepytoLas MHGOPMaLLUS:

* Y3en UserGate, Ha KOTOPOM NPOM30LLIO COBbITHE.
* Bpems.

e [lonb3oBaTENb.

» [lenctBme.

e [pasusio.

» KoMaHga.

* 30Ha UCTOYHMKA.

* |P-agpec UCTO4YHMUKA.

* [TopT UCTOYHMKA.

* MAC-agpec UCTOYHMKA.
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30Ha Ha3Ha4YeHus.

* |P-agpec HasHa4vyeHus.
* [lopT HazHa4yeHus.

AILMUHUCTPATOP MOXET BbIGPaTb TOSbKO T€ CTONBLbI A1 MOKa3a, KOTopble eMy
Heob6xoAuMbl. [119 3TOro cnenyeT KNMKHYTb yKasaTeeM MblliM Ha 1060 13
CTONOLOB M B MOSBMBLUEMCSH KOHTEKCTHOM MEHIO OCTaBMTb OTMEYEHHbIMU TOJSIbKO Te
cTonbUbl, KOTOPblE HEOOXOAMMO OTOBPaXKaTb.

[na ynobcTBa noMcka HEOOBXOAMMbIX COObITUM 3aMMCK MOTYT ObITb OTOUNBTPOBAHDI
Mo PasfUYHbIM KPUTEPUSAM, HaNpUMepP TakMM, Kak MPOTOKON, Anana3oH AaT, oencTeme
UT.A.

C noMoLLbiO KHOMKKM dkenopTHpoBaTb B CSV afMUHUCTPATOP MOXET CKadaTb
OTOUNBTPOBaHHbIE AaHHblE XYPHana B csv-dann ans ganbHemLwero aHanmaa.

HaxxaTue Ha kHonKy MokasaTbk BbiBeOeT OKHO C MOAPOOHbBIM ONMMCaHMEM COObITHS.

UcTopua nomcka

B pasnene Uctopmsa nomcka oTobpaxatoTcs BCe NMOUCKOBbIE 3anpochl
nonb3oBaTenew, 459 KOTOPbIX HACTPOEHO XYPHaNMPOBaHWe B MONUTUKAX BEO-
6e30MacHOCTU. AOMUHUCTPATOP MOXET BblOpaTb TONbKO Te CTONOLbI 419 MOKasa,
KOTopble eMy HeobxoauMbl. 1519 3TOro cnenyeT KIMKHYTb yKasaTeneM Mblliu Ha
nto6bom 13 cToNbUOoB, U B MOABMBLUEMCSI KOHTEKCTHOM MEHIO OCTaBMTb MrafioyKM
TOJSIbKO AN TEX CTONOLO0B, KOTOPble HEOOXOAMMO OTOBPaXaTb.

Ins yno6cTBa noncka HeoBxoaMMbIX COBLITUM 3aMMCK MOTYT OblTb OTPUILTPOBAHDI
Mo PasNMYHbIM KPUTEPMUAM, HaNPUMEP TakuM, Kak NONb30oBaTeNM, AMana3oH Aar,
MOMCKOBbIE CUCTEMbI U T.A.

C NMoMoLLbio KHOMKK dKernopTupoBaTb B CSV afMUHUCTPATOP MOXET CKa4vaTb
OTOUNBTPOBaHHbIE AaHHbIE XYPHana B csv-dann ans ganbHemLwero aHanmaa.

)XypHanbl KOHEYHbIX YCTPOMCTB

XKypHarnbl KOHEYHbIX YCTPOMCTB OTOOpaxatoT MHDOPMALLMIO, MONTyHaeMyto OT
KOHTPOSIMPYEMbBIX C MOMOLLbIO NPOorpamMMHoro obecneveHums UserGate Client
KOHEYHbIX YCTPOMCTB.
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B UserGate umMetoTcs criefytroLme XypHarbl:

* D)KypHan cobbITHiM KOHEYHbIX YCTPOMCTB — OTOGpaXxaeT CobbITUS, MosydYaeMble
OT KOHEYHbIX YCTPOMCTB.

¢ )KypHan npaBm KOHEYHbIX YCTPOMCTB — CObbITUS CpabaTbiBaHUS MpaBu
MEXCETEBOrO 3KpaHa KOHEYHbIX YCTPOMCTB, B HACTPOMKAX KOTOPbIX BKITOHEHO
XYPHanMpoBaHue.

¢ MpUNOXKEHUSA KOHEYHbIX YCTPOMCTB — OTOOPaXKaET NPUIOXKEHMS, KOTOPbIE
Korga-nMbo 3anycKanmcb Ha KOHEYHbIX YCTPOMCTBAX.

e AnnapaTtypa KOHEeYHbIX YCTPOMUCTB — COOEPXKMT MHDOPMaLMIO 06
YCTPOMCTBAX, NOOKITKOHYEHHbIX K KOHEYHbIM YCTPOMCTBAM.

nsa yno6cTBa nomcka HEOOXOAMMbIX COObITUM 3aMMCK MOTYT OblTb OTOUNBTPOBAHDI
MO PassIMYHbIM KPUTEPUAM, HANMPUMEP TakKnM, Kak AManasoH AaT, BaXXHOCTH, TUMY
CcobbITUA U Tak ganee.

ALMUHUCTPATOP MOXET BbIGPaTh TOMbKO Te CTONBLbI A5 MOKa3a, KOTopble eMy
HeobxoauMbl. [1n9 3TOro cnefyeT KNUMKHYTb YKasaTeneM Mbillin Ha Nobol 13
CTONGLO0B, U B MOSIBUBLLEMCS KOHTEKCTHOM MEHIO OCTaBUTb rafnoyku TOMbKO ANa TeX
CTON6L0B, KOTOPbIE HEOOXOAMMO OTObpPaxaTb.

C NoMoLLbio KHOMKK DKernopTupoBaTb B CSV afMUHUCTPATOP MOXET CKa4aTb
OTOUNBTPOBaHHbIE AaHHbIE XYPHana B csv-dann ans ganbHemLwero aHanmaa.

JXypHan Syslog

XypHan Syslog oTobpaxaeT cobbiTue, cobpaHHble areHToM UserlD ¢ cepeepoBs
Syslog. B xypHane oTobpa)xatoTcs Co6bITUS BXOAa Mofb30oBaTeNeM B CUCTEMY U
3aBepLUeHne Ux ceaHca paboTbl. OTobpaxeHa cregytollas MHbopMaLms:

HanmeHoBaHMe OnucaHue

Yzen Y3en UserGate, Ha KOTOPOM 3apUKCUPOBAHO COBbITUE.
Bpems BpeMs npomsolwealiero cobbitums.

3anucb XXypHana syslog Ccblnka Ha cobbiTHe.

Mpaeuno MpaBuno nopf kotopoe nonano Syslog coobuyeHue.
KpuTHn4HocCTb YpoBeHb cobbiTha Syslog.
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HanmMeHoBaHWe OnucaHue

MpencTaBneHue NpoLuecca, BbiaBasLlero coobuleHue (kernel

O6beKT ) S

messages,user-level messages,security/authentication 1 Ta)
Mmsa KoMnbloTepa MMS KOMMbloTepa Ha KOTOPOM MPOM30LLIO COObITHE.
MpunoykeHne MpunoxeHue Bbi3BaBllee CObbITHE,

UpeHTHPMKaTOop Npouecca  PID npoLlecca Bbi3BaBLLErO COObITHE.

[aHHble OnucaHme cobbITUA.

)XypHan 3awmTbl no4TOoBOro Tpadpmka

XKypHarn 3almTbl MOYTOBOro Tpaduka oTobpaxaeT cobbITUS cpabaTbliBaHMA MPaBMJT
3alMTbl MOYTOBOro Tpaduka, B HACTPOMKAX KOTOPbIX BKITIOYEHO XYPHaIUPOBaHMe.
OTobpaxaeTcs cnenytollas MHGopMaLms:

e V3en UserGate, Ha KOTOPOM MPOU30LLNIO COBbITHE.
* Bpems cpabaTbiBaHMS.
e [lonb3oBaTENb.

e OTnpasunTEsD.

e [Tony4aTesnb

* [1paBusio.

* 30Ha UCTOYHMKA.

* [P-appec UCTOYHMKA.

* [TOpT UCTOYHMKA.

* 30Ha Ha3Ha4YeHwms.

* [P-agpec HazHa4yeHus.
* [1opT Ha3zHa4yeHus.

e [punoxeHue.

¢ MPOTOKON NPUKIAGHOIO YPOBHS.

97



Document version 71.0 build 53 ot 2024/07/24

BarT oTnpaeneHo/nony4eHo.

* [lakeToB OTNPaBNeHO/MoNy4EeHO.

AOMUHUCTPATOP MOXET BbiGpaTb TONbKO Te CTON6LbI /19 MOKa3a, KOTopble eMy
HeobxoOuMbl. [119 3Toro cnenyeT KIMKHYTb YKasaTeneM Mbillin Ha tio6oi 13
CTOJI6LIOB, 1 B MOABMBLLEMCS KOHTEKCTHOM MEHIO OCTaBMTb rasioykh TOMbKO A5 TeX
CTON6LOB, KOTOPbIE HEOOXOAMMO OTOBPaXaTb.

[na ynobcTBa noMcka HEOH6XOAMMBbIX COObITUM 3aMMCKH MOTYT ObITb OTOUNBTPOBAHDI
Mo PasnYHbIM KPUTEPUSAM, HANMPUMEP TaK1M, Kak MPOTOKON, AMarnasoH AaT, 4encTBMe
UMT.A.

C NoMoLLbiO KHOMKKM SKEnopTupoBaTb B CSV afMUHUCTPATOP MOXET CKa4aTb
OTOUNBTPOBaHHbIE AaHHbIE XYPHana B csv-dann ans ganbHemLwero aHanmaa.

Ha>xaTme Ha KHOMKY NokasaTb BbiBEOET OKHO C FIO,EI,pO6HbIM OonMcaHneM cobbITuS.

)XypHan UserID

XKypHan UserID cogep>XuT onmcaHmne cobbITUM OTpaxatoLme pedynbtaTt paboTl
UserlD areHTa. OTobpaxeHa cnegytouias nHGopMaLms:

HanmMeHoBaHMe OnucaHue

Y3en Y3en UserGate, Ha KOTOPOM 3adUKCUPOBAHO COObITUE.
Bpems BpeMs npomsolwweaero cobbitums.

CopepkaHune cobbiTus OTKpbITb NOAPOBHOE ONMcaHue cobbITUS.

HencTtBue [encTBre NpUMeHeHHoe K COObITUIO.

MUCTOYHUK noros MCTOYHMK NONyYEeHHOro COObITHA.

Monb3oBaTenb Monb3oBaTtenb UG, KOTOPbIM Bbi3Bas COObITHE.
IP-appec IP-apnpec y3na Ha KOTOPOM MPOMU30LLO COObITHE.
MHPopMauums OnucaHme cobbiTma.
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)XypHan Windows Active Directory

XKypHan Windows Active Directory oTo6paxaeT cobblTus, COOpaHHble areHTOM
UserlD c cepepos AD. B xypHane oTobpaatoTcst COObITUA C YCMELUHbIM BXOAOM B
cucteMy (MoeHTUdUKaTop cobbiTms 4624), cobbiTnm Kerberos (cobbiTua ¢ HoMepamu:
4768, 4769, 4770) 1 cOObITUSA YNeHCTBa B rpynnax (MAeHTuduKaTop cobbiTua 4627). B
XypHane oTobpaxeHa cnefytoLlas MHGopMaums:

HanmeHoBaHMe OnucaHue

Y3en

Bpemsa

3anuchb XypHana cobbiTui

KOHEYHbIX YCTPOMCTB

KoHe4yHoe
YCTPOMCTBO\CEHCOp

YpoBeHb fiora
[aHHble

McTOoYHUK XypHana
cobbITUM

KaTeropums »ypHana

Kateropus uHumMpeHTa
MMsa KoMnbloTepa
Monb3oBaTtenb

Kon cobbiTus nora

UpeHTHPHKaTOpP cOBbITUS

ora

Tun cobbiTua nora

®dain xxypHana nora

Y3en UserGate, KOTOpPbIM 3adUKCUPOBAHO COObITHE.

BpeMmsa npomsoluenwero cobbiTms.

Ccblfika Ha cobbITHe.

UserID KoHeKTOop.

Mone «Keywords» 13 xypHana AD.

CopnepykaHume cobbITus 13 XXypHana AD.

Mone «MCToYHMK» 13 XypHana AD.

Kop kaTeropuu nHumaeHTa (12554 Group Membership, 12544
Logon, 14337 Kerberos Service Ticket Operations 1 T0)

Mone «Tun 3agadmn» 13 xypHana AD
y3en Windows Ha KOTOPOM MPOM30LLNIO CODbITHE.
[Mone «Monb3oBaTenb» 13 xypHana AD.

Mone «Kopm cobbiTusa» 13 xypHana AD (EventCode).

Mone «MpoeHTUdmKaTop cobbiTha» 13 XypHana AD (EventID).

Tun cobbIThi XypHana Windows
(Cuctema\besonacHocTb\lMpunoxeHue 1 T. O.).

dann xypHana Windows.
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DKCMOPT )XypHasoB

DYHKLMSA SKCMOPTHUPOBAHMSA XYypHanoB LogAn No3BoNseT BbIrpyXaTb MHOOPMALMIO
Ha BHELIHWe cepBepbl 41 NOCNenyoLWero aHanmsa unu ans o6paboTku B cUcTeMax
SIEM (Security Information and Event Management).

UserGate LogAn nogaep>XXMBaeT BbIrPY3KYy CrefyoLLmMX XXypPHa10B:
* XKypHan DNS.
* XypHan cobbiTmm.
* XypHan Beb6-gocTyna.
* XKypHan COB.
* XypHan ACY TT1.
* XKypHan nHcnekTupoBaHma SSH.
e XypHan Tpaduka.
* XXypHan cobbITUM KOHEYHbIX YCTPOMCTB.
* JKypHan npaeui KOHEYHbIX YCTPOMCTB.
* [TPUNOXEHMS KOHEYHBIX YCTPOMCTB.
* AnnapaTypa KOHEYHbIX YCTPOMCTB.

Mopoep>XXMBaeTCs OoTrnpaBka XypHanos Ha cepeepbl SSH (SFTP), FTP u Syslog.
OTnpaBka Ha cepBepbl SSH 1 FTP npoBogMTCcs NO ykazaHHOMY B KOHOUIypaLmm
pacnmMcaHumio unu pasoso (kHormka MocnaTb pasoBo). OTnpaska Ha cepaepsbl Syslog
MNPOUCXOAMT Cpasy Xe Npu OOABAEHUN 3aNMCK B XXYPHaI.

[lng oTApaBKu XypPHanoB He0OXO0OMMO Co3haTb KOHPUIypaLLMmM aKCMOPTa XY PHaNoB
B pa3aene DKCMNopT XXYpPHanos.

Mpu co3paHum KOHPUrypaumm TpebyeTcs ykasaTb ClefytoLine napamMeTpbl:

HanmeHoBaHMe OnucaHune

HasBaHue npasuna HasBaHue npasuia aKCropTa Xy pPHasos.
OnucaHue OnuuoHasbHoe nose Afg onucaHus npasuna.

>KypHanbl ons akcnopTa
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HanmeHoBaHMe OnucaHue

Tun cepBepa
Appec cepBepa
TpaHcnopT

MopT

MpoTokon

KpuTHiHOCTDb

Bbibop $arnos XypHanos, KOTopble HEO6X0aMMO
3KCMOPTMPOBATL:

* )KypHan DNS.

o XXypHan cobbiTui.

 XypHan Be6-gocTtyna.

* XKypHan COB.

o XXypHan ACY TT1.

* JKypHan nHcnekTrposaHms SSH.

* XypHan Tpaduka.

 XXypHan cobbITMM KOHEYHbIX YCTPOMCTB.

» XXypHan npaeun KOHEYHbIX YCTPOMCTB.

o [1PMAOXKEHNST KOHEYHDBIX YCTPOMCTB.

» AnnapaTypa KOHEYHbIX YCTPOMCTB.
19 KaXaoro 13 >KypHanoB BO3MOXHO yKasaTb CUHTaKCKC
BbIFPY3KM:

o CEF — Common Event Format (ArcSight).

e JSON — JSON format.

* @CEE: JSON — CEE Log Syntax (CLS) Encoding JSON.
O6paTtuTech K 4OKYMEHTaLMM Ha MCMOJIb3YEMYIO Y BaC CUCTEMY

SIEM pns Bbi6opa HeobxoamMmMoro dopmaTa Bbirpy3KM
>KYPHanoB..

MofnpobHoe onmcaHne GOPMaTOB XYPHaNOB YnTamTe B [punox
eHue 2. OnmncaHue GopMaToB XXYPHas0B.

SSH (SFTP), FTP, Syslog.

IP-agpec mnm 0OMeHHOE MMs cepBepa.

Tonbko ans Tuna cepsepos Syslog — TCP unn UDP.

MopT cepBepa, Ha KOTOPbIM CleAyeT OTNPaBASTb AaHHbIE.

Tonbko ons Tmna cepeepos Syslog — RFC5424 vnum BSD Syslog
RFC 3164. BbibepmTe NPOTOKOS, COBMECTMMbIN C MCMOSb3yEMOM
y Bac cuctemom SIEM.

Tonbko ANns TMna cepeepos Syslog. Heoba3aTensHoe none,
MPOKOHCYBTUPYMTECH C AOKYMEHTALMEN Ha MCMOMb3YyEMYIO Y
Bac cuctemy SIEM. BO3MOXHbI criefytoLlme 3Ha4eHS:

° TpeBora: COCTOSAHUE, Tpe6y+ou.|,ee He3aMeaJIMTEJIbHOIro
BMeLlaTeNbCTBa.
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HanmeHoBaHMe OnucaHue

o KpuTtnyeckas: coctoaHue, Tpebytoulee
He3aMedIMTeNbHOro BMellaTelbcTBa MMbo
npenynpexgatoliee o cboe B CUCTEME.

e OWMBKM: B CUCTEME BO3HUKIM OLLMOKM.

o I'Ipep,ynpex(p,eHMﬂ: npenynpexneHna O BO3MOXHOM
BO3HMKHOBEHWMU OLLII/I6OK, eciin He 6yﬂ,yT noennpuHATDbI
HUKaKMe O0emCTBMS.

« YBegoMuTenbHas: CoOObITUS, KOTOPblE OTHOCATCA K
HeOobblYHOMY MOBEAEHUIO CUCTEMbI, HO HE ABNSAIOTCS
oLmMbKaMM.

» MHPopMaTUBHas: MHOOPMALMOHHbIE COODLLLEHMS.

Tonbko ans Tmna cepeepos Syslog. Heobg3aTenbHoe norne,
MPOKOHCYNBTUPYMTECH C AOKYMEHTALMEN HA MCMOJIb3YEMYIO Y
Bac cuctemy SIEM. BO3MOXHbI criefytolme 3Ha4eHus:

» CoobLueHna nonb3oBaTeNbCKMe.
o CUCTEMHDbIN CepBuC.

» besonacHocTb/aBTOpPH3aLMS.
o AyoumT.

* TpeBora.

e Local 0.

e Local 1.

e Local 2.

e Local 3.

* Local 4.

e Local 5.

* Local 6.

e Local 7.

Tonbko ONns Thna cepBepoB Syslog. YHMKanbHOE MMS XOCTa,
NMOeHTUPULMpPYIoLLLEE CepBEpP, OTNPABASIOLLMM AaHHbIE Ha
cepBep Syslog, B dopmaTe Fully Qualified Domain Name
(FQDN).

Tonbko ans Tuna cepsepoBs Syslog. YHuKanbHoe 1ms
MPUIIOXEHMS, KOTOPOE OTMNPAaBNSET AaHHble Ha cepaep Syslog.

MM§ y4eTHOM 3anuncK ons NoAKIYEHUS K YOANeHHOMY
cepepy. He npumMeHseTcs K MeTomy oTnpasku Syslog.

Maponb y4eTHOM 3anmMcK AN NOAKMOYEHUS K yaaneHHOMY
cepBepy. He npuMeHsaeTcs K MeTofy oTnpasku Syslog.
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HanmMeHoBaHWe OnucaHue

MoBTopuTe Naponb

MyTb Ha cepBepe

PacnucaHune

MonoTBepXaeHWe Naposs y4eTHOM 3anmcK AN NOOKIOHYEHMS K
yLoaneHHOMy cepBepy. He npuMeHsieTcs K MeTofy OTMNPaBKM
Syslog.

KaTtanor Ha cepsepe onsa KonuposaHus ¢ainos xypHanos. He
NpPUMeEHsieTCs K MeTody OTrnpaBku Syslog.

Bbibop pacnmcaHus ons oTrnpaBku Oros. He npuMeHsieTca K
MeTony OTnpaeku Syslog. Bo3MOXHbI BapUaHTbI:

o EXkegHeBHO.

o EXkeHepenbHo.

o EXkeMecsa4HO.

o Kaxable ... Hacos.
o Kaxgble ... MUHYT.

e 3a0aTb BPY4YHYIO.

Mpy 3agaHuK BPYYHYO HEOB6X0OMMO MCMONb30oBaTh crontab-
Nooo6HbIM dopMaT, MPKU KOTOPOM CTPOKa BbIrMAaMT Kak WeCTb
nonew, pasgeneHHolx npobenamu. MNong 3agatoT Bpems B
cnenytoulemM suae: (MUHyTbI: 0-59) (4ackl: 0-23) (oHW Mecsua:
1-31) (Mecsu; 1-12) (aeHb Hepenu: 0-6, 0-BockpeceHbe). Kaxaoe
M3 NepBbIX MNATM Nosen MoXeT 6bITb 3afaH0O CledyoLUM
obpasoM:

« 3Be3poyka (*) — obos3HavaeT Bech Amana3oH (0T NepBoro
0O nocrenHero).

o [leduc (-) — o60o3HavaeT amManasoH Ymcen. Hanpumep,
"5-7" 6yneT o3HavaTb 5,6 1 7.

e CninckuM. DTO Ymcna (Mnm omanasoHbl), pasgeneHHole
3anaTeiMu. Hanpumep, "1,510,11" unam "1-11,19-23".

o 3Be304Ka UK AManasoH C WwaroM. Mcnonbayercsa ans
NpPOMyCKOB B AManasoHax. LLlar ykasbiBaeTcd nocne Kocom
4epTbl. Hanpumep, "2-10/2" 6yneT 3Ha4MTh "2,4,6,8,10", a
BblpaxkeHme "*/2" B none "4acbl" 6yaeT o3HavaTb "Kaxable
IBa Yaca.

Mouck u punbTpauma gaHHbIX

Konu4ecTBo 3anucem, permcTpupyembix B XypHanax, kak npasuio, O4eHb BESIUKO, 1
LogAn npepnocTaBngeT yaobHble cnocobbl nomcka 1 dunbTpaLmm HeoBXoaMMom
MHDOPMaLUU. AODMUHUCTPATOP MOXET MCMOSb30BaTb MPOCTOM U PACLLUMPEHHbIM
MOMUCK MO COAEPXKUMOMY XYPHASOB.
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MK MCNONb30BaHMK MPOCTOro NOUCKa aAMUHUCTPATOP UCMOSb3YET rpaduyeckmi
MHTepdenc, 4TobbI 3agaTb GUALTPALMIO MO 3HAYEHUSIM TPeDBYyeEMbIX Nonew
XYPHanoB, OTOUIbTPOBbIBaS TakMM 06pa30M HEHYXKHYO MHbOPMauMo. Hanpumep,
aOMUMHUCTPATOP MOXET 3a4aTb MHTEPECYIOLLMM ero AnanasoH BpeMeHM, CMUCOK
nonb3oBaTenen, KaTeropum 1 T.n. 3agaHue KPUTEPUEB NOUCKA UHTYUTUBHO MOHSTHO
1 He TpebyeT cneuuanbHbIX 3HaHMM.

MocTpoeHue Bosiee CIOXHbIX GUNBTPOB BO3MOXHO B PEXMME PaCLUMPEHHOrO
nouncka C MCNonb3oBaHMEM CreLMaiibHOro A3blka 3aNpPoCoB. B pexumme
PaCLUMPEHHOrO MOUCKa MOXHO CTPOMUTb 3aMpPOChl C UCMOSIb30OBaHUEM MONEN
XYPHanoB, KOTOpble HEAOCTYMHbI B 6a30BOM pexmme. [Ansg popMMpPOBaHMS 3anpoCcoB
MCMOJSIb3YIOTCA Ha3BaHMA Mosem, 3Ha4YeHMs Nosien, KIto4eBble CIoBa M OnepaTopsbl.
3Ha4YeHusa noner MoryT 6bITb BBEAEHbI C UCMOSIb30BAHMEM OAMHAPHBIX UK ABOMHbIX
KaBbl4eK, UM 63 HUX, eCnu 3HaYeHUs He copepXaT Npo6enos. [ANna rpynnMpoOBKM
HECKOJIbKMX YCIIOBMIM MOXHO MCMOSIb30BaTh KPYriible CKOOKM.

Knto4eBble crioBa OTOENAOTCS I'IpO6eJ'IaMl/I M MOryT ObITb cnenyrounmm:

HanmeHoBaHMe OnucaHune

Noruyeckoe U, TpebyeT BbINOHEHMS BCEX YCNOBUM, 3aAaHHbIX
B 3aMpoce.

AND unm and

Jlornyeckoe UM, [OCTaTOYHO BbIMOMHEHWUS OQHOIO U3 YCIOBMM
3anpoca.

OR uvnun or

OnepaTopbl ONPEAenatoT YCIoBUA PUIbTPA U MOrYT ObITh ClegyoLMMuU:

HanmeHoBaHMe OnucaHue

PaBHO. TpebyeT NoMHOro CoBNaaeHms 3Ha4YeHMs nons
yKasaHHOMY 3Ha4YeHuIo, Hanpumep, ip=172.16.31.1 yoyT
OTOGpPaxeHbl BCE 3aMMcK XypHana, B KOTOpoM rnorsie IP byneT
TOYHO COOTBETCTBOBATb 3Ha4YeHMo 172.16.31.1.

He paBHO. 3Ha4yeHWe yKa3aHHOro Nofs He LOMKHO CoBnagaTh C
yKa3aHHbIM 3Ha4YeHMeM, HanpuMep, ip!=172.16.31 6yayT
OTOBPaXxeHbl BCe 3aMnMcK XypHana, B KoToOpoM nose IP He 6ygeT
PaBHO 3Ha4yeHuo 172.16.31.1.

MeHbLUe MMB0 paBHO. 3HaYEHWE NOoNs 4OMKHO OblTh MEHbLLE
160 paBHbl yKa3aHHOMY B 3aMpoce 3HavYeHMo. MoxeT 6biTb

<= MPUMEHMMO TOSIbKO A1 MOSIeN, MOAAEPKMBAIOLLMX CPABHEHMS,
HanpuMep, nons aathl, portSource, portDest, statusCode 1 1.1,
HanpuMmep, date <= '2079-03-28T20:59:59"' AND statusCode=303.

Bonblue nnbo paBHoO. 3HavYeHMe Nons JOMXKHO GbiTh 6onblle
160 paBHbl YKa3aHHOMY B 3aMpoce 3Ha4YeHMo. MoxeT 6biTb
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NOT IN

MATCH

NPMMEHMMO TOJIbKO AN MOer, NMOALEPXKMBAIOLLMX CPABHEHMS,
HanpuMep, nons faTsl, portSource, portDest, statusCode 1 T.M.,
HanpuMep, date >= "2079-03-13T721:00:00" AND
statusCode=200.

MeHbLue. 3Ha4eHMe Nons JOMKHO OblTb MEHbLLE YKa3aHHOro B
3anpoce 3HadeHus. MoxeT OblTb MPUMEHMMO TOMBbKO OIS
nonem, NoAAePXUBAIOLLMX CPABHEHMS, HAaNPUMeEP, NoNs AaTbl,
portSource, portDest, statusCode v T.n., HanpuMep, date <
'20719-03-28T20:59:59' AND statusCode=404.

Bonblue. 3Ha4eHne nons AOMKHO BbiTb GonblUe YKazaHHOro B
3anpoce 3Ha4yeHus. MoxeT 6bITb MPUMEHNUMO TONBKO ANS
nonew, NogaepPXUBaIOLLUX CPaBHEHMS, HarnpmUMep, Nons AaThbl,
portSource, portDest, statusCode 1 1.n., HanpumMep, (statusCod
e>200 AND statusCode <300) OR (statusCode=404).

Mo3BoNSeT ykasaTb HECKObKO 3HAYEHMI MOS B 3aMNpoce.
CnUCcoK 3Ha4YeHMM HEOBXOAMMO YKa3blBaTb B KPY/bIX CKOOKaX,
HanpuMep, Hanpumep, category IN (botnets, compromised,
illegal software, ‘phishing and fraud,'reputation high
risk’,'unknown category’).

Mo3BONSET ykasaTb HECKObKO 3HAYEHMM NMOS B 3aMNPOCE;
OynyT oTo6paeHbl 3anucK, He cofepkallume ykasaHHble
3HayeHMs. CNMCOK 3HAYEHMUM HEOOXOAMMO YKasbiBaTb B KPYTIIbIX
ckobkax, Hanpumep, category NOT IN (botnets, compromised,
illegal software, ‘phishing and fraud,'reputation high
risk,'unknown category’).

CopepxuT. Mo3BonseT ykasaTb NOACTPOKY, KOTOpas AOMXKHa
HaxoOMTbCS B yKazaHHOM MNose, Hanpumep, browser ~ "Mozilla/
5.0" daHHbIM onepaTop MoXeT 6bITb MPUMEHEH TOJIbKO K MOJISM,
B KOTOPbIX XPaHATCS CTPOKOBbIE AaHHbIE,

He copmepxuT. [1o3BONSET yKasaTb MOACTPOKY, KOTOPas He
LOSIKHa NPUCYTCTBOBATb B yKazaHHOM More, Hanpumep, browse
r I~ "Mozilla/5.0" JaHHbIM onepaTop MOXET OblTb MPUMEHEH
TOMNBbKO K MOJSIM, B KOTOPbIX XPaHATCS CTPOKOBbIE AaHHbIE.

Mpw ncnonb3oBaHuM onepatopa MATCH noactpoka, koTopas
OOMKHa MPUCYTCTBOBATb B YKa3aHHOM MNose, 3a4aETcs B
dopmaTe JSON U C MCNONb30BaHMEM OOMHAPHLIX KaBbIYEK,
HampuMmep,

details MATCH '\"'module\":\"threats\"

CHHTaKCKC 3anpOCOB C MCMOMb30BaHWEM JAHHOrO onepaTopa
COOTBETCTBYET CTaHOapTy RE2. MogpobHee O CUHTaKcKce
Google/RE2: https://github.com/google/re2/wiki/Syntax.
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INpu ncnonbsosaHmm onepatopa NOT MATCH noacTtpoka,
KOTOpas He OOoJKHa MPWCYTCTBOBATb B YKa3aHHOM MoJie,
3apaétca B dopmaTe JSON U C MCNOb30BaHMEM OOMHAPHbIX
KaBbl4eK, HanpuMmep,

details NOT MATCH '\"module\":\"threats\"

CHHTaKCKC 3aMpOCOoB C UCMOJb30BaHWEM JAHHOIo ornepaTopa
COOTBETCTBYET cTaHOapTy RE2. MoapobHee o cMHTaKCcKce
Google/RE2: https://github.com/google/re2/wiki/Syntax.

NOT MATCH

MpW cocTaBNeHMM pacLlUMPEeHHOro 3anpoca LogAn nokasbiBaeT BO3MOXHbIE
BapWaHTbl Ha3BaHWS NoNem, MPUMEHMMbIX K HUM ONepPaTOPOB U BO3MOXHbIX
3Ha4YeHuM, obneryas onepaTopy cUcTeMbl GOPMUPOBAHUE CIIOXKHbIX 3aMpPoCcoB. [Npu
nepektoYeHM pexmMa Nomcka C OCHOBHOIO Ha paclUMpeHHbIM LogAn
aBTOMaTM4eCKkM GOPMUPYET CTPOKY C MOMCKOBbBIM 3aMpPOCOM, KoTopas
COOTBETCTBYET GUNLTPY, YKa3zaHHOMY B OCHOBHOM PEXMME MOUCKa.

OTYHETDI

O6uwmMe ceegeHHs

C NOMOLLbIO OTHETOB aAMUHUCTPATOP MOXET NPEfOCTaBUTb PasfiMyHbIe Cpesbl
LaHHbIX O COBbITUAX 6€30MaCHOCTU, KOHOUNYPUPOBAHMS MU AENCTBUAX
nonbsoBaTenen. OT4YETbl MOrYT CO3[aBaTbCA MO CO3AaHHbIM PaHee npaBuiam u
lWabnoHaM B aBTOMAaTMHECKOM PeXmMe 1 OTMNPaBATbCA agpecaTaM Nno 1ekKTPOHHOM
noyTe.

Pazgoen OT4eTbl COCTOMT M3 YeTblpex Noapasnenos —

COCTOMT M3 YeTbipex nogpasnenos — LWa6noHbl, MNonb3oBaTenbckue
WwabnoHbl, MpaBuna ot4eToB 1 Co3fgaHHble OTHYeTbl. HTobObl CO30aTb OTHET
HeOBXOAMMO BbINMOMHUTL CleaytoLme OenCTBUS:

HanmeHoBaHMe OnucaHne

LWar 1. Co3gaTtb npasunio CospgaTtb npEaBnJ1o CO30aHMA OTHETa, B KOTOPOM YKa3aTb
CO30aHMNA OTHETa HeobxoaMMble MapaMeTpbl CO3aHUNA OTHETa.

War 2. 3anyCcTuTb OT4eT

106


https://github.com/google/re2/wiki/Syntax

Document version 71.0 build 53 ot 2024/07/24

HanmeHoBaHMe OnucaHue

3anyCcTuTb OTHET B PYYHOM PEXMME UM LOXAATHCA BPEMEHM,
KOrZa OH 3amnyCTUTCS B aBTOMaTUHYECKOM PexmMe Mo
yKasaHHOMY B MpaBuIie pacrmcaHuio.

Mony4YnTb OTHET MO MOYTE, ECNK B NMpaBmsie Bbina HacTpoeHa
LWar 3. Mony4mTb oT4eT OTMpaBka OT4eTa MO MOYTE, UM CKadaTb MOSyYEeHHbIM OTHET B
pasgene Cos3paHHbIE OTYETDI.

o MpumMeyaHue
I'Ipou,ecc CO3AaHMA OTHETa MOXKET NPo[JoJHKaTbCA AOCTAaTOYHO AJiTesIbHOE BpeMs U

MOXKeT I'IOTpGGﬂﬂTb 60bLLOE KOJIMYECTBO Bbl4YMUCIIUTENbHbIX pecypcos.

LLIa6sioHbI

LLlabnoH onpenenseT BHELHWM BMA M NONS, KOTOpble 6yayT MCMOMb30BaTbCs B
oT4yeTe. LLlaBnoHbl OTY4ETOB NPEOOCTaBNATCA KOMMNaHMeln paspaboTynkom UserGate.

Cnrcok BO3MOXHbIX LUaBGNOHOB OTHETOB, CrPYMMMPOBaHHbIX MO KaTEropUaM:

* Monb3oBaTenbCckMit — rpynna LWabnoHOB Mo 0600LEHHOM CTaTUCTUKE
cpabaTbiBaHWs NpaBuSl OTHETOB.

e Captive-noptan — rpynna wabnoHOB N0 COOLITUSAM, aBTOPM3aLMM
nonb3osBaTtenemn ¢ nomoubto Captive-noptana.

* MpUNoXKeHUsA KOHEYHbIX YCTPOMCTB — rpyrna WabfoHOB CO CrUCKaMMm
NPUNOXEHUM, KOTOPbIE KOTrAa-NMbo 3anyckanmcb Ha KOHEYHbIX YCTPOMCTBAX.

* )KypHan npaBms KOHEYHbIX YCTPOMCTB — rpymnna WaboHOB N0 COObITUSM
CpabaTblBaHWA NpaBMS1 MEXCETEBOrO aKPaHa KOHEYHbIX YCTPOMCTB.

* )KypHan cobbITHIM KOHEYHbIX YCTPOMCTB — rpyrnna LWabfoHOB MO COBbITUSAM,
NoSy4YeHHbIM OT KOHTPOJSMPYEMbIX C MOMOLLBIO MPOrpPaMMHOro obecneyeHms
UserGate Endpoint KOHEYHbIX YCTPOMCTB

e CobbIiTHA — rpynna WabnoHOB MO COBLITUAM, PETUCTPUPYEMbBIM B XXypHane
COObITUM.

e COB — rpynna wabnoHoB Mo COObITUAM, PerncTprpyembiM B XXypHane COB.
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3awmTa no4yToBoro Tpadpmka — rpynna LWabIoHOB MO COOLITUAM,
* perncTpupyembiM B XypHase 3alimuTbl MOYTOBOro Tpaduka.

» CeTeBast akTMBHOCTb — rpyrmna WabfIOHOB MO COBLITUAM, PEMMCTPUPYEMbIM B
XypHane Tpaduka.

» Be6-nopTtan — rpynna WwabnoHoB aBTopm3aLLmMm Yepesd SSL VPN.

» Tpadpuk — rpynna wWaboHOB MO COObITUAM, PEFUCTPUPYEMBIM B XypHase
Tpaduka 1 OTHOCALLMMCS K 06 BbeEMY NMOTPeBNEHHOrO TpadmrKa NOIb30BaATENAMMY,
NPUNOXEHUSIMU U T.N.

» UserlD — rpynna wabnoHoB A co3gaHma oT4eToB no paboTe UserlD areHTa.
* VPN — rpynna wabaoHoB No cobbITuAM, oTHocawmMes K VPN,

* Be6-aKTMBHOCTb — rpynna WaboHOB MO COObITUAM, PEMUCTPUPYEMBIM B
XypHane Be6-gocTyna.

Kaxkablv labnoH Coaep>XMT Ha3BaHMe, OMMCaHne OTHETa U TUM OTOBPaXEHUS OoTHeTa
(Tabnuua, rmcTorpamMma, NUpPor).

Monb3oBaTenbckme WabioHbl

B oTnnumm oT 06bl4HbIX WabnoHOB, NPenoCTaBNSEMbIX MPOMU3BOOMUTENEM PELLEHMUS,
Nonb30oBaTeNbCKME LWABOHbI MO3BONAIOT CO3A4aTb OTHET MO TEM KPUTEPMUSAM, KOTOPbIE
Heo6XoQMMO Nob30oBaTeNO. AOMUHUCTPATOP MOXET BbI6paTh HEOOXOAUMbIE MONS
015 oTOBpaXkeHus, 3a4aTb YCIOBMS M BO3MOXHbIE FPYNMMPOBKKU. CO34aHHbIE
NnoJsib3oBaTEeNbCKME OTHETbI MOTYT OblTb MCMOJIb30BaHbI B MPaBuMiiax MOCTPOEHUS
OTYETOB Hapsay C 0Obl4HbIMKU NPenonpPeaeneHHbIMM oTHeTamMu. [nsg co3gaHms
NoSb30BaTENbCKOro WabnoHa HeOBXoaAnMO B pazgene OT4YeTbl =
Monb3oBaTenbckue WabnoHbl HaxaTb Ha KHOMKY J,o6aBUTb 1 3aMONHUTD
cnepytolme napamMeTpsbl:

HanmMeHoBaHMe OnucaHue

HasBaHue HazeaHue nonb3oBaTebCckoro waboHa.

OnumMoHanbHOe nosne gasa onNMCcaHusa Nob30BaATENLCKOrO

OnucaHue
wabnoHa.

KaTeropus
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3anpoc ¢dunbTpa

CopTHpoBaTb No

MpynnupoBaTb No

CTon6upl

BbiGpaHHble

NMpaBuna oTyeTOB

BblIGOp MCTOYHMKA OaHHbIX A5 OaHHOro WwabnoHa. [JoCTymnHbl
3HaYEeHUS:

o XXypHan cobbiTui.

* XypHan Tpaduka.

 XypHan Be6-gocTtyna.

* XKypHan COB.

* JKypHan nHcnekTrnposaHms SSH.

o CpabaTblBaHus.

 XXypHan cobbITMM KOHEYHbIX YCTPOMCTB.
» XXypHan npaeun KOHEYHbIX YCTPOMCTB.

o ﬂpMJ’IO)KeHl/IFl KOHEYHbIX yCTpOﬁCTB.

SQL-nogo6Has cTpoka 3amnpoca, MO3BONSIOLLAa OrPaHUYUTb
06beM MHPOPMaLMKM, UCMONb3YEMOM MPK MOCTPOEHUM OTHETA
no gaHHoMy wabnoHy. [1na dopMmMpoBaHMsa 3anpocos
MCMNOMb3YIOTCS Ha3BaHMS MOJMEN, 3HAYEHMS NMONEN, KIToYeBbIe
CnoBa M onepaTopsbl. B kavecTse nofaem gaHHbIX MOXHO
MCMONb30BaTb CTONBLbI, MepeYmciieHHble Huxe B none Ctonéu,
bl. Knto4eBble crioBa 1 onepaTopsbl, a Takxe NpuMepbl X
MCMOSIb30BaAHMS MOXHO MOCMOTPETb B pa3gefie 4OKyMeHTaLmm
Mounck 1 GunbTpaLms AaHHbIX.

YKaxkuTe nosne gaHHbIX, Mo KOTOPOMY ByayT OTCOPTUPOBAHbI
LaHHble B oTyeTe. COPTUPOBKY MOXHO yKa3aTb Mo BO3pacTaHMIO
M No ybbIBaHMIO.

YKaxuTe none AaHHbIX, MO KOTOPOMY OyayT CrpynnmupoBaHbl
[aHHble B OTYeTe.

CrnMcoK CTONBLOB, AOCTYMHbIX A9 KOHKPETHOMO MCTOYHMKA
OaHHbIX.

CrnMcok CToN6LOB, BbIOpaHHbIX OJ15 OTOOpa)eHus B oTHeTE.

|_|paBl/1J'IO OTHETa 3afda€eT NapaMeTPbl CO30aBaeMOro OTHETa, a Tak>XXe pacrinCaHune
3arnycka OT4HETOB U crnocobbl 4OCTaBKM OTHETa NONb30OBATENAM. |_|pl/1 COo3gaHMM
npaBuiia OTHETa adMUHNCTPATOP yKa3sblBa€T Clneaytoume rnapamMeTPbl:
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BknoveHo
HasBaHue
OnucaHue

A3bIK oTYeTa

OunanasoH

®dopmMaT oT4eTa

Konu4yecTtBo 3anucen

KonunyectBo B
rpynnuposke (ecnum
NPUMEHUMO)

Monb3oBaTenm

LLa6noHbi

PacnuncaHue

110

Bknto4eHme/oTkoYEeHUs oTHeTa.

HasBaHue npasuna.

OnuyMoHanbHoe nose Ans onMcaHus npasuna.

Bbi6op A3bIKa, KOTOPbIM ByaeT UCMONb30BaH B OTHETE.

[anasoH BpeMeHH, 3a KOTOPbIM HEOBXOAMMO NOArOTOBUTb
OTYeT.

dopmat oTt4eTa (PDF, HTML, XML, CSV), B kOTOpOM ByneT
CO3[0aBaTbCs JaHHbIM OTHET.

BaxxHo! CozpnaHue oT4eTa B dpopmaTte PDF co3gaeT BbICOKYO
Harpysky Ha NpoLeccop M1 NamMsTb. HeM oObeMHee OTHET, TeM
6onee Bbicokas Harpyska. He ucnonbsymte dopmat otHeTa PDF
01151 NONb30BaTENbCKMX LWabNoHOB. N4 wabnoHos Moppo6HbIi
cnmcok Bcex nocelyeHHbix URL 1 Moapo6HbIM cnmcok Bcex
MOCEeLLEHHbIX CaMTOB aBTOMaTMYECKM MCnonb3yeTca dopmaT
CSV, He3aBUCKMMO OT BblbpaHHOro dopmarta.

3ajaHne orpaHnYeHms YMcna 3anmcem, kKoTopble ByayT
BbIBOOMTHCS B OTHYETaX, B KOTOPbIX MPUCYTCTBYET OrpaHmuyeHme
Mo KONMMYECTBY TOM 3anmMcen, Hanpumep, Ton 20 nonb3oBaTenem
C OLWUMBOYHOM aBTOpM3aLMeEN B BEO-KOHCOb.

3aaHue OrpaHUYeHmMs YMcra 3anmcem, KoTopble ByayT
BbIBOAMTHCS B OTHETaXx, B KOTOPbIX MPUCYTCTBYET OrpaHnYeHmne
MO KONMMYECTBY CrpynnMPOBaHHbIX 3anmMcen, Hanpumep, Ton 10
nonb3oBaTeNneM No KaTeropusaM — AN KaXaoM KaTeropum
OyneT ykasaHo He 6onee 10 nonb3oeaTtenen. [JaHHoe
OorpaHuyeHne NPUMEHUMO TONbKO A5 TEX LabIOHOB OTHETOB,
KOTOpble coaepXaT rpynnmMpoBaHme.

3apaeT nonb3oBaTenem UM rpynnbl Nob3oBaTenen, Ans
KOTOpbIX ByaeT co3faBaTbcs oT4eT. ECiv ocTaBuTb None
MyCTbIM, TO OTHET OyAeT co34aBaTbCs AJ15 BCEX MOSb30BaTENEMN.

Cnucok WwabnoHoB, KoTopble OyayT MCNOSIb30BaTbCA A8
nocTpoeHus oT4eTa. Oba3aTeNnbHO HeOBXO0aMMO [06aBUTL XOTS
Obl OOMH LABNOH.

BbI60p pacnncCaHmna 0ng co3gaHna OTHETOB. Bo3MOXHbI
BapuaHTbl:

o ExxegHeBHO.
o ExxeHepgenbHo.

o ExxeMeca4yHo.



Document version 71.0 build 53 ot 2024/07/24

HanmeHoBaHMe OnucaHue

o Kaxkable ... YacosB.
o Kaxgble ... MUHYT.

e 3afaTb BPY4YHYIHO.

Mpw 3agaHUKM BPYYHYIO HEOBXOOMMO MCMONb30BaTh crontab-
nogo6HbI dopMaT, MPU KOTOPOM CTPOKA BbIFIAOMUT Kak LWEeCTb
nonew, pasgenexHHblx npobenamu. MNong 3agatoT Bpems B
cnenytouemM smae: (MuHyTbl: 0-59) (Yackl: 0-23) (oHW Mecsaua:
0-31) (Mecau;: 0-12) (oeHb Hepenu: 0-6, 0-BockpeceHbe). Kaxaoe
M3 MEPBbIX MATKU MOSIEN MOXET BbITb 334aHO CreayoLnM
obpazoM:

e 3Be3foyka (*) — obo3Ha4vaeT BeCb AManasoH (0T nepBoro
0O nocnenHero).

o leduc (-) — obo3HavaeT AnanasoH Ymcen. Hanpumep,
"5-7" 6yneT o3Ha4atb 5,6 1 7.

o Crnncku. ITo Yncna (Mm granasoHsbl), pasgeneHHble
3andaTbiMK. Hanpumep, “1,510,11" mnam "1-11,19-23"

e 3BE3[04Ka UM OManasoH C LWaroM. Micnomb3yeTtcs ong
NpPOMNyCcKOB B Anana3oHax. LLlar ykasbiBaeTca nocne Kocom
YepTbl. Hanpumep, "2-10/2" 6yneT 3HaumTh "2,4,6,8,10", a
BblpaxkeHue "*/2" B none "4acol" OyneT o3HavaTh "Kaxable
OBa 4Yaca.

BO3MOXHOCTb 3a4aTb OMNLMOHANbHYIO OTNPaBKY CO34aHHOIo
oTYeTa nosflyydaTenaM no npoTokofly SMTP. Heo6xoammo
3apaThb:

e Mpodunb SMTP, koTopbiM ByaeT UCMONb30BaH AJs
oTnpaBku oT4eTOB. [10APOBHO O HacTpoMKe Npodunemn
SMTP cMoTpuTe B rnase Npodusn OnoBeLLLEHWNA.
Aocraeka e OT — 1Md OTNpaBMTENS NMCbMa.
« TeMa n1cbMa — TeMa nucbmMa (subject).
e Teno nmMcbMa — cofepxmmMoe Nucbma.

o [Mony4aTenu — CnNMcok nonyvatenem nmcoMa.
I'IonyanenM OOJIKHbI ObITb ,EI,O6aBJ'IeHbI B CMMCKKM
oubnuoTeku MoYToBble agpeca.

o MpumeyaHue
I'Ipou,ecc CO3AaHMA OTHETa MOXKET NPo[JoJHKaTbCd AOCTAaTOYHO AJiTesIbHOE BpeMs U
MOXKeT I'IOTpeGHHTb 60rblUOE KOTMYECTBO BblHUCUTENbHbIX pecypcos. Ocob6eHHO BaXkKHO

YYMTbIBATb 3arpy3Ky pecypcoB Mpu 3anycke OTHETOB 32 60/1bLLOM AMana3oH BPEMEHM.

m
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o MpumMmevaHue

ﬂ,nﬂ TOro, ‘-IT06bI 3anyCTUTb NpaBMJIO OTHETa He 06n3aTeano BKIO4YaTb €ro 1 ykasblBaTb
BpemMs 3anycka npasuna. B py4HoM pexxmme MOXKHO 3anycTHTb Nlo60M, B TOM Yucne
OTKJIIOMEHHbIM OTYET, AJ11 3TOro B CMMUCKE NpaBui Heo6xoamuMo BbiGpaTh Tpebyemoe
NpaBMIO M HaXkaTb Ha KHOMKY 3anycTMTb ceMyac. FoToBbIM OTHYET nocne cospaHmsa yaer

LOOCTYyneH B paspene Co3aaHHbIE OTHETbI.

Co3pgaHHbIe oTYeTbl

B pa3zpene Co3pgaHHble OTHETbI XPaHATCS BCE NOJIyHeHHble oT4YeTbl. OTHEThI
cozpatoTtcs B popmaTe pdf mnum csv. [1ns kax[oro oTyeTa yKasblBaeTCs HasBaHMe
OTYeTa, KOTOPOE COBMAAAET C Ha3BaHMEM MpaBMa OTHETA, KOTOPOEe ObINo
MCMONb30BaHO OS5 CO3[aHMs OaHHOIro OTYETa, BpeMs CO3[aHMs OTHETa 1 pasMep
oT4yerTa.

[lns cka4ymBaHMs oT4HeTa HeO6XO£|,l/IMO MCTOMb30BaTb KHOMKY Ckavatb, o8
yOaneHna — YoanuTo.

BpeMs XpaHeHMs FOTOBbIX OTHETOB (POTaLMs) HaCTPaMBAETCS MO HaXAaTUIO Ha KHOMKY
HacTtpouTb. 3HadeHume no ymondauuo — 60 gHewm.

MHTEP®ENC KOMAHOHOM CTPOKM (CLI)

OBLUME MNOJIOXKEHMUA

O6wme nonoxxeHma (onmcaHme)

B UserGate LogAn nMeeTcss BO3MOXHOCTb MPOM3BOAMTbL HACTPOMKY YCTPOMCTBA C
noMmoLLbio MHTepdenca komaHgHom cTpoku CLI (Command Line Interface).

CLI nonesHo ncnonb3oBaTb ANS AMArHOCTUKM CETEBbIX MPOONEM UK B Cly4vae, Koraa
LOCTYN K BE6G-KOHCOSM YTEPSH, HanNpUMep, HEKOPPEKTHO ykasaH IP-agpec

12
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MHTepdenca Unum oLMBOYHO YCTaHOBEHbI MapaMeTpPbl KOHTPONS OOCTYNa A5 30Hb,
3anpellatoLLme NogkitoyeHue K Be6-mHTepdency.

MopaxntoveHue K CLI MOXHO BbIMONMHUTL Yepes CTaHgapTHble nopTel VGA/
KnaBMaTypbl (MpyY HamMyMmM Taknx MOPTOB Ha o6opyaoBaHuM LogAn), yepes
nocnefgoBaTesibHbIM MOPT MK C MOMOLWbKO SSH no ceTu.

o BHuMaHMe
Ecnun yCTpoﬁCTBO He npouwio nepeoHa4YalibHYIO UHHMLUMaIM3aLUMIO, TO ANnd A0CTyNa K CLI

Heo6X0AMMO MCMONb30BaTh B Ka4ecTBe MMeHM nosib3oBaTtensa Admin, B Ka4ecTee napond

— usergate.

Ons nogkntoveHnsa K CLI ¢ ucnonb3oBaHMEM MOHMUTOPA M KNaBuaTypbl HEOBXOOMMO
BbIMOJIHUTb CNEedyoLLMeE Laru:

HanmeHoBaHMe OnucaHue

War 1. MogkntoYmTb
MOHUTOP M KNaBMUaTypy K
YCTPOWMCTBY

MoOKMOYUTE MOHUTOP K paszbeMy VGA(HDMI), knaeuatypy K
pa3bemy USB.

BonTu B CLI, MICNOMb3ys MMS M Maposib NOMb30OBaTENs C NPaBaMu

LWar 2. BownTtn B CLI .
KOPHEBOro agMMHUCTpaTopa (No ymMondaHuio Admin).

Ons nogkntodenms Kk CLI ¢ ncnonb3oBaHMeM NocnenoBaTesibHOro nopTa HEeobXoaAMMO
BbIMOJTHNTb Clefyroumne waru:

HanmMeHoBaHMe OnucaHue

Mcnonb3ysa cneumanbHbliv Kabenb s NocnenoBaTebHOro
nopTa unu nepexogHuk USB-Serial, nogxknto4mTs CBOM
KOMMbIOTEP K YCTPOMCTBY.

War 1. MNogkno4mTbhca K
YCTPOMCTBY

3anyCcTuTb TEPMUHAS, MO3BOASIOWMM MOAKITIOHEHME Yepes
nocnepoBaTesbHbIM MOPT, Hanpumep, Putty ona Windows mnm
minicom ang Linux. YCTaHOBUTb NOAKIIIOHEHNE HYepes
nocnegoBaTeNbHbIM MOPT, YKa3as NapaMeTpbl MOAKI0HYEHUS
115200 8n1.

LWar 2. 3anyctmTb
TEepPMUHanN

Bontn B CLI, Mcnonb3ysa MMS M Naposib NOfIb30BaTeNs C NpaBaMu

LWar 3. Bomtn B CLI .
KOPHEBOro agMmMHUCTpaTopa (No ymMondaHuio Admin).

Insa nogkntoveHms k CLI no ceTu ¢ ncnonb3oBaHueM npoTokona SSH HeobxoanmMo
BbIMONMHUTb CrefytoLme Lwarw:

13
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HanmMeHoBaHWe OnucaHue

LWar 1. PaspewmnTb gocTyn Kk | PaspewmnTb gocTyn ona npotokona CLI no SSH B HacTpomkax
CLI (SSH) ons BblBpaHHOM 30HbI, K KOTOPOM Bbl COBGMpPaeTeCh NOAKIOHYATHCA 415
30Hbl ynpasneHnus ¢ nomolpto CLI BygeT oTkpbIT nopT TCP 2200.

3anycTuTb y cebs Ha KoMnbloTepe SSH-TepMumHan, HanpuMmep,
SSH ana Linux unu Putty ona Windows. YkasaTb B Ka4ecTBe
agpeca agpec LogAn, B kadecTBe nopTa nogkitodeHmns — 2200,
B KQ4eCTBE MMEHM NOoNb3oBaTeNs — MMs NOSb30BaTeNs C
npaBaMu KOPHEBOrO afMUHKCTPaTopa (Mo yMondaHmio Admin).
[na Linux koMaHOa Ha MoaKItoHeHMe AOMKHa BbIMSAETh Tak:

ssh Admin@IPLogAn -p 2200

War 2. 3anyctuTb SSH-
TepMuHan

Bortu B CLI, Mcnonb3ysa naposb Nofib3oBaTesNd, YKasaHHOMO Ha
npeabloyLieM Liare.

LWar 3. Bonth B CLI

Mocne ycnewHom ayTeHTuduKaumm B CLI NoSBUTCA CTpOKa OXMAaHMS BBOAA
KOMaHAbl (PEeXMM AMarHOCTMKM). [1ng NpoCcMOTpa TEKYLLMX BO3MOXHbIX 3HaYEHMM
MK aBTOLOMONHEHUS HEOOXOANMMO MCMONb30BaTh kNasuwy Tab. JocTynHbi:

» configure — nepexopn B pexxmM KOHbUrypaLmm.

e date — NpocMOTp TeKyLLUMX OaTbl U BPEMEHM Ha YCTPOMCTBE.

* dig — nposepka 3anuncun DNS-gomeHa.

e exit — BbIXxof 13 KOMaHLHOM CTPOKM.

* netcheck — npoBepka gocTtynHocTn ctopoHHero HTTP/HTTPS-cepeepa.

* show — NpocMoTp ceTeBbIX HAaCTPOeK, Bepcuu MO, CTaTUCTUKM aKTUBHbBIX
ceccum.

e clear — o4nCTKa JaHHbIX CTaTUCTUKM MO aKTUBHbBIM CECCUSIM M CETEBbIM
MHTEPdEemcam.

* ping — BbINONIHEHMWE ping ONpenenNéHHOro XocTa.

* reboot — nepezarpyska ycTpowncTaa.

e shutdown — Bbik/tO4EHME YCTPOMCTBRA.

e traceroute — TpacCcMpPOBKa COeAMHEHUS 0,0 ONPEAENEHHOMO XOCTa.

[aHHble KOMaHAbl LOCTYMHbI B pexumMe KoHGUrypaumuy; nogpobHee YnuTamnTe B
pasgene KomMaHabl execute.

M4
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Ilng oTMeHbl BBOOA TEKYLLEM KOMaHObl MCnonb3yeTca codeTaHue Ctrl + C; ona
npocMoTpa nctopmm komang — T, L.

Bce koMaHAbl MHTepdEeca KOMaHOHOM CTPOKM UMEIOT CreayoLLyo CTRYKTYPY:

<action> <level> <filter> <configuration info>

roe:
<action>: pencTBme, KoTopoe HeEOHXOOMMO BbIMONHMTD.

<level>: ypoBeHb KOHOUIYpaLMK; YPOBHM COOTBETCTBYIOT pa3aenam Beb-nHTepdenca
NGFW.

<filter>: noeHTUDMKaTOP 0OBEKTA, K KOTOPOMY MPOUCXOOUT ObpaLLeHMeE.

<configuration_info>: 3Ha4eHMe NapaMeTpoB, KOTOPble HEOOXOAMMO NMPUMEHUTD K
obbekTy <filter>.

KOMAHAbI, AOCTYMHbIE 4O NEPBUYHOM
MHMLUMNATIUSALIMUA V3JIA

KomMaHAabl, AOCTYNHbIE 0 NEPBUYHOMN MHMLMANM3aLMM
y3na (onmcaHue)

Ecim yCTpPOMCTBO He NPOLUIO MEPBOHaYanbHy MHULUManmM3aumto, To B CLI 4OCTYMHbI
KOMaHAbl AMArHOCTUKM U MOHUTOPUHI, @ B PEXMME KOHOUTYpaL MM — TOSNbKO
KOMaHAObl HACTPOMKM CETH, T.€. HACTPOMKa 30H, MHTEPDEMCOB, LLKO30B U

BMPTYasIbHbIX MapPLLIPYTU3ATOPOB, a Takxke BKIIOHEHME/OTKIIIOHYEHWE YOaNnEHHOIO
LOCTyNa K cepeepy radmin-emergency.

NMEPBOHAYAJIbHAA MHULUILMATIUSALINA

115
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NMepBOHa4YanbHas MHMUMaNM3auma (onucaHme)

I'IepBOHaqaana;l MHULUMaTM3aLU M4 yCTpO;ICTBa C NCIMOJ1b30BaHNEM MHTequeIan
KOMaHOHOM CTPOKMN.

NS HACTPOMKM YCTPOMCTBA MCMOMb3YeTCs KOMaHaa:

Admin@nodename# execute install master

Heob6xoamMMo ykasaTb NapaMeTpbl:

[NapameTp Onucanune

login 3am0aTb NIOTMH agMUHMCTPaToPa.

3afaTb Naposb Y4ETHOM 3aNMCK afMUHUCTPaTOpPA.

YKasaHue naposid Takke OCTYMNHO npu HaxaTtun Enter nocne
yKa3aHus NornHa agMUHUCTPaTOPa; HEO6XOAMMO ABax bl
BBECTM MapOsb YHETHOM 3anmMCK.

password

PE>XKUM KOHOUTYPALIMU

Pe)kmMm koHPHUrypaumm (onmcaHme)

[nsg nepexofa B pexunM KOHPUrypaLmm Mcnonblyetcs KoOMaHaa:

Admin@nodename> configure

Mocrne nepexofa B PeXunM KOHOUrypaL MM KOMaHaHas CTpoka ByaeT BbIrsSAeTb
crnepyowmmM obpasom:

Admin@nodename#

Ing npocMoTpa NOACKa3KM O TEKYLLMX BO3MOXHbIX 3HAYEHUAX MK s
aBTOOOMOSTHEHMS KOMaHO He0BXx0aMMO HaxaTb knasuwy Tab. B nogckaske moryT
MCNOJIb30BaTbCA CNneaytolime BCrnoMoraTefibHble CUMBOSbI:

16
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* — ob6a3aTeNbHOE MoJsie B KOMaH4ax create 1 paae opyrmx KOMaHa,
+ — Heobda3aTeNlbHOE/BapMaTUBHOE MONE;

> — BJIOXKEHHOE€ MoJie, NMocliie ero BBegeHmnd I'Ipe,EI,bI,D,yLLI,l/I;I CMKMCOK MOofen CTaHOBUTCSA
HEeOOCTYIMHbIM, MOABJIAETCH HOBbIM CMIMCOK MONew, KOTOPblE MOXHO BBECTMH.

Hanpumep:

Admin/system@nodename# set network zone Trusted

* name Name

+ antispoof-enable Enable/Disable IP spoofing protection

+ antispoof-negate Enable/Disable Negate ip-spoof addresses
+ description Description

+ enabled-services Services list to enable

+ geoip IP spoofing protection by geo IP code

+ ip-list IP spoofing protection by IP list

> dos-protection-icmp Confugure DoS protection per IP for ICMP
packets

> dos-protection-syn Confugure DoS protection per IP for SYN
packets

> dos-protection-udp Confugure DoS protection per IP for UDP
packets

> service-addresses Access control service addresses

O6Lwwas CTPYKTypa KOMaHA B peXXxmme KoHGUrypaumm

KoMaHAabl MHTepderca KOMaHAHOM CTPOKM UMEIOT CIEAYIOLLYIO CTPYKTYPY:

<action> <level> <filter> <configuration info>

roe:
<action> — gemncTeue, KOTopoe HEOOXOAMMO BbIMOSHMUTD.

<level> — ypoBeHb KOHbUIYypaLMK; YPOBHM COOTBETCTBYIOT pa3aesiaM Beb-
nHTepderca LogAn.

<filter> — npeHTHUPUKaTOP 06BEKTA, K KOTOPOMY MPOUCXOAUT OBpaLleHMe.

17
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<configuration_info> — 3HayeHMe NnapaMeTpoB, KOTOPble HEOOXOOMMO MPUMEHUTD K

o6bekTy <filter>.

HanmeHoBaHMe OnucaHue

<action>

18

B pexmmMe KoHPUrypaLmm LOCTYMHbI CnefytoLlimne 4enCTBUS:

« execute — BbIMONHEHWE KOMaHL, KOTOPbIE HE OTHOCHATCS
K KoHUrypaumm UserGate (ping, date, traceroute 1 T.n.)
KoMaHOa [ocTynHa He3aBMCUMO OT YPOBHS
KoHbUrypaumm (<level>).

» set — pepakTMpoOBaHMe Bcex 06HEKTOB, a Takxke
BKJIIOYEHME PasfIMYHbIX MapaMeTpoB, Hanpumep, radmin.

» end — nepexop Ha OAMH YPOBEHb BbILLE.

e show — oTob6paxeHme TeKyLLMX 3HAYEHMM. MOXKHO
MCMOJIb30BaTh Ha IIOH6OM YPOBHE KOHUIYypaLMmM —
OyneT oTo6paXkeHO BCE, YTO HaxoauTcs riyoxe
TeKYLLEro ypoBHS.

« edit — nepexop Ha kKakoM-NMb0o ypoBeHb KOHbUIYyPaLMM.
YpOBeHb KOHPUIypaLmm ByneT oToOpaXkeH nog,
KOMaHOHOM CTPOKOM.

o top — BO3BpAT Ha CaMblM BEPXHMM YPOBEHD
KOHPUrypaLmu.

o exit — BbIXxo[ M3 pexxuMa KOHDUrypaumm.
e export — aKCnopT KOHPUrypaLumm.

e import — MMNopT KOHOUIYpPaLumm.

* create — cosfaHle HOBbIX OObEKTOB.

» delete — ynaneHue o6bekTa MM NapaMeTpa 13 Ccrnmcka
napamMeTposB.

Hanpumep, ons npocMoTpa MHOOPMaLMKM O BCeX MHTepdercax
HEeOOXOAMMO BbINOMHUTb KOMaHLY:

Admin@nodename# show network interface

C 1cnonb3oBaHWeM crefytoLlen KOMaHabl MPOU3BOAMTCS
nepexop Ha yposeHb hetwork interface. TekyLni yposeHb
OyneT oTo6paxeH nog KOMaHOHOM CTPOKOM:

Admin@nodename# edit network interface
Admin@nodename#
Level: network interface
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HanmeHoBaHMe OnucaHue

Mocne nepexofa Ha ypoeeHb network interface ons
OTOBpaxeHUsa BcexX MHTepPENCOoB UCMOb3yeTcst KoMaHda show
6e3 yKazaHus YPOBHS:

Admin@nodename# show

adapter:
port0
type : adapter
interface-name : port0
node-name : node
zone : Management
enabled : on
ip-addresses : 192.168.56.3/24
iface-mode : dhcp

Level: network interface

[na Bo3BpalLeHus ¢ ypoBHs hetwork interface o6paTHo Ha
06K YyPOBEHD pexmMa KOHOUrypaLmMm HeobXxoanMo HabpaTb
KoMaHay end:

Admin@nodename# end
Level: network interface
Admin@nodename# end
Level: network
Admin@nodename#

YPOBHM B KOMaHOHOM CTPOKE MOBTOPSIOT BE6-UHTepdelc
CMCTEMHOM KOHCONMM LogAn:

e network — cooTBeTCTBYET pasneny Beb-nHTepderca Ce
<level> Tb.

« settings — cooTBeTCTBYET pasgeny seb-uHTepderca Us
erGate.

ne
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HanmeHoBaHMe OnucaHue

<filter>

<configuration_info>

120

* Users — COOTBETCTBYET pa3feny seb-uHtepderca Monb
30BaTeNn U YCTPOMCTBA.

« libraries — cooTtseTcTBYET pasneny Beb-mHTepderca bu
6nu1oTekm.

e monitoring — COOTBETCTBYeT pa3feny Beb-uHTepdenca
OmarHocTrKka U1 MOHUTOPMHT.

» SENSOrs — COOTBETCTBYET pasfeny Beb-mHTepdeiica Ce
HCopbI.

MpeHTudmKaTop 06bEKTa, K KOTOPOMY NMPOUCXOAUT
obpalyeHue. MaoeHTudmKaumsa NPOUCXOAMT NO MMEHM OObeEKTA.
Ecnu uMetoTcst 06bekTbl C OAMHAKOBBIMU MMEHaMU UK yooOHee
noeHTUdULMPOBaTb OOBEKT MO APYrOMY MapaMeTpy, TO
MCMONb3YIOTCS KPYriible CKOBKM, B KOTOPbIX HEOOXOANMO
ykazaTb <configuration_info>. B pe3synbtaTe OyneT HanaeH
06BbEKT, AN KOTOPOro COBManu BCe NMoss, ykasaHHble B KPYTibIX
CKOOKax.

Ha6op nap: napamMeTp-apryMeHT. NapameTp — 1Md Nosd, onsa
KOTOPOrO HY>KHO YCTaHOBMTb apryMeHT. APryMeHT MOXeT ObliTb
OOMHOYHBIM UM MHOXECTBEHHbIM.

OAMHOYHbBIM apryMeHT — 3Ha4YeHue, COOTBETCTRYOLLee
napameTpy. Ecnu cTpoka copepXuT npobesbl, TO HeoBxoaMMo
MCMONb30BaTb KaBbIYKM.

HanpumMep, HeobxoamMo co3paTtb Npodusb ayTeHTUdUKALLUK C
mmeHeM New profile:

Admin@nodename# create users auth-profile name
"New profile"

MHoOXeCTBEHHble apryMeHTbl MCMOSb3YIOTCS A9 YCTaHOBKM
MHOXEeCTBa 3Ha4YeHWM Kakoro-nMbo napaMeTpa; 3anmcbiBalOTCS
B KBaApaTHbIX CKOBKaxX 1 pa3penstoTcs npobenamu.
Hanpumep, Heob6xoamMMo cosdaTtbh CrNMcok |IP-agpecos B

6UbnmoTeke aneMeHToB 1 006aBUTb B Hero Aga IP-agpeca
1010.01110.10.0.2:

Admin@nodename# create libraries ip-list name
testlist ips [ 10.10.0.1 10.10.0.2 ]

Ba>kHo! KBagpaTHble CKOOKM JOMKHbI OblTb OTAENEHDI
npo6enamm c o6emnx CTOPOH.
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KomMmaHpabl execute

KoMaHAbl UMeeT crnenytoLyo CTRYKTYPY

Admin@nodename# execute <command-name>

[ocTynHbl cnenytolime KoMaHabl:

[NapameTp Onucanune

TpaccupoBKa COEAMHEHMS SO ONpPeaenéHHOro XocTa.
LloCcTynHbI NapaMeTpbl:

¢ hosthame <ip-or-domain> — IP-agpc nnu uma goMeHa,
IJ151 KOTOPOIro NPOM3BOAMTCS TPACCUPOBKA.

« interface <iface-name> — nHTepdeiic, c koToporo GyayT
OTMNPAaBNATHCA NaKETHI.

» not-map-ip — He uckatb hostname gna IP-agpeca npwm

oTOBpaxKeHUM.
traceroute « use-icmp-echo — ucnonb3osaTb ICMP echo.
e port — yKasaTb MOPT BMECTO nopTa no yMondaxuto (1
— 65535).
* min-interval — MUHWUManbHbIN MHTEPBAN MexXay
nakeTamm.

Admin@nodename# execute traceroute hostname
<hostname>

3aKpbITUE CECCUMM aOMUHUCTPATOPOB. [NoapobHee YiTamTe B

termination
pasgene YnpaeieHMe cecCMaMm adMUHUCTPATOPOB.

BbinonHeHue ping onpeneneHHoro xocta. MoXHo 3agaTb
crepytoLme napaMeTpsbl:

» hostname — IP-agpec unm goMeHHoe MMs XOCTa.

« count — KOSIMYECTBO OTMPaBIsSEMbIX echo-3anpPocosB.
Ecnu napaMeTp He 3afaH, To OTnpaBka nakeTos 6yaeT
_ MPOMCXOAMTb, MOKa COeMHEHUE He ByeT MPepBaHo
ping nonb3oeaTenem (4Tob6bl NpepsaTh oTnpPasky: Ctrl+C).

e nuMeric — He Pe30JIBUTb UMEHa.
o timestamp — oTo6paxeHne BpeMeHHbIX METOK.

e interval — MHTepBan BpeMeHu, Yepes KoTopbin ByaeT
NPOU3BOAMTLCS OTMPaBKa NaKeTOB; YKa3blBAaeTCA B
cekyHOax.
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[NapameTp Onucanune

o ttl — Bpemsa xum3HM nakeTa.

e interface — agpec BbIGpaHHOro MHTepdeica byneT
MCMONb30BATLCS B KAYeCTBE afpeca UCTOYHMKA AN
BbIMOJIHEHMWSA PINg.

* mtu — pa3Mep mtu oTNpPaBnsgeMbIX NaKeToOB.

o virtual-router — 1mMs BMpTyanbHOro MaplpyTHM3aTopa.

Admin@nodename# execute ping hostname
<hostname> count <number>

reboot Mepesarpyska yCcTpomcTBa.
date MPOCMOTP TeKyLUMX OaTbl U BDEMEHM Ha CepBepe.
shutdown Bbikfto4eHme yCcTpomcTBa.

MpoBepka AOCTYNHOCTK cTopoHHero HTTP/HTTPS-cepsepa.
MoryT 6bITb MCMOJIb30BaHbI CefyloLLMe NapaMeTpbl:

» address — foMeHHOE MMS XOCTa A1 MPOBEPKMU
poctynHocTm rno TCP v URL gng HTTP.

e dns-ip — IP-agpec cepsepa DNS.

o dns-tcp — ncnonb3oBaHue TCP BmMecTo UDP ong DNS-
3anpoca.

» check-cert — npoeepka SSL-cepTudmkaTa
« type — npoBepka LOCTYNHOCTH MO:
o http.

o tcp (ecnu NopT He yKasaH, TO MCMoMb3yeTcd NopT
80).

netcheck o data — 3anpoc cogepxumoro camTa. o yMonyaHuio
3anpalMBaOTCs TOMbKO 3arofIoBKM.

 timeout — MakcKManbHbIM TalMayT OXMAAHWS OTBETA OT
BeO-cepBepa.

* user-agent — napameTp 4Nd ykasaHus Tuna 6paysepa
(useragent). Ha HekoTOpbIX caMTax MOXeT BGbITb
paspeLleH 4OCTYMN TOMIbKO C onpeneneHHblx 6pay3epos.
3HaveHuMe NapaMeTpa yKasblBaeTCs B ABOMHbIX KaBbl4KaX.

Admin@nodename# execute netcheck type tcp
address <host-domain-name> data on
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Admin@nodename# execute netcheck address
<host-domain-name>

lNMpoeepka 3anmcn DNS gomeHa.
« hosthame — gomeHHoe Mg xocTa nnu IP-agpec ans
PEBEPCHMBHOIO MOMCKA.
« reverse-lookup — nonyyeHue xocTta no IP-agpecy
o dns — ykasaHue IP-agpeca DNS-cepeepa.

 tcp — mcnonb3osaHme npotokona TCP sMecTo UDP.
dig

Admin@nodename# execute dig hostname <host-
domain-name>

Admin@nodename# execute dig hostname <IP-
address> reverse-lookup on

KomaHpa permcTpaumm npoaykTa MMeeT CledyoLLyo
CTPYKTYpPY:

license Admin@nodename# execute license activate <pin-
code>

YKa)uTe Ko akTMBaLUMM NPOAyKTa BMECTO <pin-code>.

HacTb noencTtaBs/iIEHHbIX BbllLe KOMaH Tak>Ke OOCTYIMHbI B pexXuMe OMarHOCTUKM m
MOHUTOPUHIa. 1§ nx BbINONHEHMS MCMNOoJ1Ib3yeTCAd KOMaHaa:

Admin@nodename> <command-name>

HACTPOMKA YCTPOMUCTBA
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HacTpomka yctpomcrtea (onucaHume)

O6Lwme HaCTPOMKHM YCTPOMCTBA

O6LMe HaCTPOMKM YCTPOMCTBA 3afatoTca Ha ypoBHe settings general. CTpykTypa
KOMaHAbl 415 HACTPOMKM OQHOrO M3 pasgenos (<settings-module>):

Admin@nodename# set settings general <settings-module>

[locTynHa HacTpoMKa CnefyoLWmx PasLenos:

MapameTtp Onucanune

admin-console

server-time

change-tracker

124

HacTtpowkn HTepdeica (yposeHb settings general admin-
console):

« timezone: YacoBOM MOAC, COOTBETCTBYIOLLMM BalLEMY
MECTOMOMOXEHMIO. HacOBOM NOAC MCNOSb3yeTCo B
pacnmMcaHuax, NPMMeHAeMbIX B NMpaBmax, a Takxke ang
KOPPEKTHOro oTobpaXeHms BpeMeHu 1 AaTbl B OTHETaX,
XypHanax v T.n.

« language: a3bIk MHTepdelcar:
° ru— PYyCCKMM.
© €N — aHMIMNCKUM.

« api-session-lifetime: BpemMa oxumaoaHus ceaHca
aOAMUHUCTPATOPa B CEKyHAOAX.

HacTpolika napaMeTpoB yCTaHOBKM TOYHOIO BPEMEHM
(ypoBeHb settings general server-time):

» ntp-enabled: BkntoyeHme/oTKNIOHEHME UCMOSIB30OBaHMS
NTP-cepBepos:

° on.
o off.

e primary-ntp-server: ykasaHue OCHOBHOIO Ntp-cepsepa.

« second-ntp-server: ykasaHue 3anacHoro ntp-cepsepa.

« time: ycTaHOBKa BpeMeHU Ha cepBepe; BpeMs
ykasblBaeTcs B HacoBoM nosce UTC B popmMaTe yyyy-mm-
ddThh:mm:ss (Hanpumep, 2022-02-15T12:00:00)
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[NapameTp Onucanune

HacTpolika y4éTta uameHeHu (ypoBeHb settings general
change-tracker):

« enabled: BkntoyeHWe/oTKIIIOYEHME YHETA UIMEHEHMWI.
° on.
o off.

« event-tracker-types: Tvnbl M3MeHeHM 3a0at0TCs
aAMUHUCTPATOPOM. [1Nng yoaneHms Tmna M3aMeHeHus
MCrosib3yeTcd KoMaHaa:

Admin/system@nodename# delete settings
general change-tracker event-tracker-
types [ typel ... ]

HacTporka areHTa UserGate Management Center (yposeHb set
tings general management-center):

« enabled: BkntoveHme/oTkNo4eHMe areHTa UserGate
Management Center.

° on.

management-center o off.

« mc-address: agpec cepeepa UserGate Management
Center.

» device-code: yHuKkanbHbIM KO YCTPOMCTBa A1s
nogkmtoyeHus yctpomctea k UserGate Management
Center.

HacTpolika pacrnmcaHus ckadmaHmsa OOHOBEHMM
nporpamMMHoro obecneveHms 1 6ubnuoTtek (ypoBeHb settings
general updates-schedule).

[na pacnmcaHma o6HOBNEHMS MPOrpPaMMHOro obecneyeHms
UserGate:

Admin/system@nodename# set settings general
updates-schedule software schedule <schedule/

updates-schedule disabled>

PacnvcaHue ckaumBaHsg OOHOBAEHMM BUBIMOTEK MOXET BbITb
eOMHbIM:

Admin/system@nodename# set settings general
updates-schedule all-
libraries schedule <schedule/disabled>
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MU MOXET ObITb HaCTPOEHO OTAESIbHO OJ14 KaXXA0ro aJieMeHTa:

Admin/system@nodename# set settings general
updates-schedule libraries [ lib-module ... 1]
schedule <schedule/disabled>

BpeMms 3apaétca B crontab-dopmate: (MUHyTbI: 0-59) (Hach!:
0-23) (gHn Mecaua: 1-31) (mecsay;: 1-12) (oeHb Hepgenu: 0-6; 0 —
BC). Kaxxgoe 13 nosie MoxeT ObITb 3a4aHO CrneayoLwmM
obpaszom:

« 3Be3poyka (*) — obosHavaeT BeCb Amana3oH (0T NepBoro
00 rnocrenHero).

e leduc (-) — obo3HavaeT ananasoH Ymcen. Hanpumep,
"5-7" 6yneT o3HavaTb 5,6 1 7.

o Cnincku. DTO Ymcna (Mnm omanasoHbl), pasgeneHHole
3anaTbiMK. Hanpumep, “1,510,11" mnam "1-11,19-23".

e 3Be3404Ka MU AManas3oH C WwaroM. MicnonbsyeTtcs ons
NpPOMnycKOB B Anana3oHax. LLlar ykasbiBaeTca nocne Kkocom
YyepTbl. Hanpumep, "2-10/2" 6yaeT 3HaumTh "2,4,6,8,10", a
BblpaxkeHMe "*/2" B none "4acbl" 6yaeT o3HavaTb "Kaxable
[Ba 4vaca".

KoMaHaa ans npocMoTpa pacnmMcaHis OOHOBIIEHWM:

Admin/system@nodename# show settings general
updates-schedule

HacTpoiika ynpaBneHMs yCTPOMCTBOM

HacTtporika Radmin-emergency

[ns akTMBauum yganeHHoOro NnoMoLLHMKa Npu BO3HUKHOBEHMM MPOBGIeMbI C
NpPOrpaMMHbIM A000M YCTPOMCTBa aAMUHUCTPATOP MOXeT 3anTu B CLI non y4eTHoOM
3aMMCbio KOPHEBOIO aMUHUCTPATOPA, KoTopas Gbifla cozgaHa Npu MHULLMaNM3aLmMm
y3na. O6bI4HO 3TO y4eTHas 3anmcb Admin, XoTa MoxeT 6biTb 1 Apyron. [1na Bxoaa
HeoBXOAMMO yKasaTb UMS B BMae Admin@emergency, B Ka4ecTBe Napons — naposib
KOPHEBOro agMMHUCTPaTopa. KoMaHaa BKIOYEHUA/OTKIIOYEHUS YAANEHHOIO
LOCTyMa K cepBepy AN TEXHUYECKOM MOALEPXKKM B TaKMX CryHasxX:

Adminm@emergency@LogAn# set radmin-emergency enabled <on | off>
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[NapameTp Onucanune

interface HasBaHue nHTepdeca.
ip-addr IP-agpec 1 Macka uHTepdemca.
gateway-address IP-agpec wnto3a.

HacTpoiika onepaumi ¢ cepBepom

Cneuymmaﬂ KOMaH[a NMO3BOJIAET ONnpenesiMTb KaHasl OBOHOBIEHMM:

Admin@nodename# set settings device-mgmt updates-channel <stable |
beta>

ns MPOCMOTPa HaJin4n4 OBOHOBNEHMM U Bbl6paHHOFO KaHan oOHOBIEHMS
MCTOJIb3yeTCA KOMaH4a:

Admin@nodename# show settings device-mgmt updates-channel

Ins HAaCTPOMKK aKTUBALMM NIULEH3MK M OOHOBNEHMA 1O yCTpOMCTBa Yepes
BHELLHMM MPOKCU-CEPBEP UCMOSIb3yeTCs KOMaHaa:

Admin@UGOS# set settings device-mgmt licensing-upstream-proxy
<parameters>

B kayecTBe OOMNOMHMUTENbHbIX MapaMeTPOB YKa3blBatOTCA:

[NapameTp Onumcanune

BktoyeHue/BbIKIIIOHEHME PEeXMMa akTUBALMM NTULEH3MM U
o6HoBneHud MO Yepes BHELHUM MPOKCU-CEPBEP:

enabled

e ON — BKJIIOYEHO.

o off — BbIKNHOYEHO.
ip IP-appec BHELWHEro NpoKCcK-cepBepa.
port MopT BHELLHEro MNpokcU-cepaepa.
auth

127



Document version 71.0 build 53 ot 2024/07/24

[NapameTp Onucanune

AyTeHTUdMKALMA Ha BHELLHEM MPOKCU-CEPBEPE:

e ON — BKJIIOYEHa.

o off — BbIK/TIOYEHa.

name JlormH Ha BHELLIHEM MPOKCHU-CEePBEPE.

password Maponb Ha BHELLHEM MPOKCH-CepBepe.

[lns npocMoTpa co3gaHHbIX HACTPOEK akTUBALLMK NULLEH3UKM U 0B6HOBNEHMS O
YCTPOMCTBA YePE3 BHELLHMIN NPOKCU-CEPBEP MCMOSb3yeTCH KOMaHa:

Admin@UGOS# show settings device-mgmt licensing-upstream-proxy

YnpaBneHue pe3epBHbIM KONMPOBaAHMEM

Co3paHue pe3epBHOM KOMUKM YCTPOMCTBA OCYLLLECTBASETCS Ha YPOBHe settings
device-mgmt. [1na cozgaHuns npasunia pe3epPBHOro KOMMPOBAHUS U BbIFPY3KM
damnoB Ha BHelLHMe cepBepbl (FTP/SSH) ncnonbayetca cnegytowas KoMaHaa:

Admin@nodename# create settings device-mgmt settings-backup
<parameters>

Ilng HAaCTPOMKM LOCTYMHbI CEAYIOLME NapaMeETPbI:

[NapameTp Onucanune

Bknto4eHume/oTkoYEeHWE Npasuna co3gaHmsa PE3ePBHOM

enabled .

KOMWK yCTpOMCTBa.
name HasBaHue npasuna pe3epBHOro KOMMPOBaHMS.
description OnucaHKe npasunia Pe3ePBHOro KOMUPOBaHMS.

Bbi6op yoanéHHoOro cepeepa Ans akcrnopTa dannos:
type o ssh.

« ftp.

address IP-appec yganéHHoro cepeepa.
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port [NopT cepsepa.

login Y4éTHas 3anmcb Ha yOanéHHOM CepBepe.
password Maposb YHETHOM 3aMmcCHu.

path MyTb Ha cepBepe, Kyaa OyayT BbIrpy>KeHbl darnbl.

PacnucaHume akcnopTa GannoB pes3epBHbIX KOMUMA.

Bpemsa zapgaétca B Crontab-dopmate: (MuHYTbI: 0-59) (Hacsk:
0-23) (oHn Mecsaua: 1-31) (mecsay; 1-12) (oeHb Hegenu: 0-6; 0 —
BC). Kaxkgoe 13 none MoxeT 6bITb 3a4aH0 CleAy oMM
obpazoM:

e 3Be3goyka (*) — obo3Ha4vaeT BeCb AManasoH (OT nepBoro
0O nocnegHero).

o leduc (-) — obo3HavaeT ananasoH Ymcen. Hanpumep,
"5-7" 6yneT o3Ha4aTb 5,6 1 7.

schedule

o Cnincku. DTO Ymcna (Mnm onanasoHbl), pasneneHHble
3anaTbiMu. Hanpumep, “1,510,11" mnam "1-11,19-23"

e 3Be3[04Ka MM OManasoH C waroMm. McnonbsyeTca ons
NPOMYCKOB B AManasoHax. LLlar ykasbiaeTca nocne Kocom
4yepTbl. Hanpumep, "2-10/2" 6ygeT 3Ha4uTb "2,4,6,8,10", a
BblpaxeHue "*/2" B none "yacobl" OyneT o3HavaThb "Kaxable
OBa 4vaca".

PenakTUpoOBaHMe CyLLEeCTBYIOLLErO NpaBuiia Pe3epPBHOro KOMMPOBaHUS YCTPOMCTBa
NPOM3BOAUTCS C UCMONb30BaHUEM CleAYIOLLEN KOMaHbI:

Admin@nodename# set settings device-mgmt settings-backup <rule-name>

Cnumcok MapaMeTPOoB, OOCTYMNHbIX 014 USMEHEHUA aHaJTOIM4YeH CMUCKY MapaMeTPOB,
OOCTYIMHbIX MPKM CO3daH1K MpaBMIia.

KomMaHga ans yOaneHund rnpasniia Pe3€PBHONO KOMMPOBaHMA:

Admin@nodename# delete settings device-mgmt settings-backup <rule-name>

KomaHga ons OTO6pa)KeHl4$'~I npaBusia Pe3EPBHOIO KOMMPOBaHMA!

Admin@nodename# show settings device-mgmt settings-backup <rule-name>
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Takxe, 019 KOMaH, PeaakTUPOBaHMS, yoaneHus nim oTobpaxeHus npasun B
ka4ecTBe <filter> BO3MOXHO MCNOb30BaHME HE TONbKO Ha3BaHMS Mpasmia, HO U
3a[aHHbIE B CYLLECTBYIOLLEM MpPaBMsie NapaMeTpbl (ygobHO, HanpuMep, MNPu HamM4mm
HECKONbKMX MPaBui C OAMHAKOBbIM Ha3BaHWeM). [1apaMeTpbl, C UCMOJSIb30BaHUEM
KOTOPbIX MOXHO MPOM3BECTU MAEHTUPUKALMIO MPaBUIA SKCMOPTAa, aHANOMMYHbI
napameTpamM KoMaHabl set.

DKCNOPT HacTpoek

Co3pgaHue 1 HacTpoKka NpaBui aKCMopTa HAaCTPOEK MPOUCXOLMT Ha ypoBHe settings
device-mgmt settings-export.

[lns cospaHma npaBuia aKCrnopTa HacTPOoeKk:

Admin@nodename# create settings device-mgmt settings-export
( <parameters> )

LocTynHbl napaMeTpbi:

[NapameTp Onucanune

BkntoyeHune/oTknodeHme npasuiia aKCNopTa HaCTPOEK

enabled cepsepa UserGate.
name HasBaHwue npaBuna akcnopTa.
description OnucaHue npasunia akcrnopTa.
Bbibop yoanéHHoro cepsepa A1 3KCropTa HaCTPOeK:
type e ssh.
o ftp.
address IP-appec yoanéHHoro cepeepa.
port MNopT cepeepa.
login Y4€THas 3anucb Ha yoanéHHOM cepBepe.
password [Maponb YH4ETHOM 3aMmCH.
path MyTb Ha cepBepe, Kyaa 6yayT BbIrPY>XeHbl HACTPOMKM.
PacnucaHume akcnopTa HacTpoek.
schedule
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BpeMsa zapgaétca B Crontab-dopmate: (MuHYTbI: 0-59) (Yack:
0-23) (oH1 Mecaua: 1-31) (mecay; 1-12) (oeHb Hegenu: 0-6; 0 —
BC). Kaxxgoe 13 none MoxeT ObiTb 3a4aHO CrneayoLwmM
obpazoM:

e 3Be3foyka (*) — obo3HavaeT BeCb AManasoH (0T nepBoro
0O nocnenHero).

o leduc (-) — obo3HavaeT AnanasoH Ymcen. Hanpumep,
"5-7" 6yneT o3Ha4atb 5,6 1 7.

o Cnncku. ITo Yncna (MM grManasoHsbl), pasgeneHHble
3andaTbiMK. Hanpumep, “1,510,11" mnm "1-11,19-23"

e 3Be3[04Ka MM AManasoH C LwaroMm. Mcnomnb3yeTca ons
NPOMNYCKOB B AManasoHax. LLlar ykasbiBaeTcsa nocne Kocom
YepTbl. Hanpumep, "2-10/2" 6yneT 3HaumTh "2,4,6,8,10", a
BblpaxeHue "*/2" B none "yacobl" OyneT o3HavaThb "Kaxable
OBa 4aca".

O6GHOBIEHME CYLLLECTBYHIOLLErO MpPaBmMia 3KCNopTa HAaCTPOEK YCTPOMCTBA
NPOM3BOAMUTCS C UCMOMb30BaHWEM ClEeAYOLLLEN KOMaHbI:

Admin@nodename# set settings device-mgmt settings-export <rule-name>

Cnmncok MapaMeTPOoB, OOCTYMNHbIX A4 USMEHEHMA aHaJIOTMYEH CMUCKY MapPaMeTPOB,
OOCTYIMHbIX MPKM CO3daH1K MpaBMIia.

KomaHga ons yOaneHun4a rnpaBuiia aKCNoOpTa HAaCTPOEK:

Admin@nodename# delete settings device-mgmt settings-export <rule-name>

KomaHga ons OTo6|oa>|<eva NnpaBKsia aKCMNOPTa HaCTPOEK:

Admin@nodename# show settings device-mgmt settings-export <rule-name>

Takxxe, ona KoMaHg 06HOBNEHUS, yAaNneH s Unn oTObpaXkeHUsa NpaBms B Ka4eCcTBe
<filter> BO3MOXHO MCMOMb30BaHME He TONbKO Ha3BaHMS Mpasmia, HO U 3afaHHble B
CYLLECTBYIOLLLEM NpaBuKie NapamMeTpbl (YaobHO, HanpuMep, MNPY HanU4YMmM HECKObKMX
npasu C OOMHAKOBbIM Ha3BaHMeM). [lapaMeTpbl, C MCNOb30BaHMEM KOTOPbIX MOXHO
NPOM3BECTU MOEHTUDUKALMIO NPaBKUNIA IKCMOPTA, aHANOMMYHbI MapaMeTpam
KoMaH[Ibl set.
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Hactporka ynpaBneHms AOCTYNOM K KOHCOJM
yCTpoMcTBa

HacTpowka faHHOro pasgena NnporsBoamTca Ha ypoBHe settings administrators. B
pa3fene onucaHbl HACTPOMKa NapaMeTPOB 3aLMTbl YHETHbBIX 3aNMCcem, HaCTPOMKa
aOMUHUCTPATOPOB U UX NpodUnen.

O6Lme HaCTPOMKM gocTyna

[aHHbIM paspen No3BoNseT HAaCTPOUTb AOMONHUTENbHbIE MapaMeTPbl 3aLLUMThI
YHYETHbIX 3anmcen agMUHUCTPaTOPOB. HacTporka Npoun3BoanTca Ha ypoBHe settings
administrators general.

s nameHeHms MnapaMeTpoB NMCMOJIb3YEeTCHd Criedyolad KOMaHOa:

Admin@nodename# set settings administrators general

MapameTpbl, LOCTYMHbIE A8 PeAaKTUPOBAHMS:

[NapameTp Onucanune

password M3MEeHUTb Napons TeKYLEro agMmMHMUCTpaTopa.
unblock Pa3b1oKMpoBaTh agMUHMCTPATOPA.

Mcnonb3oBaTb CMOXHbIM NapOosb:

strong-password e ON.
« Off.

YCTaHOBUTb MaKCUManbHOE KONTMYECTBO HEBEPHbBIX MOMbITOK

num-auth-attempts
ayTeHTUPUKaLUM.

YKasaTb BpeMsi 6IOKMPOBKM YHETHOM 3anmcu B Clyvae

LOCTUXEHUS aAMUHUCTPATOPOM MaKCUMasbHOIO KOSIMYeCTBa

block-time
NOMNbITOK ayTEHTUDUKALMM; YKA3bIBAETCH B CEKYHOAX
(MakcuManbHoe 3HadeHue: 3600 cekyHn).
. OnpenenmTb MUHUMAasbHYIO ANMHY Napons (MakcuManbHoe
min-length e yio AnuHy nap (

3Ha4yeHue: 100 CMMBOJIOB).

min-uppercase
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[NapameTp Onucanune

min-lowercase

min-digits

spec-characters

char-repetition

OnpenennTb MUHMMarbHOE KOSIMYECTBO CMMBOJIOB B BEPXHEM
peructpe (MakckMmanbHoe 3HaveHme: 100 CUMBOMOB).

OnpenennTb MUHMManNbHOE KOSIMYECTBO CMMBOJIOB B HMXHEM
permncTpe (MakcnmanbHoe 3HaqdeHme: 100 CMMBONOB).

OnpenenuTb MUHUManNbHOE KONMMYeCTBO LUMdp (MakcuManbHoe
3Ha4yeHue: 100 CMMBOSIOB).

Onpenenmtb MUHMMabHOE KONTMHYECTBO CreLmMarnbHbIX
cMMBOJOB (MakcMMalbHoe 3HaveHme: 100 CMMBOJIOB).

YKazaTb MakCcHMMarbHYyO ANMHY 610Ka M3 OQHOrO U TOro e
cumBosa (MakcrManbHoe 3HadeHme: 100 cMMBOOB).

MprMep pefakTUPOBaHKUS MapPaMeTPOB YHETHbIX 3amnucen

Admin@nodename# set settings administrators general block-time 400

[ns npocMoTpa TekyLMX NapaMeTPOB 3aLLUMTbl YHETHbIX 3anmMcer agMUHUCTPATOPOB
McronblyeTcs crenytollas KoMaHaa:

Admin@nodename# show settings administrators general

strong-password
block-time
min-length
min-uppercase
min-lowercase
min-digits
spec-characters
char-repetition
num-auth-attempts

off
400

N B B PPN

HacTpoiMka y4€THbIX 3anmMcem agMMHMCTPaATOPOB

HacTpolika y4éTHbIX 3anmncer adMUMHUCTPATOPOB NPOU3BOAMUTCA Ha ypoBHe settings
administrators administrators.
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[ns cos3paHusa y4ETHOM 3anmcK agMUHKUCTPAaTOPa MCMNOoMb3yeTca cnenytolias
KOMaHAa:

Admin@nodename# create settings administrators administrators

[lanee HeO6XOAMMO yKazaTb TUM YYETHOM 3aMMCK afMUHUCTPaTOPa (TOKaNbHbIWN,
nonb3osaTenb LDAP, rpynna LDAP, ¢ npodunem ayTeHTUdUKALMM) U YCTAaHOBUTb
COOTBETCTBYIOLLME MapaMeTpbl:

[NapameTp Onucanune

[ o6aBUTb NOKaNbHOro agMMHMUCTPaTOpPa:

» enabled: BkntoveHMe/OTKIOYEHWE YHETHOM 3aMMCH
aAMUHUCTpaTopa:
° on.
o off.
e login: noruH agMmMHKUCTpaTopa.
local g A paTop
o display-name: oto6paxaemMoe Mg agMUHUCTPATOPA.

« description: onucaHue y4€THOM 3anmcu
agMUHUCTpaTopa.

» admin-profile: npodunb agmMmuHmMcTpaTopa. CosgaHme
npodunen agMMHUCTPATOPOB PAaCCMOTPEHO Aanee.

* password: naponb agMMHUCTPaTopPA.

Ho6aBuTb NONb30BATENS U3 CYLLLECTBYIOLLErO JOMEHA
(HeobXx0OMM KOPPEKTHO HacTPOEeHHbIM LDAP-KOHHEKTOP;
nogpobHee YnTamTe B pasgene Hactporika LDAP-KoHHeKkTopa):

« enabled: Bknto4eHWe/OTKIIOHEHWE YHETHOM 3aMMUCH
agMUHUCTpaTopa:
° on.
o off.
e login: noruH agMuHucTpaTopa B dopmaTe domain\user.
CTpyKTypa KOMaHAbl MpK yKasaHWM JaHHOro napameTpa:
Idap-user PYKTYP Abl Apny a P P
o display-name: oTo6paxaemMoe Mg agMUHUCTPaTOPA.

e connector: Ha3BaHWe CKOHOUIYPUPOBaHHOIO paHee
LDAP-KoHHeKTOpPA.

« description: onucaHme y4€THOM 3anmcu
agMUHUCTpaTopa.

» admin-profile: npodunb agmMmuHmMcTpaTopa. CosgaHme
npodunen agMMHUCTPATOPOB PAaCCMOTPEHO Aanee.
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[NapameTp Onucanune

Idap-group

admin-auth-profile

Admin@nodename# create settings administrators
administrators ldap-user admin-profile "test
profile 1" connector "LDAP connector"
description "Admin as domain user" login
testd.local\userl enabled on

Hob6aBunTb rpynny Nonb3oBaTenem 13 CyLLEeCTBYIOLLEro JOMEHa
(Heo6Xx0OMM KOPPEKTHO HAaCTPOEHHbIN LDAP-KOHHEKTOP;
nogpobHee YnTamTe B pasgene Hactporka LDAP-KoOHHeKkTOpa):

« enabled: BkntoveHMe/OTKIOYEHWE YHETHOM 3aMmCH
adMUHUCTpaTopa:
° on.
o off.
« login: noruH agMUHUCTpPaToPa
« display-name: oTo6paxaemoe MMs agMUHUCTPaTOPA.
e connector: Ha3BaHMe ncnoJsibayemoro LDAP-koHHekTOPA.

« description: onmcaHue y4€THOM 3anmcu
agMUHUCTpaTopa.

» admin-profile: npodunb agmMmuHmMcTpaTopa. CosgaHme
npodunen agMMHUCTPATOPOB PaCCMOTPEHO Aanee.

Admin@nodename# create settings administrators
administrators ldap-group admin-profile "test
profile 1" connector "LDAP connector"
description "Domain admin group" login

testd. local\users enabled on

[o6aBuTb alMMHUCTPATOPa C NPOodPUIEM ayTeHTUDUKALLMM
(Heo6Xx0aMMbI KOPPEKTHO HACTPOEHHbIE CEPBEpPDI
ayTeHTUdUKaLMK; NOAPOOHee YnTanTe B pasgene HacTpoiika
CepBepOB ayTeHTUDUKALMM):

« enabled: Bknto4eHWe/OTKIIOHEHWE YHETHOM 3aMMUCH
aAMUHUCTpaTopa:
° on.
o off.
e login: norvH agMMHKUCTpPaTOpPA.
o display-name: oTo6paxaemMoe Mg agMUHUCTPaTOPA.

« description: onucaHue y4€THOM 3anmcu
aAMUHUCTpaTopa.
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[NapameTp Onucanune

« admin-profile: npodunb agMuHucTpaTopa. Co3gaHme
npodunen agMMHUCTPATOPOB PaCCMOTPEHO Jarnee.

« auth-profile: Bbi6op npodung aytreHTMdUKaLMM U3
CO3[aHHbIX paHee; nofpobHee o Npodunsax
ayTeHTUdMKaLMK YuTamTe B pasfene Hactporika
npodunen ayteHTUbUKaLMM.

[na pefakTMpoBaHus NapaMeTpoB NPodUIa MCNOb3yeTCs KOMaHaa:

Admin@nodename# set settings administrators administrators <admin-type>
<admin-login>

MapaMeTpbl AN pefakTUPOBaHMS aHaNorMYHbl NapamMeTpaM cosfaHusa Npoduns
adMUHUCTpPaTOpPA.

[ns oTob6paxeHusa MHPopPMaLmMM O BCEX YHETHbIX 3aMMCaX aaMUHUCTPATOPOB:

Admin@nodename# show settings administrators administrators

na oTobpaxeHusa MHGopMaumm 06 onpenenéHHoOM Y4ETHOM 3anmcu
agMUHUCTpaTopPa:

Admin@nodename# show settings administrators administrators <admin-
type> <admin-login>

I'IpMMep BbIMOJIHEHUNA KOMaHObl:

Admin@nodename# show settings administrators administrators ldap-user
testd.localluserl

login : testd.locall\userl
enabled : on

type : ldap_user

locked : off

admin-profile : test profile 1

ns yOaneHn4 y‘-léTHOI;I 3arncum UCroJib3yeTcd KoMaHaa:

136



Document version 71.0 build 53 ot 2024/07/24

Admin@nodename# delete settings administrators administrators <admin-

type> <admin-login>
[MpuMep KOMaHOb:

Admin@nodename# delete settings administrators administrators ldap-user
testd. locall\userl

HacTpoika npas goctyna npodpuiem
aAMMHUCTpPaTOpOB

HacTpoika npas goctyna npodunem agMMHUCTPATOPOB MPOU3BOLAMUTCS Ha YPOBHE
settings administrators profiles.

[ns cospaHus I'IpOd)VIJ'IFI AOMUHNCTPATOPa MCIMOJNb3yeTCd crieytoulad KoMaHOa:

Admin@nodename# create settings administrators profiles

Hanee HeO6XO£I,l/IMO YKa3aTb clieytolumne napamMeTpbl:

[NapameTp Onucanune

name HasBaHue npodunsg agMuHUCTpaTopa.
description OnucaHue Npoduna agMUHUCTPaTopa.

[NpaBa pocTyna:

o * NO-access: HeT JocTyna.
permissions
« read: TOSIbKO YTeHMeE.

e write: YyTeHMe U1 3anmcs.
[na pefakTMpoBaHus NPoduUs MCNonblyeTcs KOMaHaa:

Admin@nodename# set settings administrators profiles <profile-name>

<parameter>

MapaMeTpbl AN PefakTUPOBaHMS aHaNorMYHbl MapamMeTpaM cosfaHusa Npoduns
aAMUHUCTpPaTOpPA.

137



Document version 71.0 build 53 ot 2024/07/24

Ing npocMoTpa mHGopMaLLmMm O BCeX MPOPUIIX agMUHUCTPATOPOB:

Admin@nodename# show settings administrators profiles

Ing otobpaxeHus nHdopmaLmm 06 onpenenéHHOM Nnpodune:

Admin@nodename# show settings administrators profiles <profile-name>

YT106bI YyOanuTb Npoduib agMMHUCTPaTOpPa:

Admin@nodename# delete settings administrators profiles <profile-name>

ynpaBneHue ceccMamMmM aaAMHMHUCTPATOPOB

C MCcnonb3oBaHUEM CriefyoLWMX KOMaHL BO3MOXEH NMPOCMOTP aKTUBHbIX CECCUM
aOAMUHUCTPATOPOB, MPOLEALWMX ayTEHTUPHMKaLMIO B BE6-KOHCOoMM unu CLI, 1
3aKkpbITHE ceccum (ypoBeHb: settings administrators admin-sessions).

MpoCMOTp ceccmi agMMHUCTPATOPOB TeKYLLLEro YCTpoMcTBa LogAn (BO3MOXeH
NPOCMOTP CECCUM OTAENbHOIO aAMUHUCTPATOPA: HEOBXOAMMO U3 MPEOSIOXEHHOIO
cnucka BblibpaThb IP-agpec, ¢ KoToporo bbina NnpouseeneHa ayTeHTUPUKaLMS):

Admin@nodename# show settings administrators admin-sessions

[ns oToB6paxeHusa ceccui LOCTYNMHO MCMNonb3oBaHMe GuUnbTpa:
e ip: IP-agpec, c KOTOPOro BoOLWeN agMUHUCTPATOP.

e source: rage 6bina npouseeneHa ayteHTUdmkaums: CLI (cli), Be6-koHconb (web)
My nogkntodeHme no SSH (ssh).

* admin-login: mMa agMUHUCTpPaTOpPAa.

Admin@nodename# show settings administrators admin-sessions ( node
<node-name> ip <session-ip> source <cli | web | ssh> admin-login
<administrator-login> )
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KoMaHfa s 3aKpbITUSi CECCUM aMUHUCTPATOPa; HEOH6XOAUMO U3 NPEASIOKEHHOTO
cnucka BbibpaTb IP-agpec, ¢ koToporo 6bina NpounsseaeHa ayTeHTUDMKALUS:

Admin@nodename# execute termination admin-sessions <IP-address/
connection type>

I'IpMMep BbIMOJIHEHNA KOMaHO:

Admin@nodename# show settings administrators admin-sessions

admin-login : Admin

source : ssh

session start date 1 2023-08-10T11:33:47Z
ip 1 127.0.0.1

node : <node-name>
admin-login : Admin

source : web

session start date 1 2023-08-10T11:33:10Z
ip : 10.0.2.2

node : <node-name>

Admin@nodename# execute termination admin-sessions 10.0.2.2/web

Admin@nodename# show settings administrators admin-sessions

admin-login : Admin

source : ssh

session start date 1 2023-08-10T11:33:47Z
ip 1 127.0.0.1

node : <node-name>

Mpur 3aKPbITUM CECCUM aAMUHUCTPATOPOB BO3IMOXHO UCMOb30BaHWe GunbTtpa (
<filter> ). MapameTpbl GuNbTPALMM aHANOMMYHbI MapaMeTpaM KoMaHabl show.
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Admin@nodename# execute termination admin-sessions ( node <node-name>
ip <session-ip> source <cli | web | ssh> admin-login <administrator-

login> )

HacTpomka ceptudpmkaros

Paznen CepTtrdukaTtbl HaxoomTcs Ha ypoBHe settings certificates.

ns MMIMOPTa CepTl/ICI)l/IKaTOB npegHasHa4eHa KoOMaHaa:

Admin@nodename# import settings certificates

[anee Heo6xoOQMMO yKasaTb NapaMeTpsbl:

[NapameTp Onucanune

HaseaHwue cepTudumkaTa, Nog KOTOPbIM OH ByOeT oTo6paXxeH B

name crnmcke cepTUdUKaToB.

description OnucaHue cepTudmkaTa.

certificate-data [aHHble cepTudurKaTa B popmaTte PEM.

private-key MpwBaTHbIM KoY cepTudmkaTa B popmaTe PEM.
passphrase Maponb Ansg NPUBATHOMO KIKOYa, €CNM TakoBOM TpebyeTcs.

Llenoyka cepTUdMKaTOB BbILLECTOSLLMX LLEHTPOB
certificate-chain cepTudmKaLMm, KOTOPbIE YHaCTBOBaIM B CO3AaHMM
cepTMdmkaTa, B dopmaTe PEM.

Ilna akcnopTa AOCTYMNHbI CEPTUPUMKATbI, BCS Llenoyka cepTUdUKaTOB:

Admin@nodename# export settings certificates <certificate-name>
Admin@nodename# export settings certificates <certificate-name> with-

chain on

C MCNofIb30BaHWEM KOMaHOHOM CTPOKM BO3MOXHO CcOo3faHue cepTudmkaTta u CSR:
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Admin@nodename# create settings certificates type <certificate | csr>

[anee HEOOXOAMMO yKasaHMe CNeayoLMX NapaMeTPOB:

[NapameTp Onucanune

name HaseaHue cepTtudukara.

description OnucaHue cepTudmkarTa.

country CTpaHa, B KOTOPOM BbIMMCbIBaeTCA cepTUDHUKAT.

state O6nacTb/WTaT, B KOTOPOM BbIMUCbIBAETCA cepTudmKar.
locality lopof, B KOTOPOM BbINMMChIBaeTCs cepTUdMUKaT.

HasBaHue OopraHmsaunm, on4d KOTOpOﬁ BbIMMCbIBaA€TCH

organization
cepTudukar.

NMsa cepTrdmkaTa. PekoMeHOyeTca MCMob30BaTb TONbKO
common-name CMMBOJIbI TATUHCKOTO andaBmTa Ans COBMECTUMOCTHU C
60NbLMHCTBOM Opay3epoB.

email Email koMnaHuu.

KoMaHga ons ynpaenenusa ceptnudmukaTom:

Admin@nodename# set settings certificates <certificate-name>

IloCTynHbl MapamMeTpsbl:

[NapameTp Onucanune

name HasBaHue cepTudukara.
description OnucaHue cepTudmkaTa.

Tun cepTudmkaTa:

« web-cert-chain: uenodka cepTudmKaToOB BEG-KOHCOMM.

o web-ssl: cepThudukaT, Mcnonbayommics Ona co3gaHms
6e3onacHoro HTTPS-nopknoYeHms agMUHUCTPaTopa K
Beb-koHconm UserGate.

role

°* hone.
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[NapameTp Onucanune

certificate-chain Llenoyka cepTtudmkaTos B popmaTe PEM.

Ins ynanernus ceptudmukara:

Admin@nodename# delete settings certificates <certificate-name>

KoMaHgbl 4ns npocMoTpa MHPopMaumm o6 onpenenéHHoM cepTudmkaTe mnm o Bcex
cepTuduKkaTax:

Admin@nodename# show settings certificates
Admin@nodename# show settings certificates <certificate-name>

HacTpomka cepBepoB ayTeHTUPHMKaL MM
Pasnen CepBepbl ayTeHTUDMKALMM MO3BONSET NPOMU3BECTM HACTPOMKY LDAP-
KOHHeKkTopa, cepBepoB RADIUS, TACACS+. HacTpoika cepBepoB ayTeHTUDUKaLMM

NPOM3BOOUTCS Ha YPOBHE users auth-server 1 OyneT paccMoTpeHa fanee B
COOTBETCTBYIOLLMX pa3genax.

HacTpomka LDAP-KOHHeKTopa

HacTpowka LDAP-kKOHHeKTOpa Npou3BoaMTCA Ha YpoBHe users auth-server ldap.

Inga cozpaHma LDAP-KOHHeKTOpa MCrnosnb3yeTcs KOMaHaa:

Admin@nodename# create users auth-server ldap <parameter>

[lanee HeOBXOAMMO yKasaTb CrleaytoLme napaMeTpbl:

[NapameTp Onucanune

name Mmsa LDAP-KoHHEKTOpPA.
enabled BkntodeHue/oTktoYeHWe cepBepa ayTEHTUOUKALIUM.
description OnucaHue LDAP-kKoHHEKTOpA.
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[NapameTp Onucanune

ssl

address

bind-dn

password

domains

search-roots

OnpepenserT:

e ON — MCMOJIb30BaHMe SSL-coegmnHeHmsa ong
nogkmodeHmns K LDAP-cepsepy.

o off — nogkntoyeHune Kk LDAP-cepBepy 6e3
MCronb3oBaHma SSL-coeguHeHMUS.

IP-appec KoHTpoNepa M HasBaHMe noMeHa LDAP.

MMsa nonb3oBaTens, KOTopoe ByaeT MCMoSIb30BaTbCH A5
MNOAKIIOYEHUS K CePBEPY; YKasblBaeTcs B popmaTe
DOMAIN\username mnu username@domain. lNonb3oBaTesnb
OOJKEH OblTb 3aBeEH B lOMEHE.

I‘Iaponb nosib3oBaTend ojid nogKntoYeHnd K JOMEHY.

CrnMCoK OMEHOB, KOTOPbIE OBCYXXMBAIOTCA YKa3aHHbIM
KOHTPONNEPOM JOMEHA.

Cnucok nyTen B cepepe LDAP, HaumHasa ¢ KOTOPbIX CUCTEMa
OyLeT OCyLLeCTBAATb MOUCK NOMb30BaTENEN 1 rpynmn.
HeobxoOuMo yKasbiBaTb MOJIHOE UMS, HAaMpPUMeEp,
ou=0Office,dc=example,dc=com. ECin nyTh NomcKa He yKasaHbl,
TO MOWCK NPOU3BOJMTCH MO BCEMY KaTanory, Ha4nHas OT KOPHSI.

na pegakTmpoBaHus MHGOPMaLmMK o cyulecTeytoweM LDAP-KoHHekTOpe

MCTOJIb3yeTCA KOMaH4a:

Admin@nodename# set users auth-server ldap <ldap-server-name>

<parameter>

HapaMeprl, OOCTYrHble 014 OBHOBEHMUS, aHaNOr MYHbI MnapamMeTpamM Co3gaHUA

LDAP-KOHHeKTOpPA.

KomMaHpa ons otobpaxeHus MHbopmaLmm o LDAP-KoHHeKTOpE:

Admin@nodename# show users auth-server ldap <ldap-server-name>

[MprMepbl KOMaHL co34aHma 1 pefakTMpoBaHus LDAP-KoOHHeKTOpa:

143



Document version 71.0 build 53 ot 2024/07/24

Admin@nodename# create users auth-server ldap name "New LDAP connector"
ssl on address 10.10.0.10 bind-dn ug@testd.local password 12345 domains
[ testd.local ] search-roots [ dc=testd,dc=local ] enabled on

Admin@nodename# show users auth-server ldap "New LDAP connector"

name

enabled

ssl

address
bind-dn
domains
search-roots
keytab exists

: New LDAP connector
i on

. on

10.10.0.10
ug@testd.local

: testd.local
: dc=testd,dc=1local
: off

Admin@nodename# set users auth-server ldap "New LDAP connector"

description "New LDAP connector description"

Admin@nodename# show users auth-server ldap "New LDAP connector"

name
description
enabled

ssl

address
bind-dn
domains
search-roots
keytab exists

: New LDAP connector
: New LDAP connector description
: on

. on

10.10.0.10
ug@testd.local

: testd.local
: dc=testd,dc=1local
: off

Ona ynanenus LDAP-KOHHEKTOPa MCMOMb3yeTcsd KOMaHaa:

Admin@nodename# delete users auth-server ldap <ldap-server-name>

<parameter>

Tak>xe BO3MOXHO yOaneHMs oTaenbHbIX napameTpos LDAP-koHHekTOopa. [nd
yoaneHma OOCTYMHbl CriefyloLlme napamMeTpbl:
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HacTtpoika RADIUS-cepBepa

HacTporka RADIUS-cepBepa NnpomsBoanTCs Ha ypoBHe users auth-server radius.

na co3paHns cepeepa ayTeHTuduMKaumm RADIUS ncnonblyeTcs koMaHga co
cnepytouen CTpyKTypoOM:

Admin@nodename# create users auth-server radius <parameter>

Hanee Heob6xoQMMO yKkasaTb crefytolme napamMeTpbi:

[NapameTp Onucanune

name Mmsa RADIUS-cepsepa.
enabled Bknto4eHume/oTkNo4eHWe cepaepa ayTeHTUOUKALMM.
description OnucaHue cepBepa ayTEHTUPHUKALMM.

O6LWMM KNtoY, MCrnonb3yeMbli npoTokonom RADIUS ons

secret
ayTEHTUDUKALUM.

IP-agpec n UDP-nopT, Ha koTopom cepiep RADIUS cnywaeTt
addresses 3anpochl (Mo ymMonyaHuio nopt 1812); ykasbiBaeTcs B popmaTte
<ip:port>.

KoMaHga ona o6HoBneHus MHbopMaumm o cepeepe RADIUS:

Admin@nodename# set users auth-server radius <radius-server-name>

<parameter>

MapaMeTpbl, KOTOPble MOryT 6blTb OOHOBMIEHbI, COOTBETCTBYIOT NapaMeTpam,
yKasaHue KOTOPbIX BO3MOXHO MPU CO34aHUM CeEpBepPa ayTEHTUDMKaLMM.

KoMaHga onsa otobpaxeHus nHdopmaumm o RADIUS-cepeepe:

Admin@nodename# show users auth-server radius <radius-server-name>

[MprMepbl KOMaHL co3haHms 1 pepakTupoBaHma RADIUS-cepaepa:
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Admin@nodename# create users auth-server radius name "New RADIUS
server" addresses [ 10.10.0.9:1812 ] secret 12345 enabled on
Admin@nodename# show users auth-server radius "New RADIUS server"

name : New RADIUS server
enabled :on
addresses

host : 10.10.0.9

port : 1812

Admin@nodename# set users auth-server radius "New RADIUS server"
description "New RADIUS server description"
Admin@nodename# show users auth-server radius "New RADIUS server"

name : New RADIUS server
description : New RADIUS server description
enabled 1 on
addresses
host : 10.10.0.9
port : 1812
nga ynaneHusa cepsepa:

Admin@nodename# delete users auth-server radius <radius-server-name>

<parameter>

Tak>ke BO3MOXHO yaaneHus otaesnbHbiX napamMeTpoB RADIUS-cepsepa. Ans
yoaneHma OOCTYMHbl CriefyloLlme napamMeTpbl:

» addresses.

HacTpomka cepBepa TACACS+

H

I

acTporika cepsepa TACACS+ NpomnsBoamnTCAa Ha ypoBHe users auth-server tacacs.

ng co3paHus cepeepa ayTeHTudmkaumm TACACS+ ncnonb3yeTcs KoMaHga co

cnepytoLLen CTpyKTYpOMu:
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[anee Heob6xoQMMO yKasaTb crefytoLlme napamMeTpbi:

[NapameTp Onucanune

name
enabled

description

secret

address

port

single-connection

timeout

Mms cepsepa TACACSH.
Bknto4eHne/oTkNo4eHWe cepeepa.
OnucaHue cepBepa ayTEHTUPHUKALMM.

O6LWMM KitoY, MCrosb3yeMblit NpoTokonoM TACACS+ ana
ayTEHTUDUKALUM.

IP-appec cepsepa TACACSH+.

UDP-nopT, Ha koTopom cepiep TACACS+ cryLllaeT 3anpoch! Ha
ayTeHTudmKaumio. Mo ymondanumo ato nopt UDP 1812.

Mcnonb3soBaTb ogHO TCP-coenmHeHMe ana paboTbl C CEPBEPOM
TACACSH+.

Bpems oxumpanHua cepeepa TACACS+ ong nosyyeHus
ayTeHTHMdMKaummM. 10 yMon4aHuIo 4 ceKyHAbl.

KomaHga ons penaktmpoBaHus MHdopMaumm o cepeepe TACACS+:

Admin@nodename# set users auth-server tacacs <tacacs-server-name>

<parameter>

MapaMeTpbl, KOTOPble MOryT 6blTb OOHOBMIEHbI, COOTBETCTBYIOT NapaMeTpam,
yKa3aHWe KOTOPbIX BO3MOXHO MPUW CO34aHWM cepBepa ayTeEHTUDUKALMM

KoMaHpa ona otobpaxeruns nHpopMaLmm o cepeepe TACACS+:

Admin@nodename# show users auth-server tacacs <tacacs-server-name>

MpuMepbl KOMaH, 419 co34aHns U pefakTrnpoBaHusa cepaepa TACACS+:

Admin@nodename# create users auth-server tacacs address 10.10.0.11 name
"New TACACS+ server" port 1812 secret 12345 enabled on
Admin@nodename# show users auth-server tacacs "New TACACS+ server"

name

New TACACS+ server
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enabled : on

address : 10.10.0.11
port : 1812
single-connection : off
timeout 4

Admin@nodename# set users auth-server tacacs "New TACACS+ server"
description "New TACACS+ server description”
Admin@nodename# show users auth-server tacacs "New TACACS+ server"

name : New TACACS+ server

description : New TACACS+ server description
enabled : on

address : 10.10.0.11

port : 1812

single-connection : off

timeout 4

Inga ynaneHus cepsepa:

Admin@nodename# delete users auth-server tacacs <tacacs-server-name>

HacTpomka npodpunen ayteHTMPHUKaLMM

HacTpowka npodunen ayTeHTUbUKaLMM MPOU3BOAUTCS Ha YpOBHe users auth-
profile.

[ns cozpaHua npodunda ayTeHTUdUKaLmMmM MCNonbayeTca cnenytollas kKoMaHaa:

Admi@nodename# create users auth-profile <parameter>

Hanee HeO6XO,EI,l/IMO YKa3aTb Clieytolumne napamMeTpbl:

[NapameTp Onucanune

name HasBaHue npoduns.
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[NapameTp Onucanune

description

idle-time

expiration-time

max-attempts

lockout-time

auth-methods

OnucaHue npoduns.

Bpems 6e30encTBMA A0 OTKIIIOHEHUS; yKa3blBaeTCs B CEKyHAAXx.
Yepes ykasaHHbIM MPOMEXYTOK BPEMEHM MPU OTCYTCTBMM
aKTMBHOCTM NOJb30BaTENb NepenaéT B ctatyc Unknown user.

BpeMsi XM3HU ayTEHTUDULIMPOBAHHOMO NOSIb3OBaTENS;
yKa3blBaeTCs B cekyHpax. HYepes ykazaHHbIM MPOMEXYTOK
BPEMEHM Nonb3oBaTesnb NeperaéT B ctatyc Unknown user;
HeobXoaMMa NOBTOPHas ayTeHTUdMKaLMS Nob3oBaTenNs.

Yucno HeyaavHbIX MOMbITOK ayTEHTUDUKALMKM [0 GITOKMPOBKM
YYETHOM 3aMMCK NONb30OBaTENS.

BpeMs, Ha koTopoe 6nokMpyeTca y4eTHas 3anmch
nonb3oBaTeNns NP LOCTUXKEHUM YKA3aHHOMO YMCa HeyaoauHbIX
MOMbITOK ayTeHTUDUKALMY; YKa3bIBAETCS B CEKYHOAX.

MeToq ayTeHTUDMKaLMM:

e Idap: ayTeHTUdMKaLmMa c Mcnonb3oBaHMeM LDAP-
KOHHeKTOopa.

« radius: ayTeHTUdMKaLMs C ncnonbzoBaHmeM RADIUS-
cepsepa.

« tacacs: ayTeHTMdUKaALUS C UCMONb3OBAHUEM CEPBEpPA
TACACSH+.

KoMaHpa ons penakTmpoBaHua HacTpoek npodunen ayTeHTMdbmkaumm:

Admin@nodename# set users auth-profile <auth-profile-name> <parameter>

,ﬂﬂﬂO6HOBﬂeHMﬂﬂOCTyHeHCHMCOKHapaMeTpOB,aHaﬂOFMHwaaCHMCKyHapaMeTpOB

KOMaHAgbl create.

MpuMep co3faHms 1 penakTUpPoBaHUs NPoduns ayTeHTudUKaLmm Nonb3oBaTens:

Admin@nodename# create users auth-profile name "“New LDAP auth profile"
auth-methods ldap [ "New LDAP connector" ]
Admin@nodename# show users auth-profile "New LDAP auth profile"

name

max-attempts

New LDAP auth profile
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idle-time : 900
expiration-time : 86400
lockout-time : 300
mfa ! none
auth-methods
http-basic : off
local-user-auth : off
policy-accept : off

Admin@nodename# set users auth-profile "New LDAP auth profile"
description "New LDAP auth profile description"
Admin@nodename# show users auth-profile "New LDAP auth profile"

name : New LDAP auth profile
description : New LDAP auth profile description
max-attempts : 5
idle-time : 900
expiration-time : 86400
lockout-time : 300
mfa : none
auth-methods
http-basic : off
local-user-auth : off
policy-accept : off
ldap : New LDAP connector

Yepes MHTepdenc KOMaHOHOM CTPOKM BO3MOXHO yaaneHusa BCero npodunsa nm
OTAESbHbIX CNOCOBOB ayTeHTUDUKALMM, 3adaHHbIX B Mpodune. [1ns aToro
MCMOSb3YyIOTCS CrefytoLime KOMaHabl.

[na ynaneHuns npodung ayTeHTUPUKaumm:

Admin@nodename# delete users auth-profile <auth-profile-name>

[na yoaneHus MeTogoB ayTeHTUdUMKaLMK, 3adaHHbIX B Mpodune, Heo6XogmMmMo
yKasaTb MeToq ayTeHTUDMKauMK (OOCTYMHblE METOObI aBTOPU3aLMM NEPEYMCIIEHDI B
Tabnuue Bbille):
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Admin@nodename# delete users auth-profile <auth-profile-name> auth-

methods <auth-metod>

KaTanoru nosib3oBaTtesieM

[ns paboTbl C KaTanoramMu Nosb3oBaTenen Heob6XxoaMM KOPPEKTHO HACTPOEHHbIM
LDAP-KOHHEKTOP, KOTOPbIM NO3BOASET Moy4aTb MHOOPMALMIO O MOSIb30BATENSAX U
rpynnax Active Directory unu gpyrmx LDAP-cepepoB. [Monb3oBaTesnn 1 rpynmbl
MOTrYT 6bITb MCMOJIb30BaHbI MPUW HACTPOMKE MONUTUK, MPUMEHSEMBIX K YMNPaBIAEMbIM
YCTPOWMCTBaM.

Co3paHue 1 HacTpowKa kaTasnora nosib3oBaTtene Npou3BOAMTCS Ha YPOBHE Users
catalogs Idap.

Lns cos3paHua kaTanora MCroJ1b3yeTCd KOMaHaa:

Admin@nodename# create users catalogs ldap <parameter>

Hanee Heo6xo0QMMO yKasaTb Crefytolme napamMeTpsbi:

[NapameTp Onumcanune

name Mmsa LDAP-kKoHHEKTOpA.
enabled BkntoveHue/oTkItoYeHWe cepBepa ayTEHTUDUKALUM.
description OnucaHune LDAP-koHHeEKTOpa.

OnpepenserT:

e ON — MUCMOJIb30BaHMe SSL-coeamnHeHmsa ong
ssl nogknoveHus K LDAP-cepsepy.

« off — nogkniodeHme kK LDAP-cepaepy 6e3
MCMOMb30BaHMA SSL-coegmHEHUS.

address IP-agpec KoHTpoNNepa MM HazeaHue gomMeHa LDAP.

MMs nofb3oBaTens, KoTopoe ByaeT MCMoIb30BaTbCs A5
NOAKIIOYEHMS K CePBEPY; YKasblBaeTca B popmaTe
DOMAIN\username mnu username@domain. Monb3oBaTesb
OOJKeH OblTb 3aBeE€H B IlOMEHE.

bind-dn
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[NapameTp Onucanune

password I'Iaponb nosib3oBaTend ojid nogkKmto4YeHnda K JOMEHY.

CrmMcok JOMEHOB, KOTOPble O6CJ'Iy>KMBaPOTCF! YKa3aHHbIM
KOHTPOJ1IJTIEPOM JOMEHa.

domains

Cnucok nyTen B cepeepe LDAP, Ha4mnHasa ¢ KOTOPbIX CUCTEMA
OyOeT OCyLLeCcTBAATb MOMCK MNOMb30BaTENEM U rpynn
search-roots HeobxoOnMo yKasbiBaTb MOSHOE UMS, HanpuMmep,
ou=0Office,dc=example,dc=com. Ecnu nyTh noucka He ykasaHbl,
TO MOMCK MPOM3BOOMTCS MO BCEMY KaTaNory, Ha4MHas OT KOPHSI.

[ns pepakTMpoBaHMs MHGOPMaLIMK O CYLLECTBYHIOLLEM KaTasiore UCrnosb3yeTcs
KOMaHAa:

Admin@nodename# set users catalogs ldap <ldap-server-name> <parameter>

MapaMeTpbl, AOCTYMNHbIE 519 OOHOBMIEHMS, aHANOMMYHbI MapaMeTpaM Co3aaHus
KaTasora.

KomaHga ons OTO6pa)KeHI/IFI I/IHCI)OpMaLI,l/IM O KaTasiore nosb3oBaTenem:

Admin@nodename# show users catalogs ldap <ldap-server-name>

ns YOalneHna KaTasnora UCrojiblyeTcd KoMaHaa:

Admin@nodename# delete users catalogs ldap <ldap-server-name>

<parameter>

Tak>ke BO3MOXHO yOaneHus oTAesbHbIX napamMeTpoB LDAP-koHHekTOpa. [ng
yOoaneHmsa OOCTYMNHbl CrieaytoLlme napamMeTpbl:

* domains.

* search-roots.

HACTPOMKA CETM

152



30OHbI

Document version 71.0 build 53 ot 2024/07/24

IaHHbIM pa3nen HaxoaMTCs Ha ypoBHe network zone. KoMaHaa s cosgaHms HOBOM

30HbI:

Admin@nodename# create network zone

Hanee HEeobXoamMMo YKa3aTb NapaMeTPbl 30OHbI:

[NapameTp Onucanune

name

description

dos-protection-syn

dos-protection-udp

HazBaHme 30HbI.
OnucaHme 30HblI.

3almTa 30HbI OT ceTeBoro dnyna ons npotokona TCP (SYN-
flood):

¢ enabled: Bkto4YeHme/oTKITIOYEHME 3aLLUMTbI.
° on.
o off.
* aggregate:
© 0N — CYUTAIOTCH BCE MakeTbl, BXOASALLME B
MHTepdemcobl JaHHOM 30HbI.
o off — nakeTbl cHMTaOTCH OTAENbHO ANF KaXO0oro
IP-appeca.

« alert-threshold: nopor ysegomMnenus; ecnm Konm4ecTso
3aMnpOCOB MPEBbLIWAET AaHHbIM MOPOT, TO MPOUCXOOUT
3anmcb COBbITUA B CUCTEMHbIM XY PHaI.

o drop-threshold: nopor oT6pacbiBaHKa NakeToB; ecnm
KOJIMHECTBO 3arMpOCOoB MPeBbILaeT YyKasaHHOE 3HavYeHue,
To UserGate oT6pacbiBaeT NakeTbl M 3aMMCbIBAET AaHHOE
COBbITUE B CUCTEMHbIM XXYpPHa.

o excluded-ips: cnucok IP-agpecoB cepBepoB, KOTOPbIE
HEOBXOAMMO UCKITIOYUTb M3 3aLLUMThI.

3almTa 30HbI OT ceTeBoro Gnyga ang npotokona UDP:

« enabled: BkntovyeHmne/oTkMO4YEHME 3aLLUMTDI.
o on.
o off.

« aggregate:

° 0N — CYMUTAIOTCS BCE MaKeTbl, BXOASLLME B
MHTepdenCbl JAaHHOM 30HbI.
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[NapameTp Onucanune

o off — nakeTbl cHMTAOTCA OTAENbHO ANA KaXX40ro
IP-appeca.

« alert-threshold: nopor ysegomneHus; ecnm Konmu4ecTso
3aMnpOCOB MPEBbLIWAET AaHHbIM MOPOT, TO MPOUCXOOUT
3anmcb COBbITUA B CUCTEMHbIM XXYPHaI.

« drop-threshold: nopor ot6pacbiBaHMa NakeToB; ecnu
KOJIMYECTBO 3arMpOCOoB MNPEBbILIAET YKa3aHHOE 3Ha4YeHue,
To UserGate oT6pacbiBaeT NakeTbl U 3aMMCbiBAET daHHOE
COBbITUE B CUCTEMHBIM XYpPHaT.

« excluded-ips: cnucok IP-agpecoB cepBepoB, KOTOPble
HEOB6XOANMO UCKITIOYUTD U3 3aLLMTDI.

3allmTa 30HbI OT ceTeBoro Gnynaa ana npotokona ICMP:

« enabled: Bkto4YeHme/oTKITIOYEHME 3aLLUMTbI.
o on.
o off.

e aggregate:

© ON — CYUTAIOTCH BCE MakeTbl, BXOASALLME B
MHTepdeNCbl JAaHHOM 30HbI.

o off — nakeTbl cHMTaOTCA OTAENbHO ANA KaX40ro
dos-protection-icmp IP-appeca.

« alert-threshold: nopor yBegomMneHms; ecnum Konm4ecTso
3aMnpOCOB MPeBbILIAET AaHHbIM MOPOT, TO MPOUCXOAUT
3anmncb COBLITUA B CUCTEMHbIM XXy PHaI.

o drop-threshold: nopor oT6pacbiBaHa NakeToB; ecrim
KOSIMYeCTBO 3aMpOCOB MPEBLILLAET YKazaHHOE 3Ha4YeHue,
To UserGate oTbpacbiBaeT MakeTbl 4 3aMMCbiBaeT AaHHOe
COBbITUE B CUCTEMHbIM XYpPHa.

« excluded-ips: cnucok IP-agpecoB cepBepoB, KOTOPbIE
HEOBXOAMMO UCKITIOHYUTb M3 3aLLMThI.

MapaMeTpbl KOHTPOMSA [OCTYMNa 30HbI:
* "Any ICMP": pa3pelleHne MCnonb3oBaHWs KOMaH4bl ping
agpeca UserGate.
e SNMP: poctyn k UserGate no npotokony SNMP (UDP 161).

o rpc: XML-RPC ong ynpasneHus - Mo3BOASET YNpaBisaTh
enabled-services nponykTomM rno API (TCP 4040).

* VRRP: cepsuc, HeobxoamMbii g o6beanHeHus
Heckonbkmx y3510B UserGate B OTKazoyCTOMUMBLIM
knactep (IP npoTtokon 112).

» "CLI over SSH": nocTyn K cepBepy 415 YNpaBieHUs UM C
nomoulpto CLI (command line interface), nopt TCP 2200.
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[NapameTp Onucanune

service-addresses

antispoof-enable

antispoof-negate

sessions-limit-enabled

sessions-limit-exclusions

sessions-limit-threshold

geoip

ip-list

o Cluster: cepBuc, Heo6xooMMbIN AN 06begUHEHUS
Heckonbkmx y3noB UserGate B knactep (TCP 4369, TCP
9000-9100).

« "Admin Console": focTyn K Be6-KOHCONM yrnpaBieHus
(TCP 8007).

YKazaHue paspellénHbIX IP-agpecoB A1 CEPBUCOB:
e service: BbIOOp CepBUCOB (CMMCOK COOTBETCTBYET enable
d-services).
« allowed-addresses: paspelléHHble IP-agpeca:
o geoip — kof GeolP.

o ip-list — 3apaHee co3paHHbIN B BUONMOTEKE
3NEMEHTOB CnMcoK IP-afpecos.
BkntodeHue/oTkNtoYeHue 3almTbl oT IP-cnyduHra:

e ON.
« Off.

Bo3MoXHble 3HaYeHUS:

e ON.
o off.

Mpw antispoof-negate on agpeca NCTOYHMKOB, yKasaHHbIE B
3HaveHuu ip-spoofing-networks, byayT aBnaTbcs agpecamu,
KOTOpble He MOTyT GbITb MOsyYeHbl Ha MHTepdencax gaHHOM
30Hbl. B 3TOM cnyyae 6yayT oTOPOLLEHbI MaKeTbl C yKa3aHHbIMM
IP-agpecamMm MCTOYHMKOB.

BkntoveHne orpaHuyeHmns KonmyecTsa OgHOBPEMEHHbIX
ceccum c ogHoro IP-agpeca:

e ON.
« Off.

[obasneHue cnivcka IP-agpecos, A8 KOTOPbIX OrpaHuMYeHue Ha
KOJNIMYECTBO O HOBPEMEHHbIX CECChM He ByaeT AenCcTBOBaTb.

MaKCHMManbHO BO3MOXHOE KONMMYECTBO OJQHOBPEMEHHbIX
ceccum c ogHoro IP-agpeca.

Kopbl GeolP, koTopble UCMOb3YIOTCS B 3aLLmTe OT IP-cnyduHra.
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[NapameTp Onucanune

Cnucok IP-agpecoB, KOTopble MCMOMb3YOTCA B 3awmTe OT IP-
cnyduHra.

MpuMep co3naHMst HOBOM 30HbI:

Admin@nodename# create network zone name Test zone description
"Test zone description" antispoof-enable on enabled-services [ "Any
ICMP" DNS ] dos-protection-icmp enabled on

[na pefakTMpoBaHKUsS MapaMeTPOB 30HbI:

Admin@nodename# set network zone <zone-name>

MprMep pefakTUPOBaHKUS NapaMeTPOB 30HbI:

Admin@nodename# set network zone Test zone dos-protection-syn enabled
on

KomaHga yOaneHna 30Hbl 1IN eé MapaMeTpOoB:

Admin@nodename# delete network zone <zone-name>

MapaMeTpbl, LOCTYMNHbIE NS yOANEeHUS:

[NapameTp Onucanune

3allmTa 30HbI OT ceTeBoro dnyna ona npotokona TCP (SYN-
flood):

dos-protection-syn )
« excluded-ips: cnucok IP-agpecoB cepBepoB, KOTOpPbIe

HeO6XO,EI,l/IMO MCKIMHOYNTDb M3 3aLLUMTHI.

3almTa 30HbI OT ceTeBoro ¢pnyaa ana npotokona UDP:

dos-protection-udp » excluded-ips: cnucok IP-agpecoB cepBepoB, KOTOPbIE
HEeOBXOAMMO UCKITIOYUTb M3 3aLLUMThI.

dos-protection-icmp
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[NapameTp Onucanune

3almTa 30HbI OT ceTeBOro dGnyna ang npotokona ICMP:

« excluded-ips: cnucok IP-agpecos cepBepoB, KOTOPbIE
HEOOXOAMMO UCKITIOYUTb M3 3aLLUMThI.

YCTaHOBEHHbIE paHee NnapamMeTpPbl KOHTPOOMA OOCTYMa B

enabled-services .
JAaHHOM 30He

geoip Kopnbl GeolP, koTopble MCnonb3yoTcsa B 3almTe oT IP-cnyduHra.

Cnucok IP-afpecoB, KOTOpble MCMOMb3YIOTCA B 3awimTe OT IP-

ip-list cnyduHra.

KomaHga ons MPOCMOTPa HAaCTPOEK 30HbI:

Admin@nodename# show network zone <zone-name>

UHTepdenchbl

HacTpowka nHTepdencos npomssogmTcsa Ha ypoBHe network interface:

HacTtpoika adapter

CeTeBble afanTepbl HacTpamBatoTca Ha ypoBHe network interface adapter.

Co3paTtb ceTeBOM afanTep HeJb34. ng oBHOBNEHMS CyLLeCTBYHOLLEIO CETEBOIO
afjanTtepa NCnoJib3yeTCd KOMaHOa:

Admin@nodename# set network interface adapter <adapter name>

Hanee Heob6xoOMMO yKasaTb NapaMeTpbl CETEBOro aganTtepa:

[NapameTp Onucanune

Bkto4eHue /oTKIoYeHWe ceTeBoro MHTepdenca:

enabled e ON.
« Off.
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[NapameTp Onucanune

description

alias

iface-type

iface-mode

Zone

link-info
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OnuncaHue ceTeBOro nHTepdeica.
Anmnac/nceBooHUM MHTepdenca.

Tun uHTepdenca:

« 13: uHTEepdeic, paboTatolmi B pexkime Layer 3 (MOXHO
Ha3Ha4YnTb IP-agpec U MCNoMb30BaTh €ro B Npasuiax
MEXCEeTEBOro aKpaHa, KOHTEHTHOM PUNbTPaLMM U APYIUX
npasunax, 3To CTaHAAPTHbIM PeXMM paboThbl
nHTepdemca).

e mirror: uHTepdelic, paboTatoLmi B pexmme Mirror
(MoxeT nony4aTb Tpadmk co SPAN-nopTa ceTeBoro
obopynoBaHMs O ero aHanmsa).

PexuM Ha3HaveHus IP-agpeca:

o dhcp: nonyyeHue guHammyeckoro IP-agpeca no DHCP.

e manual: 6e3 agpeca.

CTaTU4eCKui pexmM yCTaHaBIMBaETCS aBTOMaTMYECKM NPK
Ha3HadYeHUn MHTepdency IP-agpeca.

30Ha, KoTopoM BydeT NpuHaanexaTb MHTepdenc.

HacTpoiika napaMeTpoB ceTeBOro nHTepoenca:

e bc_forwarding: ynpaBneHue nepechbinikom NakeTos
directed broadcast, npuxogawmx Ha yKkasaHHbIH
MHTepdenc.

e proxy_arp, proxy_arp_vlan: MexaHun3am Proxy ARP.
MapameTp proxy_arp — UserGate 6ygeT oTBeYaTb Ha
ARP-3anpocbl agpecoB, HE OTHOCALLMXCS K CETH
nHTepdeca; proxy_arp_vlan — UserGate 6ynet
oTBeYaTb Ha ARP-3anpocChl agpecoB, OTHOCSLLMXCS K CETH
nHTEepdenca.

YKasblBaloTCH B criefytolieM popmare:

Admin@nodename# create network interface
<iface-type> .. link-info [ key/value ]

roe key — Ha3BaHMe nNapameTpa. Ha3BaHME MOXET COCTONTb M3
CTPOYHbIX BYyKB NnaTtuHckoro andasmTa (@ — z) 1 3Haka
nogyepkmBaHms ().

value — 3HayeHue napameTpa. MNapamMeTpbl MOryT
NPUHMMATb TONbKO Liefble YUCTIOBbIE 3HAYEHUS.
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[NapameTp Onucanune

Hanprmep, 4To6bl BKIOYMTb MCMONb30OBaHWE MexaHn3Ma Proxy
ARP ncnonbayite cnegytouwme key/value — proxy_arp/1; ons
OTKNKOYeHua — proxy_arp/0.

Mone link-info 6yneT oTo6paxeHo TONbKO B CriyHae fobaBneHus
napamMeTposB.

Ba)xHo! YoaneHue 3agaHHbIX MnapaMeTpoB HEOOCTYIMHO.

HasHadeHwue nHTepdeicy IP-agpeca.

Appec 3agaéTtca B cnenytouwlem supe: [ <ip_address/mask>
1 vinu [ <ip_address/mask> <ip_address/mask> ], ecnu
Heob6Xx04MMO HasHa4YMTb Heckonbko IP-agpecos (agpeca
nepedncnaTca Yepes npoben); Macka NOACETH 3a0aETCs B
0EeCaTUYHOM BUae.

ip-addresses

BaxkHo! KBagpaTHble CKOOKM 0653aTeNbHO AOSIXKHbI 6biTb
oTAeneHbl Npobenamu ¢ obenx CTOPOH.

mac MAC-agpec nHTepderca.

mtu YKaszaHue pasmepa MTU.

KomaHpa yOaneHusa aganTtepa Uin ero rnapaMeTpoB:

Admin@nodename# delete network interface adapter <adapter-name>

MapaMeTpbl, AOCTYMNHbIE AN yOANEHUS:

[NapameTp Onucanune

ip-addresses 3apaHHbIN IP-agpec.

dhcp-relay server-address | IP-agpec cepsepa DHCP.

KoMaHpa ons otobpaxeHms MHPopMaLLMm O BCEX CETEBbIX aganTepax:

Admin@nodename# show network interface adapter

Ina otobpaxeHus MHpopMaLmmn 06 agantepe:

Admin@nodename# show network interface adapter <adapter-name>
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NHTepdencol VLAN HacTpaumsatoTcs Ha ypoBHe hetwork interface vlan.

KomMaHga ona pobaenenusa Hosoro VLAN-uHTepdenca:

Admin@nodename# create network interface vlan

Hanee Heo6xo0OMMO yKasaTb NapaMeTpsbl:

[NapameTp Onucanune

enabled

description

alias

iface-type

iface-mode

tag
node-name
interface

Zonhe
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BkntoveHue/oTkntodeHne VLAN-uHTepdericar:

e ON.
« Off.

OnucaHue nHTepdenca.
Anunac/nceBOooHMM MHTepdeinca.

Tun uHTepdercar:

¢ |3: Layer 3 (MOXHO HasHa4u1Tb IP-afpec 1 MCNonb3oBaTh
€ro B NpaBMfIax MeXCETEBOro aKpaHa, KOHTEHTHOM
OUNbTPaLMU 1 OPYTrMX NPaBuiax, 3TO CTaHAaPTHbLIM
pexuM paboTbl MHTepdEMCa).

e mirror: MHTepdeinc, paboTatoLmi B pexmme Mirror
(MoxeT nony4aTb Tpadumk co SPAN-nopTa ceTeBoro
ob60opynoBaHMAa ANd ero aHanmsa,).

PexxM Ha3Ha4veHus IP-agpeca:

o dhcp: nonyyeHue guHammyeckoro IP-agpeca no DHCP.

e manual: 6e3 agpeca.

CTaTU4eCcKui pexmmM yCTaHaBIMBaETCS aBTOMaTHUYeCKM Npm
Ha3HadYeHUn MHTepdemncy IP-agpeca.

Ter VLAN. lonyckaeTca co3ganue go 4094 nHtepdencos.
MMs y3na knacTepa, Ha KoTopoMm co3paeTtcs VLAN.
dusmyeckmi MHTepPemnc, Ha KoTopom cozgaeTcst VLAN.

30Ha, KoTopoM BydeT NpuHaanexaTb MHTepdenc.
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[NapameTp Onucanune

link-info

ip-addresses

mac

mtu

dhcp-relay

HacTpolika napaMeTpoB ceTeBOro nHTepdeca:

e bc_forwarding: ynpaBneHue nepechInikom NakeTos
directed broadcast, npuxogdaLmx Ha ykasaHHbIM
MHTepdenc.

e proxy_arp, proxy_arp_vlan: MexaHun3am Proxy ARP.
MapameTp proxy_arp — UserGate 6ynet oTBe4aTb Ha
ARP-3anpochl afpecoB, He OTHOCSLLMXCS K CeTH
nHTepdenca; proxy_arp_vlan — UserGate 6yneT
oTBeYvaTb Ha ARP-3anpochl afpecoB, OTHOCSALLMXCS K CETH
MHTepdenca.

YKasblBaloTcH B cliefytollieM popmaTe:

Admin@nodename# create network interface
<iface-type> .. link-info [ key/value ]

roe key — Ha3BaHMe NapameTpa. Ha3BaHME MOXET COCTONTb M3
CTPOYHbIX OYKB NaTUHCKOro andasuTa (a — z) 1 3Haka
nogyepkmBaHms ().

value — 3HayeHue napameTpa. MNapamMeTpbl MOryT
NPUHMMATb TOMBbKO Liefble YUCTIOBbIE 3HAYEHUS.

Hanprmep, 4To6bl BKIOYMTb MCMOMNb30BaHWE MexaHn3Ma Proxy
ARP ncnonbayiTe cnegytouwme key/value — proxy_arp/1; ons
oTKtoYeHUs — proxy_arp/0.

Mone link-info 6yneT oTo6paxeHo TONbKO B CriyHae fobaBneHus
napamMeTposB.

Ba)xHo! YoaneHue 3agaHHbIX MnapaMeTpoB HEOOCTYIMHO.

HasHadeHwue nHTepdeicy IP-agpeca.

Appec 3agaétca B cnenytoulem supe: [ <ip_address/mask>
] vinu [ <ip_address/mask> <ip_address/mask> ], ecnu
Heob6Xxo4MMO HasHa4YMTb Heckonbko IP-agpecos (agpeca
nepedncnaTca Yepes Npoben); Macka NOACETH 3aaETCs B
0EeCaTUYHOM BUaE.

BaxkHo! KBagpaTHble CKOOKM 0653aTeNbHO AOSIXKHbI 6biTb
oTAeneHbl Npobenamu ¢ obenx CTOPOH.

MAC-agpec nHTepderca.
YKaszaHue pasmepa MTU.

HacTtpolika pabotbl DHCP-penes Ha nHTepdeice. Heobxoammo
yKasaTb:

« enabled: BkntoveHMe/OTKIIOYEHUS penes:

° on.
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[NapameTp Onucanune

o off.

e utm-address: IP-agpec uHTepderca UserGate, Ha
KOTopbIM fobasnseTca QyHKUMs penes.

« server-address: agpeca cepsepos DHCP, kyna
Heobxoammo nepecbinatb DHCP-3anpochl KNMEHTOB.

PepakTnposaHue cyulecTsytoulero VLAN:

Admin@nodename# set network interface vlan <vlan-name>

MapameTpbl, LOCTYMHbIE A OOHOBEHMS, aHaNOrMYHbI MapaMeTpPaM Co3aaHms
VLAN, kpoMme tag, node-name, interface (M3MeHeHMe 3HAYEHMM STUX NAapPaMETPOB
HEeLOCTYMHO).

KomaHpga yoaneHus VLAN-uHTepdenca nnm ero napamMeTpos:

Admin@nodename# delete network interface vlan <vlan-name>

MapaMeTpbl, LOCTYMNHbIE NS YOANEeHUS:

[NapameTp Onucanune

ip-addresses 3agaHHbIM IP-agpec.

dhcp-relay server-address | IP-agpec cepeepa DHCP.

HT106bl 0TOBPAa3UTL MHDOPMaLMIO O BCeX MHTepdencax VLAN:

Admin@nodename# show network interface vlan

unu o6 onpenenéHHoM nHTepdemce:

Admin@nodename# show network interface vlan <vlan-name>

HacTtpomka bond-mHtepdpemca

HacTpotka 6oHA-MHTepderca Npon3BoanTCS Ha ypoBHe network interface bond.
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KoMaHga ona co3gaHms 6oHa-uHTepdenca:

Admin@nodename# create network interface bond

MapaMeTpbl, KOTOPbIE HEOBXOAMMO yKasaTb:

MapameTtp Onucanune

enabled

interface-name

description
alias
node-name

Zone

link-info

BrntoyeHue/oTkNto4eHWe nHTepdemnca:

e ON.
o off.

HeobxoOuMo BBECTM HOMEP, KOTOPbIM ByaeT 0TOOpaXKEH B
UMeHu MHTepderica (Hanpumep 1, Torga HazBaHWe CO34aHHOrO
nHTepdenca dyget bond1).

Onucanue nHTepdenca.

Anunac/nceBOooHUM MHTepdenca.

Y3en knacTepa, Ha KOTopoM ByaeT co3faH 6oHA-UHTepdENC.
30Ha, KoTopoM ByAeT NpUHagnexaTb OoHA.

HacTpolika napaMeTpoB ceTeBOro nHTepdeca:

» bc_forwarding: ynpaBneHue nepechInikom NakeTos
directed broadcast, npuxogdaLimx Ha ykasaHHbIM
nHTEepdemcC.

e proxy_arp, proxy_arp_vlan: MexaHu3am Proxy ARP.
MapameTp proxy_arp — UserGate 6yneT oTBe4aTb Ha
ARP-3anpochl agpecos, He OTHOCALLMXCS K CETU
nHTepdenca; proxy_arp_vlan — UserGate 6yneT
oTBeYvaTb Ha ARP-3anpochl afpecoBs, OTHOCSALLMXCS K CETH
MHTepdenca.

YKasbiBaloTCH B criefytolleM popmare:

Admin@nodename# create network interface
<iface-type> .. link-info [ key/value ]

roe key — Ha3BaHMe NapameTpa. Ha3BaHME MOXET COCTONTb M3
CTPOYHbIX BYKB NaTUHCKOro andasuTa (a — z) 1 3HaKa
nogyepkmBaHms ().

value — 3Ha4eHue napameTpa. MapamMeTpbl MOTYT
MPUHUMAaTb TOMbKO Lieflble YUCIIOBbIE 3HAaYEHMS.
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bonding
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Hanprmep, 4To6bl BKIOYMTb MCMONb30OBaHWE MexaHn3Ma Proxy
ARP ncnonbayite cnegytouwme key/value — proxy_arp/1; ons
oTKtOYeHUs — proxy_arp/0.

Mone link-info 6yneT oTo6paxeHo TONbKO B CriyHae fobaBneHus
napamMeTposB.

Ba)xHo! YoaneHue 3agaHHbIX MnapaMeTpoB HEOOCTYIMHO.

LononHuTenbHble NapaMeTpbl 60HA-MHTEpPdEeHCa:

* mode — pexum paboTbl 6oHOa:

o round-robin: pexxum Round robin (nakeTbl
OTMPaBNAOTCA NOCNefOBaTeNIbHO, HAa4YMHasA C
NepBOro OOCTYMHOro MHTepdEenca 1 3akaH4Y1Bas
nocrenHUM. DTa NoNuTHKa MPUMEHsaeTCa AN
6anaHCUPOBKM Harpy3kn 1 OTKa30yCTOMHMBOCTH).

o active-backup: pexum Active backup (Tonbko
OIMH CeTeBOM MHTepdENC M3 OObeAMHEHHbIX
OyneT akTUBHbIM. [lpyroi nHTepdenc MoxeT CTaTb
aKTMBHbIM TOJIbKO B TOM CrlyYae, korga ynaget
TeKyLWMM akTUBHbIM MHTepdenc. MNpu Takom
nonutuke MAC-agpec 6oHa-MHTepdenca BUaeH
CHapY>M TOSIbKO Yepes OfMH CETEBOM MOPT, BO
nsbexaHue NosgBneHuns NpobeM C KOMMYTaTOPOM.
[aHHas nonuTKKa NnpuMeHsaeTcs ans obecneveHums
OTKa30yCTOMHYMBOCTM).

o xor: pexum XOR (Nepepada pacnpenenseTtcs
MeXay CETEBbIMM KapTaMm UCMoSb3ys GopMyny:
[(«MAC-agpec nctoyHmka» XOR «MAC-agpec
Ha3Ha4YeHMa») Mo MOOYIIO KYUCIIO MHTEPDENCOBY].
MonyyaeTcs, ogHa 1 Ta Xe ceTeBas KapTa
nepenaeT NakeTbl OOHUM K TEM Xe MOoSydaTensaMm.
OnuMoHanbHO pacnpeneneHue nepenadm MoxeT
ObITb OCHOBaHO W Ha NonuTuKe «xmit_hash».
Monutuka XOR npumeHsieTcs onsg 6anaHCUpOBKM
Harpysku n obecrneyeHms 0TKaszoyCTOMYMBOCTH).

o broadcast: pexum Broadcast (nepenaeT Bce Ha Bce
ceTeBble VIHTepCI)elZCbI. 2Ta nonmTUKa nEoUMeHdeTCqd
[719 OTKa30yCTOMYUBOCTMH).

o 802.3ad: pexum |[EEE 802.3ad (pexum paboTb,
YCTaHOBIEHHbIM MO YMOMYaHMIO, NOOAEPXKMBAETCS
©ONbLIMHCTBOM CETEBbIX KOMMYTaTOPOB.
CospatoTcs arpermpoBaHHble rpynnbl CETEBbIX
KapT C O4MHAKOBOM CKOPOCTbIO M AynnaekcoM. Mpwu
TakoM o6befMHeEHUN Nepefaya 3alenCTByeT BCe
KaHasbl B aKTWMBHOM arperaLmmn cornacHo
cTaHpapTy IEEE 802.3ad. Bribop, 4epes kako
MHTepdeNnc oTNpPaBNsSTb NaKeT, onpenenseTcs
NOSIMTMKOM; MO YMOYaHMIO cnonbayeTcs XOR-
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MOMUTUKA, MOXHO TakXXe MCMOMb30BaTb
«xmit_hash» nonutuky).

o transmit: pexxnm Adaptive transmit load balancing
(Mcxopawmi Tpaduk pacnpenenaeTcs B
3aBMCMMOCTM OT 3arPy>KEHHOCTM KaXXLOM CETEBOM
KapTbl (ONpefenaeTcs CKOPOCTLIO 3arpy3ku). He
TpebyeT LONONHUTENBHOM HACTPOMKM Ha
KoMMyTaTope. Bxoaswmi Tpadmk NpuxoauT Ha
TEKyLLY CEeTEBYIO KapTy. ECNM OHa BbIXOAMT M3
CTpoS, TO Apyrasa ceTeBas kapTa 6epeT cebe MAC-
afpec BbllLeLlel U3 CTPOs KapTbl).

o load: pexum Adaptive load balancing. BkntodaeT B
cebs NpeablayLLyo MOAUTUKY MIKOC OCYLLECTBASET
6anaHcKpoBKy BxoadLLero Tpaduka. He TpebyeT
OOMOSIHUTENBHOM HAaCTPOMKKM Ha KOMMYyTaTOopeE.
banaHcupoBka BxoasLero Tpadpuka oOCTUraeTcs
nytem ARP-neperosopos. dpansep
nepexeaTtbiBaeT ARP-0TBETHI, OTNpPaBAsemMble C
JIOKanbHbIX CETEBbIX KaPT HaPYXXy, 1 MepenuncbiBaeT
MAC-agpec MCTOYHMKA Ha OOMH U3 YHUKATbHbIX
MAC-agpecoB CeTeBOM KapTbl, y4acTBYOLLLEM B
ob6beduHeHuM. TakM 06pas3oM, pasfmyHble MUPbI
MCNOb3YIOT pasnmyHble MAC-agpeca cepsepa.
banaHcupoBka BxoasLero Tpaduka
pacnpepenseTcs nocnegosaTenbHo (round-robin)
Mexay nHTepdemncamum.

e mii-monitoring: nepunoamn4yHocTb Mll-MOHUTOPUHIa B
MunmcekyHgax. OnpenenseT, kak YacTo OyneT
NPOBEPATLCA COCTOAHME JIMHUM Ha HanMYMe OTKa30B.

down-delay: BpeMs (B MUnncekyHoax) 3afepxku nepeq,
OTKNIOYEeHWEM MHTepdeica, ecnm npounsoLlen c6om
coeamMHeHus. DTa onuums OeNCTBMUTENbHA TONbKO A1
MOHUTOpPMHIa Ml (miimon). 3Ha4YeHWe NapameTpa
LLOSIKHO ObITb KPATHbBIM 3Ha4YeHMAM miimon.

up-delay: BpeMs 3agepXki B MUNNUCEKYHAAX, Nepen TeM
Kak MOAHSTb KaHan Npu 0OHapy>XXeHMM ero
BOCCTaHOBJIEHWS. DTOT NapaMeTP BO3MOXEH TOSbKO Npw
Mll-MoHUTOpPUMHIe (Miimon). 3Ha4YeHWe NapamMeTpa
LLOSIKHO ObITb KPATHbBIM 3Ha4YeHMAM miimon.

lacp-rate: uHTepBan, c KOTOopPbIM BYOYT NepenaBaTbCs
napTHepom LACPDU-nakeTbl B pexunme 802 .3ad.
BO3MOXHbIE 3HaYEHMS:

o slow: 3anpoc napTHepa Ha nepepady LACPDU-
nakeToB kaxable 30 ceKyHn.

o fast: 3anpoc napTHepa Ha nepenavy LACPDU-
MakeToB KaX Oy CeKyHAY.

« failover-mac: onpepnenexue cnocoba HasHa4veHus MAC-
afpecoB Ha 06bedMHEHHbIE MHTEPGhENCHI B pexmMe
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Active backup npu nepeknoveHmn MHTEPDEMNCOB.
BO3MOXHble 3HaYeHUS:

o disabled: ycTtaHaBnmBaeT ogmHakoBbirt MAC-agpec

Ha BCex MHTepdelcax BO BpeMs NepekTtodeHums.

o active: MAC-agpec Ha 60Ha-uHTepdeNce byneT

BCerga TakuM Xe, Kak Ha TeKyLleM akTUBHOM
nHTepderce. MAC-agpeca Ha pe3epBHbIX
nHTEepdencax He naMeHsTca. MAC-agpec Ha
OoHAO-MHTepdelce MeHaeTCs BO BpeMs 06paboTkm
oTKasa.

follow: MAC-agpec Ha 6oHa-uHTepbekce byaeT
TakMM Xe, Kak Ha NepBOM nHTepdekce,
nob6aBneHHOM B 06beamHeHWe. Ha BTOpoM un
nocnepnyouwem nHtepderce atot MAC He
yCTaHaB/IMBaETCH, MOKa OHM B PE3EPBHOM PEXMME.
MAC-agpec NponucbiBaeTca BO BpeMsa 06paboTku
OTKa3a, Korga pesepBHbIM MHTepdenc CTaHOBMTCS
AKTMBHbIM, OH NPUHUMaET HoBbIM MAC (TOT, 4TO Ha
6oHAa-MHTepdelce), a CTapoMy akTUBHOMY
MHTepdency nponuceiBaeTca MAC, KOTOPbIM Bbin
Ha TeKyLLeM akTUBHOM.

« xmit-hash: onpegeneHue xaW-nonUTUKK Nepenaydm
NnakeToB Yepes3 06befMHEHHbIE MHTEPDEMCDI B peXMME
XOR unu |IEEE 802.3ad. Bo3MOXHble 3HaYEHMS:

o 12: ucnonbayet ToNbko MAC-agpeca ans

reHepaumm xawa. MNMpu aToM anropuT™e Tpadmk
L9 KOHKPETHOrO CETEBOro XOCTa byaeT
OTMPaBAATLCS BCErga 4epes OAMH M TOT Xe
nHTEepdenc. Anroputm coemecTmm ¢ IEEE 802.3ad.

12-3: ucnonbayet Kak MAC-agpeca, Tak u IP-agpeca
OJ19 reHepaumm xawa. ANropmTt™ cosmectmm ¢ |EEE
802.3ad.

13-4: ucnonb3ytoTca IP-agpeca v NPOTOKOSb
TpaHcnopTHoro yposHa (TCP unu UDP) ona
reHepaumm xala. ANropuTM He BCerga COBMECTUM
c IEEE 802.3ad, Tak kak B npefenax ogHoro u Toro
e TCP- nnn UDP-B3anMOgenCTBMSA MOTYT
nepefaBaTbcs Kak dparMeHTUPOBaHHbIE, Tak U
HedparMeHTUPOBaHHbIe NakeTbl. Bo
dparMeHTUPOBaHHbIX MakKeTax MOPT MCTOYHMKA U
NOPT Ha3Ha4YeHMs OTCYTCTBYIOT. B pesynbTaTe B
paMKax OgHOM CeCCMM NaKkeTbl MOTYT OOMUTH A0
noJiy4aTens He B TOM NOPSAKeE, Tak Kak
OTMNPaBASIOTCS Yepes pasHble MHTepdEenchI.

« interface: HTepdelichl, koTopble ByayT obbeanHEHbI B
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iface-mode

iface-type

ip-addresses

mac

mtu

PexxM HasHa4veHus IP-agpeca:

o dhcp: nonyyeHue ouHammyeckoro IP-agpeca no DHCP.
e manual: 6e3 agpeca.

CTaTU4eCKkMi pexmM yCTaHaBIMBAETCA aBTOMATMHECKM MNPKU
Ha3Ha4vyeHun MHTepdemncy IP-agpeca.

Tun co3paBaeMoro nHTepdemnca:

¢ I3 — Layer 3 HTepdeiic.

e mirror — nHTEpPdENC 3epKanmpoBaHma Tpadbmka.

HasHadeHwue nHTepdeicy IP-agpeca.

Anpec 3agaétca B cnenytoulem supe: [ <ip_address/mask>
] vinu [ <ip_address/mask> <ip_address/mask> ], ecnu
Heo6Xx04MMO HasHa4YMTb Heckonbko IP-agpecos (agpeca
nepedncnaTca Yepes npoben); Macka NOACETH 3a0aETCs B
0EeCaTUYHOM BUaE.

BaxkHo! KBagpaTHble CKOOKM 0653aTeNbHO AOSIXKHbI 6biTb
oTAeneHbl Npobenamu ¢ obenx CTOPOH.

MAC-agpec nHTepderca.

YKkasaHue pasmep MTU.

O6HOBNEHME CyLLecTBYytoLEro 6oHA-UHTepdenca:

Admin@nodename# set network interface bond <bond-name>

MapaMeTpbl, BOCTYMNHbIE 719 OOHOBMEHMS, aHANOMMYHbI MapaMeTpaM CO30aHUs
6oHa-uHTEPdEec, KpoMme interface-name, node-name (M3MeHEHME 3HAYEHUM ITUX

napaMeTpOoB HEQOCTYIMHO).

KoMaHpa ynanerus 6oHO-MHTepdenca 1nu ero napamMeTpos:

Admin@nodename# delete network interface bond <bond-name>

MapaMeTpbl, LOCTYMHbIE ONs YAANEeHUs:
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ip-addresses 3agaHHbIM IP-agpec.
dhcp-relay server-address | IP-agpec cepsepa DHCP.

bonding interface MHTepdeichl, 06beduHEHHbIE B 6OHA,.

YT106bl 0OTOBPA3UTL MHDOPMALIMIO O BCeX BOHO-UHTepdencax:

Admin@nodename# show network interface bond

unu o6 onpenenéHHoM nHTepdemce:

Admin@nodename# show network interface bond <bond-name>

LLinro3bl

IaHHbIM pa3fen HaxoaMTCs Ha ypoBHe network gateway.

Lns D,O6aBJ'IeHI/IF| HOBOIO LWTO3a MCIMOJb3yeTCd KOMaHOa:

Admin@nodename# create network gateway

IoCTynHble NnapaMeTpbl:

[NapameTp Onucanune

BkntoyeHme/oTKo4YeHME LLMo3a:

enabled e ON.
o off.
name HasBaHMe wwinto3a.
description OnucaHue Wwno3a.
interface MHTepdenc, MCNonb3yoLWmnics A4 Bbixoaa B MIHTEpHeT.
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ip IP-agpec wrnto3a.
node-name Bbibop y3na knacTtepa, AN KOTOPOro HacTpPanBaeTCs LUMO3.

Bec wnto3a (4eM 6onblue Bec, TeM 6onbllas gonsd Tpaduka noet

weight Yepes Wo3).

PexxnM 6anaHCUPOBKM - BECb TPadbKMK B UHTEPHET ByneT
pacnpeneneH Mexay LWno3amMu B COOTBETCTBMM C yKa3aHHbIMMU

BECaMM:
balancing

e ON.
o off.

Mcrnonb3oBaHme JaHHOMO LWJSt03a B KA4eCTBe LWIo3a MNo
YMOJTHaHMIO!

default
e ON.

« Off.
O6HOBNEHME MaPaMeTPOB LWSO3a:

Admin@nodename# set network gateway <gateway-name>

Cnucok MapaMeTPOoB, OOCTYMNHbIX A4 USMEHEHMA, aHaJTOITM4YeH CMUCKY, OOCTYINMHOMY
MW Co3gaHnM LWIO3a.

KoMaHga o8 yoaneHms winrosa:

Admin@nodename# delete network gateway <gateway-name>

YT106bl 0OTOBPA3UTL MHOOPMALIMIO O BCEX LLUIO3AX:

Admin@nodename# show network gateway

nnmn o6 onpenenéHHOM LUMO3E:

Admin@nodename# show network gateway <gateway-name>
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HacTpoika mapipyTmsaumm

B maHHOM pa3pene onucaHa HaCcTpOoMKa MapLUpyTU3aLMM C MCMOSIb30BaHMEM
MHTepderca KOMaHOHOM CTPOKK. HacTpoMKa NpoM3BOAUTCS Ha YpoBHe network
routes.

[ns no6aBfieHns HOBOrO CTAaTMHECKOro MapLLpPYyTa MCMOSb3yeTcs KOMaHaa:

Admin@nodename# create network routes <parameters>

Hanee ykasbiBatoTCs NapaMeTpbl:

[NapameTp Onucanune

BkntoveHne/oTkoHeHWE MCNOb30BaHNS CTaTMHECKOro
MapLipyTa:

enabled
e ON.

o off.

name MMa MapLpyTa.
description OnucaHKe MapLupyTa.
node-name Bbi6op y3na knactepa g8 HaCTPOMKM MapLUPyTU3aLLUK.

Tun MapwpyTa:

e unicast — cTaHgapTHbLIM TUN MapLwpyTa. [NepecbinaeT
Tpaduk, afgpecoBaHHbIM Ha afpeca Ha3zHa4YeHus), Yepes
3afaHHbIA LLMO3.

« unreachable — Tpaduk oTbpacbiBaeTcs. MCTOUHMKY
oTnpaensetcs ICMP coobuieHne host unreachable (type
type 3 code ).

e prohibit — Tpadurk oT6packiBaeTcs. MCTOYHMKY
oTnpaenseTcs ICMP coobuieHne host unreachable (type
3 code 13).

« blackhole — Tpaduk oTbpacbiBaeTca (TepsaeTca), He
coobllasg UCTOYHMKY O TOM, HYTO JaHHble He JOCTUMU
appecarTa.

IP-appec noaceTv HasHayvyeHMs; ykasblBaeTca B popmaTe <ip/

destination-ip asks
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IP-agpec winto3a, Yepes KOTopbIM OyAeT 4OCTYMNHa YKa3aHHas

gateway .
nopceTb; 3TOT IP-agpec fonxkeH 6biTb 4OCTYMEH C YCTPOMCTBA.

interface MHTepdec, yepes koTopbir ByneT fobaBneH MapLIpyT.
MeTpuka MapLipyTa. ECiv MapLupyTOB B @HHYIO CETb

metric HEeCKOSbKO: YeM MeHbllie MeTpKrKa, TeM Bonee NpUopmUTETEH

MapLUpPYT.

I'IpMMep J],O6aBJ'IeHMFI CTaTNM4eCKOro MmapLpyTa:

Admin@nodename# create network routes name test route description "Test
static route" destination-ip 192.168.200.0/2

4 gateway 192.168.100.100 interface portl type unicast metric 1 enabled
on

Admin@nodename#

Admin@nodename# show network routes test route

name : test route
description : Test static route
enabled : on

node-name : testnodel
interface : portl

type : unicast
destination-ip : 192.168.200.0/24
gateway : 192.168.100.100
metric 01

YT06bl UIBMEHUTb MapPaMETPbl CO3LAHHOIO PaHee CTaTUYECKOro MapLUpyTa,
MCMONb3yMTe KOMaHAay:

Admin@nodename# set network routes <route-name>

HapaMeprl, OOCTYrMHble 0194 MU3MEHEHUS, MPpeaCTaBJIEHbI B Tabnuue BbilLe.

Mcnonb3ymTe cneayolyo KOMaHAy AN8 YAaneHusa CTaTMYeCKOro MapLupyTa:
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Admin@nodename# delete network routes <route-name>
[NpuMep yoaneHns cTaTu4eckoro MapLupyTa:
Admin@nodename# delete network routes test route

[1na oTobpaxeHUsa CTaTUYECKMX MapLLPYTOB:

Admin@nodename# show network routes

DNS-HacTpomMKH

HacTpotka cncTteMHbix cepBepoB DNS npomssoguTcs Ha ypoBHe network dns
system-dns-servers.

Ina nobasneHuns HoBbix DNS-cepBepoB MM OOHOBEHMS CYLLECTBYIOLLErO CAMCKa
MCMONb3YIOTCA CriefytoLime KOMaHabl:

Admin@nodename# set network dns system-dns-servers ip [ <ip> <ip> ... |

Ilng yonaneHus Bcero crnmcka agpecos cepsepos DNS:

Admin@nodename# delete network dns system-dns-servers

Ina yonanerHus onpenenéHHbiX CEPBEPOB:

Admin@nodename# delete network dns system-dns-servers ip [ <ip>

<ip> ... ]

Ina oTobpaxeHus cnucka cucTeMHbix DNS-cepBepoB MCMOb3yeTca KOMaH4a:

Admin@nodename# show network dns
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HACTPOMKA BMUBJTIMOTEK

Hactpoika 6ubnmoTtek (OnmcaHme)

HacTtpomka IP-agpecos

IaHHbIM pasgen HaxogmTcs Ha yposHe libraries ip-list.

Inga co3paHma rpynnbl IP-agpecos ncnonb3yeTcd cnefytolas kKoMaHna:

Admin@nodename# create libraries ip-list <parameter>

[anee Heo6xoOMMO 3afaTb Crefyiolimne napaMeTpbl:

[NapameTp Onucanune

name HasBaHuWe cnucka agpecos.
description OnucaHue crnmcka.

YpOBEHb Yrpo3bi:

e very-low — o4eHb HU3KKI YPOBEHb YrPO3bl.
e low — HU3KMI YPOBEHb YIPO3biI.
threat-Ivi . 5
e medium — cpefHWI YPOBEHb Yrpo3bl.
e high — BblcOKMIM YypOBEHb YrPO3bl.

« very-high — BblCOKMI YypOBEHb YrPO3bil.

Tvn cnimcka:

o local — nokanbHbIM.

« updatable — ecnu cnmncok aenseTca 06HOBAEMBIM, TO
Heo6X04MMO yKa3aTb afipec, C KOTOPOro
type 3arpyxatorcs obHosneHms (url).
MepuoanyHOCTb OBHOBMIEHUS CMMCKa yKa3blBaeTcs
napameTpom shedule B dopmaTe crontab.
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Crontab-dopmaT: (MUHYTbI: 0-59) (Yackl: 0-23) (oHW Mecsaua:
1-31) (Mecau: 1-12) (oneHb Hepgenu: 0-6; 0 — BC). Kaxxgoe 13 nosne
MOXET 6bITb 334aHO CrefyowmnM 06pa3om:

« 3Be3fo4ka (*¥) — obo3HavaeT Becb AMana3oH (0T MepBoro
0O nocrnenHero).

o [leduc (-) — obo3HavaeT amManasoH Ymcen. Hanpumep,
"5-7" 6yneT o3Ha4aTb 5,6 1 7.

o CnnckK. ITO Yncna (MK gmanasoHsbl), pasgeneHHble
3anaTtbiMu. Hanpumep, "1,510,11" mnm "1-11,19-23".

e 3Be304Ka UK AManasoH C WwaroM. Mcnonbayetcsa ans
NpPOnycKoB B AxanasoHax. LLlar ykasbiBaeTca nocne Kkocom
4epTbl. Hanpumep, "2-10/2" 6yneT 3Ha4MTh "2,4,6,8,10", a
BblpaxkeHue "*/2" B none "4acol" OyneT o3HavaTb "Kaxable
nBa4daca".

Bbibop cyuiecTBytowmx IP-nuctos ana nobasneHus B

lists .
co3faBaeMblit JIUCT.

IP-agpeca 1nu omanasoH IP-agpecos, KOTopble HEOBGXOAMMO
ips BKJTIOYMTb B CMIMCOK. YKkasblBaeTcs B dopmaTe: <ip>, <ip/mask>
unu <ip_range_start-ip_range_end>.

[ns penakTMpoBaHua cnvcka (CNMCoK NapaMeTPOoB, OOCTYMHbIX 418 OOHOBEHMS,
aHaNoOrM4YyeH CrNMcky NapamMeTPOB KOMaHObl CO34aHUS CrMcKa):

Admin@nodename# set libraries ip-list <ip-list-name> <parameter>

YT06bl 4,OGABUTH B CMIMCOK HOBbIE afjpeca:

Admin@nodename# set libraries ip-list <ip-list-name> [ <ipl>
<ip2> ... ]

CnepytoLime KOMaHObl MCNOSb3YIOTCS A5 YOaNeHus BCEro Cnmcka agpecos mnu IP-
a[PEeCOB, COOEPXKALLMXCS B HEM:

Admin@nodename# delete libraries ip-list <ip-list-name>
Admin@nodename# delete libraries ip-list <ip-list-name> ips [ <ipl>
<ip2>... ]

174



Document version 71.0 build 53 o1 2024/07/24
KoMaHga oTobpaxeHusa MHPOPMaL MM O BCEX MMEIOLLMXCS CIIMCKaX:
Admin@nodename# show libraries ip-list

YT106blI 0OTOBPA3UTL MHDOPMaLIMIO 06 ONpeaenéHHOM CrMcKe, HEOOXOOAMMO yKasaTb
Ha3BaHMe MHTepecytoLlero cnucka IP-agpecos:

Admin@nodename# show libraries ip-list <ip-list-name>

Takxe LOCTYMeH MNPOCMOTP COAEPXKMMOro crmcka IP-agpecos:

Admin@nodename# show libraries ip-list <ip-list-name> items

HacTpomkKa no4ToBbIX agpecoB

Pazgen HaxogmTcsa Ha ypoBsHe libraries email-list.

YT06bl LOOABUTbL HOBYHIO FPYMMY NMOYTOBbLIX aAPECOB MCMOSb3YeTCa CneaytoLlas
KOMaHAa:

Admin@nodename#& create libraries email-list <parameter>

Lanee yka3sblBatOTCS MapaMeTpbl:

[NapameTp Onucanune

name Ha3sBaHwWe rpynnbl MO4TOBbIX aAPECOB.
description OnuncaHme rpynbl NOYTOBbLIX afPeCcos.
Tvn cnmcka:

¢ local — nokanbHbIM.

« updatable — ecnu cnmncok aenseTca 06HOBASAEMBIM, TO
type Heo6X0AMMO yKas3aTb afpec, C KOTOPOro
3arpyxxatotcs obHosneHus (url).
MeproaMYHOCTb OOHOBIIEHMS CMMCKa YKa3blBaeTCs
napameTpom shedule B dopmaTe crontab.
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[NapameTp Onucanune

Crontab-dopmaT: (MUHYTbI: 0-59) (Yackl: 0-23) (oHW Mecsaua:
1-31) (Mecau: 1-12) (oneHb Hepgenu: 0-6; 0 — BC). Kaxxgoe 13 nosne
MOXET 6bITb 334aHO CrefyowmnM 06pa3om:

« 3Be3fo4ka (*¥) — obo3HavaeT Becb AMana3oH (0T MepBoro
0O nocrnenHero).

o [leduc (-) — obo3HavaeT amManasoH Ymcen. Hanpumep,
"5-7" 6yneT o3Ha4aTb 5,6 1 7.

o CnnckK. ITO Yncna (MK gmanasoHsbl), pasgeneHHble
3anaTtbiMu. Hanpumep, "1,510,11" mnm "1-11,19-23".

e 3Be304Ka UK AManasoH C WwaroM. Mcnonbayetcsa ans
NpPOnycKoB B AxanasoHax. LLlar ykasbiBaeTca nocne Kkocom
4epTbl. Hanpumep, "2-10/2" 6yneT 3Ha4MTh "2,4,6,8,10", a
BblpaxkeHue "*/2" B none "4acol" OyneT o3HavaTb "Kaxable
nBa4daca".

MoYToBbIE afpeca, KoTopble He0BXoaMMO [O6aBUTL B AAHHYIO
rpynny.

emails

KoMaHpfa, npenHasHadyeHHaa ana pegakTMpoBaHua MHPopMaLmMM O rpynne NoYTOBbIX
afpecos:

Admin@nodename# set libraries email-list <email-list-name> <parameter>
MapaMeTpbl, 4OCTYMNHbIE A1 OOHOBEHUS, aHAaNOrMYHbl NapaMeTpaM, LOCTYMHbIM

NPW CO34aHMUKM FPYNMbl MOYTOBbLIX a4PEeCOB.

ns YoaneHna rpynribl MK NOYTOBbLIX apeCcoB 13 Heé MCMNOoJIb3YOTCA criegyrouime
KOMaHObl:

Admin@nodename# delete libraries email-list <email-list-name>
Admin@nodename# delete libraries email-list <email-list-name> emails

[ <email> ... ]

Cnepytolne KOMaHabl MCNOMb3YTCS A8 MPOCMOTPa MHGOPMaLLMKM O BCEX
CO3[aHHbIX rpynnax, 06 onpeaenéHHbiX rpynnax uim ang NnpocMoTPa MNOYTOBbIX
afdpecoB, BXOAALLMX B Fpynny:
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Admin@nodename# show libraries email-list
Admin@nodename# show libraries email-list <email-list-name>

Admin@nodename# show libraries email-list <email-list-name> emails

Hactpoiika HomepoB TenedpoHOB

HacTpowka pasnena Homepa TenedoHoB npomssoamutcs Ha yposHe libraries phone-
list.

Ing co3gaHmsa rpynnbl TenedoHHbIX HOMEPOB:

Admin@nodename# create libraries phone-list <parameter>

Nanee Heo6X0OMMO yKasaTb cliefyloLime AaHHble:

[NapameTp Onumcanune

name HaseaHwue rpynnbl TenedoHHbIX HOMEPOB.
description OnucaHue rpynnbl TenedoHHbIX HOMEPOB.
Tun cnmncka:

¢ local — nokanbHbIM.

e updatable — ecnu cnvcok aenseTcs 06HOBNSEMbIM, TO
HeobBXOAMMO YKa3aTb afpec, C KOTOPOro
3arpyxatotcs obHoBneHus (url).
MeproanYHOCTb OOHOBIIEHMS CMMCKa YKa3blBaeTCs
napameTpomM shedule B popmaTe crontab.

Crontab-dopmaTt: (MUHYTbI: 0-59) (Yackl: 0-23) (gHW Mecaua:
1-31) (Mecau: 1-12) (oeHb Hegenu: 0-6; 0 — BC). Kaxxpoe 13 none
type MOXeT OblITb 3a4aHO CleayoLLMM 06Pa30oM:

e 3Be3goyka (*) — obo3Ha4vaeT BeCb AManasoH (0T nepBoro
0O nocnenHero).

o leduc (-) — obo3HavaeT ananasoH Ymcen. Hanpumep,
"5-7" 6yneT o3Ha4aTb 5,6 1 7.

o Cnincku. DTO Ymcna (Mnm omanasoHbl), pasfeneHHble
3anaTbiMK. Hanpumep, “1,510,11" mnam "1-11,19-23".

 3BE304Ka UK AManasoH ¢ WwaroM. McnonbayeTcs ans
NpPOoMnyckoB B AManasoHax. LLar ykasbiBaeTcs nocne Kocowm
YyepTbl. Hanpumep, "2-10/2" 6ygeT 3HaumTh "2,4,6,8,10", a
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[NapameTp Onucanune

BblpaxeHue "*/2" B none "4acol" OyneT o3HavaTb "Kaxkable
nBa 4yaca".

HoMepa TenedoHoB, koTopble He0bXoaMMO 006aBUTL B

phones
LaHHYto rpynmny.

[na pefakTMpoBaHus MHGopMaLmMK o rpynne TenedoHHbIX HOMEPOB UCMOSb3YyeTCs
KOMaHAa:

Admin@nodename# set libraries phone-list <phone-list-name> <parameter>

MapaMeTpbl, 4OCTYMNHbIE A1 OOHOBEHUS, MPEACTaBNeHbl B Tabnuue Bbille

[ng yoaneHus rpynnbl UM HOMepPOoB TenedOHOB M3 HEE MCMONb3YIOTCS CreaytoLLmne
KOMaH[pbl:

Admin@nodename# delete libraries phone-list <phone-list-name>
Admin@nodename# delete libraries phone-list <phone-list-name> phones
[ <phone> ... ]

Cﬂeﬂ,yroume KOMaHIObl MCMOJIb3YKOTCA OJ14 MOOCMOTPa VIHCIDOpMaLl,l/IM O BCeX
CO3daHHbIX rpynnax:

Admin@nodename# show libraries phone-list

nnu 06 onpefenénHbIX rpynnax TenedoHHbIX HOMEpPOB:

Admin@nodename# show libraries phone-list <phone-list-name>

[1g npocMoTpa HOMEPOB, COOEPXKALLMXCS B FPYMMNe, MCMONb3yeTCst KOMaHAa:

Admin@nodename# show libraries phone-list <phone-list-name> phones
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HacTpomka npodpunei onoseLeHMM

Mpodunm onoselleHum SMTP (no email) u SMPP (no SMS) HacTpanBatoTCs Ha
ypogHe libraries notification-profiles.

Ina nobaBneHus HoOBoro Npoduna onoeeLleHns SMTP:

Admin@nodename# create libraries notification-profiles smtp <parameter>

Ianee He0H6Xx0OQMMO yKazaTb:

[NapameTp Onucanune

name

description

host

port

connection-security

authentication

login

password

HazeaHue npoduns.
OnucaHune npoduns.

IP-appec unu FQDN cepsepa SMTP, koTopbin ByneT
MCMNOJIb30BATHCA AS1A OTChIIKM MOYTOBbBIX COOOLLEHWN.

MopT TCP, ucnonbyembint cepsepoM SMTP. O6bi4HO ans
npoTtokosia SMTP ncnonbayetcs nopt 25, ong SMTP ¢
MCcrosnb3oBaHmemM SSL — 465. YTOYHUTE JaHHOE 3Ha4YeHue y
afMUHMCTPAaTOPa NOYTOBOrO CepBepa.

BapmaHTu 6e30MacHOCTH OTNPaBKM NMO4YTbl; BO3MOXXHbI
Bapu1aHTbl:

e None.
o starttls.

e ssl.

BktoYeHWe/oTKNOYEeHME aBTOpPU3aUMM MPU MOAKITIOYEHUM K
cepeepy SMTP:

e ON.
« Off.

MMe y4ETHOM 3anmcK Ans nogkiodeHmns kK SMTP-cepeepy.

[Maponb YH4ETHOM 3aNMcK N9 NoAKMoYeHua K SMTP-cepeepy.

nsa cozgaHma npodunsa onoselleHus no SMS (SMPP):
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Admin@nodename# create libraries notification-profiles smpp <parameter>

Hanee HeobXxoamMMo YKa3aTb 3Ha4YeHMA CneyrtolmnX napaMeTpPoOB:

[NapameTp Onucanune

name

description

host

port

ssl

login

password

phone-translation-rules

source-ton
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HaseaHue npoduns.
OnucaHune npoduns.

IP-agpec unu FQDN cepeepa SMPP, koTopbi 6yneT
MCMOJIb30BaTbCHA A9 OTCbIIKM SMS.

MopT TCP, KOTOPbIM MCMOMb3YeTCs A5 NOOKTIOHEHUS K CepBepy
SMPP. O6bi4HO gnst npoTokona SMPP 1cnonbayetca nopt 2775;
npu ncnonbsosaHum SSL — 3550.

BkntodeHue/oTknto4YeHme wmdposaHmsa SSL:

e ON.
« Off.

MMe y4ETHOM 3anmcu ons nogknitodeHms kK SMPP-cepeepy.
[Maponb YH4ETHOM 3aMmMcK a9 NOAKMoYeHua K SMPP-cepeepy.

MpaBuna TpaHcnaumm TenedoHHbIX HoMepoB. MNpasuna
MCMONb3YIOTCH A1 COOTBETCTBMA TPeOOBaHMAM NpoBaraepa.

Hanpumep, ecrnm He0BXOAMMO 3aMeHUTb BCE HOMEPa,
HaYMHatowmecs Ha +7, Ha 8:

Admin@nodename# set libraries notification-
profiles smpp <profile-name> phone-
translation-rules + [ +7]8 ]

Tun Homepa (Type of Number) ons uctodHuka coobuleHms:

¢ 0 — Unknown (HewnsBecTHbINM).

¢ 1— International (MexayHapoaHbIN).

« 2 — National (focynapCTBeHHbIN).

* 3 — Network Specific (CeTeBor CneumanbHbIn).
o 4 — Subscriber Number (Homep aboHeHTa).
5 — Alphanumeric (AndaBuTHO-LUMDPOBON).

o 6 — Abbreviated (CokpalléHHbIN).
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[NapameTp Onucanune

Tun Homepa (Type of Number) ons agpecata:

e 0 — Unknown (HewnsBecTHbINM).
¢ 1— International (MexayHapoaHbIN).

« 2 — National (focynapCTBeHHbIN).

dest-ton
o 3 — Network Specific (CeTeBom CneumanbHbIn).
e 4 — Subscriber Number (Homep aboHeHTa).
5 — Alphanumeric (AndaBuTHO-LMDPOBON).
o 6 — Abbreviated (CokpalléHHbIN).
MHOuKaTop cxeMbl npucBoeHuns HoMepos (Numbering Plan
Indicator) onga MctTo4HmKa:
e« 0 — Unknown.
¢ 1— ISDN/telephone numbering plan (E.163/E164).
* 3 — Data numbering plan (X.121).
) o 4 — Telex numbering plan (F.69).
source=np! « 6 — Land Mobile (E.212).
« 8 — National numbering plan.
e 9 — Private numbering plan.
* 10 — ERMES numbering plan (ETSI DE/PS 3 01-3).
¢ 13 — Internet (IP).
¢ 18 — WAP Client Id (to be defined by WAP Forum).
MHOMKaTop cXxeMbl MpUcBoeHus HomepoBs (Numbering Plan
Indicator) ona agpecara:
e 0 — Unknown.
« 1— ISDN/telephone numbering plan (E163/E164).
e 3 — Data numbering plan (X.121).
o 4 — Telex numbering plan (F.69).
dest-npi

e 6 — Land Mobile (E.212).

« 8 — National numbering plan.

* 9 — Private numbering plan.

¢ 10 — ERMES numbering plan (ETSI DE/PS 3 01-3).
¢ 13 — Internet (IP).

* 18 — WAP Client Id (to be defined by WAP Forum).

Ing penakTMpoBaHusa Npoduns ONOBELLEHNUS MCMOMb3yeTCs KOMaHAa:
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Admin@nodename# set libraries notification-profiles <smtp | smpp>

<profile-name> <parameter>

MapamMeTpbl npoduner SMTP 1 SMPP, ooCTynHble 419 UBMEHEHMS, MPeaCTaBEHbI B
COOTBETCTBYIOLMX TabnuLLax BblLLE.

Ina yonanernus npoduns:

Admin@nodename# delete libraries notification-profiles <smtp | smpp>
<profile-name>

Takxe onsg npodunen onoseLLeHn SMPP 0OCTYNHO yoaneHus Npasun TPaHCASLMM
HOMepOB:

Admin@nodename# delete libraries notification-profiles smpp <profile-
name> phone-translation-rules [ phonel|phone2 ]

Cnepytoline KOMaHabl MpefHa3HayYeHbl 4ns oTobpaxeHus MHGopMaLmm O BCeX
MMEIOLLMXCS MPODUASX ONMOBELLEHMM:

Admin@nodename# show libraries notification-profiles
O BCeX NPOGUNAX OQHOMO TUMa:
Admin@nodename# show libraries notification-profiles <smtp | smpp>

06 onpenenéHHoM NpoduIie ONoOBELLEHUS:

Admin@nodename#show libraries notification-profiles <smtp | smpp>
<profile-name>

Hactpoika syslog-punbrpos

Co3pgaHue 1 HacTpoMKa syslog-duneTpos NponsBoaaTca Ha yposHe libraries syslog-
filters.
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KoMaHga ona cosganus syslog-dunbtpa:

Admin@nodename# create libraries syslog-filters <parameter>

[anee npeacTasnieHbl NapaMeTpbl, KOTOPble HEOOXOAMMO YKa3aTb:

MapameTtp Onucanune

name HassaHwe dunbTpa.
description OnucaHue dunsTpa.

CTpoka onda noucka IP-agpeca nonb3oBaTens B syslog-

login-address
COODBLLEHMM.

CTpoka onsa noucka cobbiTma BXoda rnosibaoBatend B syslog-

login-event
COOBLEHNM.

login-username CTpokKa ong nomcka MMeHu nonb3oBaTens B syslog-coobLieHmim.

CTpoka ansa noucka IP-agpeca nonb3osaTtens B syslog-

logout-address
COOOLLEHMM.

CTpoka ong noucka cobbiTma BbiXxoda nofib3oBaTens B syslog-

logout-event
COOBLLEeHMN.

logout-username CTpokKa ong nomcka MMeHM nofb3oBaTens B syslog-coobLueHmm.

Cnepytollaa KOMaHOa NpefHasHavyeHa onsa pefakTMpoBaHusa MHbopmMaumm o syslog-
dunbTpE:

Admin@nodename# set libraries syslog-filters <filter-name> <parameter>

MapaMeTpbl, LOCTYMHbIE AJ1S OOHOBEHUS, aHANOrMYHbI MapaMeTpaM, yKasblBaeMbIM
npu co3ganHnm dunsTpa.

YT106bl 0TOBPa3UTL MHDOPMaLMIO O Syslog-PunbTpax:

Admin@nodename# show libraries syslog-filters <filter-name>

Monb3oBaTenb MOXeT yaanuTb syslog-eunbTp, MCNonb3ys CAeayoLLYO KOMaHAY:
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Admin@nodename# delete libraries syslog-filters <filter-name>

HacTpoika npuno)xeHum syslog

Co3paHue 1 HaCcTpoMKa NPUNOoXeHUM syslog npomnssoaaTcs Ha ypoBHe libraries
syslog-application.

KoMaHaa Ans cospaHus npunoxeHun syslog:

Admin@nodename# create libraries syslog-application <parameter>

Hanee npenctaBsieHbl MapamMeTPbl, KOTOPbIE HeobXxoanMMo YKa3aTb:

[NapameTp Onucanune

name HasBaHune MPEMNOXEHNA.
description OnucaHne NPUNOXEHUS.
app-name HasBaHue npunoxeHus, oTobpaxaeMoe B XypHanax.

HACTPOMKA PA3LEJIA MOJIb3OBATE/IU U
YCTPOMUCTBA

Hactpomka UserID areHTa

UserID areHT npegHa3HayeH Ans oCyLeCTBNEHMS MPO3PaYHOM ayTEHTUPMKALMM Ha
BbIGpaHHbIX ycTponcTBax UserGate. B ka4ecTBe MCTOYHMKA JaHHbIX ayTeHTUdMKaU MM
McnonbaytoTcs XypHanbl Microsoft Active Directory (nocpenctesom npoTtokona WMI)
n Syslog (nocpencTBoOM CTaHOaPTU3MPOBaHHOIO NpoTokona syslog RFC 3164, RFC
5424, RFC 6587). MoppobHee o cxeMe paboTbl UserD areHTa YnTamTe B pasgene
[Monb3oBaTenu 1 ycTpomncTBa PykoBoACTBa agMUHUCTPaTopa LogAn.

HacTpomka UserlD B CLI npoun3BogmTca Ha ypoBHe users userid-agent.
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HacTpomka napameTtpoB UserlD areHTa

O6uwume napameTpbl UserlD areHTa HacTpanBatoTCa C MOMOLLbIO KOMaHbI:

Admin@nodename# set users userid-agent configurate-agent <parameters>

MpK HacTpPoMKe HEOBXOANMO YCTAHOBUTL CriefytoLime NapamMeTpbi:

[NapameTp Onucanune

Mepwmopg onpoca cepeepos Active Directory. 3Ha4deHMe Mo

polling-interval yMon4aHuto — 120 cekyHa.

Mepron BPEMEHM, MO UCTEYEHMM KOTOPOrO CeCCUs
expiration-time nonb3oBaTens OyneT 3aBepLleHa NPUHYAUTENbHO. 3HaYeHMe No
yMonyaHuto — 2700 cekyHA, (45 MUHYT).

Mepwuog onpoca 6asbl AaHHbIX 419 MoMcKa COObITUM Havana/

syslog-monitoring-interval .
3aBepLUeHMs ceaHca nonb3oBaTene syslog-McTo4YHMKOB.

Cnivicku IP-appecoB, COObITUS OT KOTOPbLIX ByayT

npourHopupoBaHbl areHToM User|D. 3anuck 06

UrHOPUPOBAHMM UCTOYHMKA MNOABUTCA B XXypHane AreHT UserlID.

ighore-network-list
g CnMcok MOXeT ObITb co3faH B pasfaene 6ubnuotek (IP-agpeca).

[aHHas HaCTpOl;IKa aBnseTcs rnobanbHoOM M OTHOCUTCS KO BCEM
MCTOHYHMKaM.

VIMeHa nosfib3oBaTenen, CobblTHS OT KOTOPbIX ByayT
MPOUrHOPUPOBaHbl areHToM UserlD. [omnck npomssogmTcs no
Common Name (CN) nonb3oBaTtensa AD.

IaHHaa HacTpoWka asnseTcs rnobanbHOM U OTHOCUTCS KO BCEM
MCTOYHMKAM. 3anmcb 06 UrHOPUPOBaHMM NONb30oBaTENS
nosasuTCs B XXypHane UserlD.

ignore-user-list

BaxxHo! [pu 3agaHnM MMeHM 4ONYCTUMO UCMOSIb30BaTb CMMBOJI
acTepuck (*), HO TONbKO B KOHLLE CTPOKM.

HacTporka McTo4HMKa cobbITHM

Microsoft Active Directory

Ina nobasnenusa Microsoft Active Directory B ka4yecTBe MCTOYHMKA COObITUM
npefHasHa4vyeHa cnepytollas kKoMaHga:
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Admin@nodename# create users userid-agent active-directory <parameters>

Mpu HacTpoMKke HEOBXOAMMO yKasdaTb CliefytoLLMe napamMeTpbl:

[NapameTp Onucanune

enabled BrtoyeHWe/oTKIIoHEeHWE NOMYyHEHMS XXYPHANOB C MCTOYHMKA.
name Ha3BaHMe ncTo4YHMKaA.

description OnucaHue UCTOYHMKa (OMLMOHANbHO).

address Appec Microsoft Active Directory.

protocol MpoTtokon goctyna K AD (WMI).

login MMa nonb3osaTens ons nogkaoyeHms K AD.

password [Maposb nonb3osaTensa onas nogknodeHmns K AD.

Mpodunb pegncTpUbyLMK, KOTOPBIM OMMUCBIBAET KPYT
ycTponcTs UserGate Ha KOTopbIM BydeT oTnpaBneHa
MHdOPMaLIMS O HanaeHHbIX Nonb3oBaTensx. NogpobHee
cMoTpuTe pasgen Npodunb peamnctpmnbyumm.

sharing-profile

Syslog

[ns ﬂ,06aBJ'IeHl/I9I OTrpaBMTENA SyS|Og B Ka4eCTBe MCTOYHMKA COObITMM
npegHasHa4eHa cfieytollad KoMaHaa:

Admin@nodename# create users userid-agent syslog-sender <parameters>

MpW HacTpoMKe HEOBXOAMMO yKazaTb CeAytoLLMe NapaMeTpbl:

[NapameTp Onucanune

enabled BkntoyeHme/oTKItoYeHWeE MOoyHEeHMS XXYPHaN0B C MCTOYHMKA.
name HazBaHMe NCTOYHMKA.
description OnucaHmne UCTOYHMKA.

ALpec xocTa, ¢ koToporo UserGate 6ygeT nonyyaTtb cobbiTHA

address
no npoTokosy syslog.
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[NapameTp Onucanune

default-domain

timezone

sharing-profile

filters

users-catalogs

HasBaHuWe JOoMeHa, KOTOPbIM MCMOMb3yeTCs A9 MoucKa
HalOEeHHbIX B XXYypHanax syslog nonbsoBaTenem.

YacoBoM nosc, yCTaHOBJ'IeHHbIlZ Ha MCTOYHUMKE.

Mpodunb pegnucTpPUby LMK KOTOPbLIM ONMUCHIBAET KPYT
ycTponcTs UserGate Ha KOTopbIM ByOeT oTnpaBneHa
MHbOPMaLIMS O HaMaeHHbIX Nonb3oBaTensx. NogpobHee
cMoTpuTe pasgen Npoduib peaucTpubyumm.

DunbTPbI ANF NOMCKa HEOOXOAMMbIX 3anumcen XypHana.

DuUnbTpbl CO3[AOTCA U HaCTPauBatoTCs B pasfene bubnuoreku
- Syslog ¢unbTpbl UserID areHTa. MogpobHee ymTanTe B
pasgene Syslog dunbTpbl UserlD areHTa.

MpenHasHadeHa s Bbibopa LDAP KOHHEKTOPa, KOTOPbIM
Mcnosfb3yeTcs Ans noncka MHGOPMaLLMK O MoNb3oBaTENSIX,
HaMaEeHHbIX B XXypHanax areHToMm UserlD.

MOXHO BbIGpaTb HACTPOEHHbIM PaHee KaTanor 1nm 0o6aBuTb
HOBbIN.

Hactpoika npodpmunsa pegmctpmbyumm UserlD

Mpodunu peamnctpubyumm UserlD npenHasHavyeHbl 4Ns ONpeaeneHmns Kkpyra
ycTpomncTs UserGate, Ha KOTOpble OTNPaBngeTcs MHPOpPMaUmsa O HaMAEHHbIX
areHToM Userl|D nonb3oBaTengx.

HacTtporka npodunen pegnctpubyumm UserlD B CLI npon3BOaMTCS Ha YPOBHE users

sharing-profile.

KoMaHAa ons HaCcTPOMKM:

Admin@nodename# create users sharing-profile <parameters>

Mpu HacTporke HeOBXOOMMO YCTaHOBMUTL ClEAYOLLME NapaMeTpbl:

MapameTp OnucaHue

name

description

HazeaHue npoduns.

OnucaHue npodmna (oNUMOoHanbHoO).
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MapameTp OnucaHue

Bbibop ceHcopor UserGate, Ha koTopble 6yaeT oTnpasneHa

sensors
l/IHCI)OpMaLI,MFl O noJib3oBaTendx.

HACTPOMKA CEHCOPOB

HacTtpoika ceHcopoB (onmcaHue)

Ins c6opa nHOOopPMaLMmM C Pa3nnYHbIX YCTPOMCTB M MOCEOYIOLLErO ee aHanm3a
LogAn ncnonbayet ceHcopbl. CEHCOP — 3TO COBMeCTUMoe ¢ LogAn yCTPOMCTBO,
KOTOpOE MOXET nepefasBaTth onpenefieHHble gaHHble Ha cepsep LogAn. CeHcopamu
MOrYT BbICTyNaTb ycTpomcTBa UserGate NGFW, koHe4Hble ycTpomcTea UserGate
Client, a Takke niobble gpyrme ceTeBble yCTPOMCTBA, CNOCOOHbIE MepenaBatb
OaHHble No npoTtokony SNMP.

CeHcopbl UserGate

CeHcop UserGate nogknoyaeT O4HO YCTPOMCTBO TUMa MEXCETEBOIO 3KpaHa
UserGate k LogAn. 1ns nogkntoyeHns ceHcopa UserGate HE0OXOAMMO BbIMOMHUTD
crefytoLme warm:

Admin@ngfw-nodename# set network zone <zone-name> enabled-services
[ SNMP "Log Analyzer" ]

Admin@ngfw-nodename# show settings general log-analyzer

state : ready
logan-server : 127.0.0.1
logan-version 1 7.1.0.
device-version 1 7.1.0.
device-code : 9R4FCVET

Admin@nodename# set network zone <zone-name> enabled-services [ "Log

Analyzer" ]
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ns cozpaHmsa ceHcopa UserGate ncnonb3yeTcs koMaHaa:

Admin@ndefornaledo# create sensors ug-sensors <parameters>
1. Ha NGFW pazpelmTb cepeuchl Log Analyzer 1 SNMP B
HacTpoMkax TpebyeMow 30HbI:
2. Ha NGFW nofy4uTb TOKEH YCTPOMCTBA:
3. Ha LogAn pa3pelmnTb cepsmc Log Analyzer B cBOMCTBax TpebyeMOowm 30HbI:
4. CozpaTtb ceHcop UserGate.

Heobxooumo nobaeuTh crefytoline napaMeTpsi:

[NapameTp Onucanune

enabled BkntoyaeT mnu BoikNtoYaeT gaHHbIM ceHcop UserGate.
name Ha3seaHue ceHcopa UserGate.
description OnumnoHanbHoe onmcaHue ceHcopa UserGate.

IP-agpec y3na UserGate, onsg KOTOPOro co3naeTcs AaHHbIM
CeHcop.

address

IP-agpec cepeepa LogAn, KOTOpbIM ByaeT MCMOMb30BaTbCS Ha
y3ne UserGate, B ka4ecTBe HazHa4yeHWs A9 OTCbIIKM XYPHasoB.
[ns Bbi6opa oTobparkatoTcs TONbKO Te afpeca, Ha
MHTepdencax 30H KOTOPbIX pa3pelleH cepeuc Log Analyzer.

logan-address

device-code TokeH, nony4YeHHbIM Ha y3ne UserGate.

[Mocne co3pganug ceHcopa, y3en UserGate HadmMHaeT oTcbiiaTh AaHHble Ha LogAN.

Ina npocMoTpa ceHcopor UserGate Mcrnonb3yeTcs KoMaHaa:

Admin@nodename# show sensors ug-sensors

CeHcopbl SNMP

C nomolubto ceHcopa SNMP agMUHUCTPATOP MOXET NMOAKOYMTb SNMP-
COBMECTUMOE CETEBOE YCTPOMCTBO K cepBepy LogAn ona cbopa 1 aHanumsa ero
MeTpuK. LogAn MOXET oTobpaxaTb ntobble CHETHMKHM, NoNydYeHHble No SNMP ¢

189



Document version 71.0 build 53 ot 2024/07/24

nomolLbto 3anpocoB SNMP. [1na HacTpomku ceHcopa SNMP HeobxoanMo MMeTb 6a3bl
MIB (Management Information Base) Ha ynpaBnsgeMoe yCTpOMCTBO.

nsa HacTpomkn ceHcopa SNMP Heo6XoQMMO BbIMONHUTL Clefytolme Warwu:

Admin@nodename# create sensors snmp-sensors <parameters>

1. 3arpy3uTb 6a3y MIB Toro ycTpomcTea, KoTopoe TpebyeTca 0o6asuTb ANA

MOHUTOPUHIa.

2. Co3paTb ceHcop SNMP:

Admin@nodename# create sensors snmp-sensors <parameters>

[anee ykasaTb criefytolime napaMeTpsbi:

HanmeHoBaHMe OnucaHue

enabled
name

description

ip

port

version

community

interval

username

auth-type
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BkntovaeT mnm BbiK/tOHaeT faHHbIM ceHcop SNMP.
Ha3seaHue ceHcopa SNMP.

OnuuoHanbHoe onmcaHume ceHcopa SNMP.
IP-appec ceHcopa SNMP.

MopT ceHcopa SNMP. O6bI4HO A5 3aMPOCOB AaHHbIX MO
npoTokosly SNMP mucnosnbayetcsa nopt TCP 161.

YKazblBaeT Bepcuto npoTokosia SNMP, koTopas 6byneT
MCMONb30BaTbCS B JAHHOM CEHCOPE. BO3MOXHbI BapUaHTbI
SNMP v2 (2) 1 SNMP v3 (3).

SNMP community - cTpoKa ans naeHTudbukaumm cepeepa
LogAn v ceTeBoro yctpomcTaa Ang sepcmn SNMP v2.
Mcnonb3ymTe TONbKO NaTHUHCKKE BYKBbl M LMdPbI.

MHTepBan B cekyHOax, 4epes KoTopbin cepeep LogAn ByneT
MHULIMMPOBATb NOJyHeHWe JaHHbIX C CETEBOrO YCTPOMCTBA.

Tonbko ons SNMP v3. Mg nonb3oBaTens ons ayteHTudukaumm
CEeTEeBOM YCTPOMCTBE.

Bbi6op pexunma ayTeHTUdbMKaLmMm. BO3MOXHbI BapUaHTbI:

e bes ayTeHTUdMKaLMK, Be3 WndposaHma (none).
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HanmeHoBaHMe OnucaHue

auth-alg

auth-password

encrypt-alg

encrypt-password

counters

o C ayTeHTUdMKaumen, 6e3 wndposaHmsa (no-encrypt).

o C ayTeHTUdMKaLmen, ¢ lumndpoBaHmeM (encrypt).

ANropuTM, MCMONb3yeMbl ANg ayTeHTUdUKaLMM:

e md5;

e sha;

e sha224;
« sha256;
« sha284;
« sha512.

I'Iaponb, I/ICI'IOJ'Ib3yeMbIl;I on4d ayTeHTl/Iq)l/IKaLI,I/II/I‘

ANTOPUTM, UCMOMb3YeMbIN AN WbpoBaHMs. BO3MOXHO
mcnosb3osaTb DES 1 AES.

Maponb, CNonb3yemblM Ans WndpoBaHMs.

YKaxuTe 34ech Bce TpebyeMble faHHble, KoTopble LogAn ByneT
3anpalumBaTh Ha CETEBOM YCTPOMCTBE. CHETYMKM BbIOMpPaOTCS
13 6a3 MIB, KOTopble 3arpy>eHbl Ha YCTPOMCTBO.

YkaxmTe B cobkax [ ] SNMP OID cyeT4umka.

Ing npocmoTpa ceHcopoB SNMP ncnonblyeTcs KOMaH4a:

Admin@nodename# show sensors snmp-sensors

CeHcopbl WMI

C nomolubto ceHcopa WMI agMUHUCTPATOP MOXET Noakto4nTb WMI-coBMmecTumoe
ceTeBOE YCTPOMCTBO (KoMnbtoTep nog ynpasneHnem OC Windows) kK LogAn onsd
cbopa 1 aHanmn3a ero METPMUK.

na co3paHusg ceHcopa WMI ucnonb3yeTcs KoMaHaa:

Admin@nodename# create sensors wmi-sensors <parameters>

[anee ykasaTb cfiefytoLime napaMeTpbi:
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HanmMeHoBaHWe OnucaHue

enabled
name
description
ip

login
password
namespace

polling-interval

counters

Brto4aeT mnu BbikNtoYaeT AaHHbIM CEHCOP.

Ha3sBaHue ceHcopa.

OnuMoHanbHOE ONMCcCaHne CeEHCopa.

IP-apgpec ceHcopa.

VMIMs nonb3oBaTens ons NOgKMOYEHUS K YCTPOMCTBY.
Maponb Nonb3oBaTens A9 NOAKIOYEHNS K YCTPOMCTBY.
MpOCTPaHCTBO MMEH MOEHTUDUKATOPOB.

MHTepBan onpoca B CEKyHOaX.

YKasaTb faHHble, KoTopble LogAn 6yneT MOHUTOPUTD Ha
CEeTEeBOM YCTPOMCTBE:

e hame — Ha3BaHMe CHEeTYMKA.
o type — Tun cyetymka (windows-event-logs).

« filter-query — WQL 3anpoc (Hanpumep,
Logfile='Security").

na npocMoTpa ceHcopos WMI ncrnonblyeTcs KoMaHaa:

Admin@nodename# show sensors wmi-sensors

KoHe4Hble ycTpoMcTBa

KoHe4Hoe yCTPOMCTBO C yCTaHOBMNEHHbIM NPOrpaMMHbiM obecneveHmnem UserGate
Client 6ygeT oTob6paxeHo npwm Bbibope Ha UGMC gaHHoro ycTpomcTtea LogAn B
KayecTBe cepBepa 418 nepefaym MHOopMaLmm o cobbiTUaX, Mprn 3ToM LogAn
O0SKeH 6bITb NpeaBapUTENbHO 3aperucTpupoBaH Ha UGMC.

ns MPOCMOTPa AaHHbIX KOHEYHbIX yCTpOl;ICTB MCTOJ1Ib3yeTCA KOMaHada:

Admin@nodename# show sensors endpoint-devices
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HACTPOMKA MOHUTOPUHTA

HacTpomka napaMeTpoB MOHMTOPMHIa YCTPOMCTBA

HacTpovka napaMeTpOB MOHUTOPKHIa YCTPOMCTBa B MHTepdence CLI
NPOU3BOAMTCS B peXMME KOHPUrypaLnm Ha ypoBHe monitoring. KomMaHabl 3TOro
YPOBHS NO3BONSIOT YNPaBASATb HACTPOMKOM napameTpoB SNMP ycTpomcTBa, Npasmi
MOHUTOpPUMHra no SNMP, npodunen 6e3onacHOCTH Ans ayTeHTuduKaumm SNMP-
MeHeOXXepOoB, MNpaBunaMm onoselleHui. NMoagpobHee 0 NpaBmMaax MOHUTOPMUHIA U
OMOBELLEHUM YMTamTe B pasgene OnoseLleHms.

HacTtpoika napameTpoB SNMP ycTponcTBa

ns HacTponkn napamMeTpoB SNMP yCTpOMCTBa MCNOSb3YIOTCS KOMaH4bl Ha YPOBHE
monitoring smnp-parameter:

Admin@nodename# edit monitoring snmp-parameter <parameters>

ns penakTnpoBaHMda OOCTYMHbI Crieytolme napaMeTPbl:

MNapameTp OnucaHue

Ha3BaHMe cncTeMbl, MCNOMb3yeMOoe MNOACUCTEMOM YMNPaBIEHMS
agent-name

SNMP.
location MHPopMaLums o dusmyeckoM pacrnonoxeHun SNMP-areHTa.
description OnucaHue CUCTEMBI.

Kaxxgoe yctponcTteo UserGate MMeeT yHMKabHbIN
moeHTudukaTop SNMPV3 Engine ID. Mo yMonyaHuto Engine 1D
reHepupyeTcs Ha OCHOBaHWK MMeHK yana UserGate. Mpwu
penakTupoBaHnn Engine ID HeO6X0ONMO yKasaTb OJIUHY
(length), TMn 1 3Ha4eHMe noeHTUdMKaTOpPa. AnnHa MOXET ObITb
onpepeneHa kak dukcMpoBaHHas (He 6onee 8 6anT) Unu
OMHaMmyeckas (He 6onee 27 6anT). DUKCHMpPOBaHHaa aunHa
noeHTudUrKaTopa NPUMEHMMa TobKO s Thna text.

Engine ID

Engine ID MoxeT 6bITb chopMMpOoBaH B bopmarTe:

. ip4 — IPV4.
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MapameTp OnucaHue

e ipv6 — IPV6.
» mac — MAC-agpec.
o text — TekcT.

o octets — OkTeTbl.

MonpobHee o napameTpax SNMP ycTpomncTea UserGate ymtamnTe B pasgene SNMP.

HacTpoika npaBun MOHuTOpPHHra no SNMP

[ng HaCTPOMKKM MNpPaBui MOHUTOPKHIa yCTpomncTBa No SNMP ncnonb3yoTcs
KOMaHAbl Ha ypOBHE monitoring smnp:

Admin@nodename# edit monitoring snmp <parameters>

nsa penakTnpoBaHMda OOCTYIMHbI Crieyolme napaMeTpbl:

MapameTp OnucaHue

name HasBaHue npasuna.
enabled BkntoYeHue/oTkNto4YeHWe npaeuna

SNMP community — cTpoka ons uaeHTuduKaumm
ycTpomnctea UserGate 1 cepsepa ynpasnexHms SNMP ons
Bepcun SNMP v2c. Mcnonb3ymnTe ToNbKo NaTUHCKMe ByKBbI U

umdpbl.

community

Heobd3aTenbHblM NapamMeTp, onpegensiowmit SNMP context.
MOXHO MCMOMb30BaTh TONbKO NAaTUHCKME BYKBbI U LIMDPBI.

Ha HeKoTopbIX YCTPOMCTBaX MOXET OblTb HECKOMBKO KOMMM
nofiHoro nogaepesa MIB. HanpuMep, Ha yCTPOMCTBE MOXET
ObITb CO3,aHO HECKOMBbKO BMPTYaslbHbIX MapLUPYTHU3aTOPOB.
Ka>kapbl¥ TakoM BMPTYanbHbIM MapLupyTu3aTop OyneT MMeTb
nofiHoe nogaepeso MIB. B aTOM criydae KaXabi BUPTYasibHbIM
MapLUPYTM3aTOP MOXET ObITb YKa3aH Kak KOHTEKCT Ha cepaepe
SNMP. KoHTekcT onpepensercsa no uMeHu. Korga KnmeHT
OTNPaBrIgeT 3anpoc, OH MOXET yKa3aTb MMSA KOHTeKcTa. Ecrim
MMSI KOHTEKCTa He yKasaHo, ByAeT 3anpoLleH KOHTEKCT Mo
YMOMYaHMIO.

context

YKasblBaeT Bepcuto npoTokosia SNMP, koTopasa 6yneT
version MCMONb30BaTbCS B JaHHOM MpaBunie. BO3MOXHbI BapMaHThbI
SNMP v2¢ 1 SNMP v3.
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MapameTp OnucaHue

query

trap

trap-host

trap-port

security-profile

events

Mpw BKIOYEHUM paspeLuaeT nonyveHme n obpabotky SNMP-
3anpocos oT SNMP-MeHemepa.

[pu BKITIOYEeHUN pa3peluaeT oTrnpaeky SNMP-Tpanos Ha
CepBEP, HACTPOEHHbIM A1 MPUEMa ONOBELLEHMM.

IP-apgpec cepsepa ans Tpanos. [laHHas HacTporka Heobxoamnma
TONbKO B Cly4ae, eCi HEOOXOAMMO OTNPABASATbL TPamMbl Ha
CepBep OMOBELLEHMM.

MopT, Ha KOTOPOM CepBep chyLaeT onoselleHus. O6bIYHO 3TO
nopTt UDP 162. [laHHas HacTpoMKka HeobXxoamnMa TONbKO B
cry4dae, ecrnin HeobxoOMMO OTMPaBNAATb Tparbl Ha CEPBEP
OMoOBELLEHMM.

Tonbko ons SNMP v3. MogpobHee — B pasgene MNpodunum
6e3onacHocTn SNMP.

BbI6Op TMMOB NapaMeTpPOoB, AOCTYMHbIX AN MOHUTOPMHIA Mo
npasmny.

nsa paboTbl SNMP-MeHepkepa ¢ ycTponcTeoM UserGate HeoOxoamMMo B CBOMCTBax
30HbI MHTepdenca, K KOTOPOMY ByAET OCYLLECTBAATHCS MOAKIOHYEHME MO MPOTOKOY
SNMP, paspelwmnTb cepsmc SNMP B HacTporkax KOHTpons gocTyna. NogpobHee o
HacTpomke 30H B CLI YuTanTe B pasgene HacTtpomkm ceTu.

Hactpoika npodpmnen 6esonacHoctu SNMP

[na HacTponkn npodunen 6e30nacHOCTM Na ayTeHTUPUKaLmm SNMP-
MeHeKepOB MCMOSb3YOTCA KOMaH4bl Ha YPOBHe monitoring smnp-security-profile:

Admin@nodename# edit monitoring snmp-security-profile <parameters>

[ns pefakTMpoBaHMa LOCTYMHbI CNeayoLmMe napamMeTpbl:

MapameTp OnucaHue

name
description
username

auth-type

HaseaHwue npodunsg 6ezonacHocTr SNMP
OnucaHue npoduns 6esonacHocTr SNMP

MMd nonb3oBaTtens ona ayteHTudumkaumm SNMP-MeHemkepa.
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MapameTp OnucaHue

Bbibop pexuma ayTeHTUdmKaumm SNMP-MeHeOxepa.
BO3MOXHbI BapHaHTbI:

* none — 6e3 ayTeHTUduUKaLmmM, 6e3 WndposaHms.
* no-encrypt — c ayTeHTuduUKaLmen, 6e3 wndposaHms.

e encrypt — c ayteHTUbMKaLMeN, C LULMPPOBAHUEM.

Hanbonee 6e3onacHbIM CHUTAETCA PEXNM paboTbl authPriv.

ANTOPUTM, UCMOSb3YEeMbIN ANA ayTeEHTUdMKaUMU. BO3MOXHO
MCMonNb30BaTh:

« sha;

o md5;

e sha224;,

» sha256;

» sha384;,

» sha512.

auth-alg

auth-password Maposib, UCNoNb3yeMblt AN ay TEHTUDUKALMM.

ANrOPUTM, UCMOMb3yeMbli AN WNPPOBaHMS. BO3MOXHO

encrypt-alg ucnosbaosaTtbh DES 1 AES.

encrypt-password Maposib, UCNOb3yeMblt AN WNPPOBaHMS.

HacTpomka npaBun onoBeLLeHUM

[lna HacTpoOMKM MpaBui ONOBELLEHMIM UCMONb3YIOTCS KOMaHObl Ha YPOBHe
monitoring alert-rules:

Admin@nodename# edit monitoring alert-rules <parameters>

[ns pefakTMpoBaHMa LOCTYMHbI CReayoLmMe napamMeTpbl:

MapameTp OnucaHue

enabled Bknto4aeT/oTKNtO4aEeT aHHOE NpPaBmo.
name HasBaHue npasuna.
description OnucaHue npasuna.
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MapameTp OnucaHue

notification-profile Co3paHHbIM paHee NPOdMIIb ONMOBELLEHMS.
sender OT Koro 6yaeT NPUXO4MTb OMOBELLEHME,
subject TeMa ornoBeLeHMs.

TalM-ayT, B Te4EHMEe KOTOPOro cepsep He BydeT OTnpaenaTb
coobllleHne Npu NOBTOPHOM cpabaTbiBaHUKM AaHHOMO NpaBua.

timeout .
[aHHag HacTpoKMKa NO3BONSET MPELOTBPATUTL LUTOPM
COOBLLEHMM NMPK HaCcTOM cpabaTbiBaHWM NPaBmsIa ONOBELLEHMS.
events CobbITus, A9 KOTOPbIX HEOOXOAMMO MOMy4aTb OMOBELLEHMS.
hones Ons SMPP-npodung. Npynnbl HOMepPOB TenedoHOB, Kyaa
P OTMNpaenaTb SMS-onoseLleHus.
emails Ina SMTP-npoduns. Mpynnbl agpecos email, Ha koTopble ByayT

OTNPaB/IATbCA NMOYTOBbIE OMNOBELLEHUNA.

OALWBOP

Oaw6oppa (onucaHme)

[aHHbIM pasgen No3BosseT MOCMOTPETL TEKYLLIEE COCTOSIHME CepBEpPa U CEPBEPOB,
KOTOPble MOAKIOYEHbI K HEMY A9 OTMPAaBKM JIOrOB, MX 3arpy3ky, CTaTyC IULEH3UU U
Tak ganee.

OT4eTbl NpefoCTaBeHbl B BUAE BUOXKETOB, KOTOPbIE MOTYT OblTb HACTPOEHDI
aOMUHUCTPATOPOM CUCTEMbI B COOTBETCTBMM C €ro TpeboBaHMAMU. BUaKeTbl MOXHO
006aBNATb, yoansaTb, U3MEHATb PACMONOXEHME M pa3Mep Ha CTpaHuue Jaw6éopa. o
YMONYaHMIO CO3AaHbl CTpaHMLbl C BuaXeTamu Log Analyzer (oTobpaxeHue
cocTosiHus cepBepa Log Analyzer), NOC (Network Operation Center) 1 SOC
(Security Operation Center).

HekoTopble BUOXKETbI MO3BONSIOT HACTPOUTb OTOBPaXeHMe, ykazaTb GUIbTPALIMIO
LaHHbIX M HACTPOUTb MPOoYMe NnapamMeTpbl. s HACTPOMKM BUOXKETa HEOOXOAMMO
KIIMKHYTb MO CUMBOJ1Y LUECTEPEHKM B MPABOM BEPXHEM Yriy. He BCce NapaMeTpsl,
nepeymncrieHHble HMXe, AOCTYMHbI N5 KaXA0oro TUra BUOXKETOB.
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HanmMeHoBaHWe OnucaHue

HasBaHue HasBaHue BMaxkeTa, KoTopoe ByneT oTobpaxaTtbcs B [Jawbopa.
OnucaHue OnuMoHanbHOE OMMCaHWe BUIXKETA.
KonuyecTBo 3anucen MaKcHMasbHOE KOIMYECTBO 3arnmcei Ans oToOpaxeHms.

Mone faHHbIX, MO KOTOPOMY ByayT CrpynnMPOBaHbl AaHHbIE B

FpynnupoBaTb No
Py P BUOXKETE.

Bbibop TuMa NpencTaBneHmsa gaHHbiX. JOCTynHbl 3Ha4YeHus:

e Yucno

» Kpyrosas gnarpamma

» BepTukanbHasa ructorpaMmma
Ouarpamma

o [OpPUM3OHTasbHaa rTMCTOrpamMma

e Tabnumua

o [paduk

» KapTa Mmpa

SQL-nogo6Has cTpoka 3anpoca, NO3BOAAOLLAS OrPaHUYMTb
06beM UHPOPMaLIMK, UCMONb3YEMOM MPU MOCTPOEHUM
BuOKeTa. [1ns GpopMUPOBaHMS 3aNpPOCOB MCMOSb3YOTCS

3anpoc ¢unbTpa Ha3BaHMA MosneM, 3Ha4YeHns Nonekn, KIKYeBble CIoBa U
onepaTtopsbl. Knto4yesble coBa 1 onepaTopbl, a Takxke NpuMepsl
MX MCMOJIb30BaHMWS MOXHO NMOCMOTPETL B pasfgene
LOKyMeHTaumMu Monck 1 dunbTpaumsa 4aHHbIX.

CeHcop, OaHHble C KOTOPOro MCMosb3ytoTCH A9 AaHHOrO

CeHco
p BMOXKETA.

TEXHNYHECKAA MNOAOEP)KKA

TexHun4yeckas nogaep)xka (onmncaHme)

Pa3pnen TeXHWYeCcKoM NoaaepXkkM Ha camTe koMnaHum https://www.usergate.com/ru/
support coaepXuT AONONMHUTENBHYIO MHOPMaLMIO MO HacTpokke LogAn. Kpome
3TOrO, 3[eCb Xe Bbl MOXETE OCTaBUTb 3asiBKY Ha peLleHme Ballen Npobnemsl.
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ADMIN

ADMIN (onmcaHue)

[aHHbIM pa3gen No3BoASET 3apPEruCTPUPOBaHHOMY agMUHUCTPATOPY CMEHMUTbL CBOM
napoJsib, U3BMEHMUTb HEKOTOPbLIE HACTPOMKM MPODUIS U BbIMTU M3 CUCTEMBI.

HanmeHoBaHMe OnucaHne

[1na cMeHbl Napona Heo6XoAMMO yKasaTb CBOM TEKYLLMM

CMeHUTb naporsib J
napofib 1 Ba pa3a yka3aTb HOBbIM Maposib.

o KOIM4eCTBO 2/1EMEHTOB Ha CTpaHuue — yCTaHaB/IMBaET
KONMMHYeCTBO CTPOK, OTO6pa)KaeMbIX B OOHOM OMaJioroBoMm
OKHE, HanpuMmep, CrnCoK npabBmil MEXCETEBOIO aKpPaHa.

o HOYHOM pexunM — yCTaHaBIMBaET YepPHbIN LBET

MpeanoyTteHus N
PeA TeMbl rpadpuyeckoro nHtepdemca UGOS.
o [MonynsapHble GUALTPbLI — M3MEHEHME Ha3BaHMS UK
yoaneHue GUnbTPOB PasMUHbIX XYPHaN0B, CO30aHHbIX
OaHHbIM MOMb30BaTEeNEM.
Bbixopn, 3aBepLUeHKe ceaHca paboTbl B BEO-KOHCOMM YCTPOMCTBA.

U3BPAHHDIE

U36paHHble (onMcaHme)

B Beb-uHTEepdENCce MMeeTCs BOIMOXHOCTb GUNbTPaLIMKM OTOBpaXaeMbix pas3fenos
nyTeMm nx 0obasneHMs B U3BpaHHOE 1 MOUCK Pa3fenoB MO MX HAa3BaHMIO.
DunbTpaums NO3BOASET CKPbITb HEUCMNONb3yeMble pa3aesbl. OTobpaXkeHue TONMbKO
M306pPaHHbIX Pa3aesioB He BNuaeT Ha GYHKLUMOHANbHOCTb MM KOHDUIYypaLmio
YyCTPOMCTB. HTO6bI OOaBMTL pa3nen B M3bpaHHble, HEOOXOAUMO OTMETUTb CUMBOJ
3BE304KM HAaNPOTMB Ha3BaHWS pasadena; AN HaCTPOMKM OTODPaXKEHMS UCNONb3YMTE
nepekntovaTenb TONbKO M36PaHHbIE, PACMONIOXKEHHbIM B HUXKHEM YacTu MNaHenu.
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NMPUNTOXKEHHNA

Tpe6oBaHMA K CETEBOMY OKPYIKEHMIO

Nexopawmm/
CepBuc [MpoTokon MopT .
Bxopawimm

DyHKLUSA

Bxopawimm (K
Beb6-koHcosb TCP 8010 BeH-KOHCOM
LogAn)

Bxopgauimm (k

CLI no SSH TCP 2200 CLI 1o SSH)

Bxopgauwmm (k
XML-RPC TCP 4041 UserGate no
API)

MNexopaimm
(0o cepeepoB
TEXHMYECKOM
noaLepPXKM)

YaanéHHbIM MOMOLLHMK TCP 22

200

JocTyn K
BeO-
uHTEpPDENCY
ynpaBsneHus
YCTPOMCTBOM

JocTyn K
uHTEpdEMCy
KOMaHOHOM
cTpoku (CLI)
UserGate no
NpPOTOKONY
SSH.

YnpaeneHue
YCTPOMCTBOM
UserGate no
AP

YoanéHHbiM
OOCTYnM K
cepBepy
TEeXHUYECKOM
NOAOEPXKKM.

JocTyn K
cepBepam:

° 939117
1.46;

» 178154.
221.222

'

e ra.ente
Nnsys.co
m.



[MpoTokon

MopT

Nexopawmm/
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DyHKLUSA

NTP

DNS

Perncrtpaums cepsepa
UserGate

O6HoBneHue MO n
6ubnuoTtek

Ceasb c UGMC

UbP

UDP

TCP

TCP

TCP

123

53

443

443

9712

2022

BxopsLmm

MNexogawmm
(0o cepeepa
TOYHOrO
BpeMeHM)

MNexopalmim
(no DNS-
CepBepOB)

MNexopalmim
(oo cepeepa
permcTpaumm

)

MNexopalmim
(mo cepeepos
OBHOBNEHMS)

MNexopalmim
(oT LogAn k
UGMCQC)

MNexopaimm
(oT LogAn k
UGMCQC)

CUHXpPOHM3a
LMS BPEMEHM.

Cepsuc
nonyyeHus
MHdOoPMaLLMK
(IP-appec) o
LOMeHax.

JocTtyn oo
cepsepa
perncTpaumm
NpPOoayKTOB
UserGate
reg?2.usergate
.com.

O6HoBNEHME
nporpaMMHoO
ro
obecnevyeHuns
M DNEMEHTOB
6ubmoTek:
OOCTYM OO0
cepsepa upd
ates.usergate.
com.

[NepBOHa4asb
Has
yCTaHOBKa
CBSI3M U
obMeH
KItoHamMm
WndbpoBaHUs
C CepBepPOM
UGMC.

[NocTpoeHune
SSH-TyHHend
nna obmMeHa
OaHHbIMM C
MOMOLLLbIO
MONYyYEeHHbIX
KITtoHEM.
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MopT

Nexopawmm/

DyHKLUSA

TCP
CepBuc LogAn

TCP
SNMP UDP
C6opLuMK Nloros TCP/UDP
SMTP TCP

202

9713

2023

22699
(Nprém
LaHHbIX OT
NGFW 6.x.x),
22711 (Nprém
OaHHbIX OT
NGFW 7.x.x,
MCNonb3ytoLL,
mx SSL)

161

514

25

BxopsLmm

MNexopalmim
(oT LogAn k
NGFW)

Nexopaimim
(oT LogAn k
NGFW)

BxopsaLmm
(oT NGFW «
LogAn)

BxogaLmim
(oo LogAn)

BxogsaLumim
(oo LogAn)

MNexopamim
(mo
MOCTOBOIro
cepeepa)

[NepBOHa4asb
Has
yCTaHOBKa
CBSI3M U
obMeH
KItoHamMm
WwndbpoBaHUs
C CepBEpPOM
NGFW.

[NocTpoeHune
SSH-TyHHend
nna obMeHa
OaHHbIMM C
MOMOLLLbIO
MONYyYEHHbIX
KITtoHEM.

Cepsuc
cbopa
XYpPHanos
LogAn.

JocTyn K
cepBepy
UserGate no
NpPOTOKOSY
SNMP.

Cepsuc
cbopa
MHPopPMaLmm
C YOANEHHbIX
YCTPOMCTB MO
npoToKony
Syslog.

OTnpaska
yBEeOOMNEHMM
Ha
3NEKTPOHHY
O MOYTY.



[MpoTokon
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MopT

Nexopawmm/
BxopsLmm

DyHKLUSA

DHCP

LDAP

RADIUS

TACACS+

FTP (aknopT >XypHanoB)

SSH (aknopT >kypHanos)

Syslog (aknopT >KypHanoB)

UbP

TCP

UbP

TCP

TCP

TCP

TCP/UDP

67,68

389, 636

1812

49

21

22

514

MNexogawmm
(sanpoc Ha
nosnyYeHue
agpeca oT
UserGate Ha
cepeep
DHCP)

MNexopalmim
(Ha LDAP-
KOHHEKTOP)

MNexogawmm
(Ha cepeep
ayTeHTudmKa
umm RADIUS)

MNexogawmm
(Ha cepeep
ayTeHTudmKa
Lm
TACACSH+)

MNexogawmm
(0o cepeepa
FTP)

Mcxoasawmm
(0o cepsepa
SSH)

MNexopalmim
(0o cepeepa
Syslog)

Cepsuc
CIy>Obl
DHCP.

BbinonHeHne
3anpocos
LDAP (389 -
ona LDAP m
636 - ans
LDAP over
SSL).

AyTeHTUbMKA
ums
nonb3oBaTen
enno
npoToKony
RADIUS.

AyTeHTUbMKa
ums
nonb3osaTen
enno
npoTokony
TACACS+.

JKCnopT
XKYPHanoB Ha
cepeep FTP.

SkcnopTt
XXypHanos Ha
cepsep SSH.

2kcnopTt
XYPHasoB Ha
cepsep
Syslog.
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OMMUCAHME POPMATOB )KYPHAJIOB

dKcnopT )XypHanos B popmaTte CEF

dopmMaT )XypHana cobbiTMM

Tun nons Ha3BaHme nonga

OnucaHune

MpuMep 3Ha4YeHus

CEF:Version

Device Vendor

Device Product

Device Version

Source

Origin
CEF 3aronoBok

Severity
CEF [pacwmpeHnme]

rt

deviceExternalld

204

Bepcwuga CEF.

[NpownssogmTesnb
npopykTa.

Tun npopykTa.
Bepcusa npopykTa.
Tun xxypHana.

Mofyrb, B KOTOPOM
NPOM30LLITO
cobbiTHe.

BaxHoCTb
cobbITUS.

BpeMms, korga 6b110
nosly4yeHo
CObObITHE:
MUAMCeKyHAOb! C 1
aHBaps 1970 roga.

CEF:0

UserGate

NGFW

events

admin_console

MoxeT NMPEMHUMATb
3Ha4YeHU4:

o
— nHbopMa
LIMOHHbIE.

o 4
— npepynpe
KOEHMS.

e 7 — OLIMBKM.

« 10
— KPUTUYHDI
e.

1652344423822
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Tun nons HasaHwe nons Onuncanue [MpurMep 3Ha4YeHus

Mg, KoTopoe

OfHO3Ha4YHO

noeHTuduuUmMpyeT utmcore@erstheta
YCTPOMCTBO, tica
reHepupytollee

3TO cobbITHE.

act Tun cobbiThg. login_successful

suser Mma nonb3osatenda. | Admin

src Pvé-anpec 192168117254
MCTOYHMKA.

KoMmnoHeHT, B

cat KOTOPOM console_auth
NPOM30LLSIO
cobbiTHe.
MNone
cs1Label MCNONb3yeTes ﬂmj Attributes
yKasaHus getanen
cobbITHS.
{"name":"MIME_BUI
sl JeTtanu cobblTmd B LTIN_COMPOSITE",
dopmaTe JSON. "module":"nlist_imp
ort"}

dopmaT )KypHana Beb6-gocTtyna

Tun nons HasaHwe nons Onuncanue [MprMep 3Ha4YeHuns

CEF:Version Bepcus CEF. CEF:0

Device Vendor MpoussoauTens UserGate
npoayKTa.

Device Product Tun npoayKTa. NGFW

CEF 3aronoBok Device Version Bepcus npopykTta. | 7

HaseaHue

Source webaccess
XypHana.

Name Tun ncTo4HmKa. log
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Tvn nons

Ha3BaHMe nons

Document version 71.0 build 53 ot 2024/07/24

OnucaHue

MpuMep 3Ha4eHus

CEF [pacwumpeHue]

206

Threat Level

rt

deviceExternalld

act

reason

proto

app

suser

YPOBEHb Yyrpo3bl
kaTeropwmm URL.

Bpems, korga 66110
nony4eHo
cobbiTHhe:
MUNIUCEKYHIbI C 1
aHBaps 1970 roga.

Mg, KoTopoe
OOHO3Ha4YHO
moeHTudUUMpyeT
YCTPOMCTBO,
reHepupytolLee
370 cobbITHeE.

Hencraue,
NPUHATOE
YCTPOMCTBOM B
COOTBETCTBMU C
HaCTPOEHHbIMMU
NOAUTUKAMM.

MpwndnHa, no
KOTOpOM 6bINO
CO34aH0 CobbITHE,
Hanpumep,
npUYrHa
GIOKMPOBKM CamTa.

Mcnonb3yembin
MNPOTOKOS 4-ro
YPOBHS.

MpoTokon
npPUKNagHoOro
YPOBHS 1 ero
BEpPCHS.

MMa nonb3oBaTeng.

MoXeT MPUHUMaTb
3Ha4YeHud 2, 4, 6, 8,
10
(yCTaHOBNEHHbIN
YPOBEHb YrpO3b,
YMHOXEHHbIN Ha 2);
Unknown, ecnu
KaTeropusa He
onpepneneHa.

1652344423822

utmcore@erstheta
tica

captive

{"id":
39"name":"Social
Networking" "threat
_level":3}

TCP.

HTTP/11

user_example
(Unknown, ecnum



HasBaHue nonga

Src

spt

dst

dpt

requestMethod

request

requestContext

requestClientAppli
cation

Document version 71.0 build 53 ot 2024/07/24

OnucaHune

IPV4 ncTtovHmka
Tpadwmka.

[MopT UCTOYHMKA.

IPv4 appec
Ha3Ha4YeHUs
Tpadwmka.

[opT HasHa4YeHwms.

MeTopg,
MCNOSb3yeMbIN ONs
pocTtyna Kk URL-
appecy (POST, GET
MT.M).

B cnyyae HTTP-
3anpoca nosne
conepxut URL-
agpec
3anpalmBaemMoro
pecypca ¢
yKa3aHneM
MCNOJb3yeMOro
npoToKona.

URL ncTo4HmKa

3anpoca (pedepep
HTTP).

Useragent
NoMb30BaTENbCKOr
o 6bpaysepa.

KonuyecTBo
nepenaHHbIX
BXOOALLMX BaNTOB;
JaHHble
nepepatoTca B
HanpaBneHUu

[MpurMep 3Ha4YeHus

nonb3oBsaTeslb
HEeM3BeCTeH)

10.10.10.10

MoxeT NpuHMMaTb
3Ha4eHus oT 0 go
65535.

194.226.127130

MoXeT npuHMMaTb
3HaveHus ot O o
65535.

GET

http://
www.secure.com

https://
www.google.com/

Mozilla/5.0 (X11;
Ubuntu; Linux
X86_64; rv:96.0)
Gecko/20100101
Firefox/96.0

231
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Tun nons

HasBaHue nonga
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OnucaHune

208

out

cs1lLabel

cs1

cs2Label

cs2

cs3Label

cs3

cs4lLabel

cs4

MCTOHYHMK —
Ha3Ha4YeHne.

KonuyecTtBo
nepepaHHbIX
mcxoaaLmx
6aMnToOB; JaHHble
nepepatoTca B
HarpaBneHuu
HasHa4YeHne —
MCTOYHMK.

[Mone
ncnonb3yeTtca Ang
yKasaHus
cpabaTbiBaHUS
npasuna.

HazeaHue
npasuna,
cpabaTbiBaHue
KOTOPOro BbI3BaSO
cobbiThe.

MNone
mcnosblyeTcsa ong
MHOMKALMM 30Hb
MCTOYHMKA.

Ha3BaHMe 30Hb
MCTOYHMKA.

MNone
ncronb3lyeTcs Ang
yKa3aHus CTpaHb
MCTOYHMKA.

Ha3BaHue cTpaHbl
MCTOYHMKA.

MNone
ncronb3lyeTcs Ang
MHOMKALMM 30Hb
Ha3Ha4YeHMs.

HasBaHMe 30Hb
Ha3Ha4YeHus.

[MpurMep 3Ha4YeHus

40

Rule

Default Allow

Source Zone

Trusted

Source Country

RU (oTo6paraeTtcs
LBYXOYKBEHHbIM
KOf, CTpaHbl)

Destination Zone

Untrusted



Tvn nons

cs5Label

cs5

cs6lLabel

csb

flexString1Label

flexString1

flexString2Label

flexString2

cnlLabel

cni

cn2Label

Ha3BaHMe nons

Document version 71.0 build 53 ot 2024/07/24

OnucaHue

MNone
ncrosnb3lyeTcs Ang
yKa3aHMs CTPaHbl
Ha3Ha4YeHms.

HasBaHMe cTpaHbl
Ha3Ha4YeHM4.

Mone yKkasbiBaeT
ObI10 Nn
cofepxumoe
pacwmdpoBaHo.

PacwmndposaHo
WK HET.

[lofie ykasbiBaeT Ha
TUM KOHTEHTA.

TN KOHTEeHTa.

[lofe yka3biBaeT Ha
KaTeropwuio
3anpalumBaemMoro
URL-agpeca.

Kateropus URL.

MNone
ncnosnblyeTcs ong
yKasaHusl
KOSIM4ecTBa
nepegaHHbIX
MakeToB B
HanpaBieHUM
MCTOYHMK —
Ha3Ha4eHue.

KonmnyecTBo
nepenaHHbIX
MakeToB B
HanpaBieHuM
MCTOYHMK —
Ha3Ha4eHue.

Mone
ncnonblyeTcs ong

MpuMep 3Ha4eHus

Destination
Country

RU (oTobpaxaeTcs
LBYXOYKBEHHbIM
KOf CTpaHbl)

Decrypted

true, false

Media type

text/html

URL Categories

Computers &
Technology

Packets sent

Packets received
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Tun nons HasaHwe nons Onuncanue [MpurMep 3Ha4YeHus

yKazaHus
KonmyecTBa
nepegaHHbIX
nakeToB B
HanpasneHUn
Ha3Ha4yeHne —
NCTOYHMK.

KonunyecTtBo
nepenaHHbIX
NnakeToB B

cn2 1
HamnpaBleHUN
Ha3Ha4yeHne —

MCTOYHMUK.

MNone YKa3blBaeT

cn3Label MCXOOHbIM OTBET Response
cepBepa.
cn3 Kop otBeta HTTP. 302

dopmaT xypHana Beb-goctyna CEF Compact:
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0 MpumMmevaHue
O6Lee npaBuo ANs KOMNAKTHOro popMaTa — 3Ha4YE€HMSA HEKOTOPbIX Nonem
obpesatoTcs no anuHe go 80 cumeonos. HanpuMmep, cnncok url-kateropmi, url, ms

noJib3oBaTtend, UMqa npasunia, UMa 30HbI, U T. 4.

®dopmaT )XypHana DNS

Tun nons HasaHwe nons Onucanue [NprMep 3HaYeHns

CEF:Version Bepcus CEF. CEF:0

Device Vendor MpoussonuTens UserGate
npoayKTa.

Device Product Tun npoaykTa. NGFW

Device Version Bepcua npopykrta. | 7

Source Hassare dns
XypHana.

CEF 3aronosok
Name TUM NCTOYHMKA. log

MoXeT NPuHUMaTb
3Ha4eHus 2, 4, 6, 8,
10
(yCTaHOBEHHbIM
YPOBEHb Yrpo3bl,
YMHOXEHHbIM Ha 2);
Unknown, ecnu
KaTeropusa He
onpegeneHa.

YpOBEHb Yrpo3sbl

Threat Level KaTeropwmm URL.

CEF [pacwmpeHnme] BpeMs, korga 6b110
nony4eHo
rt cobbITHe: 1701085036026
MUNAMCEKYHAbI C 1
aHBaps 1970 roga.

MMsg, KoTopoe

OLHO3Ha4YHO

noeHTuduumMpyeT utmcore@ntoorere
YCTPOMCTBO, aeda
reHepupytolLee

3TO cobbITHE.

deviceExternalld
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Tvn nons Ha3BaHMe nons
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OnucaHue

MpuMep 3Ha4eHus

act

reason

proto

dhost

app

suser

Src

spt

smac

212

IencTeue,
NPUHATOE
YCTPOMCTBOM B
COOTBETCTBUM C
HaCTPOEHHbIMM
NOAUTUKAMM.

MpwnynHa, No
KOTOpOM GblNo
CcO34aH0O cobbITHE,
Hanpumep, url
KaTeropms, Ha
KOTOPbIX
cpaboTtano
npasuo.

Mcnonb3yeMmbln
NPOTOKOS 4-T0
YPOBHS.

Mma xocTa
Ha3Ha4YeHus, agpec
KOTOpPOro
onpenenseTcs c
rnomoLbio DNS
cepsepa.

MpoTokon
npuKnagHoro
YPOBHS.

MMa nonb3oBaTeng.

[Pv4 nctovHmka
Tpaduka.

[MopT UCTOYHWMKA.

MAC-agpec
MCTOYHUMKaA.

block

{"url_cats":[{"id":
37"name":"Search
Engines &
Portals" "threat_lev

el"1}]}

UDP

google.com

DNS

user1 (Unknown,
ecnm
nonb3oBaTesb
HEU3BECTEH)

10.10.0.11

MoXeT NpuHUMaTb
3HavyeHmsa ot O go
65535.

FA16:3E:65:11C:B4


http://www.google.com
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Tun nons Ha3BaHue nong Onucanune [MprMep 3Ha4YeHus
IPv4 appec
dst Ha3Ha4eHms 194.226.127130
Tpadwmka.
MoXeT NpuHUMaTb
3HavyeHmsa ot O go
65535. [ins DNS 06
dpt [MopT Ha3Ha4YeHMUs. a
bIYHO
MCnoJsb3yeTcs
nopt 53.
Mone
ncnosnb3lyeTcs 4ng
cslLabel yKasaHusl Rule
cpaboTaBLlero npa
BMSIa.
HasBaHue
npasuna,
cs1 cpabaTbiBaHue Rulet
KOTOPOrO BbI3BasIO
cobbITHe.
[Mone

MCnosibdyeTcyd angd

cs2Llabel Source Zone
MHOMKALMM 30HDI
MCTOYHMKA.
HazBaHme 30HbI
cs2 Trusted
MCTOYHMKA.
Mone
Mcnonb3yeTcsa ongd
cs3Label y A Source Country
yKasaHus CTpaHbl
MCTOYHMKA.
RU (oTobpaxaeTcs
Ha3BaHue CTpaHbl .
cs3 LBYXOYKBEHHbIN
MCTOYHMKA.
Kof, CTpaHbl)
Mone
Mcnonb3yeTcsa ongd L
cs4lLabel Y A Destination Zone
MHOMKALMM 30HbI
Ha3Ha4YeHMs.
Ha3BaHMe 30Hbl
cs4 Untrusted

HasHa4YeHn4.

213



Document version 71.0 build 53 ot 2024/07/24

Tvn nons Ha3BaHMe nons

cs5Label

cs5

cs6lLabel

csb

flexString1Label

flexString1

dopmaT xypHana DNS CEF Compact:

214

OnucaHue

MNone
ncrosnb3lyeTcs Ang
yKa3aHMs CTPaHbl
Ha3Ha4YeHms.

HasBaHMe cTpaHbl
Ha3Ha4YeHM4.

MNone
ncrosnb3lyeTcs ang
yKa3aHus
nepenasaemMblix
OaHHbIX.

[NepenaBaemMble
OaHHble.

[lofe yka3biBaeT Ha
KaTeropwuio
3anpalumBaemMoro
URL-agpeca.

Kateropus URL.

MpuMep 3Ha4eHus

Destination
Country

RU (oTobpaxaeTcs
LBYXOYKBEHHbIM
KOf CTpaHbl)

Data

{"question™:
[{"domain":"google.
com""type":"A""cla
ss™"IN"}],

"answer":
[{"domain""google.
com""type":"TXT""
class":"IN" "ttl":
5,"data":"Blocked"},
{"domain":"google.c
om""type":"A" " "class
mUINM
5"data":"10.10.01"}]
}

URL Categories

Search Engines &
Portals



®dopmart XypHana Tpadpmka
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Tvn nons Ha3BaHMe nons

CEF:Version

Device Vendor

Device Product
Device Version

Source

CEF 3aronoBok
Rule Type

Threat Level

CEF [pacwmpeHnme]

rt

deviceExternalld

act

OnucaHue

Bepcua CEF.

[NpownssogmTesnb
NpPoayKTa.

Tun npopykTa.
Bepcusa npopykTa.
Tun xypHana.

Tun npasuna,
cpabaTbiBaHue
KOTOPOrO BbI3BaSO
cobbiThe.

YpoBeHb yrposbl
NPUNOXKEHMS.

Bpems, korga 6bin1o
nony4yeHo
cobbiTHheE:
MUNIUCEKYHObI C 1
aHBaps 1970 roga.

Mg, KoTopoe
0HO3Ha4YHO
moeHTuduumpyeT
YCTPOMCTBO,
reHepupytoLlee
370 cobbITHe.

IencTeue,
NPUHATOE
YCTPOMCTBOM B
COOTBETCTBUM C
HaCTPOEHHbIMM
NOAUTUKAMM.

MpuMep 3Ha4eHus

CEF:0

UserGate

NGFW

traffic

firewall

MoxeT MPMUHUMATb
3Ha4YeHua 2, 4, 6, 8,
10
(yCTaHOBNEHHbIN
YPOBEHb YTrpPO3b,
YMHOXEHHbIN Ha 2);
Unknown, ecnu
KaTeropusa He
onpepnenexa.

1652344423822

utmcore®@erstheta
tica

accept

215
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Tvn nons Ha3BaHMe nons

proto

app

suser

Src

spt

smac

dst

dpt

dmac

out

216

OnucaHue

Mcnonb3yembln
NPOTOKOS 4-ro
YPOBHS.

MMs
cpaboTaBLlero
NPUNOXEHMS

MmMa nonb3oBaTens.

IPv4 nctovHmka
Tpadwmka.

[MopT UCTOYHWMKA.

MAC-agpec
NCTOYHMKA.

IPv4 appec
Ha3HavYeHus
Tpaduka.

[MopT HasHavYeHwms.

MAC-agpec
Ha3Ha4YeHM4.

KonuyecTtBo
nepenaHHbIX
BXOOALLMX BaMTOB;
OaHHble
nepepatoTCs B
HanpaBneHUM
MCTOYHUK —
HasHa4veHue.

KonmnyecTso
nepepaHHbIX
MCXoOaLMX
6anToOB; JaHHble
nepepnatoTcs B
HanpaBneHuu

MpuMep 3Ha4eHus

TCP mnn UDP

my_app

user_example
(Unknown, ecnm
noJib3oBaTesb
HEU3BECTEH)

10.1010.10

MoXeT NPuHUMaTb
3Ha4yeHus ot O oo
65535.

00:50:56:80:28:08

194.226127130

MoXeT NpuHUMaTb
3HavyeHmsa ot O go
65535.

00:50:56:80:7D:21

231

40



HasBaHue nonga

sourceTranslatedA
ddress

sourceTranslatedP
ort

destinationTransla
tedAddress

destinationTransla
tedPort

cs1lLabel

cs1

cs2Label

cs2

cs3Label

Document version 71.0 build 53 ot 2024/07/24

OnucaHune

Ha3Ha4YeHne —
MCTOYHMK.

ALpec UCTOYHMKA
nocne
nepeHasHayeHus
(ecnu HacTpoeHbI
npaeuna NAT).

[MopT MCTOYHMKA
nocne
nepeHasHa4eHms
(ecnu HacTpPOEHbI
npasuna NAT).

ALpec Ha3Ha4veHus
nocne
nepeHasHa4yeHus
(ecnm HacTpoeHbl
npasuna NAT).

MopT HazHaYeHus
nocne
nepeHasHayeHus
(ecnu HacTpOEHbI
npasuna NAT).

[Mone
ncrnonb3yeTca Ang
yKasaHus
cpabaTbiBaHUS
npasuna.

HaszeaHue
npasuna,
cpabaTbiBaHue
KOTOPOro BbI3BaO
cobbiThe.

MNone
ncrosnb3lyeTcs Ang
MHOMKALMM 30HbI
MCTOYHMKA.

Ha3BaHMe 30Hbl
MCTOYHMKA.

[Tone
ncrosnb3lyeTcs Ang

[MpurMep 3Ha4YeHus

192168174134
(0.0.0.0 — ecnun
HeT)

MoxeT npuHMMaTb
3Ha4eHus oT 0 go
65535 (0 — ecnun
HeT)

192.226.127130
(0.0.0.0 — ecnu
HeT)

MoXeT NPuHUMaTb
3Ha4eHms ot O oo
65535 (0 — ecnu
HeT)

Rule

Allow trusted to
untrusted

Source Zone

Trusted

Source Country

217
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Tun nons HasaHwe nons Onuncanue [MpurMep 3Ha4YeHus

yKasaHusa CTpaHb
MCTOYHMKA.

RU (oTobpaxaeTcs
LBYXOYKBEHHbIM
Kof CTpaHbl)

HasBaHue cTpaHbl
NMCTOYHMKA.

cs3

MNone
mcnosblyeTcsa ong
MHOMKALMM 30Hb
Ha3Ha4YeHMs.

cs4lLabel Destination Zone

Ha3BaHMe 30Hb
csh Untrusted
Ha3Ha4YeHM4d.

[None

nmcnosnblyeTcsa ong Destination
yKasaHus CTPaHbl Country
Ha3Ha4YyeHms.

cs5Label

RU (oTo6paraeTtcs
LBYXOYKBEHHbIM
KOf, CTpaHbl)

Ha3BaHue cTpaHbl
Ha3HavYeHus.

cs5

[None
ncnonb3yeTca Ans
yKazsaHus
KonuyecTBa
cnilLabel nepenaHHbIX Packets sent
nakeToB B
HanpasneHun
NUCTOYHMK —
Ha3Ha4eHue.

KonuyecTtBo
nepenaHHbIX
MakeToB B

cni 3
HanpaBeHUH
MCTOYHUK —

Ha3Ha4YeHune.
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Tun nons HasaHwe nons Onuncanune [NprMep 3Ha4YeHKns

MNone
mcnonbayeTca ans
yKasaHus
KOM4ecTBa
cn2Label MakeToB, Packets received
nepenaHHbIX B
HanpaBneHUu
HasHa4YeHMne —
MCTOYHMK.

KonuyecTtBo
MakeToB.,
nepenaHHbIX B
HanpaBsneHuM
Ha3Ha4YeHme —
MCTOYHMK.

cn2

dopmaT xypHana Tpadumka CEF Compact:

219



®dopmat )XypHana COB

Document version 71.0 build 53 ot 2024/07/24

Tvn nons Ha3BaHMe nons

CEF:Version

Device Vendor

Device Product
Device Version

Source

CEF 3aronoBok
Signature

Threat Level

CEF [pacwmpeHue]

rt

deviceExternalld

act

220

OnucaHue

Bepcua CEF.

[NpownssogmTesnb
NpPoayKTa.

Tun npopykTa.
Bepcusa npopykTa.
Tun xypHana.

HasBaHue
cpaboTasLlel
curHatypbl COB.

YPOBEHb Yyrpo3bl
CUMHaTypPbI.

BpeMs, korga 6bino
nosny4eHo
cobbiTHhe:
MUNIUCEKYHIbI C 1
aHBaps 1970 roga.

Mg, KoTopoe
OOHO3Ha4YHO
noeHTudUUmMpyeT
YCTPOMCTBO,
reHepupytolLee
370 CcobbITHE.

HencTaue,
NPUHATOE
YCTPOMCTBOM B
COOTBETCTBMM C
HaCTPOEHHbIMMU
NOMUTUKAMM.

MpuMep 3Ha4eHus

CEF:0

UserGate

NGFW

idps

BlackSun Test

MoXeT MPUHUMaTb
3Ha4YeHua 2, 4, 6, 8,
10
(yCTaHOBNEHHbIM
YPOBEHb Yrpo3b,
YMHOXEHHbIN Ha 2);
Unknown, ecnu
KaTeropusa He
onpepeneHa.

1652344423822

utmcore@erstheta
tica

accept



Ha3BaHMe nons

proto

app

suser

Src

spt

dst

dpt

out
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OnucaHue

Mcnonb3yembln
NPOTOKOS 4-ro
YPOBHS.

MpoTokon
npuKnagHoro
YPOBHS.

MmMa nonb3oBaTens.

IPv4 nctovHmka
Tpadwmka.

[MopT UCTOYHWMKA.

IPv4 appec
Ha3Ha4yeHus
Tpaduka.

[MopT Ha3Ha4YeHwms.

KonuyecTtsBo
nepepaHHbIX
BXOOALLMX BaMTOB;
OaHHble
nepepatoTca B
HanpaBneHuu
MCTOYHMK —
HasHa4deHue.

KonnyecTBo
nepenaHHbIX
MCxoaauUmMx
6anToB; faHHble
nepepatoTcs B
HanpaBneHUn
Ha3Ha4yeHue —
MCTOYHMK.

MpuMep 3Ha4eHus

TCP mnn UDP

HTTP

user_example
(Unknown, ecnm
noJib3oBaTesb
HEU3BECTEH)

10.1010.10

MoXeT NPuHUMaTb
3Ha4yeHus ot O oo
65535

194.226.127130

MoxeT NpUHKUMaTb
3HavyeHmda ot O go
65535

231

40
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Tvn nons

Ha3BaHMe nons

Document version 71.0 build 53 ot 2024/07/24

OnucaHue

222

msg

cs1lLabel

cs1

cs2Label

cs2

cs3Label

cs3

cs4lLabel

cs4

cs5Label

YpOBEHb Yrpo3bl
CUrHaTypbl M eé
Ha3BaHue.

[Mone
ncrnonb3yeTca Ang
yKasaHus
cpabaTbiBaHUS
npasuna.

HazeaHue
npasuna,
cpabaTbiBaHue
KOTOPOro BbI3BaSO
cobbiThe.

MNone
mcnosblyeTcsa ond
MHOMKALMM 30Hb
MCTOYHMKA.

Ha3BaHMe 30Hb
MCTOYHMKA.

MNone
ncronb3lyeTcs Ang
yKa3aHus CTpaHb
MCTOYHMKA.

Ha3BaHue cTpaHbl
MCTOYHMKA.

MNone
ncronb3lyeTcs Ang
MHOMKALMM 30Hb
Ha3Ha4YeHMs.

HasBaHMe 30Hb
Ha3Ha4YeHus.

None
ncrosnb3yeTcd Ang
yKa3aHus CTpaHb
Ha3Ha4YeHus.

MpuMep 3Ha4eHus

[2] BlackSun

Rule

IDPS Rule Example

Source Zone

Trusted

Source Country

RU (oTo6paraeTtcs
LBYXOYKBEHHbIM
KOf, CTpaHbl)

Destination Zone

Untrusted

Destination
Country
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Tun nons HasaHwe nons Onuncanune [NprMep 3Ha4YeHKns

RU (oTobpaxaeTcs
OBYXOYKBEHHbIM
Kof CTpaHbl)

HazeaHue CTpaHbI
Ha3Ha4YeHUn4.

cs5

dopmaT xypHana COB CEF Compact:

223



dopmaT )XypHana ACY TN

Document version 71.0 build 53 ot 2024/07/24

Tvn nons Ha3BaHMe nons

CEF:Version

Device Vendor

Device Product

Device Version

Source

Name
CEF 3aronoBok

PDU Severity

CEF [pacwmpeHnme]

rt

deviceExternalld

act

224

OnucaHue

Bepcua CEF.

[NpownssogmTesnb
NpPoayKTa.

Tun npopykTa.
Bepcusa npopykTa.

Ha3BaHuMe
XypHana.

TN MCTOYHMKA.

Kputnynocts ACY
TIT.

BpeMms, korga 6b110
nosly4yeHo
CobObITHE:
MUIMCeKyHAabl C 1
aHBaps 1970 roga.

Mg, KoTopoe
0HO3Ha4YHO
noeHTnduumMpyeT
YCTPOMCTBO,
reHepupytoLlee
3TO COBbITHE.

[encTtaue,
NPUHATOE
YCTPOMCTBOM B
COOTBETCTBMMU C

MpuMep 3HaYeHUs

CEF:0

UserGate

NGFW

MoXeT npuHMMaTb
3Ha4YeHUs:

e T — O4eHb
HU3KMMA.
e 2 — HU3KMM.

3
— CpenHMM.

o 4
— BbICOKMM.

e 5 — o4yeHb
BbICOKMM.

1652344423822

utmcore®@erstheta
tica

accept



Tun nons

app

Src

spt

dst

dpt

cs1lLabel

cs1

cs2Label

cs2

cs3Label

cs3

HasBaHue nonga
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OnucaHune

HaCTPOOEHHbIMMU
MOJIMTUKaMMUN.

[MpoTokon
NPUKNagHOro
YPOBHS.

IPv4 nctovHmka
Tpaduka.

[MopT UCTOYHMKA.

IPv4 appec
Ha3Ha4eHms
Tpadwmka.

HOpT Ha3Ha4YeHUn4.

[Mone
ncrnonb3yeTtca Ang
yKasaHus
cpabaTbiBaHUS
npasuna.

HaseaHue
npasuna,
cpabaTbiBaHue
KOTOPOro BbI3BaSO
cobbiTHhe.

MNone
mcnosblyeTcsa ong
MHOMKALMM 30HbI
MCTOYHMKA.

Ha3BaHMe 30HbI
MCTOYHMKA.

MNone
ncronb3lyeTcs Ang
yKa3aHMs CTPaHbl
MCTOYHMKA.

Ha3BaHue cTpaHbl
NCTOYHMKA.

[MpurMep 3Ha4YeHus

Modbus

10.1010.10

MoxeT NpUHUMaTb
3HavyeHmda ot O go
65535.

194.226.127130

MoxeT NpUHKUMaTb
3HavyeHmd ot O go
65535,

Rule

Scada Rule
Example

Source Zone

Trusted

Source Country

225
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Tun nons HasaHwe nons Onuncanue [MpurMep 3Ha4YeHus

RU (oTo6paraeTtcs
LBYXOYKBEHHbIN
Kon, CTpaHbl)

[Tone
ncronb3lyeTcs Ang

cs4label Destination Zone
MHOMKALMM 30HbI
Ha3Ha4YeHMs.
Ha3BaHme 30HbI
cs4 Untrusted
Ha3Ha4YeHMs.
MNone
MCMOSb3yeTcsa an4d Destination
cs5Label Y A
yKasaHus CTpaHbl Country
Ha3Ha4YeHMs.
RU (oTobpaxaeTcs
HasBaHue cTpaHbl .
cs5 OBYXOYKBEHHbIM
Ha3Ha4YeHMs.
KoL, CTpaHbl)
[None ykasbiBaeT Ha
cs6Label nMHbopMaLmo 06 PDU Details
YCTPOMCTBE.
{"protocol":"modb
us""pdu_severity":
O,"pdu_func":"s“lup
du_address":0,
MHdopmMaumsa 06 "mb_value":
csé YCTPOWMCTBE B 0,"mb_quantity":
dopmaTe JSON. 0,"mb_payload":"A

AlAAA==",
"mbb_message":"res
ponse""mb_addr":
0}

dopmaT )KypHana MHcneKTupoBaHusa SSH

Tun nons HasaHwe nons Onuncanue [MpuMep 3Ha4YeHus
CEF 3aronoBok CEF:Version Bepcwua CEF. CEF:0
Device Vendor MpoussoauTens UserGate
npopykTa.
Device Product Tun npoayKTa. NGFW
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Tvn nons

Ha3BaHMe nons

Document version 71.0 build 53 ot 2024/07/24

OnucaHue

MpuMep 3Ha4eHus

CEF [pacwmpeHue]

Device Version

Source

Name

Threat Level

rt

deviceExternalld

act

app

suser

Src

Bepcusa npopykTa.

Ha3BaHuMe
XypHana.

TN MCTOYHMKA.

YPOBEHb Yyrpo3bl
MPUITOXEHMS.

BpeMms, korga 6bino
nosny4eHo
cobbiThe:
MUNIUCEKYHIbI C 1
aHBaps 1970 roga.

Mg, KoTopoe
OOHO3Ha4YHO
noeHTuoduUmMpyeT
YCTPOMCTBO,
reHepupytolLee
370 CcobbITHE.

HencTeue,
NPUHATOE
YCTPOMCTBOM B
COOTBETCTBMM C
HaCTPOEHHbIMMU
NOMUTUKAMM.

[MpoTokon
nPWKNagHoOro
YPOBHS.

MM nonb3oBaTeng.

|PV4 nctovHmka
Tpadwmka.

log

MoxeT NpUHMMaTb
3Ha4YeHud 2, 4, 6, 8,
10
(yCTaHOBNEHHbIM
YPOBEHb Yrpo3b,
YMHOXEHHbIN Ha 2);
Unknown, ecnu
KaTeropusa He
onpepgeneHa.

1652344423822

utmcore@erstheta
tica

accept

SSH mnn SFTP

user_example
(Unknown, ecnu
nosb3oBaTesb
HEen3BeCTeH)

10.1010.10

227



Tvn nons

Ha3BaHMe nons
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OnucaHue

MpuMep 3Ha4eHus

228

spt

smac

dst

dpt

cs1lLabel

cs1

cs2Label

cs2

cs3Label

cs3

cs4lLabel

[MopT UCTOYHMKA.

MAC-agpec
MCTOYHMKA.

IPv4 appec
Ha3Ha4YeHUs
Tpadwmka.

|_|OpT Ha3Ha4YeHUn4.

[Mone
ncnonb3yeTca Ang
yKasaHus
cpabaTbiBaHMS
npasuna.

HaszeaHue
npasuna,
cpabaTbiBaHue
KOTOPOro BbI3BaO
cobbiTHe.

MNone
ncrosnb3lyeTcs Ang
MHOMKALMM 30HbI
MCTOYHMKA.

Ha3BaHMe 30HbI
MCTOYHMKA.

None
ncrosnb3lyeTcs Ang
yKa3aHMs CTPaHbl
MCTOYHMKA.

Ha3BaHue cTpaHbl
NCTOYHMKA.

None
ncrosnb3lyeTcs Ang
MHOMKALWMM 30Hb
Ha3Ha4YeHMs.

MoxeT NpUHKUMaTb
3HavyeHmda ot O go
65535,

FA16:3E:6511C:B4

194.226.127130

MoxeT NpUHMMaTb
3Ha4eHus oT 0 go
65535.

Rule

SSH inspection
rule

Source Zone

Trusted

Source Country

RU (oTo6paraeTtcs
LBYXOYKBEHHbIN
Kon, CTpaHbl)

Destination Zone
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Tun nons HasaHwe nons Onuncanune [NprMep 3Ha4YeHKns

Ha3BaHMe 30HbI

csh Untrusted
HasHa4YeHus.
[Mone
MCMoSb3yeTcsa and Destination
cs5Label Y A
yKa3aHusl CTpaHbl Country
Ha3Ha4YeHuMs.

RU (oTobpaxaeTcs
HasBaHue cTpaHbl

cs5 LBYXOYKBEHHbIM
Ha3Ha4YeHums.
Kof CTpaHbl)
YKaszaHue Ha
KOMaHAy,
cs6lLabel Ay Command
nepenaBaemyto rno
SSH.
KoMaHga,
nepepasaemMas no )
cs6 PeA whoami

SSH, B dopmaTe
JSON.

dopmaT XypHana nHcnektTuposaHma SSH CEF Compact:

229
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®dopmMaT )XypHana 3awmThbl MOYTOBOro Tpadmka

Tvn nons

Ha3BaHMe nons

OnucaHue

MpuMep 3Ha4eHus

CEF 3aronoBok

CEF [pacwmpeHnme]

230

CEF:Version

Device Vendor

Device Product

Device Version

Source

Name

Threat Level

rt

deviceExternalld

act

app

Bepcua CEF.

[NpownssogmTesnb
NpPoayKTa.

Tun npopykTa.
Bepcusa npopykTa.
Tun xypHana.

TN MCTOYHMKA.

YpOBEHb Yrpo3sbl
NPUIOXEHMS.

BpeMms, korga 6b110
nosly4yeHo
CobObITHE:
MUAMCeKyHAOb! C 1
aHBaps 1970 roga.

Mg, KoTopoe
0HO3Ha4YHO
noeHTnduLmMpyeT
YCTPOMCTBO,
reHepupytoLlee
3TO COBbITHE.

[encTtaue,
BbIMOJIHEHHOE
YCTPOMCTBOM B
COOTBETCTBMMU C
HaCTPOEHHbIMM
MNOSIMTUKAMM.

CEF:0

UserGate

NGFW

mailsecurity

log

MoXeT NpuHUMaTb
3HavYeHua 2, 4, 6, 8,
10
(yCcTaHOBREHHbIM
YPOBEHb YrPO3b,
YMHOXEHHbIM Ha 2);
Unknown, ecrm
KaTeropusa He
onpepnenexa.

1652344423822

utmcore@einerson
stal

mark

SMTP


mailto:utmcore%40einersonstal
mailto:utmcore%40einersonstal
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Tun nons HasaHwe nons Onuncanue [MpurMep 3Ha4YeHus
MpoTokon
npuKnagHoro
YPOBHS.
user_example
(Unknown, ecnm
suser VMMs nonb3oBaTens
nonb3oBaTesb
HEU3BECTEH)
IPv4-agpec
src AP 10101010
MCTOYHMKA.
MoXeT NPuHUMaTb
spt [MopPT UCTOYHMKA. 3Ha4yeHus ot 0 oo
65535
IPv4-apgpec
dst P 10101010
Ha3Ha4YyeHms.
MOXET NPUHUMaTb
dpt [MopT Ha3Ha4YeHwms. 3Ha4eHus oT 0 oo
65535
KonuyectBo
nepenaHHbIX
BXOOALMX BANTOB;
aHHble
in A 10
nepepatoTCcs B
HanpaBAeHUM
NCTOYHUK —
Ha3Ha4yeHMe.
KonnyecTBo
nepenaHHbIX
NCXOOSALLMX
GaNTOB; faHHbIe
out 10
nepegaroTcs B
HanpaBneHUn
Ha3HayeHune —
NCTOYHMK.
[None
ncnonblyeTcsa ong
cs1Label Y Rule
yKasaHus Ha3BaHMs
npasuna.
HazBaHue npasmna
csi 3almTbl moYToBoro | Mail security rule

Tpadwmka.
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Tvn nons

Ha3BaHMe nons
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OnucaHue

232

cs2Label

cs2

cs3Label

cs3

cs4lLabel

cs4

cs5Label

cs5

csébLabel

csb

flexString1Label

MNone
ncrosnb3lyeTcs Ang
yKa3aHMs 30Hb
MCTOYHMKA.

30Ha MCTOYHMKA.

Mone
ncnonbayeTcs Ans
WMHAMKaLMK CTPaHbI
MCTOYHMKa
Tpaduka.

CTpaHa MCTOYHMKA
Tpadwmka.

[None
mcnonbayeTca ans
yKa3aHus 30Hb
Ha3Ha4yeHus
Tpadwmka.

Ha3BaHme 30Hb
Ha3Ha4YeHUs
Tpadwmka.

MNone
ncnonbayeTcs Ans
WMHAMKaLMK CTPaHbI
Ha3Ha4yeHus
Tpadwmka.

CTpaHa
Ha3Ha4YeHms.

MNone
mcnosblyeTcsa ond
yKasaHusl
MOYTOBOro agpeca
nofy4yaTtens.

Email nonydatens.

[Mone
mcnosblyeTcsa ong
yKasaHusl

MpuMep 3Ha4eHus

Source Zone

Untrusted

Source Country

RU (oTo6paraeTtcs
LBYXOYKBEHHbIN
Kon, CTpaHbl)

Destination Zone

Untrusted

Destination
Country

RU (oTobpaxaeTcs
OBYXOYKBEHHbIM
Kof CTpaHbl)

To

receiver@example.

com

From


mailto:receiver%40example.com
mailto:receiver%40example.com

Tun nons HasBaHue nonga

Document version 71.0 build 53 ot 2024/07/24

Onuncanue [MpurMep 3Ha4YeHus

flexString1

cnlLabel

cni

cn2Labe

cn2

MO4YTOBOro afgpeca
oTnpasnNTENA.

Email sender@example.c
oTnpaBuTenNs. om

MNone

ncronb3lyeTcs ang

yKa3aHus

KONMYeCcTBa

nepenaHHbIX Packets sent
MakeToB B

HanpaBeHUH

MCTOYHMK —

Ha3Ha4yeHue.

KonuyecTtBo
nepenaHHbIX
MakeToB B
HanpaBeHUH
MCTOYHUK —
Ha3Ha4yeHue.

[None

ncnonb3yeTca Ans

yKazsaHus

KonuyecTBa

nepepaHHbIX Packets received
MnakeToB B

HanpasneHun

Ha3Ha4YeHne —

MCTOYHMK.

KonuyecTtBo
nepenaHHbIX
MakeToB B
HanpaBeHUH
Ha3Ha4YeHmne —
MCTOYHMK.

dopMaT XypHana 3almTbl no4ToBoro Tpadmka CEF Compact:
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mailto:sender%40example.com
mailto:sender%40example.com
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dopmMaT )KypHana cobbiTHM KOHEYHbIX YCTPOMCTB

Tvn nons

Ha3BaHMe nons

OnucaHue

MpuMep 3Ha4eHus

CEF 3aronoBok

CEF [pacwmpeHnme]

234

CEF:Version

Device Vendor

Device Product
Device Version
Source

Name

Severity

rt

deviceExternalld

msg

suser

Bepcua CEF.

[NpownssogmTesnb
NpPoayKTa.

Tun npopykTa.
Bepcusa npopykTa.
Tun xypHana.

TN MCTOYHMKA.

BaxHocCTb
cobbITUS.

Bpems, korga 6b110
nony4yeHo
cobbITHe:
MUIMceKkyHabl C 1
aHBaps 1970 roga.

MoeHTudukaTop
YCTPOMCTBA,
creHepupoBasLUer
0 3TO CObbITHE.

MopnpobHas
nHdopMaLLms O
CcOBbITUM.

MmMa nonb3oBaTens.

CEF:0

UserGate

NGFW

endpoint_log

log

MoXeT NpuHUMaTb
3Ha4YeHus:

e 1—error;

e 2 — warning;

e 3—info;

e 4 — audit
success;

e 5 —audit
failure.

1652344423822

35fb5820-74db-4e
ac-b05b-
dO1bc284c4e8

CocTosHue
Windows Defender
yCneLHo
M3MEHEHO Ha
SECURITY_PRODU
CT_STATE_ON.

Admin



Tvn nons

Ha3BaHMe nons

cs1lLabel

cs1

cs2Label

cs2

cs3Label

cs3

cs4lLabel

cs4

cs5Label

cs5
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OnucaHue

MNone
ncnonbayeTcs Ans
yKasaHusl
noeHTudmrKaTopa
KOHEeYHOro
yCTpOMCTBa.

MOeHTUdUKaTop
KOHEeYHoro
YCTPOMCTBa UK
ceHcopa.

[None
Mcnosb3yeTcs Ans
MHOMKaALMM UMEHM
KOHEeYHOro
YyCTPOMCTBa UK
ceHcopa.

MMSa KOHeYHOoro
YCTPOMCTBA UK
CceHcopa.

MNone
MCMoJb3yeTcs s
yKasaHusa Ha T1nM
cobbITHA.

Tun cobbiTha.

MNone
MCrosb3yeTcs Os
yKasaHus
KaTeropum
cobbITHA.

Kateropus
CcobbITHA.

MNone
ncnonblyeTcs 4ng
MHOMKALMM TUMa
XypHana.

Tun xypHana,
CoAepxallero

MpuMep 3Ha4eHus

endpointld

35fb5820-74db-4e
ac-b05b-
d01bc284c4e8

endpointName

DESKTOP-0731NF
Q

loglLevel

AyouT ycriexa,
MNpepnynpexneHue,
CeefeHus, AyauT
oTkaza, Owmbka

logCategoryString

Special Logon

logFile

Security (dann
XypHana
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236

Tun nons

HasBaHue nonga

cs6lLabel

csb

cnllLabel

cni

cn2Label

cn2

cn3Llabel

ch3

flexString1Label

OnucaHune

BaXKHYtO
MHPOPMaLMIO O
NpPOrpaMMHbIX U
annapaTHbIX
COObITUSAX.

MNone
MCrosb3yeTcs Os
yKasaHus Ha
MCTOYHMK XXypPHana
CcoBbITUM.

MCTOYHMK XypHana
COBbITUM.

[None
MCMoJb3yeTCs 018
MHOMKaLMK Koga
COBbITMSA XYypPHana.

Kop cobbitmna
XypHana.

Mone
MCrosb3yeTcs Os
yKasaHua Ha
moeHTudmUKaTop
CcoBbITUS.

MoeHTudukaTop
CcoObITUS.

MNone
MCrosb3yeTcs Os
MHIOMKaLUMM TUNa
cobbITKa nora.

Tun cobbiTna nora.

[Tone
ncrosnb3lyeTcs ang

[MpurMep 3Ha4YeHus

6e30MacHOCTH),
Application (dparn
XypHana
NPUNOXEHMM),
System (damn
CUCTEMHOIO
XypHana),
Windows
PowerShell

sourceName

Microsoft-
Windows-Security-
Auditing

logEventCode

1154

logEventld

10016

logEventType

1 (error), 2
(warning), 3
(information), 4
(audit success), 5
(audit failure).

insertionString
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Tun nons HasaHwe nons Onuncanue [MpurMep 3Ha4YeHus

MHOMKALMU CTPOKM

BCTaBKM.

CTpoka BCTaBkuM — Windows
flexStringt JaHHble 6noka DefenderSECURIT
g EventData Y_PRODUCT_STAT

cobbiTna Windows. | E_ON

dopmaT )XypHana npaBma KOHEYHbIX YCTPOMCTB

Tun nons HassaHwe nons Onucanue [MpurMep 3Ha4YeHus
CEF:Version Bepcus CEF. CEF:0
Device Vendor MpoussoauTens UserGate
npoayKTa.
Device Product Tun npoayKTa. NGFW
Device Version Bepcus npoaykta. | 7
Source Tun xypHana. endpoint_log
CEF 3aronoBok
Name Tun ucTo4HmKa. log

MoXeT MPUHUMaTb
3Ha4YeHua 2, 4, 6, 8,
10
(yCTaHOBNEHHbIM
YPOBEHb Yrpo3b,
YMHOXEHHbIN Ha 2);
Unknown, ecnu
KaTeropusa He

YPOBEHb Yyrpo3bl

Threat Level kaTeropuu URL.

onpepeneHa.
CEF [pacwmpeHue] Bpems, korga 6b1n1o
nonyy4eHo
rt cobbiTHE: 1652344473822

MUNIUCEKYHIbI C 1
aHBaps 1970 roga.

MREHTMOMKATOP | ot 5650-74db-4e
deviceExternalld yerponcres, ac-b05b-
creHepupoBaBLUer dO1be284ches
0 3TO CObbITHE.
[encTtaue,
act ApUHSTOE accept
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238

Tun nons

proto

shost

Ssrc

spt

dst

dpt

filePath

cs1Label

cs1

cs2Llabel

HasBaHue nonga

OnucaHune

YCTPOMCTBOM B
COOTBETCTBUM C
HaCTPOEHHbIMMK
NOAUTMKAMM.

Mcnonb3yembin
NPOTOKON 4-ro
YPOBHS.

M4 xocTa.
IPv4 nctovHmka
Tpadwmka.

[MopT UCTOYHWMKA.

IPv4 appec
Ha3HavYeHMs
Tpaduka.

[MopT HasHa4YeHwms.

[NpunoxeHune, K
KOTOPOMY 6bI10
NPUMEHEHO
npasmno
MEXCEeTEeBOro
aKpaHa.

[None
ncnonbayeTcs Ans
yKasaHusl
noeHTndmnkaTopa
KOHEeYHOoro
yCTpOMCTBa.

MpoeHTndbukaTop
KOHEeYHOoro
YCTPOMCTBA U
ceHcopa.

None
ncrosnb3yeTcd Ang
yKa3aHUs Ha UMK
NetBIOS

[MpurMep 3Ha4YeHus

TCP

www.google.com

10.1010.10

MoXeT npuHMMaTb
3HaveHus ot O o
65535.

194.226127130

MoXeT NpuHUMaTb
3HavyeHmsa ot O go
65535.

C:\\Program Files
(x86)\\Microsoft\
\Edge\
\Application\
\msedge.exe

endpointld

35fb5820-74db-4e
ac-b05b-
d01bc284c4e8

endpointName
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Tun nons HasaHwe nons Onuncanue [MpurMep 3Ha4YeHus

KOHEYHOro
YCTPOWCTBA.

Mmsa NetBIOS
cs2 KOHEeYHOoro
yCTpOMCTBa.

DESKTOP-0731NF
Q

[Mone
ncnonb3yeTca Ans
yKasaHus npasuna
cpabaTbiBaHue
KOTOPOro co3gasno
3anmchb B XXypHane.

cs3Label Rule

HazBaHue
cs3 Test rule name
npasuna.

MNone YKa3blBa€T Ha

flexString1Label
THM KOHTEHTa.

Media type

flexString1 Ty KOHTEHTa. text/html

[Mone ykasbiBaeT Ha
KaTeroputo
3anpaLumBaeMoro
URL-agpeca.

flexString2Label Categories

Computers &

flexString2 KaTteropwms URL. Technology

DopmaT XypHana npasun KoHe4YHbix ycTponcTs CEF Format:
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dopmMaT )XypHana NPMNOIKeHMM KOHEYHbIX YCTPOMCTB

Tvn nons

Ha3BaHMe nons

OnucaHue

MpuMep 3Ha4eHus

CEF 3aronoBok

CEF [pacwmpeHue]

240

CEF:Version

Device Vendor

Device Product

Device Version

Source

Name

Threat Level

rt

deviceExternalld

act

suser

filePath

spid

Bepcua CEF.

[NpownssogmTesnb
NpPoayKTa.

Tun npopykTa.

Bepcusa npopykTa.

Tun xxypHana.

TN MCTOYHMKA.

3Ha4yeHue no
YMOMYaHUIO.

BpeMs, korga 6bino
nosny4eHo
cobbiTHhe:
MUNIUCEKYHIbI C 1
aHBaps 1970 roga.

MoeHTuduKaTop
YCTPOWCTBA,
CcreHepupoBaBsLUer
0 370 cobbITHeE.

LencTeure (3anyck
WM OCTAHOBKaA
NPUNOXEHMS).

[Tonb3oBaTen.b.

PacnonoxeHue
damna.

MOeHTUdUKaTop
npouecca.

CEF:0

UserGate

NGFW

endpoint_applicati
ons

log

1652344423822

35fb5820-74db-4e
ac-b05b-
d01bc284c4e8

start, stop

DESKTOP-0731NF
Q\User

CA\\Windows\
\system32\
\cmd.exe

3860



Tvn nons

Ha3BaHMe nons

fileHash

cs1Label

cs1

cs2Label

cs2

cs3Label

cs3

cs4lLabel

cs4
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OnucaHue

X3l MPUNOXKEHUS.

[Mone
Mcnosb3yeTcs Ans
yKazaHusa
naeHTndunkaTopa
KOHEeYHOro
YCTPOMCTBA.

MoeHTudukaTop
KOHEYHOro
YCTPOMCTBA.

[None
ncnonbayeTcs Ans
yKazaHus Ha nMms
NetBIOS
KOHEYHOro
yCTpOMCTBa.

Mmsa NetBIOS
KOHEYHOro
yCTpOMCTBa.

MNone
ncnonbayeTcs Ans
MHOMKALMM
KOMaHOHOM
CTPOKM.

3anpoc
KOMaHOHOM
CTPOKM.

[None
Mcnosb3yeTcs Ans
yKasaHms
noeHTndmnkaTopa
ceccum.

MpoeHTndbumkaTop
ceccum.

MpuMep 3Ha4eHus

B4979A9F9700298
89713D756C3F1236
43DDE73DA

endpointld

35fb5820-74db-4e
ac-b05b-
dO1bc284c4e8

endpointName

DESKTOP-0731NF
Q

cmdLine

C\\Windows\
\system32\\sc.exe
start w32time
task_started

sessionld

1656395717

241
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dopmMaT )XypHana annapatypbl KOHeYHbIX YCTPOMCTB

Tun nons

Ha3BaHme nonga

OnucaHune

CEF 3aronoBok

CEF [pacwmpeHnme]

242

CEF:Version

Device Vendor

Device Product

Device Version

Source

Name

Threat Level

rt

deviceExternalld

act

sourceServiceNam
e

cs1Label

Bepcwuga CEF.

[MNpownssogmTesnb
npopykTa.

Tun npopykTa.

Bepcus nponykTa.

Tun xypHana.

TUN MCTOYHMKA.

3Ha4yeHue no
YMOMYaHMIO.

Bpems, korga 6bino
nony4eHo
cobbITHeE!
MUAMCeKyHAOb! C 1
aHBaps 1970 roga.

MpoeHTndbukaTop
YCTPOMCTBA,
creHepupoBaBLUer
0 3TO CcobbITHeE.

[encteme
(momkmntoYeHue unu
n3pneveHme
YCTPOMCTBA).

Hpareep Windows,
obecne4ymBatoLLmm
B3aMMOOEMNCTBUE
KOMMbloTepa C
obopynoBaHuem/
YCTPOMCTBOM.

[Mone
ncnosb3yeTcs Ans
yKazaHusa
naeHTndurkaTopa
KOHeYHOro
YCTPOMCTBA.

MpuMep 3HaYeHus

CEF:0

UserGate

NGFW

endpoint_hardwar
e

log

1652344423822

35fb5820-74db-4e
ac-b05b-
d01bc284c4e8

add_device,
remove_device

USBHUB3

endpointld



Tvn nons

Ha3BaHMe nons
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OnucaHue

MpuMep 3Ha4eHus

cs1

cs2Label

cs2

cs3Label

cs3

cs4lLabel

cs4

MpoeHTndbukaTop
KOHEeYHOoro
yCTpOMCTBa.

[Mone
Mcnosb3yeTcs Ans
yKazaHus Ha MMs
NetBIOS
KOHEeYHOro
YCTPOMCTBA.

Mma NetBIOS
KOHEYHOro
YCTPOMCTBA.

[None
Mcnosb3yeTcs Ans
yKazaHus
noeHTndmnkaTopa
nogkntoyaemMoro/
n3BNEeKaemMoro
yCTpOMCTBa.

MoeHTudukaTop
YCTPOMCTBA.

[None
Mcnosb3yeTcs 4ns
MHOMKaALMM MMEHM
YCTPOMCTBA.

HasBaHue
YCTPOMCTBA.

®dopmat ypHana Windows Active Directory

35fb5820-74db-4e
ac-b05b-
d01bc284c4e8

endpointName

DESKTOP-0731NF
Q

deviceld

USB\
\VID_OEOF&PID_00
02\
\6&201153C1&0&8

deviceName

Kingston
DataTraveler 2.0
USB Device

Tvn nons

CEF 3aronoBok

Ha3BaHMe nons

CEF:Version

Device Vendor

Device Product

OnucaHue

Bepcua CEF.

[NpownssogmTesnb
NpPoayKTa.

Tun npopykTa.

MpuMep 3Ha4eHus

CEF:0

UserGate

NGFW

243



Tvn nons

Ha3BaHMe nons
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OnucaHue

MpuMep 3Ha4eHus

CEF [pacwmpeHue]

244

Device Version

Source

Name

Threat Level

rt

deviceExternalld

suser

msg

Bepcusa npopykTa.

Ha3BaHuMe
XypHana.

TN MCTOYHMKA.

YpOBEHb Yrpo3bi.

BpeMs, korga 6bino
nony4eHo
cobbiTHhe:
MUNNIUCEKYHIbI C 1
aHBaps 1970 roga.

Mg, KoTopoe
OOHO3Ha4YHO
noeHTuoduUmMpyeT
YCTPOMCTBO,
reHepupytolLee
370 cobbITHE.

MMa nonb3oBaTeng.

OnucaHune
cobbITUA B
XypHane AD.

endpoint_log

log

MoxeT NpUHMMaTb
3Ha4yeHnsa oT 1 o
10 (yKa3aHHbIM
YPOBEHb YrPO3bl,
YMHOXEHHbIM Ha 2).

1701085036026

utmcore@ntoorere
aeda

userl.dep.local

Group
membership
information

Subject: Security
ID: S-1-0-0
Account Name: —
Account Domain:
— Logon ID: Ox0
Logon Type: 3 New
Logon: Security ID:
S-1-5-21-379587013
3-5220325-2125745
684-1103 Account
Name:

user1 Account
Domain:

DEP Logon ID:
OXA57A4L46 Event
in sequence: 1 of 1
Group
Membership: %
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Tun nons HasaHwe nons Onuncanue [MpurMep 3Ha4YeHus
{S-1-5-21-37958701
33-5220325-21257
45684-513} %
{S-1-1-0} %
{S-1-5-32-544} %
{S-1-5-32-555} %
{S-1-5-32-545} %
{S-1-5-32-554} %
{S-1-5-2} %
{S-1-5-11} %
{S-1-5-15} %
{S-1-5-21-37958701
33-5220325-21257
45684-512} %
{S-1-5-21-37958701
33-5220325-21257
45684-572} %
{S-1-5-64-10} %
{S-1-16-12288} The
subject fields
indicate the
account on the
local system which
requested the
logon. This is most
commonly a
service such as the
Server service, or a
local process such
as Winlogon.exe or
Services.exe. The
logon type field
indicates the kind
of logon that
occurred. The
most common
types are 2
(interactive) and 3
(network). The New
Logon fields
indicate the
account for whom
the new logon was
created, i.e. the
account that was
logged on. This
event is generated
when the Audit
Group
Membership
subcategory is
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246

Tun nons

HasBaHue nonga

cnlLabel

cni

cn2Label

cn2

cn3Label

cn3

cs1Label

OnucaHune

MNone
mcnosblyeTcsa ong
yKasaHus koga
cobbITHA U3
XypHana AD.

Kop cobbitus.

MNone
ncnonbayeTcs Ans
yKasaHusa HoMepa
noeHTudmrKaTopa
COObITUS U3
XypHana AD.

MOeHTUdUKaTop
cobbITHSA.

MNone
MCMosb3yeTcs s
yKasaHus Tuna cob
bITUS XXypPHana
Windows
(Cuctema\besonac
HOCTB\MpPUNOXEHM
enT o).

Tun cobbiTHS
XypHana Windows.

MNone
ncnonbayeTcs Ans
yKasaHusl
noeHTudmrKaTopa
KOHEeYHOro
YCTPOMCTBA

[MpurMep 3Ha4YeHus

configured. The
Logon ID field can
be used to
correlate this event
with the
corresponding
user logon event as
well as to any other
security audit
events generated
during this logon
session.

logEventCode

4627

logEventld

4627

logEventType

endpointld



Tun nons

cs1

cs2Label

cs2

cs3Label

cs3

cs4lLabel

cs4

cs5Label

HasBaHue nonga
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OnucaHune

— WMCTOYHMKA
cobBbITUS.

MpoeHTndbumkaTop
KOHEeYHOro
yCTpOMCTBa.

MNone
Mcnosb3yeTcs Ans
yKazaHusa MMeHM
KOHEYHOro
YCTPOMCTBA — UCT
OYHMKa COObITUS
(UserGate
KNMeHTa, CEHcopa
WMI uth,.).

MNMs KOHEYHOr O
yCTpOMCTBa.

[Mone
ncnonbayeTcsa Ans
yKasaHusl YpOBHS
BaXKHOCTU CObbITUA
B XXypHarne AD.

YpOBEHb BaXXHOCTH
COBbITHA.

MNone
mcnonbayeTca ans
yKkasaHus Kofa
KaTeropum
cobbiTna (12554
Group
Membership,
12544 Logon, 14337
Kerberos Service
Ticket Operations
nTo)

Kateropwus
cobBbITHS.

[None
MCMOJIb3yeTCs A8
yKkasaHus danna
XypHana Windows.

[MpurMep 3Ha4YeHus

16535060-5al1a-4e
92-8331-239406ec
34da

endpointName

dep.local

loglLevel

Audit Success

logCategoryString

Group
Membership

logFile

247
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OnucaHue

MpuMep 3Ha4eHus

248

cs5

csbLabel

csb

flexString1Label

flexString1

dan xypHana
Windows

MNone
mcnosblyeTcsa ong
yKasaHusl
MCTOYHMKA M3 XYP
Hana AD.

MCTOYHUK 13 XKYPH
ana AD.

MNone
ncnonbayeTcs 4ns
yKasaHusl
copep>aHms cobbl
TUS U3 XKypHana
AD.

[MapameTpol
cobbITHA U3
XypHana AD nocne
napcuHra
coobueHus.

Security

sourceName

Microsoft-
Windows-Security-
Auditing

insertionString

['S-1-0-0', - -,
'0x0),
'S-1-5-21-37958701
33-5220325-21257
45684-1103' 'user?’,
'DEP', 'Ox7a25a21,
3T, AN
\t%
{S-1-5-21-37958701
33-5220325-21257
45684-5T31\\r\\n\
\t\W\t%{S-1-1-0\\r\
\n\t\\t%
{S-1-5-32-544\\r\
\N\\t\\t%
{S-1-5-32-5551\\r\
\n\t\\t%
{S-1-5-32-5451\\r\
\N\\t\\t%
{S-1-5-32-5541\\r\
AN\ E%{S-1-5-21\
\r\\n\\t\\t%
{S-1-5-11}

AN %
{S-1-5-15A\\r\\n\\t\
\t%
{S-1-5-21-37958701
33-5220325-21257
45684-5121\\r\\n\
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Tun nons HasaHwe nons Onuncanue [MpurMep 3Ha4YeHus
\t\\t%
{S-1-5-21-37958701
33-5220325-21257
45684-572)\r\\n\
\t\\t%
{S-1-5-64-101\\r\
\n\\t\\t%
{S-1-16-12288}']

dopmart ypHana Syslog
Tun nons HasaHwe nons Onuncanue [MprMep 3HaYeHus
CEF:Version Bepcus CEF. CEF:0
Device Vendor MpoussoauTens UserGate
npoayKTa.
Device Product Tvn npoayKTa. NGFW
Device Version Bepcus npogykta. | 7
HaseaHue
Source syslog
XypHana.
Name Tun ucTo4HmKa. log
MoXeT MPUHUMaTb
3HaYeHus:
CEF 3aronoBok 0—
emergencies
o 1 —alerts;
e 2 — critical;
e 53— errors;
Threat Level YpoBeHb yrposbil. ol
warnings;
o5 —
notifications;
e b —

informationa
I

o7 —
debugging.

249
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Tvn nons

CEF [pacwmpeHnme]

rt

deviceExternalld

msg

cnlLabel

cni

cs1lLabel

cs1

250

Ha3BaHMe nons

OnucaHue

Bpems, korga 6bin1o

nony4eHo
cobbiTHheE:

MUNIUCEKYHObI C 1
aHBaps 1970 roga.

Mg, KoTopoe
OHO3Ha4YHO
moeHTUdUUMpyeT
YCTPOMCTBO,
reHepupytollee
370 cobbITHe.

OnuncaHmne
COBbITHA.

[Mone
ncnonb3yeTca Ans
yKasaHusa Tmna
MCTOYHMKA
cobbITUM syslog.

MonopobHee o
3Ha4yeHusax syslog

facility cMoTpuTe B

RFC 5424.

Tun ucTo4HmKa
cobbITUM syslog.
Hanpumep, user-
level messages.

Mone
Mcnosnb3yeTcs Ans
yKasaHus MMEeHM
YCTPOMCTBA, Ha
KOTOPOM
NpPOM30LLNIO
cobbiTHe.

Mg KoMMbloTepPa,
Ha KOTOPOM

MpuMep 3Ha4eHus

1701085036026

utmcore@ntoorere
aeda

[3603:3603:1128/17
5000.938565:ERRO
R:CONSOLE(6)]
"console.assert",
source: devtools://
devtools/bundled/
devtools-frontend/
front_end/panels/
console/console.js

(6)

Facility

Hostname

node1


https://datatracker.ietf.org/doc/html/rfc5424
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Tun nons HasaHwe nons Onuncanue [MpurMep 3Ha4YeHus

Npou3oLWIo
cobbiTHe.

MNone
MCMOJb3yeTCs 415
yKasaHus
NPUNOXEHMS,
BbI3BaBLUEro CObbIT
ne.

cs2Label Tag

MNpwnnoxeHue,
cs2 Bbi3BaBLUee CObbIT
me.

org.gnome.Shell.de
sktop

[Mone
ncnonb3yeTca Ans
yKazaHums
noeHTudmKaTopa
npoLecca
CcoBbITUS.

cs3Label ProcessID

PID npouecca
cs3 Bbl3BaBLLEro 3036
cobbiTHe.

[None

MCMoJb3yeTCs 018
cs4label yKasaHus Rule

cpabaTbiBaHMA

npasuna.

HasBaHue

npasuna, Example — Allow
cs4 cpabaTbiBaHue user-level

KOTOPOro BbI3BasIO | mMessages

CcobbITHeE.

®dopmart xypHana UserlD

Tun nons HassaHwe nons Onucanue [MNpurMep 3Ha4YeHUs
CEF 3aronoBok CEF:Version Bepcwua CEF. CEF:0
Device Vendor MpoussoauTens UserGate
npopykTa.
Device Product Tun npoayKTa. NGFW

251



Tvn nons Ha3BaHMe nons
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OnucaHue

MpuMep 3Ha4eHus

Device Version

Source

Name

CEF [pacwumpeHue]

rt

deviceExternalld

act

reason

suser

252

Bepcusa npopykTa.

Ha3BaHuMe
XypHana.

TN MCTOYHMKA.

Bpems, korga 66110
nony4eHo
cobbiTHhe:
MUNIUCEKYHIbI C 1
aHBaps 1970 roga.

Mg, KoTopoe
OOHO3Ha4YHO
moeHTudUUMpyeT
YCTPOMCTBO,
reHepupytolLee
370 cobbITHeE.

Hencraue,
NPUHATOE
YCTPOMCTBOM B
COOTBETCTBMU C
HaCTPOEHHbIMMU
NOAUTUKAMM.

[Mpu4nHa, no
KOTOpOM 6b110
co3aaHOo CcobbITHeE.

MmMa nonb3oBaTens.

1701085036026

utmcore@ntoorere
aeda

login

{"user_groups_sids
['S-1-5-21-3795870
133-5220325-21257
45684-513""S-1-5-2
1-3795870133-5220
325-2125745684-51
2"],

"user_sid":"S-1-5-21
-3795870133-5220
325-2125745684-11
03""login":"user1""
domain":"DEV" "eve
nt_id":4624}

user1 (Unknown,
ecnm
nosb3oBaTesb
HEU3BECTEH)
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Tun nons HasaHwe nons Onuncanune [NprMep 3Ha4YeHKns

sre |PV4 nctodHmka 1010.071
Tpadwmka.

[Mone

ncnonb3yeTca Ans
csliLabel yKazaHus Rule

cpabaTbiBaHMs

npasuna.

HaseaHue
npasuna,
cs1 cpabaTbiBaHMe dev.local
KOTOPOro BbI3BaNO
CoObITHE.

JKCNopT XXypHanos B popmaTe JSON

OnucaHue XXypHana cobbiThi

Has3aHwe nosns OnuncanHune [NMprMep 3HaYeHUs

BpeMs nonydeHus cobbitua B
timestamp dopmaTe: yyyy-mm- 2022-05-12T08:11:46.158697Z
ddThh:mm:ssZ.

MM$§, KOTopoe OAHO3HaYHO
MoeHTUudbuUmnpyeT

node . utmcore@ersthetatica
YCTPOMCTBO, FreHepupytoLLee
3TO COObITHE.
ip_address IPvé-anpec McTodHMKa 192168174134
cobbITHA.
{"rule":{"logrotate":
12, "attributes™:
{"timezone":"Asia/
attributes jlseoTiIﬂM cobeiTns B Goprate Novosibirsk"},"id":"66f9de9f-
' d698-4bec-b3b0-
bab5b46d3608" "name":"Exam
ple log export ftp"}
event_type Tun cobbiTmA. logexport_rule_updated
info (MHbopPMaLMOHHbIE),
event_severity BaxHOCTb cobbiTuA. warning (NnpegynpexneHus),

253



Has3BaHue nonsa
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OnucaHune

[NpuMep 3Ha4YeHUs

event_origin

event_component

user

Mopfyrb, B KOTOPOM
NPOU30LWIo CObbITHE.

KOMMOHEHT, B KOTOPOM
npon3oLwno cobbiTue.

MmMa nonb3oBaTens.

OnucaHue XXypHana Be6-gocTyna

Ha3BaHme nonsa

timestamp

session

node

reasons

proto

host

action

bytes_sent

254

OnucaHune

Bpemsa nonyyeHus cobbiTms B

dopmaTe: yyyy-mm-
ddThh:mm:ssZ.

MpeHTMdUKaTOP ceccum.

VM8, KOTOpPOE OAHO3HAYHO
noeHTuduumMpyeT
YCTPOMCTBO, FreHepupytoLlee
3TO COObITHE.

MpuYMHa, Mo KOTOPOM 6bINo
CO3[,2aHO COObITME, HanpUMep,
NpPUYMHa 610KMPOBKM CanTa.

Mcnonb3yeMbin MpOTOKON 4-
rO YPOBHS.

MMsa xocTa.

[encTeue, NpuHaTOE
YCTPOMCTBOM B COOTBETCTBMUM
C HaCTPOEHHbIMM
MNOMUTUKAMM,

KonuyecTso 6aMTOB,
nepefaHHbiX B HarnpaBneHuu
MCTOYHUK — Ha3Ha4YeHme.

error (owmbkm), critical
(KpUTHYHBIE).

core

console_auth

{"guid":"37333739-3733-3734-
3635-366400000000""name"

'System""groups":[1}}

[NpuMep 3Ha4YeHUs

2022-05-12T08:11:46.15869Z

a7a3cd49-8232-4f1a-962a-36
59af89e96f (ecnm System:
00000000-0000-0000-000
0-000000000000)

utmcore@ersthetatica

"url_cats":[{"id":
39"name":"Social
Networking""threat_level":3}]

TCP

www.google.com

block

52



Ha3BaHMe nong
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OnucaHue

MpuMep 3Ha4YeHUs

bytes_recv

packets_sent

packets_recv

request_method

url

media_type

status_code

http_referer

decrypted

useragent

application

url_cat
egories

id

name

threat_

level

app_pr
otocol

KonmyecTBo NakeTos,
nepenaHHblX B HarnpaeBJieHMH
Ha3Ha4YeHne — MCTOYHMUK.

KonmyecTBo NakeTos,
nepenaHHbIX B HanpaeieHMN
MCTOYHUK — Ha3Ha4eHMeE.

KonmnyecTtso 6anToB,
nepefaHHbIX B HarnpaBneHum
Ha3Ha4YeHMEe — UCTOYHMK.

MeTof, MCnonb3yemblr s
noctyna k URL-agpecy (POST,
GET u .M.

MNone copepxmnt URL-agpec
3anpalumBaeMoro pecypca c
yKa3aHWEM MCMOoNb3yeMOoro
npoTokofa.

TN KOHTEHTAa.
Kop otBeTa HTTP.

URL mcToyHmKka 3anpoca
(pedepep HTTP).

More ykasbiBaeT 6bi10 fn

COAepPXMMOe paclumdpoBaHo.

Useragent
NOMb30BaTENbCKOrO
6pay3epa.

MoeHTUDUKaTOP NPUNOXKEHUS.

HasBaHue MPUNOXEHNA.

YPOBEHb Yrpo3bl MPUIOXKEHWS.

MpPOTOKON NPUKNAAHOrO
YPOBHS 1 ero Bepcus.

MaeHTUbMKaTOP KaTeropmm, K
KoTopowm oTHocmTCcs URL.

100

GET

http://www.secure.com

application/json

302

https://www.google.com/

true, false

Mozilla/5.0 (X11; Ubuntu; Linux
x86_64; rv:96.0) Gecko/
20100101 Firefox/96.0

20

Youtube

HTTP\/11"

39

255
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Ha3BaHMe nong
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OnucaHue

MpuMep 3Ha4YeHUs

source

destina
tion

rule

256

threat_level

name

guid
Zone

hame
country
ip

port

mac

guid

Zone

name

country

ip

port

mac

guid

YPOBEHb Yrpo3bl KaTEropmm
URL.

HaseaHue kaTeropuu, K
KoTOopom oTHocuTCsa URL.

YHUKaNbHbIM MOEHTUPUKATOP
30HbI MCTOYHMKa TpadmKa.

Ha3BaHMe 30Hbl MCTOYHMKA.

CTpaHa UCTOYHMKa TpaduKa.

IPv4-agpec UcTo4HmKa.

[MopT UCTOYHWMKA.

MAC-agpec MCTOYHMKaA

YHUKanNbHbIM MOEHTUPUKATOP
30HbI Ha3Ha4YeHus Tpadmka.

Ha3sBaHwWe 30Hbl Ha3Ha4YeHMs
Tpadwmka.

CTpaHa Ha3Ha4YeHn4.

IPv4-agpec HazHadYeHms.

|_|OpT Ha3Ha4YeHU4.

MAC-agpec HazHa4yeHus.

YHUKanbHbIM MOEHTUDUKATOP
npasuna, cpabaTbiBaHMe

MoxeT NMEUHMMaTb 3HA4YEHNA!

e 1 — O4YeHb HM3KMM.
o 2 — HU3KUM.

o 53— CpepHuM.

e 4 — BbICOKMM.

e 5 — 0Y4yeHb BbICOKMM.

Social Networking

d0038912-0d8a-4583-a525-
e63950b1da47

Trusted

RU (oTo6paxaeTcs
[BYXOYKBEHHbIM KO, CTPaHbI)

10.10.10.10

MoxkeT NMEUHMMATb 3Ha4YeHUA
oT O oo 65535.

01:23:45:67:89:AB

3c0b1253-
f069-4060-903b-5fecaf465d
o]0)

Untrusted

RU (oTobpaxaeTca
OBYXOYKBEHHbIM KO, CTPaHbl)

192168174134

MoXeT NPUHMMATb 3HAYEHMS
oT O go 65535.

01:23:45:67:89:AB

f93da24d-74f9-4f8c-9e9b-8e
6d02346fb4



Has3BaHue nonsa
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OnucaHune

[NpuMep 3Ha4YeHUs

name
type
guid
name
user
guid
groups
name

KOTOPOro Bbi3BasO CO3AaHMe
cobBbITUS.

HasBaHue npasmna.
Tun cpaboTasLUero npaeuna.

YHUKaNbHbIM MOEHTUPUKATOP
nonb3oBaTens.

MM nonb3oBaTens

YHUKaNbHbIM MOEHTUPUKATOP
rPYnMbl, B KOTOPOM COCTOMUT
nonb3oBaTesb.

HasBaHue rpynnbl, B KOTOPOWM
COCTOWT MOMb30OBaTENb.

OnucaHue )xypHana DNS

Ha3BaHMe nong

OnucaHme

Default allow

a7a3cd49-8232-4f1a-962a-36
59af89e96f

user_name

919878b2-
€882-49ed-3331-8ec72c3c79c
b

Default Group

MpuMep 3Ha4YeHUs

timestamp

session

node

reasons

proto

host

BpeMms nony4eHus cobbiTus B

dopmaTe: yyyy-mm-
ddThh:mm:ssZ.

MoeHTudUKaTop ceccum.

Mg, KOTOpOe O4HO3HAYHO
noeHTudunuUmMpyeT
YCTPOMCTBO, reHepupytoLLee
3TO COBbITUE.

Mpu4drHa, No KOTOPOM BbINo
CO3[aHo CobbITHE,
HanpuMmep, url kateropms, Ha

KOTOpPbIX CpaboTano npasuo.

Mcnonb3yeMbli MPOTOKON 4-
rO YPOBHS.

MMa xocTa.

2022-05-12T08:11:46.15869Z

00000000-0000-0000-000
0-000000000000

utmcore@ntoorereaeda

{"url_cats":[{"id":
37 "name":"Search Engines &
Portals" "threat_level":1}]}

UDP

google.com

257
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Ha3BaHMe nong

data
id
url_cat
egories | threat_level
name
action
id
name
application threat_
level
app_pr
otocol
source .
guid
zone
name

258

OnucaHue

Mone ncnonb3yeTtcs s
yKazaHus nepefaBaeMbix
OaHHbIX.

MoeHTnbukaTop
cpaboTaslen URL-
KaTeropmm.

YpoBeHb yrpo3sbl
cpaboTaBLUen KaTeropmm.

HassaHue
cpaboTaBlLUeM kKaTeropmm.

[encTeure, NnpuHsaTOE
YCTPOMCTBOM B COOTBETCTBMM
C HaCTPOEHHbIMM
NONUTUKAMMU.

NpeHTUdUKATOP NMPUNOKEHUS.

HasBaHue MPUMNOXEHNA.

YPOBEHb Yrpo3bl MPUAOXKEHMWS.

MpoToKoN NPUKIaLHOro
YPOBHS.

YHUKaNbHbIM MOEHTUPUKATOP
30Hbl UICTOYHMKa TpadmKa.

HazBaHMe 30Hbl MICTOYHMKA
Tpadwmka.

MpuMep 3Ha4YeHUs

{"question":
[{"domain":"google.com" "type"
:IIAlllllclaSSII:lllNII}]I

"answer":
[{"domain""google.com""type"
STXT""class™:"IN" "ttl":
5,"data":"Blocked"},
{"domain":"google.com" "type":
"A""class""IN" "ttl":
5,"data""10.10.0.1"}1}

37

MoxeT NMEUHMMATb 3HAYEHNA!

e 1 — OYeHb HMU3KMM.
o 2 — HUBKUM.

e 3 — CpeaHun.

o 4 — BbICOKMM.

o 5 — 0oYyeHb BbICOKMM.

Search Engines & Portals

block

DNS

d0038912-0d8a-4583-a525-
e63950b1das7

Trusted



Ha3BaHMe nong
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OnucaHue

MpuMep 3Ha4YeHUs

destina
tion

rule

user

country

port

mac

guid

Zone

name

country

port

mac

guid

name

Type

guid

HasBaHue CTpPaHbl MCTOYHMKA.

IPv4-agpec UCTOYHMKaA
Tpaduka.

[MopT UCTOYHWMKA.

MAC-agpec MCTOYHMKA.

YHUKaNbHbIM MOEHTUPUKATOP
30Hbl Ha3Ha4yeHusa TpaduKa.

Ha3BaHMe 30Hbl Ha3HaA4YeEHMSA
Tpadwmka.

HasBaHue cTpaHbl
Ha3Ha4YeHM4.

IPv4-agpec HasHadyeHus
Tpadwmka.

|_|OpT Ha3Ha4YeHn4

MAC-agpec HasHa4yeHus

YHUKaNbHbIM MOEHTUPUKATOP
npasuna, cpabaTbiBaHue
KOTOPOro cosfano cobbiTue.

HaseaHue npasuna,
cpa6aTb|BaHme KOTOPOro
BbI3BasIO COObITHE.

Tun cpaboTaBLIero npasmna.

YHUKanNbHbIM MOEHTUPUKATOP
nonb3oBaTens. Ecnm
nosnb3osaTesnb Trna Unknown,
TO MAEHTUDUKATOP:
00000000-0000-0000-000
0-000000000000.

RU (oTobpaxaeTcs
OBYXOYKBEHHbIM KO, CTPaHbl)

10.10.10.10

MoXeT NPUHUMATb 3HaYeHMd
ot O go 65535.

01:23:45:67:89:AB

3c0b1253-
f069-4060-903b-5fec4f465d
b0

Untrusted

RU (oTobpaxaeTcs
[BYXOYKBEHHbIM KO, CTPaHbl)

10419197151

MoXeT NPUHMMATb 3HAYEHMUS
ot O go

65535, [1na DNS o6bl4HO
mcnosbayeTcs nopt 53.

01:23:45:67:89:AB
59e38e06-533a-4771-9664-03

1c3e8b2elf

Rulel

a7a3cd49-8232-4f1a-962a-36
59af89e96f

259



Ha3BaHMe nong

name

groups

guid

name
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OnucaHue

MMa nonb3oBaTens.

YHUKanbHbIM MOEHTUDUKATOP
FPyMMbl, B KOTOPbIX COCTOUT
nonb3oBaTesb.

HasBaHue rpynnbl, B KOTOPOM
COCTOMT MOSb30BaTENb.

OnucaHuMe )XypHana Tpadpmka

Ha3BaHme nonsa

timestamp

session

node

proto

action

bytes_sent

bytes_recv

packets_recv

260

OnucaHune

Bpemsa nonyyeHus cobbiTms B

dopmaTe: yyyy-mm-
ddThh:mm:ssZ.

MpeHTMdUKaTOP ceccum.

VM8, KOTOpPOE OAHO3HAYHO
noeHTuduumMpyeT
YCTPOMCTBO, FreHepupytoLee
3TO COObITHE.

Mcnonb3yembln NPOTOKOM 4-
rO YPOBHS.

LecTeue, NpuHaTOE
YCTPOMCTBOM B COOTBETCTBMM
C HAaCTPOEHHbIMM
MNOMUTUKAMM.

KonnyecTtso 6anToB,
nepefaHHbIX B HarnpaBneHum
MCTOYHUK — Ha3Ha4YeHMe.

KonmuecTtso 6amnToB,
nepenaHHbIX B HarnpasieHmm
Ha3Ha4YeHMe — UCTOYHMK.

KonnyecTBo nakeTos,
nepefaHHbIX B HampaBsieHmm
Ha3Ha4YeHMEe — MCTOYHMK.

MpuMep 3Ha4YeHUs

useri

919878b2-
e882-49ed-3331-8ec72c3c79c
b

Default Group

[NpuMep 3Ha4YeHUs

2022-05-12T08:11:46.15869Z

a7a3cd49-8232-4f1a-962a-36
59af89e96f (ecnm System:
00000000-0000-0000-000
0-000000000000)

utmcore@ersthetatica

TCP unn UDP

accept

100
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Ha3BaHMe nong

packets_sent

json_data

applica
tion

source

destina
tion

id

threat_level

app_protocol

name

guid
zZone

name
country
ip
port

guid
Zone

hame
country

OnucaHue

KonmyecTBo NakeTos,
nepenaHHblX B HarnpaeBJieHMH
MCTOYHUK — Ha3Ha4deHMe.

[JononHuTenbHble gaHHbIE.

NpeHTUdUKATOP NMPUNOKEHUS.

YPOBEHb YrpO3bl MPUTOXEHUS.

[MpOTOKON NPUKIAAHOTO
YPOBHS.

HasBaHuMe npuoxeHus.

YHUKaNbHbIM MOEHTUPUKATOP
30HbI MCTOYHMKa TpadmKa.

Ha3BaHMe 30Hbl MICTOYHMKA
Tpadwmka.

HassaHue CTpPaHbl MCTOYHMKA.

IPv4-apgpec MCTOYHMKa
Tpadwmka.

[MopT UCTOYHWMKA.

YHUKanbHbIM MOEHTUDUKATOP
30Hbl Ha3Ha4YeHWa Tpaduka.

HazBaHMe 30Hbl Ha3Ha4YeHUS
Tpadwmka.

HasBaHMe cTpaHbl
Ha3Ha4YeHus.

MpuMep 3Ha4YeHUs

1

null

195

MoxeT NMOEUHMMATb 3HAYEHUNA!

o 1 — OYeHb HU3KMM.
o 2 — HU3KUM.

e 3 — CpeaHun.

o 4 — BbICOKMM.

e 5 — 0oYyeHb BbICOKMM.

HTTP

Youtube

d0038912-0d8a-4583-a525-
e63950b1da47

Trusted

RU (oTobpaxaeTcs
[BYXOYKBEHHbIM KO, CTPaHbl)

10.10.10.10

MoXeT NPUHMMATb 3HAYEHMS
ot O go 65535.

3c0b1253-
f069-4060-903b-5fec4f465d
b0

Untrusted

RU (oTobpaxaeTca
[BYXOYKBEHHbIM KO, CTPaHbI)

261
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nat

rule

user

262

Ha3BaHMe nong

ip
port
ip
source
port
ip
destina
tion
port
guid
type
name
guid
name
guid
groups
name

OnucaHue

IPv4-agpec HazHadyeHus
Tpadwmka.

|_|OpT Ha3Ha4YeHn4

ALpec UCTOYHMKa nocne
nepeHasHa4veHusa (ecnm
HacTpoeHbl Npasuna NAT).

[MopT MCTOYHMKa nochie
nepeHasHayeHus (ecnu
HacTpoeHbl Npasuna NAT).

ALpecC Ha3Ha4eHMsa nocne
nepeHasHavyeHms (ecam
HacTpoeHbl Npasmna NAT).

[MopT MCTOYHMKa nocne
nepeHasHayeHus (ecnu
HacTpoeHbl Npasuna NAT).

YHUKanbHbIM MOeHTUdUKaTOP
npaBuna, cpabaTtbiBaHWe
KOTOPOro cosfano cobbitue.

Tun npasuna.

HaseaHwue npaBuna,
cpabaTblBaHWe KOTOPOro
Bbl3BaJ1o COObITHE.

YHUKaNbHbIM MOEHTUPUKATOP
nonb3oBaTens. Ecnn
nonb3oBaTesnb TMna Unknown,
TO MAEHTUDUKATOP:
00000000-0000-0000-000
0-000000000000.

Mg nonb3oBaTens.

YHUKaNbHbIM MOEHTUPUKATOP
rPynnbl, B KOTOPbIX COCTOUT
Nnonb3oBaTeNb.

HazBaHue rpynmnbl, B KOTOPOM
COCTOMT MOJIb30BaTENb.

MpuMep 3Ha4YeHUs

10419197151

MoXeT NPUHMMATb 3HAYEHMUS
ot O go 65535.

192168117.85 (ecnut NAT He
HacTpoeH, To: "nat":null)

MoXeT NPUHUMATb 3HaYEHMS
oT O 0o 65535 (ecnm NAT He
HacTpoeH, To: "nat":null)

64.233164198 (ecnint NAT He
HacTpoeH, To: "nat":null)

MoXeT MPUHUMATb 3HaYEHMS
oT O 0o 65535 (ecnm NAT He
HacTpoeH, To: "nat":null)

59e38e06-533a-4771-9664-03
1c3e8b2elf

firewall

Allow trusted to untrusted

a7a3cd49-8232-4f1a-962a-36
59af89e96f

Admin

919878b2-
e882-49ed-3331-8ec72c3c79c
b

Default Group
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OnucaHue xypHana COB

Ha3BaHme nonsa

OnucaHune

MpuMep 3Ha4YeHus

timestamp

session

node

proto

action

bytes_sent

bytes_recv

packets_sent

packets_recv

json_data
applica | id
tion
threat_level

BpeMmsa nonyyeHus cobbiTms B

dopmarTe: yyyy-mm-
ddThh:mm:ssZ.

MoeHTudumKaTop ceccum.

MM$§, KOTopoe OAHO3HaYHO
noeHTUudbUuUmnpyeT
YCTPOMCTBO, FreHepupytoLLee
3TO COObITHE.

Mcnonb3yembln NPOTOKON 4-
rO YPOBHS.

HencTeue, npuHaToe
YCTPOMCTBOM B COOTBETCTBMM
C HaCTPOEHHbIMMU
NONUTHUKAMM.

KonnyecTtso 6anToB,
nepepaHHbIX B HarnpaBneHUn
MCTOYHUK — HasHa4YeHue.

Konu4yecTso 6aMTOB,
nepefaHHbIX B HarnpaBneHum
Ha3Ha4YeHMe — UCTOYHMK.

KonmyecTBo NakeTos,
nepenaHHbIX B HanpaeieH1N
MCTOYHUK — Ha3Ha4eHMeE.

KonnyecTtBo NakeTos,
nepenaHHbIX B HampasieHnm
Ha3Ha4YeHne — UCTOYHMK.

[JononHuTenbHble AaHHbIE,

MaeHTUbMKaTOP NPUNOXKEHMS.

YPOBEHb YrpO3bl MPUIOXEHUS.

2022-05-12T08:11:46.15869Z

a7a3cd49-8232-4f1a-962a-36
59af89e96f (ecnm System:
00000000-0000-0000-000
0-000000000000)

utmcore®@ersthetatica

TCP unn UDP

accept

100

null
195

MoxeT NMOUHMMaTb 3HaA4YEHNA!

e 1— O4YeHb HM3KMM.

e 2 — HU3KMUM.

263
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Has3BaHue nonsa

name

app_protocol

guid
user hame
guid
groups
name
guid
rule
name
type
id
sighatu
res
threat_level

264

OnucaHune

HasBaHMe NpunoxeHus.

MpoToKoN NPUKIaLHOro
YPOBHS.

YHUKaNbHbIM MOEHTUPUKATOP
nonb3osaTens. Ecnn
nonb3oBaTenb Tina Unknown,
TO MAEHTUDUKATOP:
00000000-0000-0000-000
0-000000000000.

MMSa nonb3oBaTens.

YHUKaNbHbIM MOEHTUPUKATOP
rPynnbl, B KOTOPbIX COCTOUT
nonb3oBaTeb.

HasBaHue rpynnbl, B KOTOPOWM
COCTOWT MOMb30BaTENb.

YHUKanbHbIM MOEHTUPUKATOP
npaeuna, cpabaTtbiBaHue
KOTOPOro co3fano cobbiTue.

HazBaHue npaswuna,
cpabaTblBaHWe KOTOPOro
Bbl3Bano COObITHE.

Tun cpaboTaBLUero npasmna

MaeHTuduKaTop
cpaboTaBLIEN CUrHATYPbI.

YpoBeHb yrposbl
CcpaboTaBLLeN CUrHaTypbI.

[NpuMep 3Ha4YeHUs

e 3 — CpeaHun.
o 4t — BbICOKMM.

e 5 — 0oYyeHb BbICOKMM.

Youtube

HTTP

a7a3cd49-8232-4f1a-962a-36
59af89e96f

Admin

919878b2-
€882-49ed-3331-8ec72c3c79c
b

Default Group

59e38e06-533a-4771-9664-03
1c3e8b2elf

Allow trusted to untrusted

idps

999999

MoxeT NPUHUMATb 3Ha4YEHUA:

o 1 — OYeHb HU3KMM.
o 2 — HU3KUM.

° 3 — CpeaHun.

o 4 — BbICOKMM.

o 5 — 0YeHb BbICOKMM.



Ha3BaHMe nong
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OnucaHue

MpuMep 3Ha4YeHUs

name
CUrHaTYPbI.
uid YHUKanbHbIM MOeHTUdOUKaTOP
g 30Hbl UICTOYHMKa TpadmKa.
zZone
HazBaHMe 30HbI MICTOYHMKA
name
Tpaduka.
country HazBaHMe CTpaHbl MICTOYHMKA.
source
i IPv4-agpec UCTOYHMKa
P Tpadwmka.
port [MopT UCTOYHWMKA.
mac MAC-agpec MCTOYHMKA.
uid YHUKanbHbIM MOeHTUdUKaTOP
g 30Hbl HasHa4yeHusa TpaduKa.
zone
HasBaHMe 30Hbl Ha3Ha4YeHMs
hame
Tpadwmka.
desti countr HazBaHue cTpaHbl
in
.es a y Ha3Ha4YeHMs.
tion
i IPv4-appec HasHadeHus
P Tpaduka.
port [MopT Ha3Ha4YeHwus.
mac MAC-agpec HazHa4yeHus.
OnucaHue xypHana ACY TT1

Ha3BaHue nonsa

timestamp

pdu_severity

HasBaHwue cpaboTaBLuem

OnucaHune

Bpemsa nonyyeHus cobbiTmd B

dopmaTe: yyyy-mm-
ddThh:mm:ssZ.

KputnyHocts ACY TTT.

BlackSun Test

d0038912-0d8a-4583-a525-
e63950b1das7

Trusted

RU (oTo6paxaeTcs
OBYXOYKBEHHbIM KOA, CTPaHbI)

10.10.10.10

MOXET NPUHUMATb 3HaYEHMUS
oT O go 65535.

01:23:45:67:89:AB

3c0b1253-
f069-4060-903b-5fec4f465d
o]0)

Untrusted

RU (oTo6paxaeTcs
OBYXOYKBEHHbIM KO, CTPaHbl)

10419197151

MoXeT NPUHMMATb 3HAYEHMS
oT O go 65535.

01:23:45:67:89:AB

[NpuMep 3Ha4YeHUs

2022-05-12T08:11:46.15869Z
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Ha3BaHMe nong

pdu_func

pdu_address

node

details

pdu_varname

pdu_device

mb_write_quanti
ty

mb_write_addr

mb_value

mb_unit_id

mb_read_quantit
y

mb_read_addr

266

OnucaHue

Kop dyHKUMK (roBOpUT
BEOMOMY YCTPOMCTBY, Kakmhe
LaHHbIE UMK BbINONHEHME
KakKoro [emcTeus TpebyeT oT
Hero Befyllee yCTPOMCTBO).

ALpec perncTpa, C KOTOpPbIM
HeobXOAMMO NPOBECTM
onepaumto.

MM$q, KOTopoe OAHO3HaYHO
MoeHTUdbUuUmnpyeT
YCTPOMCTBO, FreHepupytoLLee
3TO COObITHE.

MMs nepemMeHHoM. MapameTp,
B OCHOBHOM, MCMOJIb3yeTCS
ons obMeHa faHHbIMK B
peXxuMe peaslbHOro BpeMeH!.
[NMapamMeTp oTHOCUTCSH K
npoTokosy MMS.

Appec yCTpomcTBa,
MCMOJIb3yeMblIl B MPOTOKONAaXx
MMS 1 OPCUA.

KonnyecTBO 3Ha4YeHMM 0ng
3anucuK (komMaHga Read Write
Register).

HadvanbHbIM agpec perucTpa
ong 3anmcu (komaHpga Read
Write Register).

3anucbiBaeMoe 3HadYeHue (ong
koMaHga Write Single Coil, Write
Single Register).

ALpec yCTponCTBa.

KonnyecTBO 3Ha4YeHMM 0ng
yTeHmsa (komMaHga Read Write
Register).

HadvanbHbIM agpec perucTpa
Ong y4teHmsa (komaHoa Read
Write Register).

MpuMep 3Ha4YeHUs

12

3154

utmcore®@ersthetatica

VAR

DEV

998

776

322

186

658

122
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Ha3BaHMe nong

mb_quantity

mb_payload

mb_or_mask

mb_message

mb_exception_c
ode

mb_and_mask

mb_addr

iec104_msgtype

iec104_ioa

iec104_cot

iec104_asdu

app_protocol

action

OnucaHue

KonmyecTBO 3Ha4YeHMM Os
HTEHUA.

3HaveHuda permcTpos (ang
koMaHg Read Coil, Read
Holding Registers, Read Input
Registers, Read/Write Multiple
registers, Write Multiple Coil).

3HaveHne mackm OR KoMaHabl
Mask Write Register.

CoobueHne Modbus.

Kop owmnbku. AKTyaneH ons
TMMNa cCoobLEeHMd
error_response.

3Ha4eHne Mackmn AND
KoManabl Mask Write Register.

ALpec permncrpa.

Twun 3anpoca.

Anpec obbekTa MHdopMaLLmy,
KOTOPbIM MO3BONSIET
OOHO3Ha4YHO
noeHTMdULUMpoBaTb
MPUEMHOM CTOPOHOM THN
cobbITHS.

[NpnynHa nepepadm
MPOTOKOJIbHOIO GrI0Ka
LLaHHbIX MPUKIIALHOrO YPOBHS
(Application Protocol Data
Unit, APDU).

Apnpec ASDU (COA —
Common Object Address).
[NapameTp oTHOCUTCS K
npoTokony IEC-104.

MpoToKON NPUKIaLHOro
YPOBHS.

MpuMep 3Ha4YeHUs

875

75be5ecdc24f9883

1024

exception

255

121

3154

request, response,
error_response

23

123

Modbus

pass

267
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Has3BaHue nonsa

guid
zone

name

source | country

port

guid

Zone
name

destina

tion country

port

guid
rule

name

268

OnucaHune

[encTeue, NpuHaTOE
YCTPOMCTBOM B COOTBETCTBMUM
C HaCTPOEHHbIMU
MNOMUTUKAMM,

YHUKanbHbIM MOEHTUPUKATOP
30Hbl UICTOYHMKA TPadumKa.

Ha3BaHwWe 30Hbl MUCTOYHMKA
Tpaduka.

HasBaHue CTpPaHbl MCTOYHMKA.

IPv4-apgpec UCTOYHMKaA
Tpadwmka.

[MopT UCTOYHWMKA.

YHUKanbHbIM MOeHTUdUKaTOP
30HbI Ha3Ha4YeHus Tpadmka.

HasBaHwWe 30Hbl Ha3Ha4YeHUs
Tpadwmka.

HaseaHue CTpPaHbI
Ha3Ha4YeHn4.

IPv4-appec HasHadeHus
Tpaduka.

[MopT Ha3Ha4YeHus

YHUKaNbHbIM MOEHTUPUKATOP
npasuna, cpabaTbiBaHue
KOTOPOro cosfano cobbiTue.

HaseaHue npasuna,
cpa6aTb|BaHme KOTOPOro
BbI3BasIO COObITHE.

[NpuMep 3Ha4YeHUs

d0038912-0d8a-4583-a525-
e63950b1das7

Trusted

RU (oTo6paxaeTcs
OBYXOYKBEHHbIM KOL, CTPaHbl)

10.10.10.10

MoxkeT NMEUHMMATb 3Ha4YeHUA
oT O 0o 65535.

3c0b1253-
f069-4060-903b-5fec4f465d
o]0)

Untrusted

RU (oTo6paxaeTcs
OBYXOYKBEHHbIM KO, CTPaHbl)

10419197151

MoXeT NPUHMMATb 3HAYEHMS
oT O go 65535.

59e38e06-533a-4771-9664-03
1c3e8b2elf

SCADA Sample Rule
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OnucaHue )XypHana nHcnekTuposaHms SSH

Ha3BaHme nonsa

OnucaHune

timestamp

node

command

action

application

source

Zone

country

port

mac

name

threat_

level

app_pr
otocol

guid

name

BpeMmsa nonyyeHus cobbiTms B

dopmarTe: yyyy-mm-
ddThh:mm:ssZ.

Mg, KOTopOe OAHO3HAYHO
noeHTudUUMpyeT
YCTPOWMCTBO, FEHepmpytoLLee
3TO COBbITUE.

KomaHga, nepenasaemas no
SSH.

[encTeue, NpuHaTOE
YCTPOMCTBOM B COOTBETCTBMUM
C HaCTPOEHHbIMU
MNOMUTUKAMM,

MaeHTUbMKaTOP NPUNOXKEHMS.

HassaHue MPEMNOXEHNA.

YPOBEHb Yrpo3bl MPUAOXKEHMWS.

MpoToKoN NPUKIaLHOro
YPOBHS.

YHUKaNbHbIM MOEHTUPUKATOP
30HbI MCTOYHMKa TpadmKa.

Ha3BaHMe 30Hbl MICTOYHMKA
Tpadwmka.

HassaHue CTPaHbl MCTOYHMKA.

IPv4-apgpec MCTOYHMKa
Tpadwmka.

[MopT UCTOYHWMKA.

MAC-agpec MCTOYHMKA.

MpuMep 3Ha4YeHus

2022-05-12T08:11:46.15869Z

utmcore@ersthetatica

whoami

block

195

MOXET NPUHUMATb 3HAYEHMS
oT 2 0o 10 (yCTaHOBNEHHbIM
YPOBEHb YIrPO3bl MPUNOXEHUS,
YMHOXEHHbIN Ha 2).

SSH mnun SFTP

d0038912-0d8a-4583-a525-
e63950b1da47

Trusted

RU (oTobpaxaeTcs
[BYXOYKBEHHbIM KO, CTPaHbl)

10.10.10.10

MoXeT NPUHMMATb 3HAYEHMS
oT O go 65535.

FA16:3E:6511C:B4

269



Ha3BaHMe nong
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OnucaHue

MpuMep 3Ha4YeHUs

guid

Zone

name

destina | country

tion

port

mac

guid

rule
name

type

guid

user hame

guid

groups

name

270

YHUKanbHbIM MOAEHTUPUKATOP
30Hbl Ha3Ha4YeHus Tpadmka.

HasBaHKe 30HbI Ha3Ha4YeHus
Tpadwmka.

Ha3BaHue cTpaHbl
Ha3Ha4YeHus.

IPv4-appec HasHadeHus
Tpadwmka.

[TopT Ha3Ha4YeHwms.

MAC-agpec Ha3Ha4yeHus.

YHUKanbHbIM MOeHTUdUKaTOP
npaBuna, cpabaTtbiBaHue
KOTOPOro cosfano cobbiTuhe.

HasBaHwue npaBuna,
cpabaTblBaHWeE KOTOPOro
Bbl3BaJ1o COObITHE.

Tun cpaboTaBLlero npasmsa.

YHUKaNbHbIM MOEHTUPUKATOP
nonb3oBaTens. Ecnn

MOJIb3OBATESb TUMMA Unknown,

TO MAEHTUPUKATOP:
00000000-0000-0000-000
0-000000000000.

Mg nonb3oBaTens.

YHUKaNbHbIM MOEHTUPUKATOP
rPynnbl, B KOTOPbIX COCTOUT
Nnonb3oBaTeNb.

Ha3sBaHwue rpynnbl, B KOTOPOM
COCTOMT MOSb30BaTENb.

3c0b1253-
f069-4060-903b-5fecaf465d
o]0)

Untrusted

RU (oTo6paxaeTcs
[BYXOYKBEHHbIM KO, CTPaHbI)

10419197151

MoXeT NPUHMMATb 3HAYEHMS
oT O go 65535.

01:23:45:67:89:AB

59e38e06-533a-4771-9664-03
1c3e8b2elf

SSH Rule Example

ssh

a7a3cd49-8232-4f1a-962a-36
59af89e96f

Admin

919878b2-
e882-49ed-3331-8ec72c3c79c
b

Default Group
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OnucaHu1e XXypHana 3alWMTbl NOYTOBOro Tpadpmka

Ha3BaHme nonsa

OnucaHune

MpuMep 3Ha4YeHus

timestamp

node

action

bytes_sent

bytes_recv

packets_sent

packets_rcv

decrypted

from

to
application id

name

BpeMmsa nonyyeHus cobbiTms B

dopmarTe: yyyy-mm-
ddThh:mm:ssZ.

Mg, KOTopOe OAHO3HAYHO
noeHTudUUMpyeT
YCTPOWMCTBO, FEHepmpytoLLee
3TO COBbITUE.

HencTeue, npuHaToe
YCTPOMCTBOM B COOTBETCTBMM
C HaCTPOEHHbIMMU
NOSIUTUKaAMM.

KonnyecTtso 6anToB,
nepefaHHbIX B HarnpaBieHUn
MCTOYHUK — Ha3Ha4YeHMe.

KonuuecTtso 6anToB,
nepenaHHbIX B HanpaseHmm
Ha3Ha4YeHMe — UCTOYHMK.

KonnyecTtBo NakeTos,
nepenaHHbIX B HampasieHnm
MCTOYHUK — Ha3Ha4YeHme.

KonmnyecTBo NakeTos,
nepenaHHblX B HarnpaeJieHMH
Ha3Ha4YeHne — MCTOYHMUK.

MNone YKa3blBaeT 6bIS10 1K

cofepxmmoe pacLlimdpoBaHo.

[MoyTOBbIM afgpec
oTnpaBMTENs.

MoyTOBbLIM agpec nonyvaTens.

MoeHTUDUKaTOP MPUIOXKEHUS.

HasBaHue MPUNOXEHNA.

2022-05-12T08:11:46.15869Z

utmcore@ersthetatica

mark

true, false

sender@example.com

receiver@example.com

9

271
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Ha3BaHMe nong
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OnucaHue

MpuMep 3Ha4YeHUs

source

destina
tion

rule

272

threat_
level
app_pr
otocol
guid
zZone
name
country
ip
port
mac
guid
zZone
name
country
ip
port
port
guid

YPOBEHb Yrpo3bl MPUIOXKEHWS.

CeTeBOM NPOTOKON
NPUKIaGHOro YPOBHS.

YHUKanNbHbIM MOEHTUPUKATOP
30Hbl UCTOYHMKa TpadumKa.

HasBaHwWe 30Hbl MICTOYHMKA
Tpadwmka.

HasBaHue CTpPaHbl MCTOYHMKA.

IPv4-agpec UCToYHMKa
Tpaduka.

[MopT UCTOYHWMKA.

MAC-agpec MCTOYHMKA.

YHUKaNbHbIM MOEHTUPUKATOP
30Hbl Ha3Ha4yeHusa TpadumKa.

Ha3BaHMe 30Hbl Ha3Ha4YeEHMSA
Tpadwmka.

HasBaHue cTpaHbl
Ha3Ha4YeHM4.

IPv4-agpec HasHadyeHus
Tpadwmka.

|_|OpT Ha3Ha4YeHU4.

MAC-agpec HazHa4yeHus.

YHUKanbHbIM MOEHTUPUKATOP
npaeuna, cpabaTtbiBaHue
KOTOPOro co3fano cobbiTue.

MoXeT NPUHMMATb 3HAYEHMS
oT 2 0o 10 (yCTaHOBNEHHbIM
YPOBEHb YIrPO3bl MPUNOXEHUS,
YMHOXEHHbIM Ha 2).

SMTP

d0038912-0d8a-4583-a525-
eb63950b1das7

Trusted

RU (oTo6paxaeTca
OBYXOYKBEHHbIM KO, CTpaHbl)

10.10.10.10

MoXeT NPUHUMATL 3HaYeHMd
ot O go 65535.

01:23:45:67:89:AB

3c0b1253-
f069-4060-903b-5fec4f465d
b0

Untrusted

RU (oTobpaxaeTcs
[BYXOYKBEHHbIM KO, CTPaHbl)

10.10.10.10

MoXeT NPUHMMATb 3HAYEHMUS
oT O go 65535.

01:23:45:67:89:AB

59e38e06-533a-4771-9664-03
1c3e8b2elf



Ha3BaHMe nong
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OnucaHue

MpuMep 3Ha4YeHUs

name

type

guid

name

user

groups

guid

name

HaseaHwue npaBuna,
cpabaTblBaHWe KOTOPOro
Bbl3BaJ1o COObITHE.

Tun cpaboTaBLlero npasmna.

YHUKanbHbIM MOAEHTUPUKATOP
nosnb3oBaTens.

MmMa nonbsoBaTens.

YHUKanbHbIM MOeHTUdOUKaATOP
rPynmbl, B KOTOPOM COCTOMUT
nonb3oBaTeNb.

HazBaHue rpynmnbl, B KOTOPOM
COCTOMT MOSb30BaTENb.

Mail security rule

Mail security rule

a7a3cd49-8232-4f1a-962a-36
59af89e96f

user_name

919878b2-
e882-49ed-3331-8ec72c3c79c
b

Default Group

OnucaHue XXypHasna cobbiTMM KOHEYHbIX YCTPOMCTB

Ha3BaHMe nons

user_name

timestamp

status

source_name

endpoint_name

endpoint_id

node

log_level

OnucaHune

MMa nonb3oBaTens.

BpeMmsi nony4eHus cobbiTus B

dopmaTe: yyyy-mm-
ddThh:mm:ssZ.

PesynbTaT BbINnOMHeHWA WMI
mnm SNMP 3anpoca.

MCTOYHMK XypHana cobbITUA.

Ha3BaHMe KoHe4YHoro
YCTPOMCTBa UK CEHCOPA.

MOeHTUPUKaTOP KOHEYHOro
YCTPOWMCTBA UM CeHcopa.

MOeHTUPUKaTOP KOHEYHOrO
YCTPOMCTBa UMK y35a, Ha
KOTOPOM 3anyLLeH CeHCop.

Tun cobbiTuS.

[MprMep 3Ha4YeHus

DESKTOP-0731NFQ\
\Username

2022-05-12T08:11:46.15869Z

OK, Error

Microsoft-Windows-Security-
Auditing

DESKTOP-0731NFQ

35fb5820-74db-4eac-b05b-
dO1bc284c4e8

35fb5820-74db-4eac-b05b-
dO1bc284c4e8

273



Has3BaHue nonsa
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OnucaHune

[NpuMep 3Ha4YeHUs

log_file

log_event_type

log_event_id
log_event_code

log_category_string

insertion_string

error

data

counter_id

computer_name

274

Tun XXypHana, cogepxatlero
BaXKHYO MHPOPMaLIMIO O
NPOrpPaMMHbIX M annapaTHbIX
COObITUSIX.

TN cobbiTHs nora.

MOeHTUPUKaTop CobbITHA.
Kop cobbiTua xypHana.
KaTeropms cobbitus.
CTpoka BCTaBKM — faHHbIe
6noka EventData cobbiTms
Windows.

Owmnbka WMI mnm SNMP.,

BO3HMKLUAA B pe3yfbTate
BbIMOSIHEHMWS 3anpoca.

MonpobHas nHbop™MaLms o
COBbITUM.

MOeHTUGUKaTOpP CHETUMKA,
pobasneHHoro 8 WMI mnm
SNMP ceHcop.

Mg KoMmbloTepa.

AyOuT ycrexa,
MpenynpexgeHue, CeeneHus,
AyauT oTkasa, Owmnbka

Security (dann xypHana
6e3onacHocTH), Application
(darmn XxypHana NpUNoXeHMM),
System (dbann cucteMHoro
XypHana), Windows
PowerShell

1 (error), 2 (warning), 3
(information), 4 (audit
success), 5 (audit failure).

4672

14056

Special Logon
Windows

DefenderSECURITY_PRODUC
T_STATE_ON

Tun 3anycka cny>obl
"YCTaHOBLUMK MOAYNEN
Windows" 6bi1 U3MeHeH ¢
"ABTOMaTMYECKM" Ha
"Bpy4dHyto".

35fb5820-74db-4eac-b05b-
dO1bc284c4e8

DESKTOP-0731NFQ



Document version 71.0 build 53 ot 2024/07/24

OnucaHuMe XKypHana npaBuil KOHEYHbIX YCTPOMCTB

Ha3BaHme nonsa

OnucaHune

timestamp

session

proto

host

action

endpoint_name

endpoint_id
media_type
app_name

ip
source

port

ip
destina
tion

port

guid
rule

name

BpeMmsa nonyyeHus cobbiTms B

dopmarTe: yyyy-mm-
ddThh:mm:ssZ.

MaoeHTudbumKaTop ceccum.

Mcnonb3yeMblt MPOTOKON 4-
rO YPOBHS.

MMa xocTa.

[encTeure, NnpuHsaTOE
YCTPOMCTBOM B COOTBETCTBMM
C HaCTPOEHHbIMMU
NONUTUKAMMU.

M8 KOHEYHOrO YCTPOMCTBA.

MAoeHTUdMKaTop KOHEYHOro
YCTPOMCTBA.

TUN KOHTEHTAa.

MpunoxeHue, K KOTOPOMY
6bIN10 NPUMEHEHO MPaBMIIO
MEXCETEBOro aKpaHa.

IPv4-agpec ncTo4HmKa.

[MopT UCTOYHWMKA.

IPv4-agpec HasHadeHms.

[NMopT Ha3Ha4yeHus

YHUKanNbHbIM MOEHTUPUKATOP
npaeuna, cpabaTtbiBaHue
KOTOPOro cosgano cobbiTue.

HaseaHwue npaBuna,
cpabaTblBaHWe KOTOPOro
Bbl3BaJ1o COObITHE.

MpuMep 3Ha4YeHus

2022-05-12T08:11:46.15869Z

00000006-0000-0000-
fO4d-14bdad0fO1bb

TCP

www.google.com

drop, accept, nat

DESKTOP-0731NFQ

35fb5820-74db-4eac-b05b-
d01bc284c4e8

application/json

C:\\Program Files (x86)\
\Microsoft\\Edge\
\Application\\msedge.exe

10.10.10.10

MoxkeT NMPEUHMMATb 3Ha4YEeHUA
oT O oo 65535.

10419197151

MoxkeT NMPEUHMMATb 3Ha4YEeHUA
oT O oo 65535.

f93da24d-74f9-4f8c-9e9b-8e

6d02346fb4

Default allow

275
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OnucaHue

MpuMep 3Ha4YeHUs

type

id
url_c.at threat_level
egories

name

Tun cpaboTaBLlero npasmna.

MOeHTUPUKaTop KaTeropum, K
KoTopom oTHocmTCcs URL.

YPOBEHb Yrpo3bl KaTEropmm
URL.

HaseaHue kaTeropuu, K
KoTOpom oTHocuTCsa URL.

39

MoxeT NMEUHMMaTb 3HA4YEHNA!

o 1 — OYeHb HMU3KMM.
o 2 — HUBKUM.

° 53— CpeaHun.

o 4 — BbICOKMM.

e 5 — 04yeHb BbICOKMM.

Social Networking

OnucaHMe )KypHana npMio)KeHMM KOHEeYHbIX YCTPOMCTB

HasBaHue nonsa

OnucaHune

[NpuMep 3Ha4YeHmUs

user_name

timestamp

endpoint_name

endpoint_id

process_id

hash

app_name

action

276

Mg nonb3oBaTens, nong,
YYETHOM 3aMMCbIO KOTOPOTO
BbIMOJIHEH BXOM, HAa KOHEYHOM
YyCTPOMCTBE.

BpeMmsa nonyyeHus cobbiTms B

dopmaTe: yyyy-mm-
ddThh:mm:ssZ.

Ha3BaHMe KoHe4YHOoro
YCTPOMCTBa UK CEHCOPA.

MOEeHTUPUKaTOP KOHEYHOro
YCTPOWMCTBA UM CeHcopa.

MaeHTUdHKaTop npoLiecca.

X3LW NPUNOXKEHMS.

MpunoxeHue, KOTopoe BbINo
3anyLeHo/0CTaHOBMNEHO.

LercTame (3anyck 1nm
OCTaHOBKa MPMUIOXEHUS).

DESKTOP-0731NFQ\\User

2022-05-12T08:11:46.15869Z

DESKTOP-0731NFQ

35fb5820-74db-4eac-b05b-
dO1bc284c4e8

3916

B4CES5C3495FEAOA4FDBACS
ABDCD199F7E4CA8CIF

C:\\Program Files (x86)\
\Microsoft\\Edge\
\Application\\msedge.exe

start, stop



Ha3BaHMe nong

version

subject

issuer

cmd_line

session_id
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OnucaHue

Bepcus npunoxeHums.
CybbeKkT Noanmcu.
M3paTenb cepTudukaTta ons
MPUNOXEHMS.

3anpoc KOMaHOHOM CTPOKM.

MpeHTMdUKaTOp ceccum.

MpuMep 3Ha4YeHUs

6.219041.746
Microsoft Corporation

Microsoft Windows
Production PCA 2011

C:\\Windows\\system32\
\svchost.exe -k wsappx -p -s

AppXSvc

1656038456

OnucaHMe XKypHana annapaTtypbl KOHEYHbIX YCTPOMCTB

Ha3BaHme nonsa

timestamp

endpoint_name

endpoint_id

action

device_name

device_id

service

OnucaHune

BpeMmsa nonyyeHus cobbiTms B

dopmaTe: yyyy-mm-
ddThh:mm:ssZ.

Ha3BaHMe KoHe4YHoro
YCTPOMCTBa UK CEHCOPA.

MOeHTUPUKaTOP KOHEYHOro
YCTPOWMCTBA UM CeHcopa.

Jercteme (nogknodeHme/
M3BIeYEHME YCTPOMCTBA).

HasBaHuMe yCcTpomncTBa,
KoTopoe 6b110 NogktoyYeHo/
W3BIEYEHO.

MaeHTudUKaTop yCTpomncTBa.

Opareep Windows,
obecne4ymBaroLL MM
B3aMMOOEMNCTBME KOMMbIOTEPA
c obopynoBaHuem/
YCTPOMCTBOM.

MpuMep 3Ha4YeHus

2022-05-12T08:11:46.15869Z

DESKTOP-0731NFQ

35fb5820-74db-4eac-b05b-
dO1bc284c4e8

add_device, remove_device

Generic USB Hub

USB\\VID_OEOF&PID_0002\
\6&201153C1&0&7

USBHUB3
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OnuncaHume )xypHana Windows Active Directory
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Ha3BaHme nonsa

timestamp

node_name

endpoint_id

endpoint_name

user_name

log_level

log_category_string

log_file

source_name

data

278

OnucaHune

BpeMmsa nonyyeHus cobbiTms B

dopmarTe: yyyy-mm-
ddThh:mm:ssZ.

Mg, KOTopOe OAHO3HAYHO
MOEHTUDULIMPYET YCTPOMCTBO
UserGate, reHepupytollee aTo
cobbITHE.

MAoeHTUdMKaTop KOHEYHOro
YCTPOMCTBA — MCTOYHMKA
cobbITHS.

VIM$t KOHEYHOrO YCTPOMCTBa
— WUCTOYHMKaA COBbITUS
(UserGate knmeHTa, ceHcopa
WMI uTg,.).

[Mone «[Monb3oBaTenb» M3
XypHana AD.

Mone «Keywords» 13 xypHana
AD.

Kop kaTeropmu cobbiTns ma
XypHana AD.

®ann xypHana Windows.

[Mone «MCToYHMK» U3 XXypHana
AD.

OnuncaHue cobbiTus B
XypHane AD.

MpuMep 3Ha4YeHus

2022-05-12T08:11:46.15869Z

utmcore@ntoorereaeda

16535060-5a1a-4e92-8331-23
9406ec34da

dep.local

userl.dep.local

Audit Success

Group Membership

Security

Microsoft-Windows-Security-
Auditing

Group membership
information\r\n\r\nSubject:
\r\n\tSecurity ID:
\t\tS-1-0-0\r\n\tAccount
Name:\t\t-\r\n\tAccount
Domain:\t\t-\r\n\tLogon ID:
\t\tOxO\r\n\r\nLogon Type:
\\t\t3\r\n\r\nNew Logon:
\r\n\tSecurity ID:
\t\tS-1-5-21-3795870133-5220
325-2125745684-1103\r\n\tAc
count Name:
\t\tuserT\r\n\tAccount
Domain:\t\tDEP\r\n\tLogon
ID:
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HassaHwe nons Onuncanue [NpuMep 3Ha4YeHUs

\t\tOx7A25A21\r\n\r\nEvent
in sequence:\t\t1 of
Nr\AN\r\nGroup Membership:
A\ E\\N\t\t%
{S-1-5-21-3795870133-522032
5-2125745684-5131\r\n\t\t%
{S-1-1-ORN\r\n\t\t%
{S-1-5-32-544\r\n\t\t%
{S-1-5-32-555\r\n\t\t%
{S-1-5-32-545\r\n\t\t%
{S-1-5-32-554}\r\n\t\t%
{S-1-5-21\r\n\t\t%
{S-1-5-1TA\r\n\t\t%
{S-1-5-15\r\n\t\t%
{S-1-5-21-3795870133-522032
5-2125745684-5121\r\n\t\t%
{S-1-5-21-3795870133-522032
5-2125745684-5721\r\n\t\t%
{S-1-5-64-101\r\n\t\t%
{S-1-16-12288\r\n\r\nThe
subject fields indicate the
account on the local system
which requested the logon.
This is most commonly a
service such as the Server
service, or a local process
such as Winlogon.exe or
Services.exe\r\n\r\nThe
logon type field indicates the
kind of logon that occurred.
The most common types are
2 (interactive) and 3 (network).
\r\n\r\nThe New Logon fields
indicate the account for
whom the new logon was
created, i.e. the account that
was logged on\r\n\r\nThis
event is generated when the
Audit Group Membership
subcategory is configured.
The Logon ID field can be
used to correlate this event
with the corresponding user
logon event as well as to any
other security audit events
generated during this logon
session.
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Ha3BaHMe nong
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OnucaHue

MpuMep 3Ha4YeHUs

computer_name

insertion_string

error

status

counter_id

log_event_code

log_event_id

280

Y3en Windows 13 XypHana
AD, Ha KOTOPOM MPOU3OLLIIO
cobbITHe.

MapaMeTpbl COOLITUS U3
XypHana AD nocre napcuHra
coobLeHMs.

Kopn owmnbkum ns xxypHana AD,
KOTOpas npom3soLusa npm
NONyYeHWM OaHHbIX.

OnwucaHne owmnbKmn 13
XypHana AD, koTopas
MPOM30LLIIa MNP MOJTYHEHNUM
OaHHbIX.

MOeHTUPUKaTOp cHeTYMKa
WMI ceHcopa.

Mone «Kopn, cobbITna» n3
XypHana AD.

Mone «MpoeHTUdMKaTOP
CoObITHA» U3 XypHana AD.

DC1l.dep.local

['S-1-0-0' '-' '~ 'Ox0",
'S-1-5-21-3795870133-5220325
-2125745684-1103', 'userT,
'DEP', 'Ox7a25a21,'3" "1, "1, "\\r\
\n\t\\t%
{S-1-5-21-3795870133-522032
5-2125745684-5131\\r\\n\\t\
\t%{S-1-1-0F\\r\\n\\t\\t%
{S-1-5-32-544\\r\\n\\t\\t%
{S-1-5-32-555 \\r\\n\\t\\t%
{S-1-5-32-545 \\r\\n\\t\\t%
{S-1-5-32-5541\\r\\n\\t\\t%
{S-1-5-2\\"\\n\t\\ t%{S-1-5-11}

AN\ %{S-1-5-T5A\\r\\n\
\t\\t%
{S-1-5-21-3795870133-522032
5-2125745684-512\\r\\n\\t\
\t%
{S-1-5-21-3795870133-522032
5-2125745684-572\\r\\n\\t\
\t%{S-1-5-64-T0N\\r\\n\\t\\t%
{S-1-16-12288}']

login_logout

4627

4627
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HasaHwe nons OnuncanHue [NprMep 3Ha4YeHns

Tun cobbITUM XypHana
Windows
(Cuctema\besonacHocTb\Mpu
noXxeHne 1 T. 0.).

log_event_type

OnucaHuMe )XypHana Syslog

HasaHwe nonsg Onucanue [NprMep 3HaYeHns

Bpemsi nony4eHus cobbiTus B
timestamp dopmaTe: yyyy-mm- 2022-05-12T0811:46.158697Z
ddThh:mm:ssZ.

M4, KOTOpPOE OOHO3HAa4YHO
noeHTuduuUmMpyeT
YCTPOWMCTBO, FrEHepupytoLLee
3TO CcOobbITHE.

node utmcore@ntoorereaeda

TN MCTOYHMUKa COOBITUA
syslog. Hanpumep, user-level

loe facilit messages. :
syslog_facility
MNMoppobHee o 3HaYeHMAX

syslog facility cMoTpuTe B RFC
5424,

YpoBeHb BaXKHOCTM COObITHSA
syslog. Hanpumep, warning.

syslog_severity MoppobHee 0 3HaYeHMAX 4
syslog severity cMoTpuTe B RF
C 5424,

M8 yCTPOMCTBa, Ha KOTOPOM

nodel
MPOM30LLSIO COBbITUE.

computer_name

HpVIJ’lO)KeHl/Ie, Bbi3BaBLLEe

app_name coBbiTHe. org.gnome.Shell.desktop
process_id PID npouecca, Bbi3BaBLUErO 3036
cobbiTHe.
[3603:3603:1130/125201.8386
51:ERROR:CONSOLE(6)]
data Omvcatme cobbtus \'console.assert\", source:

devtools://devtools/bundled/
devtools-frontend/front_end/
panels/console/console.js (6)
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https://datatracker.ietf.org/doc/html/rfc5424
https://datatracker.ietf.org/doc/html/rfc5424
https://datatracker.ietf.org/doc/html/rfc5424
https://datatracker.ietf.org/doc/html/rfc5424

Ha3BaHMe nong

guid

rule
name

type
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OnucaHue

YHUKanbHbIM OEHTUPUKATOP
npaeuna, cpabaTtbiBaHue
KOTOPOro cosfano cobbiTue.

HazBaHue npaswuna,
cpabaTblBaHWe KOTOPOro
Bbl3Bano COObITHE.

Tun cpaboTaBLlero npasmna.

OnucaHume )xypHana UserIlD

Ha3BaHMe nons

timestamp

node

reasons

action

src_ip

rule
guid

282

OnucaHune

Bpemsi nony4eHus cobbiTus B

dopmaTe: yyyy-mm-
ddThh:mm:ssZ.

M4, KOTOpPOE OOHO3HA4YHO
noeHTuduuUmMpyeT
YCTPOMCTBO, reHepupytoLlee
3TO CcOobbITHE.

MpuYmHa, Mo KOTopOoM 6bINo
CcO34aHO cobbITHeE.

HencTeue, npuHaToe
YCTPOMCTBOM B COOTBETCTBMM
C HaCTPOEHHbIMMU
NONUTHUKAMM.

IPV4 MCTOYHMKa COBbITUS.

YHUKaNbHbIM MOEHTUPUKATOP
npasuna, cpabaTbiBaHue
KOTOPOro cosfano cobbiTue.

MpuMep 3Ha4YeHUs

16535060-5a1a-4e92-8331-23
9406ec34da

Example — Allow user-level
messages

[NprMep 3HaYeHns

2022-05-12T0811:46.158697Z

utmcore@ntoorereaeda

{\"user_groups_sids\"
[\'S-1-5-21-3795870133-52203
25-2125745684-513\",
\"S-1-5-21-3795870133-522032
5-2125745684-512\",
\"S-1-5-21-3795870133-522032
5-2125745684-572\"],
\'user_sid\":
\"S-1-5-21-3795870133-522032
5-2125745684-1103\"\'login\":
\"userT\"\"domain\":\"DEVY\",
\"event_id\":4624}

login

10.10.011

16535060-5a1a-4e92-8331-23
9406ec34da



Ha3BaHMe nong
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OnucaHue

MpuMep 3Ha4YeHUs

user

name
type
guid
name

guid
groups

name

HaseaHwue npaBuna,
cpabaTblBaHWe KOTOPOro
Bbl3BaJ1o COObITHE.

Tun cpaboTaBLlero npasmna.

YHUKanNbHbIM MOEHTUPUKATOP
nosnb3oBaTtend. Ecnm

nonb3oBaTesnb Tina Unknown,

TO MAEHTUDUKATOP:
00000000-0000-0000-000
0-000000000000.

MmMa nonbsoBaTens.

YHUKanbHbIM MOEHTUPUKATOP
rPynmbl, B KOTOPbIX COCTOUT
noJib30BaTeNb.

Haz3BaHWe rpynmnbl, B KOTOPOM
COCTOMT MOJIb30BaTENb.

dev.local

syslog

745591¢3-9d21-092d-8db4-5

b9b0000044F

userl

aa218609-8716-9252-
df20-88c43a0d0bf6

CN=Domain
Users,CN=Users,DC=dev,DC=|
ocal

283



	Log Analyzer 7.1.x Руководство администратора
	Оглавление

	Введение
	Введение (описание)

	Лицензирование LogAn
	Лицензирование LogAn (описание)

	Первоначальная настройка
	Описание
	Развертывание программно-аппаратного комплекса
	Развертывание виртуального образа
	Подключение к LogAn

	Офлайн операции с сервером
	Офлайн операции с сервером (описание)

	Настройка LogAn
	Раздел настройки
	Управление устройством
	Диагностика
	Операции с сервером
	Управление резервным копированием
	Экспорт и импорт настроек

	Администраторы
	Управление сертификатами
	Серверы аутентификации
	LDAP-коннектор
	Сервер аутентификации RADIUS
	Сервер аутентификации TACACS+

	Профили аутентификации
	Каталоги пользователей
	Расширение системного раздела

	Настройка сети
	Настройка зон
	Настройка интерфейсов
	Объединение интерфейсов в бонд

	Маршруты
	Настройка шлюзов

	Пользователи и устройства
	UserID агент
	Описание
	Схема работы
	Настройка
	Microsoft Active Directory
	Syslog
	Профили редистрибуции
	Описание

	Сенсоры
	Общие сведения
	Сенсоры UserGate
	Сенсоры SNMP
	Управление SNMP MIB
	Сенсоры WMI
	Конечные устройства

	Сборщик логов
	Описание
	Syslog

	Библиотеки
	IP-адреса
	Почтовые адреса
	Номера телефонов
	Профили оповещений
	Приложения syslog
	Syslog фильтры UserID агента

	Диагностика и мониторинг
	Маршруты
	Ping
	Traceroute
	Запрос DNS

	Оповещения
	Правила оповещений
	SNMP
	Параметры SNMP
	Профили безопасности SNMP

	Журналы и отчеты
	Журналы
	Описание
	Журнал событий
	Журнал веб-доступа
	Журнал DNS
	Журнал трафика
	Журнал СОВ
	Журнал АСУ ТП
	Журнал инспектирования SSH
	История поиска
	Журналы конечных устройств
	Журнал Syslog
	Журнал защиты почтового трафика
	Журнал UserID
	Журнал Windows Active Directory
	Экспорт журналов
	Поиск и фильтрация данных

	Отчеты
	Общие сведения
	Шаблоны
	Пользовательские шаблоны
	Правила отчетов
	Созданные отчеты

	Интерфейс командной строки (CLI)
	Общие положения
	Общие положения (описание)

	Команды, доступные до первичной инициализации узла
	Команды, доступные до первичной инициализации узла (описание)

	Первоначальная инициализация
	Первоначальная инициализация (описание)

	Режим конфигурации
	Режим конфигурации (описание)
	Общая структура команд в режиме конфигурации
	Команды execute

	Настройка устройства
	Настройка устройства (описание)
	Общие настройки устройства
	Настройка управления устройством
	Настройка Radmin-emergency
	Настройка операций с сервером
	Управление резервным копированием
	Экспорт настроек

	Настройка управления доступом к консоли устройства
	Общие настройки доступа
	Настройка учётных записей администраторов
	Настройка прав доступа профилей администраторов
	Управление сессиями администраторов
	Настройка сертификатов
	Настройка серверов аутентификации
	Настройка LDAP-коннектора
	Настройка RADIUS-сервера
	Настройка сервера TACACS+
	Настройка профилей аутентификации
	Каталоги пользователей

	Настройка сети
	Зоны
	Интерфейсы
	Настройка adapter
	Настройка VLAN
	Настройка bond-интерфейса
	Шлюзы
	Настройка маршрутизации
	DNS-настройки

	Настройка библиотек
	Настройка библиотек (Описание)
	Настройка IP-адресов
	Настройка почтовых адресов
	Настройка номеров телефонов
	Настройка профилей оповещений
	Настройка syslog-фильтров
	Настройка приложений syslog

	Настройка раздела пользователи и устройства
	Настройка UserID агента
	Настройка параметров UserID агента
	Настройка источника событий
	Microsoft Active Directory
	Syslog

	Настройка профиля редистрибуции UserID

	Настройка сенсоров
	Настройка сенсоров (описание)
	Сенсоры UserGate
	Сенсоры SNMP
	Сенсоры WMI
	Конечные устройства

	Настройка мониторинга
	Настройка параметров мониторинга устройства
	Настройка параметров SNMP устройства
	Настройка правил мониторинга по SNMP
	Настройка профилей безопасности SNMP
	Настройка правил оповещений

	Дашборд
	Дашборд (описание)

	Техническая поддержка
	Техническая поддержка (описание)

	ADMIN
	ADMIN (описание)

	Избранные
	Избранные (описание)

	Приложения
	Требования к сетевому окружению

	Описание форматов журналов
	Экспорт журналов в формате CEF
	Формат журнала событий
	Формат журнала веб-доступа
	Формат журнала DNS
	Формат журнала трафика
	Формат журнала СОВ
	Формат журнала АСУ ТП
	Формат журнала инспектирования SSH
	Формат журнала защиты почтового трафика
	Формат журнала событий конечных устройств
	Формат журнала правил конечных устройств
	Формат журнала приложений конечных устройств
	Формат журнала аппаратуры конечных устройств
	Формат журнала Windows Active Directory
	Формат журнала Syslog
	Формат журнала UserID

	Экспорт журналов в формате JSON
	Описание журнала событий
	Описание журнала веб-доступа
	Описание журнала DNS
	Описание журнала трафика
	Описание журнала СОВ
	Описание журнала АСУ ТП
	Описание журнала инспектирования SSH
	Описание журнала защиты почтового трафика
	Описание журнала событий конечных устройств
	Описание журнала правил конечных устройств
	Описание журнала приложений конечных устройств
	Описание журнала аппаратуры конечных устройств
	Описание журнала Windows Active Directory
	Описание журнала Syslog
	Описание журнала UserID



