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INTRODUCTION

NETWORK SECURITY AND THREAT
PROTECTION

Firewall

The Next-Generation Firewall (UserGate NGFW) filters traffic that uses certain
protocols, such as TCP, UDP, or IP, thereby protecting the network from hacker
attacks and various types of intrusions that exploit these protocols.

Intrusion Detection and Prevention

The intrusion detection and prevention system (IDPS) enables malicious activity
within the network to be identified. It focuses on real-time threat detection, logging,
and prevention, as well as reporting.

The administrator can also create custom IDPS signatures aimed to protect specific
services and include them into IDPS profiles along with UserGate-supplied
signatures. IDPS profiles are integrated into firewall rules. When signatures from such
a profile are encountered, the action configured for the signatures will be taken, and
a corresponding entry will be made in the IDPS Log.

DoS and Network Flood Protection

In NGFW, you can configure network flood protection parameters per network zone
for TCP (SYN-flood), UDP, and ICMP protocols by setting an alert threshold (the
number of requests from a single IP address that triggers logging) and a packet drop
threshold (the number of requests, after which the packets are dropped with a
corresponding log entry).
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It is possible to configure exceptions — e.g., for zones that send a large number of
UDP packets due to VoIP use.

Checking Traffic for Malware

UserGate's in-stream antimalware can check the traffic for malware without affecting
network throughput or speed. The module uses an extensive signature database.

Email Traffic Checking

NGFW can process email transit traffic such as SMTP(S) and POP3(S) by analyzing its
source, as well as the contents of the emails and their attachments. This ensures
reliable protection from spam and pharming and phishing attacks. In addition, NGFW
provides flexible configuration of email traffic filtering by user group.

Integrating with External Security Systems

It is possible to send HTTP/HTTPS and email traffic (SMTP, POP3) to external ICAP
servers, e.g. to check it for malware or have DLP systems examine the data sent by
users. The administrator can specify the types of traffic to be sent to ICAP, as well as
configure the use of server farms.

SCADA management

The new version of the platform supports customizing and managing the
Supervisory Control and Data Acquisition System (SCADA). The administrator can
control traffic by configuring event detection, blocking, and logging rules. This can be
used to automate the key process operations, while maintaining the ability of control
and human intervention, if necessary.
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Scenario-Based Security Policy Configuration

With NGFW, the attack detection to response time can be reduced considerably
thanks to a scenario-based mechanism called SOAR (Security Orchestration,
Automation and Response).

Currently enjoying strong popularity, this concept enables the administrator to
define scheduled or detection-triggered scenarios that specify automated actions
to be taken in response to various events. Such an approach enables flexible
configuration of security policies, reduces human intervention by automating
repetitive tasks, and allows prioritizing of scenarios to ensure rapid response to
critical threats.

INTERNET PERFORMANCE AND
RELIABILITY IMPROVEMENT

Clustering and High Availability Support

UserGate NGFW supports 2 types of clusters: the configuration cluster that can
provide unified configuration to cluster nodes and the high-availability (HA) cluster
aimed at ensuring fail-safe network operation. The HA cluster has two modes of
operation: Active-Active and Active-Passive. Both modes support user session
synchronization, which provides user-transparent traffic switching between nodes.

FTP over HTTP

The FTP over HTTP module allows access to content on an FTP server from a user’s
browser.

Multi-Provider Support

If your system is connected to several providers, UserGate NGFW allows you to
configure a separate gateway for each of them to provide Internet access. The
administrator can also configure traffic load balancing between the providers by
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specifying a weight for each gateway or defining one of the gateways as the main so
that the system switches to other providers if the main gateway is unavailable.

Traffic Shaping Management

Traffic shaping rules are used to limit the bandwidth for certain users, hosts,
services, or applications.

WCCP Support

WCCP support allows NGFW to be used within a common infrastructure with WCCP
servers, such as Cisco routers.

TRAFFIC MANAGEMENT AND INTERNET
ACCESS CONTROL

Traffic Routing and Resource Publishing

In NGFW, you can use both static and dynamic routing. Dynamic routing is carried
out using the OSPF and BGP protocols, making it possible to employ NGFW in a
corporate network with complex routing.

The administrator can create NAT rules (to provide Internet access to users), as well
as rules for secure Internet publishing of internal resources using a reverse proxy for
HTTP/HTTPS and DNAT for other protocols.

Guest Portal Support

NGFW allows temporary network access to be provided to users, which is relevant,
for example, for public Wi-Fi networks. The profiles can be created by the
administrator or self-registered by users with email or SMS verification. The platform
supports the definition of separate security settings for temporary users.

13



Version 7.x. from 2026/02/20

Application Proxying

For Windows OS users, a proxy agent can be configured that enables proxy
capabilities for applications that are not designed to work with proxies. The proxy
agent can also be used to provide Internet access to such applications when NGFW
is not the default gateway.

Redirecting Traffic to Upstream Proxy

The Upstream proxy feature of UserGate allows redirecting user traffic to an
upstream proxy, which makes it possible to create a cascaded hierarchy where one
proxy’s traffic is sent to another proxy in a proxy chain. This kind of cascading is
typically used to ensure the privacy of communications or provide access to region-
locked content. In addition, cascading makes it easier to integrate new regional
offices into an existing global corporate network hierarchy.

LOGS AND REPORTS

Logs and Reports (Description)

The platform enables real-time system monitoring using event, web access, IDPS,
and traffic logs. The administrator can configure automatic log export to SSH, FTP,
and Syslog servers for more convenient analysis. Reports allow administrators to
provide different slices of data about security events, configurations, or user actions.
Reports can be created automatically according to previously created rules and
templates and sent to recipients by email.
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CONTENT FILTERING AND APPLICATION
CONTROL

Internet Filtering

The Internet filtering module provides administrative control over Internet use and
downloaded data. The module can block potentially unsafe resources and, when
necessary, websites that are not work-related.

To examine the safety of the websites requested by users, it employs reputation
services, content types (photo, video, text, etc.), special UserGate-provided
morphological dictionaries, as well as URL and Useragent black and white lists that
the administrator can use to block or allow certain browser types. NGFW supports
the creation of custom black and white lists, content types, morphological
dictionaries, and Useragents that can be applied as rules to users and user groups.

Selective Ad Blocking

Even otherwise safe websites can still contain undesired images in banners that the
resource owner has no control over. UserGate NGFW solves this problem by
blocking banners and protecting users from unwanted content.

Safe Search Activation

NGFW allows you to forcibly activate the safe search feature for Google, Yandex,
Yahoo, Bing, Rambler, and Ask search engines, as well as the YouTube portal. This
protection can be highly effective, for example, at filtering responses to image or
video content requests. You can also block search engines where safe search is not
implemented.
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Social Network App Blocking

In NGFW, you can block games and other apps for the most popular social networks,
such as Facebook. Administrators can allow the general use of social networks while
controlling and restricting unproductive activities.

Code Injection into Webpages

The Inject Script feature enables you to insert the desired code into all web pages
viewed by users. This capability can be used to obtain various metrics, hide certain
web page elements, and show ads or other information.

SSL Traffic Inspection

In addition to plain traffic, the UserGate NGFW supports filtering of encrypted traffic
(HTTPS, SMTPS, POP3S) by decrypting it using the MITM (Man In The Middle)
technique, signing it with a trusted root certificate, and re-encrypting it after analysis.
You can configure selective traffic filtering — e.g., exclude resources in the "Finance"
category from decryption.

VPN and Web Portal

A VPN (Virtual Private Network) is used to set up virtual logical networks that operate
on top of other networks, such as the Internet. UserGate supports two types of
VPNs, Remote Access VPN (client/server model) and Site-to-Site VPN (server/server
model).

Secure VPN tunnels are created using L2TP/IPsec or IKEv2/IPsec protocols.
UserGate has its own VPN client, UserGate Client, and also supports working with
standard clients for the majority of popular operating systems, including Windows,
Linux, Mac OS X, iOS, Android, and others.

The web portal (SSL VPN) can be used to provide secure access for company
employees to internal web resources, SSH servers, and terminal servers without the
need to install a dedicated VPN client, using only the HTTPS protocol.
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OTHER FEATURES

Load Balancing

NGFW supports load balancing for various services within the local network.
Balancing can be provided for internal servers published to the Internet (DNAT or
reverse proxy), internal servers without publication.

DNS Filtering

In NGFW, you can configure the operation of DNS servers and set up a DNS proxy
service that enables users’ DNS requests to be intercepted and modified according
to the administrator’s needs. The platform also enables you to filter user DNS
requests.

Using Notifications

UserGate NGFW supports monitoring using the SNMP v2c and SNMP v3 protocols.
Both query-based (SNMP queries) and notification-based control (SNMP traps) are
supported.

In addition, you can create notification profiles to alert users on certain events using
the SMTP (email) and SMPP (SMS) protocols.

Role-Based Administrator Access to UserGate NGFW
Controls

By default, the system has one super-administrator who is allowed to create other
administrator accounts and grant them permissions to view and edit various
sections.
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As an additional security measure for console access, you can turn on certificate-
based authorization for administrators.

Interface Types

UserGate NGFW allows you to add and configure tagged VLAN interfaces, as well as
combine several physical interfaces into a single aggregated logical interface (bond)
using LACP (Link Aggregation Control Protocol) to increase the bandwidth or
improve link availability.

You can combine the interfaces to the bridge to filter the traffic at the level 2 without
changing the network infrastructure of the company. If the bridge is created in the
HSC NGFW using the network card supporting the bypass mode, you can combine
two interfaces into the bypass bridge. You can find the detailed information in the
Configuring interfaces section.

TRAFFIC PROCESSING ALGORITHM

UserGate NGFW 7 Packet Flow

This article describes the common high-level packet flow algorithm implemented in
UserGate NGFW version 71.x.

There are three main processing stages for the traffic packets:
1. Pre-processing of incoming traffic (Ingress).

2. Processing of traffic using network policies and security policies (Policy
processing).

3. Final processing of outgoing traffic (Egress).

Ingress Policy processing Egress

> @) 2> B> ) »
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At the Ingress stage, traffic is checked for DoS attacks and IP spoofing, masked for
further processing and, if necessary, IPsec VPN packets are unpacked and
decrypted, and destination addresses and ports are changed.

At the Policy processing stage, the following actions are performed depending on
the traffic processing scenarios and the presence of the corresponding rules: traffic
inspection, content filtering, stream virus checking, processing using firewall rules,
IDPS, and application filtering (L7).

At the Egress stage, the outgoing traffic is processed using traffic shaping rules,
changing destination addresses and ports, and changing outgoing addresses (SNAT).
If necessary, IPsec VPN encapsulation and encryption are performed, and the
packets are transferred to the outgoing interface.

Generally, the flow of packets via UserGate NGFW can be illustrated using the
following functional diagram:
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The diagram shows the common packet flow over the NGFW. The packets might not
be processed or changed in any functional blocks presented in the diagram. It
depends on packet type, NGFW functional settings, and traffic passing scenarios.

The following traffic processing scenarios at UserGate NGFW are described below:

e Traffic transit without content filtering.
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Transparent proxy with content filtering.
* Explicit proxy.
* DNAT/port forwarding traffic

e Traffic via reverse proxy.

* Resource publishing via web portal.

Traffic transit without content filtering

The flow of transit traffic packets without content filtering is shown using colored
markup on the functional diagram:
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Pre-processing of incoming traffic (Ingress)

Packets arriving to the NGFW incoming interface have the zone rules applied to them
— they are moved to the DoS, Spoofing block. If the corresponding parameters are
enabled in the zone configuration, at this stage, the traffic is checked for DoS attacks
or anomalies using established alert/packet drop thresholds and aggregation rules.
In this block, the IP spoofing protection conditions are also checked. If the
protection conditions are met, packets can already be dropped at this stage.

O Note

: DoS protection parameters in the zone properties can be used for a coarse setting
only. More flexible configuration where services and addresses can be specified is

achieved using DoS protection rules.

Passed packets are marked for subsequent processing using the rules of network
policies and security policies.

If the incoming packets belong to the VPN tunnel that matches their parameters on
the NGFW, they are unpacked and decrypted in the IPsec VPN decryption condition
block. If errors occur during decryption, packets are dropped.

In the NAT block, a check is performed for the presence of rules for substituting IP
addresses and ports. If there are no rules with matching conditions, the packets pass
the block unchanged.

In the User auth conditional block, the users with "Unknown" status are
authenticated.

Processing of traffic using network policies and security policies
(Policy processing)

In the Check conditional block, the traffic is checked against the conditions of the
security policies. If the traffic does not meet the conditions of the rules of
inspection, content filtering, ICAP services, and mail security configured at NGFW,
the packets are first passed to the licensing block and then to the Routing block,
where the following checks are performed: checking all records of the connected
networks, checking gateway availability, checking records of virtual routers (static
and dynamic).

In the Firewall block transit, the traffic is checked against the network policies.
Source/destination zones or IP addresses, users, services can all be used as
conditions for the firewall rules. Firewall rules are applied sequentially top to bottom
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in their listing order. Only the first rule in which all conditions are matched is applied.
Only the first rule in which all conditions are matched is applied.

After the first matching "allow" firewall rule is found, the data is checked against the
IDPS security profile signatures and/or the L7 signatures (if the security profiles are
added to this rule). If the signatures are matched, the action configured in the profile
is applied to the traffic. If there are no matching signatures in the IDPS profile, the
traffic is passed without changes. The application profile (L7) defines actions,
including for traffic that could not be identified by profile signatures.

Final processing of outgoing traffic (Egress)

In the Shaper block, the outgoing traffic throughput is configured if the
corresponding rules are present.

In the NAT block, the packet is processed and the source address in the outgoing
packet (SNAT) is changed if the corresponding matching rule is present.

If the corresponding rules are present, the outgoing packets are encapsulated and
encrypted in the IPsec VPN encryption conditional block.

Then the packets are transmitted to the output interface.
Fast network packet processing function

UserGate NGFW has a fast network packet processing function (FastPath). The
principle of the processing is simple: if the session is already established and the rest
of the packets for this session for some reason do not require checking and special
processing, then they can be immediately redirected from the input interface to the
output interface by performing the necessary transformations (DNAT, Port
forwarding etc.).

The FastPath feature is enabled by default. The module rules are reset at the time of
session reset in the firewall. This is done using the Force changes button on the
Network policies - Firewall page.

The FastPath feature turns off automatically when the traffic is captured. The
module does not process fragmented packets and packets subject to IDPS/L7
inspection.

You can check the function status using the following CLI command:
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Admin@nodename# show settings fastpath

enabled 1 on

You can turn the function off using the following CLI command:

Admin@nodename# set settings fastpath enabled
+ on Enable
+ off Disable

Transparent proxy with content filtering

The transparent proxy mode is applied to the transit traffic passing over the NGFW.
In the transparent proxy mode, NGFW acts as an intermediary between the client
and the end server, processing and intercepting traffic according to the configured
security policies.

If the transparent proxy mode is used, the NGFW will analyze the TCP packets sent
via the 80 (HTTP) and 443 (HTTPS) ports by default.

If the mail traffic protection rules are present, the NGFW will analyze the TCP packets
for the ports specified in the mail traffic protection rules. Both standard ports (110
(POP3)/995 (POP3S)/25 (SMTP)/465 (SMTPS)) and ports specified by the
administrator and added to the rule service settings can be used as these ports.

The flow of packets in the transparent proxy mode is shown using colored markup
on the functional diagram:
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Pre-processing of incoming traffic (Ingress)

The flow of packets at the pre-processing stage is generally the same as the flow
described earlier.

Processing of traffic using network policies and security policies

(Policy processing)

In the transparent proxy mode, only the traffic that matches the conditions of the
policies configured at the NGFW is passed to the Local Process module.

Traffic interception with the Local Process module only at the final stage when a TCP
connection is established, i.e, at the last stage of the three-way handshake.

Initially, when the TCP connection is established, the packets reach the firewall and

Version 7.x. from 2026/02/20

are checked against the network policy rules. If there is a blocking user rule matching

these packets, they will be dropped and the TCP connection will not be established.
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If there are no client rules that allow traffic, all packets will be dropped by the Default
Block firewall rule.

If the traffic was not blocked by the firewall rules when the TCP connection was
established, the packets are checked against the conditions of the content filtering
rules.

Checking against the conditions of the inspection rules and content filtering is
performed by step-by-step traffic analysis in accordance with the parameters of the
algorithm in the CHECK block:

Transparent Mode

l

Proxy Check
Parameters:
zone_in

zone_out No
il ’ Processing
dst_geoip

src_ip
src_geoip
user

l

Proxy Request
Parameters:

url
referer
category

useragent
http_method

Proxy Response
Parameters:
content-type

Proxy Response body
Parameters:
morphology

antivirus
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Transparent Proxy Mode

Rule Condition

TCP

e ZONg;
. IP; o IP;
e ZOne; o User.
e User.
Client Hello « Domain;
o SNI. o Category.
SSL Decrypt « Zone:
o Fetch Certificate. o IP;
e User;
e Domain;
o Category.
HTTP (Method) req « Method:
« Method; o User-Agent;
« User-Agent; * Referer;
« Referer; * URL.

* URL.

HTTP (Method) res « Content Type:

. Type; « Morphology;
« HTTP Body. o Antivirus

e If the traffic is matched to any content filtering rule, it is checked against the
condition of the rules that deny traffic for specific zones, source/destination
addresses, and/or users. If a match was found, NGFW will block the associated
connection and display a block page.

* If there are no rules that block traffic for specific zones, source/destination
addresses, or users, NGFW checks for filtering rules that use other parameters
(URL, website category, content type, etc.). If there are no such rules, the Proxy
Check block passes the traffic further without processing. If there are such
rules, the Proxy Check block passes the traffic further without processing, but
keeps monitoring it until the TLS session is established.
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When a Client Hello message is received that includes SN, filtering by website
* domain and category becomes available.

e If SSL inspection is configured, certificate verification (validity, expiration etc.)
occurs at the same step. Inspection rules can be configured using parameters
such as zones, addresses, users, URL categories, and domains.

e If this step did not result in blocking, NGFW then receives an HTTP Request
(GET, PUT, etc.) from the user. From the request, it can extract the referrer, URL,
browser useragent, and HTTP method used. The same parameters can be
used as filter conditions when configuring policies. At this step, the URL is
available for processing. Therefore, if the traffic is not decrypted, only domain
name filtering is available.

* When an HTTP Response is received from the server, content type information
(included in the HTTP Response header) and message body become available.
Therefore, content type filtering, morphology checking, and UserGate in-
stream antimalware can be used at this step.

If after checking against the NGFW policies the traffic was not blocked, it will be
passed to the License block (traffic licensing) and to the Routing block (checking the
connected network records, checking the availability of gateways, checking the
virtual router records).

In the Firewall block, the traffic is checked against the network policies. Source/
destination zones or IP addresses, users, services can all be used as conditions for
the firewall rules. Firewall rules are applied sequentially top to bottom in their listing
order. Only the first rule in which all conditions are matched is applied. Only the first
rule in which all conditions are matched is applied.

After the first matching "allow" firewall rule is found, the data is checked against the
IDPS security profile signatures and/or the L7 signatures (if the security profiles are
added to this rule). If the signatures are matched, the action configured in the profile
is applied to the traffic. If there are no matching signatures in the IDPS profile, the
traffic is passed without changes. The application profile (L7) defines actions,
including for traffic that could not be identified by profile signatures.

o Note

Since in the transparent proxy mode, only traffic that satisfies the conditions of the
policies configured at the NGFW is processed from the entire flow, this mode is more

productive with a large flow of web traffic compared to the explicit proxy mode.
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Final processing of outgoing traffic (Egress)

The flow of packets at the final stage is generally the same as the flow described
earlier.

Explicit proxy

In the explicit proxy mode, all traffic is directed to the NGFW. On the client side, the
IP address and port of the NGFW proxy are specified explicitly in the web browser or
other applications (by default port 8090 is used).

When the client requests an external resource, two TCP sessions are created:

e First session: CLIENT — NGFW. Client directly accesses NGFW and starts the
session with HTTP Connect.

* Second session: NGFW — END SERVER. The traffic from NGFW to the server is
transit traffic for the Firewall block (if a deny rule is configured for the
destination IP address, i.e., the end server address is specified, the traffic will

be blocked).

0 Note

: To operate NGFW in the explicit proxy mode, you need to allow the HTTP(s) proxy

service in the zone access settings, otherwise the packet will be dropped.

The flow of packets in the explicit proxy mode is shown using colored markup on the
functional diagram:
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The flow of packets at the pre-processing stage is generally the same as the flow

described earlier.

Processing of traffic using network policies and security policies
(Policy processing)

In the CHECK block, all traffic will be matched against inspection, content filtering,
ICAP, reverse proxy, web portal, SCADA, and mail security rules. The matching is
done by performing step-by-step traffic analysis according to the parameters of
the CHECK block algorithm:
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Proxy Request
Parameters:
zone_in
zone_out
dst_ip
dst_geoip
src_ip
Src_geoip
user
url
referer
category
useragent
http_method

Proxy Response
Parameters:
content-type

Proxy Response body
Parameters:
morphology

antivirus
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Explicit Proxy Mode

Rule Condition

32

HTTP Connect

o |P;
e ZONE;

o User.

Client Hello

e SNI.

SSL Decrypt

o Fetch Certificate.

HTTP (Method) req

« Method;

o User-Agent;
e Referer;

o URL.

HTTP (Method) res

* Type;
« HTTP Bodly.

e ZONE;

e |P;

o User;

» Method.

e Domain;

o Category.

e ZONeg,
e |P;
o User;

e Domain;

o Category.

e Method:;

o User-Agent;
e Referer;

o URL.

» Content Type;
» Morphology;

e Antivirus

¢ In the explicit proxy mode, the first message, which the NGFW receives from
the client, is HTTP Connect. This message contains information about the
zones, the source/destination addresses, and the user.

o If these do not result in blocking, the next packet that NGFW expects is a Client
Hello packet that includes server name indication (SNI). Based on SN, filtering
by website domain and category becomes available.

* If SSL inspection is configured, certificate verification (validity, expiration etc.)
occurs at the same step. Inspection rules can be configured using parameters
such as zones, addresses, users, URL categories, and domains.
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If this step did not result in blocking, NGFW then receives an HTTP Request

* (GET, PUT, etc.) from the user. From the request, it can extract the referrer, URL,
browser useragent, and HTTP method used. The same parameters can be
used as filter conditions when configuring policies. At this step, the URL is
available for processing. Therefore, if the traffic is not decrypted, only domain
name filtering is available.

* When an HTTP Response is received from the server, content type information
(included in the HTTP Response header) and message body become available.
Therefore, content type filtering, morphology checking, and UserGate in-
stream antimalware can be used at this step.

After being processed in the CHECK, block traffic will be sent to the License block
(traffic licensing). In the Routing block, the following actions are performed: checking
the connected network records, checking the availability of gateways, and checking
the virtual router records.

In the Firewall block, the traffic is checked against the network policies. Source/
destination zones or IP addresses, users, services can all be used as conditions for
the firewall rules. Firewall rules are applied sequentially top to bottom in their listing
order. Only the first rule in which all conditions are matched is applied. Only the first
rule in which all conditions are matched is applied.

After the first matching "allow" firewall rule is found, the data is checked against the
IDPS security profile signatures and/or the L7 signatures (if the security profiles are
added to this rule). If the signatures are matched, the action configured in the profile
is applied to the traffic. If there are no matching signatures in the IDPS profile, the
traffic is passed without changes. The application profile (L7) defines actions,
including for traffic that could not be identified by profile signatures.

Final processing of outgoing traffic (Egress)

The flow of packets at the final stage is generally the same as the flow described
earlier.

DNAT/port forwarding traffic

DNAT/port forwarding traffic is transit and is controlled by the created firewall
filtering rules. Under certain conditions, the inspection rules and the content filtering
rules can be applied to this traffic.

The flow of packets the DNAT traffic is shown using colored markup on the
functional diagram:
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Packets arriving to the NGFW incoming interface have the zone rules applied to them
— they are moved to the DoS, Spoofing block. If the corresponding parameters are
enabled in the zone configuration, at this stage, the traffic is checked for DoS attacks
or anomalies using established alert/packet drop thresholds and aggregation rules.
In this block, the IP spoofing protection conditions are also checked. If the
protection conditions are met, packets can already be dropped at this stage.

Passed packets are marked for subsequent processing using the rules of network

policies and security policies.

If the incoming packets belong to the VPN tunnel that matches their parameters on
the NGFW, they are unpacked and decrypted in the IPsec VPN decryption condition
block. If errors occur during decryption, packets are dropped.
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In the NAT block, the destination address (or the destination port in case of port
forwarding) is changed if the conditions of the matching rule are met.

In the User auth conditional block, the users with "Unknown" status are
authenticated.

Processing of traffic using network policies and security policies
(Policy processing)

Traffic analysis starts when the TCP connection is established with destination ports
80 and 443. The NGFW analyses all TCP traffic, but intercepts it only at the final
stage when the reliable TCP connection is established, i. e. at the last stage of the
three-way handshake. So, the first packets will reach the Firewall block and will be
dropped if there is a "deny" rule matching these packets. The default firewall rules
(Default block) are not applied to the DNAT traffic and port forwarding.

DNAT and port forwarding traffic is processed as follows:

* The traffic is matched against the conditions of the content filtering rules for
specific zones, source/destination addresses, and/or users.

e If there are content filtering rules that use other parameters (URL, website
category, content type, etc.) and SSL inspection certificate is configured, NGFW
waits for a TLS session to be established and then performs the matching.

If the traffic matches a blocking content filtering rule, it will be blocked, and a block
page will be displayed to the user. Blocking firewall rules, however, do not display a
block page.

If the traffic does not match the conditions of the blocking rules, the traffic will be
sent to the Routing block. In the Routing block, the following checks are performed:
checking all records of the connected networks, checking gateways availability,
checking records of virtual routers (static and dynamic).

In the Firewall block, packets are processed only if administrator-created rules exist.
The default firewall rules (Default block) are not applied to the DNAT traffic.

After the first matching "allow" firewall rule is found, the data is checked against the
IDPS security profile signatures and/or the L7 signatures (if the security profiles are
added to this rule). If the signatures are matched, the action configured in the profile
is applied to the traffic. If there are no matching signatures in the IDPS profile, the
traffic is passed without changes. The application profile (L7) defines actions,
including for traffic that could not be identified by profile signatures.
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Final processing of outgoing traffic (Egress)

The flow of packets at the final stage is generally the same as the flow described
earlier.

Resource publishing via reverse proxy

The reverse proxy rules are used to publish servers using HTTP/HTTPS protocols.

The flow of packets in the reverse proxy mode is shown using colored markup on
the functional diagram:
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The packets are processed in the same way as in the transparent proxy mode, but
the interception starts right after the published server is accessed (without
additional TCP traffic analysis for interception).
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After checking against the NGFW policies in the CHECK block, the packets are
redirected for processing to the Local process block via the Zone Permission block.
In order for the reverse proxy service to work, you need to enable the Reverse proxy
service in the zone access settings, otherwise the packets will be dropped.

The reverse proxy service traffic is not analyzed in the License block, but is
transferred to the Routing block, where the following checks are performed:
checking all records of the connected networks, checking gateways availability,
checking records of virtual routers.

In the Firewall block, the traffic is checked against the network policies. Source/
destination zones or IP addresses, users, services can all be used as conditions for
the firewall rules. Firewall rules are applied sequentially top to bottom in their listing
order. Only the first rule in which all conditions are matched is applied. Only the first
rule in which all conditions are matched is applied.

After the first matching "allow" firewall rule is found, the data is checked against the
IDPS security profile signatures and/or the L7 signatures (if the security profiles are
added to this rule). If the signatures are matched, the action configured in the profile
is applied to the traffic. If there are no matching signatures in the IDPS profile, the
traffic is passed without changes. The application profile (L7) defines actions,
including for traffic that could not be identified by profile signatures.

The flow of packets at the final stage is generally the same as the flow described
earlier.

Resource publishing via web portal

The web portal allows you to provide access to the company’s internal web
resources, terminal servers, and SSH servers for remote or mobile users by using
only the HTTPS protocol.

The flow of packets in the web portal mode is shown using colored markup on the
functional diagram:
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The packets are processed in the same way as in the transparent proxy mode, but
the interception starts right after the web portal is accessed (without additional TCP
traffic analysis for interception).

After checking against the NGFW policies in the CHECK block, the packets are
redirected for processing to the Local process block via the Zone Permission block.
In order for the web portal service to work, you need to enable the Web portal
service in the zone access settings, otherwise the packets will be dropped.

The web portal service traffic is not analyzed in the License block, but is transferred
to the Routing block, where the following checks are performed: checking all records
of the connected networks, checking gateways availability, checking records of
virtual routers. Then the traffic is transmitted to the output interface.

38



Version 7.x. from 2026/02/20

LICENSING

UserGate NGFW Licensing

To use UserGate NGFW, you need a basic license, which provides perpetual access
to the product's core features. To receive UserGate NGFW updates and access its
advanced features, you must purchase additional licenses.

Administrators can activate and renew a license, as well as check its expiration date
online, using the product's web interface. This requires access to the licensing server
at reg2.usergate.com. If you don't have access to the server, you can activate the
license offline.

Basic license

This license type is determined by the UserGate NGFW performance parameters.
The following is checked during the base license activation process:

» Hardware platform type. For a product delivered as a hardware software
system, the hardware platform type must match the one specified in the
license.

e Number of virtual machine cores. For a product delivered as a virtual image,
the number of supported processor cores must match the number of cores
permitted by the license.

If the product parameters do not match those specified in the license, the activation
process will fail. Furthermore, if more cores are added to the virtual machine than
those specified in the base license after license activation, the product will only use
the permitted number of cores.

Additional Licenses

The following UserGate NGFW modules can be additionally licensed.

Module Provided features Upon license expiration
Security UserGate software update, as well as intrusion Software and signature
Updates detection system signatures and L7 applications. updates are discontinued.
(SV) The module license is valid for 1 year. The latest installed
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Module Provided features Upon license expiration
version of the product
remains in effect.

Advanced Annual subscription: The web security service
Threat is disabled. Filtering by
Protection » A website category database for URL categories and
(ATP) filtering; morphology is stopped.
« Updated URL lists, such as the phishing site | The downloaded URL lists
list, UserGate's whitelist and blacklist, and remain.
Roskomnadzor's blocked website lists;
» Morphological dictionaries
» A web security service used to block ads
and social media apps, as well as for safe
search.
Mail Annual subscription to the UserGate antispam Mail filtering is stopped.
security module for scanning email traffic.
UserGate Annual subscription to the UserGate streaming Antivirus is disabled.
streaming antivirus.
antivirus
Cluster Clustering support.
Module license term is unlimited.
UserGate Interaction with endpoints running UserGate Firewall rules that use HIP
Client Client (a component of the UserGate SUMMA profiles as filtering

ecosystem) is only via a VPN channel. Network
access control for endpoints is provided using
firewall rules that use HIP profiles. Endpoint event
data is sent to SIEM systems.

Module licenses (from 1to 5 years) are issued
based on the number of licensed endpoints, in
sets of 10, 100, and 1000.

conditions are no longer
triggered.

Online Licensing

When activating, verifying, and updating a license, UserGate NGFW connects to the
licensing server and transmits the UserGate software version number, license key,
product name, and device model. In response, the product receives information
about the license expiration date and supported modules.

License Activation

To activate the license:
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1. Go to Dashboard, find the License widget and click No License.
2. Enter the license key in the PIN field and click Next.

If UserGate NGFW is installed on an isolated network (without internet access),
you can activate the license using a proxy server. To do this, select Use a proxy
server for activation and updates and specify the upstream proxy server
settings.

3. Follow the instructions in the product activation wizard.

License Expiration Check

The license expiration check is performed automatically once a day, and the results
are displayed in the UserGate NGFW event log. After the check, expired modules are
disabled, and newly available ones are enabled.

If the check fails to connect to the licensing server, 14 connection attempts are made
to the server at 2-minute intervals. If the attempts are unsuccessful, the check is
paused for 24 hours, after which the attempts are repeated. If the license for one of
the modules expires during this time, the module is disabled.

You can also run the license expiration check manually. This action is available in the
Dashboards section of the License widget via the Check license link.

License update

o Important!
License keys for versions 6 and 7 are incompatible. When upgrading from earlier
versions to version 7, you must request a new key from your UserGate manager and

update your license.

o Important!
Updating your license in UserGate NGFW will forcefully reset all existing sessions and

restart firewall rules.

To update your license:
1. In the Dashboards section of the License widget, click Registered version.

2. Enter the license key in the PIN field and click Next.
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If UserGate NGFW is installed on an isolated network (without internet access),
you can update the license using a proxy server. To do this, select Use a proxy
server for activation and updates and specify the upstream proxy server
settings.

3. Follow the instructions in the product activation wizard.

Offline License Activation

You can activate your product license offline. This is necessary if UserGate NGFW is
installed on an isolated network (without internet access) and it is not possible to
use a proxy server for activation.

To perform offline license activation:
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1. Log in to the UserGate NGFW web interface at https://:80017
features=offline-reg.

2. Go to Dashboard, find the License widget and click No License.
3. Click Begin offline activation.
4. Enter the license key in the PIN field and click Next.

A license activation request file (hereinafter referred to as the request file) will
be generated.

5. Save the request file to a removable drive.
6. Close the window by clicking Cancel.

7. Obtain an activation file through the offline license activation service
poa.usergate.com by following the steps below.

0 Note

An internet connection and an account for logging into the offline activation
service are required. You can obtain an account by registering with the Unified

Authorization Center at id.usergate.com.

» Upload the request file by clicking the Select button.


https://poa.usergate.com/
http://id.usergate.com
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Tpe6oBaHus K 3arpyxaembiM paitnam

* 3akauvBaeMble dainbl AOMKHbI UMETb ¢ [1n5 NpoAyKTOB Bepcumn 6 akTMBMPOBATb MOXHO
pacwupenue - ".dat" TONbKO

¢ MakcumanbHbI pasmep 3akauymBaembix Gpannos - nepBOHaYanbHble NMUH-KOAbI, HAYMHAIOLWMUECS C
20 Kb npedukca UGN

¢ MakcumanbHoe Kon-Bo o6pabaTbiBaeMbix (He NnH-KoAbI NPOANEHUs)
dannos - 10

OokymeHTauusa | Tex.nogaepxka
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e Select the UserGate NGFW software version and click Process.

Tpe6oBaHus K 3arpy>xaembimM paitnam

¢ 3akauvBaemble Gpaisibl SOMKHbI UMETb ¢ [1ns npoayKTOB BEPCUM B aKTUBMPOBATb MOXHO
pacwwupexue - ".dat" TONbKO

¢ MakcumanbHbIvi pasMep 3aka4ymBaeMbix Gansios - nepBoOHaYanbHble NMUH-KOADI, HAYMHAKOLWMECS C
20 Kb npedukca UGN

* MakcumanbHoe Kon-Bo o6pabaTtbiBaeMbix (He NUH-KoAbI NPOANEHNS)
dannos - 10

OokymenTaums | Tex.nogoepxka

®daitnbl ana o6paboTku

Bbi6paTtb painbi ...

Bepcus no-ymonyaxuio v6
v7
# ®ain Paamep Bepcus Cratyc OeitcTBuA
1 activation-request.dat 11K6 v6 @ v7 oXvaaH1e 06paboTku

Ou4UCTUTb CNUCOK O6paboTtaTtb

* Download the activated request file (hereinafter also referred to as the
activation file).
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v7
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1 activation-request.dat 11K6 v6 v7
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8. Repeat step 2 of the instructions.
9. Click Finish offline activation.

10. Download the activation file and click Next.

INITIAL CONFIGURATION

Description
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¢ [1ns npoayKTOB BEPCUM 6 aKTUBMPOBaTb MOXHO
TONbKO
nepBOHa4anbHble NUH-KOAbI, HAYMHAIOLMECs C
npedukca UGN
(He NnH-koAbl NPOANEHNs)

v6

Crartyc OeiicTeusa

yCnewHo akTusnpoBaH

l l(_

O6paboTtaTb

11. Follow the instructions in the product activation wizard.

UserGate Next-Generation Firewall is available as a hardware and software system
(HSC, appliance) or as a virtual machine image (virtual appliance) designed to be
deployed in a virtual environment. As a virtual appliance, UserGate Next-Generation
Firewall is supplied with ten Ethernet interfaces. In the form of an HSC, it can have 2
to 64 Ethernet ports.

bty



Version 7.x. from 2026/02/20

Virtual Appliance Deployment

UserGate NGFW Virtual Appliance is a quick way to deploy a VM with pre-configured
components. The image is provided in the OVF (Open Virtualization Format) format,
which is supported by VMWare and Oracle VirtualBox virtualization systems, and in
the Qcow?2 format for QEMU-KVM virtualization systems. For Microsoft Hyper-V, a
VM disk image is supplied.

o Note

For the correct operation of the VM, 12GB RAM and 2-core virtual CPU are

recommended as a minimum. Your hypervisor must support 64-bit operating systems.

Working With a Virtual Image

To get started with the virtual appliance, follow these steps:

1. Download the latest version of the virtual appliance from the official website,
https://www.usergate.com.

2. Import the image into your virtualization system. You can find instructions on how
to import the image on the websites of virtualization systems, such as VirtualBox or
VMWare. For Microsoft Hyper-V, you first need to create a VM, specify the
downloaded VM image as the disk, and then disable Integration Services in the
settings for the newly created VM.

3. Adjust the virtual machine settings. Increase the virtual machine's RAM size. In the
VM properties, set a minimum of 8GB and add 1GB for each 100 users.

4 Important!Manually create an additional disk of the required size.

The default disk size is 100GB, which is usually not enough to store all logs and
settings. In the VM properties, set a disk size of 200GB or more. The recommended
size is 300GB or more.

For QEMU-KVM, the default system partition size is 8GB. At the first boot, the system
will automatically detect the additional disk and expand its system partitions.

This command adds a 100GB disk to a QEMU-KVM system:
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gemu-img create -f qcow2 -o
preallocation=metadata, refcount bits=16,lazy refcounts=on,cluster size=
4K your-disk-name.qcow2 100G

5. Start the UserGate virtual machine. During boot, a Factory reset is performed.
This is a critical step. UserGate uses this step to configure network adapters and
increase the partition size on the hard disk to the full size specified at Step 4.

UserGate NGFW is supplied with four interfaces assigned to zones:
* Management: the first VM interface;
e Trusted: the second VM interface;
e Untrusted: the third VM interface;

e DMZ: the fourth VM interface.

Interface Numbering in a Virtual Environment

In the administrator web console, network interfaces are displayed by their names.
The matching of an interface name to its address (H/W path or MAC address) is
called mapping. Interface mapping data is stored in a special system file. The
contents of the interface mapping file can be viewed using the CLI command:

Admin@nodename> show network interface-mapping

During initial startup, after a factory reset, and when the number of network
adapters in the system changes (by adding or removing adapters using the
hypervisor), the interfaces are sorted and mapped.

The choice of sorting method (by H/W path or MAC address) depends on the type
of hypervisor and the hardware emulator used. In some cases (VirtualBox, QEMU,
Bochs), interfaces are sorted by H/W path; in others, by interface MAC address.

When sorting interfaces by the H/W path parameter:

e All interfaces on the device, regardless of their number (removal or addition),
will be re-sorted in ascending order of their hardware addresses (H/W path);
the system file with mapping data will be completely overwritten:

46



Version 7.x. from 2026/02/20

Admin@canntoralcti> show network interface-mapping

(H/W_Path) /0/100/3
(H/W_Path) /0/100/8
(H/W_Path) /0/100/9
(H/W_Path) /0/100/10

* Removed interfaces are displayed as unused, marked with a corresponding
icon, and placed at the end of the interface list in the web console:

¥ Cetesoiiapantep  port0 DHCP 52 Management 1500 100 Mb/s
- apantep  port] Cratnueckuit 52 Trusted 1500 100 Mb/s
- tagantep  port2 Cratiueckuit 53 Untrusted 1500 100 Mb/s
- BOW agantep port3 CraTuyeckuin L£dbmz 1500 00 Mb/s
Yaanénubiii CeTesoi afantep  portd Bes 08:¢ 2 pMmz2 1500 0 Mb/s
uHTepdeiic %
VPN tunnell  Cratmueckuit CIYPN For terote access 1420 0 Mb/s
VPN tunnel2  Cratnueckuit T VPN for Site-to-Site 1420 0 Mb/s
VPN tunnel3 JnHamuyeckmit I VPN for Site-to-Site 420 0 Mby/s

When sorting interfaces by MAC address:
* interfaces previously existing in the system remain in their places;

* removed interfaces are marked as unused in the web console and are marked
with special icons;

* newly added interfaces are added to the end of the list in ascending MAC
address order.

Ypanéuuee _— -
uHTepdeiice
JlobaBnennbie ‘
uHTepdeiics =

Admin@hinstathible> show network interface-mapping
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If you use the console command: clear network interface-mapping, the existing
interface mapping file will be deleted, and all existing interfaces will be re-sorted in
ascending address order after the machine restart.

o Important!

The UserGate virtual device image available for download in your Personal Account
does not have an interface mapping file. Interface sorting and mapping occurs during
the first launch in the user's virtual environment. When users prepare their own virtual
image of a UserGate device for subsequent deployment on a cloud platform, they must
also delete the network adapter mapping data before saving the image. The mapping file

can be deleted using the console command: clear network interface-mapping.

O Note

If a UserGate virtual machine is cloned via vSphere, the MAC addresses belonging to the

source virtual machine must be removed from the cloned virtual machine's vmx file.

Optimizing Virtio-Based Network Interface
Performance

To optimize the performance of Virtio-based network interfaces in KVM, oVirt, and
zvirt virtualization environments, we recommend enabling Multi Queues mode on
the hypervisor and setting 8 queues per network interface.

Using the OVirt platform as an example (see: https://www.ovirt.org/documentation/
virtual_machine_management_guide/), to set 8 queues for a vNIC, connect to the
hypervisor CLI and enter the command:

engine-config -s "CustomDeviceProperties={type=interface;prop={other-
nic-properties;queues=[1-9][0-9]*}}"

Instead of the other-nic-properties parameter you need to insert a list of existing
customized rules (if any). You can check whether such rules exist using the
command:

engine-config -g "CustomDeviceProperties"

48


https://www.ovirt.org/documentation/virtual_machine_management_guide/
https://www.ovirt.org/documentation/virtual_machine_management_guide/

Version 7.x. from 2026/02/20

After entering the command, you need to access the vNIC profiles in the
administrator portal:

= oVirt OPEN VIRTUALIZATION MANAGER

Network

vNIC Profiles

Network

Select editing the network card profile assigned to NGFW, in the drop-down list
Custom Properties, select queues, and then enter the required number of queues:
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VM Interface Profile X
Data Center Test
Network IN
Name IN
Description
QoS [Unlimited] R
Network Filter vdsm-no-mac-spoofing v

Passthrough
Migratable
Port Mirroring

Custom Properties

queues v 8 + |-

queues

m Cancel

Automate UserGate NGFW Deployment Using Cloud-
init

Cloud-initis an industry standard for cross-platform VM instance initialization in
cloud services of different providers. UserGate Next-Generation Firewall supports
initial configuration using the cloud-init mechanism. The firewall setup is done using
two modules:

e Setup using CLI (file with a #utm-config header). All CLI commands can be
used for full virtual machine setup.

* Setup using license activation (file with a #utm-license header).

No other cloud-init modules are supported.
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Example configuration file with CLI commands (user-data):

#utm-config

#set password for initial Administrator (Admin). Obligatory comand.
password 123

#Set addresses and settings for network interfaces:
set network interface adapter portl \

ip-addresses [ 172.16.6.9/24 ] \

enabled on \

zone "Trusted"

set network interface adapter port2 \

ip-addresses [ 172.16.8.9/24 ] \

enabled on \

zone "Untrusted"

set network interface adapter port3 \

ip-addresses [ 172.16.7.9/24 1 \

enabled on \

zone "DMZ"

#Create network gateway to Internet:

create network gateway \

ip 172.16.8.2 \

default on \

interface port2 \

virtual-router default \

enabled on

#Create firewall rule to allow traffic from Trusted to untrusted
security zones:

create network-policy firewall \

position 1 upl-rule ALLOW \

Trusted \

dst.zone = Untrusted \

enabled(true) \

name("Cloud-Init: Allow from Trusted to Untrusted")

Src.zone

# marks the beginning of a comment, and a backslash (\) denotes a line wrap.

All CLI commands available to the administrator can be used in this file. For more
details on CLI commands, see the Command Line Interface (CLI) chapter.
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You can activate the created virtual machine by specifying licensing parameters in a
separate file. Note that activation is only possible if the VM has Internet access.
Example license activation file (vendor-data):

#utm-license

pin code: UGN4-XXXX-YYYY-ZZZZ-AAAA

reg name: UG-test

email: email@company.com

user name: John
last name: Doe
company: UserGate
country: UAE
region: Dubai

The two files can be merged into one using the multipart format:

52

Content-Type: multipa
MIME-Version: 1.0
S

rt/mixed; boundary="//"

Content-Type: text/utm-config; charset="utf-8"

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Content-Disposition: attachment; filename="config.txt"

#utm-config

password 123

set network interface
ip-addresses [ 172.16
enabled on \

zone "Trusted"

set network interface
ip-addresses [ 172.16
enabled on \

zone "Untrusted"

set network interface
ip-addresses [ 172.16
enabled on \

zone "DMZ"

adapter portl \
.6.9/24 1 \

adapter port2 \
.8.9/24 1 \

adapter port3 \
.7.9/24 1 \

create network gateway \



ip 172.16.8.2 \

default on \

interface port2 \

virtual-router default \

enabled on

create network-policy firewall \

position 1 upl-rule ALLOW \

Trusted \

dst.zone = Untrusted \

enabled(true) \

name("Cloud-Init: Allow from Trusted to Untrusted")
--//

Content-Type: text/utm-license; charset="utf-8"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Src.zone

Content-Disposition: attachment; filename="license.txt"
#utm-license

pin code: UGN4-XXXX-YYYY-ZZZZ-AAAA
reg name: UG-test

email: email@company.com

user name: John

last name: Doe

company: UserGate

country: UAE

region: Dubai

--//

Settings can be transferred to NGFW:
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* Via a cloud provider. For example, with Digital Ocean, when creating a virtual
machine (droplet), settings must be entered into the optional User data field
(Select additional options = User data). Other cloud services providers

support similar methods of settings transfer.

* Via a mounted ISO disk. The disk should contain the meta-data, <1>user-data,

and <1>vendor-data files with the following contents:
° meta-data: instance-id: vml

° user-data — with CLI instance setup commands:
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#utm-config

#set password for initial Administrator (Admin). Obligatory
comand.

password 123

#Set addresses and settings for network interfaces:

set network interface adapter portl \

ip-addresses [ 172.16.6.9/24 1 \

enabled on \

zone "Trusted"

o vendor-data — with optional licensing information:

#utm-license
pin code: UGN4-XXXX-YYYY-ZZZZ-AAAA
reg name: UG-test

email: email@company.com

To create an ISO disc on Linux, you can use the following utility:

mkisofs -joliet -rock -volid "cidata" -output nocloud.iso meta-data
user-data vendor-data

Mount the resulting ISO disk on the UserGate VM. After the first successful boot, the
VM will receive all settings specified for it in the created files.

Network Environment Requirements

For the correct operation the UserGate firewall must have access to the following
Internet servers:

e registration server — reg2.usergate.com (TCP ports 80, 443);

» UserGate software update server: updates.usergate.com, (TCP ports 80, 443).
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When creating a configuration cluster, the following protocols must be allowed
between the nodes:
* Settings replication: TCP ports 4369, 2000-9100

» Web console service: TCP port 8001

For more on network availability requirements, see the Network Environment
Requirements appendix.

Connecting to UserGate NGFW

The portO interface is configured to receive an IP address automatically from a
DHCP server and assigned to the Management zone. The initial configuration is done
via the administrator’s web console connection via the portO interface.

If it is not possible to assign an IP address to the Management interface
automatically using DHCP, it can be set explicitly from the CLI (Command Line
Interface). For more details on using CLI, see the Command Line Interface section.

o Note

If the device has not undergone initial setup, use Admin as the login and usergate as the

password for accessing the CLI.

Other network interfaces are disabled and require further configuration.

To perform the initial configuration, follow these steps:

Step Description

1. Connect to the Connect to the device interface:

management interface.
* When a DHCP Server Is Used. Connect the portO

interface to the corporate network with a working DHCP
server. Start NGFW. After booting, the NGFW console will
display the IP address assigned to the interface. Connect
to the device's web console at https://

<NGFW_IP address>:8001 to further activate the
product.

« Static IP address. Start UserGate NGFW. Use the CLI to
assign the desired IP address to the port0 interface.
Perform initial setup via the CLI or connect to the
UserGate NGFW web console at that IP address. The
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Step Description

2. Select a language.
3. Set a password.

4. Configure zones, set IP
addresses of the network
interfaces, and connect
UserGate NGFW to the
corporate network.

5. Configure the Internet
gateway.

6. Specify the system DNS
servers.

7. Set the server time.

8. Register NGFW.
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address string should look like: https://
<NGFW_IP address>:8001.

For more details on using CLI, see the Command Line Interface
section.

In the General settings - Network - Interfaces section, enable
the desired network interfaces, assign valid IP addresses that
correspond to your networks, and bind the interfaces to the
respective zones. For more details on network interface
management, see the Network Interface Configuration section.

The system is supplied with a number of predefined zones:

* Management (management network), portO interface;
o Trusted (LAN);

o Untrusted (Internet);

« DMZ;

o Cluster;

* VPN for remote access;

* VPN for Site-to-Site;

e Tunnel inspection zone

In the General setting - Network - Gateways section, specify
the IP address for the Internet gateway on an Internet-
connected network interface in the Untrusted zone.

For more details on configuring gateways, see the Gateway
Configuration section.

In the General settings - Network - DNS section, specify the
IP addresses of your provider’s or corporate DNS servers.

For more details on DNS management, see the DNS
Configuration section.

In the Settings - UserGate - General settings - Server time
settings section, configure time synchronization with NTP
servers.

In the Dashboards section, in the License widget, click No
license and enter the PIN code to register the product. To
activate the system, Internet access is required.

For more details on product licensing, see the Licensing
section.



9. Create NAT rules.

10. Create firewall rules
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Step Description

In the General settings - Network policies » NAT and Routing
section, create the desired NAT rules. A NAT rule has already
been created for Internet access for Trusted network users: NA
T from Trusted to Untrusted.

For more details on NAT rules, see the NAT and Routing
section.

In the General settings - Network policies - Firewall section,
create the desired firewall rules. There is a predefined firewall
rule Allow trusted to untrusted that allows unrestricted
Internet access for the users in the Trusted network — it only
needs to be enabled.

For more details on firewall rules, see the Firewall section.

After completing these steps, UserGate NGFW is ready to work. You can also further

customize other settings.

Step Description

Create additional
administrators

Configure user
authorization

Create content filtering
rules.

Create safe browsing rules.

Create SSL inspection rules.

In the Settings = UserGate - UserGate administrators section,
create additional system administrators and grant them the
necessary rights (roles).

In the General settings - Users and devices section, create the
required user authorization methods. The easiest option is to
create local NGFW users in the General settings - Users and
devices - Users section with specified IP addresses or use the
system without user identification (use the Any user in all
rules).

For other user authorization options, see the Users and
Devices section.

In the General settings = Security policies - Content filtering
section, create HTTP(S) filtering rules.

For more details on content filtering, see the Content Filtering
section.

In the General settings - Security policies - Web security
section, create additional web protection rules.

For more details on safe browsing rules, see the Safe Browsing
section.

In General settings - Security policies - SSL inspection,
create rules to intercept and decrypt HTTPS traffic.

For more information on HTTPS decryption, see the SSL
Inspection section.
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This section describes the basic parameters of UserGate NGFW, configured in the
General settings - UserGate - Settings section.

Parameter Description

Timezone

Default interface language

Web console
authentication mode

SSL profile for web console

SSL Profile for block/
authorization pages

Automatic session closure
timer (min)

Endpoint device SSL profile
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The timezone for your location. Used in rule schedules and for
the correct display of time and date in reports, logs, etc.

The language to use by default in the console

The method of authenticating the user (administrator) when
logging in to the web management console:

« Login and password. The administrator must provide
their login name and password to get access to the web
console.

» X.509 certificate. For certificate-based authentication,
you need a user certificate signed with the certificate of
the web console Certification Authority and installed in
the browser. When this authentication mode is turned on,
the login name and password mode is disabled. You can
restore the login name and password authentication
mode afterwards using CLI commands.

« Client certificate profile. Authentication Using PKI
certificates uses user certificate profile allows managing
certificates that provide the security and authentication
of network connections.

SSL profile to build a secure web console access link. For more
details on SSL profiles, see the SSL Profiles section.

SSL profile to build a secure link for displaying web resource
block pages and the captive portal’'s auth page. For more
details on SSL profiles, see the SSL Profiles section.

The automatic session closure timer in case of administrator
inactivity in the web console.
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Parameter Description

SSL profile to create a secure communication link between
NGFW and UserGate Client endpoint devices. For more details
on SSL profiles, see the SSL Profiles section.

Endpoint device certificate = The certificate that will be used to create a secure
communication link between UserGate NGFW and UserGate
Client endpoint devices.

o Important!

Endpoints remember the certificate, therefore, when it is
changed, you need to distribute the root CA certificate
to the connected endpoints. The certificate must be
installed into the local machine’s Trusted Root
Certification Authorities certificate store

Server time settings Configure the time synchronization settings.

» Use NTP servers: use the NTP servers from the provided
list for time synchronization.

e Primary NTP server: the primary time server address.
Default value: pool.ntp.org.

» Secondary NTP server: the secondary time server
address.

« Server time: allows time setting on the server. The UTC
timezone should be used

Cache settings You can configure the following proxy server cache settings:

« Caching mode on/off: enable or disable caching.
e Cache exclusions: the list of URLs that will not be cached.

« Maximum object size (MB): objects with a size larger than
the one specified in this parameter will not be cached. It
is recommended to leave the default value of TMB.

¢« RAM size (MB): the amount of RAM reserved for the
cache. This should not be set to more than 20% of the
system RAM.

PCAP Configuration Configure the traffic logging triggered when IPS signatures are
encountered. These are the options for packet capture:

* No capture;
« One packet;
 Previous packets (4 to 30 packets);
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Parameter Description

« Previous and following packets (previous: 4 to 30;
following: 2 to 15).

o Important!
A large PCAP value can slow down data processing
significantly.

Change tracker If the change tracker is enabled and Change types have been
defined, any change to the configuration introduced by the
administrator using the web console will require that the
administrator specify the change type and a description for the
change. Here are some possible examples of change types:

o directive;
e order;

¢ scheduled maintenance.

The number of change types is not limited

Update center This is where you configure update downloads for UserGate
software (UGOS) and system libraries provided on subscription
(URL filtering category database, IDPS, IP/URL/content type lists
etc.).

Software updates: configure the update channel (stable, beta),
checking for new UGOS updates and downloading offline
updates.

When installing an update, you can set a restore point for your
device.

If a restore point has been created, after the update has
successfully completed, an option to restore the previous
software version will appear in the device's start menu.

UserGate

1. UGOS NGFW 7.2.1.115866R
2. UGOS NGFW 7.2.1.115866R (serial console)
3. Support mMenu

z . Restore previous 7.2.8.671568R version

Use the T and ¢ keys to select which entry is highlighted.
Press enter to boot the selected 0S, ‘e’ to edit the commands
before booting or ‘c’ for a command-line.
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Parameter Description

Libraries updates: check for libraries updates, download
updates, and configure the automatic library check and
download schedule.

You can check for library updates and download the latest
updates by clicking the Check for updates link.

You can configure automatic library updates by clicking the Con
figure link.

Starting with version 71.2, the following libraries will be updated
automatically after license activation:

« L7 application signatures;
» UserGate antivirus;

e Botnet IP list;

« IDPS Signatures;

« Phishing site URL list;

o UserGate URL filtering (URLF): a compact and
comprehensive library;

» Ad Blocking;
e Trusted CAs.

The list of automatically updated libraries can be modified by
the administrator in the automatic update schedule settings.

For each library, you can configure a schedule for automatically
checking and downloading updates.

You can select one of the preset values or enter the time
manually using cron format: .

When entering the time manually, you can also use the
following characters:
« (*): all values. For example, in the hour field, the symbol
means the backup should run every hour.
e (-): range of values.
¢ (,):is used as the delimiter of values.
¢ (/):is used to indicate step between values.

If you select the Apply for all updates checkbox, the current
library's schedule will be applied to all libraries.

o Note

To reduce system load, it is recommended to set
automatic updates only for the libraries you use.
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Parameter Description
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Modules You can configure the following NGFW modules:

*« HTTP(S) proxy port: allows you to specify a non-
standard (alternative) port number that will be used to
connect to the built-in proxy. By default, TCP port 8090
is used. If changed, the port continues working.

The ports listed here cannot be used as they are
reserved for UserGate NGFW's internal services: 2200,
8001, 4369, 9000-9100.

Captive portal Auth domain: an internal domain used by
NGFW for user authorization via the captive portal. The
users need to be able to resolve the domain provided
here into the IP address of the NGFW network interface
to which they are connected. If the users have the
NGFW's IP address specified as the DNS server, address
resolving is configured automatically. The default name is
auth.captive. It can be changed to another domain name
used in the organization.

Captive portal Logout domain: an internal domain used
by NGFW users to terminate their sessions (log out). The
users need to be able to resolve the domain provided
here into the IP address of the NGFW network interface
to which they are connected. If the users have the
NGFW's IP address specified as the DNS server, address
resolving is configured automatically. The default name is
logout.captive. It can be changed to another domain
name used in the organization.

Captive portal Cert domain: an internal domain used by
NGFW for user authorization via the captive portal using
certificates. The users need to be able to resolve the
domain provided here into the IP address of the NGFW
network interface to which they are connected. If the
users have the NGFW's IP address specified as the DNS
server, address resolving is configured automatically. The
default name is cert.captive. It can be changed to
another domain name used in the organization.

Block page domain: an internal domain used to display a
block page to users. The users need to be able to resolve
the domain provided here into the IP address of the
NGFW network interface to which they are connected. If
the users have the NGFW's IP address specified as the
DNS server, address resolving is configured
automatically. The default name is block.captive. It can
be changed to another domain name used in the
organization.

FTP over HTTP: enable or disable the module that
provides access to content on FTP servers from a user
browser. The FTP proxy must be specified explicitly in
the user browser. The administrator can restrict access
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Parameter Description

to FTP resources using content filtering rules (only the Us
ers and URL criteria are supported).

FTP over HTTP domain: an internal domain used to
provide FTP over HTTP service to users. The users need
to be able to resolve the domain provided here into the
IP address of the NGFW network interface to which they
are connected. If the users have the UserGate server's IP
address specified as the DNS server, address resolving is
configured automatically. The default name is ftpclien
t.captive. It can be changed to another domain name
used in the organization.

Tunnel inspection zone: enable or disable the tunnel
inspection module and specify a zone where tunnels are
to be inspected.

Password for terminal server agent: set the password to
be used by terminal server authorization agents for
connection.

LLDP settings: configure the use of the Link Layer
Discovery Protocol (LLDP) that enables the network
equipment in the local area network to notify devices
about its existence, report its characteristics, and receive
similar information from the devices. These settings are
required:

o Transmit delay. How long the device will wait
before sending advertisements to the neighbors
after a change in the LLDP protocol’s TLV
parameter or the local system state (e.g., a
changed hostname or management address).
Specified in seconds and can take values from 1to
3600.

o Transmit hold: the hold multiplier. The transmit
delay multiplied by the transmit hold determines
the time to live (TTL) for LLDP packets. Allowed
values 1-100

Log Analyzer This section displays information about the log database

(starting with version 7.3.0, L | S€Tver

og database status) « Server. External log database server: LogAn or a local

Server.

» Server version: the software version of the log database
server.

« Device version: the device's software version.

« Device ID: a unique device ID for integration with an
external Log Analyzer server.
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Parameter Description
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Web Portal

UserGate Management
Center agent

Upstream Proxy (in
versions 71.x, 7.2.X, 7.3.X)

o Note

When integrating with an external LogAn server, log
processing and export, report generation, and other
statistical data processing are performed by the LogAn
server.

These are the settings used to provide access to the internal
corporate resources using a web portal (SSL VPN). See the
detailed description of these parameters in the Web Portal
section.

Here you can configure device connection to the central
management console (UGMC) that can be used to manage a
UserGate device fleet from a single point. TCP ports 2022 and
9712 are used for connection to the UGMC server. The
parameters include:

« Enabled/Disabled: enable or disable management via
UGMC.

« UserGate Management Center address: server address
in IPv4 address format, FQDN (IDN address can also be
used).

» Device code: a token required to connect to UGMC.

UGMC can be used as the software and signature update
source.

6 Note

Connecting UserGate Management Center to NGFW is
only possible if the NGFW port is located in the default
virtual router. For more information, see the Virtual
Routers section.

Configure upstream proxy settings for user traffic redirection.
The settings include the proxy type (HTTP(S), SOCKS5), IP
address, and port, as well as the login and password for
authenticating with the proxy (if required).
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Device management

In the General settings - UserGate - Device Management section, you can
configure the following device parameters:

* hA clusters;

e configuration cluster;

* diagnostics;

* server operations;

* backup;

e exporting and importing settings.

For information on setting up clusters, see the Clustering and High Availability
section.

Diagnostics

In this block, you can manage diagnostic parameters required by UserGate technical
support to resolve potential issues with the product.

Parameter Description

Diagnostic details The following logging levels are available:

» Off: diagnostics logs are disabled

« Error: log only NGFW server errors

» Warning: log only errors and warnings

« Info: log only errors, warnings, and additional information

« Debug: log all possible events

Logging at levels Warning, Info and Debug may reduce NGFW
performance, so it is recommended to set the levels to Error or
Off unless otherwise suggested by UserGate technical support.

Diagnostics logs You can:

» Download logs: download the diagnostic logs for sending
them to UserGate support. Web console logs and system
logs are available for download. Selected logs can only be
downloaded after archiving them by clicking Start
archiving logs.

« Clear log files: delete archived (not currently active) logs.
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Parameter Description

Remote assistance Remote assistance allows a UserGate technical support
specialist to securely connect to the UserGate NGFW server to
diagnose and resolve issues. To activate the remote assistant,
the product must have SSH access to the remote assistance
server.

When enabled, the remote assistance ID and token are
displayed, which must be provided to the UserGate technical
support specialist.

Server operations

In this section, you can restart or shut down the UserGate NGFW server, as well as
configure an upstream proxy server to check for licenses and product updates.

UserGate delivers updates under the Security Update module license (see the
Licensing section). If updates are available, a notification will appear in the Server
Operations section. Installing updates can take a long time, so we recommend
planning this process with consideration for possible UserGate NGFW downtime.

Before installing updates, we recommend creating a backup of UserGate NGFW. This
will allow you to restore the product to its previous state if any issues arise while
applying updates.

System backup management

In this section, you can:
e create backups;
* restore the product from a backup;
 configure a schedule for exporting backups to a remote server;
e configure SSH keys.
To create a product backup:

In General settings - UserGate - Device management - Backup
management, click More - Create backup.

The backup will begin. You can interrupt the process by clicking Stop.
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When complete, the UserGate NGFW backup will be saved in the file
backup PRODUCT NODENAME DATE.gpg, Where:

* PRODUCT is the product type: NGFW, LogAn, or MC;
* NODENAME is the product node name;

* DATE is the date and time when the backup was created as YYYY-MM-DD-
HH-MM. The time is in UTC+0 time zone.

The backup record will be displayed in the product event log.
To restore the product from a backup:

1. In General settings - UserGate - Device management - Backup
management, click More - Restore backup and confirm the restore.

2. Specify the path to the UserGate NGFW backup file.

The restore option will be offered in the TTY console when the UserGate
NGFW server reboots.

Administrators can create export rules that upload backups to remote servers on a
schedule.

To create a product backup export rule:

1. In General settings - UserGate - Device management - Backup
management, click Add.

2. On the General tab, specify a name for the rule.

3.In the Remote server tab, specify the parameters for the remote server:
e type: FTP or SSH;
e address;
e connection port;

* authorization credentials: login and password (when selecting an FTP
server) or login (when selecting an SSH server);

e path to an existing folder for saving export files.
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o Attention!

If you're creating a rule for an SSH server, you must first configure SSH keys. You
should also test the connection to the SSH server by clicking the "Test
Connection" button. During the test, an initial connection is established, during
which the public key fingerprint is automatically added to the remote server. This

ensures the security of subsequent connections.

4. On the Schedule tab, specify the backup export time.

You can select one of the preset values or enter the time manually using cron
format: .

When entering the time manually, you can also use the following characters:

e (*): all values. For example, in the hour field, the symbol means the backup
should run every hour.

¢ (-): range of values.

* (,):is used as the delimiter of values.

¢ (/):is used to indicate step between values.
5. Click Save.

Before connecting to a remote SSH server, you must configure the SSH keys used for
authentication on that server.

To configure SSH keys:

1. In General settings - UserGate - Device management - Backup
management, click More - Configure SSH key.

2. Click Generate new key.

An SSH key pair (private and public) will be generated. The public key will be
displayed in the configuration window, and the private key will be automatically
saved on the UserGate NGFW server.

O Note

If you already have an SSH key pair, you can manually add the private key to the
UserGate NGFW server by clicking the "Upload Key" button.
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3. Add the public SSH key to the remote server.

By default, SSH keys are stored in the /home/user/.ssh/ folder in the
authorized keys file.

Exporting and importing settings

In this section, you can export the current UserGate NGFW settings as export files in
BIN format. These files may be needed later to restore the product settings or to
import them into other NGFWs.

Exports can be performed manually or on a schedule. You can export all current
settings (except cluster and license data) or just network settings. Network settings
include settings for zones, interfaces, gateways, virtual routers, as well as DNS, DHCP,
and WCCP service settings. Network settings are configured in General settings -
Network (see the Network Configuration section).

To export all product settings:

In General settings - UserGate - Device management - Exporting and
importing settings, click Export - Export all settings.

The parameters will be saved in the utm-utmcore@NODENAME VERSION DATE.bin
file, where:

* NODENAME is the product node name;
e VERSION is the UGOS version;

* DATE is the date and time when the backup was uploaded as
YYYYMMDD_HHMMSS. The time is in UTC+0 time zone.

To export only the product's network settings:

In General settings - UserGate - Device management - Exporting and
importing settings, click Export - Export network settings.

The parameters will be saved in the utm-net-
utmcore@NODENAME VERSION DATE.bin file, where:

* NODENAME is the product node name;
e VERSION is the UGOS version;

* DATE is the date and time when the backup was uploaded as
YYYYMMDD_HHMMSS. The time is in UTC+0 time zone.
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Administrators can create export rules that upload product settings to remote
servers on a scheduled basis. If the product nodes are clustered, creating an export
rule on one node will propagate it to all nodes in the cluster. The settings for each
node will be saved in a separate file during export.

To create a product settings export rule:

1. In General settings - UserGate - Device management - Export and import
settings, click Add.

2. On the General tab, specify a name for the rule.
3.In the Remote server tab, specify the parameters for the remote server:
e type: FTP or SSH;
e address;
e connection port;
e authorization credentials;

* path to an existing folder for saving export files.

o Note

You can use SSH keys to authenticate to a remote SSH server. To do this, you must

first configure them.

o Attention!

If you are creating a rule for an SSH server with SSH key authentication, you must
test the connection to SSH server using the "Test connection" button. During the
test, an initial connection is established, during which the public key fingerprint is
automatically added to the remote server. This ensures the security of
subsequent connections.

4. On the Schedule tab, specify the settings export time.

You can select one of the preset values or enter the time manually using cron
format: .
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When entering the time manually, you can also use the following characters:

* (*): all values. For example, in the hour field, the symbol means the backup
should run every hour.

* (-): range of values.

* (,):is used as the delimiter of values.

* (/):is used to indicate step between values.
5. Click Save.

You can restore product settings from export files. These files do not contain cluster
or license data, so after restoring the settings, you will need to reactivate the license
and configure the clusters. Additionally, if you use multi-factor authentication via
TOTP to log in to UserGate NGFW, you must re-add the initialization keys after the
restore.

O Note

To import filtering rules that specify users or user groups, you must have access to the
LDAP server. Otherwise, these rules will be restored without user data. To correctly
restore rules that use updated lists, you must have a license for the Security Update and
Advanced Threat Protection modules.

o Attention!
When restoring UserGate NGFW settings from an export file created in a later version of

the product, the functionality of the UserGate NGFW server is not guaranteed.

To restore product settings from an export file:

1. In General settings - UserGate - Device management - Export and import
settings, click Import.

2. Select the export file.

3.In the Import settings window, select the import type (all settings or network
settings only).

4. Click Start.
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The settings will begin restoring. Once the process is complete, the UserGate
NGFW server will reboot.

After the server reboots, you must update the signature libraries in General
settings » UserGate - Settings - Update libraries. If access to the library
resource is unavailable, you can download the update file manually in General
settings » UserGate - Settings - Software update.

o Note

When you perform the import all settings operation, the device configuration is reset to

its original state (factory reset) and all logs are deleted.

Clustering and High Availability

UserGate NGFW supports the following types of clusters:

» Configuration cluster. Nodes combined into a configuration cluster support
unified parameters for filtering and processing traffic within the cluster.

* High Availability (HA) cluster. Up to four configuration cluster nodes can be
combined into a HA cluster that supports the active-active or active-passive
operation modes.You can build several HA clusters.

Configuration cluster

Some parameters are unique for each cluster node. Such parameters include:
e Log Analyzer,
* diagnostics,
* interface,
* gateways,
* DHCP,
* routes,
» OSPF,

* BGP.
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To create a configuration cluster:
1. Perform initial configuration on the first cluster node.

2. Configure the zone, the interfaces of which will be used for cluster replication,
on the first cluster node: in the Settings - Network - Zones, create the
dedicated zone for cluster replication or use the existing zone (Cluster). In the
zone settings in the Access control block, enable the Administrative console
and Cluster services.

o Please note!
Do not use zones whose interfaces are connected to untrusted networks (e.g., the

Internet) for replication.

1. Specify the IP address, which will be used to communicate with other
cluster nodes: in the Settings - UserGate - Device management >
Configuration cluster section, select the current cluster node, click Edit
and specify the interface IP address from the zone configured at Step 2.

2. In the Configuration cluster section, click More - Generate secret code
and copy the generated code to the clipboard. The code is required for
one-time authorization of a second node before adding it to the cluster.

3. Connect to the web console of the second cluster node and select the
installation language. Specify the network interface that will be used to connect
to the first cluster node and assign it an IP address. Both cluster nodes must be
on the same subnet. For example, the eth2 interfaces of both nodes might be
assigned IP addresses 192.168.100.5/24 and 192.168100.6/24. Otherwise, you
need to specify the IP address of the gateway through which the first cluster
node will be accessible. Specify the IP address of the first node configured at
step 3, paste the secret code and click Connect. If the IP addresses of the
cluster configured at Step 2 are assigned correctly, the second node will be
added to the cluster, and all the settings from the first cluster will be replicated
on the second one.

The state of the configuration cluster nodes can be determined by colored
indication next to the name of the UserGate node in the Settings - UserGate
- Device management - Configuration cluster section:

e Green: the node is online

« Yellow: the configuration cluster nodes are being synchronized
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e« Red: communication with this node is lost, the node is offline

1. In the web console for the second cluster node, go to the Settings -»
Network - Interfaces section and assign a correct zone to each
network interface. The zones and their settings are obtained as a result
of data replication from the first cluster node.

2. Configure the gateways, routes, OSPF settings, and BGP settings
specific to each cluster node.

-~

0 Note

When adding a node to the configuration cluster, the interface and gateway settings for
connecting to the master node are explicitly specified. The IP address assignment type

of this interface will be static.

Active-Passive HA Cluster

Up to four configuration cluster nodes can be combined into a HA cluster. There can
be multiple HA clusters: for example, nodes A, B, C, and D within the configuration
cluster can form two HA clusters, A-B and C-D.

A HA cluster can operate in two modes, active-active and active-passive». The state
of cluster nodes can be determined from the color of the indicator next to the
NGFW node name in the General settings - UserGate - Device management - HA
clusters section:

* No colored indication: cluster node is available
* Yellow: the HA service is not running on the node.

* Red: no communication with the adjacent configuration nodes

The absence of an indicator next to the cluster node name means that the node is
online.

In the "active-passive" mode, one of the firewalls acts as the master node and
processes the transit user traffic. The other firewalls act as the backup nodes, and
they are ready to start processing the traffic. On each of the cluster nodes, network
interfaces are selected to which the administrator assigns virtual IP addresses.
Transmitted between these interfaces are VRRP advertisements — messages that
nodes use to exchange information about their state.
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O Note

The active-passive mode supports user session synchronization, which provides user-
transparent traffic switching between nodes, except for the sessions that use a proxy
(e.g., HTTP(S)).

When a backup server assumes the master role, all virtual IP address of all cluster
interfaces are transferred to it. An unconditional role transfer occurs under the
following circumstances:

* A backup node gets no confirmation that the master node is online (Timers:
Adver - 1sec, MasterDown - 3sec) — for example, if it is offline or the nodes are
unavailable on the network.

* Internet connectivity checking is configured on the node (see the Gateway
Configuration section), and none of the gateways provides Internet access.

* If the node specified in the network checker properties is unavailable at all
cluster nodes, the HA cluster will be brought offline.

e A software fault has occurred in UserGate NGFW.

When one or more network interfaces that are assigned virtual IP addresses go
offling, this will lower the node’s priority but not necessarily cause a change in its
role. Transition to a backup node will occur if that node has a higher priority than the
master node. By default, the master node has a priority of 250, while a backup node
has a priority of 249. A node’s priority is decreased by 2 for each cluster interface
that has no physical connectivity to the network. Thus, for HA cluster containing two
nodes, if one of the interfaces on the master node is physically disconnected from
the network, the backup node will become the master node (provided that all cluster
interfaces on the backup node are connected to the network). In this case, the
master node priority will be 248, and the backup node priority will be 249. When the
physical connectivity on the original master node is restored, that node will assume
the master role again because its priority value will return to 250 (this is true in the
case where virtual addresses are configured on two or more network interfaces; if
there is only one such interface, the node will not re-assume the master role).

If one or more cluster network interfaces go offline on a backup node, the node’s
priority will be lowered, but it will nevertheless be able to become the master in case
of an unconditional role transfer or when the master node’s priority drops below the
priority of this backup node.
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r

O Note

If cluster IP addresses are assigned to VLAN interfaces, the lack of connectivity on a
physical interface will be interpreted by the HA cluster as a connectivity loss on all

VLAN interfaces created on that physical interface.

o Note

To reduce the time it takes for the network equipment to switch the traffic to a backup
node, UserGate NGFW sends an internal GARP notification (Gratuitous ARP) to inform

the network equipment of a MAC address change for all virtual IP addresses. UserGate
NGFW sends a GARP packet every minute and when the master role is transferred to a

backup server.

An example network diagram for a HA cluster in the active-passive mode is shown
below. The network interfaces are configured as follows:

e The Trusted zone: IP1, IP2, IP3, IP4, and IP cluster (Trusted).
* Untrusted zone: IP5, IP6, IP7, IP8, and IP cluster (Untrusted).

 Cluster zone: IP9, IP10, IP11, IP12, IP13, IP14. The interfaces in the Cluster zone
are used for parameter replication.

Both cluster IP addresses reside on the UG1 node. If the UG1 node goes offline, both
cluster IP addresses will migrate to the next node, which becomes the master —e.g,,
UG2.
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IP cluster untrusted

Untrusted network
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Cluster Cluster Cluster
network network network
UG1 IP1 UG2 IP2 UG3 IP3 UG4 IP4

Trusted network

IP cluster trusted

LAN

HA cluster in the active-passive mode

Active-Active HA Cluster

In the "active-active" mode, one of the firewalls operates as the master node that
distributes the traffic among all other cluster nodes. On each of the cluster nodes,
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network interfaces are selected to which the administrator assigns virtual IP
addresses. Transmitted between these interfaces are VRRP advertisements —
messages that nodes use to exchange information about their state.

Virtual IP addresses always reside on master node interfaces, therefore the master
node receives and responds to client ARP requests, consecutively serving MAC
addresses of all nodes of the HA cluster to ensure uniform traffic distribution to all
cluster nodes with consideration of the need to provide user session continuity.

o Note

: Traffic balancing will only work on one broadcast domain. For example, if the VIP
address is the default gateway for clients, traffic balancing will be working because
different clients will receive different MAC addresses of the nodes in turn. But if there is
a router between the UserGate NGFW and the clients, traffic balancing will not be
working because the ARP request to the VIP address will be sent by the router itself, and
it will receive the MAC address of one of the nodes only, which it will use to send all

traffic.

O Note

The active-active mode supports user session synchronization, which provides user-
transparent traffic switching between nodes, except for the sessions that use a proxy
(e.g., HTTP(S)).

When a backup node assumes the master role, all virtual IP address of all cluster
interfaces are transferred to it. An unconditional role transfer occurs under the
following circumstances:

» A backup server gets no confirmation that the master node is online (Timers:
Adver - 1sec, MasterDown - 3sec) — for example, if it is offline or the nodes are
unavailable on the network.

* Internet connectivity checking is configured on the node (see the Gateway
Configuration section), and none of the gateways provides Internet access.

e A software fault has occurred in UserGate NGFW.

When one or more network interfaces that are assigned virtual IP addresses go
offline, this will lower the node’s priority but not necessarily cause a change in its

role. Transition to a backup node will occur if that node has a higher priority than the
master node. By default, the master node has a priority of 250, while a backup node
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has a priority of 249. A node’s priority is decreased by 2 for each cluster interface
that has no physical connectivity to the network. Thus, for HA cluster containing two
nodes, if one of the interfaces on the master node is physically disconnected from
the network, the backup node will become the master node (provided that all cluster
interfaces on the backup node are connected to the network). In this case, the
master node priority will be 248, and the backup node priority will be 249. When the
physical connectivity on the original master node is restored, that node will assume
the master role again because its priority value will return to 250 (this is true in the
case where virtual addresses are configured on two or more network interfaces; if
there is only one such interface, the node will not re-assume the master role).

When one or more cluster network interfaces go offline on a backup node, this
lowers the node's priority and excludes it from traffic load balancing. That backup
node will nevertheless be able to become the master in case of an unconditional
role transfer or when the master node’s priority drops below the priority of this
backup node.

o Note

If cluster IP addresses are assigned to VLAN interfaces, the lack of connectivity on a
physical interface will be interpreted by the HA cluster as a connectivity loss on all

VLAN interfaces created on that physical interface.

O Note

To reduce the time it takes for the network equipment to switch the traffic to a backup
node, UserGate NGFW sends an internal GARP notification (Gratuitous ARP) to inform
the network equipment of a MAC address change for all virtual IP addresses. In the
"active-active" mode, the GARP packet is sent by the UserGate NGFW only when the

master node is switched to the backup node.

An example network diagram for a HA cluster in the active-active mode is shown
below. The network interfaces are configured as follows:

* The Trusted zone: IP1, IP2, IP3, IP4, and IP cluster (Trusted).
e Untrusted zone: IP5, IP6, IP7, IP8, and IP cluster (Untrusted).

e Cluster zone: IP9, IP10, IP11, IP12, IP13, IP14. The interfaces in the Cluster zone
are used for parameter replication.
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Both cluster IP addresses reside on the UG1 node. If the UG1 node goes offline, both
cluster IP addresses will migrate to the next node, which becomes the master —e.g,,
UG2.

IP cluster untrusted

Untrusted network

IP5 IP6 IP7 IP8

[ g I IP9 |P1oI g IIP11 IP12 [ il I IP13 IP14I - |
Cluster Cluster Cluster
network network network

UG1 AN IP1 uG2 ANP2 UG3 AIP3 uGs P4

Trusted network

IP cluster trusted

LAN

HA cluster in the active-active mode
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O Note

For correct traffic processing, the reverse traffic from the server to the client must pass
through the same UserGate NGFW node that was used for the corresponding forward
traffic from the client; i.e., the user session must always pass through the same cluster
node. The simplest solution is to use NAT from the client network to the server network
(NAT from the Trusted to the Untrusted zone).

To create a HA cluster:
1. Create a configuration cluster (see instructions above).

2. In the General Settings - Network - Zones section, you should allow the
VRRP service for all zones where virtual cluster IP addresses are to be added
(the Trusted and Untrusted zones on the above diagrams).

3. Create a HA cluster: in the General Settings - UserGate - Device
management - HA cluster section, click Add and configure the settings for the
new HA cluster.

4. Specify a virtual IP address for the auth.captive, logout.captive, block.captive,
and ftpclient.captive nodes. If you want to use captive portal authentication,
you must ensure that the auth.captive and logout.captive system node names
used by Captive authentication procedures are resolved to the IP address
assigned as the cluster virtual address. For more details on these settings, see
the section General Settings.

The settings for a HA cluster are listed below:

Parameter Description

Enabled Enable and disable the HA cluster.
Name HA cluster name.

Description HA cluster description.

Mode HA cluster mode:

o Active-Active: the load is distributed between all cluster
nodes.

« Active-Passive: the load is processed by the master
node and switched to a backup instance if the master
node is offline.
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Parameter Description

Sessions sync

Multicast ID

Virtual Router ID (VRID)

Nodes

Virtual IPs

UPD/ICMP Synchronization

Enables user session synchronization mode between all nodes
in the HA cluster. Makes switching from one device to another
convenient for users but adds significant load on the UserGate
platform. Session synchronization is applied only to the active-
passive cluster mode.

Multiple HA clusters can be created in a single configuration
cluster. Session synchronization uses a multicast address
defined by this parameter. A unique ID must be assigned to
each group of HA clusters that requires session
synchronization support within the group.

The VRID must be unique to each VRRP cluster in the local
network. If there are no 3rd party VRRP clusters in the network,
itis recommended to keep the default setting.

Select the configuration cluster nodes to combine into an HA
cluster. Here you can also assign the master role to one of the
selected nodes.

Assign virtual IP addresses and map them to the interfaces of
the cluster nodes.

Manage the user session synchronization mode:

« Synchronize all sessions: enable/disable synchronizing
all user sessions, including UDP/ICMP sessions. If this is
disabled and the Sessions sync setting on the General
tab is enabled, only TCP sessions will be synchronized.

« IPs excluded from synchronization: list the IP addresses
for which user sessions will not be synchronized.

Managing Access to Administration Interfaces

During the initial setup of UserGate NGFW, a local super administrator account
(Admin) is created by default. Using this account, you can manage access for other
administrators to the device's interfaces: the web interface, the command line

interface, and the REST API.

A super-administrator can create additional administrator accounts and assign
access profiles to them. Each access profile corresponds to a set of permissions for
using specific product features. For example, an access profile can be used to allow
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or deny an administrator's connection to UserGate NGFW via the command line
interface.

You can also manage access by configuring zones. To do this, go to General settings
- Network - Zones and select the desired connection in the zone properties on
the Access control tab.

In General settings - UserGate - Administrators, you can create accounts:

* Local administrators. Authentication credentials are stored on UserGate NGFW
server.

» LDAP users or user groups. Authentication is performed using domain user
accounts or user groups. You must first configure the LDAP connector in
General settings - Users and devices - Authentication servers. The account
login for authentication is specified in the format @domain.

» Administrators with auth profile. Authentication uses the authentication
profiles configured in General settings - Users and devices - Authentication
profiles.

Instructions for configuring authentication servers are provided in the
Authentication Servers section, and for configuring authentication profiles, in the
Authentication Profiles section.

You can delete created accounts and change their settings, as well as manage their
status (enable and disable them). You can also unlock a local account that has been
locked (for example, if the number of failed authentication attempts has been
exceeded).

For additional security for local accounts, you can configure a password policy. For
domain accounts and accounts with authentication profiles, security settings are
determined by an external account source.

By default, administrator authentication is performed using a username and
password. You can change the authentication method in General settings -
UserGate - Settings - Interface settings - Web console authentication mode. For
example, for a more secure connection, you can select certificate authentication and
configure digital certificates.

Creating an Access Profile

To create an account, you must have at least one access profile with the set of
permissions granted to the administrator.
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To create an access profile:

1. In General settings - UserGate -» Administrators - Administrator profiles,
click Add.

2.In the General tab, enter a name for the profile.

3.In the Access permission tab, select the actions the administrator can
perform in the web interface.

4. In the API permission tab, select the actions the administrator can perform
when connecting via the REST API.

5.In the CLI permission tab, allow or deny the administrator access to the
command line interface.

6. Click Save.

You can now proceed to creating the administrator account.

Creating an Administrator Account

To creating an administrator account:

1. In General settings - UserGate - Administrators, in the Administrators
section, click Add and select an account type.

2. Select an access profile and specify the settings required for the selected
account type.

3. Click Save.

All administrators connected to UserGate NGFW using one of the methods are
displayed in General settings - UserGate - Administrators -» Administrator
sessions. You can close administrator sessions by clicking Close session.

Configuring Password Policy

For local accounts, you can configure a password policy. This includes:
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To configure a password policy:

1. In General settings - UserGate - Administrators, in the Administrators
section, click More - Configure.

2. Specify the parameters that the local administrator account password must
match.

3. Click Save.

Configuring Digital Certificates

You can use certificate-based administrator authentication to provide additional
security when connecting to the UserGate NGFW. Digital certificates must be
configured for this to work.

O Note

Below are instructions for configuring certificates in OpenSSL. You can follow these

instructions in this same utility or a similar tool.

To configure digital certificates:

1. Create a CA certificate for accessing the web interface by running the
following commandes:

openssl req -x509 -subj '/C=SG/ST=Singapore/0= MyCompany /
CN=ca.mycompany.com' -newkey rsa:2048 -keyout ca-key.pem -out
ca.pem -nodes

openssl rsa -in ca-key.pem -out ca-key.pem
A private key file, ca-key.pem, and a public key file, ca.pem, will be created.
Import the public key into the UserGate NGFW server.

2. Create an administrator certificate for each account by running the following
command:

openssl req -subj '/C=SG/ST=Singapore/0= MyCompany /
CN=<administrator login>' -out admin.csr -newkey rsa:2048 -keyout
admin-key.pem -nodes
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3. Sign each account's administrator certificate with the CA certificate by
running the following commands sequentially:

openssl x509 -req -days 9999 -CA ca.pem -CAkey ca-key.pem -
set serial 1 -in admin.csr -out admin.pem

openssl pkcsl2 -export -in admin.pem -inkey admin-key.pem -out
admin.pl2 -name '<administrator login> client certificate'

The signed administrator certificates will be saved to the admin.p12 file. You
need to add this file to the operating system and to the browser that
administrators will use to connect to the device.

Certificate Management

UserGate NGFW uses the secure HTTPS protocol for device management, can
intercept and decrypt transit user traffic transmitted over SSL (HTTPS, SMTPS,
POP3S), and authorize administrators in the web console based on their certificates.

To perform these functions, NGFW employs different types of certificates.

Certificate Description

Web console SSL Used to create a secure HTTPS administrator connection to the
certificate NGFW web console

Captive portal SSL Used to create a secure HTTPS user connection to the captive
certificate portal auth page, to display a block page or the captive portal's

logout page, and to support FTP proxy operation. This
certificate must be issued with the following parameters:

e Subject name: the value set for the Auth domain of the
captive portal in General settings - UserGate -
Settings - Modules.

e« Subject Alternative names: you must specify all
domains for which this certificate is used and which are
specified on the General settings - UserGate - Settings

page:
o Captive portal Auth domain;
o Captive portal Logout domain;
o Block page domain;
o FTP over HTTP;

86



Version 7.x. from 2026/02/20

Certificate Description

o Web portal address.

By default, a certificate for the auth.captive domain signed with
an SSL inspection certificate is used with the following
parameters:

e Subject name = auth.captive

e« Subject alternative names = auth.captive,
logout.captive, block.captive,
ftpclient.captive, sslvpn.captive

If the administrator has not loaded their own certificate for this
role, UserGate NGFW will automatically reissue this certificate
when the administrator changes one of the domains on the Ge
neral settings page (those used for auth.captive, logout.captive,
block.captive, ftpclient.captive, and sslvpn.captive).

O Attention!

If the administrator uses a separate certificate for the
captive portal domain, then he must add not only his
Auth captive portal domain, but also the fixed
cert.captive domain in the Subject Alternative
name extension of the certificate. If cert.captive is not
added, the browser will generate a security error when

authenticating via a certificate

SSL inspection certificate This is a CA class certificate Used to generate SSL certificates
for the Internet hosts whose HTTPS, SMTPS, or POP3S traffic is
intercepted. For example, let's consider intercepting HTTPS
traffic from yahoo.com. The original certificate looks like this:

Subject name = yahoo.com

Issuer name = VeriSign Class 3 Secure Server CA
- G3,

The certificate is replaced with:
Subject name = yahoo.com
Issuer name = .

This certificate is also used to create the default certificate for
the SSL captive portal role.

SSL inspection An intermediate certificate in the CA chain used to issue the
(intermediate) SSL inspection certificate. Only the public key is required for
correct operation
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Certificate Description

SSL inspection (root) The root certificate in the CA chain used to issue the SSL
inspection certificate. Only the public key is required for
correct operation

User certificate The certificate assigned to a UserGate NGFW user. The user
can be either local or using LDAP authentication. The certificate
can be used to authorize user access to the published
resources using reverse proxy rules

Web console certification Certificate authority certificate for access to the web console.
chain For successful authorization, the administrator certificate must
be signed with a certificate of this type

SAML server Supports UserGate NGFW operation in conjunction with a SSO
SAML IDP server. For more details on configuring UserGate
NGFW to work with a SAML IDP authorization server, see the
relevant section of this Guide

Web Portal The certificate used for the web portal. If not specified
explicitly, UserGate NGFW will use the SSL captive portal
certificate signed with the SSL inspection certificate. For more
details on configuring the web portal, see the relevant section
of this Guide

There can be multiple SSL web console, SSL captive portal, and SSL inspection
certificates, but only one certificate of each type may be active and used for the
respective purposes. There can also be multiple web console authorization CA type
certificates, and each of them can be used to verify the authenticity of administrator
certificates.

Creating a Certificate

To create a new certificate:

1. In General settings - UserGate - Certificates, click Create and enter the
certificate information.

O Note

: The Common name field specifies the certificate name. To ensure compatibility

with the majority of browsers, we recommend using only Latin characters.

1. Specify the certificate's role in UserGate NGFW: select the desired certificate in
the certificate list, click Edit, and in the Used by field, select the certificate type.
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If you have selected a Web console SSL certificate type, UserGate NGFW will
reboot the web console service and prompt you to connect using the new
certificate. An SSL inspection certificate starts working immediately after you
have selected it. For more information on HTTPS inspection, see the SSL

Inspection section.
Export and Import of Certificates

UserGate NGFW allows you to export certificates created there and import
certificates created in other systems — e.g., certificates issued by a CA trusted by
your organization.

To export the certificate:

1. In the General settings - UserGate - Certificates section, select the required
certificate from the list and click Export.

2. Select a certificate type for export:

» Export certificate: export certificate data in the DER format without
exporting the certificate’s private key. Use the exported SSL inspection

certificate file to set it as the local CA on user computers. For more details

on this, see the Installing Local CA Certificates appendix.

» Export CSR: export a CSR, e.g., to be signed by a CA.

o Note

It is recommended to save the certificate so that you can restore it later.

O Note

For security purposes, UserGate does not allow the export of private keys for

certificates.

o Note

You can download the SSL inspection certificate for installation from the link: http://

usergate_ip:8002/cps/ca, where usergate_ip is the IP address of your UserGate NGFW.

To import the certificate:

1. In the General settings - UserGate - Certificates section, click Import.
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2. Fill in the fields with the required certificate information.
Using Corporate CA to Create an SSL Inspection Certificate

If a corporate CA or CA chain already exists in the company, you can specify a
certificate issued by the corporate CA as the SSL inspection certificate. If the
corporate CA is trusted by all corporate users, SSL interception will be transparent,
and users will not get certificate warnings.

Let us consider in more detail how to configure UserGate NGFW in this scenario.
Suppose that the organization uses a corporate CA based on the Microsoft
Enterprise CA integrated into Active Directory. The CA hierarchy is as follows.

KopHeson YL
MoaunHeHHbIN
Sub CA1
MogunHeHHbIN
Sub CA2
-
MoaunHeHHbIN
Sub CA3
UserGate SSL decrypt

certificate

o

You will need to issue a certificate for UserGate NGFW using Sub CA2 and configure
it as the SSL inspection certificate. You need to issue a UserGate SSL decrypt
certificate as the CA.

An imported certificate can be used as an SSL inspection certificate only if it
satisfies these requirements:

» The certificate belongs to the Certification Authority (CA) class. Must have the
attribute CA: TRUE in its X509v3 Basic Constraints (RFC 5280) extension. In the
Settings » UserGate - Certificates section of the admin console, such
certificates have the CA certificate file icon to the left of the certificate name.

» The certificate has no usage restrictions or has explicitly set Digital signature
and Certificate signing attributes in its purpose section.

* The certificate does not use any X509v3 Key Usage (RFC 5280) extension
attributes. The Certificate purpose column in the Administrator console for
such a certificate will show Missing.
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If the X509v3 Key Usage extension is used in a certificate, the

* digitalSignature and keyCertSign attributes must be present for SSL
inspection. In that case, Digital signature and Certificate signing will be listed in
the Certificate purpose column of the admin console.

0 Attention!
UserGate does not support the rsassaPss signature algorithm. Make sure that no part of

the certificate chain used to issue the SSL inspection certificate uses this algorithm.

To complete the task:

1. In General settings - UserGate - Certificates, click New CSR, fill in the
required fields, and generate the CSR.
A private key and a request file will be created.

2. In the list of certificates, select the CSR and use the Export button to download
the request file.

3. In Microsoft CA, create a certificate based on the received CSR file using the
certreq utility (certreq.exe -submit -attrib "CertificateTemplate:SubCA"
HTTPS csr.pem) or using the Microsoft CA web console, specifying
"Subordinate Certification Authority" as the template. You will receive a
certificate (public key) signed by Sub CA2.

4. Download the generated certificate from the Microsoft CA web console.

5.In UserGate NGFW, on the Certificates tab, select the previously created CSR
file and click Edit. Upload the certificate file and click Save.

6. On the Certificates tab, select again the previously created CSR file and click
Edit. In the Used by field, select SSL Inspection and click Save.

7. In the Microsoft CA web console, select and download the certificates for
Sub CA1and Sub CA2.

8. In the Certificates tab, use the Import button to upload the certificates for Sub
CATand Sub CA2 downloaded in the previous step.

9. In the Certificates tab, for each of these certificates, click Edit, in the Used by
field, select SSL Inspection (Intermediate), and click Save.

You can also use the Import button to upload the organization's root certificate to
UserGate NGFW. After uploading, select the certificate, click Edit, and in the Used by
field, select SSL inspection (Root).
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Client Certificate Profiles

A client certificate profile is designed to validate certificates presented by a client
for authentication and access to an application, network segment, or resource.
Validation consists of three steps: obtaining the username from the corresponding
attribute in the client certificate, verifying the trust hierarchy, and verifying the
certificate's authenticity.

The profile specifies CA certificates, methods for verifying the validity of user
certificates, and methods for selecting the username for authentication.

When selecting the certificate authentication mode (PKIl), a previously configured
client certificate profile is specified, which can then be used in various UserGate
NGFW subsystems, such as the captive portal, web portal, VPN, and reverse proxy.

To create a client certificate profile:

In General settings - UserGate - Client certificate profiles, click Add and specify
the following parameters.

Name Description

Name The name of the client certificate profile
Description Profile description (optional)
Get username from Select the certificate attribute from which the firewall will

retrieve the username used for authentication:

« Common-name: the domain name or hostname in the
Subject field for which the certificate is intended.

« Subject altname email: the user's email address,
specified in the parameter with the email prefix in the
SAN (Subject Alternative Name) extension, is used to
determine the username.

« Principal name: the Universal Principal Name (UPN)
parameter contained in the otherName field in the SAN
extension is used to determine the username.

If multiple UPNs or email addresses are specified in the SAN
extension fields of a certificate, the first value specified in the
certificate is used.

CA certificates Certificates of the root and intermediate CAs that participated
in issuing client certificates. These are used to verify the trust
hierarchy of the client certificate. The client certificate is
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Name Description

Checking revoked
certificates

Check timeout

Upstream Proxy

Description

checked for validity for each CA certificate in the list. The list is
iterated from top to bottom

Certificate Revocation Lists (CRLs) contain certificates that
have been compromised or have expired. Such certificates can
no longer be used for authentication.

The following values can be set for this parameter:

« Do not check: access will be granted regardless of
whether the certificate is revoked.

« Entire chain: check all certificates in the hierarchy and
require that they all be valid. The certificates of the root
and all intermediate certification authorities that
participated in issuing client certificates must be added
to the profile in the CA Certificates section.

User certificate: check only the client certificate. The
certificate of the certification authority that signed the
client certificate must be added to the profile in the CA
Certificates section.

Consider valid if the status is unknown: check the
certificate and, if its status could not be determined for
some reason (for example, UG NGFW could not obtain a
CRL), consider the certificate valid. In this case, as a result
of verification, the certificate may receive the invalid
status if it is found in the list of revoked certificates.

This additional related parameter determines the time interval
after which UserGate NGFW stops waiting for a certificate
status response from the CRL service. In this case, the
certificate is considered valid, and if other conditions are met,
authentication can be performed using it.

The Upstream Proxy feature of NGFW allows redirecting incoming HTTP(S) traffic to
another proxy, which makes it possible to create a cascaded hierarchy where one
proxy’s traffic is sent to another proxy in a proxy chain. This kind of cascading is
typically used to ensure the privacy of communications or provide access to region-
locked content. In addition, cascading makes it easier to integrate new regional
offices into an existing global corporate network hierarchy.
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Upstream proxy will only work if NGFW is operated in the Explicit Proxy mode. On
the client side, the IP address and port of the NGFW proxy are specified explicitly in
the web browser or other applications.

When the client requests an external resource, two TCP sessions are created:

e The first session: client — NGFW. The client accesses NGFW directly, and the
session starts with an HTTP Connect message.

» The second session: unlike the classical scenario with an explicit proxy, the
session is established between NGFW and next (upstream) proxy instead of
the end server. The traffic from NGFW to the upstream proxy has a transit
status for the Firewall section. Note that in the Upstream proxy mode, the
traffic will have the upstream proxy’s IP as its destination IP. If a deny rule was
configured earlier for the destination IP addresses, that rule will not trigger.

The traffic processing algorithm (packet flow) is similar to the processing algorithm in
explicit proxy server mode.
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An incoming packet is matched against the zone rules in theDoS, Spoofing block. For
the Upstream Proxy feature in NGFW to work correctly, the HTTP(s) proxy service
must be enabled in the zone settings, otherwise the packets will be dropped.

After that, the packet is processed in the Gateways, PBR block where it is marked for
subsequent use in routing rules.

After that, the packets arrive unmodified to the CHECK section where all traffic is
checked for matching the inspection and content filtering rules as well as for
belonging to the ICAP, reverse proxy, web portal, SCADA, or mail security services.
The check is done by analyzing the traffic step by step in accordance with the
algorithm settings for the CHECK section (see the "UserGate NGFW Packet Flow"
article for details). Having passed the CHECK section, the traffic will be sent to the
License, Routing, and subsequent sections.
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Usage Scenarios

Proxy Forwarding (Without Traffic Classification)

All incoming NGFW HTTP traffic allowed by the NGFW filtering rules is redirected to
the next (upstream) proxy in the chain. Any HTTP(S) or SOCKS5 proxy can serve as
the upstream proxy. Optional login/password authentication is supported for the
upstream proxy.

HTTP(S)/SOCKS5 HTTP(S)/SOCKS5
npoKcK-cepeep npoKcu-cepeep

KackagHoe
npoKcuMpoBaHue

1
HTTP 1 | —

[ ] (-

KnuneHnT UserGate

Mpsmoe

NpOKCUpOBaHHUe Cepeep

The traffic redirected to the upstream proxy is logged in the Web access log but with
the proxy'’s IP as the destination IP address.

This scenario addresses use cases such as providing access to region-locked
content, integrating new regional offices into an existing global corporate network
hierarchy, and ensuring the privacy of the company’s external communications.

Update via Proxy

License activation and software updates for UserGate nodes (NGFW, MC, LogAn) are
done via an external proxy. Any HTTP(S) proxy can be used in this role. Optional
login/password authentication is supported for the external proxy.
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Licensing or software update events via an external proxy server are logged in the
Event Log. In the description of each such update, the proxy tag is added with the
address and port of the proxy server. Example: proxy: https://10.10.0.1:3128.

License and software activation via an external proxy are supported for NGFW,
UGMC, LogAn, and SIEM.

One possible example of this scenario is when UserGate equipment (e.g., UGMC or
LogAn) is located inside a closed-perimeter organization that has no direct Internet
access for software updates.

O Note

Upstream Proxy settings for NGFW and LogAn can be configured in the corresponding
UGMC templates and applied to the managed nodes via UGMC.

Upstream Proxy Settings

Configuring Upstream Proxy in Admin Console

Traffic redirection to an upstream proxy is configured under UserGate - Settings -
Upstream Proxy.
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Specify the operation mode (HTTP(S) or SOCKS5), IP address, and port for the
upstream proxy. If the proxy requires authentication, specify the login and
password.

Both UserGate license activation and software update via an external proxy are
configured identically. The configuration can be done in the Dashboard’s License
section or under Settings - Device management. The settings configured in one of
these sections will be displayed in the other one.

Dashboard settings:

Go to Dashboard - License and click the registration line. In the activation window,
click the upstream proxy configuration line.
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In the pop-up settings window specify the IP address and port for the external HTTP
proxy. If the external proxy requires authentication, you need to specify the login

and password.

Device management settings:

Go to UserGate - Device management - Server Operations and click Configure to

configure an upstream proxy for license and update checks.
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In the pop-up settings window specify the IP address and port for the external HTTP
proxy. If the external proxy requires authentication, you need to specify the login
and password.

Configuring Upstream Proxy via CLI

For a description of Upstream Proxy settings in the CLI, refer to the section
Upstream Proxy Configuration.

System utilities

Administrators can access system utilities in the boot menu during the UserGate
NGFW booting process. To access this menu, connect the monitor to the VGA
(HDMI) port and the keyboard to the USB port (if the device has the appropriate
ports). You can also connect your computer to NGFW using a special serial cable or a
USB-to-serial adapter. Next, launch a terminal that allows you to connect via the
serial port (for example, PUTTY for Windows) and establish a serial connection using
the connection parameters 115200 8n1.

The administrator can select one of boot menu options.

UserGate

1. UGDS NGFW
Z. UGDS NGFW (serial console)
3. Support menu

Use the Tt and ! keys to select which entry is highlighted.
Press enter to boot the selected 0S, ‘e’ to edit the commands
before booting or ‘¢’ for a command-line.

Boot option Description

UGOS NGFW Boot UserGate NGFW and output diagnostic information about
the boot process to the serial port

UGOS NGFW (serial Boot UserGate in simplified console video mode.
console)
Support menu Entering the system utilities section and sending output to tty1

(the monitor)
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Boot option Description

Restore previous version This section is available after updating or creating a system
backup

The system utilities (Support menu) section offers the following actions:

UserGate appliance support menu

Choose an option

heck filesystems Check all filesystems.

Expand data partition Expand data partition.

Create backup Create system backup.

Restore from backup Restore system from a backup.
Factory reset Reset to factory defaults.
Exit Exit and reboot.

<Cancel>

Action Description

Check filesystems Start a file system check on the device with automatic error
correction
Expand data partition Expand the data partition. This operation is usually carried out

after increasing the amount of disk space allocated by the
hypervisor to the UserGate NGFW VM,

Attention! To expand the system partition while preserving
UserGate NGFW data and settings you need to add a new disk
using the hypervisor and then perform the Expand data
partition operation, as described in the Extending the system
partition section of the Administrator guide.

Create backup Creating a full copy of the UserGate NGFW disk on an external
USB device.
Attention! The USB drive will be formatted before creating the
backup.

Restore from backup Restoring UserGate NGFW disk from an external USB device.

Factory reset Resetting UserGate NGFW state. All data and settings will be

lost. The software version will not change: the version installed
at the time the command was run will be retained.

Exit Log out and reboot the device
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Expanding the System Partition

To expand the system partition while preserving the configuration and data of the
UserGate node:

1. Use the hypervisor to add a new disk of the required size in the UserGate virtual
machine properties.

2.In the UserGate node boot menu, enter the Support menu section.

UserGate

1. UGDS NGFW
2. UGDS NGFW (serial console)

3. Support menu

Use the T and | keys to select which entry is highlighted.
Press enter to boot the selected 0S, ‘e’ to edit the commands
before booting or "¢’ for a command-line.

3. In the section that opens, select Expand data partition and start the system
partition expansion process.

UserGate appliance support menu
Choose an option

Check filesystems Check all filesystems.

Create backup Create system backup.

Restore from backup Restore system from a backup.
Factory reset Reset to factory defaults.
Exit Exit and reboot.

<Cancel>
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4. When the expansion process is complete, boot the node and check the size of the
system partition in the Disks widget of the Dashboard section.

o Note

Expanding the system partition by increasing the size of the existing virtual machine
disk is only possible if you reset the node to factory settings, i.e. perform a factory

reset.

NETWORK CONFIGURATION

Zone Configuration
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A zone in NGFW is a logical aggregation of network interfaces. NGFW security
policies use interface zones instead of interfaces themselves. This provides the
needed flexibility to the policies and significantly eases the management of a HA
cluster. Zones are the same on all cluster nodes, i.e,, this is a global setting for the
entire cluster.

It is recommended to aggregate interfaces into a zone based on their intended use,
e.g., a LAN interface zone, Internet interface zone, partner-connected interface zone,
etc.
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NGFW is supplied with the following default zones:

Name Description

Management Used to connect trusted networks from which NGFW
management is allowed.

Trusted Used to connect trusted networks, such as LANSs.

Untrusted Used for interfaces connected to untrusted networks, such as
the Internet.

DMZ Used for interfaces connected to the DMZ network.

Cluster Used for interfaces that support the operation of a cluster.

VPN for Site-to-Site Used for all Office-to-Office clients that connect to NGFW
using a VPN.

VPN for remote access Used for all mobile users who connect to NGFW using a VPN.

Tunnel inspection zone Tunnel inspection zone. All source and destination addresses

of packets encapsulated into a tunnel will belong to this zone.

NGFW administrators can edit the settings for the default zones and create
additional zones.

o Note

A maximum of 255 zones can be created.

To create a zone, follow these steps:

Name Description

Step 1. Create a new zone. In the Network - Zones section, click Add and give the zone a
name.

Step 2. (Optional) Configure | Configure the network flood protection settings for TCP (SYN-
the DoS protection settings | flood), UDP, and ICMP protocols in the zone:

for the zone.
« Aggregate: if set, all incoming packets to the zone's

interfaces are included in the count. If not set, packets
are counted separately for each IP address.

« Alert threshold: when the number of requests exceeds
this threshold, the event is recorded in the system log.
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Name Description

Step 3. (Optional) Configure
the access control settings
for the zone.

« Drop threshold: when the number of requests exceeds
this threshold, NGFW starts dropping the packets and
records the event in the system log.

The recommended values are 3000 requests per second for
the alert threshold and 6000 requests per second for the drop
threshold. It is recommended to enable flood protection on all
interfaces except those in the Cluster zone.

The UDP drop threshold should be increased if the zone's
interfaces carry traffic for services such as VolP or L2TP VPN.

DoS protection exclusions: here you can list the server IP
addresses that need to be excluded from the protection. This
can be useful, e.g,, for the VolIP service as it sends large
numbers of UDP packets.

Important! NGFW allows more granular DoS protection. For
more details, see the DoS Protection section.

Specify the NGFW-provided services that will be available to
clients connected to this zone. It is recommended to disable all
services for zones connected to uncontrolled networks, such
as the Internet.

The following services exist:

« Ping: enables pinging of NGFW.
e SNMP: provides SNMP access to NGFW (UDP 161).

» Captive portal and Block pages: required for displaying
the captive portal’s auth page and block page (TCP 80,
443,8002).

e Control XML-RPC: enables API control of the product
(TCP 4040).

« Cluster: required for combining several NGFW nodes into
a cluster (TCP 4369, TCP 9000-9100).

* YVRRP: required for combining several NGFW nodes into a
HA cluster (IP protocol 112).

* Administrative console: provides access to the
administrative web console (TCP 8001).

« DNS: provides access to the DNS proxy service (TCP 53,
UDP 53).

o HTTP(S) proxy: provides access to the HTTP(S) proxy
service (TCP 8090).

o Authorization agent: provides server access required by
Windows authorization agents and terminal servers (UDP
1813).

e SMTP(S) proxy: spam filtering for SMTP traffic. Required
only when publishing a mail server to the Internet. For
more details, see the Mail Security section.
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Name Description

Step 4. (Optional) Configure
the IP spoofing protection
settings.

106

* POP3(S) proxy: spam filtering for POP3 traffic. Required
only when publishing a mail server to the Internet. For
more details, see the Mail Security section.

 CLI over SSH: provides server access for management
using CLI (command line interface) (TCP port 2200).

e VPN: provides server access for connecting L2TP VPN
clients (UDP 500, 4500).

« Reverse proxy: required for publishing internal resources
using a reverse proxy. For more details, see the HTTP/
HTTPS Resource Publishing Using Reverse Proxy section.

« Web portal: required for publishing internal resources
using an SSL VPN. For more details, see the Web Portal
section.

« Log Analyzer/SIEM: provides connection to Log Analyzer
(TCP 2023, 9713).

» OSPF: OSPF dynamic routing service. For more details,
see the OSPF section.

¢ BGP: BGP dynamic routing service. For more details, see
the BGP section.

¢ RIP: RIP dynamic routing service.
* BFD: quick network connection failure detection service.

* SNMP Proxy: service used to build a distributed
monitoring system for load balancing and distributed
network infrastructure monitoring.

» SSH Proxy: service used to initiate SSH traffic.
 Multicast: multicast service.

* NTP service: enables access to a time service running on
the NGFW server.

« UserID syslog collector: a service that enables
information collection from remote devices using the
Syslog protocol (the default port number is 514).

« Endpoints connection: a service used to allow
connection of endpoints with UserGate Client software
(TCP 4045) installed.

For more on network availability requirements, see the
appendix Network Environment Requirements.

IP spoofing attacks allow a malicious actor to transmit a packet
from an external network, such as Untrusted, to an internal one,
such as Trusted. To do that, the attacker substitutes the source
IP address with an assumed internal network address. In this
case, responses to this packet will be sent to the internal
address.
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Name Description

Step 5. (Optional) Set
session limits.

To protect against this kind of attack, the administrator can
specify the source IP address ranges allowed in the selected
zone. Network packets with source IP addresses other than
those specified will be discarded.

Using the Negate checkbox, the administrator can specify the
source |IP addresses from which packets may not be received
on this zone's interfaces. In this case, packets with source IP
addresses within those ranges will be rejected. As an example,
for the Untrusted zone, you can specify "gray" IP address
ranges as 10.0.0.0/8, 172.16.0.0/12,192.168.0.0/16 and turn on
the Negate option.

Limiting the number of concurrent connections from a single IP
address is a security measure that limits active network
connections originating from the same IP. This is done for
several reasons:

« To defend from attacks: malicious users can use a large
number of concurrent connections from one IP address
to launch DDoS attacks (distributed attacks that aim to
cause denial of service). Limiting the number of such
connections helps lower the risks of these attacks by
reducing the network or server load.

To prevent abuse: some users may try to abuse the
resources by creating many concurrent connections.
Limiting connections helps prevent resource overuse and
maintain a uniform load distribution.

To preserve availability: preventing situations when one
user takes up all available resources, leaving little for
others. The limits help preserve resource availability for
all users.

To better manage resources: more efficient network and
server resource management ensures a more stable and
predictable performance.

To limit the number of concurrent connections from a single IP
address:

1. Set the Enable sessions limiting per IP checkbox.

2. Specify the maximum allowed number of sessions
originating from a single IP address.

3. Add a list of IP addresses to which the limit will not apply.
For more details about how to create an IP address list,
see the IP Addresses section.
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Network Interface Configuration
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The Interfaces section displays all physical and virtual network interfaces existing in
the system and allows you to modify their settings and add VLAN interfaces. All
interfaces of each cluster node are displayed here. The interface settings are node-
specific —that is, they are not global.

Using the Edit button, you can modify the settings for a network interface:
* Enable or disable the interface

 Specify the interface type as Layer 3 or Mirror. An interface operating in the
Layer 3 mode can be assigned an IP address and used in firewall rules, content
filtering, and other rules. This is the standard operating mode of a network
interface. An interface operating in the Mirror mode can receive traffic from a
SPAN port of network equipment for subsequent analysis.

 Assign a zone to the interface
» Assign a Netflow profile to send statistics to a Netflow collector.

» Assign a profile for sending data using the Link Layer Discovery Protocol (LLDP).
Available only for adapter type interfaces.

* Assign an alias, which is an additional identifier for an interface. This optional
setting is used for working with SNMP.

» Modify the physical parameters of the interface, such as the MAC address,
MTU size, MSS size.
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Select the IP address assighment type: no address, a static IP address, or a
* dynamic IP address obtained using DHCP.

» Configure DHCP relay for the selected interface. To do this, you need to enable
DHCP relay, enter the IP address of the interface on which the relay is added in
the UserGate address field, and specify one or more DHCP servers where
client DHCP requests are to be forwarded.

Using the Add button, you can add the following logical interface types:

* VLAN

* Bond.

* Bridge

« PPPOE

* VPN

e Tunnel.

» Loopback

Creating a VLAN Interface

Using the Add VLAN button, the administrator can create sub-interfaces. To create a
VLAN, provide the following settings:

Name Description

Enabled

Name

Tags

Description

Type

Enables the VLAN.

The VLAN name. Assigned automatically based on the physical
port name and the VLAN tag.

Optional tags for marking the interface. For more information,
see the Tags section of the administrator's guide. This option is
available in software version 7.3.0 and higher.

An optional interface description.

Specify the interface type as Layer 3 or Mirror. An interface
operating in the Layer 3 mode can be assigned an IP address
and used in firewall rules, content filtering, and other rules. This
is the standard operating mode of a network interface. An
interface operating in the Mirror mode can receive traffic from
a SPAN port of network equipment for subsequent analysis.
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Name Description

VLAN tag The sub-interface number. Up to 4094 interfaces can be
created.

Node name The node name in the cluster where this VLAN is being created.

Interface The physical interface on which the VLAN is being created.

Zone The zone to which the VLAN belongs.

Netflow profile The Netflow profile to send statistical data to the Netflow

collector. You can read about Netflow profiles in the Netflow
Profiles chapter.

Alias An alternative interface name assigned by the administrator.
This optional setting is used for working with SNMP. The value is
a string with a length of up to 64 characters.

Important! Cyrillic characters are not allowed in the value.

Networking The IP address assignment method: no address, a static IP
address, or a dynamic IP address obtained using DHCP. The
possibility to change MAC address, MTU size, MSS size
(available in software version 7.3.0 and higher).

DHCP relay Configure DHCP relay for a VLAN interface. Enable DHCP relay,
enter the IP address of the interface on which the relay
function is added in the UserGate address field, and specify
one or more DHCP servers where client DHCP requests are to
be forwarded.

Bonding Network Interfaces

Using the Add bond button, the administrator can bond several physical network
interfaces into a single aggregated logical interface to increase the bandwidth or
provide high availability. To create a bond, provide the following settings:

Name Description

Enabled Enables the bond.
Name The bond name.
Tags Optional tags for marking the interface. For more details, see

the Tags section of the Administrator Guide. The option is
available in software version 7.3.0 and higher.

Node name The NGFW cluster node on which the bond will be created.
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Name Description

Zone

Netflow profile

Alias

Interfaces

Aggregation mode

The zone to which the bond belongs.

The Netflow profile to send statistical data to the Netflow
collector. You can read about Netflow profiles in the Netflow
Profiles chapter.

An alternative interface name assigned by the administrator.
This optional setting is used for working with SNMP. The value is
a string with a length of up to 64 characters.

Important! Cyrillic characters are not allowed in the value.

One or more network interfaces that will be used to create the
bond.

The aggregation mode must match the operating mode for the
device to which the bond is connected. The options are:

« Round robin. Packets are sent consecutively, starting
from the first available slave and continuing to the last
one. This policy is used to provide load balancing and
high availability.

o Active backup. Only one network interface in the bond
will be active. Another slave interface can become active
only if the currently active interface fails. With this policy,
the MAC address of the bond interface is only visible
externally through one network port to avoid problems
with the switch. This policy is used for high availability.

o XOR. Transmission is distributed between the slave
interfaces using the formula: [( XOR ) MOD ]. This means
that the same NIC sends packets to the same recipients.
Optionally, the transmission allocation can also be based
on the xmit_hash policy. The XOR policy is used to
provide load balancing and high availability.

e Broadcast. Transmits everything on all network
interfaces. This policy is used for high availability.

« [EEE 802.3ad. The default mode, supported by most
network switches. Creates aggregated groups of NICs
with identical speed and duplex settings. When
combined like this, all links in the active aggregation
participate in transmission as per IEEE 802.3ad. The
choice of interface for packet transmission is determined
by the policy. By default, the XOR policy is used, with the
xmit_hash policy as a possible alternative.

« Adaptive transmit load balancing. The outgoing traffic is
distributed depending on the load on each slave
interface (determined by the download speed). No
additional configuration on the switch is required. The
incoming traffic is received by the current network card.
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Name Description

MIl monitoring period
(msec)

Down delay (msec)

Up delay (msec)

LACP rate

Failover MAC
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If this card fails, another card assumes the MAC address
of the failed one.

« Adaptive load balancing. Includes the previous policy
plus incoming traffic balancing. No additional
configuration on the switch is required. The incoming
traffic is balanced through ARP negotiation. The driver
intercepts ARP responses sent from the local NICs to the
outside and overwrites the source MAC address with one
of the unique MAC addresses of the NIC in the bond.
Thus, different peers use different server MAC
addresses. The incoming traffic is balanced sequentially
(round-robin) among the interfaces.

Sets the MIl monitoring period in milliseconds. Determines how
often the link state will be checked for failures. The default
value of O disables MIl monitoring.

Sets the delay in milliseconds before disabling the interface on
a connection failure. This option is only valid for MIl monitoring
(miimon). The parameter value must be a multiple of miimon,
otherwise it will be rounded to the nearest multiple. Default
value: O.

Sets the delay in milliseconds before bringing up the link on
discovering that it has been restored. This parameter is only
valid with MIl monitoring (miimon). The parameter value must
be a multiple of miimon, otherwise it will be rounded to the
nearest multiple. Default value: 0.

Determines the interval between LACPDU packets sent by the
partner in the 802.3ad mode. Enumerated options:

« Slow: requests that the partner send LACPDU packets
every 30 seconds.

« Fast: requests that the partner send LACPDU packets
every second.

Determines how MAC addresses will be assigned to the
bonded slaves in the active-backup mode on switching
between slaves. The normal behavior is to use the same MAC
address on all slaves. Enumerated options:

« Disabled: sets the identical MAC address on all slaves
during the switching process.

o Active: the MAC address on the bond interface will
always be identical to that on the currently active slave.
The MAC addresses on the backup interfaces are not
changed. The MAC address on the bond interface
changes during the failover processing.
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Name Description

¢ Follow: the MAC address on the bond interface will be
the same as that on the first slave added to the bond.
This MAC is not set on the second and subsequent
interfaces while they are in backup mode. That MAC
address gets assigned during a failover: when a backup
slave interface becomes active, it assumes a new MAC
(the one on the bond interface), and the formerly active
slave is assigned the MAC that the currently active one
used to have.

Xmit hash policy Determines the hash policy for packet transmission via bonded
interfaces in the XOR or |[EEE 802.3ad modes. Enumerated
options:

 Layer 2: only MAC addresses are used for hash
generation. With this algorithm, the traffic for a particular
network host is always sent over the same interface. This
algorithm is compatible with IEEE 802.3ad.

 Layer 2+3: both MAC and IP addresses are used for hash
generation. This algorithm is compatible with
IEEE 802.3ad.

o Layer 3+4: |P addresses and transport-layer protocols
(TCP or UDP) are used for hash generation. This algorithm
is not universally compatible with IEEE 802.3ad, as both
fragmented and non-fragmented packets can be
transmitted within a single TCP or UDP interaction.
Fragmented packets lack the source and destination
ports. As a result, packets from the same session can
reach the recipient in an order other than the intended
one because they are sent via different slaves.

Networking The IP address assignment method: no address, a static IP
address, or a dynamic IP address obtained using DHCP. The
possibility to change MAC address, MTU size, MSS size
(available in software version 7.3.0 and higher).

DHCP relay This is used to configure DHCP relay for the bond interface.
Enable DHCP relay, enter the IP address of the interface on
which the relay function is added in the UserGate address field,
and specify one or more DHCP servers where client DHCP
requests are to be forwarded.

Interface Bridging

A network bridge works at the link layer (L2) of the OSI networking model. When the
bridge receives a network frame, it checks the frame's MAC address and, if the MAC
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does not belong to the same subnet, passes (forwards) this frame further; if the
frame belongs to the same subnet, the bridge does nothing.

An interface bridge can be used in NGFW like a regular network interface. Moreover,
you can use a bridge to configure in-transit content filtering at L2 without
introducing any changes to the corporate IT infrastructure. The simplest schema for
using NGFW as an L2 content filtering solution looks like this:

image3

When creating a bridge, you can specify the operating mode for it as Layer 2 or
Layer 3.

If Layer 2 is selected, the bridge does not need to be assigned an IP address, routes,
or gateways for it to work correctly. In this mode, the bridge works at the MAC
address level by forwarding packets from one network segment to another. SCADA
and Mail security rules cannot be used in this scenario, but content filtering works.
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If Layer 3 is selected, you need to assign the bridge an IP address and specify routes
in networks connected to the bridge's interfaces. In this mode, all filtering
mechanisms available in NGFW can be used.

If the bridge is created in a NGFW HSC equipped with a network card that supports
the bypass mode, you can combine two interfaces into a bypass bridge. A bypass
bridge automatically switches the two selected interfaces to the bypass mode
(bridging them so that all traffic bypasses NGFW) if:

e The NGFW HSC is powered off.

» The self-diagnostics system has encountered a runtime problem in NGFW
software. The response timeout when a problem is detected is 10 seconds.

The operation of the network port bypass relay can be controlled via the PMC
interface (for more details, see the Platform Management Commands section).

For more information about network interfaces that support bypass mode, see the
operating manuals for the NGFW HSC model.

Using the Add bridge button, the administrator can combine several physical
interfaces into a new type of interface, a bridge. Provide the following settings:
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Name Description

Enabled
Name

Tags

Node name

Type
Zone

Netflow profile

Alias

Bridge interfaces

Bypass bridge interfaces
STP (Spanning Tree
Protocol)

Forward delay

Maximum age

Networking

DHCP relay

Enables the interface bridge.
The interface name.

Optional tags for marking the interface. For more details, see
the Tags section of the Administrator Guide. The option is
available in software version 7.3.0 and higher.

The NGFW cluster node on which the interface bridge is being
created.

Specify the interface type as Layer 3 or Layer 2.
The zone to which the interface bridge belongs.

The Netflow profile to send statistical data to the Netflow
collector. You can read about Netflow profiles in the Netflow
Profiles chapter.

An alternative interface name assigned by the administrator.
This optional setting is used for working with SNMP. The value is
a string with a length of up to 64 characters.

Important! Cyrillic characters are not allowed in the value.
The two interfaces that will be used to build the bridge.

The interface pair that will be used to build a bypass bridge.
NGFW HSC support is required.

Enables the use of STP to prevent network loops.

The delay before the bridge switches to the active (forwarding)
mode if STP is enabled.

The time after which an STP connection is considered lost.

The IP address assignment method: no address, a static IP
address, or a dynamic IP address obtained using DHCP. The
possibility to change MTU size, MSS size (available in software
version 7.3.0 and higher).

This is used to configure DHCP relay for the bridge interface.
Enable DHCP relay, enter the IP address of the interface on
which the relay function is added in the UserGate address field,
and specify one or more DHCP servers where client DHCP
requests are to be forwarded.
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PPPoE (Point-to-point protocol over Ethernet) is a link-layer network protocol for
PPP frame transmission via Ethernet. Using the Add button, the administrator can
create a PPPoE interface by selecting Add PPPoE. To create the interface, provide

the following settings:

Name Description

Enabled
Name

Tags

Description

Node name

Interface

Zone

Netflow profile

Alias

MTU

MSS

Login name
Password

Persist connection
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Enables the PPPoE interface.

The interface name.

Optional tags for marking the interface. For more details, see
the Tags section of the Administrator Guide. The option is
available in software version 7.3.0 and higher.

An optional interface description.

The NGFW cluster node on which the PPPoE interface is being
created.

Specify the network interface on which the PPPoE interface will
be created.

The zone to which the PPPoE interface belongs.

The Netflow profile to send statistical data to the Netflow
collector. You can read about Netflow profiles in the Netflow
Profiles chapter.

An alternative interface name assigned by the administrator.

This optional setting is used for working with SNMP. The value is
a string with a length of up to 64 characters.

Important! Cyrillic characters are not allowed in the value.

The MTU size. Set by default to a value of 1492 bytes
compatible with the standard Ethernet frame size.

The MSS size. Valid values: 0, or from 4 to the entered MTU
value minus 40 (available in software version 7.3.0 and higher).

The username for the PPPoE connection.
The password for the PPPoE connection.

Enables automatic reconnection on connection loss.



Version 7.x. from 2026/02/20

Name Description

Authentication type

Holdoff interval (sec.)

Default route
LCP echo interval (sec.)

Number of LCP echo
failures

Use provider’s DNS
Number of connection
attempts

PPPoOE service

VPN Interface

The authentication protocols used in PPP:

o CHAP: Challenge Handshake Authentication Protocol, an
authentication protocol (algorithm) with three-way
handshaking. It avoids transmitting the user password
itself by sending certain derived information instead.

* PAP: Password Authentication Protocol, a simple
authentication protocol that involves transmitting the
username and password to the remote access server in
plain text (without encryption).

The time interval in seconds before re-connecting on a
connection loss.

Sets the PPPoE interface as the default route.
The time interval between periodic connection checks.

The number of LCP echo failures after which NGFW considers
the connection lost and terminates it.

If this option is enabled, NGFW uses your provider’s DNS
servers.

The number of failed connection attempts after which the
automatic retries will stop.

The service name should be specified here if given to you by
the provider. If a service name is not used, the field should be
left empty.

A VPN interface is a virtual network adapter that will be used to connect VPN clients.
This is a cluster-type interface, which means that it will be created automatically on
all NGFW nodes included in a configuration cluster. If an HA cluster exists, in case
any problems are identified with the active server, VPN clients will be automatically
switched to a backup server, and without terminating existing VPN connections.

In the Network = Interfaces section, click Add and select Add VPN. Provide the

following settings:
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Name Description

Name

Tags

Description

Zone

Netflow profile

Alias

Aggregation mode

MTU

MSS

The interface name. Should be in the form of tunnelN, where N
is the ordinal number of the VPN interface.

Optional tags for marking the interface. For more details, see
the Tags section of the Administrator Guide. The option is
available in software version 7.3.0 and higher.

Interface description.

The zone to which this interface will belong. All clients with a
VPN connection to NGFW will be placed in the same zone.

The Netflow profile to send statistical data to the Netflow
collector. You can read about Netflow profiles in the Netflow
Profiles chapter.

An alternative interface name assigned by the administrator.
This optional setting is used for working with SNMP. The value is
a string with a length of up to 64 characters.

Important! Cyrillic characters are not allowed in the value.

The IP address assignment type. The options are no address, a
static IP address, or a dynamic IP address obtained using DHCP.
If the interface is to be used for accepting VPN connections
(Site-2-Site VPN or Remote access VPN), a static IP address
must be used. To use an interface as a client, select the
dynamic mode.

The MTU size for the selected interface.

The MSS size. Valid values: 0, or from 4 to the entered MTU
value minus 40 (available in software version 7.3.0 and higher).

The system has three predefined VPN interfaces by default:

18

e tunnell, recommended for a Remote access VPN

* tunnel2, recommended for the server side of a Site-to-Site VPN

* tunnel3, recommended for the client side of a Site-to-Site VPN.
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A tunnel interface is a virtual network adapter that can be used to create a point-to-
point connection via an IP network. The following types of tunnel interfaces are

supported:

» GRE: a network packet tunneling protocol developed by Cisco Systems. Its
main purpose is to encapsulate network layer packets into IP packets. The IP

protocol number is 47.

* IPIP: an IP tunneling protocol that encapsulates an IP packet into another IP
packet Encapsulating one IP packet in another IP packet adds an external
header with Source IP which is the entry point into the tunnel, and Destination
IP which is the exit point from the tunnel.

* VXLAN: a protocol for tunneling Layer 2 Ethernet frames into UDP packets.

Uses port 4789.

To create a tunnel interface, in the Network = Interfaces section, click Add and
select Add tunnel. Provide the following settings:

Name Description

Enabled

Name

Tags

Description
Zone

Alias

Aggregation mode
MTU

MSS

Enable or disable the interface.

The interface name. Should be in the form greN, where N is the
ordinal number of the tunnel interface.

Optional tags for marking the interface. For more details, see
the Tags section of the Administrator Guide. The option is
available in software version 7.3.0 and higher.

Interface description.
The zone to which this interface will belong,.

An alternative interface name assigned by the administrator.
This optional setting is used for working with SNMP. The value is
a string with a length of up to 64 characters.

Important! Cyrillic characters are not allowed in the value.
The tunnel’s operating mode: GRE, IPIP, or VXLAN.
The MTU size for the selected interface.

The MSS size (available since software release 7.3.x).

ne
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Name Description

Correct values:

° O/

e from 4 to the entered MTU value minus 40 (for VXLAN);
e from 4 to the entered MTU value minus 60 (for IPIP);

e from 4 to the entered MTU value minus 64 (for GRE).

Local IP The local address of the point-to-point interface.
Remote IP The remote address of the point-to-point interface.
Interface IP The IP address assigned to the tunnel interface.
VXLAN ID The VXLAN ID. Relevant only for a VXLAN tunnel.

Loopback Interface

To create a loopback interface, in the Network - Interfaces section, click Add and
select Add loopback interface. Provide the following parameters:

Parameter Description

Enabled Enables the interface.
Name Interface name in the loopbackN form, where N is an integer.
Tags Optional tags for marking the interface. For more details, see

the Tags section of the Administrator Guide. The option is
available in software version 7.3.0 and higher.

Description An optional interface description.

Node name Select an NGFW cluster node where the interface is created.
Type Specify the interface type as Layer 3 or Layer 2.

Zone The zone to which the interface belongs.

Netflow profile The Netflow profile to send statistical data to the Netflow

collector. You can read about Netflow profiles in the Netflow
Profiles chapter.

LLDP profile LLDP profile to send data using Link Layer Discovery Protocol
(LLDP).
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Parameter Description

Alias An alternative interface name assigned by the administrator.
This optional setting is used for working with SNMP. The value is
a string with a length of up to 64 characters.

Important! Cyrillic characters are not allowed in the value.

Networking The IP address assignment method: no address, a static IP
address, or a dynamic IP address obtained using DHCP. The
possibility to change MAC address, MTU size, MSS size
(available in software version 7.3.0 and higher).

DHCP relay Settings for the DHCP relay on the interface. Enable DHCP relay,
enter the IP address of the interface on which the relay
function is added in the UserGate address field, and specify
one or more DHCP servers where client DHCP requests are to
be forwarded.

Gateway Configuration
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To connect NGFW to the Internet, you need to specify the IP address(es) of one or
more gateways. If connections to several Internet providers are used, several
gateways must be specified. The gateway setting is specific to each cluster node.
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Here is an example of a network configuration with two providers:

e Interface eth1 with an IP address of 192.16811.2 is connected to Internet
Provider 1. To enable Internet access via this provider, a gateway with an IP
address of 192.168.11.1 must be added.

* Interface eth2 with an IP address of 192.168.12.2 is connected to Internet
Provider 2. To enable Internet access via this provider, a gateway with an IP
address of 192168121 must be added

When two or more gateways exist, there are two options:

Name Description

Traffic load balancing Set the Balancing checkbox and assign a Weight to each

between gateways gateway. In this case, all traffic destined for the Internet will be
distributed between the gateways according to the weights
assigned (the greater the weight, the larger portion of the traffic
will pass through the gateway).

When traffic is distributed between gateways with unequal
weights, the following happens:

1. A hash of the source and destination addresses is computed.
2. A gateway is selected

The traffic is distributed based on the weights. Assume that 2
gateways are configured, and:

¢ n1, n2 are the sessions that pass through the gateways;

» w1, w2 are the gateway weights.

Then the sessions will be distributed between the gateways
according to the formula n1/w1=n2/w2.

Main gateway with failover | Select one of the gateways as the main and configure the Conn
ectivity checker by clicking the button with that name. The
connectivity checker periodically verifies if the host is
accessible from the Internet (using ping) with the interval
specified in the settings and, if the host ceases to be reachable,
switches all traffic to the backup gateways in the order they are
listed in the console (if the order has not changed in the current
session sorting of displayed gateways; changing the sorting
order does not affect the gateway selection process).

By default, the network connectivity checker is configured to
use Google's public DNS server (8.8.8.8), but this can be
changed to any other host if the administrator so desires.

A gateway'’s status (green for available, red for unavailable) is determined as follows:
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Name Description

Connectivity checker A gateway is considered available if NGFW can obtain its MAC
disabled address using an ARP request. Internet connectivity is not

checked for this gateway.

If it is not possible to determine the gateway’s MAC address, it

is considered unavailable.

Connectivity checker A gateway is considered available if:

enabled

o« NGFW can obtain its MAC address using an ARP request

e Internet connectivity check for this gateway was

successful.

Otherwise, the gateway is considered unavailable.

DHCP Configuration
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The DHCP (Dynamic Host Configuration Protocol) service enables you to automate
the process of assigning network settings to clients in the local network. In a network
with a DHCP server, each network device can be dynamically assigned an IP address,

gateway address, and DNS.

NGFW can also function as a DHCP relay by forwarding DHCP requests from clients
located in different networks to a central DHCP server. For more details on
configuring DHCP relay, see the Network Interface Configuration section.

123



Version 7.x. from 2026/02/20

In NGFW, you can create several IP address ranges to be assigned by DHCP. DHCP
runs independently on each HA cluster node. To ensure the high availability of the
DHCP service in a cluster, DHCP should be configured on both nodes with non-
overlapping IP address ranges.

To add a DHCP range, click Add and provide these settings:

Name Description

Enabled
Node

Interface

IP range

Mask

Lease time
Domain
Gateway

Name servers
Reserved hosts
Ignored MAC

DHCP PXE boot

DHCP options

Enables or disables the use of this DHCP range.
The cluster node on which the range is being created.

Interface of the server which will assign IP addresses from the
range being created.

The IP address range assigned to DHCP clients.

The subnet mask assigned to DHCP clients.

The duration in seconds for which IP addresses are assigned.
The domain name assigned to DHCP clients.

The gateway IP address assigned to DHCP clients.

The DNS server IP addresses assigned to DHCP clients.

The MAC addresses and the associated IP addresses.

List of MAC addresses ignored by the DHCP server.

The server address and boot file name returned in response to
a PXE boot request.

Option number and value. For the list of available options, see
the DHCP Options section.

The assigned IP addresses are displayed in the Addresses pane. The administrator
can release any leased IP address by selecting it and clicking Release.

O Note

For DHCP address leasing to work on an interface that resides in a zone with IP spoofing
protection enabled, go to the IP spoofing protection tab and specify the IP lease ranges

in the zone properties as well as the 0.0.0.0 address.
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DNS Configuration
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This section describes how to configure the DNS and DNS proxy services.

In order to work correctly, NGFW must be able to resolve domain names into IP
addresses. Specify valid IP addresses of DNS servers in the System DNS servers
setting.

The DNS proxy service enables user DNS requests to be intercepted and modified
according to the administrator’s needs. This service works both in the explicit mode
and for intercepting transit requests. For the explicit mode, DNS access must be
allowed in the relevant zone. For intercepting transit requests in this zone, the
following DNS proxy settings need to be configured.

These are the DNS proxy settings:

Name Description

DNS caching Enables or disables DNS response caching. It is recommended
to leave this enabled to speed up client service.

DNS Filtering Enables or disables DNS request filtering.

When DNS filtering is enabled, NGFW checks and intercepts
requests, passing them along from its own IP address. If the
request matches a content filtering deny rule, it will be blocked.

For the filtering to work, you need to purchase a license for the
ATP module.
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Name Description

o Important!
The DNS filtering and L2 bridge functionality are not
compatible in the current version: when DNS filtering is

enabled, DNS requests stop passing through the bridge.

0 Important!
Content filtering rules that use the list of IP addresses

on Destination & Delivery address tab are not

processed by the DNS filtering module. Such rules are

processed by the means of a content filtering module.

Recursive DNS queries Enables or disables recursive DNS queries from the server. It is
recommended to leave this enabled.

Max TTL for DNS records Sets the maximum possible time to live (TTL) for DNS records.
(sec)

Limit DNS requests per Sets a limit for the number of DNS requests per second for

second for user each user. Requests in excess of this limit parameter will be
rejected. The default value is 100 requests per second. Large
values are not recommended for this parameter, because DNS
flood (DNS DoS) attacks are a fairly common reason why DNS
servers deny service.

Only A and AAAA DNS- When this protection is enabled, NGFW will only respond to

records for unknown users | unknown users if they request A or AAAA records. This

(prohibit VPN over DNS) effectively blocks attempts to establish a VPN over the DNS
protocol.

You can use DNS proxy rules to specify the DNS servers to which requests for
certain domains should be forwarded. This option can be useful when your
company uses a local domain that is permanently disconnected from the Internet
and used for company-internal needs, such as an Active Directory domain.

To create a DNS proxy rule, follow these steps:

Name Description

Step 1. Add a rule. Click Add and provide a Name and an optional Description.
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Name Description

Step 2. Specify a domain List the domains that need forwarding, e.g., localdomain.local.
list. "*" can be used to specify a domain template.

Step 3. Specify DNS List the IP addresses of DNS servers to which the requests for
servers. the above domains should be forwarded.

You can also use a DNS proxy to define static host-type records, or A records. To
define a static record, follow these steps:

Name Description

Step 1. Add a record. Click Add and provide a Name and an optional Description.

Step 2. Specify FQDN. Enter the Fully Qualified Domain Name (FQDN) of the static
record, such as www.example.com.

Step 3. Specify IP List the IP addresses that NGFW will return when this FQDN is
addresses. requested.

Virtual Routers
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In large networks, it often happens that multiple logical networks use the same
network devices for their traffic. This traffic needs to be separated at the devices,
first and foremost to reduce the risk of unauthorized cross-network access.
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Virtual routers, or Virtual Routing and Forwarding (VRF) features, provide traffic
separation by organizing network interfaces into independent groups. The traffic
from one interface group cannot reach other interface groups.

Each virtual router has its own routing table. A virtual router’s routing table can
contain route records defined statically or obtained using dynamic routing protocols,
such as BGP, OSPF, or RIP.

Different virtual routers are allowed to use the same IP networks (IP overlapping).

Network interfaces that have not been assigned explicitly to one of the virtual
routers are automatically assigned to the Default virtual router.

Virtual routers have the following limitations:

» These services can only be used in the default virtual router:
« WCCP
* |CAP
* DNS

» Authorization

* Any network traffic that is generated by the device itself, such as license
checks, update downloads, log uploads, sending email/SMS messages,
SNMP traps, etc.

e Connecting the MC to NGFW is only possible if the NGFW port is located
in the default virtual router.

» The NAT, DNAT, and port forwarding rules apply to all virtual routers.

» The zones are global — that is, the zone settings and interface-to-zone
mappings apply to all virtual routers.

0 Note

The default virtual router is required for the correct operation of NGFW. It is used to
check licenses, download updates, and provide DNS services.

To add a virtual router, follow these steps:
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o Note!

These prefixes cannot be used in the name of a virtual router: port, gre, egress, ingress,

tun, tap, erspan, ppp, bond, bridge, pimreg, mgmt.

o Note!

When creating a virtual router, its name must not contain capital letters and must be at

least three characters long.

Name Description

Step 1. Create a new virtual

router.

Step 2. Add network
interfaces to the newly
created virtual router.

Step 3. (Optional) Add
static routes.

Step 4. (Optional) Add
dynamic routes obtained
using the OSPF routing
protocol.

Step 5. (Optional) Add
dynamic routes obtained
using the BGP routing
protocol.

Step 6. (Optional) Add
dynamic routes obtained
using the RIP routing
protocol.

In the Network = Virtual routers section, click "Add" and
provide a name and description for the new virtual router.
Specify the name of the cluster node on which this virtual
router is being created, if you have a cluster.

On the Interfaces tab, select the network interfaces that should
be added to this virtual router. Interfaces that are already
added to other virtual routers are not available for selection;
any single interface can only belong to one virtual router. All
types of interfaces, including physical, virtual (VLAN), bond,
VPN, and others can be added to a virtual router.

Add the routes (except the default route) that will be applied to
the traffic in this virtual router. For more details, see the Static
Routes section.

The default route is added in the Network - Gateways section.
For more details on configuring gateways, see the section Gate
way Configuration.

Configure the OSPF protocol to build a dynamic route map. For
more details, see the section OSPF.

Configure the BGP protocol to build a dynamic route map. For
more details, see the BGP section.

Configure the RIP protocol to build a dynamic route map. For
more details, see the RIP section.
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Name Description

Step 7. (Optional) Configure
multicasting.

Static Routes

Configure the multicasting settings for this virtual router. For
more details, see the Multicasting section.

This section describes how to specify a route to a network that is behind a specific
router. For example, a local network can have a router that combines several IP
subnets. The route is applied locally to the specific cluster node and virtual router

where it is created.

To add a route, follow these steps:

Name Description

Step 1. Select a virtual
router.

Step 2. Provide a name and
description for the route.

Step 3. Select the route
type.

Step 4. Specify the
destination address.

Step 5. Specify the gateway.
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If there are several virtual routers, select the desired one.

In the Network = Virtual routers section, select Static routes in
the menu and click Add. Provide a name for the new route.
Optionally, you can also provide a description for the route.

The following route types are available:

» Unicast: the standard route type. Forwards the traffic
destined for the specified address via the specified
gateway.

« Blackhole: drops the traffic without informing the source
that the data did not reach the recipient.

« Unreachable: drops the traffic. and sends the "Host
unreachable" (type 3 code 1) ICMP message to the
source.

« Prohibit: drops the traffic. and sends the "Host
unreachable" (type 3 code 13) ICMP message to the
source.

Specify the subnet where the route will point to, such as
17216.20.0/24 or 17216.20.5/32.

Specify the IP address of the gateway through which the above
subnet will be accessible. This IP address must be reachable
from NGFW.
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Name Description

Step 6. Specify the network | Specify the network interface through which the route will be

interface. added. If you keep the default value, Automatically, NGFW will
determine the interface based on the IP address settings of the
available network interfaces.

Step 7. Specify the metric. Specify the metric for the route. The lower the metric value, the
higher the route’s priority, if there are multiple routes to this
network.

Dynamic Routing Protocols

Dynamic routing protocols are used to signal which networks are currently
connected to each of the routers. Routers communicate using routing protocols.
NGFW updates the kernel routing table in accordance with the information it
receives from the neighboring routers.

Dynamic routing does not change how the kernel performs routing at the IP layer.
The kernel keeps looking up routes to hosts and networks as well as default routes in
its routing table. The only thing that changes is how routes are managed in the
routing table: instead of the manual method, they are added and removed
dynamically.

o Note

If static gateways are configured in the system, the default routes obtained using

dynamic routing protocols are ignored.

NGFW supports three dynamic routing protocols: OSPF, BGP, and RIP.

OSPF

OSPF (Open Shortest Path First) is a dynamic routing protocol based on the link-
state monitoring technology and using Dijkstra’s algorithm to find the shortest path.

The OSPF protocol disseminates information on the available routes among the
routers that operate within a single autonomous system (AS). For more details on
how the OSPF protocol works, see the relevant technical documentation.

O Note

Routes are only added to the virtual router in which the OSPF protocol is configured.
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o Note

When OSPF is running in an Active-Passive failover cluster, the metrics on backup nodes
for all interfaces, redistribution lists, and routemaps (available in software version 7.3.0
and later) applicable to these redistribution lists are doubled. This ensures that the

master node has the priority in traffic routing.

To configure OSPF in NGFW, follow these steps:

Name Description
Step 1. Select a virtual If there are several virtual routers, select the desired one.
router.
Step 2. Enable the OSPF In the NGFW console, go to the Network-Virtual routers
router. section, select OSPF in the menu, and configure the OSPF
router.

To configure an OSPF router, provide the following settings:

Enabled Enables or disables this OSPF router.
Router ID The router’s IP address. Must be unique and specified in IPv4

format (for convenience, it can match one of the IP addresses
assigned to the NGFW network interfaces that belong to this
virtual router).

To configure OSPF interfaces, provide these settings:

Name Description
Enabled Enable or disable the interface.
Interface Select one of the existing interfaces on which OSPF will run.
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Name Description

Network type

Passive mode

Cost

Priority

Hello interval

Dead interval

Retransmit interval

Transmit delay

BFD profile

Authentication
Enabled

Authentication type

Select a network type to optimize the adjacency establishment
process. The following settings are available:

« Not specified.
« Broadcast.
 Point-to-point.

« Point-to-multipoint.

Enable/disable the passive operating mode of the interface, in
which routing protocol update packets are prohibited from
being sent through the interface.

The link cost for this interface. This value is reported in the LSA
(link-state advertisement) to the neighboring routers which use
it to compute the shortest path. Default value: 1.

An integer in the range from 0 to 255. The higher the value, the
higher the probability that this router will become the network’s
designated router for sending out LSAs. A value of O excludes
the router from being designated. Default value: 1.

The time interval in seconds between hello packets sent by the
router. This should be the same for all routers in an
autonomous system. The default value is 10 seconds.

The time interval in seconds after which the neighboring router
is considered offline. The time is counted from the moment of
receiving the last hello packet from the neighboring router. The
default value is 40 seconds.

The time interval before LSA packet retransmission. The default
value is 5 seconds.

The approximate time it takes to deliver a link state update to
the neighboring routers. The default value is 1 second.

Defines BFD settings for OSPF monitoring. This makes it
possible for the corresponding BFD session connection events
to instantly update the OSPF interface status.

For more details, see the BFD Profiles section.

Turns on mandatory authentication for each OSPF message
received by the router. Authentication is normally used to
prevent the injection of a fake route from illegitimate routers.

133



Version 7.x. from 2026/02/20

Name Description

The options are:

« Plain: send the key in plain text for router authentication.
A value must be provided for the Key field.

« Digest: use an MD5 hash of the key to authenticate OSPF
packets. The values of Key and MD5 key ID must be
provided. For authentication to work correctly, these
parameters must be identical on all routers.

The Key value can only include Latin letters, numbers, and the
underscore character. Maximum length: 16 characters.

To configure OSPF areas, provide these settings:

Name Description

Enabled Enables or disables this area.
Name The area name.
Cost The cost of the default route advertised to the stub area.

Default value: 1.

In the case where there are multiple ABRs between a stub area
and another area, the administrator can assign different costs
advertised from the ABRs to the stub area to prioritize traffic
from the stub area through one of those ABRs.

Area ID The ID for the area. The ID can be specified in decimal format
or IP address record format. The area ID must match to
establish an OSPF adjacency.

Authentication type The options are:

* None: do not require OSPF packet authorization.

« Plain: transmit the key as plain text to authenticate OSPF
packets. The key specified in the interface settings is
used.

« Digest: use an MD5 hash of the key to authenticate OSPF
packets. The key specified in the interface settings is
used.

The interface-level authentication takes precedence over
zone-level authorization.

Area type

134


https://ru.wikipedia.org/wiki/IP-%D0%B0%D0%B4%D1%80%D0%B5%D1%81

Version 7.x. from 2026/02/20

Name Description

Defines the type of the area. The following area types are
supported:

e Normal: a normal area created by default. This zone
receives link updates, summary routes, and external
routes.

o Stub: a stub area. Does not receive information on routes
external to the autonomous system but receives routes
from other areas. If routers from a stub area need to
send information outside of the autonomous system,
they use the default route. An ASBR cannot reside in a
stub area.

* NSSA: Not-so-stubby. A NSSA area defines an additional
type of LSA, LSA type 7. A boundary router (ASBR) can
be located in the NSSA zone.

No summary Prohibits injecting summarized routes into stub-type areas.
Interfaces Select the OSPF interfaces on which this area will be available.
Virtual links This is a special type of connection that makes it possible, for

example, to interconnect a partitioned area or connect an area
to the backbone area via another area. It is configured between
two ABRs.

Routers can transmit OSPF packets encapsulated in IP packets
over such links. This mechanism is used as a temporary
solution or as a backup in case the primary connections fail.

You can specify the IDs of the routers available via this zone.

Routemap (available in software version 7.3.0 and higher) allows you to filter routes
during redistribution and change various attributes of selected routes. The
Routemaps tab specifies global parameters for creating a routemap:

Name Description

Name The name of the routemap.

Note: Cyrillic characters are not allowed in routemap names.

Action Sets the action for this routemap. Can take the following values:

 Allow: allows data that matches the routemap conditions.

« Block: blocks data that matches the routemap
conditions.

Match by
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Name Description

Set next hop
Set weight

Set metric

Set preference

Set AS prepend

Set community
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Routemap conditions. Can take the following values:

« IP If this condition is selected, then in the IP addresses
tab you need to add all the necessary IP addresses for
this condition with the ability to specify le (less or equal),
ge (greater or equal).

Example:

« 10.0.0.0/8 for the 10.0.0.0/8 subnet only

¢ 10.0.0.0/8::11 for routes where the first octet is 10 and the
prefix is from 8 to 11

¢ 10.0.0.0/8:11:13 for routes where the first octet is 10 and
the prefix is from 11 to 13.

« AS path. If this condition is selected, go to the AS path
tab and add all required AS numbers for the condition.
POSIX 1003.2 regular expressions are allowed,
supplemented by the underscore (_) character that is
interpreted as:

e A space

¢ Acomma

o Start of line

« End of line

¢ AS set delimiter { and }

¢ AS confederation delimiter (and).

o Community. If this condition is selected, go to the Comm
unity tab and add all required BGP community strings for
the condition.

Set the next hop value for the filtered routes to this IP address.
Set the weight for the filtered routes to this value.

Set the metric for the filtered routes to this value.

Set the preference for the filtered routes to this value.

Set the AS-prepend value, which is a list of autonomous
systems added for this route.

Set (replace) the BGP community value for filtered routes to the
specified one.
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Name Description

Append community Append the specified BGP community value for the filtered
routes to the existing community values.

When configuring route redistribution (available in software version 7.3.0 and later)
from other protocols to OSPF (route redistribution), specify the following
parameters:

e Select protocols from the list:
Kernel (static routes added by the administrator), Connected (routes to
networks directly connected to the NGFW), RIP, BGP, and set the checkbox
next to the selected protocol to enable them.

 Specify the OSPF metric (0-16777214) for each selected protocol.

e If you need to filter advertised routes from other protocols, specify a routemap
list for each selected protocol.

* The Always send default route option allows you to advertise the 0.0.0.0/0
route even if it is not in the routing table.

BGP

Dynamic routing protocols are used to signal which networks are currently
connected to each of the routers. Routers communicate using routing protocols.
NGFW updates the kernel routing table in accordance with the information it
receives from the neighboring routers. Dynamic routing does not change how the
kernel performs routing at the IP layer. The kernel keeps looking up routes to hosts
and networks as well as default routes in its routing table. The only thing that
changes is how routes are managed in the routing table: instead of the manual
method, they are added and removed dynamically. Routes are only added to the
virtual router in which the BGP protocol is configured.

BGP (Border Gateway Protocol) is a dynamic routing protocol classified as an
External Gateway Protocol (EGP). EGP — External Gateway Protocol). Currently, it is
the main dynamic routingprotocol used on the Internet. The BGP protocol is
designed to exchange routing and reachability information among autonomous
systems (AS), which are groups of routers with common technical management and
administration that use intra-domain routing protocols to determine routes within a
group and an inter-domain routing protocol to determine routes for packet delivery
to other ASs. The information transmitted includes the list of ASs that can be
accessed via this system. The best routes are selected based on the rules that are in

137


https://en.wikipedia.org/wiki/Border_Gateway_Protocol

Version 7.x. from 2026/02/20

place in the network. For more details on how the BGP protocol works, see the
relevant technical documentation.

To configure BGP in NGFW, follow these steps:

Name Description

Step 1. Select a virtual If there are several virtual routers, select the desired one.

router.

Step 2. Enable the BGP In the NGFW console, go to the Network->Virtual routers

router. section, select BGP in the menu, and configure the BGP router.

Step 3. Specify the filters In the Filters section, click Add and configure the routemap and

and optional routemaps to filter settings. Add as many routemaps/filters as required for

limit the number of routes BGP to work in your organization.

to receive.

Step 4. Add at least one In the Neighbors section, click Add and configure the router

BGP neighbor (peer). settings for the neighboring AS. Add as many neighbors as
required.

Important! RFC 8212 includes a mandatory requirement that
export and import filters be added for each neighbor. Without
import filters, the router will not receive routes from that
neighbor, and without export filters, the router will not
advertise routes to that neighbor.

If several IP addresses are assigned to the NGFW interface from
which the connection to a neighbor is being established, then
in absence of a NAT rule that force-assigns a source address to
the BGP session with this neighbor, you need to specify the
primary IP address (i.e, the one listed first in the interface
settings) as the NGFW address when configuring the BGP
neighbor.

To configure a BGP router, provide the following settings:

Name Description

Enabled Enables or disables this BGP router.

Router ID The router’s IP address. Must match one of the IP addresses
assigned to the NGFW network interfaces that belong to this
virtual router.

AS number An autonomous system is a system of IP networks and routers
managed by one or more operators that have a single routing
policy. The autonomous system number identifies the router as
belonging to that system.
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Name Description

Redistribute

Multiple path

Networks

Enables the routes towards networks directly connected to
NGFW, static routes added by the administrator for this virtual
router (kernel), or routes received using the OSPF protocol to

be distributed to other BGP routers.

Enables traffic load balancing to routes with identical cost.

The list of networks that belong to this AS.

o Note

If you enter networks in the Networks section that are not in the routing table, they will

not be advertised.

To add BGP neighbors, click Add and provide these settings:

Name Description

Enabled
Host
Description
Remote ASN
Weight

TTL

Bfd profile

Announce self as next hop
for BGP

Multihop for eBGP

Route reflector client

Soft reconfiguration

Enables or disables this neighbor.

The neighbor’s IP address.

An arbitrary description for the neighbor.

The neighbor’s AS number.

The weight assigned to route data received from this neighbor.

The maximum allowed number of hops to this neighbor.

Configure BGP monitoring using the BFD profile to enable faster

detection of connection faults.

For more information on configuring BFD, see BFD Profiles.

Replace the next-hop-self value with own IP address, if the

neighbor uses BGP.

Indicates that the connection to this neighbor is indirect (more

than a single hop).

Indicates if the neighbor is a route reflector client.

Use soft reconfiguration (without terminating connections) for

configuration updates.
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Name Description

Default originate Advertise the default route to this neighbor.

Authentication Enables authentication for this neighbor. The authentication
password is set here.

BGP neighbor filters Limits the route information received from the neighbors or
advertised to them.

Routemaps Routemaps are used to manage routing tables and specify the
match conditions under which routes are passed between
domains.

A routemap allows filtering of routes on redistribution and modification of various
route attributes. To create a routemap, provide the following settings:

Name Description

Name The name of the routemap.

Note: Cyrillic characters are not allowed in routemap names.

Action Sets the action for this routemap. Can take the following values:

« Allow: allows data that matches the routemap conditions.

« Block: blocks data that matches the routemap
conditions.
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Name Description

Match by Routemap conditions. Can take the following values:

« IP If this condition is selected, go to the IP addresses tab
and add all required IP addresses for the condition.

e AS path. If this condition is selected, go to the AS path
tab and add all required AS numbers for the condition.
POSIX 1003.2 regular expressions are allowed,
supplemented by the underscore (_) character that is
interpreted as:

» A space

¢ Acomma

o Start of line

« End of line

¢ AS set delimiter { and }

¢ AS confederation delimiter (and).

o Community. If this condition is selected, go to the

Community tab and add all required BGP community
strings for the condition.

Set next hop Set the next hop value for the filtered routes to this IP address.
Set weight Set the weight for the filtered routes to this value.

Set metric Set the metric for the filtered routes to this value.

Set preference Set the preference for the filtered routes to this value.

Set AS prepend Set the AS-prepend value, which is a list of autonomous

systems added for this route.
Community Set the BGP community value for the filtered routes.

Filters allow you to filter routes when redistributing. To create a filter, provide the
following settings:

Name Description

Name The filter name.

Action Sets the action for this filter. Can take the following values:

o Allow: allows data that matches the filter conditions.

« Block: blocks data that matches the filter conditions.
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Name Description

Filter by Filter conditions. Can take the following values:

« IP If this condition is selected, go to the IP addresses tab
and add all required IP addresses for the condition. The
addresses can be specified in the following formats:

© 10.0.0.0/8 for the 10.0.0.0/8 subnet only

0 10.0.0.0/8::11 for routes where the first octet is 10
and the prefix is from 8 to 11

© 10.0.0.0/8:11:13 for routes where the first octet is 10
and the prefix is from 11 to 13.

» AS path. If this condition is selected, go to the AS path
tab and add all required AS numbers for the condition.

An example of configuring BGP for an NGFW cluster is given in the Options for
configuring BGP for an Active-Passive cluster section.

RIP

Dynamic routing protocols are used to signal which networks are currently
connected to each of the routers. Routers communicate using routing protocols.
NGFW updates the kernel routing table in accordance with the information it
receives from the neighboring routers. Dynamic routing does not change how the
kernel performs routing at the IP layer. The kernel keeps looking up routes to hosts
and networks as well as default routes in its routing table. The only thing that
changes is how routes are managed in the routing table: instead of the manual
method, they are added and removed dynamically. Routes are only added to the
virtual router in which the RIP protocol is configured.

RIP (Routing Information Protocol) is a distance-vector routing protocol that uses
intermediate sections (hops) as a routing metric. For more details on how the RIP
protocol works, see the relevant technical documentation.

To configure RIP in NGFW, follow these steps:

Name Description

Step 1. Select a virtual If there are several virtual routers, select the desired one.
router.

Step 2. Enable the RIP In the NGFW console, go to the Network = Virtual routers
router. section, select RIP in the menu, and configure the RIP router.

Step 3. Specify the RIP
networks.
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Name Description

In the NGFW console, go to the Network = Virtual routers
section, select RIP in the menu, and specify the RIP networks
for which the RIP protocol will be used.

Step 4. Configure the RIP In the NGFW console, go to the Network = Virtual routers
interfaces. section, select RIP in the menu, and configure the RIP
interfaces.

To configure an RIP router, provide the following settings:

Name Description

Enabled Enables or disables this RIP router.

RIP version Specifies the RIP protocol version. Normally, v2 is used.

Default metric The route cost. The metric is normally equal to 1 and cannot
exceed 15.

Administrative distance The cost of routes received using the RIP protocol. Default

value for RIP protocol: 120. This is used for route selection when
routes can be received using multiple methods (OSPF, BGP,
static).

Default originate Notify other routers that this router has a default route.

A RIP router will send routing updates only from the interfaces for which RIP
networks are specified. At least one network must be specified for the protocol to
work correctly. The administrator can specify the RIP network using the CIDR
notation, such as 192.168.1.0/24, or select the network interface from which updates
will be sent.

To configure RIP interfaces, provide these settings:

Name Description

Interface Select the interface that will be used for RIP routing. Only the
interfaces belonging to this virtual router are available for
selection.

Send version Specify the RIP protocol version that the router will send.

Receive version Specify the RIP protocol version that the router will receive.

Password
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Name Description

The authorization string that will be sent and received in RIP
packets. All routes participating in RIP information exchange
must have an identical password.

Split horizon A method of preventing routing loops where the router does
not send network information via the interface on which the
update was received.

Poison reverse A method of preventing routing loops where the router sets a
route cost of 16 and sends it to the neighbor from which it was
received.

Passive mode Sets an operating mode where the interface receives RIP

updates but does not send them.

In the route redistribution settings, you can specify which routes need to be sent to
the neighbors. Redistribution can be enabled for routes received using the OSPF and
BGPG dynamic routing protocols, routes directly connected to the NGFW network
(connected), and routes added by the administrator in the Routes section (kernel).

Multicasting

The IP multicast technology enables a significant reduction in the amount of network
traffic by delivering a single information stream to thousands and even larger
numbers of consumers, which is especially efficient for voice and video traffic
delivery. The traditional traffic delivery methods are unicast (point-to-point) and
broadcast. Multicast allows delivery of traffic to a group of hosts, called a multicast
group. The recipient hosts that want to receive this traffic must join (become
members of) the corresponding multicast group. To add hosts to a multicast group,
the Internet Group Management Protocol (IGMP) is used. A multicast group is
identified by its multicast address. For multicast addresses, a Class D subnet is
reserved with the most significant 4 bits set to 1110. Thus, the address range for
multicasting is defined as 224.0.0.0 — 239.255.255.255.

Routers need to provide efficient traffic delivery from the multicast source to the
recipients. For that purpose, the Protocol Independent Multicast (PIM) is used in
routers.

Routers in a multicast environment can have one of the three roles: First Hop Router
(FHR), Rendezvous Point (RP), and Last Hop Router (LHR). The FHR is located closest
to the multicast source and is responsible for registering the source in the network.
The RP is a catalog of available multicast sources for the Any Source Multicast (ASM)
mode. The LHR is located closest to the multicast recipient. Clients (multicast
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recipients) in local networks connected to the LHR use the IGMP protocol to register
in the multicast group of interest by sending an IGMP membership report message.

NGFW can be used as an LHR for the local networks connected to it. For client
(recipient) registration, NGFW supports the IGMPv3 and IGMPV2 protocols.

For communicating with other multicast routers, NGFW can only use the PIM Sparse
Mode (PIM-SM). This is a mode where multicast traffic is sent only to those recipients
that have explicitly requested it. The recipients must periodically confirm their desire
to receive multicast traffic.

NGFW supports the Source Specific Multicast (SSM) mode and Any Source Multicast
(ASM) modes.

Source Specific Multicast (SSM) is used when the recipient of the traffic explicitly
specifies a multicast source known to it. In this mode, addresses are written as
follows:

rtp://<src_ip>@<group_address><xport>, where src_ip is the multicast source address,
group_address is the multicast group address, and port is the port. Example: rtp://
10.10.10.10@239.0.0.5:4344

In Any Source Multicast (ASM) mode, the multicast recipient specifies the multicast
group from which it wants to receive multicast traffic. For this mode to work, a
Rendezvous Point (RP) router is required. The RP determines the multicast source for
this multicast group and this recipient, and then the source and recipient choose the
best network path for sending this multicast traffic. In this mode, addresses are
written as follows:

rtp://@<group_address><port>, where group_address is the multicast group address
and port is the port. Example: rtp://@239.0.0.5:4344

To configure NGFW as an LHR multicast router, follow these steps:

Name Description

Step 1. Configure a In the NGFW console, go to the Network = Virtual routers
multicast router. section, select Multicast router in the menu, and configure it.
Step 2. Specify the In the NGFW console, go to the Network = Virtual routers
interfaces on which this section, select Interfaces in the menu, and configure the
router will work. interfaces. Only the interfaces belonging to this virtual router

are available for selection.

Step 3. (Optional) Define In the NGFW console, go to the Network = Virtual routers
the Rendezvous points for section, select Rendezvous points in the menu, and specify the
ASM. addresses of the rendezvous points.
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Name Description

Step 4. (Optional) Set the In the NGFW console, go to the Network = Virtual routers
desired restrictions on the section, select Rendezvous points in the menu, go to the ASM
available multicast groups allowed groups tab, and specify the addresses of the allowed
for ASM. multicast groups. If you leave the list empty, all multicast group

addresses will be allowed.

Step 5. (Optional) Set the In the NGFW console, go to the Network = Virtual routers
desired restrictions on the section, select SSM allowed groups in the menu, and specify
available multicast groups the addresses of the allowed multicast groups. If you leave the
for SSM. list empty, all multicast group addresses will be allowed.

When configuring a multicast router, you can provide these settings:

Name Description

Enabled Enables or disables the multicast router in this virtual router.

Use ECMP Enables multi-path traffic distribution using the Equal Cost
Multi Path (ECMP) technology. Requires that several routes exist
to the network node of interest. If this option is disabled, all
traffic to a specific destination host will be sent through only
one of the routers (next hop).

Use ECMP rebalance If this option is enabled and one of the interfaces used for
sending traffic has gone offline, all existing streams will be
redistributed between the remaining routes (next hop). If
disabled, only those streams will be redistributed which were
sent via the now-offline interface.

Keep-alive time (sec) The time interval in seconds (31-60,000) which the router will
use to send keepalive messages to neighbors as well as the
time to wait before considering the neighbor unavailable.

When configuring interfaces, you can provide these settings:

Name Description

Enabled Enables or disables multicasting on this interface.

Interface Select the interface that will be used for multicasting. Only the
interfaces belonging to this virtual router are available for
selection.

Multicast HELLO sending The time interval in seconds (1-180) used to send PIM HELLO
timeout (sec) messages. PIM Hello messages are sent periodically from all
interfaces for which multicast support is enabled. These
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Name Description

messages let the router know about neighbor routers that
support multicasting.

DR selection priority The router’s priority (1-4294967295) in the selection of a
Designated router (DR). The administrator can use this to
manage DR selection for the local network.

Enable IGMP Receive IGMP report and IGMP query messages on this
interface.
Use IGMPv2 Use version 2 of IGMP. By default, version 3 (IGMP v3) is used.

When configuring Rendezvous points, you can specify the following parameters:

Name Description

Enabled Enables or disables this RP.

Name The RP name.

IP address The unicast IP address of this RP.

Allowed SSM groups The list of allowed multicast group addresses for any-source

multicast from this RP. Any networks in the range 224.0.0.0/4. If
empty, there are no restrictions.

Allowed SSM groups: specifies the list of allowed multicast group addresses for
source-specific multicast. Any networks from the range 232.0.0.0/8 can be specified.
If empty, there are no restrictions.

SPT exclusions: specifies the list of IPv4 multicast groups excluded from switching to
the shortest path tree.
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Web Cache Communication Protocol (WCCP) is a content redirection protocol
developed by Cisco. It provides a mechanism for real-time traffic flow redistribution
and has native scaling, load balancing, and high availability features. When WCCP is
used, the WCCP server receives an HTTP request from a client browser and redirects
it to one or more WCCP clients. A WCCP client receives data from the Internet and
returns it to the client browser. The data can be delivered to the client either through
the WCCP server or bypassing it, depending on the routing rules.

NGFW can function as a WCCP client. The WCCP server role is normally fulfilled by
the router. You can filter traffic received using WCCP using all available filtering
mechanisms.

A WCCP service group is a set of WCCP servers (routers, switches) and clients
(NGFW) with common traffic redirection settings. The servers in the same service
group must have identical settings.

To configure the WCCP client in NGFW, follow these steps:

Name Description

Step 1. Configure a WCCP Configure a WCCP server according to the instructions given in
server. its documentation.

Step 2. Configure WCCP In the NGFW console, go to the Network - WCCP section, click
service groups. Add, and create one or more WCCP service groups.

For each service group, provide these settings:
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Name Description

Enabled
Name
Description

Service group

Priority

Password

Forwarding type

Returning type

Enables or disables this service group.
The service group name.
A description of the service group.

The numeric ID of the service group. Service group IDs must be
identical on all devices in the group.

The group's priority. If multiple service groups are applicable to
the traffic managed by the WCCP server, the priority
determines the order in which the server will distribute traffic
to the WCCP clients.

The password to authenticate NGFW in the service group. The
password must match the one specified on the WCCP servers.

Determines the forwarding type from WCCP servers to NGFW.
The possible values are:

e gre: use a Generic Routing Encapsulation (GRE) tunnel

e L2: using L2 redirection. In this case, the router (WCCP
server) changes the destination MAC address in the
packet to the NGFW address.

L2 redirection generally requires fewer resources than GRE, but
the WCCP server and NGFW must reside in the same L2
segment. Not all WCCP server types support L2 redirection with
WCCP clients.

Important! For traffic received via a WCCP tunnel, the client
computer’s IP address will be used as the source IP, and the
source zone will be undefined, therefore you should not
explicitly specify the zone in the source zone filtering rules
(leave the value Any).

Determines the forwarding type from NGFW to WCCP servers.
The possible values are:

e gre: use a Generic Routing Encapsulation (GRE) tunnel

e L2: using L2 redirection. In this case, NGFW (the WCCP
client) changes the destination MAC address in the
packet to that of the WCCP server.

L2 redirection generally requires fewer resources than GRE, but
the WCCP server and NGFW must reside in the same L2
segment. Not all WCCP server types support L2 redirection with
WCCP clients.
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Name Description

Ports to redirect

Protocol
WCCP routers

Assighment type

The ports to redirect. Specify the destination ports for traffic
here. If you need to list multiple ports, separate them with a
comma, for example:

80, 442,8080

To redirect traffic based on source port values, you must select
the Source port checkbox.

Important! NGFW can only apply filtering to redirected TCP
traffic with destination ports 80 and 443 (HTTP/HTTPS). Traffic
sent to NGFW through other ports is sent to the Internet
unfiltered.

Specify the protocol as TCP or UDP.
Specify the IP addresses of the WCCP servers (routers).

When there are multiple WCCP clients in a service group, the
assignment type determines how traffic is distributed from the
WCCP servers to the WCCP clients. The available options are:

» Hash: distribute traffic based on a hash computed from
the specified IP packet fields. Alternate hash: if
configured, will be used by the WCCP server on
exceeding a certain number of packets sent to the WCCP
client using the regular hash. The set of IP packet fields
used for hashing must be different for the regular and
alternate hash.

o Mask: distribute traffic based on the result of a Boolean
AND between the mask and the selected packet header.
When selecting a mask, consult the vendor
documentation for the WCCP server.

USERS AND DEVICES
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Users and Groups
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Security policies, firewall rules, safe browsing rules, and many other features of
UserGate NGFW can be applied to users or user groups. The ability to apply policies
only to the relevant users gives the administrator the flexibility to configure the
network to the organization’s requirements.

User identification is a fundamental part of NGFW functionality. A user is considered
identified if the system has unambiguously associated the user with the IP address
of the device they use to connect to the network. NGFW uses different user
identification mechanisms:

* Explicitly defined IP address.
* Login name and password.

» Dedicated terminal server agent (for Microsoft Terminal Server user
identification).

e Authorization agent (for Windows systems).
* NTLM or Kerberos protocol.

User identification using name and password can be performed via the captive
portal, which in turn can be configured to identify users with the help of Active
Directory, RADIUS, TACACS+, NTLM or Kerberos directories or a local user database.
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The following user types are defined in NGFW:

Name Description

Unknown user Represents the set of users not identified by the system.

Known user Represents the set of users identified by the system. The
methods of user identification can differ and will be described
in more detail later in this chapter.

Any user This is a union of the Known and Unknown user sets.

Specific user A specific user defined and identified in the system; e.g.,
DOMAIN\User, identified using Active Directory domain
authorization.

Users and groups can be added on the NGFW device itself (these are known as local
users and groups) or obtained from external directories, such as Microsoft Active
Directory.

Groups

User groups enable distinct sets of users to be defined for easier security policy
management.

Users

In this section, you can add local users as well as temporarily disable or re-enable
them.

The required settings for creating a local user are the username and login. The rest
of the settings are optional, but for correct identification, the following must be
provided:

e Login and password — for identification using a name and password. In this
case, you will need to configure the captive portal where a user can enter their
login name and password for authentication.

e |IP address, IP address range, or MAC address — for identification using a
combination of MAC and IP addresses. Here you need to make sure that the
user always accesses the network from the specified MAC and/or IP address.

e VLAN ID — for identification using a VLAN tag. In this case, you need to make
sure that the user always accesses the network from the specified VLAN.
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Email: the user’s email address. If specified, this can be used to send
* information, such as a 2nd authentication factor, to the user by email.

» Phones: the user’s phone numbers. If specified, this can be used to send
information, such as a 2nd authentication factor, to the user by SMS.

If both login/password and IP/MAC/VLAN addresses are specified for the user, the
system uses address-based identification. In other words, address-based
identification takes priority.

LDAP user accounts are not displayed here, but these users can also be used in
security policies.

Auth servers
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Authentication servers (auth servers) are external sources of user accounts, such as
an LDAP server, or servers that perform authentication for NGFW, such as RADIUS,
TACACS+, Kerberos, or SAML. The system supports the following types of
authentication servers:

RADIUS, TACACS+, NTLM, and SAML authentication servers can only authenticate
users, while a LDAP connector also makes it possible to obtain information on users
and their properties.
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An LDAP connector allows you to:

e Obtain information on users and groups from Active Directory or other LDAP
servers. FreelPA is supported with an LDAP server. The users and groups can
be used in filtering rules.

e Authorize users via Active Directory/FreelPA domains using the captive portal,
Kerberos, and NTLM authentication methods.

To create an LDAP connector, click Add, select Add LDAP connector, and provide

the following settings:

Name Description

Enabled
Name

SSL

LDAP domain name or IP
address

Bind DN ("login")

Password

LDAP cache TTL

LDAP domains

154

Enables or disables the use of this authentication server.
The name of the authentication server.

This specifies whether SSL is required to connect to the LDAP
server.

The IP address of the domain controller, the domain controller
FQDN or the domain FQDN (e.g., test.local). If the domain
controller FQDN is specified, NGFW will obtain the domain
controller’s address using a DNS request. If the domain FQDN is
specified, NGFW will use a backup domain controller if the
primary one fails.

If some domain controllers are unavailable from the site where
NGFW operates, add a static entry to the DNS settings, where

the addresses of available controllers would be indicated, and
use the name of this entry in the connector.

The username for connecting to the LDAP server. Must be in
the DOMAIN\username or username@domain format. This
user must be already created in the domain.

The user’s password for connecting to the domain.

LDAP cache lifespan (from 1to 48 hours). The new TTL applies
to new entries added to the LDAP cache after the administrator
sets it. (Available starting from UGOS version 7.1.3)

The list of domains served by the specified domain controller,
e.g., in case of a domain tree or an Active Directory domain
forest. If there are subdomains in which user authorization can
occur, all variants of such subdomains must be specified on the
LDAP domains tab.
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Name Description

Here you can also specify the short NetBIOS domain name. The
domains listed here will be available for selection on the
captive portal’'s auth page if the corresponding option is
enabled. For more details on configuring the captive portal, see
the Captive Portal Configuration section.

Search roots The list of LDAP server paths relative to which the system will
search for users and groups. Specify the full name, e.g.,
ou=0Office,dc=example,dc=com.

Kerberos keytab Here you can upload a keytab file for Kerberos authentication.
For more details on Kerberos authentication and creating a
keytab file, see the Kerberos Authentication Method section.

After creating a server, you should validate the settings by clicking Check
connection. If your settings are correct, the system will report that; otherwise, it will
tell you why it cannot connect.

o Note

To gain authorization using an LDAP connector, the users must be members of the

"Domain users" domain group.

The LDAP connector configuration is now complete. For LDAP user authorization
using a name and password, you need to create captive portal rules. The captive
portal is described in more detail in the following chapters.

To add an LDAP user or user group to the filtering rules, click Add LDAP user/Add
LDAP group, type at least one character present in the names of the desired objects
in the search field, and then click Search and select the users or groups of interest.

RADIUS User Authentication Server

The RADIUS option enables user authentication on RADIUS servers, with NGFW
working as a RADIUS client. When authorization is done using a RADIUS server,
NGFW sends the username and password information to the RADIUS server, which
then responds as to whether or not the authentication was successful.

A RADIUS server cannot provide a list of users to NGFW, therefore, if the users were
not added to NGFW in advance (e.g., as local users or users fetched from an AD
domain using an LDAP connector), only users of types Known (those who
successfully authenticated with the RADIUS server) and Unknown (those who were
not authorized) can be used in filtering policies.
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To add a RADIUS authentication server, click Add, select Add RADIUS server, and
provide the following settings:

Name Description

Enabled Enables or disables the use of this authentication server.
Server Name The name of the authentication server.
Shared secret Pre-shared key used by the RADIUS protocol for

authentication.
Host The IP address for the RADIUS server.

Port The UDP port on which the RADIUS server listens for
authentication requests. By default, UDP port 1812 is used.

After adding the authentication server, you need to configure the captive portal for
using the RADIUS method. The captive portal is described in more detail in the
following chapters.

TACACS+ User Authentication Server

The TACACS+ option enables user authentication on TACACS+ servers. When
authorization is done using a TACACS+ server, NGFW sends the username and
password information to the server, which then responds as to whether the
authentication was successful.

A TACACS+ server cannot provide a list of users to NGFW, therefore, if the users
were not added to NGFW in advance (e.g., as local users or users fetched from an AD
domain using an LDAP connector), only users of types Known (those who
successfully authenticated with the TACACS+ server) and Unknown (those who
were not authorized) can be used in filtering policies.

To add a TACACS+ authentication server, click Add, select Add TACACS+ server, and
provide the following settings:

Name Description

Enabled Enables or disables the use of this authentication server.
Server Name The name of the authentication server.
Secret Pre-shared key used by the TACACS+ protocol for

authentication.

156



Version 7.x. from 2026/02/20

Name Description

Address The IP address for the TACACS+ server.

Port The port on which the TACACS+ server listens for
authentication requests. By default, TCP port 49 is used.

Use single TCP connection Use a single TCP connection for communicating with the
TACACS+ server.

Attention! For this option to work, it must also be configured on
the TACACS+ server side.

Timeout (sec.) The authentication timeout for the TACACS+ server. The
default is 4 seconds.

SAML IDP User Authentication Server

The SAML IDP (Security Assertion Markup Language Identity Provider) option
enables user authorization using a Single Sign-On (SSO) system deployed in the
organization, such as Microsoft Active Directory Federation Service. With this
method, a user who has been authorized in the SSO system (and not logged out
since) will be transparently authorized on all resources that support SAML
authentication. NGFW can be configured as a SAML service provider that uses SAML
IDP servers for client authorization.

A SAML IDP server cannot provide a list of local user properties to NGFW, therefore,
if you have not configured AD domain connection through an LDAP connector, only
users of types Known (those who successfully authenticated with the SAML server)
and Unknown (those who were not authenticated) can be used in filtering policies.

To configure authorization using an SAML IDP server, follow these steps:

Name Description

Step 1. Create DNS records | On the domain controller, create a DNS record corresponding

for NGFW. to NGFW to be used as the auth.captive domain (e.g,,
utm.domain.loc). Point it to the IP address of a NGFW interface
connected to the Trusted network.

Step 2. Configure DNS In the NGFW settings, set the domain controller’s IP addresses
servers in NGFW. as the system DNS servers.

Step 3. Change the captive | In the General settings section, change the Captive portal auth

portal auth domain domain address to the DNS record created in the previous

address. step. For more details on changing the captive portal's Auth
domain address, see the General Settings section.
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Name Description

Step 4. Configure the SAML | Onthe SAML IDP server, add a record on the NGFW service
IDP server. provider specifying the FQDN created at Step 1.

Step 5. Create the SAML IDP | Create the SAML IDP user authentication server in NGFW.
user authentication server.

To do that, go to the Users and devices = Auth servers section, click Add, select
Add SAML IDP server and provide the following settings:

Name Description

Enabled Enables or disables the use of this authentication server.
Server Name The name of the authentication server.

Description Auth server description.

SAML metadata URL The URL on the SAML IDP server from where an XML file with a

valid configuration for this SAML service provider (client) can
be downloaded. When you click Upload, the relevant
authentication server settings fields will be populated with the
data from that XML file. This is the preferred method of
configuring a SAML IDP authentication server. For more details,
see the documentation for the SAML IDP server that you use.

SAML IDP certificate The certificate that will be used on the SAML client. The
available options are:

o Create new certificate from downloaded: if the XML
upload method was used to configure the server, a new
certificate is automatically created and assigned the
SAML IDP role (see the Certificate Management section).

» Use existing certificate. The certificate must have already
been created or imported in the Certificates section and
must not have a role assigned to it. After you add and
save the authentication server, this certificate will be
assigned the SAML IDP role.

¢ Do not use certificate.

Single sign-on URL The URL that is used on the SAML IDP server as the single login
point. For more details, see the documentation for your SAML
IDP server.

Single sign-on binding The method used to work with a SSO single login point.

Options: POST and Redirect. For more details, see the
documentation for your SAML IDP server.
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Name Description

Single logout URL The URL used on the SAML IDP server as the single logout
point. For more details, see the documentation for your SAML
IDP server.

Single logout binding The method used to work with a SSO single logout point.

Options: POST and Redirect. For more details, see the
documentation for your SAML IDP server.

NTLM Authentication Server

The NTLM option enables transparent (i.e., without requesting a username and
password) authorization of Active Directory domain users. With NTLM authorization,
NGFW works with the domain controllers that authenticate the user for Internet
access.

An NTLM server cannot provide a list of users to NGFW, therefore, if the users were
not added to NGFW in advance (e.g., as local users or users fetched from an AD
domain using an LDAP connector), only users of types Known (those who
successfully authenticated with the NTLM server) and Unknown (those who were
not authenticated) can be used in filtering policies.

NTLM authentication can work both with a proxy explicitly set in the user’s browser
(this is the standard mode) and in the transparent mode with no proxy set in the
browser. NGFW is configured identically in both authorization modes.

To configure authorization using an NTLM server, follow these steps:

Name Description

Step 1. Configure time In NGFW settings, enable time synchronization with NTP
synchronization with the servers. Specify the IP addresses of the domain controllers as
domain controller. the primary and (optionally) secondary NTP server.

Step 2. Create a DNS record | On the domain controller, create DNS records corresponding to
for NGFW. NGFW to be used as the auth.captive and logout.captive
domains (e.g., auth.domain.loc and logout.domain.loc).

Point it to the IP address of a NGFW interface connected to the
Trusted network.

Step 3. Change the Captive | Inthe General settings section, change the Captive portal auth
portal auth domain domain and (optionally) Captive portal logout domain
address. addresses.

For the Captive portal auth domain, specify the DNS record
created at the previous step.
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Name Description

Step 4. Add an NTLM
server.

Step 5. Create a captive
portal rule with NTLM
authentication.

Step 6. Enable HTTP(S)
service access for the zone.

Step 7. For standard-mode
authorization, configure the
proxy on the user
computers.

Step 8. For transparent-
mode authorization,
configure automatic
browser-based user
authentication for all zones.

For the Captive portal logout domain, specify the DNS record
created at the previous step.

For more details on changing the addresses of the captive
portal’'s Auth and Logout domains, see the Captive Portal
Configuration section.

In the Auth servers section, click Add, select Add NTLM server,
and specify the display name for the server and Windows
domain name. For NTLM authentication to work correctly, the
domain name specified here must resolve into the IP addresses
of the domain controllers.

Configure the captive portal for using the NTLM authentication
method. The captive portal is described in more detail in the
following chapters.

In the Zones section, enable access to the HTTP(S) proxy
service for the zone to which the users who are authorized
using NTLM are connected.

On the user computers, turn on mandatory proxy use and
specify the IP address of a Trusted interface of NGFW as the
proxy address.

Important! You can use a domain name instead of an IP
address, but the important thing for NTLM is that this name
should not come from the Active Directory domain, otherwise
the Windows computer will try to use Kerberos authentication.

Important! The names used as the auth.captive and
logout.captive domain in NGFW settings should not come from
the Active Directory domain, otherwise the Windows computer
will try to use Kerberos authentication.

On user computers, go to Control panel - Internet options -
Security, select the Internet zone - Custom level - User
Authentication - Logon and choose Automatic logon with
current name and password.

Repeat this setting for all other zones configured on this
computer (Local intranet, Trusted sites).

Kerberos Authentication Method

The Kerberos option enables transparent (i.e., without requesting a username and
password) authorization of Active Directory domain users. When performing
authorization via Kerberos, NGFW works with domain controllers that authenticate
the user for Internet access.
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Kerberos authentication can work both with a proxy explicitly set in the user’s
browser (this is the standard mode) and in the transparent mode with no proxy set

in the browser.

To configure authorization using Kerberos, follow these steps:

Name Description

Step 1. Create DNS records
for NGFW.

Step 2. Create a user for
NGFW.

Step 3. Create a keytab file.

Step 4. Configure DNS
servers in NGFW.

On the domain controller, create DNS records corresponding to
NGFW to be used as the auth.captive and logout.captive
domains (e.g., auth.domain.loc and logout.domain.loc).

Point it to the IP address of a NGFW interface connected to the
Trusted network.

Important! For correct operation, create type A records rather
than CNAME.

Create a user in the AD domain, such as kerb@domain.loc, with
the password never expires option. Set a password for user
kerb.

Important! Do not use characters from national alphabets,
such as Cyrillic, in the names of the kerb user or in the Active
Directory organization units where you plan to create this user
account.

Important! Do not use the user created for the LDAP connector
as the Kerberos user. A separate user account needs to be
used.

On the domain controller, create a keytab file by invoking the
following command as an administrator (in one line!):

ktpass.exe /princ HTTP/auth.domain.loc@DOMAIN.LOC /
mapuser kerb@DOMAIN.LOC /crypto ALL /ptype
KRB5_NT_PRINCIPAL /pass * /out C:\utm keytab

Enter the password for user kerb.

Important! The command is case-sensitive. In the above
example:

auth.domain.loc is the DNS record created for the UserGate
server at Step 1;

DOMAIN.LOC is the Kerberos realm domain (UPPERCASE
required!); and

kerb@DOMAIN.LOC is the username in the domain created at
Step 2 (again, UPPERCASE required for the realm domain
namel).

In the NGFW settings, set the domain controller’s IP addresses
as the system DNS servers.
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Name Description

Step 5. Configure time
synchronization with the
domain controller.

Step 6. Change the captive
portal auth domain
address.

Step 7. Create an LDAP
connector and upload the
keytab file to it.

Step 8. Create a captive
portal rule with Kerberos
authentication.

Step 9. Enable HTTP(S)
service access for the zone.

Step 10. For standard-mode
authorization, configure the
proxy on the user
computers.

Step 11. For transparent-
mode authorization,
configure automatic
browser-based user
authentication for all zones.

In NGFW settings, enable time synchronization with NTP
servers. Specify the IP addresses of the domain controllers as
the primary and (optionally) secondary NTP server.

In the General settings section, change the Captive portal auth
domain and (optionally) Captive portal logout domain
addresses to the DNS records created at the previous step. For
more details on changing domain addresses, see the section G
eneral Settings.

Create an authentication server of type LDAP connector and
upload the keytab file obtained at the previous step.

Important! Do not use the special Kerberos user created earlier
as the user for the LDAP connector. A separate user account
needs to be used.

For more details on configuring an LDAP connector, see the
section LDAP Connector.

Configure the captive portal for using the Kerberos
authentication method. For more details on the captive portal,
see the Captive Portal Configuration section.

In the Zones section, enable access to the HTTP(S) proxy
service for the zone to which the users authorized using
Kerberos are connected.

On user computers, turn on mandatory proxy use and specify
the proxy as the NGFW FQDN created at Step 3.

On user computers, go to Control panel - Internet options -
Security, select the Internet zone - Custom level - User
Authentication - Logon and choose Automatic logon with
current name and password.

Repeat this setting for all other zones configured on this
computer (Local intranet, Trusted sites).

HTTP Basic Authentication Method

The Basic option enables authorization of users with an explicitly set proxy using a
local and LDAP user database. This authentication type is not recommended for use
because it transmits the username and password over the network in plain text. The
HTTP Basic authentication can be used to automatically authorize command-line
utilities that need Internet access, for example:
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curl -x 192.168.179.10:8090 -U user: password http.//www.msn.com

To configure HTTP Basic authorization, follow these steps:

Name Description

Step 1. Create a DNS record
for NGFW.

Step 2. Change the Captive
portal auth domain
address.

Step 3. Create a captive
portal rule with HTTP Basic
authentication.

Step 4. Enable HTTP(S)
service access for the zone.

Step 5. Configure a proxy
on user computers.

On the domain controller, create DNS records corresponding to
NGFW to be used as the auth.captive and logout.captive
domains (e.g., auth.domain.loc and logout.domain.loc).

Point it to the IP address of a NGFW interface connected to the
Trusted network.

In the General settings section, change the Captive portal auth
domain and (optionally) Captive portal logout domain
addresses.

For the Captive portal auth domain, specify the DNS record
created at the previous step.

For the Captive portal logout domain, specify the DNS record
created at the previous step.

For more details on changing the addresses of the captive
portal's Auth and Logout domains, see the Captive Portal
Configuration section.

Configure the captive portal for using the HTTP Basic
authentication method.

In addition to configuring the HTTP Basic method itself, you
also need to add the user database that will be used for
authentication (e.g., add the Local user or LDAP server
authentication methods).

The captive portal is described in more detail in the following
chapters.

In the Zones section, enable access to the HTTP(S) proxy
service for the zone to which the users authorized using HTTP
Basic are connected.

On the user computers, turn on mandatory proxy use and
specify the IP address of a Trusted interface of NGFW as the
proxy address.
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Authentication Profiles
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An authentication profile can be used to specify a set of methods and settings for
user authorization to be used later in various NGFW subsystems, such as captive
portal, VPN, web portal, etc. To create an authentication profile, go to Users and
Devices = Auth profiles, click Add, and provide the desired settings:

Name Description

Name Profile name.
Description Profile description.
MFA profile The multi-factor authentication profile. This needs to be

created in advance in the MFA profiles section if multi-factor
authentication is to be used. The profile defines the method of
one-time password delivery for the second authentication
factor. For more details on configuring an MFA profile, see later
in the corresponding chapter.

Important! Multi-factor authentication is only possible with
authentication methods that allow the user to enter a one-time
password, i.e.,, where the user explicitly enters their credentials
in the auth page’s web form. Therefore, multi-factor
authentication cannot be used with Kerberos or NTLM.

Idle time This parameter determines the time in seconds after which
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Name Description

Expiration time

Maximum auth failures
(local users)

Local user lockout time

Authentication methods

wn when there is no activity from the user (no network packets
coming from the user’s IP address).

This parameter determines the time in seconds after which
NGFW will re-classify the user from type Known to type Unkno
wn. When this time elapses, the user will have to re-
authenticate at the captive portal.

The allowed number of failed authentication attempts via the
captive portal after which the user account is locked.

The time for which the user account is locked on reaching the
specified number of failed authentication attempts.

The user authentication methods added earlier, for example, an
Active Directory or RADIUS server. If there are multiple
authentication methods, they will be used in the order they are
listed in the console.

Built-in authentication mechanisms can also be used, such as:

« Local user authentication: authentication using a local
user database.

« Policy accept: authentication is not required, but before
the user is granted access to the Internet, they must
consent to the network usage policy. This authentication
type must be used in conjunction with a captive portal
profile that uses a captive portal policy auth page.

« HTTP Basic: authentication using the legacy HTTP Basic
method.

» Kerberos authentication: authentication using the
Kerberos protocol.
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Captive Portal Configuration
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The captive portal makes it possible to authorize Unknown users with the help of
authorization methods that use Active Directory, RADIUS, TACACS+, SAML IDP,
Kerberos or NTLM directories or a local user database. Moreover, using the captive
portal, you can configure user self-registration with email or SMS verification.

Remember that:

* |dentified users, such as those with an explicitly set IP address in the user
profile or those identified using authorization agents for terminal servers or
Windows systems, are not authorized at the captive portal. These users are
already classified as Known and do not require further identification.

e Captive portal authorization is only possible for the HTTPS protocol. For
example, if you have created a firewall rule that allows Internet access using the
FTP protocol only for Known users, users will not get Internet access using this
protocol until they are identified; that is, they launch a browser on their device
and pass authorization at the captive portal.

* You need to configure SSL inspection, otherwise HTTPS authorization will not
work.

* If the captive portal uses the Active Directory authorization method, the user
must specify their login name as DOMAIN\username or username@domain.
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To configure the captive portal, follow these steps:

Name Description

Step 1. Create an
authorization method, e.g,
Active Directory domain-
based authorization.

Step 2. Create an
authentication profile with
the desired authorization
methods.

Step 3. Create a captive
profile with the desired
authentication profile.

Step 4. Create a captive
portal rule.

Step 5. Configure DNS for
the auth.captive and
logout.captive domains.

In the NGFW console, go to the Users and devices = Auth
servers section, click Add, and create an authorization server.

In the NGFW console, go to the Users and devices = Auth
profiles section, click Add, and create an authorization profile
using the authorization method added earlier.

In the NGFW console, go to the Users and devices - Captive
profiles section, click Add, and create a captive profile using
the authorization profile added earlier.

A captive portal rule determines the type of traffic to which the
user authentication methods specified in the captive profile
should be applied. In the NGFW console, go to the Users and
devices - Captive portal section, click Add, and create a
captive portal rule.

The internal auth.captive and logout.captive domain names are
used by NGFW for user authorization. If the clients use NGFW
as the DNS server, you do not need to do anything. Otherwise,
you need to specify the IP address of the NGFW interface
connected to the client network as the IP address for these
domains. An alternative solution is to configure the Captive
portal auth domain and Captive portal logout domain settings.
For more details on these settings, see the section General
Settings.

You can find an in-depth discussion of how to add authorization methods in the
previous chapters. Let us now consider the creation of a captive profile and captive

portal rules in more detail.

To create a captive profile, go to the Captive profiles section, click Add, and provide

the desired settings:

Name Description

Name
Description

Auth page template

Captive profile name.
Captive profile description.

Select a template for the auth page. You can create auth page
templates in the Libraries - Response pages section. If you
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Name Description

Authentication mode

Auth profile

Authentication mode

User certificate profile

Redirect URL

Allow browsers to keep
auth

168

need to configure user self-registration with SMS or email
verification, select the corresponding template type (Captive
portal: SMS auth/ Captive portal: Email auth).

The method that NGFW will use to remember this user. There
are two options:

« Use IP address. Having successfully authorized the user
at the captive portal, NGFW saves their IP address, and all
subsequent connections from that IP address will be
associated with this user. This method allows
identification of data transmitted using any protocol of
the TCP/IP family but will not work correctly if there is a
NAT-connection between the users and NGFW.

This is the recommended value set by default.

Use cookie. After a user successfully authenticates
through the Captive portal, NGFW adds a cookie to the
user’s browser to identify subsequent connections by
that user. This method allows authorization of users who
are behind a NAT device but only for the HTTP(S)
protocol and only in the same browser that was used for
Captive portal authorization. Moreover, to authorize the
user’'s HTTPS sessions, NGFW will decrypt all HTTPS
connections on a mandatory basis. For firewall rules, a
user authenticated using a cookie will always be
classified as Unknown.

The authorization profile created earlier that defines the
authentication methods to use.

Login/password authentication using via a RADIUS server
(AAA) or using certificates (PKI).

When PKl-based authentication is used, specify a pre-
configured user certificate profile.

URL to redirect the user to after successful authentication
using the Captive portal. If not specified, the user is redirected
to the URL they requested.

Enables storing of the authorization in the browser for the
specified time in hours. To store the authorization information,
cookies are used.
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Name Description

Show AD/LDAP domain
selector on Captive portal
auth page

Protect with CAPTCHA

If enabled, this parameter allows the user to select the domain
name from a list on the auth page if the Active Directory
authentication method is used. If this parameter is not enabled,
the user must explicitly specify the domain as
DOMAIN\username or username@domain.

If this option is enabled, the user will be prompted to enter a
code shown to them on the captive portal’s auth page. This is
recommended to protect against bots that guess user
passwords.

To set up user self-registration with password verification using SMS or email, you
need to configure settings on the Guest users registration tab. Remember to use the
appropriate template type in this case (Captive portal: SMS auth/ Captive portal:

Email auth).

Name Description

Notification profile

From
Notification subject

Notification body

Expiration date and time

Guest user TTL

Password length

Password complexity

The notification profile that will be used for sending
information on the newly created user and their password. Two
types of notification are possible, SMS and email. For more
details on creating a notification profile, see the Notification
Profiles chapter.

The person or entity in whose name notifications will be sent.
The subject of notifications (only for email notifications).

The body of the notification message. In the message body,
you can use special variables named {login} and {password}
that will be replaced with the username and password,
respectively.

The date and time when the guest account will be disabled.

The length of time from the guest user’s first login after which
their user account will be disabled.

Sets the password length for a guest user.

Sets the password complexity for a guest user. The available
options are:

o Numeric
e Alphanumeric

e Alphanumeric+special.
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Name Description

Groups The groups to which the created guest users will be added. For
more details on guest user groups, see the Guest Portal
chapter.

To create a captive portal rule, go to the Captive portal section, click Add, and
provide the desired settings:

Name Description

Name The name of the captive portal rule.
Description A description of the captive portal rule.
Captive profile Select a captive profile created earlier. An option is available

called Skip captive portal page which, if enabled, waives the
authentication requirement.

Enable logging If this is enabled, instances of the rule being triggered will be
recorded in the corresponding statistics log.

Source The source addresses. You can use a specific zone, such as the
LAN zone, or an IP address range as the source. Country IP
addresses (GeolP) can also be used.

Important! The maximum number of GeolPs that can be
specified is limited to 15.

Important! The traffic processing logic is as follows:

e The conditions are combined using Boolean OR, if
several IP address and/or domain lists are specified.

« The conditions are combined using Boolean AND, if
GeolPs and IP address and/or domain lists are specified.

Destination The destination addresses. You can use a specific zone, such as
the WAN zone, or an IP address range as the destination.
Country IP addresses (GeolP) can also be used.

Important! The maximum number of GeolPs that can be
specified is limited to 15.

Important! The traffic processing logic is as follows:
e The conditions are combined using Boolean OR, if
several IP address and/or domain lists are specified.

e The conditions are combined using Boolean AND, if
GeolPs and IP address and/or domain lists are specified.
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Name Description

Categories The URL filtering categories to which the rule will be applied.
You need to have the appropriate license for URL filtering.

URL The URL lists to which the rule will be applied.
Time The time when this rule will be active.
Usage The trigger statistics for the rule: the total trigger count and the

time of the first and last trigger.

To reset the trigger count, select the rules in the list and click Re
set hit counts.

History The time the rule was created and last changed as well as the
related event log entries, such as rule added, rule updated, rule
list position changed etc.

By creating several captive portal rules, you can configure different user
identification policies for different zones, URL categories, and time.

o Note

The conditions specified in the rule’s tabs are combined with a Boolean AND, i.e., all
conditions must be met to trigger the rule. If you need to use the OR logic instead, this

can be achieved by creating several rules.

O Note

The rules are applied in the order they are listed in the console. You can reorder the

rules using the corresponding buttons.

0 Note

When there are multiple matching rules, only the first triggered rule is applied.

To change the user after logging in to the system or to log out, go to URL http://
logout.captive and click Logout.
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Terminal Server Users
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A terminal server is used to provide remote access to a desktop or console for users.
Generally, one terminal server provides service to multiple users, sometimes even
dozens or hundreds of users. Identifying terminal server users is a problem because
all server users have the same IP address, and NGFW cannot correctly identify the
network connections of the individual users. As a solution to this problem, use of a
dedicated terminal server agent is offered. Each user is allocated a port range that is
used for their connection, i.e,, the original ports are substituted with the ports from
the range allocated to the user.

The terminal server agent must be installed on all terminal servers that need user
identification. The agent is a service that transmits information to UserGate NGFW
about the users of the terminal server and their network connections. Due to the
way TCP/IP works, a terminal server agent can only identify user traffic that utilizes
the TCP and UDP protocols. Protocols other than TCP/UDP, such as ICMP, do not
allow identification.

For correct user identification when Active Directory authorization is used on the
terminal servers, an active Active Directory connector server is required.

To start using terminal server user authentication, follow these steps:
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Name Description

Step 1. Allow the Authentic | Inthe Network = Zones section, allow the Authentication
ation agent service in the agent service for the zone on the terminal servers’ side.
desired zone.

Step 2. Set a password for In the NGFW console, go to the UserGate - General settings =

terminal server agents. Modules section, click the Configure button next to the Passwo
rd for terminal server agent entry, and set a password for
terminal server agents.

Step 3. Install the terminal Install the terminal server agent on all servers that require user
server agent. identification. During the installation, specify the NGFW address
and the password set at the previous step.

Step 4. Add the desired In the Users and devices = Terminal servers section, add the
servers in the NGFW terminal server agents, specifying the host name and address.
console. After receiving the data from the host specified in the settings,

provided that the password set at Step 2 is correct, user
authentication will be enabled automatically.

On a NGFW version update, the terminal server agents that
were displayed earlier in the web console will continue working.
UserGate will now receive user information.

The terminal server agent enables not only domain users to be authenticated but
also local users of a terminal server by adding the following parameter to its
configuration file (%ALLUSERSPROFILE%\Entensys\Terminal Server
Agent\tsagent.cfg):

LocalDomain =1

When this parameter is on, the user information will be transferred to NGFW in the
format "server_username" for local users or "domain_username" for domain users.

In addition, these users need to be added to NGFW as local users. For details on
adding users, see the Users section. When adding, you must specify the Login in the
format specified above; password is not required.

This option is intended primarily for terminal servers that are not included in a
domain and are logged in to using local credentials.

After editing the configuration file, make sure to restart the terminal agent service.
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O Note

Only letters, numbers, and the underscore character are allowed in the computer name.

A computer name may contain a dash only when domain users are used.

You can change the settings of a terminal server by editing the configuration file of
the terminal server authorization agent. After making the changes, make sure to
restart the authentication agent.

The settings that can be configured in the tsagent.cfg file are listed below:
» TimerUpdate: the time interval in seconds between updates.
* MaxLogSize: the maximum size of the service log in MB.
» SharedKey: the password for connecting the agent.

» SystemAccounts: can take values of 0 or 1. SystemAccounts=1 enables
transmission of information about the connections of the system accounts
(system, local service, network service) and the connection ports they use to
NGFW.

* FQDN: can take values of 0 or 1. FQDN=1 indicates that a FQDN (Fully Qualified
Domain Name) is used, e.g., "example.com" as opposed to "example".

* ServerPort: the port number on NGFW that accepts the connection from the
authorization agent. By default, UDP port 1813 is used.

» ServerAddress: the address of the UserGate device that accepts the
connection from the authorization agent. Starting from agent version 6.2.0.49,
the ability to work with several NGFW simultaneously is supported. The
ServerAddress string can contain several elements separated by the ";"
symbol. These can be both IP addresses and FQDNs (for example,
ServerAddress=testtermserver.net;15.0.0.203). All addresses are resolved at
startup and at the time the network adapter settings are changed. Mailings
about users are duplicated to all addresses.

e UserCount: the maximum number of users to create.

* BlockDNS: can take values of 0 or 1. With BlockDNS=1 the source port is
substituted with a free port from the user-allocated port range when sending
DNS requests (UDP:53); with BlockDNS=0, DNS traffic is sent without port
substitution.
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BlockUDP: can take values of 0 or 1. With BlockUDP=1, the source port is
* substituted with a free port from the user-allocated port range when sending
UDP traffic; with BlockUDP=0, the traffic is sent without port substitution.

 ExcludelP: if multiple IP addresses are configured on the terminal server, they
will all be used for user authentication. The ExcludelP parameter allows
restriction of users’ Internet access from certain IP addresses used by the
terminal server.

o |P addresses in the x.x.x.x format and/or subnet addresses in the x.x.x.x/n
format are specified separated by semicolons (for example,
ExcludelP=x.x.x.x/n; X.X.X.X ).

° Spaces are allowed between addresses in the list, they are ignored (for
example, ExcludelP=x.x.x.x/n; X.X.X.X;y.y.y.y ).

° If there are spelling errors in the addresses in the line, they will be
reflected in the logs when the agent starts. Only correctly specified
addresses will be used. The number of used addresses from the list is
written to the log when the agent starts.

° If, as a result of filtering, all addresses are excluded from the distribution,
then a log entry is made (once) in the form: GetIPAddressList: IP list is
blocked by ExceptIP. If a non-empty distribution is later generated, a log
entry is made in the form: GetIPAddressList: IP list is not blocked by
ExceptIP anymore.

» ExcludePorts: the range of ports to be excluded from being substituted with
ports from the user-allocated port range. Specified as: ExcludePorts=port1-
port2.

* NAT_IP: required when there is a NAT between the terminal server and
UserGate. The terminal server’s IP address is substituted with an address from
the specified range. The IP addresses are specified as:
NAT_IP="12.3.4-11.1.1;2.2.2.2-5.5.5.5".

To exclude certain addresses and/or subnets from distribution by the terminal
agent, in addition to adding the ExcludelP parameter to the tsagent.cfg configuration
file, it can also be activated in the server registry as follows:

e Added as a string parameter to the Windows registry key
[HKEY_CURRENT_USER\Software\Policies\Entensys\Auth Client]. In this case,
the parameter settings will only apply to this user.
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Added as a string parameter to the Windows registry key
* [HKEY_LOCAL_MACHINE\Software\Policies\Entensys\Auth Client]. In this case,
the parameter settings will apply to all users of this system.

The order of searching for ExcludelP parameter settings in the system is as follows:
first, the parameter is searched in the registry key
[HKEY_LOCAL_MACHINE\Software\Policies\Entensys\Auth Client], then in the
registry key [HKEY_CURRENT_USER\Software\Policies\Entensys\Auth Client], then in
the tsagent.cfg file.

MFA (Multi-Factor Authentication) Profiles
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Multifactor authentication is an identification and authentication mode where two or
more different types of authentication data (factors) are used. This additional level
of security provides more effective protection from unauthorized access to the
account.

NGFW supports multi-factor authentication using the username and password as
the first authentication factor and the following types as the second factor:

e TOTP (Time-based One Time Password) token: a TOTP token creates a time-
based single-use password, i.e., time is a parameter here. For more details on
TOTP, see https://en.wikipedia.org/wiki/Time-based_One-
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time_Password_Algorithm. The token may come in the form of various devices
or software installed on users’ smartphones, such as Google Authenticator.

» SMS: a one-time password sent by SMS. To receive SMS messages, each user
must have their phone number entered in their local NGFW user account or
Active Directory domain user account.

* Email: a one-time password sent by email. To receive emails, each user must
have their email address entered in their local NGFW user account or Active
Directory domain user account.

To configure multi-factor authentication, follow these steps:

Name Description

Step 1. Configure captive- Multi-factor authorization works only when users are
portal authorization. authorized using the captive portal. For more details, see the
relevant section.

Step 2. Create a multi- In the Users and devices - MFA profiles section of the console,

factor authorization profile. | create a multifactor authorization profile with the desired
second-factor delivery settings. Three delivery types are
available:

o MFA by TOTP: deliver the second authorization factor
using TOTP tokens

« MFA by SMS: deliver the second authorization factor
using SMS

* MFA by email: deliver the second authorization factor
using email.

For MFA by TOTP, provide these settings:

Name Description

Name The name of the MFA profile.
Description A description of the MFA profile.
TOTP initialization To receive TOTP tokens, you need to initialize the client device

or software by entering a unique key into the device. The TOTP
initialization code can be communicated by:

« Showing it on the captive portal page after first
successful login. To do this, select Show key on captive
portal page.

» Sending it by SMS. To receive SMS messages, each user
must have their phone number entered in their local
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Name Description

NGFW user account or Active Directory domain user
account. This option requires selecting an appropriate
SMS sending profile (SMPP profile) created earlier.

» Sending it by email. To receive emails, each user must
have their email address entered in their local NGFW user
account or Active Directory domain user account. This
option requires selecting an appropriate email sending
profile (SMTP profile) created earlier.

Show QR code Show a QR code on the captive portal page or in the email to
facilitate TOTP device or software configuration.

If the user has lost the token, the administrator can trigger a mandatory re-
initialization of the TOTP token by selecting this user in the user list (Users and
devices = Users) and choosing the Reset TOTP key option. On the next login
attempt, the user will be asked to re-initialize their token.

For MFA by SMS, provide these settings:

Name Description

Name The name of the MFA profile.
Description A description of the MFA profile.
Auth delivery profile The SMPP profile that will be used to send passwords by SMS.

For more details on configuring profiles for sending SMS
messages, see the Notification Profiles section.

From The person or entity in whose name notifications will be sent.

Body The body of the notification message. In the message body,
you can use a special variable named {2fa_auth_code} that will
be replaced by the one-time password.

MFA code lifetime The validity period of the one-time password.

For MFA by email, provide these settings:

Name Description

Name The name of the MFA profile.

Description A description of the MFA profile.
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Name Description

Auth delivery profile The SMTP profile that will be used to send passwords by email.
For more details on configuring profiles for sending email
messages, see the Notification Profiles section.

From The person or entity in whose name notifications will be sent.
Subject Notification subject.
Body The body of the notification message. In the message body,

you can use a special variable named {2fa_auth_code} that will

be replaced by the one-time password.

MFA code lifetime The validity period of the one-time password.

UseriD Agent
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UserlID is a technology for transparent user authentication on NGFW/LogAn devices.
Data sources for unique user identification include security logs from domain
controller operating systems and application and access server logs where users are

already authenticated.
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To create policies that include users and groups, the firewall must map IP addresses
to the users assigned to these addresses and retrieve information about the groups
to which they belong. UserlID provides several methods for performing this mapping.
For example, to obtain user information, UserlID can scan server logs for messages
from authentication services. Users whose names cannot be mapped to IP
addresses can be redirected to a special portal (Captive Portal) for authentication.
To obtain group information, the firewall connects directly to LDAP servers.

Currently, UserID uses Microsoft Active Directory logs, syslog data, or RADIUS
accounting messages (starting with software version 7.2.0) as authentication data
sources.

UserlD is completely transparent to end users, meaning they do not need to
explicitly authenticate to NGFW.

How UserID Works

Depending on the usage scenario and configuration, the UserID agent receives data
about user authentication events in one of the following ways:

1. Direct data collection by the node running the UserID agent from authentication
data sources using configured connectors:

* The UserlD agent can connect to the AD domain controller via WMI and read
security event logs;

» The UserlD agent can receive syslog messages from third-party servers;

» The UserlD agent can receive RADIUS accounting messages from third-party
RADIUS NAS servers.
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2. Working with a data source through an intermediary, i.e. a special software agent
installed on a domain controller or event collector server (WEC):

» The UserlD software agent for AD/WEC is installed on a domain controller (AD)
or domain event collector server (WEC), reads the information needed to
identify a user from Windows security logs, and forwards it in syslog format to
the UserlID collector on LogAn (for more information about the agent, see the
UserID Agent for AD/WEC section).

WEC-cepsep ¢
UserlD-areHTOM
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The main advantages of this method of obtaining data from an AD domain are:

* N0 need to grant external access to the domain controller to collect user
authentication data, as is required with WMI access;

* no need to create a special account with special privileges in the domain for
the nodes running the UserlD agent.

Let's look at how UserID works using the example of a scenario involving interaction
with Active Directory as a data source for user authentication via WMI.
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The AD domain controller has security event auditing enabled, which records events
by configured categories in a dedicated audit log.

After creating and configuring the UserlID agent and the Microsoft Active Directory
connector on NGFW, the UserID agent periodically sends WMI queries to the AD
controller to retrieve the following events by Event ID from the audit log:

» 4624: successful logon;

* 4768: request for a Kerberos TGT authentication ticket;
» 4769: request for a Kerberos TGS authentication ticket;
* 4770: Kerberos TGS authentication ticket renewal;

e 4627 group membership information.
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These events allow the UserID agent to obtain information about user registration
and group membership. The obtained information is written to a dedicated system
database on the NGFW.

Information from Microsoft AD about user logout is not currently processed.

The UserlD agent periodically accesses this database, extracting the username,
domain, SID, IP address, and list of groups from the records. This data is cached. The
database search interval can be configured in the UserID agent settings. The cached
user data lifetime is configured in the UserID agent connector settings on NGFW.

If the list of groups to which the user belongs is not retrieved, the UserID agent
contacts the domain controller via LDAP in accordance with the configured
authentication profile to obtain group information.

When processing network traffic, if rules are configured for specific users and
groups, NGFW accesses the cache to find information about which users are
registered with which IP addresses. This information is used to decide how packets
will be processed.

User sessions can be forcibly terminated by the NGFW administrator. To do this, the
administrator can reset all users or a specific user:

* In the web administrator console, under General settings - Users and devices
- Authentication servers, click Drop all users auth on the toolbar:
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ad Example AD Auth server

* In the CLI console, use the command:

Admin@nodename# execute termination user-sessions ip <IP-address>

In a scenario using syslog data source servers as the source of user authentication
data, the operating principle is similar, except that NGFW acts as a syslog listener. It
receives messages from the syslog sender (the port number and protocol are set in
the UserID agent settings; TCP port 514 by default) and then filters the required
events from the received data stream using configured filters from the "Syslog
UserID Agent Filters" library. In this case, the following information is saved to the
database: username, IP address, and SID (optional). To obtain information about the
groups to which a user is registered, the UserID agent contacts the domain controller
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via the LDAP protocol in accordance with the configured UserID agent
authentication profile.

In a scenario using RADIUS accounting messages as the source of user
authentication data, the operating principle is generally similar. In this scenario,
NGFW acts as a pass-through RADIUS server, receiving RADIUS accounting
messages from NAS servers (on port UDP 1813) and verifying the user on the AD
domain controller via LDAP in accordance with the configured UserlD agent
authentication profile.

Configuring the UserlID agent on NGFW is not cluster-based, meaning it must be
configured on each node separately. Once configured, the UserlID agent will operate
independently and automatically retrieve login/logout event data from source logs.

In addition to NGFW, UserID can also operate on LogAn (Log Analyzer) devices. For
more information about using UserID on LogAn, see the Log Analyzer administrator's
guide. Using LogAn allows you to scale UserlD technology to other network devices.
UserlID on a LogAn device operates in the same way as on NGFW. Events found in
the collected data are sent to other NGFWs in accordance with the UserID Sharing
policy based on configured redistribution profiles. This policy allows for sending
different data to different NGFW nodes, if necessary. Only the user's GUID, IP
address, and list of group IDs of which the user is a member are sent to NGFW. This
architecture allows one or more LogAn servers to centrally collect user information
from various sources and then distribute this information centrally and selectively to
NGFW nodes on the network.

UserlD configuration algorithm

To configure UserlD, a number of steps must be performed on both the
authentication data sources and NGFW.

On the Data Source Side

When using Active Directory as a user authentication data source, you must enable
security event auditing. The following categories are required:

» Audit LogOn;

e Audit LogOff;

* Audit Kerberos Authentication Service;
e Audit Group Membership;

» Audit Kerberos Service Ticket Operations.
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When working with syslog data source servers, you must configure them to send
logs to the UserlID agent address (i.e., the NGFW IP address; the port number and
protocol are set in the UserID agent settings; TCP port 514 by default).

When working with RADIUS NAS servers, you must configure the servers to send
RADIUS accounting messages to the UserID agent address (i.e., the NGFW IP
address, UDP port 1813).

On the NGFW Side

On the NGFW side, you must configure the following:

1. Create an authentication server for the UserID agent. For more information on
creating and configuring an authentication server, see the Authentication
servers section.

2. Create an authentication profile for the UserlID agent. For more information on
creating and configuring an authentication profile, see the Authentication
profiles section.

3. For a scenario with syslog data source servers, enable the "UserlD syslog
collector" service in the access control settings of the zone where the syslog
sender will be located. For a scenario with RADIUS NAS servers, enable the
"Authentication agent" service in the access control settings of the zones
where the RADIUS NAS servers will be located. For more information on
creating and configuring zones, see the Configuring Zones section.

4. Create a UserlD-agent connector based on the authentication data retrieval
method.

5. Configure general UserID agent settings.

Creating a UserID Agent Connector

A UserlID agent connector is created in the NGFW web administrator console under
General settings = Users and devices - UserlID agent connectors. Click Add on the
toolbar and select the type of connector to create:

» Microsoft Active Directory;
* Syslog sender;

e RADIUS server.
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Microsoft Active Directory

If Microsoft Active Directory is used as the source of information, you need:
1. Configure the event source.
2. Configure the UserID agent connector settings for AD monitoring.

To enable event auditing on an AD server, you must edit the Audit policies in default
Domain policy and Advanced policy configuration, as shown in the following
screenshots, using the gpedit.msc snap-in:
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To execute WMI queries, you must create a user with the appropriate privileges
using the procedure below.

0 Attention!
These settings are required to connect the agent via WMI using a limited-privilege

account.

1. Create a user account on the domain controller:

» Go to Start - Server manager - Tools - Active Directory — Users and
computers.

* In the appropriate organizational unit (OU), create a New user for UserID.
2. Configure group membership for the new user account:

* Right-click the new user account UserID and select Properties.
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Click the Group membership tab.

* Click Add » Advanced - Search.
* Select the following groups:

°© DCOM users

o Performance log users

° Remote desktop users

° Event log readers
e Click OK.

3. Assign Distributed Component Object Model (DCOM) permissions:

» Go to the Windows menu Start - Administrative Tools - Component
Services. The Component Services window will open.

* Expand Component Services - Computers -» My Computer.

* Right-click My Computer and select Properties. The Properties: My Computer
window will open.

» Go to the COM Security tab.

* In the Permissions area, click Change restrictions.

 Ensure that Local access and Remote access are selected for DCOM users.
e Click OK to save the settings.

* In the Properties: My Computer window, under Launch and activation
permissions, click Change restrictions.

* Ensure that Local launch, Remote launch, Local activation, and Remote
activation are selected for DCOM users.

* Click OK to save the settings, and then click OK again to close the Properties:
My Computer window.

* Select File » Exit to close the Component services window.
4. Configure WMI namespace security assignments:

e Go to Start = Run.
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Type wmimgmt.msc and click OK.
e Right-click WMI control (Local) and select Properties.
» Go to the Security tab.
* Click Security -+ Add - Advanced - Search.

* Select the new user account and click OK until you return to the Root Security
window.

* Click Advanced and select the added user account.
* Click Edit.
* In the Applies to: menu, select This namespace and subnamespace.

» Ensure that Execute methods, Enable account, Enable remotely, and Read
security are selected.

e Click OK until you return to the wmimgmt window.

* Select File » Exit to close the wmimgmt window.

o Attention!
Windows update KB5014692 may cause WMI access errors of the type: NTSTATUS:
NT_STATUS_ACCESS_DENIED.In this case, you can try adding the following information

to the Windows registry:

Path: HKEY LOCAL MACHINE\SOFTWARE\Microsoft\0le\AppCompat

Value Name: "RequireIntegrityActivationAuthenticationLevel"

Type: dword

Value Data: 0x00000000

When using AD servers as event sources, the UserlID agent performs WMI queries to
search for events related to successful logon (event ID 4624), Kerberos events
(events with numbers: 4768, 4769, 4770), and group membership events (event ID
4627).
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In the NGFW administrator web console, under Settings - Users and devices -
UserID agent connectors, click Add on the toolbar and select the type of connector
to create: Microsoft Active Directory. Specify the following parameters:

HacTtpoiika Microsoft AD koHHekTOpa Q

BkntoyeHo: V]

HassaHve: | | |

OnucaHue:

Apnpec cepBepa:

[MpoTokon: WMI v

Monb3oBaTtensb:

Maponb:

Mpodunb

MoxanyincTa, BbiGepuTe Npoduib ayTeHTUGUKaLmnm v
ayTeHTUhUKaLMK:

Bpems XXusHu
ayTeHTUdULMposaHHoro 2700
nonb3oBarens (cek.):

L2

» Enabled: enable/disable receiving logs from the source.

* Name: name of the source.

* Description: description of the source (optional).

* Server address: address of the Microsoft Active Directory server.
* Protocol: AD access protocol (WMI).

 User: username for connecting to AD.

* Password: user password for connecting to AD.

» Authentication profile: name of the previously created authentication profile
used to search for users found in AD logs.

» Authenticated user lifetime (sec.): the period of time after which the user's
session will be terminated, meaning information about them will be deleted
from the NGFW cache. The default value is 2700 seconds (45 minutes).
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Syslog
If the syslog sender is used as the information source, you must:
1. Configure the event source.

For the UserID agent syslog connector to function correctly, you must configure the
syslog data source server to send logs to the UserID agent address. For more
information, see the syslog sender documentation.

You can view and adjust the syslog server settings on NGFW in the UserID agent
general settings.

2. Allow collecting information from remote devices using the Syslog protocol.

In the access control settings for the zone in which the syslog sender is located,
enable the "UserlD syslog collector" service.

3. Configure the UserID agent connector settings for the syslog sender.

In the NGFW administrator web console, under Settings - Users and devices -
UserID agent connectors, click Add on the toolbar and select the connector type to
be created: Syslog sender. Specify the following parameters:

CeoiicTBa oTnpaeuTens syslog KoHHeKTopa

BkntouyeHo:

HasBaHue:

OnucaHue:

Appec cepBepa:

JloMeH No yMon4aHuio:

YacoBoi nosc: Moscow

Mpodunb MoxxanyncTa, Bbibepute npodunib
ayTeHTUhUKauum: ayTeHTUbUKaLmm

Bpems XnsHu
ayTeHTUduMUmMposanHoro 2700
nonb3oBaTens (cek.):

oo | o
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* Enabled: enable/disable receiving logs from the source.
* Name: name of the source.
* Description: description of the source (optional).

» Server address: the address of the host from which NGFW will receive events
via the syslog protocol.

* Default domain: the name of the domain used to search for users found in the
syslog logs.

» Time zone: the time zone set on the source. When using the UserlD agent for
AD/WEC, the syslog connector should always be set to UTC, regardless of the
time settings on the domain controller.

 Authentication profile: the authentication profile used to search for users
found in the syslog logs.

» Authenticated user lifetime (sec.): the period of time after which the user's
session will be terminated, meaning information about them will be deleted
from the NGFW cache. The default value is 2700 seconds (45 minutes).

On the Filters tab, you can select filters to search for the required log entries.
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Bbi6epute ¢punbtp

Hantu: |

Ha3seanue 1 Bnapeney

,J SSH Authentication
S] Unix PAM Authentication

S] UserGate WEC Agent

CtpaHuua 1 C

You can create and configure filters under Libraries - UserlID agent Syslog filters.
For more details, see UserlD agent Syslog filters.

RADIUS Accounting

(Available in software version 7.2.0 and higher).
If RADIUS accounting messages are the source of information, you must:
1. Configure the event source.

For the UserID agent connector to function correctly, you must configure the NAS
server to send RADIUS accounting messages to the UserlD agent address (UDP port
1813). For more information, see the NAS server documentation.

2. Allow RADIUS accounting requests from remote devices.

In the access control settings for the zones where the NAS servers are located,
enable the "Authentication agent" service.
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3. Configure the UserID agent connector settings for the RADIUS server.

In the NGFW administrator web console, under General settings - Users and
devices - UserlD agent connectors, click Add on the toolbar and select the
connector type to be created: RADIUS server. Specify the following parameters:

CeoiicTBa RADIUS-cepBepa KOHHEKTOpa Q

BKtOYEHO! vl

HasBaHue:

OnucaHue:

Bpemsi XusHu

ayTeHTUOULMPOBAHHOIO 2700 < cekyHa

nonb3oBaTens:

Mpodunb ayTeHTUHUKaLMK: MoxanyincTa, BbibepuTte Npohunb .
ayTeHTUbMKaLUmn

ATPUEYT AN UMEHU: 1

ATpuBYyT Ansa rpynn:

[OomeH no yMON4YaHuo:

CekpeTHblii kKog: — eeeees

» Enabled: enable/disable receiving logs from the source.
* Name: name of the source.
 Description: description of the source (optional).

» Authenticated user lifetime (sec.): the period of time after which the user's
session will be terminated, meaning information about them will be deleted
from the NGFW cache. The default value is 2700 seconds (45 minutes).

 Authentication profile: the authentication profile used to search for users
found in the RADIUS accounting logs.

* Name attribute the radius attribute type number containing the username.
Default value: 1.

e Attribute for group: the radius attribute type number containing the user's
group. By default, the group is not checked.
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Default domain: the name of the domain in which the user will be searched if

* the request does not explicitly specify the domain the user belongs to.

* Secret code: the pre-shared key used by the RADIUS protocol for
authentication.

The Addresses tab specifies the addresses of hosts (NAS servers) from which the
UserlD agent will receive RADIUS accounting events:

CeoiictBa RADIUS-cepBepa KOHHEKTOpa Q

2 ]

— Appec cepsepa

o [o6aeutb PepakTupoBatb Yaanutb

Appec cepepa

Lo | o

Configuring UserID Agent

General UserID agent settings are configured in General settings - Users and
devices - UserID agent properties. Click Edit on the toolbar.

8 Ipynnbi

2 nNonbasosatenu
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RADIUS (ce... ‘ TCP ‘ UubP
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The General tab configures the data polling intervals:

CeoiicTea areHTa UserlD Q
MHTepean onpoca WMI: 120 S cekyHa
MHTepBan onpoca Syslog: 60 S cekyHa
MHTepBan onpoca RADIUS: 120 S cekyHa

CoxpaH“Tb

» WMI polling interval: the period for polling Active Directory servers. The
default value is 120 seconds.

» Syslog polling interval: the database polling interval for user session start/end
events from syslog sources. The default value is 60 seconds.

* RADIUS polling interval: the database polling interval for user session start/end
events from RADIUS sources. The default value is 120 seconds. (The option is
available in software version 7.2.0 and higher).

The Syslog protocols tab configures the syslog server connection parameters:
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CeoiicTBa areHTa UserID (%
M|HPOTOKOIIN Syslogl Cnuckw Ignore server | Cnucku Ignore user

TCP

+/ BknoueHo

L2

MopT: 514

L2

MakcrumanbHoe KONnM4yecTBO Ceccuii: 200
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daiin ceptudumkara YL

dann ceptudukara:

ubP

v/ BknioueHo
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MopT: 514

For the TCP protocol:
» Enabled: enables/disables the TCP protocol for receiving syslog logs.
* Port: the port number used for collecting syslog events. The default port is 514.

* Max session number: the maximum number of devices connected
simultaneously for the purpose of sending messages.

 Secure connectio: enables/disables data stream encryption.
* CA certificate file: the CA certificate used to establish a secure connection.
* Certificate file: a certificate created by the user and signed by the CA.
For the UDP protocol:
 Enabled: enables/disables the UDP protocol for receiving syslog logs.
* Port: the port number used for collecting syslog events. The default port is 514.

The Ignore server lists tab specifies lists of IP addresses whose events will be
ignored by the UserID agent. Entries about ignored sources will appear in the UserID

log:
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CeoiicTBa areHTta UserlD

m MpoTokonbi Syslog |Cnuc|(u Ignore server| Cnuckm Ignore user

o No6aeuTb cnucok IP-agpecos j PepakTtupoBatb 0 Yaanutb

HaseaHue cnucka 4 Bnapgeney

Cos3paTtb U f06aBUTb HOBbIM 06BEKT

You can create the list in the Libraries - IP addresses or when configuring the
UserlD agent (the Create and add new object button). For more details about how to
create and configure IP address lists, see IP Addresses.

This setting is global and applies to all sources.

The Ignore user lists tab specifies the names of users whose events will be ignored
by the UserID agent. The search is based on the Common Name (CN) of the AD user:
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CeolicTBa areHTa UserlD Q
m MpoTokonbi Syslog ICnucKu Ignore userl

© Dobasuts PefakTupoBath € Ypanutb

Ha3sBaHue cnucka

CoxpaHuTb OTMmeHa

This setting is global and applies to all sources. A record about the ignored user
appears in the UserlD log.

Important! When specifying a name, you can use the asterisk (*), but only at the end
of a string.

O rote

When NGFW connects to the Log Analyzer, UserID agents configured on both devices
can operate simultaneously. The device agents will run independently of each other.
UserlD agent log events received by NGFW, as well as other log events, will be sent to

LogAn.

Logging

The UserlD agent periodically accesses configured data sources. Received events
are stored in a service database without any changes. The contents of this database
can be viewed in the following logs:

* Windows AD connector log;
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Syslog connector;

e RADIUS connector.

In the NGFW administrator web console, you can view them in the Logs and reports
- Logs = UserID agent section:

UserGate NGFW  [law6opa [IMarHocTvka u MOHUTOPUHE | XKypHarbl 1 OTY&TbI HacTpoikn | TocTesol nopTan

v [, XypHansi
v & AreHT UserlD
E XypHan Windows AD KOHHeKTOpa
E;’, Syslog KOHHeKTOp
El UserlD areHT co6biTusa ayTeHTuduKaumm Y3en Bpems 1 | o | Wcrtounuk sior... | Monb3oBatenb
@ RADIUS KoHHekTOp

UserID areHT co6biTus ayTeHTUdUKaLmum

05 Hos6 2024 1. Aeiicteue: Bce v Monb3sosatenu u rpynnbi: Bce WUcTounuk noroe: Bce v

The UserlD agent periodically accesses the service database and extracts the
username, SID, domain, IP address, and group lists from event records. The results of
processing event records are recorded in the "UserlID agent authentication events"
log. You can view it in the same section: Logs and reports - Logs - UserlID agent.

For a description of the data source and UserID agent logs, see the UserID Agent
article of the Logs and Reports section.

A description of the UserlD log export formats is provided in the Appendix, in the
Description of Log Formats section.

RADIUS Accounting

NGFW can transparently authenticate users who have already authenticated on an
external RADIUS server. NGFW does not communicate with the RADIUS server; it
only monitors the RADIUS accounting information redirected from the RADIUS
client. The RADIUS accounting information includes the username and IP address. To
configure this functionality, follow these steps:

Name Description

Step 1. Create a user in Create the desired local users in NGFW. See the section Users.
NGFW.

Step 2. Allow the In the Network = Zones section, select the zone containing the
Authorization agent service | interface to which RADIUS accounting information is to be sent.
in the desired zone. Allow the Authorization agent service.
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Name Description

Step 3. Set a password for In the NGFW console, go to the UserGate - General settings -

terminal server agents. Modules section, click the Configure button next to the Passwo
rd for terminal service agent entry, and set a password for
terminal service agent. This password will be used as the
RADIUS secret at the time of configuring the RADIUS server.

Step 4. Add the RADIUS In the Users and devices - Terminal servers section, add the
accounting source in the RADIUS accounting information source, specifying the host
NGFW web console. name and IP address.

Step 5. Configure RADIUS Configure the sending of RADIUS accounting information to

accounting. NGFW, specifying the NGFW IP address as the server address
and UDP 1813 as the port. Specify the terminal server agent
password set at Step 3 as the RADIUS secret.

The username should be sent in the RADIUS User-Name
attribute (type=1), user’s IP address in the RADIUS Framed-IP-
Address attribute (type=8), and RADIUS server IP address in the
RADIUS NAS_IP_Address (attribute type=4).

For more details on configuring a RADIUS server, see the
documentation for your RADIUS server and client.

Important! The RADIUS accounting information update period
should not exceed 120 seconds.

Configured that way, NGFW will map the username to the user’s IP address received
from the RADIUS accounting server. Depending on the information being
transmitted, NGFW will behave as follows:

Name Description

The RADIUS server sent a The Accounting-Request will be responded to with an
username that does not Accounting-Reject. The user data will not change.
exist in NGFW.

The RADIUS server sentan | The IP address sent from RADIUS will be assigned to this user.

existing username and The username will start appearing in logs for this IP address.
specified Acct-Status-Type | The system will start applying user rules to the traffic that uses
= Start or Interim-Update. this IP address. If this user already has an IP address different

from that sent from RADIUS, two and more IP addresses will be
assigned to the user.

If this IP address is already assigned to the user, nothing
happens.

If this IP address is assigned to another user, it will be removed
from that user and assigned to the user specified in the
request.

The RADIUS server sentan | The IP address sent from RADIUS will be removed from this
existing username and user. The username will stop appearing in logs for this IP
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Name Description

specified Acct-Status-Type address. The system will stop applying user rules to the traffic
= Stop. that uses this IP address.

Windows Authentication Agent

For Windows users within an Active Directory domain, there is one more
authentication method available: using a dedicated authentication agent. The agent
is a service that sends user information, including the username and IP address, to
the NGFW server. This allows NGFW to uniquely identify all network connections of
this user without having to use other authentication methods. To start working with
user identification using the authorization agent, follow these steps:

Name Description

Step 1. Allow the Authentic | Inthe Network = Zones section, allow the Authentication
ation agent service in the agent service for the zone where the users are located.
desired zone.

Step 2. Set a password for In the NGFW console, go to the UserGate - General settings =

terminal server agents. Modules section, click the Configure button next to the Passwo
rd for terminal server agent entry, and set a password for
terminal server agents.

Step 3. Install the Install the authentication agent on all computers that require
authentication agent. user identification.

The agent can be installed on user computers running
Windows 7/8/10/11. The minimum system requirements are
2GB RAM, CPU speed of at least 2GHz, and 200MB of free disk
space.

The authentication agent is supplied with an administrative
template for distribution via Active Directory policies. The
administrator can use this template to deploy a correctly
configured agent to a large number of user computers. Using
the administrative template, the administrator can specify the
IP address and port of UserGate NGFW as well as the password
set at the previous step. For more details on deploying software
using Active Directory policies, see the Microsoft
documentation.

You can also install the agent without using Group Policies. To
do this, you need to install the agent from the installer and
specify the necessary parameters for connecting to UserGate
NGFW in the following registry keys:

[HKEY_CURRENT_USER\Software\Policies\Entensys\Auth
Client]
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Name Description

"Server|p"=""
"ServerPort"="1813"
"SharedKey"=""

NGFW will now receive user information. You can use user names as shown in Active
Directory in your security policies; for that, you will need a configured LDAP
connector. Absent a configured connector, you can use the Known and Unknown
users.

o Note

The "ServerlP" destination address in the agent settings must match the address of the

interface to which the agent's requests are received.

The installed authentication agent sends information about all IP addresses assigned
to the device interfaces. In some scenarios, you may need to exclude certain IP
addresses from this information by specifying a network or range in the agent
settings.

You can exclude the authentication agent from sending certain addresses and/or
subnets using the ExcludelP parameter. The ExcludelP parameter can have the
following settings:

* [P addresses in the x.x.x.x format and/or subnet addresses in the x.x.x.x/n
format are specified separated by semicolons (for example, ExcludelP=x.x.x.x/
n; X.X.X.X).

e Spaces are allowed between addresses in the list, they are ignored (for
example, ExcludelP=x.x.x.x/n; X.X.X.X;y.y.y.y).

e If there are spelling errors in the addresses in the ling, they will be reflected in
the logs when the agent starts. Only correctly specified addresses will be used.
The number of used addresses from the list is written to the log when the
agent starts.

* If, as a result of filtering, all addresses are excluded from the distribution, then a
log entry is made (once) in the form: GetIPAddressList: IP list is blocked by
ExceptIP. If a non-empty distribution is later generated, a log entry is made in
the form: GetlIPAddressList: IP list is not blocked by ExceptIP anymore.
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The ExcludelP parameter can be enabled on the system in several ways:

» Added to the agent configuration file tsagent.cfg, which is created in the
section: \users\<username>..ApplicationData\Entensys. After making changes,
the authentication agent must be restarted. In this case, the parameter settings
will only apply to the user under whose account the file was created.

e Added as a string parameter to the Windows registry key
[HKEY_CURRENT_USER\Software\Policies\Entensys\Auth Client]. In this case,
the parameter settings will only apply to this user.

» Added as a string parameter to the Windows registry key
[HKEY_LOCAL_MACHINE\Software\Policies\Entensys\Auth Client]. In this case,
the parameter settings will apply to all users of this system.

The order of searching for ExcludelP parameter settings in the system is as follows:
first, the parameter is searched in the registry key
[HKEY_LOCAL_MACHINE\Software\Policies\Entensys\Auth Client], then in the
registry key [HKEY_CURRENT_USER\Software\Policies\Entensys\Auth Client], then in
the tsagent.cfg file.

Windows Proxy Agent

For Windows users, you can provide Internet access via an explicitly set proxy to
programs that do not support working through a proxy. Sometimes there is also a
need to provide Internet access to such programs when NGFW is not set as the
default Internet gateway for user computers. In these cases, you can use a proxy
agent that forwards all TCP requests not destined for local addresses to NGFW,
which functions as a proxy for them.

O Note

The proxy agent does not authorize the user with NGFW. Therefore, if authorization is
necessary, you will need to configure one of the user authorization methods, for

example, install the Windows authorization agent.

The proxy agent can be installed manually or using Active Directory policies.

The proxy client can be installed on user computers running Windows 7/8/10/11. The
minimum system requirements are 2GB RAM, CPU speed of at least 2GHz, and
200MB of free disk space.
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If you are not using policies for your installation, create a text file named
utmagent.cfg in the %ALLUSERSPROFILE%\Entensys\UTMAgent\ directory to
configure the agent. In the configuration file, specify these settings:

ServerName=10.25511
ServerHttpPort=8090
LocalNetwork=192.168.1.0/24; 192168.0.0/24; 192168.30.0/24;

where ServerName and ServerHttpPort are the IP address and port of the proxy
server in NGFW (the default port is 8090).

O Note

LocalNetwork is the list of networks that do not need to be forwarded to the proxy. (The

machine’s interface network is excluded from being forwarded to the proxy by default).

If a program installed on the computer sends a request to an address located in the
same subnet as the computer’s interface, that request will not be intercepted by the
proxy agent and not forwarded to the proxy address. In a similar fashion, if any
program installed on the computer sends a request to an address from the subnet
specified in the LocalNetwork parameter, that request will not be forwarded to the
proxy by the agent.

The proxy agent service listens to the local 8080 port.

After creating or modifying the configuration file, make sure to restart the proxy
agent service.

For installation via GPO, the authorization agent is supplied with an administrative
template for distribution via Active Directory policies. The administrator can use this
template to deploy a correctly configured agent to a large number of user
computers. For more details on deploying software using Active Directory policies,
see the Microsoft documentation.

All settings required for the proxy agent to work correctly are made during Group
Policy configuration. During the installation, the settings are written to the registry of
the user computer and have priority over the .cfg file. When the agent is uninstalled
using Group Policy, the registry values are not removed and remain in this registry
node:

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Entensys\UTMAgent
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Guest User Management
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NGFW allows the creation of guest user lists. This capability can be useful for hotels,
public Wi-Fi hotspots, and Internet access points where users need to be identified
and given access for a limited time.

Guest users can be created in advance by the system administrator or users can be
allowed to self-register in the system with SMS or email verification.

To create a guest user list as an administrator, follow these steps:

Name Description

Step 1. (Optional) Create a

e ¢ In the Administrators section, click Add and create an
guest user administrator.

administrator profile with read and write permissions set
for Guest portal in the Web console permissions tab.
This profile grants access to the guest user management
console.

« Create an administrator account and assign the created
role to it.

For more details on creating NGFW administrators, see the
relevant section of this Guide.

Step 2. Create a group to In the NGFW console, go to the Groups section, click Add, and
which guest users will be create a group with the Group for guest users checkbox set.
added as members. This For more details on creating user groups, see the relevant

group is needed to facilitate | section of this Guide.
access policy management
for guest users.

Step 3. Connect to the In the browser, go to URL https://IP_NGFW:8001/ta. Use the
Guest portal management login and password for the device administrator or guest user
console. administrator created at Step 1.

Step 4. Create a user list. In the console, click Add and fill in these fields:

« Number of users to create
e Comment

 Expiration date and time: the date and time when the
guest account will be disabled

206


https://ip_usergate:8001/ta

Version 7.x. from 2026/02/20

Name Description

« Password length: the password length for the user being
created

« Password complexity: the password complexity level for
the user being created, The available options are:
e Numeric
* Alphanumeric
* Alphanumeric+special
e Guest user TTL: the length of time from the guest user’s
first login after which their user account will be disabled

» Group: the group created at Step 2 to which the created
guest users will be added.

The list of users thus created can be viewed in the Users list section of the guest

user management console.

To enable user self-registration in the system, follow these steps:

Name Description

Step 1. Create an SMPP
notification profile (for SMS
verification) or SMTP
notification profile (for
email verification).

Step 2. Create a group to
which guest users will be
added as members. This
group is needed to facilitate
access policy management
for guest users.

Step 3. Create a captive
profile configured to use
the notification profile for
sending information about
the created account.

Step 4. Create a captive
portal rule that will use the
captive profile created at
the previous step.

In the Libraries = Notification profiles section, click Add and
create an SMPP or SMTP notification profile. For more details
on creating notification profiles, see the Notification Profiles
section.

In the NGFW console, go to the Groups section, click Add, and
create a group with the Group for guest users checkbox set.
For more details on creating user groups, see the relevant
section of this Guide.

In the Users and devices = Captive profiles subsection, create
a profile and configure it to use the notification profile created
earlier. As the auth page template, specify Captive portal: email
auth or Captive portal: SMS auth, depending on the chosen
notification method. Configure the notification message, guest
user group, and guest user expiration time. For more details on
creating notification profiles, see the Notification Profiles
section.

In the Users and devices - Captive portal section, create a rule
that will use the captive profile created earlier. For more details
on creating captive portal rules, see the Captive Portal
Configuration section.
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UserGate Client Endpoints

An endpoint means a user computer with UserGate Client software installed.

The UserGate Client (UGC) software is a component of the UserGate SUMMA
ecosystem, which allows the administrator to centrally manage a fleet of managed
devices. Installing UGC on users' computers allows the administrator obtain device
state information from them, such as CPU load, critical events that occurred on
specific devices, logs for various services, logs and notifications from antimalware
products, and more. The scope of information obtainable from the UGC managed
devices will be constantly expanded.

With UserGate Client software, the administrator can flexibly configure security
policies using firewall rules that allow filtering traffic based on source/destination
addresses, users, services, URL lists and categories, applications, and content types.

The telemetry information, OS logs and other endpoint security data is sent to the
LogAn/SIEM event analytics system and can be used to implement automated
response to security threats.

UserGate Client is developed for Windows and Linux.
To get more details on the client for Linux, see the section UserGate Client for Linux.

This article is dedicated to UserGate Client for Windows. The software can be
installed on user computers running Windows 7/8/10/11. The minimum system
requirements are 2GB RAM, CPU speed of at least 2GHz, and 200MB of free disk
space. In the future, it is planned to expand the list of platforms for which the
UserGate Client software is available.

UserGate Client + NGFW

Endpoint devices communicate with NGFW via port 4045 using the HTTPS protocol.
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An endpoint device is registered after establishing a VPN connection to NGFW. At
the first connection, the endpoint device checks the validity of the SSL connection
certificate specified in NGFW, remembers this certificate, and uses it for subsequent
verification.

O Note

If the certificate was changed, you need to distribute the root CA certificate to the
connected endpoints. The certificate must be installed into the local machine’s Trusted

Root Certification Authorities certificate store.

After the registration, each new endpoint is assigned a unique ID that is stored in the
NGFW's database. The activity timeout for endpoints is 2 minutes, meaning that if
NGFW receives no data from a device for 2 minutes, the device is considered
inactive. After three inactivity periods have elapsed, the entry for the endpoint is
deleted from the database. On a reconnection, the device will be registered. If the
endpoint reconnects before this time elapses, its entry will be updated.

After connecting to a different VPN server, the endpoint will be registered on the
new NGFW.

HIP Checking by NGFW

Compliance checks are carried out according to the following scheme:
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UserGate NGFW

The endpoint sends the following data to the NGFW:
e the user information;
* the system data (version, edition, netbios name);
e the list of running processes;

e the list of running services;
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the list of installed software (name, vendor, version);
* the registry keys used in HIP objects;
e the list of system updates;
e the startup items;
* the information about system security (antimalware, firewall, BitLocker, etc.);

e the information about system restore points.

The data received from the endpoint is decrypted and forwarded for subsequent
comparison with HIP profiles. The result is passed along for use in firewall rules. If the
endpoint matches all conditions of a firewall rule, that rule becomes active for the
device.

o Note

If the endpoint OS sends incorrect duplicate information about the same antivirus
software installed with different statuses (one with the status enabled, the other with
the status disabled), then the worst case (antivirus disabled) is taken into account when
checking HIP. The antivirus software database update status is checked only for the

enabled antivirus.

Registering Endpoint with NGFW

The endpoint registers with NGFW automatically after connecting to the VPN server
whose data are entered on the first screen of the application GUI. UserGate Client’s
built-in VPN client uses the following settings to establish a VPN connection:

* IKE mode (when IKEVT is used): main
e Dead Peer Detection (DPD): On idle mode.

* Diffie-Hellman groups: Group 2 (Prime 1024), Group 14 (Prime 2048), Group 16
(Prime 4096)

» Authentication and encryption algorithm pairs (phases 1 and 2): SHA1/AES128,
SHA256/AES128, SHA384/AES128, SHAT/AES256, SHA256/AES256, SHA384/
AES256, SHA1/3DES, SHA256/3DES, SHA384/3DES;

* Key lifesize (phase 2): unlimited.
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O Note

If the endpoint is connected to UGMC, it will not re-register with NGFW after

establishing a VPN connection.

o Note

A license is required to work with UserGate Client endpoints. If the appropriate license
is not available, the endpoint will not register with the NGFW; Only the VPN connection
will be established.

O Note

In idle mode, the neighbor's reachability check is activated when there is no IPsec traffic
in the tunnel. The default setting is that DPD will be executed every 15 seconds, 5 times.
After a total of one and a half minutes without DPD responses, the second party will be

considered unreachable and the connection will be terminated.

To connect the endpoint:

Name Description

Step 1. Allow connection of | Inthe zone used for VPN connections, allow the Connecting
endpoints in the zone. endpoints service.

Step 2. Specify information | In the UserGate - Settings section, specify the certificate and

to establish an SSL profile to establish an SSL connection. When connecting, the
connection between the endpoint will check the validity of the certificate. If you change
endpoint and NGFW. the certificate on the NGFW and there are already connected

endpoints, you must distribute the root certificate of the

certification authority (Root CA). The certificate must be placed

in the local computer store Trusted Root Certification
Authorities.

TCP port 4045 is used for interaction between the endpoint
and NGFW.

Step 3. Configure NGFW as | Configure VPN on NGFW to which the enpoint will connect.

a VPN server. Once the VPN connection is established, the endpoint will
register automatically. Security policies configured on NGFW
will also be applied to the endpoints.

Important! To check compliance, the endpoint will send
telemetry to NGFW every 1 minute.

The endpoint will attempt to register each time it connects to a new VPN server.
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O Note

The VPN client built into the UserGate Client software allows connection only to servers
configured for UserGate NGFW.

o Note

To connect via IKEv2, do not fill in the Passphrase field. When a connection is
established, the application will make a request to the VPN server and, if it is configured
correctly, will automatically determine the connection method (by certificate or login/

password).

UserlID agent for AD/WEC

The UserlD agent for the AD/WEC is installed on the domain controller (AD) or the
WEC (Windows Event Collector) server. The agent reads the user authentication
information from the Windows security logs and transmits it to the UserlD collector
on the UserGate device in the syslog format.
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Main Properties

The main UserID agent properties for the AD/WEC:
* Operation as a service.

e Configuring the working parameters in the configuration file.

212



Version 7.x. from 2026/02/20
Logging the data in the file and its rotation (with the ability to turn on/off the
* debug mode).

» Reading the logs and sending the user data to the UserID collector via syslog.

Settings

The parameters for the configuration file:

» EventFileNames: the log file names to be read, comma separated. Default
value: Security.

» MaxLogSize: maximum size of the log file, MB. The default value: 10.

» ServerAddress: addresses and ports for the servers. Example:
serverl:portl,server2:port2.

» EventlDs: numbers of the events to be forwarded. For example, 4624,4634 (IDs
for the login and logout events).

» Debuglogs: turning the debug mode on/off. O: log the main events, 1: perform
the extended logging. The default value is 1.

Configuration file syntax:
» The parameters are comma separated.

» The lines starting with *;", "#" and "[" symbols are ignored, spaces around the
commas are ignored as well.

Configuration example:

ServerAddress=192.168.30.254:514
MaxLogSize=10

EventIDs=4634, 4624
EventFileNames=Security
DebuglLogs=1

Installation

To install the agent, copy useridagent.exe file in any folder on the server and save
the configuration file useridagent.cfg in the same folder.

Installing the service for running in the background mode under the system account:

213



Version 7.x. from 2026/02/20

useridagent.exe /installservice

Starting the service:

net start UserIDAgent

Stopping the service:

net stop UserIDAgent

Removing the service:

useridagent.exe /uninstallservice

Logging

The agent will log the event information in the text file. The maximum size of the file
is determined by the MaxLogSize configuration parameter. The log file will be
created in the same folder where the executable file is located. When the size of the
log file exceeds the maximum size, the active log file is renamed to *.bak file, and the
previous *.bak file is removed. The active log file will be recorded from the beginning.
If you need to store all the service operation logs, you must use external means to
copy and store the logs in another directory.

NETWORK POLICIES

General Information

The Network policies section combines the settings for the main traffic management
mechanisms of UserGate NGFW.

In this section, the administrator can:

 Control traffic flow using firewall rules. In filtering conditions, rules can use
source and destination zones and addresses, users, user groups, and services.
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Allow firewall rules can trigger further traffic inspection using application
profiles or an intrusion detection system (IDS).

e Perform IP address and port translation of network packets using NAT and
routing rules to solve problems related to protecting the structure of a
company's internal network, publishing internal resources on the Internet, and
connecting networks.

 Perform tasks to distribute incoming traffic to published resources using load
balancing rules.

e Control bandwidth usage by specific users, nodes, services, and applications
using bandwidth management rules.

Rule triggering events are recorded in the traffic log (Logs and reports - Traffic) if
the logging option is enabled in the rule properties.
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Using firewall rules, the administrator can allow or deny any type of transit network
traffic that passes through UserGate NGFW. Source/destination zones or IP
addresses, users, groups, services can all be used as conditions for the rules.

Firewall rule trigger events are displayed in the traffic log (Logs and reports -
Traffic) when Logging is enabled in the rule settings.
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o Note

The rules are applied top to bottom in their listing order. Only the first rule in which all

conditions are matched is applied. This means that more specific rules must be placed
higher in the list than more general ones. To change the order in which the rules will be
applied, use the Up/Down and Top/Bottom buttons or drag and drop the rules with the

mouse.

o Note

The Negate checkbox changes the condition to the opposite, which corresponds to a

Boolean NOT (negation).

O Note

If there are no rules created, all transit traffic via NGFW is blocked.

IDPS profiles and/or application profiles (L7) that contain certain signature sets can
be added to firewall's allow rules. Once traffic hits the first allow rule of the firewall,
the data flow begins to be analyzed by the signatures of the IDPS and/or L7 profiles.
When these signatures are triggered, the action configured in the rule is applied to
the traffic, and the corresponding entry is made in the logs (Traffic for applications
and IDPS for the IDPS), if the Logging option was enabled in the profiles.

For a rule to be triggered, all conditions specified in the rule’s settings must match.

To create a firewall rule, go to the Network policies - Firewall section, click Add, and
provide the desired settings:

Name Description

Enabled Enables or disables the rule.
Name The name of the rule.
Tags Optional tags for marking the rule. For more details, see the Tag

s section of the Administrator Guide. This option is available
starting from software version 7.3.0 and up.

Description A description of the rule.

Action Deny: blocks the traffic.

Allow: allows the traffic.
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Name Description

Applications Profile

IDPS profile

Reject with

Scenario

Logging

An application profile created earlier in the Libraries -
Applications profiles section.

An applications profile contains a set of relevant application
signatures intended for use in firewall rules for traffic analysis at
Layer 7 of the OSI model.

For more details on creating and configuring applications
profiles, see the section Applications Profiles.

Important! An applications profile is an additional setting that
activates traffic analysis at Layer 7 of the OSI model. It can only
be used in firewall rules that allow traffic.

An IDPS profile created earlier in the Libraries = IDPS profiles
section.

An IDPS profile is a set of relevant signatures used for detecting
intrusions and protecting certain services.

For more details on creating and configuring IDPS profiles, see
the IDPS Profiles section.

Important! An IDPS profile is an additional setting that activates
an IDPS rule. It can only be used in firewall rules that allow
traffic.

This parameter is available in rules that block traffic (with the D
eny action selected). It can take one of the following values:

« Not selected.

¢ Send ICMP host unreachable: block the traffic and send
an ICMP message.

¢ Send TCP reset: block the traffic and send a TCP
connection reset message.

Important! To select the Send TCP reset action, a service
that uses the TCP protocol (the Service tab) must be
selected.

» Send TCP reset to both parties: block the traffic and
send a TCP connection reset message to the client and
server.

The scenario that must be active for the rule to be triggered.
For more details on how scenarios work, see the Scenarios
section.

Important! A scenario is an additional condition. If the scenario
was not triggered (one or more scenario triggers did not occur),
the rule will not be triggered.
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Name Description

218

Source

Users

Destination

Logs traffic information when the rule is triggered. The available
options are:

« Log session start: only the session start (first packet) will
be recorded in the traffic log. This is the recommended
logging option.

« Log all network packets: every transmitted network

packet will be logged. For this mode, it is recommended
to enable the logging limit to prevent high device load.

« No. Nothing will be logged.

The zone, IP address lists, Geo-IP address lists, or URL lists of
the traffic source.

The URL list must include only domain names.

Important! Lines with the *' symbol in such lists do not work
(they are ignored).

Every 5 minutes NGFW resolves domain names into IP
addresses and stores the result in the internal cache for the
DNS record’s time-to-live (TTL). When the TTL expires, NGFW
automatically updates the IP address value.

Important! The traffic processing logic is as follows:

e The conditions are combined using Boolean OR, if
several IP address and/or domain lists are specified.

e The conditions are combined using Boolean AND, if
GeolPs and IP address and/or domain lists are specified.

The list of users or groups to which this rule is applied. The Any,
<0>Unknown, and <0>Known user types can be used. To apply
rules to specific users or Known users, user identification
needs to be configured. For more details on user identification,
see the Users and Devices chapter.

The zone, IP address lists, Geo-IP address lists, or URL lists of
the traffic destination.

The URL list must include only domain names.

Important! Lines with the *' symbol in such lists do not work
(they are ignored).

Every 5 minutes NGFW resolves domain names into IP
addresses and stores the result in the internal cache for the
DNS record’s time-to-live (TTL). When the TTL expires, NGFW
automatically updates the IP address value.

Important! The traffic processing logic is as follows:

e The conditions are combined using Boolean OR, if
several IP address and/or domain lists are specified.
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Name Description

e The conditions are combined using Boolean AND, if
GeolPs and IP address and/or domain lists are specified.

Service The service type, such as HTTP or HTTPS.
Time The time periods when the rule is active.
HIP profiles HIP profiles created in the Libraries = HIP profiles section.

An HIP profile is a set of HIP objects used to check if the device
meets the security (compliance) requirements.

For more details on creating and configuring HIP profiles, see
the HIP Profiles section.

Important! If the HIP profile is disabled, it will be marked in gray,
and the firewall rule continues to work without the compliance
check.

Usage The trigger statistics for the rule: the total trigger count, the
time of the first and last trigger, and triggers by application.

To reset the trigger count, select the rules in the list and click Re
set hit counts.

History The time the rule was created and last changed as well as the
related event log entries, such as rule added, rule updated, rule
list position changed etc.

Advanced search in the Network Policies = Firewall section is available for the
following parameters.

Name Description

enabled Search for enabled or disabled rules. Available values:

o true: to display all enabled rules.

« false: to display all disabled rules.

pos Search by rule position in the list (1, 2, etc.).

log Search for a rule by whether the logging function is enabled/
disabled. Available values:

« true or enabled: display rules that have the logging
feature enabled (log session start or log all network
packets).

« false or disabled: display rules that have logging disabled.
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Name Description

name

action

applicationProfile

ipsProfile

zoneSource

ipSource

ipSourceName

countrySource

portSource

zoneDest

ipDest

ipDestName
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« all: displays rules that are configured to log all network
packets.

« start: displays rules that are configured to log the start of
a session.

Search for rules by name.

Search for rules by action configured in firewall rules:

¢ Allow: allows the traffic.

» Deny: blocks the traffic.

Search for firewall rules based on the application profile
specified during setup. The search is performed according to
rules with the Allow action.

Search for firewall rules based on the IDPS profile specified
during setup. The search is performed according to rules with
the Allow action.

Search for rules by traffic source zone (e.g. Trusted).

Search for rules by traffic source IP address. The address must
be included in the list of IP addresses created in the Libraries -
IP Addresses section or in the rule properties.

Search for rules by the name of the traffic source IP list.

Search for rules by the name of the traffic source country
(Germany, Austria, etc.). The source country can be added in
the rule properties in the Source tab (Add Geoip).

For example, the search query countrySource = germany will
display a list of rules in which the source country is specified as
Germany or Geo IP is not specified (i.e. any Geo IP).

Search for rules by traffic source port. The ports used by
services can be configured in the Libraries = Services section.

Search for rules by traffic destination zone (e.g. Untrusted).

Find firewall rules by destination IP address. The address must
be included in the list of IP addresses created in the Libraries -
IP Addresses section or in the rule properties.

Search for rules by the name of the traffic destination IP list.
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Name Description

countryDest Search for rules by the name of the traffic destination country
(Germany, Austria, etc.). The destination country can be added
in the rule properties in the Destination tab (Add Geoip).

For example, the search query countryDest = germany will
display a list of rules in which the destination country is
specified as Germany or Geo IP is not specified (i.e. any Geo IP).

portDest Search for rules by traffic destination port. The ports used by
services can be configured in the Libraries - Services section.

user Search for rules by the users they apply to. The rule can be
applied to the following types of users:

« Unknown: users not identified by the system.

« Known: users identified by the system using
authorization servers.

o Any: any user (Known or Unknown).

« Specific user: a specific user identified in the system.
Users can be created locally (local users) or obtained
from external directories (for example, Microsoft Active
Directory). When searching for exact match (operators =
or =) of the login/username, the search will also be
performed by user groups.

userld Search for rules by user ID; rules that specify user groups will
also be displayed.

group Search by user groups for which a firewall rule has been
applied. User groups can be created locally or obtained from
external directories (for example, Microsoft Active Directory).

groupld Search for a rule by user group ID.
service Search for a rule based on the specified service type (e.g. HTTP
or HTTPS).
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Name Description

active Search for rules that are currently active/inactive (at the time of
executing the search query):

« true: displays rules for which the current time falls within
the specified activity intervals.

« false: displays rules for which the current time does not
fall within the specified activity intervals.

The rule's running time can be set in the properties on the Time
tab. For this purpose, you can use calendars, which can be
created and configured in the Libraries - Calendars section or
in the rule properties.

scenario Search for rules by the name of the scenario that must be
active for the rule to trigger (adding and configuring scenarios
is available in the Security policies - Scenarios section).

description Search for rules by rule description.

o Note

The search query does not apply to the Default block rule. That is, even if the search for

rules occurs by the request action = allow, the Default block rule, configured to block

traffic, will be displayed at the end of the list.
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In the NAT and routingsection, the administrator can create NAT, DNAT, port
forwarding, policy-based routing, and network mapping rules. UserGate NGFW
supports NAT/DNAT for complex protocols that can use dynamic ports. FTP, PPTP,
SIP, and H323 protocols are supported.

Rule triggering events are displayed in the traffic log (Logs and reports = Traffic log)
if the logging option is enabled in the rule.

o Note

Geo IP cannot be used as the traffic source address of in NAT rules and as the

destination address of traffic in NAT, DNAT, and port forwarding rules.

NAT Rules

Generally, enabling Internet access for the users requires creating at least one NAT
rule from the Trusted to the Untrusted zone.

O Note

The rules are applied top to bottom in their listing order. Only the first rule in which all
conditions are matched is applied. This means that more specific rules must be placed
higher in the list than more general ones. To change the order in which the rules will be

applied, use the Up/Down and Top/Bottom buttons or drag and drop the rules with the

mouse.

O Note

The Negate checkbox changes the condition to the opposite, which corresponds to a
Boolean NOT (negation).

To create a NAT rule, go to Network policies - NAT and routing, click Add, and
specify the following parameters:

Name Description

Enabled Enables or disables a rule.

Name The name of the rule.
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Name Description

Tags

Description

Type

SNAT IP address (external
IP)

Logging

Place to

Source

224

Optional tags for marking the rule. For more details, use the Tag
s section of the Administrator Guide. This option is available
starting from software version 7.3.0 and up.

A description of the rule.
Rule type. Select NAT.

Explicitly sets the IP address with which the source address will
be replaced. This makes sense if there are multiple IP
addresses assigned to the destination zone's interfaces. If left
empty, the system will use an arbitrary address from the list of
available IP addresses assigned to the destination zone’s
interfaces.

You can specify a range of IP addresses. For example,
192.1681010-192.168.10.20. In this case, NGFW will use all
addresses from the range for Source NAT.

It is recommended to specify a SNAT IP explicitly to improve
firewall performance.

Log traffic information if the rule is triggered.

The available options are:

» Log session start: only the session start (first packet) will
be recorded in the traffic log. This is the recommended
logging option.

« No. Nothing will be logged.

Selecting the location of the rule in the general list of rules.

Zone, |IP address lists, traffic source URL lists, traffic source
MAC addresses.

The URL list must include only domain names.

Important! Lines with the *' symbol in such lists do not work
(they are ignored).

Every 5 minutes NGFW resolves domain names into IP
addresses and stores the result in the internal cache for the
DNS record’s time-to-live (TTL). When the TTL expires, NGFW
automatically updates the IP address value.

Important! The Negate checkbox does not affect rule
processing, when MAC addresses are used.

Traffic is processed according to the following logic: conditions
are combined by OR if several lists of IP addresses and/or
domains are specified.



Version 7.x. from 2026/02/20

Name Description

Users Available starting from the software version 7.3.0.

The list of users or groups to which this rule is applied. The Any,
Unknown, and <0>Known user types can be used. To apply
rules to specific users or Known users, user identification
needs to be configured. For more details on user identification,
see the Users and Devices section.

Allows you to create NAT+SNAT rules for users based on group
membership. For example, different user groups within a
company or different departments access the Internet from
different IP addresses for reporting and monitoring purposes.

Destination The zone, IP address lists, or destination URL lists of the traffic.
The URL list must include only domain names.

Important! Lines with the *' symbol in such lists do not work
(they are ignored).

Every 5 minutes NGFW resolves domain names into IP
addresses and stores the result in the internal cache for the
DNS record’s time-to-live (TTL). When the TTL expires, NGFW
automatically updates the IP address value.

Traffic is processed according to the following logic: conditions
are combined by OR if several lists of IP addresses and/or
domains are specified.

Service The service type, such as HTTP, HTTPS or other.

Usage The trigger statistics for the rule: the total trigger count and the
time of the first and last trigger.

To reset the trigger count, select the rules in the list and click Re
set hit counts.

History The time the rule was created and last changed as well as the
related event log entries, such as rule added, rule updated, rule
list position changed etc.

O Note

It is recommended to create general NAT rules, such as NAT from the local network
(normally the Trusted zone) to the Internet (normally the Untrusted zone), and access

restrictions by user, service, and application using firewall rules.

225



Version 7.x. from 2026/02/20

DNAT Rules

DNAT rules are normally used to publish internal network resources to the Internet.
For publishing HTTP/HTTPS servers, reverse proxy rules are the recommended
publishing method. For more details on publishing resources using reverse proxy
rules, see the HTTP/HTTPS Resource Publishing Using Reverse Proxy section. To
publish servers that use protocols other than HTTP/HTTPS, use DNAT publishing.

o Note

The rules are applied top to bottom in their listing order. Only the first rule in which all
conditions are matched is applied. This means that more specific rules must be placed
higher in the list than more general ones. To change the order in which the rules will be

applied, use the Up/Down and Top/Bottom buttons or drag and drop the rules with the

mouse.

o Note

The Negate checkbox changes the condition to the opposite, which corresponds to a
Boolean NOT (negation).

To create a DNAT rule, go to Network policies - NAT and routing, click Add, and
specify the following parameters:

Name Description

Enabled Enables or disables a rule.
Name The name of the rule.
Tags Optional tags for marking the rule. For more details, use the Tag

s section of the Administrator Guide. This option is available
starting from software version 7.3.0 and up.

Description A description of the rule.

Type Rule type. Select DNAT.

SNAT IP address (external Explicitly specifies the IP address that will replace the source
IP) address. If the SNAT IP is not specified, the source address will

be replaced with the address of the NGFW interface from
which the packet was sent.

You can specify a range of IP addresses. For example,
19216810.10-192.168.10.20.
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Name Description

Logging

Source

Destination

Service

DNAT target IP (published
server IP)

Important! To have the source address replaced with the
specified address, the Enable SNAT checkbox must be set on
the DNAT tab.

Log traffic information if the rule is triggered.

The available options are:

o Log session start: only the session start (first packet) will
be recorded in the traffic log. This is the recommended
logging option.

« No. Nothing will be logged.

Zone, |IP address lists, traffic source URL lists, Geo IP addresses,
traffic source MAC addresses.

The URL list must include only domain names.

Important! Lines with the *' symbol in such lists do not work
(they are ignored).

Every 5 minutes NGFW resolves domain names into IP
addresses and stores the result in the internal cache for the
DNS record’s time-to-live (TTL). When the TTL expires, NGFW
automatically updates the IP address value.

Important! The Negate checkbox does not affect rule
processing, when MAC addresses are used.

The traffic processing logic is as follows:

e The conditions are combined using Boolean OR, if
several IP address and/or domain lists are specified.

e The conditions are combined using Boolean AND, if
GeolPs and IP address and/or domain lists are specified.

|IP address lists (external NGFW |IP addresses accessible from
the Internet, where external clients' traffic is addressed), lists of
traffic destination URLs.

Traffic is processed according to the following logic: conditions
are combined by OR if several lists of IP addresses and/or
domains are specified.

The type of service to publish, such as HTTP.
If not specified, all services will be published.

Important! The following ports cannot be used for service
publishing because they are already used by internal NGFW
services: 2200, 8001, 4369, 9000-9100.

The IP address of a computer in the local network that is being
published to the Internet.
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Name Description

Enable SNAT (change If enabled, NGFW will replace the source address in the packets
source IP to UserGate IP) from the external network with its own IP address.
Usage The trigger statistics for the rule: the total trigger count and the

time of the first and last trigger.

To reset the trigger count, select the rules in the list and click Re
set hit counts.

History The time the rule was created and last changed as well as the
related event log entries, such as rule added, rule updated, rule
list position changed etc.

0 Note

When using multiple DNAT rules with SNAT that differ only in their destination address
conditions, SNAT will only be applied to the first DNAT rule. This is because a packet
matched by any of these rules will remain unchanged at the network and transport
layers of the OSI model after the destination IP address changes. With identical DNAT
IPs, it is necessary to have unique conditions in the DNAT rules in zones/services/source
addresses.

o Note

DNAT/port forwarding traffic is not handled by the default firewall rules (Default block).

For more details, see the UserGate NGFW 7 Packet flow section.

Port Forwarding Rules

Port forwarding rules work similarly to DNAT rules, except that they allow you to
change the port number on which an internal service is published. To create a port
forwarding rule, go to Network policies - NAT and routing, click Add, and specify
the following parameters.

0 Note

The rules are applied top to bottom in their listing order. Only the first rule in which all
conditions are matched is applied. This means that more specific rules must be placed
higher in the list than more general ones. To change the order in which the rules will be

applied, use the Up/Down and Top/Bottom buttons or drag and drop the rules with the

mouse.
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o Note

The Negate checkbox changes the condition to the opposite, which corresponds to a

Boolean NOT (negation).

Name Description

Enabled
Name

Tags

Description

Type

Logging

Source

Destination

Enables or disables a rule.
The name of the rule.

Optional tags for marking the rule. For more details, use the Tag
s section of the Administrator Guide. This option is available
starting from software version 7.3.0.

A description of the rule.
Rule type. Select port forwarding.

Log traffic information if the rule is triggered.

The available options are:

« Log session start: only the session start (first packet) will
be recorded in the traffic log. This is the recommended
logging option.

* No. Nothing will be logged.

Zone, |IP address lists, traffic source URL lists, Geo IP, traffic
source MAC addresses.

The URL list must include only domain names.

Important! Lines with the *' symbol in such lists do not work
(they are ignored).

Every 5 minutes NGFW resolves domain names into IP
addresses and stores the result in the internal cache for the
DNS record’s time-to-live (TTL). When the TTL expires, NGFW
automatically updates the IP address value.

Important! The Negate checkbox does not affect rule
processing, when MAC addresses are used.

The traffic processing logic is as follows:

e The conditions are combined using Boolean OR, if
several IP address and/or domain lists are specified.

» The conditions are combined using Boolean AND, if
GeolPs and IP address and/or domain lists are specified.

IP address lists, traffic destination URL lists.
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Name Description

Port forwarding

DNAT target IP (published
server IP)

Enable SNAT (change
source IP to UserGate IP)

Usage

History

The URL list must include only domain names.

Important! Lines with the *' symbol in such lists do not work
(they are ignored).

Every 5 minutes NGFW resolves domain names into IP
addresses and stores the result in the internal cache for the
DNS record’s time-to-live (TTL). When the TTL expires, NGFW
automatically updates the IP address value.

The traffic processing logic is as follows:

» The conditions are combined using Boolean OR, if
several IP address and/or domain lists are specified.

Port overrides for published services:

e Original destination port: the TCP/UDP port number to
which users send requests; the following ports cannot be
used for redirection because they are already in use by
internal NGFW services: 2200, 8001, 4369, 9000-9100;

» New destination port: the TCP/UDP port number of the
internal server being published to which user requests
will be forwarded.

The IP address of a computer in the local network that is being
published to the Internet.

If enabled, NGFW will replace the source address in the packets
from the external network with its own IP address.

The trigger statistics for the rule: the total trigger count and the
time of the first and last trigger.

To reset the trigger count, select the rules in the list and click Re
set hit counts.

The time the rule was created and last changed as well as the
related event log entries, such as rule added, rule updated, rule
list position changed etc.

O Note

DNAT/port forwarding traffic is not handled by the default firewall rules (Default block).

For more details, see the UserGate NGFW 7 Packet flow section.
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Policy-Based Routing

Policy-based routing (PBR) rules are used to define a specific route to the Internet
for the selected hosts and/or services. For example, an organization that uses two
Internet providers may need to route all HTTP traffic via provider 1 and all the rest
via provider 2. To do that, it would set the Internet gateway of provider 2 as the
default gateway and configure a policy-based routing rule for HTTPS traffic via the
gateway of provider 1.

O Note

PBR rules do not replace NAT rules or affect how they work. For network address

translation, place a corresponding NAT rule after a PBR rule.

0 Note

The rules are applied top to bottom in their listing order. Only the first rule in which all

conditions are matched is applied. This means that more specific rules must be placed
higher in the list than more general ones. To change the order in which the rules will be
applied, use the Up/Down and Top/Bottom buttons or drag and drop the rules with the

mouse.

o Note

The Negate checkbox changes the condition to the opposite, which corresponds to a
Boolean NOT (negation).

To create a policy-based routing rule, go to Network policies - NAT and routing,
click Add, and specify the following parameters.

Name Description

Enabled Enables or disables a rule.
Name The name of the rule.
Tags Optional tags for marking the rule. For more details, use the Tag

s section of the Administrator Guide. This option is available
starting from software version 7.3.0.

Description A description of the rule.
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Name Description

Type

Gateway

Scenario

Logging

Source

Users
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Rule type. Select policy-based routing.

Select one of the existing gateways. You can add a gateway in
the Network - Gateways section.

Important! The selected gateway may belong to a specific
virtual router.

The scenario that must be active for the rule to be triggered.
For more details on how scenarios work, see the Scenarios
section.

Important! A scenario is an additional condition. If the scenario
was not triggered (one or more scenario triggers did not occur),
the rule will not be triggered.

Log traffic information if the rule is triggered.

The available options are:

« Log session start: only the session start (first packet) will
be recorded in the traffic log. This is the recommended
logging option.

« No. Nothing will be logged.

Zone, |IP address lists, traffic source URL lists, Geo IP, traffic
source MAC addresses.

The URL list must include only domain names.

Important! Lines with the *' symbol in such lists do not work
(they are ignored).

Every 5 minutes NGFW resolves domain names into IP
addresses and stores the result in the internal cache for the
DNS record’s time-to-live (TTL). When the TTL expires, NGFW
automatically updates the IP address value.

Important! The Negate checkbox does not affect rule
processing, when MAC addresses are used.

The traffic processing logic is as follows:

e The conditions are combined using Boolean OR, if
several IP address and/or domain lists are specified.

» The conditions are combined using Boolean AND, if
GeolPs and IP address and/or domain lists are specified.

Available starting from the software version 7.3.0.

The list of users or groups to which this rule is applied. The Any,
Unknown, and <O>Known user types can be used. To apply
rules to specific users or Known users, user identification
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Name Description

Destination

Service

Usage

History

Network Mapping

needs to be configured. For more details on user identification,
see the Users and Devices section.

Allows you to create NAT+SNAT rules for users based on group
membership. For example, different user groups within a
company or different departments access the Internet from
different IP addresses for reporting and monitoring purposes.

|IP address lists, traffic destination URL lists, Geo IP.
The URL list must include only domain names.

Important! Lines with the *' symbol in such lists do not work
(they are ignored).

Every 5 minutes NGFW resolves domain names into IP
addresses and stores the result in the internal cache for the
DNS record’s time-to-live (TTL). When the TTL expires, NGFW
automatically updates the IP address value.

The traffic processing logic is as follows:

e The conditions are combined using Boolean OR, if
several IP address and/or domain lists are specified.

» The conditions are combined using Boolean AND, if
GeolPs and IP address and/or domain lists are specified.

The service type, such as HTTP, HTTPS or other.

The trigger statistics for the rule: the total trigger count and the
time of the first and last trigger.

To reset the trigger count, select the rules in the list and click Re
set hit counts.

The time the rule was created and last changed as well as the
related event log entries, such as rule added, rule updated, rule
list position changed etc.

Network mapping rules allow substitution of the source or destination network
address. This is usually required when there are multiple networks with identical
addressing, that need to be merged into a single routed network. Without network
address substitution, this kind of merge would be impossible. Network mapping
changes only the network address, leaving the host address unchanged. For
example, if you change the source network from 192.168.1.0/24 to 192.168.2.0/24,
node 19216811 will be changed to 192.168.2.1.
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o Note

mouse.

The rules are applied top to bottom in their listing order. Only the first rule in which all
conditions are matched is applied. This means that more specific rules must be placed
higher in the list than more general ones. To change the order in which the rules will be

applied, use the Up/Down and Top/Bottom buttons or drag and drop the rules with the

To create a Network mapping rule, go to Network policies - NAT and routing, click
Add, and specify the following parameters:

Name Description

Enabled
Name

Tags

Description

Type

Logging

Source
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Enables or disables a rule.
The name of the rule.

Optional tags for marking the rule. For more details, use the Tag
s section of the Administrator Guide. This option is available
starting from software version 7.3.0.

A description of the rule.
Rule type. Select network mapping.

Log traffic information if the rule is triggered.

The available options are:

o Log session start: only the session start (first packet) will
be recorded in the traffic log. This is the recommended
logging option.

« No. Nothing will be logged.

Zone, |IP address lists, traffic source URL lists, Geo IP, traffic
source MAC addresses.

The URL list must include only domain names.

Important! Lines with the *' symbol in such lists do not work
(they are ignored).

Every 5 minutes NGFW resolves domain names into IP
addresses and stores the result in the internal cache for the

DNS record’s time-to-live (TTL). When the TTL expires, NGFW
automatically updates the IP address value.

Important! The Negate checkbox does not affect rule
processing, when MAC addresses are used.
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Name Description

Destination

Service

Network Mapping

Usage

The traffic processing logic is as follows:

« The conditions are combined using Boolean OR, if
several IP address and/or domain lists are specified.

e The conditions are combined using Boolean AND, if
GeolPs and IP address and/or domain lists are specified.

IP address lists, traffic destination URL lists, Geo IP.
The URL list must include only domain names.

Important! Lines with the *' symbol in such lists do not work
(they are ignored).

Every 5 minutes NGFW resolves domain names into IP
addresses and stores the result in the internal cache for the
DNS record’s time-to-live (TTL). When the TTL expires, NGFW
automatically updates the IP address value.

The traffic processing logic is as follows:

e The conditions are combined using Boolean OR, if
several IP address and/or domain lists are specified.

e The conditions are combined using Boolean AND, if
GeolPs and IP address and/or domain lists are specified.

The service type, such as HTTP, HTTPS or other.

Configure the network substitution settings.

* New IP network/mask: the network address that gets
substituted for the original one.

« Direction:

o Input, replace destination network address:
destination IP addresses in the traffic that matches
the rule conditions will be substituted. The network
address is substituted with the one specified in the
New IP network/mask field.

o Output, replace source network address: source IP
addresses in the traffic that matches the rule
conditions will be substituted. The network
address is substituted with the one specified in the
New IP network/mask field

The trigger statistics for the rule: the total trigger count and the
time of the first and last trigger.

To reset the trigger count, select the rules in the list and click Re
set hit counts.
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Name Description

History The time the rule was created and last changed as well as the
related event log entries, such as rule added, rule updated, rule
list position changed etc.

Load Balancing
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NGFW supports load balancing for various services within the local network. Load
balancing can be provided for:

e Internal servers published to the Internet (DNAT)

* Unpublished internal servers

* Traffic forwarded to an external ICAP servers (server farm)
* Traffic to servers published using a reverse proxy.

The load balancer distributes the incoming requests at the virtual server’s IP address
between the IP addresses of the real servers using various balancing methods. To
configure load balancing, go to the Network policies - Load balancing section and
create balancing rules.

To create a balancing rule for TCP/UDP servers, select Add TCP/UDP load balancer
and provide these settings:

Name Description

Enabled Enables or disables the rule.
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Name Description

Name
Description

Virtual server IP address

Port

Protocol

Scheduler

Real servers

The name of the balancing rule.
A description of the balancing rule.

Select one of the IP addresses assigned to network interfaces.
If necessary, the administrator can assign additional IP
addresses to the desired interface.

The port for which load balancing is to be performed.

The protocol (TCP or UDP) for which load balancing is to be
performed.

There are four possible scheduler types that determine how
load is distributed between the real servers:

« Round robin: each new connection is passed to the next
server in the list, which creates equal load on all servers.

» Weighted round robin: works similar to Round robin but
the load is distributed between the real servers
according to their assigned weight factors, which allows
each server’s performance to be taken into account.

« Least connections: a new connection is passed to the
server which currently has the least number of
connections.

» Weighted least connections: works similar to Least
connections but the load is distributed between the real
servers according to their assigned weight factors, which
allows each server’s performance to be taken into
account.

Add a pool of real servers between which the traffic will be
distributed. For each of the servers, provide these settings:

¢ |IP address of the server.

 Port of the server. the server port to which user requests
will be forwarded.

» Weight. This factor is used to distribute the load
unequally between the real servers in the Weighted
round robin and Weighted least connections modes. The
greater the weight, the higher the server load.

* Mode. There are three options:

o Gateway: routing is used to forward the traffic to
the virtual server

o Masq: DNAT is used to forward the traffic to the
virtual server
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Name Description

Fallback

Monitoring

Aggregation mode
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o Masq with SNAT: similar to Masq, but with NGFW
substituting the source IP address with its own.

0 Attention!

Since the load balancer does not change packets
headers in the Gateway mode, the reverse traffic from
the real server needs to be set up via routing. It means
that the gateway address for the reverse traffic must be
different from the NGFW address.

The fallback mode is used when none of the real servers is
available. To activate fallback, enable it and provide these
settings:

« |IP address of the server.

« Port of the server. the server port to which user requests
will be forwarded.

* Mode. There are three options:

o Gateway: routing is used to forward the traffic to
the virtual server

o Masq: DNAT is used to forward the traffic to the
virtual server.

o Masq with SNAT: similar to Masq, but with NGFW
substituting the source IP address with its own.

You can use monitoring to configure health checking for real
servers. If areal server has failed a check, it is excluded from
load balancing.

Real server monitoring mode. The available options are:

« ping: check node availability using the ping utility.

» connect: check node health by establishing a TCP
connection on a certain port.

« negotiate: check node health by sending a certain HTTP
or DNS request and comparing the response against the
expected one. To configure this mode, select the service
type (HTTP or DNS) and specify the Request and Expect
ed response strings. Here is an example for a HTTP
request:

o Request: /robots.txt

o Expected response: Disallow: /bin/
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Name Description

The request string here points to the real server path that
will be used in the HTTP request. The expected response
string contains a fragment of the response webpage.

Check interval The time interval for the periodic health check.

Check timeout The timeout for the response to a check.

Max failures The number of failed health check attempts after which a real
server will be considered unhealthy and excluded from load
balancing.

o Note

The balancing rules have a higher priority than NAT/DNAT/routing rules and are applied

before them.

A reverse proxy load balancer allows load distribution on the internal servers or
server farm published using reverse proxy rules. This balancer can then be used in
reverse proxy rules. To create a reverse proxy load balancer, select Add reverse
proxy load balancer and provide these settings:

Name Description

Enabled Enables or disables the rule.

Name The name of the balancing rule.

Description A description of the balancing rule.

Reverse proxy profiles Select the reverse proxy profiles for the servers between which

the load will be distributed. For more details on publishing
resources using reverse proxy rules, see the HTTP/HTTPS
Resource Publishing Using Reverse Proxy chapter.
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Traffic Shaping
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Traffic shaping rules are used to limit the bandwidth for certain users, hosts,
services, or applications.

O Note

The rules are applied top to bottom in their listing order. Only the first rule in which all

conditions are matched is applied. This means that more specific rules must be placed
higher in the list than more general ones. To change the order in which the rules will be
applied, use the Up/Down and Top/Bottom buttons or drag and drop the rules with the

mouse.

o Note

The "Negate" checkbox changes the condition to the opposite, which corresponds to a

Boolean NOT (negation).

To create a traffic shaping rule, go to the Network policies - Traffic shaping section,
click Add, and provide the desired settings.

Name Description

Enabled Enables or disables the rule.
Name The name of the rule.
Tags Optional tags for marking the rule. For more details, use the Tag

s section of the Administrator Guide. This option is available
starting from software version 7.3.0 and up.
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Name Description

Description

Bandwidth pools

Scenario

Logging

Source

Users

Destination

A description of the rule.

Select one of the bandwidth pools. A bandwidth pool can
optionally change the priority tags of DSCP traffic. For
instructions on how to create more bandwidth pools, see the B
andwidth Pools section.

The scenario that must be active for the rule to be triggered.
For more details on how scenarios work, see the Scenarios
section.

Important! A scenario is an additional condition. If the scenario
was not triggered (one or more scenario triggers did not occur),
the rule will not be triggered.

Logs traffic information when the rule is triggered. The available
options are:

« Log session start: only the session start (first packet) will
be recorded in the traffic log. This is the recommended
logging option.

« Log all network packets: every transmitted network
packet will be logged. For this mode, it is recommended
to enable the logging limit to prevent high device load.

« No. Nothing will be logged.

The zone, IP address lists, Geo-IP address lists, or URL lists of
the traffic source.

The URL list must include only domain names.

Important! Lines with the *' symbol in such lists do not work
(they are ignored).

Every 5 minutes NGFW resolves domain names into IP
addresses and stores the result in the internal cache for the
DNS record’s time-to-live (TTL). When the TTL expires, NGFW
automatically updates the IP address value.

Important! The traffic processing logic is as follows:
e The conditions are combined using Boolean OR, if
several IP address and/or domain lists are specified.

e The conditions are combined using Boolean AND, if
GeolPs and IP address and/or domain lists are specified.

The users or user groups to which this rule will be applied.

The zone, IP address lists, Geo-IP address lists, or URL lists of
the traffic destination.

The URL list must include only domain names.
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Name Description

Important! Lines with the *' symbol in such lists do not work
(they are ignored).

Every 5 minutes NGFW resolves domain names into IP
addresses and stores the result in the internal cache for the
DNS record’s time-to-live (TTL). When the TTL expires, NGFW
automatically updates the IP address value.

Important! The traffic processing logic is as follows:
» The conditions are combined using Boolean OR, if
several IP address and/or domain lists are specified.

e The conditions are combined using Boolean AND, if
GeolPs and IP address and/or domain lists are specified.

Service The service type, such as HTTP, HTTPS or other.

Applications The list of applications for which bandwidth needs to be
limited.

Time The time when this rule will be active.

SECURITY POLICIES

General Information

The administrator can use security policies to:

» Configure HTTP content filtering: e.g., deny certain users access to specific URL
categories at a certain time or set up malware checking for web content.

» Configure safe browsing options: e.g., force-activate safe search and ad
blocking.

» Configure SSL inspection rules: e.g., decrypt HTTPS traffic in the category
"Forums" and specific group "Social networks" for all users. Once the HTTPS
traffic is decrypted, content filtering and safe browsing policies can be applied
to it.

» Enable and configure the IDPS settings.

e Configure spam checking for SMTP and POP3 email protocols.
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Configure logging or blocking of certain SCADA commands.

e Configure selective traffic analysis using external ICAP servers, such as DLP
systems.

e Configure HTTP/HTTPS server publishing.
Trigger events for all these rules are recorded in the corresponding statistics logs.

Content filtering, safe browsing, and SSL inspection rules are available in the web
access log (Logs and reports - Web access).

Intrusion detection and prevention system rules are available in the IDPS log (Logs
and reports - IDPS).

SCADA rules are available in the SCADA log (Logs and reports - SCADA ).
DoS protection rules are available in the traffic log (Logs and reports = Traffic).

All rules are logged only when Logging is enabled in the rules settings.

Content Filtering
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The administrator can use content filtering rules to allow or block certain content
transmitted using the HTTP or HTTPS protocols (HTTPS inspection needs to be
configured in the latter case). Moreover, NGFW can block HTTPS traffic without
content decryption, but only using blocking rules that work at the level of specific
NGFW URL Filtering content categories or URL lists containing just the host names. In
these cases, NGFW uses SNI (Server Name Indication) or, in the absence of that, the
host values from the SSL certificate specified in user host resolution requests.

You can use the following as conditions for a rule:
e Users and groups
* Specific words and phrases (morphology) present on the webpage
» Website category
* URL.
 Source zone and IP address
* Destination zone and IP address
* The type of the content.
 Referrer information
e Time
e Useragent of the user browser

e HTTP method.

o Note

The "Negate" checkbox changes the condition to the opposite, which corresponds to a
Boolean NOT (negation).

The rules are applied top to bottom in their listing order. Only the first rule in which
all conditions are matched is applied. This means that more specific rules must be
placed higher in the list than more general ones. To change the order in which the
rules will be applied, use the Up/Down and Top/Bottom buttons or drag and drop
the rules with the mouse.
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o Note

If the prohibiting rule is more general than the allowing rules, then the prohibiting rule
will be executed before the allowing rules, regardless of their order. Ultimately, the

prohibiting rule needs to be made more specific so that the order works correctly.

o Note

If there are no rules created, all content is allowed through.

To create a content filtering rule, go to the Security policies » Content filtering
section, click Add, and provide the desired settings.

Name Description

Enabled
Name

Tags

Description

Action

Enable logging

UserGate stream virus
check

Scenario

Enables or disables the rule.
The name of the rule.

Optional tags for marking the rule. For more details, use the Tag
s section of the Administrator Guide. The option is available in
software version 7.3.0 and higher.

A description of the rule.

Deny: blocks the webpage.

Warning: warns the user that visiting this page is undesirable. It
is up to the user to decide whether to visit the page or not. If
they do proceed to the page, the visit is logged.

Allow: allows visiting the webpage.

If this is enabled, instances of the rule being triggered will be
recorded in the corresponding statistics log.

This is available only for the rules with the Deny action — that
is, if the page contains a virus, the resource will be blocked. If

the rule has other conditions (categories, time, etc.), the virus

check will be done only when all conditions are matched.

The scenario that must be active for the rule to be triggered.
For more details on how scenarios work, see the Scenarios
section.

Important! A scenario is an additional condition. If the scenario
was not triggered (one or more scenario triggers did not occur),
the rule will not be triggered.
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Name Description

Blocking page

Source

Destination

Users

246

Specifies the block page that will be shown to the user when
their access to the resource is blocked. You can specify an
external page (by setting the Use custom external URL
checkbox) or a NGFW block page. In the latter case, you can
select the desired block page template, which can be created in
the Response Pages section.

The zone, IP address lists, Geo-IP address lists, or URL lists of
the traffic source.

The URL list must include only domain names.

Important! Lines with the *' symbol in such lists do not work
(they are ignored).

Every 5 minutes NGFW resolves domain names into IP
addresses and stores the result in the internal cache for the
DNS record’s time-to-live (TTL). When the TTL expires, NGFW
automatically updates the IP address value.

Important! The maximum number of GeolPs that can be
specified is limited to 15.

Important! The traffic processing logic is as follows:

e The conditions are combined using Boolean OR, if
several IP address and/or domain lists are specified.

» The conditions are combined using Boolean AND, if
GeolPs and IP address and/or domain lists are specified.

The zone, IP address lists, Geo-IP address lists, or URL lists of
the traffic destination.

The URL list must include only domain names.

Important! Lines with the *' symbol in such lists do not work
(they are ignored).

Every 5 minutes NGFW resolves domain names into IP
addresses and stores the result in the internal cache for the
DNS record’s time-to-live (TTL). When the TTL expires, NGFW
automatically updates the IP address value.

Important! The maximum number of GeolPs that can be
specified is limited to 15.

Important! The traffic processing logic is as follows:
e The conditions are combined using Boolean OR, if
several IP address and/or domain lists are specified.

e The conditions are combined using Boolean AND, if
GeolPs and IP address and/or domain lists are specified.

The list of users and user groups to which this rule is applied.
The Any, <O>Unknown, and <0>Known user types can be used.
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Name Description

Categories

URL

Content types

Morphology

To apply rules to specific users or Known users, user
identification needs to be configured. For more details on user
identification, see the Users and Devices chapter.

UserGate URL Filtering 4.0 category lists. To use URL categories,
an appropriate license is required. UserGate URL Filtering 4.0 is
a massive database of web resources classified for
convenience into 72 categories. The administrator can control
access to categories such as pornography, malicious websites,
online casinos, gaming and entertainment websites, social
networks, and many others.

The administrator can override the category for any website
that is, in their opinion, miscategorized or not categorized at all.
For more details on overriding a website's category, see the Req
uests for White List section.

Important! Blocking by URL category can be applied to HTTPS
traffic without decrypting the content, but the block page will
not be shown.

URL lists. If you have the corresponding license, various URL
lists maintained by the UserGate developer team are available
to you, such as UserGate’s "Black list" and "White list", "Black list
of Phishing sites", and "List of search engines without
safesearch capability". Administrators can also create custom
URL lists. For more details on working with URL lists, see the UR
L Lists chapter.

Important! Blocking by URL lists can be applied to HTTPS
traffic without decrypting the content, provided that the lists
contain only host (domain) names, but the block page will not
be shown.

The content type lists. Video, audio, images, executables, and
other types of content can be controlled. Administrators can
also create custom content type groups. For more details on
working with content types, see the Content Types chapter.

The list of morphological dictionary databases that will be used
to check webpages. If you have the corresponding license,
various dictionaries maintained by UserGate are available to
you, including dictionaries on topics such as "Suicide",
"Terrorism", "Pornography", "Profanity", "Gambling", "Drugs". The
dictionaries are available in Russian, English, German, Japanese,
and Arabic.

Administrators can also create custom dictionaries. For more
details on working with morphological dictionaries, see the Mor
phology chapter.
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Name Description

Time

Useragent

HTTP method

Referrers

Usage

History
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The time when this rule will be active. The administrator can
add the required time period in the Time Sets section.

The user browser useragents for which this rule will be applied.
The administrator can add the desired useragents in the Brows
er Useragent section.

The method used in HTTP requests, usually POST or GET.

The list of referrer URLs for the current page. The rule will be
triggered if the referrer URL for the page matches the list. This
functionality offers a convenient way to allow access to CDNs
(content delivery networks) only when specific websites are
visited but not when users try to open CDN content directly.

The trigger statistics for the rule: the total trigger count and the
time of the first and last trigger.

Important! When inspection is configured for TLS/SSL data, a
trigger of the Default allow rule will only increment the counter
for the SSL inspection rule.

To reset the trigger count, select the rules in the list and click Re
set hit counts.

The time the rule was created and last changed as well as the
related event log entries, such as rule added, rule updated, rule
list position changed etc.
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Using the Safe browsing section, the administrator can turn on additional safe
browsing settings for the HTTP and HTTPS protocol (HTTPS inspection needs to be

configured for the latter). The following settings are available:

* Block advertising (AdBlock). When visiting an otherwise safe website, the user
can be exposed to undesirable images placed, for example, on the side of the
webpage. NGFW solves this problem by blocking advertising banners.

* The Inject Script feature enables you to insert the desired code into all web
pages viewed by users. The script will be inserted before the </head> tag.

 Forced activation of the safe search feature for Google, Yandex, Yahoo, Bing,
Rambler, and Ask search engines as well as the YouTube portal. This feature
allows you to delegate unwanted content blocking to the search engines, which
can be highly effective, for example, at filtering responses to image or video

content requests.

» User search query logging.

* Social network app blocking. Social networks play an ever-increasing role in our
everyday lives, but many of them offer gaming apps the use of which is
unwanted in most corporate settings. NGFW can block apps without affecting

the normal social networking functionality.
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You can use the following as conditions for a rule:
* Traffic source
e Users and groups

e Time

o Note

The rules are applied top to bottom in their listing order. Only the first rule in which all

conditions are matched is applied. This means that more specific rules must be placed
higher in the list than more general ones. To change the order in which the rules will be
applied, use the Up/Down and Top/Bottom buttons or drag and drop the rules with the

mouse.

o Note

The "Negate" checkbox changes the condition to the opposite, which corresponds to a

Boolean NOT (negation).

O Note

If there are no rules created, the additional safe browsing features are not applied.

To create a safe browsing rule, go to the Security policies - Safe browsing section,
click Add, and provide the desired settings.

Name Description

Enabled Enables or disables the rule.
Name The name of the rule.
Tags Optional tags for marking the rule. For more details, use the Tag

s section of the Administrator Guide. This option is available
starting from software version 7.3.0 and up.

Description A description of the rule.

Enable logging If this is enabled, instances of the rule being triggered will be
recorded in the corresponding statistics log.

AdBlock
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Name Description

Injector

Safe search
Search History
Block social network apps

Source

Users

Time

Usage

History

Activates ad blocking. By clicking Exceptions, the administrator
can select a URL list of websites where ad blocking is not
needed.

Enables you to insert the desired code into all web pages. To
edit the injected code, click Injector code.

Force-activates the safe search feature.
Turns on user search query logging.
Blocks apps in popular social networks.

The zone, IP address lists, Geo-IP address lists, or URL lists of
the traffic source.

The URL list must include only domain names.

Important! Lines with the *' symbol in such lists do not work
(they are ignored).

Every 5 minutes NGFW resolves domain names into IP
addresses and stores the result in the internal cache for the
DNS record’s time-to-live (TTL). When the TTL expires, NGFW
automatically updates the IP address value.

Important! The traffic processing logic is as follows:

» The conditions are combined using Boolean OR, if
several IP address and/or domain lists are specified.

e The conditions are combined using Boolean AND, if
GeolPs and IP address and/or domain lists are specified.

The list of users and user groups to which this rule is applied.
The Any, <O>Unknown, and <0>Known user types can be used.
To apply rules to specific users or Known users, user
identification needs to be configured. For more details on user
identification, see the Users and Devices chapter.

The time when this rule will be active. The administrator can
add the required time period in the Time Sets section.

The trigger statistics for the rule: the total trigger count and the
time of the first and last trigger.

To reset the trigger count, select the rules in the list and click Re
set hit counts.

The time the rule was created and last changed as well as the
related event log entries, such as rule added, rule updated, rule
list position changed etc.
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Tunnel Inspection
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This section allows the administrator to configure the inspection of data transmitted
using the following tunneling protocols:

* GRE (Generic Routing Encapsulation): a network packet tunneling protocol
developed by Cisco Systems. Its main purpose is encapsulating network-layer
packets inside IP packets.

» GTP-U (General Packet Radio Service (GPRS) Tunneling Protocol for User Data):
a protocol used to transfer user data in the GPRS core network and between
the radio access network and core network.

* Non-encrypted IPSec (IPsec Null Encryption): a tunneling protocol for
transmitting unencrypted data over an IPsec tunnel.

After enabling this feature, all tunnels that comply with inspection rules will be
deencapsulated. Traffic passing inside these tunnels will be processed using firewall
rules and security policies. After filtering, the traffic will be encapsulated back into
the tunnel and forwarded to the original destination address.
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By default, NGFW has a special zone for tunnel inspection, the Tunnel inspection
zone. All source and destination addresses of packets encapsulated into a tunnel will
belong to this zone.

o Note

All source and destination addresses of packets encapsulated into a tunnel can belong

to one zone only.

You can enable inspection and assign another zone for the inspected tunnels in the
UserGate - General settings section, Tunnel inspection zone module.

0 Note

The rules are applied top to bottom in their listing order. Only the first rule in which all

conditions are matched is applied. This means that more specific rules must be placed
higher in the list than more general ones. To change the order in which the rules will be
applied, use the Up/Down and Top/Bottom buttons or drag and drop the rules with the

mouse.

To create a tunnel inspection rule, in the Security policies = Tunnel inspection
section, click Add, and provide the desired settings. All tunnels that match the
conditions will be inspected.

Name Description

Enabled Enable or disable the tunnel inspection rule.
Name The name of the inspection rule.
Tags Optional tags for marking the rule. For more details, use the Tag

s section of the Administrator Guide. This option is available
starting from software version 7.3.0 and up.

Description A description of the inspection rule.
Action The rule’s action:

e Inspect.

« Bypass.
Tunnel Inspection Select the tunnel type to inspect:

* GRE.
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Name Description

Place to

Source

Destination

« GTP-U.
« Non-encrypted IPSec.

The place in the rule list where this rule will be inserted: at the
top, at the bottom, or above the selected existing rule.

The zone, IP address lists, Geo-IP address lists, or URL lists of
the traffic source.

Important! The maximum number of GeolPs that can be
specified is limited to 15.

The URL list must include only domain names.

Important! Lines with the *' symbol in such lists do not work
(they are ignored).

Every 5 minutes NGFW resolves domain names into IP
addresses and stores the result in the internal cache for the

DNS record’s time-to-live (TTL). When the TTL expires, NGFW
automatically updates the IP address value.

The zone, IP address lists, Geo-IP address lists, or URL lists of
the traffic destination.

Important! The maximum number of GeolPs that can be
specified is limited to 15.

The URL list must include only domain names.

Important! Lines with the *' symbol in such lists do not work
(they are ignored).

Every 5 minutes NGFW resolves domain names into IP
addresses and stores the result in the internal cache for the
DNS record’s time-to-live (TTL). When the TTL expires, NGFW
automatically updates the IP address value.

o Note

The Negate checkbox changes the condition to the opposite, which corresponds to a

Boolean NOT (negation).
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SSL Inspection
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The administrator can use this section to configure the inspection of data
transmitted using the TLS/SSL protocol, which is first and foremost HTTPS as well as
the SMTPS and POP3S email protocols. NGFW utilizes the well-known man-in-the-
middle (MITM) technique where the content is decrypted on the server and then
analyzed.

The use of SSL is required for the content filtering and safe browsing rules to work
correctly. SMTPS and POP3S decryption is required to block spam.

The rules in this section can be used to configure HTTPS inspection only for certain
categories, such as "Malware", "Anonymizers", "Botnets", while excluding other
categories like "Finance", "Government", etc. from decryption. UserGate uses the SNI
(Server Name Indication) information from the HTTPS request to determine the
welbsite's category or, if not present, the Subject Name field in the server’s
certificate. The Subject Alternative Name field is ignored.

After decryption, the data is encrypted with a CA-issued certificate specified in the
Certificates section. To ensure that user browsers do not display a certificate
mismatch warning, add the CA certificate to the list of trusted root certificates. For
more details on this, see the Installing local CA certificates appendix.

Similar to user browsers, some email servers and clients refuse to accept mail in
case of a certificate mismatch. If this happens, configure the email software to
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disable certificate verification or add exception for UserGate's certificate. For more
details on how to do this, see the documentation for your email software.

o Note

The rules are applied top to bottom in their listing order. Only the first rule in which all
conditions are matched is applied. This means that more specific rules must be placed
higher in the list than more general ones. To change the order in which the rules will be

applied, use the Up/Down and Top/Bottom buttons or drag and drop the rules with the

mouse.

O Note

The Negate checkbox changes the condition to the opposite, which corresponds to a
Boolean NOT (negation).

0 Note

If there are no rules created, SSL traffic is not intercepted or decrypted, and therefore

the content transmitted using SSL is not filtered.

To create an SSL inspection rule, go to the Security policies - SSL inspection
section, click Add, and provide the desired settings.

Name Description

Enabled Enables or disables the rule.
Name The name of the rule.
Tags Optional tags for marking the rule. For more details, use the Tag

s section of the Administrator Guide. The option is available in
software version 7.3.0 and higher.

Description A description of the rule.

Enable logging If this is enabled, instances of the rule being triggered will be
recorded in the Web Access Log.

Action « Decrypt;
» Bypass;

e Decrypt and forward. If the SSL/TLS traffic is successfully
decrypted, a copy of the traffic will be forwarded in
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Name Description

SSL profile

Block sites with invalid
certificates

Check certificate
revocation list

Block expired certificates

Block self signed
certificates

Users

accordance with the SSL inspection rule and profile.
When selecting this action, you must specify the SSL
forwarding profile. For more information on setting up
forwarding profiles, see the SSL Forwarding Profiles
section.

Select the SSL profile to use. The settings in this profile will be
used for establishing SSL connections from the user browser to
NGFW and from NGFW to the requested web resource.

For more details on SSL profiles, see the SSL Profiles section.

Allows blocking of access to servers that issue an incorrect
HTTPS certificate, e.g., if the certificate is expired, revoked,
issued to a different domain name, or issued by a non-trusted
CA.

Check the website's certificate against a certificate revocation
list (CRL) and block it if a match is found.

Block certificates that have expired.

Block certificates that are self-signed.

The list of users and groups to which this rule is applied. The An
y, Unknown, and <O>Known user types can be used. To apply
rules to specific users or Known users, user identification
needs to be configured. For more details on user identification,
see the Users and Devices section.
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Name Description

Source

Destination address

Services

Categories

Domains

Time

258

The zone, IP address lists, Geo-IP address lists, or URL lists of
the traffic source.

The URL list must include only domain names.

Important! Lines with the *' symbol in such lists do not work
(they are ignored).

Every 5 minutes NGFW resolves domain names into IP
addresses and stores the result in the internal cache for the
DNS record’s time-to-live (TTL). When the TTL expires, NGFW
automatically updates the IP address value.

Important! The maximum number of GeolPs that can be
specified is limited to 15.

The traffic processing logic is as follows:

e The conditions are combined using Boolean OR, if
several IP address and/or domain lists are specified.

» The conditions are combined using Boolean AND, if
GeolPs and IP address and/or domain lists are specified.

The lists of destination IP addresses for the traffic.

Important! The maximum number of GeolPs that can be
specified is limited to 15.

The traffic processing logic is as follows:

e The conditions are combined using Boolean OR, if
several IP address and/or domain lists are specified.

e The conditions are combined using Boolean AND, if
GeolPs and IP address and/or domain lists are specified.

For more details on working with IP address lists, see the IP
Addresses section.

The service for which traffic is to be decrypted. The options are
HTTPS, SMTPS, or POP3S.

UserGate URL Filtering 4.0 category lists.

The domain lists, or the lists of domain names to which this rule
is applied. The domain lists are created in the same way as URL
lists, except that only domain names can be used for HTTPS
inspection (www.example.com as opposed to http://
www.example.com/home/). For more details on working with
URL lists, see the URL Lists section.

The time when this rule will be active. The administrator can
add the required time period in the Time Sets section.
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Name Description

Usage The trigger statistics for the rule: the total trigger count and the
time of the first and last trigger.

To reset the trigger count, select the rules in the list and click Re
set hit counts.

History The time the rule was created and last changed as well as the
related event log entries, such as rule added, rule updated, rule
list position changed etc.

There is a default inspection rule named "SSL Decrypt all for unknown users" that is
required to authorize unknown users using the captive portal.
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The administrator can use this section to configure the inspection of data
transmitted using the SSH (Secure Shell) protocol. SSH also allows encrypted
tunnels to be created for virtually any network protocol.

The rules in this section can inspect SSH traffic for specific users and/or user
groups, source or destination zones or addresses, as well as service types that
transmit traffic via the SSH tunnel. There is a feature called Time sets that can be
used to apply each rule depending on the day of the week and time of the day.
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o Note

The rules are applied top to bottom in their listing order. Only the first rule in which all

conditions are matched is applied. This means that more specific rules must be placed
higher in the list than more general ones. To change the order in which the rules will be
applied, use the Up/Down and Top/Bottom buttons or drag and drop the rules with the

mouse.

o Note

The Negate checkbox changes the condition to the opposite, which corresponds to a
Boolean NOT (negation).

O Note

If there are no rules created or all rules are disabled, SSH traffic is not intercepted or

decrypted, and therefore the data transmitted using SSH is not inspected.

To enable SSH content inspection, follow these steps:

Name Description

Step 1. Allow the SSH proxy | In the Network = Zones section, allow the SSH proxy service
service in the desired zone. | for the zone from which SSH traffic will originate.

Step 2. Create the desired An SSH inspection rule defines the criteria and actions applied
SSH inspection rules. to SSH traffic.

To create an SSH inspection rule, go to the Security policies - SSH inspection
section, click Add, and provide the desired settings.

Name Description

Enabled Enables or disables the rule.
Name The name of the rule.
Tags Optional tags for marking the rule. For more details, use the Tag

s section of the Administrator Guide. This option is available
starting from software version 7.3.0 and up.

Description A description of the rule.
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Name Description

Action

Enable logging

Block SSH remote shell

Block SSH remote
execution

Edit SSH commands

Block SFTP

Place to

Users

Source

Destination address

Whether to decrypt data in transit.

Instances of the rule being triggered will be recorded in the SSH
inspection log.

Prohibition of launching the command interpreter on the SSH
server. The user will only be allowed to run commands on the
remote server, for example:

ssh user@host command

Prohibition of remote execution of any commands on the SSH
server.

Optionally to block remote execution of commands via SSH,
you can specify a list of specific commands whose remote
execution will be blocked.

Block SFTP (Secure File Transfer Protocol) connections.

The place in the rule list where this rule will be inserted: at the
top, at the bottom, or above the selected existing rule.

The list of users and groups to which this rule is applied. The
Any, Unknown, and Known user types can be used. To apply
rules to specific users or Known users, user identification
needs to be configured. For more details on user identification,
see the Users and Devices chapter.

The source zones and/or IP address lists for the traffic.

Important! The maximum number of GeolPs that can be
specified is limited to 15.

Important! The traffic processing logic is as follows:
« The conditions are combined using Boolean OR, if
several IP address and/or domain lists are specified.

e The conditions are combined using Boolean AND, if
GeolPs and IP address and/or domain lists are specified.

For more details on working with IP address lists, see the
chapter IP Addresses.

The lists of destination IP addresses for the traffic.

Important! The maximum number of GeolPs that can be
specified is limited to 15.
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Name Description

Service

Time

Usage

History
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Important! The traffic processing logic is as follows:

« The conditions are combined using Boolean OR, if
several IP address and/or domain lists are specified.

e The conditions are combined using Boolean AND, if
GeolPs and IP address and/or domain lists are specified.

For more details on working with IP address lists, see the
chapter IP Addresses.

The service for which traffic is to be decrypted. This field is
required.

The time period in which this rule is active. You can add
different types of time period in the Time Sets section.

The trigger statistics for the rule: the total trigger count and the
time of the first and last trigger.

To reset the trigger count, select the rules in the list and click Re
set hit counts.

The time the rule was created and last changed as well as the
related event log entries, such as rule added, rule updated, rule
list position changed etc.
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Mail traffic protection
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When email traffic checking is configured, NGFW can check SMTP and POP3 traffic.
IMAP is not supported, including when setting up SSL inspection.
For the supported protocols, encrypted traffic can also be checked.

Two types of checks are supported:

* Blocking SMTP when the sender’s server IP address is present in one of DNSBL
databases — this is the most effective method to quickly and with minimal
expenditure of resources cut off messages from obvious spammers;

» Marking email messages based on the antispam check results; also requires a
license for the Mail security module.

o Attention!
It is NOT recommended to block SMTP based on the results of antispam check. The
recommended way is to have the Spam/Not Spam decision made by the email server (or

an additional antispam software) and use the marking provided by UserGate NGFW as
one of the criteria with a heavier weight assigned.
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You can display the antispam module’s statistics in the Dashboard by adding the
"Mail protection summary" or "Mail protection graphs" widgets.

You can configure both a white and black list of IP addresses in the antispam
settings. Here we are talking specifically about IP addresses from which connections
will not be immediately accepted (for blacklists) without analyzing some additional
data. In the rules, you can add lists of addresses on the envelope from / envelope to
tabs. The rule will work as a black list with a Block action configured for it and as a
white list with a Pass action.

You can use the * character to denote "any", i.e., *@domain.com means all addresses
from this domain.

Using the Mail security section, you can configure the checking of transit email
traffic for spam messages. POP3(S) and SMTP(S) email protocols are supported. The
mail security feature requires that the NGFW license include the corresponding
module.

Protection is normally required for the incoming email traffic from the Internet to the
company's internal mail servers and sometimes for the outgoing email traffic from
servers or user computers.

To protect the incoming email traffic from the internet to the mail servers, follow
these steps:

Name Description

Step 1. Publish the mail See the DNAT Rules section. It is recommended to create

server to the Internet. separate DNAT rules for the SMTP and POP3 protocols instead
of publishing both using the same rule. Make sure to specify the
SMTP protocol as the service and not TCP.

Step 2. Allow the SMTP(S) See the Zone Configuration section.
and POP3(S) services in the
Internet-connected zone.

Step 3. Create the mail Create the desired mail security rules. The creation of these
security rules. rules is described in more detail later in this chapter.

When there is no need to publish the mail server, protecting email traffic amounts to
the following steps:
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Name Description

Step 1. Create the mail Create the desired mail security rules. The creation of these
security rules. rules is described in more detail later in this chapter.

To configure an email traffic filtering rule, go to the Security policies = Mail security
section, click Add, and fill in the rule’s fields.

O Note

The rules are applied top to bottom in their listing order. Only the first rule in which all

conditions are matched is applied. This means that more specific rules must be placed
higher in the list than more general ones. To change the order in which the rules will be
applied, use the Up/Down and Top/Bottom buttons or drag and drop the rules with the

mouse.

0 Note

If there are no rules created, email traffic is not checked.

o Note

For a rule to be triggered, all conditions specified in the rule’s settings must match.

Name Description

Enabled Enables or disables the rule.
Name The name of the rule.
Tags Optional tags for marking the rule. For more details on

authentication profiles, see the Tags section of the
Administrator Guide. This option is available starting from
software version 7.3.0 and up.

Description A description of the rule.

Action The action applied to the email traffic when all of the rule’s
conditions match:

« Pass: passes the traffic as is;

« Mark: marks email messages with a special tag in the
message subject or an additional field;
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Name Description

Enable logging

Checking

Header
Mark

Source

Destination
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« Drop with error: blocks the email and reports a delivery
error to the SMTP server for SMTP(S) traffic or POP3
client for POP3(S) traffic;

« Drop without error: blocks the email without a
notification.

Enable the logging of rule triggers in the Mail security log

The method used to check email traffic:

« UserGate antispam check: checks email traffic for spam;

« DNSBL check: checks for spam using the DNSBL
technology. This is only applicable to SMTP traffic. When
email traffic is checked using DNSBL, the IP address of
the SMTP server used to send spam is blocked at the
SMTP connection establishment stage, allowing for a
substantial load reduction on other antispam
mechanisms.

The field where the marking tag is placed.
The text of the tag used to mark emails.

The zone, IP address lists, Geo-IP address lists, or URL lists of
the traffic source.

The URL list must include only domain names.

Important! Lines with the *' symbol in such lists do not work
(they are ignored).

Every 5 minutes NGFW resolves domain names into IP
addresses and stores the result in the internal cache for the
DNS record’s time-to-live (TTL). When the TTL expires, NGFW
automatically updates the IP address value.

Important! The maximum number of GeolPs that can be
specified is limited to 15.

Important! The traffic processing logic is as follows:

e The conditions are combined using Boolean OR, if
several IP address and/or domain lists are specified.

e The conditions are combined using Boolean AND, if
GeolPs and IP address and/or domain lists are specified.

The IP addresses, Geo-IP, or URL (host) lists of the traffic
destination.

The URL list must include only domain names.
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Name Description

Users

Service

Envelop from

Envelop to

Important! Lines with the *' symbol in such lists do not work
(they are ignored).

Important! The maximum number of GeolPs that can be
specified is limited to 15.

Important! The traffic processing logic is as follows:
e The conditions are combined using Boolean OR, if
several IP address and/or domain lists are specified.

e The conditions are combined using Boolean AND, if
GeolPs and IP address and/or domain lists are specified.

The users or user groups to which this rule will be applied.

The email protocol (POP3 or SMTP), to which this rule will be
applied.

The sender’s email address specified in the Envelope from
field. Only for the SMTP protocol.

The recipient’s email address specified in the Envelope to field.
Only for the SMTP protocol.

The recommended spam protection settings are summarized below.

For the SMTP(S) protocol:

1. First rule in the list: blocking with DNSBL. It is recommended to leave the
Envelope from/Envelope to lists empty. In that case, DNSBL will reject
connections from SMTP servers known to send spam before they are
established. If these fields contain recipient email addresses, the system will
have to receive the messages in full to analyze the fields, which will increase the
server load and reduce the email traffic checking performance.

2. Second rule: Mark emails using UserGate antispam check. Here you can use
any exceptions, including Envelope from/Envelope to.

For the POP3(S) protocol:

* action: Mark;

 checking: UserGate antispam check.
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ANTISPAM SETTINGS

BATYV Configuration

BATV (Bounce Address Tag Validation) is a technology that helps to differentiate real
bounces from SPAM bounces.

Sender address forging is widely used by spammers, especially for senders who do
not use SenderPolicyFramework or YahooDomainKeys. SPAM bounces are partly
received by recipients’ MXs, but if they are not delivered to the next relay, they could
be returned to the sender. And since the sender address is forged, innocent users
receive SPAM bounces for emails they did not send. In addition, some spam is
masked as bounces because of the erroneous assumption of some antispam
engines that bounces cannot be spam which malicious users exploit. The BATV
technology serves to distinguish real bounces from forged ones.

It is impossible to stop receiving bounces, because network connectivity would be
disturbed (sometimes normal emails are not delivered and returned, and it's
perfectly normal), so it is needed to somehow differentiate normal bounces from
SPAM bounces. That is the purpose of BATV technology. BATV technology can be
useful in systems where SPAM content filters fail to detect SPAM bounces.

Can be enabled or disabled. No other settings are expected.

DNSBL servers

DNSBL: checks for spam using the DNSBL technology. This is only applicable to
SMTP traffic. When email traffic is checked using DNSBL, the IP address of the SMTP
server used to send spam is blocked at the SMTP connection establishment stage,
allowing for a substantial load reduction on other antispam mechanisms.

DNSBL, or spam database, is a black list of domain names and IP addresses with a
history of sending spam.

o Attention!

The mere fact that a server appears in this list is not conclusive evidence that emails
from this server are spam. The false-positives rate for this technology depends on the
DNSBLs in use and is determined individually. In any case, the appearance of a server in

DNSBLs should be considered a supplementary, not primary evidence of spam.
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Dozens of different DNSBLs exist on the Internet, each of them using its own criteria
for the inclusion or exclusion of an IP address or domain in or from the list. Most
spam filters use various DNSBLs to verify that the incoming emails were not sent
from blacklisted websites. Typically, DNSBLs are a first line of spam defense.

For example, the server list is populated with DNSBL server addresses such as
cbl.abuseat.org, zen.spamhaus.org, etc., and the white or black list includes or
excludes certain addresses from this check.

DNSBL white list

The list of servers excluded from DNSBL checks.

DNSBL black list

A list of prohibited servers in addition to those listed in DNSBLs.

DoS Protection
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UserGate NGFW allows you to configure the network flood protection settings for
the TCP (SYN-flood), UDP, and ICMP protocols. The coarse settings are offered in the
zone properties (see the Zone Configuration section) and the finer ones in this
section, DoS protection. Using DoS rules, the administrator can configure DoS
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protection for a specific service, protocol, application, etc. To create DoS rules,
follow these steps as an administrator:

Name Description

Step 1. Create DoS profiles. | Inthe Security policies = DoS profiles section, click Add and
create one or more DoS profiles.

Step 2. Create DoS rules. In the Security policies = DoS rules section, create the rules
using the DoS profiles created at the previous step.

A DoS profile is configured similar to DoS protection in NGFW zones. When creating
a profile, provide the following settings:

Name Description

Name Profile name.

Tags Optional tags for marking the rule. For more details, use the Tag
s section of the Administrator Guide. This option is available
starting from software version 7.3.0 and up.

Description Profile description.

Aggregate If this is enabled, NGFW will count the total number of incoming
packets per second from all source IP addresses instead of
tallying them individually for each IP address. If you enable this
setting, make sure to set sufficiently high packets/sec values on
the DoS protection and Resource protection tabs.

DoS protection This setting allows you to configure the network flood
protection settings for the TCP (SYN-flood), UDP, and ICMP
protocols:

« Alert threshold: when the number of requests exceeds
this threshold, the event is recorded in the system log.

e Drop threshold: when the number of requests exceeds
this threshold, NGFW starts dropping the packets and
records the event in the system log.

Resource protection This setting can be used to limit the allowed number of
sessions for the resource being protected, such as a published
server:

« Enabled: enables a limit on the session number.

o Limit sessions: sets the limit on the number of sessions.
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To create a DoS rule, go to the Security policies = DoS rules section, click Add, and
provide the desired settings.

o Note

The rules are applied top to bottom in their listing order. Only the first rule in which all

conditions are matched is applied. This means that more specific rules must be placed
higher in the list than more general ones. To change the order in which the rules will be
applied, use the Up/Down and Top/Bottom buttons or drag and drop the rules with the

mouse.

O Note

The "Negate" checkbox changes the condition to the opposite, which corresponds to a

Boolean NOT (negation).

Name Description

Enabled Enables or disables the rule.

Name The name of the rule.

Description A description of the rule.

Action Deny: unconditionally blocks traffic, similar to how this action

works in firewall rules.

Allow: allows the traffic and does not apply DoS protection.
Can be used to create exceptions.

Protect: applies a DoS protection profile.

DoS profile If Protect is selected as the action, a DoS profile must be
specified.

If you do not specify additional conditions, such as destination
address, when using a DoS profile with resource protection, all
transit connections will be considered.

Scenario The scenario that must be active for the rule to be triggered.
For more details on how scenarios work, see the Scenarios
section.

Important! A scenario is an additional condition. If the scenario
was not triggered (one or more scenario triggers did not occur),
the rule will not be triggered.

Enable logging
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Name Description

Source

Users

Destination
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Logs traffic information when the rule is triggered. The available
options are:

« Log session start: only the session start (first packet) will
be recorded in the traffic log. This is the recommended
logging option.

« Log all network packets: every transmitted network
packet will be logged. For this mode, it is recommended
to enable the logging limit to prevent high device load.

The zone, IP address lists, Geo-IP address lists, or URL lists of
the traffic source.

The URL list must include only domain names.

Important! Lines with the *' symbol in such lists do not work
(they are ignored).

Every 5 minutes NGFW resolves domain names into IP
addresses and stores the result in the internal cache for the
DNS record’s time-to-live (TTL). When the TTL expires, NGFW
automatically updates the IP address value.

Important! The maximum number of GeolPs that can be
specified is limited to 15.

Important! The traffic processing logic is as follows:

e The conditions are combined using Boolean OR, if
several IP address and/or domain lists are specified.

» The conditions are combined using Boolean AND, if
GeolPs and IP address and/or domain lists are specified.

The list of users or groups to which this rule is applied. The Any,
<0>Unknown, and <0>Known user types can be used. To apply
rules to specific users or Known users, user identification
needs to be configured. For more details on user identification,
see the Users and Devices chapter.

The zone, IP address lists, Geo-IP address lists, or URL lists of
the traffic destination.

The URL list must include only domain names.
Important! Lines with the *' symbol in such lists do not work
(they are ignored).

Every 5 minutes NGFW resolves domain names into IP
addresses and stores the result in the internal cache for the
DNS record’s time-to-live (TTL). When the TTL expires, NGFW
automatically updates the IP address value.

Important! The maximum number of GeolPs that can be
specified is limited to 15.
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Name Description

Important! The traffic processing logic is as follows:

« The conditions are combined using Boolean OR, if
several IP address and/or domain lists are specified.

e The conditions are combined using Boolean AND, if
GeolPs and IP address and/or domain lists are specified.

Service The service type, such as HTTP or HTTPS.

Time The time periods when the rule is active.

Intrusion Detection and Prevention System

The intrusion detection and prevention system (IDPS) enables malicious activity
within the network to be identified. It focuses on threat detection, logging, and
prevention as well as reporting.

Security problems are detected using heuristics rules and signature analysis for
known attacks. The IDPS monitors and blocks these attacks in real time. Some
possible preventive measures are connection termination, blocking the source
address, network administrator notification, and logging.

How the IDPS Works

IDPS signatures are created by UserGate developers and added automatically to the
system library when the correspondent license is present. The user also can create
his own signatures. The description of characteristic features of network
vulnerabilities in such signatures is performed using the UASL language (UserGate
Application and Security Language). For each signature, you can individually
configure an action to take, logging, and saving to a PCAP file as well as enable/
disable the signature. For more details on IDPS signatures, see the IDPS Signatures
section.

Using flexible filters, you can add signature sets to IDPS profiles. The administrator
can create the desired number of IDPS profiles to protect various services. For more
details on IDPS profiles, see the section IDPS Profiles.

To activate the Intrusion Detection and Prevention System, an IDPS profile is added
to an allow rule of the Firewall. Thus, the system will process only those signatures
that are included in the added profiles.
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Firewall rules are applied sequentially top to bottom in their listing order. Only the
first rule in which all conditions are matched is applied. If a rule defines an IDPS
profile, traffic begins to be analyzed using the profile's signature set. In this case,
both forward and return packets are analyzed according to the conditions in the
filter, regardless of where the connection is established from. When signatures from
the profile are encountered, the action configured in the profile will be taken, and a
corresponding entry will be made in the IDPS Log, if the logging option has been
enabled. If none of the signatures are found, the traffic is passed on.

o Important!
For the IDPS to work correctly, both forward and reverse traffic must pass through the
NGFW. The IDPS will not work if the traffic is asymmetric.

If a signature with the Block IP action is triggered, then the source or destination IP
address (depending on the setting) is blocked for the time specified in the settings.
IP addresses blocked by signatures are displayed on the Diagnostics and monitoring
page in the Blocked IDPS/L7 IP addresses section (for more details, see the Blocked
IDS/L7 IP Addresses section).

Flow Control and Intelligent Mode

The flow control feature is designed to monitor the device's processor load. Flow
control analyzes all packets of the IDPS session until a controlled boundary is
reached. Once the boundary is reached, new sessions will be skipped and will not be
subject to scanning by the IDPS system. By default, this functionality is always
enabled.

One of the operating modes of the flow control function of the intrusion detection
and prevention system is the intelligent packet scanning mode, intelligent mode. To
reduce the load, the IDPS system scans a portion of the TCP session packets within
the established limit, and the remaining packets are passed without processing. The
administrator can set how many bytes from the start of the session should be
scanned in this mode.

As the processor core load increases, the algorithm reduces the amount of traffic
scanned, thereby reducing the load on the processor.

By default, intelligent mode is always enabled in the system.

If necessary, the system administrator can disable/enable the flow control function
and intelligent mode via the command line interface (CLI). When flow control is
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disabled, intelligent mode settings cannot be changed. The parameter values that
were assigned before disabling the flow control function will remain.

Flow control enable/disable command (available in software version 7.4.0 and
higher):

Admin@nodename# set security-policy intrusion-prevention flow-control
+ on Enable
+ off Disable

Command to enable/disable intelligent mode:

Admin@nodename# set security-policy intrusion-prevention mode
+ on Enable
+ off Disable

Command to change the scanning limit in a session:

Admin@einmanediard# set security-policy intrusion-prevention limit
+ <num> Enter kbytes between 50-200 (e.g. 100)

You can view the current state of the flow control function and intelligent mode
using the command:

Admin@nodename# show security-policy intrusion-prevention

mode i on
limit 1 200
flow-control i on

275



Version 7.x. from 2026/02/20

Working with External ICAP Servers
Description
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NGFW allows sending of HTTP/HTTPS and email traffic (SMTP, POP3) to external
ICAP servers — e.g., to check it for malware or have DLP systems examine the data
sent by users. In that case, NGFW will work as an ICAP client.

NGFW can be configured flexibly for working with ICAP servers: for example, the
administrator can specify rules for the selective forwarding of traffic to the ICAP
servers or configure the use of ICAP server farms.

General Settings

To configure NGFW for using external ICAP servers, follow these steps:

Name Description

Step 1. Create an ICAP In the Security policies = ICAP servers section, click Add and
server. create one or more ICAP servers.

Step 2. Create an ICAP rule. | Inthe Security policies = ICAP rules, create a rule that will set
the conditions for forwarding traffic to ICAP servers or server
farms.
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Name Description

Important! ICAP rules are applied top to bottom in the rule list.
Only the first rule for which all conditions are matched is
triggered.

To add an ICAP server, go to the Security policies - ICAP servers section, click Add,
and fill in these fields:

Name Description

Name The name of the ICAP server.

Description A description of the ICAP server.

Server address The IP address of the ICAP server.

Port The TCP port used by the ICAP server; the default is 1344.
Max message size The maximum message size in kilobytes (kB) that can be

transmitted to the ICAP server. Setting the field value to O can
be used to test the connection to the ICAP server.

Check ICAP server every Sets the time interval in seconds with which NGFW sends
OPTIONS requests to the ICAP server to verify that the server
is available.

Bypass if errors If this is enabled, NGFW will not send data to the ICAP server
when the server is unavailable (does not respond to OPTIONS
requests).

Reqmod path « Enabled: enables the Regmod mode;

« Regmod directory path on ICAP server: specify the path
as instructed in the documentation for your ICAP server.
The path can have one of the following formats:

 /path (ICAP server directory path)

e icap://icap-server:port/path (full URI for the
regmod mode).
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Name Description

Respmod path « Enabled: enables the Respmod mode;

« Respmod directory path on ICAP server: specify the
path as instructed in the documentation for your ICAP
server. The path can have one of the following formats:

o /path (ICAP server directory path)

e icap://icap-server:port/path (full URI for the
respmod mode).

Send username » Enabled: enables sending the username to the ICAP

Server,

« Encode to base64: encode the username as baseé4. This
can be required if usernames contain characters from
national alphabets;

+ Header name: the header name that will be used to send
the username to the ICAP server. The default is X-
Authenticated-User.

Send IP » Enabled: enables sending the user’s IP address to the

|CAP server;

« Header name: the header name that will be used to send
user’s IP address to the ICAP server. The default is X-
Client-lp.

Send MAC address « Enabled: enables sending the user's MAC address to the

|ICAP server;

+ Header name: the header name that will be used to send
user’'s MAC address to the ICAP server. The default is X-
Client-Mac.

To create an ICAP rule, go to the Security policies = ICAP rules section, click Add,
and fill in the relevant fields.

o Note

The rules are applied top to bottom in their listing order. Only the first rule in which all

conditions are matched is applied. This means that more specific rules must be placed
higher in the list than more general ones. To change the order in which the rules will be
applied, use the Up/Down and Top/Bottom buttons or drag and drop the rules with the

mouse.
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o Note

The "Negate" checkbox changes the condition to the opposite, which corresponds to a

Boolean NOT (negation).

Name Description

Enabled
Name

Tags

Description

Action

ICAP servers

Source

Enables or disables the rule.
The name of the rule.

Optional tags for marking the rule. For more details, use the Tag
s section of the Administrator Guide. This option is available
starting from software version 7.3.0 and up.

A description of the rule.

The options are as follows:

« Bypass: do not send the data to the ICAP server. By
creating a rule with this action, the administrator can
explicitly exclude certain types of traffic from being
forwarded to ICAP servers.

¢ Redirect: redirect the data to the ICAP server and wait for
aresponse. This is the standard mode for most ICAP
servers.

« Redirect and ignore: send the data to the ICAP server
and ignore the eventual response. In this case, regardless
of the ICAP server’s response, the data reaches the user
unmodified, but the ICAP server receives a full copy of
the user traffic.

The ICAP server or load balancer where NGFW will send the
requests.

The zone, IP address lists, Geo-IP address lists, or URL lists of
the traffic source.

The URL list must include only domain names.

Important! Lines with the *' symbol in such lists do not work
(they are ignored).

Every 5 minutes NGFW resolves domain names into IP
addresses and stores the result in the internal cache for the
DNS record’s time-to-live (TTL). When the TTL expires, NGFW
automatically updates the IP address value.

Important! The maximum number of GeolPs that can be
specified is limited to 15.
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Name Description

Users

Destination address

Content types

Categories
URL

HTTP method

Service

280

Important! The traffic processing logic is as follows:

« The conditions are combined using Boolean OR, if
several IP address and/or domain lists are specified.

e The conditions are combined using Boolean AND, if
GeolPs and IP address and/or domain lists are specified.

The list of users and user groups to which this rule is applied.
The Any, <O>Unknown, and <0>Known user types can be used.
To apply rules to specific users or Known users, user
identification needs to be configured.

The IP addresses, Geo-IP, or URL (host) lists of the traffic
destination.

The URL list must include only domain names.

Important! Lines with the *' symbol in such lists do not work
(they are ignored).

Important! The maximum number of GeolPs that can be
specified is limited to 15.

Important! The traffic processing logic is as follows:

e The conditions are combined using Boolean OR, if
several IP address and/or domain lists are specified.

e The conditions are combined using Boolean AND, if
GeolPs and IP address and/or domain lists are specified.

The content type lists. Video, audio, images, executables, and
other types of content can be controlled. Administrators can
also create custom content type groups. For more details on
working with content types, see the Content Types chapter.

UserGate URL Filtering category lists.
URL lists.

The method used in HTTP requests, usually POST or GET. If SSL
Inspection is not used, the CONNECT method can be used.

The available options are:

e HTTP: web traffic;

e SMTP: email traffic. The email messages will be
transmitted to the ICAP server as the corresponding
MIME type;

» POP3: email traffic. The email messages will be
transmitted to the ICAP server as the corresponding
MIME type.
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Name Description

Important! Before using SMTP and POP3 in ICAP rules, a mail
security rule should be created for these services. For more
details on protecting email traffic, see the Mail Security section.

Working with multiple ICAP servers

NGFW supports working with multiple ICAP servers. In general, without balancing,
data is transferred to ICAP servers in the order they are listed. If the ICAP server
does not respond, NGFW behavior depends on the Action setting in the ICAP rules:

* Skip: the request is not sent to the ICAP server;

e Forward: the request is sent to the server and a response is expected. If no
response is received, the request is sent to the next ICAP server on the list;

» Forward and ignore: the request is sent to the server, no response is expected.

GLOBAL PORTAL

General Information

Web portal and reverse proxy rules can be used along with DNAT and port
forwarding rules to publish the company’s internal resources to Internet users.

If there are internal resources published using DNAT, port forwarding, reverse proxy,
and web portal rules, the rules are processed in the following order:

1. DNAT/port forwarding rules.

2. Web portal rules. If the host name in the request matches the web portal’'s host
name, and the port number in the request matches the one specified for the
web portal, web portal rules are processed.

3. Reverse proxy rules.
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Web Portal (SSL YPN)
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The web portal allows you to provide access to the company’s internal web
resources, terminal servers, and SSH servers for remote or mobile users by using
only the HTTPS protocol. This technology does not require a special VPN client to be
installed; a regular browser will suffice.

o Note

If Kerberos or NTLM authentication is configured on the target HTTP resources, NGFW
can perform authentication using the SSO technology (a configured LDAP connector
loaded with a keytab file is required). In this case, authentication on the NGFW itself
must also be configured via Kerberos/NTLM, since the NGFW transmits data
transparently; the authentication form is not transmitted to the web portal client when

the site responds with error 401 (Unauthorized).

To configure the web portal, follow these steps:

Name Description

Step 1. Enable and In the General settings - Web portal section, enable the portal
configure the web portal. and configure its settings. The values of the settings are
described in more detail later in this chapter.

Step 2. Enable access to the | Inthe Network - Zones section, allow the web portal service

web portal service in the for the selected zones (usually the Untrusted zone). This will

desired zones. grant access to the service port specified in the web portal
settings in the previous step.

Step 3. Add internal In the Global portal = Web portal section, add the URLs of the
resources to the web portal. | internal resources which the users need to access. The values
of the settings are described in more detail later in this chapter.
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When configuring the web portal (using the General settings - Web portal section),

fill in these fields:

Name Description

Enabled

Hostname

Port

Auth profile

Auth page template

Portal template

Show AD/LDAP domain
selector on auth page

Protect with CAPTCHA

SSL profile

Certificate

Enables or disables the web portal.

The host name that the users will use to connect to the web
portal service. This name should be resolved by the DNS
services to the IP address of a NGFW interface belonging to the
zone where the web portal service is allowed.

The TCP port that the web portal service will use. The port and
the host name together form the URL for user connections that
looks like this:

https://host_name:port.

The user authentication profile that will be used to authenticate
the users who connect to the web portal. The authentication
profile determines the authentication method, such as AD
connector or local user. In addition, in the authentication profile
you can require that multi-factor authentication be used for
web portal access.

For more details on authentication profiles, see the Authenticat
ion Profiles section.

Select the auth page template that will be used to display the
login and password entry form. You can create your own auth
page in the Response Pages section.

Select the web portal template that will be used to display the
resources available via the web portal. You can create your own
auth page in the Response Pages section.

Show a domain selector on the web portal's auth page.

If enabled, the user will be asked to enter a code shown to
them on the web portal’s auth page. This is recommended to
protect against bots that guess user passwords.

Select an SSL profile to build a secure web portal access link.
For more details on SSL profiles, see the SSL Profiles chapter.

The certificate that will be used to establish an HTTPS
connection. If Automatic mode is selected, the certificate
issued using the SSL decryption certificate for the captive
portal SSL role will be used. For more details on certificate
roles, see the Certificate Management section.
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Name Description

Authentication by If enabled, the browser will be required to present a user

certificate certificate. To that end, the user certificate must be added to
the NGFW's certificate list, assigned the User certificate role,
and assigned to the corresponding NGFW user. For more
details on user certificates, see the Certificate Management
section.

Configuring the web portal (using the Global portal - Web portal section) amounts
to creating publishing records for internal resource URLs. For each URL, create a
bookmark and fill in the following fields:

Name Description

Enabled Enables or disables the bookmark.

Name The name of the bookmark.

Description A description of the bookmark.

URL The URL of the resource to be published via the web portal.
Specify the full URL, starting with http://, https://, ftp://, ssh://,
or rdp://.

Important! To publish terminal servers, make sure to disable
the Network Level Authentication requirement in the RDP
access properties on the terminal access servers. In this case,
user authentication for server access will be done by the web
portal according to its settings.

Direct domain Direct domain is an optional field, which allows access to the
published resource from the Internet directly via specified
domain name. The protocol (HTTP or HTTPS) and domain must

be specified.
Check authorization for Terminate the RDP session upon completion of authentication
RDP sessions on the web portal on the server side.
Enable transparent Transparent authentication allows you to authenticate a user to
authentication an application published for them. The same data that the user

entered when entering the web portal will be used for
authentication. For this option to work successfully, the
published application must support transparent authentication.

SSL profile Select an SSL profile to build a secure web portal access link.
For more details on SSL profiles, see the SSL Profiles chapter.

Certificate The certificate that will be used to establish an HTTPS
connection between NGFW and the server. If the Select
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Name Description

Icon

Supporting URLs

Users

certificate mode is selected, then the certificate issued by the
SSL decryption certificate for the SSL Captive portal role is
used. For more information about certificate roles, see the Certi
ficate Management section.

Icon to display on the web portal for this bookmark. You can
select one of the predefined icons, specify an external URL at
which the icon is available, or upload a custom icon.

Supporting URLs necessary for the main URL to work (but not
needed to be published to users). For example, the main URL ht
tp://www.example.com may get a part of its media content
from the supporting URL http://cdn.example.com.

The list of users and/or user groups which are allowed to have a
bookmark displayed on the web portal and to access the main
and supporting URLs.

The order of the bookmarks on the web portal determines the order in which they
are displayed for the user. The administrator can reorder the bookmarks by using
the Up/Down and Top/Bottom buttons or dragging and dropping them with the

mouse.

HTTP/HTTPS Resource Publishing Using Reverse Proxy

UserGate NGFW supports publishing remote application web servers in reverse
proxy mode. Access to web servers and the security of connections to them are
controlled by configurable reverse proxy rules.

Reverse proxy mode provides the following features:

* Load balancing. If multiple web servers process requests to a remote
application, the reverse proxy server can evenly distribute requests among
them, thereby preventing overloading individual web servers.

* URL rewriting. The reverse proxy server can perform path and domain name
rewriting in requests to redirect them to different web servers, thus helping to
separate traffic for different applications.

* Web server access control. The reverse proxy server can block access
attempts based on the client application's useragent and unwanted URLs.
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SSL connection support. A reverse proxy server can encrypt and decrypt

* requests and responses, which reduces the load on web servers and improves

their performance.

To publish a web server:

1. Create one or more reverse proxy servers.

2. If multiple web servers are deployed to access a remote application, create a
load balancing rule for them.

3. Create reverse proxy rules that will define the publishing conditions for a
web server or group of web servers.

0 Important!
Publishing rules are applied top to bottom in the rule list. Only the first publishing

rule for which all conditions specified in the rule parameters match is triggered.

4. In General settings - Network = Zones, in the access control settings of the
zone where you want to allow access to internal resources, enable the Reverse
proxy service.

Creating a Reverse Proxy Server

To create a reverse [Poroxy server:
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1. In the Global portal - Reverse proxy servers section, click Add.

2. In the Configuring reverse proxy servers window, specify the name, IP
address or FQDN, and TCP port of the published web server.

3. Configure the remaining parameters as needed:

* Select the HTTPS to server checkbox to transmit traffic over a secure
connection from UserGate NGFW to the published web server. If this
checkbox is selected, ensure that you specified the port for the secure
connection at step 2.
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O Note

Starting with version 7.4.0, UserGate NGFW uses GCM encryption
algorithms with increased resistance to vulnerabilities and attacks to
establish secure connections to web servers. Therefore, before configuring
traffic over a secure connection, you must ensure that the web server
supports GCM encryption algorithms and negotiates them in "server hello"

messages when establishing a connection.

» Select the Check SSL certificate checkbox to enable verification of the
SSL certificate installed on the published web server. This option is
available if the HTTPS to server checkbox is selected.

* Select the Keep original source IP address checkbox to preserve the
original source IP address in requests. If disabled, the source IP address is
replaced with the UserGate NGFW IP address.

o Important!

If the "Do not modify source IP address" checkbox is selected, for proper
operation, you must configure routing so that the web server responds
through the same UserGate NGFW network interface from which client
requests come. To do this, you can specify the UG NGFW as the default
gateway on the web server, or you can configure static routes through the
UG NGFW for "white" source IP addresses.

4. Save the changes.

Balancing Reverse Proxy Servers

If multiple web servers are deployed to access a remote application, you can
distribute client requests between them using load balancing rules.

To create a load balancing rule for reverse proxy servers:

1. In the Global portal section, create reverse proxy servers for the remote
application. In the Configuring reverse proxy servers window, ensure that the
IP address for each server participating in load balancing is specified in the
Server address field.

2.In General settings - Network policies = Load balancing, click Add and
select Add reverse proxy load balancer.
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3. In the Reverse proxy balancing rule configuration window, on the General
tab, specify a name for the rule and enable it.

4. On the Reverse proxy servers tab, add the servers to which the load will be
distributed.

5. Save the changes.

Creating a Reverse Proxy Publishing Rule

Reverse proxy publishing rules allow you to filter requests to web servers, control
access to them, and ensure secure connections.

Created rules are applied sequentially from top to bottom in the order they are
listed. Only the first rule in which all conditions are matched is applied. This means
that more specific rules must be placed higher in the list than more general ones.
You can drag and drop rules in the list to change the order in which they are applied.

To create a reverse proxy rule:
1. In General settings - Global portal - Reverse proxy rules, click Add.
2.In the Configuring reverse proxy rules window, on the General tab:
e Enable the rule and enter its name.

* If necessary, specify tags to mark the rule. For more information, see the
Tags section. This parameter is available in software version 7.3.0 and
later.

* In the Reverse proxy server list, select the reverse proxy server or load
balancer to which UserGate NGFW will forward requests.

 Specify the ports on which UserGate NGFW will listen for incoming
requests.

* Select the Use HTTPS checkbox if you want traffic exchange with the
client to take place over a secure connection.

e |f the Use HTTPS checkbox is selected:

o Select an SSL profile that supports the desired SSL protocols or
individual encryption and digital signature algorithms.

° Specify a web server certificate to support HTTPS connections.
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If necessary, enable user authentication by certificate by selecting
° PKI, and then specify the previously created client certificate profile.
For more information, see the Client Certificate Profiles section.

» Use the Insert option to configure the position of the rule in the list.

O Note

This option is available if other rules already exist in the list.

3. 0On the Source tab, select at least one traffic source zone and, if necessary,
add lists of IP addresses, domain names, or GeolP addresses (up to 15
addresses) for which traffic exchange with web servers will be allowed.

0 Important!
Do not add lines with the "*" symbol to the lists; they will be ignored.

O Note

You can also configure a rule that ignores traffic sources in specified zones and
with selected addresses. To do this, create a list of unwanted zones and/or
addresses on the "Source" tab and enable "Invert" in the corresponding

parameter blocks.

o Note

Every five minutes, UserGate NGFW resolves domain names to IP addresses and
stores the resulting result in an internal cache for the lifetime of the DNS record.
After the lifetime expires, UserGate NGFW automatically updates the IP address

value.

0 Important!

Traffic processing is performed according to the following logic: conditions are
combined using OR if multiple lists of IP addresses and/or domain names are
specified; Conditions are combined using AND if GeolP and lists of IP addresses

and/or domains are specified.
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4. If you selected HTTPS and client certificate authorization at step 2, on the
Users tab, if necessary, create a list of users and groups to which this rule will
apply. The Any, <O>Unknown, and <O>Known user types can be used. To apply
rules to specific users or Known users, user identification needs to be
configured. For more information, see the Users and Groups section.

5. On the Assignment tab, specify the IP addresses assigned to the interfaces
that accept incoming connections. This setting should be configured when
multiple IP addresses are assigned to a single UserGate NGFW interface or
when multiple interfaces are connected to the network.

O Note

You can also configure a rule that ignores incoming connections to specified
addresses. To do this, on the "Assignment" tab, specify the addresses and enable

"Invert".

0 Important!

Traffic processing is performed according to the following logic: conditions are
combined using OR if multiple lists of IP addresses and/or domains are specified;
Conditions are combined using AND if GeolP and lists of IP addresses and/or

domains are specified.

6. On the Useragent tab, if necessary, add the identification strings of client
browsers that will be allowed to exchange traffic with web servers.

O Note

You can also configure a rule that ignores specific browsers requesting access to
the web server. To do this, create a list of unwanted browsers on the "Useragent"
tab and enable "Invert".

7. On the Path rewrite tab, configure URL path rewriting. For more information
on path rewriting, see the section below.

8. Save the changes.
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Substituting Paths in Reverse Proxy Rules

This section describes how path substitution works in reverse proxy rules for
software version 7.2.0 and higher.

Path substitution in reverse proxy rules is used to redirect the user's HTTP request
to a different path. This allows you to manage traffic splitting for different services.
For example, if a user makes a request to example.com/pathl, the reverse proxy
server redirects the request to example. local/path2.

To configure path substitution in a reverse proxy rule:

1. In General settings - Global portal - Reverse proxy rules, create or select a
rule.

2.In the Configuring reverse proxy rules window, on the Path rewrite tab, click
Add and fill in the fields:

* Change from: the domain and/or URL path you want to substitute. If a
domain is specified in the Change from field, the reverse proxy rule will
only apply to requests arriving at that specific domain. Thus, in this case,
the domain will serve as a condition for triggering the rule.

» Change to: the URL domain and/or path with which the original one
should be substituted.
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HacTpoiika npaBuna reverse-npokcu Q
[ ) e (e

o No6aBuTb / Pepaktuposatb €© Yaanutb ? Bbiwe § Hwxe KonupoeaTtb
U3meHunTb C WU3MeHnTb Ha
example.com/path1 example.local/path2

3. Save the rule.

When processing an HTTP request, a reverse proxy rule will be triggered, and its
pattern in the Change from field matches the URL path in the request. When a
reverse proxy rule is triggered, the path in the HTTP request is substituted: the
pattern in the Change from field is replaced with the pattern in the Change to field. If
the user's request does not match any reverse proxy rule, the response will be a 403
Forbidden error.

Compliance Check Conditions

The HTTP request syntax is the following sequence: <scheme>: //
<host>:<port>/<path>.
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The pattern in the Change from field consists of the sequence <host>/<path>and
must satisfy the following conditions:

» <host>is a required parameter. The match is strict, the presence or absence
of the "/" symbol at the end of the node name without a path is equivalent. All
node names are converted to lowercase.

e <path>is an optional parameter. Without it, any path will be chosen. Prefix
match (not strict).

* The pattern from the Change from field and the pattern from the Change to
field must both end with the "/" character or not contain one at the end.
Otherwise, path substitution will not work correctly.

» The request scheme (<scheme>) is ignored and is not changed.
* The request port (<port>) is ignored and is not changed.

If the request and the original pattern match, the rule is considered to have been
triggered.

The table below shows examples of pattern triggers.

The original patterninthe  Examples of requests for which Examples of requests for which

reverse proxy rule the rule will work the rule will not work
testdev o test.dev » abc.com
o test.dev/ o test.develop
o test.dev/* o test.dev.lol
o http://test.dev
« test.devicany port>
tesT.deV o test.deV e abc.com
o tesT.deV/ « test.develop
o TEST.dev « test.dev.lol
testdev/co « test.dev/co* « test.dev.lol/co*
* http://test.dev/co* o test.dev/kool*

« test.devicany port>/co*

http://test.dev « http://test.dev « http://test.develop

o http://test.dev/*
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The original patterninthe  Examples of requests for which Examples of requests for which

reverse proxy rule the rule will work the rule will not work

* http://test.devi<any
port>

« http://test.devi<any
port>/

o http://test.devicany
port>/*

http://test.dev/co o http://test.dev/co* o http://test.dev/cool*

 http://test.devi<any
port>/co

Path Substitution Rules

Let's take a closer look at the path substitution logic.

To do this, create arule test.dev/exa » test.dev/ad/test and make several
requests.
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HacTpoiika npaBuna reverse-npokcu @

o [o6aButb i PepaktupoBatb Q Yaanutb &4 Bblwe &9 Hwxe Konuposatb

WU3meHnTtb U3meHuTb Ha

test.dev/exa test.dev/ad/test

1) Request for test.dev/exalala.

The parameter path = /exalala. The pattern path from the Change from field is
removed; in this example, /exa is removed. The remaining partis: Lala.

During further conversion, the resulting remainder, Lala, is added to the end of the
pattern path from the Change to field, i.e.: /ad/test + lala. Asaresult, after the
transformation, the path parameter gets the value: /ad/testlala.

Thus, the final request will be sent to: test.dev/ad/testlala.
2) Request for test.dev/exa/vvv.

The parameter path = /exa/vvv. The pattern path from the Change from field is
removed; in this example, /exa is removed. The remaining partis: /vvv.

During further conversion, the resulting remainder, /vvv, is added to the end of the
pattern path from the Change to field, i.e.: /ad/test + /vvv. As aresult, after the
transformation, the path parameter gets the value: ad/test/vvv.
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Thus, the final request will be sent to: test.dev/ad/test/vvv.

VPN SETTINGS

General Information

VPN (Virtual Private Network) is a generic name for technologies that make it
possible to create logical networks (tunnels) on top of public networks to provide
communications security.

To create a VPN, at least two network devices are needed that can identify each
other and encrypt the data flow between them.

Types of VPN Connection

In UserGate NGFW, you can create the following types of VPN connections:

« Site-to-Site VPN connections. In this case, one host works as a VPN server and
another as a VPN client. This kind of server-to-server connection allows you to
consolidate corporate offices into a single logical network.

* Remote Access VPN. In this case, NGFW UserGate works as a VPN server and
user devices as VPN clients. The UserGate software can be used as the VPN
client software on user devices (clients for Windows OS and Linux OS).
Standard VPN clients for most of the popular operating systems like Windows,
Linux, Mac OS X, iOS, Android are also supported.

Secure VPN Tunneling Options

Secure VPN tunnels can be created using L2TP/IPsec(IKEv1), IPsec(IKEv2),
IPSec(IKEv1), GRE/IPsec protocols.

L2TP/IPsec VPN

With an L2TP/IPsec VPN, a tunnel is created using L2TP (RFC 3931) protocol where
network-layer packets are transmitted inside PPP frames. Since L2TP itself does not
provide strict authentication, confidentiality, and integrity of the data being
transmitted, the IPsec (RFC 6071) group of protocols is used for those purposes.
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The L2TP tunnel is created inside a secure IPsec link, and to establish it, you first
need to create a secure IPsec connection between the hosts. In this case, IPsec
works as a transport and uses ESP (Encapsulating Security Payload) to encrypt L2TP
packets.
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VPN has two encapsulation levels: internal L2TP encapsulation and external IPsec
encapsulation. The internal level has L2TP and UDP headers in addition to the PPP
frame. The external level adds an IPsec ESP header and trailer. An IPsec Auth trailer
provides message integrity check and authentication.

The process of creating a VPN comprises these main steps:
1. Establish a secure data link

2. Establish a VPN tunnel.
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Secure data link establishment

To establish a secure data link, the IPsec group of protocols is used.
IPsec has three underlying protocols:

» Authentication Header (AH)

* Encapsulating security payload (ESP)

* Internet Key Exchange (IKE).

Authentication Header (AH) ensures the integrity of the transmitted data,
authentication of the data source, and protection from retransmission. AH does not
provide confidentiality for the data in transit because it does not perform
encryption. The IP protocol number for AH is 51.

Encapsulating security payload (ESP) uses encryption to ensure the confidentiality
of the transmitted data and also supports data integrity and data source
authentication. The IP protocol number for ESP is 50.

Internet Key Exchange (IKE) is a service data exchange protocol for negotiating an
establishing a security association (SA). A security association includes a set of
secure connection parameters that can be used by both sides of the connection for
mutual authentication and the encryption of transmitted data. IKE uses the UDP port
500.
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The IPsec has two modes of operation:
e tunnel mode
e transport mode.

In the tunnel mode, IPsec encrypts the entire original IP packet along with its header.
Then it is encapsulated inside an additional packet that has its own header. The
tunnel mode is used when two private networks transmit data via an insecure public
network.

In the transport mode, only the payload of the IP packet is encrypted, and the
original IP header is kept with some extra information added to it. The transport
mode is used when the two hosts already have an IP connection, but that
connection does not provide security for the transmitted data.

When a VPN is created using L2TP/IPsec, the tunnel between the two hosts is
created using the L2TP protocol, and IPsecis to provide security for the data link. In
this case, IPsec operates in the transport mode, and the negotiation of the security
association and establishment of the secure link is done using the IKE protocol
(IKEVT) in two phases.

In phase 1, the neighboring hosts are mutually authenticated, an IKE SA is negotiated,
and a secure service link is established between the hosts for IKE data exchange.

The negotiated parameters of an IKE SA are:
e hash algorithms (MD5, SHA)
» encryption algorithms (DES, 3DES, AES)
e tunnel lifetime parameters
e diffie-Hellman groups.
Pre-shared keys are used for authenticating the link peers.
IKEV1 phase 1 negotiation can be carried out in two modes:
* main
* aggressive.

In the main mode, the devices exchange six messages. During the first exchange
(messages 1and 2), the encryption and authentication algorithms are negotiated for
IKE SA. The second exchange (messages 3 and 4) implements the Diffie-Hellman
(DH) key exchange. After the second exchange, the IKE service on each device
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creates a master key to use for authentication. The third exchange (messages 5

and 6) authenticates the reporter and responder of the connection (identity
checking) and the information is secured using the encryption algorithm established
earlier.

In the aggressive mode, there are two message exchanges with three messages in
total. In the first message, the reporter transmits information corresponding to
messages 1 and 3 of the main mode — that is, the information on encryption and
authentication algorithms as well as the DH key. The second message, transmitted
by the responder, contains information corresponding to messages 2 and 4 of the
main mode and also authenticates the responder. The third message authenticates
the reporter and confirms the exchange.

The fewer number of messages allows for a quicker connection establishment in the
aggressive mode, but the peer IDs are exchanged in plain text. The main mode is
considered more secure because it encrypts the ID data.

The result of phase 1is a successfully negotiated bidirectional IKE SA and the
establishment of a secure service link. This channel will be used in phase 2 for
negotiating the IPsec SA parameters for the main data channel.

In phase?2, the secure service link established earlier in phasel is used to negotiate
an |IPsec SA for the secure transmission of data over the IPsec link.

IKEV1 has one mode in phase 2 called quick mode.
The negotiated parameters of an IPsec SA are:

» Encryption algorithms (DES, 3DES, AES)

* Hash algorithms (MD5, SHA-1, SHA-2)

* SA lifetime parameters.

Based on the IPsec SA negotiation results, a secure data link is created operating in
the IPsec transport mode with ESP encapsulation that has two unidirectional SAs to
both sides of the link.

After this mode is set, the service link established in phase 1 does not disappear and
is used to update the SA for the main channel.

The IPsec SA is terminated when the VPN is disconnected on one side of the
connection or upon a timeout. A timeout occurs when the key lifetime has elapsed
or the link lifesize has been reached. When the SA is terminated, the keys are
deleted. If additional IPsec SAs are required for data transmission, a new IKE
negotiation phase follows.
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VPN tunnel establishment

At this stage, an L2TP tunnel is negotiated and established between the SA
endpoints. The actual parameter negotiation occurs over a secure IPsec SA link. The
L2TP protocol uses UDP port 1701.

When the VPN has been established, L2TP packets flowing between the endpoints
are encapsulated using IPsec. Since the L2TP packet itself is wrapped into an IPsec
packet, the original source and destination IP addresses are encrypted inside the
outer packet. In addition, there is no need to open UDP port 1701 on the firewall
between the endpoints because the inner packets are not processed until the IPsec
data have been decrypted, which only happens at the tunnel endpoints.

IPsec(IKEv2) VPN

When a VPN is created using IPsec(IKEv2), a secure VPN tunnel is established only
using the IPsec group of protocols together with IKEV2(RFC 7296, RFC 7427).
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In this scenario, IPsec operates in the tunnel mode where the original IP packets are
fully encapsulated and encrypted inside a new packet that has its own header and
trailers.

Similar to IKEv1, IKEv2 also has a two-stage secure connection establishment
process, but with fewer message exchanges.
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The first stage is known as IKE_SA_INIT. In the two messages comprising an
IKE_SA_INIT exchange between two neighboring hosts, IKE SA parameters are
negotiated, and a secure service link is established. The negotiated parameters of an
IKE SA are:

* hash algorithms
 encryption algorithmes,
o diffie-Hellman key.

Every host generates a seed key (SKEYSEED) that is used afterwards to generate
keys used in the IKE SA. All the subsequent IKE keys are generated using the
SKEYSEED.

The second stage is called IKE_LAUTH. At this stage, the neighboring hosts are
authenticated. The two messages comprising an IKE_AUTH exchange are
authenticated and encrypted in the context of the IKE SA created during the
IKE_SA_INIT message exchange.

At the end of the second negotiation stage, a child security association (CHILD SA) is
created under the IKE SA for secure data transmission. CHILD SA is an IKEv2 term
that is similar to IPsec SA in IKEV1. IKEv2 uses UDP ports 500 and 4500 (IPsec NAT
Traversal).

Additional CHILD SA can be created to establish a new tunnel. This message
exchange is called CREATE_CHILD_SA and can be used to negotiate new Diffie-
Hellman group values and encryption/hash algorithm combinations.

IPsec tunnel peer authentication can be done using certificates based on a Public
Key Infrastructure (PKI) or using the Extensible Authentication Protocol (EAP).
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IPsec(IKEv1) VPN

When a VPN is created using IPsec(IKEV1), a secure VPN tunnel is established using
the IPsec group of protocols together with IKEVT.

In this case, UserGate NGFW can work as VPN client and VPN server.

GRE/IPsec VPN

GRE (RFC 2784) is a tunneling protocol that can encapsulate the packets of various
types of protocols inside IP tunnels, creating a virtual point-to-point link over an IP
network. GRE is used for managing the process of transmitting multiprotocol and
multicast IP traffic between